
Lawrence Berkeley National Laboratory
Recent Work

Title
THE TENSION BETWEEN COLLABORATIVE RESEARCH RND NETWORK SECURITY

Permalink
https://escholarship.org/uc/item/03w7029p

Author
Stevens, D.F.

Publication Date
1989-06-01

eScholarship.org Powered by the California Digital Library
University of California

https://escholarship.org/uc/item/03w7029p
https://escholarship.org
http://www.cdlib.org/


~I n., • 

', .. ' 

~ I 

f, 
' t ) 

ue-Lfos
LBL-27247 <'. J 

Lawrence Berkeley Laboratory 
UNIVERSITY OF CALIFORNIA, BERKELEY 

Information and Computing 
Sciences Division 
Presented at the Conference on Dealing with Computer 
Systems Security in an Information Age, 
San Mateo, CA, June 27, 1989 

The Tension Between Collaborative Research 
and Network Security 

R :: : -~ I ·,· c J 
L/.'Nr~E(lCC 

l?.::c:;·-::'t U Lt;8:YlATO.-.'f 

FEB 2 1990 

:._. ~ ~-~ f~;·. ~1Y 1-\N ::~ 

C8CU•',ic;\iTS SEG-:-ION 

D.F: Stevens For Reference 

June 1989 Not to be taken from this room 

Prepared for the U.S. Department of Energy under Contract Number DE-AC03-76SF00098. 



DISCLAIMER 

This document was prepared as an account of work sponsored by the United States 
Government. While this document is believed to contain correct information, neither the 
United States Government nor any agency thereof, nor the Regents of the University of 
California, nor any of their employees, makes any warranty, express or implied, or 
assumes any legal responsibility for the accuracy, completeness, or usefulness of any 
information, apparatus, product, or process disclosed, or represents that its use would not 
infringe privately owned rights. Reference herein to any specific commercial product, 
process, or service by its trade name, trademark, manufacturer, or otherwise, does not 
necessarily constitute or imply its endorsement, recommendation, or favoring by the 
United States Government or any agency thereof, or the Regents of the University of 
California. The views and opinions of authors expressed herein do not necessarily state or 
reflect those of the United States Government or any agency thereof or the Regents of the 
University of California. 



·~) 

The Tension Between Collaborative Research and Network Security* 

David F. Stevens 
Information and Computing Sciences Division 

Lawrence Berkeley Laboratory 
l Cyclotron Road 

Berkeley, California 94720 

June, 1989 

Prepared for the Addamax Conference on 
Dealing with Computer Systems Security in an Information Age 

San Mateo, California, June 27, 1989 

• This work was supported by the U.S. Department of Energy under Contract DE-AC03-76SF00098 
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Many of today's scientists depend in an essential way upon modern network connectivity to 

provide them with access to colleagues and data located at distant institutions. These 
collaborations range in size from two to several hundred, and in scope from joint authorship of a 
brief report to the design and analysis of a major high-energy physics experiment. In the iatter 

case, not only is remote access to text required, but also remote access to, and exchange of, 
engineering drawings, modest amounts of experimental data, and hundreds of thousands of lines of 
Fortran code. 

In a highly idealized sense, the desires of the scientists for connectivity and the objectives of 
network security are complementary rather than antithetical. The scientists want easy access to 
their data, wherever it resides, and to the 'right' people; network security strives to limit their 
access to their own data, and to prevent all access by the 'wrong' people. In practice, however, 

the two often clash. Research scientists, especially in communities with many visitors-whether 
corporeal or electronic-find the procedures necessary to obtain even a modicum of security to be 

onerous. Those responsible for network security find the scientists' tendency to give away the 
keys to the storeroom, as it were, to be excrutiatingly casual. Many scientific collaborations 

involve the presence at a site of a constantly shifting population of scientists. The imposition of 
even relatively simple security precautions, such as the prohibition of password-sharing, or the 

elimination of any password or system ID known to a departed visitor, can place a significant 
procedural burden on the stable core of the group. On the other hand, failure to observe these 

precautions can make the achievement of even a minimally acceptable level of security 
impossible. Recent incursions by malicious~r even merely troublesome-network trespassers 

have sensitized some of the research community to the necessity for some level of protection, but 
they prefer it to exist below their level of consciousness, if at all possible. The problem, in a 

nutshell, is one of achieving unlimited connectivity with just enough security. 

This is not an easy thing to accomplish. The obstacles are many, and are found in all sectors of 

the population that should be cooperating in the search for solutions. They include attitudinal 

problems, political problems, procedural problems, technical problems, organizational problems, 
and motivational problems. In what follows, we present a few of each variety, together with 

some thoughts on the development of policy that might contribute to a lessening of the tension 

between collaborative research and network security. 

.. . 
Th1s work was supported by the U.S. Department of Energy under contract No. DE-AC03-76SF00098. 
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Attitude Problems (Historical) 

Attitudes change but slowly, leaving us with traditions that are not always appropriate to new 
situations. Within the scientific computing milieu, vis-a-vis security, we encounter four 
inappropriate historical attitud~s: That security is a burden to the user (" ... about as useful as 
bones in a potato"), a non-concern of management, a procedural i:ssue for auditors, and an 

afterthought for developers. The biggest problem with the first of these is that, in a funda
mental sense, it is valid. Although recent experience shows that security is necessary, it doesn't 

follow that it is useful, i.e., that it contributes in any material way to the science a network user 
is trying to do. It interferes with the user's train of thought, it places barriers between him and 
his desire for connectivity throughout his global scientific community, and it requires him to 

master a number of meaningless, and occasionally intricate, procedural details. A particularly 

egregious example (that one hopes is apochryphal but fears is factual) concerns 'adequate' 

password protection: An apparently serious suggestion that a random 22-character (machine
generated) password (such as jeio5kKdj*woB90@8dkjsk) is a Good Thing. It is essentially 
unbreakable, true, but its unbreakability is matched only by its unusability. 

The other attitudes are not valid, but remain prevalent. One can perhaps forgive the auditors1 

for the stated attitude is consistent with their training, but 'one cannot forgive the managers-and 

policy makers-who allow such an attitude to persist unchallenged. The consequence of a pro
cedural approach to security, narrowly applied (as it often is during administrative review), is 

to judge an organization on the quality of its documentation rather than on the quality of its 
protection. Having a well-defined procedure for dealing with security breaches seems to be more 
important than avoiding the breaches. 

Developers, if left to their own devices, normally go for functionality first, performance second, 

usability last, and security not at all. That is result of their own interests and training to some 
extent, but also of the attitude of managment that security is the concern only of the formal 

security force. It is not surprising that many security measures are so user-hostile. 

Attitude Problems (Conceptual) 

A major contributor to the tension between collaborative research and security is the belief, 

common among the makers of security policy, that unclassified security is a subset of classified 
security. They then define unclassified security policy by scaling down classified security policy 
in some fashion. Unfortunately, unclassified security is not a subset of classified security, and 

assumptions and procedures that are valid and appropriate for the one are neither valid nor 
appropriate for the other. 

There is a fundamental distinction between them that is lost when the difference is seen as 

simply one of magnitude; namely, that classified security is a matter of the national interest, 

including such matters as national defense and military secrecy, whereas unclassified security is 
a business decision. In the first case, there are risks that are unacceptable, regardless of the cost 
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to negate them. In the second, we are dealing with a form of insurance, and it makes little sense 
to expend $100,000 to protect data that is worth only $20,000. Classified security policy is 
largely driven by the DOD 'rainbow' series (the orange, yellow, green, and red books), and is 

predominately a disclosure policy. Thus any security policy derived by simple subsetting of 
accepted practice in the classified world will be strongly based upon access controls. It will place 

technical and procedural barriers between 'unknown' users and access to the systems and data 
they wish to use. The aim of collaborative research, on the other hand, is to provide broad 

access to that system and data. Classified security policy assumes strongly hierarchical organi
zational command structures, in which all users of the system report to some common authority. 
Collaborative research teams, however, span many independent institutions and countries; there 
is no common authority to which all participants report. 

Attitude Problems (Struthionesque • ) 

There continue to be those, of course, who prefer to ignore the problem on the grounds that it 
doesn't concern them (they have no 'secret' data), and they have more important things to do. 

Unless and until they themselves, or their near colleagues, are bitten, they will ignore any 

security measure as being unnecessary bureaucratic nonsense. The great November worm incident 
undoubtedly awakened some of them to the fact that simple attachment to a network puts one's 
system and data at risk, but many continue to operate in innocent ignorance. 

Political Problems 

Because the idea of widespread computer network connectivity is so new, and so unfettered by 

geographical and organizational boundaries, it is inevitable that there be confusion over how 

best to organize our efforts to achieve network security. Nevertheless, it is distressing that it is 

so difficult to achieve cooperation in the presence of an ongoing incident. Law enforcement 

agencies are traditionally organized to conduct their investigations in relative secrecy. It is not 

clear that this is a viable approach when dealing with network incursions, however, for it 

appears that it will be some years before the agencies have the network infrastructure and the 
in-house technical expertise to conduct these investigations without the active involvement of 

local personnel. This places the enforcement agencies in the awkward situation of accepting help 
that they often do not understand from people they may not be inclined to trust. (Network 

technicians who are members of the counterculture are still rather numerous.) 

Even outside of the enforcement agencies there are those who would control (and in fact classify) 

any knowledge of system vulnerabilities, to the extent that such information is not made 
available to the network technical community. This is a classical example of the diverging 

viewpoints of the security forces and the proponents of collaborative research. To the former, 

any unknown recipient is presumed to have evil intent; to the latter, such knowledge should be 

shared, so that a solution can be found as quickly as possible. The security viewpoint has been 

• From Struthio, the ostrich genus. 
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responsible for at least one instance in which unclassified sites were informed of a problem-and 
its solution-by European colleagues at a users' meeting, some months after the information had 
been classified in this country, but before the 'security' people could offer any solution. 

A third area of political problems concerns turf. Computer and network security are still rather 
unsettled territory, and are perceived by some to be ripe for exploitation. As a result, energy 

that could usefully be spent in solving the problems is spent in redefining them to fit within 
existing bailiwicks. 

Technical Problems 

The rapid pace of technology may make things even more difficult for the security community 

than for the rest of us. It is certainly the source of much of the tension between security and 
collaborative research, for it has enabled collaborative research to transcend the physical 

limitations that so simplified the life of the security officer. Technology has made it easy to 
hook any two people in the world together, but has not yet provided the tools that will make it 
easy to combine that access with reasonable security. Among the technical lacks are: complete 
packet/message traces (some systems content themselves with retaining only the source and the 

last hop), tamper-proof hardware identifiers, alternative channels of communication (to allow a 
discussion of, without utilizing, a corrupted medium), and watermelon analyzers. 

This last refers to an old story of a misanthropic watermelon farmer who sought to reduce depre
dations in his harvest by publishing a notice that one of his watermelons was poisoned. It 

worked ... until one day, as he was about to complete the harvest, his foreman brought in his 
notice, which had been modified to state that two of the watermelons were now poisoned. One 

technique employed by hackers is to 'steal' legitimate accounts that see small use. Since these 
are legitimate, their use raises no flags unless the owner happens to wake up, return from sab

batical, perform his annual credit check, or whatever. We have no reliable way to distinguish 
the poisoned watermelons from the uncorrupted ones. 

Procedural and Organizational Problems 

Many networks used in the research community are operated by rather loose confederations. 
There is no true network boss, and there is no well-understood division of responsibility. Since 

they have generally been established to facilitate connectivity, what procedures exist are 

generally aimed at maintaining and increasing access, rather than at limiting it. Networked 
research communities generally resist any attempt at central control. There is no general agree

ment about which security measures are properly the responsibility of the nodes, and which are 
the responsibility of the network. There is no network-wide point of contact for the emergency 
(or even leisurely) dissemination of information about attempted penetrations. There are few, if 

any, trusted advisors. The user community for many research networks includes every post

secondary student, and many of the secondary students, in the free world. There is no body of 

knowledge about how network infections spread once they have been contracted. 
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These problems all compound, because the entire network is vulnerable to any threat directed at 

any of its nodes. A network is therefore weaker than its weakest link. 

Motivational Problems 

Finally, it is difficult to get either individuals or organizations to act in a fully rational and 
responsible manner where network security is concerned. The Ostrich Syndrome has already been 

mentioned. There is also the Caesar's Wife Syndrome. This is an age in which image is a 
valuable corporate asset. This leads some to think that it is more important to avoid the 
publicity attendant upon a security incident than it is to investigate the incident to the fullest. 
There is a great deal of anecdotal evidence that many organizations would rather suffer the 

consequences of 'malicious logic' and forego redress than brave the possible bad press they would 
receive by admitting they had been victimized. 

There is also no incentive for many organizations to attempt to identify an intruder. They are 
rebuffed in their attempts to interest the official enforcers. When they finally goad them into 
action, they are given no information about the progress of the case. If they should happen to 
succeed, there is no guarantee that prosecution will follow. They are provided with no profes
sional (meaning technical) assistance. They are provided with no additional resources, and they 

receive no compensation for the effort and expense associated with pursuing the investigation. 

(And at the beginning, there is no way to tell whether the investigation will last a week or a 
year.) 

Reducing the Tension 

While a certain amount of tension is inevitable between collaborative research and network 

security (and is perhaps even beneficial), there are several policy steps that could be taken to 
bring it to less antagonistic levels. The most important step, however, is one that might better be 
called a meta-policy: Require that security policy for unclassified systems be developed by 

different people than those who develop security policy for classified systems. The developers 

of security policy for unclassified systems should be aware of the scope and magnitude of the 

threat, but sympathetic to the needs of collaborative research and cognizant of the research 
network milieu. 

The policy itself should be based on a cost/benefit approach, and should promote cooperation 
among providers, users, and protectors/enforcers; recommend a rational distribution of responsi

bility between network and nodes; support the elimination of technical and procedural gaps in 
the infrastructure; and encourage the education of the user community. 

There are two elements to the cost/benefit approach. The first is that the cost of the security 

measures proposed-including the procedural burden, integrated over the entire user community

must be reasonable in light of the value of the systems and data being protected. The second is to 

provide incentives for detecting, tracing, tracking, and prosecuting network trespassers. 
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Ways to promote cooperation include the definition of interagency communication channels, the 

sharing of information about system vulnerabilities with the technical communities concerned, 
and the facilitiation of technical cooperation among experts from different sites and agencies. 

In defining responsibility, policy must recognize realistic span of control. Thus, the management 
of each node can reasonably be held responsible for the results of actions originating from the 

node, but must have the authority to refuse traffic from a node they consider to be untrustworthy. 
And because 'the network' has no control over the nodes, network responsibility should be limited 

to data integrity, leaving data security in the hands of the nodes and the users. 

Policy, of course, cannot eliminate technical gaps, but it can encourage the funding agencies to 

sponsor the development of the tools and techniques needed. Policy can eliminate procedural 

gaps and provide a philosophical underpinning that will lead to a common understanding of 
responsibilities; it can provide guidelines on proper reaction to specific kinds of trespass (when 
to call, whom to call, the kinds of information to prepare, and the kind of response to expect); it 
can provide for the existence of centers of expertise or clearinghouses for security-oriented infor
mation; it can provide well-defined communication paths between victims and enforcement 
agencies and develop the procedures necessary to implement a network version of '911'. 

The final element of policy, without which the rest of it will fail, is the education of the user 

community. In the long run, it is informed people, acting responsibly, upon whom the security of 
any network fundamentally depends: When the users understand, and when the protection 

offered by network security procedures is recognized by the user community to be worth the 
burden, then the tension between security and collaborative research will be at its practical 
minimum . 

• I am indebted to Alan R. Krull of IBM for this succinct statement of the situation. 
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