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ABSTRACT OF THE DISSERTATION 

Privacy-Preserving Consumer Rights Requests to Data Brokers 

By 

Elina Marie Van Kempen 

Doctor of Philosophy in Computer Science 

University of California, Irvine, 2026 
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Data brokers collect and sell people’s personal information, often without their knowledge, to 

advertisers, employers, insurers, government agencies, and other third parties, creating risks 

that range from unwanted profling to identity theft and stalking. Privacy regulations such 

as European Union’s General Data Protection Regulation (GDPR), California Consumer 

Privacy Act (CCPA), and Brazil’s Lei Geral de Proteção de Dados Pessoais (LGPD) are 

meant to provide consumers with agency over their data, granting them rights to access, 

delete, or opt out of the sale of their data. Efectively exercising these rights, however, is 

contingent on verifying that the person making the request is who they claim to be. This 

dissertation shows that identity verifcation, rather than protecting consumers, becomes a 

privacy threat. 

We establish this systematically through two large-scale studies covering the entire California 

data broker registry. The frst study submits data access requests to all 500+ registered 

brokers: over 40% never respond, pointing to a systemic failure to comply. The second study 

targets opt-out and deletion, the two most commonly exercised rights, and fnds a similar 

pattern of non-compliance. More than one-ffth of brokers demand identity verifcation for 

opt-out requests, despite the CCPA explicitly prohibiting it. Across both studies, brokers 

consistently request a variety of personal information they do not already hold, for identity 
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verifcation purposes: consumer requests are a new source of data collection. 

This dissertation addresses this threat directly and proposes two systems that make identity 

verifcation private by design. PIVA lets a consumer prove their identity to a broker using a 

private set intersection variant, private list intersection, guaranteeing that the broker learns 

no new personal information about the consumer through the request. PIVOT further reduces 

consumer burden, allowing a consumer to submit a single request that reaches every regis-

tered broker, through an intermediary that performs proxy re-encryption on the consumer’s 

behalf and remains oblivious to the consumer’s personal information. Both systems are im-

plemented and benchmarked for efciency, demonstrating that privacy-preserving identity 

verifcation is practical at scale. 

xiii 



Chapter 1 

Introduction 

More than 1,000 data brokers worldwide collect and sell people’s personal information with-

out their knowledge or consent [31]. Thus, millions of individuals’ personal information is 

sold online: not only is this highly privacy invasive, but it also creates risks such as identity 

theft and stalking [34, 62, 75, 88]. While privacy laws such as the CCPA [17] and GDPR [37] 

give consumers rights to access, delete, or opt out of the sale of their data, exercising these 

rights is complicated by the fact that consumers are typically unaware which data brokers 

possess data about them. Accordingly, a few U.S. states have begun mandating that data 

brokers register publicly [18, 42, 80, 1], so that consumers are at least made aware of which 

companies may be collecting their information and whom to contact when exercising any 

right of access, deletion or opt-out. 

However, since consumers do not know which specifc brokers may have collected personal 

information about them, it is safest to assume that any registered broker could hold their 

data, creating a substantial burden if a consumer wishes to exercise their rights across the 

entire registry. In addition, brokers receiving a data request must verify a consumer’s identity 

before honoring their request, to prevent unauthorized disclosures to malicious actors [17, 37]. 
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The current “identity verifcation” approach, common to data brokers and other companies 

alike, is to request several pieces of personal information from the consumer and match 

them against existing database records [33, 72, 82, 12, 14]. This process itself can be privacy 

invasive. 

The frst half of this dissertation investigates the behavior and CCPA compliance of all 

California-registered data brokers. In the frst study, I used my own personal data to sub-

mit access requests to data brokers. Over 40% of brokers failed to reply to the request, 

demonstrating widespread non-compliance with the law. Moreover, fewer than 5% of bro-

kers reported having any personal information about me, yet I was required to provide my 

information to all of them during the identity verifcation process, highlighting the paradox 

of having to give up one’s privacy in order to (attempt to) exercise one’s rights. The second 

study focuses on the two most commonly exercised rights: deletion and opt-out [19]. Using 

synthetic identities, we again submitted requests to all registered brokers. Once again, many 

brokers failed to reply, and over 20% required identity verifcation when processing opt-out 

requests, in fagrant non-compliance with the CCPA [16, 17, 25]. 

As observed in both studies, privacy problems arise directly from the current methods of ver-

ifying consumer identity when processing a data request. Unlike businesses that a consumer 

has actually used, and thus knows that personal information was previously provided to 

obtain services, a consumer contacting a data broker must share their personal information 

blindly, without knowing whether the broker holds any data about them at all. This process 

is highly invasive, and, should the consumer encounter a malicious or negligent broker, the 

shared data could potentially be illegally reused for commercial purposes [86]. 

To remedy the situation, the second half of this dissertation proposes privacy-preserving 

methods for identity verifcation during data requests. PIVA introduces Private List Inter-

section and its variants, building on known Private Set Intersection techniques. With PIVA, 

a consumer and a broker can privately compute the intersection of their respective lists of 
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the consumer’s personal information. The broker learns only information about the con-

sumer that it already possessed, still being able to match this information to validate the 

consumer’s identity. 

While PIVA enables private identity verifcation, a consumer must nevertheless contact each 

broker individually. Several commercial services aim to relieve consumers of this burden by 

submitting requests on their behalf to a list of brokers, usually numbering in the hundreds, 

for a fee [76, 10, 5]. In addition, California recently became the frst state to ofer such a 

service to consumers for free [20, 27], although this service is naturally limited to California 

residents. In both cases, however, the consumer must place full trust in the intermediary, 

whether a commercial service or a government agency: data is shared directly with this 

intermediary, meaning it learns all provided consumer personal information. Intermediaries 

themselves become attractive targets for attackers. 

To address this issue, we introduce PIVOT, a system that allows a consumer to submit 

requests to a large list of data brokers through a single communication with an intermediary. 

The intermediary handles all subsequent communication with the brokers, including identity 

verifcation, building on PIVA. Crucially, the intermediary is oblivious: aside from a consumer 

identifer, it learns no personal information about the consumer. It relies on proxy re-

encryption to carry out Private List Intersection computations with each broker on the 

consumer’s behalf. 

1.1 Summary of Contributions 

This dissertation makes the following contributions: 

• An investigation of data broker behavior and compliance with the CCPA during data 

access requests, submitted to all 543 data brokers registered in California at the time 

of the study (2024). 
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• An investigation of data broker behavior during data deletion and opt-out requests, 

submitted to all 535 data brokers registered in California at the time of the study 

(2025). 

• PIVA, a protocol allowing consumers to privately verify their identity with a data 

broker, or any other business with which they do not hold an account. The protocol 

is implemented and evaluated. 

• PIVOT, a system allowing a consumer to send requests to all data brokers through a 

single communication with an oblivious intermediary. The system is implemented and 

evaluated. 

All implementations are publicly available. 

1.2 Statement of Collaborative Work 

All work presented in this dissertation was collaborative. A summary of individual contri-

butions follows. 

Chapter 3, based on “Consumer Beware! Exploring Data Brokers’ CCPA Compliance” [86], 

was my own idea, conceived after working on PIVA (Chapter 5). I designed the study and 

used my own personal data to carry it out. I was the main contributor throughout the 

study’s design, execution, and the writing and submission of the paper. Isita Bagayatkar, 

Pavel Frolikov, and Chloe Georgiou all contributed to data collection and paper writing. 

Gene Tsudik provided guidance on the project and on writing the paper. 

Chapter 4, based on the project “Let My Data Go: Data Brokers’ Compliance with Opt-

Out & Deletion Requests,” is a follow-up to the project presented in Chapter 3. I had the 

pleasure of working with Pragya Jhunjhunwala and Mihir Raja, who each carried out the 

data collection phase for one of the two methods under my guidance. I helped troubleshoot 
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any issues they encountered and carried out the data analysis and paper writing. Gene 

Tsudik initiated the project and provided guidance throughout. 

Chapter 5 is based on “PIVA: Privacy-Preserving Identity Verifcation Methods for Account-

less Users via Private List Intersection and Variants” [51]. Everyone was involved in designing 

the protocols. Zane Karl implemented the proof of concept. Together with Seoyeon Hwang, 

I worked on formally defning the system and on the security proofs. Stanislaw Jarecki and 

Gene Tsudik provided insight on the cryptographic tools used. Stanislaw Jarecki designed 

the extension to malicious security. Gene Tsudik initiated the project. 

Chapter 6 is based on the project “Supporting Private and Efcient Consumer Requests 

to Data Brokers.” I proposed the project, after having worked on projects from Chapter 

5 and Chapter 3. Gene Tsudik provided insight and guidance on the system design. I led 

the system design and implementation, as well as the paper writing. Pavel Frolikov and 

Chloe Georgiou helped design and formalize the threat models and system extensions, and 

contributed to the paper writing. Gene Tsudik provided guidance throughout. 

1.3 Organization of the Dissertation 

Chapter 2 provides background and related work relevant to all subsequent chapters, in 

particular a summary of the relevant regulations and current techniques for making data re-

quests. Chapter 3 presents the frst study, in which data access requests were submitted to all 

California-registered data brokers using my personal information. Chapter 4 follows up with 

an investigation of data brokers’ responses to opt-out and deletion requests using synthetic 

data. Chapter 5 introduces PIVA, a privacy-preserving protocol for identity verifcation when 

making data requests. Chapter 6 proposes PIVOT, a system allowing consumers to make 

privacy-preserving data requests to many data brokers at once, via an oblivious intermediary. 

Finally, Chapter 7 concludes this dissertation. 
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Chapter 2 

Background and Related Work 

2.1 Background 

2.1.1 Privacy Regulations 

The General Data Protection Regulation (GDPR), enacted in 2016 by the European Union, 

established comprehensive privacy regulations and rights for European consumers [37], and 

inspired new privacy legislation internationally. In particular, the California Consumer Pri-

vacy Act (CCPA), voted on in 2018 and amended in 2020 by the California Privacy Rights 

Act (CPRA), grants California residents certain rights over the personal information col-

lected about them by businesses [17]. These rights are commonly known as the rights to 

know/access, opt-out of the sale of, or delete personal information collected by a business. 

The Act is accompanied by the CCPA Regulations [16]. 

Personal information. CCPA defnes personal information as information that: 

“identifes, relates to, describes, ..., or could reasonably be linked, directly or 

indirectly, with a particular consumer or household.” (CCPA §1798.140(v)) 
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This includes identifers (names or usernames) and other consumer data, such as addresses, 

biometric information, geolocation information, and network activity. It excludes publicly 

available information, i.e., public government records and consumer information made public 

by the consumer or another person, assuming no restrictions placed by the consumer. CCPA 

further distinguishes sensitive personal information, which includes an individual’s SSN, 

driver’s license or passport number, genetic information, racial or ethnic information, and 

account credentials (CCPA §1798.140(ae)). 

Consumer rights. CCPA grants consumers several rights over their personal information: 

• Access (CCPA §1798.110): the right to know what personal information a business 

has collected about them. 

• Deletion (CCPA §1798.105): the requesting consumer’s personal information collected 

by a business must be erased. 

• Opt-out of sale or sharing of personal information (CCPA §1798.120): although a 

business may retain consumer data in its databases, it must stop all sharing and selling 

of that data. Businesses are explicitly not allowed to verify consumer identity for 

opt-out requests (CCPA Regs. §7026(c)), i.e., the opt-out process is meant to avoid 

“unnecessary friction” [25]. 

Consumers exercise these rights by submitting a “Verifable Consumer Request” (VCR) 

(CCPA §1798.140(ak)). Businesses must verify the identity of the requesting consumer, 

usually by matching several pieces of personally identifable information (PII) provided by 

the consumer against previously collected data. 

Identity verifcation. CCPA encourages identity verifcation via an existing password-

protected account, however, it prohibits businesses from requiring a consumer to create 

an account solely to submit a VCR (CCPA §1798.130(a)(2)(A)). For non-account holders, 
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CCPA Regulations (CCPA Regs. §7062) require a business to verify a consumer’s identity 

to a: 

• “reasonable degree of certainty,” when a user requests to know categories of personal 

information, by matching at least two “reliable” data points provided by the consumer 

with data points possessed by the business; 

• “reasonably high degree of certainty,” when a user requests to know specifc pieces of 

personal information, by matching at least three “reliable” data points, along with a 

signed declaration under penalty of perjury. 

CCPA states that a business may not use the PII collected during identity verifcation for 

any other purpose (CCPA §1798.130(a)(7)). 

Response timelines. Once a business verifes the consumer’s identity, it must confrm 

receipt of an access or deletion request within 10 business days (CCPA Regs. §7021(a)), and 

respond within 45 calendar days (extendable by another 45 days with notice to the consumer) 

(CCPA §1798.130(a)(2)(A)). For opt-out requests, a business must stop selling/sharing the 

consumer’s personal information within 15 business days, and must wait 12 months before 

again requesting consent to share that consumer’s information (CCPA §1798.135). CCPA 

Regulations further require businesses to explicitly confrm that a request was processed, 

e.g., for opt-out (CCPA Regs. §7025(b)): 

“...a business must provide a means by which the consumer can confrm that 

their request to opt-out of sale/sharing has been processed by the business. For 

example, the business may display on its website “Opt-Out Request Honored” in 

accordance with section 7025, subsection (b)(6), and display in the consumer’s 

privacy settings through a toggle or radio button that the consumer has opted 

out of the sale/sharing of their personal information.” 

and, for deletion (CCPA Regs. §7023(b)): 
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“In responding to a request to delete, a business shall inform the consumer 

whether it has complied with the consumer’s request.” 

In addition, responses to access requests must be delivered by mail or electronically, “in a 

readily usable format that allows the consumer to transmit this information from one entity 

to another entity without hindrance” (CCPA §1798.130(a)(2)(A)). 

Data Broker Registration law. Businesses must comply with CCPA if they satisfy one of 

the following (CCPA §1798.140(d)): (1) gross annual revenue over $25 million, (2) handling 

personal information of over 100,000 California residents, or (3) deriving more than 50% 

of revenue from the sale of California residents’ personal information. The Data Broker 

Registration law [18] establishes further requirements specifcally for data brokers, defned 

as: 

“a business that knowingly collects and sells to third parties the personal informa-

tion of a consumer with whom the business does not have a direct relationship” 

(Data Broker Registration §1798.99.80(c)). 

Unlike other businesses, which collect data about their own customers, data brokers collect 

data from individuals who have never used their services. Data brokers must register an-

nually1 with the California Privacy Protection Agency (CPPA) (Data Broker Registration 

§1798.99.82), currently for a $6,000 fee plus a 2.99% electronic payment surcharge (Data 

Broker Registration Regs. §7600). Data brokers that fail to register may be fned $200 

per day of non-compliance, and must undergo regular third-party audits starting in 2028 

(Data Broker Registration §1798.99.86(c)). The list of all registered data brokers is publicly 

available [19]. Aside from California, other states have introduced their own data broker 

registration legislation, e.g., Vermont [42], Oregon [1], and Texas [80]. Furthermore, data 

broker registration is proposed federally [85]. 
1The California data broker registry is available at https://cppa.ca.gov/data_broker_registry/ 
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2.1.2 Submitting Consumer Requests in Practice 

There are several ways for a consumer to exercise the rights above. 

Direct contact. Consumers can contact a business or a data broker directly. Each entity 

must specify, in its privacy policy, at least two ways to submit a request [17]. This method 

is the most fexible in terms of which entities are contacted and how, though it is tedious 

and time-consuming, particularly when repeated across many data brokers. 

Third-party services. Several for-proft services ofer to submit requests on a consumer’s 

behalf for a fee, e.g., DeleteMe [5], Aura [10], Incogni [76], and Optery [64]. In practice, 

these services require consumers to supply plaintext PII up front (full name, address, email, 

phone, date of birth, and sometimes information about relatives), which they then forward 

to individual data brokers on the consumer’s behalf, where identity verifcation proceeds as 

usual. This method entails giving one’s personal information to yet another 3rd party of 

potentially dubious trustworthiness, i.e., it may get hacked and/or engage in collecting or 

selling consumer data. Coverage and efcacy also vary: a recent study of 10 such services 

found major diferences in which data brokers they cover, and that most fail to remove the 

majority of a user’s records [47]. 

The DROP system. In 2023, California passed the Delete Act [27], creating the Deletion 

Request and Opt-out Platform (DROP) [20], a centralized, state-run data broker opt-out 

and deletion platform. DROP launched (for consumers) in January 2026: a California 

resident can submit a single, unifed delete or opt-out request that applies to all registered 

data brokers, by providing several identifers. “Basic” information includes name(s), date of 

birth, ZIP code(s), email address(es), and phone number(s); optional information includes 

Mobile Advertising IDs (MAIDs), Connected TV IDs, and Vehicle Identifcation Numbers 

(VINs). Each registered data broker must access DROP at least once every 45 days and 

act on any stored consumer identifers, starting in August 2026 [20, 27]. DROP is of course 
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restricted to California residents, so consumers elsewhere must still rely on direct contact or 

third-party services. 

The Delete Act states [27]: 

“...[T]he accessible deletion mechanism shall permit a consumer to securely sub-

mit information in one or more privacy-protecting ways...” 

However, several important questions remain open: will PII be stored privately? How will 

identity verifcation be performed? And how will consumer PII be shared with data brokers? 

Proposed regulations indicate that lists of hashed identifers will be stored and shared with 

data brokers [20], but no details are currently provided about any identity verifcation process 

or specifc hash function(s) to be used. Without a salt, even hashed identifers are easily 

guessable due to their low entropy [60]. Because DROP was only recently launched and 

data brokers are not yet required to use it, there has been no independent evaluation of its 

efcacy or usability. 

2.2 Related Work 

Throughout this thesis, we use the term VCR to refer to privacy rights requests broadly, 

and the term consumer to refer to an individual whose personal information is collected, 

regardless of the specifc legal framework (CCPA, GDPR, etc.) in the context of which 

they occur. Prior work relevant to this thesis falls into two broad categories: empirical 

studies auditing compliance with privacy regulations (Section 2.2.1), and privacy-preserving 

techniques for identity verifcation (Section 2.2.2). 

2.2.1 Compliance Auditing Studies 

Most prior compliance work studied data-access VCRs submitted to popular websites or 

apps [59, 58, 6, 14, 89, 49, 55, 72, 12]. Some of these studies ensured that targeted entities 
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already had data about the researcher, by picking popular services, creating accounts where 

possible, and using them over time [14, 49, 55, 72]; this would be very complicated to do 

with data brokers, as they are not consumer-facing. Others focused on entities known to 

already hold researcher data [59, 58, 89], and examined vulnerabilities in the request process 

itself, including impersonation attacks [59, 58]. 

In 2023, Samarin et al. [72] submitted CCPA “right-to-know” (i.e., data access) requests 

to 109 Android app developers and reported their fndings. The overall non-response rate 

was 19%. The same study showed alarming under-reporting of many types of collected 

information. Adhatarao et al. [6] attempted to submit VCRs using only an IP address for 

identifcation; all such attempts were unsuccessful. 

Boniface et al. [12] and Urban et al. [83] evaluated VCR submission to third-party tracking 

services: the former focused on the security of the identity-verifcation and request process 

rather than outcomes, while the latter used stored cookies for identifcation and found that 

only 58% of tracking services replied at all. 

Borem et al. [13] studied data-export procedures at 5 major service providers (Amazon, 

Facebook, Google, Spotify, and Uber). 33 participants with ≥ 2 years of use history each 

requested their data and found the resulting exports confusing and overwhelming, due to 

large amounts of information and little explanation of what was collected or why. Recently, 

He et al. [47] analyzed the pricing, coverage, and efcacy of 10 commercial PII removal 

services (see also Section 2.1.2), fnding large diferences in data broker coverage and generally 

poor removal rates. 

Closest to the compliance studies in this thesis, Take et al. [78] tested CCPA/GDPR com-

pliance of 20 people-search websites (a subclass of data brokers, e.g., Intellus, TruthFinder, 

and Whitepages), comparing VCR responses to paid user reports. Results showed that sub-

mitting requests was not straightforward, and the process varied even across requests made 
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to the same data broker, depending on who was submitting them. However, the study did 

not compare outcomes across the two legal frameworks, did not report response timelines, 

and its qualitative analysis of only 20 entities limits how far its fndings generalize to the 

broader data broker landscape. Chapters 3 and 4 extend this line of work with the frst large-

scale, systematic studies of all California-registered data brokers, covering access requests 

and opt-out/deletion requests, respectively. 

Table 2.1 summarizes how these two studies compare to prior compliance work, in terms 

of the number of entities to which VCRs were submitted, with the total number of entities 

involved in each study in parentheses. 

2.2.2 Privacy-Preserving Identity Verifcation and PSI-Based Pro-

tocols 

Privacy-invasive authentication in practice. Several of the compliance studies above 

show that the identity-verifcation process itself is typically privacy-invasive, requiring con-

sumers to supply substantial PII, up to and including copies of a government-issued ID or a 

signed afdavit [58, 14, 12, 89, 49, 72, 55, 12, 82, 83, 14, 59]. This holds for popular websites, 

smartphone apps, and data brokers alike. Chapter 3 also fnds that most data brokers have 

no data about the requesting consumer in the frst place, meaning the verifcation process 

itself often becomes a new source of PII collection. In addition, many data brokers never re-

sponded to requests, in violation of the CCPA. All this increases the concerns of subsequent 

data misuse by untrustworthy and/or non-compliant data brokers. 

Identity verifcation for accountless users. Verifying the identity of a consumer without 

an existing account is particularly hard, and supplying more PII does not always help: Ad-

hatarao et al. [6] show that IP addresses, though PII, are insufcient for identity verifcation 

since they can be spoofed or shared by multiple users. Boniface et al. [12] propose a user-
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generated cookie containing an email address and public key, used by the service provider 

to issue a challenge at verifcation time. Jordan et al. [52] propose VICEROY, where a 

private-public key-pair is generated at each web session by a trusted execution environment 

(TEE) on the consumer device; the public key is shared with the server and the private key 

later signs the consumer’s requests. Neither approach works for entities the consumer has 

never interacted with before, such as data brokers. 

To the best of our knowledge, prior to Chapter 5, there has been no prior work that in-

vestigated privacy-preserving identity verifcation specifcally for consumers who have never 

previously interacted with the service provider or data broker in question. 
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Chapter 3 

Consumer Beware! Exploring Data 

Brokers’ CCPA Compliance 

Abstract 

Data brokers collect and sell the personal information of millions of individu-

als, often without their knowledge or consent. The California Consumer Privacy 

Act (CCPA) grants consumers the legal right to request access to, or deletion of, 

their data. To facilitate these requests, California maintains an ofcial registry 

of data brokers. However, the extent to which these entities comply with the law 

is unclear. 

This chapter presents the frst large-scale, systematic study of CCPA com-

pliance of all 543 ofcially registered data brokers. Data access requests were 

manually submitted to each broker, followed by in-depth analyses of their re-

sponses (or lack thereof). Above 40% failed to respond at all, in an apparent 

violation of the CCPA. Data brokers that responded requested personal infor-

mation as part of their identity verifcation process, including details they had 
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not previously collected. Paradoxically, this means that exercising one’s privacy 

rights under CCPA introduces new privacy risks. 

Our fndings reveal rampant non-compliance and lack of standardization of 

the data access request process. These issues highlight an urgent need for stronger 

enforcement, clearer guidelines, and standardized, periodic compliance checks to 

enhance consumers’ privacy protections and improve data broker accountability. 

3.1 Introduction 

Data brokers (�ℬℛs) operate largely hidden from public view: collecting, aggregating, and 

selling personal information (PI) of consumers without their knowledge or consent. These 

entities systematically harvest data from various sources: public records, online activities, 

social media profles, and even other �ℬℛs. They routinely analyze this collected data to 

determine sensitive information such as purchasing behavior, fnancial status, and health 

conditions. Then, �ℬℛs monetize this information by selling it to various third parties, 

including companies, government agencies, and individuals. These sales are often completed 

without informing the consumer. One notorious and all-too-familiar class of �ℬℛs corre-

sponds to so-called “people search” websites: online platforms that aggregate and market 

individual consumers’ PI. Often, some PI is available for free, and additional information is 

available for gradually increasing prices. Usually, there is a prominent pitch to pay a fee in 

order to see detailed PI, with variable pricing schemes. Thus, any malicious actor can gain 

access to, and misuse, consumer PI to mount identity theft, fraud, or phishing attacks. 

�ℬℛs operate without current relationships with consumers whose data they process, un-

like traditional data aggregators (such as credit reporting agencies) with which consumers 

knowingly share their data to obtain presumably useful services. This fundamental difer-

ence results in consumers being unaware that their PI is being collected, analyzed, and made 

available for sale. Actual implications of such unmitigated access to consumers’ PI remain 
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poorly understood by the general public. 

To remedy the situation, several jurisdictions enacted data protection laws, e.g., GDPR [37], 

CCPA [17], and LGPD [45]. Though specifc provisions difer, these laws aim to give in-

dividuals greater control over their PI. Notably, they grant consumers the rights to access, 

correct, and delete PI held by either businesses or other organizations. Under CCPA, con-

sumers exercise these rights by making a Verifable Consumer Request (VCR): 

“a request made by a consumer ..., and that the business can verify, using com-

mercially reasonable methods, ... to be the consumer about whom the business 

has collected personal information” (CCPA §1798.140(ak)). 

The CPPA specifcally targets �ℬℛs. Besides CCPA compliance, �ℬℛs must abide by 

the Data Broker Registration law, which requires each �ℬℛ to register annually with the 

CPPA. The resulting registry is made publicly available on the CPPA website[19]. 

Composing and submitting a VCR is burdensome for consumers because there is no standard 

process for doing so. Each �ℬℛ has its own method for consumers to submit a VCR, such 

as by flling out a form on the website, sending an email, making a phone call, or even 

having to go through a multi-step process. The necessary steps are typically (supposed to 

be) contained within a �ℬℛs’ privacy policy. 

Identity verifcation adds another layer of complexity. A �ℬℛ must verify the requesting 

consumer’s identity before releasing the data in order to prevent data breaches. However, 

this verifcation process is not standardized and is taxing for the average consumer. 

Accessing consumer data is especially challenging when interacting with �ℬℛs. Unlike other 

business entities, which users knowingly use, there is no way of knowing beforehand whether 

a �ℬℛ collected PI of a particular consumer. Thus, the consumer is forced to blindly make 

VCRs to a long list of �ℬℛs. The identity verifcation process is also somewhat Kafkaesque: 
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How can a consumer prove their identity to a �ℬℛ that may, or may not, have 

their PI? 

Throughout this chapter, we distinguish between: (1) Personal Information (PI), i.e., any 

information a �ℬℛ may have about a consumer, and (2) Personally Identifable Information 

(PII), which is a subset of PI that specifcally identifes a consumer, e.g., name, address, 

or Social Security Number (SSN). This distinction is important for understanding privacy 

implications of CCPA enforcement. For example, the consumer’s device model is PI, and 

not PII, because many consumers share the same device type; however, a driver’s license 

number is PII since it uniquely identifes an individual. As shown later, this requirement to 

provide PII for identity verifcation creates an unintended privacy paradox when exercising 

one’s CCPA rights. 

3.1.1 Research Questions 

Motivated by curiosity about the current state of CCPA compliance and the practical chal-

lenges consumers face when exercising their privacy rights, this work seeks to answer the 

following three research questions: 

RQ1. What challenges are encountered in the VCR submission process, espe-

cially in the identity verifcation step? 

VCR submission is not a streamlined process. �ℬℛs can simplify it by adopting user-friendly 

privacy policies and employing reasonable VCR submission methods. We measured the time 

I needed to fnd each �ℬℛ’s contact information on their privacy policy, as well as the time 

needed to submit a VCR, along with the amount of PII needed for the �ℬℛ to verify my 

identity. 

RQ2. To what extent do �ℬℛs comply with CCPA after VCR submission? 
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The goal is to discover what fraction of registered �ℬℛs comply, fully or in part, with CCPA 

requirements described in Section 3.2. After measuring VCR response rates and response 

timelines, we consider the factors that correlate with CCPA compliance. 

RQ3. What kind of data do �ℬℛs collect and how is it shared with the consumer 

following a VCR? 

After receiving the PI from �ℬℛs, we classify both the type of PI collected and its accuracy. 

We consider whether this data is sent securely to consumers, and whether it is provided in a 

standard and usable format (e.g., TXT, CSV, PDF, or JSON) as required by CCPA, rather 

than in some proprietary, obscure, or otherwise unparsable format. That PI must also be 

provided “...in a format that is easily understandable for the average consumer” (CCPA 

§1798.130 (a)(3)(B)(iii)). 

3.1.2 Study Overview 

This chapter reports on a comprehensive and systematic study of the �ℬℛ ecosystem. 

The study involved all 543 �ℬℛs duly registered in California, listed under the CPPA. We 

examined six key aspects of the VCR submission process: (1) consumer burden of composing 

VCRs, (2) variability in identity verifcation, (3) response time fuctuations, (4) quality of 

responses (i.e., content), (5) what actual PI is being collected, and (6) privacy issues, if any, 

that arise in the process of requesting PI. 

To begin the study, I submitted VCRs to all 543 �ℬℛs, using my personal information, 

according to their individual guidelines, if those were available. We then measured their 

response timeline and analyzed common practices. We found that only 57% responded to 

VCRs, meaning that 43% are blatantly non-compliant. 

We found that the majority of �ℬℛs did not have any PI about me. However, I still had to 

send PII to every �ℬℛ as part of their identity verifcation process. 
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Although some prior work studied CCPA and/or GDPR compliance, its focus was on en-

tities with which the consumer has a direct relationship [59, 58, 6, 14, 12, 89, 49, 55, 72]. 

Furthermore, previous research on �ℬℛs examined only a small subset of �ℬℛs: people 

search websites [78]. Other types of �ℬℛs have not been investigated. A previous study 

evaluated the usability of data access and removal of 20 such websites [78], ofering a rather 

narrow view of the �ℬℛ ecosystem. 

3.1.3 Organization 

Background and related work are present in Chapter 2. Additional background on data 

brokers’ location is given in Section 3.2. The methodology is described in Section 3.3, 

including ethical considerations in 3.3.2. Section 3.4 follows with results. Finally, privacy 

issues and study outcomes are described in Section 3.5. 

3.2 Background 

Background on CCPA legislation is given in Chapter 2. In this section, we summarize the 

business location of data brokers registered in 2024. 

3.2.1 �ℬℛs Location 

95% �ℬℛs are registered to an address within the United States, with only 28 �ℬℛs 

registered abroad. Table 3.1 specifes the geographical distribution of �ℬℛs to which VCRs 

could be submitted, by country. 

Within the United States, �ℬℛs are registered in 40 states. A large number are registered 

in three states: California, New York, and Florida, with 103, 74, and 46 registered �ℬℛs, 

respectively. Figure 3.1 shows a map of all �ℬℛs in the United States. Since no �ℬℛs are 

registered in Alaska or Hawaii, these states are not shown on the map. 
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Table 3.1: �ℬℛs by country of registration. 

Country �ℬℛ Count 

United States 515 
United Kingdom 10 
Canada 5 
Germany, Denmark 2 each 
Malaysia, India, Poland, Sweden, Israel, 1 each New Zealand, Namibia, Italy, United Arab Emirates 

Total 543 

Figure 3.1: Map of US �ℬℛs. 

3.3 Methodology 

Recall that our goal is to assess �ℬℛs’ CCPA compliance. To this end, we submitted data 

access VCRs1 to all registered �ℬℛs. We chose not to submit data deletion or opt-out 

requests, since by doing so we would learn less information about �ℬℛs’ data collection 

and response processes. In other words, a �ℬℛ could simply reply that relevant PI found 

in their database will be deleted, whether or not such data actually exists, with no proof 

of deletion, or similarly claim that they would stop selling any data whether they have this 

1From this point forward, VCR refers specifcally to data access requests. 
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information or not. Submitting a VCR guarantees a database lookup by the (compliant) 

�ℬℛ, which must then reply with collected PI or with a statement that it has none. 

3.3.1 Study Design 

We investigated all 543 registered �ℬℛs in the California Data Broker Registry during 2024 

[19] and submitted VCRs to exercise our “right to know/access”. I myself, California resident 

since 2021, submitted all VCRs to ensure consistency and privacy. 

Submitting VCRs. Each �ℬℛ in the registry provided a URL to their website’s homepage. 

After fnding a privacy policy, I located each �ℬℛ’s instructions for submitting VCRs. I used 

each �ℬℛ’s preferred VCR submission method to provide �ℬℛs with the best circumstances 

and maximize the likelihood of getting a response. In situations where the �ℬℛ-provided 

forms were non-functional, I used an alternative email contact method listed in the privacy 

policy. A standard (consistent) email template was used across all emailed VCRs (Figure 

3.2). 

In a few cases, when neither a form-based nor an email-based contact method worked, the 

only option was a phone call. Although CCPA requires �ℬℛs to provide at least a toll-free 

telephone number for submitting VCRs (CCPA §1798.130(a)(1)(A)), doing it by phone is 

not optimal since it leaves no proof or record of submission. Additionally, callbacks are easy 

to miss. Whenever a phone call led to voicemail, I left a message stating that I wanted to 

submit a VCR, along with my phone number for �ℬℛs to call back. 

To accurately track all VCRs and responses, a dedicated email address was created solely 

for the VCR submission purpose. If �ℬℛs requested alternative email addresses (e.g., a 

business email), I provided them. 

I duly provided all PII requested by �ℬℛs for identity verifcation purposes. If a copy of a 
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Subject: Request for Information Under CCPA “Right to Know/Access” 

To whom it may concern, 
I am writing to you in order to exercise my rights under the California Consumer Privacy 
Act (CCPA) “right to know.” 

Please kindly provide the following information pertaining to my personal data: 

• The categories of personal information collected and a copy of all specifc pieces of 
information collected about me. 

• The categories of sources of my personal information. 

• The purposes for collecting my personal information. 

• The categories of third parties with whom my personal information is shared or sold. 

• The categories of my personal information that was sold or shared with third parties. 

Please let me know if you need any further information from me. 
Thank you for your prompt reply. 
Sincerely, 
<Name> 

Figure 3.2: Template of the access request email sent to data brokers to exercise the CCPA 
“right to know.” 

government-issued ID was needed, I sent a redacted version unless a full copy was specifcally 

requested. 

Metrics. We measured VCR submission time for each �ℬℛ: the timer started when I 

landed on the �ℬℛ’s homepage and stopped when a form was submitted, an email was 

sent, or a phone call ended. Thus, we measured the time needed to: (1) locate the privacy 

policy on the �ℬℛ’s website, (2) identify the VCR submission method within that policy, 

and (3) perform the actual VCR submission. The data collection period lasted roughly 7 

months total, from late 2024 to early 2025. 

We recorded PII elements requested by each �ℬℛ for VCR submission and identity verif-

cation. To evaluate CCPA compliance, we tracked the response rate, timeline of responses, 

and the content of responses. We recorded the dates when: (1) the original request was 

sent, (2) the request receipt acknowledgment was received, and (3) the response (if any) 
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was received. If a �ℬℛ requested additional PII, we recorded the time I needed to provide 

this information. In order to precisely and fairly assess response timeline, we exclude time 

taken to submit the requested additional PII from our analysis. Thus, when a �ℬℛ requests 

additional information, the �ℬℛ is not penalized for the time I took to reply to the �ℬℛ. 

Exclusions (Data Cleaning). 89 out of 543 registered �ℬℛs were excluded from the full 

study: 

Duplicates. 50 corresponded to duplicate entries, i.e., diferent registry entries leading to 

the same website, email address, or form. We only submitted one request for each duplicate 

registration. 

Noncompliant. 8 �ℬℛs’ websites were completely inaccessible during the study period. 7 

�ℬℛs lacked any privacy policy or contact information to submit VCRs. 11 �ℬℛs for 

which email-based VCRs could not be delivered. 2 �ℬℛs only provided phone contacts, 

and there was no way to leave a voicemail; in each case, I hung up after 5 minutes of phone 

silence. Finally, 1 �ℬℛ required notarization, although CCPA regulations (Tit. 11 Div. 6 

§7060(e)) [16] state that: “...a business may not require a consumer to provide a notarized 

afdavit to verify their identity unless the business compensates the consumer for the cost 

of notarization” [16]. 

Lack of Security. 2 �ℬℛs with non-HTTPS websites and forms were excluded for security 

and privacy reasons. 

Unable to complete VCR. 4 �ℬℛs required a website cookie ID, which was not present on my 
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device(s). 3 �ℬℛs requested information that I did not have, e.g., organizational position, 

website URL, or medical professional status. 

“No longer a �ℬℛ” (but registered anyway). 1 �ℬℛ announced on its main web page that 

it had exited consumer data sales. 

After accounting for all exclusions, the analysis focused on the remaining 454 �ℬℛs, repre-

senting approximately 84% of the total. 

3.3.2 Ethical considerations 

Our Institutional Review Board ofcially declared that this study constitutes non-human 

subject research. I (using my own identity to compose VCRs) did so voluntarily, motivated 

primarily by the research goals. To preserve privacy, only I had access to �ℬℛ responses. 

I could choose to withdraw from the study at any time and not submit VCRs to certain 

websites if I felt uncomfortable. In particular, as mentioned above, I chose not to make 

VCRs to �ℬℛs that had non-HTTPS websites out of concern for privacy. 

Also, recall that we observed that some �ℬℛs are registered more than once, i.e., multiple 

�ℬℛs’ registrations led to the same VCR submission form or email. We avoided contacting 

them multiple times to be respectful of their resources. If we accidentally contacted a �ℬℛ 

twice, we only considered the frst VCR for all further analysis. 

Finally, besides the scientifc goal of this study, I had genuine and legitimate interest in 

learning what PI was collected by �ℬℛs. 
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3.4 Results 

We now present quantitative results addressing RQ1, RQ2, and RQ3. Note that RQ1 is 

broken down into Sections 3.4.1 and 3.4.2. 

3.4.1 RQ1: Submitting VCRs 

As detailed in Section 3.3.1, we submitted VCRs by form, email, or phone call, as outlined 

in the �ℬℛs’ privacy policy. 

VCR Submission Methods. Figure 3.3 depicts various submission methods encountered 

and their proportions. Since there is no CCPA-standardized method to submit VCRs, each 

�ℬℛ chooses what it prefers, which complicates VCR submissions for consumers. I managed 

to submit most VCRs (92.5%) directly by email or by form. 

Forms, denoted form-VCRs, were the most common method. While seemingly straight-

forward (just complete and submit), forms presented their own challenges mainly because 

they are not standardized, with each �ℬℛ using a diferent interface and requiring diferent 

information. The second common VCR method was email, denoted email-VCR. 

We note that �ℬℛs can purchase CCPA compliance services from privacy-as-a-service com-

panies. OneTrust[63] was the most popular service, used by 56 �ℬℛs: about 25% of form-

VCRs were “powered by OneTrust”. Curiously, despite using OneTrust, form felds varied 

quite a bit among the 56 �ℬℛs’ form-VCRs. 

For 7 �ℬℛs, VCRs had to be submitted by phone, denoted phone-VCRs. This corresponds 

to cases where �ℬℛs only posted their physical address and phone number, leaving no way 

to contact them electronically. 

27 submissions involved multiple steps. Upon submitting email-VCRs to 8 �ℬℛs, I received 
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Figure 3.3: VCR submission methods. 

links to resubmit through an online form. This occurred either because the �ℬℛ preferred 

email-initiated requests or because the form was not found in the �ℬℛ’s privacy policy. 

Notably, certain �ℬℛs combine their “request to know” and “request to opt-out/delete” 

forms into one. This practice leads to confusion because the combined forms are frequently 

labeled only as “request to opt-out/delete”. We believe that most consumers would not open 

a form titled “delete my data” when attempting to access their data. 

19 forms could not be submitted, primarily due to broken links in the privacy policy. When 

such forms were encountered, I emailed or called the �ℬℛ. Some forms failed to submit due 

to an “invalid CAPTCHA”, even though no CAPTCHA was displayed on the webpage. In 

another irritating case, the form required a frequent shopper ID (confrmed to be a string of 

digits by the �ℬℛ), yet the feld only accepted email address formats. 

Finally, in a particularly time-consuming request case, I had to call a �ℬℛ after being un-

able to submit the request form, since no email contact was specifed in that �ℬℛ’s CCPA 
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privacy policy. After leaving my contact information by voicemail, I received an email from 

the �ℬℛ asking to fll in a form (the link to which was broken) or to provide additional 

information by email. Despite replying with the required details and reporting on the form’s 

malfunction, no further response was received. 

VCR Submission Time. In total, 9 hours and 57 minutes were spent submitting VCRs 

to all 454 �ℬℛs. This corresponds to an average of 79 seconds to fnd the VCR method and 

to submit a VCR. Figure 3.4 shows the time to submit email-VCRs and form-VCRs. Phone 

and multi-step procedures are excluded from the Figure. 

It took, on average, longer to submit form-VCRs than email-VCRs, with averages of 82 and 

66 seconds, respectively. Shapiro-Wilk tests reject the null hypothesis that email-VCR and 

form-VCR submission times are normally distributed (p-value < 0.001), and a permutation 

test suggests a statistically signifcant diference in submission times (p-value < 0.005). 

Note that, while forms were flled out manually, emails were copy-pasted from a template. 

Submitting OneTrust forms took roughly as long as other forms. 

Submitting phone-VCRs was quite time-consuming. An average phone call lasted 4 minutes 

and 37 seconds. It typically included talking with a company representative or leaving a 

voice message if no one was available. We were surprised by phone representatives being 

totally unaware of CCPA and confused by the nature of our requests. This was troubling 

since we made sure to use the phone number explicitly specifed by �ℬℛs in their privacy 

policy. 

Key Takeaways - RQ1 Part 1. Submitting VCRs is a complex process. While email-

VCRs are one of the most commonly used methods, their open-ended nature places a burden 

on consumers, who must properly word their emails to ensure that �ℬℛs do not simply 
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Figure 3.4: Time needed to submit VCRs. 

dismiss their requests, and verify that the emailed VCR does not bounce. In comparison, 

form-VCRs are more straightforward, though more time-consuming. Multi-step processes 

incur an unjustifed burden since consumers must keep track of (and complete) several steps, 

which are usually due to �ℬℛs’ inadequate privacy policies or outdated contact information. 

Finally, phone-VCRs are plain unhelpful. Even when the calls were answered, employees 

demonstrated an alarming lack of understanding about the nature of the inquiry. 

3.4.2 RQ1: Identity Verifcation Process 

Recall that �ℬℛs have to verify the consumer identity via VCRs before granting them access 

to their PI. To this end, they ask the consumer to provide a set of PII, which is presumably 

matched with previously collected PII. 
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Type of PII Requested We frst categorize diferent types of PII requested by �ℬℛs to 

perform identity verifcation. Table 3.2 shows, for each PII category, the number of �ℬℛs 

that requested it. 

Table 3.2: Types of PII elements required for VCR submissions. 

PII type Count (out of 454) 

Email 444 
Name 431 
Address Partial: 70, Full: 122 
Phone number 103 
Date of birth Partial: 8, Full: 33 
MAID 26 
Ofcial ID Redacted: 13, Full: 4 
SSN Last 4 digits: 9, Full: 7 
Signature/Signed afdavit 15 
LinkedIn URL 11 
Employer 11 
IP address 8 
Utility bill (redacted) 6 
Multiple-Choice Questionnaire 5 
Selfe 5 
Cookie 5 
Previous addresses 4 
Driver’s license number 2 
Recently visited locations 2 
Grocery store frequent shopper ID 1 
Gender 1 
Social media usernames 1 
Marital status 1 

Email address and name were requested by over 95% of �ℬℛs. Next, home address and 

phone number were requested by 42% and 23%, respectively. �ℬℛs likely use home address 

to confrm California residency and CCPA jurisdiction. Sometimes, only partial address 

information was required, e.g., city, zip code, or state. 21 �ℬℛs asked for professional 

information, e.g., the LinkedIn URL, and/or the name of the employer. 

32 �ℬℛs asked for PII that is difcult to retrieve for the average consumer, such as cookie 

values, Mobile Advertising Identifer (MAID), or IP addresses. To obtain cookie information 
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on Google Chrome, one needs to Inspect the webpage, click on Application, and fnd 

relevant cookie values under Storage. On Android devices, user MAID is accessible within 

the phone’s settings. However, for iPhone users, Apple does not directly provide access to 

MAID. Instead, iOS users must download a third-party app to view their MAID, which is a 

bit disconcerting. 

Five �ℬℛs requested unusual information: marital status, gender, a list of recently visited 

locations, and a grocery store frequent shopper ID. Another fve �ℬℛs presented a multiple-

choice questionnaire asking the consumer to select their PI from a list. A screenshot of a 

sample questionnaire is shown in Figure 3.5. 

Figure 3.5: Questions from a questionnaire in a form-VCR. 
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Finally, 45 �ℬℛs asked for sensitive PII, as defned by CCPA. This included: full or partial 

SSN, full or partially redacted copy of a government ID, driver’s license number, and bio-

metrics, e.g., a signature or a selfe. This includes 4 �ℬℛs that used third-party systems 

requiring the consumer to take a live selfe along with a picture of a government ID. 

Number of PII Elements in the VCR. The number of PII elements requested for iden-

tity verifcation varied depending on the VCR submission method. Since phone-VCRs were a 

small minority and mostly unsuccessful, a minimal amount of PII was shared through them, 

usually only phone number and name. Most email-VCRs require 2 PII elements, while about 

half of form-VCRs require 4 or more. A Mann-Whitney U test indicates that form-VCRs 

requested signifcantly more PII (p-value < 0.001) than email-VCRs. OneTrust forms did 

not ask for more PII elements than other �ℬℛ forms. 

Submitting email-VCRs involved sharing my email address, from which the VCR was sent, 

and full name, signed at the end of the email. Seven �ℬℛs specifed (in their privacy policy) 

additional PII elements to include in the email, and 23 requested additional information af-

ter the initial email, in order to continue with identity verifcation. In contrast, form-VCRs 

typically required all PII elements up front, at the initial submission time. 

Additional Verifcation. Besides providing PII, a consumer needs to take additional steps 

to successfully submit form-VCRs. For instance, 101 �ℬℛs required confrming access to the 

supplied email address or phone number through a link or one-time code, or requested a copy 

of a recent utility bill to prove California residence. Many �ℬℛs with form-VCRs mandated 

ticking a box to acknowledge (under penalty of perjury) that I am the same consumer for 

whom the request was being made. Nevertheless, 13 �ℬℛs asked for a separate signed 

afdavit. 
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Moreover, 53% of form-VCRs were CAPTCHA-protected. While CAPTCHAs are used 

to prevent malicious bot activity, CAPTCHA solving is considered difcult for humans. 

Furthermore, bots are known to be faster and better than humans at this task [73, 15]. Access 

to 2 �ℬℛs’ form-VCRs resulted in multiple CAPTCHAs: reCAPTCHA and a text-based 

or math-based CAPTCHA. Table 3.3 shows the frequency of CAPTCHA types observed on 

forms. 

OneTrust forms overwhelm consumers with additional verifcation: they all require CAPTCHA 

completion, using either reCAPTCHAs or text-based CAPTCHAs. 77% require confrming 

access to the supplied email address. In contrast, only 37% of non-OneTrust forms are 

CAPTCHA-protected. Compared to other form-VCRs, OneTrust forms require signifcantly 

more additional verifcations before submission (Mann-Whitney U test p-value < 0.001). I 

also needed to solve a text-based CAPTCHA every time I wished to access a OneTrust portal 

after VCR submission, e.g., to verify the request’s status. 

Table 3.3: CAPTCHA type frequency in CAPTCHA-protected form-VCRs. 

CAPTCHA type Percentage 

reCAPTCHA 72% 
text-based 20% 
hCAPTCHA 8% 
math-based 3% 

Key Takeaways - RQ1 Part 2 The identity verifcation process for consumers is burden-

some and intrusive. While most �ℬℛs require only a few PII elements, the type of these 

elements varies signifcantly. Some ask for PII that is inconvenient to obtain, such as mobile 

advertiser IDs or signed afdavits. The process can be highly privacy-invasive, with certain 

�ℬℛs requesting highly sensitive PII, e.g., SSNs or government IDs. Finally, �ℬℛs often 

implement additional verifcation steps (e.g., email confrmation, CAPTCHA solving) before 

allowing VCR submissions, primarily to prevent spam, yet further complicating the VCR 
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submission process for consumers. 

3.4.3 RQ2: �ℬℛ responses 

A substantial fraction of �ℬℛs (195 out of 454) never responded to VCR requests. Only 

51.5% of the �ℬℛs responded on time, i.e., within 45 calendar days. Although no �ℬℛ 

asked for a permitted extension, 5.3% responded after the 45-day limit, thus failing to comply 

with the prescribed timeline. 

We use the term responding �ℬℛs to denote those that replied to a VCR, whether on time 

or late. The rest, even if they initially acknowledged the VCR or corresponded to get more 

PII for identity verifcation, are called non-responding �ℬℛs. 

Most responding �ℬℛs reported having no PI about me. Only 22 �ℬℛs provided some PI, 

detailed in Section 3.4.4. Figure 3.6 shows various replies from responding �ℬℛs. 

14 �ℬℛs could not verify my identity. In 7 cases, their response arrived almost instantly 

after submitting a VCR form. These �ℬℛs did not ask for additional information to verify 

the identity. 8 �ℬℛs answered with irrelevant information, such as stating that I was now 

“opted out” of future sales or communication. Remarkably, one �ℬℛ refused to fulfll the 

request, falsely claiming that I am not a California resident. 

Response rate. Since a signifcant fraction of VCRs were unanswered, we examined factors 

associated with receiving a response, such as �ℬℛ location, VCR submission method, num-

ber of PII elements requested, and sensitivity of the PII supplied. Note that the analysis 

of number of PII elements and sensitivity of PII supplied (Figures 3.7 and 3.8) excludes 

multi-step VCRs. 
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Figure 3.6: Distribution of answer categories received from �ℬℛs. 

Geographical location. First, we analyzed response rates depending on �ℬℛs’ location. We 

optimistically expected that �ℬℛs located in the US, especially those in California, would 

have a better grasp of CCPA and would therefore be more likely to answer. 56.6% US-

based �ℬℛs and 60% non-US �ℬℛs responded to VCR requests. However, the latter are 

geographically dispersed and few in number: 25 total. 

Table 3.4 provides �ℬℛs’ response rate per state, in states where a VCR could be submitted 

to at least 10 �ℬℛs. Comparing three states with the highest �ℬℛ concentration (Califor-

nia, New York, and Florida), the response rate for California, at 58.1%, is only 5.6 and 1.3 

percentage points higher than that of the other two, respectively. In other words, California 

�ℬℛs perform only marginally better than the US average of 56.6%. 

VCR submission method. Beyond geographical factors, we hypothesized that �ℬℛs that 

used form-VCRs would be more likely to respond to a VCR. The rationale was that �ℬℛs 
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Table 3.4: Response rates of �ℬℛs in US states. 

State �ℬℛ Count Resp. rate 

California 93 58.1% 
New York 61 52.5% 
Florida 37 56.8% 

Texas 23 56.5% 
Massachusetts 20 70.0% 
Georgia 
Virginia 
Colorado 

16 
14 
14 

62.5% 
50.0% 
50.0% 

New Jersey 
Illinois 

14 
12 

71.4% 
58.3% 

Washington 
Ohio 

11 
10 

72.7% 
70.0% 

with established VCR submission processes would be more inclined to allocate both time 

and personnel to address these requests. Figure 3.7 shows �ℬℛs’ answers depending on the 

VCR submission method. 

Aligning with our assumptions, form-VCRs yielded a higher response rate of 71.5%. Email-

VCRs, the second most common VCR submission method, yielded a response rate of 42.4%. 

This suggests that the majority of these �ℬℛs only meet a minimum regulatory requirement 

by providing an email address, without actually responding to received requests. Finally, 

phone-VCRs performed worse: only 42.9% received a response. �ℬℛs consistently failed to 

return calls after voicemails were left. In one notable instance, upon my request to exercise 

my CCPA rights, a �ℬℛ representative abruptly transferred the call to voicemail. No 

follow-up communication was received. 

Predictably, 19 �ℬℛs with broken forms that had to be contacted via email or phone ex-

hibited low response rates: 41.2% responded to emails, and none responded to phone calls. 

6 of 8 �ℬℛs that sent a form to complete after an initial email contact responded to the 
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VCR, and 2 did not answer after they specifcally pointed to a form. 

Figure 3.7: �ℬℛ responses for email, form, and phone VCR submissions (in %). 

Number of PII elements requested. To verify the requester’s identity, �ℬℛs ask for PII to 

match with their own records. As confrmed in Section 3.4.2, due to the lack of standards 

in CCPA legislation each �ℬℛ asks for diferent types of PII. 

Figure 3.8 shows the response rate for email-VCRs and form-VCRs depending on the num-

ber of PII elements requested for identity verifcation. 168 email-VCRs were given 2 PII 

elements: email address and name, and were completed in 36.3% of cases only. 30 email-

VCRs that required more than 2 PII elements were answered at a higher rate (76.7%). The 

number of PII elements requested in form-VCRs had no efect on the response rate. 

Sensitive PII requested. Finally, we checked whether �ℬℛs that asked for sensitive PII 

responded to VCRs. Following CCPA’s defnition of “sensitive personal information”, Table 

3.5 lists the seven elements of sensitive PII occasionally requested, and �ℬℛs’ response rate 
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Figure 3.8: Number of responding �ℬℛs given increasing number of PII elements requested 

when requiring these sensitive PII elements. Most �ℬℛs that required a full or redacted 

copy of a government ID completed the VCR. Meanwhile, only 2 of 6 �ℬℛs asking for a full 

SSN responded. This result is especially concerning: 

Who now has access to this information? Does exercising one’s CCPA rights in 

turn put a consumer at risk of identity theft? 

Two �ℬℛs that requested the last 4 digits of my SSN or that were sent a redacted copy of 

a government ID responded saying that they could not verify my identity: sharing sensitive 

PII was inefective in these cases. 

Response Timeline. Figure 3.9a shows the distribution of the response timeline, in cal-

endar days, between VCR submission and �ℬℛ response, for the 259 responding �ℬℛs. 

Recall that CCPA requires �ℬℛs to respond within 45 calendar days. Half of the responding 

�ℬℛs answered the VCR within the frst 6 days, and 90.7% responded within the allotted 45 
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Table 3.5: �ℬℛs response rate when sensitive PII is asked. 

Sensitive PII Completed VCRs 

Last 4 digits of SSN 5/9 (55%) 
Full SSN 2/6 (33%) 
Redacted ID 11/13 (85%) 
Full ID 3/4 (75%) 
Driver’s License Number 1/2 (50%) 
Signature/signed afdavit 10/15 (67%) 
Selfe 4/5 (80%) 
Total 29/45 (64%) 

days. �ℬℛs also have to confrm receipt of a VCR within 10 business days. We considered 

that every form-VCR was immediately confrmed as received, through the form submission 

confrmation message. For all other VCRs, we assume that the �ℬℛ’s frst email to me was 

confrmation of VCR receipt. Figure 3.9b shows the distribution of time, in business days, 

between VCR submission and confrmation of receipt. 93.6% of responding �ℬℛs confrmed 

receipt of the VCR within the allotted 10 business days. In fact, 81.8% confrmed receipt 

of the VCR within one business day, typically via an automatic reply system. Of the 195 

�ℬℛs that did not respond, 69 confrmed receipt of the VCR without following up. 

Response contents. Figure 3.10 shows the response distribution of response times catego-

rized by the type of answer provided. �ℬℛs that had PI about me took longer to answer: 

this could be due to either a more thorough identity verifcation process, or the efort to fnd 

the collected PI. On the other hand, �ℬℛs that could not verify my identity or replied with 

irrelevant data (about opt-out or deletion rights) answered more expeditiously. However, 

it is uncertain whether their answers can be trusted, e.g., did they reply just to quickly 

“complete” (i.e., get rid of) the VCR? 
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(a) �ℬℛ response time 

(b) �ℬℛ VCR receipt confrmation time 

Figure 3.9: Distribution of VCR completion and receipt confrmation time. 

OneTrust. OneTrust form-VCRs yielded a response rate of 79%, notably higher than the 

69% rate of non-OneTrust form-VCRs. Therefore, while OneTrust form-VCRs required ad-
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Figure 3.10: �ℬℛ response time depending on answer content. 

ditional verifcations (CAPTCHA, email confrmations), they had a higher “success” rate. 

We conclude that the use of such an automated system, preferably standardized, might help 

�ℬℛs meet compliance requirements. 

Key Takeaways - RQ2. Measuring response rate revealed widespread non-compliance. 

A signifcant fraction of �ℬℛs failed to respond to VCRs, with only about half answering 

within the prescribed 45-day timeframe. Specifcally, email and phone-VCRs were answered 

only in 42% of cases. Form-VCRs performed better, with a 71% response rate, potentially 

indicating that providing a form demonstrates a stronger commitment to CCPA compliance. 
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Alarmingly, even �ℬℛs requesting PII exhibited low response rates. 

Among responding �ℬℛs, most adhered to CCPA-mandated 45-day limit. The pattern 

exposed a stark divide: �ℬℛs tend to either fully comply with or completely disregard 

CCPA obligations. Overall, these fndings paint a rather disappointing picture of CCPA 

compliance. 

3.4.4 RQ3: PI received from �ℬℛs 

We analyze received PI to evaluate accessibility, accuracy, PI leakage, and tangentially, 

mapping PI requested in VCRs to the sensitivity of information �ℬℛs revealed. Recall that 

22 �ℬℛs provided PI about me. These �ℬℛs’ registered addresses span 11 states within 

the US, and three countries (USA, Germany, Canada). Table 3.6 presents details regarding 

the VCR process and the PI received from these �ℬℛs. The following PI was obtained: 

• Confdential PI (2). A credit reporting agency sent a credit report, and a major data 

analytics company sent past and current car insurance information: policy numbers, 

dates, coverage, and listed drivers. This information is very sensitive. 

• Behavior inference data (3). These �ℬℛs provided such data for advertising purposes, 

e.g., “Samba TV → Ad Exposure → Electronics”. 

• Publicly available professional information (6). These �ℬℛs provided a copy of my 

public LinkedIn profle. 

• Physical addresses and cookie values (2). These �ℬℛs provided a limited amount of 

PI, only giving one or two home addresses and some website-specifc cookie ID. 

• Data from the VCR (5). These provided information that they likely just obtained from 

the VCR itself. These include only my name and email address, and VCR-provided IP 

address, cookie ID, and mobile advertiser ID. 

• Categories of collected PI (3). These provided the categories, not the actual PI. Thus, 

we cannot verify whether these �ℬℛs actually collected my PI or if a generic answer 
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was given. 

PI Delivery. Two �ℬℛs that sent the most confdential PI did so by postal mail: the PI 

itself or a printed download link to the PI was sent to my home address. This measure ensured 

that only the consumer with the address matching that in the �ℬℛs’ databases would receive 

the PI. It maintains data security as long as �ℬℛs are confdent in the accuracy of their 

databases. Incidentally, the same two �ℬℛs required a higher-than-average number of PII 

elements and sensitive PII for identity verifcation. 

Other �ℬℛs sent the PI via email or OneTrust portals. Three had PI directly accessible 

through their website, e.g., one prompted me to press a “show me the data” button, after 

which I could download a CSV fle containing behavior inference data. �ℬℛs usually pro-

vided the PI as PDF, CSV, or XLSX fles. One �ℬℛ sent fles as a series of nested HTML 

fles with non-descriptive titles, making sense of which is likely to be unintuitive for the 

average consumer. 

Accuracy of PI. Behavior inference data received from 4 �ℬℛs was vague, with multiple 

age ranges or contradictory interests. Some �ℬℛs sent thousands of data points, and others 

dozens. Certain inferences were inaccurate, e.g., two �ℬℛs provided data inferring that I 

am Hispanic or Spanish-speaking, which is not the case. 

PI Leakage. Alarmingly, the �ℬℛ from which I received car insurance information included 

sensitive PI about the following consumers: 

1. My family members, included as drivers in my policy: this might be acceptable, since 

I entered this information myself when starting the policy. 

2. My housemate, on whose policy I was listed as an excluded driver (an individual within 
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the same household specifcally listed as not covered under the car insurance policy). 

We consider this to be a privacy leak. I was sent a third-person’s PII, of which I had 

no prior knowledge. 

Specifcally, I received the policy number, start and end dates, coverage limits, and 7 

out of 8 characters of the housemate’s driver’s license number. While the frst half 

of the report redacted the frst 5 characters of the 8-character-long California driver’s 

license number (e.g. XXXXX678), the second half of the report redacted the last 

4 characters (e.g. A123XXXX). Accordingly, I obtained 7-out-of-8 characters (e.g., 

A123X678) and would only need to guess the 5th character, a decimal digit, to obtain 

my housemate’s full driver’s license number. We note that CCPA prohibits disclosing 

any consumer’s “...driver’s license number or other government issued identifcation 

number [in response to a request to know]” (CCPA Regs. §7024(d)). 

Key Takeaways - RQ3. While a few �ℬℛs shared confdential PI or advertising behavioral 

inference data, the majority of PI shared was not particularly meaningful. Most �ℬℛs 

simply returned the PII provided by me, or at best, copied LinkedIn profle data. 

�ℬℛs typically transmitted PI via email or OneTrust portal. Notably, two �ℬℛs that 

shared the most sensitive PII opted for postal mail delivery, demonstrating enhanced secu-

rity measures. This suggests that �ℬℛs tailored their delivery methods to the sensitivity 

of the PII transmitted. File formats, with only one exception, were easily accessible and 

transmittable, following CCPA requirements. Surprisingly, one broker leaked sensitive PII 

about a third party. 
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3.5 Discussion 

Given the study results, we now consider privacy tradeofs in the VCR process, unexpected 

and noteworthy incidents, and fnally recommendations stemming from these, for consumers, 

data brokers, and policymakers. 

3.5.1 The Privacy Paradox 

The goal of privacy laws is to give consumers greater control over their PI. Ironically, exer-

cising one’s CCPA-given privacy rights introduces new privacy risks and vulnerabilities. I 

sent a large amount of PII to hundreds of �ℬℛs, 95% of which either did not respond or 

did not previously collect any PI about me. In one email informing that no PI was collected 

about me, a �ℬℛ even stated, about the email address and name given to submit the VCR: 

“In fact, we never had this information until receiving it in your email below.” 

This highlights current privacy issues stemming from exercising one’s CCPA rights. It is 

especially concerning when �ℬℛs request sensitive PII in VCRs. As noted in Section 3.4.3, 

6 �ℬℛs asked for my full SSN, and 4 of them did not respond to the VCR. This raises 

serious concerns about identity theft risks created by the VCR process, which is intended 

to protect consumer privacy. Not only does the consumer submitting the request become 

vulnerable, but privacy threats to other individuals also emerge, i.e., as mentioned earlier, I 

received sensitive PI about another consumer. On a related note, prior work shows that an 

impersonator could easily receive another consumer’s PI, since the PII required for identity 

verifcation is often public or easily obtainable [66, 14, 59]. 

This leaves two imperfect choices: 

1. �ℬℛs should require a copious amount of (potentially sensitive) PII to more accurately 

identify the consumer, which is detrimental to consumer privacy. 
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OR 

2. �ℬℛs should require less PII, thus favoring consumer privacy. However, they would be 

more prone to data breaches due to ease of impersonation resulting from a simplifed 

identity verifcation process. 

3.5.2 Unexpected and unintended outcomes 

Even though I only asked to exercise my PI access rights, many �ℬℛs, along with responding 

to VCRs, announced that they were putting my information on their opt-out list. They either 

assume that I care about my privacy and anticipate an opt-out/deletion request, or they hope 

to not receive any more VCRs from me by proactively adding me to their opt-out list. 

Several factors may explain why such a small percentage of �ℬℛs shared collected PI with 

me. Recall that only 22 �ℬℛs, 4.6% of all contacted �ℬℛs, and 8.1% of all responding 

�ℬℛs, shared PI which they collected about me. Beyond non-compliance, there are several 

potential reasons. CCPA only requires �ℬℛs to share PI that was collected within the past 

12 months (CCPA §1798.130(a)(2)(B)). If PI was collected earlier, �ℬℛs might not have 

to disclose it. In addition, if the collected PI is considered “public” in any way, it is not 

considered PI under CCPA, and �ℬℛs do not have to disclose it (CCPA §1798.140(v)(2)). 

Finally, we had no way of verifying the veracity of responding �ℬℛs that claimed they had 

no PI. 

3.5.3 Noteworthy incidents 

The study revealed several noteworthy incidents: 

Noncompliance. Four �ℬℛs added my email address to their marketing/newsletter list, 

which clearly violates CCPA (CCPA §1798.130(a)(7)). Two of three major US credit report-
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ing agencies (Experian, Equifax, TransUnion) did not respond to our request. One �ℬℛ 

that defnitely had my exact current address (it was one of the multiple-choice questionnaire 

options) did not answer the VCR. 

Inaccessible VCRs. One �ℬℛ required me to provide cookie values from a specifed web-

site. The website was down. Although we communicated this to the �ℬℛ, no reply was 

received. One �ℬℛ required email access confrmation by clicking a link in an email, even 

though no link was included in that email. 

Oddities. A couple of �ℬℛs used email obfuscation in their privacy policy, making it 

harder for both bots and humans to send emails. We also observed that employees of some 

�ℬℛs visited my LinkedIn profle, probably for identity verifcation purposes. 

3.5.4 Recommendations 

We now make a few improvement recommendations for all three stakeholders involved: pol-

icymakers, �ℬℛs, and consumers. 

Policymakers. Policymakers need to mandate standardization of both the VCR submission 

process and the maximal set of information that �ℬℛs should be allowed to request for 

identity verifcation purposes. More importantly, increased enforcement is needed through 

random audits and legal actions against non-compliant �ℬℛs. While CPPA already fned 

some �ℬℛs for failing to register [23, 22, 24], we are unaware of any �ℬℛs facing legal 

repercussions for failing to process consumer requests. 

Plus, there needs to be a standardized process for consumers to lodge grievances against 

unresponsive or otherwise non-compliant �ℬℛs. Finally, consumers need to be informed 
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about a history of such grievances against each �ℬℛ (e.g., why bother submitting yet one 

more VCR to a �ℬℛ that has numerous recent complaints). 

�ℬℛs. Of course, we strongly recommend that �ℬℛs comply with CCPA. We also suggest 

that �ℬℛs provide direct links to relevant VCR forms or email contacts as part of their 

CPPA registration, instead of providing a generic link to their privacy policy. This may help 

�ℬℛs to not confuse diferent rights: �ℬℛs should not opt-out consumers from the sale of 

their data if such a request was not made. 

Furthermore, �ℬℛs must make the VCR submission process easy for consumers. If asking 

for online identifers is essential (e.g., via cookie ID or MAID), obtaining such information 

should be trivial. Finally, �ℬℛs must train designated employees to properly handle re-

sponding to phone-VCRs and email-VCRs. 

Consumers. Consumers should exercise caution when submitting VCRs and, if problems 

are encountered, fle ofcial grievances using the CPPA complaint form [21]. 

3.5.5 Limitations 

Throughout this study, I sent VCRs to �ℬℛs. We acknowledge that having multiple in-

dividuals submit VCRs would yield more data. This is the subject of future work. In a 

similar vein, studying CCPA compliance for non-existent (or deceased) individuals might 

yield a better overall picture. However, that would also trigger more ethical issues. Com-

paring �ℬℛs’ compliance with other privacy laws, e.g., GDPR, would also be interesting. 

However, GDPR unfortunately does not mandate �ℬℛ registration. 

Our fndings likely underestimate the full extent of non-compliance in the �ℬℛ ecosystem, 

since our methodology only assessed entities that have already fulflled the basic legal CCPA 
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obligation of �ℬℛ registration. Unregistered data brokers (which by defnition are already 

failing to comply with CCPA) were beyond the scope of this study. 

Our results, in particular, the number of �ℬℛs that had data about me and their responses, 

might have been infuenced by my specifc characteristics and online behavior. I am under 

30 years of age, privacy-conscious, and not very active on social media platforms. This 

naturally limited the amount of data collected by �ℬℛs. It is likely that �ℬℛs would have 

more data on older individuals, and/or those with richer fnancial histories (e.g., loans, debts, 

real estate, etc.), as well as ones who are more active on social media. 

3.6 Conclusion 

This comprehensive study of 543 California-registered data brokers reveals concerning pat-

terns of CCPA (non-) compliance. A substantial portion of data brokers (43%) completely 

ignored VCRs. This widespread non-compliance undermines CCPA’s efcacy and highlights 

signifcant enforcement gaps in current privacy regulation. Our fndings expose a troubling 

paradox: exercising privacy rights under CCPA introduces new privacy vulnerabilities. Con-

sumers must provide personal information – sometimes including sensitive PII, such as SSNs, 

government IDs, and biometric data – to data brokers who may never respond. This creates a 

privacy catch-22 where consumers must risk exposing additional personal data to potentially 

untrustworthy entities to learn what information these brokers already (do not) possess. The 

lack of standardization in verifcation procedures places the burden on consumers to navigate 

each broker’s unique process, providing various levels of personally identifable information 

and creating substantial barriers to accessing their own data. 
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Chapter 4 

Let My Data Go: Data Brokers’ 

Compliance with Opt-Out & Deletion 

Requests 

Abstract 

Data brokers are a largely American phenomenon. They collect vast amounts 

of personal information about most adult U.S. consumers, mainly without the 

latter’s knowledge or consent. Accumulated data can be sold to anyone, includ-

ing employers, landlords, insurance agencies, banks, governments (local, state, 

federal, and even foreign), as well as various malicious actors. This, in turn, 

enables discrimination, surveillance, identity theft, and stalking. 

Recent regulations – such as the California Consumer Privacy Act (CCPA) 

modeled after EU’s General Data Protection Regulation (GDPR) – were intro-

duced to bolster consumer privacy, e.g., the rights to: (1) opt-out of the sharing 

or selling one’s personal information, (2) delete one’s personal information, and 
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(3) obtain a copy of that information. However, exercising these rights is not 

easy, as shown by our comprehensive study of the data broker ecosystem. We 

submitted both opt-out and deletion requests (using synthetic consumer identi-

ties) under the CCPA to all California-registered data brokers and investigated 

their responses and lack thereof. 

While the majority seem to be compliant, a signifcant fraction is not and 

many failed to reply to (and/or acknowledge) consumer requests. Furthermore, 

some data brokers require intrusive consumer identity verifcation in order to 

exercise one’s opt-out rights, which is explicitly disallowed by the CCPA. There is 

also great disparity in the request submission process among data brokers as well 

as an extremely heavy (time & efort) overall consumer burden. This motivates 

an urgent need for streamlining and standardization of the consumer interface, 

stronger enforcement, and meaningful consequences for (especially sustained) 

non-compliance. 

4.1 Introduction 

Data brokers are business entities that collect a wide variety of consumers’ personal informa-

tion, usually without the latter’s knowledge or consent, and sell that information to anyone 

willing to pay for it. It is estimated that there are over one thousand data brokers in the 

world, the majority of which are concentrated in the United States [31, 68]. In fact, the 

entire concept was “born” in the United States during the mid-to-late 1980-s.1 

Anyone can buy consumer information from data brokers, including private individuals, as 

well as foreign and domestic businesses and governments, including law enforcement and 

intelligence agencies. Data collected by data brokers range from relatively benign contact 

information to much more sensitive data, such as health, fnancial, and even precise geo-
1Perhaps unsurprisingly, it originated in the state of Florida [39]. 
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location. 

In recent times, a more dangerous trend has emerged: the U.S. Department of Homeland 

Security (DHS), particularly its Immigration and Customs Enforcement (ICE) branch, has 

been purchasing information about American consumers from data brokers. This has been 

widely reported, e.g., by the American Civil Liberties Union (ACLU) and the Electronic 

Frontiers Foundation (EFF) [79]. Although government agencies are not allowed to col-

lect data about U.S. population, apparently they are not prohibited from buying it from 

commercial entities. 

Thus, data brokers pose a signifcant threat to consumers whose personal information is 

accumulated, then bought, and accessed by numerous entities, some of which certainly do 

not have consumers’ best interest in mind, to put it mildly. Meanwhile, many (perhaps most) 

consumers are unaware of (1) who collects their personal information, (2) what exactly is 

being collected, and (3) what and to whom information is sold. 

Recent privacy regulations across the world give consumers more agency over their personal 

information and grant them certain rights, e.g. access one’s personal information, delete it, or 

opt-out of its sale and sharing. These regulations notably include European Union’s General 

Data Protection Regulation (GDPR) [37], California Consumer Privacy Act (CCPA) [17], 

and Brazilian Lei Geral de Proteção de Dados (LGPD) [45], Furthermore, some regulations 

incorporate specifc provisions for data brokers. In particular, California’s Data Brokers 

Registration law [18] mandates that every data broker doing business in the state much 

register annually and pay a registration fee. The resulting list of registered data brokers is 

made publicly available [19]. 

With such a public list, residents of relevant jurisdictions can contact these data brokers and 

exercise their legal rights. However, exercising one’s rights can be complicated: contacting 

every single data broker is time-consuming, since there are many, plus methods of contact and 
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user interfaces for submitting consumer requests vary widely. Moreover, getting a response 

to a consumer request is not guaranteed [86, 78]. 

Very recent previous work analyzed compliance and behavior of data brokers when submit-

ting consumer data access requests [86], and found that more than 40% did not respond 

to well-formed requests. Also, very few had data about the subject consumer, i.e., the re-

searcher who conducted the study. Although an access request yields important information 

about what kind of consumer information is collected by data brokers, delete and opt-out 

requests are (by far) much more numerous. In 2024, there were 58 and 99 million, delete and 

opt-out requests, respectively, compared to just 4 million access requests. (These numbers 

are based on the aggregation of most recent reported metrics in the broker registry [19].) 

Therefore, compliance with delete and opt-out requests seems to be more important since 

they are much more frequent. 

Motivated by the above, this chapter reports on a comprehensive study of California-registered 

data brokers in the context of delete and opt-out requests. Results of this study can be viewed 

as a natural follow-on to [86]. It aims to answer the following research questions: 

• RQ1: What are the diferences, if any, in the submission process of opt-out and delete 

requests? For example, in terms of submission methods, information requested, user 

interfaces, burden, etc. 

• RQ2: To what extent do data brokers comply with CCPA in terms of delete and opt-

out requests? Are there any trends in terms of diferences in compliance with one vs. 

the other? 

• RQ3: What is the overall consumer burden involved in submitting each request type 

to all data brokers? 

We note that delete and opt-out request types are semantically diferent: the latter requires 
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no identity verifcation and is thus submittable by anyone, on anyone’s behalf. In contrast, 

deletion requests require identity verifcation. In the study described below, We systemat-

ically probe data brokers with both request types using synthetic (non-existent) consumer 

identities and analyze their responses. Results show (1) signifcant non-compliance, (2) wide 

variety of requirements for submitting requests, (3) erroneous responses, and (4) very heavy 

burden for an average consumer to interact with data brokers. 

This work aims to make three contributions: 

1. It demonstrates a lack of transparency in data broker request processing, where the 

consumer is left unsure whether their request was even considered. 

2. It yields evidence of recurrent CCPA non-compliance, whether due to ignorance, negli-

gence, or malfeasance. (We make no conclusion about specifc non-compliance reasons). 

3. It highlights the inordinate amount of efort a consumer must invest into dealing with 

numerous data brokers, via a range of submissions methods, and a variety of user 

interfaces. 

Organization: Background and related work are given in Chapter 2. Section 4.2 describes 

the setup and preliminaries of the study. Then, Section 4.3 discusses and analyzes study 

results. Next, Section 4.4 summarizes limitations and Section 4.5 outlines future work di-

rections. 

4.2 Methodology 

This section described our study methodology, including timeline, identities, �ℬℛs selec-

tion/exclusion, and ethical considerations. 
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4.2.1 Study Timeline 

We submitted opt-out and deletion requests to all �ℬℛs registered in the state of California, 

as of early October 2025. The bulk of the submission process lasted roughly two months, 

starting in early October, and ending in early December, 2025. Two researchers, based in 

California, split the work: one was tasked with submitting delete, and the other – opt-out, 

requests. Each researcher worked on their own schedule and at their own speed. Conse-

quently, the rate of request submission varied greatly between the two researchers and their 

individual request submission timelines were not in any way dependent on each other. This 

was done for two reasons: (1) synchronizing their workloads would have been infeasible due 

to external factors, and (2) independent timelines naturally inhibit correlation between their 

respective activities, as would be observed by �ℬℛs. 

The responses started trickling in from the very beginning. Most �ℬℛs answered either on 

the day of, or a few days after, receiving the request. Latest answers were received about 

60 days after delete, and about 100 days after opt-out, requests were submitted. Further 

response timeline detailed are presented in Sections 4.3.4 and 4.3.4. 

Note that the discussion of overall time it took to submit both request types appears later 

in Section 4.3.6. 

4.2.2 Use of Synthetic (Fictitious) Identities 

We used two distinct synthetic (non-existent or fctitious) identities, one for each request 

type. We believe that synthetic identities are preferable to real ones, since submitting re-

quests (to hundreds of �ℬℛs) using the information about the latter would impact those 

real individuals. Orthogonally, unlike closely related recent work in [86], we chose not to 

use the researchers’ (i.e., this study and chapter authors’) own information, since a simple 

web search on researchers’ names would hint at their afliations, publication histories and 

research profles. That would likely expose the purpose of this study, which would have 
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been obviously undesirable: we wanted �ℬℛs to be unaware of the study’s purpose, since 

otherwise they could treat our requests diferently (whether better or worse) than organic 

ones. 

We used two identities, as opposed to just one, since we wanted the delete and opt-out 

requests not to be easily correlated by �ℬℛs. Of course, we could have used more than 

two identities – in the extreme, one distinct identity per request. However, given the large 

number of queries, creating as many realistic-sounding identities along with accompanying 

data (dates-of-birth, addresses, phone #-s, email) would have been prohibitively burdensome. 

The details of the two synthetic identities are shown in Tables 4.1 and 4.2. The names corre-

spond to non-existent individuals. We carefully selected the names by thoroughly searching 

for each and made sure that there is no one with that name, in order to avoid any impact 

on any real person. 

As refected in the tables, dates-of-birth and phone numbers are fctitious, though their area 

codes match to those assigned to the geographical areas that correspond to the addresses 

we used. However, the email addresses are real in the sense that we created them in order 

to be able to confrm email account access if that was needed during the request submission 

process. Finally, Mobile Advertising IDs (MAIDs) are fake. A MAID is a sequence of 32 

hexadecimal digits generated by the OS of a mobile device (e.g., a smartphone or tablet) 

used by advertisers to track activity, app usage, and location data, even across devices. It is 

resettable by users. 

We chose one female- and one male-seeming identity for the sake of gender diversity. We 

also opted for having a large-ish age gap between them (over 30 years), for age diversity. 

Physical addresses included Northern (Sacramento) and Southern (Riverside) California, for 

geographical diversity. Finally, the types of physical addresses that we used were motivated 

by socioeconomic diversity: the Riverside address corresponds to a real trailer park, while 
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the (real) street name in Sacramento is located in a solidly middle-class neighborhood. In 

both addresses, zip-codes are real. 

Table 4.1: Synthetic Identity I (used for all deletion requests). 

Item Value 

Name Patrick Puzzolente 
Email patrickpuzzolente@gmail.com 
Date of Birth July 7, 1993 
Phone # (fake) 951-893-3150 
Address 
(real, trailer park) 220 E. La Cadena Dr, Riverside, CA 92507 

MAID (fake) F2E4C0A7-11B8-4009-A6D4-3C9B7F0E2A11 

Table 4.2: Synthetic Identity II (used for all opt-out requests). 

Item Value 

Name Annamaria Krahenschrei 
Email annamariakrahenschrei@gmail.com 
Date of Birth May 24, 1960 
Phone # (fake) 916-646-2451 
Address 
(fake #, real street) 6452 Valetta Way, Sacramento, 95820 

MAID (fake) 6A3F1B9E-0D2C-4A51-9E3B-8F2C1A7D9B4E 

4.2.3 �ℬℛ Selection/Exclusion 

Using the California Data Broker Registry [19], we aimed to contact all 535 �ℬℛs registered 

at the time of the study, in late 2025. However, some �ℬℛs had to be excluded from the 

study due to inability to submit requests, for various reasons, such as: 

• Website issues, mainly due to broken URLs 

• Duplicate registrations of the same business 

• Requirements to provide information (for identity verifcation purposes) that we either 

could not, or did not want to, invent, e.g., cookie values or Social Security N umbers 

(SSNs) 
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• Issues with forms that prevented successful submission, e.g., felds or CAPTCHA-s 

that were mis-confgured. 

• Lack of contact information in the privacy policy, either for all requests or specifcally 

missing methods for deletion requests. 

• Other: this includes individual errors, e.g., being forced to log into an account, or email 

bouncing back. 

We wound up submitting a total of 322 deletion, and 358 opt-out, requests. These numbers 

correspond to successfully contacted �ℬℛs. The diference (36 = 358 − 322) is, for the most 

part, due to the fact that some �ℬℛ websites only had opt-out forms available and omitted 

deletion rights. In addition, CCPA, as mentioned earlier, mandates no identity verifcation 

for opt-out requests, while it is required for deletion requests: we did not submit to �ℬℛ 

asking for PII we could not invent. Therefore, we could submit 36 more of opt-out requests. 

Table 4.3 summarizes �ℬℛ exclusions. 

Table 4.3: Data Brokers Excluded from the study. 

Reason for exclusion #�ℬℛs (delete) #�ℬℛs (opt-out) 

Website down 8 14 
Duplicate 25 25 
Asked too much PII 85 82 
Form issue(s) 33 46 
No contact info given 45 7 
Other 17 3 

For each �ℬℛ, we accessed the link indicated in the �ℬℛ registry that contains details 

on how consumers can exercise their CCPA rights, including how to delete their personal 

information. This link usually leads to one of: (1) a �ℬℛ’s privacy policy, or (2) a CCPA-

specifc privacy policy, or (3) a form where the consumer can exercise their privacy rights. 

We submitted deletion and opt-out requests by form whenever possible. Whenever no form 
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was available, we submitted requests by email. The email templates that we used are shown 

in Figures 4.1 and 4.2. The two email templates are diferently worded, for obvious reasons. 

Subject: CCPA opt-out request 

Hello, 
Under the CCPA opt-out right, I request that you stop selling or sharing my 
personal information. 
Let me know if you need additional information. 
Thank you for processing this request. 
Sincerely, 
Annamaria Krahenschrei 

Figure 4.1: Opt-out request email template. 

Subject: Request for deletion of personal information under CCPA 

To whom it may concern, 
I am writing to request the deletion of my personal information under the 
CCPA. Please let me know if you need any further information. 
Thank you for your timely response. 
Best regards, 
Patrick Puzzolente 

Figure 4.2: Delete request email template. 

We recorded dates of all request submissions, confrmation of request receipt by �ℬℛs (if 

any) and their fnal responses. These responses were later categorized and analyzed. 

4.2.4 Ethics 

Our Institutional Review Board (IRB) deemed this study to fall into the “Non-Human 

Subject Research” category. We contacted �ℬℛs only once per request type (twice total) 

and did not invent sensitive personal information when it was required, e.g., SSNs or copies 

of government-issued ID cards. Instead, we opted not to submit requests to �ℬℛs that 

request such information. 
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One potential issue is our use of two fctitious identities (along with related information 

for each) for request submission. This can be viewed as a kind of deception. However, as 

mentioned in Section 4.2.2, we made sure that these identities did not correspond to any 

real person, whether living or dead. Also, their names and other information were carefully 

constructed to appear realistic. We believe that this was justifed, since the alternatives, 

e.g., using identities of real people, including those of authors, would have been ethically 

problematic and/or would have leaked the purpose of submitted requests. 

4.3 Results and Analysis 

We now present results obtained from submitting requests to �ℬℛs as described in Section 

4.2. 

4.3.1 Results Summary: Compliance Rates 

We observed the following instances of non-compliance, summarized in Table 4.4: 

1. Lack of response after a request to delete: as required by CCPA Regulations [16] 

and mentioned in Chapter 2, �ℬℛs must notify the consumer of the status of their 

request for deletion after processing it. We found that a majority of �ℬℛs did not 

answer after an email-based request submission, and a majority of �ℬℛs considered 

the confrmation page (after form submission) as a response. 

2. Identity verifcation during opt-out requests: again, CCPA Regulations [16] specify 

that businesses should not verify the identity of consumers when they submit opt-out 

requests (see Chapter 2). Recently, Ford Motor Company was fned $375,703 due to 

excessive identity verifcation in their opt-out request submission process. Excessive 

verifcation involves asking for more information that is actually needed to identify the 

consumer in the �ℬℛ’s database [25]. It occurs when �ℬℛs ask for too many items 
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of personal information, or attempt to verify consumer’s access to their email address 

or phone number. 

3. Late answers deletion requests: �ℬℛs must process the request and respond within 

45 calendar days. They can request an extension for another 45 days, however, none 

did so in this study. 

In addition, we observed the following instances of potential non-compliance summarized in 

Table 4.4: 

1. Lack of answers after opt-out requests: while automatic form submissions can be con-

sidered a confrmation of opt-out, �ℬℛs contacted by email and who did not reply 

did not show any confrmation that the opt-out request was taken into account. 

2. Late answers after opt-out requests: �ℬℛs must process any opt-out request within 15 

business days. Some �ℬℛs responded to our request after that deadline: it is unlikely 

that the personal information would be opted-out before the 15 business days deadline. 

3. Potentially excessive identity verifcation: While these �ℬℛs did not specify that they 

needed to verify the consumer’s identity, they asked for a greater amount of personal 

information that is necessary for identifying the consumer for opt-out requests. 

4. Erroneous answers for deletion requests: �ℬℛs are supposed to announce actions 

taken to the consumer after processing a deletion request. Many �ℬℛs replied that 

data was deleted, even though the consumer was synthetic and the data obviously does 

not and did not exist. 

5. Requiring access to email address to learn the status of an opt-out request: while 

some �ℬℛs (correctly) did not require a consumer to verify access to their email 

address when submitting an opt-out request, �ℬℛs that use the OneTrust platform 

need the consumer to verify access to their email address before being able to view 
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the response. While the personal information is already opted-out, this introduces an 

additional burden on the consumer if they want to check the �ℬℛ’s answer. 

Table 4.4: Instances of non-compliance 

Issue Request Percentage 

Non-compliance 
Lack of answer Deletion 70% 
Identity verifcation Opt-out 22% 
Late answer Deletion 1.2% 

Potential non-compliance 
Lack of answer Opt-out 14% 
Late answer Opt-out 12% 
Identity verifcation Opt-out 39% 
Erroneous answer Deletion 2.5% 
Email verif. to view answer Opt-out 11% 

4.3.2 Request Submission: Lack of Uniformity 

Previous work [86] has shown that submitting access requests is very time-consuming and 

does not follow a standardized process: each �ℬℛ is free to have its own means for a 

consumer to submit access requests. Since there are (respectively) 15× and 25× more 

deletion and opt-out requests than access requests, we hoped that submitting the most 

popular types of request would be more streamlined. However, we witnessed the same ad-

hoc submission process for delete and opt-out requests. While a California resident could 

now use the convenient DROP platform [20], consumers in other jurisdictions (e.g. Vermont, 

Texas or Oregon) cannot do so and must submit individual requests to each �ℬℛ. 

The majority of deletion and opt-out requests could be submitted via a form, 75% and 80% 

respectively. Less than a third were submitted by email. Results are shown in Figure 4.3. 

While email request submission is faster for the consumer (since the same message template 

can be used for all email-using �ℬℛs), it sometimes requires a second step of providing 

64 



more information to verify consumer identity or identify the consumer. In contrast, form-

based submission asks for all required information at the same time: this usually means that 

more items of information need to be provided to the �ℬℛ, and each �ℬℛ may ask for 

diferent types of personal information. In addition, forms regularly entail solving Captchas 

to prevent bots, which translates into an added burden for consumers [15, 73]. 

Figure 4.3: Method of Request Submission 

4.3.3 Identity verifcation process 

This section describes the details, and types, of identity verifcation encountered for in sub-

mitting each request type. 

Deletion Requests 

To request deletion of their personal information, consumers must submit a VCR. �ℬℛs 

must verify the identity of the consumer, and then process the request, i.e., delete any 
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personal information relating to that consumer. To verify consumer identity, �ℬℛs ask the 

consumer to provide some items of personal information in order to match it with what 

is stored in their databases. If enough personal information matches, consumer identity is 

considered “verifed” and the �ℬℛ can proceed with data deletion [16]. �ℬℛs may ask 

for varying types (and amounts of) personal information. Figure 4.4 summarizes personal 

information requested by �ℬℛs contacted using a form. For �ℬℛs contacted via email, 

only the full name and email address of the synthetic consumer were provided. 

Some �ℬℛs asked for information that we chose not to falsify because we either could not 

(e.g., device cookie values), or did not want to, do so for ethical reasons, e.g., SSNs. 

Opt-out Requests 

To opt out of sharing and further collection of their personal information, a consumer must 

submit some information as part of their request, though a VCR is not required (see Chapter 

2): even though �ℬℛs are not supposed to request any personal information for verifcation 

purposes from consumers who submit opt-out requests, they can ask for personal infor-

mation needed to identify the consumer in their databases. Nonetheless, We found that 

many �ℬℛs attempted to verify consumer identity during opt-out requests by requesting 

additional information. 

4.3.4 Answers and Lack Thereof 

For both deletion and opt-out requests, most �ℬℛs did not explicitly confrm having pro-

cessed requests after a form- or email-based submission. 

Delete Processing 

As noted in Chapter 2, �ℬℛs have 45 calendar days to inform the consumer about the 

result of their deletion request. Among the 322 �ℬℛs contacted, only 97 responded with 
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Figure 4.4: Information required for request Submission 

the result of the deletion requests. We summarize their answers in Figure 4.5. Some �ℬℛs 

might assume that the form submission confrmation message is equivalent to the response of 

confrmation for the consumer. This may be true depending on the �ℬℛs’ deletion process. 

If a �ℬℛ deletes consumer’s data immediately, a message stating “your data was deleted” 

sufces. Otherwise, the consumer is left in the dark as far as the outcome of their request. 

It is impossible to tell the diference between the two cases. 

The response timeline for deletion requests was generally encouraging, with the large majority 

of �ℬℛs replying within the prescribed 45-day limit (as shown in Figure 4.6), though 5% of 

responding �ℬℛs exceeded it. Half of responding �ℬℛs replied within the frst 3 calendar 

days. 

Opt-out Processing 

�ℬℛs need to act upon an opt-out request within 15 business days after its receipt. The 
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Figure 4.5: Answers for deletion requests. 

law does not mandate them to directly respond to consumers. Instead, it states that a 

consumer must have a way to confrm that they have been opted out [16]. However, without 

a response from �ℬℛs and considering the low compliance with deletion requests observed 

in this study as well as the similarly poor compliance with access requests from [86], it is 

unclear whether opt-out requests are actually processed appropriately. 34 �ℬℛs confrmed, 

by email, that they processed the request. 66 �ℬℛs announced that no data was found 

about the consumer, of which 11 also added the consumer’s information to an “opt-out list”. 

The summary of responses appears in Figure 4.7. 

The timing of responses for opt-out requests was appreciably worse than that for delete, with 

a large fraction of �ℬℛs (30%) exceeding the prescribed 15-business-day limit, as shown in 

Figure 4.8. Still, half of them answered within 1 business day. 
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Figure 4.6: Timeline for deletion requests. 

4.3.5 Individual Non-Compliance 

Aside from the major non-compliance trends described above, we observed the following 

isolated behaviors. 

After submitting opt-out and deletion requests, three �ℬℛs began sending marketing emails 

to the email addresses corresponding to our synthetic identities. This practice is clearly 

forbidden by CCPA, which states that any personal information shared during a data request 

can only be used to fulfll the request, i.e. identifcation and verifcation of the consumer 

[17]. Any further use of the personal information is clearly forbidden. 

One �ℬℛ, responding to an opt-out request, sent a link by email which led to a simple 

webpage stating “You have already chosen to opt-in”. Neither the email nor the webpage 

provided any information about actually opting out. 
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Figure 4.7: Answers for opt-out requests. 

Finally, along with its confrmation of data deletion, one �ℬℛ provided (via email) a sample 

of its consumer records, which (alarmingly) included information about real people. 

4.3.6 Time to Submit All Requests 

Two researchers (co-authors of this study) conducted all requests submissions: one for each 

request type. Recall that a total of 358 opt-out, and 322 delete, requests were submitted. 

Other registered �ℬℛs could not be contacted for several reasons, mentioned earlier. 

The submission of all opt-out requests took approximately 20 hours, which corresponds to 

3.3 minutes per �ℬℛ. In contrast, the deletion request took about 25 hours in total, yielding 

a rate of 4.6 minutes per �ℬℛ. The diference of just over one minute between the two rates 

is mainly due to two factors: (1) procedures for submitting deletion requests were a bit 

harder to fnd on the �ℬℛs’ websites (they were often not in the same place where deletion 
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Figure 4.8: Timeline for opt-out requests. 

requests procedures were described), and (2) deletion requests required identity verifcation, 

while opt-out requests generally did not. 

One factor that has likely infuenced the overall time consumed to submit requests is the de-

mographic of the researchers who performed this work. Both are Computer Science students 

in their early- to mid-20s who are naturally quite tech-savvy. 

4.3.7 Comparison With a Prior Study of Data Access Requests 

A closely related study was recently conducted by Van Kempen et al. [86]. It focused on data 

access requests submitted under CCPA to all California-registered �ℬℛs in late 2024. At 

that time, 543 �ℬℛs were registered and requests were made to 454 of those. In contrast, we 

submitted opt-out and deletion requests to 358 and 322 �ℬℛs, respectively. This represents 

substantial diferences in terms of numbers of contacted �ℬℛs. 
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Since [86] used a real person’s (one of its authors’) information to submit data access requests, 

more �ℬℛs could be contacted. However, our study encountered more limitations since we 

used synthetic identities and thus could not (or did not want to) fabricate certain information, 

e.g. cookie values or SSNs. We believe that this accounts for most of the gap in request 

submission numbers. 

Compared to [86] where 48.9% of �ℬℛs provided form submissions, many more �ℬℛs did 

so in this study: 75% and 80%. We believe that there were two reasons for this: 

1. Requests to delete/opt-out are easier to automate than requests to access. Therefore, 

use of a form streamlines the process for �ℬℛs. 

2. Over the past couple of years, more �ℬℛs adopted form submissions for all types of 

consumer requests. 

Beyond the numbers of contacted �ℬℛs, response rates in our study were also lower than 

that in the prior study of access requests. This is likely because �ℬℛs assume that a form 

submission confrmation page/message for a delete/opt-out request represents a response, 

and thus do not separately confrm receipt of a request. 

In terms of responses, �ℬℛs followed the same answer timeline pattern in both studies: a 

vast majority responded within the frst few days, and very few �ℬℛs answered late. 

4.3.8 Answers to Research Questions 

Recall the research questions posed in Section 4.1. We now describe the extent to which the 

study answered them. 

RQ1: What are the diferences, if any, in the submission processes of opt-out 

and delete requests? The former involve less consumer burden and are thus faster to 
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submit since they require no identity verifcation. In general, opt-out requests needed less 

personal information (see Figure 4.4). However, a signifcant percentage of �ℬℛs still asked 

to verify consumer identity, thus not complying with CCPA. Also, deletion requests are more 

fnal, since �ℬℛs can still keep (previously collected) information about a given consumer 

after an opt-out request. Within each type of request, we found that most brokers rely on 

submission forms for opt-out or deletion requests rather than email. These forms require 

providing a diferent set of PII to each broker. 

RQ2: To what extent do brokers comply with CCPA in terms of delete and 

opt-out requests? As described in Chapter 2, signifcant non-compliance was observed. 

The majority of �ℬℛs did not respond to our deletion requests, and many did not confrm 

our opt-out requests. Furthermore, potential acts of non-compliance were common. Results 

are summarized in Table 4.4. 

RQ3: What is the overall consumer burden involved in submitting each request 

type to all �ℬℛs? Since every �ℬℛ has its own delete/opt-out request submission process 

(see Section 4.3.2), a consumer needs to access every �ℬℛ’s webpage and fnd request 

submission directions. With well over 300 �ℬℛs, this represents a very heavy burden (in 

terms of time and efort) for an average consumer. It is also highly repetitive and thus 

extremely tedious. While California consumers can now use the DROP [20] portal, those in 

other jurisdictions can either contact each �ℬℛ separately or pay a third-party service to 

do so on their behalf. 
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4.4 Limitations 

Since we used synthetic identities, we cannot be sure whether �ℬℛs actually complied with 

our requests. �ℬℛs could have ignored requests if they deemed it fraudulent. In the best 

case, �ℬℛs should have recorded our opt-out requests even though they should not have 

found any information in their databases corresponding to the fctitious individuals. In other 

words, they should have kept “state” to prevent themselves from collecting any information 

about that individual in the future. 

As far as deletion requests, the best outcome would have been an explicit notifcation by each 

�ℬℛ about their inability to fnd any information for the fctitious individual. However, 

this is a fundamental limitation of our study: although it uncovered various types of non-

compliance, it did not evaluate the actual efcacy of submitting delete and opt-out requests. 

Doing that would require using real identities. 

4.5 Future Work 

The study presented here is by no means the “end of the road.” The new California DROP 

system mandates �ℬℛs to explicitly communicate the status of each request to the request-

ing consumer. This feature, if treated in good faith (by �ℬℛs) and implemented well by 

CPPA, would be highly benefcial to consumers. One intuitive direction for future work is 

to wait some time after August 2026, when �ℬℛs will be mandated to actually participate 

in the CPPA’s DROP portal, and assess its efcacy. 

Another direction is to repeat the study presented in this chapter with identities that are 

neither synthetic nor those of the researchers conducting the study. The main idea would 

be to evaluate deletion and opt-out (by submitting requests as we did) and then later verify 

that those requests were acted upon by submitting data access requests. We obviously could 

not do the latter, since we used non-existent identities. However, using identities of real 

74 



people can be problematic, e.g., recruitment and remuneration, as well as potential ethical 

issues. An alternative is to use identities of dead people, though this is likely even more 

problematic. 

As mentioned in Section 4.3.6, the two researchers who submitted both request types are not 

representative of the general population, due to being quite young and technologically adept. 

A more realistic assessment of overall time and efort would use a representative population 

sample. 

Finally, in the long-term, a more frictionless user interface to �ℬℛs should be developed. 

While the CPPA’s DROP portal is a step in the right direction, it is not privacy agile. A 

consumer must enter lots of personal information into the portal. Also, DROP operates in 

an asynchronous manner, since �ℬℛs are only required to fetch accumulated (on the portal) 

delete and opt-out requests with a frequency of at most 45 days. It is not hard to imagine 

a system that ofers more privacy for consumers and operates in a real-time fashion. 

4.6 Conclusions 

While current regulations, exemplifed by CCPA, appear to give consumers more control 

over their data, exercising one’s rights is still a highly laborious and opaque process. As the 

results of the study described in this chapter show, one must submit many types of forms 

(and/or emails) and what comes back (if anything at all) is mostly in the form of generic 

text. Deletion is harder than opt-out and sometimes requires sending a considerable amount 

of additional personal information to �ℬℛs. 
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Chapter 5 

PIVA: Privacy-Preserving Identity 

Verifcation Methods for Accountless 

Users via Private List Intersection 

and Variants 

Abstract 

Several prominent privacy regulations (e.g., CCPA and GDPR) require ser-

vice providers to let consumers request access to, correct, or delete, their personal 

data. Compliance necessitates verifcation of consumer identity. This is not a 

problem for consumers who already have an account with a service provider since 

they can authenticate themselves via a successful account log-in. However, there 

are no such methods for accountless consumers, even though service providers 

routinely collect data about casual consumers, i.e., those without accounts. Cur-

rently, in order to access their collected data, accountless consumers are asked 
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to provide Personally Identifable Information (PII) to service providers, which 

is privacy-invasive. 

To address this problem, we propose PIVA: Privacy-Preserving Identity Verifcation 

for Accountless Users, a technique based on Private List Intersection (PLI) and 

its variants. First, we introduce PLI, a close relative of private set intersection 

(PSI), a well-known cryptographic primitive that allows two or more mutually 

suspicious parties to compute the intersection of their private input sets. PLI 

takes advantage of the (ordered and fxed) list structure of each party’s private 

set. As a result, PLI is more efcient than PSI. We also explore PLI variants: 

PLI-cardinality (PLI-CA), threshold-PLI (t-PLI), and threshold-PLI-cardinality 

(t-PLI-CA), all of which yield less information than PLI. These variants are pro-

gressively better suited for addressing the accountless consumer authentication 

problem. 

We prototype PIVA and compare its performance against techniques based on 

regular PSI and garbled circuits (GCs). Results show that proposed PLI and PLI-

CA constructions are more efcient than GC-based techniques, in terms of both 

computation and communication overheads. While GC-based t-PLI and t-PLI-

CA execute faster, proposed constructs greatly outperform the former in terms of 

bandwidth, e.g., our t-PLI protocol consumes 16× less bandwidth. We also show 

that proposed protocols can be made secure against malicious adversaries, with 

only moderate increases in overhead. These variants outperform their GC-based 

counterparts by at least one order of magnitude. 

5.1 Introduction 

Notable privacy regulations – including the European Union General Data Protection Regu-

lation (GDPR) [37], California Consumer Privacy Act (CCPA) [17], and Brazilian Lei Geral 
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de Proteção de Dados (LGPD) [45] – mandate that service providers which collect any 

consumer-specifc data must grant consumers access to that data 1. To allow consumers to 

access, correct, or delete their personal data, a service provider must employ secure identity 

verifcation methods. 

For instance, CCPA [17] introduces the notion of a Verifable Consumer Request (VCR) 

which is defned as “a request that is made by a consumer [...], and that the business can 

verify, using commercially reasonable methods, pursuant to regulations adopted by the At-

torney General pursuant to paragraph (7) of subdivision (a) of Section 1798.185 to be the 

consumer about whom the business has collected personal information.” (CCPA §1798.140 

(ak)). CCPA also states that “the business may require authentication of the consumer that 

is reasonable in light of the nature of the personal information requested” (CCPA §1798.130 

(a)(2)(A)). 

For a consumer who has an account with a service provider, authentication translates into 

account log-in via, e.g., username and password, and two-factor authentication, such as 

email or SMS verifcation. In fact, GDPR guidelines [36] state that a user log-in, using a 

password, “should be sufcient to authenticate a data subject”. CCPA also mentions that, 

for consumers with accounts, “the business may require the consumer to use that account 

to submit a verifable consumer request” [17]. 

On the other hand, for account-less users (i.e., those without accounts with a service provider) 

authentication options are limited. Without an account, and hence without any shared 

secrets (such as passwords), service providers tend to ask consumers to reveal some amount 

of Personally Identifable Information (PII) in the form of: (1) simply entering it [59, 58, 

72, 12, 14], (2) providing cookies from prior interactions [82, 83], (3) showing government-
1While GDPR and LGPD apply to any entity processing residents’ data in their respective regions, CCPA 

only applies to for-proft businesses that have a gross revenue above $25 million, handle the data of more 
than 100,000 California residents, or generate 50% or more of their revenue by selling California residents’ 
PII (in 1798.140 (d)) [17]. 
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issued IDs [59, 58, 72, 12, 82, 83, 14], or (4) producing notarized documents [72, 82, 83, 14]. 

A recent user study [77] that studies user experience with removing PII from the Internet 

shows that current removal procedures are not thorough, transparent, or responsive. This 

naturally prompts user concerns about service providers acquiring new PII in the nebulous 

process of authenticating accountless users. 

Motivated by the above, this chapter proposes PIVA: Privacy-Preserving Identity Verifcation 

for Accountless Users. PIVA involves two parties: an accountless user � who possesses their 

PII as an ordered/labeled list and a service provider � that holds a collection of such PII 

(ordered/labeled lists) for each accountless user. It allows � to authenticate � if sufciently 

many list elements are matched as the intersection of their respective PII lists. Meanwhile, 

� is prevented from learning any new � PII and vice-versa. 

As a basic building block, we use Private List Intersection (PLI), a variant of a well-known 

cryptographic primitive called private set intersection (PSI). While PSI allows two parties 

to jointly compute the intersection of their private sets, PLI computes the intersection of 

the private lists, i.e., it takes list order into account. We also consider PLI variants 

that reveal strictly less information than PLI: (1) PLI-Cardinality (PLI-CA), which outputs 

only the cardinality of the intersection list; (2) threshold-PLI (t-PLI), which outputs the 

intersection only if its cardinality exceeds a threshold �; and (3) threshold-PLI-Cardinality 

(t-PLI-CA), which outputs the intersection cardinality only if it exceeds a threshold �. We 

implement these protocols and evaluate their efciency. All variants outperform the GC-

based implementation in terms of bandwidth, and the PLI and PLI-CA execute faster. The 

entire implementation is publicly available at [2]. 

Finally, we propose a modifed version of each protocol that achieves security against mali-

cious (as opposed to HbC: Honest-but-Curious) adversaries. These modifcations result in 

relatively low additional communication and computation costs. In particular, the asymp-

totic overhead of each modifed protocol remains the same. Notably, our work yields the 
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frst threshold-based PSI and PSI-CA protocols secure in the malicious model, which might 

be of independent interest. 

Organization: Background is given in Chapter 2. After reviewing related work in Sec-

tion 5.2, Section 5.3 presents the preliminary background, and Section 5.4 describes system 

and threat models. Next, we present PIVA and PLI variants in Section 5.5; their security 

analyses appear in Section 5.5.4. We describe the implementation and evaluation in Sec-

tion 5.6. Finally, variants of proposed protocols secure in the malicious model are presented 

in Section 5.7. 

5.2 Related Work: Private Set Intersection and Its 

Variants 

Private Set Intersection (PSI) protocols, e.g. [71, 48, 70, 67], allow two parties to compute 

the intersection � ∩ � of their private input sets � and � , without revealing any other 

information. Works on PSI include PSI-cardinality (PSI-CA), e.g. [32, 35, 81], which re-

veals only cardinality |� ∩ � | of the intersection, and hides the intersecting elements, and 

threshold-PSI (t-PSI), e.g. [93, 65, 43], which reveals the intersection only if |� ∩ � | ≥ � for 

some fxed threshold �. 

Table 5.1: Comparison of the computational complexity of PLI and PSI variants as a function 
of �, the size of input lists or sets.2 

Comp. 
Cost 

Active 
Security Comp. Active 

PSI [71, 48, 70, 67] �(�) ✓ Cost Security 

PLI (ours) 

t-PSI [93] 
t-PSI [65] 
t-PSI [43] 
t-PLI (ours) 

�(�) 

�(�) 
�(�2) 
�(�) 
�(�3) 

✓ 

✗ 
✗ 
✗ 
✓ 

PSI-CA [32, 35] 
PSI-CA [81] 
PLI-CA (ours) 
t-PLI-CA (ours) 

�(�) 
�(� log �) 
�(�) 
�(�3) 

✗ 
✗ 
✓ 
✓ 

2To the best of our knowledge, there is no prior work on t-PSI-CA. [92] presents a protocol they call 
“t-PSI-CA”, but it reveals � ∩ � if |� ∩ � | ≥ �, and |� ∩ � | otherwise, whereas our t-PLI-CA reveals 
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Literature on PSI is very rich, but instead of citing all work in PSI literature, we summarize 

state-of-the-art PSI results and compare them to our PLI protocols in Table 5.1. Asymp-

totically, our PLI and PLI-CA protocols match the �(�) computation cost of prior PSI and 

PSI-CA protocols, while our t-PLI has �(�3) cost which is higher than t-PSI of [93, 65, 43]. 

However, all our protocols achieve active security, i.e. security against malicious participants, 

at the same asymptotic costs (and a small increase to concrete costs), whereas �(�) actively 

secure PSI is only known as the basic PSI variant, and not for PSI-CA or t-PSI. Actively 

secure (t-)PLI(-CA) can be implemented using generic constant-round actively secure com-

putation using “cut-and-choose” over garbled circuits (see e.g. [53]), but the “cut-and-choose” 

technique increases protocol costs by two orders of magnitude, rendering them impractical. 

5.3 Preliminaries 

We use the notation [�] to represent the set {1, 2, . . . , �}. Where applicable, we denote by 

��,1 and ��,2 the frst and second elements of a tuple �� with two elements, for ∀� ∈ [�], i.e., 

�� := (��,1, ��,2), where � = 1, ..., �. 

Additively Homomorphic ElGamal Encryption. Below, we defne the additively ho-

momorphic variant of the ElGamal encryption scheme [30]. Compared to the original ElGa-

mal [41] which is multiplicatively homomorphic, this variant uses �� in place of the plaintext 

� in encryption, where � is a generator of a group � of prime order �. 

Defnition 5.1. Additively homomorphic ElGamal encryption [30] is a tuple of algorithms 

(Setup, KeyGen, Enc, PreDec, Test), where: 

- Setup(1�) → (�, �, �): for security parameter �, it outputs parameters (�, �, �), where 

� is a generator of group � with prime order � s.t. |�| ≥ 2�. 

|� ∩ � | if |� ∩ � | ≥ � and ⊥ otherwise. 
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- KeyGen(�, �, �) → (��, ��): outputs a pair of secret and public keys, where �� ←$ �� 

and �� = (�, �, �, ℎ) for ℎ = ���. 

- Enc��(�) → �: On message � ∈ �� and public key �� = (�, �, �, ℎ), it outputs 

ciphertext � := (��, ℎ���), where � ←$ ��. 

(We write Enc��(�; �) to denote randomness � as an explicit input.) 

- PreDec��(�) → � : On secret key �� and ciphertext � = (�1, �2), output � := �2(�1)−��. 

(Note that if (�1, �2) = Enc��(�) then � = ��.) 

- Test(�, �): Decide if the pre-decryption value � corresponds to plaintext target � by 

outputting 1 if � = �� and 0 otherwise. 

Note that this version of ElGamal does not allow for efcient decryption, but it allows for 

efcient testing if a ciphertext encrypts a given plaintext �. In our PLI protocol and its 

(t-)PLI(-CA) variants, the decryptor will only test whether the ciphertext encrypts � = 0, 

by checking if �2(�1)−�� = 1. 

Shamir Secret Sharing. Shamir secret sharing [74] is a �-out-of-� threshold secret sharing 

scheme based on polynomial interpolation over fnite felds, with a threshold �. i.e., When a 

secret � is shared using Shamir secret sharing, � can be reconstructed only with ≥ � shares, 

while the possession of < � shares reveals no information about �. 

Defnition 5.2. Shamir secret sharing scheme [74] over feld F is defned by algorithms 

Share, Reconstruct s.t. 

- Share(�,�)(�) → (�1, ..., ��): generates � shares of a secret � ∈ F, assuming � < |� |. 

It chooses (� − 1) random coefcients �� ←$ F, for � ∈ [� − 1], defnes (� − 1)-degree 

polynomial �(�) = � + �1� + �2�2 + ... + ��−1�
�−1 over F, and sets �1 := �(1), �2 := 

�(2), ..., �� := �(�). 
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- Reconstruct(��1 , ..., ��� ) → �: reconstructs a secret from � ≥ � shares ��1 , ..., ��� . It 
′interpolates any � out of these � shares into a (� − 1)-degree polynomial � and outputs 

� ′ := � ′(0) as the reconstructed secret. 

Note that Reconstruct guarantees to output � ′ = � if the � shares it receives as input were 

generated by Share(�). 

Reed-Solomon Codes and Berlekamp-Welch Decoding. Shamir secret sharing scheme 

can be seen as a special case of Reed-Solomon (RS) coding scheme [69], where the number of 

errors is zero. (�, �)-RS codes are a group of error correction codes, where its encoder adds 

some parity bits to encode � messages into � messages (called symbols in coding theory) so 

that its decoder can correct up to (�− 
2 

�) errors. Specifcally, � messages are assigned as the 

coefcients of a polynomial � of degree �−1 over a fnite feld F, and the encoding of � messages 

is the evaluation of �(�) over some � evaluation points, �1, ..., ��, i.e., Encode(�1, ..., ��) = 

(�(�1), ..., �(��)), where �(�) := �1 + �2� + ..., ���
�−1. For decoding a codeword � := 

(�1, ..., ��) with � symbols, the original method interpolates polynomials over all possible 

� points over � points, (�1, �1), ..., (��, ��), and outputs the � coefcients of the majority 

polynomial �. 

The Berlekamp-Welch (BW) algorithm [11] is an efcient decoding algorithm that corrects 

up to ⌊�− 
2 

� ⌋ errors in RS codes. It not only recovers the polynomial � over F which represents 

the original messages, but also outputs the error locator polynomial ��� by solving � linear 

equations, where the �-intercepts of ��� represent the locations where the errors occurred 

among � symbols. We denote this by BW(�,�)(�1, �2, ..., ��) → (�, ���), where � := ⌈�+
2 

� ⌉, 

the minimum number of correct symbols in the input codeword. We use this algorithm to 

efciently reconstruct the secret shared by the Shamir secret sharing, where the input shares 

potentially include some invalid shares, i.e., errors. 
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5.4 System & Threat Models 

The system model includes two mutually distrusting parties: a client (�) and a server (�), 

where � initiates the protocol to verify �’s identity and grants access to � once the verifcation 

succeeds. Each party has a list of PII of size �, � = (�1, �2, ..., ��) and � = (�1, �2, ..., ��), 

respectively. We assume that the order of attributes in lists is public and agreed between 

parties in advance. 

Considering that � may have a large database of clients, we assume that � locates � in its 

database using a unique public string, e.g. in the context of people search websites, using 

the URL of the webpage about �. 

In Section 5.5, we consider a static Honest-but-Curious (HbC) adversary who corrupts either 

� or � before the protocol starts, and aims to learn maximal information about the other 

party’s private input, but otherwise follows the protocol. In Section 5.7, we consider active, 

a.k.a. malicious adversaries, i.e. we assume that an adversary who corrupts either party can 

run an arbitrary protocol in place of the prescribed one, and we show that our protocols 

realize the intended ideal functionality even in the presence of malicious adversaries. 

5.5 PIVA Design 

In this section, we present four protocol variants for PIVA, i.e. PLI, PLI-CA, t-PLI, and 

t-PLI-CA. We describe each variant below, summarizing their security properties with ideal 

functionalities described in Fig. 5.3 in Subsection 5.5.3. Security proofs are shown in Sec-

tion 5.5.4. 
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5.5.1 Private List Intersection (PLI) and PLI-Cardinality (PLI-

CA) 

PLI: Recall that (one-sided) PSI takes private sets as input and outputs their intersection 

set to one of the parties. PLI takes private lists as input instead. i.e. the inputs are two 

lists, � and � , of size �, contributed by � and �, respectively. Entries in list � and � 

are arbitrary bitstrings or a special symbol ⊥ which designates that the corresponding party 

does not have any value at this position. 

The protocol computes and sends to � the list intersection � ∩ � , defned as the set of 

indexes where the two lists contain the same values, i.e. 

� ∩ � = { � | �[�] = � [�] ∧ �[�] ≠ ⊥} 

(See also the Ideal Functionality for PLI in Fig. 5.3 in Section 5.5.3.) In the context of our 

application, each position in list � or � represents a specifc type of PII, e.g., home address, 

driver’s license number, mother’s maiden name, etc, and we assume that the ordered list of 

these � attributes is fxed and public. 

After obtaining the intersection, � decides whether the �-provided PII is sufcient to verify 

their identity corresponding to the PII held by �. As part of PLI, � learns no new PII 

about �. This follows GDPR guidelines [36] stating that information requested by a service 

provider for verifcation purposes: 

“must be proportionate to the type of data processed, the damage that could 

occur, etc. in order to avoid excessive data collection”, 

We construct a PLI protocol using the additively homomorphic ElGamal variant of Sec-

tion 5.3. We assume that values contained in input lists � and � are integers in �� . Since 

� ≥ 2� where � is the security parameter, longer values can be hashed into �� using a 
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Private List Intersection (PLI) and PLI-Cardinality (PLI-CA) 

� (� = (�1, . . . , ��)) � (� = (�1, . . . , ��)) 

(��, ��) ←$ KeyGen(1�) 

where �� = (�, �, �, ℎ) 

for � ∈ [�] 
�� ←$ Z� 

��, (�1, ..., ��)for � ∈ [�] �� := Enc��(��; ��) 

�� ←$ Z�, �� ←$ Z� 

�� := (�� · Enc��(−��; ��))�� 

� ←$ �� 

(� ′ 1, ..., � ′ ) :=� 
�((�1, ..., ��)) 
(�1, ..., ��) ← (� ′ 1, ..., � ′ )� (�1, ..., ��) for � ∈ [�] 

�� := PreDec��(��) 

return |{� : �� = 1}�∈[�]| 

return {� : �� = 1}�∈[�] 

Figure 5.1: PLI and PLI-CA protocols based on ElGamal in Def. 5.1, where · in �� compu-
tation is the element-wise product, i.e., � · � = (�1�1, �2�2), for some tuples � = (�1, �2) and 
� = (�1, �2), and �� is the set of all pseudorandom permutations of size �. PLI-CA protocol 
includes the steps in the dashed box, while PLI protocol does not. 

collision-resistant hash. If �[�], resp. � [�], is an empty symbol ⊥, the corresponding party 

replaces it with a random value in ��. (Using a random value at some index prevents ei-

ther accidental or malicious attempt at creating a match at that index, except for negligible 

probability 1/�.) 

The PLI protocol is shown in Fig. 5.1, and it works as follows. � frst generates a private-

public key pair (��, ��) for ElGamal encryption, and encrypts each element �� under the 

public key. i.e., �� := Enc��(��; ��) = (��� , ℎ�� ��� ), where �� is chosen at random in Z�, for 

all � ∈ [�]. Then, � sends its public key, �� = (�, �, �, ℎ), and the ciphertexts of its input 

elements, (�1, ..., ��), to �. 
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Upon receipt, � encrypts the additive inverse of each element �� in its list, using ��. i.e., 

Enc��(−��; ��) = (��� , ℎ�� �−�� ), where �� is chosen at random in [� − 1], for all � ∈ [�]. 

Then, � multiplies the resulting values by ��’s in the list order and re-randomizes them 

with a random �� to hide its input values. i.e., For a randomly chosen �� ∈ �, � computes 

�� := ((��,1 · ��� )�� , (��,2 · ℎ�� �−�� )�� ) for all � ∈ [�]. Lastly, � sends (�1, ..., ��) to � in order. 

Now, � partially decrypts the received ciphertexts to see if they are encryptions of zero. 
��,2i.e., � computes �� := PreDec��(��) = , and checks if it is equal to 1 or not, for each ��.��� 

�,1 

Finally, � outputs all �’s s.t. �� = 1, which is the intersection � ∩ � . This is because �� is 

the encryption of (�� − ��)�� as follows: 

· ��� )�� · ℎ�� �−�� )�� )�� = ((��,1 , (��,2 

= ((��� · ��� )�� , (ℎ�� ��� · ℎ�� �−�� )�� ) 

= (�(��+��)�� , ℎ(��+��)�� �(��−��)�� ) 

= Enc��((�� − ��)��; ��), where �� := (�� + ��)��. 

Consequently, only if �� = ��, � gets �� = �(��−��)�� = �0 = 1. Otherwise, it gets a random �� 

and learns nothing about ��’s. We provide the proof of the following theorem in Section 5.5.4. 

The PLI protocol is similar to the frst protocol in [61]. 

Theorem 5.1. The protocol presented in Fig. 5.1 securely computes the list intersection 

in the presence of HbC adversaries under the decisional Dife-Hellman (DDH) problem. It 

requires �(�) communication and computation costs for both sides, where � is the input list 

size. 

PLI-CA: PLI reveals to � which list elements match and, hence, which do not. � might use 

this information to confrm whether the PII previously collected for a given � is accurate. To 

prevent this, we suggest using PLI-cardinality (PLI-CA), which outputs only the cardinality 
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of the intersection, i.e., it reveals only the number of intersecting elements, while keeping 

their locations private. Using PLI-CA for PIVA is suitable because it sufces for the service 

provider (�) to learn how many elements are in the intersection to decide whether this is 

enough to verify the identity of a consumer (�). 

We build a PLI-CA protocol (in Fig. 5.1 with the dashed box) atop the PLI protocol. To 

hide the locations of matching elements, � randomly shufes the computation results using 

a pseudorandom permutation � and sends the permuted results. � now outputs the number 

of elements where �� = 1. Because of the pseudorandom permutation, indices where �� = 1 

do not reveal the real locations of intersecting elements to �. Similar to PLI, we derive the 

following theorem, and present the proof in Section 5.5.4. 

Theorem 5.2. The protocol presented in Fig. 5.1 including the procedure of the dashed 

box securely computes the cardinality of list intersection in the presence of HbC adversaries 

under the DDH problem. It requires �(�) communication and computation costs for both 

sides, where � is the input list size. 

5.5.2 Threshold PLI (t-PLI) and t-PLI-Cardinality (t-PLI-CA) 

While PLI and PLI-CA output their results to � no matter what, threshold PLI (t-PLI) and 

t-PLI-Cardinality (t-PLI-CA) output the intersection to � only if the number of common 

data exceeds some agreed-upon (fxed a priori) threshold �, i.e., |� ∩ � | ≥ �. Therefore, it 

does not reveal anything to � if either party does not have sufcient PII. 

Note that the threshold � can be determined by either agreement between parties, or by 

some legal standard. For instance, CCPA considers this, mentioning the “degree of certainty” 

required for identity verifcation. It sets “reasonable degree of certainty” as matching at least 

two pieces of information and “reasonably high degree of certainty” as matching at least three 

pieces of information and obtaining a signed declaration, under penalty of perjury [16]. 
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Threshold PLI (t-PLI) and t-PLI Cardinality (t-PLI-CA) 

� (� = (�1, . . . , ��)) � (� = (�1, . . . , ��)) 

(��, ��) ←$ KeyGen(1�) 

where �� = (�, �, �, ℎ) 

for � ∈ [�] 
�� ←$ Z� 

for � ∈ [�] ��, (�1, ..., ��) �� := Enc��(��; ��) 

�� ←$ Z�, �� ←$ Z� 

�� := (�� · Enc��(−��; ��))�� 

� ←$ �� 

(� ′ 1, ..., � ′ �) := 
�((�1, ..., ��)) 
(�1, ..., ��) ← (� ′ 1, ..., � ′ �) 

� ←$ F 
(�1, . . . , ��) ←$ Share(�,�)(�) 

�� := ��(��,2) ⊕ (��||� ′ �(�)), ∀� 
(�1,1, ..., ��,1), 

(�1, ..., ��) 
(� ′ �||ℎ��) := ��(��� 

�,1) ⊕ ��, ∀� 

(�, ���) ← BW(�,�)(� ′ 1, ..., � ′ �) 

� ′ := �(0)
Notation: 
��(�) := �(�, �) 
� ′ �(�) := � ′(�, �) 

if � ′ �(� ′) = ℎ�� for all � : 

return |{� : 
���(�) ̸= 0}�∈[�]| 

return {� : ���(�) ̸= 0}�∈[�] 

Figure 5.2: t-PLI and t-PLI-CA protocols using Shamir secret sharing (Def. 5.2) and 
Berlekamp-Welch decoder BW (Section 5.3). Here ⊕ denotes XOR, || denotes string con-
catenation, and �� is the set of all permutations of size �. t-PLI-CA protocol includes the 
steps in the dashed box, while t-PLI protocol does not. 

t-PLI: We add �-out-of-� Shamir Secret Sharing to the PLI protocol in Section 5.5.1, i.e., 

after computing ��’s, � randomly chooses a secret value � and runs the Share algorithm, 

see Defnition 5.2, to generate sharing (�1, ..., ��) of �. Then, � xor’s each �-th share with 

the hash of the second element of ��’s, such that �� := �(�, ��,2) ⊕ (��||� ′(�, �)), for each 

�, where �, � ′ are Random Oracle hash functions where � : {0, 1}* → {0, 1}|F|+2� and 
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� ′ : {0, 1}* → {0, 1}2�, where |F| is the size of bitstrings encoding elements of feld F used 

′in Shamir Secret Sharing. We denote �(�, �) and � ′(�, �) by ��(�) and ��(�), respectively. 

Lastly, � sends the frst component of ��’s, (��,1)�, and ��’s to �. 

After receiving it, � computes ��(���
�,1) with its private key �� and XORs to each �� for each 

�. Then, it gets the shares and hash values by dividing the computed strings, i.e., (� ′ ||ℎ��) := � 

��(��� 
�,1) ⊕ ��. Then, � derives � ′ using the Reconstruct algorithm, or the Berlekamp-Welch 

algorithm BW for better performance, with (� ′ 1, ..., � ′ �) as input shares. Finally, if the hash 

of � ′ with the position � matches the received hash value for all �, � outputs its elements 

with the indices of correct shares. Fig. 5.2 shows the protocol above. 

Note that � ′ � is the same as the original share �� if �� = ��. Therefore, if at least � := ⌈�+
2 

� ⌉ 

obtained � ′ � are correct, � can use BW algorithm to efciently recover the original polynomial 

�, and the error locating polynomial ���. However, even if between � and � − 1 shares are 

correct, � can still recover � and locate errors by examining all the possible subsets of size 

� of the set {�� 
′ }� of size �. As a result, the following theorem can be derived, with a proof 

given in Section 5.5.4. 

Theorem 5.3. The protocol presented in Fig. 5.2 securely computes the list intersection 

only when its cardinality exceeds the threshold � in the presence of HbC adversaries under 

the DDH problem. It requires �(�) communication bits, and �(��) �-side computation, 

where � is the input list size and � is the threshold for outputting the result. �-side requires 

�(�3) computation if the cardinality of intersection is greater than or equal to ⌈�+
2 

� ⌉, or 

�(�(�, �)) computation, otherwise, where �(�, �) is the number of �-combinations over � 

elements. 

t-PLI-CA: We combine t-PLI and PLI-CA to further enhance privacy. At the end of t-

PLI-CA, � learns only the cardinality of the intersection, and only if it exceeds threshold 

�, i.e., � outputs |� ∩ � | only if |� ∩ � | ≥ �. 
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Similarly to PLI-CA built atop the PLI construction, we construct t-PLI-CA by adding a 

random shufing to the t-PLI construction. i.e., To prevent � from learning the indices of the 

matching elements, given by the error locating polynomial, � randomly permutes (�1, ..., ��). 

As a result, � outputs the subtraction of the number of �-intercepts of the error locating 

polynomial ��� from the list size �. Recall that � can fnd the correct � ′ only when the 

number of matching elements exceeds the threshold, and the �-intercepts of ��� represent 

the wrong shares. Thus, the output means the cardinality of the intersection of the private 

lists. The detailed protocol is given in Fig. 5.2 with the dashed box, and the security proof 

of the following theorem is presented in Section 5.5.4. 

Theorem 5.4. The protocol presented in Fig. 5.2 including the procedure of the dashed box 

securely computes the cardinality of list intersection only when it exceeds the threshold � in 

the presence of HbC adversaries under the DDH problem. It requires �(�) communication 

bits, and �(��) �-side computation, where � is the input list size and � is the threshold for 

outputting the result. �-side requires �(�3) computation if the cardinality of intersection is 

greater than or equal to ⌈�+
2 

� ⌉, or �(�(�, �)) computation, otherwise, where �(�, �) is the 

number of �-combinations over � elements. 

5.5.3 Ideal Functionalities for PLI and its variants 
Parameters: List size � 
Ideal Functionality of (a) PLI, (b) PLI-CA, (c) t-PLI, (d) t-PLI-CA: 

1. Wait for inputs � = (�1, �2, ..., ��) from � and � = (�1, �2, ..., ��) from � 
2. Compute (a),(c): the list intersection out� = � ∩ � 

(b),(d): the cardinality of list intersection out� = |� ∩ � |
3. Send ⊥ to � and (a),(b): send out� to � 

(c),(d): if |� ∩ � | ≥ � send out� to � else send ⊥ to � 

Figure 5.3: Ideal Functionality of PLI and its (t-)PLI(-CA) variants 

Fig. 5.3 shows the ideal functionality of each PLI variant introduced above, i.e., private list 

intersection (PLI), PLI-Cardinality (PLI-CA), threshold PLI (t-PLI), and t-PLI-Cardinality 

(t-PLI-CA). Each functionality takes as input lists � and � of size � from � and � re-
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spectively, and computes either the intersection (PLI and t-PLI) or the cardinality of the 

intersection (PLI-CA and t-PLI-CA) of the input lists, and this output is revealed to � party 

either unconditionally (PLI and PLI-CA) or only if the intersection size is above � (t-PLI 

and t-PLI-CA). 

5.5.4 Security Proofs for PIVA Protocols 

Proof of Theorem 5.1 (PLI security): 

Correctness: Assume an execution of the protocol Π with honest � and honest �. � 

computes �� := ��,2 , which is equivalent to (���−�� )�� as follows: 
��� 

�,1 

· ℎ�� �−�� )�� (ℎ�� ��� ℎ�� �−�� )�� ��,2 (��,2
�� := = = 

��� · ��� )�� )�� ((��� )��(��� )��)�� 
�,1 ((��,1 

(ℎ�� ℎ�� ���−�� )�� (ℎ�� ℎ�� )�� (���−�� )�� 

= (���−�� )�� = = (ℎ�� ℎ�� )�� (ℎ�� ℎ�� )�� 

This becomes 1, if �� is equal to ��, or looks random in �, otherwise, as the random �� is not 

known to �. Therefore, � outputs � ∩ � , while � outputs ⊥. 

Server privacy: For corrupted �, simulator SIM� can be constructed as follows: SIM� 

chooses � random values (�1, ...��) in �� and encrypts them under ��, i.e. it sets �� = 

Enc��(��) for all �, and it sends �� and (�1, ..., ��) to �. (Note that SIM� could use �’s input 

� in the simulation, but the above algorithm does not need this input.) Because of the 

IND-CPA security of ElGamal encryption under the hardness assumption of the decisional 

Dife-Hellman (DDH) problem, the ciphertexts produced by SIM� are indistinguishable from 

the ones produced by � in the real protocol execution. 

Client privacy: For corrupted �, simulator SIM� can be constructed as follows: Given � 

and � ∩ � , 
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- SIM� receives the public key �� and (�1, ..., ��) from �, and it sets �� = 0 for all 

� ∈ � ∩ � and picks �� ←$ �� for all � ̸∈ � ∩ � . 

- SIM� computes �� = �����(��) for all �, and sends (�1, ..., ��) to �. 

It follows that �’s view in the interaction with SIM� matches the interaction with the real-

world �: In both cases, each �� is either a random encryption of 1, if � ∈ � ∩ � , or an 

encryption of a random value in �� , if � ̸∈ � ∩ � . 

Proof of Theorem 5.2 (PLI-CA security): 

Correctness: 

Assume a protocol execution where both client and server are honest. The client gets output 
��,2⊥ from the protocol Π. The server computes �� = 
��� . Since 

�,1 

· ℎ�� �−�� )�� (ℎ�� ��� ℎ�� �−�� )�� (��,2 = 
· ��� )�� )�� ((��� )��(��� )��)�� ((��,1 

(ℎ�� ℎ�� ���−�� )�� 

= (ℎ�� ℎ�� )�� 

(ℎ�� ℎ�� )�� (���−�� )�� 

= (ℎ�� ℎ�� )�� 

= (���−�� )�� 

Similar to Theorem 5.1, �� is 1 if �� = ��, or is random, otherwise. Thus, |{�� : �� = 1}| = 

|� ∩ � |, which the server outputs. 

Server privacy: 

We construct a simulator SIM� . The simulator SIM� generates encryption keys and chooses 

� random values (�1, ..., ��), which it encrypts under �� such that �� = Enc��(��) for all �. It 

sends to the corrupt client the public key �� and the encrypted random values (�1, ..., ��). 
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Because of the IND-CPA security of ElGamal encryption, under the hardness assumption of 

the decisional Dife-Hellman problem, (�1, ..., ��) is indistinguishable from the real protocol 

view of (�1, ..., ��). The corrupt client gets output ⊥. 

Since the view of the (corrupted) � is the same as the one in PLI, server privacy is also met 

in PLI-CA. 

Client privacy: Considering the corrupted �, a simulator SIM� can be similarly con-

structed. In addition to SIM� in Theorem 5.1, SIM� sends �(�1, ..., ��) to �, for a randomly 

chosen � in ��. For some �, � ′ ∈ ��, �’s view in the interaction with SIM� is indistinguish-

able from the output of the protocol execution with real �, as �{{1}�∈�∩� , {��}�/∈�∩� } ≡ 
� 

� ′ {{1}�∈�∩� , {(�� − ��)��}�/∈�∩� }. 

Proof of Theorem 5.3 (t-PLI security): 

Correctness: Assume an execution of the protocol Π with honest � and honest �. For 

||ℎ��) := ��(��� = ��(��� all � ∈ [�], � computes � ′ � as follows: (� ′ � �,1) ⊕ �� �,1) ⊕ ��(��,2) ⊕ ��, ∀�. 

· ��� )�� )��) = ��(((��� · ��� )��)�� ) = ��((ℎ�� Since ��(���
�,1) = ��(((��,1 · ℎ�� )�� ) and ��(��,2) = 

ℎ�� �−�� )�� ) = ��((ℎ�� ��� ℎ�� �−�� ))�� ) = ��((ℎ�� ℎ�� )�� (���−�� )�� ), ��(��,2) = ��(��� ��((��,2 · · · �,1), 

if �� = ��. Otherwise, ��(��,2) is a hash of a random element in �. Consequently, if 

�� = ��, � ′ � = ��, or is random, otherwise. Depending on the cardinality of intersection 

� := {� | � ′ = ��}�∈[�], three possible cases exist:� 

1. |�| ≥ � := ⌈�+� ⌉: � can apply BW algorithm to recover (�, ���). � outputs {�� :2 

���(�) ̸= 0}�∈[�], which is the set of input elements where their corresponding shares 

are correct, i.e., indices of intersecting elements. 

2. � ≤ |�| < �: � can examine every subset of size �, and check which subset reconstructs 

� ′ such that ��(� ′) = ℎ��. 
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3. |�| < �: � can neither reconstruct � ′ nor learn anything about ��’s. 

Server privacy: 

We construct a simulator SIM� . The simulator SIM� generates encryption keys and chooses 

� random values (�1, ...��), which it encrypts under �� such that �� = Enc��(��) for all �. It 

sends to the corrupt client the public key �� and the encrypted random values (�1, ..., ��). 

Because of the IND-CPA security of ElGamal encryption, under the hardness assumption of 

the decisional Dife-Hellman problem, (�1, ..., ��) is indistinguishable from the real protocol 

view of (�1, ..., ��). The corrupt client gets output ⊥. 

Since the view of the (corrupted) � is the same as the one in PLI (and PLI-CA), server 

privacy is also met in t-PLI. 

Client privacy: Considering corrupted �, a simulator SIM� can be constructed as below. 

Given � and |� ∩ � |, 

- SIM� receives the public key �� and (�1, ..., ��) from �. It sets �� = 0 if �� ∈ � ∩ � , 

and �� ←$ �, otherwise. 

- SIM� computes �� = Enc��(��) for all �. 

- SIM� generates � ← $, and computes the shares (�1, ..., ��) ← Share(�,�)(�). 

′ - SIM� computes �� = ��(��,2) ⊕ ��(��) for all �. 

- SIM� sends (�1,1, ..., ��,1) and (�1, ..., ��) to �. 

Comparing �’s view in the interaction with SIM� and in the real execution of Π with �, frst, 

the tuples, (�1,1, ..., ��,1) and (�1,1, ..., ��,1), are indistinguishable because of the IND-CPA 

security of ElGamal encryption, under the hardness of DDH problem. Then, the tuples, 

(�1, ..., ��) and (�1, ..., ��) are also indistinguishable, as (�1,2, ..., ��,2) and (�1,2, ..., ��,2) are 
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indistinguishable because of the IND-CPA security of ElGamal encryption, and through 

the security of one-time pad encryption with the randomly generated shares guaranteed by 

Shamir secret sharing scheme. 

Proof of Theorem 5.4 (t-PLI-CA security): 

Correctness: Similar to Theorem 5.3, ��(��,2) = ��(���
�,1) if �� = ��, or is otherwise random. 

Thus, if the number of intersecting elements |�| ≥ �, � can apply the Berlekamp-Welch 

algorithm or examine every subset to obtain the number of errors and obtain |{� ′ : ���(�) ≠� 

0}�| = |� ∩ � |, which the server outputs. If |�| < �, � outputs ⊥. 

Server privacy: Since the view of the (corrupted) � is the same as the one in PLI (and 

PLI-CA and t-PLI), server privacy is also met in t-PLI-CA. 

Client privacy: Due to the similarity of the protocols, the construction of the simulator 

SIM� , considering the corrupted �, is similar to the one in Theorem 5.3. In addition to 

SIM� in Theorem 5.3, the following step is modifed: SIM� computes �� = �(Enc��(��)) for 

all �. As in Theorem 5.3, �’s view (even without this modifcation) in the interaction with 

SIM� and the output of the protocol execution with real � are indistinguishable, and adding 

pseudorandom permutations randomly chosen in �� does not change it. 

5.6 Implementation & Evaluation 

The performance of each protocol was tested on a MacBook Pro with a 2.3 GHz Dual-

Core Intel i5 processor with 16 GB RAM. We implemented each protocol in C, using the 

OpenSSL v3.1.2 library. The Fisher-Yates shufe [38], instantiated with a cryptographically 

secure pseudo-random number generator provided by OpenSSL, served as a secure shufe 

for the PLI-CA and t-PLI-CA protocols. To evaluate the performance of our constructions, 

we implemented each protocol using Yao’s garbled circuit (GC) [90] provided by MP-SPDZ 
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[53]. 

For the homomorphic encryption schemes, we use the Elliptic Curve-based ElGamal (EC-

ElGamal) with a 224-bit key provided by OpenSSL, after comparing it to the standard and 

the additively homomorphic ElGamal with the equivalent security level (i.e., with a 2048-bit 

key). From our comparisons, using EC-ElGamal in our PLI implementation has around 2× 

better bandwidth and 20× better latency than using the other ElGamal schemes. The list 

elements of the participants were 256-bit integers. 

To evaluate, we measured the communication and computation costs for: 

1. increasing size � of input lists, and compared it to the GC implementation. 

2. increasing intersection cardinality |� ∩ � |, to observe the efects of low or high number 

of matching elements in the case of t-PLI and t-PLI-CA. 

3. increasing reconstruction threshold �, and analyzed the efect of the threshold choice 

on the execution time of t-PLI and t-PLI-CA. 

For each instantiation of the protocol, we present the average of 10 code executions as a 

result. Our implementation code is publicly available at [2]. 

5.6.1 Bandwidth Evaluation 

For 224-bit list inputs, Fig. 5.4a showcases the bandwidth required to run each protocol for 

increasing values of the list size, �. We observe that the bandwidth used in the PLI and 

PLI-CA protocols is the same, which is consistent with the protocol constructions in Section 

5.5. This is because the messages sent in PLI-CA and PLI are equivalent, only permuted. 

The same is observed for t-PLI and t-PLI-CA. The threshold PLI protocols require less 

bandwidth, e.g. 11.5 kB for � = 30, than the PLI and PLI-CA protocols, which need 14 kB 

for � = 30. This is due to � sending only the frst element of each encrypted value ��,1 and a 
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(a) 

(b) 

Figure 5.4: Bandwidth consumed by all protocols using (a) EC-ElGamal and (b) GC in 
MP-SPDZ [53]. In (b), due to errors occurring for higher �, projected values are shown with 
dashed lines. t-PLI results coincide with t-PLI-CA. 

one-time pad of the hash of the second element ��(��,2) in the threshold protocols, instead 

of sending (��,1, ��,2) in the non-threshold protocols. 

Compared to MP-SPDZ garbled circuits with 32-bit integer inputs, the bandwidth required 
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by PLI constructions with EC-ElGamal encryptions is lower. For example, for � = 30, the 

GC versions of PLI, PLI-CA, t-PLI, and t-PLI-CA require 60.4 kB, 124.8 kB, 187.4 kB and 

127.0 kB, respectively (shown in Fig. 5.4b). Since the evaluation through MP-SPDZ outputs 

errors for higher values of �, we present the dashed lines for the projected values for � = 50 

and � = 60. 

5.6.2 Execution Time Evaluation 

We frst evaluated the running time of each protocol using EC-ElGamal as the list size � 

increased from 10 to 100, with step size 5. Shown in Fig. 5.5a, the execution time of PLI 

and PLI-CA increases linearly as � increases. Compared to the GC implementations, our 

constructions are more efcient in terms of execution time (Fig. 5.5b). For example, for 

� = 30, our PLI and PLI-CA protocols took 0.039 and 0.034 seconds on average, while the 

ones using GC took 0.048 and 0.057 seconds to complete. 

Now, fxing the cardinality |� ∩ � | to 80% of � and the threshold � to 13 �, we evaluate 

the execution time of t-PLI and t-PLI-CA, with results displayed in Fig. 5.6a. Because of 

the Berlekamp-Welch (BW) protocol, the execution time is �(�3), which is also refected in 

the fgure. For � = 30, t-PLI and t-PLI-CA take on average 0.32 and 0.31 seconds, while 

for � = 100, t-PLI and t-PLI-CA take on average 11.4 and 11.1 seconds. For t-PLI and 

t-PLI-CA, the GC approach is always faster than ours, e.g., at � = 30, it takes on average 

0.055 seconds to run GC-based tPLI implementation. 

Lastly, we compare the execution time for t-PLI and t-PLI-CA as |� ∩ � | increases and as 

� increases, for a fxed � = 50. In Fig. 5.6b, with a � fxed to 3
1 · 50 ≈ 16, the protocol is 

very fast when |� ∩ � | does not allow efcient reconstruction of the secret, i.e. when the 

⌈�+� BW algorithm fails. On average, when the number of matches is below � = 2 ⌉ (here 

� = 33), execution for both t-PLI and t-PLI-CA takes 0.19 seconds. For |� ∩ � | ≥ 35, the 

BW algorithm succeeds, and the t-PLI and t-PLI-CA protocols take a linearly increasing 
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(a) 

(b) 

Figure 5.5: Execution time of PLI and PLI-CA protocols (a) for increasing list size, and (b) 
compared to the GC implementation in MP-SPDZ [53] 

amount of time. This is because the BW algorithm starts by assuming the maximum number 

of errors ⌊�− 
2 

� ⌋, and tries to recover the secret. If it fails to recover the secret, it decreases 

the assumed number of errors by one unit, tries again, and repeats until successful recovery. 

Thus, for a higher intersection cardinality |� ∩ � |, there are fewer errors, and running the 
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BW algorithm requires more trials. 

We observe a similar efect in Fig. 5.6c, where the execution time frst decreases linearly as 

the threshold � increases, i.e., as ⌊�− 
2 

� ⌋ decreases. Then, when � gets too high and efcient 

reconstruction is impossible, the BW algorithm fails and the t-PLI and t-PLI-CA protocols 

take about 0.19 seconds to complete. 

5.7 Security against malicious participants 

Each of our protocol variants enables moderate-cost upgrades to security against malicious 

participants, i.e., parties that arbitrarily diverge from the protocol. Recall that PLI should 

reveal nothing to � while � should learn (only) � ∩ � . This would be violated if a malicious 

� learns anything about �’s � and/or makes � output � s.t. � ∈ � even if �[�] ≠ � [�], or if 

a malicious � learns more about �’s � beyond � ∩ � . We argue that this will not happen, 

i.e., our protocols can become maliciously secure, at a moderate increase to protocol costs. 

We present the modifcations below along with proof outlines. 

Security against Malicious Server: All four protocol variants ofer security for the client 

in the face of a malicious server, if the protocol is amended in two ways. First, each input 

�� and �� is replaced by resp. �̄ � = ��
�(��) and �̄  � = ��

� (��) where �� is a Random Oracle 

(RO) hash onto �� and ��
� (�) = �� (�, �). Second, � appends a zero-knowledge proof of 

knowledge (ZKPoK) of the discrete logarithm �� = DL�(ℎ) to its message (��, (�1, ..., ��)), 

where �� = (�, �, �, ℎ).3 This modifcation adds 1 (multi)exponentiation for � and � and 

4� bits to bandwidth, thus increasing protocol costs by only a small additive factor. 

Security of PLI (in Fig. 5.1) against Malicious Client: can be achieved by pre-

processing inputs via RO hash as above, and adding ZKPoK of (��, ��) s.t. ��,1 = ��� (��,1)�� 

3All our ZKPoK proofs are variants of Schnorr’s proof of discrete logarithm, made non-interactive given 
an RO hash. They add 2� bits to bandwidth and 1 (multi-)exponentiation to the computation of both 
parties per statement, see [29]. 
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for all � ∈ [�] to �’s message (�� = ���� for honest �). In the protocol, � outputs � s.t. � ∈ � 

��� if ��,2 = �,1, but if (ℎ, ��,1, ��,1, ��,2) = (���, ��� ��
�, 

�
1, �

�� , ℎ�� ��̄  � ), this is equivalent to ��,2 = 

�� ℎ�� (��,2�
−�̄  � )�� , i.e., � ̄  = ��,2(�− 

�,2
1ℎ�� )1/�� . This modifcation adds � (multi-)exponentiations 

for both � and � and 4�� bits to bandwidth, resulting in PLI protocol with two-sided 

security against malicious parties, with bandwidth and computation costs that are larger 

than the HbC-secure version of PLI, by resp. factors ×1.5 and ×1.4. 

Security of t-PLI (in Fig. 5.2) against Malicious Client: is accomplished by the 

same ZKPoK as for PLI above. In particular, � does not need to prove anything regarding 

the �� values or the secret-sharing encoded by them. Since this modifcation is the same 

as above, it incurs the same overhead compared to the PLI protocol, i.e. it does not afect 

Berlekamp-Welch decoding costs. 

Security of X-CA protocols against Malicious Client: The only diference between 

our (t-)PLI-CA and (t-)PLI protocols is that � permutes ciphertexts �� before processing 

them further. Since all our ZKPoK’s above involve only ��,1 values, we just add a ZK proof 

of shufe, e.g. [46]. Taking the RO-based non-interactive version of the 3-round proof-of-

shufe due to Furukawa [40] adds 15� exponentiations to the total computation cost and 

6�� bits to bandwidth, which together with the changes above increases the bandwidth and 

computation costs of the HbC versions of these protocols by resp. factors ×2.25 and ×4.4. 

Proof Outlines for Security against Malicious Participants: 

For any malicious server �* , simulator SIM� can (1) emulate ��, capturing �*’s queries to 

�� , (2) on �’s message, extract �� = DL�(��) from the ZKPoK and sets �� = PreDec��(��) 

for each �, and (3) form �*’s efective input � into either protocol, by setting � [�], for each 

�, to � s.t. �* queried (�, �) to � and �� = ��̄  � for �̄  � = ��
� (�), and setting � [�] = ⊥ if there 

is no such �� query. After sending � to PLI functionality and getting output out� back, 

SIM� can then simulate honest client’s message as in the proofs of Theorems 5.1-5.4 above. 
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For malicious client �* , SIM� extracts ��, �� for � ∈ [�] from �*’s message, “pre-decrypts” 

each ��,2 as �� = ��,2(�− 
�,2
1ℎ�� )1/�� , and forms �*’s efective input � into PLI, by setting �[�], 

for each �, to � s.t. �* received �̄ � = ��
� (�) from RO �� and �� = ��̄ � , and setting �[�] = ⊥ 

if �* made no such �� query. An honest � will output � = � ∩ � . In the simulation, SIM� 

verifes the same constraint as in the protocol for �̄ � = �(�, �), hence � ∈ � if �� = ��. SIM� 

misses any match where the constraint is satisfed for �̄  � = �� (�) but �* does not query �� 
� � 

on �. Since this can happen only with probability �/�, the simulated and real views are 

computationally indistinguishable. 

For the modifed t-PLI, SIM� will extract (��, ��)’s as above, but it modifes the pre-decryption 

′and derivation of �*’s efective input �: SIM� searches through �*’s queries to ��
�, ��, and 

��, to determine if there exists � s.t., for some subset of at least � indexes �, �̄ � = ��
� (��), ℎ�� = 

′ ��(�), and ℎ�� = ��(��,2) satisfy that (1) (ℎ�� ⊕ ��)[�] = ℎ��, where �[�] and �[�] stand for 
�� resp. the F and {0, 1}2� components of �; (2) � ̄  = ��,2(�− 

�,2
1ℎ�� )1/�� ; and (3) �� = (ℎ�� ⊕ ��)[�] 

lie on �-degree polynomial which interpolates to �. If SIM� identifes such a subset, it forms 

� from all (�, ��) pairs found above and sets all other values in � to ⊥. If no such subset 

of at least � indexes is found, then SIM� sets � to (⊥)�. SIM� efciently and correctly 

simulates the real protocol because if � ′ , � are RO’s then constraint (ℎ�� ⊕ ��)[�] = ℎ�� 

can be satisfed at most by a single (ℎ��, ℎ��) pair, except for negligible probability. On 

the other hand, if fewer than � + 1 matches exist in the real protocol, the ℎ�� components 

recovered by � are indistinguishable from random, and thus the real protocol execution on � 

s.t. |� ∩ � | < � is indistinguishable from the simulation where SIM� sets � to an all-empty 

sequence (⊥)�. 
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(a) 

(b) 

(c) 

Figure 5.6: Execution time of the t-PLI and t-PLI-CA protocols for (a) increasing list size, 
(b) increasing cardinality of intersection list, for � = 50 and � = 16, and (c) increasing 
threshold, for � = 50, |� ∩ � | = 44 (solid lines) and |� ∩ � | = 39 (dashed lines) 
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5.8 Conclusion 

This chapter proposes PIVA, privacy-preserving identity verifcation for accountless users, 

that includes four protocols: PLI, PLI-CA, t-PLI, and t-PLI-CA. We analyze each proto-

col’s security and performance via a prototype implementation. Proposed PLI and PLI-CA 

protocols are more efcient than their GC-based counterparts in terms of communication 

and computation costs. Whereas the proposed t-PLI and t-PLI-CA protocols incur much 

less bandwidth than GC-based ones and are faster than current threshold PSI protocols. 

All proposed protocols can be upgraded to be secure in the malicious model with a small 

increase in costs. 
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Chapter 6 

Supporting Private and Efcient 

Consumer Requests to Data Brokers 

Abstract 

Under data privacy regulations, such as GDPR and CCPA, consumers are 

legally entitled to access, delete, or opt-out from collection of, personal infor-

mation that so-called data brokers collect about them. However, the process 

of exercising these rights remains non-uniform, inefcient, and privacy-invasive. 

A consumer must submit individual requests to hundreds of data brokers, each 

requiring diferent – and often extensive – identity verifcation procedures. In 

January 2026, California launched a centralized facility that allows consumers 

to formulate a single (unifed) request to all registered data brokers. While this 

simplifes the process, it raises signifcant privacy, scalability, and security con-

cerns. Current commercial services (e.g., DeleteMe and Incogni) automate such 

requests for a fee, although they require consumers to provide all personal infor-

mation upfront to yet another entity of uncertain trustworthiness. 
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Motivated by the above, this chapter presents PIVOT, an efcient crypto-

graphic scheme that enables privacy-agile data access, deletion, and opt-out re-

quests through an untrusted intermediary. PIVOT combines proxy re-encryption 

with additively homomorphic encryption so that data brokers can verify consumer 

identity without the intermediary learning any personally identifable informa-

tion (PII). A consumer encrypts their PII once, and the intermediary facilitates 

consumer identity verifcation with all data brokers. Data brokers learn only 

whether their databases contain matching records corresponding to a given con-

sumer, without acquiring any new PII beyond what they already possess. PIVOT 

ensures both consumer and broker confdentiality, as well as verifcation sound-

ness, requiring no user interaction after the initial request. 

6.1 Introduction 

Prominent current data privacy regulations, such as the European Union’s General Data 

Protection Regulation (GDPR) [37], California Consumer Privacy Act (CCPA) [17] and 

Brazilian Lei Geral de Proteção de Dados Pessoais (LGPD) [45], grant consumers the right 

to access, delete, and correct their personal information collected by entities such as website 

operators and other providers. Under these regulations, the latter must verify consumer 

identity before processing such requests in order to prevent unauthorized disclosure of infor-

mation or other potentially harmful actions. 

For entities with which consumers have accounts (e.g., social media platforms or retailers), 

identity verifcation is straightforward: consumers are authenticated using their normal ac-

count credentials [17, 16]. However, whenever consumers lack accounts, e.g., those who 

merely browse websites or whose data is collected through third-party tracking, verifca-

tion becomes much more difcult. Without account-based authentication, entities rely on 

matching consumer-provided Personally Identifable Information (PII) against their records 
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[12, 58, 86]. This approach varies widely across business entities, resulting in awkward and 

burdensome verifcation procedures that are fragmented and privacy-invasive for consumers. 

A data broker is a very particular business entity type which collects, aggregates, and sells 

consumer information, usually without any direct consumer interaction. The data broker 

ecosystem includes both small and obscure operators as well as established (mainly US-

based) credit-rating agencies, such as Experian, Transunion, Equifax, Lexis, and Acxiom 

[19]. They compile profles from social media, public records (e.g., court cases, property 

ownership changes, as well as car and drivers’ license registrations), and even from other 

�ℬℛs.1 All of that is usually done without consumers’ knowledge or consent [8]. Though 

some �ℬℛs support user accounts (e.g., Experian), the overwhelming majority does not. 

Also, historically, �ℬℛs are mostly an American phenomenon with roots going back to 

pre-Internet years – 1980s [39]. 

In the context of most business types, consumers knowingly use ofered services. In con-

trast, consumers typically do not know which �ℬℛs have their PII. Moreover, even for 

those �ℬℛs that do, consumers do not know the nature of that PII. Therefore, in order to 

comprehensively exercise their privacy rights, a consumer must submit a separate request 

to each �ℬℛ, which can be numerous, e.g., California maintains a �ℬℛ registry with well 

over 500 �ℬℛs [19]. Alarmingly, each request requires supplying a potentially distinct set of 

PII to each �ℬℛ so that they can perform required-by-law identity verifcation. This holds 

even for those �ℬℛs that have no PII about the consumer. This is because a consumer has 

no way of knowing a priori whether a given �ℬℛ has any PII about them. 

A recent study on CCPA compliance of �ℬℛs [86] reported that one �ℬℛ, after receiving 

extensive consumer PII for verifcation purposes, responded with: 

“...[W]e never had this information until receiving it in your email below...” 

1Hereafter we use “�ℬℛs”instead of “data brokers” for brevity. 
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Thus, the act of exercising privacy rights can itself lead to new data collection by entities 

that previously held no PII about the consumer. Furthermore, this is not a one-time bur-

den. �ℬℛs continuously acquire new consumer PII. Each request provides only an ephemeral 

snapshot of the data that a given �ℬℛ possesses. Privacy-conscious consumers must pe-

riodically repeat this burdensome process with hundreds of �ℬℛs to maintain any lasting 

control over their PII [86]. Several commercial services, including DeleteMe [5], Incogni [76], 

and Aura [10], ofer to submit data deletion requests on behalf of consumers to hundreds of 

�ℬℛs, for a monthly or yearly fee. However, these services require consumers to provide all 

of their PII upfront to yet another entity of uncertain trustworthiness. Storing all consumer 

PII at such a single intermediary elevates the risk of eventual leakage. Also, a recent study 

shows that these services have inconsistent �ℬℛ coverage and underwhelming efcacy [47]. 

Since 2020, California Privacy Protection Agency (CPPA, recently renamed CalPrivacy) has 

been the California state government body tasked with CCPA enforcement. Recently (in 

2023), it proposed the Delete Request and Opt-out Platform (DROP) [27, 20]. This is a 

free state-run platform that just launched in January 2026. It allows consumers to submit 

a single deletion or opt-out request and requires all registered California �ℬℛs to process 

such requests. While DROP appreciably improves consumer accessibility, several concerns 

remain. First, DROP only handles deletion and opt-out requests, while information access 

requests are not supported. Second, DROP treats (stores, etc.) consumer identifers as 

hashes, which represents insufcient privacy protection for low-entropy consumer data, such 

as names, dates of birth, as well as physical and email addresses. Third, neither DROP nor 

the aforementioned commercial services address one fundamental problem: during identity 

verifcation, �ℬℛs may learn new PII even about consumers whose data they do not possess. 

As long as �ℬℛs continue to operate at scale, consumers need an efective, efcient, and 

privacy-agile means of exercising their legal privacy rights without incurring a heavy burden. 

An ideal solution would minimize the amount of time and efort consumers would spend 
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navigating complex verifcation procedures. To ensure widespread adoption and practicality, 

such a system must also avoid imposing excessive operational overhead on �ℬℛs. 

Motivated by the above, this chapter introduces PIVOT, a cryptographic scheme that enables 

privacy-preserving identity verifcation for accountless consumer data requests. Recall that 

the overwhelming majority of Verifable Consumer Requests (VCRs) in the context of �ℬℛs 

correspond to accountless consumers. 

PIVOT provides a general framework adaptable to any jurisdiction requiring identity ver-

ifcation for data access, deletion, or opt-out requests. In it, a consumer makes a single 

request to an intermediary which, in turn, facilitates identity verifcation with all registered 

�ℬℛs. Notably, this intermediary learns no PII about the consumer, while �ℬℛs learn no 

new PII beyond what they already possess. PIVOT supports all three types of consumer 

requests: access, deletion, and opt-out. At the core of PIVOT, one important feature is a 

novel combination of (surprisingly practical) proxy re-encryption and additively homomor-

phic encryption techniques. 

Anticipated Contributions: 

• Unifed Consumer Efort: Consumers provide their PII to the intermediary once. 

This process supports any number of �ℬℛs without any further interactions involving 

the consumer. 

• Strong Privacy Guarantees: PIVOT ensures that: (1) the intermediary learns no 

consumer PII during the verifcation process, and (2) �ℬℛs learn only whether their 

databases contain matching records. No new PII is acquired beyond what they already 

possess. 

• Comprehensive Request Support: PIVOT supports all three request types: delete, 

opt-out, and information access. 

• Open-Source Implementation: A publicly available implementation of PIVOT [87], 

evaluated in Section 6.8. 
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Organization: Section 6.2 provides the background and overviews related work. Section 6.3 

introduces our cryptographic building blocks. Section 6.4 describes PIVOT preliminaries, fol-

lowed by Section 6.5 which presents the complete scheme. Next, Section 6.6 provides security 

analysis. Section 6.7 describes the implementation, Section 6.8 addresses its performance, 

and Section 6.9 discusses extensions and variants. 

6.2 Background & Related Work 

Additional background and related work common to previous Chapters are given in Chap-

ter 2. 

6.2.1 Privacy-Enhancing Techniques 

Prior research yielded some privacy-preserving methods to mitigate privacy risks of current 

identity verifcation methods (see Chapter 2). The protocol presented in Chapter 5 enables 

privacy-preserving identity verifcation for accountless consumers using PLI; however it re-

mains inconvenient for the consumer who must perform the same PLI-based process with 

every �ℬℛ. 

PIVOT also uses PLI, and provides a streamlined and privacy-preserving identity verifcation 

process which is signifcantly less burdensome for consumers. 

Delegated PSI is a class of PSI protocols where the “cloud” privately and obliviously 

computes the intersection of two parties’ sets. This way, computation overhead for the two 

parties is greatly reduced, as compared to regular PSI. 

It appears that [54] is the frst to propose a delegated PSI protocol, based on RSA encryption 

with quadratic complexity. [56] presented one based on symmetric key encryption, where 

both parties and the cloud must be online throughout. More recent work uses Bloom flters 

[4, 3], polynomial encodings [50], or PRFs [91]. These protocols either lack efciency [50], or 
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require users to directly communicate with each other [4, 3, 91]. 

[94] is the approach most similar to the one in this chapter. It uses proxy re-encryption to 

securely compute the PSI. However, that scheme is limited in its privacy properties, since 

it makes plaintext guessing attacks easy. In the context of relatively low-entropy consumer 

PII, guessing attacks must be mitigated. Also, the setting of [94] is the case when two peer 

parties want to compute a PSI with each other, aided by the cloud. In contrast, we focus on 

a setting where a consumer wants to securely and efciently compute many PSI instances 

with many �ℬℛs. 

6.3 Building Blocks 

Throughout the chapter, we denote �(�) and �(�) the frst and the second value of a tuple 

� = (�, �), i.e. �(�) = � and �(�) = �. 

6.3.1 Bilinear pairings 

A map G1 × G1 → G2 is a bilinear map if G1 and G2 are groups with the same prime order 

� and if it satisfes the following properties: 

(1)Bilinearity: ∀ �, � ∈ Z� and � ∈ G1,�(��, ��) = �(�, �)��. 

(2)Non-degeneracy: With � a generator of G1, �(�, �) ̸= 1G2 . 

(3)Computability: The pairing operation � is efcient. 

6.3.2 Private List Intersection (PLI) 

PLI is a variant of Private Set Intersection (PSI) where values are labeled and ordered 

[51]. Since in PLI one-to-one comparison of list elements is possible, computation of the 

intersection is more straightforward than in PSI. The ideal functionality ℱPLI with inputs 
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from a sender � (in this context, the consumer) and a receiver � (in this context, a broker) 

is defned in Figure 6.1. 

Ideal Functionality of PLI
Parameters: List size � 
Ideal Functionality of PLI: 

1. Wait for inputs � = (�1, �2, ..., ��) from receiver � (in PIVOT, a broker) and � = 
(�1, �2, ..., ��) from sender � (in PIVOT, a consumer) 

2. Compute the list intersection out� = � ∩ � 
3. Send ⊥ to � and send out� to � 

Figure 6.1: Idealized PLI Functionality: ℱPLI from [51] 

6.3.3 Proxy re-encryption (PRE) 

Proxy re-encryption (PRE) is a cryptographic primitive that allows a designated proxy to 

convert a ciphertext encrypted for Alice to a ciphertext encrypted for Bob, given a special PRE 

key provided by Alice. During PRE, the proxy does not learn the plaintext. A unidirectional 

PRE scheme ensures that PRE can only be done from Alice to Bob – and not from Bob to 

Alice – with the same PRE key. 

PIVOT builds on the unidirectional PRE scheme from [9], which is based on the bilinear Dife-

Hellman assumption. The original scheme is presented below, with modifcations described 

in Defnition 6.3 to provide additive homomorphism. 

Defnition 6.1 (Unidirectional Proxy re-encryption [9]). This unidirectional PRE scheme 

consists of a tuple of six algorithms: 

(KeyGen,ReEncKeyGen,Enc1,Enc2,ReEnc,Dec) 

Global parameters are (�, �) where � ∈ G1 and � = �(�, �): 

[PRE1] KeyGen (�, �) → (���, ���): A user �’s secret key is of the form ��� = (�1, �2), 

and its corresponding public key is ��� = (��1 , ��2 ). 

113 



[PRE2] ReEncKeyGen (�1, ��2 ) → ���→�: A user � delegates decryption to a user � by 

publishing the PRE key ���→� = (��2 )�1 = ��1�2 , computed from �’s public key and �’s 

secret key. 

[PRE3] Enc1 (���, �) → ��,1: To encrypt a message � ∈ G2 such that it can only be 

decrypted by user � (frst-level encryption), pick random � ∈ Z� and output ciphertext 

��,1 = (��1�, ��� ). To achieve proxy invisibility, i.e., it is not possible to determine whether 

the ciphertext was re-encrypted, output ��,2 = (��2� , ���) at no security loss. 

[PRE4] Enc2 (��1 , �) → ��,�: To encrypt a message � ∈ G2 such that it can be re-encrypted 

to �’s delegates (second-level encryption), pick random � ∈ Z� and output ciphertext ��,� = 

(��, �(��1 )�) = (�� , ���1�). 

[PRE5] ReEnc (��,�, ���→� ) → ��,1: Given ���→� , one can change a second-level ciphertext 

destined to � into a frst-level ciphertext destined to �. From ��,� = (��, ����), compute 

�(��, ���→� ) = ���1�2 . Output ��,1 = (���1�2 , ���1�) = (��2� ′ , ��� ′ ) where � ′ = �1�. 

(�) (�)[PRE6] Dec (���, ��,�) → �: To decrypt a frst-level ciphertext ��,� = (��,� , ��,� ) where � ∈ 
(�)

��,� (�) (�)[1, 2], compute � = 
(�(�))1/�� 

, to decrypt a second-level ciphertext ��,� = (��,�, ��,�), compute 
�,� 

(�)
��,� � = .(�)

�(� ,�)�1 
�,� 

Defnition 6.2 (Extended Decisional Bilinear Dife–Hellman (eDBDH) assumption). Let 

G1 be a cyclic group of prime order � with generator �, � : G1 × G1 → G2 bilinear, and ( ) 
�� �� ���2 

�� � := �(�, �). Choose �, �, �, � ← Z� uniformly at random. Given: �, �� , , , , , 

decide whether � ≡ ��� (mod �). The eDBDH assumption says that no PPT adversary 

can distinguish (�, ��, ��, ��, ���2 
, ����) from (�, ��, ��, ��, ���2 

, ��) for uniform � ∈ Z� with 

non-negligible advantage [9]. 

Theorem 6.1 (PRE security). Under the eDBDH assumption in (G1, G2, �), re-encrypted 

ciphertexts produced by the scheme are secure. Moreover, under the Discrete Log assumption 
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in �, recovering a user’s secret key from delegations is infeasible. Hence, the scheme is 

secure as long as eDBDH and Discrete Log assumptions for the secret key hold. 

6.3.4 Additively Homomorphic Encryption 

An additively homomorphic encryption (AHE) scheme supports arithmetic addition of multi-

ple ciphertexts, i.e., an AHE scheme has the property that Enc(�, �)⊕Enc(�, �) = Enc(�, � + 

�), where Enc() is the encryption function, ⊕ is some operator, and � is an encryption key. 

6.4 System and Threat Models 

Notation used in the rest of the chapter is summarized in Table 6.1. 

6.4.1 Three-Party Setting 

Prior PLI methods assume direct communication between a consumer (�) and a �ℬℛ (ℬℛ� ). 

PIVOT extends this to a three-party setting where an intermediary (ℳℰ�) mediates between 

� and �ℬℛs. � submits their PII once to ℳℰ�, and the latter orchestrates identity verif-

cation with every �ℬℛ on �’s behalf, while learning no � PII. 

6.4.2 Participants and Threat Model 

All �ℬℛs and ℳℰ� are assumed to be honest-but-curious, i.e., they follow the rules, though 

they may attempt to learn PII beyond what is necessary. This assumption stems from real-

world constraints: ℳℰ�, whether a government-provided service or a paid service, is trusted 

by the consumers, and it is impossible to verify whether a �ℬℛ is telling the truth without 

audits. We consider collusion to be out of scope since entities can communicate consumer 

data outside PIVOT. An extension of PIVOT that tolerates malicious �ℬℛs and ℳℰ� is 

sketched out in Section 6.9.3. On the other hand, it is reasonable to assume that � might 

be malicious and attempt to bypass identity verifcation by providing fake or manipulated 
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Table 6.1: Notation Summary 

Notation Description 

Parties 

� Consumer 
ℳℰ� Intermediary 
ℬℛ Set of all registered brokers 
ℬℛ� A specifc broker � 

Consumer Identifiers and Data 

ID� �’s public identifer (e.g., email, name+DOB) 
�� �’s complete list of PII attributes (�1, �2, . . . , �� ) 
��� �’s list of PII attributes (�1, �2, . . . , ��) for IV with ℬℛ� 

Broker Data 

�ℬℛ� ℬℛ� ’s list of PII attributes (�1, �2, . . . , ��) for a � 

Labels and Metadata 

Lℬℛ Union of all PII feld labels across all ℬℛ 
Lℬℛ� Set of PII feld labels required by ℬℛ� for IV 

ℓ� Label of PII element � 

Size Parameters 

� Size of ℬℛ (total # of brokers) 
� Size of Lℬℛ (# of unique PII labels across ℬℛ) 
� Size of �ℬℛ� (number of PII elements in a ℬℛ� ’s list) 
[�] Set of integers {1, 2, . . . , �} 

Cryptographic Primitives 

� Generator of cyclic group G1 

� Equals �(�, �) where � is the bilinear pairing 
� Bilinear pairing map 

Keys 

��� Secret key of party �; format: (�1, �2) 
��� Public key of party �; format: (��1 , ��2 ) 

���→� PRE key from party � to party � 

Ciphertexts 

�� �’s ciphertext of −�� encrypted under consumer’s key 
�̃� ℬℛ� ’s ciphertext of �� encrypted under ℬℛ� ’s key 
�� Combined and blinded ciphertext sent to ℬℛ� by ℳℰ� 
�� ℬℛ� ’s partially decrypted result; equals 1G2 if �� = �� 

PII. In more detail, the parties play the following roles: 

(�) Consumer: wants to submit a data request (of type: delete, opt-out, or access) to 

every �ℬℛ.2 For simplicity’s sake, we assume that � makes the same type of request to 

2Consumers retain the ability to contact �ℬℛs individually through traditional request mechanisms. 
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all �ℬℛs. � interacts only with the intermediary, and never contacts �ℬℛs directly. � 

is assumed to have a labeled list of their own PII �� and a unique public identifer ID� . 

Sharing ID� in plaintext is a functional requirement rather than a design choice: a verifable 

consumer request must identify the individual it concerns, and a �ℬℛ must locate candidate 

records before any verifcation can take place (Section 6.4.3) [17]. Current practices refect 

this, e.g., DROP shares consumer identifers with all registered �ℬℛs as hashes [20], which, 

given their low entropy, ofer marginal protection over plaintext [60]. The privacy downside 

is that a �ℬℛ that has no records for � Alice nonetheless learns ID� . It thus learns that 

Alice exists and is exercising her privacy rights. Section 6.9.2 presents a variant of PIVOT 

that avoids this leakage by ensuring that only �ℬℛs that have ID� receive the request. 

PIVOT ensures that � learns nothing about �ℬℛ datasets beyond what �ℬℛs explicitly re-

turn. Identity theft, whereby an adversary impersonates � using stolen PII, is out of scope: it 

defeats any verifcation scheme based on PII matching (including direct requests, commercial 

removal services, and DROP), and PIVOT neither helps nor hurts such an adversary. 

(ℳℰ�) Intermediary: acts as a proxy between consumers and �ℬℛs. Its responsibilities 

include receiving deletion, opt-out, or access requests from � and contacting �ℬℛs on �’s 

behalf. ℳℰ� handles all identity verifcation procedures for �. ℳℰ� learns ID� and, for 

each �ℬℛ, only a single bit: whether that �ℬℛ’s database contains any record for ID� (plus 

the fnal status of each request). Beyond ID� , no consumer PII is ever revealed to ℳℰ�. 

This role resembles current commercial services, such as DeleteMe or Incogni, which submit 

multiple deletion requests on consumers’ behalf. As an honest-but-curious entity, ℳℰ� may 

attempt to learn consumer PII during interactions with � and �ℬℛs. 

(ℬℛ) Brokers: We use ℬℛ to denote the set of all �ℬℛs of size �, while ℬℛ� is a specifc 

�ℬℛ ∈ ℬℛ. A given ℬℛ� has a database of consumer PII. We denote �ℬℛ� the list of PII 

elements corresponding to a specifc �. A ℬℛ� must declare the exact types of PII elements 
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Lℬℛ� that it requires for consumer identity verifcation purposes. 

Upon receiving a request from ℳℰ� for �, ℬℛ� performs identity verifcation. If the identity 

verifcation succeeds, ℬℛ� processes �’s request: 

• Deletion: remove �’s data. 

• Opt-out: prevent future collection or sale of �’s data. 

• Access: return all consumer data currently held. 

Brokers may attempt to learn new consumer PII beyond what they already possess. 

Scope 

We do not consider Denial-of-Service (DoS) attacks whereby ℳℰ� refuses to forward re-

quests or �ℬℛs ignore them. We also do not attempt to enforce the veracity of �ℬℛ 

responses. A �ℬℛ can always claim that ID� is not in its database, or report an empty 

intersection during identity verifcation. Ensuring that �ℬℛs faithfully process requests is 

therefore a compliance and enforcement concern. Our focus is on � privacy and minimizing 

� interaction when exercising their privacy rights. 

6.4.3 Assumptions 

Communication Channels: All communication between participants occurs over authen-

ticated and encrypted channels, e.g., TLS/HTTPS. 

�ℬℛRegistration: A list of �ℬℛs is publicly available, e.g., by legally mandated registra-

tion, e.g., as in CCPA. Each �ℬℛ declares which PII elements are needed to verify consumer 

identity and publishes this along with its public key. 

Public Identifer: Similar to the proposed CPPA DROP system, each � has a public 

identifer ID� (at least based on their name and email address) that is shared in plaintext. 
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ℳℰ� forwards ID� to �ℬℛs, who use it to search their databases before performing identity 

verifcation. In Section 6.9, we provide a protocol extension to prevent a �ℬℛ from learning 

ID� if � is not in �ℬℛ’s database. 

Asynchronous Operation: ℳℰ� maintains state for each �, tracking the status of their 

request with each �ℬℛ. The timing of �ℬℛs’ responses will vary, e.g., CCPA and GDPR 

allow up to 90 days (including extensions) to process consumer requests. For Access re-

quests, ℳℰ� also stores encrypted data returned by �ℬℛs until the consumer retrieves 

it.3 

Identity Verifcation Requirements: Under CCPA, entities must verify that a consumer 

making a data request is the individual about whom the business has collected PII: 

“...[A] request made by a consumer ..., and that the business can verify, using 

commercially reasonable methods, ... to be the consumer about whom the busi-

ness has collected personal information..” (CCPA §1798.140(ak)). 

In practice, verifcation procedures vary widely across �ℬℛs and, notably, do not involve 

strong identifcation mechanisms, such as verifcation of government-issued IDs. Many �ℬℛs 

require minimal efort: a consumer provides basic PII (e.g., name and email address) with 

no attempts to verify that they correspond to the individual they claim to be. 

The proposed CCPA DROP system validates California residency, as stated in [20]: 

“...[C]onsumers will have their California residency verifed by the Agency prior 

to submitting a deletion request ...” (§7620(a)) 

Verifcation of California residency is separate and distinct from verifying consumer identity. 

Since opt-out requests do not require identity verifcation [16], DROP only verifes eligibility 

3ℳℰ� determines its own data retention policy based on scalability and privacy considerations. A 
bounded retention period (e.g., 90-180 days) balances practical deployment constraints with minimizing the 
period during which encrypted consumer data resides with ℳℰ�. 
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Figure 6.2: PIVOT scheme Participants. 

either through Login.gov [57] or by asking name, date of birth, California address, and either 

a phone number or an email address [28]. 

Identity verifcation remains the responsibility of each �ℬℛ. Similarly, PIVOT does not 

prescribe or enforce any particular verifcation policy. ℳℰ� can verify �’s possession of its 

identifers (e.g., email address, phone number) by sending an email or SMS challenge. 

6.4.4 System Requirements 

PIVOT must satisfy the following requirements: 

Correctness. A legitimate (well-formed) consumer identity that corresponds to at least 

one record in a �ℬℛ’s database must result in a successful identity verifcation. 

Consumer Efciency. A consumer must be able to submit data requests to all �ℬℛs in 

one efort, ideally with a single (logical) message to the intermediary. 

Privacy. Two privacy requirements must be satisfed, based on the adversary model in 

Section 6.4.2. 

1. Consumer Privacy: 

• The intermediary does not learn consumer PII from the identity verifcation pro-

cess. 
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• �ℬℛs do not learn new consumer PII beyond what they already store in their 

databases. 

2. �ℬℛ Privacy: Both the consumer and the intermediary learn nothing about the 

content or characteristics of �ℬℛs’ databases, aside from the content sent in responses 

to legitimate requests. 

6.5 PIVOT Description 

6.5.1 Consumer Experience 

From �’s perspective, PIVOT is straightforward and requires minimal efort. � begins by 

visiting ℳℰ�’s web portal using HTTPS, where they are presented with a form containing 

labeled felds for various PII elements, e.g., name, email address, phone number, date of 

birth, etc. This form includes the union of all PII elements that all registered �ℬℛs require 

for identity verifcation. � flls in as many felds as they choose – and/or are able – to provide 

and selects the desired request type: Delete, Access, or Opt-out. 

Once � clicks submit, their browser performs all cryptographic operations locally. Each PII 

value is hashed and blinded client-side before leaving their device. The browser simulta-

neously generates PRE keys for each registered �ℬℛ. Afterwards, the browser sends the 

encrypted data and all PRE keys to ℳℰ�. At this point, �’s work is done. The identity 

verifcation process and all communication with �ℬℛs happen entirely through ℳℰ�. � 

simply waits for notifcations as �ℬℛ responses trickle in. 

Each notifcation indicates whether a particular �ℬℛ successfully verifed �’s identity and 

processed the request. For Delete and Opt-out requests, the notifcation confrms whether 

the action was completed or informs of verifcation failure. For Access requests, �ℬℛs 

encrypt �’s data under �’s public key and send it to ℳℰ�, where ℳℰ� is accordingly 

unable to read this encrypted data. When � visits ℳℰ�’s portal to retrieve their data, 
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their browser automatically decrypts it. 

6.5.2 PIVOT Details 

PLI enables privacy-preserving identity verifcation: ℬℛ� can verify �’s identity by checking 

which PII elements received match those it possesses, without learning any new PII elements 

[51]. 

To achieve PLI with the help of an oblivious ℳℰ�, we use additively homomorphic PRE. 

ℳℰ� can re-encrypt ciphertexts received from � to ℬℛ� ’s public key, allowing ℬℛ� to 

decrypt them without ℳℰ� learning any plaintext value. The PRE scheme proposed by 

Ateniese et al. [9] does not allow additive homomorphic operations, and thus is unsuitable 

for PIVOT. Therefore, we modify it slightly, as follows: 

Defnition 6.3 (Additively homomorphic proxy re-encryption). This additively homomor-

phic unidirectional PRE scheme is a tuple of seven algorithms: 

(KeyGen,ReEncKeyGen,Enc1,Enc2,ReEnc,Add,ParDec) 

Global parameters (�, �) where � ∈ G1 and � = �(�, �): 

[A1] KeyGen (�, �) → (���, ���): A user’s � secret key is of the form ��� = (�1, �2), and 

its corresponding public key is ��� = (��1 , ��2 ). 

[A2] ReEncKeyGen (�1, ��2 ) → ���→� : A user � delegates decryption to a user � by pub-

lishing the PRE key ���→� = (��2 )�1 = ��1�2 , computed from �’s public key and �’s secret 

key. 

[A3] Enc1 (���, �) → ��,1: To encrypt a message � ∈ Z� such that it can only be decrypted 

by user �, pick random � ∈ Z� and output ciphertext ��,1 = (��1�, ����). To achieve proxy 

invisibility, output ��,2 = (��2�, ����) at no security loss. 
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[A4] Enc2 (��1 , �) → ��,�: To encrypt a message � ∈ Z� such that it can be re-encrypted to 

�’s delegates, pick random � ∈ Z� and output ciphertext ��,� = (��, ��(��1 )�) = (��, ����1�). 

[A5] ReEnc (��,�, ���→� ) → ��,1: Given ���→� , one can change a second-level ciphertext 

destined to � into a frst-level ciphertext destined to �. From ��,� = (��, �����), compute 

�(��, ���→� ) = ���1�2 . Output ��,1 = (���1�2 , ����1�) = (��2� ′ , ���� ′ ) where � ′ = �1�. 

[A6] Add (�1, �2) → (�12): To add two frst-level ciphertexts encrypted under the same key4 

(�) (�) (�) (�) (�) (�) (�) (�)
�1 = (�1 , �1 ) and �2 = (�2 , �2 ), compute �12 = (�1 · �2 , �1 · �2 ). 

(�) (�)[A7] ParDec (���, ��,�) → �: To partially decrypt a frst level ciphertext ��,1 = (��,1 , ��,1 ), 
(�) 

compute �� = 
(��, 

(� 

� 

1
) 
�, 

)1
1 

/�1 
, to partially decrypt a frst-level proxy-invisible or re-encrypted ci-

(�)
(�) (�) ��,2phertext to user �: ��,2 = (��,2 , ��,2 ), compute �� = (�) , and to partially decrypt a

(��,2 )1/�2 

(�)
(�) (�) �,� second-level ciphertext ��,� = (��,�, ��,�), compute �� = ( 

� 
�) . 

�(� ,�)�1 
�,� 

Remark. Our introduction of an additively homomorphic operation ([A6] Add), whereby 

the plaintext becomes the exponent of �, changes decryption semantics. Direct decryption 

becomes computationally infeasible, since it would require solving an instance of the bilinear 

discrete logarithm problem. However, testing for zero (i.e., whether the encrypted plaintext 

� = 0) is efcient, doable by simply checking whether �� = 1G2 . PIVOT takes advantage 

of this exact property. 

The security of the additively homomorphic proxy re-encryption scheme follows the proof of 

the (non-additively homomorphic) proxy re-encryption scheme by [9], modifying it to put 

the message � in the exponent of �. 
4E.g., a re-encrypted ciphertext can be added to a proxy-invisible, frst-level ciphertext. 
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Technical Overview 

� contacts ℳℰ� to request service and sends its plaintext identifer ID� . After receiving 

ID� , ℳℰ� composes a union � of all PII types required by ℬℛ in their identity verifcation 

processes. 

Since every possible needed PII element is included in � , � can provide all needed PII only 

once. Along with the PII, ℳℰ� provides a list of all ℬℛ public keys. � encrypts (Enc2) 

the PII elements under its own public key, and computes a PRE key for each ℬℛ� . All these 

values are sent to ℳℰ� in a single logical message. 

We note that computing a PRE key for each ℬℛ� represents a non-negligible burden for �, 

though it is much more efcient than encrypting all PII values under each ℬℛ� ’s key: �(��) 

vs �(� + �). This overhead is quantifed in Section 6.8. 

At this point, ℳℰ� has all �’s PII elements as second-level ciphertexts (which it cannot 

decrypt) and PRE keys from � for each ℬℛ� in ℬℛ. ℳℰ� stores these values and proceeds 

with contacting each ℬℛ� on �’s behalf. After checking that a specifc ℬℛ� has the specifc 

ID� in its database, ℳℰ� re-encrypts �’s ciphertexts under ℬℛ� ’s public key. Next, ℳℰ� 

and ℬℛ� proceed with PLI computation. 

PLI operates as follows: 

1. ℬℛ� encrypts every PII element that it has for � under its own public key ��ℬℛ� , and 

sends the resulting ciphertext vector to ℳℰ�. 

2. ℳℰ� homomorphically subtracts each PII element encrypted by ℬℛ� from the corre-

sponding � ciphertext. Recall that the latter has been already proxy re-encrypted for 

this ℬℛ� . If the plaintexts of the two respective PII elements match, the result is an 

encryption of zero under ��ℬℛ� , which ℬℛ� can easily test. 

3. To prevent ℬℛ� from solving a discrete logarithm problem (e.g., for small-value plain-
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texts) and thus learning non-matching PII elements of �, ℳℰ� re-randomizes each 

encrypted subtraction by exponentiating it to a unique random value. ℳℰ� then 

sends a vector of all re-randomized ciphertexts to ℬℛ� . 

4. ℬℛ� computes the PLI result by testing whether each ciphertext is an encryption of 0. 

It thus learns the intersection of its list of PII elements (corresponding to �) with the 

list provided by �. ℬℛ� can not decrypt any non-matching elements. Thus, it obtains 

no PII about � beyond what it already possesses. Finally, ℬℛ� uses the intersection 

to verify �’s identity, according to its own policy. 

6.5.3 PRE Scheme Description 

We now describe using the additively homomorphic PRE scheme corresponding to Defnition 

6.3 above. It is also summarized in Figure 6.3. 

Setup: 

Each ℬℛ� must register with a relevant authority and provide a public key ��ℬℛ� ← 

KeyGen(�, �). ℳℰ� accesses the registry and retrieves all public keys. ℳℰ� also retrieves 

from each ℬℛ� the list of PII elements Lℬℛ� it needs for consumer identity verifcation pur-⋃ poses and computes its union Lℬℛ = ℬℛ� ∈ℬℛ Lℬℛ� . ℳℰ� publishes both {��ℬℛ� }ℬℛ� ∈ℬℛ 

and Lℬℛ on its website. 

Phase 1: � One-time Data Transmission: 

[P1.1]: � retrieves {��ℬℛ� }ℬℛ� ∈ℬℛ, and Lℬℛ from ℳℰ� (e.g., through HTTP GET). 

[P1.2]: For each label ℓ� ∈ Lℬℛ, � encrypts each corresponding PII element �� using the 

second-level encryption algorithm Enc2 such that �� = Enc2(��1 , −��) = (��� , �−�� ��1�� ) 

where �� ←
$ Z� for all � ∈ [� ] with ((�1, �2), (��1 , ��2 )) = (���, ��� ) ← KeyGen(�, �) and 

where � is the size of Lℬℛ. � also prepares zero-knowledge proofs ��� = � ��{��, −�� : 
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Figure 6.3: PIVOT Scheme. 

(�) (�)
�� = (��� , �−�� ��1�� )}. � computes PRE keys ���→ℬℛ� ← ReEncKeyGen(�� , �� ) = � ℬℛ� 

(�) )�� (�)
� (�� 
(�) 

for each ℬℛ� ∈ ℬℛ, along with proofs �ℬℛ� = � ��{��� : ���→ℬℛ� = ℬℛ� 

(��
(�) )��� 

(�) 

}. � selects its request type REQUEST to be either Access, Opt-out or Delete,ℬℛ� 

and sends (ID�, REQUEST, {ℓ�, ��, ��� }�∈[� ], {���→ℬℛ� , �ℬℛ� }ℬℛ� ∈ℬℛ) to ℳℰ�. Thus, ℳℰ� is 

unable to decrypt and learn anything about �’s elements, yet it can later re-encrypt the 

elements under ℬℛ’ keys. We name the set of �’s PII �� = {ℓ�, ��}�∈[� ]. 

[P1.3]: ℳℰ� verifes each proof and aborts if any proof does not verify. Otherwise, it stores 
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all received values. 

At this point, � has completed sending its input. ℳℰ� will communicate on its behalf with 

all ℬℛ� ∈ ℬℛ. The following steps are repeated for each ℬℛ� ∈ ℬℛ. 

Phase 2: Delegated Identity Verifcation: 

[P2.1]: ℳℰ� contacts ℬℛ� and sends ID� and the request type: “Access”, “Delete”, or 

“Opt-out”. 

[P2.2]: If ℬℛ� does not fnd ID� in its database, it sends “ID� not found” to ℳℰ� and 

aborts. If ID� is in its database, ℬℛ� proceeds with identity verifcation as follows. ℬℛ� en-

crypts all data elements �� ∈ �ℬℛ� under its own public key such that �̃� ← Enc1(��ℬℛ� , ��) = 

$ (�)(��2�̃� , ��� � �̃� ) where �̃� ← Z� for all � ∈ [�] where � is the size of �ℬℛ� and ��2 = ��ℬℛ� 
. 

ℬℛ� sends {ℓ�, �̃�}�∈[�] to ℳℰ�. 

[P2.3]: ℳℰ� receives {ℓ�, �̃�}�∈[�] from ℬℛ� . ℳℰ� retrieves ��� ⊆ �� such that {ℓ�} ∈ 

��� = {ℓ�} ∈ �ℬℛ� . ℳℰ� re-encrypts the values provided by � under ℬℛ� ’s key, using 

���→ℬℛ� , such that ��,� = ReEnc(��, ���→ℬℛ� ). Now, ℳℰ� computes �� 
′ = Add(��,�, �̃�) = 

Enc1(��ℬℛ� , −�� + ��). If � ′ � is sent to ℬℛ� , then ℬℛ� can easily check whether �� = �� by 

executing ParDec and checking whether �� = 1G2 . However, it may also learn values �� when 

�� ̸= �� after solving for the discrete logarithm and subtracting ��, which is feasible for small 

exponents. To prevent this, ℳℰ� selects a random value �� ∈ Z� for each element, and 

′(�))�� ′(�))�� ).re-randomizes the ciphertexts: ℳℰ� computes �� = ((� , (� Values {ℓ�, ��}�∈[�]� � 

are sent to ℬℛ� . 

[P2.4]: ℬℛ� receives the encrypted values and for each �� computes �� = ParDec(��ℬℛ� , ��). 

For each element, if �� = ��, then �� = 1G2 . Otherwise, �� is random and thus �� ≠ ��. ℬℛ� 

outputs {�� : �� = 1G2 }�∈[�] = ��� ∩ �ℬℛ� . 
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ℬℛ� Response: 

ℬℛ� uses ��� ∩ �ℬℛ� to verify �’s identity. ℬℛ� responds to the data request as follows: 

∙ “Cannot verify identity”: ℬℛ� sends this to ℳℰ� if the identity verifcation was not 

successful, otherwise: 

∙ “Data deleted”: in response to a data deletion request. 

∙ “Opted-out”: in response to an opt-out request. 

∙ In response to a data access request, ℬℛ� encrypts �’s data under ��� and sends it to 

ℳℰ�. ℳℰ� sends a notifcation to � to retrieve the data. 

6.6 Security Analysis 

PIVOT satisfes correctness, � privacy, and ℬℛ� privacy during identity verifcation phases 

1 and 2. We follow simulation-based defnitions for privacy in the presence of honest-but-

curious and malicious adversaries, as in [44, 51]. 

6.6.1 Correctness 

PIVOT correctly executes if ℬℛ� outputs the intersection of ℳℰ�’s list and ℬℛ� ’s list 

��� ∩ �ℬℛ� . 

6.6.2 � Privacy 

PIVOT realizes � privacy in the presence of honest-but-curious adversaries corrupting ℳℰ� 

or ℬℛ� if there exists a probabilistic polynomial-time simulator SIM such that [44, 51]: 

{SIMℳℰ�,ℬℛ� (1� , �ℬℛ� , ℱPLI(��� , �ℬℛ� ))}��� ,� ,�ℬℛ� 

≡ 
� {����Π , �), ������Π(��� ℳℰ�,ℬℛ� 

(��� , �ℬℛ� , �ℬℛ� )}��� ,�ℬℛ� ,� 
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Proof of Correctness 
Assume an execution of PIVOT with honest �, ℳℰ� and ℬℛ� . 

ℬℛ� computes �� = ParDec(��ℬℛ� , ��), which is equal to �(−��+��)�� as follows: 

�� = 
(�−�� ��� · ��� � ̃�� )�� 

((��2�� · ��2 ̃�� )�� )1/�2 

= 
(�−��+�� �� ′ � )�� 

(��2� ′ � )��/�2 
where � ′ � = �� + �̃� 

= 
�(−��+��)�� �� ′ ��� 

�� ′ ��� 

= �(−��+��)�� 

If �� = ��, then the result becomes �0 = 1G2 . Otherwise, the result looks random to ℬℛ� 

as ℬℛ� does not know ��. Thus, ℬℛ� correctly outputs ��� ∩ �ℬℛ� by checking whether 

�� = 1G2 . 

6.6.3 ℬℛ� Privacy 

PIVOT realizes ℬℛ� privacy in the presence of an honest-but-curious ℳℰ� if there exists a 

probabilistic polynomial-time simulator SIM such that [44]: 

{SIMℳℰ�(1� , ⊥, ⊥)}��� ,�ℬℛ� ,� 

≡ 
� {����Π (��� , �ℬℛ� , �), ������Π(��� , �ℬℛ� ,� ℳℰ� )}��� ,�ℬℛ� 

and in the presence of a malicious � if, following the real/ideal paradigm of [44], for every 

real world adversary � there exists a probabilistic polynomial-time simulator SIM such that 

for any input ��� , �ℬℛ� 

� {IDEALℱPLI,SIM(��� , �ℬℛ� )}��� ,�ℬℛ� ,� ≡ {REAL�,�(��� , �ℬℛ� )}��� ,�ℬℛ� ,� (6.1) 
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Proof of � Privacy 
For honest-but-curious ℳℰ� and ℬℛ� , a simulator SIMℳℰ�,ℬℛ� can be constructed as 

follows: 

Given � and ℱPLI(��� , �ℬℛ� ) = ��� ∩ �ℬℛ� , the simulator SIMℳℰ�,ℬℛ� : 

• Generates key pair: (��� , ��� ) ← KeyGen(�, �) where ��� = (�1, �2) 

• Receives ��ℬℛ� from ℳℰ� and computes PRE key: 

���→� ← ReEncKeyGen(�1, ��2 ) 

• For all � ∈ [�]: 

– If �� ∈ ��� ∩ �ℬℛ� : sets �� = −�� 

– Otherwise: sets �� = � where � $← Z� 

• Computes ciphertexts: �� = Enc2(��1 , ��) ∀� ∈ [�] 

• Sends {��}�∈[�] and ���→� to ℳℰ� 

ℳℰ�’s view of the interaction with SIMℳℰ�,ℬℛ� is the same as its view of its interaction 

with a real-world honest �, because of the security of the proxy re-encryption scheme 

under the eDBDH and discrete logarithm assumptions. ℬℛ� ’s view of the interaction 

with SIMℳℰ�,ℬℛ� is the same as its view of its interaction with a real-world honest �: in 

both cases, ℬℛ� receives an encryption of a random value when �� /∈ ��� ∩ �ℬℛ� , and an 

encryption of 0 when �� ∈ ��� ∩ �ℬℛ� . 

6.7 Implementation 

This section describes the implementation of PIVOT, which is publicly available at [87]. 

6.7.1 Confguration and Setup 

PIVOT is implemented in Python 3.13.3 with three participants: �, ℳℰ�, and ℬℛ� . Com-

munication occurs over TLS-secured TCP sockets. All communication uses Python’s socket 

and ssl modules with mutual TLS authentication via X.509v3 certifcates5. 
5See https://www.ietf.org/rfc/rfc5280.txt 
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Proof of ℬℛ� Privacy 
For an honest-but-curious ℳℰ�, a simulator SIMℳℰ� can be constructed as follows: 

SIMℳℰ� chooses n random values (�1, ...��) and encrypts them under ���, i.e. SIMℳℰ� 

sets �̃� = Enc1(��2 , ��) for all �, and sends (�̃1, ..., ̃��) to ℳℰ�. Because of the semantic 

security of the proxy re-encryption scheme under the hardness assumption of eDBDH and 

discrete logarithm, the ciphertexts produced by SIMℳℰ� are indistinguishable from the 

ones produced by ℳℰ� in the real execution. 

For a malicious �, a simulator SIM is constructed as: 

• SIM interacts with � and receives the values {��}��∈� , ���→ℬℛ� and the proofs 

{��� }�∈[�] and �ℬℛ� . If any proof does not verify, SIM aborts. 

• SIM runs the extractor algorithm and extracts −��, �� and ��
(�) 
� . SIM checks whether 

��
(�) 
� was used when computing {��}��∈� by verifying whether �−�� ���

(�) 
� �� = �

(�) 
� 

(i.e., �� = ��
(�) 
� ). If the verifcation is successful, SIM forwards {��} to the ideal 

functionality. Otherwise, SIM sends random values. 

It is easy to see that the output of the honest ℬℛ� in the real world interacting with the 

malicious � is the same as the output of the ideal world ¯ ℬℛ� with SIM interacting with 

the ideal functionality, due to the soundness of the proof of knowledge. 

A separate setup script (setup.py) performs one-time parameter generation, creating global 

parameters and key pairs, which are serialized to binary fles. A shared confguration module 

(config.py) loads these at runtime across all participants. 

The implementation runs on a MacBook Pro with an M4 processor and 24 GB of RAM, 

communicating over localhost. 

6.7.2 Cryptographic Primitives 

PIVOT uses the Charm-Crypto library [7] for cryptographic primitives. Charm ofers native 
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implementations of bilinear pairings and group operations, along with built-in serialization 

support for cryptographic objects. Charm enables the implementation of the PRE scheme 

(Defnition 6.1) with additively homomorphic modifcations (Defnition 6.3). It uses the 

SS512 symmetric pairing group PairingGroup(’SS512’). For PII hashing, Charm’s hash-

to-group function group.hash(pii, ZR) is used. 

6.7.3 Consumer � 

consumer.py (honest-but-curious) loads PII as label-value pairs (e.g., email:user@example.com). 

It encrypts each PII element via encrypt(params, pk_c, -group.hash(pii, ZR)) and 

computes PRE keys using rkeygen(params, pk_c, sk_c, pk_b). After establishing a TLS 

connection to ℳℰ�, it transmits encrypted data and PRE keys over the socket, closes the 

connection, and terminates. 

6.7.4 Intermediary ℳℰ� 

intermediary.py (honest-but-curious) orchestrates communication between consumers and 

brokers. Its core operations use re_encrypt for PRE and add for homomorphic ciphertext 

combination. Random blinding factors group.random(ZR) are applied to each ciphertext 

before transmission to brokers. 

6.7.5 Broker ℬℛ� 

Upon receiving the consumer identifer, broker.py (honest-but-curious) encrypts its PII 

elements using fencrypt and sends them to ℳℰ�. After receiving blinded ciphertexts, it 

performs partial decryption via decrypt and tests the identity element in G2. 
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6.8 Evaluation 

PIVOT’s performance is evaluated across all three participants. All experiments were con-

ducted using the implementation described in Section 6.7. Each experiment was run 10 times 

and results were averaged. 

Parameters: The union of PII elements � is confgured to 30. A recent study of CCPA com-

pliance [86] found that the total union of PII elements requested by all California-registered 

�ℬℛs is 23; we round up to overestimate and allow headroom for the innovative demands of 

�ℬℛs. For individual broker PII requirements, we set � = 10 elements per ℬℛ� , rounding 

up from the observed maximum of 8 [86]. California currently maintains a registry of 541 

�ℬℛs [19]. We vary the number of registered ℬℛ = � ∈ {100� : � ∈[10]}. 

Figure 6.4: Runtime for consumers with PIVOT, compared to individually contacting �ℬℛs 

Table 6.2: Performance with Variable # of �ℬℛs 

Execution time (ms) Bandwidth sent/received (kB) 

ℬℛ 100 500 1000 100 500 1000 

Consumer 
Intermediary 

79 
6 

288 
6 

577 
6 

27.4/0 
6.0/33.3 

80.9/0 
6.0/86.9 

147.6/0 
6.0/153.6 
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Table 6.3: Performance with Variable # of PII Elements 

Execution time (ms) Bandwidth sent/received (kB) 

# PII elements/ℬℛ� 10 20 30 10 20 30 

Intermediary 6 12 18 6.1/86.9 11.6/92.5 17.2/98.0 
Broker 8 15 23 6.0/6.1 11.6/11.6 17.1/17.2 

6.8.1 Consumer Performance 

We frst analyze � execution time by comparing PIVOT against a baseline whereby � directly 

encrypts PII values for each ℬℛ� individually, without using ℳℰ�. Figure 6.4 shows � 

execution time as the number of ℬℛ varies from 200 to 1000. For 600 brokers, PIVOT 

achieves a 14.2× speedup, over the naïve �(��) approach, completing in 0.34 seconds 

compared to 4.85 seconds. Table 6.2 shows that � execution time scales linearly with �, 

while analysis determined that the overhead of adding one broker is only 0.55 ��. With 

500 brokers, � completes all operations in 288 �� and transmits 80.9 Kbytes. At an upload 

speed of 3 Mbps6, this transmission takes approximately 0.2 seconds. 

6.8.2 Intermediary Performance 

For each �-ℬℛ� pair, ℳℰ�’s processing time scales linearly with the number of PII elements 

requested by ℬℛ� : Tables 6.2 and 6.3 show 6 �� for � = 10, 12 �� for � = 20, and 18 �� 

for � = 30 regardless of the total number of registered brokers �. Since each interaction is 

independent, these operations can be parallelized. 

Storage: ℳℰ� must store encrypted � data. This amounts to approximately 81 Kbytes 

per �. Scaling to the entire US adult population of approximately 267 million [84] would 

require roughly 21 terabytes of storage. 

Broker Performance: Similar to ℳℰ�, ℬℛ� execution time scales linearly with the 

6A conservative estimate based on California’s broadband adoption data showing that the majority of 
households meet at least the 25/3 Mbps standard [26]. 
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number of PII elements requested for identity verifcation. Bandwidth also scales linearly, 

from 6.0/6.1 Kbytes sent/received for � = 10 to 17.1/17.2 Kbytes for � = 30. 

6.9 Extensions & Variants 

This section presents three PIVOT extensions, each strengthening privacy or security guar-

antees at some additional cost. Each extension is independent and can be applied on its 

own, depending on the deployment’s threat model. 

6.9.1 Better Privacy via PLI Variants 

For better � privacy, we can use PLI variants. For instance, [51] introduces PLI-Cardinality 

(PLI-CA), which only outputs the cardinality of list intersection instead of matching ele-

ments. Using PLI-CA, ℬℛ� would learn only the number of matching elements, thus pre-

venting it from confrming whether its consumer PII database and data collection methods 

are accurate. 

PLI-CA can be easily implemented in PIVOT by having ℳℰ� remove labels and shufe the 

list {��} before sending its values to ℬℛ� . In more detail, after computing {ℓ�, ��}�∈[�], ℳℰ� 

randomly permutes {��}�∈[�] and does not send labels {ℓ�}�∈[�], to hide any correspondence 

between the output values and their order in the list. Then, ℬℛ� simply outputs |{� : 

ParDec(��ℬℛ� , ��) = 1G2 }| = |{��� ∩ �ℬℛ� }| and obtains the total number of matching 

elements. 

This approach improves privacy in scenarios where knowing which PII elements matched is 

not necessary for fulflling a request, and having a high number of matching PII elements is 

enough to verify �’s identity. 

135 



6.9.2 Partial � Anonymity 

Recall that ℳℰ� frst sends ID� to ℬℛ� , who checks whether it possesses ID� in its database. 

However, in the case when ℬℛ� does not, then the existence of � is revealed to ℬℛ� by sharing 

ID� . Preventing this would provide partial anonymity to �: only a ℬℛ� that already knows 

ID� will receive the data request. 

CPPA’s proposed DROP system [20] hashes identifers to ensure � privacy. However, since 

identifers are low entropy (e.g., names, and physical or email addresses), � privacy could be 

easily compromised. 

Instead, we envision the following interaction between ℳℰ� and ℬℛ� , starting in Phase 

2 of PIVOT. ℳℰ� compiles a list ℒid = {ID� }�∈��, where �� are consumers using ℳℰ�’s 

services. ℬℛ� similarly compiles a list ℒ ′ = {ID�′ }�′∈�� ′ , where �� ′ are all the consumers inid 

ℬℛ� ’s database. ℳℰ� and ℬℛ� run a standard PSI protocol, with inputs ℒid and ℒ ′ id. The 

PSI protocol returns ℒid ∩ℒ ′ id to ℳℰ�. Thus, ℳℰ� will only make data requests on behalf 

of {ID� }�∈ℒid∩ℒ ′ to ℬℛ� , such that ℬℛ� does not learn ID� if � is not in its database. 
id 

Since the databases of both ℳℰ� and ℬℛ� may be very large, a single PSI execution 

can incur high computation and communication overhead. To lower costs, instead of doing 

it in real time, this process can be performed asynchronously and periodically, e.g., every 

day, week, or month. This follows current and proposed laws, e.g., the California DROP 

regulation stipulates that brokers must consult the state-run platform every 45 days. 

6.9.3 Malicious ℳℰ� & ℬℛ� 

PIVOT can be easily amended to tolerate malicious ℳℰ� or ℬℛ� . We defne malicious 

behavior as any deviation from the scheme. As mentioned in Section 6.4.2, collusion between 

ℬℛ� and ℳℰ� as well as veracity of ℬℛ� ’s fnal response are out of scope. 

� privacy against malicious ℳℰ�. Since � only retrieves ℬℛ information from ℳℰ�, 

136 



it sufces to include certifcates along with public keys. � can verify these certifcates before 

proceeding. 

ℬℛ� privacy against malicious ℳℰ�. ℳℰ� computes proofs of the form: 

(�) = (��2�� ��2 ̃��� = � ��{�� : � �� )�� } ∀ � ∈ [1, �]� 

and appends them to its second message to ℬℛ� . 

� privacy against malicious ℬℛ� . ℬℛ� appends zero-knowledge proofs of the form: 

��̃� = � ��{�̃�, �� : �̃� = (��2�̃� , ��� � �̃� )} ∀ � ∈ [1, �] 

to its message to ℳℰ�. 

Security Proofs Outlines 

Privacy against malicious ℳℰ�. For a malicious ℳℰ�, a simulator SIMℳℰ� verifes ��� , 

extracts �� for all � ∈ [�], and computes � = (�� 
(�))1/�� . SIMℳℰ� computes �−�� ��� · ��� � �̃� 

from values received from � and ℬℛ� and checks whether it equals �. If yes, SIMℳℰ� sets 

�� = ��, and otherwise �� ← $, and sends all values to ℬℛ� . Thus the simulated and real 

views are indistinguishable. 

Privacy against malicious ℬℛ� . For a malicious ℬℛ� , a simulator SIMℬℛ� extracts �̃�, ��. 

The proof then follows the same reasoning as for a malicious �. 

6.10 Conclusions 

This chapter presented PIVOT that enables efcient and privacy-preserving consumer re-

quests to data brokers. By combining proxy re-encryption with additively homomorphic 
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encryption, PIVOT reduces consumer efort to a single submission that scales to all regis-

tered data brokers. PIVOT guarantees strong privacy: neither the intermediary nor data 

brokers acquire any new consumer PII. PIVOT enables consumers to efciently and compre-

hensively exercise their statutorily granted privacy rights. 
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Chapter 7 

Conclusions 

This dissertation examines the privacy issues that arise when consumers submit requests 

under privacy regulations, with a specifc focus on requests made to data brokers. 

Chapter 3 presented the frst comprehensive evaluation of data brokers’ responses to data 

access requests. All data brokers registered in California were sent requests to know which 

data was collected, under the CCPA. We found that 43% of brokers failed to respond to 

these requests, in non-compliance with the CCPA. In addition, brokers asked for varying 

amounts of PII for identity verifcation, including sensitive PII, yet only 5% reported having 

collected any personal information about the requesting consumer. Consumers must there-

fore give up personal information freely to even attempt a data request, and for the large 

majority of brokers, that information is learnt for the frst time through the request. As 

shown, a substantial number of brokers never responded at all, even after being given highly 

sensitive PII: exercising one’s consumer rights, meant to obtain more control over personal 

information, instead introduces a worrying threat to their privacy. 

Chapter 4 follows up with a study of the more commonly exercised opt-out and deletion 

rights, again under the CCPA. Requests were once more submitted to all registered brokers, 
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revealing the same concerning pattern of non-compliance: more than 70% never answered 

deletion requests, and 22% explicitly demanded identity verifcation during opt-out requests, 

despite being prohibited from doing so. Across both studies, we observed that a consumer 

wishing to submit requests to every broker must individually send a form or email to each 

one, with each broker asking for diferent information – an extremely time-consuming process 

for the consumer. 

Chapter 5 proposes four protocols that make this identity verifcation process privacy-

preserving for consumers. Using ElGamal encryption, we build a variant of private set 

intersection, private list intersection (PLI), which exploits the fact that the PII required 

during identity verifcation consists of labeled, ordered lists. We also propose three variants: 

PLI-cardinality (PLI-CA), threshold-PLI (t-PLI), and threshold PLI-cardinality (t-PLI-CA). 

Each variant ofers stronger privacy by revealing less information in its output. We imple-

ment these protocols and demonstrate their efciency. 

Chapter 6 uses PLI as a foundational building block. We introduce PIVOT, which addresses 

both the privacy risks of identity verifcation and the burden of contacting every broker 

individually. PIVOT allows consumers to make a single request to reach all brokers through an 

intermediary. Using proxy re-encryption, the intermediary itself never learns the consumer’s 

PII. This protocol can further be extended, using private set intersection, to prevent brokers 

from learning the identifer of consumers they do not already know. The resulting system is 

implemented and proved efcient for the consumer and practical for brokers to deploy. 

As mentioned in Chapter 4, a natural direction for future work is to evaluate the California 

DROP platform once it has been established and operating for at least a few months: do 

brokers comply more readily through this system, and does it introduce any new security or 

privacy risks of its own? 

Another direction is to further improve PLI for identity verifcation, for instance including 
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techniques from fuzzy PSI, i.e. accommodating typos either by the consumer or in the 

broker’s database, which could improve the success rate of identity verifcation. Finally, 

the robustness of the verifcation process against impersonators could be strengthened using 

personal information certifed by a trusted third party. 
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