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Chris Jay Hoofnagle*

Designing for Consent

While the General Data Protection Regulation leans away
from consent as a mechanism to justify the collection and
use of personal data, consent remains a prime mechanism
for protecting privacy and limiting marketing in the Uni-
ted States (U. S.). This article summarizes the difficulties
businesses face in gaining high-quality consent and sets
out the different consent standards in U. S. statutory law.
In an exploratory effort, it then shows how companies
have designed consent experiences for particularly priv-
acy-invasive devices – home voice assistants and “smart”
televisions – through testing and documentation of their
function. The article then explains the quality of consent
that U. S. law demands in different contexts, and eluci-
dates the limits of consent as a privacy tool in light of
the kinds of information-intensive devices that consumers
are adopting. This paper is part of an ongoing research
project looking into the privacy and security aspects of
voice assistants.

1. Introduction

This article gives an overview of how “consent” remains an
important mechanism to regulate uses of personal data and
control over marketing in the U. S. It also tests a group of
popular products to show how product manufactures have
designed for consent, that is, how clever dialogues have been
implemented to elicit consent from the user.

There are three main approaches to consent in the U. S.: opt-
in and opt-out consent, and “no-opt.” In opt-in consent, the
consumer must take some affirmative action, even a very
subtle one, to accept a collection or use of data. In opt-out,
the consumer must take action to object to data collection or
use, thus placing the burden on the consumer to act.1 The
third approach typically goes unmentioned: “no opt.”2 That
is, situations where the consumer has no ability to object to
information practices.

Consent is a problematic tool to regulate privacy.3 An
extensive literature describes the problem space. Compa-
nies impose transaction costs to shape consumer choice,4
use technology to deny benefits to those who take priv-
acy-preserving choices,5 and companies select defaults that
consumers do not want or expect.6 At the same time,
opt-in consent is problematic because requiring it may
violate the commercial free expression rights of compa-
nies,7 because obtaining consent is transactionally diffi-
cult, because consent needs a scaffold of other protections
to address downstream uses of data, and because it may
be insufficient to protect consumers against sophisticated
businesses.8 As a result of fierce criticism, consent is
disfavored under the General Data Protection Regulation
(GDPR).9 The GDPR’s architects burdened consent to
prevent companies from using take-it-or-leave it ap-
proaches.

Rather than rehash those debates, this paper focuses on
the reality that consent is still a central approach in the
U. S. context. In fact, consent seems to be increasing in
importance, as firms need to rely on some form of user
authorization to embed tracking in highly-private spaces.
For instance, the rise of voice-assistant appliances (Apple’s
HomePod, Google Home and Amazon Alexa) means that
consumers are putting internet-connected microphones in
their private homes – indeed even in their bedrooms.
Similar surveillance capacity is now present in many
“smart” televisions. Part 2 of this article introduces the
idea of “quality of consent” in U. S. law. Part 3 then
explains how U. S. statutory law regulates in-home voice
assistants and smart televisions with consent of varying
quality. Part 4 presents an initial survey of how specific
device makers have implemented consent requirements in
voice assistants and smart televisions. Finally, part 5 con-
cludes.

* Chris Hoofnagle is adjunct full professor of information and of law at
the University of California, Berkeley, e-mail choofnagle@berkeley.edu
Paper prepared for the conference “Consumer Law in the Data Econo-
my”, sponsored by the Centre for the Study of European Contract Law
and the Journal of European Consumer and Market Law, April 13,
2018.

1 Edward J Janger & Paul M Schwartz, ‘The Gramm-Leach-Bliley Act,
Information Privacy, and the Limits of Default Rules’ (2001) 86 Minne-
sota Law Review 1219.

2 Jeff Sovern, ‘Opting In, Opting Out, or No Options at All: The Fight for
Control of Personal Information’ (1999) 74 Washington Law Review
1033.

3 Daniel J Solove, ‘Privacy Self-Management and the Consent Dilemma’
(2013) 126 Harvard Law Review 1880.

4 Janger & Schwartz (n 1).
5 See, for the discussion of Google’s Safari tracking workaround, Chris

Jay Hoofnagle, ‘The Federal Trade Commission’s Inner Privacy Strug-
gle’ in Evan Selinger, Jules Polonetsky & Omer Tene (eds), The Cam-
bridge Handbook of Consumer Privacy (Cambridge University Press
2018) (“If firms are strategic, they will compete to both capture bene-
fits and deny them to competitors. Through this lens, Google’s tracking
of Safari users could be motivated by a desire to capture benefits from
tracking, but also to deny Apple the ability to compete on privacy.
Denying Apple the competitive benefit could also affect the psychology
of consumers, leading them to think no company can protect priv-
acy.”).

6 Douglas Edwards, I’m Feeling Lucky: The Confessions of Google
Employee Number 59 (Houghton Mifflin Harcourt 2011) 341 (“We
would clearly want to set the default as ‘accept Google’s cookies.’ If
we fully explained what that meant to most users, however, they
would probably prefer not to accept our cookie. So our default
setting would go against users’ wishes. Some people might call that
evil, and evil made Marissa [then Google executive Marissa Mayer]
uncomfortable. She was disturbed that our current cookie-setting
practices made the argument a reasonable one. She agreed that at
the very least we should have a page telling users how they could
delete their cookies, whether set by Google or by some other web-
site.”)

7 Sorrell v IMS Health Inc. [2011] 564 US 552 (SCT).
8 Lauren E Willis, ‘When Nudges Fail: Slippery Defaults’ (2013) 80

University of Chicago Law Review 1155.
9 Regulation (EU) 2016/679 of the European Parliament and of the Coun-

cil of 27 April 2016 on the protection of natural persons with regard to
the processing of personal data and on the free movement of such data
[2016] OJ L 119/1 (General Data Protection Regulation).
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2. Quality of Consent in U. S. Law

Internet utopians predicted a world of custom-tailored online
contracts.10 In reality, the internet cemented the practice of
standard-form, take-it-or-leave-it user agreements. Internet
lawyers interpreted consent to mean that the consumer saw
these form terms and clicked a resource with the mouse. In
fact, American lawyers devote significant attention to the
contours of “browsewrap” and “clickwrap” agreements. But
whether consent is manifested through visiting a website or
the millisecond action of clicking on a box, we know it is a
contrived exercise.

In such agreements, it is common for American lawyers to
describe choice rules without explaining their implications.
A timely example comes from the Facebook-Cambridge
Analytica controversy, where Cambridge Analytica was
able to obtain the information of millions of people whose
friends filled out a personality survey. As Facebook lawyer
Paul Grewal explained, “Approximately 270,000 people
downloaded the [personality testing] app. In so doing, they
[the downloaders] gave their consent for [the application
developer] to access information such as the city they set
on their profile, or content they had liked, as well as more
limited information about friends who had their privacy
settings set to allow it.”11 Under this logic, the transaction
was consensual because users who did not download the
app assumed the risk that others might do so. To reject the
risk, users had to understand the implications of privacy
policies and numerous settings, and then change those set-
tings. As Professor Daniel Solove has recognized in his
treatment of consent, Facebook’s style of consent focuses
on an up-front, abstract statement of the rules instead of
warning the user of the downstream implications of those
rules.12

If we are serious about quality of consent, we would probe
the following factors in transactions:

• Who can consent?

• How informed is the consent?

• How serious is the right or privilege involved?

• What was the voluntariness of the consent?

• What is the scope of the consent?

• What are the implications of consent?

• What are the procedural safeguards in the consent experi-
ence?

• For how long is the consent effective?

• Can the consent be revoked, and what is the effect of
revocation?

• How enforceable is consent?13

High-quality consent imposes many transaction costs that
are difficult for companies to manage, particularly in high-
volume, distance transactions. Table 1 presents the chal-
lenges to services and users. As it suggests, there are struc-
tural barriers to relying on consent as a mechanism for
fully-informed decisions. On the most basic level, both par-
ties to any information agreement may not understand
downstream uses of data, and thus neither party can be fully
informed of novel – potentially innovative – uses of data.
The next section turns to the variegated consent require-
ments in U. S. law.

Table 1: Practical Problems in Achieving High-Quality Con-
sent

Quality Tension Example
Who consents The “secondary”

user problem
Alice and Bob have
a voice-assistant
appliance, the
Amazon Alexa in
their kitchen. They
invite Mallory over
for dinner, who
doesn’t know
about the Alexa.

Informed Services often do
not know how
they will use perso-
nal information, so
they cannot inform
others

Privacy notices
tend to reserve a
broad set of future
data uses to ad-
dress unforeseen
utility derived from
personal data.

Informed Services sometimes
do not know what
their systems actu-
ally do, so they
cannot inform
others

A website opera-
tor could not
have consented to
collection of per-
sonal information
by a third party
advertising service
because the ser-
vice expressly
claimed it did not
collect such
data.[1]

Informed Services do not
want to tell users
very clearly about
data practices

Google secretly
moved its email
scanning appliance
from monitoring
delivered emails to
reading messages
before they were
delivered, thus
converting it into a
wiretap.[2]

Seriousness Seriousness de-
pends on down-
stream uses of data

If data are only
used for service de-
livery, versus
building an adver-
tising profile.

Safeguards Services wish to re-
duce transaction
costs

The “browse-
wrap” and “click-
wrap” tensions
that drive services
to not engage the
user with a real
dialogue.

10 Esther Dyson, ‘Protect Internet privacy – privately’ (17 June 1997) Wall
Street Journal <https://www.wsj.com/articles/
SB866494622583942000> accessed 23 July 2018.

11 Paul Grewal, ‘Suspending Cambridge Analytica and SCL Group from
Facebook’ (16 March 2018) Facebook Newsroom <https://news-
room.fb.com/news/2018/03/suspending-cambridge-analytica/> accessed
12 July 2018.

12 Solove (n 3) 1880.
13 These factors are drawn from Deryck Beyleveld and Roger Brown-

sword’s careful discussion of consent, see Deryck Beyleveld & Roger
Brownsword, Consent in the Law (Hart Publishing 2007).
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Quality Tension Example
Safeguards Online experiences

can be crafted to
trick the user

Google used a
workaround to si-
mulate the user
clicking on a page
in order to enable
tracking of Safari
users.

Safeguards Consents have to
be managed

Documenting who
has consented, to
what, and when is
challenging for
businesses.

Scope Services and users
do not want to
deal with finely-
variegated scope of
consent

Configuring many
settings results in a
paradox of too
much choice.

Scope Can be so narrow
that exercising
choice has no func-
tional privacy ben-
efit

Opting out under
self-regulatory ad
regimes still allows
advertisers to track
consumers and use
the data;
opting out simply
stops the display of
tailored ads.

Scope The extractive lo-
gic of advertising
and profiling sys-
tems is surprising
to non-experts

Consenting to
“Smart TV” func-
tionality might
mean that the TV
scans the local
Wi-Fi network to
find unique identi-
fiers of mobile
phones and com-
puters in order to
link them for
“cross-device”
tracking purposes.

Voluntariness Take-it-or-leave-it
offers and econom-
ic coercion are seen
as acceptable in
the U. S.

Despite promises
to the contrary,
Google asserted a
right to merge con-
sumer data across
scores of different
services in 2012.

Enforceability Some privacy
rights are “inalien-
able”

California makes
waivers of consu-
mer privacy rights
unenforceable.[3]

Revocation Revocation is often
unlikely to restore
the parties to the
pre-consent status

Personal data is in-
gested into multi-
ple systems, some
of which use ma-
chine learning or
artificial intelli-
gence to create de-
rivative, path-de-
pendent analyses.
Removal of this
data is practically
impossible.

[1] In re Pharmatrak Inc, (2003) 329 F 3d 9 (1st Cir).
[2] Benjamin Herold, ‘Google Under Fire for Data-Mining Student
Email Messages’ (13 March 2014) Education Week <https://www.ed-
week.org/ew/articles/2014/03/13/26google.h33.html> accessed 12 July
2018 (“A Google spokeswoman confirmed to Education Week that the
company ‘scans and indexes’ the emails of all Apps for Education users
for a variety of purposes, including potential advertising, via automated
processes that cannot be turned off—even for Apps for Education
customers who elect not to receive ads.”).
[3] Cal Civ Code 1789.9.

3. Privacy Consents in U. S. Law and Products

Despite the practical challenges of consent visited above,
new, exciting products are driving manufacturers to gain
consent from users. This is because these products are for
private homes and because the products require monitoring
of behavior. Depending on the regulatory scheme covering
the product, the quality of consent required can differ
greatly. This section discusses two consent requirements in
detail: for interception of voice, and for monitoring of media
viewing.

3.1. The Wiretap Act and Voice Assistants

Tens of millions of U. S. consumers have bought in-home
voice assistant appliances, such as the Google Home, Ama-
zon Alexa or Apple HomePod. In essence, these are internet-
connected microphones, tethered to Google or Amazon. Such
appliances are on all the time, but in theory, they only convey
individuals’ voices to the service when some keyword, such
as “Alexa” is said.

The Wiretap Act requires prior consent to the interception
of live voice communications (wiretapping) or of in-person
conversations (bugging).14 Interception is defined broadly
as, “the aural or other acquisition of the contents of any
wire, electronic, or oral communication through the use of
any electronic, mechanical, or other device.” Thus, voice
assistants would appear to be covered by the Wiretap
Act.15

Relying upon a legislative report, courts have interpreted
“prior consent” to require express or implied consent. That
is, “constructive” consent, the kind that appears somewhere
in terms of service, is insufficient.16

Google’s Gmail provides an instructive, internet-era gloss
on the prior consent requirement. Gmail scanned and
interpreted all email routed through the service in order
to send Google users advertisements. When the service
was first introduced, Google claimed that the ads were
generated the moment when the user opened the email.
Under the wiretapping framework in the U. S., protection
for email degrades once it is opened by the user. Thus,
for it to scan opened emails and other files stored on its
services, Google merely needed “authorization” from the
user instead of actual or implied consent. Presumably,
Google designed its ad-targeting system to take advantage
of this lower level of privacy protection for opened
emails.

14 18 US Code § 2511 (2017).
15 Makers of voice assistants are likely to argue that the devices do not

intercept because only a computer processes the voice command.
16 In re Pharmatrak Inc. (2003) 329 F 3d 9 (1st Cir); United States v Van

Poyck (1996) 77 F 3d 285, 292 (9th Cir).
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Sometime in 2011, Google secretly moved its scanning
appliance so that it processed emails before they were
delivered. Moving the appliance converted the scanning
into an interception. In a lawsuit alleging violations of the
Wiretap Act, Google argued that users consented to the
interception of emails by agreeing to their terms of service
and privacy policy. Google reasoned that non-users con-
sented as well, as numerous popular news articles warned
the public of Google’s email scanning. But the court
rejected Google’s theories, holding that a “reasonable
Gmail user who read the Privacy Policies would not have
necessarily understood that her emails were being inter-
cepted to create user profiles or to provide targeted adver-
tisements.”17

The lesson of the Gmail case is that courts read the Wiretap
Act consent requirement as imposing a real duty to obtain
informed consent. But turning to quality of consent more
broadly, we see some limits on the Wiretap Act approach.
First, only one party to a conversation need provide consent,
so “secondary users” might be recorded without their
knowledge. Thus, in the voice assistant context, one might
be concerned that guests or others will be recorded without
consent. Second, once that consent is obtained from the
device owner, the Wiretap Act does little to protect the
consumer. There are no requirements that the user gets
access to retained communications or to delete them after
some period of time. This means that voice assistants’ data
retention are governed by other instruments, perhaps just in
a privacy policy with no real limitations. Finally, the consent
in the Wiretap Act is for the act of interception, and it does
nothing to limit the kinds of downstream uses of the infor-
mation captured. Here too, a vague, unenforceable privacy
policy might govern how data collected inside the home is
used.

3.2. Smart Televisions and the Videotape Privacy
Protection Act

Remarkably, a 1998 statute governing video rental provides18
some of strongest privacy barriers in U. S. law. Provisions of
the U. S. criminal code regulate these activities. They are
relevant today because makers of televisions wish to sell
“smart” services and features – including rental activities that
fall under the statute. Television makers also wish to connect
the dots between online and televised ads, so as to link
consumers with their myriad devices at home. This means
that the television acts much like an internet browser. It can
obtain online content, and in so doing, download cookies
and tracking beacons. The privacy policies for smart televi-
sions include disclosures of such tracking, and vague men-
tions of other forms of tracking that are surprising in their
implications.

In the internet age, advertising is more complex and invasive
than simply viewing a television commercial or seeing a road-
side billboard. Introducing internet-delivered commercials in
televisions means buying into the full logic of targeted adver-
tising. From a consumer perspective, targeted advertising
might simply mean well-tailored ads. But from a business
perspective, it means extensive profiling, modeling, sharing
information among different advertisers who might wish to
place an ad, measurement of ad efficacy, and auditing of ad
placement.

Cross-device tracking is one surprising implication of smart
televisions. Smart televisions, just like mobile phones, are

computers – ones that the manufacturer controls. The
smart television maker can ask the device’s Wi-Fi modem
to “look around” for other signals, and they do. One
explicit point of smart televisions is to look for nearby
mobile phones. If detected, the smart television can extract
unique identifiers from those phones, and then make an
assumption of joint ownership between the phone and tele-
vision. This linkage has utility because once made, adver-
tisers can link promotions across television, online, and
offline contexts.19 For instance, a seller might want to
know if a product pitch shown during a television show
resulted in the consumer visiting a website with her mobile
phone, because then the seller would know the vector link-
ing the advertisement to the purchase decision. Such prac-
tices bring the logic of online advertising fully into view.
Far from a roadside billboard, online advertising is a sys-
tem of pervasive surveillance that is designed to track peo-
ple in all contexts for targeting, optimization, and measure-
ment of ad efficacy.

The U. S. Federal Trade Commission (FTC) sued television
manufacturer Vizio for tracking consumers in 2017. On an
opt-out basis, Vizio implemented extensive user tracking on
its televisions, monitoring the second-by-second viewing use
of the device. Vizio also transferred IP addresses of users to
data brokers, which appended information about the users
(although not by name).20 Vizio settled the case, agreed to
delete the data, and to only engage in such tracking with
affirmative consent.21

Arguably, the FTC’s settlement with Vizio simply enforced
existing federal law on the tracking of consumers’ media
viewing habits under the Videotape Privacy Protection Act
(VPPA). The VPPA concerns “rental, sale, or delivery of
prerecorded video cassette tapes or similar audio visual
materials.”22 The VPPA allows businesses to disclose con-
sumer information if it obtains “informed” consent on an
instrument separate from other legal agreements. Consu-
mers may withdraw consent, and the consent is not to
exceed a 2-year duration.23 Businesses must delete personal
information as soon as practicable, but “no later than one
year from the date the information is no longer necessary
for the purpose for which it was collected…”24 Finally,
the statute authorizes civil actions for damages by consu-
mers.

Thus, the VPPA uses several mechanisms to guarantee high
quality consent. And yet, despite all these protections, we
shall see that how privacy is designed in smart televisions
may leave one wanting for more.

17 In re Google Inc. Gmail Litigation (2013) 13-MD-02430-LHK Dk 69
(ND Cal).

18 18 USC § 2710.
19 The Samba Privacy Policy associated with Sony televisions says in part,

“For clarity, information we receive about you from using one device or
Smart TV may be combined with information we receive about you
from your use of other devices or Smart TVs. For example if we know
you love watching football on your Smart TV, we may show you real-
time football stats on your mobile device.” See Samba, Samba TV
Privacy Policy <https://samba.tv/legal/privacy-policy/> version from 26
March 2018.

20 FTC v Vizio Inc. (2017) 2:17-cv-00758 (D NJ) (Dk 1).
21 Idem, Dk 1-3.
22 18 USCA § 2710. “Similar” audio visual materials brings this statute to

bear against in-person DVD rental kiosks and internet streaming. See
Sterk v Redbox (2011) 2011 WL 3704738 (ND Ill); Harris v Blockbus-
ter (2009) 622 F Supp 2d 396 (ND Tex).

23 18 USC 2710(b)(2)(B).
24 18 USC 2710(e).
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3.3. Text Messages and Marketing

Text message marketing (SMS) is a third area of high quality
consent in U. S. law. It is included here as an instructive
example of consent rules, although it is an anti-marketing
law rather than a data privacy one. That is, SMS rules focus
on how sellers call consumers rather than how sellers use and
repurpose phone numbers.

Under President Obama, the U. S. Federal Communications
Commission interpreted a pro-consumer statute (Telephone
Consumer Protection Act of 1991, TCPA)25 aggressively,
reading into it strong consent requirements.26 Passed in
1991, the TCPA predated consumer use of SMS, yet it
was enacted when wireless phone service was quite expen-
sive and call recipients bore most of the costs. The cost
transfer to call recipients, and the rise of mega-calling-
capacity by marketers drove regulators to require high
quality consent.

The TCPA regulations set up two standards for consent,
depending on the content of a SMS. For “transactional”
messages, such as sending a receipt or altering a diner that
her table is ready, simply “provisioning”, i. e., the consu-
mer giving the business a wireless phone number, satisfies
the consent requirement. But when a business wishes to
send marketing material to a consumer, several procedural
safeguards are in place. First, the consumer herself must
give the phone number to the business. Second, other
aspects of the consent experience ensure that the consumer
is informed – the business must formally state that it is
sending commercial messages, it must make an estimate of
how many messages will be sent a month, it must warn the
consumer of charges, it must also give instructions on how
to revoke consent. That revocation can occur through any
“reasonable” means, including by telling a sales clerk (who
might have no idea about the calling) to stop the messages.
Finally, consent must truly be optional – a business cannot
condition products or services on consent to marketing
messages.

Like the VPPA, the TCPA has scaffolding to make consent
effective. The TCPA grants consumers civil rights of action in
their local small claims court for money damages. The regula-
tion places the burden of proving consent on the sender
rather than the recipient, and thus, businesses must keep
documentation to substantiate their procedures.

3.4. Other Consent Standards

The U. S. Code has many privacy provisions that have some
level of consumer authorization for data collection or use, or
for marketing activities. These are less relevant to the discus-
sion of designing products for consent because they occur
outside the scope of home monitoring activities.

These other privacy provisions are incoherent and surpris-
ingly under-protective. For instance, in the financial services
arena, banks, insurance companies, and brokerage houses
may sell their clients’ personal financial information on an
opt-out basis.27 Some financial marketing is subject to no-
opt, e. g., when banks create a “joint marketing agree-
ment.”28 Turning to consumer reports, consumer reporting
agencies are free to use them to generate marketing lists, and
according to a 2004 report, only 6% of consumers opt out.29
Table 2 presents the highlights of consent standards under
different U. S. regulatory regimes.

Activity Legal Standard Other Dynamics
Wiretapping &
bugging of live
communication
(e. g., Amazon
Alexa, Google
Home device,
Gmail
2011–2017, Apple
HomePod)

Wiretap Act: Inter-
ception requires af-
firmative express
or implied consent.

“Constructive”
consent unaccepta-
ble; powerful civil
and criminal reme-
dies are available.

Monitoring video
rentals (including
smart televisions)

Videotape Privacy
Protection Act: In-
formed consent,
revocable, only
durable for 2
years.

The VPPA gives
consumers a civil
right of action and
businesses must
regularly delete
personal data.

SMS marketing
messages

Telephone Consu-
mer Protection
Act: Affirmative,
written, informed
consent per sender.

Consumer must
provide phone
number, powerful
civil remedies
available.

Reading opened
emails and other
stored files in the
cloud, e. g., Gmail
pre-2011

Stored Communi-
cations Act: Provi-
der must obtain
“authorization”
from user.

Dramatically lower
protection for
opened emails than
“wiretapped”
ones.

Monitoring of
cable and satellite
viewing data

Cable Communi-
cations Policy Act:
“[A] cable opera-
tor shall not use
the cable system to
collect personally
identifiable infor-
mation concerning
any subscriber
without the prior
written or electro-
nic consent of the
subscriber con-
cerned.”

Some courts lim-
ited this provision
to cable TV view-
ing data and ex-
cluded cable-inter-
net service from
the prior consent
requirement. In ad-
dition, television
manufacturers are
not cable provi-
ders.

Telemarketing Telemarketing
Sales Rule: Gov-
ernment-run opt-
out list that applies
to most callers.

Consumers can
easily enroll and
block most sales
callers; powerful
civil remedies
available. How-
ever, convergence
of phone and in-
ternet protocol
systems has made
the list less effec-
tive.

25 Telephone Consumer Protection Act, 47 USC § 227.
26 47 CFR § 64.1200.
27 15 USC § 6802.
28 16 CFR § 313.13.
29 Board of Governors of the Federal Reserve System, ‘Report to the

Congress on Further Restrictions on Unsolicited Written Offers of Cred-
it and Insurance’ (December 2004) <https://www.federalreserve.gov/
boarddocs/rptcongress/UnsolicitedCreditOffers2004.pdf> accessed 23
July 2018.
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Activity Legal Standard Other Dynamics
Transferring credit
reports among cor-
porate affiliates

Fair Credit Report-
ing Act: Opt out
on a per-institution
basis.[1]

Some financial in-
stitutions have
hundreds of affili-
ates and the prohi-
bition is not on
sharing, but rather
on solicitations
flowing from the
sharing.

Bank sells personal
information to
third parties

Gramm-Leach-Bli-
ley Act: Opt out
on a per-institution
basis.

Banks must send
a notice once a
year, cannot begin
selling data until
30 days after the
notice is sent.
Less than 1% of
consumers opt
out.

Blocking market-
ing based on credit
report sharing
among corporate
affiliates

Fair Credit Report-
ing Act: Consu-
mers must be pro-
vided with an op-
portunity to “pro-
hibit all
solicitations” that
is clear, conspicu-
ous and concise.[2]

Note that the con-
sumer may opt out
of solicitations, but
not from the shar-
ing of their consu-
mer report.

Generating mailing
lists from credit re-
ports

Fair Credit Report-
ing Act: Consu-
mers may opt out
of so-called pre-
screening.[3]

Consumer report-
ing agencies oper-
ate a toll-free
number and web-
site, however, one
study found that
only 7% of
Americans had
opted out.

Email marketing CAN-SPAM Act:
Opt out on a per-
sender basis.

No practicable re-
medy is offered.

Commercial news-
papers and adver-
tising mail

No legal opt-out
rights.

A self-regulatory
group runs a vo-
luntary opt-out
list.

[1] 15 USCA § 1681s-3.
[2] 15 USCA § 1681s-3(a)(2)(A).
[3] 15 USCA § 1681b(e).

4. Designing for Consent

We have now seen that consent in U. S. law is variegated and
not always well tailored to the sensitivity of the privacy or
marketing activity governed. This part now turns to popular
devices made by major manufactures and examines how
manufactures have designed consent experiences to comply
with U. S. law.

4.1. Wiretap Act Consents and Voice Assistants

Vigorous competition exists among Amazon, Google and
Apple for the operating system of the home. Whoever cap-
tures this market will be able to steer users toward its pre-
ferred services and products. Consumers who buy one of

these products are likely to key future purchase decisions to
compatible devices – everything from connected doorbells to
pet food dispensers. The network effects and lock-in are so
powerful that both Amazon and Google have created low-
cost, entry-level devices to provide voice-assistant services.
Of course, both Amazon and Google require purchasers to
link their voice assistants to personal data, specifically to
their Amazon or Google accounts.

Companies selling voice-activated home assistants must
comply with the Wiretap Act.30 Recall that the Wiretap Act
creates a relatively high, informed consent standard. Con-
sent can be “actual” or “implied.” Presumably, the purcha-
ser of a home assistant has actual knowledge that the tech-
nology captures the voice. But what about visitors to the
purchaser’s home – the “secondary user”?31 Should the
purchaser warn visitors about the home assistant? Should
the manufacturer tell the purchaser to do so? Presumably,
visitors to the purchaser’s home would impliedly consent
upon seeing the device and speaking before it. That logic
means that the device must be recognizable, like a tape
recorder or some traditional interception device. This pre-
sents tricky problems as home assistants become embedded
in other technologies. For instance, Amazon’s Alexa technol-
ogy is now embedded in Sonos speakers. There is no ob-
vious indication of Alexa’s inclusion, thus triggering the
assistant might go unnoticed.

Technology may evolve to solve the problem of the secondary
user consent. For instance, Amazon already has “voice pro-
files” that could evolve to the point that Alexa will only
“listen” to those it recognizes. Currently these profiles are
stored in the Amazon cloud, thus limiting on-device discrimi-
nation among users.

As far as informed and scope of consent go, voice assis-
tants may be misleading to the user. Consider that when
Congress enacted the Wiretap Act in 1968, it was con-
cerned about analog tape recorders and the attendant risk
that our conversations would be replayed to different audi-
ences. Turning to Alexa, it has the ability to record and
store our voices, but also an unfathomable ability to apply
artificial intelligence (AI) and machine learning (ML) to
our communications. The purposes of these AIs/ML might
be to simply deliver an improved service, but they could
carry many complex, inscrutable secondary uses. For in-
stance, Alexa may one day make decisions about our mood
or truthfulness when we communicate. Yet, when we inter-
act with Alexa, we hear a single, helpful voice, instead of
bundle of separate, unknowable systems. We consent to
much more than just obtaining help, when we use a voice
assistant.

30 However, the service providers may disagree. They may argue that voice
data is not collected at all until reviewed by a human. See generally
Bruce E Boyden, ‘Can a Computer Intercept Your Email?’ (2012) 34
Cardozo Law Review 669. A problem with this argument is that lawyers
too readily accept the argument that humans are not in the loop. Quality
assurance testing, fitting of systems, and other functions often require
human review of user content. In 2018, the Wall Street Journal charac-
terized such access as a “dirty secret” of developers. Douglas MacMil-
lan, ‘Tech’s ‘Dirty Secret’: The App Developers Sifting Through Your
Gmail’ (2 July 2018) Wall Street Journal <https://www.wsj.com/articles/
techs-dirty-secret-the-app-developers-sifting-through-your-gmail-
1530544442> accessed 19 July 2018.

31 See generally Meg Leta Jones, ‘Privacy Without Screens & The Internet
of Other People’s Things’ (2015) 51 Idaho Law Review 639.
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The implications of consent also affect the consumer as a
citizen. Law enforcement agencies are likely to ask voice-
assistant providers to turn on the microphones of these de-
vices remotely for criminal or even national security investi-
gation. The stored queries that the consumer makes have also
been the focus of law enforcement attention.

4.1.1. Amazon Alexa
The packaging and app setup of the Amazon Echo Dot
makes no mention of privacy or of the interception issues –
for the primary or the secondary user. If one asks Alexa
about privacy, it tells the user to view the privacy policy in
the Alexa App. A FAQ in the Alexa App helpfully explains
that the device has a local keyword scanning mechanism
(listening for “Alexa”) and that it lights up in blue when
transmitting to the Amazon cloud.

Figure 1 – The Amazon Alexa Dot illuminates brightly when transmit-
ting to the cloud.

It is unclear whether Amazon integrated two protections to
prevent Alexa devices from becoming remote spy micro-
phones. This could be done in two ways: First, by making the
mute button a hardware-level switch, one that makes it im-
possible to turn on the microphones with software remotely.
Second, by hardwiring the LED array to the microphone, so
that when the microphone activates, the LEDs illuminate as
well.

4.1.2. Sonos Speaker with Alexa
Upon installing the Sonos App, Sonos requires users to
create an account and verify it using an email address. It
also offers an opportunity to read its 6,600-word privacy
policy. Alexa is not enabled by default and does not work
until the user installs and specifically activates Alexa on the
Sonos speaker. So, there is little risk of unintentional usage
of Alexa.

However, once installed, it is not at all obvious that the Sonos
speaker has Alexa listening. Sonos gives notice of the Alexa
by illuminating a single LED on top of the device.

On the other hand, Sonos has distinguished itself from com-
petitors by hard-wiring the microphone to the LED,32 thus in
theory, law enforcement and intelligence agencies should not
be able to remotely trigger the microphone without visual
indication of the spying. The mute button appears to be a
software-level control on the device.

Figure 2 – Sonos plays a sound and the small LED at the top illuminates
when communicating with the Amazon Alexa cloud system.

4.1.3. Google Home
Like the Alexa, the packaging of the Google Home does not
mention privacy or wiretapping issues. Nor does the included
documentation. The internal documentation points to online
resources, including a Q&A on “Data security & privacy on
Google Home” and a statement on “Guests & Google
Home.” The Guests statement advises users to warn second-
ary users that the device can store their information, and
warns users that secondary users might be able to extract
information about the user.

Figure 3 – Google Home lights up playfully when one triggers the wake
word.

32 Sonos Inc., ‘The Making of Sonos One, the Smarter Speaker’ (6 Febru-
ary 2018) Sonos blog <https://blog.sonos.com/en-gb/making-sonos-one/
> accessed 23 July 2018.
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The Google Home is upfront about its information collec-
tion – one must connect it to a Google account and permit
access to one’s web search history, to device information
(including contact lists), and of course to capturing audio.
If one does not consent, the device functions only as a
speaker.

Figure 4 – Google requires an extremely broad set of information access
and use. Otherwise the Google Home assistant will not activate.

The mute button on the Google home is software-based, and
unlike Sonos, there is no indication that Google hardwired
the LED array to the microphone to prevent listening without
visual indication.

4.1.4. Apple HomePod
The Apple HomePod is sometime criticized as the least useful
of voice assistants. Unlike the Alexa which allows the devel-
opment of “skills” to allow the device to command third-
party services, the Apple voice assistant primarily links the
user to Siri and Apple Music.

On the privacy front, the Apple device shines. Apple uses a
rotating, random identifier to enumerate the device, which
can prevent a persistent profile from being generated by
user queries. Apple, unlike Google, explicitly states that
HomePod usage data will not be integrated into other
Apple services. Also, the HomePod allows the user to turn

off both location services and a “listening history” func-
tion, so that usage of the device does not contribute to
recommendations. Finally, turning off Siri deletes recent
user data and voice files.

Visually, the HomePod gives notice of its listening similarly
to the Google Home. A small image appears when the wake
word is detected.

Figure 5 – The Apple HomePod glows when the wake word is detected.

4.2. VPPA Consents and Smart Televisions

While the Wiretap App places a lot of weight on consent,
it does little to protect the individual once consent is given.
Recall that the Videotape Privacy Protection Act has more
procedural projections, including the requirement that con-
sent only lasts for 2 years. As part of this project, I
examined the consent experiences of three major manufac-
turers of smart televisions to determine how these compa-
nies were implementing the privacy requirements of the
VPPA.

4.2.1. LG Smart TV
LG Electronics presents smart TV purchasers with an on-
screen, 2,400-word privacy policy at setup. By default, the
checkbox to accept the privacy policy is checked, and
there are two options: agree and “later.” Counterintui-
tively, consumers do not have to agree to the privacy
policy, yet someone setting up their new television quickly
is unlikely to notice that. Thus, as implemented by LG,
this consent experience appears to actually be an opt-out,
and not be in compliance with the VPPA or the FTC’s
case against Vizio, in which the agency demanded that
Vizio provided a prominent, “difficult to miss,” and “ea-
sily understandable” disclosure and obtained affirmative,
express consent.
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Figure 6 – LG uses the term “later“ for those who do not agree to the
policy

LG provides some smart TV features without agreeing to the
privacy policy, but full functionality of the device requires
acceptance of the policy. The on-screen disclosures do not
discuss what is enabled or disabled based on consent.

4.2.2. Sony Smart TV
The Sony Smart TV I tested had two interesting consent
experiences. First, with regard to content monitoring by Sony
itself, the user had to opt-in by affirmatively moving a check-
box to “agree.” Later in the setup, however, content recom-
mendations and other smart functions were conditioned on
accepting a privacy policy from a third party, Samba TV. The
3,000 word privacy policy explicitly warns that the device is
going to track viewers in the same ways people are tracked
online, and through device identifiers for cross-device target-
ing.

Figure 7 – Sony’s smart TV had a true opt-in for uploading of viewing
behavior, but advanced menu options would not function without user

consent to such sharing.

4.2.3. Samsung Smart TV
Samsung designed for consent by making it look as though
one had to agree to tracking for the TV to function. In the
center of the screen, Samsung shows an “agree to all” dialo-
gue, with tiny wording in lighter font color stating that “If
you do not wish to enable any of the Additional Services at
this time, please click the ‘OK’ to proceed with set-up.” Thus
a careful reader would understand this to be an opt-in, affir-
mative consent. However, the FTC views disclosures from
the perspective of a reasonable consumer in the circum-
stances. The FTC could conclude that this dialogue is materi-
ally misleading, but it is a more difficult case to prove than
the LG’s television approach.

Figure 8 – Samsung’s dialogue requires a closer read – the privacy
maximizing choice requires ignoring “agree to all“ and simply clicking

ok.

4.3. The Limits of Consent
In the U. S. system, consent still dominates as the main
privacy protection as consumers adopt useful, but poten-
tially Orwellian assistants and monitoring devices. In the
voice assistant context, U. S. privacy law focuses on the
initial transaction with the consumer. At purchase, the con-
sumer presumably understands that a voice assistant “lis-
tens” all the time, and in fact wants that listening in order
to get useful information and services. But this leaves one
wanting as time goes on, as daily behavior aggregates into a
detailed profile that might not age well with time. Among
the prominent voice assistants, only Apple offers any real
privacy choices and guarantees against long-term profiling,
yet Apple’s privacy stance may be limiting the utility of its
Siri platform. The Alexa and Google platforms require both
identification and unification of information among services.
Particularly with regard to Google, horizontal integration of
information from different services could create fantastically
useful features, but it certainly creates a complete picture of
the consumer.

The limits of up front consent presumably make the ap-
proach required in smart televisions more attractive from a
consumer protection perspective. The Smart Televisions sur-
veyed here sometimes presented choices in a misleading way,
and conditioned consent on information collection, but over
the long term, the underlying privacy protections established
in the VPPA will reduce the risk of long-term profiles haunt-
ing the TV user.

5. Conclusion

Consent remains at the center for consumer protection in
particularly privacy-sensitive situations, such as in-home
voice activated assistants and “smart” televisions that collect
data about what is watched, and about the other devices in
proximity to the TV.

The leading makers of voice assistants do not prominently
feature privacy warnings. Only Google warned users about
guests who might have their voice stored on the company’s
service, or who might exfiltrate data about the user. The
regulatory regime triggered by voice assistants is also un-
der-protective. The regime focuses on whether informed
consent was obtained, but offers little protection post-con-
sent.

Turning to smart televisions, the three manufacturers re-
viewed here sometimes design consent in confusing or take-
it-or-leave-it ways. Choosing the privacy-preserving option in
LG’s smart TV meant having to read a portion of a privacy
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policy and to counterintuitively uncheck a box that most
users would think was required to accept. Sony’s smart TV
had a real opt-in consent for first-party monitoring, but con-
ditioned many features on a take-it-or-leave-it, aggressive
privacy policy from a third party, one with a business model
based on linking together consumers’ wireless phones to the
TV for advertising tracking. Finally, Samsung’s smart TV is a
true opt-in, yet it is designed such that users might simply
click “agree to all” and in the process agree to monitoring.
The privacy-preserving option required eagle eyes to see the
“skip” option in the upper right corner, or to resist the urge
to just click impulsively “agree to all,” as we have been
trained to do.

This overview points to how consent is an element of
consumer protection in the use of information-intensive

devices, but suggests that we place too much pressure on
consent. The up-front consents in voice assistants, e. g.,
last forever, do not require eventual deletion of data, and
may be broader than necessary for service provision. The
more comprehensive approach offered by the General Data
Protection Regulation (and to some extent, the VPPA)
offers consumers post-transaction protections against pro-
filing.

This paper is part of an ongoing research project looking into
the privacy and security aspects of voice assistants. Future
research will focus on the data gathering and enumeration
properties of these technologies. Simply put, the next step is
to compare the representations made about how these de-
vices work with how they actually collect, transfer and aggre-
gate user information. &
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