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Abstract

We consider the problem of privacy enforcement for
dynamic systems using the technique of
obfuscation. Our approach captures the trade-off
between privacy and utility, in a formal reactive
framework. Specifically, we model a dynamic
system as an automaton or labeled transition
system with predefined secret behaviors. The
system generates event strings for some useful
computation (utility). At the same time, it must
hide its secret behaviors from any outside observer
of its behavior (privacy). We formally capture both
privacy and utility specifications within the model
of the system. We propose as obfuscation
mechanism for privacy enforcement the use of edit
functions that suitably alter the output behavior of

the system by inserting, deleting, or replacing
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events in its output strings. The edit function must
hide secret behaviors by making them
observationally equivalent to non-secret behaviors,
while at the same time satisfying the utility
requirement on the output strings. We develop
algorithmic procedures that synthesize a correct-by-
construction edit function satisfying both privacy
and utility specifications. The synthesis procedure
is based on the solution of a game where the edit
function must react to the system moves by suitable
output editing. After presenting an explicit
algorithm for solving for the winning strategies of
the game, we present two complementary symbolic
implementations to address scalability of our
methodology. The first symbolic implementation
uses a direct encoding of the explicit algorithm
using binary decision diagrams (BDDs). The second
symbolic implementation reframes the synthesis of
edit functions as a supervisory control problem and
then applies a recently-developed tool for solving
supervisory control problems using BDDs.
Experimental results comparing the two symbolic

implementations are provided.
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Notes

1. This could be defined equivalently in terms of
controllable events (as is more common in the

supervisory control literature) by modifying the

set of events and the set of transitions.

Specifically, for each event e that can occur in
multiple different states {x1, 2, . . .}, replace e

with a set of events {e,, , €,,,. ..} such that e,
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only occurs when the system is in state 1, etc.,
and define the controllable events such that e,,
is a controllable event if and only if (z1,€) isa

controllable (state, event) pair, etc.

. EdiSyn is available at

https://gitlab.eecs.umich.edu/M-DES-
tools/EdiSyn/.

. SynthSMV is available at https://bitbucket.org

/blakecraw/synthsmv/.

. ddis available at https://github.com

/johnyt/dd.
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