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A key vulnerability of the Border Gateway Protocol (BGP) is its lack of origin validation,

which allows attackers to falsely advertise IP address space they do not legitimately control,

exposing victims to significant risks including service disruption, data theft, and financial loss.

To mitigate such threats, the Internet community has developed origin validation mechanisms

that operate in parallel with BGP to serve as an external source of trust. These systems rely

on authoritative databases where networks voluntarily register their route origins and use the

published information to verify BGP messages they receive. However, the effectiveness of these

systems remains uncertain, as evolving usage and operational constraints may undermine the
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protection they could provide for the routing system. Evaluating such effectiveness is challenging,

especially without access to how authoritative databases are operated or incorporated into routing

operations by networks. Nonetheless, the public nature of these databases and the external

observability of BGP behavior provide a useful basis for assessing the deployment and limitations

of these mechanisms.

This dissertation demonstrates that it is possible to evaluate the effectiveness of BGP

origin validation mechanisms using public measurement data. I present four studies that use

such data to examine key aspects of BGP origin validation mechanisms. First, I assess the

integrity of authoritative databases by identifying outdated and attacker-falsified records. Second,

I analyze how adversaries have exploited the emerging IP address leasing market in ways

that undermine the effectiveness of origin validation. Third, I evaluate the adoption of origin

validation mechanisms among networks participating in the MANRS initiative. Finally, I

simulate partial deployment strategies to identify high-priority networks for targeted BGP origin

validation deployment. These analyses reveal weaknesses in how trust is established, delegated,

and adopted in the systems network operators use to validate BGP announcements. My findings

offer the networking community actionable insights to improve the reliability and deployment of

these origin validation mechanisms, and provide stakeholders with guidance to prioritize the most

impactful networks for advancing routing security. Together, these studies present a repeatable

methodology for continuously evaluating the effectiveness of origin validation mechanisms and

monitoring their evolution over time.
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Introduction

The Internet connects billions of users worldwide through a global routing system

operated by a diverse set of organizations. These organizations, including Internet service

providers (ISPs), cloud providers, educational institutions, and other companies, independently

manage their own networks, known as Autonomous Systems (ASes). ASes exchange reachability

information using the Border Gateway Protocol (BGP), which serves as the backbone of the

interdomain routing system. However, BGP lacks a built-in mechanism to verify the authenticity

of propagated routing information [124]. BGP assumes by default that the routing information

received from neighboring routers is correct and, in turn, propagates that information to the

receiving networks’ neighbors.

This lack of validation gives attackers the opportunity to conduct BGP hijacking: an AS

can falsely announce that it hosts a block of IP addresses (a prefix) that it does not have the

authority to use (a.k.a. origin hijack), or claim to be on the path to a prefix, even though it has

no legitimate route to that prefix (a.k.a. path hijack). As a result, attackers can impersonate

other networks and intercept sensitive traffic, leaving the global routing system exposed to both

accidental and intentional compromises. Over the past decade, malicious BGP hijacks have

disrupted major Internet services [125], facilitated spam campaigns [148, 186], and resulted in

substantial financial losses [112, 118, 161]. Meanwhile, accidental misconfigurations continue

to cause widespread outages and instability [113, 170].

In response to this long-standing threat, several IETF-standardized protocols and research

efforts have proposed solutions to prevent both origin and path hijacks [86, 87, 100, 143, 189].

While these approaches offer strong security guarantees, they introduce significant computational
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and administrative overhead, as each router must perform additional cryptographic operations

for every hop in the path. This complexity has hindered their real-world deployment [33].

Given the challenges of securing the entire path in BGP announcements, the Internet

community shifted its focus to a narrower but more tractable goal: verifying whether the origin

AS — the network that originates a prefix — is authorized to do so. Rather than modifying BGP

itself, this form of validation relies on external systems to check whether an AS has legitimate

control over the IP space it claims to originate, reducing the computational burden on routers.

These systems follow a common pattern: first, an authoritative database must exist to record the

legitimate origin AS for each IP prefix; second, networks must validate BGP announcements by

checking them against this database and rejecting messages that do not match.

Over the years, the Internet community has utilized two primary frameworks to support

this model. In the early 1990s, operators introduced the Internet Routing Registry (IRR) to

facilitate the sharing of routing policy information [4]. Although the IRR was not originally

designed for security purposes, operators used it as a source of information for origin validation.

In contrast, the Resource Public Key Infrastructure (RPKI), developed in 2012, was explicitly

designed to cryptographically authenticate the origin AS of BGP announcements against trusted

sources [99]. In this dissertation, we refer to both systems as BGP origin validation mechanisms.

However, a critical question remains: how effective are these trust-based BGP origin

validation mechanisms? Several factors can undermine their effectiveness. First, the reliability

of the underlying databases is not guaranteed. For example, if authoritative databases contain

inaccurate or outdated information, networks cannot use them to accurately filter incorrect

BGP announcements. Worse, if attackers are able to inject malicious data into these databases,

they can compromise both the data integrity and the security mechanisms that depend on them,

facilitating successful BGP hijacks. Even when they cannot directly tamper with authoritative

databases, attackers may exploit emerging business ecosystems, such as the IP address leasing

market, to obtain legitimate authorizations and undermine the effectiveness of origin validation.

Moreover, the adoption of these mechanisms is still evolving. If not enough networks actively
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deploy these mechanisms, large portions of the routing system will still be vulnerable to BGP

hijacking.

Evaluating the reliability and deployment of these mechanisms is challenging, especially

without insider knowledge of how IRR and RPKI are operated by different database providers or

incorporated into routing operations by individual networks. Likewise, the opaque nature of the

IP address leasing market makes it difficult for independent researchers, who are not involved in

the brokerage or transaction processes, to observe how malicious actors might exploit it. Despite

these challenges, because trust-based BGP origin validation mechanisms are designed to share

information publicly (e.g. IRR and RPKI records) and because routing behavior can be observed

through BGP routing tables, public data sources offer a valuable opportunity to evaluate the

real-world effectiveness and limitations of these mechanisms.

In this dissertation, I demonstrate that it is possible to use public measurement data to

evaluate the effectiveness of trust-based BGP origin validation mechanisms. I empirically assess

how trust is established, adopted, and delegated in these systems. Specifically, I use public IRR,

RPKI, and BGP data in combination to: (1) identify inaccuracies and attacker manipulation in

authoritative databases; (2) investigate how attackers can maliciously acquire origin authorization

by exploiting the IP address leasing market. (3) assess the real-world deployment of BGP origin

validation mechanisms; and (4) analyze partial deployment strategies to determine those that

offer the greatest marginal benefit to the routing system.

I first evaluate the reliability of the IRR as a source of trusted routing information by

assessing the accuracy of its published records. While network operators have used both IRR and

RPKI as authoritative databases to obtain validated routing information, the IRR is significantly

older and lacks consistent maintenance and validation standards, making it more prone to

inaccuracies. In contrast, RPKI is a newer system that relies on cryptographic attestation of

routing authorizations. By comparing records in the largest IRR database against corresponding

entries in RPKI, I find that 62% of overlapping records were in conflict as of October 2021,

highlighting the widespread presence of likely outdated or inaccurate information in the IRR.

3



Beyond general inaccuracies, I also identify thousands of suspicious IRR entries, many of which

were created by networks previously involved in BGP hijacking, providing strong evidence of

attacker-falsified records, which could diminish the effectiveness of IRR.

In contrast to the IRR, RPKI ensures that only legitimate parties can authorize ASes to

originate their prefixes using cryptographic attestations. However, if these parties are unaware

of who they are granting access to, they may unintentionally authorize malicious actors to use

the address space for illicit purposes. To understand how this authorization process may be

abused in the real world, I examine how attackers exploit RPKI’s delegated trust model by

leveraging emerging business practices, such as the IP address leasing ecosystem, to maliciously

obtain authorization. I quantified the prevalence of IP address leasing and found that 4.1% of all

advertised IPv4 prefixes were leased in April 2024. Notably, I found that leased prefixes were

eight times more likely to have a valid ROA authorizing an AS known for abusive or malicious

activity, indicating that attackers can undermine the effectiveness of RPKI by exploiting the IP

leasing market.

Despite the above limitations, IRR and RPKI remain the primary systems that operators

use for BGP origin validation. However, these systems cannot be effective unless networks

actively deploy them. To promote broader adoption, the Mutually Agreed Norms for Routing

Security (MANRS) initiative was launched, with participating networks committing to a set of

recommended origin validation practices. To understand how well these commitments translate

into practice, I assess the adoption of trust-based BGP security mechanisms by analyzing

their deployment among networks participating in the Mutually Agreed Norms for Routing

Security (MANRS) initiative. As part of their commitment, MANRS participants are expected to

incorporate IRR or RPKI into their routing operations. However, MANRS does not enforce strict

compliance with routing security requirements, allowing potential non-compliant participants to

weaken its overall effectiveness. I find that, as of May 2022, over 17% of MANRS participants

had not properly adopted routing security mechanisms, exposing a lack of accountability even

among those formally committed organizations.
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Despite MANRS’s efforts to promote BGP origin validation practices, deployment

remains limited. This lack of progress has drawn attention from government agencies seeking to

strengthen routing infrastructure security through targeted regulations. To help policymakers and

stakeholders make empirically informed decisions about improving routing security, I analyze

future deployment strategies for RPKI using empirical data. I develop a routing topology

analysis technique that builds on inferred AS relationships from public data to simulate and

evaluate partial RPKI deployment strategies. Based on public routing data collected as of April

2025, I find that the set of significant services providers currently targeted by the U.S. Federal

Communications Commission (FCC) for routing security adoption provides only limited benefit

to U.S networks and the global Internet. My analysis also shows that RPKI deployment is

still in its early stages, where targeting large and well-connected networks brings substantial

and initially increasing marginal benefits, though these gains begin to level off as deployment

expands further.

The remainder of this dissertation is organized as follows. Chapter 1 provides background

on how BGP operates, the vulnerabilities that make it susceptible to hijacking, and the trust-based

defenses developed to mitigate these threats. Chapter 2 presents my analysis of inconsistencies

between IRR and RPKI records and identifies suspicious IRR entries likely falsified by attackers.

Chapter 3 investigates the IP address leasing ecosystem and its implications for routing security,

particularly how attackers could abuse it to acquire delegated trust. Chapter 4 introduces a

measurement framework to evaluate the routing behavior of MANRS participants, characterizing

the networks involved and assessing their adherence to routing security commitments. Chap-

ter 5 describes my simulation-based evaluation of future RPKI deployment strategies and their

effectiveness in reducing the propagation of incorrect or malicious routing information. Finally,

Chapter 6 summarizes the dissertation, highlights key takeaways and actionable insights for

network operators and other stakeholders, and outlines directions for future research.
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Chapter 1

BGP Origin Validation Background and
Relevant Public Datasets

This chapter provides background on BGP origin validation mechanisms and introduces

the public data sources that support the analyses in this dissertation. I first review how BGP

functions and how it is susceptible to hijacking. I then describe the Internet Routing Registry

(IRR) and the Resource Public Key Infrastructure (RPKI), which we collectively refer to as

BGP origin validation mechanisms throughout this dissertation. I also introduce the Mutually

Agreed Norms on Routing Security (MANRS) initiative and explain its role in promoting origin

validation. Finally, I present the best publicly available data sources I use to evaluate the

effectiveness of BGP origin validation mechanisms.

1.1 Border Gateway Protocol

The Border Gateway Protocol (BGP)[149] is the de facto interdomain routing protocol

that enables networks across the Internet, known as Autonomous Systems (ASes), to exchange

reachability information. Each AS is an independent network under the control of an administra-

tive entity, such as an Internet Service Provider (ISP), cloud provider, enterprise, or university.

BGP allows each AS to advertise a set of destination IP addresses in the form of IP prefixes,

enabling other networks to route traffic toward those addresses. This exchange of reachability

information forms the foundation of the global Internet routing system.
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Table 1.1. Glossary of Terms Related to BGP Origin Validation

Term Definition

IP address holder An organization or entity that has been allocated or assigned a
block of IP addresses by a Regional Internet Registry (RIR).

IP prefix A block of contiguous IP addresses, typically represented in CIDR
notation (e.g., 192.0.2.0/24).

Autonomous System
(AS)

A collection of networks and routers under the control of a single
organization that presents a unified routing policy to the Internet.

Regional Internet Reg-
istry (RIR)

One of five organizations (e.g., ARIN, RIPE NCC, APNIC, LAC-
NIC, AFRINIC) responsible for managing IP address and AS
number allocations within specific geographic regions.

Border Gateway Pro-
tocol (BGP)

The de facto interdomain routing protocol used to exchange routing
information between Autonomous Systems (ASes) on the Internet.

Origin AS The Autonomous System (AS) that is listed as the origin in a BGP
route announcement, indicating where the route originated.

BGP announcement /
route / advertisement

A BGP message that advertises reachability to an IP prefix, includ-
ing the origin AS and AS path.

BGP origin hijacking A malicious or accidental event in which a network falsely an-
nounces IP prefixes it does not legitimately control, causing traffic
misdirection or disruption.

BGP origin validation The process of verifying that the origin AS in a BGP announcement
is authorized to advertise the associated IP prefix.

Internet Routing Reg-
istry (IRR)

A distributed database system where networks publish their routing
policies and prefix-origin information, often used to generate BGP
filtering rules.

Resource Public Key
Infrastructure (RPKI)

A cryptographic framework that allows IP address holders to au-
thorize specific ASes to originate their prefixes in BGP.

Route Origin Autho-
rization (ROA)

A digitally signed object in RPKI that authorizes a specific AS to
originate a particular IP prefix (or set of prefixes) in BGP.

Validated ROA Pay-
load (VRP)

A data structure derived from validated ROAs. It contains the
IP prefixes, authorized origin ASes, and maximum prefix lengths
used for Route Origin Validation (ROV).

Route Origin Valida-
tion (ROV)

The process by which BGP routers use VRPs to validate incoming
BGP announcements and assign them a status: Valid, Invalid, or
Not Found.

Relying Party (RP) Software that retrieves and cryptographically validates RPKI data
(including ROAs) and compiles the resulting VRPs for use in ROV.
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BGP operates as a path-vector protocol, meaning that each route advertisement includes

the IP prefix being announced and the sequence of ASes (the AS path) through which the

announcement has propagated. This path information serves two functions: (1) it prevents

routing loops by allowing ASes to reject routes that already contain their own AS number, and

(2) it enables ASes to make route selection decisions based on local routing policy, such as

preferring routes with the shortest path or avoiding certain transit providers. While shortest

AS path is a common route preference policy, other attributes, such as local preference, may

influence the decision. After selecting the best path, the AS exports it to a subset of its neighbors

according to its export policy.

When forwarding traffic, routers apply the longest-prefix match rule: if multiple prefixes

cover a destination IP address, the route advertisement with the most specific prefix (i.e., the

longest prefix length) is selected. This rule ensures traffic is directed to the most precise

destination, which is essential because the more specific prefix may belong to a different AS than

its covering prefix.

Because multiple ASes can independently announce the same prefix, the same prefix

may appear with multiple origin ASes in the global routing table. This phenomenon is known

as a multi-origin AS (MOAS) conflict. MOAS events can occur for legitimate reasons, such as

when a large organization operates multiple ASes and announces the same prefix from different

geographic locations (e.g., for redundancy or traffic engineering). However, MOAS can also

result from misconfigurations or malicious activity, such as origin hijacking.

For example, suppose we are an AS that peers with Google and we receive the BGP route

from Google shown below. UCSD (AS7377, the origin AS) advertises the prefix 137.110.0.0/16

to its neighbor CENIC (AS2152), which then propagates the route to Lumen (AS3356), and

then to Google (AS15169), and eventually to our AS. As a result, we learn that to reach any IP

address within 137.110.0.0/16, we should forward traffic to AS15169.

137.110.0.0/16: AS15169, AS3356, AS2152, AS7377
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BGP lacks built-in mechanisms to verify the correctness of BGP advertisements re-

ceived from neighbors. As a result, attackers can forge or tamper with various parts of a BGP

advertisement, such as the IP prefix or any parts of the AS path, without detection.

1.2 BGP Hijacking

Over the past decade, malicious BGP hijacks have disrupted major Internet services [125,

185], enabled large-scale spam campaigns [148, 186], and caused substantial financial losses [35,

112, 118, 161]. At the same time, accidental misconfigurations continue to trigger widespread

outages and routing instability [113, 170].

BGP hijacking occurs when an attacker modifies any parts of a BGP announcement to

redirect Internet traffic without authorization. Sermpezis et al.[165] classified BGP hijacks to the

following types based on the attribute modified by the attacker.

• Classification by modified IP prefix:

(1) Exact prefix hijack: The attacker AS originates a routing entry for the prefix that

is exactly the same as what the legitimate AS announced. Such an announcement

will cause a multi-origin conflict (MOAS) for the originated prefix, meaning that

the aforementioned prefix will have more than one origin AS. This type of hijack

typically affects victim networks topologically close to the attacker because they are

more likely to receive and prefer the attacker’s announcement due to its shorter AS

path.

(2) Sub-prefix hijack: The attacker AS originates a prefix that is more specific than

that originated by the legitimate prefix holder. An example of this hijack is the 2008

YouTube hijack event, YouTube originally announced its prefix 208.65.152.0/22.

When Pakistan Telecom hijacked YouTube, it announced a path for YouTube’s more-

specific prefix 208.65.153.0/24 [125]. Since BGP routing follows the longest-prefix
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matching rule, more-specific prefixes will always be preferred and passed along to

adjacent ASes. Therefore sub-prefix hijacking can affect the entire Internet, and all

traffic toward the hijacked prefix will be routed to the hijacker, and thus sub-prefix

hijacking is more powerful than exact prefix hijacking [165].

• Classification by modified AS Path:

(1) Origin hijack: The attacker originates a prefix it is not authorized to announce (a.k.a.

hijacks the prefix). The origin AS in this BGP announcement is the attacker’s AS.

(2) Path hijack: An attacker may manipulate the AS path while keeping the legitimate

route origin unchanged [73]. The attacker AS can place itself on any hop along the

AS path, acting as a man-in-the-middle. Unlike an origin hijack, a path hijack can

be more stealthy, as the attacker can continue forwarding traffic to the legitimate

destination, allowing interception or surveillance without the victim noticing any

immediate connectivity issues.

Overall, attackers can exploit BGP hijacking to achieve several malicious goals, in-

cluding disrupting Internet services, eavesdropping on sensitive communications, or stealing

cryptocurrency.

(1) Denial of Service (DoS): Attackers can render a prefix unreachable to large portions of

the Internet, also known as blackholing [135]. This is typically done by falsely originating

the victim’s prefix (origin hijack) and dropping all traffic sent to it.

(2) Impersonation: By announcing a prefix they do not own (origin hijack), attackers can

assume the identity of the legitimate owner to conduct illicit activities. For example, they

may launch phishing attacks by intercepting traffic intended for the victim and serving

a spoofed version of their website [77]. BGP hijacks are also commonly used in spam

campaigns. Spammers operating from a small set of IP addresses risk being detected
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and blocklisted – networks that receive spam from those addresses may report them to

public blocklists, causing other networks to reject future email originating from the same

address space. To evade such blocklisting, spammers need a large supply of fresh, unused

IP addresses. One tactic is to briefly hijack unannounced prefixes, send spam during the

short window before detection, and then withdraw the hijacked routes to avoid long-term

consequences [148].

(3) Interception: In a path hijack, adversaries can redirect traffic to themselves and then

forward it to the legitimate destination, performing a man-in-the-middle attack. This

enables packet inspection and potential theft of sensitive information, often without

detection [14]. Interception attacks have targeted blockchain infrastructure. For instance,

attackers have hijacked Bitcoin-related prefixes to delay block propagation, wasting mining

effort and enabling double-spending attacks by disrupting network consensus [118].

1.3 Defenses against BGP hijacking

In response to the long-standing threat of BGP hijacking, several IETF-standardized

protocols and research efforts have proposed solutions to prevent both origin and path hijacks [86,

87, 100, 143, 189]. These proposals extend BGP with cryptographic mechanisms to validate

the entire AS path, aiming to ensure the authenticity and integrity of routing announcements.

However, such validation requires an additional cryptographic operation at each hop in the path,

introducing significant computational and administrative overhead. This level of complexity has

hindered the widespread adoption of these proposed protocols over the past decade [33]. As

securing the entire AS path by modifying BGP saw little progress, network operators shifted

their focus to securing only the origin AS using verification mechanisms external to BGP. This

led to the promotion of the Internet Routing Registry (IRR), a non-cryptographic system not

originally designed for origin validation but widely adopted by network operators for that

purpose, and the Resource Public Key Infrastructure (RPKI), which was specifically developed
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to cryptographically attest to the validity of the origin AS for a given BGP prefix. In this

dissertation, we refer to both IRR and RPKI as BGP origin validation mechanisms.

1.4 Internet Routing Registry

The IRR, first introduced in 1995 as a routing policy storage system [17], was designed

to facilitate sharing of routing policies across networks. Operators use information in the IRR

for several purposes, such as building inbound BGP filters and validating BGP origins. Transit

providers [11, 110], cloud providers [65, 167] and Internet Exchange Points (IXPs)[8, 39] often

require peers and customers to register their IP prefixes and AS numbers in IRR databases. These

IRR records are used to construct prefix filters that determine which routes are accepted from

each neighbor. By relying on IRR data, operators can automate the generation of prefix lists for

different customers, help debug configuration errors, and filter out unauthorized or misconfigured

BGP announcements [172].

Some networks allow their customers and peers to register in any IRR database, while

others support only a subset like the ones they retrieve information from [110, 138].

The IRR comprises a distributed collection of independently operated databases. As

of July 2025, there were 18 databases still in operation [120]. Two of the largest and oldest

IRR databases are RADB [119], operated by Merit Network, and the RIPE IRR [152], operated

by the RIPE NCC. Over the past few decades, newer IRR databases have emerged, operated

by commercial companies, Regional Internet Registries (RIRs), and Local Internet Registries

(LIRs). Despite differences in ownership and policies, the core purpose of all IRR databases

has remained the same: publishing routing information that can be used by other networks

to construct BGP route filters. Each IRR database is managed independently under different

policies and registration processes. These databases generally fall into two categories:

• Authoritative IRR databases: The five Regional Internet Registries (RIRs) – RIPE,

ARIN, APNIC, LACNIC, and AFRINIC – operate authoritative IRR databases. The RIRs
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validate registered routing information against their own address ownership records to

ensure correctness [154]. Each RIR’s authoritative IRR database includes only address

space that the RIR manages within its designated service region.

• Non-authoritative IRR databases: Managed by commercial networks (e.g. Lumen,

NTT), non-profits (e.g. Merit), or other entities, these databases typically have less

stringent validation compared to authoritative IRR databases or in some cases, no validation

at all [85]. Some RIRs also offer non-authoritative versions of their IRR databases, either

to provide coverage for address space not officially managed by the RIR [153] or to

accommodate registrants who have not signed a formal service agreement [190].

1.4.1 IRR database objects

Networks can use the Routing Policy Specification Language (RPSL) [4] to register

and retrieve routing policy information from IRR databases. RPSL formats objects as lists

of attribute-value pairs. The route and route6 objects are particular significance to BGP

origin validation. The example route object below shows that AS7377 intends to announce

137.110.0.0/16, and that UCSD is the maintainer of this object.

route: 137.110.0.0/16

origin: AS7377

mnt-by: UCSD

1.4.2 Reliability issues in the IRR

Despite being the most widely deployed system used by network operators for BGP

origin validation, IRR have several weaknesses. First, the IRR depends on voluntary (although

sometimes contractually required) contribution of routing information by network operators.

Unfortunately, some Internet Service Providers (ISPs) are reluctant to share their routing policies

to avoid leaking sensitive business information [50], and thus avoid using the IRR at all. Second,
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information in some the IRR databases is not strictly — and sometimes not at all — validated

by the operator of the IRR database to check whether the registrant is authorized to use the

specified prefix. As such, the accuracy of IRR information is not guaranteed [88]. Third, there is

a lack of coordination among different IRR databases. If a network registers routing information

in multiple databases but only updates one of them, inconsistencies can arise across the IRR

system [95]. As a result, operators who query multiple databases may retrieve conflicting entries

and be unable to determine which one most accurately reflects the registrant’s current routing

intent. We study these IRR weaknesses in detail in Chapter 2.

We are not aware of any effort to resolve inconsistencies across IRR databases, nor a

standardized procedure to validate whether a registered AS in the IRR has the authorization

to announce its registered prefixes. While attempts to create variations of the IRR by adding

validation mechanisms have been proposed, none have ever gained traction [62, 91]. After years

of debate, a significant set of stakeholders including many ISPs agreed on an alternative to

improving routing security known as the Resource Public Key Infrastructure (RPKI).

1.5 Resource Public Key Infrastructure

The Resource Public Key Infrastructure (RPKI) [99] was introduced in 2012 to allow

networks to cryptographically validate the origin AS in BGP advertisements. Unlike certain IRR

databases, which allow users to register routing information with limited checks on whether they

are actually authorized to use the specified IP addresses, RPKI provides stronger guarantees. It

binds IP addresses and AS numbers to public keys through cryptographic certificates issued by

the RIRs only to legitimate address space holders. Each of the five RIRs operates as the root of

trust, a.k.a. trust anchor, for its corresponding service region. The IP address space managed by

each RIR is mutually disjoint, ensuring there is no duplication and thus no conflicting information

across registries. RPKI requires two complementary actions from different parties to be effective:

ROA registration: IP address holders need to obtain certificates from their RIRs or ISPs
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to cryptographically sign Route Origin Authorization (ROA) objects, which authorize specific

ASes to originate their IP prefixes in BGP. There are currently two RPKI certificate hosting

models: hosted RPKI and delegated RPKI. In hosted RPKI, The RIRs host Certificate Authority

(CA) certificates and sign Route Origin Authorizations (ROAs) for the IP address space and AS

numbers of their registered members. In delegated RPKI, RIR members such as ISPs can host

their own CA certificates to sign ROAs for their own or their customers’ address space.

Once ROAs are registered by network operators, other networks can use this information

to perform BGP origin validation and filter out route announcements that do not match the

authorized origin AS, a process called Route Origin Validation (ROV) [122].

Route Origin Validation: An ROV-deploying network uses Relying Party (RP) software

to download ROAs and relevant certificates from the RPKI repositories, check the validity of

the certificate chain, and generate a list of validated ROA payloads (VRPs). The most important

fields of a VRP are IP prefix, ASN, and max length. Inside a VRP, IP Prefix specifies the

IPv4 or IPv6 address space held by the network. ASN specifies the AS number used to announce

the IP Prefix in BGP. Max Length specifies the length of the most specific subprefix of the

IP Prefix authorized in BGP by the IP address holder. The example VRP below shows that

AS7377 is authorized to announce in BGP 137.110.0.0/16 and any subprefix whose length

does not exceed 20.

(IP Prefix, ASN, Max Length)

(137.110.0.0/16, AS7377, 20)

The VRPs are then communicated to the BGP router via the RPKI-to-router (RTR)

protocol [21], who can then validate BGP announcements against covering VRPs, i.e., those

whose IP prefix contains the prefix in the BGP announcement. The resulting RPKI status of a

BGP announcement is one of the following:

• Not found: The BGP prefix has no covering VRP.
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1 3

4

Prefix, ASN, Max Length
1.1.0.0/16, AS1, 24

2

66

1.1.0.0/16

1.1.0.0/24

1.1.0.0/16 AS1
1.1.0.0/24 AS2, AS66

(a) AS4 is protected from the hi-
jack if 1.1.0.0/16 is covered by a
ROA and AS3 enforces ROV.

1 3

4

NO ROA for 1.1.0.0/16

2

66

1.1.0.0/24

1.1.0.0/16 AS1
1.1.0.0/24 AS2, AS66

(b) AS4 is vulnerable if no ROA
exists for the hijacked prefix, even
if AS3 performs ROV.

1 3

4

Prefix, ASN, Max Length
1.1.0.0/16, AS1, 24

2

66

1.1.0.0/16

1.1.0.0/24

1.1.0.0/16 AS1
1.1.0.0/24 AS2, AS66

(c) AS4 is also vulnerable if AS3
does not perform ROV, even if a
valid ROA exists for the prefix.

Figure 1.1. Sub-prefix hijack scenario where AS66 attempts to hijack 1.1.0.0/24 from legitimate
origin AS1. To prevent propagation, AS3 must perform Route Origin Validation (ROV) and
there must be a ROA authorizing only AS1 to originate 1.1.0.0/16.

• Invalid ASN: No ASN in any covering VRP matches the BGP origin AS.

• Invalid prefix length: The BGP origin AS is valid but the announced prefix is more specific

than allowed by the covering VRP’s max length. (Sometimes combined with invalid

ASN.)

• Valid: the BGP prefix and origin AS agree with those in a covering VRP.

BGP routers should reject announcements that invalid (either invalid ASN or invalid

prefix length) or adjust their preference to the route accordingly [122, 134]. In this process, the

cryptographic validation of RPKI certificates is performed by the RP software independent from

the router. As a result, this process does not impose significant computational overhead on the

router itself, making it feasible for many routers to support BGP origin validation [31].

1.5.1 RPKI weaknesses

Since only address space holders can create Route Origin Authorizations (ROAs) or

delegate ROA-signing authority to others, RPKI ensures that registered records more accurately

reflect legitimate control, resulting in better data quality than the IRR. However, attackers may
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still obtain authorization if address space holders are unaware of whom they are delegating to.

We examine this potential abuse scenario in Chapter 3.

Although the RPKI deployment process is standardized and modern network equipment

supports Route Origin Validation (ROV), additional challenges arise because of the configuration

and operation of relying party software[93]. Some operators are concerned that RPKI centralizes

too much control in the hands of the RIRs [37, 71, 168], and these concerns are compounded by

legal risks [168, 191] and business uncertainties [187]. These additional cost and complexity

of using these databases has hindered operator participation [95, 173, 181, 182]. Moreover,

deploying ROV does not protect a network’s own address space from being hijacked by others;

it only filters invalid announcements from others. As a result, the incentives for operators to

invest in RPKI-based countermeasures are not well aligned with the benefits, limiting broader

adoption [33].

Furthermore, RPKI requires coordinated actions from multiple parties to effectively

prevent a BGP hijack from propagating on the Internet: (1) the address space owner must

create a ROA for the hijacked prefix, and (2) other networks must enforce ROV to filter out

invalid announcements. If the hijacked prefix is not covered by any ROA, an ROV-deploying

network cannot validate its legitimacy and will propagate it by default, resulting in traffic being

misdirected to the attacker (Figure 1.1b). Without ROAs, ROV provides no filtering benefit,

which diminishes its utility and can discourage deployment. Conversely, if the hijacked prefix

is covered by a ROA but no networks along the path enforce ROV, the hijack can still succeed

(Figure 1.1c), which may disincentivize address holders from registering ROAs.

To address this lack of incentive to implement RPKI, security-aware industry members

launched the Mutually Agreed Norms on Routing Security (MANRS) initiative to encourage

companies to implement routing security best practices including registering ROAs and validating

their customers’ BGP announcements.
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Network 
Operators

Equipment 
Vendors

CDN and Cloud 
Providers IXPs

670 618 103

3 Mandatory 
1 Recommended

5 Mandatory 
1 Recommended

3 Mandatory 
2 Recommended

2 Mandatory 

MANRS Programs

Participants

Actions

Action 1: Prevent propagation of incorrect routing 
information by checking the correctness of their 
customers' BGP announcements. (Mandatory)

Action 4: Register 90% intended BGP announcements 
in IRR or RPKI. (Mandatory)

Action 1: Implement ingress filtering on peers and 
customers by checking prefix origin validity 
whenever feasible. (Mandatory)

Action 4: Register ALL intended BGP advertisements 
to external parties in IRR or RPKI. (Mandatory)

Figure 1.2. MANRS has 4 programs and each program includes a set of mandatory and
recommended actions. We focus on the ISP (Network Operator) and CDN/Cloud Provider
categories, and the two actions in each category related to route registration and route filtering.

1.6 Mutually Agreed Norms for Routing Security

The Mutually Agreed Norms for Routing Security (MANRS) initiative launched in

2014 and has had steady growth in membership ever since [158]. MANRS currently provides

four programs with different security action sets [116] intended for different types of network

operators (Figure 1.2): Internet service (transit) providers; content distribution networks (CDNs),

including cloud providers; Internet exchange points (IXPs); and equipment vendors. We focus

on the first two categories in this dissertation and summarize their action sets below.

MANRS for Network Operators (ISP)

• Action 1: Prevent propagation of incorrect routing information by checking the validity of

the ISP customers’ BGP announcements.

• Action 2 (optional): Filter outbound traffic with spoofed source IP and run the CAIDA

Spoofer software [108] to prevent DDoS attack traffic from being originated from the

participant’s network.

• Action 3: Maintain up-to-date network contact information in IRR databases or PeeringDB,
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a database where IXP networks sharing interconnection policies and contact information.

• Action 4: Register intended BGP announcements in IRR or RPKI. Using RPKI is recom-

mended.

MANRS for CDN and cloud providers

• Action 1: Implement ingress filtering on peers and customers by checking the validity of

BGP announcements using IRR/RPKI.

• Action 2: Same as Action 2 for ISPs, but mandatory for CDNs.

• Action 3: Same as Action 3 for ISPs.

• Action 4: Register all intended BGP advertisements to external parties in IRR or RPKI.

• Action 5: Encourage peers to adopt MANRS.

• Action 6 (optional): Provide monitoring tools to peers.

1.6.1 MANRS limitations

MANRS has not taken on rigorous enforcement of these best practices. MANRS pro-

vides some aggregated statistics from external sources [117] but declines to publicly detail

non-conformance. (Instead, MANRS provides individual operators with private monthly reports

regarding conformance.) Previous work has found inconsistent adherence of MANRS mem-

bers to specific recommendations, e.g., the Source Address Validation action (Recommended

Action #2) [108], but we are not aware of an independent study of MANRS members’ overall

conformance with MANRS actions. Lack of empirical assessment of conformance frustrates a

collective understanding of how effective MANRS is at achieving its objectives. I use public

data sources to assess the conformance level of MANRS networks in Chapter 4.

This lack of understanding of the MANRS’s network’s behaviors and still slow progress

in the uptake in RPKI deployment recently prompted the U.S. Federal Communications Commis-

sion (FCC) to launch a Notice of Inquiry to ascertain whether there was a role for government

intervention to improve routing security in 2023 [36] and proposed reporting requirements for
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service providers in 2024 [51]. The White House and the U.S. National Institute of Standard

and Technology (NIST) recommended routing security practices for organizations [140, 183]. In

Chapter 5, I analyze future deployment strategies for BGP origin validation mechanism to help

policymakers and stakeholders make empirically informed decisions about improving routing

security.

1.7 Public Measurement Datasets and their Limitations

This section describes the datasets I use in the dissertation to evaluate the effectiveness

of trust-based BGP origin validation mechanisms from multiple perspectives. Because BGP

is a globally distributed protocol operated by thousands of autonomous networks, collecting

global routing tables is infeasible for independent researchers, as one would need to operate

a BGP-speaking network and establish peering relationships with a large and diverse set of

other networks. Such an operational and logistical barrier is out of reach for most independent

researchers. Instead, I rely on publicly available datasets collected by existing large-scale mea-

surement infrastructures. These datasets provide valuable visibility into BGP routing behavior.

However, they are best-effort in nature and subject to several limitations, including incomplete

vantage point coverage and limited temporal granularity. Despite these trade-offs, these pub-

lic datasets remain the best available tools to conduct meaningful empirical analysis without

requiring access to internal network operations.

1.7.1 BGP datasets

The RouteViews [139] and RIPE RIS [127] projects are the two primary efforts that

collect and publish BGP data for researchers. Both projects operate a globally distributed

network of collectors, often deployed at Internet Exchange Points (IXPs), which establish BGP

sessions with volunteer networks (peers). Through these peers, the collectors receive and archive

BGP update and withdrawal messages, as well as periodic routing table snapshots, providing a

comprehensive record of Internet routing activity. Several datasets derived from these archives
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are used throughout this dissertation.

Prefix2AS dataset. CAIDA collects the daily snapshots of routing tables of from the

routeviews2 route collector and extract the announced IP prefix and origin AS. This data is

published daily as the Routeviews Prefix to AS mappings Dataset [25]. Below is an example

entry in the Prefix2AS dataset:

(Prefix, ASN, Prefix Length)

(137.110.0.0, AS7377, 16)

AS Relationship dataset. Luckie et al. [109] introduced a widely used dataset of AS

business relationships, inferred from BGP data collected by RouteViews and RIPE RIS. Their

methodology leverages the observation of AS paths in BGP routing tables to classify the links

between ASes as either customer-provider or peering relationships. The dataset is periodically

updated and made publicly available, providing one of the most comprehensive views of inter-AS

connectivity on the Internet. In this dissertation, we use the AS links from this dataset to construct

a global Internet topology graph.

1.7.2 Limited visibility in BGP data

Current BGP research relies on primarily two projects that collect and publish BGP

data [127, 139]. Each project operates collectors that collects BGP routes from ASes that peers

with at least one of those collectors (a.k.a vantage points). However, only 1% of ASes on the

Internet peer with those collectors [6], creating an incomplete view of the routing system [5–

7, 166]. A constructed AS-level topology of the Internet rely on public BGP data can miss

peering connections [141]. Additionally, In BGP, an AS only exports a set of filtered routes to its

neighbors, and thus a collector peer receives only a subset of all routes from its neighbors [149],

hiding potential links between ASes. Additionally, since AS relationship data is derived from

BGP data, it inherits these limitations [109, 145].
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1.7.3 IRR datasets

IRR archives. Merit Network, the operator of the largest IRR database, maintains a list

of current IRR databases in operation [120]. The listed IRR providers publish daily snapshots of

their IRR databases on their corresponding FTP or HTTP servers.

1.7.4 IRR incompleteness

The historical data for IRR database is incomplete as RADB is the only database provider

that provides historical snapshots. Although RADB mirrors entries from other IRR databases, its

public archives only include records that were directly registered in RADB itself.

Also, daily IRR snapshots lacks the temporal resolution needed to capture short-lived or

rapidly changing entries. IRR records can change hourly as networks update their configurations

in response to operational needs.

1.7.5 RPKI datasets

RPKI archives. The RIPE NCC publishes daily validated ROA payloads from all five

RPKI trust anchors (APNIC, ARIN, RIPE NCC, AFRINIC, LACNIC) since, even after the

retirement of their RPKI Validator[156, 157].

Researchers have used these archives to study the evolution of RPKI over the past decade.

In 2017, Wählisch et al. [187] found that large CDNs and website hosting providers were

reluctant to register ROAs in RPKI, limiting its adoption. By 2019, Chung et al. [31] observed a

significant increase in IPv4 address space covered by ROAs since 2012, along with a decline

in misconfigurations over time, indicating positive trends in RPKI ROA registration. In 2024,

Testart et al. [182] found that small networks required additional support such as operational

training to adopt ROAs, while the complexity of address delegation can discourage full ROA

adoption in larger networks. I use RPKI archives to evaluate the accuracy of IRR databases in

Chapter 2, identify maliciously obtained RPKI authorizations in Chapter 3, and assess MANRS

networks’ adoption of RPKI in Chapter 4.
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3 4 521

7.0.0.0/24  AS2 AS3 AS4 AS5
RPKI-Invalid

No ROV

7.0.0.0/24 AS5

No ROV No ROV

(a) If AS1 observes the RPKI-invalid prefix, then
all of AS2, AS3, and AS4 have propagated the
invalid announcement and none of them has de-
ployed ROV.

3 4 521

7.0.0.0/24  AS2 AS3 AS4 AS5
RPKI-Invalid

ROV?

7.0.0.0/24 AS5

ROV? ROV?

(b) If AS1 does not observe the prefix, then at least
one of AS2, AS3, or AS4 filters it via ROV, but we
cannot pinpoint which one(s).

Figure 1.3. Example topology where AS5 originates an RPKI-invalid prefix 7.0.0.0/24, and a
BGP collector at AS1 attempts to observe it. Whether AS1 sees the announcement depends on
the ROV deployment status of AS2–AS4.

RoVista dataset. In 2023, Li et al. [102] developed RoVista, an IP-ID side channel

technique to check whether IP packets were able to reach RPKI-invalid destinations and inferred

networks that either deployed or fully protected by ROV. They published the resulting ROV-

deploying networks as a dataset [178]. ROV inference techniques have significantly advanced

over time. RoVista represents the most comprehensive effort to date and is the only project that

publishes a public dataset. Earlier approaches, such as Reuter et al. [150] in 2017, originated both

RPKI-valid and RPKI-invalid prefixes from the PEERING testbed and checked which prefixes

reached BGP route collectors, and found that three ASes deployed ROV. In 2021, Rodday et

al. [159] extended the above methodology by conducting traceroutes from RIPE Atlas probes to

the controlled prefixes. Other studies leveraged RPKI-invalid prefixes in the wild to infer whether

an AS deployed ROV: in 2017, Gilad et al. [57] found 3 ASes deployed ROV because they

only propagated non-RPKI-invalid announcements from neighbors. Testart et al. [181] found

increasing ROV deployment among large transit providers (which directly peer with Routeviews

collectors) from 2018 to 2020. I use this dataset to assess the effectiveness of partial RPKI

deployment strategies in Chapter 5.

1.7.6 RPKI ROV deployment uncertainty

Inferring whether a specific AS currently deploys Route Origin Validation (ROV) remains

an open challenge. Existing techniques [57, 102, 150, 159] can only determine whether an AS
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is protected by ROV, not whether it actively performs validation, due to limited visibility from

available BGP vantage points. Figure 1.3 shows an example: if an RPKI-invalid prefix is

observed, then none of the ASes along the path between the vantage point and the originator

of the RPKI-invalid prefix deploys ROV. On the contrary, if any of the ASes along the paths

deploys ROV, the vantage point will not observe the RPKI-invalid prefix, making it impossible

to pinpoint which AS deploys ROV without additional vantage points.

1.7.7 Other datasets

We introduce several additional public datasets that are used throughout this dissertation

to complement the BGP data collected by RouteViews and RIPE RIS. These datasets provide

essential contextual information about the organizations that operate Autonomous Systems, their

routing security commitments, and the topological importance of ASes in the global Internet.

AS2Org dataset. The CAIDA AS-to-Organization dataset [24] maps Autonomous

Systems to their registered organizations and countries. This dataset is derived from IP address

and ASN allocation records published by the Regional Internet Registries (RIRs) and augmented

with heuristics to merge multiple ASNs belonging to the same organization. We use this dataset

to map each AS to the responsible organization and to identify sibling ASes that are operated by

the same entity.

MANRS dataset. The Mutually Agreed Norms for Routing Security (MANRS) initiative

maintains public lists of its participating Internet Service Providers (ISPs) and Content Delivery

Networks (CDNs) [116]. These lists include information such as organization names, AS

numbers, geographic service areas, and the specific routing security actions each participant

has committed to implement. We use this dataset to identify MANRS ASes and audit their

conformance with their stated commitments in Chapter 4.

Internet Health Report and Internet Yellow Pages. The Internet Health Report

(IHR) [84] and the Internet Yellow Pages (IYP) [53] are projects developed by IIJ (Internet

Initiative Japan) Research Labs that aggregate a wide variety of data sources, including BGP,
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IRR, RPKI, and IP allocation datasets, to provide a comprehensive view of Internet routing

and security. We use two of their key modules in this dissertation: 1) the IHR-ROV module,

which reports BGP prefixes along with their IRR and RPKI validation states, allowing us to

study origin validation deployment at scale. 2) The AS Hegemony module, which provides the

AS Hegemony metric—a measure of how central an AS is in terms of routing dependency. AS

Hegemony quantifies how often an AS appears on BGP paths to other networks, both globally

and within individual countries, and serves as an indicator of the topological importance of an

AS.
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Chapter 2

Reliability of Established Trust in the IRR

Although there is a more recent and secure alternative to the IRR, the Resource Public

Key Infrastructure (RPKI), many networks have not yet deployed RPKI-based filtering due to

its cost and complexity [31, 46, 48, 57, 187]. As a result, IRR-based filtering remains the most

popular route-filtering metric, even for networks participating in the Mutually Agreed Norms for

Routing Security (MANRS) routing security initiative [47, 116]. Unfortunately, IRR information

may be unreliable due to its lack of validation of registered information and lack of coordination

among different database operators (§1.4). This unreliability may limit the ability of networks

to construct correct BGP route filters and, thus, diminish the effectiveness of IRR-based BGP

origin validation.

In this chapter, I show that it is possible to examine the reliability of IRR databases using

public data sources, which I leverage in the following ways. First, I analyze the inconsistencies

between different IRR databases because IRR providers regularly publish database snapshots.

Second, I examine the accuracy of IRR databases by comparing the information within against

RPKI information, which is published by the RIPE NCC, one of the five RIRs. Third, I

investigate the ASes associated with inconsistent records and infer root causes by examining the

organizations that operate them using publicly available AS-to-organization and AS relationship

data. Finally, I combine these analyses with public BGP data to identify suspicious IRR records

that are likely registered by malicious actors.
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2.1 Overview

Information in an IRR database may be inaccurate due to improper hygiene, where IP

address space holders may fail to update origin information after changes in routing policy

or prefix ownership, since there is no penalty for neglecting to do so [95]. The problem is

exacerbated by the existence of many separate IRR databases from which network operators

can choose. As of May 2023, there were 18 active IRR databases operated by different types

of organizations (e.g., commercial, non-profit, and Internet registries). Due to the diversity

of IRR databases and a lack of coordination among them, information can be inconsistent:

networks may register routing information in multiple IRR databases but only maintain a subset

of them [95, 179]. Moreover, networks that migrate to RPKI may stop maintaining their IRR

records, increasing discrepancies between IRR and RPKI and widening the gap between routing

decisions based on the two systems.

In addition to operator mismanagement, attackers may also exploit IRR vulnerabilities.

Different IRR databases have different procedures to authenticate database users and validate

information registered in the IRR — or sometimes no validation at all, and as a result, the quality

of IRR databases varies. Because many large networks permit their customers or peers to register

route objects in most IRR databases [8, 11, 39, 65, 110, 167], attackers register false records in

a single database, particularly one with weak or nonexistent verification procedures. They can

then falsely originate the prefix in BGP, and upstream providers, believing the IRR information

to be legitimate, accept and propagate the hijacked prefix to the rest of the Internet. Recent news

articles and blog entries [63, 64, 184] have reported increasingly more complicated methods to

falsify IRR records that have caused significant financial loss to victims.

UCSD was directly affected by a notable case of IRR abuse involving RADB, the

largest IRR database. In late 2020, UCSD received an abuse report indicating that AS207427

(GoHosted.eu) had hijacked three UCSD prefixes in BGP for approximately 45 days, spanning

the end of 2020 and the beginning of 2021. A postmortem investigation revealed that the attacker
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IRR Reliability

Irregular IRR Records
§2.3.4

Consistency with RPKI
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RADB Analysis §2.7.1

ALTDB Analysis §2.7.2

Summary of Inconsistencies   §2.5.1

Historical Inconsistencies       §2.5.2

Root Causes   §2.5.3 – 2.5.4

Involved ASes                            §2.6

Inconsistency §2.4.1
Across Databases

IRR-BGP Overlap §2.4.2

Figure 2.1. Structure of the chapter. Methodology sections are in blue and results sections are in
green.

had registered route objects in RADB listing those UCSD prefixes with AS207427 as the origin

AS. The upstream provider of AS207427 accepted and propagated the announcements to the rest

of the Internet, as they appeared valid according to RADB records. RADB later removed the

false route objects after being contacted by UCSD.

Our goal in this chapter is to systematically assess the reliability of the IRR system in

light of the vulnerabilities described above. Figure 2.1 outlines the structure of our analysis.

Given the lack of coordination among IRR databases, which can lead to conflicting records, we

begin by quantifying inconsistencies across databases. Next, because inaccurate or outdated IRR

information can undermine operators’ ability to construct correct routing filters, we assess the

accuracy of IRR records. Since there is no definitive ground truth for routing intent, we use RPKI

as a reference point. RPKI records are cryptographically signed, can only be created by legitimate

address holders, and include expiration dates, which makes them a more trustworthy source for

identifying inconsistencies. To better understand the causes of IRR inaccuracies, we examine

maintenance practices across ASes that registered inconsistent records and infer common causes

of inaccuracy, such as complex business relationships and accidental misconfigurations. Finally,

to understand how attackers have exploited these weaknesses, we identify IRR records that were

likely falsified by malicious actors.
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2.2 Related Work

Several existing studies have examined the accuracy of IRR data. Previous works have

studied the consistency between IRR and BGP and found them to be largely consistent with

each other. In 2013, Khan et al. [88] compared the prefixes registered in 14 IRR databases

with BGP announcements and found 65% of IRR route objects exactly matched the prefix

origin information in BGP. In 2004, Siganos and Faloutsos [171] compared network business

relationships extracted from the IRR with those inferred from BGP data using the Gao-Rexford

model [56], and found that 83% of the routing policies registered in the IRR were consistent

with the relationships observed in BGP. In 2007, Siganos and Faloutsos [172] expanded the

study to compare the consistency of BGP prefix-origins with authoritative IRRs. They concluded

that RIPE was the best-maintained registry, with 73% of announced RIPE prefixes matching an

existing registry record. However, their method matched maintainers of IRR route objects to

maintainers of RIR WHOIS database records, which only works for IRR databases that are tightly

coupled with their corresponding address ownership database (RIPE and APNIC databases at

the time of their study).

In 2008, Sriram et al. [176] enhanced the algorithm by Siganos and Faloutsos to analyze

the consistency between stored routing information and address ownership information across

all authoritative IRRs and RADB. They found APNIC to be the most consistent and RADB the

least. However, since RADB contains little address ownership information, such a comparison

cannot effectively evaluate RADB’s consistency.

To date, there has been no systematic effort to resolve inconsistencies across IRR

databases, nor a standardized procedure to validate whether an AS registered in the IRR is

actually authorized to announce its associated prefixes. These gaps highlight the need for an

alternative approach to evaluate the reliability of RADB and other IRR databases.
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Table 2.1. Sizes of IRR databases grew between November 2021 and May 2023. ARIN-NA and
RIPE-NA are ARIN-nonauth and RIPE-nonauth, respectively. ARIN-nonauth, OPENFACE, and
RGNET databases were retired before May 2023.

IRR
2021 2023

# Routes % Addr Sp # Routes % Addr Sp

RADB 1,349,854 57.97 1,429,972 50.23
APNIC 608,319 7.97 654,677 8.35
RIPE 369,546 19.43 398,798 19.57
NTTCOM 451,143 10.25 380,938 9.84
AFRINIC 95,236 1.96 102,282 2.02
LEVEL3 91,563 8.95 77,939 7.89
ARIN 51,678 3.42 70,905 4.58
WCGDB 62,852 11.52 57,636 11.26
RIPE-NA 54,744 2.93 52,827 2.81
ALTDB 18,326 1.55 23,146 1.57
TC 8,353 0.12 18,010 0.17
JPIRR 11,540 4.14 12,932 4.30
LACNIC 5,789 0.74 11,074 1.02
IDNIC 4,594 0.21 5,721 0.21
BBOI 928 0.06 831 0.06
PANIX 40 0.00 40 0.00
NESTEGG 4 0.00 4 0.00
ARIN-NA 63,560 3.60 0 0.00
CANARIE 1,422 0.16 0 0.00
RGNET 43 0.00 0 0.00
OPENFACE 17 0.00 0 0.00

2.3 Methodology

In this section, we describe our process for analyzing inconsistencies across IRR

databases, identifying mismatches between IRR and RPKI, investigating the underlying causes of

these inconsistencies, and inferring IRR records that were likely registered by malicious actors.

2.3.1 Inter-IRR consistency

We use daily snapshots of all IRR databases we collected between November 2021 and

May 2023 to conduct this analysis. In November 2021, we were able to access 21 IRR databases

from 17 FTP servers, but only 18 databases in May 2023. Three IRR providers (ARIN-NONAUTH,
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OPENFACE, RGNET) retired their databases during our data collection period and their listings have

been removed [120]. CANARIE stopped responding to FTP requests before May 2023 but was

still listed as active on irr.net. Table 2.1 describes the size of each IRR database in November

2021 and May 2023.

To analyze the consistency between IRR databases, we compare the route objects between

every pair of IRR databases IRRA and IRRB as follows: Assuming we have a route object RA in

IRRA consisting of prefix PA and origin ASA, we classify the route object in the following steps:

(1) Find in IRRB a list of route objects RB
1 · · ·RB

n with prefixes PB
1 · · ·PB

n such that every prefix

PB
i is the same as PA.

(2) If there does not exist such a list RB
1 · · ·RB

n , then we classify RA as no overlap.

(3) If there exists such a list RB
1 · · ·RB

n and ASA equals any ASB
i corresponding to RB

i , then we

consider RA to be consistent with respect to IRRB.

(4) If ASA does not equal any ASB
i from RB

i , then we use the CAIDA as2org and AS Rela-

tionship dataset to check for potential sibling, customer-provider, or peering relationship

between ASA and ASB
i . If such a relationship is found, then we also consider RA to be

consistent with respect to IRRB.

(5) If none of the above criteria are satisfied, then we classify RA to be inconsistent.

We then calculate the consistency of IRRA with respect to IRRB as the percentage of consistent

objects all overlapping route objects.

BGP overlap. For each IRR database, we count the number of route objects with the

exact same prefix and origin AS in BGP between November 2021 and May 2023 and calculate

its percentage over all route objects to identify actively used IRR records.
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2.3.2 Consistency between IRR and RPKI

Since there is no definitive ground truth for routing intent data, it is difficult to directly

verify the correctness of IRR entries. To address this, we approximate ground truth using RPKI

records. RPKI is the only other global database of routing authorizations, and unlike the IRR, its

records are cryptographically signed and can only be created by legitimate IP address holders.

In addition, RPKI records have expiration dates, which reduce the likelihood of outdated or

stale information persisting in the system. These properties make RPKI a more accurate and

trustworthy source as an authoritative database, and therefore a reasonable reference point for

identifying inaccuracies in IRR data (§1.5).

We first use the IRR datasets from the previous section to analyze RPKI inconsistencies

for all IRR databases, and then perform a extended historical analysis of four IRR databases

using archived snapshots obtained from one IRR provider and from CAIDA to include both

IPv4 and IPv6 records. We use monthly snapshots of the RADB database from August 2016

to October 2021, which we refer to as the RADB IRR dataset in this chapter. In addition, we

obtain quarterly snapshots of IRR records from RIPE, APNIC, and AFRINIC via their WHOIS

databases, archived by CAIDA. These are referred to as the RIPE, APNIC, and AFRINIC IRR

datasets, respectively. Collectively, we refer to these four sources as the IRR datasets and extract

all route and route6 objects for our analysis. Figure 2.2 provides an overview of these sources,

including their growth over time. As of October 2021, RADB contained the most IPv4 route

entries, while APNIC had the most for IPv6.

For comparison, we also use RPKI archive snapshots from the same period (August 2016

to October 2021), referred to as the RPKI dataset. Table 2.2 summarizes the number of validated

ROA payloads (VRPs) for both IPv4 and IPv6. We use prefix origin pairs found in the extracted

route and route6 objects and classify them according to their consistency with records in the

RPKI dataset.

To classify IRR records by their consistency with ROAs, we define the following four
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(b) APNIC has the most v6 records.

Figure 2.2. Number of v4 and v6 IRR records in RADB, RIPE, APNIC, and AFRINIC IRR
databases.

Table 2.2. RPKI coverage of IPv4 and IPv6 address space expanded almost 10 fold.

Date IPv4 IPv6
ROAs Prefixes ASNs ROAs Prefixes ASNs

2016–10 23k 22k 3,874 3.5k 3.3k 1,911
2017–10 38k 35k 5,067 6.1k 5.3k 2,519
2018–10 50k 46k 6,465 9.0k 8.1k 3,370
2019–10 92k 84k 10,232 15k 14k 5,274
2020–10 160k 143k 16,276 26k 24k 8,651
2021–10 205k 185k 21,265 40k 37k 10,878

classes: Records that show full consistency in prefix and origin AS are classified consistent.

When the ASN in an IRR record does not equal that of the ROA, the IRR record is classified as

inconsistent ASN. When the ASNs are the same, but the prefix length differs, the IRR record is

classified as inconsistent length. Otherwise, if there is no corresponding prefix in the ROA, the

record is classified as not in RPKI. We apply the following algorithm, a modified version of

Route Origin Validation [76] and similar to the IRR Explorer [133], to the IRR datasets.

(1) We choose snapshots of the same date between August 2016 and October 2021 and from

the IRR datasets and the RPKI dataset.

(2) We denote each route or route6 object as Rx. We denote the list of ROAs in the RPKI

dataset as ROALIST
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(3) For each record Rx, we denote the prefix as Px and origin AS as ASx.

(4) We look for exact matching prefixes or covering prefixes of Px in ROALIST . The resulting

list of candidate ROAs are denoted LROA

(5) If LROA is empty, then we put Rx in not in RPKI.

(6) For each candidate ROA, CROA, in LROA, we put CROA in a list, MROA, if the origin AS in

CROA equals ASx.

(7) If MROA is empty, then we classify Rx as inconsistent ASN.

(8) For each CROA in MROA, we put CROA in a final list, VROA, if the prefix length of Px does not

exceed MaxLength field in CROA.

(9) If VROA is empty, we classify Rx as inconsistent length, otherwise as consistent.

Using the example from §1, if the RPKI dataset contains ROA (137.110.0.0/16,

AS7377, 20), a record (137.110.0.0/24, AS195) from the RADB IRR dataset falls into

inconsistent ASN while (137.110.0.0/24, AS7377) falls into inconsistent length.

2.3.3 Classification of ASes registered in IRR

To study geographical trends in how different ASes conform to IRR record maintenance

practices, we discard all IRR records in the Not in RPKI category and classify the remaining

ASes into three groups based on their IRR records:

1) An AS is Entirely consistent (EC) if all its IRR records are classified as consistent.

2) An AS is Entirely inconsistent (EI) if all associated records are classified as either

inconsistent ASN or inconsistent length.

3) An AS is classified as Mixed if it is associated with both consistent and inconsistent IRR

records.
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2.3.4 Irregular route object inference

We outline the steps to infer route objects that may have been registered for malicious

purposes.

Mismatching origin AS with authoritative IRRs. We consider the information in

authoritative IRR databases to be more trustworthy than other IRRs (§ 1.4), so we classify a

route object as irregular if there is a mismatch with its corresponding object in the authoritative

IRR. We compare the route objects using the steps defined in § 2.3.1 where IRRA is any non-

authoritative IRR database and IRRB is the combined 5 authoritative IRR databases. To address

the possibility of networks creating ad-hoc registration of route objects containing more-specific

prefixes in different IRRs for purposes such as traffic engineering, we change § 2.3.1 step (1) to

the following: PB
i is a covering prefix of PA.

Matching IRR objects to BGP announcements. An adversary forging IRR records to

circumvent filtering [142] would announce in BGP the prefix from their falsified route object

to achieve their goal (e.g. origin hijacking). Therefore, for the route objects we classify as

inconsistent above, we check whether their prefixes appeared in a BGP announcement during

the same time period. We classify the inconsistent route objects into three categories:

(1) Route objects whose prefixes associated with the same set of ASNs in both the IRR dataset

and BGP dataset are considered full overlap.

(2) Route objects whose prefixes associated with different sets of ASNs in IRR and BGP

with partially overlapping ASNs are considered partial overlap. For example, if the

following two IRR route objects (P,AS1), (P,AS2) corresponds to BGP announcements

(P,AS2), (P,AS3), then (P,AS2) is considered partial overlap. We classify route objects in

this category as irregular.

(3) Route objects whose prefixes associated with disjoint sets of ASNs in the IRR and BGP

are considered no overlap.
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Validating irregular route objects. If a route object obtained from the steps above has a

matching RPKI record in our RPKI dataset, we remove it from our irregular route object list.

We also look for ASes from our irregular route objects in the serial hijacker dataset to identify

irregular objects likely registered by serial hijackers.

2.4 IRR Characteristics

To understand the characteristics of the IRR databases, we analyze the inter-IRR consis-

tency and calculate the overlap between BGP and IRR databases.

2.4.1 Inconsistency across IRR databases

Figure 2.3a shows the percentage of route objects with the same prefix but different origin

ASes between pairs of IRRs. We find that most IRR databases have mismatching route objects

with one other, consistent with persistent neglect by IRR users and thus an increasing number

of outdated entries [88]. We also notice instances where a company registered route objects in

multiple IRR databases, but only updated the records in one IRR database, causing inter-IRR

inconsistency. Most surprising are the mismatching records between pairs of authoritative IRR

databases (Figure 2.3b, lower left 5 × 5 grid), since each RIR only allows registration of route

objects containing address blocks managed by that RIR, which do not overlap with each other.

We find that those mismatching route objects correspond to address space that was transferred

across RIRs, and the address owner from the previous RIR did not remove the outdated object.

2.4.2 Overlap with BGP announcements

We provide an updated analysis on IRR consistency with BGP since the previous study

in 2013. We calculate the presence of route objects in BGP over the span of November 2021 and

May 2023. Table 2 shows that ALTDB has more overlap with BGP, compared to RADB. Khan

et al. [88] showed that in 2013 RADB had 65% overlap with BGP, significantly higher than the

29% we see in 2023. In contrast, the overlap between ALTDB and BGP increased from 50%
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The denominators are in Fig. 2.3b.

R
IP
E

A
R
IN

A
P
N
IC

A
F
R
IN
IC

L
A
C
N
IC

R
A
D
B

A
LT
D
B

N
T
T
C
O
M

L
E
V
E
L
3

W
C
G
D
B

R
IP
E
-N
A

A
R
IN
-N
A

T
C

JP
IR
R

ID
N
IC

B
B
O
I

P
A
N
IX

N
E
S
T
E
G
G

C
A
N
A
R
IE

O
P
E
N
F
A
C
E

R
G
N
E
T

RIPE

ARIN

APNIC

AFRINIC

LACNIC

RADB

ALTDB

NTTCOM

LEVEL3

WCGDB

RIPE-NA

ARIN-NA

TC

JPIRR

IDNIC

BBOI

PANIX

NESTEGG

CANARIE

OPENFACE

RGNET

104 168 887 55k 1k 4k 2k 1k 66 3k 2 29 13 13

94 41 7 39k 2k 1k 3k 2k 1k 7k 40 52 623 5 1

198 58 156k358 61k 3k 2k 951 1k 81 4k 1 5

8k 315 1k 241 15 27k 98

737 9 5k 417 290 1k 402 57 160 2

59k 44k182k11k 8k 16k423k53k 47k 18k 60k 11k 6k 7k 740 3 1k 17 22

1k 1k 324 312 398 11k 1k 1k 873 886 3k 1k 7 34 144 17 1

3k 1k 69k 1k 272363k 1k 8k 8k 1k 1k 393 2k 6k 50 13 1

1k 3k 2k 219 1k 39k 2k 5k 12k 860 3k 57 62 698 341 1 45 2 1

1k 1k 2k 9 512 35k 1k 7k 13k 296 1k 24 6k 147 150 10 2 105

40 997 708 27k 38 12k 862 1k 828 292 1k 29 7 19 4 9

2k 5k 906 89 121 52k 4k 1k 3k 1k 1k 66 5 4 53 1 87 3 4

2 9k 1k 382 57 24 29 66 56

13 37 73 6k 7 2k 62 4k 7 7

4k 4k 34 3k 695 153 19 4

12 51 1 2 499 141 50 257 124 11 54 56 6

1 9 1 6

3 2

141 725 18 12 59 120 9 89

5 11 1 1 3

11 1 5 16 1 1 4

(b) Number of route objects from the IRRs on the
Y-axis that have overlapping route objects in the IRR
on the X-axis.

Figure 2.3. Inconsistency between IRR databases. For example, when comparing RIPE IRR to
ARIN IRR, 104 route objects in RIPE have corresponding route objects in ARIN with the same
prefix, and 60% of those have no matching origin ASes.

in 2013 [88] to 62% in 2023. This suggests that information in ALTDB was more current than

RADB, consistent with the fact that ALTDB had a much higher RPKI consistency than RADB

(99% vs 61% for route objects with a covering RPKI ROA).

We further study the inconsistencies between authoritative IRRs and BGP and find 6,163

(1.3% RIPE), 1,291 (1.5% ARIN), 2,804 (0.4% APNIC), 1,983 (1.9% AFRINIC), and 367 (2.7%

LACNIC) route objects were inconsistent with BGP announcements that lasted more than 60

days. Although those long-lived inconsistencies may suggest inaccuracy of IRR records, it is

also possible that those route objects did not cause operational harm as networks may have used

those route objects along with more robust IRR filters (e.g., AS-SET filtering [116]).
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Table 2.3. IRR overlap with BGP. The middle column shows the number of route objects present
between November 2021 and May 2023. The right column shows the percentage of route objects
that had the same prefix and origin AS in BGP over the same 1.5-year period.

IRR # Route % Route Objects in BGP
Objects

RADB 1,542,724 28.81% (444,479/1,542,724)
APNIC 681,879 17.82% (121,480/681,879)
RIPE 447,089 59.27% (265,002/447,089)
NTTCOM 465,555 14.85% (69,146/465,555)
AFRINIC 104,823 20.76% (21,759/104,823)
LEVEL3 92,673 24.23% (22,452/92,673)
ARIN 83,476 61.65% (51,467/83,476)
WCGDB 62,852 5.59% (3,514/62,852)
RIPE-NA 54,755 27.92% (15,289/54,755)
ALTDB 25,704 62.41% (16,043/25,704)
TC 19,366 77.2% (14,950/19,366)
JPIRR 13,504 67.49% (9,114/13,504)
LACNIC 13,486 72.67% (9,800/13,486)
IDNIC 5,912 67.12% (3,968/5,912)
BBOI 951 51.95% (494/951)
PANIX 40 15.0% (6/40)
NESTEGG 4 75.0% (3/4)
ARIN-NA 64,957 18.73% (12,169/64,957)
CANARIE 1,460 58.42% (853/1,460)
RGNET 44 47.73% (21/44)
OPENFACE 17 41.18% (7/17)

2.5 Inconsistency between IRR and RPKI

In this section, we present the results of our analysis of the consistency between IRR

databases and RPKI. We begin by quantifying inconsistencies between IRR and RPKI across

all 18 IRR databases to assess the overall accuracy of IRR and highlight the varying quality

of different IRR providers. We then conduct a historical analysis of a subset of IRR databases

to examine how and why inconsistencies arise over time, offering insight into the operational

practices that contribute to outdated or incorrect records.
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Figure 2.4. In May 2023, 13 of 17 IRR databases had more RPKI-consistent route objects than
RPKI-inconsistent ones.

2.5.1 IRR consistency with RPKI

We find 351,404 ROAs (320,005 prefixes) in May 2023, where 120,220 new ROAs

(111,340 new prefixes) were created after November 2021, showing significant growth in RPKI

registration. Figure 2.4 shows the percentage of route objects that were RPKI consistent (green)

and RPKI inconsistent (red) in November 2021 and May 2023. Since we are able to compare

more route objects to RPKI in 2023, we discover that most IRRs had increased percentages of

both RPKI consistent and RPKI inconsistent records and a decreased percentage of records not

in RPKI. Some IRRs, like NTTCOM and BBOI, improved their record maintenance practices

over the past 2 years by removing records with inconsistent objects.

We also find that 4 IRR databases (LACNIC, BBOI, TC, NTTCOM) were 100% consis-

tent with RPKI, likely due to a policy to reject route objects that are RPKI inconsistent [137].

Conversely, we find no RPKI-consistent records in PANIX and NESTEGG, and we recommend

operators not to use them in route filtering.

2.5.2 Historical consistency between IRR and RPKI

RADB IRR. We begin by investigating the records in the RADB IRR dataset. From a

total of 1.33M IRR records in October 2021, we find a corresponding ROA for 279,402 (21%)

of the IPv4 prefix origin pairs. We find that 107,882 (or 38%) pairs were consistent with the

ROA, while 127,099 (46%) showed an inconsistent ASN and the remaining 44,421 pairs (16%)
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(a) RADB IPv4 inconsistencies. The uptick of in-
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(b) RADB IPv6 inconsistencies. The uptick around
Jun. 2018 was due to a large Thai ISP registering
RPKI records and thus giving us visibility of an
increased number of inconsistent IRR records.

Figure 2.5. RADB IPv6 records were more consistent with RPKI than IPv4 records.

exhibited an inconsistent length.

However, the fractions vary across our 5-year observation window (Figure 2.5a) We

observe an increase in the fraction of prefixes with a corresponding ROA, starting with 882,220

(5%) in 2016, peaking at 30% in August 2021 and dropping to 1,335,602 (20%) in October 2021.

We attribute this increase to accelerated adoption of RPKI during that time period (Table 2.2).

The total number of consistent records increased by around 1000%, from 14,359 in October

2016 to its peak of 167,370 in August 2021. Also, the number of inconsistent records increased

by around 850%, from 26,057 in October 2016 to 222,982 in August 2021.

We notice some outstanding events in Figure 2.5a: In October 2016, there was a sudden

increase of 26,647 inconsistent ASN records. Those RADB records were registered under

AS26415 by Verisign, with a description of verisign customer route. Customers of Verisign

registered their prefixes under their own AS numbers (27 total) in RPKI, which caused this

inconsistency. Later, in September 2019, Verisign deleted 26,682 records from RADB in an

effort to clean up their records in RADB.

Figure 2.5a also shows an increase of 34,430 consistent records in January 2019. Those

RADB records were registered by 10 TWNIC ASes. We speculate that this event was the outcome
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of TWNIC obtaining a delegated RPKI CA certificate from APNIC in late 2018 [94]. Later,

from July 2021 to October 2021, fluctuations in the green line were caused by TWNIC RPKI

records disappearing and reappearing from our RPKI dataset, possibly due to instability caused

by the migration of RPKI Relying Party (RP) software from the RIPE NCC RPKI Validator to

Routinator [156].

Next, we look at the consistency of RADB IPv6 records. Figure 2.5b shows that for

around two years until May 2018, there were few IPv6 records in any category, constituting

fewer than 5% of all prefix origin pairs in the IRR RADB data set. After that, the fraction of

IPv6 prefixes with a corresponding ROA increased to more than 10% and peaked at 20%, which

indicates a steady adoption of RPKI for IPv6 prefixes. Of 27,540 prefixes with a matching ROA

in October 2021, around 16,506 (60%) were consistent, 5,977 (22%) inconsistent ASN, and

5,057 (18%) inconsistent length. Interestingly, the number of inconsistent records stabilized

after October 2020, while consistent records continued to increase. This contrasts with our IPv4

observations, where the inconsistency kept growing. Also, on November 25, 2019 the RIPE

NCC announced the complete exhaustion of IPv4 address space [155], after which the growth

of consistent records increased as a potential outcome of the greater incentive to deploy IPv6

operationally.

The sudden increase of records in all three categories in June 2018 can be attributed

to 2,411 consistent records of 7 APNIC ASes, 827 inconsistent ASN records of 2 (a subset

of the 7) ASes, and 1,180 inconsistent length records of 2 ASes (AS45430 and AS133481)

operated by Advanced Wireless Network Company Limited (AWN), which is a large Thai ISP.

Later in September 2019, AS45430 registered 2 prefixes in RPKI, causing 1,313 IRR records

that belonged to AS133481 to become Inconsistent. Using CAIDA’s AS Rank Dataset [22], we

find that both ASes belonged to AWN, and AS45430 was the provider of AS133481. This is an

example of the cause of some Inconsistent ASN cases in §2.5.4, where the customer AS failed

to remove their IRR record after the provider AS reclaimed its address space.

RIPE IRR. In October 2021 in the RIPE IRR dataset, there were 125,424 consistent,
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Figure 2.6. In IRR databases maintained by the RIRs, the number of consistent records was at
least 10 times the number of inconsistent records within the same RIR.

30,764 inconsistent ASN, and 16,543 inconsistent length IPv4 records (Figure 2.6a). For IPv6,

the three categories had 18,154, 3,374, and 721 records, respectively (Figure 2.6b). In the RIPE

IRR, the prefix origin consistency for IPv4 and IPv6 records were similar. The consistent records

have grown steadily while there have been a minimal increase in the number of records in the

inconsistent categories, showing improved IRR hygiene over time.

Comparing the RADB and the RIPE IRR, we confirm prevailing knowledge that RIPE

IRR had better-maintained records. As of October 2021, 8.3% of total records in RADB IRR

dataset were consistent compared to 34.4% of total records in the RIPE IRR dataset. RIPE IRR’s

better hygiene may be due to RIPE NCC’s authorization: To create a route object, a validation

process first checks if the maintainer (mntner) has the authority to announce the IP prefix by

either looking for parent maintainer information or referencing IP address space ownership

information [152]. Our RIPE IRR dataset include only route objects in the authoritative RIPE

IRR, which contains only prefixes managed by the RIPE NCC.

In the RADB IRR dataset, 28.3% of records had matching ROAs in the RPKI dataset,

and the corresponding fraction of RPKI-matching records for the RIPE IRR dataset was 45.2%.

This shows that a larger fractions of networks registered in the RIPE IRR have also registered in

the RPKI.
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APNIC IRR. In July 2021 in the APNIC IRR dataset, there were 438,143 consistent,

3,426 inconsistent ASN, and 3,702 inconsistent length IPv4 records. For IPv6, the three

categories had 182,563, 1,014, and 928 records, respectively. We find that the APNIC IRR had

the highest consistency with RPKI compared to all other IRRs. The sudden drop in the solid

purple line in Figure 2.6b shows the number of consistent records decreased by 128,056 in July

2017. This decrease was caused by AS10091 (StarHub, Singapore) and AS45224 (Lanka Bell

Limited, Sri Lanka) removing the entirety of their IRR records (65,491 and 62,555 records) from

the APNIC IRR. Figure 2.6b also shows that there were significantly more IPv6 records in the

APNIC IRR than the other RIR IRRs. Dhamdhere et al. [155] found that APNIC made a big

push towards IPv6 deployment because it was the first geographical region to experience IPv4

exhaustion. We speculate that the IPv6 push caused such a high presence of IPv6 records in the

APNIC IRR.

AFRINIC IRR. In October 2021 in the AFRINIC IRR dataset, there were 3,702 con-

sistent, 180 inconsistent ASN, and 82 inconsistent length IPv4 records. For IPv6, the three

categories had 299, 5, and 5 records, respectively. Although the number of consistent records

exceeded that of inconsistent records, the AFRINIC IRR overall contained fewer records than

other IRRs. Figure 2.6a shows an increase of both consistent and inconsistent records in October

2018 (dash-dotted blue and pink lines). We find this event was caused by AS30844 (Liquid

Telecom, UK) registering its prefixes in RPKI and caused 1,082 consistent and 212 inconsistent

ASN IRR records. We speculate that AFRINIC had the lowest number of IRR records compared

to other RIRs because AFRINIC had only launched its IRR in 2013, and had used the RIPE IRR

before then [2].

Overall, the IRR databases operated by RIRs showed higher consistency with RPKI

compared to RADB, as a result of the RIR’s ability to regulate the creation process of route

objects with address ownership validation. In the following sections, we conduct inconsistency

analysis only on RADB and RIPE IRR records due to the low inconsistency of APNIC IRR
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Figure 2.7. BGP sometimes agrees with IRR records but not RPKI, showing that some IRR
records in the Inconsistent Length category may actually be correct.

records and scarcity of AFRINIC IRR records.

2.5.3 Causes of prefix length inconsistency

We further analyze the inconsistent length category. Networks that registered such

records were one step away from good hygiene. Those networks successfully kept the origin

ASes of their prefixes consistent in IRR and RPKI, but registered too-specific prefixes in the IRR.

We speculate that this phenomenon could be caused by RPKI misconfiguration instead of bad

IRR hygiene. To find out whether the networks registered inaccurate IRR records or incorrectly

used the RPKI Max Length, we compare the inconsistent length records to their corresponding

BGP announcement and RPKI ROAs. For each inconsistent length IRR record, we look for its

exact or covering prefix in BGP. If the BGP prefix origin pair was the same as that in the IRR

record, we label it BGP matches IRR but not RPKI, and this indicates that the IRR record was

correct and the network likely misconfigured RPKI. If the BGP prefix was less specific than the

IRR record prefix length and the RPKI ROA Max Length, we label it BGP matches RPKI but

not IRR, and this indicates that the IRR record was inaccurate.

Figure 2.7a shows that as of October 2021, out of 44,421 inconsistent length IPv4

records in RADB, 713 (1.6%) agreed with BGP (BGP matches IRR but not RPKI) and 39,968
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(90.0%) disagreed with BGP (BGP matches RPKI but not IRR). Most prefix-length inconsistency

in the IRR was caused by networks registering too-specific prefixes in the IRR, while in BGP

and RPKI, they aggregated the prefixes. In far fewer cases, networks used the correct prefixes in

IRR and announced them in BGP, but registered less-specific prefixes in RPKI and failed to set

the proper Max Length attribute. Figure 2.7b shows a similar situation for IPv4 records in the

RIPE IRR. Of 16,543 inconsistent length records, 866 (5.2%) were BGP matches IRR but not

RPKI and 13,872 (83.9%) were BGP matches RPKI but not IRR. We found similar distributions

for IPv6 records in both RADB and the RIPE IRR (not shown due to space constraints).

To summarize, prefix length inconsistency comes from two types of mistakes with

different operational impacts. The first type of mistake is having incorrect IRR entries that do

not correctly reflect their prefix owners’ routing intentions in BGP due to mismatching prefix

lengths. If the upstream provider of the prefix owner requires the owner to register its exact

BGP announcements in an IRR database, the prefix owner’s current BGP announcements may

be dropped (e.g. the upstream provider sees (137.110.0.0/24, AS7377) in IRR but sees

(137.110.0.0/16, AS7377) in BGP).

The second type of mistake is misconfiguring the RPKI Max Length field. A too-small

Max Length value in RPKI will almost immediately cause disruption to the prefix owner if its

upstream provider uses RPKI filtering. The prefix owner’s BGP announcement will be marked

RPKI invalid and the upstream provider will drop the prefix owner’s BGP announcement. Some

operators reported that the Max Length feature of RPKI can cause confusion especially for RPKI

newcomers because no similar feature exists in the IRR [121]. Gilad et al. [59] stated that the

use of Max Length brings more harm than good to routing security, and operators have drafted

proposals to discourage the use of the RPKI Max Length attribute [58].

2.5.4 Analysis of ASN inconsistency

We further analyze the causes of inconsistent ASN records. Networks may stop main-

taining their IRR records after initial registration, inducing outdated information [88]. To study
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Figure 2.8. Sometimes inconsistent ASN records are registered more recently than their corre-
sponding consistent records.

such registration practices, we compared records within the same IRR dataset. First, we define

conflicting records to be any two IRR records with the same IP prefix but different origin ASes.

Then, we take each inconsistent ASN record and look for conflicting records in the same IRR

dataset. We call the corresponding conflicting record a correct record if it is categorized as

consistent (§2.5.2). We compare the registration dates of the inconsistent ASN record and the

correct record.

We find 34,174 (26.9%) [5,524 (18.0%)] correct records for 127,099 [30,764] inconsis-

tent ASN RADB [RIPE] IPv4 records in the October 2021 snapshot. Figure 2.8a shows that in

RADB, 17,319 (13.6%) records were older than their correct records and 16,855 (13.2%) were

newer. Figure 2.8b shows that in RIPE IRR, 3,741 (12.1%) records were older than their correct

records and 1783 (5.8%) were newer.

This result contradicts the intuition that an inconsistent ASN record should be older than

its correct counterpart, because the inaccurate IRR records are likely stale [88]. To explore this

surprising phenomenon, we use the October 2021 snapshots of the IRR datasets and use the

CAIDA AS Relationship dataset [23] from October 2021 to examine the relationship between

the ASes that registered those records. We retrieve the AS relationships for 10,382 (30.4%) out

of 34,174 correct records for RADB and 3,203 (58.0%) out of 5,524 for RIPE IRR. In RADB,
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we find that out of 5,468 inconsistent ASN records with older correct records, 4,464 (81.6%)

correct records were registered by providers of the networks that registered the inconsistent

ASN records. Similarly in RIPE IRR, out of 839 inconsistent ASN records, 563 (67.1%) fell

into the same situation. Such a high percentage of provider-customer relationships suggests that

the providers first registered their prefixes in an IRR database, and then assigned address space

to their customers. Those customers also registered their assigned prefixes in the same IRR

database but failed to delete the IRR records after their providers revoked the address space. We

found anecdotal evidence that some large ISPs such as Advanced Wireless Network Company

Limited (AWN) in Thailand (§2.5.2) had customers who failed to delete outdated IRR records.

To prevent this inconsistency, providers could proactively require their customers to

remove their IRR entries upon reclamation of address space to promote good IRR maintenance.

Alternatively, if providers still intend to allow their customers to use such address space, the

providers could register additional ROAs in RPKI under their customers’ ASes.

2.6 ASes behind IRR records inconsistent with RPKI

To examine geographical trends in IRR record maintenance across ASes, we take the

October 2021 snapshots for the RADB IRR dataset and the RIPE IRR dataset and classified the

ASes according to §2.3.3. We use the October 2021 snapshots of the as2org dataset [24] and

the MANRS dataset [116] to classify the ASes by their RIR and whether they were MANRS

participants. We labeled the ASes in RIPE, ARIN, APNIC, LACNIC, and AFRINIC regions as

EU, NA, AP, SA, and SA respectively. Table 2.4 shows that LACNIC (SA) ASes had the best

IRR hygiene among all RIRs as of October 2021. Although there were more entirely consistent

(EC) ASes than entirely inconsistent (EI) ASes, the number of consistent records was lower

than inconsistent ASN and inconsistent Length records combined. This discrepancy is because

the entirely consistent (EI) ASes registered fewer IPv4 records in RADB. We also use the

CAIDA AS Rank [22] dataset to look at the AS customer cone size distribution in each category,
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Table 2.4. Classification of ASes that registered IPv4 records in RADB. MANRS ASes were
more consistent than other ASes. The classes are Entirely Consistent (EC), Entirely Inconsistent
(EI), or Mixed.

AS Class Record
General AS Count (9,675) MANRS ASes

(326)Total EU NA AP SA AF

EC 54,488 4,375 (45.2%) 562 1,084 1,184 1,452 67 173 (53.1%)
EI 367,795 3,513 (36.3%) 415 1,366 1,075 271 50 43 (13.2%)

Mixed 489,172 1,787 (18.5%) 271 428 739 324 16 110 (33.7%)

Table 2.5. Classification of ASes that registered IPv4 records in RIPE IRR. Most ASes were in
the RIPE region and were highly consistent.

AS Class Record
General AS Count (13,109) MANRS ASes

(220)Total EU NA AP SA AF

EC 75,589 9,339 (71.2%) 9,039 175 85 31 6 140 (63.6%)
EI 18,613 1,478 (11.3%) 1,309 86 63 7 4 7 (3.2%)

Mixed 144,284 2,292 (17.5) 2,193 70 26 0 3 73 (33.2%)

but find no correlation between AS size and AS registration practice in RADB. Table 2.5 shows

that the authoritative RIPE IRR had few users outside of the RIPE service region, and the ASes

had good IRR hygiene as a result of the validation requirement of the RIPE Database.

As of October 2021, of 787 MANRS ASes, 326 appeared in the RADB IRR dataset and

had corresponding ROAs in the RPKI dataset. The MANRS ASes had better IRR hygiene than

ASes in RADB, because the fraction of entirely consistent (EC) ASes was higher (53.1% vs.

45.2%). However, fewer MANRS ASes registered in the RIPE IRR compared to RADB so the

fraction of entirely consistent (EC) ASes was below that of RIPE ASes (63.6% vs. 71.2%).

Note that MANRS only requires their participants to register in either IRR or RPKI. MANRS

ASes are not required to keep their records consistent between IRR and RPKI, and any MANRS

AS that appears in Table 2.4 and Table 2.5 registered in both IRR and RPKI, which is more than

required by MANRS.
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Table 2.6. Number of unique prefixes in each step of filtering potentially irregular IRR objects in
RADB. An RADB prefix is consistent with authoritative IRR if the origin ASes in both databases
are related. An inconsistent RADB prefix partially overlaps with BGP if there is a common
origin AS between RADB and BGP. At the end of the workflow, 23,353 out of 1,218,946 (0.2%)
prefixes were inconsistent with authoritative IRR and partially overlapped with BGP. We consider
the 34,199 route objects containing those prefixes irregular.

20.4% (249,725/1,218,946) 39.8% (99,323/249,725) consistent

1,218,946 Appear in Auth IRR 60.2% (150,402/249,725) inconsistent

RADB Total 39.2% (59,024/150,402) 54.7% (32,289/59,024) no overlap

Prefixes Appear in BGP 5.7% (3,382/59,024) full overlap

and inconsistent 39.6% (23,353/59,024) partial overlap

2.7 Irregular Route objects

We now examine RADB and ALTDB, two IRR databases where irregular or falsified

route objects have been previously reported.

2.7.1 RADB analysis

We apply our workflow to filter irregular route objects in RADB. We start with 1,218,946

unique prefixes from route objects in RADB between November 2021 and May 2023. We

find 196,664 unique prefixes that had a mismatching origin AS with one or more of the five

authoritative IRRs (RIPE, ARIN, APNIC, AFRINIC, LACNIC). Of these prefixes, we find the

mismatching ASes for 46,262 prefixes had a sibling or customer-provider relationship with

each other. We remove those prefixes, leaving 150,402 prefixes that were inconsistent with

authoritative IRR databases (Table 2.6 line 2).

Comparing those inconsistent prefixes to prefix origins announced in BGP, we find 3,382

prefixes in full overlap, 23,353 in partial overlap, and 32,289 prefixes in no overlap (Table 2.6

line 3-5). We focus on the partial overlapped prefixes because they had multi-origin AS conflicts

(MOAS) in BGP, which has been a metric used to identify BGP hijacking [180]. We are able

to match 23,353 partial overlapped prefixes to 34,199 prefix origins in BGP announcements
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(Table 2.6 line 5). We find some prefixes belonged to different route objects with the same origin

ASes but different maintainers, suggesting some networks had multiple maintainer accounts in

RADB (e.g., ipxo.com). We classify those 34,199 prefix origins as irregular and further analyzed

them.

Validation. We first validate the irregular route objects using automated steps (§2.3.4).

We perform Route Origin Validation (ROV) [122] on the irregular route object using the RPKI

dataset (§2.3.2).

We find that of the 34,199 irregular route objects, 20,523 were consistent, 4,082 had an

mismatching ASN, 144 had a prefix that was too specific, and 9,450 had no matching ROA in

RPKI.

We then compare the BGP behavior of route objects with different RPKI statuses and

identify cases where the RPKI-inconsistent route object was announced in BGP for over a year.

Investigating those cases (e.g., 24.157.32.0/19, AS54120), we find that the mismatching RPKI

records were created recently relative to the time of our study, possibly as a result of the network

adopting RPKI and correctly creating all required records.

Of the 13,676 irregular route objects that were RPKI-inconsistent/unknown, we remove

the ones whose AS appeared in the RPKI-consistent route objects, leaving 6,373 irregular route

objects (315 had matching BGP announcements that lasted < 30 days). Network operators who

use IRR-based filtering should carefully consider those irregular route objects.

We also compare our list of 34,199 (Table 2.6) route objects with the list of serial hijackers

from Testart et al. [180] and find 5,581 route objects registered by 168 serial hijacker ASes. We

find one of those ASes (AS35916) to be a small US-based ISP with 10 customers according to

CAIDA’s AS Rank [22]. The other serial hijacker AS (AS9009) was a European hosting provider

with more than 100 customers, which was also known to be exploited by attackers to abuse the

DNS system [3]. However, networks may have registered both irregular and benign route objects,

which can complicate the inference of suspicious route objects.

Source of false inference: IP leasing companies. During manual inspection, we find
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30.4% (10,408 / 34,199) irregular route objects registered by ipxo.com, an IP leasing company.

This presents a challenge to automating inference of irregular objects. IPXO registered 738 ASes

under different maintainers in RADB, none of which had a sibling or customer-provider/peering

relationship [24]. Those ASes displayed short-lived BGP activity, with announcement duration

spanning from 10 minutes to more than 500 days. Prehn et al. [146] explored the use of different

datasets to infer leasing relationships, but found limited coverage because IP leasing companies

have no obligation to report their activities to the RIRs.

2.7.2 ALTDB analysis

Similar to RADB, we apply our workflow to ALTDB and identified 1,206 unique prefixes

that were inconsistent with the authoritative IRR databases. Of these, we find 918 full overlap

with BGP, 5 partial overlap, and 12 had no overlap. We map the 5 partial overlap prefixes to 11

prefix origins in BGP. Of the 11 prefix origins, one was RPKI-inconsistent with mismatching

ASN and 10 were not found in RPKI. We manually inspect those 11 prefixes and find 5 highly

suspicious cases. One had a prefix registered by AS58202, a Georgian network with no customers,

providers, or peers. They announced the prefix, which was part of a larger prefix owned by

Sprint, in BGP for only 14 hours. The other 4 prefixes were part of Verizon’s address space, but

were announced by unrelated ASes for less than 1 day. We also identify a benign case where the

route object was registered by Akamai who could have originated the prefix on their business

customer’s behalf.

2.8 Summary

This chapter examines the reliability of the Internet Routing Registry (IRR) as a source

of trust in BGP security mechanisms. By leveraging the increasing availability of RPKI data

as a reference, I quantify inconsistencies between IRR and RPKI records and analyzed IRR

maintenance practices across ASes. Comparing RADB and RPKI, I find 61.4% of IPv4 and

40.1% of IPv6 records (that appeared in both databases) are inconsistent. In contrast, the RIPE
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IRR had only 27.4% IPv4 and 18.4% IPv6 inconsistent records. I uncovered some causes

of inconsistency: complicated customer-provider relationships among ASes in the IRR, and

possible misconfiguration in the RPKI. Furthermore, I expand the scope to all IRR databases and

developed a methodology to detect potentially attacker-falsified entries without external ground

truth, identifying over 5,000 irregular objects linked to known hijackers. These results highlight

the operational complexity and security risks of relying on outdated IRR data, emphasize the

need for improved cross-IRR coordination, and support the ongoing shift toward more robust

mechanisms like RPKI.

These findings demonstrate that public data sources can be effectively used to evaluate

the accuracy of IRR databases and identify IRR records that are likely falsified by attackers,

which are factors that undermine the effectiveness of BGP origin validation mechanisms. The

Internet operators community is aware of the unreliability of the IRR and has been promoting the

adoption of RPKI as a more secure alternative. Although RPKI uses cryptographic attestations to

ensure that only legitimate IP address holders can authorize ASes to originate their prefixes, its

delegated trust model still introduces potential vulnerabilities. If IP address holders are unaware

of who they are granting access to, they may unintentionally authorize malicious actors to use

the address space for illicit purposes. In the next chapter, we examine whether attackers have

exploited this trust model to subvert RPKI-based protections.

Chapter 2, in part, is a reprint of material as it appears in Proceedings of Passive and

Active Measurement Conference 2022. Ben Du, Gautam Akiwate, Thomas Krenc, Cecilia Testart,

Alexander Marder, Bradley Huffaker, Alex C. Snoeren, and kc claffy. The dissertation author

was the primary investigator and author of this paper. This chapter also includes material as

it appears in Proceedings of the Internet Measurement Conference 2023. Ben Du, Katherine

Izhikevich, Sumanth Rao, Gautam Akiwate, Cecilia Testart, Alex C. Snoeren, and kc claffy. The

dissertation author was the primary investigator and author of this paper.
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Chapter 3

Inadvertent Delegation of Trust to Mali-
cious Actors

In the previous chapter, I found that inaccuracies and attacker-falsified records can

undermine the effectiveness of the IRR. To address such weaknesses, the operator community

has promoted the adoption of RPKI as a more secure alternative. RPKI uses cryptographic

attestations to ensure that only legitimate IP address holders can authorize ASes to originate

their prefixes, making it far more difficult for attackers to register false records. However, its

delegated trust model still carries a potential vulnerability: if an IP address holder is unaware of

the ultimate party being granted authorization, they may unintentionally enable malicious use of

their address space. The IPv4 leasing market provides one such opportunity for abuse. Since the

exhaustion of unallocated IPv4 space, IPv4 addresses have acquired monetary value, leading

to a secondary market for leasing address space. Anecdotal reports suggest that attackers have

exploited this market to obtain RPKI routing authorizations from leasing providers.

In this chapter, I show that it is possible to use public data sources to systematically infer

RPKI authorizations obtained by malicious actors through the IP address leasing market in the

following two steps. First, leased prefixes are typically routed in BGP to allow services hosted

behind them to be accessible to the broader Internet, and some leasing transactions also appear in

publicly accessible IP address allocation databases (WHOIS) maintained by the RIRs. I leverage

BGP and WHOIS data to characterize the structure and participants of the leasing ecosystem.
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Second, the Internet community maintains blocklists of ASes involved in malicious activity,

which network operators commonly use to filter spam and other unwanted traffic. I combine this

information with RPKI data to assess the prevalence of cases in which adversaries exploit the

leasing market to obtain RPKI authorizations.

3.1 Overview

The Internet numbers resource ecosystem has become more active since the exhaustion of

unallocated IPv4 address space: the Regional Internet Registries (RIRs) have reported growing

numbers of in-region and out-of-region IPv4 transfers over the past few decades [105, 106, 151].

Major cloud companies have purchased IPv4 address space from various organizations [15,

144, 169] to support their growing customer base and market share in the hosting and content

distribution industry [27, 192], creating more demand in the IPv4 address market. This led to the

rise of IP address brokerage businesses [144, 146] which facilitate buying, selling, and leasing

of IP address space, providing a convenient platform for organizations to monetize their unused

address space and for those who need address space to easily obtain it.

Recent shifts in business dynamics have contributed to the increasing demand for IP

leasing. Some cloud companies introduced an IPv4 surcharge to offset the cost of obtaining IPv4

addresses [16], but allow customers to avoid these surcharges by using the cloud companies’

Bring Your Own IP (BYOIP) services [16, 20, 66, 67, 98]. This pricing asymmetry has created a

budget-friendly operational pipeline: customers can first lease IP address space from a brokerage

company and then bring it to cloud hosting providers [81]. For example, commercial virtual

private network (VPN) providers often lease different IP address blocks on a short-term basis to

bypass the geo-filters of streaming services [89, 90, 107].

The legality of leasing has been debated since IANA’s exhaustion of IPv4 in 2011 [103].

While most RIRs have taken a neutral position, AFRINIC explicitly prohibits leasing [123]. In

2023, ARIN clarified that leasing is permitted for address space an organization already holds

54



but cannot be used to justify acquiring additional allocations [177].

Leasing and the resulting IP address circulation have broader operational and security

implications. It can create geolocation inconsistencies [38, 43, 72, 83, 104]: prefixes on the IPXO

marketplace have been found to geolocate to multiple continents simultaneously [82]. It can also

contribute to inaccuracies in IRR databases [45] and non-compliance to best routing security

practices [48, 102, 182]. More seriously, attackers have used leasing platforms in combination

with BYOIP services to obtain legitimate RPKI authorizations and appear legitimate in the

routing system, and then conduct malicious activities which caused some of the leased IP address

blocks to be blacklisted, creating operational challenges for the legitimate parties involved in the

leasing process [40, 44, 54, 68]. Because the leasing market operates with limited transparency,

it is often unclear who is leasing which resources and for what purpose without direct access to

brokerage transactions.

Our goal in this chapter is to use public data to characterize the IP leasing ecosystem and

assess its security implications, particularly in relation to RPKI-based origin validation. Our

main contributions are:

(1) We develop a methodology that uses public WHOIS data to infer leased IP address space

and evaluate its accuracy using a reference dataset curated from records of registered IP

brokerage companies (§3.6.1, §3.6.2).

(2) We show that, compared to non-leased address space, our inferred leased address space is

eight times more likely to be RPKI-authorized to ASes that have been repeatedly involved

in malicious activities, showing that attackers are using the IP leasing market to undermine

the effectiveness of RPKI-based origin validation mechanisms (§3.6.3).

3.2 Related Work

Prior work has studied the IPv4 transfer ecosystem and its abuse. In 2013 and 2017,

Livadariu et al. [105, 106] studied routing activity of RIR-reported transfers and found 85%
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transferred IP prefixes were advertised in BGP, suggesting that most transfers were due to

legitimate operational need for IP address space. In 2020, Giotsas et al. [60] found that ASes that

advertised transferred address space in BGP were more likely to engage in malicious activities

compared to ASes that had not. While these studies focused on the IP transfer market, none

examined abuse within the IP leasing market.

In 2023, Beverly [18] compared the geographical information of IP addresses registered

in the RIRs to the physical locations in which the address space was being used. They found

that 3.4% of 50K randomly selected IP prefixes were operating outside of the region of their

allocating RIRs. Prehn et al. [146] provided the first quantification of the prevalence of IP leasing

in the RIPE region in 2020 and found a growing number of leasing providers’ websites between

2019 and 2020. They also found that the leasing ecosystem was still maturing at that time as the

market price for leasing IPv4 addresses varied significantly. Given that the IP leasing market

has continued to evolve, a broader, up-to-date analysis is needed to understand its current scale,

structure, and potential for abuse.

3.3 Definition of IP Leasing

ARIN defines IP leasing as follows: an organization is leasing IP addresses when it

provides its customer with IP addresses but does not provide the customer connectivity to the

Internet [177]. To infer leased IP address space, we need to understand relevant RIR policies on

IP resource distribution, the routing system, and the IP leasing business model.

3.3.1 RIR address policy

The RIPE NCC, ARIN, APNIC, AFRINIC, and LACNIC are the five RIRs in the world.

They are each allocated IP addresses from the Internet Assigned Numbers Authority (IANA)

and further distribute IP addresses to organizations within their designated geographic region.

According to the RIR address policies, there are three broad categories of IPv4 address space.
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(1) Portable: Portable address space is typically directly distributed to organizations by the

RIRs. Organizations holding portable address space can choose any Internet connectivity

provider, as the RIRs themselves do not offer connectivity services. Therefore, portable

address space is generally not considered leased. Different RIRs mark portable address

space with different statuses such as Allocated PA (Provider Aggregatable) or Assigned PI

(Provider Independent) (RIPE [129], AFRINIC [1]), (Direct) Allocation/Assignment

(ARIN [13, 188], LACNIC [97]), or Allocated/Assigned Portable (APNIC [10, 160]).

(2) Non-portable: Non-portable address space is typically sub-allocated or assigned by holders of

portable address space (address providers) to other organizations. Organizations that hold non-

portable address space are expected to use their address provider’s Internet connectivity. If they

do not, the non-portable address space is considered leased [177]. Non-portable space is labeled

as Sub-allocated PA or Assigned PA (RIPE, APNIC), Reallocation or Reassignment

(ARIN, LACNIC), or Allocated Non-portable or Assigned Non-portable (APNIC).

(3) Legacy: Legacy address space was directly distributed to organizations by IANA before

the RIRs were established [130]. Since this space is not managed by the RIRs, it has no

defined portability, so we do not apply the definition IP leasing to it. However, legacy address

holders can choose to register their address space with RIRs to access certain services and

privileges [131]. Once registered, the address space will no longer be legacy and will have

defined portability.

In our study, we follow the above definitions to design our methodology and identify

non-portable leased address space (§3.5.2).

3.3.2 IP leasing business model

We define the following terms to describe different business parties involved in the leasing

process.

• IP holder: This entity’s IP address space is portable.
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Figure 3.1. An entity (lessee) can follow this two-step pipeline to establish Internet presence
without having their own IP addresses or even network infrastructure.

• Lessee: The entity that pays to temporarily acquire address space from an IP holder.

• Facilitator: An entity who facilitates the transaction between an IP holder and lessee. The IP

leasing process does not always require a facilitator.

• Originator: The entity who advertises (leased) IP address space in BGP, a.k.a. the entity

behind the origin AS of the advertised prefix. The originator may be the same entity as a lessee

if the lessee has its own routing infrastructure.

Figure 3.1 illustrates the business model of IP leasing. An individual or organization

plays the role of a lessee when it leases IP address space from an IP holder directly or through

a facilitator (e.g., an IP broker). Some IP brokerage companies have multiple leasing business

models: they can act as an IP holder to lease their own IP address directly to customers, or act as

a facilitator between the customer and a different IP holder. After acquiring IP address space

through leasing, the lessee can either provide their own Internet connectivity by originating the

address space in BGP themselves or use BYOIP services to have cloud providers originate their

newly leased address space.
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3.4 Dataset

We use the prefix2as dataset and RPKI archives (§1.7) snapshots between April 1 and

April 15, 2024 to obtain leased prefixes originated in BGP and RPKI records created for leased

prefixes. We also use the following additional datasets to infer leased IP address space.

RIR WHOIS Database. We collected the April 1, 2024 WHOIS database snapshots

from RIPE, ARIN, APNIC, AFRINIC, and LACNIC as our primary dataset for inferring leased

IP address space.

Registered IP Brokers. ARIN and APNIC currently provide a list of registered brokers.

In April 2024, ARIN listed 9 organizations as “qualified facilitators” [12] and APNIC listed 38

organizations as “registered brokers” [9]. The RIPE NCC used to provide a list of “recognized

brokers” until December 2023 but decommissioned the list thereafter [128]. We used the Internet

Archive to retrieve the December 2023 snapshot of RIPE NCC’s recognized brokers page [126]

and found 115 organizations. Overall, we construct a list of 162 organizations considered to be

registered brokers.

Spamhaus. We downloaded the Spamhaus ASN-DROP lists monthly from February

through May 2024. The Spamhaus ASN-DROP list contains ASes used by attackers for malicious

activities such as spam operations and botnet control [175].

3.5 Methodology

In this section, we introduce our workflow to infer leased IPv4 address space based on

the definition of IP leasing (§3.3.1) and our steps to curate an evaluation dataset to validate our

results.

3.5.1 Processing RIR WHOIS databases

We first parse the RIR WHOIS database records to obtain the necessary parts for our

inference. Figure 3.2 shows an example of processed WHOIS records relevant to a leased
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prefix; we explain our workflow (circled numbers in Figure 3.2) and refer to the shapes of each

component below.

1 Parse relevant WHOIS objects. For our study, we need WHOIS database objects

containing address blocks, Autonomous System (AS) numbers, and organizations. For RIPE,

APNIC, and AFRINIC, those objects are inetnum, aut-num, and organisation respectively.

We also obtain the maintainers of inetnum objects from their mnt-by fields for our inference

evaluation (§3.5.3). For ARIN, those objects are NetHandle, ASHandle, and OrgID. LACNIC

does not store organizations independently but includes the owner field in other objects.

2 Construct address allocation tree. For each RIR WHOIS database, we parse all

objects containing IANA allocated (non-legacy) IPv4 address blocks and convert the address-

range notation into CIDR-prefix notation. We remove all hyper-specific prefixes longer than /24

as they are mostly for internal infrastructure use [164]. We input the prefixes into a prefix tree

and find the root nodes and leaf nodes (Figure 3.2 rectangles). The root nodes represent portable

prefixes directly allocated to the IP holders by the RIRs, and the leaf nodes contain non-portable

prefixes sub-allocated or assigned by IP holders to other organizations (§3.3.1). We do not focus

on the intermediate nodes in the tree, as they represent intermediate sub-allocations and are not

critical to our inference process.

3 Assign AS numbers. For each root node, we first extract the org or OrgID fields

and then find in the WHOIS databases all aut-num or ASHandle objects (ellipse) containing the

same fields.

4 Find the BGP origins. For each leaf node, we search in our BGP dataset for its

exact-matching prefix and origin AS (trapezoids). We repeat the process for the root nodes, and

if an exact-matching prefix does not exist, we then search for its least-specific covering prefix

and origin AS (trapezoids). This matching process accounts for cases where the organization

holding consecutive portable address blocks choose to aggregate their corresponding prefixes in

BGP.
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3.5.2 Inferring leased address space

After completing steps 1 through 4 , we compare the components of the tree 5 to

infer leased address space. We match the text colors (green, purple, and blue) in Figure 3.2 to

the colors of their corresponding business parties in Figure 3.1. The inference process assigns

each leaf-node prefix to one of the following groups, and further classifies the prefix as leased or

not within each group:

• Group 1: If neither the leaf node nor its root node has a BGP origin, we consider it unused

and thus not leased.

• Group 2: If only the root node has a BGP origin but not the leaf node, the leaf node prefix has

likely been aggregated into its parent prefix in the root node in BGP. We call the leaf node an

aggregated customer and thus not leased, e.g., the gray rectangle in Figure 3.2.

• Group 3: If the leaf node has a BGP origin but the root node does not, we classify it into group

3. If a customer-provider or sibling relationship [24, 109] exists between the leaf node’s BGP

origin (bottom trapezoid) and the RIR-assigned ASes associated with root nodes (top ellipse),

we consider the leaf node to be an ISP customer, otherwise leased (bold orange rectangle).

The different business parties are shown in Figure 3.2: the root node organization is the IP

holder (green), the leaf node maintainer is the facilitator (purple), and the leaf node BGP origin

is the originator (blue).

• Group 4: If both the root node and leaf node have BGP origins, we classify the leaf node

into group 4. If the leaf node’s BGP origin AS has a relationship to either the root node’s

assigned AS or the BGP origin AS, the leaf node prefix is likely a customer delegation of the

root node prefix [92]. In this case, we consider the leaf node a delegated customer; otherwise

we consider it leased.
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Figure 3.2. Inference diagram of an example leased prefix. The bold orange rectangle marks the
inferred leased prefix. The leased prefix’s BGP origin (AS15169) is related to neither the ASN
assigned (AS8851) to its address provider (GCI Network) nor the BGP origin of the portable
parent prefix (also AS8851). The colored text is matched to that of Figure 3.1 to show the
different business parties involved in the lease.
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3.5.3 Curating evaluation dataset

We manually curate a reference dataset to evaluate our inference methodology. To the

best of our knowledge, no existing ground-truth dataset for leased IP address space exists. The

closest available data are the IP leasing facilitators listed by the RIRs, who may act as maintainers

for leased prefixes they broker. To identify the brokers’ leased prefixes, we first map the company

names of registered brokers to the organisation/OrgID objects in the corresponding RIR

database and obtain their maintainer fields (e.g., mnt-by, mnt-ref). We then extract address

blocks with matching maintainers from the WHOIS databases. Since not all address blocks

managed by a broker are leased, we exclude non-leased address blocks by manually looking

through their registration information. We use the remaining prefixes as our positive labels.

Additionally, we manually construct a list of non-leased prefixes from five residential ISPs across

three RIRs as our negative labels.

3.5.4 Limitations

We identify the following limitations of our methodology that may affect its accuracy:

Legacy IP Addresses. We do not consider the leasing of legacy address space since it is

not managed by the RIRs and has undefined portability (§3.3.1). Future work could expand our

methodology to support leasing inference for legacy address space.

Uncaptured AS Relationships. Complex business relationships, such as mergers,

acquisitions, and international subsidiaries, that are not captured can also result in incorrect lease

inferences.

Multi-homing. Some prefixes we classify as group 4 leased (§3.6.1) may be using

both their IP holder’s and originator’s connectivity, which we cannot confirm with our datasets.

Reactive measurements from suitable vantage points are required for further analysis.

Routing Attacks. We may mis-classify routing attacks (e.g., prefix squatting [162]) as

IP leasing: If a squatter happens to originate a prefix in our unused category, our methodology
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Table 3.1. Number of prefixes in each group per RIR according to the inference process (§3.5.2).
The 47k inferred leased prefixes were 4.1% of all routed prefixes in April 2024.

Inference Group RIPE ARIN APNIC AFRINIC LACNIC All RIRs

1 Unused 63,670 43,011 25,437 28,936 27,551 188,605
2 Aggregated Cust. 204,337 98,316 21,515 1,741 11,950 337,859

3
ISP Customer 31,484 10,302 7,725 777 2,250 52,538
Leased 26,774 6,697 3,275 2,172 627 39,545
Delegated Cust. 27,610 22,927 8,291 1,236 1,294 61,358

4 Leased 1,872 5,633 150 63 55 7,773

# of Leased Prefixes /
Total

28,646 /
355,747

12,330 /
186,886

3,425 /
70,192

2,235 /
45,330

682 /
47,861

47,318 /
705,016

would consider the squatted prefix as leased.

3.6 Results

In this section, we infer the leased prefixes in April 2024 for each RIR region, compare

with prior work, evaluate our inference, and analyze the leasing ecosystem for each RIR.

3.6.1 IP address leasing ecosystem

Table 3.1 shows the inferred number of leased prefixes for each RIR. We infer 47,318

leased prefixes across all RIRs, which is 4.1% of all 1,146,921 observed IPv4 prefixes in BGP

and 0.9% of the routed IPv4 address space. We find that RIPE had the most leased prefixes

compared to the other RIRs. This finding is consistent with the description of RIPE’s IP address

market as the most active: RIPE had the most reported IPv4 transfers [146], the most available

IPv4 blocks for sale [78], and the most available IPv4 blocks for lease [82] according to IP

brokers’ websites. Table 3.1 summarizes these statistics for all regions. We explain in detail our

inference results for the RIPE region below.

RIPE. Overall we infer 28,646 RIPE prefixes are leased. We obtain 355,747 leaf nodes

containing non-portable prefixes for RIPE (§3.3.1). Table 3.1 shows the number of prefixes in

each category: we find 63,670 prefixes in group 1 unused that are not originated in BGP. Those
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Table 3.2. Top 3 IP holders by # of inferred leases, April 2024.

RIR Organization Count

RIPE Resilans AB 1,106
Cyber Assets FZCO 941
Russian Scientific-Research Institute 675

ARIN EGIHosting 1,418
PSINet, Inc. 1,233
Ace Data Centers, Inc. 533

APNIC Orient Express LDI Limited 145
Capitalonline Data Service (HK) 135
Aceville PTE.LTD. 96

AFRINIC Cloud Innovation Ltd 2,014
ATI - Agence Tunisienne Internet 38
Nile Online 32

LACNIC Radiografica Costarricense 114
Impsat Fiber Networks Inc 88
Newcom Limited 25

prefixes may be available for lease (e.g., available on brokers’ marketplaces), but we do not

consider them leased since they were not active. We classify 204,337 prefixes into group 2

aggregated customer. Those prefixes were likely assigned by ISPs to customers who could not

provide connectivity for themselves and then aggregated to the less-specific root node prefix in

BGP. We find 31,484 prefixes in group 3 ISP customer that were likely ISP customer prefixes

that were not aggregated to a covering prefix in the routing system. We find 26,774 prefixes

in group 3 leased. Some of those prefixes we may have falsely inferred to be leased due to

unobserved AS relationship or uncaptured company structure (§3.5.4). We find 27,610 prefixes

in group 4 delegated customers that were likely prefixes delegated to customers by ISPs or

parent organizations [92]. We find 1,872 prefixes in group 4 leased. Those prefixes could be

redundantly connected to the Internet via their provider and a second upstream AS for resilience

(multi-homing), and thus we could have falsely inferred them as leased prefixes (§3.5.4).

Top IP holders in each RIR. Table 3.2 lists the three IP holders that we infer to have

leased out the most prefixes. In RIPE, Resilans, a Swedish IP management company, leased 806
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prefixes within Sweden. Cyber Assets FZCO, a U.A.E. company, leased prefixes to 44 countries,

including 332 prefixes to the U.S. and 110 to Brazil. In ARIN, the top IP holder, EGI Hosting,

is a U.S. company that leased 1,418 prefixes to 18 countries, where 651 prefixes were leased

in Cyprus and 195 in Panama. The second largest IP holder, PSINet, was an ISP that ceased

operation in 2002 and was acquired by Cogent. Some of their prefixes were reallocated to IP

leasing companies, but the majority are misclassified as leased due to our as2org dataset not

capturing the acquisition (§3.5.4). For AFRINIC, the top IP holder, Cloud Innovations, leased

2,014 prefixes, far exceeding the second top IP holder with 38 leased prefixes. This finding is

consistent with previous reports and studies of Cloud Innovations’ pervasive leasing practices

in AFRINIC [18, 123]. Cloud Innovations also served as the largest facilitator in AFRINIC,

illustrating a case in which an IP holder facilitates its own leasing operations (§3.3.2).

3.6.2 Evaluating inference with brokered leases

We evaluate the accuracy of our inference using a manually curated dataset of prefixes

leased through IP broker companies. This comparison shows that public datasets provide

sufficient accuracy and coverage for large-scale leasing inference, making them a reliable basis

for our study.

Of the 115 registered brokers in RIPE, we directly map 46 to their RIPE WHOIS database

entries and manually match 39 due to inconsistencies such as variations in legal entity suffixes

(e.g., LTD vs. L.T.D.), abbreviations, and fictitious business names. The remaining 30 brokers

could not be matched as they were not present in the RIPE database. We successfully map the

85 matching organizations to 107 maintainer handles, covering 11,076 prefixes. After manually

filtering out 1,621 prefixes that were likely not leased (e.g., brokers that also served as ISPs

providing connectivity for their customers), we identify 9,455 actively leased prefixes.

For ARIN, we find 24 prefixes managed by 2 out of 9 brokers and manually remove 1

prefix that was not leased. In the case of APNIC, we are unable to match any registered brokers

to address blocks because its database did not provide maintainer fields for organization objects.
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Table 3.3. Confusion matrix: we evaluated our results against 14,856 validated prefixes.

Inferred
Lease

Inferred
Non-lease

Actual
Lease 7,735 (TP) 1,743 (FN)

Recall
0.82

Actual
Non-lease 121 (FP) 5,257 (TN)

Specificity
0.98

Precision
0.98

NPV
0.75

Accuracy
0.88

Overall, our evaluation dataset includes 9,478 actual leased prefixes (positive labels). We also

collect 5,378 actual non-leased prefixes (negative labels) managed by 5 ISPs (AT&T, Comcast,

Orange, Vodafone, IIJ), which were originated in BGP by their respective ASNs. We reach out

to IIJ and confirm that the IIJ prefixes we collect are indeed used for providing connectivity to

their customers. In total, our evaluation dataset contains 14,856 prefixes.

Table 3.3 is a confusion matrix that shows that our inference methodology achieved

98% precision, 82% recall, and 88% accuracy when evaluated against the reference dataset.

Upon further analysis, we find that the 1,605 false negatives we classify as group 1 unused.

Since our methodology relies on the BGP origin of the leased prefix, it cannot detect leased

prefixes that are not yet originated in BGP (inactive leases). The remaining 138 false negatives

were legacy address blocks registered in the RIPE region, which are outside of the RIPE’s

portability definitions and thus not captured by our methodology. Additionally, we examine

the 121 false positives and found that 110 were associated with Vodafone, which registered 17

organisation objects for different subsidiaries. These subsidiaries used different AS numbers,

and their relationships were not captured by our AS Relationships dataset (§3.5.4).

Comparison with Prior Work. We conduct a preliminary comparison between our

methodology and that of Prehm et al. [146]. Prehn et al. classified address blocks as leased

if their maintainers differed from their parent blocks (e.g., Figure 3.2). However, comparing

maintainers can lead to false positives, such as classifying some customer prefixes as leased if the

customer uses their own maintainer instead of the provider’s (e.g., leaf-node prefixes that have
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different maintainers from the root-node prefixes in our Aggregated Customer, ISP Customer, or

Delegated Customer groups). Conversely, there may be address blocks with the same maintainer

that are actually leased, such as when an IP holder directly leases prefixes to lessees. On the

contrary, their methodology can detect inactive leases that ours would falsely classify as Unused.

3.6.3 Potential abuse of leased prefixes

To assess the potential abuse of leased prefixes, we check whether leased prefixes are

more likely to be originated by AS numbers on the Spamhaus ASN-DROP list compared to non-

leased prefixes. In our analysis for April 2024 leased prefixes, we obtain 47,318 unique leased

prefixes (Table 3.1), of which 1.1% (541) were originated by AS numbers on the Spamhaus ASN-

DROP list. In contrast, we find that only 0.2% (2,224) of the 1,100,025 non-leased prefixes in our

BGP dataset were originated by blocklisted AS numbers. In other words, leased prefixes were

approximately five times more likely to be advertised by an AS considered abusive by Spamhaus

than non-leased prefixes, and Numerous blog and forum posts discussed such abuse [68, 132].

We identify a total of 9,217 ASes originating leased prefixes and compare them against a

list of 957 inferred serial BGP hijackers [180]. We find that 2.9% (269/9,217) of all originators

were also serial hijackers. Those 269 serial hijacker ASes originated 13.3% (6,312) of all

47,318 inferred leased prefixes. Of the 1,100,025 non-leased prefixes, 3.1% (33,503/1,100,025)

were originated by a serial hijacker AS. This shows that leased prefixes were more likely to be

originated by serial hijacker ASes compared to non-leased prefixes.

Undermining RPKI Protection. We also look for ROAs associated with leased prefixes

and blocklisted AS numbers in our RPKI dataset. We find 31,156 ROAs for the 47,318 leased

prefixes, 1.6% (498/31,156) of which contained ASes on the blocklist. In contrast, the percentage

of non-leased prefixes with ROAs containing blocklisted ASes was similar to the fraction of BGP

advertisements from those same ASes, namely 0.2% (1,260/506,629). This suggests that leased

prefixes are even more likely to have a ROA authorizing an abusive AS to use them. We then

look into how ROAs were signed for leased prefixes and discover that some facilitators either
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Figure 3.3. The RPKI and BGP behaviors of an IPXO-leased prefix suggests its periods of lease.

require the IP holder to create proper ROAs for the leased prefixes, or offer RPKI management

services where the IP holder can delegate RPKI signing capability to the facilitator [80].

The above findings show that the IP leasing market could enable attackers to undermine

routing security mechanisms such as RPKI. For example, previously spammers that hijacked

another organization’s address space for spam campaigns [148] might have had their unauthorized

BGP announcements filtered by the RPKI. However, by leasing IP addresses, they can now

bypass this obstacle.

3.6.4 Defense against abuse

We manually browse through several IP leasing companies’ websites and find that one

company, IPXO, provided extensive description on abuse policy [79]. Operators have also

discussed their experiences with IPXO’s strict abuse handling process on forums [54]. This

suggests that IP leasing facilitators can step in to help mitigate and prevent abuse of leased

prefixes. We also find that IPXO ranks among the top three facilitators in each of the RIPE,

ARIN, and APNIC regions, indicating that large leasing providers have the potential to reduce

abuse across a substantial portion of leased prefixes.

We also find that although RPKI might provide routing authorizations for abusers, it can

also be leveraged to prevent abuse. Oliver et al. [142] showed that operators have created ROAs
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with AS0 for their blocklisted prefixes, allowing them to be filtered in BGP and leading attackers

to cease activity. We observe AS0 usage when analyzing the historical routing activity of an

IPXO prefix. Figure 3.3 shows that IPXO used AS0 in between different leases of that prefix,

likely for marking the end of a lease or abuse-related purposes such as removing the prefix from

blocklists [142].

3.7 Summary

This chapter investigates the scale and security implications of the growing IPv4 address

leasing market. Despite its increasing popularity, the leasing ecosystem has remained largely

opaque and unexplored. We find that 4.1% (47,318 out of 1,146,921) of prefixes advertised

in BGP in April 2024 were likely leased, and our inference method achieves 98% precision.

Moreover, leased prefixes were eight times more likely to be RPKI-authorized to blocklisted

ASes — specifically, repeat offenders of spamming — than non-leased prefixes. These findings

show that malicious actors have obtained RPKI authorization through leasing arrangements,

exploiting the RPKI system’s delegated trust model.

These results show that public data sources can be used to accurately characterize the

opaque IP leasing ecosystem and show that attackers can exploit such ecosystem to under-

mine BGP origin validation mechanism relying on RPKI. Although IRR and RPKI have their

weaknesses, they remain the primary systems for BGP origin validation. However, neither can

effectively limit the propagation of BGP origin hijacks or misconfigured routes unless networks

actively deploy them. The network operators community, especially through the Mutually Agreed

Norms on Routing Security (MANRS) initiative, has been promoting broader adoption of BGP

origin validation mechanisms. In the next chapter, we analyze the deployment of IRR and RPKI

among networks participating in the MANRS initiative and evaluate the initiative’s effectiveness

in improving routing security.

Chapter 3 in part, is a reprint of material as it appears in Proceedings of the Internet
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and kc claffy. The dissertation author was the primary investigator and author of this paper.
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Chapter 4

Adoption of Origin Validation Practices by
MANRS Networks

In the previous chapters, I examined weaknesses in the established trust of the Internet

Routing Registry (IRR), showing that poor maintenance of IRR databases can lead to inconsistent

or outdated records. I also found that attackers may exploit the delegated trust model of RPKI

to maliciously obtain authorization. These limitations can undermine the effectiveness of BGP

origin validation mechanisms reliant on IRR and RPKI. Nevertheless, IRR and RPKI remain the

primary systems that operators use for BGP origin validation, and many large networks require

customers to register routing information in one or both systems prior to establishing peering

relationships [8, 28, 65]. To further promote best practices in routing security, network operators

and industry stakeholders launched the Mutually Agreed Norms for Routing Security (MANRS)

initiative. The launch of MANRS raises the following questions for the Internet community: to

what extent have MANRS participants adopted BGP origin validation mechanisms, and has their

participation improved the effectiveness of these mechanisms?

In this chapter, I show that it is possible to assess the adoption of BGP origin validation

mechanisms for networks participating in the Mutually Agreed Norms in Routing Security

(MANRS) initiative using public measurement data, which I leverage in three key dimensions.

First, we can directly observe whether networks have voluntarily registered routing information

in authoritative databases such as the IRR and RPKI, as their prefix and AS data are explicitly
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recorded. Second, we can indirectly infer whether a network has failed to filter invalid BGP mes-

sages by detecting the propagation of BGP announcements that conflict with those authoritative

records. Finally, we can make a broad assessment of the effectiveness of MANRS networks as a

whole in reducing the propagation of BGP announcements with incorrect/misconfigured origins.

4.1 Overview

In 2014, a group of security-conscious network operators launched the Mutually Agreed

Norms for Routing Security (MANRS) initiative to promote the adoption of BGP origin validation

mechanisms, and ultimately improve the overall security and resilience of the global routing

system [116, 158]. First supported by the Internet Society (ISOC) and now the Global Cyber

Alliance, MANRS advocates for a set of security best practices—which they call actions—to

prevent the propagation of incorrect routing information, restrict forwarding of traffic from

spoofed IP addresses, and facilitate coordination between network operators.

However, MANRS has not taken on rigorous enforcement of these best practices. ISOC

provides some aggregated statistics on their participants’ conformances to these best practices

[117] but does not publicly detail non-conformance. Previous work has found inconsistent

adherence of MANRS members to specific recommendations, e.g., the Source Address Validation

action (Recommended Action #2) [108], but we are not aware of an independent study of

MANRS members’ overall conformance with MANRS actions. Lack of empirical assessment

of conformance prevents a collective understanding of how effective MANRS is at achieving

its objectives. Indeed, this lack of understanding recently prompted U.S. regulators to launch a

Notice of Inquiry to ascertain whether there was a role for government intervention to improve

routing security [36].

Our goal in this chapter is to evaluate the state of the MANRS initiative as of 2022 in

terms of its participants, their routing behavior and the broader impact of MANRS on the routing

ecosystem, and discuss potential improvements. Figure 4.1 outlines the analysis to answer the
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Figure 4.1. Structure of the chapter. Methodology sections are in blue and results sections are in
green.

following research questions

RQ1: Who is part of MANRS? To understand where MANRS has gained traction,

we look at the geographical distribution of ASes in MANRS and their service regions. We use

customer-cone size, size of originated address space, and size of address space covered by RPKI

objects of ASes to further characterize MANRS participants and their significance in each RIR.

RQ2: Are MANRS networks conformant with MANRS actions? We seek to assess

how conformant MANRS members are to Action 1 and Action 4 of the MANRS ISP and CDN

programs (§1), which relate to the origination and propagation of incorrect routing information.

These actions are not new or unique to MANRS; they were proposed to improve routing security

many years ago but their implementation has struggled [122]. Currently, MANRS does not

enforce the implementation of these actions despite being required for members. Therefore, we

want to evaluate the extent to which MANRS members actually employ these actions.

We cannot reasonably expect all MANRS members to be continually and entirely confor-

mant to MANRS actions. Operating a large network, maintaining objects in routing registries,

and coordinating with customers are all laborious and error-prone tasks, even with the help of

automated tools [26]. In addition, operators have reported technical caveats that prevented them

from complete ROV deployment [136], and many commercial ISPs are not filtering customers’
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announcements [19, 74]. As a result, operators need to constantly monitor their resources to

ensure that their—and their customers’—advertisements match IRR and RPKI entries, and may

have to communicate with customers to create or update ROAs.

MANRS Action 1 for CDNs, which relates to the propagation of incorrect routing

announcements from either MANRS members or their customers, allows propagated announce-

ments to be more specific than the records registered in IRR. Such a mismatch in prefix lengths is

generally due to prefix de-aggregation in the context of traffic engineering practices [32]. Thus,

we treat BGP announcements with IRR status of invalid prefix length as conformant to MANRS

Actions 1 and 4.

RQ3: What is the impact of MANRS on the broader routing ecosystem? We want

to gauge the effect MANRS has in securing the routing system. First, we evaluate if MANRS

networks indeed have better security practices than non-MANRS networks. Specifically, we

assess AS behavior with respect to registering RPKI ROAs for its prefixes and performing route

origin validation In addition, we measure if MANRS members reduce the number of invalid

prefixes transiting their networks.

4.2 Methodology

We evaluate the MANRS ecosystem along three key dimensions: participation, con-

formance, and impact. We also describe our AS classification methodology. Our study draws

on several public data sources, including prefix2as snapshots from 2015 to 2022, the as2org

dataset from April 2022, RPKI archives from 2014 to 2022, and IRR archives collected between

November 2021 and May 2022.

We capture MANRS participants in the ISP and CDN programs as of May 1, 2022, and

refer to them as the MANRS ISP dataset and MANRS CDN dataset, respectively. The Internet

Society also kindly provided us with the dates when each network joined its respective MANRS

program; we refer to this as the historical MANRS dataset.
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Additionally, we process the Internet Health Report (IHR) to extract IRR and RPKI

validation status for observed BGP prefix-origin pairs (IHR prefix-origin dataset) and for ASes

appearing in paths to those prefixes (IHR transit dataset).

To evaluate the routing behavior of MANRS participants and compare it to that of non-

participants, we rely on the following RPKI and IRR validation statuses, as well as additional

classification metrics:

RPKI validity We use the RPKI validity statuses defined in §1.5. For RPKI, a prefix

origin is Valid if there is at least one VRP with prefix, ASN, and max length attributes all

matching the route. If all VRPs covering the route have an ASN different from the route’s origin

AS then the route is Invalid. If at least one VRP has a matching ASN but the Max Length

attribute is not covering the route, then the route is classified as Invalid Length. A route is Not

Found if no VRP covers it.

IRR validity For IRR, we apply the same classification method as RPKI, but since there

is no standardized max length attribute in IRR, we consider the prefix length as the max length

value for IRR entries.

AS Customer Degree. The routing complexity of a network increases with its customer

degree, especially when additional route filtering is deployed. To perform a fair comparison of

conformance between ASes of similar routing complexity, we classify ASes into three sizes by

their number of AS-level customers inferred by CAIDA’s AS Rank [23], using the thresholds

defined by Dhamdhere et al. [41]:

• Small networks: CustomerDegree ≤ 2

• Medium networks: 2 <CustomerDegree ≤ 180

• Large networks: CustomerDegree > 180

4.2.1 MANRS participation

To understand the MANRS ecosystem, we begin by examining key characteristics of

participating networks, including their global footprint and the extent to which they engage with
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existing routing security mechanisms.

Geographical Distribution We use the as2org dataset to find the countries of head-

quarters of the MANRS organizations (ISPs and CDNs) and the RIRs that allocated their

corresponding ASes, and match the information in our historical MANRS dataset to obtain a

distribution of MANRS ASes by RIR over time.

Routing Table Presence We use the prefix2as dataset and the historical MANRS dataset

to find the MANRS ASes in the BGP table and calculate the fraction of IPv4 address space

announced by them per year.

Registration Completeness We use the as2org dataset to identify all ASes allocated to

each MANRS member organization, including those not registered in MANRS. We manually

check the correctness of this dataset in our case studies. We then calculate the fraction of ASes

in the MANRS participants list over all ASes of each organization. We also use the prefix2as

dataset to calculate the fraction of IP address space originated by registered MANRS ASes over

total address space originated by all ASes of each organization.

4.2.2 MANRS conformance with Action 4 and Action 1

In the IHR prefix origin dataset and the IHR transit dataset, we define a prefix-origin

pair to be MANRS-conformant if its RPKI status is Valid, or its IRR status is Valid or Invalid

length (given IRR does not have a max len attribute), and MANRS-unconformant if it is RPKI

Invalid or (RPKI NotFound, IRR Invalid).

Prefix Origination Behavior We use the IHR prefix origin dataset to obtain the prefixes

originated by each AS and their RPKI and IRR statuses. We calculate the RPKI origination

validity (OGRPKIvalid) for each AS using Formula 4.1:

OGRPKIvalid =
# of RPKI Valid prefixes

total # of originated prefixes
×100% (4.1)

We then calculate the IRR origination validity (OGIRRvalid) for each AS using Formula
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4.2:

OGIRRvalid =
# of IRR Valid prefixes

total # of originated prefixes
×100% (4.2)

We then calculate the MANRS Action 4 Conformance (OGcon f ormant) for each AS using

Formula 4.3:

OGcon f ormant =
# of MANRS-conformant prefixes

total # of originated prefixes
×100% (4.3)

Route Filtering Behavior It is challenging to measure ROV deployment at scale, and

as of 2022, no previous work has done so with high confidence and sufficient validation (§1).

Instead of measuring ROV deployment, we analyze the prevalence of RPKI Invalid announce-

ments that propagated through each AS. We then use the IHR transit dataset to obtain the

BGP announcements propagated by each AS and their RPKI statuses and calculate the RPKI

propagation invalidity (PGRPKIinv) for each AS using Formula 4.4. We discuss the limitations of

our methodology in §3.5.4.

PGRPKIinv =
# of RPKI Invalid + RPKI Invalid Length prefixes

total # of propagated prefixes
×100% (4.4)

We calculate the IRR propagation invalidity (PGIRRinv) for each AS using Formula 4.5.

PGIRRinv =
# of IRR Invalid prefixes

total # of propagated prefixes
×100% (4.5)

We identify the direct customers of each AS using the AS Relationship dataset and focus

on BGP announcements from customers. We calculate the MANRS Action 1 Unconformance

(PGunc) for each AS using Formula 4.6.

78



PGunc =
# of MANRS-unconformant prefixes

total # of propagated customer prefixes
×100% (4.6)

4.2.3 MANRS impact

To study the impact of MANRS networks, we quantify their level of completion in RPKI

registration and overall ROV effectiveness.

RPKI Coverage To conduct historical analysis on RPKI registration, we use the annual

snapshots of the prefix2as dataset from 2015 to 2022 and RPKI dataset snapshots with matching

dates, and use the Route Origin Validation (ROV) algorithm [122] to calculate the RPKI status

of all BGP announcements for each snapshot. We then calculate the RPKI coverage, denoted

RCovm, for MANRS ASes defined by Equation 4.7.

RCovm =
ROA covered MANRS Routed Address Space

Total MANRS Routed Address Space
×100% (4.7)

We also calculate the RPKI coverage for non-MANRS ASes (RCovn) defined by Equation

4.8.

RCovn =
ROA covered non-MANRS Routed Address Space

Total non-MANRS Routed Address Space
×100% (4.8)

Overall ROV Effectiveness To study the overall ROV deployment of MANRS networks

collectively, we analyze whether RPKI invalid (and invalid prefix length) BGP announcements

are more likely to propagate through MANRS networks than non-MANRS networks. Intuitively,

if MANRS networks have more effective ROV deployment than non-MANRS networks, RPKI

invalid announcements should be less likely to propagate through the former.

Using the IHR transit dataset, for each prefix origin pair POk, we find its transit ASes

and denote the hegemony score (§1.7.7) of each MANRS AS HMANRS
ASi and non-MANRS AS

HXMANRS
AS j . The list of transit AS hegemony scores is denoted below:
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Figure 4.2. MANRS participants have grown significantly between 2015 and 2022, especially
after 2019.

{POk : HMANRS
AS1 · · ·HMANRS

ASm ,HXMANRS
AS1 · · ·HXMANRS

ASn }

Each AS hegemony value represents how likely an AS is to be on the paths towards POk.

Equation 4.9 defines a MANRS preference score PSMANRS
k for POk, which represents how much

more (less) likely POk is to go through MANRS transit ASes. POk is more likely to propagate

through MANRS networks if PSMANRS
k has a value greater than 0. We compare the distribution

of MANRS preference scores for RPKI Invalid, Valid, and NotFound prefix origin pairs.

PSMANRS
k =

m

∑
i=1

ASMANRS
i −

n

∑
j=1

ASXMANRS
j (4.9)

4.3 MANRS Ecosystem Characteristics

Figure 4.2 shows the growth of MANRS between 2015 and 2022 in terms of both

organizations and ASes. We analyze this growth by geographic region, in terms of member ASes

(Figure 4.3a) and address space originated by those ASes (Figure 4.3b).
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Figure 4.3. MANRS ASes and share of routed IPv4 address space over time. The excessive
jump in LACNIC ASes was caused by a strong outreach effort by NIC.br in Brazil (184 of
the 239 LACNIC ASes are registered in Brazil), but those ASes contributed little additional
(0.24%) routed IPv4 address space. The large jump in address space (b) was caused by China
Telecom (AS4134, 4.0% of routed v4 address space) joining MANRS. Most large networks
(transit providers, CDNs) are from the ARIN region.

Some anomalies in Figures 4.3a and 4.3b merit further explanation. The significant jump

in LACNIC ASes was caused by a strong outreach effort by Brazil’s national Internet registry

(NIC.br) [174], but those ASes contributed little additional IPv4 address space. In contrast,

the large jump in APNIC address space was due mostly to a single ISP – China Telecom –

joining MANRS in 2020. Also in 2020, the increase in ARIN routed IPv4 address space was

caused by the introduction of the MANRS CDN and Cloud Provider Program, where Amazon

(AS16509) represented 1.3% of routed IPv4 address space. In 2021, Level3 (AS3356, now

Lumen Technologies) and China Telecom (AS4134) announced fewer prefixes than in 2020,

causing a drop in routed address space for those regions (Figure 4.3b).

Many ISPs own more than one AS number, and MANRS allows each organization to

specify which of their AS numbers will become MANRS members and thus subject to the

MANRS requirements. We use the as2org dataset, the MANRS ISP dataset, and the MANRS

CDN dataset to identify sibling ASes (i.e., owned by the same organization) of registered

MANRS ASes. We then use the IHR prefix origin dataset and estimate that, as of May 2022, 463
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(70%) organizations registered all of their AS numbers in MANRS, and 543 (82%) announced

IPv4 address space only through registered ASes. We find that, as of May 2022, 117 MANRS

organizations announced some of their IP address space from ASes that were not MANRS

members, and, 8 of these 117 only announced their IP address space from non-MANRS ASes.

This means that for those organizations, MANRS conformance could not accurately reflect their

routing security practices because some of their originated prefixes were not under MANRS

scrutiny. On the contrary, we find 80 organizations that did not register all of their ASes in

MANRS but only announced IP address space from the MANRS ASes, indicating that they did

not register their quiescent ASes in MANRS. Some examples include cloud hosting companies

that only provided services to their customers through their main AS.

4.4 MANRS Action 4: Prefix Origination Behavior

MANRS Action 4 in the ISP and CDN programs requires participating ASes to originate

prefixes that are either RPKI Valid or IRR Valid (§1.6). In this section, we quantify the validity

of prefixes originated by MANRS ASes, compare to that of non-MANRS ASes, and separately

check the conformance of ISPs and CDNs to their corresponding action. The MANRS ISP

program states that its members must originate at least 90% IRR/RPKI Valid prefixes, while the

MANRS CDN program requires 100%.

4.4.1 RPKI prefix validity

Figure 4.4 depicts the distribution of the overall percentage of valid prefixes originated

by small, medium and large MANRS and non-MANRS ASes. Figure 4.4a shows that for small

networks, RPKI validity distribution was bimodal: in May 2022, prefixes originated by most

ASes were either entirely valid or entirely invalid. The bimodal distribution was due to small

networks generally originating few prefixes - the 75th percentile of small networks originated

only 5 prefixes, and thus could more easily maintain RPKI registration.

Small MANRS ASes were about 2.5 times more likely to register ROAs for their prefixes.
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(a) MANRS ASes were more likely than non-
MANRS ASes of the same size to originate RPKI
Valid prefixes.
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Figure 4.4. Prefixes originated by MANRS and non-MANRS ASes (shared legend). Large
MANRS ASes were more likely to originate RPKI Valid prefixes than IRR Valid prefixes in May
2022.

Indeed, in May 2022, of 433 small MANRS ASes that originated prefixes, 264 (60.1%) originated

only RPKI Valid prefixes while 102 (23.6%) originated only non-RPKI-Valid prefixes. In contrast,

of 66,735 small non-MANRS ASes, 45419 (68.1%) ASes originated only RPKI Invalid/NotFound

prefixes while 16,492 (24.7%) ASes originated only RPKI Valid prefixes.

The RPKI validity difference between medium MANRS and non-MANRS ASes was

similar to that of the small networks, with medium MANRS ASes almost twice as likely to

originate only RPKI Valid prefixes. In May 2022, of 311 and 4,395 medium MANRS and

non-MANRS ASes, 129 (41.5%) and 1,044 (23.8%) originated only RPKI Valid prefixes, while

46 (14.8%) and 1,818 (41.4%) originated only RPKI Invalid/NotFound prefixes. This also shows

a positive impact of MANRS for medium networks.

The validity distribution for large networks was less polarized than that of small and

medium networks. However, while all large MANRS ASes originated some RPKI Valid prefixes,

we find that 10 (11.8%) non-MANRS ASes did not register ROAs for any prefix they announced

and thus originated only RPKI NotFound prefixes. Additionally, another large network (AS23947,

an Indonesian ISP) did not originate any RPKI Valid prefix and originated 2 RPKI Invalid prefixes.

We further study this case below. On the other end, 3 (12.5%) out of 24 large MANRS ASes and
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Table 4.1. Number of ASes originating RPKI Invalid prefixes by size category. In May 2022,
MANRS ASes of all size categories were more likely to originate RPKI Invalid announcements
compared to non-MANRS ASes.

Size Category Group # ASes Orig. RPKI-Inv. (%) Total ASes # Prefixes

Small
MANRS 0 (0.0%) 433 0

Non-MANRS 489 (0.7%) 66,735 1,097

Medium
MANRS 9 (2.8%) 311 14

Non-MANRS 198 (4.5%) 4,395 1,401

Large
MANRS 5 (20.8%) 24 13

Non-MANRS 28 (32.9%) 85 724

5 (5.9%) out of 85 large non-MANRS ASes originated only RPKI Valid prefixes.

We further study the ASes that originated RPKI Invalid prefixes, since ROV-deploying

networks will drop those routes while allowing RPKI NotFound announcements to pass. Table 4.1

shows that, in May 2022, no small MANRS AS originated RPKI Invalid prefixes while 489

(0.7%) small non-MANRS ASes originated 1,097 RPKI Invalid prefixes. 9 (2.8%) medium

MANRS ASes originated 14 RPKI Invalid prefixes and 198 (4.5%) medium non-MANRS

ASes originated 1,401 RPKI Invalid prefixes. We also find that 5 (20.8%) large MANRS ASes

originated 13 RPKI Invalid prefixes, while 28 (32.9%) of large non-MANRS ASes originated

724 RPKI Invalid prefixes, showing that MANRS networks were less likely to originate RPKI

Invalid announcements.

We note that ASes may originate RPKI Invalid prefixes for legitimate reasons, such as

routing misconfigurations. We further analyze the Indonesian ISP (AS23947) that originated 2

RPKI Invalid prefixes and found that the prefixes were registered under AS0 in RPKI. Since both

prefixes were registered under AS23947 in RADB and have been announced consistently since

May 2019, we speculate that this ISP misconfigured its ROA.

84



4.4.2 IRR prefix validity

Figure 4.4b shows that the median large MANRS network originated 63.5% IRR Valid

prefixes of all prefixes the network originated, which was lower than the 84.0% median for the

non-MANRS counterpart. We speculate this difference is due to (1) IRR being more widely

adopted than RPKI and (2) networks that adopt RPKI (especially MANRS networks with high

RPKI registration rates) leaving IRR records unmaintained, causing BGP announcements to

become IRR Invalid and creating inconsistency between IRR and RPKI records [42].

In contrast, MANRS and non-MANRS ASes in the small and medium classes had similar

likelihood in originating IRR Valid prefixes. In May 2022, the percentage of networks that only

originated IRR Valid prefixes was 72.3% for small MANRS, 70.0% for small non-MANRS,

52.1% for medium MANRS, and 48.0% for medium non-MANRS.

We also find that non-MANRS networks were more likely to register only in IRR but

not RPKI compared to MANRS networks. In May 2022, 23.6% (102/433) small MANRS ASes

versus 65.4% (43,659/66,735) small non-MANRS ASes only registered in IRR. Similarly, 14.8%

(46/311) medium MANRS compared to 41.0% (1,803/4,395) non-MANRS ASes, and 0% (0/24)

large MANRS ASes compared to 11.8% (10/85) large non-MANRS ASes, registered only in

IRR. Registering only in IRR is less optimal than registering in RPKI, since IRR may contain

inaccurate records due to looser validation standards compared to RPKI [42]. The lower fractions

of IRR-only MANRS ASes suggests MANRS participants were more likely to adopt RPKI than

their non-MANRS counterparts in 2022.

4.4.3 AS level conformance to Action 4

After looking at the prefix validity levels of ASes, we look at how conformant were

MANRS ISPs and CDN program participants to required validity levels. We first look at how

conformant MANRS CDN participants were to the Action 4 requirements in the MANRS CDN

program, which requires CDNs to originate all prefixes as either RPKI or IRR Valid. We discover
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one MANRS CDN AS did not originate any prefix according to our prefix2as dataset. In the

May 1st snapshot of the IHR prefix origin dataset, we find that the AS belonged to a company

that registered two ASes in MANRS but was only using one AS to originate address space in

BGP (similar to other cases mentioned in §4.3). We consider that AS to be trivially conformant.

We find that 17 out of 20 CDN ASes were conformant, i.e., 100% of the prefixes they originated

were either RPKI Valid or IRR Valid. The other three ASes still originated more than 98% of

their prefixes as either IRR or RPKI Valid. These three ASes were among the top 5 MANRS

CDN ASes who originated the most prefixes, two of which originated more than 3,500 prefixes

in BGP. For ASes that originate so many BGP announcements, it is reasonable that a small

fraction of them were neither RPKI Valid nor IRR Valid due to their complicated relationship

with business customers. We provide case studies on those three CDNs (§4.4.4).

We then analyze the conformance of MANRS ISP participants to the MANRS ISP

program Action 4 requirements, which requires ISPs to have over 90% of the prefixes they

originate in BGP to be either IRR or RPKI valid. In the same IHR prefix origin dataset snapshot

from May 2022, we find 95 ASes that did not originate any prefix and considered them trivially

conformant. We then find that only 39 out of 754 ASes were unconformant, where fewer than

90% of the prefixes they originated were IRR or RPKI valid. The 39 ASes belonged to 15

organizations total: 24 ASes were from one large ISP (ISP1), 2 ASes belonged to ISP2, and

the remaining 13 organizations each had one AS. The percentages of IRR/RPKI Valid prefixes

originated by those 39 ASes ranged from 0% to 89%. We manually inspect some of those ASes

with no IRR/RPKI Valid prefixes and find they were stub ASes of large networks who originated

fewer than 3 prefixes. We reached out to some of those non-conformant networks and discuss

their behavior next.

4.4.4 Analyzing unconformant ASes

We manually analyze 3 unconformant ISPs and 3 unconformant CDNs to shed light on

the reasons for their unconformance.
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Table 4.2. Non-conformant prefix origins from the MANRS networks we contacted. CDN2 had
no Invalid prefixes and only one RPKI-NotFound prefix. Prefixes in Sibling/C-P were originated
by a sibling or customer AS, and no relationship was found for prefixes in the Unrelated column.
The RPKI Invalid and IRR Invalid columns each sums the 2 subsequent columns.

RPKI Invalid
(NotFound) Sibling/C-P Unrelated

IRR Invalid
& No RPKI Sibling/C-P Unrelated

CDN1 3 3 (100%) 0 48 38 (79%) 10 (21%)
CDN2 (1) 0 1 (100%) 0 0 0
CDN3 0 0 0 5 5 (100%) 0
ISP1 1 0 1 (100%) 302 154 (51%) 148 (49%)
ISP2 8 6 (75%) 2 (25%) 272 152 (56%) 120 (44%)
ISP3 1 1 (100%) 0 486 359 (74%) 127 (26%)

We conduct case studies for all three unconformant CDNs and the three largest uncon-

formant ISPs. Table 4.2 provides an overview of the prefix-origins that were not MANRS-

conformant. The RPKI Invalid and IRR Invalid columns contain the number of prefix-origins

with those statuses (prefix-origins in the IRR Invalid column were all RPKI NotFound), which

combined is a subset of the total non-MANRS-conformant prefixes of the network (excluding

prefix-origins that were both RPKI NotFound and IRR NotFound). The Sibling/C-P columns

denote the number of prefix-origins whose BGP origin AS and mismatching RPKI/IRR origin

AS belonged to the same organization (i.e., siblings according to the as2org dataset) or had

a customer-provider relationship (C-P, according to the AS relationships dataset). The Unre-

lated columns denote the number of remaining prefix-origins whose BGP origin ASes had no

relationship with the corresponding IRR/RPKI origin ASes.

Most prefix-origins that were not conformant were IRR Invalid instead of RPKI Invalid.

Since RPKI Invalid prefix-origins suffer more visibility reduction in the global routing table

(due to ROV filtering) than RPKI NotFound or IRR Invalid ones, networks who originated IRR

Invalid prefixes due to temporary traffic engineering efforts or misconfigurations are less likely

to have their services negatively impacted. In addition, in almost all cases, the majority of the

RPKI Invalid/IRR Invalid prefix-origins were under the Sibling/C-P category, meaning the lack
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of compliance was likely due to internal misconfigurations or business practices, and thus could

be easily corrected.

All six organizations in our case study were partial MANRS participants according to our

analysis using the as2org dataset. We also manually check the AS numbers belonging to those

organizations and contact their network operators to confirm that they did not register all AS

numbers in MANRS. ISP2 mentioned that they intended to register all AS numbers in MANRS

but might have missed some newer AS numbers. CDN1 listed only one AS number in MANRS,

with 98.7% MANRS-conformant prefix-origins, but had 11 out of 12 unlisted ASes with 100%

conformant prefixes. Similarly for CDN2, CDN3, and ISP1, 75%, 100%, and 100% of their

unlisted ASes had 100% conformant prefixes.

4.4.5 Conformance stability

We next look at MANRS conformance over time. We take 12 weekly snapshots from the

IHR prefix origin dataset between February 1st, 2022 and May 1st, 2022 (1 snapshot was removed

due to missing data) to analyze the conformance stability of MANRS ASes. We find that 17 out

of 20 CDNs stayed in conformance for all 12 snapshots, and the 3 CDNs stayed unconformant

for 12 weeks. For MANRS ISPs, we found 46 ASes were not conformant in some of the 12

snapshots, where 35 ASes were unconformant consistently across all snapshots. The remaining

11 ASes that were unconformant for fewer than 12 snapshots belonged to 10 organizations.

We also find one AS had fluctuating conformance status where its MANRS-conformant prefix-

origins dropped below 90% in early February and again in late March. Overall, most ASes were

stable in their conformance and consistently stayed either conformant or unconformant.

We look at the 3 CDNs to study prefix-level conformance stability. For CDN1, we find

that between February and May 2022, it stopped announcing 80 prefixes and announced 141 new

prefixes, while the active 3,822 prefixes remained conformant. Similarly for CDN2, no prefix

changed conformance status over the 3-month period, and for CDN3, only 2 out of 902 prefixes

changed conformance status. Overall, prefixes were also likely to have stable conformance status,
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Figure 4.5. Percentage of RPKI covered address space for MANRS and non-MANRS networks.
RPKI covered address space of MANRS networks grew faster between 2019 and 2022.

possibly due to infrequent changes in RPKI and IRR registration.

4.4.6 Presence in RPKI of MANRS ASes

We find that in May 2022, 64.8% of the routed IPv4 address space was not covered by

RPKI VRPs, while only 5.3% was not covered by IRR route objects. This shows that the RPKI

has significant room for growth. We find that MANRS ASes had higher RPKI coverage than

non-MANRS networks.

Figure 4.5 shows that in May 2022, MANRS networks had reached an RPKI coverage

level of 58.2% (i.e., that fraction of their collective address space had been RPKI signed), greater

than 30.2% for non-MANRS networks. Although there is still room for MANRS RPKI coverage

to grow, it is unlikely to reach 100% due to the barriers in RPKI registration of legacy IPv4

address space [49]. We discover that the significant increase of MANRS RPKI coverage after

2020 was due to the introduction of the MANRS CDN program, where large CDNs and cloud

providers such as Amazon (AS16509) and Cloudflare (AS13335) registered more than 1,700

prefixes in RPKI. This change correlates with the increase of ARIN MANRS address space

shown in Figure 4.3b. Similarly, 95.0% of MANRS address space was covered by IRR and
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Figure 4.6. RPKI and IRR Invalid prefixes propagated by MANRS and non-MANRS networks
in May 2022.

97.6% was MANRS-conformant; 84.6% of non-MANRS address space was covered by IRR and

87.2% was MANRS-conformant.

4.5 MANRS Action 1: Route Filtering Behavior

In addition to requirements on prefix origination, MANRS requires networks to ensure

the correctness of customer announcements. In this section, we quantify the RPKI/IRR Invalid

prefixes propagated through MANRS networks and originated by their customers, compare to

that of the non-MANRS networks, and analyze conformance to the Action 1 requirements.

4.5.1 Propagation of RPKI-Invalid prefixes

Figure 4.6a shows the distribution of the percentage of valid prefixes forwarded by

networks for small, medium and large, MANRS and non-MANRS networks. It shows a dis-

tinct difference between large MANRS and non-MANRS networks. 11 (45.9%) of 24 large

MANRS networks propagated no RPKI Invalid prefixes compared to 31 (36.0%) of 86 for

large non-MANRS networks. The large MANRS network that propagated the most RPKI-

Invalid announcements did so for 1.1% of its address space, compared to 6.4% for the top large

90



non-MANRS network.

In contrast, there was no such difference between MANRS and non-MANRS ASes

for small and medium networks. Indeed, small networks propagated almost no RPKI Invalid

announcements. Of 118 small MANRS ASes that propagated some prefix, 117 (99.2%) prop-

agated no RPKI Invalid prefixes while 1 (0.8%) propagated only 1 RPKI Invalid prefix. Of

6,140 small non-MANRS networks, 6,083 (99.1%) ASes propagated no RPKI Invalid prefixes.

This similarity was because small networks are mostly edge ASes with almost no customers

and therefore propagate very few prefixes in general: the 75th percentile of small networks

propagated only 5 prefixes. Since RPKI Invalid announcements occupied less than 1% of the

routing table, it is very unlikely for small networks to encounter RPKI Invalid announcements.

Similarly, medium MANRS and non-MANRS networks were almost indistinguishable

with respect to the percentage of propagated RPKI Invalid announcements. Of 310 and 4,405

medium MANRS and non-MANRS networks, 283 (91.3%) and 4,072 (92.4%), respectively,

propagated no RPKI Invalid prefixes.

4.5.2 Propagation of IRR-Invalid prefixes

Figure 4.6b shows that in our May 2022 data, small MANRS networks were less likely to

propagate IRR Invalid prefixes than small non-MANRS networks. However, medium MANRS

and non-MANRS networks had similar likelihood of propagating IRR Invalid prefixes. In May

2022, the percentage of networks that only originated IRR Valid prefixes was 94.1% for small

MANRS, 85.5% for small non-MANRS, 59.4% for medium MANRS, and 63.0% for medium

non-MANRS. Large MANRS networks propagated at most 25.5% IRR Invalid announcements

of all their received announcements, which was lower than the 74.5% of their non-MANRS

counterpart. We speculate this difference was due to inconsistent IRR adoption and filtering

among ISPs [179], and especially among non-MANRS networks without standard filtering

procedures.
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Figure 4.7. Unconformant prefixes propagated by MANRS and non-MANRS networks by
network type. The median large MANRS AS propagated only 2.5% MANRS-unconformant
prefixes.

4.5.3 AS level conformance to Action 1

To assess networks’ level of conformance to the filtering requirement, we combine

members of MANRS ISPs and CDNs programs and calculated their fractions of propagated

MANRS-unconformant announcements (§4.2.2) from their direct customers. Since the MANRS

ISP program Action 1 does not provide a threshold, and the MANRS CDN program Action 1 only

describes a validation flow in its recommended additional requirements, a MANRS AS is fully

Action 1 conformant if none of the announcements they propagate are MANRS-unconformant.

MANRS ASes that did not propagate any announcements are considered trivially conformant

Figure 4.7 shows that in May 2022, all types of MANRS ASes were more likely to be

Action 1 conformant than their non-MANRS counterpart. All large MANRS ASes propagated

fewer than 15% MANRS-unconformant prefixes, while the highest percentage of MANRS-

unconformant prefixes propagated by large non-MANRS ASes was 41.4%. The long tails

for small and medium non-MANRS ASes both end at 100%, where we found one medium

non-MANRS AS propagated more than 800 RPKI or IRR Invalid prefixes. To emphasize, those

prefixes were received from the direct customers of the ASes, hence the fewer ASes per category
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Table 4.3. Action 1 (filtering) conformance. ASes with no customers are conformant by default
and included in right side columns. Results for transit ASes are shown in left side columns. Only
23% of small MANRS ASes provided transit and 97.1% of them were conformant.

Transit
Conformant

Total
Transit

Total
Conformant

Total
MANRS

Small 101 (97.1%) 104 448 (99.3%) 451
Medium 200 (65.1%) 307 212 (66.4%) 319
Large 0 (0%) 24 0 (0%) 24

(Figure 4.7 legend vs. Figure 4.6b).

Table 4.3 lists the number of fully conformant MANRS ASes. The Total Transit column

shows the number of MANRS ASes that actually propagated some announcement. We consider

the remaining MANRS ASes that we did not observe to have propagated any announcements

trivially conformant. We obtain the Total Conformant values by adding the number of trivially

conformant ASes to the number of Transit Conformant ASes. We find that 347 of 451 small

MANRS ASes did not provide transit to any prefixes at all. Overall, of MANRS ASes across all

size categories were more than 93% conformant to Action 1.

4.5.4 MANRS RPKI filtering effectiveness

To measure whether RPKI Invalid announcements were more likely to propagate through

MANRS transit networks, we first estimate how likely BGP announcements were to propagate

through MANRS networks by calculating the MANRS preference scores for RPKI Valid and

RPKI NotFound announcements. Figure 4.8 depicts their distribution and shows that 34% of

RPKI Valid prefix origin pairs preferred to transit via MANRS networks (MANRS preference

scores greater than 0). Similarly for RPKI NotFound announcements, 36% preferred MANRS

transit networks. The similarity between these MANRS preference scores is expected as networks

propagate RPKI Valid and NotFound in the same way, even if they implement ROV. In contrast,

only 14% of RPKI Invalid prefix origin pairs preferred MANRS networks, suggesting that

MANRS networks collectively were more effective in filtering RPKI Invalid announcements
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Figure 4.8. Prefix preference for MANRS transit by RPKI status (0 means no preference).
RPKI Invalid BGP announcements were less likely to propagate through MANRS networks than
non-MANRS networks.

than non-MANRS networks, and therefore suggesting better routing security.

4.6 Discussion

We surveyed six MANRS-participating network operators whose prefixes were found to

be unconformant with IRR or RPKI validation policies. We contacted each operator to share our

findings and received replies from five of them. Two operators identified the root cause of the

unconformant announcements and confirmed that they had corrected the issue, which we were

able to independently verify at the time of writing. The remaining three networks reported that

they were using our findings to investigate the problem internally.

We also asked these operators for feedback on the monthly MANRS conformance reports.

Three networks indicated that they read the reports but found the information insufficiently

actionable. The other two operators were not aware of the reports, suggesting that we may have

reached someone other than the designated MANRS point of contact.

In follow-up discussions, two operators noted that complying with MANRS requirements

was challenging due to complex business relationships and legacy infrastructure. These responses
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point to potential areas where MANRS support and reporting could be improved to better serve

diverse operational contexts.

4.7 Summary

This chapter provides a first look into the MANRS networks’ conformance to routing

security practices. We investigated the geographical and address space distribution of MANRS

members, and found the presence of very large networks as part of MANRS and a large proportion

of MANRS members in Brazil. Our analysis of IRR and RPKI revealed that MANRS members

were more likely to register and maintain routing objects than non-MANRS members. The

analysis on route filtering showed that MANRS members were likely to have better routing

practices than non-MANRS members. We inferred that, as of May 2022, the vast majority of, but

not all, MANRS members were conformant with MANRS actions, and found that conformance

for very large networks is difficult to achieve. We also found that MANRS networks collectively

were more effective in filtering out RPKI Invalid announcements than non-MANRS networks.

These findings demonstrate that public data sources can be effectively used to indepen-

dently assess the conformance of MANRS participants to their commitment to deploying origin

validation practices, and that the initiative has been effective in reducing the propagation of

BGP announcements with incorrect origins through MANRS ASes. While this study focuses

on MANRS participants, these public data sources can be also be used to evaluate partial RPKI

deployment strategies across the broader Internet. Recently, U.S. government agencies proposed

regulations to accelerate partial RPKI deployment and to maximize its impact. We focus on

these emerging policy efforts in the next chapter.

Chapter 4 in part, is a reprint of the material as it appears in Proceedings of the Internet

Measurement Conference 2022. Ben Du, Cecilia Testart, Romain Fontugne, Gautam Akiwate,

Alex C. Snoeren, and kc claffy. The dissertation author was the primary investigator and author

of this paper.
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Chapter 5

Future Partial Deployment Strategies of
BGP Origin Validation

Although MANRS participants have made a positive impact on improving routing

security, the initiative still has limitations. First, only a small fraction of ASes on the Internet

participate in MANRS, and some participants, particularly some of the largest networks, are not

fully conformant with its routing security requirements. Second, some MANRS participants

rely solely on IRR-based BGP origin validation, which lacks cryptographic verification and

is more vulnerable to inaccuracies and falsification compared to RPKI. As a result, MANRS

alone is insufficient to ensure effective BGP origin validation, and RPKI deployment across the

Internet remains limited. This gap has drawn the attention of the U.S. Federal Communications

Commission (FCC), who has proposed regulations aimed at promoting RPKI adoption, especially

among large and well-connected networks [51, 140, 183].

In this chapter, I show that it is possible to use public data sources to evaluate future

deployment strategies for RPKI, providing policymakers and stakeholders with empirically

grounded insights on improving routing security under the constraints of partial adoption.

Because the decentralized nature of BGP makes large-scale, controlled ROV deployment experi-

ments impractical, I use public measurement data in the following ways. First, I use Internet

topology data inferred from public BGP measurements to simulate the propagation of RPKI-

invalid announcements under current and hypothetical deployment scenarios. Second, I leverage
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publicly available AS-ranking metrics to evaluate the routing influence of individual networks

and identify strategic targets for RPKI deployment. The results of this framework can help

inform policy proposals, such as those led by the U.S. Federal Communications Commission

(FCC), and guide broader efforts to strengthen global routing security.

5.1 Overview

Despite MANRS’s efforts to promote BGP origin validation mechanisms, RPKI adoption

remains limited. As of May 2024, ROAs covered only 50% of publicly routed IPv4 address

space [115]. ROV deployment is even more sparse as of 2024: Cloudflare has estimated that

only 136 ASes on the Internet were actively filtering RPKI-invalid BGP routes [34]. As a

result, some prominent BGP hijacks and misconfigurations could still affect the large portions

of the Internet [35, 185]. To address the slow pace of RPKI deployment and the significant

risks that remain, government agencies have increasingly turned their attention to promoting

RPKI adoption. In particular, The White House and the U.S. National Institute of Standard

and Technology (NIST) recommended routing security practices for organizations [140, 183]

and the U.S. Federal Communications Commission (FCC) proposed reporting requirements for

service providers [51]. Limited adoption of RPKI-ROV and growing policy interest raise two

key questions: how can we estimate which networks still vulnerable under partial deployment,

and how should we prioritize future ROA and ROV adoption to maximize protection?

Addressing these questions requires a systematic evaluation of hypothetical deployment

scenarios across the Internet. Because of the decentralized nature of BGP, it is infeasible

for researchers to control a large number of networks and conduct large-scale, controlled

ROV deployment experiments. In contrast, simulation using public data offers a practical

and repeatable alternative for evaluating deployment strategies. By modeling the Internet’s

topology as inferred from public BGP measurements and simulating the propagation of RPKI-

invalid prefixes under different deployment scenarios, we can estimate the number of networks
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vulnerable to hijacking under current ROV adoption and evaluate the potential benefits of future

ROV deployment strategies.

While several existing studies have also used routing simulation to examine protection

under partial ROV deployment, they have either relied on oversimplified assumptions such as

random ROV deployment [55, 57] or focused on attack surfaces that remain even after full ROV

adoption [61, 111]. In this work, we develop a lightweight routing simulation framework to

comprehensively evaluate both the current effectiveness and future potential of ROV deployment

scenarios. Our results can inform the networking community and other stakeholders to promote

RPKI-ROV adoption to priority networks. We present two main analyses:

(1) We develop a simulation framework using public Internet topology data to analyze the

propagation of RPKI-invalid BGP announcements under both the current ROV deployment

landscape and potential future deployment strategies.

(2) By applying public AS ranking metrics, we identify target sets of ASes and simulate their

potential impact: quantifying the reduction in both the number of ASes and the amount of

address space exposed to RPKI-invalid announcements if they deploy ROV.

5.2 ROV Simulation Methodology

In this section, we introduce a metric to quantify the impact of partial ROV deployment

and describe the assumptions underlying our BGP simulation. We then explain how we simulate

the propagation of RPKI-invalid announcements under both current and future deployment

scenarios and validate our simulation results.

5.2.1 Metric to quantify ROV deployment impact

To evaluate the influence of a given attacker AS on other networks in the Internet, we use

metrics that align with the two granularities of our ranking methodology: AS-level and IP-level.

At the AS level, we quantify the extent of propagation by counting the number of other ASes
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that receive polluted routes. At the IP level, we capture the potential damage by counting the

number of IPv4 addresses hosted by the ASes reached by the RPKI-invalid prefixes.

(1) The number of polluted ASes, a.k.a |Pollutedm|.

(2) The total number of polluted IPv4 addresses, defined as the sum of the effective sizes of

all prefixes originated by the polluted ASes.

The effective size of a prefix p is computed as the number of IPv4 addresses in p, minus

the total number of addresses covered by its direct sub-prefixes observed in the routing table:

EffectiveSize(p) = |Addr(p)|− ∑
c∈DirectChildren(p)

|Addr(c)|

PollutedAddresses = ∑
a∈Pollutedm

∑
p∈Originated(a)

EffectiveSize(p)

This adjustment ensures we do not double-count addresses that are covered by more-

specific prefixes.

5.2.2 Simulation assumptions

We simulate the propagation of RPKI-invalid prefixes on the Internet. Our simulation

makes the following assumptions:

(1) To evaluate the effectiveness of ROV deployment independent of ROA registration, we

assume that all prefixes observed on the Internet are covered by a ROA. Without this

assumption, the impact of ROV would be negatively affected by the incomplete cover-

age of ROAs in today’s RPKI, where many prefixes remain in the NotFound state and

therefore cannot be filtered by ROV. By assuming universal ROA coverage, we focus on

the contribution of ROV enforcement itself regardless of the current limitations of RPKI

adoption. This enables us to assess the maximum potential benefit of ROV deployment

under ideal ROA coverage.
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(2) We assume that an attacker seeks to maximize reach and therefore consider sub-prefix

hijacks, which represent the worst-case scenario. Although exact-prefix hijacks also occur,

their impact is more limited, and any ROV deployment that covers sub-prefix hijacks will

by definition also mitigate exact-prefix hijacks (§1.2).

(3) We have surveyed large ROV-deploying ASes participating in MANRS and found that they

originated only a few RPKI-invalid announcements (§4.6). These invalid announcements

were not due to misconfigurations but were instead exceptional cases, such as customer-

specific announcements or test prefixes, suggesting that these networks likely implement

outbound filtering [102]. Based on this observation, we assume in our simulation that each

ROV-deploying AS adopts outbound filtering and does not originate RPKI-invalid prefixes.

(4) We assume a threat model in which any AS may misconfigure its BGP announcements and

in turn accidentally hijack arbitrary prefixes. RFC 6811 explicitly notes that RPKI should

be understood as a system for preventing misconfigurations [122]. Thus, in our simulation,

we assume that all ASes that are not deploying ROV originate RPKI-invalid prefixes.

5.2.3 Simulation construction

We define two actors when simulating the propagation of RPKI-invalid prefixes. We refer

to the AS that originates the RPKI-invalid prefix as the polluter AS, denoted as m. We refer to

ASes that receive the RPKI-invalid prefix as polluted ASes, denoted as Pollutedm. For a given

set of n ASes that deploy ROV, we conduct a simulation of the following steps:

(1) We construct the graph using the observed Internet topology derived from the AS relation-

ship dataset, where each vertex v ∈V is an AS and each edge between any two vertices

(u,v) ∈ E represents 2 interconnected ASes.

(2) We pick a set of n ASes as the set of ROV-deploying ASes ROV in this simulation iteration

(see next section on simulation parameters).
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(a) AS2 can pollute 2 ASes (AS3,
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(b) AS4 can pollute 3 ASes (AS2,
AS3, AS5) and 70,144 addresses.
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(c) AS5 can pollute only 1 AS
(AS4) and its 256 addresses.

Figure 5.1. Example AS-level topology and the prefixes originated by each AS. The devil icon
marks the polluting AS (the attacker). Red nodes represent ASes that are polluted (i.e., accept
the RPKI-invalid prefix), green indicates an AS that deploys ROV, and white indicates ASes
that are not polluted. Assuming AS1 enforces ROV, we simulate hijacks by iteratively selecting
each remaining AS as a polluter originating RPKI-invalid prefixes. For each case, we count the
number of polluted ASes and the size of their originated IP space.

(3) For each non-ROV-deploying AS m ∈V \ROV in the graph, we assume it originates an

RPKI-invalid prefix (a.k.a. m is a polluter).

(4) Following the valley-free routing principle [56], we simulate the route propagation starting

from m and identify each AS i that receives the RPKI-invalid prefix. Given that m is

conducting a sub-prefix hijack, any AS i that receives the hijacked prefix is guaranteed to

select the route originated from m due to the longest-prefix-matching rule (§1.1. We add

all such i to Pollutedm.

Figure 5.1 illustrates a simulation outcome in which AS1 is the ROV-deploying AS.

In one iteration (Figure 5.1a), AS2 is the polluter, and AS3 and AS4 become polluted. AS5,

however, does not receive the hijacked prefix due to the valley-free routing principle: AS4

receives the RPKI-invalid route from its provider (AS2) and exports it only to its customers, but

AS5 is a peer. Similarly, Figure 5.1b and 5.1c show that AS4 can pollute AS2, AS3, and AS5;

AS5 can only pollute AS4.
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5.2.4 Approximating currently ROV-deploying ASes

To estimate the impact of current ROV-deploying ASes, we first need to identify which

ASes actually deploy ROV. However, reliably determining ROV deployment remains an open

challenge (§1.7.6). To approximate the set of ROV-deploying ASes, we adopt a methodology

similar to Li et al.[101]. We first use the RoVista dataset[178] to identify ASes that are likely

protected by ROV. RoVista considers an AS to have fully protected by ROV if either it enforces

ROV itself or all of its upstream providers do. Since smaller networks such as stub ASes are less

likely to have the resources to deploy ROV (§1.5.1), we treat ASes with a RoVista protection

score of 100 that are not stub ASes as currently deploying ROV.

5.2.5 AS rankings for selecting future ROV-deploying ASes

To evaluate the potential impact of targeted ROV deployment, we need a way to identify

networks whose adoption could effectively limit the propagation of RPKI-invalid prefixes. AS

ranking metrics provide a systematic means to prioritize candidate ASes by estimating their

influence in the global routing system. These rankings provide some indication of the impact a

network has on routing by quantifying either its customer reach (customer cone) or its centrality

in BGP paths (AS hegemony), which we introduce in detail below. In our simulations, we use

both global and country-level rankings: global rankings highlight networks with the greatest

reach across the entire Internet, while country-level rankings capture influential networks within

specific country boundaries, which can be important for country-specific deployment strategies.

Customer Cone ranking. In 2013, Luckie et al. [109] proposed the concept of customer

cone (CC) to count the number of ASes that a given AS can reach through only customer

relationships. Similarly, we can obtain a IP-level customer cone by counting the number IP

addresses that an AS can reach through its customers. In 2023, Huffaker et al. [75] adapted this

global customer cone definition to create country-level customer cone rankings. We download the

April 1, 2025 snapshot of the AS-leven and IP-level global customer cone rankings through the
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CAIDA AS Rank [22] website and refer them as AS-level and IP-level CCG (Global Customer

Cone). We also compute the AS-level country-level customer cone for each AS by grouping its

customer-cone ASes by their registered countries, which we denote as AS-level CCC (Country-

level Customer Cone).

AS Hegemony ranking. In 2017, Fontugne et al. [52] proposed AS Hegemony (AH), a

metric that quantifies how central an AS is in terms of routing dependency. It calculates how

often an AS appears on BGP paths used to reach other ASes (both globally and within a country),

including via peering and provider relationships. We download the April 1 2025 snapshots of

global and country-level IP-level AH rankings on the IIJ Internet Health Report archive [84].

IIJ provides the AS-level AH rankings (also called hegemony cone) through Internet Yellow

Pages [53]. We query the IYP Console [96] using the Cypher query below to obtain the AS-level

global AH rankings for April 1 2025.

MATCH (up:AS)<-[:DEPENDS_ON]-(down:AS)

RETURN up.asn, COUNT(DISTINCT down.asn) AS customer_cone

ORDER BY customer_cone DESC

We run the simulation for various values of n, where n ∈ 10,20, . . . ,100,200, . . . ,1000.

For each n, we select the top n ASes according to four AS-level ranking metrics (CCG, CCC,

AHG, and AHC) and evaluate the propagation of RPKI-invalid prefixes using the number of

polluted ASes as the metric. Using AS-level rankings treats all ASes equally; however, in

practice not all ASes are equal as some ASes serve more customers or host more services than

others. Since our public data cannot directly capture these differences, we approximate them

using the amount of address space each AS originates. To incorporate this approximation, we

also apply two IP-level metrics (CCG and AHG) to select ROV-deploying ASes, and in this case

evaluate the impact of RPKI-invalid propagation by the number of polluted IPv4 addresses.
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5.2.6 Validating simulation with in-the-wild RPKI-Invalid prefixes

We validate our simulation against RPKI-invalid prefixes observed in the wild to assess

how closely it reflects real-world propagation. This step is necessary because both our input

datasets and methodology have limitations. For instance, the AS-relationship dataset may miss

certain links due to incomplete BGP visibility, and the RoVista dataset may fail to capture some

ASes that deploy ROV in practice. By comparing simulated propagation to observed propagation,

we can assess the impact of these limitations on our results and develop a clearer understanding

of how our simulation diverges from real-world behavior. Our validation process consists of the

following steps:

(1) Retrieve RPKI statuses: We use the April 2, 2025 snapshot of the IHR-ROV dataset to

obtain the RPKI validation status of each announced prefix.

(2) Filter for clean invalids: We obtain RPKI-invalid prefixes without multi-origin AS

(MOAS) conflicts. This ensures that each prefix has a single origin AS, so that if no AS

filters the announcement via ROV, the prefix would propagate broadly across the Internet.

This avoids interference from routing policies such as AS path length preference.

(3) Extract RIB data: Using the April 2, 2025 snapshot of the RIB from the route-views2

collector, we extract all observed AS paths to those clean invalid prefixes.

(4) Simulate invalid propagation: We run our simulation to model the propagation of each

selected RPKI-invalid prefix, assuming no filtering except by ROV-deploying ASes.

(5) Compare observed and simulated paths: We compare the AS paths observed in the

wild with the simulated propagation paths to evaluate how closely the simulation reflects

real-world behavior.
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5.3 Simulation Results

In this section, we validate our simulation framework and present an evaluation of both

the current ROV deployment landscape and potential future deployment strategies. We first

note that our framework is constrained by the limitations of the public datasets on which it

relies. We then find that the estimated ROV deployment landscape as of April 2025 had only

limited effectiveness in reducing the propagation of RPKI-invalid prefixes. Next, we compare

different AS ranking metrics as strategies for prioritizing future ROV adoption to estimate which

approaches can more effectively limit propagation. Finally, we examine the FCC’s proposed

significant service providers and show that, within the U.S., their deployment of ROV has only

limited impact, as the overall reduction in RPKI-invalid propagation remains small.

5.3.1 Simulation validation

Following our validation procedure, we analyze the consistency between our simulation

and real-world observations of RPKI-invalid prefix propagation:

• We first retrieved 582 RPKI-invalid prefixes from the IHR-ROV dataset.

• We filter out 52 prefixes that had conflicting origin ASes (i.e., multi-origin announcements),

leaving 530 RPKI-invalid prefixes with a single origin AS (i.e., no multi-origin AS

conflicts).

• We query the Route Views RIB (route-views2 collector, April 2, 2025) for these 530

prefixes and find that 452 of them appeared in the RIB. These were received from 22

collector peers, who learned the prefixes via 1,088 unique AS paths originating from 247

ASes.

• We compare these 1,088 AS paths with the simulated paths from each origin AS to the

corresponding collector peers. Of these, 494 paths matched exactly between the real-world
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data and our simulation. The remaining 594 paths could not be matched for the following

reasons:

– Uncertainty of ROV-deploying ASes: We observe 363 unmatched paths traversing

25 ASes that we inaccurately infer as likely ROV-deploying. This limitation stems

from RoVista’s methodology, which infers ROV protection based only on a subset

of RPKI-invalid prefixes [102]. As a result, those 25 ASes may not have been fully

protected by ROV, and because they had customers, our approximation incorrectly

classified them as deploying ROV. For instance, RoVista inferred that AS701 was

fully protected by ROV, yet we observe it to have received and propagated RPKI-

invalids. Our evaluation of real-world RPKI-invalid propagation therefore inherits the

limitations of the RoVista dataset, underscoring the broader challenge of relying on

public datasets for evaluating the effectiveness of current ROV-deployment landscape

(§1.7.6).

– Missing topology data: 231 unmatched paths included links not present in our con-

structed AS-level topology. These discrepancies likely stem from the AS relationship

dataset, which only retains links stably observed for at least five days, whereas the AS

paths we extract from the RouteViews RIB come from a single snapshot. As a result,

short-lived or less frequently observed connections may be missing. For example,

upon manual inspection, we identify AS paths traversing IXPs that had no recorded

neighbors in the relationship dataset. Our evaluation of RPKI-invalid propagation

therefore inherits the incompleteness of the AS relationship dataset, highlighting the

broader challenge of relying on public datasets with limited visibility into transient

or unobserved links (§1.7.2).

Having evaluated the accuracy and limitations of our public-data-based simulation frame-

work, we next apply it to evaluate the effectiveness of the current ROV deployment landscape.
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5.3.2 Current ROV deployment does not sufficiently reduce RPKI-
invalids propagation

To estimate the set of ASes that currently deploys ROV on the Internet, we first look at the

ASes that are protected by ROV according to RoVista. There were 30,340 ASes in the RoVista

snapshot we retrieved, of which 3,623 ASes had a ROV score of 100%, meaning that either

they have deployed ROV themselves or were protected by their upstream ASes that deployed

ROV. We then remove ASes with no customers or peers and obtain 789 ASes that likely actively

deployed ROV at the time of analysis. Of those 789 ASes, 230 were registered in the U.S. and

included U.S.-based large transit providers such as Lumen, Cogent, and NTT America. We find

that 16 of the 19 tier-1 providers (ASes with no providers [23]) in the RoVista dataset and thus

have likely deployed ROV. The three remaining non-ROV-deploying ASes were AS286 (GTT),

AS1239 (Sprint/T-Mobile), and AS6762 (Telecom Italia). We find that AS286 belonged to KPN,

which was acquired by GTT. Interestingly, GTT’s main AS number AS3257 did actively deploy

ROV according to our inference.

We then simulate the propagation of RPKI-invalid announcements when those ASes

deployed ROV and found that the current set of 789 ROV-deploying ASes still allows the

widespread propagation of RPKI-invalid announcements. The blue dashed line in Figure 5.2a

shows that the median, and 90th-percentile polluter AS can pollute 62,255 and 65,055 ASes,

showing that most ASes can pollute many other ASes by originating an RPKI-invalid prefix. Of

the top 20 polluter ASes that polluted the most ASes, we find that 13 belonged to a large CDN

that obtained transit from 14 of the top 20 transit providers (according to CAIDA’s AS Rank). We

then look at the remaining top polluter ASes: AS17060 was a stub AS with 10 providers but 5 did

not deploy ROV, and could reach all top 10 transit providers within 2 hops. This case highlights

that even stub ASes, especially ones with many upstream providers, can act as highly effective

polluters if their upstream providers do not deploy ROV, as their RPKI-invalid announcements

can propagate through multiple major transit networks and spread widely across the Internet.
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These results show that current ROV deployment is insufficient to limit the propagation

of RPKI-invalid prefixes across the Internet. Although many large U.S.-based transit providers

and most tier-1 ASes have likely deployed ROV, the vast majority of polluter ASes can still

reach more than 60k ASes on the Internet. This result emphasizes that, even with 789 ASes

likely deploying ROV, we are still in the early stages of adoption. Strategically guided future

ROV deployment is needed to strengthen global routing security and reduce the risks posed by

origin hijacks. However, it is important to note that these results are affected by the limitations

of the public data used in our analysis. Because we may have overestimated the number of ASes

deploying ROV and our constructed topology omits AS links not visible to our limited set of

BGP collectors, our simulation likely underestimates the true extent of RPKI-invalid propagation.

As a result, the real-world ROV deployment landscape may be even less effective than it appears

here.

In addition, using private data to analyze the effectiveness of current ROV deployment

landscape can paint a very different picture. For example, Kentik’s analysis of NetFlow traffic

shows that less than 1% of observed traffic was directed toward RPKI-invalid prefixes, suggesting

that current deployment is already effective in practice [114]. However, their approach relies on

private traffic data from a limited set of customer networks that allow them to publish aggregated

statistics, which may not be representative of the Internet as a whole. The contrast between

our conclusion from public data and Kentik’s conclusion from private data highlight both the

strengths and limitations of public-data–driven methods: while public data enables independent,

repeatable measurement of the Internet, it cannot capture alternative perspectives, such as traffic

flows, that require private datasets.

While such traffic-level insights are valuable, our work emphasizes what can be learned

from public data. In the next section, we apply our simulation framework to compare different

public-data–driven metrics as future ROV deployment strategies and their effectiveness in

limiting the spread of RPKI-invalid prefixes.
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(a) Estimated propagation of RPKI-invalid prefixes
under a deployment scenario where the top 100
ASes ranked by Global Customer Cone deploy
ROV. In this case, the median originating AS can
reach 17,946 ASes.
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(b) Estimated propagation of RPKI-invalid prefixes
under a deployment scenario where the top 100
ASes ranked by Global AS Hegemony deploy ROV.
In this case, the median originating AS can reach
30,860 ASes.

Figure 5.2. Comparison of deployment strategies using AS-level metrics: selecting the top N
ROV-deploying ASes using the AS-level Global Customer Cone metric limits the propagation
of RPKI-invalid prefixes more effectively than selecting them using the AS-level Global AS
Hegemony metric.

5.3.3 Difference in effectiveness in using different AS Ranking metrics

In this section, we evaluate the effectiveness of the Customer Cone and AS Hegemony

metrics as strategies for prioritizing future ROV deployment. Figure 5.2 compares the distribution

of the number of ASes each polluter can reach under different ROV deployment strategies,

specifically when prioritizing the top N ASes ranked by AS-level CCG and AS-level AHG.

Figure 5.2a (orange line) shows that if the top 100 ASes ranked by AS-level CCG deploy ROV,

the median polluter can reach 17,946 ASes. In contrast, Figure 5.2b shows that if the top

100 ASes ranked by AS-level AHG deploy ROV, the median polluter can reach 30,860 ASes.

Comparing Figures 5.2a and 5.2b, we observe that polluters consistently reach more ASes under

the AHG-based strategy than under the CCG-based strategy. This suggests that prioritizing ASes

for ROV deployment using the Customer Cone metric is more effective at reducing polluters’

AS reach than using the AS Hegemony metric.

Figure 5.3 evaluates the number of polluted addresses each polluter can reach under
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(a) Estimated propagation of RPKI-invalid prefixes
when the top 100 ASes ranked by Global Customer
Cone metric deploy ROV. The median polluter can
reach 661 million IPv4 addresses, while the 75th
percentile polluter can reach 946 million.
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(b) Estimated propagation of RPKI-invalid prefixes
when the top 100 ASes ranked by the Global AS
Hegemony metric deploy ROV. The median pol-
luter can reach 815 million IPv4 addresses, while
the 75th percentile polluter can reach 920 million.

Figure 5.3. Comparison of deployment strategies using IP-level metrics: selecting the top
N ROV-deploying ASes with the Global Customer Cone metric is more effective at limiting
RPKI-invalid propagation from the median polluter, while the Global AS Hegemony metric is
more effective for the 75th and higher percentiles.

IP-level ranking strategies: IP-level CCG and IP-level AHG. Figure 5.3a (orange line) shows that

if the top 100 ASes ranked by IP-level CCG deploy ROV, the median polluter can still reach 661

million IPv4 addresses. In contrast, Figure 5.3b shows that if the top 100 ASes ranked by IP-level

AHG deploy ROV, the median polluter can reach 815 million. This indicates that IP-level CCG

is more effective at reducing the median reach of RPKI-invalid prefixes. However, at the 75th

percentile, polluters can reach 946 million addresses under CCG and 920 million under AHG,

suggesting that IP-level AHG is more effective at limiting the reach of high-impact polluters.

To better understand these differences, we manually inspect the top polluter ASes under

both strategies. Under the CCG metric, 14 of the top 20 polluters were major content delivery

networks (CDNs), each with hundreds of peers, allowing them to propagate RPKI-invalid prefixes

to a large number of ASes. In contrast, none of the top 20 polluters under the AHG metric were

CDNs. This difference is because the CCG metric only accounts for customer relationships,

which prevents large CDNs from being ranked highly. By contrast, AHG ranks heavily peered

CDNs near the top (some within the top 20), and since these CDNs deploy ROV, they neither
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originate nor propagate RPKI-invalid prefixes.

We then conduct a broader comparison of polluter ASes under the IP-level CCG and

IP-level AHG strategies when the top 100 ASes deploys ROV. Among the 77,723 potential

polluter ASes in the topology, 39.9% (31,015 ASes) could polluted more IP addresses under

CCG, while 44.0% (34,210 ASes) could pollute more under AHG. However, the most damaging

polluter AS under CCG could pollute 1.78 billion addresses, while the top polluter AS under

AHG could reach 989 million. This suggests that future ROV deployment strategy based on

CCG is more effective at broadly reducing the reach of polluters, but less effective at mitigating

the worst polluters.

To further analyze differences between the ranking strategies, we compare the top 100

ASes ranked by AS-level AHG and IP-level AHG and found notable divergences. The IP-level

AHG rankings included more cloud providers such as Akamai and Amazon, and excluded smaller

ISPs with large customer degrees but limited prefix origination. In one extreme case, AS749

(U.S. Department of Defense) ranked fourth in IP-level AHG despite being a stub AS with no

customers or peers. This is because AS749 originates a very large amount of legacy DoD IPv4

address space (more than 200 million IPv4 addresses). Since AS hegemony measures how often

an AS appears in BGP paths, weighted by the size of the address space reached along each path,

networks that originate a large volume of address space are ranked highly even if they have few

customers.

These differences also apply to evaluation metrics. Counting polluted ASes versus

polluted addresses can produce divergent outcomes, since not all ASes originate the same

amount of address space. In the IP-level metrics, the upper tails of the CDFs (Figure 5.3b) are

farther away from the baseline than in AS-level metrics (Figure 5.2b). This reflects the fact that

a small number of ASes originate disproportionately large portions of the global IPv4 address

space, making it easier to prevent the spread of RPKI-invalid traffic to those address blocks.

These findings highlight that the choice of both evaluation and ranking metrics should be

guided by the specific goals and priorities of stakeholders. When selecting an evaluation metric,
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Table 5.1. Mapping of significant service providers listed by the FCC to their primary AS
numbers.

FCC-listed significant service providers Primary AS numbers

AT&T Inc. 7018
Altice USA (Optimum and Cablevision) 19108, 53488, 6128
Charter Communications 7843, 10796, 11427, 20001, 11351, 11426
Comcast Corporation 7015, 7922
Cox Communications, Inc. 22773
Lumen Technologies, Inc. 3356
T-Mobile USA, Inc. 21928, 22140, 13644, 11461, 25877
Telephone & Data Systems (incl. US Cellular) 4181, 21864
Verizon Communications, Inc. 701, 702, 703

one must consider whether the objective is to protect a larger number of ASes regardless of

their size or to prioritize protecting ASes that originate more address space, which may serve a

greater number of users. Similarly, when choosing a ranking metric for ROV deployment, there

is a tradeoff between reducing the overall pollution capability of many ASes versus targeting

high-impact polluters that can reach large portions of the Internet. Metrics like AS-level CCG are

more effective at broad suppression of propagation, while metrics like AHG may better reduce

the influence of individual heavy polluters.

5.3.4 U.S. FCC-Listed service providers offer limited marginal benefit

So far, our analysis has focused on global prioritization strategies for ROV deployment.

We now narrow down to a country-level perspective and examine the case of the United States,

where policy discussions have targeted specific networks as particularly important for routing

security.

We analyze the marginal benefit provided by the nine significant service providers listed

in the FCC NPRM Paragraph 38 [51]. We identify the primary AS numbers that originated

address space corresponding to the nine service providers. Due to mergers and acquisitions, some

providers operate under multiple organization names which may have multiple AS numbers each.

For instance, Altice USA owns both Cablevision and Optimum, which are its two main ISPs.
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Figure 5.4. Impact of adding FCC-listed significant service providers and other top ranked U.S.
ASes as ROV-deploying ASes. The median polluter could reach 9,617 U.S.-based ASes with
only RoVista ASes deploying ROV, compared to 9,561 when the additional 16 FCC SSPs were
included.

We manually look up the subsidiaries of each provider through the U.S. Securities and Exchange

Commission (SEC) and identified the underlying ISPs. We then manually look up the ISP

organization names to obtain their AS numbers, and obtained all the sibling AS numbers from

the as2org dataset. Through this process, we identify 24 ASes operated by the nine significant

service providers (Table 5.1), 16 of which likely have not yet deployed ROV according our

approximation using the RoVista dataset (§5.2.4).

Figure 5.4 shows the capability of polluter ASes to reach U.S-registered ASes. The April

1, 2025 snapshot of the as2org dataset includes 18,367 ASes registered in the U.S. Comparing the

blue dashed line and orange dash-dotted line, we see that the distribution of pollution capability

of ASes barely reduced with the addition of the 16 ASes belonging to the FCC-listed significant

service providers (SSPs). In our simulation, the median polluter AS could pollute 9,617 U.S-

based ASes when only RoVista ASes deployed ROV and the number reduced to 9,561 ASes

when the additional 16 FCC SSP ASes deployed ROV. We also see a noticeable shift on the upper
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right corner of the CDFs in Figure 5.4. We find 13,286 polluter ASes experienced a reduction of

342 polluted ASes. We investigate those 342 ASes and found that they were single-homed stub

customers of the 16 ASes.

This result highlights two observations. First, the FCC-listed SSP ASes have limited

topological influence. Many of those ASes serve primarily stub customers. Such a business

model constrains their ability to broadly reduce the propagation of RPKI-invalid prefixes, because

filtering at these ASes only protects their direct stub customers and no further downstream

networks. On the flip side, these SSP ASes are very effective in protecting their stub customers

from receiving RPKI-invalid prefixes, as stubs typically receive all routes solely from their

immediate upstream (in this case, the SSP AS that deploys ROV). For example, we examine the

direct customers of Optimum (AS19108) and found that 22 of its 65 customer ASes were critical

infrastructure organizations, including school districts, local government agencies, hospitals,

and aviation companies. From a national security or public service perspective, government

agencies may prioritize protecting these types of networks over optimizing global ROV coverage.

However, if the goal is to broadly protect U.S-registered ASes against RPKI-invalid prefix

propagation, then ROV deployment by a small set of ASes has limited effect due to their low

topological reach.

5.4 Limitations

Our simulation technique inherits the limitations by the incompleteness of topology data

and uncertainty in ROV deployment status. While our simulations and analysis provide insights

into the potential benefits of strategically guided ROV deployment, several practical limitations

in real-world ROV behavior may affect the accuracy of our modeling:

Complex ROV deployment policy. Some transit providers deliberately choose not to

enforce ROV on routes received from their customers. This decision is often driven by concerns

that filtering RPKI-invalid announcements could disrupt business relationships or reduce revenue,
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as some customers may misconfigure their routes. To provide operational flexibility, providers

may allow invalid announcements from customers to propagate, even if they technically deploy

ROV. As a result, these networks may unintentionally facilitate the spread of accidental hijacks.

Partial ROV deployment within an AS. ROV is implemented at the router level rather

than at the AS level. There are various reasons why a network may only enable ROV on some

routers but not others. Older ISPs and transit providers may have old equipment that does not

support ROV. Sometimes routers may malfunction or be misconfigured so the network may

inadvertently fail to enforce ROV. Some larger networks may be in the process of deploying

ROV and thus only enable ROV on some of those routers. Consequently, within a single AS,

some routers may enforce ROV while others may not. Our simulation operates on an AS-level,

and thus does not consider such intra-AS inconsistency in ROV deployment.

Default Route Usage. Networks may use default routes when forwarding packets if the

destination prefix is not in the routing table. In this case, if a network’s upstream ASes deploy

ROV and filter out the RPKI-invalid route, the downstream network will not receive the route,

and will forward traffic destined to the RPKI-invalid prefix via the default route.

5.5 Summary

This chapter presents a lightweight simulation framework to evaluate the effectiveness of

the current partial ROV deployment landscape by quantifying how many ASes can be reached

by potential RPKI-invalid prefixes using Internet topology data inferred from public BGP data.

We find that, under the current state where 789 ASes likely deploy ROV, the median polluter

AS can still reach 62,255 ASes, indicating that the existing deployment is insufficient to prevent

widespread pollution. We further evaluate the impact of different prioritization strategies for

incremental ROV deployment. We compare customer cone and AS hegemony rankings and

found that customer cone is more effective at broadly reducing the reach of polluters, while AS

hegemony is more effective at targeting heavy polluters. Our marginal benefit analysis shows
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that the largest gains occur in the early stages of deployment—an important insight given the

current early status of RPKI adoption.

These findings demonstrate that public data sources can be effectively leveraged to evalu-

ate both the current effectiveness and future potential of ROV deployment, providing stakeholders

with actionable insight into the impact of different adoption strategies. The simulation framework

developed in this study can be used to guide empirically informed policy decisions and technical

interventions, helping to maximize the benefits of RPKI in future deployment and strengthen the

resilience of the global routing system.

Chapter 5 in part, is a reprint of the material as it was submitted to International Confer-

ence on emerging Networking EXperiments and Technologies (CoNEXT) 2025. Ben Du, Shivani

Hariprasad, Romain Fontugne, Cecilia Testart, Alex C. Snoeren, and kc claffy. The dissertation

author was the primary investigator and author of this paper.
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Chapter 6

Conclusion

This dissertation shows that it is possible to evaluate the effectiveness of BGP origin

validation mechanisms using public measurement data. As independent researchers, we do not

have access to the internal operational practices of networks, but it is necessary to evaluate the

state of deployment and hold networks accountable for adopting origin validation mechanisms

that improve routing security. By using public data, I developed repeatable methodologies that

can be adopted not only by researchers, but also by network operators, industry members, and

policymakers to continuously monitor the effectiveness of BGP origin validation mechanisms

and make empirically supported recommendations to improve routing security. However, one

open question remains: how accurate are the results we obtained through public data? To answer

this question, I review the limitations of the public datasets I have used and then point out how

future work can improve upon these limitations.

A core limitation is that some public datasets I have used are incomplete. However, such

incompleteness does not always negatively impact the evaluation of the effectiveness of BGP

origin validation mechanisms. In several cases, datasets with limited coverage were sufficient to

reveal weaknesses in the IRR and RPKI. For example, even though RPKI does not cover all of

IRR, I was able to compare a subset of IRR records and identify stale and attacker-falsified IRR

entries, showing that improper hygiene in the IRR can undermine the effectiveness of IRR-based

origin validation. Similarly, while WHOIS records capture only part of the leasing ecosystem and
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blocklists record only a subset of abusive networks, they were sufficient to reveal that attackers

have exploited the IP leasing market to obtain legitimate RPKI authorizations. These cases

show that incomplete data can provide concrete evidence of vulnerabilities in the BGP origin

validation mechanisms.

In other cases, however, incompleteness does affect confidence in the results. For

example, based on public BGP data, I observed few false announcements from MANRS networks,

suggesting that most were conformant to their commitments. But public BGP data may not

capture all prefixes originated by a network, and unobserved non-conformant prefixes could lead

to an overestimation of MANRS conformance. Because current BGP collectors peer with only

about 1% of active ASes and the routes they observe are largely redundant [6], the resulting

restricted and overlapping views of collectors make it difficult to know whether our observations

are representative of the Internet as a whole. Future work could address this uncertainty by

incorporating private BGP data such as collaboration with large content providers or ISPs, since

prior research with access to such data has vaguely mentioned the large number of announcements

not visible in public datasets [31]. Access to private BGP data would allow researchers to better

estimate the number of unobserved prefixes and provide a more comprehensive measurement of

the conformance of MANRS networks.

Another example of incomplete data limiting our confidence is that public AS relationship

datasets are incomplete and may miss certain links, which could lead to underestimating the

reach of RPKI-invalid prefixes under a partial deployment model. Since it is infeasible to obtain a

complete record of all interconnections to construct a topology that fully reflects the real Internet,

future work could assess how missing links affect estimates of invalid-route propagation. One

approach is to supplement existing datasets with additional public evidence, such as peering

relationships recorded at Internet Exchanges (IXPs). Another is to apply machine-learning–based

AS link prediction [163] to infer likely missing links and then re-run simulations of RPKI-invalid

propagation on these enriched topologies. Together, these strategies would provide a clearer

picture of how topology incompleteness impacts the evaluation of future partial RPKI deployment
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scenarios.

Although incomplete public data does not compromise the accuracy when identifying

specific vulnerabilities in BGP origin validation mechanisms, it does introduce uncertainty when

evaluating their deployment on the global Internet. Nevertheless, the analyses in this dissertation

provide actionable insights for improving routing security. Several of these recommendations

have since gained attention within the operator community. For IRR, I recommend that database

operators remove records conflicting with RPKI and that networks registering in the IRR delete

outdated entries and ensure consistency across databases. In recent years, RADB has begun

removing conflicting records [147], and IP holders have directed their customers to delete

outdated IRR entries [70].

In the case of IP leasing, I recommend that brokers monitor blocklist activity and revoke

authorizations for abusive customers, and that address holders track the use of their resources

and verify the identities of their leasing customers. Our research has gained the attention of

at least one large broker, which has committed to making the leasing market more resilient to

abuse [69].

In evaluating MANRS networks’ conformance to BGP origin validation practices, I

recommend that both the initiative and its participating networks conduct regular conformance

checks against their commitments, promptly correct misconfigurations, and further promote

RPKI deployment to accelerate the transition away from IRR-based validation. MANRS has

also broadened its engagement by launching fellowship programs that support researchers across

technical and policy domains [29, 30]. Finally, I recommend that policymakers and industry

groups empirically evaluate future deployment strategies and prioritize networks with high

routing influence, thereby maximizing the security gains of incremental RPKI adoption.

When evaluating the effectiveness of BGP origin validation mechanisms with public

data, it is helpful to think about two ends of a spectrum. On one end, public data may be too

limited to provide meaningful answers, requiring access to private operational data to obtain

accurate results. On the other end, public data is sufficient to confidently support our conclusions,
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making it an essential tool for independent researchers and stakeholders to assess BGP origin

validation deployment. The results in this dissertation fall in between these two ends. Public data

is incomplete and sometimes constrains the confidence we can place in results, but it is also often

sufficient to reveal concrete vulnerabilities, provide actionable guidance, and even influence

operator practices. In this sense, public data is not a substitute for private operational information,

but it remains a useful and important resource for evaluating deployment, monitoring progress,

and holding networks accountable in improving routing security.
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