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ABSTRACT OF THE DISSERTATION

Membership Inference Attacks Against Tabular Synthetic Data

Under Conservative Threat Models

by

Joshua John Ward

Doctor of Philosophy in Statistics
University of California, Los Angeles, 2026

Professor Guang Cheng, Chair

Tabular synthetic data has emerged as a promising mechanism for privacy-preserving
data sharing, enabling organizations in sensitive domains such as healthcare and finance to
publish data products that preserve statistical utility while limiting risk to individuals in their
training sets. The empirical privacy of synthetic data releases is most rigorously assessed
through Membership Inference Attacks (MIAs). However, existing MIAs for tabular synthetic
data share two critical limitations: they frequently assume unrealistic adversarial knowledge
of the generative model’s implementation that would be withheld under responsible release
practices, and they operate exclusively over the Cartesian feature space of a single observation,
failing to capture vulnerabilities introduced by Large Language Models and relational data
generators whose inductive biases differ fundamentally from earlier generative models.

This dissertation addresses both limitations through three contributions. The first
introduces the Generative Likelihood Ratio Attack (Gen-LRA), a No-Box MIA grounded
in an influence function framework, accompanied by theoretical results characterizing what
the attack measures and when it succeeds. Gen-LRA achieves state-of-the-art performance
across a benchmark spanning 35 datasets, 9 generative architectures, and over 1,500 synthetic
dataset configurations.

The second contribution studies privacy risks specific to Large Language Model (LLM)-
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based tabular generators, which encode tabular rows as strings and generate records via
autoregressive text production—a paradigm invisible to feature-space attacks. We introduce
LevAtt, a No-Box MIA that targets memorized sequences of numeric digits in synthetic string
representations, achieving near-perfect membership classification on some state-of-the-art
generators.

The third contribution formalizes membership inference for the multi-table synthetic data
setting, where a user’s information is distributed across multiple interconnected tables in a
relational database. We show that single-table MIAs systematically underestimate user-level
privacy leakage in this setting, and introduce MT-MIA, a No-Box attack that represents each
user as a heterogeneous subgraph and leverages Graph Neural Networks to perform user-level
membership inference.

Together, these three works advance a principled framework for realistic, architecture-

aware privacy auditing of tabular synthetic data.
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I became interested in tabular synthetic data after listening to a talk by the then new-to-the-department
Professor Guang Cheng at the end of the Spring Quarter of 2022. I vividly remember in our first meeting
Guang said, “I will take on anyone as a student, my only expectation is that you work very hard. If you take
me on as an advisor, your expectation should be you will have a hard time for a year or two as you find a
topic, before you then hit your stride.” I thought that I would find a topic quickly, after all, synthetic data and
trustworthy Al were a new field. To my dismay, Guang was right and the first two years of my doctorate
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which I love and my rhythm which led to a series of papers, some of which make up this dissertation.

From this journey, I also want to thank Chi-Hua Wang who is a co-author on much of this work. His
partnership was invaluable as a thought partner but also as a mentor on how to do good science. I also want
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Al lab as well as the broader Statistics department of students, professors and staff, whose presentations,
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\begin {equation}H^{(t)}_{l+1} = \Phi _l^{(t)}\!\left ( H^{(t)}_l, \{ A^{(r)} \}_{r \in \mathcal {T}_E} \right ),\end {equation}


$H^{(t)}_l$


$l$


$t$


$\Phi _l^{(t)}$


$A^{(r)}$


$r$


$\Phi _l^{(t)}$


$z_{\text {parent}}$


$z_{\text {context}}$


$g \in [0,1]^d$


\begin {equation}g = \sigma \!\left ( \text {MLP}_{\text {gate}}([z_{\text {parent}} \parallel z_{\text {context}}]) \right ),\end {equation}
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\begin {equation}\label {eq:z_final} z_{\text {final}} = z_{\text {parent}} + (g \odot \varphi (z_{\text {context}})),\end {equation}
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$z_{\text {parent}}$


$z_{\text {context}}$


$z_{\text {parent}}$


$G_{\text {test}} = (V, E)$


$G_{\text {member}}$


$G_{\text {holdout}}$
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$P$


$h^*$
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$G_{\text {holdout}}$


$\Box $
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$z_{\text {target}}$


$z_{\text {context}}$


\begin {equation}g = \sigma (W_{\text {gate}}[z_{\text {target}} \parallel z_{\text {context}}] + b_{\text {gate}})\end {equation}


\begin {equation}z_{\text {final}} = z_{\text {target}} + (g \odot \text {Transform}(z_{\text {context}}))\end {equation}


$N(0,I)$


$G_{mem}$


$G_{non\text {-}mem}$


$G_{synth}$


$G_{synth}$


$f_{\text {DCR}}(x^*,S) = -\min _{{x} \in S} d(x^*,{x})$


$d(\cdot ,\cdot )$


$x^*$


$f_{\text {Density Estimate}}(x^*,S) = {p_S(x^*)}$


$\varepsilon $


$x^*$


$U_\varepsilon (x^*) = {x' \mid d(x^*, x') \leq \varepsilon }$


$n$


$s_1,\ldots ,s_n$


$S$


$f_{\text {MC}}(x^*,S) = \frac {1}{n} \sum _{i=1}^{n} \mathbb {I}(s_i \in U_\varepsilon (x^*))$


$\mathcal {M}_\theta $


$\theta $


$L$


$H_l^{(t)}$


$l$


$t$


$\Phi _l^{(t)}$


$l$


$A^{(r)}$


$r$


$z_{\text {parent}}$


$z_{\text {context}}$


$z_{\text {final}}$


$g$


$[0,1]^d$


$\sigma $


$\text {MLP}_{\text {gate}}$


$\varphi $


$\odot $


$\mathcal {D}_\phi ,\mathcal {D}_\psi $


$\phi ,\psi $


$\mathcal {N}(i)$


$i$


$\lambda _p,\lambda _c$


$\mathcal {L}_{\text {recon}}$


$f(h^*)$


$G$


$T$


$p_X(X)$


$\mathbf {X} \in \mathcal {X}^{n \times d}$


$n$


$d$


$\mathcal {X}$


$\mathbf {x}_i \in \mathcal {X}^d$


$p_X(X)$


$j$


$i$


$\mathbf {x}_{i,j}$


$T = \{\mathbf {x}_1, \mathbf {x}_2, \ldots , \mathbf {x}_n\}$


$n$


$p_X(X)$


$\tilde {\mathbf {x}} \sim G$


$S = \{\tilde {\mathbf {x}}_1, \tilde {\mathbf {x}}_2, \ldots , \tilde {\mathbf {x}}_m\}$


$\mathcal {X}^d$


$\mathcal {G}: \mathcal {Z} \rightarrow \mathcal {X}^d$


$p_X(X)$


$\mathbf {x} \in \mathcal {X}^d$


$\mathcal {W}$


$p(t) = \prod _{k=1}^{j} p(w_k|w_1, \ldots , w_{k-1})$


$p_X(X)$


$x_{i,j}$


\begin {equation}\label {eq:pets:membership_prediction} \mathcal {A}(x^{\star }) = \mathbb {I}\left [f(x^{\star }) > \gamma \right ]\end {equation}


$\mathcal {X}^{d}$


$x^*$


$S$


$x^*{\text {str}}$


$S_{\text {str}}$


\begin {equation}f_{\text {LevAtt}}(x^*_{\text {str}}, S_{\text {str}}) = -\min _{s \in S_{\text {str}}} , \ell (x^*_{\text {str}}, s), \label {eq:levatt}\end {equation}


$\ell $


$\in \{0.0, 0.1\}$


$\times $


$\times $


$\times $


$\text {DM}(p_{min}, p_{max})$


$0 \leq p_{min} < p_{max} \leq 1$


$\mathbf {X_i}$


$\mathbf {x_{k,i}}$


$g: \mathbf {x_{k,i}} \times \mathbf {X_i} \to [p_{min}, p_{max}]$


$\mathbf {x_{k,i}}$


$g(\mathbf {x_{k,i}}, \mathbf {X_i})$


\begin {equation*}M(\mathbf {X_i}) = \max _{\mathbf {x_{k,i}} \in \mathbf {X_i}} |\mathbf {x_{k,i}}|,\end {equation*}


\begin {equation*}g(\mathbf {x_{k,i}}, \mathbf {X_i}; p_{\min }, p_{\max }) \;=\; p_{\min } + (p_{\max } - p_{\min }) \frac {|\mathbf {x_{k,i}}|}{M(\mathbf {X_i})}.\end {equation*}


$g$


$D = \{\mathbf {x}_k\}_{k=1}^n$


$G$


$0 \leq p_{\min } < p_{\max } \leq 1$


$g$


$\tilde {D}_{\text {syn}}$


$G$


$D$


$D_{\text {syn}} = \{\mathbf {x}_k\}_{k=1}^{n'}$


$G$


$\mathcal {N} \subseteq \{1, \ldots , d\}$


$i \in \mathcal {N}$


$\mathbf {X}_i \gets \{x_{1,i}, x_{2,i}, \ldots , x_{n',i}\}$


$\triangleright $


$i$


$M(\mathbf {X}_i) \gets \max _{\mathbf {x}_{k,i} \in \mathbf {X}_i} |\mathbf {x}_{k,i}|$


$\triangleright $


$\tilde {D}_{\text {syn}} \gets D_{\text {syn}}$


$k \in \{1, \ldots , n'\}$


$\triangleright $


$i \in \mathcal {N}$


$\triangleright $


$p \gets g(\mathbf {x}_{k,i}, \mathbf {X}_i; p_{\min }, p_{\max })$


$\triangleright $


$\mathcal {R}(\mathbf {x}_{k,i})$


$\mathbf {x}_{k,i}$


$r \in \mathcal {R}(\mathbf {x}_{k,i})$


$\triangleright $


$b \sim \text {Bernoulli}(p)$


$b = 1$


$d_r$


$r$


$\mathbf {x}_{k,i}$


$d'_r \sim \text {Uniform}(\{0, 1, \ldots , 9\} \setminus \{d_r\})$


$r$


$\tilde {\mathbf {x}}_{k,i}$


$d'_r$


$\tilde {D}_{\text {syn}}$


$\text {TLP}$


$\text {TLP}(t)$


$t$


$t$


$\text {TLP}(t)$


\begin {equation*}\big [S_l(l_1, l_2, \ldots , l_n)\big ]_i = \frac {l_i - m_l}{M_l - m_l + \varepsilon }, \qquad i = 1, \ldots , k.\end {equation*}


\begin {equation*}\big [S^{-1}_l(s_1, s_2, \ldots , s_n)\big ]_i = m_l + s_i \,(M_l - m_l + \varepsilon ), \qquad i = 1, \ldots , n,\end {equation*}


\begin {equation*}f_t(a) = f_t(\theta b + (1-\theta )\cdot 0) \;\geq \; \theta f_t(b) + (1-\theta ) f_t(0) = \theta f_t(b),\end {equation*}


\begin {equation*}\frac {f_t(a)}{a} \;\geq \; \frac {f_t(b)}{b}.\end {equation*}


$f_t(x) = x^{\frac {1}{t}}$
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$\mathbf {l} = (l_1, \ldots , l_k) \gets G(\mathbf {y})$
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$\mathbf {p} \gets \text {softmax}(\tilde {\mathbf {l}})$
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\begin {equation}\begin {aligned} \mathcal {L}_\text {recon}(\theta , \phi , \psi ) = \mathbb {E}_{i \sim \mathcal {V}_t} \bigg [ &\lambda _p \underbrace {\| \mathcal {D}_{\phi }(\mathcal {M}_\theta (x_i)) - \mathbf {x}_i^{(t)} \|^2_2}_{\text {Parent Recon.}} \\ + &\lambda _c \underbrace {\Big \| \mathcal {D}_{\psi }(\mathcal {M}_\theta (x_i)) - \sum _{j \in \mathcal {N}(i)} \mathbf {x}_j \Big \|^2_2}_{\text {Context Recon.}} \bigg ], \end {aligned}\end {equation}


\begin {equation}f(h^*) = - \min _{h \subseteq G_{\text {synth}}} \| \mathcal {M}_\theta (h^*) - \mathcal {M}_\theta (h) \|_2.\end {equation}
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\begin {equation}\mathcal {A}(x^\star ) \;=\; \mathbb {I}\!\left [f(x^\star ) > \gamma \right ], \label {eq:membership_prediction}\end {equation}
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$H_0: x^\star \sim P$
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\begin {equation}\mathcal {I}(g(x^\star ), g(R), g(S)) \;=\; \mathcal {I}(x^\star , R, S).\end {equation}
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$\hat {p}_R(s) \geq c > 0$
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$k = o(m)$


\begin {equation}\hat {\mathcal {I}}(x^\star ; R, S) \;=\; \frac {1}{m+1} \sum _{s \in S_k(x^\star )} \left [\frac {K_h(s - x^\star )}{\hat {p}_R(s)} - 1\right ] \;+\; O_p(m^{-2}). \label {eq:closedform}\end {equation}


$\hat {p}_S(x^\star )/\hat {p}_R(x^\star )$
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$-1$


$k$


$x^\star $


$k$


$k$


$k$


$G$
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\begin {equation}p_G(s) \;=\; p(s) \;+\; \frac {\epsilon }{|T|}\sum _{x_i \in T} \phi _\rho (s; x_i) \;+\; r(s), \label {eq:overfitmodel}\end {equation}
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$\int \phi _\rho (s; x_i)\, ds = 1$
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$r(s)$


$\int r(s)\, ds = -\epsilon $


$\mu _1 = \mathbb {E}[\hat {\mathcal {I}}(x^\star ; R, S) \mid x^\star \in T]$


$\mu _0 = \mathbb {E}[\hat {\mathcal {I}}(x^\star ; R, S) \mid x^\star \sim P]$


\begin {equation}\mu _1 - \mu _0 \;\gtrsim \; \frac {k \, \epsilon }{(m+1)\,|T|} \cdot \Psi (h, \rho , x^\star ), \label {eq:meangap}\end {equation}


\begin {equation}\Psi (h, \rho , x^\star ) \;=\; \mathbb {E}_s\!\left [\frac {K_h(s - x^\star )\,\phi _\rho (s; x^\star )}{\hat {p}_R(s)}\right ], \label {eq:signalterm}\end {equation}
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$k$


$k = 10$


$X_{\text {test}}$


$S$


$R$


$k$


$\{a_{x^\star }\}_{x^\star \in X_{\text {test}}}$
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$\triangleright $
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$k$
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$\phi _\rho $
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$h$


$k$


$x^\star $


$d \lesssim 100$


$g: \mathcal {X} \to \mathcal {X}$


$J(x) = \frac {dg}{dx}(x)$


$|J(x)| \neq 0$


$x \in \mathcal {X}$


$A \subseteq \mathcal {X}$


$\tilde {A} = g(A)$


$p$


$\tilde {p}$


\begin {equation}\tilde {p}(g(A)) \;=\; \frac {p(A)}{|J(A)|},\end {equation}


$|J(A)|$


$A$


$J$


\begin {align}\tilde {p}(\tilde {S} \mid \tilde {R} \cup \{\tilde {x}^\star \}) \;&=\; \frac {\tilde {p}(\tilde {S}, \tilde {R} \cup \{\tilde {x}^\star \})}{\tilde {p}(\tilde {R} \cup \{\tilde {x}^\star \})} \\ \;&=\; \frac {p(S, R \cup \{x^\star \}) / |J(S, R \cup \{x^\star \})|}{p(R \cup \{x^\star \}) / |J(R \cup \{x^\star \})|}.\end {align}


\begin {align}\tilde {p}(\tilde {S} \mid \tilde {R}) \;&=\; \frac {\tilde {p}(\tilde {S}, \tilde {R})}{\tilde {p}(\tilde {R})} \;=\; \frac {p(S, R) / |J(S, R)|}{p(R) / |J(R)|}.\end {align}


\begin {align}\frac {\tilde {p}(\tilde {S} \mid \tilde {R} \cup \{\tilde {x}^\star \})} {\tilde {p}(\tilde {S} \mid \tilde {R})} \;&=\; \frac {p(S, R \cup \{x^\star \})}{p(R \cup \{x^\star \})} \cdot \frac {p(R)}{p(S, R)} \nonumber \\ &\quad \cdot \underbrace { \frac {|J(R \cup \{x^\star \})| \cdot |J(S, R)|} {|J(S, R \cup \{x^\star \})| \cdot |J(R)|} }_{=\,1}.\end {align}


$(S, R \cup \{x^\star \})$


$(S, R)$


\begin {equation}\frac {\tilde {p}(\tilde {S} \mid \tilde {R} \cup \{\tilde {x}^\star \})}{\tilde {p}(\tilde {S} \mid \tilde {R})} \;=\; \frac {p(S \mid R \cup \{x^\star \})}{p(S \mid R)}.\end {equation}


$\mathcal {I}(g(x^\star ), g(R), g(S)) = \mathcal {I}(x^\star , R, S)$
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$\hat {p}_R$


$R$


$h$


$|R| = m$


\begin {align}\hat {p}_{R \cup \{x^\star \}}(s) \;&=\; \frac {1}{m+1}\sum _{x \in R \cup \{x^\star \}} K_h(s - x) \nonumber \\ &=\; \frac {m}{m+1}\,\hat {p}_R(s) \;+\; \frac {1}{m+1}\,K_h(s - x^\star ).\end {align}


$\hat {p}_R(s)$
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Chapter 1

Introduction

Real-world tabular data is often privacy-sensitive to the individual observations that compose these datasets,
hindering their ability to be shared in open-science efforts that can aid in new research and improve
reproducibility. Sensitive tabular data is prevalent across consequential domains—from electronic health
records and insurance claims to financial transactions and government surveys—where the data holder is
often legally or ethically constrained from sharing original records. A promise of generative modeling is that
models trained on sensitive data can produce synthetic samples that preserve the privacy of the training set
while maintaining much of its intrinsic statistical information, enabling responsible release to a third party
[1-4]. These benefits are especially valuable in privacy-sensitive sectors such as medicine [5] and banking [6],
where regulatory constraints often limit access to original data, and as a result synthetic data generation
has emerged as an essential technique for expanding machine learning capabilities in data-constrained and

privacy-regulated environments [7, 8|.

To audit the empirical privacy of synthetic data generators, membership inference attacks (MIAs) have
recently been extended from traditional machine learning models to synthetic tabular data. Here, privacy
auditing is framed as an adversarial game: given specific constraints defined by a threat model, an attacker
attempts to determine whether a test observation belongs to a model’s training dataset, exploiting some
notion of model failure [9-11]. A successful attack represents a concrete privacy breach with clear real-world

implications, where other similarity-based metrics have been shown to fail to capture privacy risk [7, 12, 13].

While promising, MIAs for generative models and synthetic data release have seen limited success for
two reasons. First, the most powerful existing attacks—shadow-box and query-based methods—require the
adversary to know the implementation of the target generative model in order to train surrogate copies [14-16].

In practice, an organization following responsible release practices will not disclose its model architecture
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or code [17], trivially defeating such attacks. These attacks also do not scale computationally to modern
generators, where a single training run can take hours. The No-Box threat model—in which the adversary
observes only the released synthetic data and a reference sample from the population—is the realistic setting
for synthetic data release, yet prior No-Box attacks have lacked principled theoretical foundations and have
been outperformed on benchmarks by less realistic alternatives.

Second, existing MIAs operate exclusively over the Cartesian feature space of a single tabular observation.
This design was appropriate for early generators such as GANs and VAEs, which model distributions directly
over tabular features. However, modern tabular generative architectures introduce inductive biases that create
privacy leakage through channels orthogonal to the feature space, and feature-space attacks are blind to these
vulnerabilities by construction. Large Language Models (LLMs) encode tabular rows as strings and generate
new records via autoregressive text production, introducing a vulnerability to digit-level memorization that
no feature-space attack can detect. In the relational setting, where a user’s information is distributed across
items in multiple interconnected tables in a relational database, the unit of privacy is not a single row but an
entire user entity spanning multiple tables—a structure that single-table, item-level MIAs are fundamentally
unable to target.

This dissertation addresses both of these limitations. Each chapter presents a membership inference
attack that operates under a realistic No-Box threat model and is designed to target the specific inductive
biases of a class of tabular generative models. Together, these three works establish that effective privacy
auditing of tabular synthetic data requires both conservative adversarial assumptions and sensitivity to the

architectural properties of the generator being audited.

Chapter 2: Privacy Auditing Synthetic Data Release through Local Likelihood
Attacks. We introduce the Generative Likelihood Ratio Attack (Gen-LRA), a No-Box MIA for tabular
synthetic data that targets privacy leakage arising from local overfitting in a principled way. We focus on
the No-Box threat model because it is the most realistic setting for synthetic data release: we make no
adversarial assumptions about model architecture, access, or training parameters, mimicking real-world
scenarios of parties following best practices. Under this threat model, Gen-LRA constructs an influence
function formulated from likelihood ratio estimation to detect when a test point’s inclusion shifts the estimated
likelihood of the synthetic data in its local neighborhood. We develop three theoretical results supporting
Gen-LRA: an invariance property showing that the log-likelihood-ratio score is insensitive to invertible
reparametrizations of the data; a closed-form characterization showing that Gen-LRA computes a localized
density-ratio statistic; and a mean-score-gap result that, under a general model of local overfitting, produces

a provable separation between members and non-members. We validate these predictions in a controlled



simulation study and demonstrate empirical dominance across a benchmark of 35 datasets, 9 generative
architectures, and 9 competing attacks—over 1,500 unique synthetic dataset configurations—where Gen-LRA

is the top-ranked attack on more than twice as many configurations as any baseline.

Chapter 3: Membership Inference Attacks for the Multi-Table Synthetic Data
Setting. We formalize, to our knowledge the first work to do so, privacy auditing for multi-table synthetic
data generators, which produce synthetic relational databases rather than single tables. While considerable
progress in synthetic data generation has focused on single-table applications, most real-world data exists in
relational databases where a user’s information is distributed across items in multiple interconnected tables.
We show that applying existing item-level MIAs to individual tables in a synthetic database underestimates
user-level privacy leakage because privacy leakage of a particular item implies the leakage of all connected
items in the user’s subgraph. We then propose Multi-Table MIA (MT-MIA), a No-Box attack that constructs
relational databases as heterogeneous graphs, infers whether a test subgraph describing all connected
information for a user was in the training set, and uses Heterogeneous Graph Neural Networks (HGNNs) to
learn representations of user-centric subgraphs for membership classification. We construct examples in which
current single-table, item-level attacks perform at random chance while MT-MIA achieves near-perfect AUC,
and find that current state-of-the-art multi-table generators possess this unique vulnerability on real-world

datasets even under our conservative threat model.

Chapter 4: When Tables Leak: Attacking String Memorization in LLM-Based
Tabular Data Generation. We study privacy risks unique to LLM-based tabular generators, which
generate data in an intermediate string space that is invisible to feature-space attacks. LLMs have been
demonstrated to exhibit strong tendencies to memorize training data, particularly structured and repeated
patterns [18, 19]. We show that in the tabular setting, this tendency manifests in the memorization of numeric
digit sequences— the structured, often repeated digit patterns of fields such as account numbers, ZIP codes,
and dates that appear in tabular training data. To measure this risk, we introduce LevAtt, a No-Box MIA
that uses Levenshtein distance on string-encoded synthetic observations to detect memorized digit patterns.
Even under a conservative threat model with access only to the synthetic data, LevAtt exposes substantial
privacy leakage across both fine-tuned and in-context LLM generators, achieving near-perfect membership
classification on some state-of-the-art models and exposing leakage that conventional feature-space MIAs fail
to detect entirely. We also propose two defenses: a post-processing Digit Modifier and a novel Tendency-based
Logit Processor (TLP) that intervenes during sampling to perturb digit generation, finding that TLP can

effectively control digit memorization with minimal loss of statistical fidelity or downstream utility.



Chapter 2

Privacy Auditing Synthetic Data Release
through Local Likelihood Attacks

2.1 Introduction

Real-world tabular data is often privacy-sensitive to the individual observations that compose these samples,
hindering their ability to be shared in open-science efforts that can aid in new research and improve
reproducibility. A promise of generative modeling is that models trained on sensitive data can produce
samples that preserve the privacy of the training set while maintaining much of its intrinsic statistical
information, enabling responsible release to a third party. In practice, a wide array of methodologies have
been proposed to accomplish synthetic data release involving modifying loss functions [20, 21], creating new
generative model architectures [1, 22|, and studying data release strategies [23—-25] to provide differential
privacy guarantee. In another direction, a variety of methods have been proposed that maximize the fidelity
of synthetic data and argue that privacy is satisfied through ad-hoc similarity metrics [26-29].

To audit the empirical privacy of synthetic data generators, membership inference attacks (MIAs) have
recently been extended from traditional machine learning models to synthetic tabular data. Here, privacy
auditing is framed as an adversarial game: given specific constraints defined by a threat model, an attacker

attempts to determine whether a test observation belongs to a model’s training dataset exploiting some

The contents of this chapter appeared in: Ward, J. et al., “Privacy Auditing Synthetic Data Release
through Local Likelihood Attacks,” 2026.



notion of model failure [9-11]. A successful attack represents a concrete privacy breach with clear real-world
implications, where other similarity-based metrics have been shown to fail to capture privacy risk [7, 12, 13].

While promising, MIAs for generative models and synthetic data release have seen limited success.
Previous work has often relied on distance- or density-based heuristics, or has made additional assumptions
about model query access that are unrealistic to the release setting and do not scale computationally to
modern architectures. Moreover, most existing attacks are proposed without a theoretical account of what
they measure or when they should succeed, making it difficult to assess whether empirical performance reflects
a principled design or a coincidence of benchmark choice. We address both gaps in this work.

We focus on studying membership inference for the release of synthetic data in a No-Box Threat Model
[15]. In this setting, we make no adversarial assumptions of knowledge about model architecture, access, or
training parameters, mimicking real-world scenarios of parties following best practices for releasing synthetic
data in domains like healthcare and finance. Under this threat model, we derive a powerful MIA called
Generative Likelihood Ratio Attack (Gen-LRA), which constructs an influence function formulated from
likelihood ratio estimation to target privacy leakage that occurs through model overfitting. We develop a
theoretical framework that characterizes what Gen-LRA computes and predicts when it succeeds, validate
these predictions in a controlled simulation study, and demonstrate empirical dominance across a large-scale
benchmark of 1,525 synthetic dataset configurations.

Contributions:

1. A novel attack. We introduce Gen-LRA, a No-Box MIA that formulates membership inference as the
influence of a test point on a surrogate model’s estimate of the likelihood ratio over a local subset of
synthetic data. To our knowledge, this is the first MIA for tabular synthetic data to explicitly adapt

an influence-function framework to the No-Box setting.

2. Theoretical framework. We develop three theoretical results supporting Gen-LRA: (i) an invariance
property showing that the log-likelihood-ratio score is insensitive to invertible reparametrizations of
the data; (ii) a closed-form characterization showing that Gen-LRA is, to leading order, a localized
density-ratio statistic, making explicit what the attack measures and why it differs from prior density-
based MIAs; and (iii) a mean-score-gap result that, under a general model of local overfitting, produces
a provable separation between members and non-members and identifies the structural quantities that

govern the attack’s success.

3. Simulation validation. We employ a controlled simulation that directly instantiates the overfitting
model, validating our theoretical results and characterizing when membership inference is and is not

feasible. We find Gen-LRA is uniquely tunable across overfitting regimes, and the attack outperforms



existing methods particularly when a generator approximately memorizes its training data.

Empirical benchmark. We show that Gen-LRA broadly outperforms competing MIAs across a
benchmark of 35 datasets, 9 generative architectures, and 9 attacks, comprising 1,525 unique synthetic
dataset configurations and over 10,000 attack runs. Gen-LRA is the top-ranked attack on more than 2x
as many runs as any baseline across both AUC and TPR at all fixed false positive rates (Table 2.1), and
achieves the highest mean values across the top 100 highest-leakage runs on every metric (Table 2.2).
We additionally perform ablations across encoding strategies, surrogate density estimators, and locality

and bandwidth choices, finding that Gen-LRA is robust across these design decisions.

2.2 Membership Inference Attacks Preliminaries

In this work, we study the Membership Inference Attack Game in the context of synthetic data release. The

objective of this game is to determine whether a particular data point was included in the original training

dataset by examining the outputs of a generative model. We first introduce the formal definition of the

Membership Inference Attack Game modeled after [9].

2.2.1 Membership Inference Attack Game

Definition (Membership Inference Attack Game) The game proceeds between a challenger

C and an adversary A as follows:

1.

The challenger samples a training dataset T' = {x;}; from the population distribution a; ~ P over
the domain X = & X --- x Xy, where each attribute domain X; is either numeric (i.e., X; C R) or
categorical (i.e., X; is a finite discrete set), and uses T' to train a tabular generative model G <+ T (T').

The generative model G produces synthetic dataset S.

The challenger flips a bit b € {0,1}. If b = 0, the challenger samples a test observation z* € X’ from the
population distribution P. Otherwise, the challenger selects the test observation x* from the training

set T'.
The challenger sends the test observation x* to the adversary A.

The adversary has access to some information defined by a threat model and uses this information to

output a guess b < A(z*).

. The output of the game is 1 if b=b, and 0 otherwise. The adversary wins if b=b, ie., if it correctly

identifies whether x* was part of the training set T" or a sampled point from P.



Adversary’s goal and capabilities. The adversary A aims to determine whether a specific data
point x* was part of the original training dataset T or was drawn from the population distribution P. The
adversary can use any available information to construct a scoring function that classifies the membership of
z* defined by a threat model. The performance of this classifier, evaluated with binary classification metrics,
measures the privacy leakage of the training data for G through S. Formally, a membership inference attack

can be expressed as

A(z®) = T[f (") > ], (2.1)

where I is the indicator function, f(z*) is a scoring function of z*, and v is an adjustable decision threshold.

2.2.2 Threat Model

In this work, we consider a “No-Box” [15] threat model in which the adversary has no access to the internal
structure, parameters, or sampling mechanism of the generative model. The attack must instead be constructed
using only two observed datasets: the released synthetic dataset S ~ G(T'), and an independently collected
reference dataset R ~ P drawn from the same underlying population. The adversary is not granted access
to knowledge of the model implementation nor can they issue queries to a trained generator. This reflects
deployment scenarios in which organizations release synthetic data for downstream analysis while keeping all
model knowledge confidential. The synthetic dataset S serves as the only potential leakage surface, and the
reference set R provides a statistical anchor for the population. A reference dataset is commonly assumed in
No-Box attacks on synthetic data [10, 15, 30, 13] as well as in MIAs for supervised learning models [11, 31, 32],
and represents a scenario in which an adversary may be able to find comparable data in the real world—for
example via open-source datasets, paid collection, or domain knowledge.

Three considerations motivate our focus on this threat model. First, it is the most realistic setting for
synthetic data release. Shadow-box attacks [14-16] rely on the adversary knowing the generator’s architecture
or implementation in order to train surrogate models, but a defender following release best practices can
trivially neutralize such attacks by simply withholding this information [17]. The estimated privacy leakage
of these attacks is therefore not conditioned on the knowledge an adversary would realistically have. Second,
shadow-box and white-box approaches do not scale computationally to modern tabular generators. Diffusion-
based and transformer-based architectures can take hours to train for a single model, and attacks that require
fitting hundreds of surrogate models per auditing run become infeasible as the generator’s training cost grows.
Third, No-Box attacks study leakage through the synthetic data itself rather than through any particular
model, making them model-agnostic. This property makes them useful both as a practical privacy-auditing

tool that a third party can run on released synthetic data, and as a research tool for understanding the



privacy behavior of generative models independent of their specific architectures.

2.3 Related Works

2.3.1 Assessing Overfitting in Tabular Generative Models

Several measures have been developed to assess the fitness of tabular synthetic data, particularly from a privacy
perspective. These metrics generally aim to measure the similarity between the training and synthetic datasets,
with the ideal outcome being that the synthetic data is neither too similar to the training data nor too different.
A widely used metric for this purpose is the Distance to Closest Record! [33, 28, 34, 35, 26, 27|, which
measures the distance from each training point to its nearest neighbor in the synthetic dataset and averages
across training points. Another commonly used metric is the Identical Matching Score (IMS) [34, 36, 37],
which measures the proportion of identical records between the training and synthetic datasets. While these
measures can be useful for describing overfitness from a distribution-level quality or model-generalization
perspective, they do not characterize privacy risk: there is no assumed threat model and they are not
evaluated against non-member examples.

Exploiting overfitting as a source of privacy leakage has been documented in specific generators. [30]
showed that TVAE [38] overfits to minority-class examples in a medical training dataset, leaking their privacy.
[13] found that Tab-DDPM [3] heavily replicates training records from certain demographic subgroups when
generating synthetic data for the Adult dataset. These findings motivate our approach of designing an attack

that explicitly targets the local overfitting behavior of tabular generative models (see Section 2.4).

2.3.2 MIAs for Tabular Generative Models

Membership inference attacks explicitly characterize the empirical privacy risk of a machine learning model [39,
40]. MIAs were originally developed for attacking supervised learning classifiers [9], where the general idea is
to query a model with different observations to learn patterns in its class-probability outputs. Membership
is then inferred by comparing the outputs of the model to outputs from reference models in various
ways [11, 41, 32, 42, 31, 43].

To adapt to the structural differences of generative models, a range of MIAs for tabular generators have

been proposed that employ different threat models and strategies [10, 44, 45, 15, 16, 14, 30, 13]. Gen-LRA

IDCR in the similarity-metric case compares a training point to a synthetic point. [10] propose an MIA
in which the scoring function is a distance computation for a test point and a synthetic point; in all other
sections of the paper we use DCR to refer to the MIA.



is most closely related to DOMIAS [30] and to a line of work that extends query-based attacks to tabular

generative models [15, 16, 14].

Relation to DOMIAS DOMIAS follows the same threat-model assumptions as Gen-LRA and similarly

ps(z”)
) PR(QE*)

defines its scoring function in (2.1) as a density ratio . However, its theoretical foundation is limited
because it effectively tests the wrong membership hypothesis: rather than testing whether the inclusion of x*
in the reference data influences the released synthetic dataset, it tests only whether x* lies in a region where
the synthetic distribution is denser than the reference distribution. In contrast, Gen-LRA directly targets the
membership inference problem by measuring the effect of specifically including «* on R, angling with the
true hypothesis of interest. Moreover, while DOMIAS relies on a single-point density estimate, Gen-LRA
aggregates evidence over a local region, allowing it to capture diffuse memorization signals and incorporate
substantially more information. Our theoretical analysis, simulations, and empirical benchmarks all support

this distinction: because DOMIAS tests the wrong hypothesis, its performance degrades substantially in a

variety of overfitting regimes, whereas Gen-LRA remains robust and consistently outperforms it.

Relation to query-based attacks [14], [15], and [16] propose query-based attacks on tabular
generators that additionally assume the adversary has knowledge of the implementation of the target model.
In these methods, an attacker trains many versions of the model on RU {z*} and R, generates many synthetic
datasets, represents each synthetic dataset by summary statistics or histograms, and trains a classifier to
distinguish between the two regimes.

Gen-LRA improves on these attacks in two ways. First, they are unsuitable for auditing privacy in a release
setting because they are trivially defeated if the defender chooses not to disclose the architecture; indeed, [17]
has shown significant privacy leakage arising from architectural disclosure, leading to the recommendation
that data-releasing parties disclose as little model information as possible. Gen-LRA makes no assumption
about model implementation. Second, query-based attacks are computationally expensive: they require
training (Niest + 1) X Nsurrogate Separate models to audit a single generator, which is impractical as large
diffusion and language model architectures become more common. Gen-LRA requires only Niest + 1 density

estimators to be fit, which is substantially cheaper.

2.4 Generative Likelihood Ratio Attack

In this section, we propose Generative Likelihood Ratio Attack (Gen-LRA), a membership inference attack

designed to detect membership leakage in synthetic data through a statistical notion of likelihood influence.



Unlike prior MIAs that evaluate the density or distance of a test point itself, Gen-LRA frames membership
inference as a measurement of how much the test point z* influences an estimate of the likelihood of S. The
central idea is that if z* belonged to the training set and the generative model is overfit, then adding x* to a

surrogate density estimator should increase the estimated likelihood of the synthetic dataset.

We develop Gen-LRA in six steps. Section 2.4.1 reviews empirical influence functions, which provide
the theoretical foundation for the attack. Section 2.4.2 defines the Gen-LRA score as a log-likelihood-ratio
influence function. Section 2.4.3 justifies the log-likelihood-ratio form via Neyman-Pearson optimality and
an invariance property. Sections 2.4.4 and 2.4.5 establish the two main theoretical results of the paper: a
closed-form characterization of the Gen-LRA score, and a mean-score-gap result quantifying the attack’s
power under a general overfitting model. Section 2.4.6 describes the practical implementation, with each

design choice motivated by the preceding theory.

2.4.1 Empirical Influence Functions

Influence functions, originally developed in the field of Robust Statistics [46, 47|, measure how statistical
estimates change when the underlying data distribution is perturbed. The influence function for an estimator

0 applied to a distribution F' is

: (2.2)

where 6.+ is the Dirac measure placing unit mass at z*. This quantity captures the sensitivity of 6 to

infinitesimal perturbations of F' at x*.

In the empirical setting with finite samples D = {x1,...,x,}, the empirical influence function is defined

by evaluating how an estimate changes when a point is added:

7(z*,D,0) = 0(DU{a*}) — 0(D). (2.3)

For supervised learning models, this difference is typically measured on loss or empirical risk [48]. In an
MIA for tabular generative models with no model access, however, measures of loss are not available. Rather
than examining how z* affects model parameters, Gen-LRA considers the influence of z* on the likelihood

assigned to generated samples S by a surrogate estimator.
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Figure 2.1: A geometric intuition for Gen-LRA with a 1-dimensional toy example. We
visualize the KDE plots of R, RU {z*}, S as well as the estimated densities of the synthetic
observations over R and RU{z*}. Left: * = 0.5. The likelihood of the synthetic observations
(product of orange intersections) is higher under the density estimate of R U {z*} than R
(product of purple intersections), so the attack concludes x* € T. Right: z* = 0.9; the
opposite holds, so z* ¢ T' is concluded.

2.4.2 Likelihood Influence as an Attack Surface

Recalling that T, R ~ P and that our goal is to infer whether z* € T given S and R, we hypothesize that
if the generator is overfit 2 then S carries signal of x* specifically when z* € T. Gen-LRA measures this
overfitness by formalizing an influence function on the estimated log-likelihood of S under two surrogate

models: one fit on the reference dataset R, and another fit on the augmented dataset R U {z*}:
I(x*;R,S) = logp(S | RU{z*}) —logp(S | R). (2.4)

Intuitively (see Figure 2.1), if adding 2* to R substantially increases the estimated likelihood of S, this
suggests x* contributed to the generative process. If the likelihood is unchanged or decreases, it implies
a* ¢ T. Using Z(x*; R, S) as the scoring function f in the membership prediction rule (2.1) defines the
Gen-LRA attack.

2.4.3 Justification of the Log-Likelihood Ratio

The influence function in (2.4) is one of many possible functionals of p(S | RU {z*}) and (S | R). Two

properties, one statistical and one geometric, justify the choice of the log-likelihood ratio.

2We use overfitting for the generator’s behavior of placing excess mass near training points relative to the
true population, and memorization for its geometric manifestation in the synthetic data. Both notions are
formalized in Section 2.4.5.
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Neyman-Pearson optimality The membership inference game is fundamentally a binary hypothesis
test: Hg : x* ~ P against Hy : * € T. By the Neyman-Pearson lemma, the likelihood ratio test is uniformly
most powerful among all tests at a given false positive rate. This principle has long been central to the MIA
literature: [9] frame membership inference as a classification problem whose Bayes-optimal solution reduces
to a likelihood ratio, [32] derive the Bayes-optimal MIA strategy and show it takes a likelihood-ratio form,
and [31] argue for calibrated likelihood-ratio statistics as a general design principle.

[11] make this argument operational, demonstrating that MIAs grounded explicitly in likelihood ratios
(rather than ad-hoc distance, confidence, or loss statistics) achieve substantially stronger guarantees in the
supervised-learning setting, particularly at the low false positive rates that matter most for practical privacy
auditing. Subsequent work has extended this principle to enhanced and low-cost variants [31, 43]. Gen-LRA
adapts this design principle to the No-Box tabular synthetic data setting: the scoring function in (2.4) is a
log-likelihood ratio over S under two hypotheses about the data distribution that generated it, making it the

natural Neyman-Pearson analogue for the attack surface available to a No-Box adversary.

Invariance to reparametrization A second advantage of the log-likelihood-ratio form is that it is

invariant to invertible transformations of the data.

Theorem 1 (Invariance of the population influence function). Let S and R be sets of samples and x* a
test point, with probability distributions on X C R%. For any continuously differentiable invertible function

g : X — X with non-vanishing Jacobian, the population-level log-likelihood-ratio influence function is invariant:

Z(g(z"),9(R),9(5)) = I(«", R,S). (2.5)

The proof (Appendix 2.A.1) follows from the change-of-variables formula and cancellation of Jacobian
terms. This invariance is practically important: tabular data is typically preprocessed through one-hot
encoding, scaling, or learned embeddings, and an attack whose score depends on these arbitrary choices
would be unreliable. Competing attacks for example based on distance heuristics such as Distance to Closest

Record do not satisfy this property.

2.4.4 Closed-Form Characterization of the Attack Score

Having justified the log-likelihood-ratio form, we now analyze what Gen-LRA computes. To make this
analysis concrete, we specialize to a particular choice of surrogate density estimator and localization strategy.

Throughout the remainder of this section, we take pr to be a Gaussian Kernel Density Estimator (KDE) fit

12



on the reference set R, and we localize the attack statistic to the k-nearest synthetic neighbors of z* rather
than summing over all of S.

Both of these choices are justified empirically and discussed in full in Section 2.4.6; briefly, Gaussian KDEs
admit a closed-form expansion that makes the subsequent analysis tractable and empirically outperform more
expressive density estimators (Section 2.7.3), while localization concentrates the statistic on the region where
overfitting signal can exist.

Formally, let pr denote a Gaussian KDE fit on reference set R with |R| = m and bandwidth h, let
Kn(u) = h=%K(u/h) be the Gaussian kernel in R?, and let Si(z*) C S be the set of k synthetic points in S

nearest to z*. The Gen-LRA score is then

I(z*;R,S) = Z [log prufa+y(s) —logpr(s)] . (2.6)
s€Sk(z*)

Our first theoretical result characterizes this quantity in closed form.

Theorem 2 (Closed-form approximation). Suppose pr(s) > ¢ > 0 for all s € Sp(z*). Then, for any fized k

or any k = o(m), the Gen-LRA score satisfies

o 1 Kp(s —a*) 2
I(z*;R,S) = m+1se.§z*) {ﬁR(s) 1] + 0,(m™2). (2.7)

The proof (Appendix 2.A.2) follows from an exact identity for the augmented KDE together with a
Taylor expansion of the logarithm. Theorem 2 shows that Gen-LRA is, to leading order, a sum of localized
density-ratio-like quantities. The dominant term K, (s — z*)/pr(s) is large precisely when a synthetic point s
is close to * (numerator) and lies in a region of low reference density (denominator). This is the fingerprint
of memorization: training-induced synthetic points that cluster near z* in regions the population would not

naturally populate.

Comparison to DOMIAS DOMIAS [30] uses the scoring function pg(z*)/pr(z*)—a single density
ratio evaluated at z*. Equation 2.7 shows that Gen-LRA evaluates an analogous ratio at k£ synthetic points
correlated with memorization of #*, rather than at x* itself. Gen-LRA thus aggregates evidence over a region
where the memorization signal is expected to concentrate, while DOMIAS uses only a single-point estimate.
This provides a formal explanation for why Gen-LRA and DOMIAS differ despite following the same threat

model.
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Role of localization The closed form in (2.7) makes clear why localization is essential. The summand
is appreciable only at synthetic points s near x*; points far from z* contribute Kj (s — z*) =~ 0 and thus
only the —1 baseline term, which adds noise without signal. Restricting the sum to the k-nearest synthetic
neighbors of z* discards these noise-only terms and concentrates the statistic on the region where signal can
exist. The parameter k thus serves as a bias-variance trade-off: larger k reduces variance by averaging more

terms, while smaller k reduces bias by excluding neighbors outside the memorization region.

2.4.5 Power Under a Local Overfitting Model

Theorem 2 characterizes what Gen-LRA computes; it does not by itself guarantee that the computation
separates members from non-members. We now establish that under a general model of local overfitting,
the expected Gen-LRA score is provably larger for members than for non-members, and we characterize the

conditions under which the gap is largest.

Definition 1 (Local overfitting). A generator G trained on T exhibits local overfitting at scale p with strength

€ if its induced density pg decomposes as

€
pa(s) = p(s) + ] D dpsimi) + r(s), (2.8)

z; €T
where p is the population distribution, |T'| denotes the cardinality of the training set, ¢,(-; ;) is a non-negative

excess mass function concentrated within distance p of x; with f op(s;2;)ds =1, € € [0,1] is the overfitting

strength, and r(s) is a residual satisfying [ r(s)ds = —e.

The formulation is deliberately general: ¢, can be any concentrated non-negative function, a sharp
spike for exact replication, a diffuse bump for noisy memorization, or an asymmetric shape reflecting the
generator’s inductive bias, and r absorbs any displacement of mass from elsewhere in the distribution. The

decomposition does not require a specific generator or model; it is purely a description of its output density.

Theorem 3 (Mean score gap). Let puy = E[Z(z*; R, S) | #* € T] and po = E[Z(z*; R, S) | * ~ P] denote the
expected Gen-LRA scores for members and non-members, respectively. Under Definition 1 and the regularity

conditions of Theorem 2,
ke

CEIR U(h,p,x*), (2.9)

1 — o 2

where the signal term is
Kn(s — %) ¢p(s;27)
Pr(S)

U(h,p,z*) = Eg , (2.10)
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and ¥ (h, p,z*) > 0 whenever the support of ¢,(-;x*) overlaps with the kernel Kp (- — x*).

We defer the proof to Appendix 2.A.3. The argument proceeds by substituting the overfitting decomposi-
tion (2.8) into the leading-order expression from Theorem 2, and showing that the contributions from the
population density p and the residual r cancel in the difference puy — o, leaving the self-overlap ¥ as the
dominant signal.

Theorem 3 states that Gen-LRA has nontrivial power against any generator exhibiting local overfitting
with € > 0. The size of the mean gap depends on three interpretable quantities, each governing a distinct

aspect of the attack’s behavior:

1. Linear dependence on the overfitting strength e. The mean gap of Gen-LRA scales linearly with e:
generators that overfit more aggressively are more vulnerable to Gen-LRA, and generators that do not,
for example those trained with strong differential privacy guarantees, to which ¢, must be nearly flat,

should yield low-quality attacks.

2. Localization to the memorization region. The score in (2.7) approximates ¥ by summing the integrand
over the k nearest synthetic neighbors of z*, so k controls how many synthetic points are included in
the sum. When £ is smaller than the number of synthetic points the generator places within distance
~ p of 2*, the sum ignores signal; when k is larger, the additional neighbors lie where Kp(s — 2*) is
negligible and contribute only additional noise. The optimal k therefore depends on how the generator

distributes its excess mass across synthetic points.

3. Bandwidth-scale matching. The signal term W(h, p, z*) is a kernel-overlap integral between K, and
the ¢,, and is non-negligible only in a neighborhood of z* on the scale of p. The bandwidth A controls
the resolution at which the KDE recovers the local density ratio pry,+3/pr in this neighborhood:
h > p oversmooths and washes out the perturbation from adding x*, while h < p produces an
estimate of pr that adds noise to the score. Because the attack signal is local, estimators with explicit
control over a local smoothing scale are better attack instruments than estimators optimized for global

density-estimation accuracy.

We study the empirical behavior of these quantities under controlled conditions in Section 2.5, and

connect them to Gen-LRA’s performance on real generators in Section 2.6.

2.4.6 Implementation Choices

The theoretical results above motivate each component of the Gen-LRA implementation (full pseudocode is

given in Alg. 1).
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Surrogate model We use Gaussian KDEs as the surrogate density estimator. This choice is motivated
by Theorem 2: the closed-form expansion depends on Gaussian-kernel algebra, making Gen-LRA with KDEs
analytically tractable and computationally cheap to run. KDEs are widely available and, per the remark
following Theorem 3, their locally structured bias profile aligns with the task of detecting memorization at
scale p ~ h. We include an ablation and discussion where we study replacing KDEs with a flow-based deep
learning method (see Section 2.7.3), but find KDE empirically outperforms it. We set the bandwidth using
Silverman’s rule per results we find in Section 2.5. An ablation on encoding strategies for heterogeneous
tabular data appears in Appendix 2.C.1; we that ordinal encoding for categorical variables outperforms other

methods and thus choose it as a default.

Choice of k The choice of k governs a bias-variance trade-off (Section 2.4.4), and it plays different roles
in the two settings Gen-LRA is used in. A realistic adversary cannot tune k against ground-truth membership
labels and must commit to a single value; the ablation in Appendix 2.C.3 shows that & = 10 is robust across
datasets and generators, and we adopt it as the default. A privacy auditor, by contrast, has access to the true
membership labels by construction and seeks the tightest possible bound on the generator’s vulnerability. For
a given x*, the dominant cost is the 2k KDE evaluations against reference sets of size m and m + 1, giving a
per-query cost of O(k-m-d). Computing scores for all ¥’ € {1,..., k} requires no additional KDE evaluations:
the per-neighbor log-density-ratio terms can be summed cumulatively in O(k) time. Sweeping k exhaustively
up to kmax is therefore asymptotically equivalent to a single evaluation at kiyax, at cost O(kmax - m - d). An

auditor can thus report the strongest configuration over k, while our adversary defaults to & = 10.

Decision threshold The membership prediction rule (2.1) requires a decision threshold ~. In principle
~ is tunable for a specific application, but Z (z*; R, S) > 0 implies some degree of local overfitting to z* and

serves as a natural threshold.
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Algorithm 1 Gen-LRA
Require: Test set X, synthetic set S, reference set R, locality k

Ensure: Membership scores {a,« }orex, o
1: pg < FITKDE(R) > Surrogate on reference only

2: for x* € Xt do

33 Drufar) < FITKDE(RU {z*}) > Augmented surrogate
4: Sik(x*) <= KNN(S, 2*, k) > Localize to k-NN synthetic points
5: Qg £ Z [108225Ru{x*}(5) - 10%251%(5)}

SESK(z*)
6: end for
7. return {a,; frrex, .

2.5 Simulation Study

Before benchmarking Gen-LRA on real tabular generators (Section 2.6), we conduct a controlled simulation
study to directly examine the structural properties of Theorems 2 and 3. The motivation is that real
generators confound three questions: whether the attack works, under what conditions it works, and whether
the parameters (e, p) are meaningful in practice. A simulation lets us address all three under controlled
conditions, and additionally study how the linearity, bandwidth-scale and localization properties from

Section 2.4.5 manifest empirically.

2.5.1 Simulation Design

We directly instantiate the local overfitting model of Definition 1. Concretely, we fix a population distribution
P = N(0,1;) and sample T, a held-out non-member set, and R independently from P, each of size n = 500.

To generate the synthetic set S, each of n synthetic points is drawn as

P with probability 1 — ¢,
Sq ~ (2.11)

N (z;,p%14), z; ~ Unif(T) with probability e.

This directly implements Equation 2.8 with ¢,(:;2;) = N (-; 2, p*1;), making e and p controllable configura-

tions rather than latent properties of a trained model. We use d = 40, consistent with moderate-dimensional
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tabular data.

Attacks. We evaluate Gen-LRA against two common threat-model-compatible baselines: DOMIAS [30],

which computes a pointwise density ratio gi Eii%, and DCR [10], which scores test points by distance to the

nearest synthetic neighbor. We additionally include two variants of Gen-LRA, one with k = 1 (single-neighbor
localization) and one with & = 10 (the default used in our benchmark experiments). Including both variants

lets us isolate the role of the localization parameter k£ in shaping the attack’s global and tail behavior.

Experimental grid. We compute € € {0,0.25,0.5,0.75,1.0} and p € {0.1,0.2,...,1.7} over 10 random
seeds per grid point. For each (e, p, seed) combination, we compute attack performance using Area Under the
Curve (AUC) and True Positive Rate at the Fixed False Positive Rate of 0 (TPRQFPR=0) [11] by scoring
all members and held-out non-members. This yields a measurement of both the global attack performance

and the calibration of the classifier under various privacy leakage settings.

2.5.2 Simulation Results

Figure 2.2 presents four primary results. The top row reports mean AUC; the bottom row reports mean
TPRQFPR=0 with respective error bars. The left column varies € at fixed memorization scale; the right

column varies p at fixed overfitting strength.

Linear Dependence on ¢

Panels (a) and (c) report AUC and TPRQFPR=0 as functions of ¢ at fixed memorization scale p = 1. Both
metrics scale linearly with e for all four attacks, validating Theorem 3’s prediction that the mean score gap is
linear in the overfitting strength. Gen-LRA achieves the largest slope on both metrics, with & = 10 reaching
AUC =~ 0.81 at € = 1 on panel (a) and k =1 and k& = 10 both reaching TPRQFPR=0 = 0.40 on panel (c).
The advantage over baselines is substantially larger for TPRQFPR =0 than AUC: at € = 1, Gen-LRA’s
TPRQFPR=0 is roughly 2x that of DCR and 4x that of DOMIAS, whereas the corresponding AUC ratios
are smaller. This reflects the structural advantage of Gen-LRA’s likelihood-ratio formulation. The theorem
does not predict particular slope magnitudes, but the empirical ordering matches the structural argument

in Section 2.4.4: aggregating evidence over k synthetic neighbors yields a stronger linear response than the

single-point attacks DOMIAS and DCR.
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Localization and Three Regimes of Memorization

Panels (b) and (d) sweep p at fixed e = 0.5. Recall that p is the scale of noise added to a training point when
producing a memorized synthetic point: small p means synthetic points are nearly exact copies of training
points, large p means they are heavily perturbed. The curves divide into three regimes that correspond to
different types of empirical memorization.

Near-ezact memorization (p < 0.7). Synthetic points memorized from training data are nearly identical
to their source records. For a member z* € T, this produces a single synthetic point s; that is a near-copy of
x*, and adding z* to the reference set creates a sharp, narrow peak in pry(,+} centered at 2*. The likelihood
ratio prufe+y(s)/Pr(s) carries useful signal only for synthetic points near x*; elsewhere the two density
estimates are nearly identical and the ratio is uninformative. DOMIAS, DCR, and Gen-LRA k = 1 target this
peak. All three capture the full membership signal and achieve comparable AUC (= 0.69) and TPRQFPR=0
(= 0.40). Gen-LRA k = 10 underperforms on TPRQFPR=0 here as included additional synthetic neighbors
are unrelated to z* and their contributions effectively add noise to the score.

Approximate memorization (p € [0.7,1.5]). Synthetic points retain a recognizable relationship to training
points but are spread out enough that no single synthetic point is a reliable copy of any given training point.
The peak in pryg,+y is still localized to o, but probability mass in S is no longer concentrated at 2*: instead,
several synthetic points sit near x*, each carrying partial evidence. DOMIAS and DCR collapse in this regime.
DOMIAS’s single-point density ratio loses signal because the synthetic data is no longer concentrated at z*,
and DCR loses signal because the closest synthetic point to a member is no longer reliably closer than the
closest synthetic point to a non-member. Gen-LRA k = 1 also degrades but at a lower rate than DCR and
DOMIAS. Gen-LRA k = 10 however, aggregates evidence across all the relevant synthetic neighbors and
dominates on both AUC and TPRQFPR=0.

Diffuse memorization (p 2 1.5). Synthetic points are perturbed heavily. No local feature of S distinguishes
regions near training points from regions near non-training points, and all four attacks collapse to random

performance.

The Role of Bandwidth

Figure 2.3 repeats the p sweep from panels (b) and (d) for Gen-LRA at three bandwidths: 0.1x, 1x, and 10x
Silverman’s rule. The narrow (0.1x) and default (1x) bandwidths produce nearly indistinguishable curves on
both AUC and TPRQFPR=0, indicating that Gen-LRA is robust to under-smoothing in this regime. The
wide bandwidth (10x) collapses Gen-LRA’s performance to near-random AUC and near-zero TPRQFPR=0

across all p. This corresponds with item (3) of Section 2.4.5: when h > p, the KDE oversmooths the
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Table 2.1: Attack ranking performance across evaluation metrics over all 1,525 runs. Higher
Top-k values are better, while lower mean rank indicates stronger performance. Gen-LRA

achieves the highest Top-1 rate on every metric at more than 2x that of any baseline.
TPR at Fixed FPR

Method Statistic AUC 0.0 0.001 0.01 0.1
Gen LRA k =10 Top-1 38.6% 42.1% 41.5% 39.8% 46.2%
Top-3 71.7% 78.5% 75.6% 73.1% 76.7%
Mean Rank (std)  2.83 (2.12)  2.79 (2.05) 2.76 (2.02) 2.78 (2.04) 2.54 (2.0)
Classifier Top-1 16.0% 9.6% 9.1% 11.6% 9.6%
Top-3 45.7% 35.4% 31.9% 35.2% 35.7%
Mean Rank (std)  4.29 (2.57) 5.22 (2.16) 5.04 (2.36) 4.79 (2.47) 4.83 (2.48)
DCR Top-1 9.0% 17.4% 15.0% 12.2% 8.3%
Top-3 31.2% 44.1% 37.4% 37.9% 32.2%
Mean Rank (std)  4.93 (2.34) 4.67 (2.3) 4.77 (2.44) 4.63 (2.39) 4.86 (2.3)
DCR-Diff Top-1 12.0% 18.4% 16.4% 16.3% 16.3%
Top-3 43.5% 60.3% 51.8% 50.0% 46.2%
Mean Rank (std)  4.11 (2.21) 3.78 (2.04) 4.05 (2.35) 4.2 (2.49) 4.2 (2.48)
DOMIAS Top-1 10.0% 12.7% 11.8% 11.3% 11.8%
Top-3 36.8% 52.1% 43.4% 36.8% 41.0%
Mean Rank (std)  4.42 (2.19) 4.22 (2.08) 4.56 (2.45) 5.03 (2.67) 4.63 (2.59)
DPI Top-1 10.7% 2.4% 0% 1.0% 6.5%
Top-3 38.9% 13.0% 12.4% 20.6% 29.9%
Mean Rank (std) 4.5 (2.34) 6.79 (1.51) 5.94 (1.95) 5.18 (1.93) 4.97 (2.22)
LOGAN Top-1 12.7% 16.2% 13.8% 11.3% 11.0%
Top-3 28.7% 48.9% 41.7% 30.8% 32.1%
Mean Rank (std)  5.51 (2.79) 4.35 (2.2) 4.71 (2.53) 5.3 (2.59) 5.19 (2.62)
Local Neighborhood Top-1 2.4% 6.6% 5.8% 6.7% 1.4%
Top-3 16.0% 32.9% 30.3% 29.9% 20.8%
Mean Rank (std)  5.79 (1.99) 5.4 (2.09) 5.26 (2.28) 5.11 (2.3) 5.41 (2.14)
MC Top-1 4.2% 12.5% 11.3% 85% 6.3%
Top-3 22.5% 43.8% 35.7% 30.3% 25.3%
Mean Rank (std)  5.61 (2.3) 4.71 (2.14) 4.91 (2.41) 5.11 (2.41) 5.32 (2.35)

perturbation introduced by adding z* to R, washing out the local density ratio that Gen-LRA relies on; when

h < p, the estimate is noisier but empirically retains the structural signal that the score depends on.

2.6 Experiments

The simulation study in Section 2.5 shows that different attacks and hyperparameter settings perform
differently across memorization regimes. This raises a methodological concern: a small benchmark risks
producing results that are artifacts of which regimes happen to dominate the selection, biasing the comparison
toward attacks suited to those particular conditions. We therefore construct a large and diverse benchmark to
assess Gen-LRA'’s effectiveness across a broad distribution of synthetic datasets: 35 tabular datasets sampled
from OpenML [49], 9 tabular generative architectures, 9 membership inference attacks, and 5 random seeds.
This yields 1,525 unique synthetic datasets and over 10,000 unique attack runs, spanning a wide range of

memorization conditions that approximate what practitioners could encounter in deployment.

2.6.1 Benchmark Setup

For each dataset, following standard tabular synthetic data evaluation practice [50], we randomly partition

the data without replacement into a training set 7', holdout set H, and reference set R in an 80/10/10 ratio.

20



The generator is trained on 7' and produces a synthetic dataset S of size |T|. MIAs are then evaluated on a
balanced test set composed of min(1000, |H|) members sampled from 7" and an equal number of non-members
sampled from H. Full details on datasets, MIAs, and generators are provided in Appendix 2.B.

Gen-LRA and DOMIAS rely on density estimation, which we implement using Gaussian Kernel Density
Estimation (KDE) with Silverman’s rule for bandwidth selection. We find KDE outperforms deep learning
based density estimators on this task for Gen-LRA (Section 2.7.3). Because KDE handles one hot encoded
categorical data poorly, we use ordinal encoding for these attacks; an ablation across Principle Component
Analysis and Variational Autoencoder based encodings appears in Appendix 2.C.1 and shows that ordinal
encoding performs best. For all other attacks, numeric features are scaled and categorical features one hot

encoded.

2.6.2 Baselines

We compare Gen-LRA with a fixed k& = 10 against eight competing MIAs that operate under compatible
threat models: LOGAN, MC, DCR, DCR-Diff, Classifier, Local Neighborhood, DOMIAS, and DPI [44, 45,
10, 15, 30, 13].

We evaluate across nine tabular generators spanning the major architectural families: PATEGAN (e = 1)
for differentially private generation; Ads-GAN, CTGAN, and TVAE for adversarial training; Normalizing
Flows for likelihood-based generation; ARF for tree-based generation; Tab-DDPM and TabSyn for diffusion-
based generation; and RealTabFormer (RTF) for transformer-based generation [51, 1, 2, 38, 52, 53, 3, 54, 29].
For RealTabFormer and TabSyn we use the original implementations with default hyperparameters; for all
other architectures we use the default Synthcity [50] implementations and settings.

All experiments were conducted on an AWS G5.2xlarge EC2 instance. The main benchmark required
approximately 500 hours of compute, with an additional 80 hours used for the deep learning density estimation

experiments described in Section 2.7.3.

2.7 Experiment Results

We summarize benchmark performance along two complementary axes: aggregate ranking across all 1,525
synthetic datasets, and performance restricted to the top 100 runs by each metric. The aggregate ranking
measures how often each attack is the strongest available choice across diverse synthetic datasets a practitioner
may encounter. The top-100 view measures attack performance in the synthetic datasets with the greatest

amount of detected leakage.
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Table 2.2: Mean performance with standard deviations across the top 100 runs for each
metric. Bold indicates the highest value in each column. Despite outliers that inflate attacks
that target near-memorization, Gen-LRA achieves the highest mean on every metric.

TPR at Fixed FPR
Method AUC 0.0 0.01 0.1

Gen-LRA 0.589 (0.03) 0.051 (0.03) 0.053 (0.03) 0.211 (0.05)
Classifier ~ 0.557 (0.05)  0.012 (0.02)  0.021 (0.02)  0.144 (0.06)
DCR 0.579 (0.04)  0.029 (0.04)  0.040 (0.04)  0.175 (0.06)
DCR-Diff  0.570 (0.04)  0.037 (0.04)  0.044 (0.04)  0.171 (0.05)
DOMIAS  0.546 (0.04)  0.024 (0.02)  0.024 (0.02)  0.140 (0.04)
DPI 0.526 (0.03)  0.001 (0.00)  0.013 (0.01)  0.114 (0.02)
(0.02) (0.01) (0.01) (0.03)
(0.04) (0.02) (0.02) (0.04)
(0.04) (0.02) (0.02) (0.05)

LOGAN  0.493 (0.02 0.013 (0.01 0.015 (0.01 0.105 (0.03
Local N.  0.538 (0.04 0.013 (0.02 0.024 (0.02 0.132 (0.04
MC 0.548 (0.04 0.016 (0.02 0.024 (0.02 0.134 (0.05

2.7.1 Aggregate Ranking

An adversary attacking an unknown generator must commit to a single attack as they have no ground truth
labels, so a relevant question is which attack most often delivers the strongest signal across a diverse sample
of synthetic datasets. Table 2.1 reports, for each attack and metric, the fraction of runs in which the attack
ranks first (Top-1), the fraction of runs in which it ranks in the top three (Top-3), and the mean rank across
all 1,525 runs. The Top-1 rate answers this question directly, and Gen-LRA is the dominant choice. Gen-LRA
achieves the highest Top-1 rate on every metric (38.6% on AUC, 42.1% on TPRQFPR=0, and 46.2% on
TPRQFPR=0.1), more than 2x the rate of any baseline.

The closest competitors are DCR-Diff at 18.4% on TPRQFPR=0 and Classifier at 16.0% on AUC; no
baseline exceeds a 19% Top-1 rate on any metric. Gen-LRA’s margin widens at higher false-positive rates,
reaching 2.8x the next-best attack at TPR@QFPR=0.1, indicating that the benefit of aggregating evidence
over k synthetic neighbors is most pronounced at operating points permitting a moderate false-positive
budget. The supporting Top-3 rates (71.7%—78.5% for Gen-LRA, against < 60.3% for any baseline) and mean

ranks (2.54-2.83 for Gen-LRA, against > 3.78 for any baseline) confirm that this dominance is consistent.

2.7.2 Performance on the Most Vulnerable Runs

Aggregate ranking measures an adversary’s preference for an attack; we now turn to attack performance
for runs that exhibited the highest detected leakage. Table 2.2 reports each metric’s mean and standard
deviation over the top 100 runs by that metric, the regime in which the adversary’s attack choice has the

largest practical consequence. Gen-LRA achieves the highest mean AUC (0.59) and the highest mean TPR
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at every false-positive rate, with the largest gap at low FPR: Gen-LRA’s mean TPRQFPR=0 of 0.05 is
approximately 1.7x that of DCR-Diff and 2.5x that of DOMIAS.

We additionally report medians and interquartile ranges in the Appendix Table 2.6, which shows that
the closest baseline performance is outlier driven. DCR and DCR-Diff have median TPRQFPR =0 values
(0.011 and 0.024) well below their means, with IQRs touching zero. Gen-LRA’s median TPRQFPR=0 of
0.055 exceeds its own mean, its IQR is bounded away from zero ([0.034,0.067]), and its median AUC of 0.594
exceeds the third quartile of every baseline.

These outliers are concentrated on datasets generated by RealTabFormer, which accounts for 42 of the
top 100 runs by AUC. Recently, [55] documented that RealTabFormer often produces near-exact copies of
training records. The simulation in Section 2.5.2 identifies this small p regime as the one in which distance
based baselines are most competitive with Gen-LRA at the fixed £ = 10 used in our benchmark, implying
that the top 100 runs overrepresent the regime least favorable to Gen-LRA, yet Gen-LRA leads on every

metric in both mean and median.

2.7.3 Deep Learning Density Estimation

Gen-LRA estimates the likelihood of high dimensional data, a setting in which Gaussian Kernel Density
Estimation (KDE) is typically outperformed by modern density estimators on metrics such as average negative
log likelihood and negative evidence lower bound [56, 57]. It is therefore worth examining whether replacing
KDE with a more expressive estimator improves attack performance. Following [30], we perform an ablation
(details in Appendix 2.C.2) with Block Neural Autoregressive Flows (BNAF) [56] as the surrogate density
estimator for Gen-LRA.

Figure 2.4 shows that KDE matches or outperforms BNAF on both AUC and TPRQFPR=0.01, with
the largest gap on the generators that exhibit the most extreme privacy leakage. While BNAF produces a
tighter distribution of scores across runs, this stability comes from a consistent failure to detect the strongest
leakage signals: BNAF’s upper tail tops out near 0.56 AUC, whereas KDE reaches above 0.65 on the same
generators. The bandwidth analysis in Section 2.4.5 explains this result: the Gen-LRA signal is governed
by the kernel overlap term W(h, p,2*), which requires the surrogate’s local smoothing scale to match the
memorization scale p. KDE controls this scale explicitly through its bandwidth. BNAF however optimizes
for global density accuracy and exposes no analogous parameter, so its implicit smoothing scale is set by
global training dynamics rather than matched to p. The result is a surrogate that is more expressive globally
but less faithful in the local neighborhood where Gen-LRA’s signal is found.

A second issue compounds the first: Gen-LRA compares two surrogates fit on R and R U {z*}, and
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recovering the influence of a single point requires the difference between them to reflect that point rather
than training stochasticity. KDE is deterministic given its bandwidth and data, so the two fits differ only in
the contribution of z*. BNAF and other modern density estimators are trained by stochastic optimization,
and the two fits differ in initialization, batch order, and optimizer state, which adds noise to the influence
estimate of Gen-LRA. We therefore default to KDE for Gen-LRA, and recommend it to practitioners on the

basis of empirical performance and substantially lower computational cost.

2.7.4 Privacy-Utility Trade-off

The preceding results compare attacks against each other; we now ask whether the privacy leakage detected
by Gen-LRA tracks the quality of the synthetic data being audited. Figure 2.5 plots mean Gen-LRA AUC
against three quality measures averaged across models for each benchmark run: XGBoost test AUC under
a train-on-synthetic-test-on-real protocol (downstream utility), maximum mean discrepancy and Jensen-
Shannon distance between real and synthetic samples (distributional fidelity). Lower MMD and JS values
indicate higher fidelity, while higher XGBoost test AUC indicates higher utility.

PATE-GAN at € = 1 occupies the worst-quality corner of all three panels, with the lowest utility (XGBoost
AUC = 0.59) and the worst fidelity on both MMD and JS, and also the lowest Gen-LRA AUC (= 0.518).
This is the expected behavior of differentially private synthesis: the privacy guarantee that limits Gen-LRA’s
signal also limits the synthetic data’s resemblance to the population. At the opposite end, RealTabFormer,
ARF, and TabSyn achieve the highest utility and the strongest fidelity scores while exhibiting the highest
Gen-LRA AUC values in the benchmark. These generators produce synthetic data that supports downstream
learning effectively, but the same fidelity that makes the synthetic data useful renders it more vulnerable to

No-Box MIAs.

2.8 Discussion

2.8.1 Interpreting the Benchmark

Theorem 2 characterizes the Gen-LRA score as a sum of localized density ratios over the k synthetic neighbors
of z*, and Theorem 3 shows that the expected score gap between members and non-members is governed
by the kernel-overlap term W(h, p, z*) between the surrogate’s bandwidth and the generator’s memorization
scale. The simulation in Section 2.5 instantiates this score in three regimes the theory makes precise. Under

near-exact memorization, single-point statistics already capture the membership signal and aggregation over
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k neighbors only adds noise. Under approximate memorization, signal is dispersed across multiple synthetic
points and aggregation recovers what single-point statistics miss. Under diffuse memorization, no local
statistic separates members from non-members, a regime in which all No-Box attacks must fail. Extending
the model to capture non-uniform overfitting across training points, for instance, by allowing € and p to vary
with the local density of the population, is a natural refinement.

The distribution of overfitting behavior across modern tabular generators is not known a priori, and prior
MIA evaluations have rarely been broad enough to characterize it. Most published tabular generative model
MIA works span a handful of datasets and a small set of generator architectures, leaving open the question of
whether reported performance generalizes beyond the conditions of the benchmark itself. Our evaluation
spans 1,525 synthetic datasets across 9 generator families and 35 datasets, covering the architectural and
statistical diversity a practitioner could realistically encounter.

Across this distribution, Gen-LRA achieves the highest Top-1 rate on every metric at more than 2x
that of any baseline, indicating that the approximate-memorization regime predicted by Theorem 3 to favor
Gen-LRA is well-represented in practice. RealTabFormer is the most prominent exception, with known
near-exact memorization behavior that dominates the top-100 runs by AUC and accounts for the outlier-driven
means observed for distance-based baselines. Even within this subset, Gen-LRA achieves the highest mean
and median on every metric.

These numbers also understate Gen-LRA’s true power. We fix & = 10 across all 1,525 runs rather than
tuning it per dataset or per generator, but a privacy auditor has access to ground-truth membership labels
by construction, and the cost analysis in Section 2.4.6 shows that sweeping k up to knax is asymptotically
equivalent to a single evaluation at knax. An auditor using Gen-LRA can therefore report the strongest
configuration over k at no additional cost, yielding strictly tighter bounds than the fixed-k£ numbers reported
here. The benchmark results should be read as a conservative estimate of what Gen-LRA delivers in practice.

The flip side is also informative: at fixed kK = 10, Gen-LRA is not the top-ranked attack on roughly 60%
of runs. No single attack, Gen-LRA included, is uniformly optimal across datasets and generator architectures
in our benchmark. Whether a uniformly optimal No-Box MIA exists is an important open question with

direct consequences for how synthetic data should be audited in practice.

2.8.2 No-Box Auditing Estimates Realistic Privacy Leakage

A common objection to No-Box MIAs is that they are weaker than shadow-box or query-based alternatives,
and therefore underestimate privacy risk. This framing conflates two distinct questions. Privacy leakage is

not a property of a model alone — it is a property of a model conditioned on a threat model. The relevant
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question for a practitioner releasing synthetic data is not "what is the maximum leakage achievable by any
conceivable adversary?" but "what leakage is achievable by an adversary I should plausibly defend against?"

Shadow and white-box attacks assume the adversary knows the generator’s architecture or has direct
access. A defender following standard release practice, withholding model details and releasing only the
synthetic dataset, eliminates the information these attacks depend on. The leakage they measure is therefore
not the leakage the release exposes, but the leakage that would be exposed under a counterfactual disclosure
regime the defender did not adopt. The No-Box setting, by contrast, corresponds to the release itself: the
adversary sees only the synthetic dataset and auxiliary population data they could plausibly obtain. Less
conservative threat models remain essential for other auditing problems — verifying differential privacy
guarantees, for instance, requires the strongest attacks available regardless of deployment realism [58]. But
sample-level auditing under realistic adversaries is equally important, and progress in the No-Box regime,
both theoretical and empirical, is what gives practitioners the tools to assess the privacy of the artifacts they

actually release.

2.8.3 Limitations

Gen-LRA’s theoretical guarantees and empirical performance come with three limitations, each suggesting a

direction for future work.

Scope of the local overfitting model. Definition 1 characterizes the generator’s output density
as the population density plus additive excess mass concentrated within distance p of each training point,
and Theorem 3 provides guarantees only for generators whose output density admits this decomposition
with € > 0 and p comparable to the surrogate’s bandwidth. The model further idealizes ¢, and € as uniform
across training points, whereas in practice memorization is non-uniform: rare records, outliers, and points in
low-density regions are typically memorized more strongly than the rest. The model is nonetheless rich enough
to capture the three regimes that distinguish Gen-LRA’s behavior from single-point baselines (Section 2.5),

and its predictions are consistent with Gen-LRA’s empirical performance on real generators.

Per-target hyperparameter sub-optimality. The non-uniformity of memorization carries
through to Gen-LRA itself: a single choice of bandwidth h and locality & is unlikely to be simultaneously
optimal for every z*, and per-target attack power varies with the local memorization geometry around
each test point. Our work does not disentangle this per-target variation. That said, the cost analysis in
Section 2.4.6 establishes that adaptive per-target configurations are computationally feasible, making this a

natural and tractable direction for future work rather than an obstacle.
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Surrogate scaling. KDE is known to scale poorly with dimensionality, and the empirical observation
that KDE outperforms BNAF in our benchmark relies on the moderate dimensions (d < 100 after encoding) of
the OpenML datasets we evaluate. On substantially higher-dimensional tabular data, neither KDE nor BNAF
may be adequate, and Gen-LRA’s surrogate component would require revisiting. The density-ratio-estimation
literature [59, 60| establishes that estimating a ratio directly is more sample-efficient than estimating two
densities and dividing them, suggesting an attractive alternative to the two surrogate fits in Algorithm 1.
Adapting these methods to Gen-LRA is non-trivial: standard direct-ratio estimators assume two independent
samples drawn from distinct distributions, whereas the two distributions whose ratio we require are induced
by reference sets that differ by a single point. Closing this gap likely requires new estimators tailored to the
influence-function structure of the problem, which we view as a promising direction for scaling Gen-LRA to

higher-dimensional regimes.

2.9 Conclusion

Our results suggest that the dominant No-Box membership inference attacks for synthetic data release
underestimate the privacy risk of the artifacts they evaluate. DOMIAS tests the wrong hypothesis, evaluating
where synthetic density exceeds reference density rather than whether a specific point influenced the synthetic
distribution; and distance-based methods such as DCR detect leakage only when memorization is near-exact.
Both classes underestimate in the approximate-memorization regime, which our benchmark shows is where
most modern tabular generators likely operate. A practitioner concluding that a release is private on the
basis of these attacks is relying on measurements whose inductive biases are matched to a specific overfitting
phenomena that the generator may not exhibit.

Gen-LRA addresses this gap with an attack that is both principled and practical. The likelihood-ratio
influence-function formulation directly tests the membership hypothesis, the closed-form characterization
(Theorem 2) makes explicit what the attack measures, and the mean-score-gap result (Theorem 3) provides
testable predictions about when it succeeds, predictions we validate in a controlled simulation and that align
with empirical performance across 1,525 synthetic datasets spanning nine generators. Gen-LRA achieves the
highest Top-1 rate on every metric at more than 2x that of any baseline, and corresponding highest mean
values in the top 100 highest privacy leakage runs.

The framework we develop suggests several directions for future work. Adaptive bandwidth and locality
selection on a per-target basis would likely increase attack performance, particularly for the long-tail records
that are memorized most strongly. Replacing the two separate density estimates in Algorithm 1 with a direct

density-ratio estimator tailored to the single-point-difference setting offers a route to scaling Gen-LRA beyond
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the moderate-dimensional regimes where KDE remains effective, and would likely improve performance on
our benchmark as well. Extending the local-overfitting model and the influence-function framing to settings
where synthetic tabular data release is becoming common such as longitudinal records is a natural next step.
Finally, Gen-LRA’s broad but non-uniform dominance leaves open whether a uniformly optimal No-Box
MIA exists—a question we view as central to the privacy auditing literature, since such an attack would let
practitioners directly certify a synthetic dataset’s privacy under the threat model rather than relying on

guarantees from defensive frameworks.

2.10 Ethical Considerations

This work proposes a membership inference attack against synthetic tabular data, which is itself a re-
identification method. We address the resulting ethical considerations along three dimensions: the risks the
attack poses, the benefits it provides, and the steps we have taken to ensure that the latter outweigh the
former.

Risks. Adversaries who can infer whether an individual’s record was used to train a generative model
pose direct privacy risks to that individual, particularly in domains such as healthcare, finance, and the
social sciences where sensitive personal data is routinely used. A synthetic dataset that fails to obfuscate
membership information can enable re-identification of training-set participants, undermining the privacy
guarantees that motivate synthetic data release in the first place. Gen-LRA, by improving the state of the
art in No-Box membership inference, raises the ceiling on what such an adversary can achieve.

Benefits. The same capability that creates risk also enables stronger privacy auditing. Practitioners
releasing synthetic datasets currently rely on similarity-based heuristics that have been shown to be inadequate
proxies for privacy, or on attacks whose threat-model assumptions do not match realistic release scenarios.
Gen-LRA gives auditors a principled, computationally tractable tool to assess sample-level privacy leakage
under the threat model that actually corresponds to public release. Without attacks of this kind, defenders
cannot measure the privacy of the artifacts they release.

Steps taken to minimize harm. We evaluate Gen-LRA exclusively on publicly available datasets from
OpenML, which contain no personally identifying information beyond what their original releasers have
already chosen to publish. We do not target any deployed synthetic data release, nor do we attempt to
re-identify individuals in any real-world dataset. The generative models we attack are trained by us on these
public datasets specifically for the purpose of evaluating Gen-LRA, so no third party’s privacy claims are
challenged by our experiments. We release our code openly to support reproducibility and to enable defenders

to audit their own releases, which we view as the primary use case. Responsible disclosure does not apply
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here, as no specific deployed system is implicated; the vulnerability we characterize is structural to overfitting

in tabular generative models and has been documented in prior work.

We believe adversarial work of this kind is essential to the development of trustworthy synthetic data
release. Deferring the publication of stronger attacks would leave practitioners auditing with tools that

systematically underestimate privacy risk, which we view as a net riskier outcome.

2.A  Proofs and Supporting Results

This appendix provides proofs for the three theoretical results of Section 2.4.

2.A.1 Proof of Theorem 1 (Invariance)

Proof. Let g : X — X be a continuously differentiable invertible function with Jacobian J(z) = Z—i(m), where

|J(z)| # 0 for all z € X. For sets A C X, write A = g(A), and for a density p let  denote the density induced

on the transformed space.

By the change-of-variables formula for probability densities,

p(9(4)) = (2.12)

where |J(A)| denotes the product of Jacobian determinants evaluated on A (treating J as acting pointwise

on a set of samples).

Applying this to the conditional density in the numerator of the log-likelihood ratio:

et A ey PS,RU{E))
p(S|RU{E*}) = —ﬁ(}?u{j*}) (2.13)
_ S RULD/I(S RU ) _—
p(RU{z*})/[J(RU{a*})] ‘

Similarly for the denominator:

#(S|R) = = : (2.15)
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Taking the ratio of these two conditional densities:

pS|RU{E*}) _ p(S,RU{z"})  p(R)
(S| R) p(RU{z*})  p(S, R)
JRU{a*})| - IS, R)|

[J(S, RU{z*})| - |J(R)|

=1

(2.16)

The Jacobian factors cancel because the joint samples (S, RU {z*}) and (S, R) differ by a single point whose

Jacobian appears identically in the numerator of one ratio and the denominator of the other. This leaves

(S| RU{E*})  p(S|RU{z*})
(S| R) ~ p(SIR) (217)

Taking logarithms yields Z(g(z*), g(R), g(5)) = Z(z*, R, S). O

2.A.2 Proof of Theorem 2 (Closed-Form Approximation)

Proof. Let pr denote a Gaussian KDE fit on R with bandwidth h, where |R| = m. The proof proceeds in
four steps.

Step 1: Exact decomposition of the augmented KDE. By the definition of the Gaussian KDE,

1

PrRU(z+}(8) = — 1 Z Kn(s — )
reRU{z*}
m 1
- 5 — Kn(s — o). 2.1
m+1pR(3)+m+1 (s —a*) (2.18)

This identity is exact; no approximation is used.

Step 2: Ratio form. Dividing both sides by pr(s),

Pru(a+}(8) _ m 1 Kp(s—a%)
ﬁR(S) m —+ 1 m + 1 ﬁR(S)
B 1 Ky (s —x*) B
=1+ o [ ) 1] . (2.19)

Step 3: Taylor expansion of the logarithm. Let

o [

The regularity assumption pgr(s) > ¢ > 0 on Si(z*), together with the boundedness of the Gaussian kernel

K}, implies that |us] < C/(m + 1) for a constant C depending on ¢, h, and d. For |u| — 0, the Taylor
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expansion

log(1+u) = u—"% +O0(u?) (2.21)
gives "
ﬁRu{m*} S - 1 Kh(s - 33*) . m_2
log on(s) = [ ) 1} + O( ). (2.22)

Step 4: Summation over the local neighborhood. Summing over s € Si(x*):

i(w*; RS) = Z log pRLj{x(*})(s)
sESE () PRS
1 Kp(s—x*
- X [P ot
m sESk(x*) PRS
(2.23)
For fixed k or k = o(m), the remainder is O,(m~2), which completes the proof. O
2.A.3 Proof of Theorem 3 (Mean Score Gap)
Proof sketch. We work throughout with the leading-order expression from Theorem 2:
5 1 Kp(s —z*) }
I(x*R,S) ~ —— ShE ). 2.24
i) x| B (2:24)

sESk(z*)
The proof proceeds in four steps.

Step 1: Expected score. Let g(s,a*) := Kp(s — 2*)/pr(s) — 1. Taking expectations over the
randomness in S:

. k

E[Z(z*; R, S)] =~ | Egope [9(s,27) | 5 € Sp(a?)] . (2.25)

The k-NN localization concentrates s near x*, where the kernel K} (s — z*) is appreciable; outside this region
g(s,2*) =~ —1 and contributes only to the constant baseline. For the purpose of comparing 11 and pg, we can
treat the expectation as being taken with respect to pg itself; localization affects pp and p; symmetrically

and does not contribute to their difference.

Step 2: Substitution of the overfitting decomposition. Plugging Equation 2.8 into Eg.pg [Kn(s —
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x*)/Pr(s)] yields three additive pieces:

Kh(sx*)] Kp(s—z*)

Esope | ——————| = | ——————p(s)ds

re { Pr(s) Pr(s) p(e)
Piece A: population

7|

Kn(s —
2 | i ool ds

Piece B: memorization sum
Kp(s —z*)
—|—/A7rs ds. (2.26
Pr(s) (=) )

Piece C: residual

Step 3: Differencing member vs. non-member expectations. We examine how each piece changes
between the hypotheses Hy (2* ~ P, independent of T') and Hy (z* € T).

Piece A is a functional of z* and the population density p only; it does not reference T. Under both
hypotheses, £* has marginal distribution P, so Piece A contributes identically to po and p; and cancels in
the difference. The same argument applies to Piece C': the residual r is a property of the generator’s output
density, not of *’s membership status.

For Piece B, define the kernel-overlap integral

Kp(s — %)

2 = |

bp(s32i) ds, (2.27)

which measures the overlap between the kernel centered at x* and the memorization bump centered at x;.
This integral is largest when x; = *; we denote this self-overlap by U (h, p,x*) := f(a*,2*). Piece B then
reads ﬁ Zgll f(z*,2;), and we compare this sum under the two hypotheses.

Let B(z*) := > ., 4. f(2*,2;) denote the background sum: the total overlap between the kernel at z*

and memorization bumps centered at training points other than x*. Then:

e Under Hy (z* ~ P, independent of T'): none of the z; equals z*, so Zg‘l f(z*,z;) = B(z*), a sum of

|T| terms.

o Under Hy (z* = x; for some j): the sum decomposes as

|T|
far ) = f@%zy) + Y f@*2), 2.28
=V (h,p,xz*) N .

= B(z*)

where the first term is the self-overlap guaranteed by the memorization bump ¢,(-; x;) sitting on top

of the kernel at 2* = z;, and the second term is a background sum of |T'| — 1 terms.
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The two versions of B(z*) differ by a single term out of |T'|, which is O(1/|T|) relative to the full background;
to leading order they are equal. The dominant contribution to p; — pg is therefore the self-overlap term,

which is present only under H;:

k €
oy > S W(h 2t
H1— Mo < m+1 |T] (h, p,z")
- ke g [Enlsze)dlsian)] (2.29)
(m+1)|T] Pr(s)

Step 4: Positivity of the signal term. The integrand of W(h, p, x*) is a product of non-negative quantities.
It is strictly positive whenever the supports of ¢,(-;2*) and Kj,(- — x*) intersect—i.e., whenever the attacker’s

bandwidth reaches the memorization region. O

A member x* € T exhibits extra local synthetic density compared to a non-member because the
memorization bump ¢,(-;z*) is placed at z*’s own location. All other contributions to local synthetic
density, the population term, the residual, and memorization bumps placed at other training points, occur
symmetrically for members and non-members (both of which are distributed according to P) and cancel in

the difference. The attack’s power thus derives entirely from the self-overlap signal.

2.B  Experiments/ Replication Details

2.B.1 MIAs for Generative Models Descriptions

The Membership Inference Attacks referenced in this paper is are described as follows:

Distance to Closest Record (DCR / DCR-Diff). A common class of membership inference attacks
relies on the hypothesis that synthetic generators may reproduce training records or place generated points
unusually close to them in feature space [10]. Under this intuition, query points corresponding to members
should exhibit smaller distances to the synthetic dataset than non-members. The Distance to Closest Record
(DCR) attack quantifies this effect using the score

fDCR(z 75) = 711;[161}5’161(‘% ,217)7

where d(-,) denotes a chosen distance function. A natural extension, DCR-Diff, incorporates a reference
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dataset R to normalize this proximity signal by comparing closeness to both datasets:

* — ind * . ind * )
focr(e”, 5, R) = —mind(z”, ) — mind(z", z)
DOMIAS / Density Estimation. DOMIAS [30] approaches membership inference from a distributional
perspective by comparing how likely a query record is under the synthetic distribution relative to a reference

distribution. Specifically, it evaluates the density ratio

ps(x*)
pr(z*)’

Jfoomias(z*, S, R) =

where ps and pr are density estimates fit to the synthetic and reference datasets, respectively. In practice,
these densities may be estimated using approaches such as kernel density estimation or neural density models.

A simpler related baseline proposed in [15] uses only the synthetic density estimate,

fDensity Estimate(x*v S) =DPs (.’E*),

without explicitly contrasting against a reference distribution.

Data Plagiarism Index (DPI) / Local Neighborhood. The Data Plagiarism Index (DPI) [13]
focuses on localized memorization by examining the composition of the neighborhood surrounding a query
point. Given z*, the method constructs a k-nearest-neighbor set D(z*) drawn jointly from synthetic and

reference data, and computes the ratio of synthetic to reference neighbors:

ZZED(QZ*) H(Z € S)
> sen Lz € R)

fori(z*, S, R) =

Higher values indicate stronger local resemblance to the synthetic data distribution. A closely related local

attack in [15] replaces the fixed-k neighborhood with all points falling within a specified radius of z*.

LOGAN / Classifier-based. LOGAN was first introduced as a white-box membership inference attack
[44] and later adapted to the black-box setting in [30]. The core idea is to train a classifier to distinguish
samples from the target synthetic dataset S and a reference dataset R. In the original formulation, this

classifier is implemented as the discriminator of a GAN trained on synthetic data, and the resulting score

Jroaan(z*, S, R) = Dy(z")

is used as the membership signal. Records receiving higher discriminator confidence are considered more
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likely to be members. Subsequent work [15] generalized this approach by replacing the GAN discriminator

with standard supervised classifiers such as random forests.

2.B.2 Generative Model Architecture Descriptions

In all experiments, we use the implementations of these models from the Python package Synthcity [50]. For
benchmarking purposes, we use the default hyperparameters for each model. A brief description of each

model is as follows:

e CTGAN ([38]: Conditional Tabular Generative Adversarial Network uses a GAN framework with
conditional generator and discriminator to capture multi-modal distributions. It employs mode

normalization to better learn mixed-type distributions.

e TVAE [38]: Tabular Variational Auto-Encoder is similar to CTGAN in its use of mode normalizing

techniques, but instead of a GAN architecture, it employs a Variational Autoencoder.

e Normalizing Flows (NFlows) [52]: Normalizing flows transform a simple base distribution (e.g.,
Gaussian) into a more complex one matching the data by applying a sequence of invertible, differentiable

mappings.

e Bayesian Network (BN) [51]: Bayesian Networks use a Directed Acyclic Graph to represent the
joint probability distribution over variables as a product of marginal and conditional distributions. It

then samples the empirical distributions estimated from the training dataset.

e Adversarial Random Forests (ARF) [53]: ARFs extend the random forest model by adding an
adversarial stage. Random forests generate synthetic samples which are scored against the real data

by a discriminator network. This score is used to re-train the forests iteratively.

e Tab-DDPM |[3]: Tabular Denoising Diffusion Probabilistic Model adapts the DDPM framework for
image synthesis. It iteratively refines random noise into synthetic data by learning the data distribution

through gradients of a classifier on partially corrupted samples with Gaussian noise.

e PATEGAN [1]: The PATEGAN model uses a neural encoder to map discrete tabular data into a
continuous latent representation which is sampled from during generation by the GAN discriminator

and generator pair.

e Ads-GAN [2]: Ads-GAN uses a GAN architecture for tabular synthesis but also adds an identifiability

metric to increase its ability to not mimic training data.

35



e TabSyn [54]: TabSyn uses a Variational Auto-Encoder to learn a latent space in which it builds a
diffusion model from. TabSyn usually achieves state of the art data quality metrics relative to other

methods compared.

2.B.3 Benchmarking Datasets References

We provide the URL for the sources of each dataset considered in the paper.

2.C Ablations

2.C.1 Gen-LRA Encoding

As our main experiment uses Kernel Density Estimation (KDE) over (usually) heterogeneous datasets, we
present an ablation for encoding tabular data to be numeric such that KDE can converge. We experiment
with 3 common strategies used in the density estimation literature: ordinal encoding for categorical variables,
one-hot encoding categorical variables and then performing Principle Component Analysis (PCA), and using
a Variational Auto-Encoder to learn continuous latent representations of the data.

We repeat our ablation subset experiment with these three encoding schemes. For PCA we use the
number of eigenvectors that explain up to 95 %variance and for the VAE encoding we use TabSyn’s original
auto-encoder with default settings. Overall, we evaluate the top 100 runs for each metric and find that

Ordinal encodings yield the best results (see Table 2.4).

2.C.2 Deep Learning Estimation

We replace the KDE surrogate in Gen-LRA with Block Neural Autoregressive Flows (BNAF) [56], following
the implementation and hyperparameters of [30]. Each BNAF model is trained with default implementation
parameters with early stopping on a held-out validation split of the reference set, using the Adam optimizer
with default learning rate. We fit one BNAF on R and a second on RU {z*} for each test point and compute
the Gen-LRA score using these two surrogates in place of the corresponding KDEs. To induce greater
overfitting in the trained generators and thereby produce stronger membership signal for both surrogates
to recover, we reduce the training, holdout, reference, and synthetic set sizes to 250 records each. We then
evaluate the top 100 highest-scored runs for each metric from the ordinal-encoded KDE and BNAF versions
of Gen-LRA. All other aspects of the small-scale benchmark protocol, including datasets, generators, and

attack baselines, match Section 2.C. Results and analysis appear in Section 2.7.3.

36



Table 2.3: List of Datasets included in Section 5.

Dataset OpenML ID N-size Classes Cat. Feat. Num Feat.
GesturePhaseSegmentationProcessed 4538 9873 5 1 32
MiceProtein 40966 1080 8 5 7
PhishingWebsites 4534 11055 2 31 0
adult 1590 48842 2 9 6
analcatdata authorship 40983 4839 2 1 5
bank-marketing 1461 45211 2 10 7
banknote-authentication 1462 1372 2 1 4
blood-transfusion-service-center 1464 748 2 1 4
car 40975 1728 4 7 0
churn 40701 5000 2 5 16
climate-model-simulation-crashes 1467 540 2 1 20
cme 23 1473 3 8 2
connect-4 40668 67557 3 43 0
credit-approval 29 690 2 10 6
credit-g 31 1000 2 14 7
diabetes 37 768 2 1 8
electricity 151 45312 2 2 7
eucalyptus 43924 736 5 15 5
kel 1067 2109 2 1 21
kc2 1063 522 2 1 21
kr-vs-kp 3 3196 2 37 0
letter 6 20000 26 1 16
mfeat-morphological 18 2000 10 1 6
numerai28.6 23517 96320 2 1 21
optdigits 28 5620 10 1 64
pc3 1044 10936 3 4 24
pendigits 32 10992 10 1 16
phoneme 1489 5404 2 1 5
satimage 182 6430 6 1 36
segment 40984 2310 7 1 19
sick 38 3772 2 23 7
spambase 44 4601 2 1 57
steel-plates-fault 40983 4839 2 1 5
texture 40499 5500 11 1 40
tic-tac-toe 50 958 2 10 0
vehicle o4 846 4 1 18

Table 2.4: Mean (std) LRA detection performance by encoding strategy, top 100 runs per
metric, averaged over datasets, generative methods, and seeds. Rows sorted by AUC-ROC.
Bold marks best encoding per metric.

Encoding AUC-ROC TPR@FPR=0 TPR@FPR=0.001 TPR@FPR=0.01 TPR@FPR=0.1

Ordinal ~ 0.616 (0.053) 0.011 (0.010) 0.013 (0.012) 0.043 (0.028) 0.221 (0.079)
VAE 0.594 (0.049) 0.009 (0.010) 0.012 (0.012) 0.039 (0.027) 0.198 (0.064)
PCA 0.575 (0.046) 0.010 (0.008) 0.012 (0.009) 0.031 (0.021) 0.171 (0.056)
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Table 2.5: Mean AUC-ROC at different k values for Gen-LRA for top 300 highest runs.

Model k=1 k=5 k=10 k=25 k =50 k = 100

AdsGAN  0.57 (0.00) 0.58 0.57 (0.00) 0.57 (0.01) 0.58 (0.01) 0.61 (0.00)
ARF 0.60 (0.02) 0.58 (0.02) 0.59 (0.01) 0.58 (0.01) 0.58 (0.01) 0.58 (0.01)
CTGAN 0.60 (0.01) 0.58 (0.00) 0.59 (0.02) 0.60 (0.00) 0.58 (0.01) 0.58 (0.01)
Tab-DDPM  0.60 (0.02) 0.60 (0.01) 0.60 (0.02) 0.61 (0.00) 0.60 (0.01) 0.60 (0.01)
N-Flow 0.61 (0.00) 0.57 (0.01) 0.59 (0.00) 0.59 (0.00) 0.59 (0.00) 0.60 (0.01)
RTF 0.59 (0.02) 0.59 (0.02) 0.59 (0.02) 0.60 (0.02) 0.59 (0.02) 0.59 (0.02)
TabSyn 0.62 (0.03) 0.61 (0.02) 0.60 (0.02) 0.60 (0.01) 0.59 (0.01) 0.58 (0.01)
TVAE 0.60 (0.00) 0.59 (0.00) 0.57 (0.00) 0.57 (0.00) 0.58 (0.01) 0.58 (0.01)

Table 2.6: Median with interquartile ranges for MIAs across the top 100 runs for each metric.
Distance-based baselines (DCR, DCR-Diff) exhibit medians well below their means, with
IQRs touching zero, indicating that their strong-run performance is driven by a small set of
near-exact memorization outliers. Gen-LRA’s median exceeds its own mean and its IQR is
bounded away from zero, with median AUC (0.594) exceeding the third quartile of almost
every baseline.

TPR at Fixed FPR

Method AUC 0.0 0.001 0.01 0.1
Gen-LRA 0.594 [0.574, 0.609] 0.055 [0.034, 0.067] 0.055 [0.034, 0.067] 0.055 [0.038, 0.072] 0.214 [0.175, 0.237]
Classifier 0.559 [0.524, 0.597] 0.005 [0.000, 0.017] 0.005 [0.001, 0.018] 0.015 [0.007, 0.027] 0.133 [0.105, 0.181]
DCR 0.579 [0.561, 0.600] 0.011 [0.000, 0.053] 0.012 [0.002, 0.053] 0.022 [0.011, 0.063] 0.178 [0.125, 0.212]
DCR-Diff 0.576 [0.541, 0.591] 0.024 [0.008, 0.063] 0.025 [0.008, 0.063] 0.031 [0.013, 0.072] 0.169 [0.131, 0.205]
DOMIAS 0.546 [0.523, 0.568] 0.019 [0.009, 0.034] 0.019 [0.009, 0.035] 0.020 [0.008, 0.032] 0.132 [0.110, 0.172]
DPI 0.528 [0.511, 0.543] 0.000 [0.000, 0.000] 0.001 [0.001, 0.001] 0.011 [0.010, 0.013] 0.113 [0.101, 0.123]
LOGAN 0.495 [0.474, 0.507] 0.007 [0.002, 0.020] 0.006 [0.002, 0.020] 0.010 [0.002, 0.026] 0.107 [0.082, 0.123]
Local Neighborhood  0.534 [0.505, 0.557) 0.005 [0.000, 0.012] 0.006 [0.001, 0.015] 0.014 [0.010, 0.029] 0.118 [0.102, 0.145]
MC 0.553 [0.522, 0.571] 0.006 [0.000, 0.023] 0.006 [0.002, 0.024] 0.017 [0.009, 0.031] 0.121 [0.100, 0.165]

2.C.3 Ablation: Different k sizes

Gen-LRA targets local overfitting by utilizing the k-nearest neighbors in S to z*. Consequently, k serves as a
hyperparameter in the attack. To assess the impact of k on attack efficacy, we replicate the benchmarking
experiments from Section 2.6 across varying values of k. The average AUC-ROC and corresponding standard
deviations for the top 300 runs for each evaluation metric are reported in Table 2.5. Empirically, we observe

that smaller values of k generally enhance attack performance, though this effect varies by model.

2.D Additional Figures
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Figure 2.2: Simulation results across attacks and metrics. (a, ¢) AUC and TPRQFPR=0
versus € at p = 1. All attacks scale linearly with €; Gen-LRA achieves the largest slope on
both metrics. (b, d) AUC and TPRQFPR=0 versus p at ¢ = 0.5. At small p all attacks
perform comparably; at moderate p Gen-LRA dominates while baselines collapse; at large p
all attacks approach random. The locality parameter k controls how Gen-LRA aggregates
evidence across synthetic neighbors: k = 1 recovers the full TPRQFPR=0 signal under
near-exact memorization, where evidence concentrates on a single neighbor, while £ = 10
outperforms it at moderate p, where the signal is dispersed across multiple neighbors.
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Figure 2.3: AUC and TPRQFPR=0 versus memorization scale p for Gen-LRA k£ = 10 at
three bandwidths (0.1x, 1x, and 10x Silverman’s rule), with DOMIAS and DCR shown for
reference. Narrow and default bandwidths produce nearly indistinguishable curves; the wide
bandwidth (10x) oversmooths the perturbation from x* and collapses attack performance to
near-random.
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Figure 2.4: Distribution of Gen-LRA performance across benchmark runs using BNAF and
KDE as the surrogate density estimator, on AUC-ROC (left) and TPRQFPR=0.01 (right).
BNAF produces a tighter distribution of scores but fails to detect the strongest leakage
signals: its upper tail is bounded well below KDE’s, whose long upper tail captures the runs
on which the most vulnerable generators leak training-set membership.
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Chapter 3

Finding Connections: Membership
Inference Attacks for the Multi-Table

Synthetic Data Setting

3.1 Introduction

Synthetic tabular data has been shown to enable the sharing of sensitive or private information [1, 2]. While
considerable progress in synthetic data generation has focused on single table applications, where a generative
model learns the distribution of a single table, most real world data exists in hierarchical structures stored
in relational databases, where rows in one table have interdependencies with rows in other tables [61-63].
Modeling and producing synthetic databases rather than single tables has seen growing interest as it allows
for the release of more expressive data and lately a variety of methods have been developed to learn and
generate synthetic databases [64-66, 29, 67, 68].

While the results of these models are impressive, auditing the empirical privacy of synthetic database
release is not well understood. Unlike single table settings that protect privacy at a row or item level, in

relational databases a user’s information is distributed across items in multiple interconnected tables. As we

The contents of this chapter appeared in: Ward, J. et al., “Finding Connections: Membership Inference
Attacks for the Multi-Table Synthetic Data Setting,” 2026.
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will show in Sections 3.3.5 and 3.5, privacy leakage that occurs over a particular item implies the leakage of

all connected items.

Membership Inference Attacks (MIAs) have been successfully applied to audit the privacy of single table
tabular generators and can be used to estimate the empirical e differential privacy of generated synthetic data
[30, 14]. However, we demonstrate that single table MIAs are inadequate for auditing multi table synthetic
data privacy at the user level because they can only audit privacy at the item level. Current attacks, while
applicable to item level privacy auditing in individual tables within a synthetic database, fail to exploit the
critical inter tabular relationships that define a user across multiple tables, rendering them unsuitable for

comprehensive user level privacy auditing in relational database contexts.

To our knowledge the first work to study this problem, we propose a novel Membership Inference Attack
setting designed to audit the user level privacy of multi table synthetic data release. Here, we construct
relational databases as heterogeneous graphs in which we infer if a test subgraph describing all connected
information for a user was included in the training set of the generative model that produced the synthetic
database. We then propose a new attack, Multi Table MIA (MT-MIA), which performs membership inference
by learning graphical representations of user centric subgraphs using heterogeneous graph neural networks

(HGNNs) [69-74] under a No-Box threat model.

Unlike existing tabular MIAs, MT-MIA leverages all relational information associated with a user,
explicitly targeting inter-table conditional dependencies that are inaccessible to single table formulations. The
attack is model agnostic and can be applied to arbitrary multi table datasets and synthetic data generators,

making it broadly applicable to both practitioners and researchers.

To validate MT-MIA, we construct examples of multi table privacy leakage and show that current single
table, item level attacks are no better than random guessing at user level membership inference in these
scenarios whereas MT-MIA achieves near perfect AUC, highlighting the need for user level specific privacy
auditing techniques. We then empirically deploy MT-MIA on a variety of real world multi table datasets,
finding that current state of the art multi table generators possess this unique vulnerability, even under
a conservative threat model. Finally, we analyze the intermediate embedding spaces of MT-MIA to show
that MT-MIA can diagnose where memorization may be occurring in the multi table training set. Overall,
these results demonstrate that effective privacy auditing for multi table generative models requires user level

analyses, and that MT-MIA provides a practical mechanism for uncovering such leakage in real world settings.
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3.2 Related Works

3.2.1 Synthetic Data Generation and Release

Non-Relational Tabular Data: The objective of synthetic data generation is to learn the probability
distribution of a training dataset from which to generate new artificial samples that exhibit statistical
properties similar to the original data. In the non-relational tabular data case, each row typically represents
a complete entity (e.g., a single user with all their associated attributes), with each entity modeled as an
independent observation or item associated with a fixed set of features. Techniques such as generative
adversarial networks [38, 1, 2], language models [4, 29], and diffusion models [3, 75, 54], have demonstrated
an impressive ability to generate realistic and diverse synthetic data.

Relational Tabular Data: While single-table approaches are useful in certain applications, most data
of release interest in healthcare, education, finance, and government are not stored as isolated tables but

rather in relational databases [62, 72, 63].

Definition 2 (Relational database). A relational database D = (7,J) consists of a collection of tables
T ={T1,...,T,} and joins or links between these tables 7 C T x T. Each table is a set 7" = {01,...,0,}
where the elements o € O are referred to as rows or observations. Each observation is a tuple o = (P,, Ko, fo)

where:
e P, is the Primary Key that uniquely identifies the observation o.

e /C, is the set of Foreign Keys corresponding to a primary key in other tables, thus connecting the

tables.

e f, corresponds to the features or columns of the observation o.

In contrast to the single-table case, relational tabular data distributes information about a single user or
entity across items in multiple tables connected through conditional joint relationships. As relational tabular
data can be more expressive than its non-relational counterpart, a number of methods have been proposed to
learn and generate synthetic relational data using probabilistic methods [64, 66], transformers [65], latent
diffusion [67], and language models [29]. A common theme across these approaches is to define chains of
modular generators for each table based on the parent-child relationships implied by the join relationships
in a database schema. The typical generation process begins by synthesizing data for parent tables, then
recursively and conditionally generating their children while controlling cardinality and join relationships

through histogram-based or clustering-based mechanisms.
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The release of these data raises unique privacy challenges compared to the non-relational setting as the
granularity of the unit of privacy the releasing party wishes to protect can change. In single-table scenarios,
one independent entity or user is a row or item. In contrast, relational data structures represent a user as a
set of inter-related items. This interconnectedness means that protecting privacy is no longer confined to an
item-level but rather a user-level. As we will show in Section 3.3, leakage of an item or join relationship implies
privacy leakage about all related rows for a user, and current item-level auditing procedures underestimate

this risk.

3.2.2 Membership Inference Attacks for Synthetic Data Generation

MIAs are a class of adversarial techniques that aim to distinguish between member records—those used in
the training set of a target model—and nonmember records—those drawn from an independent dataset [9].
Originally proposed in the context of classification models [32, 41, 11, 42, 31, 76], MIAs exploit the tendency
of learning algorithms to behave differently on training data than on unseen data, often due to overfitting
or memorization. As a result, MIAs have become a central tool for empirically auditing privacy leakage in
machine learning systems, complementing formal guarantees such as differential privacy. More recently, MIAs
have been adapted to the setting of tabular synthetic data generation, where the adversary’s goal is to infer
whether a record contributed to the training of a generative model based on access to synthetic samples. In
this context, successful membership inference indicates that the synthetic data preserves information too

faithfully, potentially enabling privacy violations even when direct record linkage is not possible.

Single-Table MIAs

Membership inference attacks against single-table synthetic data aim to determine whether a given real
record influenced the training of a generative model, based solely on properties of the released synthetic
dataset and, in some cases, limited auxiliary information. Unlike MIAs for discriminative models, where the
attacker probes a target model’s outputs directly, attacks in the synthetic data setting must infer membership
indirectly through distributional artifacts left behind by the generation process.

A broad class of attacks operates using only the released synthetic table and, in some cases, auxiliary
reference data, without access to the generative model. These attacks exploit the observation that records
drawn from the training set often induce locally atypical behavior in the synthetic distribution, such as
elevated neighborhood density, reduced variability, or near-duplicate synthetic samples. Operationally, they
measure the extent a candidate record is memorized or overfit too using using distances, density estimates,

or reconstruction scores to classify record membership [44, 45, 10, 13, 30, 77]. By relying only on released
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samples and optional auxiliary data, these methods avoid assumptions about access to the generative model.
Consequently, they are typically classified as operating in a no-box threat model. This setting is particularly
relevant for private data release, where a data curator is unlikely to disclose generative model information to
a potential adversary.

Stronger attacks assume access to additional information, most commonly partial or query access to the
generative model. These attacks explicitly compare how likely a target record is under competing member and
non-member hypotheses, often by training multiple shadow generative models to approximate each hypothesis
and learning a decision rule to distinguish between them [14-16]. While such attacks can substantially
improve inference accuracy, they are typically extremely computationally expensive, requiring repeated model
training or large numbers of model queries. As a result, their practical relevance to synthetic data release
is less clear, since data curators generally do not expose generative models or provide the level of access
required to support such attacks.

Across this literature, attacks are formulated to audit item-level privacy for non-relational, single-table
generative models, implicitly assuming that each record corresponds to an independent, fixed-dimensional
feature vector. This assumption enables distance and density-based attacks and ties attack effectiveness
directly to the degree of over-representation or memorization of individual training records in the synthetic
data. In contrast, multi-table synthetic data induces a hierarchical or relational representation in which
membership corresponds to the presence of a training entity across multiple linked tables. Attacks in this
setting must implicitly learn a representation over sets of rows or relational subgraphs, rather than operating

on a single row input.

Multi-Table MIAs

Compared to the single-table setting, membership inference attacks for multi-table synthetic data remain
relatively underexplored. To date, there has been limited effort to formalize a threat model or define a
standard MIA setting of entity membership across multiple relational tables.

The primary empirical study in this setting is the MIDST Competition at SATML 2025 [78], which
evaluated membership inference attacks against multi-table synthetic data generated by ClavaDDPM under
a range of white-box and black-box threat models. Despite access to multiple linked synthetic tables, the
competition hosts noted that the strongest attacks relied exclusively on a designated main table, effectively
reducing the problem to a single-table setting. Indeed, the winner of the competition ignored auxiliary
tables entirely [79]. Attacks that attempted to incorporate information from auxiliary tables or relational

structure were noted to not yield improved performance and that they often performed worse than single-table
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strategies.
Overall, existing empirical results suggest that current membership inference techniques do not successfully
exploit relational dependencies in multi-table synthetic data, and that effective attacks in this setting have

yet to be demonstrated.

3.2.3 Heterogeneous Graph Neural Networks

Heterogeneous Graph Neural Networks (HGNNs) provide the necessary inductive bias to preserve the multi-
modal semantics of relational databases by explicitly modeling the distinct node and edge types inherent
in database schemas. Unlike homogeneous GNNs, which treat all connections as semantically equivalent,
HGNNs utilize type-specific transformation matrices and message-passing protocols to navigate the "web" of
relational tables [80]. This capability is essential for membership inference in multi-table contexts, as privacy
leakage often resides not in a single row, but in the specific structural alignment between a parent entity and
its conditionally generated child records.

Early architectures in this domain, such as the Heterogeneous Graph Attention Network [70], relied on
hierarchical attention mechanisms—operating at both the node and semantic levels—to aggregate information
across predefined meta-paths. However, the requirement for manual path engineering often limits their
flexibility in complex database schemas. To address this, more recent frameworks like the Heterogeneous Graph
Transformer [81] and the Graph Attention Transformer operator [82] introduce dynamic, typed-attention
mechanisms that automatically learn the importance of different relational dependencies.

The recent formalization of Relational Deep Learning [63] further validates the use of HGNNs for database-
centric tasks, demonstrating that structural representations can effectively capture the joint distributions
of tabular data without the loss of information inherent in table flattening. MT-MIA leverages these
advancements to perform privacy auditing, utilizing HGNNs to detect "memorized motifs"—instances where

a synthetic generator reproduces training structures.

3.3 A User-Level Membership Inference Attack Setting

Releasing relational synthetic data implies a notion of privacy at the user-level which differs from the item-level
privacy implied in the single-table setting. In this section, we develop a novel MIA setting to audit the
empirical privacy of user entities and show that item-level privacy does not necessarily provide privacy
protection at the user level, necessitating MT-MIA, a new membership inference technique proposed in

Section 3.4 that follows this setting.
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3.3.1 Relational Databases as Heterogeneous Graphs

We represent a relational database D as a heterogeneous graph in order to reason about user level entities as
connected subgraphs rather than isolated rows. This representation makes cross table dependencies explicit

and is what allows our attack to operate on the full set of records belonging to a user.

Definition 3 (Database as a heterogeneous graph). Given a database D = (T,J), we construct a heteroge-

neous graph G = (V, &, Ty, Tg, Xv) as follows:

e Each table T; € T defines a node type t; € Ty. Each row o € T; becomes a node v € V, with type

assigned by ¢y : V — Ty, ¢y (v) = t;.
e The non key features f, of a row form the node’s attribute vector x, € Xy .

e Fach Foreign Key relation in 7 defines an edge type r € Tg. A Foreign Key reference from row u to

row v instantiates a directed, typed edge e = (u,r,v) € &.

The schema is preserved as a typed meta structure: the set of admissible (¢y (u),r, ¢y (v)) triples is exactly
the set of Foreign Key relations in D. A user entity, a set of rows transitively linked via Foreign Key relations,
corresponds to a connected, typed subgraph of G. This graph perspective is particularly valuable for our
membership inference context, as it enables us to trace information leakage across table boundaries and
identify how patterns in relational data might reveal user membership despite protections that may be
effective at the individual table level. For the remainder of the paper, we use graph language interchangeably
with database language: nodes refer to rows, node types to tables, edges to Foreign Key references, and edge

types to Foreign Key relations.

3.3.2 Formalism

In the multi table synthetic data generation setting, a generative model M is trained on a heterogeneous
graph Gipain ~ P that is a random sample of the population. M is then sampled to produce a synthetic graph
Gsynth- We define an entity subgraph h as a connected subgraph of G' corresponding to all rows associated
with a single user. Following the classical Membership Inference game [9], we define a test entity subgraph
h* as either a subgraph of G, or a fresh sample from a holdout graph Gyelgous ~ P. Let H denote the
set of all such test entity subgraphs. An adversary A:H — {0, 1}, with access to Gsyntn and perhaps other
information defined by a threat model, aims to determine the membership for a given h*. Formally, this

Membership Inference Attack can be expressed as:

A(h*) = K{f(h*) >}, (3.1)
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Figure 3.1: Comparison of attack strategies for Section 3.3.5. All methods operate on the
same Customer-Transaction graph (Cy with three transactions 77,75, 73). Blue highlighting
indicates information used by each attack; gray indicates ignored or collapsed information.
Single-table based attacks have three options in constructing their attack: (a) Use only
customer features, ignoring all relational information. (b) Join each customer to a single
transaction, requiring arbitrary sampling and discarding remaining relationships. (c) Joining
customers to arbitrarily aggregated transaction features, collapsing the relationship structure.
(d) MT-MIA preserves and learns from the complete graph structure, automatically discover-
ing that relationship cardinality reveals membership (AUC = 0.999).

where I is the indicator function, f is a scoring function evaluated on A* and Ggyntn, and «y is an adjustable
decision threshold. The success of the attack can be measured using traditional binary classification metrics
and can be interpreted as a measure of the privacy leakage introduced by the release of Ggynin sampled from
the model trained on the original data.

This formulation tests whether h* C Gypain. It differs from traditional MIAs that test if an independent
item or row was included in the training dataset; here, we evaluate whether the generative model preserves
the privacy of all related nodes for a user v € h* when released together.

Example: Consider a relational database with two tables: Customers and Transactions, where each
customer may place multiple distinct transactions (one-to-many relationship). This schema induces a
heterogeneous graph in which each customer node connects through edges to a set of transaction nodes,
forming a connected subgraph for each customer. In this setting, our task is to infer whether such a subgraph,

representing a distinct customer and their full transaction history, was used for training.

3.3.3 Privacy Auditing with Subgraphs

In theory, h* could be any subgraph of interest to an adversary or auditor, since if h* C Gypain, then

Vg C h*,g C Girain- However, it is useful to add several conditions to simplify auditing procedures, as
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conducting membership inference on all possible constructions of A* is often computationally infeasible. First,
we restrict A* to be a connected subgraph, as by the construction of relational databases two unconnected
nodes imply independence. Second, many real world databases naturally decompose into disjoint connected
subgraphs, where each subgraph represents a unit or entity, such as a customer and their associated
transactions. We thus propose auditing a finite, well structured set of subgraphs by leveraging the relational

decomposition of databases.

Let Hiest = {h1, ha, ..., h,} denote the set of all disjoint connected entity subgraphs in Giest = Girain U
Gholdout; Where h; C Giesy and h; N hj = () for i # j. We propose to audit membership specifically over Hyegt.

This formulation and these assumptions lead to the following result:

Theorem 4. Let Gt = (V, E) be a graph that is the disjoint union of two subgraphs Girain and Ghroldout,
where V(Giest) = V(G irain) U V(Grotdout) and V(G rain) NV (Ghotdout) = 0. Furthermore, there are no edges
in G connecting vertices between Girgin and Gproldout (i-€., all edges in G have both endpoints in either Giraim

or in Groldout). Let h* C G be a connected subgraph, and let g C h*.

Then, if g C Girgin, it follows that h* C Gipgin. Likewise, if ¢ C Ghrotdout, then h* C Ghrotdout-

A proof is included in Appendix 3.A. As a sketch, by construction h* cannot have nodes nor edges that
connect to nodes in both Gypain and Ghelqout- This exclusivity establishes that the membership of all nodes
in g and A* cannot differ. An immediate corollary is that under the disjointness assumption, h* C Gypain and

h* C Gholdout are mutually exclusive: every candidate subgraph in Hiest has a well defined membership label.

We note that this auditing setup aligns with how multi table synthetic data generators are trained in
practice. Generators must be fit on entity subgraphs that preserve the full set of rows belonging to each user,
because the joint distribution of a user across tables is precisely what they are designed to model; partial
subgraphs would distort the conditional dependencies between parent and child rows and yield a generator
that is unfaithful to the source distribution. Membership at the level of complete entity subgraphs is therefore

the natural unit of inference for relational synthetic data release.

Consequence of Multi Table Synthetic Data Release. While the assumption of Theorem 4 is
not strictly required for relational data MIAs, it emphasizes the privacy risk of relational synthetic data
release: if privacy leakage occurs over any component of a connected subgraph, it implies that the entire
subgraph (and all included nodes) must be a member of the same source graph. In other words, it is not
enough to protect the privacy of the observations of one individual table, as all connected information can

risk membership inference.
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3.3.4 Threat Model

In this work, we explore membership inference attacks under a No-Box threat model. In the No-Box setting,
the attacker has access only to a single synthetic dataset Ggynen as well as a database schema and must reason
about membership without any knowledge of the generator architecture, training procedure, or internal
parameters. This threat model reflects scenarios where a party has published a synthetic dataset in isolation
with no additional model implementation details, and an adversary must assess privacy risks based solely on
patterns and statistical properties present in Ggynth-

While a variety of other threat models have been studied for synthetic tabular data, including Calibrated
No-Box where the adversary has an additional reference dataset [30, 77] and Shadow-Box where an adversary
additionally has implementation knowledge of the generator in order to generate shadow models [14-16],
No-Box is the threat model that most closely matches how synthetic relational data is released in practice. In
typical deployments, a data curator publishes a synthetic dataset without releasing the generator, its training
data, or any auxiliary reference data, and an auditor or adversary must reason about membership from the
synthetic dataset alone. The other threat models impose assumptions that are implausible in the multi table

setting:

e Calibrated No-Box assumes the adversary additionally holds a fresh sample from the same population
distribution as the training data, which in the relational setting requires an entire reference database
that faithfully reproduces the joint distribution over node attributes and edge relationships across all
tables. This is a substantially stronger assumption than its single table analog and is implausible in
the settings synthetic relational data release is meant to enable, such as healthcare and finance, where

the whole reason to release synthetic data is that comparable real data is not available.

e Shadow-Box grants the adversary knowledge of the model implementation along with a reference
dataset, enabling the construction of shadow models. This is even more implausible in relational
synthetic data release: such attacks are trivially defeated by not publishing implementation details,
and are computationally infeasible for modern relational generators. In our experimentation, a single

training run of RelDiff took 48 hours on an H200 to converge under default hyperparameters.

While No-Box attacks represent a lower bound on the privacy leakage detectable under more powerful threat
models, this setting is most operationally relevant as it is the most realistic adversarial setting for released
synthetic relational dataset in practice.

Additionally, a No-Box threat model also allows MT-MIA to be both model agnostic and dataset agnostic,
enabling straightforward auditing of newly proposed relational data generators as they are developed. Because

the attack operates solely on the released synthetic data and schema, it does not require adaptation to
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generator specific interfaces or assumptions, making it applicable in post hoc privacy evaluations where only

the synthetic dataset is available.

3.3.5 Motivating Example: The Need for Multi-Table Attacks

To illustrate how inter-table dependencies can leak privacy, we construct a toy example (full experimental
details are included in the Appendix). Consider a database with two tables: Customers and Transactions,
connected by a one-to-many relationship where multiple transactions belong to a single customer. Both tables
have identical feature distributions following N (0, I).

In our constructed scenario, non-member samples contain exactly one transaction per customer, while
member samples (training data) contain 100 transactions per customer—a pattern that might arise from data
drift or sampling bias. A synthetic data generator produces Ggyntn With the same distributional properties as
the training set. Our goal is to infer membership of customer entities based solely on the release of Ggynth
under a No-box threat model.

From an adversarial perspective, this leakage is trivial to exploit: a decision rule that predicts membership
based on whether a customer has 100 transactions achieves perfect accuracy. However, existing single-table
MIAs applied to this scenario such as Distance to Closest Record [10] and MC [45] fail to detect this leakage.
As shown in Figure 3.1, single-table approaches must make arbitrary choices about how to incorporate
multi-table information. A practitioner using existing single-table MIAs would typically either (Figure 3.1a)
ignore transaction data entirely , (Figure 3.1b) join each customer to a single arbitrarily-chosen transaction , or
(Figure 3.1c) aggregate transaction features (e.g., computing means or sums). While aggregation approaches
could capture this signal (such as counting the transactions), this requires apriori adversarial knowledge of
the leakage as to which relational aspects matter—an assumption that does not scale to complex schemas or
subtle leakage patterns.

In contrast (See Figure 3.2), MT-MIA automatically learns from the full relational structure (Figure 3.1d)
and achieves an AUC of 0.999 without manual feature engineering. While this extreme example is unlikely in
practice, it exemplifies a fundamental principle: inter-table relationships can leak membership signal,

and user-level adversarial auditing must account for the full multi-table structure.

3.4 Methodology: MT-MIA

The motivating example in Section 3.3.5 demonstrates a fundamental vulnerability in tabular synthetic

data auditing: single table MIAs are topologically limited. Even when a generator overfits to or memorizes
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inter-table correlations or cardinality, single table attacks fail to capture this signal because they lack a
mechanism to process non Euclidean relational dependencies.

To address this, we propose Multi Table Membership Inference Attack (MT-MIA). MT-MIA is designed
to be schema agnostic, utilizing a heterogeneous graph encoder to map complex relational structures into a
low dimensional embedding space. Instead of relying on manual feature engineering or arbitrary aggregation,
MT-MIA leverages graph representation learning to identify discriminative structural patterns directly from
Gynth-

The intuition for MT-MIA is that by incorporating all of an entity subgraph’s information into the
learned embedding space, the resulting embeddings will be more discriminative than any individual table’s
representation alone. We first describe the HGNN backbone that maps relational structures into a latent space,
then explain how we train the model and score the membership of target subgraphs. Notation introduced

throughout this section is summarized in Appendix 3.B.

3.4.1 Graph Encoder Architecture

The core of MT-MIA is a heterogeneous graph encoder My, parameterized by learnable weights 0 (see
Figure 3.3). The HGNN architecture provides the topological inductive bias required to model relational
dependencies. Unlike traditional autoencoders, My is invariant to specific join relationships as well as table

and row cardinality, enabling a unified attack interface across any heterogeneous relational schema.

Heterogeneous Message Passing To capture the semantics of the relational schema, we stack L

heterogeneous message passing layers. For a node type t € Ty at layer [, the layer’s node feature update is:
t t t r
Hl(+)1 = (I)l( )(Hz( )7 {Al )}TGTE> ) (3.2)

where H l(t) is the matrix of layer [ node embeddings for nodes of type t, <I>l(t) is a type specific message passing
function, and A" is the adjacency matrix for relation type r. Throughout the paper, we instantiate tbl(t) as
GATv2 [82] due to its expressive attention mechanism. This mechanism enables information propagation

both within and across node types by leveraging the typed edges in the heterogeneous subgraph.

Dynamic Gated Fusion While the bifurcated signals provide a comprehensive view of the entity, the
discriminative properties of these embeddings are unknown to the adversary. Privacy leakage may manifest
in the unconditionally generated attributes (Zparent), the conditionally generated relational dependencies

(Zcontext ), Or a latent intersection of both. To address this uncertainty, we employ a Dynamic Gating Unit
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Figure 3.2: Plot of the True Positive Rate by log-scaled False Positive Rate for Section 3.3.5.
Conventional single-table attacks Distance to Closest Record [10] and MC [45] cannot
distinguish membership from the Customers table with or without additional Transaction
rows joined as they cannot exploit the given inter-tabular leakage. MT-MIA learns and
attacks a representation of the entire user subgraph allowing for nearly perfectly membership

discrimination (AUC=0.999).

that adaptively modulates the integration of these signals.
We compute a learned gating vector g € [0,1]¢ that serves as an entry wise modulator for relational

influence. Given the parent and context embeddings, the gate is formulated as:

g = U(MLPgate([Zparent || Zcontext])) y (33)

where o is the elementwise sigmoid activation and MLPg,q. is a small multilayer perceptron applied to the
concatenation [Zparent || Zcontext]). The final composite representation zgna1 is then constructed via a gated
residual connection:

Zfinal = Zparent + (g O) @(Zcontext))v (34)

where ¢(+) is a non linear transformation and © denotes the Hadamard (elementwise) product. This mechanism
allows My to “tune” the attack’s sensitivity: it can prioritize intrinsic parent features when relational context
is sparse, or amplify the structural signal when the generator exhibits strong conditional leakage. By allowing
the data to determine the optimal weight of each signal, the encoder remains robust across various generative

architectures and database schemas.

3.4.2 Training in the No-Box Setting

In the No-Box setting, the adversary has access only to the synthetic output Ggynen without any knowledge
of the generator’s architecture, parameters, or training data Gipain. Prior work in the single table setting

[10, 45] establishes that synthetic data generators tend to leave detectable traces of memorization in their
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Zcontext

Figure 3.3: Inference Time Architecture Diagram of MT-MIA.

outputs: training records influence the synthetic distribution in ways that produce locally elevated density,
near duplicate samples, or reduced reconstruction error around member records. Distance based attacks
operationalize this observation by treating proximity between a candidate record and the synthetic dataset as
evidence of membership. MT-MIA extends this principle to the relational setting: rather than measuring
proximity in the raw feature space of a single row, we measure proximity in a learned embedding space that
summarizes an entire entity subgraph, allowing the attack to detect memorization that manifests across

connected rows.

Multi Anchor Reconstruction Objective Without access to ground truth membership labels,
we train My using a self supervised reconstruction objective. The intuition is to force the encoder to learn a
compressed representation that preserves both the primary entity’s attributes and its relational neighborhood,
which are the components that generators may inadvertently memorize during training.

We introduce two complementary reconstruction heads: a parent decoder Dy with parameters ¢ that
reconstructs the parent node’s features, and a context decoder Dy, with parameters ¢ that reconstructs the
aggregate neighborhood. For a target node ¢ € V; with neighbor set A () spanning all adjacent node types,

the composite reconstruction loss is:

Lrecon(0: 6,) = Eoon, [Ap 1D (Mo(a)) — x|2

Parent Recon.

Dy(Ma()) = Y x

JEN ()

+)\C

z] (3.5)

Context Recon.

where Mg(x;) produces the fused embedding from Equation 3.4 and A, A. € R>q are hyperparameters that
balance the reconstruction of parent features against relational context. By learning to reconstruct both

signals from a single bottleneck embedding, the encoder is forced to capture the specific relational motifs and

95



conditional dependencies favored by the generator. Records exhibiting similar motifs produce embeddings

that cluster near Ggynen in this learned space.

Membership Scoring While the learned embedding space can support various No-Box attacks, we
derive our membership scoring from the Distance to Closest Record (DCR) attack [10]. For a candidate
entity subgraph h*, we define f(h*) from Equation 3.1 as:

f(h) == min [[Mg(h*) — Mg(h)]|2- (3.6)

thsynth

Higher scores indicate that the structural motifs of h* were likely memorized and reproduced in Ggyntn.

3.5 Experiments

To evaluate the effectiveness of MT-MIA, we conduct a series of experiments on three benchmark multi-table
datasets: California Census [83], Airline Customers [84], and Airbnb [85]. For each dataset, we begin by
constructing training and holdout sets through the sampling of disjoint subgraphs, ensuring no overlap in
entities or relationships. The synthetic data generator is then trained with the training subgraphs, after
which we sample an equal number of synthetic subgraphs to match the original training size. All numeric
features are scaled and categorical features are ordinally encoded in relation to the synthetic data, which are
then applied consistently to both real and synthetic samples to prevent data leakage.

We experiment with a training size of 1000 user subgraphs. These subgraphs correspond to thousands of
items across all datasets’ tables. To account for randomness in model training and sampling, each experimental
configuration is repeated across three independent runs. Following the recommendations of prior work [86], we
fix the data split (training vs. holdout) across all runs and vary only the generative model initialization seeds.
This design helps isolate the variability due to model behavior from that due to evaluation set construction,
which is especially important in privacy attack scenarios.

Following [30], [87] and [13], all training data are included as the positive membership class with an equal
sized holdout dataset as a negative class. All MIAs are then evaluated with the corresponding synthetic data
on this evaluation set to then calculate the success of the attack.

We run all experiments on a High Performance Computing Cluster using a Nvidia H200 GPU with a 32
core CPU. The full synthetic data generation procedure for the models RealTabFormer and ClavaDDPM
was approximately 10 hours of compute on this system. For the much larger and more expensive RelDiff,

the procedure was approximately 450 GPU hours. The MT-MIA training and inference procedure was
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approximately 1 hour of compute time over all runs. Additional compute was used for preliminary experiments.

3.5.1 Baselines

Multi-Table Synthetic Data Generators

We evaluate our proposed approach against three representative multi relational generative models that span

autoregressive sequence modeling, hierarchical diffusion, and graph structured diffusion approaches.

e RealTabFormer [29]: This model synthesizes multi-relational data by framing child table generation
as a conditional sequence generation task. It utilizes a GPT-based architecture where parent records
are encoded to form a context for a sequence-to-sequence (Seq2Seq) model. The generator produces
child rows while maintaining one-to-many relationship cardinality by treating primary-key-foreign-key
links as causal sequences. This approach models conditional distributions without requiring manual

schema flattening.

e ClavaDDPM [67]: This framework generates multi-relational data through a hierarchical guidance
mechanism using cluster-based latent variables. The model applies a clustering algorithm to the parent
table to extract latent representations, which serve as conditioning signals for the diffusion process
of the associated child tables. During the reverse denoising step, the model optimizes a conditional
objective function to align child records with parent clusters. This structure captures dependencies
across the database schema without the computational overhead of autoregressive or graph-based

methods.

e RelDiff [68]: This framework synthesizes complete relational databases by explicitly modeling their
Foreign Key graph structure. RelDiff decomposes generation into two stages: a joint graph conditioned
diffusion process that synthesizes attributes across all tables simultaneously, and a Stochastic Block
Model based graph generator that synthesizes the Foreign Key structure itself. This decomposition of
graph structure from relational attributes is designed to preserve both fidelity and referential integrity,
avoiding the structural assumptions imposed by methods that flatten relational data into conditionally

generated tables.

Attacks

Since prior work has not investigated MIAs in the context of synthetic database release, we adapt existing

single-table attack methods that align with our threat model for benchmarking purposes. In our setting,
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Table 3.1: Per-(model, dataset) comparison of MT-MIA against the best baseline attack.
All values are means across seeds. For each pair, the larger value is bold; A reports the
absolute gain of MT-MIA over the baseline. A table with standard deviations are reported in
Appendix 3.D.

Model Metric California Airbnb Airlines

Baseline MT-MIA A Baseline MT-MIA A Baseline MT-MIA A

CravaDDPM  AUC-ROC 0.79 0.69 —0.10 0.79 0.80 +0.01 0.69 0.66 —0.03
TPRQFPR=0 0.00 0.07 +0.07 0.00 0.01 +0.01 0.07 0.17
TPR@QFPR=10"% 0.01 0.09 +0.08 0.01 0.01 0.00 0.08 0.21
TPR@QFPR=10"2 0.11 0.15 +0.04 0.06 0.09 +0.03 0.12 0.31

RELDIFF AUC-ROC 0.67 0.64 —0.03 0.57 0.62 +0.05 0.51 0.49 —0.02
TPRQFPR=0 0.00 0.15 0.00 0.03 +0.03 0.00 0.00 0.00
TPR@QFPR=10"% 0.01 0.17 0.00 0.03 +0.03 0.00 0.00 0.00
TPR@QFPR=10"2 0.13 0.22 +0.09 0.02 0.06 +0.04 0.01 0.01 0.00

RTF AUC-ROC 0.57 0.52 —0.05 0.58 0.58 0.00 0.54 0.51 —0.03
TPRQFPR=0 0.00 0.00 0.00 0.00 0.00 0.00 0.01 0.01 0.00
TPR@QFPR=10"% 0.00 0.00 0.00 0.01 0.00 —0.01 0.02 0.01 —0.01
TPRQFPR=10"2 0.02 0.02 0.00 0.02 0.02 0.00 0.05 0.03 —0.02

membership inference on a user subgraph h* is equivalent to determining whether all nodes v € h* were
present in the training data. Per Theorem 4, this can be reframed as selecting 1 node for each subgraph
in which to use a single-table attack on. We therefore select a parent node in each h* (the strategy of
Figure 3.1a) and use its corresponding score as the attack score for h*.

We use three common No-box attacks for tabular data as these scoring functions: Distance to Closest
Record (DCR) [10], a Monte Carlo Density Estimator (MC) proposed by [45], and a Kernel Density Estimator
(KDE) approach used in [15].

3.5.2 Metrics

Attack Success

We evaluate attack effectiveness following the framework established by [11], which argues that membership
inference attacks should be assessed by their behavior in the high confidence regime rather than by aggregate
classification metrics. Our primary metric is the True Positive Rate at low False Positive Rates (TPRQFPR),
reported at FPR levels of 0, 1073, and 1072, We also report the Area Under the ROC Curve (AUC) for
completeness and comparability with prior work, but treat it as a secondary measure.

A high TPR at a low FPR is the most relevant regime for privacy auditing. An adversary that can
confidently identify even a small fraction of training records with few false positives poses a real privacy risk,
while an adversary that must accept many false positives to flag the same number of true members cannot
reliably attribute leakage to any specific record. Attacks that only separate members and non members on

average, across the full operating curve, do not produce this kind of high confidence identification.
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Synthetic Data Fidelity

We evaluate the quality of the multi table synthetic data using four metrics : (1) cardinality, which measures
the Foreign Key group size distribution to assess intra group correlations; (2) column wise density estimation
(1 way), which estimates the marginal density of every column across all tables; (3) pairwise column correlation
(k hop), which assesses dependencies between columns at distance k (for example, 0 hop for intra table
and 1 hop for parent child relations); and (4) average k hop, which averages the k hop correlation scores
over k € {0,1,..., K} for a schema of maximum join depth K, summarizing both intra table (k = 0) and
cross table (k > 1) dependencies in a single fidelity score. For each measure following [67], we report the
complement of the Kolmogorov Smirnov (KS) statistic and Total Variation (TV) distance, normalized to

[0,1] where 1 indicates perfect fidelity.

3.6 Discussion

3.6.1 Privacy Auditing Multi-Table Synthetic Data

Performance of MIAs

MT-MIA’s central advantage is that it scores membership over the full entity subgraph rather than a single
row, which allows it to surface privacy violations that single table attacks are structurally incapable of
detecting. The clearest evidence for this advantage appears in the high confidence regime that Section 3.5.2
identifies as the privacy relevant operating point of an MIA. Table 3.1 compares the mean best single table
attack for each metric against MT-MIA. We find that MT-MIA delivers consistent and often substantial
gains in TPR at low FPR across both ClavaDDPM and RelDiff.

The most striking pattern across our results is that MT-MIA reveals leakage where baselines detect
none at all. On RelDiff with California, the strongest single table baseline achieves TPRQFPR=0 of 0.00,
while MT-MIA reaches 0.15, a 15 percentage point gap that corresponds to confidently identifying roughly
150 training records with zero false positives in our evaluation. The same pattern holds on ClavaDDPM
with California (0.00 to 0.07), ClavaDDPM with Airbnb (0.00 to 0.01), and ClavaDDPM with Airlines,
where MT-MIA improves on the strongest baseline by 10 percentage points at FPR=0 and by 19 points at
FPR=10"2. In each of these settings, a practitioner relying on a single table audit would conclude that no
high confidence privacy leakage is present; MT-MIA shows that this conclusion is wrong.

A notable pattern in these results is that incorporating relational data does not always improve AUC,

yet consistently improves calibration in the high confidence regime. On several configurations, single table
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Table 3.2: Fidelity metrics (left) versus MT-MIA privacy leakage (right) for each (model,
dataset). Values are meany, over three seeds. Higher fidelity values indicate greater quality
synthetic data; higher MT-MIA values indicate greater privacy leakage. RTF has substantially
worse fidelity but this also translates to less privacy leakage, while CLAVADDPM and RELDIFF
achieve strong fidelity and leak substantially under MT-MIA.

Model Dataset Fidelity MT-MIA

Col. Shapes Cardinality = Avg. k-hop AUC-ROC TPR@FPR=10"3

CLavaDDPM California 0.97 +0.00 0.98 +0.01 0.93 40.01 0.69 4+0.05 0.09 40.08
Airbnb 0.98 +0.00 0.98 10.01 0.92 40.03 0.80 4+0.01 0.01 40.00
Airlines 0.99 40.00 0.99 1+0.00 0.97 +0.00 0.66 40.01 0.21 40.06
RELDIFF California 0.97 +0.00 1.00 +0.00 0.93 +0.00 0.64 40.01 0.17 40.01
Airbnb 0.98 +0.00 1.00 +0.00 0.90 4+0.03 0.62 40.01 0.03 +0.02
Airlines 0.95 +0.01 1.00 1+9.00 0.93 +0.01 0.49 +0.01 0.00 +0.00
RTF California 0.84 40.01 0.78 40.13 0.72 4+0.01 0.52 +0.02 0.00 +0.00
Airbnb 0.9010.02 0.854001 0.75+0.04 0.58 10.00 0.00 +0.00
Airlines 0.87 +0.01 0.06 4+0.00 0.80 +0.01 0.51 +9.01 0.01 £9.01

attacks achieve comparable or slightly higher AUC than MT-MIA while MT-MIA still detects strictly more
leakage at low FPR. This suggests that the relational signal sharpens the high confidence end of the score
distribution rather than uniformly separating members from non members.

A consistent property of MT-MIA across all three generators is that its scores track the inter-table signal
each generator preserves. RealTabFormer, whose synthetic outputs lose substantial inter-table structure
(Section 3.6.1), produces small MT-MIA gains over single table baselines because the relational motifs
MT-MIA targets are largely absent from Ggynen. ClavaDDPM and RelDiff, which preserve relational structure
faithfully, are where MT-MIA surfaces large gains. The attack is therefore well calibrated to the property it
is designed to detect: it returns strong signal where inter-table leakage exists in the synthetic output and

stays muted where it does not.

Privacy versus Fidelity Tradeoff

We compare synthetic data fidelity against MT-MIA’s detected leakage across all three generators in Table 3.2.
ClavaDDPM and RelDiff achieve uniformly strong fidelity, with column shape, cardinality, and average k& hop
scores at or above 0.90 in nearly every cell. RealTabFormer’s fidelity is substantially weaker for all metrics
and datasets, particularly on Airlines where its cardinality score collapses to 0.06.

This fidelity gap maps directly onto leakage. Both high fidelity generators leak under MT-MIA: ClavaD-
DPM reaches TPRQFPR=10"2 of 0.21 on Airlines, and RelDiff reaches 0.17 on California. RealTabFormer
leaks substantially less, with TPRQFPR=10"2 at or below 0.01 across all configurations. The relationship
between fidelity and leakage is consistent with findings in the single table synthetic data literature: stronger
preservation of intra and inter-table dependencies is correlated with greater privacy vulnerability [88, 87|, and

diffusion based generators in particular have been observed to be more susceptible to memorization based
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Table 3.3: MIA metrics for intermediate and final embeddings found in MT-MIA for ClavaD-
DPM. We conduct DCR attacks on the single-table setting (Vanilla), the intermediate
embeddings of MT-MIA z,4rent and Zzeonteqt, and the final embeddings in the attack zfipna-
ClavaDDPM experiences privacy leakage for different datasets in different components of
multi-table synthesis.

Dataset Metric Vanilla Zparent Zeontext Zfinal

AUC 0.781 0.768 0.650 0.746

. . TPRQFPR=0 0.000 0.000 0.183 0.028
California _3

TPRQFPR=10 0.009 0.007 0.282 0.051

TPRQFPR=10"2 0.093 0.072 0.315 0.150

AUC 0.781 0.793 0.533 0.795

Airbnb TPRQFPR=0 0.000 0.000 0.000 0.002

TPR@QFPR=10"3 0.006 0.006 0.001 0.009

TPRQFPR=10"2 0.056 0.061 0.013 0.094

AUC 0.690 0.713 0.503 0.660

cas TPRQFPR=0 0.055 0.356 0.002 0.155
Airlines —3

TPRQFPR=10 0.089 0.365 0.007 0.245

TPRQFPR=10"2 0.122 0.411 0.014 0.308

attacks than alternative architectures. Our results indicate that this relationship extends to the multi table
setting and applies to both diffusion based architectures we evaluate.

The interpretation of RealTabFormer’s low MT-MIA scores warrants care. Table 3.1 shows that single
table baselines do detect parent table leakage on RealTabFormer (AUC=0.57 on California, 0.58 on Airbnb).
What MT-MIA finds less of in RealTabFormer’s outputs is faithful inter-table structure: with cardinality
and average k hop scores substantially below ClavaDDPM and RelDiff, the relational motifs MT-MIA scores
against are likely not present in Ggynen for the attack to exploit. MT-MIA’s effectiveness is therefore tied
to the strength of the inter-table signal a generator preserves: the more faithfully a generator reproduces

relational structure, the more calibrated MT-MIA becomes relative to single table baselines.

3.6.2 Sources of Leakage: Node Versus Neighborhood

MT-MIA’s performance gains stem from its ability to expose distinct sources of privacy leakage that are
inaccessible to single table attacks. The HGNN backbone produces three intermediate representations of
an entity subgraph: the parent embedding zparent, the relational context embedding zcontext, and the fused
embedding zgna. This decomposition allows us to probe which components of the relational structure
contribute to membership distinguishability and to attribute MT-MIA’s gains to specific leakage pathways
rather than to increased model capacity alone.

To quantify the contribution of each component, we apply the same DCR attack independently to each
embedding space and compare against a Vanilla single table DCR attack on the original parent table feature
space. We report attack performance for the best runs on each dataset under ClavaDDPM in Table 3.3.

On California, attacking zparent yields AUC and TPRQFPR values nearly identical to the Vanilla attack,

indicating that parent level attributes alone do not provide a substantially stronger signal once embedded.
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Table 3.4: Child table attack comparison for ClavaDDPM (Mean + Std). We deploy a
single-table DCR against the children tables of each dataset and compare it to corresponding
scores from MT-MIA targeting user graphs, exhibiting the "weakest link” effect implied by
multi-table synthetic data release.

Dataset ~ Attack | AUC ~ TPRQFPRO TPRQFPR10™® TPRQFPR10™?
Auba, | PCR 0.51+0.00  0.0040.00 0.0040.00 0.0140.00
MT-MIA | 0.7940.01  0.00:£0.01 0.00+0.01 0.09+0.01
Airlin DCR 0.51+0.00  0.0040.00 0.0040.00 0.0140.00
“ MT-MIA | 0.66+0.02  0.12+0.08 0.12+£0.08 0.21+0.13
California  PCR 0.75+0.00  0.0040.00 0.0040.00 0.0440.00
MT-MIA | 0.69£0.05  0.04+0.04 0.06-0.05 0.13£0.11

In contrast, zeontexy reveals a markedly stronger signal, with improvements of 18 percentage points at
TPRQFPR=0 and 28 percentage points at TPRQFPR=10"2 over Vanilla. This suggests that ClavaDDPM
memorizes recurring relational motifs in child records, which remain invisible to single table attacks but

become exploitable once relational neighborhoods are explicitly encoded.

The pattern inverts on Airlines and Airbnb, where the primary gains arise from zparent rather than
Zeontext- ON Airlines, Zparent achieves a 30 percentage point increase in TPRQFPR=0 over Vanilla while
Zeontext uncovers little to no membership signal. On Airbnb the effect is more modest: zparent and zgnal
both outperform Vanilla while z.ontext alone provides little. We attribute these gains to the message passing
mechanism of the HGNN, which aggregates information across relational edges during embedding construction;
even when neighborhood nodes do not themselves encode a strong membership signal, message passing can
amplify subtle parent level differences and reshape the geometry of the representation space. Across all three
datasets, attacking either zparent OT Zcontext in isolation can yield stronger attack performance than attacking
Zfinal- However, under our threat model an adversary does not have a priori knowledge of which component
contains the dominant membership signal for a given dataset or generative model. MT-MIA therefore relies

on Zzgfnal as a robust, model agnostic attack strategy that does not require such prior assumptions.

The availability of separate embedding channels provides a useful diagnostic for internal auditing and
model development. By independently probing zparent and Zcontext, practitioners can identify whether privacy
leakage primarily arises from memorization of parent attributes or from recurring relational motifs in child
tables. This decomposition enables targeted mitigation strategies, such as regularizing parent representations
when leakage concentrates in Zparent Or modifying relational modeling or sampling procedures when leakage is

driven by neighborhood structure.
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3.6.3 Implied Privacy of User Items

While the prior subsections audit privacy at the entity level, Theorem 4 also implies a result about item level
privacy: an item’s privacy is bounded by its least private representation across all connected tables in the
relational schema. To empirically validate this “weakest link” effect, we compare MT-MIA against single
table Distance to Closest Record (DCR) attacks applied in isolation to the child tables of each dataset for
ClavaDDPM in Table 3.4. With the exception of California, single table DCR attacks detect little privacy
leakage when applied to child tables. This is consistent with the i.i.d. assumption underlying these attacks,
which treats each child observation as an independent sample and ignores the structural constraints imposed
by the parent child join relationships. MT-MIA, by contrast, utilizes information for the entire subgraph and
treats membership inference on child items as inference on the overall entity. On Airlines and California,
MT-MIA substantially outperforms the single table baseline in the TPRQFPR regime, recovering leakage
that the localized audit misses entirely. The implication is operationally important for relational synthetic
data release: a user item that appears safe under a single table audit can leak privacy when its considered

together with its neighborhood of parents and siblings.

3.6.4 Limitations

Despite the efficacy of MT-MIA, several limitations warrant further discussion.

Threat Model Constraints MT-MIA operates under a No-Box threat model in which the adversary
possesses only the synthetic output Geynen and the database schema. As discussed in Section 3.3.4, this is the
threat model that most closely matches how synthetic relational data is released in practice and is what makes
MT-MIA model agnostic and dataset agnostic. The broader lesson of MT-MIA, however, is that learning
an embedding of the full entity subgraph is what surfaces inter-table leakage, and this lesson should extend
to less conservative threat models: a Calibrated No-Box or Shadow-Box attack that operates over learned
subgraph embeddings rather than single rows would inherit the same advantage MT-MIA demonstrates
over single table baselines. We see adapting these stronger attacks to the relational setting through learned

representations as a natural direction for future work.

Disjoint Entity Subgraphs Theorem 4 and the auditing setup in Section 3.3.3 assume that user
entities decompose into disjoint connected subgraphs, which holds for schemas where each user’s data is
fully separable from every other user’s. Schemas with shared reference tables, such as a Products table

referenced by every user’s transactions, or schemas with many to many relationships induce overlapping
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entity subgraphs in which the disjointness assumption does not hold cleanly. The MT-MIA encoder itself
does not require disjointness, since the HGNN operates on whatever subgraph it is given; what changes is the
auditing semantics, as a shared node in a member subgraph is necessarily also a node in some non member
subgraph. Defining the appropriate unit of privacy under shared references and many to many joins is a
modeling choice that depends on the auditor’s goals, and we leave a systematic study of subgraph definition

under these schemas to future work.

Sensitivity to Embedding Quality As a representation learning based attack, the success of
MT-MIA is intrinsically tied to the discriminative power of the latent space learned by the HGNN. Graph
Neural Networks are known to be sensitive to structural noise and hyperparameter configurations such as
learning rate, message passing depth, and pooling strategies [71-73]. Our experiments suggest that MT-MIA
remains robust across the schemas we evaluate, but this sensitivity warrants attention when applying the

attack to new domains.

Signal Integration and Gated Fusion The Dynamic Gating Unit adaptively weights zparent and
Zeontext DUt does not always yield a composite embedding that is more discriminative than the individual
signals. As discussed in Section 3.6.2, the raw parent or context vectors independently achieve stronger attack
performance than the fused zg,a on several configurations. Under our threat model an adversary does not
know in advance which channel will dominate for a given generator and dataset, so MT-MIA defaults to
Zfinal @s & robust strategy, but a more principled fusion mechanism that reliably matches or exceeds the best

individual channel is a direction for future work.

3.7 Conclusion

We present the first systematic study of user-level privacy auditing for synthetic relational data generation,
demonstrating both theoretically and empirically that multi-table settings introduce privacy leakage at a
user-level. Our proposed Multi-Table Membership Inference Attack (MT-MIA) leverages heterogeneous graph
neural networks in a self-supervised manner to detect membership information leakage across connected
entities without requiring generator access. Evaluation across multiple real-world datasets shows MT-MIA
consistently improves upon existing single-table approaches, particularly in the critical low false-positive
regime, revealing that state-of-the-art relational generators leak membership information under conservative
threat models.

There are many directions for future work in this area. Efforts could focus on refining HGNN architectures
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to improve the fidelity of learned subgraph representations, which would likely enhance attack performance.
Extending the embedding based approach of MT-MIA to less conservative threat models would also be
valuable, particularly if specific architectures become popular for relational data generation. Additionally,
developing user-level differentially private relational data generators would likely be valuable in protecting
user privacy. Finally, this work opens up additional lines of inquiry in extending other privacy auditing

paradigms such as link prediction and attribute inference to the relational data setting.

3.8 Ethical Considerations

This work develops an attack against released synthetic relational data and demonstrates that existing
generators leak membership information at the user level. We consider the ethical implications across the
relevant stakeholders.

Stakeholders. The primary stakeholders are individuals whose records appear in relational databases
that may be released as synthetic data, particularly in domains where membership itself is sensitive (healthcare
records, financial transactions, social services interactions). Secondary stakeholders include data curators who
release synthetic relational data and assume that synthesis is sufficient to protect contributors, researchers
developing synthetic relational data generators, and practitioners conducting privacy audits.

Impact of the research process. MT-MIA was developed and evaluated using publicly available
datasets that were released for research purposes. No additional individual data was collected, and no real
synthetic data deployments were attacked.

Impact of publication. Publishing MT-MIA presents a tension. The attack could in principle be used
by an adversary against a released synthetic relational dataset, particularly one generated by ClavaDDPM or
RelDiff, the generators we evaluate. However, the alternative of not publishing leaves data curators with
no auditing tool for user level privacy in the relational setting and no awareness that single table audits
underestimate the privacy risk of multi table releases. Our judgment is that the population of curators who
would benefit from understanding this risk substantially exceeds the marginal capability publication provides
to adversaries, who can already attempt single table attacks. We further argue that adversarial auditing is
a precondition for the development of user level differentially private relational generators (Section 3.6.4),
which would address the underlying vulnerability.

Decision to publish. We considered whether to disclose this vulnerability privately to authors of the
evaluated generators before publication. We decided against this for two reasons: first, the vulnerability is
structural rather than implementation specific, so no patch is available for individual generators; second, the

affected population (data curators considering relational synthetic data release) is broad and not tied to any
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single project, making coordinated disclosure infeasible. We instead release MT-MIA as an auditing tool

alongside the paper.

3.A Proofs

Theorem 1. Let Giest = (V, E) be a graph that is the disjoint union of two subgraphs G emper and Gholdouts
where V(G) = V(Gmemper) UV (Ghotdout) and V(G uember) NV (Ghotdout) = 0. Furthermore, there are no edges
in G connecting vertices between Gumemper and Ghrolgous- Let h* C G be a connected subgraph, and let g C h*.

Then, if g C Gumemper, it follows that h* C Guemper- Likewise, if g C Ghrotdout, then h* C Ghroidout-

Proof. We prove the first statement; the second follows by symmetry.

Assume g C Grember and suppose, for contradiction, that h* € Gpemper- Then there exists at least one
vertex v € V(h*) such that v € V(Gholdout)-

Since g C h* and g C Guember, there exists at least one vertex u € V(g) C V(Gmember)-

Since h* is connected, there must exist a path P in A* from v to v. Asu € V(Gmember) and v € V(Gholdout )s
this path must contain an edge (v;,v;+1) where v; € V(Gember) and v;11 € V(Gholdout)-

However, by assumption, no edges exist in G between vertices of Giember and Groldout- This contradiction
proves that h* C Gpember-

The second statement follows by an identical argument with the roles of Giember and Groldous reversed.

3.B Notation

Table 3.7 summarizes the symbols introduced in Section 3.4.

3.C Experiments/ Reproducibility

3.C.1 MT-MIA Model Components

The MT-MIA architecture consists of four distinct functional stages designed to balance local record features

with global relational structure:

e Heterogeneous Message Passing (Encoder): The core of the model utilizes two stacks of

GNNEncoder layers, transformed via the to_hetero utility. Each stack employs GATv2 (Graph
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Attention Network v2) layers with a hidden dimension d = 1024, allowing the model to learn type-

specific relationships across the relational schema.

e Target and Context Isolation:

— Target Signal (Ztarget): Node embeddings for the target node type (the record being audited)

are isolated and processed via LayerNorm.

— Context Signal (Zeontest): An attention-based global pooling mechanism aggregates features from

all non-target node types, representing the "relational neighborhood" of the target record.

e Gated Fusion Mechanism: To prevent over-reliance on either the target record or its context, a

gating unit calculates a scalar g € [0,1] via a sigmoid activation:
g = 0(Wagate[2target || Zcontext] + bgate) (3.7)
The final representation is computed as a gated residual connection:
Zfinal = Ztarget + (9 © Transform(zeontext)) (3.8)

e Structural Anchors (Decoders): Reconstruction heads for both target and context map hidden
representations back to original feature dimensions. This acts as a structural anchor, ensuring the

latent space preserves the physical characteristics of the data.

3.C.2 Hyperparameter Configuration

Table 3.5 summarizes the primary architectural parameters used in the MT-MIA implementation.

Table 3.5: MT-MIA Architectural Hyperparameters

Parameter Value Description

hidden_channels 1024 Dimensionality of the latent space.
num_conv_stacks 2 Number of het. message-passing blocks.
conv_operator GATv2 Graph Attention Network v2 operator.
aggregation Attn Pool Weights and sums node embeddings.
activation ReLU Non-linear activation function.

gate_activation Sigmoid Actv. for the context influence gate.

3.C.3 Section 3 Experiment Details

We demonstrate how inter-table dependencies can leak membership information through a controlled experi-

ment with synthetic relational data. This section provides complete details on the experimental setup and
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Table 3.6: Dataset links, configurations and sample sizes across experimental runs.

Dataset Schema Training Size Total Records
California Households — {Individuals} 1000 3,808
Airlines Loyalty History — Activity 1000 10,220
Airbnb Users — Sessions 1000 24,552

methodology referenced in the main paper.

We constructed a database with two tables: Customers (parent) and Transactions (child), connected
through a one-to-many relationship. Both tables contained entities with 8-dimensional feature vectors sampled
from a standard multivariate Gaussian distribution N(0,I). The database contained no additional attributes
beyond these feature vectors and the necessary primary /foreign keys establishing relationships between tables.

For our experiment, we generated 1000 customer entities and established different relationship patterns
between members and non-members. Specifically, customer entities in the training set (G,em) were each
associated with 100 transactions, resulting in 100,000 total transaction records. In contrast, customer entities
in the test set (Gpon-mem) Were each associated with exactly 1 transaction, resulting in 1000 total transaction
records. The synthetic data generator (Gsyns,) was trained to mimic the training set, preserving the same
structural patterns and feature distributions.

The evaluation dataset was balanced with a 50:50 ratio between member and non-member records. The
membership inference task involved determining whether a customer record belonged to the training data

used to generate Ggyntp.

3.C.4 Section 5 Experiment

Datasets

We evaluated MT-MIA on three benchmark multi-table relational datasets with different schema structures

and entity relationships, as summarized in Table 3.6.

3.C.5 Membership Inference Attack Descriptions

Distance to Closest Record (DCR. Distance-based membership inference attacks [10] are based on the
intuition that synthetic data models may memorize training examples, leading to synthetic samples that lie
closer in feature space to training members than to non-members. The Distance to Closest Record (DCR)

method [10] formalizes this intuition by defining fper(z*,S) = — mingegs d(z*, x), where d(-, ) is a chosen
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distance metric.

Density Estimation. In line with the memorization hypothesis of [10], [15] and [30] present a simple
strategy of rather than computing a distance, instead estimating the density of x* over the synthetic dataset:
fDensity Estimate (¥, S) = ps(a*) using a Kernel Density Estimator.

Monte Carlo (MC). The Monte Carlo attack [45] probes overfitting by counting how often synthetic
samples fall near a query. Defining the e-neighborhood around z* as U.(x*) = 2’ | d(z*,2") < ¢, the method
estimates the probability mass in this region by drawing n samples s1,...,s, from S and computing

fuc(®, S) =30 I(s; € Us(a™)).

Methodology

For our experiments, we defined a "user subgraph" as the complete disjoint subgraph centered around a single
user entity (parent node) in the relational database, including all its connected child entities across tables.
This approach allows us to sample coherent relational data structures that maintain referential integrity.

To ensure proper evaluation of membership inference, we constructed training and holdout sets by
sampling entirely disjoint user subgraphs. This sampling strategy guarantees that no entity (whether parent
or child) appears in both the training and holdout sets, eliminating any potential data leakage during
evaluation. We only included users with at least one node in each table of the dataset’s schema to ensure
consistent relational structures across all sampled subgraphs.

For all experiments, we employed ClavaDDPM and RealTabFormer with default hyperparameters as
implemented in the original paper. No dataset-specific modifications or hyperparameter tuning was performed,
as our goal was to evaluate MT-MIA’s effectiveness under standard synthetic data generation conditions
rather than optimizing synthetic data quality for each specific dataset.

We applied consistent feature processing across all datasets to prepare the data for both synthetic
generation and attack model training:

Feature Selection: We excluded uninformative features such as ID columns from the feature space,
as these are already represented in the graph structure. Date-time variables and open text fields were also
dropped due to their high dimensionality and sparsity.

Categorical Features: All categorical variables were ordinal encoded before training.

Numeric Features: All numeric features were scaled using standard scaling with parameters fit to the
synthetic data and applied consistently across real and synthetic samples.

Missing Values: Missing values were ordinally encoded with Os for categorical data or the feature mean

for numeric values.
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3.D Additional Tables and Figures

Table 3.7: Notation summary for Section 3.4.

Symbol Meaning

Encoder (Sec. 3.4.1)

M Heterogeneous graph encoder with parameters 6
L Number of message passing layers

H l(t) Layer [ embeddings for nodes of type t

q)l(t) Type specific message passing function at layer [
Al Adjacency matrix for relation type r

Zparents Zcontext, 2final Parent, relational context, and fused embeddings
g Gating vector in [0, 1]¢

o Elementwise sigmoid activation

MLPgate Multilayer perceptron producing the gate

%) Non linear transformation in the gated residual
©) Hadamard (elementwise) product

Training (Sec. 3.4.2)

Dy, Dy, Parent and context reconstruction decoders

o, Decoder parameters

N (@) Neighbor set of node ¢ across all adjacent node types
Aps Ac Reconstruction loss weights

Lrecon Composite reconstruction loss

f(h*) Membership scoring function
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Table 3.8: Per-seed mean and standard deviation for the comparison of MT-MIA against
the best baseline attack. Values are reported as meany, over three seeds. For each (model,
dataset, metric) row, Baseline reports the score of the strongest baseline attack on that
configuration. This is the full-precision version of Table 3.1.

Model Metric California Airbnb Airlines
Baseline MT-MIA Baseline MT-MIA Baseline MT-MIA
CravADDPM AUC-ROC 0.79 4001 0.69+1005 0.7940.01 0.8040.01 0.69+40.00 0.66 4001
TPRQFPR=0 0.00 +0.00 0.07+10.09 0.009.00 0.01 1900 0.074p.01 0.17 1003
TPRQFPR=0.001 0.014¢900 0.0940.08 0.014+900 0.0149.00 0.08 14001 0.21 4+0.06
TPRQFPR=0.01 0.114¢902 0.1549.08 0.06 1901 0.0949.01 0.124000 0.3140.05
RELDIFF AUC-ROC 0.67i0,01 0.64 +0.01 0.57 +0.06 0.62 +0.01 0.51 +0.00 0.49 +0.01
TPRQFPR=0 0.00 £0.00 0.1540.03 0.0019.00 0.0310.02 0.0010.00 0.00 1900
TPRQ@QFPR=0.001 0.01 4900 0.17+9.01 0.00+09.00 0.03+p.02 0.0049.00 0.00+0.00
TPRQFPR=0.01 0.134001 0.2240.01 0.0249.01 0.06+9.01 0.01 4900 0.0140.00
RTF AUC-ROC 0.57 1001 0.524002 0.584000 0.58 1000 0.544000 0.5140.01
TPRQFPR=0 0.00 £0.00 0.00£9.01 0.00£9.00 0.004£9.00 0.01 409,01 0.01 +9.00
TPRQFPR=0.001 0.00+0.00 0.0049.00 0.01 4900 0.0040.00 0.0249.00 0.0140.01
TPRQFPR=0.01 0.0240.00 0.0240.01 0.024000 0.021001 0.054+9.02 0.03+0.01

Airbnb Airlines California
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Figure 3.4: True Positive Rate by Log Scaled False Positive Rate for the most successful MT-
MIA runs on ClavaDDPM. We plot the success of DCR utilizing the intermediate embeddings
Zparent aNd Zeonteat as well as the final embedding 2yi,q. While zpinq yields a competitive
attack on high fidelity multi-table data, different datasets exhibit different sources of more
severe privacy leakage that are capture in these intermediate latent spaces.

71



Chapter 4

When Tables Leak: Attacking String
Memorization in LLM-Based Tabular

Data Generation

4.1 Introduction

Machine learning systems across diverse domains—from healthcare databases to financial risk assessment
platforms—rely heavily on structured tabular datasets [89-91]. This widespread dependence has driven
significant interest in synthetic tabular data generation, where computational models learn to produce artificial
records that statistically mirror the patterns of real datasets while avoiding direct replication [92]. The utility
of synthetic data stems from two primary advantages: it can supplement limited training samples to improve
model performance on underrepresented populations or rare events, and it facilitates private data sharing
by generating records that do not directly correspond to actual individuals. These benefits are especially
valuable in privacy-sensitive sectors such as medicine [5] and banking [6], where regulatory constraints often
limit access to original data. As a result, synthetic data generation has emerged as an essential technique for

expanding machine learning capabilities in data-constrained and privacy-regulated environments|7, 8.

The contents of this chapter appeared in: Ward, J. et al., “When Tables Leak: Attacking String
Memorization in LLM-Based Tabular Data Generation,” Proceedings on Privacy Enhancing Technologies
(PETS), 2025.
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Large Language Models (LLMs) have recently emerged as state-of-the-art tabular synthetic data generators.
Unlike traditional approaches—such as Generative Adversarial Networks (GANs), Variational Autoencoders
(VAEs), and diffusion models—that operate directly over original feature space, LLMs encode tabular rows
into string representations and leverage two primary methodologies for generation. In-Context Learning (ICL)
approaches include existing tabular rows within the LLM’s context window and prompt the LLM to generate
additional rows following the observed patterns [93-96], while Supervised Fine-Tuning (SFT) methods train
LLMs on larger quantities of string-encoded tabular data to learn the underlying distribution before sampling
synthetic records [4, 97, 98]. Both approaches generate synthetic data by producing new string sequences
that are subsequently decoded back into tabular format. In both cases, LLM-based generators have been
shown to produce synthetic data that exhibits superior statistical fidelity to original datasets and maintains
high utility for downstream machine learning tasks. Moreover, initial evaluations suggest these methods may
offer enhanced privacy protection relative to conventional approaches [97].

However, these architectural differences raise unresolved questions about privacy. Extensive research
has demonstrated that LLMs exhibit tendencies to memorize training data, particularly when exposed to
repeated patterns [18, 19], longer sequences [99, 100], or through supervised fine-tuning processes [101]. These
memorization behaviors, which can be beneficial for language modeling tasks, present unique privacy risks
in the context of tabular data generation where training data often contain structured, long sequences of
repeated values across many observations.

In order to measure privacy risk, Membership Inference Attacks (MIAs) [9, 11] have emerged as the
linchpin of privacy auditing for tabular synthetic data generators, serving as the primary tool for evaluating
privacy risks across diverse generative approaches [10, 45, 30, 13, 77]. However, these methods focus exclusively
on the feature space over which traditional generative models operate, potentially missing the string-space
vulnerabilities introduced by LLM-based generation entirely.

To bridge this gap, we examine privacy risks in LLM-based tabular data generation by introducing LevAtt,
an MIA that exploits Levenshtein Distance on the string representations of tabular data—the actual format
LLMs generate—rather than the feature space alone. We find through extensive experimentation in both the
ICL and SFT regimes that state-of-the-art LLMs often memorize and replicate numeric values from training
data, exposing sensitive information digit-for-digit in synthetic outputs. Even under a conservative no-box
threat model, where we assume only adversarial access to the synthetic data, we uncover that LLMs can
leak private data through memorized digit patterns, revealing vulnerabilities that conventional feature-space
MIAs fail to detect.

To address this new-found risk, we study two defenses: an ad-hoc post-processing algorithm we call Digit

Modifier (DM) that flips digits to break sequential patterns and a novel Tendency-based Logit Processor
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(TLP) that strategically perturbs digits at sample time. We find that both strategies can defeat these attacks,
however TLP can effectively control for privacy leakage with minimal effect on the statistical fidelity or

downstream machine learning utility of the synthetic data.

4.2 Related Work

To situate LevAtt within the broader landscape of synthetic data research and privacy auditing, we review
prior work on tabular data generation, LLM-based modeling, and membership inference attacks, highlighting

how LLMs introduce fundamentally new vulnerabilities not present in conventional generators.

4.2.1 Tabular Data Generation

Tabular generative models aim to learn a generator G from training data T' that approximates the true data
distribution px (X). We represent tabular data as a matrix X € X"*? where n denotes the number of
samples, d the number of features, and X is the feature value domain. Each row x; € X'¢ represents a data
point drawn from the underlying distribution px (X), while columns correspond to features that may have
heterogeneous data types. We denote the j-th feature value of the i-th sample as x; ;. The training dataset
T = {x1,X2,...,X,} comprises n independent samples from px (X). The learned model generates synthetic
samples X ~ G, forming a synthetic dataset S = {X1,X2,...,Xm}. In this work, we assume that features can
be of a continuous, ordinal, or categorical type.

Deep Learning-Based Generation. In recent years, a variety of conventional tabular synthetic data
generators have been proposed including Generative Adversarial Networks [1, 2, 38], likelihood-based methods
[51-53], and diffusion models [3, 75, 54] Each of these operate directly over the feature space X%, learning
mappings G : Z — X% that model the joint distribution px (X). Crucially, these approaches fundamentally
treat each sample as an atomic unit, generating a complete feature vector x € X¢ simultaneously.

LLM-Based Generation In contrast, LLM-based approaches reframe tabular generation as autoregres-
sive text generation. Training samples are encoded into strings, tokenized into sequences from vocabulary
W, and the LLM generates according to p(t) = Hizl p(wg|wy, ..., wr—1). Rather than modeling the joint
distribution px (X) directly, this approach decomposes it through sequential conditioning, generating fea-
ture values z; ; token by token based on previously generated values. This sequential generation process
fundamentally breaks the atomic unit assumption of other architectures, introducing new dynamics where
generated tokens influence later ones through the autoregressive chain.

Within this paradigm, two complementary generation strategies have emerged based on data availability
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and computational resources. In-context-based methods leverage large foundation models by presenting
tabular examples directly within the context window, enabling few-shot generation without parameter updates
in low-data regimes [93-96]. When larger datasets are available, SFT-based methods instead fine-tune smaller
language models through direct optimization on tabular generation tasks [4, 97, 98]. Both strategies maintain
the core autoregressive formulation while differing in how they leverage available data and computational

resources.

4.2.2 Membership Inference Attacks on Synthetic Tabular Data

Membership Inference Attacks (MIAs) aim to classify whether a specific observation was a member of the
original dataset used to train a model [9-11]. Given the generative model G trained on dataset T as defined
above, which generates synthetic dataset S, an adversary A : X — {0,1} aims to determine if a test sample

*

z* is an element of T'. Formally, this classification or MIA can be expressed as:

A(z™) = T[f(z") > ] (4.1)

where I is the indicator function, f(z*) is a scoring function of the test observation z*, and -~y is an adjustable
decision threshold. The success of the attack can be measured using traditional binary classification metrics
and can be interpreted as a measure of privacy leakage from a model of the training data.

MIAs have become a mainstay tool to audit the privacy of tabular synthetic data as they represent a
material privacy risk associated with the output of a model [15, 102]. Indeed, a number of distance [10, 13],
density [45, 30], and likelihood-based [14, 16, 77] attacks have been proposed under a wide variety of threat
models. However, these existing methods all attack over the tabular feature space X¢. LLM-based generators
introduce a fundamentally different vulnerability: they generate in an intermediate string representation
space before parsing to a tabular format. This autoregressive string generation process creates a novel attack

surface that bypasses traditional feature-space-targeting attacks.

4.3 Attacking Implied Strings of LLM-Based Generators

LLM-based tabular data generators operate on records encoded as sequences of characters, often representing
numeric values in fixed formats. From a privacy perspective, these numeric strings constitute a distinct threat
surface: even minor changes at the character level can correspond to meaningful alterations in sensitive

information, such as financial amounts, medical measurements, or personally identifiable metrics. Unlike
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Figure 4.1: Diagram of Levenshtein Attack. We simply encode rows of tabular data into a
string representation from which to attack. LevAtt finds signal in the highly constrained and
often duplicated sequences of digits in synthetic tabular data generated by LLMs. In bold
and underline: copied sequences of such patterns. Where these rows would be relatively far
in Euclidean distance, repeated sequences in their string representations are the source of
LevAtt’s adversarial advantage.

free-form text, where approximate matches may be semantically ambiguous, we hypothesize that numeric
strings are rigid and highly informative, making them particularly vulnerable to memorization by LLMs and
thus adversarial signal.

In this section, we focus on attacks that exploit these implied strings. We show that by measuring string
similarity between synthetic outputs and potential training records, an adversary can infer membership
without access to the model internals, queries, or auxiliary data. This approach exposes a realistic privacy
risk inherent in current LLM-based tabular data generation pipelines, emphasizing the need to examine

character-level leakage beyond traditional feature-space analyses.

4.3.1 Threat Model

In this work, we adopt a conservative No-box threat model [15, 102], in which the adversary has access only
to the synthetic data S produced by the model. We make no assumptions that the adversary has knowledge
of the model implementation and hyperparameters, query access, or even a reference dataset for constructing

calibrated attacks. This threat model is motivated by two key considerations:

1. Realism. No-box threat models represent realistic privacy scenarios for tabular synthetic data
practitioners. A common scenario involves a user training a tabular data generator on private datasets
and sharing the generated data with public or private parties without disclosing implementation details.
From the adversary’s perspective, this synthetic data may be maliciously acquired or discovered on

open data sharing platforms, with no additional context about the generation process.
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2. Difficulty. No-box threat models are recognized as particularly challenging for constructing effective
attacks due to the severe limitations placed on the adversary [10, 15]. Specifically, the adversary cannot
analyze the model’s loss function, construct shadow models, or query the model directly. Successful
attacks under these restrictive conditions therefore highlight fundamental vulnerabilities in these

synthetic data generation methods.

4.3.2 Levenshtein Attack

String similarity is a well-established concept, with Levenshtein edit distance providing a fundamental measure
of character-level overlap [103-105]. Recent work has applied normalized variants of this distance to quantify
approximate memorization in LLMs, showing that models can reproduce training examples with minor
variations in natural language text [106, 107]. However, these studies stop short of embedding string similarity
into an adversarial framework, as open-ended natural language provides many valid paraphrases and thus

yields weak signals for membership inference.

In contrast, the string representations of numeric values in tabular data are highly constrained. Unlike free-
form text—where two sentences can express identical meaning with entirely different surface forms—tabular
records have rigid schemas. Numerical fields follow fixed precision, delimiters appear in consistent positions,
categorical fields draw from small vocabularies, and missing values are encoded in standardized ways. As a
result, even a single-character modification (e.g., “17.5” — “17.6”) corresponds to a meaningful change. This
rigidity turns Levenshtein distance from a fragile signal in natural language into a highly sensitive indicator

of memorization in tabular domains.

To operationalize this idea, we convert each record into a canonical string representation that preserves its
structure. Numerical features are formatted with consistent precision, categorical variables mapped to stable
tokens, and delimiters inserted to mark column boundaries. This step ensures that edit distance reflects true
content similarity rather than superficial formatting differences. When a synthetic generator memorizes a
training record, its outputs often contain near-exact replicas—matching digit sequences, categorical codes,
and formatting patterns. Because such close matches are extremely unlikely to arise by chance, unusually low

edit distances between a real record and its nearest synthetic neighbor provide strong evidence of membership.

Motivated by these observations, we design a membership inference attack based on Levenshtein distance.
For each test observation z* and synthetic set S, we extract the ordered numeric and categorical values
and encode them as strings (see Figure 4.1), obtaining *str and Sg,. The LevAtt score for Equation 4.1 is

defined as:
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Table 4.1: LevAtt performance against ICL models. Mean (STD) values are reported for all
datasets, training sizes, and seeds (Overall) and for the top 20 runs for each model with the
highest AUC-ROC (Top 20). GPT-40-mini shows relatively little privacy leakage, whereas
LLama-3.3-70b and TabPFN-V2 show significant privacy failure- especially amongst their
worst datasets.

AUC-ROC TPRQFPR=0 TPRQFPR=0.1
Generator
Overall Top 20 Overall Top 20 Overall Top 20
LLama-3.3-70b  0.63 (0.12)  0.91 (0.03) 0.08 (0.20) 0.64 (0.27) 0.28 (0.21)  0.81 (0.09)
TabPFN-V2 0.58 (0.05) 0.91 (0.07) 0.04 (0.01) 0.57 (0.41) 0.19 (0.06)  0.94 (0.14)
GPT-4o-mini 0.54 (0.05) 0.60 (0.09) 0.01 (0.01) 0.01 (0.03) 0.13 (0.05) 0.27 (0.09)
* : *
fLeVAtt(xstra Sstr) = - Iensl,n 7£(xstr7 S)a (42)
s str

where ¢ denotes the Levenshtein edit distance. Lower distances (i.e., higher scores) indicate closer matches
and therefore stronger evidence of memorization. Additionally, as LevAtt requires only synthetic outputs, it
applies directly to our No-box threat model highlighting a realistic privacy risk in LLM-based tabular data

generation.

4.4 Experiments

We evaluate the privacy leakage of string memorization for in-context learning (ICL) and supervised fine-tuning
(SFT) LLM-based tabular generators. Here, we use differing experimental designs to correspond to their
popular use-case settings. For clarity, we organize the section into three subsections: experimental design
details for both regimes and then separate subsections for results. We include the full experimental and

implementation details in Appendix: 4.A.

4.4.1 Experimental Design

ICL Approaches

Replicating the design of [108], we evaluate ICL approaches on the OpenML CTR23 benchmark [109],
consisting of 35 real-world regression datasets with 500-100,000 rows and up to 5,000 features, including
both numerical and categorical attributes. We partition each dataset into 80/20 training and test sets. To
simulate the low-data regime these methods are commonly used for, we subsample 32,64, 128 training rows
without replacement. These sampled rows are provided as exemplars to the ICL models.

We consider three ICL models: LLaMA 3.3 70B [110] an open-source foundation model, GPT-40-mini
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[111] a close-source foundation model, and TabPFN-v2 [112] a transformer-based model trained on tabular
data due to their wide use and availability. For each sampled training subset, we generate an equal amount of
synthetic data. Evaluation is conducted on all exemplar rows plus an equal holdout partition of the test set.
We evaluate privacy leakage using the following No-box MIAs using the Synth-MIA package [102]: LevAtt,
Euclidean Distance to Closest Record (DCR) [10], a Monte Carlo density estimation (MC) method [45], and
a kernel density estimation method [15, 30]. We report MIA success using mean AUC-ROC and TPR at
fixed FPR thresholds [11] to capture potential information leakage. We repeat this experimentation across 3

seeded runs.

SFT Approaches

For SFT-approaches, we benchmark the original SFT-based tabular generation method GREAT [4] and
RealTabFormer [97], which reports improved privacy performance due to enforcing a minimum Euclidean
Distance to Closest to Record distribution in its training. As both of these methods use GPT-2 [113]as a base
model, we modify RealTabFormer to accept more modern, larger foundation models: LLaMA 3.2 (1B, 3B)
[114], Qwen2.5-3B [115], and Mistral v0.3 7B [116]. Additionally, we introduce as a control CT-GAN and
TVAE [38], conventional deep learning-based generators. Training follows default hyperparameters from the
original GREAT and RealTabFormer implementations while CTGAN and TVAE are implemented through
Synthcity [50].

Experiments are conducted on five tabular datasets: CASP, Abalone, Diabetes, CA-Housing, and Faults,
selected for their common use in synthetic tabular data benchmarking and containing numeric data. Similarly
to ICL, we create 80/20 train-test partitions and following common synthetic tabular data benchmarking
[54], synthetic datasets equal in size to the original training sets are generated post-training. For privacy
evaluation, up to 1,000 training and holdout samples are partitioned as test sets, and the same MIAs are

applied. Again, we repeat this experimentation across 3 seeded runs.

4.4.2 Results: ICL Methods

Our ICL experiments reveal clear evidence that LLM-based tabular generators can exhibit substantial privacy
leakage, even under an extremely restrictive threat model. We organize our findings around three central
observations.

LevAtt identifies substantial privacy leakage in ICL-based tabular generators. Table 4.1 reports
the Mean (STD) of LevAtt AUC-ROC and TPRQFPR € {0.0,0.1} across all datasets, training sizes, and

seeds. Because privacy audits often emphasize worst-case behavior, we also report metrics for the top 20 runs
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Figure 4.2: ROC plot for various No-box MIAs against TabPFN-V2 with 128 in-context
samples from the MoneyBall dataset. LevAtt (blue) is able to achieve perfect classification
for all in-context samples whereas MIAs that target the feature space of tabular data fail to
capture the privacy leakage.

(ranked by AUC-ROC) for each model. This analysis reveals that even a simple string-similarity attack can
be highly effective against state-of-the-art ICL generators. LLama 3.3-70B and TabPFN-V2 are particularly
vulnerable, with mean TPRQFPR=0 values of 0.64 and 0.57 respectively in their highest-performing runs.
Strikingly, LevAtt even achieves perfect membership classification in several TabPFN-V2 settings (Figure 4.2),

demonstrating that memorized digit sequences can sometimes be reproduced verbatim in generated samples.

Privacy leakage scales with model size. These results are consistent with prior evidence that
memorization grows with model capacity [18, 99]. Although the parameter counts of GPT-40-mini and
TabPFN-V2 are not publicly disclosed, empirical benchmarks place GPT-40-mini near the 7B scale while
TabPFN-V2 is lightweight enough for single-GPU inference. In contrast, the 70B-parameter LLaMA 3.3
shows the largest privacy leakage across our benchmark. This pattern reinforces that larger models, even
in an ICL setting without fine-tuning, have greater capacity to memorize and regenerate specific training

examples.

LevAtt captures a distinct leakage signal relative to feature-space MIAs. To evaluate whether
LevAtt overlaps with traditional feature-space MIAs, we analyze its correlation with DCR, Density Estimation,
and MC attacks (Figure 4.3). The three feature-space attacks are nearly perfectly correlated with each other,

reflecting their shared reliance on density discrepancies. In contrast, LevAtt exhibits substantially weaker
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Figure 4.3: Correlation plot for No-box MIA AUC-ROC across the ICL experiment. While
the feature-space targeting DCR, Density Estimate, and MC are nearly perfectly correlated,
LevAtt is much less correlated. This highlights that while privacy leakage over tabular string
representations and the feature space are related, LevAtt finds unique adversarial advantage.

correlation with all three, indicating that it identifies leakage signals orthogonal to feature-space methods.
Indeed, in some instances, we found that LevAtt was a perfect classifier of membership in some experimental
runs whereas traditional feature-space MIAs with compatible threat models were no better than random.
This highlights that LLM-based tabular generators introduce a novel, string-level memorization vector that

would be entirely missed by conventional synthetic-data MIAs.

4.4.3 Results: SFT Methods

We summarize our key findings for our SF'T experiments as follows:

We now turn to the SFT regime, where models are explicitly trained to approximate the full joint
distribution of the training data. While leakage is generally less severe than in ICL, our findings demonstrate
that SFT does not eliminate privacy risk and that leakage systematically depends on model design, sampling
volume, and data structure.

SFT approaches exhibit noticeable but lower privacy leakage. Table 4.2 summarizes LevAtt
performance across all datasets and seeds. Compared to ICL, SFT models typically show reduced leakage;
however, RealTabFormer consistently exhibits the highest vulnerability—despite incorporating privacy-aware
training—and does so more prominently than GREAT, despite their shared GPT-2 base. LevAtt also detects
measurable leakage in LLaMA-3.2 (1B and 3B) and Qwen-2.5-3B. By contrast, LevAtt is ineffective against

CT-GAN and TVAE, which generate full tabular rows rather than token sequences. This reinforces that

81



Table 4.2: Mean (STD) LevAtt performance for each model and dataset across seeds.
RealTabFormer experiences significant privacy leakage and LevAtt finds some signal for most
LLM-based models. However, LevAtt identifies no leakage in conventional deep learning-based
methods CT-GAN and TVAE as they do not generate strings.

Model LevAtt Metric CA-Housing CASP Abalone Diabetes Faults
AUC-ROC 0.70 (0.11)  0.72 (0.12)  0.60 (0.08)  0.66 (0.04) 0.61 (0.12)
RealTabFormer  1ppoppr—0.1 0.34 (0.28) 0.37 (0.11)  0.21 (0.05) 0.25 (0.05)  0.32 (0.10)
LLaMA 3.2.15  AUC-ROC 0.68 (0.22) 0.52 (0.15) 0.50 (0.03) 0.56 (0.03) 0.58 (0.15)
- TPR@FPR=0.1  0.21 (0.21) 0.10 (0.06) 0.10 (0.02) 0.21 (0.02) 0.16 (0.05)
LLaMA 3.9.35  AUC-ROC 0.63 (0.06) 0.50 (0.07)  0.62 (0.04)  0.61 (0.04) 0.58 (0.07)
- TPR@FPR=0.1  0.24 (0.09) 0.09 (0.03)  0.22 (0.11)  0.15 (0.11) 0.16 (0.03)
Quwen 2.5-3B AUC-ROC 0.61 (0.08) 0.54 (0.02) 0.52 (0.04) 0.64 (0.04) 0.56 (0.01)
o TPR@FPR=0.1  0.25 (0.05) 0.12 (0.02) 0.15 (0.07)  0.28 (0.07)  0.11 (0.02)
Mistral. 7B AUC-ROC 0.67 (0.13) 0.51 (0.01) 0.51 (0.03) 0.53 (0.06) 0.52 (0.01)
stral- TPR@FPR=0.1  0.23 (0.04) 0.11 (0.02) 0.10 (0.05) 0.10 (0.03) 0.10 (0.01)
GREAT AUC-ROC 0.66 (0.09) 0.55 (0.04) 0.52 (0.03) 0.50 (0.05) 0.54 (0.07)
TPR@FPR=0.1  0.33 (0.10) 0.14 (0.03) 0.11 (0.02) 0.10 (0.03) 0.14 (0.02)
CT-GAN AUC-ROC 0.48 (0.03) 0.51 (0.04) 0.48 (0.03) 0.47 (0.04) 0.50 (0.02)
- TPR@FPR=0.1  0.09 (0.01) 0.11 (0.01) 0.12 (0.01) 0.10 (0.01) 0.08 (0.01)
TVAE AUC-ROC 0.47 (0.03) 0.49 (0.02) 0.51 (0.03) 0.53 (0.02) 0.51 (0.03)
TPR@FPR=0.1  0.08 (0.01) 0.10 (0.01) 0.11 (0.01) 0.10 (0.01) 0.10 (0.02)

token-level generation provides an attack surface absent in conventional deep-learning tabular synthesizers.

Privacy leakage increases with the volume of synthetic data. To understand how synthetic
data scale affects leakage, we generate datasets at 1x, 5x, and 10x the size of the original training data
using RealTabFormer. As shown in Figure 4.4, LevAtt’s AUC-ROC increases monotonically with synthetic
dataset size, with some datasets (e.g., Faults) exhibiting up to a 20% absolute increase. This suggests a
simple mechanism: emitting more samples increases the likelihood that a memorized training example is
reproduced. This has direct implications for practitioners who rely on synthetic data to replace or augment

sensitive datasets—Ilarger synthetic releases can inadvertently amplify privacy risk.

Memorization increases with sequence length in the training data. Finally, we study how digit
sequence length affects memorization. Here, we create training and holdout sets using identical multivariate
Gaussian distributions with a controlled numbers of digit columns. We then vary the total sequence length
of digits for a row while keeping these distribution fixed. After training RealTabFormer on datasets with
progressively longer sequences, we observe that LevAtt performance increases accordingly (Figure 4.5)
before leveling off at 100 digits. This replicates earlier findings that longer sequences encourage LLM
memorization [18] and highlights that dataset structure—mot only model architecture—plays a direct role in
privacy risk. Datasets containing long numeric strings (e.g., identifiers, timestamps, financial fields) inherently

create more opportunities for memorization and unintended reproduction.
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4.5 Defenses Against Levenshtein Attack

The efficacy of LevAtt against LLM-based tabular models motivates us to explore methodologies that can
defend generated synthetic data. Here, recognizing that LevAtt gains adversarial advantage from replicated
patterns in strings of digits, we devise two strategies based on introducing controlled "noise" into string
sequences. The first is Digit Modifier (DM), a post-processing method that operates independently of the
generative model and is applied after the synthetic data have been produced. The second protection strategy
is Tendency-based Logit Processor (TLP), a method compatible with any open-source LLM that strategically

perturbs digits at sample time.

4.5.1 Digit Modifier

We propose a Digit Modifier (DM), a method for injecting controlled randomness into tabular data by
perturbing numerical digits. Motivated by bit-flipping techniques for adding noise to binary representations
of relational databases [117, 118], DM operates by replacing tokens in a record’s tokenized sequence with
alternatives sampled from a noise distribution. When tokens represent numerical values, these substitutions
correspondingly alter the digits of the underlying sequences, yielding perturbed records. In this sense, DM
can be viewed as a principled method for randomly replacing digits within a record.

To balance data fidelity and protection, we parameterize the mechanism as DM(pmin, Pmaz) With
0 < Pmin < Pmae < 1. For a numerical column Xj and entry xy ;, a probability function g : xi; x X; —
[Prmins Pmaz] assigns digit-flipping probabilities such that larger-magnitude entries receive higher perturbation
probabilities. Each digit of xy ; is then independently flipped according to g(xx i, X;), while smaller-magnitude

values—being more sensitive—undergo smaller changes to preserve fidelity. In our experiment, we first define

M(X;) = max |xxk;il,

xkyiEX;

which represents the largest absolute value in the numerical column. We can then constructed the probability

function by
| X,
M(X;)

g(xk,iv Xi;pminypmax) = Pmin T+ (pmax - pmin)

At a high level, DM operates by iterating through each numerical entry in a tabular record, computing
its digit-flipping probability using the function g, and independently perturbing each digit according to that
probability. This produces a randomized yet fidelity-preserving transformation in which large-magnitude
values receive stronger perturbations while small values remain close to their originals. We summarize the

overall DM procedure in Algorithm 2.

84



Algorithm 2 Digit Modifier (DM)
1: Input: Training dataset D = {x;}}_;, generator G, parameters 0 < ppin < Pmax < 1,

probability function ¢
2: Output: Perturbed synthetic dataset Dsyn
3: Train generator GG on dataset D
4: Generate synthetic dataset Dy, = {x;}7_, using G
5. Let N C {1,...,d} denote the indices of numerical columns

6: for all i € ' do

7: Xi —A{x14, 004, T4} > Column ¢ values
8: M(X;) < maxy, ,ex; | Xkl > Maximum absolute value
9: end for

10: Initialize Dy < Dayn

11: for all k € {1,...,n'} do > For each record
12: for all i € N do > For each numerical column
13: P 9(Xk,i, X4} Prmins Pmax) > Compute flip probability
14: Let R(xy;) denote the set of digit positions in xg

15: for all r € R(x;,;) do > For each digit position
16: Sample b ~ Bernoulli(p)

17: if b =1 then

18: Let d, be the digit at position r in x,

19: Sample d,. ~ Uniform({0,1,...,9}\ {d,})

20: Replace digit at position 7 in x;; with d,.

21: end if

22: end for

23: end for

24: end for

25: return Dsyn
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4.5.2 Tendency-Based Logit Processor

We additionally propose Tendency-based Logit Processor (TLP), a mechanism for injecting controlled noise
into synthetic data by perturbing the generator’s logits at inference time. The TLP(¢) selectively amplifies
lower-valued logits while suppressing higher-valued ones, making the generator more likely to select tokens
that were originally less probable. The strength of this effect is controlled by the tendency parameter ¢:
higher values of ¢ induce stronger curvature, increasing the randomness of the generated sequence. In this way,
TLP(¢) acts as a principled method for introducing variability into synthetic outputs while still preserving
the generator’s learned distribution.

Formally, TLP(¢) first maps the generator’s logits | = (I1,ls,...,lx) into the range [0, 1] using a shifted

min-max scaler S;. Specifically, let m; = min; {;, M; = max;;, and € > 0 (small constant). Then, we define

Iy —my

[Sl(llal27 s ,ln)]l = m’

Similarly, we can also define S, ! componentwise as
[Slfl(sl,s% .. ,sn)]z =my+ s; (M, —m; +¢), i=1,...,n,

which maps processed logits back to their original scale.

Next, TLP applies a monotone increasing, concave curving function f; : [0,1] — [0, 1], parameterized by
t and satisfying f;(0) = 0, to each scaled logit. Finally, the processed logits are transformed back to their
original scale using the inverse scaler Sl_l. The design of f; is central to TLP(¢). Monotonicity ensures that
the relative order of logits is preserved, so high-probability tokens remain more likely than lower-probability
ones, allowing controlled noise injection without overwhelming the generator’s learned signal. Concavity,
combined with f;(0) = 0, guarantees that lower logits are curved upward, increasing their chance of being
sampled. Too see why we need concavity, let’s fix 0 < a < b < 1. Since a = 6b for some 0 € (0, 1), concavity
of f; implies

fi(a) = fe(0b+ (1 —=0)-0) > 0, (b) + (1 —0)f(0) = 0f (D),

where we used f(0) = 0. Dividing both sides by a = b gives

fila) o fi(b)
a — b

Thus, the ratio fi(z)/x is non-increasing in x. This means smaller logits receive a proportionally larger

boost compared to larger logits. Therefore, f; preserves the ordering of the logits (by monotonicity) while
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Algorithm 3 Tendency-Based Logit Processor (TLP)

1: Input: Training dataset D, generator GG, tendency parameter ¢ > 0, curving function
ft . [0, 1] — [0, 1]
Output: Synthetic sequence generated by G with TLP applied
Train generator G on dataset D
Initialize output sequence y < ()
while generation not complete do
Compute raw logits 1 = (Iy,...,lx) < G(y) > k = vocabulary size
my < minje[k] lj, M, + maxX;e[k] lj
li—m .
s < S(1) where s; = gp=m for i € [K] > Scale to [0, 1]
S < fi(s) where §; = fi(s;) for i € [k] > Apply curving function
1+ S;7'(s) where [; = my + §;(M; — my +¢) for i € [K] > Rescale
1 exp(l~i) _
> exp(ly)
12: Sample token yycxy ~ Categorical(p)
13: Y Y U {Ynext}
14: end while
15: return y

—_ =
— O

p  softmax(l) where p; =

compressing their differences (by concavity), which corresponds to a “curving-up” transformation that favors
lower logits.

I, Figure 4.6 below demonstrates

In particular, the curving function we use in our experiment is f;(x) = x
the graph of our f; under different ¢. Figure 4.7 shows how f; transform the distribution of logits so that
lower logits get higher probability of being selected. We summarize the overall procedure of TLP in Algorithm

3. Please refer to appendix 4.B for more details on DM and TLP.

4.5.3 Evaluating Defense Mechanisms

To evaluate the effectiveness of DM and TLP, we use RealTabFormer, the SF'T model exhibiting the highest
degree of privacy leakage from LevAtt, and measure how much privacy improvement each method provides
against LevAtt while preserving synthetic data fidelity. Here, we use two high privacy leakage datasets for
RealTabFormer: a simulated dataset from a Multivariate Gaussian N(300, 5) designed to have 100 digits, and
the CASP dataset. We copy the experiment design of Section 4.4.1 and sample models at varying synthetic
set sizes to induce different levels of privacy leakage in the synthetic datasets.

We then apply DM and TLP across different scaler and tendency parameter levels respectively, and assess
performance in terms of privacy (LevAtt AUC-ROC and TPRQFPR=0.1), fidelity (Wasserstein Distance
and Maximum Mean Discrepancy (MMD) between training and synthetic datasets), and utility (RMSE of

XGBoost models trained on synthetic data and evaluated on real holdout data) [50].
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Figure 4.6: Visualization of the transformation function f;(z) = z/* under varying values of

t. As t increases, the function becomes more concave, amplifying smaller logits proportionally
more than larger ones. This behavior helps compress logit differences while preserving their
ordering.

Overall, we find that while effective in reducing privacy leakage, DM suffers large fidelity costs. In
Figure 4.8, we applied DM to the simulation dataset, which is highly vulnerable to LevAtt (showing an
MIA AUC-ROC above 83% without any protection). As we increased the amount of noise injected into the
synthetic data, LevAtt’s AUC-ROC decreased. However, the fidelity gap measured by Wasserstein between
the original training data and the noised synthetic data rose sharply. This sharp trade-off stems from the
simulation dataset’s small dynamic range and low variance - even small amounts of noise push values into
out-of-domain regions. This illustrates that while DM is convenient- it can be applied post-hoc to any
synthetic dataset- it is not an elegant protection mechanism: its agnostic approach to noise injection cannot

respect the structural constraints that make synthetic data useful.

On the other hand, TLP- when equipped with a tuned tendency parameter ¢-controllably reduces attack
efficacy while preserving the fidelity between the processed synthetic data and the training data. In our
experiment, we begin with a small ¢ and evaluate its privacy protection effect. If the resulting synthetic data
does not meet the privacy threshold (LevAtt AUC-ROC below 0.55 or TPR below 0.125 at FPR = 0.1), we
increment ¢ and repeat the procedure, stopping once we identify the smallest ¢ that satisfies the criterion.
Across both the highly unprivate simulation setting and the CASP dataset, this tuned TLP reduces LevAtt’s
AUC from as high as 0.79 to 0.55 and drives the TPRQFPR=0.1 from 0.48 to below 0.125, all while incurring
virtually no penalty in the Maximum Mean Discrepancy of the TLP-generated data across all synthetic data
sizes (see Figure 4.9).

TLP not only preserves the fidelity of the training dataset while meeting the privacy threshold, but

also maintains the downstream utility of the CASP dataset. To evaluate this, we train XGBoost models on
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Figure 4.7: Effect of the TLP transformation on logit distributions. Before transformation
(left), lower logits are tightly concentrated near the bottom of the range and have little chance
of being selected. After applying the TLP function f(z) = 2/'° (right), the transformation
increases their relative magnitude of lower value logits, making them more likely to be
sampled.

three versions of the data: real training subsets, vanilla synthetic data generated without protection, and
TLP-processed synthetic data that satisfies the privacy requirement (LevAtt AUC-ROC below 0.55 or TPR
below 0.125 at FPR = 0.1). For each training size, model performance is assessed on the same held-out real
test set using RMSE, and we observe that the utility degradation remains within a reasonable range (see

Figure 4.10).

4.6 Discussion

To contextualize our findings and their implications, we discuss LevAtt’s broader significance, evaluate the
effectiveness of proposed defenses, examine what LLMs truly learn from tabular data, and outline limitations

and future research directions.

4.6.1 LevAtt and the Privacy of LLM-Based Synthetic Data Gener-

ation

LevAtt reveals that LLM-based tabular data generation is uniquely unsafe relative to conventional deep
learning approaches. While being a simple string-similarity attack operating under an extremely restrictive
threat model, LevAtt uncovers that state-of-the-art ICL models can catastrophically leak training membership
by copying sequential patterns of digits and text from prompt exemplar examples. This phenomenon was
further demonstrated in SFT-generators, revealing that the base implementation of RealTabFormer—a

method recognized for its privacy-preserving capabilities—was susceptible to significant privacy leakage. In
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Figure 4.8: Privacy—fidelity comparison of DM on RealTabFormer synthetic data from the
simulated dataset (Section 4.5.3). Vanilla corresponds to plain sampling without protection.
Panel (a) reports Wasserstein distances; panel (b) shows LevAtt AUC-ROC. While DM is
able to induce reductions in privacy leakage, the resulting synthetic data are of low fidelity.

contrast, conventional tabular generators such as CT-GAN and TVAE were resistant to string-based attacks,
and LevAtt exhibited low correlation with feature-space oriented MIAs.

This vulnerability stems from fundamental differences in how LLMs generate synthetic data. Unlike
GANSs and VAEs that model joint distributions directly in the feature space, LLMs decompose generation into
sequential token prediction, where each digit is conditioned on previously generated values. This autoregressive
process creates opportunities for the model to reproduce memorized digit sequences, particularly when training
data contains repeated patterns, long numeric strings, or low-variance columns—structural characteristics
common in real-world tabular datasets. These results highlight that autoregressive token-based generation in
LLMs exposes a distinct attack surface not shared by other deep learning architectures, emphasizing the need

for dedicated privacy audits in this domain.

4.6.2 Defenses for LLMs

While highly deployable and powerful, LevAtt can be defeated. In this work, we proposed an intuitive
post-hoc defense called Digit Modifier (DM), which alters digits after generation. However, we found that
DM failed to preserve the fidelity of the synthetic dataset. In contrast, our Tendency-based Logit Processor
(TLP) successfully reduced LevAtt’s AUC-ROC to below 55% and TPR to below 12.5% at FPR=10% across
both simulation and real-world datasets, while maintaining Maximum Mean Discrepancy nearly identical to

vanilla generation. DM, despite achieving similar privacy improvements, incurred substantial fidelity costs,
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Figure 4.9: Privacy-fidelity trade-off of TLP on RealTabFormer synthetic data. We plot the
AUC and Maximum Mean Discrepancy (MMD) for Vanilla and TLP-protected RealTabFormer
models in Panels (a)-(b). For both simulation (Section 4.5.3) and CASP datasets, TLP
consistently reduces privacy leakage (AUC-ROC to ~55%) while creating synthetic data that
matches the MMD of unmodified Vanilla data at various sizes. This trend holds as well for
TPR@QFPR=0.1 in Panels (c¢)-(d) where TLP successfully reduces the TPRQFPR=0.1 to
below 12.5% without loss to fidelity.

with Wasserstein distances increasing sharply as noise injection intensified.

The key advantage of TLP lies in its integration with the generation process itself. By perturbing logits
during inference, TLP allows the model to maintain coherent dependencies across features while strategically
introducing uncertainty in high-confidence digit predictions. DM, operating post-hoc, must blindly flip digits
without access to the model’s learned correlations, making it difficult to balance privacy protection with fidelity
preservation. This is particularly problematic for datasets with narrow distributions or tight inter-feature
dependencies, where even minor perturbations can push synthetic samples into low-density regions. TLP can
be appended to any open-source LLM through the Hugging Face API, effectively controlling privacy leakage
by smoothing the logits of digits with disproportionately high probabilities without substantially altering the

statistical fidelity of the resulting synthetic data.

91



4.6.3 On the Nature of LLM-Based Tabular Learning

While TLP provides an effective defense against LevAtt, the need for such inference-time mitigation raises
a broader question: What are these models exactly learning? A prevailing assumption is that LLM-based
tabular generators approximate the joint distribution of the training set 7' through sequential string modeling,
similar to conventional generative approaches. However, our findings suggest that in some cases these models
behave more like perturbation mechanisms, producing outputs that closely resemble training examples with
only minor modifications. This behavior naturally yields high fidelity and downstream utility but does so
precisely because of its proximity to the training data—thereby exposing the system to privacy leakage.

This question is not merely theoretical—our experimental results provide concrete evidence of memorization-
like behavior. The perfect membership classification achieved by LevAtt on some TabPFN-V2 runs, combined
with the scaling of privacy leakage with model size, suggests that larger models increasingly rely on storing
and retrieving training examples rather than abstracting general patterns. Furthermore, our finding that
privacy leakage increases with both the volume of synthetic data generated (Figure 4.4) and the length of digit
sequences in training data (Figure 4.5) aligns more closely with a retrieval mechanism than with principled
distribution learning.

This question echoes similar debates in natural language processing, where LLMs demonstrably memorize
training data under certain conditions [18]. However, tabular data may be particularly susceptible to
memorization due to its rigid structure and lack of paraphrase. In natural language, identical semantic content
can be expressed in countless surface forms, creating ambiguity about whether a model has memorized a
specific sentence or learned underlying concepts. Tabular data offers no such ambiguity—a sequence of digits
either matches or does not. This rigidity may push LLM-based tabular generators toward memorization even
when natural language applications achieve genuine generalization. Understanding when LLMs genuinely learn
tabular distributions versus when they rely on approximate memorization remains an important direction for

future work.

4.6.4 Limitations

While LevAtt and our proposed defenses demonstrate significant privacy vulnerabilities and mitigation
strategies, several limitations warrant discussion.

First, LevAtt operates under a conservative No-box threat model, which—while demonstrating that
privacy leakage occurs even under minimal adversarial assumptions—likely underestimates the true privacy
risk in other possible scenarios. More permissive threat models that grant adversaries knowledge of model

implementation details, training hyperparameters, or access to reference datasets would enable substantially
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Figure 4.10: Utility comparison of XGBoost models trained on real, vanilla synthetic, and
TLP-protected synthetic data at various synthetic dataset (and thus privacy leakage) sizes.
Real data achieves the lowest RMSE, vanilla synthetic shows moderate degradation, and TLP-
protected data shows larger degradation. However, the gap between vanilla and TLP remains
stable as training size increases, indicating that TLP provides a controllable privacy—utility
trade-off even when stronger tendency levels are needed.

more powerful attacks. For instance, knowledge of the specific tokenization scheme or access to auxiliary
data could allow adversaries to adapt existing LLM-based membership inference techniques from natural
language to tabular domains, potentially achieving even higher attack success rates than those reported here.

Second, while DM and TLP effectively reduce LevAtt’s success rate, neither method provides formal
privacy guarantees comparable to differential privacy. Both defenses are empirically validated against a
specific attack rather than offering provable protection against arbitrary privacy audits. Consequently,
more sophisticated attacks—particularly those that exploit model properties beyond string similarity—may
successfully defeat these defenses [119-121].

Third, we do not address adaptive adversaries who are aware that protective mechanisms are in place.
An adversary with knowledge of TLP deployment, for example, might develop attacks that specifically target
the statistical artifacts introduced by logit perturbation, or exploit correlations that remain intact despite
digit modifications. Such adaptive strategies could potentially circumvent our defenses, highlighting the need

for more robust, defense-aware attack evaluations and iterative improvement of protection mechanisms.

4.6.5 Future Work

Our findings open several avenues for future research aimed at both strengthening the understanding of
privacy leakage in LLM-based tabular data generators and developing more robust protective mechanisms.

A first direction is the exploration of richer threat models beyond the No-box setting. While our

93



results show that even minimally informed adversaries can perform highly accurate membership inference,
more permissive models may reveal additional vulnerabilities. Future work could investigate attacks that
leverage model internals, surrogate data, or tokenization details, and evaluate how such enhanced adversarial
capabilities affect memorization dynamics in structured data domains. This includes adapting or extending
gradient-based or embedding-space attacks from NLP to tabular contexts, potentially uncovering deeper
patterns of leakage.

Second, our proposed defenses—while effective against LevAtt—Ilack provable privacy guarantees. Future
research should aim to establish theoretical foundations for privacy in LLM-based tabular generation, analogous
to differential privacy frameworks used in classical synthetic data generation. One promising direction is
designing logit- or representation-level perturbation mechanisms that preserve distributional fidelity while
offering quantifiable bounds on memorization risk. Similarly, exploring how architectural choices, training

objectives, or regularization schemes influence memorization could inform principled defense design.

4.7 Conclusion

In this work we introduce LevAtt, a No-box threat model MIA that exposes substantial privacy risk for
in-context learning and supervised-finetuned LLM-based tabular data generators. LevAtt shows that LLMs
are vulnerable to memorization from the structured, often duplicated patterns of tabular data. By attacking
the string encodings of autoregressively generated tabular data, LevAtt finds unique adversarial signal
compared to existing methods. While less restrictive threat models would likely lead to a better attack, we
believe No-box carries a powerful message: an attack with the minimal assumptions reasonably possible for
an adversary can perfectly classify training membership in state-of-the-art generators. Lastly propose two
defenses against LevAtt, showing that Tendency-Based Logit Processor can effectively defeat LevAtt with
minimal loss in synthetic data fidelity. Future research directions could involve developing even more powerful
attacks under less restrictive threat models, finding more efficient and provable defenses, and studying

mechanistically how LLMs learn and represent tabular distributions.

4.8 Statement of Ethics

The potential for adversaries to determine whether an individual’s data was included in the original dataset
presents significant privacy risks, especially in fields such as healthcare, finance, and social sciences, where
sensitive personal information is commonly used. Synthetic data that fails to sufficiently mask membership

information could inadvertently enable re-identification. Although this work introduces a method for assessing
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such risks, its primary objective is to empower researchers and practitioners to perform more rigorous privacy
evaluations before deploying synthetic datasets. We emphasize that adversarial approaches are essential for

advancing the development of robust privacy-preserving systems.

4.9 Acknowledgments

The authors used LLMs to assist in the programming of our experiments, designing data visualizations,
making the codebase more user-friendly, finding clearer phrasings in our writing, and formatting Latex code.

All revisions by LLMs were checked and validated by the authors.

4.A Appendix

4.A.1 In-Context Learning details

Generator Details

1. TabPFN Generation [112]: We followed the Prior Labs tutorial (https://priorlabs.ai/tutorials/
unsupervised/) for unsupervised TabPFN. Each training split was loaded, shuffled, and divided into
batches of 200 rows. Numeric features were cast to £loat32, while categorical variables were label-
encoded (assigning unseen categories to —1). Columns with zero variance were removed prior to model
fitting and reintroduced after sampling. For each batch, we fit TabPFN and generated synthetic rows
using temperature t = 1.0 across three random permutations. Outputs were decoded, constant columns

reattached, batches concatenated, and finally truncated to match the size of the original dataset.

2. LLaMA Generation [110]: We used LLaMA 3.3 70B via the Groq API (https://console.groq.
com/docs/models). Each training split was divided into batches of up to 32 rows, ensuring that all
rows were fully included in the prompt. For each batch, we computed per-column summary statistics
and serialized the data to CSV. We then queried 11ama-3.3-70b-versatile with temperature ¢ = 1.0,
requesting N rows in JSON format. If outputs contained parse errors or incorrect row counts, we
retried the generation up to five times. Valid generations were concatenated, truncated, or re-prompted

as necessary, and validated for type and dimensional consistency.'

'LLaMA 3.3-70B failed on geographical-origin-of-music, pumadyn32nh, student-performance-por, super-
conductivity, and wave-energy due to token limitations. TabPFN failed on geographical-origin-of-music due
to extreme dimensionality.
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3. GPT-40-mini [111]: We applied the same prompting and inference pipeline as with LLaMA 3.3 70B.
However, we used OpenAl’s structured output API, defining the target format as a JSON schema

with column names as keys and corresponding cell values as entries.

Listing 4.1: ICL Prompt Template passed to Groq API

System role: You are a tabular synthetic data generation model.
Your goal is to produce data that mirrors the given examples in
causal structure and feature/label distributions,

while maximizing diversity.

Context: Leverage your in-context learning to generate realistic,

diverse samples.

Output format: JSON.

Dataset name: {dataset_name}

Column names (in order): {col_names}

Summary statistics:

{summary_stats}

CSV of full data:

{data}’}

Please generate {batch_size} rows of synthetic data.

Treat the rightmost column as the target. Return only a JSON object:

{

"synthetic_data": "<CSV string>"
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Do not include any additional text.

4.A.2 Black-Box MIAs

We apply feature space based black box MIAs in the same experimental design as LevAtt. Here, we treat
the exemplar observations as the membership class and holdout data as non-membership. Before calling the
attacks, we scale continuous and one-hot encode categorical variables for DCR and MC. As Kernel Density
Estimation often fails to converge under one-hot encoded categorical variables we instead ordinal encode

them. All implementations of these attacks are through the Synth-MIA library [102].

1. Distance to Closest Record (DCR) [10]: DCR is a black-box attack that scores test data based

on a score of the Euclidean distance to the nearest neighbor in the synthetic dataset.

2. MC [45]: MC is based on counting the number of observations in the synthetic dataset that fall into
the neighborhood of a test point (Monte Carlo Integration). However, this method does not consider
a reference dataset, and the choice of distance metric for defining a neighborhood is a non-trivial

hyperparameter to tune.

3. Density Estimate [45, 30]: Density Estimate follows a similar strategy as MC, but rather than using
a Monte Carlo approximation of density, instead uses a Kernel Density Estimator (KDE). The idea is
that a test observation that is a training observation will have a higher density estimate on a KDE fit

over a synthetic dataset.

4.A.3 SFT-Datasets

Dataset 7# Instances +# Features
Abalone (OpenML) 4,177 9
CA Housing (OpenML) 20,640 9
CASP (OpenML) 45,730 9
Diabetes (Sklearn) 412 10
Steel Plates Faults (UCI) 1,941 27

4.A.4 SFT Model Details

We modify the original RealTabFormer implementation to use LLaMA 3.2 (1B, 3B) [114], Qwen2.5-3B [115],

and Mistral v0.3 7B [116]. Here, we follow RealTabFormer’s base training and sampling hyperparameters in
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Table 4.3. To SFT GREAT, we also use its original implementation of which the base hyperparameters can

be found in Table 4.4. For CT-GAN and TVAE, we use the default hyperparameters and implementation

found in Synthcity [50].

Table 4.3: Numeric hyperparameters of REaL.TabFormer.

Hyperparameter Default Value
epochs 1000
batch_size 8
train_size 1
output_max_length 512
early_stopping_patience | 5
early_stopping_threshold | 0
mask_rate 0
numeric_nparts 1
numeric_precision 4
numeric_max_len 10

Hyperparameter | Default Value
epochs 100
batch_size 8
float_precision | None
temperature 0.7

top-k sampling 100
max_length 100

Table 4.4: GReaT training and sampling hyperparameters.

4.A.5 Simulated Data Generation Details

For Figure 4.5, we initialize a Multivariate Gaussian of N(1e10,1€9). This ensures that there are up to 10
digits for a column as RealTabFormer can struggle to process exceptionally long decimal strings. We then
sample 10,000 training and holdout rows for our experiment. At each level, we add additional columns to the
training, holdout, and therefore synthetic dataset observation sequence lengths increase by 10 digits for each

column.

98



4.B More Details on Defenses

Digit Substitution Rule in DM: For the Digit Modifier (DM), each selected digit is perturbed using a
simple increment rule. Specifically, a digit d € {0,1,...,9} is replaced by (d + 1) mod 10. Thus, 0 becomes 1,
1 becomes 2, and so on, with 9 wrapping around to 0. This cyclic increment operation provides a minimal
yet consistent perturbation to each affected digit, ensuring that the modified values remain close to their
originals while still introducing controlled randomness.

Handling Invalid Logits in ReaLTabFormer: In Real.TabFormer, some logits take the value —oo or
become NaN due to masking constraints in the tabular structure. These values arise when certain tokens
are structurally disallowed, leading to zero-probability entries after masking. Since such logits cannot be
meaningfully transformed by TLP, we simply ignore them: TLP is applied only to finite-valued logits, while
any —oo or NaN logits are left unchanged to preserve the validity of the generator’s masking logic.

Why TLP Is Applied Only at Inference Time: The Tendency-based Logit Processor (TLP) is designed
exclusively for inference-time perturbations. Applying TLP during training severely disrupts the optimization
dynamics: the modified logits distort the gradient signal, causing the loss to decrease extremely slowly
and preventing the model from converging in a reasonable number of steps. In effect, the model must
simultaneously learn both the underlying data distribution and the perturbation induced by TLP, which
dramatically complicates training. By restricting TLP to inference time, we preserve stable training behavior
while still introducing controlled variability into the generated samples.

Role of the Stabilization Constant . The shifted min-max scaling used in TLP requires a small positive
constant € to ensure numerical stability. In cases where all logits in a column share the same value, we have
M; = m;, causing the denominator M; — m; in the scaling expression to become zero. Without a stabilizing
term, this would result in undefined values or NaN outputs after normalization. By adding a small € > 0, we
guarantee that the denominator remains strictly positive, preventing division-by-zero errors and ensuring
that the scaled logits remain well defined. This safeguard is essential for applying TLP robustly, especially

when the generator outputs nearly constant logits due to structural constraints in the data.
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