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ABSTRACT OF THE DISSERTATION

User-Guided, Interpretable, Actionable Time Series Data Mining Methods

by

Audrey Elaine Der

Doctor of Philosophy, Graduate Program in Computer Science
University of California, Riverside, September 2024
Dr. Eamonn J. Keogh, Chairperson

Many time series data mining algorithms are designed to be intuitive for domain experts, of-
ten including case studies and benchmark results. However, it is challenging to create truly
domain-agnostic algorithms due to unique domain-specific invariances. In these works, we
prioritize and leverage user input and interpretability over complexity. We empirically
demonstrate that many time series data mining tasks are still a searchable space, allow-
ing for interpretable methodologies. We adopt a “Soup-to-Nuts” design, envisioning how
the method fits into a user’s problem, from accepting their real-valued time series dataset
to providing a direct answer to the data mining task. With these three characteristics in
mind, we propose methods that are user-friendly, not requiring the user to have exten-
sive experience with time series data mining methods and find the results of our methods
actionable.

In the first work, we target a problem setting of long time series. Many time series
datasets have been cleaned and preprocessed to be of uniform length and have guarantees

that the time series contains some semantic data the dataset advertises. We relax these two

vii



constraints, considering signals without any assumptions about their contents. In the second
work, we propose a time series anomaly explanation method and format. With the increas-
ing relevance of time series anomaly detection, we formulate an intuitive and actionable
anomaly explanation method, addressing the often complicated and unclear actionability
of existing explanations. In the third work, we propose a method for time series clustering,
leveraging feature sets for interpretability and user input for customizability, guiding our
methodology to make better-suited and more intelligible decisions for users based on their

specific needs.
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Chapter 1

Introduction

With the rise of vast quantities of data to mine, commonly referred to as Big-
Data [76], mining such data became an area of great interest. Data Mining refers to ex-
tracting data from large collections of data [9,47]. Time series data mining specifically

focuses on time series data.

Definition 1 A time series T is a sequence of real-valued numbers t; : T = [t1,ta, ..., 1)

where n is the length of T

Most data mining algorithms do not operate on the entire time series, but instead consider

only local subsequences of the time series.

Definition 2 A subsequence T; ; of a time series T is a continuous subset of data points

from T of length j — i starting at position i. T;j = [ti, tix1, ..., tirj—1],1 <i<n—j+1.

The length of the subsequence is typically set by the user based on domain knowl-

edge. For example, for most human actions, half a second may be appropriate, but for



considering traffic congestion patterns, subsequences of one or two days may be more fit-
ting. This atime series data is ubiquitous; if one has the means to measure and record
phenomena at a systematic rate in time, they can create a time series dataset. The work
detailed in this dissertation keeps the user experience at the forefront of its design, and that
led us to focusing on four characteristics when designing our methods.

First and foremost, we wanted our methods to be interpretable, and for the
practitioners using them to understand how decisions were made, and why our methods
output what they do. Interpretability often walks hand in hand with simplicity. Particularly
in healthcare [37], there have been propositions that methods should be interpretable by
design |14L73], as explanations themselves are not inherently trustable. Additionally, some
explanations themselves are more complicated than the phenomena they seek to explain.

Secondly, domain experts have unique needs for their unique tasks and domains.
The work in Chapters [2| and [3| are easily modifiable to accomodate these unique needs.
The work described in Chapter [ incorporates a means of accepting human-in-the-loop, or
user-input, by utilizing active learning, allowing users to guide the method as it runs.
The ability to interact with and modify these methods reduces “algorithmic aversion”, and
facilitates user trust in methods’ predictions [14,32].

Thirdly, we wanted the insights our methods provided to be actionable. The
actionability of explainable AI (XAI) is of such import, there are calls for XAI specifically
with this characteristic (AXAI) [77,90]. Each of the works in this dissertation describes an
end-to-end methodology, or a “Soup to Nuts” approach. As a result, the aforementioned

characteristics enable our methods to have a “low-barrier of entry”. The methods and code



are designed to be easy to adopt and run, and do not require “considerable” computational
resources. All experiments were conducted single-threaded on a shared server containing

an Intel® Xeon®) E5-2680 v3 at 2.50 GHz with 377 GB of RAM.



Chapter 2

Long Time Series

2.1 Introduction

Distance measures are perhaps the most fundamental data mining primitives.
Armed only with an appropriate distance measure, we can perform clustering, classification,
anomaly detection, summarization, repeated pattern discovery, etc. Given the ubiquity and
variety of time series, there are dozens of distance measures defined for this data type. How-
ever, almost all such measures are designed for short time series, say individual gestures, in-
dividual heartbeats, etc. Suppose instead we wish to address long time series. Surprisingly,
there is very little work that considers such data. One solution advocated in [34] is to convert
the long time series into a fixed feature vector, for example: A = [Mean(T), Skewness(T),
Hurst (T)]. Such an approach may be appropriate in some domains, however, in many cases
the shapes of local subsequences may be the most discriminating features, and these are
typically not well captured by global features.

Note that we cannot simply use classic time series distance measures. For example,
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Figure 2.1: Six time series, comprising of three obvious pairs, clustered using single linkage
clustering. left) The clustering produced by DTW. right) the clustering produced by PRCIS,
the method proposed in this paper.

DTW is rightly lauded for its invariance to out-of-phase local segments [102]. However,
suppose we wish to compare two one-minute ECG segments from the same person. Because
the heart rate is constantly drifting, it is likely that the two one-minute ECG segments will
have a different number of beats, say 67 and 72. DTW is simply unable to “explain” the
five extra beats, and will be forced to return a large distance suggesting the two traces are
very dissimilar.

In addition, DTW (which includes Euclidean distance as a special case) would not
be suitable for long time series even if there was some mechanism that keep the periodicity
fixed. Consider the example shown in Figure [2.1] left. While each colored pair has the same
periodicity, minor corruptions of the global trends are enough to thwart DTW’s attempt to
group similar pairs.

The rest of this paper is organized as follows. In Section II we present our motivat-
ing observations. Section III describes the formal definitions and background and allows us
to outline our approach. Section IV contains an extensive experimental evaluation. Finally,

we offer conclusions and thoughts on future directions in Section V.



2.2 DMotivation and Related Work

Because we have used the term “long time series” without defining it, we repair
that omission now. For our purposes, “long” does not necessarily correlate with the number
of datapoints. For example, a single heartbeat may be a second long, and represented with
128 datapoints. However, some ECG apparatus can record at up to 32,768 Hz. In a sense,
a single heartbeat with either 128 or 32,768 datapoints covers the same wall clock time and
has the same intrinsic dimensionality. By long time series we mean a time series that has
at least hundreds of features, such as peaks and valleys.

While there are excellent distance measures for time series, such as Euclidean
distance and DTW, these measures are suited to atomic subsequences, for example, com-
paring two heartbeats, or two gestures, or two days of road traffic density. Note that the
UCR/UEA Archive |27] exclusively contains datasets of this type. The top performing meth-
ods on that archive include deep learning and non-deep learning based methods, including:
HIVE-COTE and its variants [54,/60], ROCKET and its variants [30,[31], TS-CHIEF [83]
and TS-QUAD [53], InceptionTime [46], BOSS (a dictionary learning algorithm) [79], and
a good baseline in ResNet [96].

In contrast, we desire a distance measure that can compare items at a higher
semantic level, for example comparing two hour-long ECG traces, before and after a medical
intervention, or comparing two 90-minute soccer games, or comparing road traffic density of
two freeways over a year, etc. It should be clear that neither Euclidean distance nor DTW
will work well if directly applied in such circumstances. For example, two one-hour traces

of walking gait may have a differing number of steps. DTW can compare two steps that



are locally out of phase, but it cannot map say ten steps to eleven steps, and that single
unexplained step will completely swamp any similarity that may or may not exist.

Likewise, imagine comparing the road traffic density of two freeways over a year.
We could imagine that two freeways have near identical traffic patterns, but one of them
comes from a suburb that has a slowly increasing population. This slight linear trend
difference might be imperceptible over a day or a week, the typical scale considered by
Euclidean distance. However, over a year, the small linear trend difference will again com-
pletely swamp any similarity that may or may not exist. These issues are understood in
the community, but to date we are unaware of any automatic solution. Attempts to mine
such data typically involve a lot of human intensive preprocessing steps, cleaning the data
(detrending, normalizing, imputation of missing values, etc.), and the manual extraction of
clean and representative examples to feed into downstream algorithms.

Our basic plan is to create a compact dictionary for each time series and calculate
the distances between each pair of dictionaries. The term dictionary creation/learning is
somewhat overloaded in computer science. It is often a synonym for sparse coding, a class of
representation learning methods which aims at finding a sparse representation of the input
data in the form of a linear combination of basic elements as well as those basic elements
themselves. The elements of the representation learned do not typically come from the data.

In contrast, we propose using dictionaries comprised of elements from the data itself.



2.3 Definitions and Background

We present four ways a dictionary of short time series patterns could be constructed

from a long time series.

e Yeh’s Dictionary [101]: Consider a time series T" with conserved patterns and supply
a parameter window length w (which ideally is close to the natural length of the
patterns within 7') and the number of patterns n desired for the resulting dictionary.
Computing the Matrix Profile (MP) of T will reveal the locations of these motifs.
Building the distance profile of the motif @) against 1" will indicate the locations of
() and subtracting this distance profile from MP will remove all locations of ) from
MP. Repeating this process n times will produce up to n patterns. Unless otherwise

stated, this is the dictionary creation algorithm we use in this work.

e Time Series Snippets [42]: A snippet is an unsupervised time series primitive that
rewards both fidelity and coverage. Given an input time series 7', the Snippet Selection
Algorithm captures “typical” behavior in an ordered list of substrings. There are a
handful of other research efforts that produce similar compact summarizations of time

series, for example BeatLex (Beat Lexicons for Summarization) [40].

e Random Dictionary: Here we imagine building a dictionary by randomly extract-
ing elements of a long time series. This is meant to be the most naive baseline,

nevertheless, random sampling is known to be competitive for some tasks.

e Calendar Dictionaries: This is an option only for datasets that are constrained

by human circadian patterns (e.g., traffic density, network usage, etc.). Someone



familiar with the domain can hand curate a dictionary by selecting a handful of
informative days. For example, for a collection of time series representing traffic
density in California, she might ensure that each dictionary has one weekday, one

weekend day, one summer day, one winter day, one bank holiday, etc.

While our proposed distance measure is agnostic to the dictionary creation method
used, unless otherwise stated, we will use Yeh’s Dictionary in this work. Regardless of how
the dictionary is created, we represent a dictionary of a single time series as a dictionary

exemplar.

Definition 3 A dictionary exemplar (henceforth simply referred to as a dictionary where
there is no confusion) refers to any dictionary produced by a dictionary learning method
where the input is a time series T and has an output of a dictionary Ty = {p1,p2,...,Pn}

where there are n patterns.

Figure illustrates a dictionary that represents a time series containing two
different semantic patterns. We refer to the values for the above notation to be the size of
the dictionary S with patterns of length L. S and L are simply the parameters passed to
the dictionary creation algorithm. Suppose a random dictionary algorithm created a Ty 1)
such that it extracted S patterns of L length as random non-overlapping subsequences from
T. In this case, the notation is true to value. In contrast, Yeh’s Dictionaries extract and
then merge patterns with overlapping subsequence indices, making S an upper bound and

L a lower bound [101].
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Figure 2.2: top) A time series T" with two different semantic patterns, a sawtooth and
a noisy signal. bottom) A dictionary that summarizes T, with a cardinality of two with
patterns of length 15, denoted as Ty 15

2.3.1 Desirable Properties of a Distance Measure

Before introducing a distance measure defined for dictionaries, it will be instructive
to consider what properties are desirable for such a measure. To allow us to be concrete, we
will use discrete strings as proxies for time series. The reader will appreciate that continuing
this analogy, the Hamming distance is an excellent proxy for the Euclidean distance. For
example, the Hamming distance d(cat,bat)=1, represents two quite similar time series
with a low Euclidean distance.

With the exception of perhaps calendar-based or other handcrafted dictionaries,
it is obvious that we cannot expect dictionaries to be phase aligned. For example, suppose

we have two similar long series:

A = ...catcatcatcatcatdogdogdogcatcat. ..

w
I

...dogdogcatcatcatcatcatdogdogdog. ..

If we use Yeh’s algorithm to create two dictionaries from these datasets, we may obtain:

Ag = {cat,dog}

B, = {atc,dog}

We do not wish to penalize the apparently great distance between “cat” and “atc”,

10



as we realize that is just the result of the vagaries of the dictionary building algorithm. We
can be invariant to this by holding one word fixed, and comparing to every circular shift of
the other word. Here, RI_dist is a phase invariant distance or “k-shape” [65], computed in

O(mlog(m))). This is equivalent to:
RI_dist(cat,atc) = min(d(cat,atc), d(cat,tca), d(cat,cat))

There is another issue that the dictionary creation algorithm may throw at us.

Revisiting examples A and B above, we may be presented with:

Ay = {cat,dog}

B; = {dog,cat}

Dictionary building algorithms may not be consistent in ordering patterns with respect
to frequency or representativeness, and two time series could be very similar, but produce
dictionaries with words in different orders. This is true even for calendar-based dictionaries.
For example, because Bangkok and Lima are near perfect antipodes, they have similar
climates, but exactly six months out of phase. Once again, this is easy to handle. For each

pattern in dictionary A, find its nearest neighbor in dictionary B, and vice versa.

d-dict(Ag,By) =
{min(RI_dist(cat,dog), RI_dist(cat,cat)) + min(RI_dist(dog,dog),
RI_dist(dog,cat))} +
{min(RI_dist(dog,cat), RI_dist(dog,dog)) + min(RI_dist(cat,cat),

RI_dist(cat,dog))}

The first pair of curly braces is the computed distance from Ay to By, and the

second pair is the computed distance from By to A4. It is important to note that d_dict is

11



not the functionality of PRCIS, but the expression is useful to communicate the intuition
behind PRCIS. For flexibility, we desire the capability to compare patterns of varying lengths

and dictionaries of varying cardinalities. Given two more time series:

C = ...catcatcatcatdogdogdogcowcowcow. ..

D = ...bobcatbobcogdogdogdbobcatbobcatbo. ..
This now gives us four time series dictionaries to consider:

Ay = {cat,dog}
B; = {dog,cat}
Cyq = {dog,cat,cou}

Dy = {ogd,bobcat}

The issue of varying cardinalities is trivial, we would simply have more RI_dist
computations inside the curly brace pairs. Likewise, the varying lengths issue is easy to
handle. We just need to generalize the rotation invariant distance to allow strings of different
lengths. We can do this by taking the longer of the two strings, concatenating it to itself,

using the shorter string as a query, and finding the best substring within the longer string.
RI_dist(bobcatbobcat,cat) = d_substr(bobcatbobcat,cat)

Using these ideas, the distance between {cat,dog} and {bobcat,textcolorredcat}
will be zero. This may initially be unintuitive until you review the strings that originally

produced them, and recognize that they could be very similar:

A= ... cat dogdogdogcat

D= ... cat dogdog cat

12



We are almost done, but there is one last desirable invariance. It may happen that
while two dictionaries are generally very similar, one of them has one or more words that

are unique. For example, imagine we have:

X_d = {cat,dog,cou}

Y _d = {cat,dog,cow, A%$*}

The unusual word in Y; may have many causes. Perhaps the corresponding sensor
had a long disconnection artifact that the dictionary algorithm thought worthy of represen-
tation. The problem is that although these two dictionaries are near identical, the single
strange pattern will dominate the overall distance, and mask the similarity. Our solution
is to forgo the brittle mean distance (between each word and its rotational invariant near-
est neighbor in the other dictionary), but instead use the median distance. The median
distance is much more forgiving of a handful of words that have no obvious match.

This section has been somewhat long and detailed. However, with these ideas
in mind, the exposition of the real-valued PRCIS distance measure in the next section is

straightforward.

2.4 PRCIS Dictionary Distance Measure

PRCIS stands for Pattern Representation Comparison in Series, and is the distance
measure by which we propose to measure the similarity between two arbitrary real-valued
dictionaries. We outline PRECIS in Algorithm 2| which calls Algorithm

Algorithm [1] finds the nearest neighbors for every pattern in dictionary A from the

13



Algorithm 1 A subroutine in PRCIS (Algorithm .

1: function PRCIS_ATOB(T 1, Ty2)

10:

11:

12:

13:

14:

15:

16:

dists « []
for ps € Ay do
nn_dist < oo
for pg € B; do
l,s < pa,pB
ts,q < concat(1,1),s
dp < abs(MASS(ts,q))
min_dp < min(dp)
if min_dp < nn_dist then
nn_dist < min_dp
end if
end for
dists.append(nn_dist)
end for

return dists

17: end function

> The distance from Tyo to Ty

> Switch assignments if len(pg) > len(pa)
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patterns in dictionary B. On line 1, the list of distances is initialized. For every element in
A, its distance to every element in B is calculated in part by running MASS [67]. Between
the pairs of patterns, the shorter pattern is treated as the query, ¢, and the longer pattern
is concatenated to itself and treated as the time series, ts (lines 5-7). In lines 8-12, the
minimum of the minimums of these distance profiles is recorded as the distance from that
pattern in A to its nearest neighbor in B. This occurs twice.

When the second time Algorithm [1]is called, for every pattern in B, calculate the
distance to every element in A. When this is done, lines 3-4 of Algorithm [I] return the
square of the median of this list of distances, and this represents the distance between the

dictionaries A and B.

Algorithm 2 The algorithm for PRCIS.
1. procedure PRCIS(Ay, By) > Dist. between Ay and By

2. AtoB + PRECIS_AtoB(Ag, By)
3. BtoA + PRECIS_AtoB(By, Ay)
4: dists < concat(AtoB, BtoA)
5: return (median(all dists))?

6: end procedure

The resulting distance is a measure, but not a metric. However, Bronstein et
al. [21] and others have forcefully argued that in some cases the metric property of triangu-
lar inequality must be violated to produce sensible results. Moreover, the ubiquitous DTW

is also not a metric, but regarded as SOTA for comparing short time series [35,/102].
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We say n is the largest number of words in any dictionary, and the number of
dictionaries being compared is m. Generally, m is nontrivially large, and n << m. MASS
is proven to be extremely fast [67] (progressively so with newer versions), so we abstract
its runtime to O(1). The time complexity of PRCIS is O(m?n?). Additionally, the runtime
of MASS only depends on the length of patterns. The number of dictionaries to compare
or the cardinality of each dictionary have a greater effect on runtime. Memory is not a

bottleneck for this distance measure.

2.5 Empirical Evaluation

To ensure our experiments are reproducible, we have created a supporting web-
site |6] containing all data, code, and results. Additionally, it houses other experiments
and comparisons omitted here for brevity. All experiments were conducted single-threaded
on a shared server containing an Intel® Xeon® E5-2680 v3 at 2.50 GHz with 377 GB
of RAM. An exception to the single-threaded constraint was made for the Yeh Dictionary
creation process and training of NN classifiers, which were permitted 4 jobs. All series were
z-normalized in preprocessing. In all of our comparisons to Catch22 [57] and k-Shape [6],

we replace NaN values from input time series with the mean of non-NaN values.

2.5.1 Clustering

We begin by showing the utility of our algorithm for clustering, as this allows
the most direct and visually intuitive demonstration of the invariances that our measure

achieves. The full set of combinations of hierarchal clustering parameters (average, single,
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Figure 2.3: Two-month subsequences of the electrical power demand data from four coun-
tries in Europe.

or complete linkage under L1, L2, or cosine similarity) are available at .

Electrical Power Demand

We consider a three-year long dataset of electrical power demand from European
countries . As Figure shows, the data are surprisingly diverse. There are at least
three sources of variability. The first is cultural; many Mediterranean countries regard
weekends as sacrosanct, and they have a visible decrease in power required for weekends,
as many businesses close (see Italy in Figure .

There are also obvious weather effects, the Mediterranean climate has low vari-
ability, but countries in northern Europe have a power demand that clearly reflects the
vagaries of the climate (see Norway in Figure . Finally, there may also be policy ef-
fects. For example, some countries incentivize off peak consumption, however this is im-
plemented differently in different countries. For example, Denmark, Norway, and Sweden

use spot-market-based pricing, whereas Estonia, Spain and the UK use dynamic real-time
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pricing [43]. Figure further hints at why this dataset is challenging from most cluster-
ing algorithms. There are regions of missing data and dropout and spikes that seem to
be meaningless (at least to the task at hand) but are likely to confuse most algorithms.
Nevertheless, Figure [2.4 shows a successful clustering.

This dataset spans from December 31, 2014 23:00:00 GMT to September 30, 2020
23:00:00 GMT. The results in Figure [2.4] are very intuitive, reflecting the major regions
of Europe. A handful of placements are debatable. Denmark is a Scandinavian country;
however, it does share a 68-kilometer border with Germany but is only connected to Sweden
by a bridge. While the overall clustering is very intuitive, Austria is a surprising outlier that
we might otherwise have expected to group with Germany. We can only speculate as to the
reason. Austria is famous for having “golden Sunday”, a tradition (formally enshrined in
federal law in 2003 [3]) for all shops to be closed on Sunday. This deference to the sabbath
has all but disappeared in the rest of Europe. In any case, this is exactly why we do such
clusterings, to discover interesting and unexpected findings that can be further investigated.

The dendrogram in Figure [2.4] was created using a PRCIS distance matrix under
Ti4,45)- We opted L = 48 to cover the transition from weekends to weekdays (and weekdays
to weekends) and chose S = 4 to cover different types of days we experience, such as a
weekday (Monday—Thursday), weekend, holiday, and Fridays.

We attempted to achieve similarly intuitive results with other methods, including
k-Shape [65], Catch22 [57], and obvious anomaly in any country and clustering using only
that day. None of these attempts yielded a clustering that was significantly better than

random. For brevity, we report these experiments in [5].
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Figure 2.4: The electrical power demand data from 25 of the countries under complete
linkage hierarchical clustering using T4 45, where 48 datapoints represent two days.

Human Mobility /Gait

As challenging as the previous dataset was, there was some mechanism (diurnal
cycles) that at least ensured that the periodicity is essentially constant. Moreover, all time
series were the same length. In this experiment we consider a dataset that does not offer
even those weak consistencies.

We consider the dataset created in , that records the gait of volunteers, some
sighted, some blind, as they walk various routes in the corridors of a building. Unlike some
gait datasets that are recorded on treadmills or other idealized situations, this dataset is
recorded “in the wild”. As noted by the original authors, “our participants walked on mul-
tiple paths with different levels of complexity, including turns at 45, 90, and 180 degrees, as

well as through doors that needed to be opened. While walking, our participants occasionally
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Figure 2.5: Four examples from the WeAllWalk dataset that hint at the variability of
the data.

veered off the straight path, got caught in wall openings, and collided with obstacles...”. In
Figure 2.5 top we hint at the diversity of this dataset, and in Figure [2.6] top shows the result
of average linkage hierarchical clustering on the data.

We wanted to avoid over polishing the parameters. To achieve this clustering, we
use T[g 95), where 25 time steps span one second. The eight-element dictionary size was our
rough guess as to how many behaviors we might see, given the description of the data. For
example, we hypothesized that we might see: normal gait, gait slowing down approaching
a door, strained gait while pushing a heavy door, etc.

The clustering is objectively correct, except for record T4-ID6-WC clustering with
the wrong group, belonging to ID7 (green). We speculate this is because ID6 and ID7 are
the only two individuals who used a cane, apart from ID8 (blue). However, ID8 contributed
twelve datapoints, half from walking with the use of a cane, and the other half with the
aid of a guide dog. The inter-similarity of the ID8 cluster may have caused T4-ID6-WC to
be clustered with ID7 instead. It is not clear what the best baseline comparison is here,

excluding direct application of most standard distance measures. The lengths of the time
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Figure 2.6: The complete linkage clustering of forty-two time series representing the Y-axis
motion of hip-worn a 25 Hz accelerometer (an iPhone 6). The six colors correspond to
six different individuals. top) PRCIS bottom) All features of Catch22, a SOTA time series
feature ensemble .

series varied from 61 seconds to 309 seconds. However, as shown in Figure [2.6] bottom, a
feature ensemble proposed for time series classification is better than random clustering
assignments, but does not produce a clustering as well as PRCIS does (Figuretop). We
relegate the figures for the best performing rival method to . In all cases, even the best

of the dozens of possibilities is not as good as our proposed method.
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the start of Feb. 6th (a Saturday), the second is on Lunar New Year—Feb. 8th 07:00—(a
Monday), and the third is the end of Feb. 14th (a Sunday).
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2.5.2 Taipei Mass Rapid Transit (MRT)

The Taipei MRT dataset details the number of riders that enter and exit at each
of the 108 stations from November 2015 to March 2017. Figure [2.7] shows the dates from
January 24, 2016 to February 27, 2016. The original data is available at http://data.taipei/,
but we have used a version from [102].

Unlike the previous example, there is no ground truth. However, we can see the
dendrogram in Figure has two halves that decidedly see different levels of traffic, the
green cluster seeing the highest traffic on average. Taipei Main Station sees significantly
more traffic than any other station. Within the green cluster, there is a subcluster of stations
near department stores. Dingpu and Yongning, Qili’an and Qiyan, and Chaing Kai-Shek

Memorial Hall and NTU Hospital are three pairs of adjacent stations.
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Figure 2.8: Station entry traffic under complete linkage clustering. Given the full series,
T4(8,40) where 40 hours spans two days of operation. We select S = 8 due to the large degree
of polymorphism seen in just the subsequences shown in Figure

Milling Machine Table Acoustic Emissions

The previous datasets were relatively low frequency datasets. Here we consider
data sampled at 250Hz. The NASA /Berkeley Milling Dataset contains acoustic emis-
sion from a milling machine under different depths of cuts, feeds, and materials used. In
Figure 2.9 top, we see that these cases are difficult to visually distinguish.

It might not be obvious why we need a dictionary-based method here. However,
the documentation that accompanies the data makes it clear that the data is polymorphic.
There is data corresponding to three phases: entry cut, steady cut, and exit cuts (although
the boundaries between these behaviors are not explicitly given). In addition, there may be
differences due to the direction of motion relative to the cutting head rotation, i.e., climb
cut vs. conventional cut, although this is not documented. Table contains details of

the classes clustered in Figure |2.9
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Figure 2.9: top) Two-second-long samples from four semantic classes in a machining dataset.
top-middle) The average linkage clustering of twenty such time series under Ty 519-
bottom-middle) Catch22 under complete linkage clustering.

bottom) The clustering produced by k-Shape .

Case | Depth of Cut | Feed | Material
1 1.5 0.5 Cast Iron
3 0.75 0.25 | Cast Iron
7 0.75 0. 25 Steel
16 1.5 0.5 Steel

Table 2.1: The classes and conditions of the time series in Figure
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Using PRCIS, we can achieve the clustering in Figure 2.9} top-middle, where each
of the series is 9,000 datapoints, equivalent to 36 seconds of wall clock time. In Fig-
ure bottom—mz’ddle we cluster the same series using the Catch22 [57] framework. Because
this dataset is of both uniform length and has an available ground truth, we can make a
third comparison in k-Shape [65] (Figure bottom). These clusters are more homogenous
than those produced by Catch22, but do not distinguish cases 7 and 16 nearly as well.

Additional comparisons of clusterings are reported at [5].

2.5.3 Business Merchants

Identifying a merchant’s true business type is vital to ensure the integrity of pay-
ment processing systems, as a merchant may intentionally or unintentionally report a false
business type to the payment process network [104]. When representing merchants with
hourly aggregated time series, time series analysis is effective for identifying a merchant’s
business type [104]. For example, toll collections peak during rush hours and meal delivery
services are busy around lunch and dinner hours.

Thirty-eight merchants from five different categories (vending machines, online
videogame retailers, toll collection, parking meters, and meal delivery services) are sampled
for this study. The names of the merchants are not released to maintain confidentiality. For
each merchant, we generate the number of transactions per hour from January 1, 2018 to
June 30, 2021. In Figure [2.10] we show an example of two vending machines.

In Figure [2.11] we compare Yeh’s Dictionaries + PRCIS with three baselines, vi-

sualizing each merchant as a coordinate computed using t-SNE. Our method and baselines’
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Figure 2.10: Vending machine 1 may be newly added, and vending machine 2 may be
recently removed. Computing the distance between them from a global perspective is
doomed to fail.

problem constructions are as follows:

e Yeh’s Dictionaries + PRCIS: We construct a dictionary Ty5 165) for each series,
where each pattern of L=168 spans one week. Should Yeh’s dictionary algorithm
return a T with the maximum 18 patterns allowed, the total length of the patterns

in Ty will be no longer than 10% of the length of the full series.

e Entire Series + DTW: The time series are z-normalized and the DTW distance is
computed pairwise. DTW computes distances between subsequences of the full series,

each 182 weeks long.

e Random 10% + DTW: A random subsequence 10% of the original time series
length (just over 18 weeks) are extracted then z-normalized, and the DTW distance
is computed pairwise between these subsequences. This baseline is to study if the

success of PRECIS is due to using only a subset of the original time series.

e Systematic Random 10% + DTW: Similar to Random 10%, each merchant is
also represented with a subsequence in lieu of the full series. However, all merchants

use subsequences covering the same period of time.
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Figure 2.11: Four different combinations of inputs and distance measures. The scatterplot
associated with PRCIS shows a clear separation of merchants from the five business types.

PRCIS successfully captures the business type of the merchants, attending to
local subsequences at a meaningful scale (one week). The other baselines look at each series
from a much longer time horizon. Series like those in Figure have long “no signal”

subsequences, and a distance measure will fail if unable to ignore these.
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2.5.4 Classification

Here we turn our attention from clustering to classification. There are literally
thousands of papers on classification of short time series, say individual heartbeats or ges-
tures. (In essence, every paper that cites the UCR classification archive). However, these
works assume that individual heartbeats/gestures/events have been extracted from the data
streams. In many cases, this extraction may be a more difficult task than the classification
problem itself. As the clustering examples we have considered hint at, we are interested
in much longer, unstructured datasets in domain agnostic settings. There is very little
literature on time series classification under these assumptions.

Here we consider two very different long time series classification challenges. While
this is a subjective claim, we believe that in general neither of these tasks could be solved by
human inspection. For example, for USC-HAD [106] Walking-Forward and Walking-Upstairs
are visually very similar. To avoid over tuning the algorithm, we simply spent a few minutes
“playing” with a tiny subset of dataset, to select the two parameters we needed to set. For
each algorithm considered, we used 1NN Leave-One-Out (LOO) classification to evaluate
its performance.

Despite that the classification works we reference in Section are trained on
single-event time series, we compare to ROCKET for completeness. ROCKET is the fastest
of the SOTA mentioned in Section and executes in approximately the same time scale
as Catch22 and PRECIS (“minutes to hours” as opposed to “hours to days”). The out-
of-the-box implementation from the authors [30] does require a uniform length time series

dataset. We offer results using zero-padding and padding any shorter series to itself, clipping
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to the length of the longest series. As aforementioned, WeAllWalk series lengths varied
from lengths 1,525-7,725 datapoints, and USC-HAD series lengths varied from 600-13,500
datapoints.

The feature-based approach we compare to is Catch22. Catch22’s best subset of
features was selected through simple greedy forward selection. If an input time series results
in a Catch22 feature vector containing any NaN values, the series is simply discarded, and
not counted against Catch22. This situation was not applicable to WeAllWalk, but in
USC-HAD, 28 such series were discarded.

In the case of Random Dictionaries + PRCIS, reported results are the average of
10 runs. Six nonoverlapping subsequences of length 150 were selected randomly. In the
cases where time series may be shorter than S x L (in this case, S« L = 900), we opt to
include as many patterns of length L as possible. For example, no more than four patterns
can be extracted from a series of length 600 when L = 150. By sight, the smallest unit of
cycles seemed to appear in lengths of 50 datapoints, so we opted to select a pattern length
following a factor of 50.

We compared two variants of PRCIS. The random dictionary version offers evi-
dence for our claim that using a subset of the data can be better than using all the data,
and the Yeh’s Dictionary variant offers evidence that well-chosen subset of the data is better
again. Table summarizes the results.

Not listed in Table 4 we reference the reported results on USC-HAD by [106]
using handcrafted features and a tuned multilayer perceptron to obtain an accuracy of

74.71%. In contrast, we have opted to not preprocess the dataset to remove spurious
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Dataset USC-HAD | WeAllWalk
Dataset Size 630 42
Default Rate 11.11 28.75

Dictionary Parameters Tyi6,150] T4[8,25]
ROCKET, zero-padding 0.0 28.57
ROCKET, self-padding 0.0 28.57
Catch22, Best Feature 36.67 76.19
Catch22, All Features 44.13 66.67
Catch22, Best Feature Subset 64.92 97.62
PRCIS, Rand Dict. 71.08 92.14
PRCIS, Yeh’s Dict. 73.33 100.0

Table 2.2: The LOO Accuracy of seven approaches on three datasets.

subsequences or extract individual gait cycles. Additionally, many papers edit the classes
considered in nonstandard ways. We have set nothing except the pattern length to 150

based on a quick visual inspection of a few traces.

2.5.5 Effect of Dictionary Size

Classification experiments are the most direct way to evaluate the effect of dic-
tionary size on PECIS’s ability to effectively represent long time series. While there is a
single semantic label for each class, i.e., “Walking-Forward”, our claim is that for a long
time series, it is unlikely that any single subsequence can represent the concept. For exam-
ple, even the apparently monolithic “Walking-Forward” may actually consist of multiple
regions: getting-up-to-speed, cruising-at-constant-speed, etc. If our assumption is true, we
would expect to see poor results for the smallest dictionary size and increasing (but with
diminishing returns) accuracy as we make the dictionaries larger.

Largely, the results in Figure supports our hypothesis: while a dictionary

of size one is significantly better than default rate random guessing, additional words do
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Figure 2.12: The dictionary size vs. accuracy on the USC-HAD over different pairs of
dictionary algorithms and distance measures.

improve accuracy. However, the improvements yield diminishing returns as the larger dic-
tionaries begin to fully represent the diversity of the behavior. In the case of Yeh+PRECIS,
passing in a greater value for S seems to have little effect after six patterns. This is be-
cause most of the behaviors here are relatively homogamous, more diverse behaviors (i.e.,
the electrical power demand data of Section with its different cultural and weather
seasons) may require larger dictionaries.

Competitive accuracy is of little use unless the model executes in a workable time
frame; to consider this, we measure throughput. We calculate throughput as the average
wall clock time required for one dictionary-to-dictionary distance computation. PRCIS

2

makes (m* —m)/2 such computations, where m is the number of time series in a dataset.

We mentioned in our discussion of Figure that passing in a greater value for S

produces diminishing returns after its peak at six patterns under Yeh+PRCIS. This is also
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Figure 2.13: The throughput of each distance combination of distance measures and dic-
tionary creation methods reported with respect to our experiments on USC-HAD in Fig-

ure

reflected in Figure 2.13] where we can see the throughput stops decreasing. Throughput is
in the units of dictionary comparisons per second (dcomps/s). This seems to suggest that,
with PRCIS, a good dictionary creation method that minimizes spurious or redundant
patterns is an efficient and accurate approach in the space of long time series. (We recall
that Yeh’s Dictionary method will merge individual patterns into a single pattern if their

subsequence bounds overlap.)

2.5.6 Towards PRCIS Anomaly Detection

There has been a recent explosion of interest in time series anomaly detection. A
wealth of techniques have been applied to this task (including dozens of variants of deep
learning [13]. However, there is increasing evidence that simple distance-based methods are
competitive in this area. For example, a recent paper compared over a dozen variants of

SOTA deep learning approaches to a simple distance-based method (discords as represented

32



by the Matrix Profile [42]) on 250 datasets, and discovered that the distance-based method
was significantly better [13].

However, this result only addresses short anomalies, a single arrythmia or a single
stumble in a long normal walk. Our warnings about the appropriateness of techniques for
short time series being blindly applied to long time series apply here, perhaps even more so
than for clustering or classification. In particular, we claim that there are some problems
for which essentially all techniques in the literature are inappropriate. To demonstrate this,
consider the following example. The example is slightly contrived, but uses real data [1],
and reflects a real industrial problem.

The performance of electrical motors is often monitored with accelerometers. Some
types of motor anomalies are easy to detect from such data, for example a faulty bearing
or worn brushes. However, there are much subtler patterns that may be anomalous. For
example, an S3-class industrial motor is designed for intermittent periodic duty, a sequence
of cycles containing periods of constant loads and (typically) a period at rest. There may
be periods of different levels of constant loads; a machine may cycle between rest, high load
(to raise a conveyor), low load (to lower the conveyor), back to rest, in an endless cycle. It
should be clear that the normal behavior of this device is polymorphic, no single time series
shape can represent all the version cycles.

It may be possible to build an anomaly detector in this domain with detailed do-
main knowledge. However, we propose to address this problem with a simpler approach.
We propose to build a dictionary from a sample of normal data. We will not “tell” the

algorithm where the different cycles begin (in any case, we generally may not know this).
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Figure 2.14: A Yeh’s Dictionary T3 1000], computed from a trace of normal behavior from
an industrial shear.

Instead, we assume that the dictionary creation algorithm will automatically choose repre-
sentative patterns, so long as the dictionary size is greater than or equal to the true number
of atomic behaviors. In Figure we have done exactly this on an example of normal
behavior of an industrial paper shear for a large volume book printer.

In this case, the data is so complex that it is impossible to visually confirm that it
represents the diversity of duty cycles in the industrial process. However, we can test this.
In Figure[2.15] we create a PRCIS distance profile, “sliding” each pattern of the dictionary
across an eleven-minute trace from the same motor. Because PRCIS the distance measure
(Algorithm [2)) is a distance measure between a dictionary and a dictionary, we briefly cover
the PRCIS distance profile in Algorithm [3| which is defined as the distance from a dictionary
to a time series.

The data in Figure 2.15/top has a 32-second anomaly beginning at about five
minutes in. Gratifyingly, the PRCIS distance profile (Figure bottom peaks at the
location of the anomaly, caused by one of the cycles drawing a higher load due to a paper
jam. Before continuing discussion, we want to ward off a possible misunderstanding. PRCIS
is designed for long time series. Here long does not refer to the data being monitored, in any

case that is data normally assumed to be effectively unbounded. Instead, long here refers to
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Algorithm 3 The algorithm to compute the PRCIS Distance Profile.
1: function PRCIS_DisTPRrOF(D,T) > A dictionary D and a time series 7.

2: dps < H

3: for p; € D do

4: dps.append(MASS(T, pg))

5: end for

6: metag, < mean(dps) > Elementwise mean.
7: PRCIS, < movemean(metagy, L)

8: return PRCIS,,

9: end function

|

2 hp Reliance Electric motor (vibration) 32 seconds of anomalous load

A on s

PRECIS distance Profile

0 80,000

11.2 minutes 160,000

Figure 2.15: top) An eleven-minute trace of motor powering an industrial paper shear.
bottom) The distance between the dictionary shown in Figure to local subsequences
of length 1,000 measures with the PRCIS distance measure. This curve was smoothed for
clarity, not affecting the result. The parameters for smoothing were a factor of L.

the length of the subsequences being considered. For example, the patterns in Figure
are much longer than the length of subsequences considered in all anomaly detection studies
we are aware of .

We have shown that PRCIS can detect (or at least peak at) at the anomaly; can
other approaches? In Figure YY we consider the Matrix Profile , and Telemanom , a
widely cited deep learning approach. The Matrix Profile was computed using a subsequence

window of 256. The Telemanom Profile is an error curve under exponential weighted moving
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Figure 2.16: Telemanom and the Matrix Profile on the same eleven-minute trace in Figure
The distance profiles for these algorithms peak in the wrong places.

average smoothing (EWMA smoothing). In fairness to the inventors of Matrix Profile and
Telemanom, while they do not explicitly state this, it is clear that they intended their
algorithms to work with short time series subsequences, not the longer semantically diverse
subsequences /regions we are considering here.

This example is somewhat tentative and speculative. Unlike the more common
“short anomaly” problem, there are currently no standard benchmarks to evaluate this
task. However, we believe that this example shows the promise of considering anomaly
detection problems at the higher level of combinations of behavior, rather than a single

irregular shape.

2.6 Conclusions and Future Work

We have introduced PRCIS, a novel distance measure for comparing long time
series. We have shown that using PRCIS can produce intuitive and semantically correct
clusterings and embeddings of data. Moreover, it can do this in the presence of noise, spikes,
dropouts, and even missing data. In future work we plan to consider further downstream

uses of PRCIS, and investigate ways to set its two parameters automatically, probably by
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exploiting recent advances in using Minimum Description Length (MDL) for time series [40].
We have made all our code and datasets freely available in perpetuity, to allow others to

confirm and extend our findings.
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Chapter 3

Time Series Anomaly Explanations

3.1 Introduction

Recent years have seen significant advancements in Time Series Anomaly De-
tection, or TSAD, with state-of-the-art algorithms now outperforming even domain ex-
perts [55]. For example, consider the one-minute snippet of Electrocardiogram (ECG) data
shown in Figure Even with careful visual inspection, is not apparent to the human eye
that this time series has any anomalies. Nevertheless, as Figure |3.2 shows, an anomaly can

be discovered in the data.

HilL LALLM

One Minute of ECG at 128Hz
Figure 3.1: One minute of ECG data. From out-of-band data, we know that it contains a
single anomaly, which must be very subtle.

LA

7000
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Figure 3.2: The ECG shown in Figure processed with the leftMP [109] set to find two-
second long anomalies. The algorithm indicates an anomaly (highlighted in red) at location
6,763 (red dashed line).

Without the out-of-band confirmation that the algorithm did indeed find a true
anomaly, it is not clear that we would trust this result. Even if we did trust it, perhaps
recalling that this algorithm had performed very well on similar data, we would surely be
curious as to why the algorithm had flagged this. To this end, we conducted both interviews
with domain experts and an extensive review of their literature on anomalous findings. We
noted that domain experts often explain anomalies by noting what would have to change

to make the anomaly appear normal, essentially completing the following template:
Anomaly would be like A except for corruption B.

Let us attempt this for the anomaly we discovered in Figure [3.2l Under the
Euclidean distance (ED) that leftMP algorithm used to detect this anomaly, it was 15.3
units from its nearest neighbor in the training data. As shown in Figure [3.3] if we simply
replaced ED with the dynamic time warping (DTW) distance, that number drops to just
2.3. This dramatic change suggests the cause of the anomaly was not a change in shape per
se, but simply local changes in the timing of the beats.

As Figure [3.3] shows, from the computed warping alignment, it appears that the

anomaly has a short beat followed by a long beat. In fact, if we Google that exact phase,
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Anomalous Beat

Normal Beat

Figure 3.3: The anomaly compared to its DTW nearest neighbor in the training data.

the number 1 hit is a book that contains the text “..compensation beats: a short beat
followed by a long beat, which together last the same duration as two normal beats..” [59).
According to noted cardiologist Dr. Gregory Mason, the anomaly we discovered is indeed
a compensation beat, a particular type of supraventricular arrhythmia.

In Figure [3.4]left, we show another anomaly discovered later in the same dataset.
For this anomaly using the DTW distance instead of ED makes no difference. However,
as Figure .4 right suggests, a little smoothing drastically reduces the distance between
the anomaly and its nearest neighbor. This suggests that this anomaly is caused by, and
therefore best explained by, noise. These examples outline our basic approach to time
series anomaly explanation. Given an (perhaps tentative) anomaly, we will test a small
set of operators that may be able to transform the anomaly into a normal data pattern.
The most parsimonious transformation (or rather, its inverse) can be seen as the best

explanation of the anomaly.
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Figure 3.4: left) Another anomaly found in the ECG. right) The anomaly overlayed with
its nearest neighbor before and after smoothing.

This idea opens two challenges:

e What is the correct set of operators that is expressive enough to explain all anomalies?

e Assuming that some of these operators are in different units, how do we make them

commensurate, so that they can be ranked, and the best explanation offered?

In this work we introduce principled answers to both questions. We demonstrate the intu-
itiveness, and the correctness and actionability of our explanations on diverse domains.
The rest of this paper is organized as follows. Section contains our motivation
and Section our closest related works. In Section we introduce our methodology
and the operators it leverages. In Section [3.4.11] we discuss how we made them commen-
surate and comparable. In Section we present our empirical results in the form of a

benchmark.

3.2 Motivation

The recent successes in the community’s ability to find anomalies have outpaced

its ability to explain them, once discovered. It is not even clear what format an anomaly

41



explanation should take. The literature is replete with ideas [26,92]. Weight matrices,
heatmaps and feature-saliency maps [39,93], rule-based systems [16], and weighted trees [20]
have all been employed.

However, many of these approaches seem very indirect. In some cases, the ex-
planations seem to be more complex than the data they seek to explain. In addition, for
most of these techniques, the method of anomaly explanation in inextricability tied to the
method of anomaly discovery. As we will later argue, it is advantageous to divorce these
two steps.

Returning to our original question, what format should an anomaly explanation
take? Rather than impose our preferred method on the users of anomaly detection systems,
it makes sense to understand how domain experts normally talk, reason and communicate

about anomalies. The follow examples give a flavor of this (emphasis ours):

e “.similar to pattern 1 except for a deep valley” [23]

e “.like ATMs 1 and 2, except for a large spike” [97]

[13

e “.similar to the vertical spectra except for the peak” [50]

e “_similar to western SIO except it shows two crests” [64]

e “This is similar to inhibition-induced spiking, except that the response is a burst.” [51]

Note that while these examples are from diverse domains, they all have the same
basic structure. In each case the explanation says what corruption must be removed (equiv-
alently, what edit could be performed) in order to make the anomaly look like what normal

pattern. For example, the authors of [23] suggest that if the anomaly is edited to remove

42



the deep valley, it would look like a normal pattern 1. Such explanations are often written
in the form of Anomaly would be like A except for corruption B. The reader will
note that such explanations are counterfactual explanations. As our examples suggest, such
explanations appear to be universally used in industry [12,87], science, and medicine.

Counterfactual ezamples (or counterfactuals) are a popular form for explanations
in explainable AT (XAI), perhaps because they are amenable to the way people “select to
mutate in their representation of reality” [22]. Counterfactuals describe what should be
different in a system’s input to produce a different outcome, allow for imagining better (as
opposed to worse) outcomes, and do not focus on improbable events [22]). Counterfactuals
are thought to be particularly helpful if they are sparse and prozimate [29].

These observations motivate PUPAE (Personalizable Universal Plausible Anomaly
Explanations), our proposed definition of anomaly explanation. The formal definition is in
Section but can be informally stated as: A PUPAE is the minimum change that
can be made to an anomaly to make it similar to some normal data at location Loc in
the training data. Note the location Loc in the training data is an intrinsic part of the

explanation. For example, consider these two following explanations:

e The pattern looks like Monday Dec 25th 2023 if we remove the spike at the beginning

of the anomaly.

e The pattern looks like Monday Dec 4th 2023 if we remove the spike at the beginning

of the anomaly.

Note the distortion is the same in both cases, but in the former case, we can see

that this anomaly is more similar to a holiday, than a regular working day.
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3.3 Related Work

Several works explore the use of natural language counterfactuals for various do-
mains, including NLP [68] and computer vision [38]. However only a handful of research
efforts have considered counterfactual explanations for time series. Additionally, out of the
methods we discuss in this section, PUPAE is the only method that uses natural language
counterfactual explanations for time series. Some methods to explain and visualize time
series tasks include by way of clustering [86], feature importance and heatmaps [39,93], or
in terms of other subsequences of the time series accompanied by natural language [87].
TSXplain [63] generates a paragraph of textual based on results from a statistical feature
extractor, listing numerical values for statistical features.

PUPAE can be best be categorized as a perturbation-based method, which directly
computes the contribution of the input features by altering them, computing over the altered
input, and measuring the difference between the original input [10]. Other perturbation-
based methods include Native Guide [29] and TeRCe [16]. However, these methods generate
synthetic time series subsequences to visually juxtapose with the anomaly. In contrast,

PUPAE uses only real data and generates natural language counterfactuals.

3.4 Counterfactual Operators

We are now able to explain our proposed operators. These operators are based
on our inspection of all publicly available TSAD benchmarks [361[55},98,100], reviewing the
literature [8,23],/50,/59,(78], and interviews with several domain experts in cardiology (Dr.

Greg Mason), oil&gas processing, and entomology (Dr. Kerry Mauck). While we shall show
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that these operators are very expressive, we do not claim that they are complete. However,
our framework is general enough that it would be easy for a practitioner to augment our

system with a custom domain-specific operator.

3.4.1 A Motivating Domain in Entomology.

To ground our examples in reality, we searched for a single domain that could
illustrate our proposed operators. Entomology offers such a possibility. Phytophagous
(plant eating) insects such as the Asian citrus psyllid (Diaphorina citri) can have their
behavior monitored by a device called an electrical Penetration Graph (EPG). Datasets
collected this way are routinely searched for anomalies, which may be novel insect behaviors,
or data artifacts that must be excluded from analysis.

Normally we envision the training data for a TSAD algorithm as being a single
long time from which subsequences are sampled [55,/98,/100]. However, for simplicity, in
Figure we show just a curated (by entomologist, Dr. Kerry Mauck) set of subsequences.

In our training data, the mean z-normalized Euclidean distance between an in-
stance and its nearest neighbor is 2.105, with a standard deviation of 0.114. Thus, we can
define as anomalous, any time series that is not within p + 30 (2.448) of at least one sub-
sequence. This is the anomaly threshold shown in Figure just below the dendrogram.
This may seem like a trivial TSAD algorithm, but it is essentially equivalent to the Matrix
Profile algorithm, which is considered among the state of the art (SOTA) for time series
anomaly detection [55]. In any case, recall that our aims here are completely independent

of the TSAD algorithm used.
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Figure 3.5: A set of subsequences which act as a training dataset for our simple TSAD

model. Note that the dataset [107] is polymorphic, there are two types of normal behaviors,
known to entomologists as G (1 to 4) and E2 (5 to 7).

Below, we discuss the set of operators in our framework. For brevity we mostly dis-
cuss them at a conceptual level. However, in every case, we have both detailed pseudocode

and actual code available at [@]

3.4.2 Operator: Uniform Rescaling

The first anomaly we consider is the anomaly denoted in red, in Figure [3.6] It is
not obvious why this is an anomaly, as it strongly resembles patterns 5 to 7 in the training
set. However, it is 24.57 from its nearest neighbor in the training data, which is much larger
than the anomaly threshold.

In Figure [3.6]left we show the effect of taking this anomaly, “stretching” it in the
time axis, and (re)comparing it to pattern 7. In order to make the stretched versions of

the anomaly commensurate with the fixed length training data, we must truncate off the
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Figure 3.6: left) The anomaly (red) is far from its nearest neighbor (blue) because it is faster
(has higher periodicity) than its nearest neighbor. By “stretching” it and recomputing the
distance, we find it closely matches normal data if it is nine percent longer (right).

surplus datapoints (highlighted in yellow). In Figure m’ght we show the effect that the
rescaling has on the Euclidean distance. As we increase the stretching, the distance begins
to drop dramatically, minimizing when the anomaly is 109% of its original length, and then

rising sharply again. We can interpret this as an explanation in our proposed format:
Anomaly would be like 6, except for corruption +97 uniform rescaling.

In Figure[3.6| we only consider stretching the anomaly, however we also shrink the
anomaly, by reversing the roles in the computation. There is an important caveat to this
operator: we must place some limits on the amount of rescaling. When any time series
stretched arbitrarily long, it effectively becomes a straight line, and straight lines have a
surprisingly low distance to any time series . Without loss of generality, we limit the
rescaling to between 80% to 120% of the original length, but this can be tweaked to fit the

user’s needs.
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Figure 3.7: The algorithm outlined in Algorithm [4] creates a heat map whose darkest value
predicts the length and location of the subsequence we should ignore to maximize its simi-
larity to a normal data object.

3.4.3 Operator: Occlusion

Anomalies like that in Figure are very common in many domains. The overall
shape is familiar, but there is a local burst of noise or other distortion. This has a natural
explanation in our framework, the anomaly would be like a normal object if we ignored a
sub-region of some length, starting at some location. This means that we need to have some
technique to predict the appropriate sub-region to occlude. It is clear we must charge some
penalty for any data we ignore, otherwise we can always reduce the distance between any

pair of time series by ignoring some data.
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As shown in Figure we can conduct a grid search over all possible values for
location and length, scoring each combination. For our sample dataset, there is a strong
peak (the darkest pixels) at location=157 and length=37, which seems to be the correct

answer. We now can interpret this in our proposed format:

Anomaly would be like 3, except for corruption region of length 37, at

location 157.

We can further expand our explanation, by noting that there are three common
cases for the occluded data. If the mean of the occluded data is about the same as the mean
of the remaining data (as in the above case), we can echo noise, if the mean is at least one
standard deviation greater than the mean of the remaining data, we can echo spike, and
if the mean is at least one standard deviation less than the mean of the remaining data, we
can echo dropout.

In Algorithm[4] we formalize the algorithm that conducts the grid search to find the
best occlusion explanation. Lines 1-3 initialize relevant constants and the data structures
that the results will be stored in. Then in Lines 4-16 we compute and store the Occlusion
Euclidean distance (OED) in the 2D distance matrix. For any occlusion length and occlusion
location, the OED is computed in lines 7-13. In lines 7-9, The ED distance between the
model series T' and anomaly series A for the subsequences before and after the occluded
subsequence. The core logic of the operator is in lines 10-12.

Framing this as a counterfactual, we ask, “If the anomalous region were to instead
resemble a normal signal instead, what would the distance realistically be?” Following this

line of thought, we substitute the distance of each time step in the anomalous region with the
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Algorithm 4 Occlusion Euclidean Distance.

1. procedure OED(D, K) > Anomaly-free Series Ty and Anomaly Series A
2: L < len(N7)

3: dists < Inf(L,L/2)

4: OCCL_SCALE <+ linspace(0,2,L/2)

5: for olen =1:L/2 do > Test lengths
6: for oloc =1: L — olen do > Test locations
7 b,a < oloc — 1,0loc + olen

8: before <~ ED(Tn[1:b] — A[l : }]

9: after <~ ED(Tn[a : end] — Ala : end]
10: O1 < abs(mean(Tn[1 : b] — A[1:b])) > Mean dist. between each time step.
11: 02 < abs(mean(Tn|a : end] — Ala : end)))
12: O <+ ((0O1+ 02) % 0.5) * olen
13: dists[oloc, olen] < before 4+ after + O + OCCL_SCALE|olen)]
14: end for
15: end for
16: oed + min(dists(:))
17: return oloc, olen, oed

18: end procedure
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Figure 3.8: top) A three-week long snippet of EnerNOC887 has two anomalies. DAMP
found them, and PUPAE (bottom) explains them. Note that A is reported as noise, as the
spike is followed by a dropout of about the same magnitude, giving the offending region a
mean value that is similar to the original data.

average distance between the model and anomaly series where the signal indicates typical
behavior. The penalty term based on 0CCL_SCALE (line 13) is to prevent the algorithm from
choosing to occlude as much of the series as possible.

There is another more general thing we can do to enhance the intuitiveness of our
explanations. In some cases, instead of reporting the relative location of the anomalous
subregions, we can report the absolute time. This may give the user additional insights.
For example, suppose that a UK electrical grid operator noticed an anomalous spike at
3:45pm on 18/12/2022. She may search her mind for an explanation, “What could have
caused this? Ahh, it was half time in the World Cup final!” (It has long been known that
in England there is a large spike in electrical power demand during the half time of games,
as millions of households simultaneously turn on their kettles [85]).

To illustrate both ideas, we applied the DAMP algorithm [55] to EnerNOC887,
a year-long energy usage dataset for an industrial site [8]. DAMP easily found the true

anomalies, and as Figure [3.§ shows, two of them happen to be in the same month.
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Figure 3.9: An anomaly with warping (red) and its nearest anomaly-free neighbor (blue).

3.4.4 Operator: Warping

Consider the anomaly in Figure [3.9] once again is not obvious why this is an
anomaly, as it appears to resemble patterns 1 to 4 in the training set. However, if we
overlay it with its nearest neighbor in the training data (exemplar 3, shown in blue), we
can see that some of the peaks are out of phase.

The reader will appreciate that this misalignment of features is called informally
called “warping”, and dynamic time warping (DTW) is a distance measure that is designed
to be invariant to this. In particular, the anomaly has a Euclidean distance of 4.2 to its
nearest neighbor in the training set, and this is reduced to 2.3 under the DTW distance.
Note that for any two time series, their DTW distance is always less than or equal to their
Fuclidean distance. Thus, just as with Occlusion operator and OED, a penalty distance
needs to be incorporated into the DTW distance if it is to be compared to the ED of the
other operators.

Where A is the anomaly subsequence, Ty is its nearest anomaly-free neighbor, L 4
the length of the anomaly, A’ the warping path, and L4/ the length of the warping path,
compute and set Iqrping as follows:

L DTW (A, Tn) * (ﬁ)
warping — ED(A, TN)

(3.1)
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As discussed in more detail below, a greater reduction in distance relative to the
Euclidean distance between the anomaly and its nearest neighbor will semantically indicate
that the operator is a plausible explanation for the anomaly. Scaling DTW (A, Tx ) according
to the reciprocal of difference in length according to the warping path allows PUPAE to
communicate that anomalies fully utilizing the DTW warping window are more likely to be
appropriately explained as a warped anomaly.

While we recognize this is subject to an edge case when the lengths of L4 and
Ly are of equal length, but the reader will appreciate that this particular edge case of a
warping path of length zero is semantically Euclidean distance, and this is easy accounted

for before computing Iyarping-

3.4.5 Operator: Smoothing

In Figure[3.10] there are various anomaly types and an operator applied to each. In
the left column by row, various anomalies are in red overlaid with their nearest anomaly-free
neighbor in blue. In the right column by row, the same anomalies with the corresponding
perturbing operator applied to minimize the resulting time series’ Euclidean distance to the
nearest anomaly-free neighbor.

Consider the noisy anomaly (top) in Figure It is easy to see that it resembles
patterns 1 to 4 in the training set but is simply globally noisy (as opposed to the example
in Figure which had local noise). The anomaly has a Euclidean distance of 3.0 to its
nearest neighbor in the training set, and this is reduced to 2.2 after it is smoothed using

the simple moving mean algorithm with a window length of three.
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Figure 3.10: Left column) By row, various anomalies are in red overlaid with their nearest
anomaly-free neighbor in blue. Right column) The Noisy Anomaly has been smoothed, the
LR Flip Anomaly has been horizontally flipped, the UD Flip anomaly has been vertically
flipped, and the Linear Trend Anomaly has been detrended.

We have found that such anomalies are important to be able to explain, as their
meaning is highly domain dependent and actionable. For example, in many medical con-
texts such noise is virtually always due to “Power Line Interference” , and uninteresting
to the clinicians. In fact, it is often cited as the number one source of false positive fa-
tigue . In contrast, in some oil&gas operations, short bursts of high frequency noise can
be caused by cavitation due to large pressure drops. Such anomalies need to be prioritized
for investigation, as they are often precursors to dramatic failures. While there is significant
literature on smoothing algorithms, we have found a simple moving average filter seems to

be universally useful here.
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3.4.6 Operator: Reversal (LR Flip)

We synthetically created the LR Flip Anomaly in Figure to remain consistent
with our insect dataset. However, these reversed shapes do appear as anomalies in the
wild [108]. The anomaly has a Euclidean distance of 17.6 to its nearest neighbor in the

training set, and this is dramatically reduced to 0.54 after it is flipped horizontally.

3.4.7 Operator: Flip Upside Down (UD Flip)

This UD Flip example in Figure is also a synthetically created anomaly to
remain consistent with our insect theme. However, once again these Y-axis reversed shapes
do appear in the wild as anomalies [108]. The anomaly has a Euclidean distance of 23.27 to

its nearest neighbor in the training set. This is reduced to 1.95 after it is flipped vertically.

3.4.8 Operator: Linear Trend

Consider the Linear Trend anomaly in Figure As with some of the previous
anomalies, it resembles patterns 1 through 4 in the training set. However, with careful
visual inspection the reader may realize that it has a slightly greater upward linear trend.
There are standard algorithms for detrending time series, which are logically equivalent to
finding the best fitting line to the data, then subtracting that line from the data. Before
we apply this correction to the above, the distance to its nearest neighbor in the training
set is 8.7, afterwards the distance is reduced to just 0.93.

This is another example of an anomaly explanation with clear actionability. In
patient monitoring in an ICU setting, a change in linear trend of a PPG signal (oxygen

saturation) is usually ignorable. It is typically due to patient movement. However, a change
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Figure 3.11: A mean-shifted anomaly, also commonly referred to as a step anomaly.

in the linear trend of a respiration signal may indicate dyspnea (difficulty breathing) caused

by upper airway obstruction and should be attended to immediately.

3.4.9 Operator: Piecewise Normalization

Consider the anomaly in Figure which we show overlayed with a normal time
series (in blue) for context. The reader will appreciate the two time series look very much
alike, except that the anomaly has a “level-change” or “shift” in its middle. Such anomalies
seem to be very common across multiple domains. The change can be a mean change (as
in the above, and/or an amplitude change.

The cause of such changes is domain dependent. In our insect EPG example, there
is a situation that is known to cause this anomaly. The insect being monitored has a fine
uninsulated gold wire (about 1/100th the thickness of a human hair) glued to it and the
insect is allowed to roam around on, and feed on a plant. If that wire should touch a part of
the plant, it reduces the electrical resistance, and causes a level shift. In the example shown
above, the change point occurs in the middle of the time series, however we cannot be sure
that this is generally true, especially as we wish to be TSAD algorithm independent. Thus,

we will need to test all possible split points.
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Figure 3.12: left) An apparent anomaly from the MITDB [62] benchmark overlaid on its

nearest neighbor. right) The PND operator suggests cutting the anomaly at 127 to produce
a dramatically reduced distance, and to visually reveal the latent similarity.

This anomaly can be corrected by piecewise normalization. In particular, for
two time series A, and Ty, both of length m, we can compute the Piecewise Normalized

Distance:

<néin m (\/SSd(Alzi, Bl;z‘) + SSd(Ai+1:m7 Bi—l—l:m)) (3'2)
<i<m—7

PND(A,Ty) = arg
El

Where ssd is the sum of squared distances between two z-normalized vectors:
RS
ssd(X,Y) = (X, - Y;)? (3.3)
j=1
The PN D reduces to the ED if the left and right sides of both time series have
the same means and standard deviations but produces a dramatically lower score in the
presence of a shift of mean and/or standard deviation. In Figure we show an example
of PND applied to a section from a classic benchmark.
The time series in Figure [3.12] is not the labeled anomaly in this dataset, but is
flagged as an anomaly by some algorithms including the Matrix Profile and Telemanom [41]
(on some runs; Telemanom is stochastic). This hints at the value of time series explanations.

If a user is experiencing many false positives, but they all have the same explanation, she

can suppress the reports that have that explanation, or refine her algorithm.
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3.4.10 Discussion of Operators

As we will show in our experimental evaluation section, the list of operators above
is very expressive, and covers the vast majority of anomalies available in the communities’
benchmark datasets [98,100]. However, we emphasize that we are not claiming that these
are a complete set. We believe that our framework is general enough to allow practitioners
to add custom operators specialized for their domain.

PUPAE only allows a single operator to be an explanation. The reader may argue
that an anomaly may have two or more causes, say a spike and some warping. Again, based
on the standard benchmark datasets [98],/100] and our discussion with domain experts, this
seems very rare, thus we defer further discussion of this to future work.

In addition to adding new bespoke operators, occasionally a user may wish to
remove operators based on their domain knowledge. For example, they may know that
their domain has a lot of inconsequential warping, thus warping should not be used to

explain an anomaly.

3.4.11 Making Operators Commensurate

In the previous section, we listed the full set of operators we consider in this
work. However, the operators need to be commensurate so that we can compare and
rank them, and only report the most plausible explanation to the user. All our proposed
operators return distances that are either ED or based on ED (note that DTW is simply
the Euclidean distance on the “dewarped” time series). However, this does not mean that

they are commensurate. For example, the occlusion operator may be reporting a distance

58



based on only 50% of the data, whereas the reversal operator considers all the data. For
all operators we define a scalar I (Improvement), which is simply the ratio of the new,
post-operator distance divided by the original distance. For example, for an anomaly A,

and its nearest neighbor T in the training data we define:

ED(A, Ty)

ED(A, Ty) (34)

[LinearTrend =

Where in this example, A’ is the transformed anomaly parameterized by the amount of
linear trend to add to A such that ED(A’, - ..., Tn) is minimized. The other operators
are defined similarly, and other operator specifics are noted in Section Note that there
is no possibility of a division-by-zero error, as the operators are only used on time series
that have a distance to their nearest neighbor that greater than some positive anomaly
threshold. We note that I score values can be greater than one, for example, I1,gpy), can
be much greater than one.

When selecting an explanation, the reader will appreciate that the method is rather
simple and interpretable. For each operator, compute the ED(A’, Ty) for all for all com-
binations of values its parameters might take on. PUPAE reports the transformation (and
any parameters) that minimize the ED(A’, Tx), as a lower I score indicates an operator’s
success. This is formalized in Section While the idea of conducting a search may
seem computationally daunting at first glimpse, as aforementioned, only Occlusion has more
than one parameter. Additionally, due to the semantic nature of these operators, the search
space of each parameterized operator is further restricted.

For example, Piecewise Normalization communicates that, primarily, normalizing

two subsequences piecewise will yield the greatest reduction in ED whilst being the most
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systematic change. This indicates that if PUPAE’s best attempt at using Piecewise Norm
to explain an anomaly results in normalizing a subsequence of small length separately,

piecewise normalization is unlikely to be the most proximate explanation.

3.4.12 A formal definition for PUPAE

With our operators defined and the intuitive understanding of Improvement scores
discussed, we can formally define the anomaly explanation that PUPAE provides. Given
an anomaly-free time series Ty, an anomaly time series A, where |Tx| = |A[, and a set of
operators F = {fo(0), f1(0), ..., fn(0)}:

EDAT)) 4 fya) (3.5)

fo = arg min (min

fio€F ED(A,T)
The input and output are mappable to the natural language counterfactual expla-

nation template in Section
A would be like Ty, except for corruption —f,.

Where fy is an optimal transformation and —fy is the perturbation for which it

reverses. In the cases of parameter-free operators (e.g. LR Flip, UD Flip), there is no sign.

3.4.13 Selecting Operators to Include in F

While we assert that the operators discussed in this section are a comprehensive
base set of operators, the operators in F should be selected with domain expertise, adding
and removing operators as the user sees fit. For example, in medical telemetry, changes
in the linear trend may be considered a “wandering baseline” and are medically irrelevant.

However, in industrial processes, a change in linear trend can be significant, and may
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indicate a batch process is “running hot”. However, for simplicity, and to stress test our

ideas, we do not do domain customization in our experiments.

3.5 Experimental Evaluation

To ensure that our experiments are reproducible, we have built a website [6] which
contains all data and code for the results. We have documented concrete details of our ex-
periments to allow for reproduction of all our experiments. All experiments were conducted
single-threaded on an Intel®) Core i7-10710U CPU at 1.10GHz with 16 GB of memory. We

provide two types of empirical evaluation.

e Case studies that are designed to test our method on real world datasets. By nature,
these studies are mostly anecdotal. However, in every case we work with a domain

expert to help interpret our findings.

e Large scale experiments on corrupted datasets. Here, to avoid the conflict of inter-
est of creating new corruption models to test our ideas, we work only with existing

corruption models specially designed for TSAD.

The time needed to compute all our operators is inconsequential compared to the
time needed for the original anomaly detection [55|. hus, our evaluation focuses on the
following questions: where objective ground truth exists, does PUPAE correctly discover
it? And, in the absence of ground truth, is the explanation plausible to a domain expert?
Without loss of generality, expect where otherwise stated, we use the leftMatrix Profile to
discover the anomalies [55]. However, we remind the reader that PUPAE is completely

independent of the algorithm used to do the actual TSAD.
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Figure 3.13: An exemplar from the UCR Wine [27] dataset, with three types of synthetic
anomalies (highlighted in red) added.

3.5.1 Testing the Occlusion Operator

Before testing and demonstrating the PUPAE framework, we will begin by testing
Occlusion in isolation. The occlusion operator needs to predict the location and length of
a subregion to delete from a time series to make match the ground truth of a distortion
(noise, spike, dropout) that some anomalous process added to otherwise normal data. In the
absence of large amounts of data for which the ground truth is known, we created synthetic
examples by corrupting exemplars from the UCR archive [27].

We randomly select an exemplar A, from a UCR dataset, we then randomly select
a value for location from 1 to %m, and a value for length from 0 to %m. Note that the
length of the distortion could be zero, and we would hope that our algorithm predicts that.
We then choose randomly, with equal probably from the following three distortions: add
noise, add a spike, add a dropout. Figure [3.13] shows some examples in the Wine dataset.

Can we correctly recover the location and length of these distortions? We find the
exemplar’s (non-self) nearest neighbor 7y under Euclidean distance in the same dataset and
use the operator in Section to predict the location and length. Figure shows the
results of 1,000 such tests. The histogram bin sizes in Figure are set to be as granular

as a single datapoint to best communicate the precision and accuracy of the Occlusion
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Figure 3.14: A benchmark of predictions created from the Wine dataset , where one
of three anomalies of random lengths are inserted into exemplars at random locations.
From there, the Occlusion operator is run on each anomaly series and the source dataset,
excluding the donor series the anomaly was inserted in. PUPAE selects the nearest neighbor
to compare the anomaly to, computing a location and length of an occlusion to apply.

operator’s success at locating the location and length of the anomaly. Note that in almost all
cases, PUPAE is able to correctly locate the anomaly (spike, dropout, or noisy subsequence)
location and length. Perfect results are probably not possible, due to natural anomalies

within the data.

3.5.2 Multiple Short Case Studies

To show the generality of PUPAE, here we will show some brief examples on

diverse real datasets. In every case, the reader can find detailed provenance at @
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Figure 3.15: A snippet of a four-year electrical demand dataset happens to have two (easy
to find) anomalies in the same week.

UCI Power Demand

The power demand dataset from UCI has several annotated anomalies. As
Figure two of them happen to be in the same week and can be found by the Matrix

Profile. PUPAE described these as:
e Anomaly 1 would be like 21/01/2013, except for Spike at 4:30 AM.
e Anomaly 2 would be like 29/01/2013, except for Dropout at 7:45 PM.

Here PUPAE’s distinctions between “dropout” and “spike” may be actionable. A
line engineer may prioritize the investigation of spikes (can be caused by lightning strikes
or upstream tripped circuit breakers) over dropouts (typically caused by a faulty sensor,

not a real change in power demand).
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Figure 3.16: top) A five-minute snippet from the accelerometer dataset. bottom) DAMP
correctly finds the anomaly, but what was its cause?

Cooling Fan Accelerometer

This accelerometer dataset measures the health of a cooling fan . By ma-
nipulating magnets around the fan (whose blade was magnetic), the creators were able to
induce various types of anomalies. The original authors performed some data transfor-
mations and created a sophisticated domain-informed neural network then discover these
anomalies. However, as shown in Figure [3.16] we found that a direct application of DAMP
on original data could find the anomalies.

The cause of the anomaly is not obvious, even with a careful visual inspection of

the data, however PUPAE correctly states:
Anomaly would be like data at 70.2 s, except for -9.17% uniform rescaling.

The anomaly reflects a sudden braking effect to the motor.

3.5.3 Amazon’s Benchmark

A recently published paper by a research group in Amazon [36] includes a sophis-

ticated tool for generating plausible synthetic anomalies. In Figure [3.17 we show their plot
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Figure 3.17: A screen capture of a figure from [36], showing examples of nine types of
synthetic anomalies. The reader will appreciate that almost all the listed anomalies have
counterparts in our operator set.

introducing this tool. The authors argue (in a similar vein to our discussion of which oper-
ators to use in PUPAE) that the majority real-world anomalies are well modeled by these
nine cases. The reader will appreciate that this model offers the opportunity to evaluate our
ideas. We propose to corrupt anomaly-free data using a random choice of one of the above
corruption models, and then test our ability to first discover, then explain the anomaly.
While Amazon’s vision mostly overlaps with ours, before proceeding, we need to
do a little (re)mapping between their terminology /model and our own, and slightly extend

Amazon’s model to include additional distortions. In particular:

e We limit Amazon’s spikes to a single spike.

e Warped anomalies are added as an extra corruption.

e Flip Upside Down (UD Flip) are added as a corruption.
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We omit a few of Amazon’s distortions:

e Both Contextual and Average anomalies are polymorphic, and one of several different

operators might be a solution for any instance, confounding our evaluation metric.

e Cutoff anomalies may be solved by an occlusion (as demonstrated in Section [3.5.1]).

Moreover, they are trivial anomalies in the sense noted by Wu and Keogh [100].
Finally, to clarify differences in our naming conventions:

e Amazon’s Flip anomalies are our LR Flip anomalies.

Amazon’s Speedup maps to our Uniform Scaling anomalies.

Amazon’s Noise maps to our Noisy anomalies.

Amazon’s Scale maps to our Step anomalies.

Amazon’s Wander maps to our Linear Trend anomalies.

We can now describe our experiment in detail. We:

1. Randomly select a 10,000 datapoint long anomaly-free time series from a set of four:
PPG, Gait, electrical demand fingerprinting [71], or conveyor belt system. To the best
of our knowledge, after consulting with domain experts and examining out-of-band

data, these datasets are anomaly-free.

2. With uniform probability, randomly select one of the nine anomaly types, and insert
an anomaly of this type at a random location between 3,001 and 9,000. The first 3,000
datapoints are reserved for training data, and we stop at 9,000 to avoid “edge-effects”

with our sliding window.
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LR Flip | LT | U. Res. | Noisy | UD Flip | Step | Warp | Spike
LR Flip 1198
LT 985 7 4

U. Res. 1200

Noisy 1200
UD Flip 1 24 662

Step 25 230 182 3 26 671 5 31

Warp 38 286 164 396 23

Spike 16 156 298

Table 3.1: A confusion matrix, where the rows indicate the type of anomaly inserted and
teh columns indicate PUPAE’s explanation. Where there are no values listed, there were
no misclassifications of that type made.

3. Using DAMP [55], with the first 3,000 datapoints as training data, attempt to find
the anomaly. If the anomaly was successfully discovered, use MASS [67] to locate the

anomaly’s nearest neighbor in the anomaly-free training data.

4. e Use PUPAE to predict the corruption producing the anomaly.

Our benchmark has 300 exemplars of each anomaly type per dataset, totaling 2400
anomalies sourced from each dataset, with a benchmark size of 9,600 time series. Table
summarizes the results of PUPAE’s ability to correctly identify the anomaly inserted, based
on the benchmark formulation described above. Of the 9,600 trials, DAMP successfully
discovered the anomaly 7,831 times. Confusion matrices separating this benchmark by
dataset are available on our companion website at [6].

The results show PUPAE correctly explains the inserted anomalies with a mean
per-dataset accuracy of 84.25%, and a general accuracy of 84.41%. Out of the 15.59% of
misclassified exemplars, 3.65% of those misclassifications were correcting warped anomalies

using uniform scaling. This is understandable, as it is known that a special case of DTW
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Figure 3.18: The domains from left to right are insect gait, electrical demand fingerprinting,
and PPG. Top) The nearest anomaly-free ED neighbor (blue) to the anomaly, and the
anomaly (red). Bottom) The nearest anomaly-free ED neighbor (blue) to the anomaly, and
the transformed anomaly ( ).

(open-ended DTW) is essentially equivalent to uniform scaling. The second most common
misclassification was a Step anomaly remedied by applying some amount of downward linear
trend. Oftentimes, if the step anomaly is a higher mean in the latter half of the anomalous
subsequence, applying some downward linear trend will produce a similar effect as piecewise
normalization. These accounted for 2.9% of the errors.

PUPAE can explain the vast majority of anomalies in the benchmark successfully.
We show three random examples of successful predictions on the generated benchmark
dataset in Figure [3.18] The transformed anomaly is transformed according to the PUPAE,
according to Equation [3.5

For brevity, we relegate other examinations of misclassifications and details about

DAMP’s success w.r.t. each anomaly class and domain to be housed at [6].

3.6 Conclusions and Future Work

We have shown a simple framework for explaining anomalies. We have shown both

significant anecdotal evidence that it works and demonstrate its performance on a large-scale
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benchmark data based on an Amazon anomaly generator [36]. Beyond the direct utility
of explaining anomalies, we believe our ideas can be used to improve the user experience
of using any TSAD algorithm. One the most cited problems with deployments of TSAD
algorithm is false alarm fatigue [80]. If it is noted that most false alarms have similar
explanations, that observation could be exploited to improve the algorithms. We leave
such explorations for future work. Finally, we have created a new benchmark of 9,600 time
series with ground truth annotations. We believe that that this dataset will help others to

research the task-at-hand at [6].

70



Chapter 4

Time Series Feature-based

Clustering with Active Learning

4.1 Introduction

Time series clustering is one of the most basic tools used by the data mining com-
munity. While it is sometimes the sole task for the analyst, it is more often a preliminary step
for further downstream tasks, such as forecasting, fraud detection, classification, anomaly
detection, etc. As such, it is a critical task, as the success of the downstream task clearly
hinges on the quality of the clustering. Unsurprisingly, there has been significant work on
time series clustering, however, most of it assumes that semantically similar behaviors are
manifest in the conservation of the shape of the time series. This assumption seems to be
at least partly attributable to an overreliance on the UCR Archive [27]. While the UCR

Archive has doubtless been an excellent resource for the community, at least some of the
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Figure 4.1: A subset of the UCR Trace dataset clustered using Euclidean Distance
(left) and Catch22 features (right).

datasets were built using the Euclidean distance (ED) to edit and label similar examples.
As such, it is unsurprising that shape-based clustering would work well.

However, when we expand our interests to more general problems, shape-based
clustering algorithms can fail to capture obviously conserved structure. For example, con-
sider the clustering shown in Figure Here, shape-based Euclidean distance fails to
produce the correct (and visually obvious) clustering. However, a common feature-based
method originally developed for classification, catch22 (C22) [57], can correctly cluster the
data. Before continuing, we briefly note that we actually use C24, which is C22 augmented
with two additional features. In this simple example, using all the C24 features works well.
However, on more challenging datasets, we generally need to use a domain dependent subset
of clusters to obtain better clusterings. This seems to offer an insurmountable challenge, as

224

there are — 1 subsets to consider, and we do not have labels to guide our search. There
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is a potential solution that exploits active learning. Assuming a user could rank clusterings
(even just ranking pairs of clusterings), we could use their rankings to guide the search
for an effective feature subset. This idea seems to require an untenable effort of our user,
however as we will show, we can create a function to first filter unpromising clusterings,
and then only task our user to make a handful of choices. As we will show, this simple idea
allows us to produce clusterings which outperform the current state-of-the-art in time series
clustering efforts.

The rest of this paper is organized as follows. In Section 4.2 we motivate the need
for a new algorithm in this saturated research area. Section [4.3] contains the definitions
and notation, and Section discusses related work, and we introduce our algorithm in

Section In Section [4.6] we present a detailed empirical evaluation of our ideas.

4.2 Motivation

Before continuing, we need to answer the following question. In such a crowded
research area, why do we believe that clustering based on C24 subsets could be so fruit-
ful? Consider Figure which shows the performance of four highly cited distance mea-
sures for time series clustering [57,/65], evaluated on the UCR GunPointMaleVersusFemale
dataset [27]. Here we see that the relative ranking of the three shape-based measures hap-
pens to be K-Shape [65] > DTW > ED. This is not always the case for every datasets;
it depends on whether the invariance to phase (K-Shape) or minor local misalignments

(DTW) help or hurt the domain in question.
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Figure 4.2: The performance of greedy Oracle search of C24 features.

Note that in this case, using all of the C24 features also produces relatively good
results, just slightly worse than K-Shape. However, it is natural to ask if a smaller, domain
appropriate subset of C24 features could improve things? By definition, in the real world
we do not have access to class labels while clustering, however let us consider an experiment
that provides us with the upper bound for the performance of C24 greedy feature selection
for clustering.

In Figure[4.2|we also show the results of performing a forward greedy Oracle Search,
using the Rand index (RI) to guide the search. To be clear, this is “cheating”; naturally in
real deployments we will not have access to the class labels needed to compute the Rand
index. Using only two features (features 3 and 21) the algorithm can achieve a Rand index
of 0.943, completely dwarfing all the other approaches, and with a few more features the

Rand index peaks at a near perfect 0.996. Not all the datasets show the same results, but
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a remarkable number of them do [7]. This result offers motivation for our proposed work.
If we could even approximate this Rand index driven feature search, we could potentially
dramatically improve the accuracy of clustering of time series, at least for some datasets.
Key Insight: Approximating the Rand index with a heuristic is challenging, and using
human annotations to approximate the Rand index is possible but tedious and (human)
time consuming. However, we will show that by using a combination of a heuristic and a

modicum of human effort, we can produce accurate clusterings.

4.3 Definitions and Background

We are interested in clustering, not classification, but we will use the class labels
in a post-hoc evaluation of success. Given two clusterings, each pair of time series will have
some cluster assignment in Clustering A and Clustering B. The Rand index is a measure
of similarity between A and B, and is the ratio of pairs of time series with the same cluster
assignments normalized to the total number of time series pairs clustered.

Definition 1. Let there be a time series dataset Tp = {t1,to,...,tn}, there are
N time series, the Nth time series denoted ty. Let there be two clusterings of T : C7 =
{X1, Xa, ..., Xp}, where X, denote the cluster labels, and Cy = {Y7, Y5, ..., Y;} where Y7,
denote its cluster labels. Every pair of time series (tq4,%,) € Tp,a # b is assigned to one of

four mutually exclusive sets {51, 52, 53,54}, in the following way:
o S1:ty,ty € Xjand t,,t, €Y where i <p,j <q

o Sy:t, e Xty € Xj,i#£jand t, € Y, t, € Y,k # 1 wherei,j <pand k,l <q
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o Sy:ty,tp € X;and t, € Yi,tp € Y,k #1 where t < pand k,l < ¢
o Sy:t, € Xy, ty € Xj,i# jand t,,t, € Y3, where 4,5 <pand k < ¢

The Rand indez (also commonly known as Rand error) RI is described as RI = B +I§;mg§} e

The time series pair is placed in S if they are in the same cluster in both clus-
terings. They are placed in Sy if they are assigned to different clusters in both C7 and Cj.
When this is not the case, the pair of time series meets the qualifications for S3 or S4. Rand
index values are bounded [0, 1], where 0 indicates C; and C3 agree on no pairs of points,
and 1 indicating an identical clustering.

A limitation of the Rand index is that it still “rewards” similarities between two
clusterings that occur with chance. The Adjusted Rand indexr (ARI) adjusts for this by
considering the expected Rand index, and is bounded between [—0.5,1]. The Normalized
Mutual Information (NMI) score is a normalized version of the Mutual Information (MI)
score, and is bounded from [0,1]. The Adjusted Mutual Information (AMI) score is an
adjusted version of MI that accounts for chance, accounting for the fact the MI score will
be higher for clustering problems with several clusters [66]. The ARI will be higher when
the clustering solution is balanced, and the AMI will be higher when ground truth clusters
are imbalanced (and there exists small clusters) [70].

For simplicity, we present our arguments using the Rand index, but the reader will
appreciate that this is a pessimistic improvement in performance, still awarding all methods
some credit for pairs of time series similarly clustered together by chance. Consequently, we

perform our benchmark experiments using the RI, ARI, NMI, and AMI scores. We present
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Figure 4.3: left) A time series from Class 0 of UCR ArrowHead [27]. right) A visualization
of its C24 features. Note: this exemplar was z-normalized; its mean and std feature values
are zero, and thus, some color bars are not visible.

our experimental results using all of these scores in Section [4.6]

Most algorithms for time series clustering directly ingest raw time series and use
a distance measure such as ED or DTW to attempt to cluster the data [15,/57]. We call
such algorithms shape-based. We propose instead to consider only features derived from
these time series. In particular, we compute a feature vector of length twenty-two, using
the catch22 features:

Definition 2. A C22 feature vector F' = f1, fa,..., foo is an ordered set of twenty-
two real-values. When considering a training dataset composed of N time series of varying
classes, we convert these N time series into N feature vectors, F'1, F2, ..., FV, each of length
twenty-two.

Two simple features, mean and standard deviation are missing from the catch22 set. They
make little difference to most reesearchers who evaluated their algorithms solely on the
UCR Archive [27]. However, these two features can be useful in more general applications,
thus many researchers have augmented C22 to C24, as we do in this work. Figure shows
a time series from the UCR ArrowHead dataset [27], and its C24 feature vectors plotted as

colored bar charts.
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Figure 4.4: A single-linkage clustering of four exemplars from the ArrowHead dataset using
the distance between their C24 vectors.

We follow the guidelines of the original authors who suggested using a standard
set of colors when visualizing C24 features. If we produce C24 vectors for each exemplar in
our dataset, we can use the Euclidean Distance between them to perform a clustering. In
Figure [£.4] we show the hierarchical clustering of four samples. Note that in Class 0, the
third feature (green) is negative, and the fourteenth feature (light pink) is positive; however,
in Class 1 the opposite is true. This supports our hypothesis that C24 feature vectors are

preserved within a cluster, and can offer a method of discrimination between clusters.

4.4 Related Work

Time series clustering is a popular are of research, and is often used in applications
with further downstream tasks (and occasionally vice-versa). Clustering is used for and,
has in turn, been improved by efforts in forecasting [17,[82], discord discovery [24}49],

anomaly detection [52], and fraud detection [75,81]. The quest for a domain-agnostic
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method (regardless of task) is a particularly complex task when dealing with time series.
For example, when time series datasets are created, the specific and full semantic meaning
the conditions the data was gathered under are not always quantifiable or documented.
Domain invariances are often unknown, and a dataset might contain time series with varying
sampling rates across exemplars. Despite these challenges, many efforts (including those we
have just referenced) have succeeded.

However, the quest for interpretability naturally follows. Our proposed method,
CEREBRIC, claims both characteristics. While features in the original C24 work were not
made intuitive, recent work [88] has made progress in this area.

Active learning has effectively been utilized in sampling strategies for time se-
ries [84], learning time series models under safety constraints [110], the classification of
vibration and industrial process data [2§], and anomaly detection [74}[89,95,/105]. While
these efforts have been successful, they all note that obtaining user feedback is nontrivial.
Most of them ask the user to provide a label for a single time series or subsequence, such
as normal | anomaly, or task the user with giving a must-link|must-not-link constraint
for a single pair of time series. In our active learning approach, we propose the user choose
the better clustering of two dendrograms. In this work, we argue this approach is easier for

the user whilst providing richer information and context.

4.5 CEREBRIC

We call our system CEREBRIC, Clusterings EREcted by Reduced Instances of

C24. Our overall approach is to first use a heuristic to estimate the quality of a of tentative
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clusterings, then have a human refine this set by examining only the top-K performers. We
present our arguments using the Rand index, but as we demonstrate in our experiments in
Section [£.6] the RI can be replaced with ARI, NMI, AMI, or another clustering similarity
score of choice. To do this, in all places we describe using RI, another similarity score
may be used instead. We begin our introduction to CEREBRIC with a discussion of our

heuristic.

4.5.1 Heuristic to Approximate Rand Index

We seem to have set ourselves a difficult task: to create a heuristic function that
can examine tentative clusterings and predict the RI without access to any labels. However,
our task is a little easier in reality. We do not need to accurately predict the actual RI
values. What matters is that its returned estimates are correlated with the true Rand index
values. When given C clusterings (as we will see, C' < 300), it is sufficient if the top-K
feature sets suggested by the heuristic is likely to contain the true top-1. In essence, the
job of our heuristic is just to prune away the C-K least promising candidates.

Our proposed heuristic is based on the observation that a good clustering will have
cohesion (most objects will be similar to other objects), and separation (most objects will
be far from a significant fraction of the other objects). The reader will appreciate this is
essentially a description of Rousseeuw’s Silhouette Score |72]. High values indicate objects
are well matched to their own cluster and poorly matched to neighboring clusters.

The silhouette score has mild assumptions; it is most appropriate when the clusters

are convex-shaped, and the classes are not drastically imbalanced. These assumptions are
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Algorithm 5 Our heuristic function for approximating our clustering similarity measure.

1: procedure EVALUATE( fus, pred) > Feature vectors, KMeans cluster predictions.
2: clusters, sizes < unique(pred)
3: l, s < max(sizes),min(sizes)

L diff e (I—s)/l
5: 5SS’ < max (0, SILHOUETTE_SCORE( fuvs, pred))
6: return SS' — dif f

7: end procedure

often true in practice, particularly in the task of clustering. We refer to our heuristic as
Evaluate, and describe it in Algorithm

In lines 2-3, we consider the number of time series assigned to each cluster, and
the sizes of the largest and smallest of these clusters. In line 4, we create a penalty term
dif f which considers the size difference of the largest and smallest clusters, normalized to
the size of the largest cluster. In line 5, We consider a modified Rousseeuw’s Silhouette
Score [72], where negative Silhoutte Score values are remapped to 0. Evaluate is simply
the difference between the 0-minimum silhouette score with a penalty our notion of relative

cluster imbalance according to K-Means’ cluster assignments.

4.5.2 Observations on Active Learning

Most research efforts on semi-supervised clustering use pairwise constraints [56].
The user is shown a pair of objects and is asked if they must-1link or must-not-link. We
propose to instead show the user two tentative clusterings of a random subset of the data

and ask them which they prefer. This greatly improves the quality of the user feedback
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Which clustering is best? L|R Which clustering is best? L|R

Cat Fly — Cat Dog
Dog — || Dog | Dog —!| Pup
Fly Cat Pup Tom —
Ant Ant Tom Cat —

Figure 4.5: Two decision panels ask us to decide if {Cat|Dog} belong in the same cluster.
left) Here most people choose L, uniting Cat and Dog in the same cluster. right) Here most
people pick R, dividing Cat and Dog into separate clusters.

to the algorithm. Suppose during clustering, you were asked to provide a constraint for
the pair {Cat|Dog}. There is a sense in which we might see these two examples as being
essentially identical, for example as in “Cats and Dogs for Adoption” |2]. However, there is
another sense we might see {Cat|Dog} as completely opposite, as in “it wasn’t always such
a pretty sight ‘cause we used to fight like cats and dogs” [58].

However, consider Figure which asks the same question with the additional
context of clustering. When the user sees Figure [L.5] left, they immediately see that there is
a natural clustering corresponding to mammals vs. insects. In contrast, if the user were to
see Figure right, they would see a natural clustering corresponding to feline vs. canineE
Note that the example above assumes that the user is accessing out-of-band data, in this
case their common sense understanding of animal taxonomy. Likewise, we assume our users
are exploiting their understanding of their domain.

A simple pairwise constraint only considers the relationship between a single pair
of time series. However, even a relatively small dendrogram with ten instances summarizes

forty-five pairs of pairwise comparisons, presenting a much richer offering to evaluate. It

L Pup is the young of several species of animals, but principally dogs. A Tom is a male cat.
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is important to note that while dendrograms are a natural way to elicit feedback, the
underlying clustering algorithm does not have to be a hierarchical clustering algorithm.
Our use of the dendrograms is solely to use the binary choice from the user to steer the

greedy search; we do not extract pairwise constraints by analyzing their topology.

4.5.3 Obtaining User’s Feedback

As we will later show in Section it is possible to create a heuristic scoring
function that prunes most of the unpromising feature sets. This leaves us with a small
collection of feature sets that the user must evaluate to guide the search algorithm. It might
be possible that an experienced user can evaluate a clustering numerically (“this clustering
has a Rand index of about 0.7”), or at least relatively (“Clustering A is probably 10% better
than Clustering B”). However, we want to make the weakest possible assumptions about
the user: that they can correctly make the binary choice between two clusters.

Without loss of generality, we propose to show K clusterings to the user, where KE|
is a power-of-two integer, and use a classic single-elimination (knockout or sudden-death)
tournament to pick the best clustering. Figure [4.6| illustrates the process for K=4. Note
that the user is only tasked with making K-1 binary choices to obtain a winner.

K is a parameter in the search algorithm we introduce in Section If K=0,
no human input is used, and the search algorithm only uses its heuristic function. Although
Evaluate is generally correlated with the Rand index, solely relying on it would likely not

produce the best possible clustering. In contrast, if K is arbitrarily large, the user could

2In all experiments, the “K” in K-means and K-Shape follow the “the number of clusters is set to the
number of classes in the problem” assumption. When discussing K, we refer to the number of feature sets
permissible to show to a user in the tournament.
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Figure 4.6: A single-elimination tournament of four different subsets of features (represented
by the clustering they produce). For clarity we show the time series colored by class, however
the user sees only a single color.

guide the search algorithm to a high-quality feature subset, but only at the expense of hours
of tedious work. However, as we will demonstrate, for relatively small values of K (i.e. as
small as 4 or 8), we can obtain high quality clusterings using less than a minute of user
time.

This process is outlined in Algorithmﬂ@ It takes in a time series dataset’s C24
feature vectors, the current best feature set, a list of the heuristic’s top-K feature subsets,
and it returns the best feature subset of those K. In general, for evaluation purposes, we
assume that this best feature subset is also most likely to have the highest Rand index, but
as noted in Section the user’s needs may not always align with the Rand index.

In line 2 of Algorithm [6] we initialize the first candidate feature pair as the
incumbent, i stores the winning feature pair’s index, and j for counting. The loop in

line 3 compares it to the other K-1 candidate feature pairs. In line 4, four random time

3Because this subroutine gathers human subjective opinion, a pendant may argue it is not an algorithm.
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series’ C24 feature vectors from each class are drawn for plotting in the dendrogram to show
to the user. The specificity of 4*N is just for the purpose of limiting the size of the dendro-
gram show to the user, and can be changedﬁ The incumbent and challenger feature subsets
are set in lines 5-6. In line 7, a dendrogram of the random time series’ feature vectors and
the challenger and incumbent feature subsets are shown to the user. The user will pick “the
best” dendrogram of the two. Their selection is stored in w, and its corresponding index
in 4. If the match winner is not the incumbent, the current challenger is inaugurated to be
the incumbent in line 9. By the end of the matches, the incumbent is the winner of the

single-elimination tournament.

4.5.4 The User’s Objective Function

In general, we envision the user giving feedback reflecting the clustering that aligns
with their informational needs. However, sometimes that guidance may not align with the
Rand index evaluation. For example, consider the classic Gun-Point data [27]. The class
labels for the Gun-Point dataset reflect the eponymous condition of the actor processing
a firearm (gun, or no gun). However, a user may be interested in the sex of the actors
instead, who have very different physiques. Because of this, nearest neighbor classification
with the Euclidean distance works very well on this dataset, but clustering algorithms using
Euclidean distance struggle to outperform random guessing when evaluated with the class
labels that reflect weapon possession, not sex. It is important to recall such possibilities

when we evaluate clustering algorithms.

4For simplicity, we do not declare N a parameter to Algorithm @ It is a constant determined by the
properties of the dataset, and not a parameter we study in this work.
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Algorithm 6 Present and build the single-elimination knockout to the user.

1. procedure HUMANEVAL(F, L, fvs) > F' the current best feature subset, L a list of
the K candidate feature pairs, fvs the C24 feature vectors
2: incumbent < L[0],i < 0,7 < 1

3: for challenger € L[1 :] do

4: s < sample(fuvs, F,4 % N) > N: # classes
5: ¢ < F Uchallenger

6: 1 < F Uincumbent

7: w < HumanFeedback(fvs[s, c], fvs[s,i])
8: if w == c then

9: incumbent < challenger

10: 147

11: end if

12: e+l

13: end for

14: return incumbent, i

15: end procedure
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4.5.5 Augmented Search Operators

Given that we have a heuristic to evaluate the cluster quality of any subset, the
natural question is how best to use it. Clearly testing all 224 — 1 = 16,777,215 possible
subsets is untenable. The normal solution is to use forward greedy search (FGS) [94]. Here,
FGS requires 24 evaluations at the beginning of the search, then 23, then 22 etc., for a more
tenable 300 evaluations. However, there is a well-known limitation of FGS: it may fail to add
features that are good, but only when used in conjunction with each other. For example,
consider the “Meat” dataset from the UCR Archive [27]. In Figure 4.7| we show features f2
and f21 as scatterplots or distributions. Visually, we can see that in the 2D space, Class 2
is linearly separable from {Class3, }. We also see that Class3 and themselves
are are almost linearly separable. However, if we only examine individual features, the class
overlap is high.

This visual intuition is reflected in the numerical clustering results. Here the RI of
just using f2 or f21 are 0.73 and 0.71 respectively. However, in combination, the set {f2 ,
f21} has a dramatically better RI of 0.88. Moreover, there are individual features that are
just slightly better than the better of f2 and f21. If we run classic FGS on this dataset, we
may fail to find this high performing feature pair. Of course, this local mazimum problem is
not unique to time series features, however it does seem common for C24, perhaps because
of the way the C22 features were discovered in the first place [35,57]. We propose to mitigate
this problem by augmenting the FGS operators to include adding any combination of two
features. Clusterings where one feature is added and clusterings where two features are

added are commensurate; we do not have normalize or adjust for the number of features in
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Figure 4.7: The f2 and f21 features from the Meat dataset. The classes are almost perfectly
linearly separable in 2D, but overlap in individual dimensions.

our search evaluation.

This strategy increases the number of evaluations needed, but only modestly so.
It requires at most 300 evaluations at the beginning of the search, which comes from con-
sidering adding (224) = 276 pairs of features and 24 single features at this time. As we
descend the search tree, the number of combinations decreases, giving us a worst case of
2600 evaluations. Recall that the vast majority of these evaluations will be done with a
heuristic, and only a handful will require human attention.

Of course, it may be argued that there may be circumstances where there are
triples, quadruples, etc. of features that are independently poor, but collectively useful.
However, broaching the “overcoming local minima with combinations of features” expansion

should begin with two features, and we demonstrate in Section [4.6] this is sufficient for the
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problems we tackle in this work. We leave the study of larger feature combination sizes for
future work.

We do this in Algorithm [7], where we create the list of candidate feature pairs to
add in the next iteration of CEREBRIC. In line 3, we consider the remaining C24 features
that have not been added to our best feature set yet, and in line 4 we create these pairwise
combination of features based on that remaining set of C24 features. To give CEREBRIC
the choice to add just one feature at a time, we also consider identity feature pairs for these

remaining features in this set.

Algorithm 7 Return a list of candidate feature sets given the current feature set.
1. procedure EXPAND(fset)

2: F <« {1:24} > Specific to C24.
3: R+ F — fset
4: C <+ {combination(R,2)J(i,4),7 € R}

5: return C

6: end procedure

4.5.6 Search Algorithm

We present the main subroutines in our methodology.

The Main Search Algorithm

The main search algorithm is outlined in Algorithm [8] It begins with initializing
the current best feature set F' and their corresponding heuristic scores P to empty. This

algorithm adds either one or two features until all 24 features have been added, or the
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search terminates early. In line 5, we to create all candidate feature pairs to add to F' at
this iteration; this is done using Algorithm[7] CEREBRIC opts to add up to two features at
a time, and the possibility of adding single features is accommodated by including identity
feature pairs in the list of candidate feature pairs.

In line 6, we call Algorithm [0) which computes the heuristic scores for all candidate
feature pairs (Algorithm [5). Algorithm |§| returns None for both S and cpairs’ when there
is no reasonable feature pair left to add to the best feature subset, and the feature search
terminates early. In line 11, the top-K heuristic candidate feature pairs are shown in the
form of dendrograms to the user in HumanEval (outlined in Section . We rely on
human judgement to return the true best subset.

The feature search returns the ordered best feature set list F', and its corresponding
heuristic scores P. For example, the C24 feature subset F'[:3] will have its corresponding

heuristic score stored in P[3].

Evaluating the Candidate Feature Pairs

In Algorithm [9) we initialize a list of heuristic scores S for each candidate feature
pair in cpairs’, and an early termination flag in line 2. For every pair of features cpairs
(line 3), determine if it is suitable for evaluation in lines 5-6. In line 5, we consider adding
them to the current best feature subset (line 5), and remove any exemplars whose feature
vectors contain NaNs as a preprocessing step (line 6). In line 7, we check if at least 30%
of the original dataset can be evaluated in the clustering after this preprocessing step. If

this check is failed, we skip considering this feature pair. If this check passes, we progress.
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Algorithm 8 Conduct the C24 Feature Search.

1. procedure FEATURESEARCH(D, K) > Time series dataset D and Human Effort K

2: F<« 1, P+

3: fvs « catch24(D) > C24 feat. vec. of each ts € D
4: while |F| < 24 do

5: cpairs < Expand(F) > Alg.
6: S, cpairs’ < EvalExpanded(F, fus, cpairs) > Alg. @]
7: if S is None and cpairs’ is None then

8: break

9: end if

10: sort <— argsort(S)[: K]

11 w, i + HumanEval(F, cpairs'[sort], fvs) > Alg. [6]
12: F . append(w)

13: P . append(sort][i])

14: end while

15: return F, P

16: end procedure
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Should none of the remaining feature pairs in cpairs pass this check, the entire C24 feature
search terminates early (lines 14-15).

If a feature pair is suitable for evaluation, we record cluster predictions of K-Means
on our feature vectors, where the number of clusters is set to the number of classes in the
dataset N (line 9)E| This decision introduces the assumption of one cluster per class label.
Evaluate uses these predictions and valid feature vectors to compute our heuristic score. In
line 11, we keep a list of candidate feature sets corresponding to the list of heuristic scores
maintained in line 10. At this point, we can sort this list of candidate feature sets by their
estimated utility (which we do in line 10 of Algorithm .

While we have confidence in the specificity of this ranking, we are less confident
of its sensitivity. In other words, while a feature set designated as poor by Evaluate is
(often) truly weak, we are less sure that a feature set designated as strong by Evaluate is

truly strong, as demonstrated in Section

4.5.7 A Preview of CEREBRIC’s Effectiveness

In Figure we offer a brief preview the results we can expect in our formal,
full evaluation by revisiting the example shown in Figure with CEREBRIC to com-
pare. Like CEREBRIC, the Greedy Catch24 Search adds up to two features at iterations
of the search. The results are remarkable, with CEREBRIC achieving nearly the same

improvement achieved by the optimal Oracle Search algorithm.

®For the same reasons as those for Algorithm @ we do not declare N a subroutine parameter.
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Algorithm 9 For each remaining candidate pair of features to add, evaluate the perfor-

mance of their addition using our heuristic function, Evaluate (Algorithm .
1. procedure EVALEXPANDED(F, fus, cpairs) > F the current best feat. set, fvs the

C24 feat. vectors, cpairs the candidate feature pairs to add at this iteration.
2: S« [], epairs’ + ||, quit, + True

3: while cpairs.empty() do

4: cpair < cpairs.pop()

5: cset < F'|J epair

6: fvs' + preprocess(fus|cset])

7 if |fus'| >=|fv| 0.3 then

8: quit < False

9: pred < KMeans(fvs', N) > N: # classes
10: S.append(Evaluate(fvs’, pred)) > Alg.
11: cpairs'.append(cpair)

12: end if

13: end while

14: if quit then

15: return None, None
16: end if
17: return S, cpairs’

18: end procedure
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Figure 4.8: The clustering performance of CEREBRIC with K = 8 (see Figure against
three shape-based baselines and the Oracle Search.

To review: it was demonstrated that using a subset of these C24 features can
be better than using all of them, and CEREBRIC is a feature search method designed
to prioritize which features to add first. We propose a human guide the search in an
active learning setting through the use of dendrograms, and they can choose to stop adding
features once they are satisfied with the results. The parameter K represents the number of
candidate pairs of features a user must evaluate in a single-elimination knockout tournament
at each iteration of the algorithm.

However, because we conduct no human study in our experiments, we proxy
HumanEval in our reported results. For each top-K heuristic candidate pairs p, we com-
pute the Rand index between the dataset labels and the K-means cluster assignments of
fus'[F Up|, where F is the current best feature subset. The “winning” candidate feature
pair will be the pair that contributed to the highest overall Rand index. This our proxy for

human feedback. This highest RI of the top-K pairs is the value presented in our figures
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and results in Section (4.6
Time Complexity. When comparing two time series, the time complexity of the

previously discussed three rival methods and CEREBRIC are:

e ED: O(W?2N), where W is the number of time series in the dataset, (W2 — W) the

number of pairs of time series, and N is the length of both time series.

e DTW: O(W2NM), where W is the number of time series in the dataset, (W2 — W)
the number of pairs of time series; N and M are the length of the time series in those

pairs.

e K-Shape [65]: O(max{K Mlog(M), M? KM?3}) time per iteration, where K is the
number of clusters (and classes, in our experiments), and M is the length of both time

series.

e CEREBRIC: The overall time complexity of CEREBRIC is O(W N6 + C(W?)),
where C' < 2600 and denotes the number of feature set evaluations are conducted,
W is the number of time series in the dataset (and also the number of C24 feature
vectors). Converting time series to C24 feature vectors using catch22 empirically
scales in O(WN'.6) [57], where N is any given time series’ length (C24 feature vector

computation for time series is done on a series-by-series basis).

4.6 Experimental Evaluation

To ensure our experiments are reproducible, we have built a website |7] containing

our data and code used in this work.
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For simplicity and consistency, we use K-means for all experiments, for all ap-
proaches (human feedback subroutine uses single-linkage hierarchical clustering). However,
note that nothing in our proposed method precludes other clustering algorithms, such as
density peaks or DBSCAN. For the purpose of empirical verification, we assume one cluster

per class label, and use a clustering algorithm that enforces this.

4.6.1 Experimental Details

All experiments were conducted on an Intel®) Xeon®) CPU E5-2680 v3 @ 2.50GHz,
unless otherwise stated. For all clustering algorithms, we use scikit-learn (sklearn) [66] or
tslearn [91], a package built around sklearn specifically for time series. For loading the time
series classification datasets [61], we write a wrapper around the data loader implemented
by aeon.

Seeding. There are various points within our method that have elements of
variance or randomness. Wherever there is a seed accepted, we set the seed to 666 (e.g.
sklearn’s random_state parameter). All other significant parameter values are either noted
in the main paper or this section on reproducibility. Any other parameter uses default
values. We normalize the C24 feature vectors after computing the feature values. In possible
cases where every exemplar has a NaN value for the same feature, we simply replace those
NaNs with Os.

Stratified sampling. CEREBRIC is relatively fast, however both K-Shape and
DTW can be much slower for the handful of UCR datasets with high numerosity and/or

high dimensionality. Consequently, we conducted stratified sampling on datasets with more
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than 636 time seriesﬁ in them and sampled a stratified sample of 636 time series instead.
Also note that sixteen of the UCR datasets have different length exemplars.

Handling time series of different lengths. For the purposes of evaluation
against the other baselines, we resample such time series to the dataset’s mean length,
supplying the resampled time series to all methods. However, note that CEREBRIC itself
does not have problems comparing time series of (even vastly) different lengths, as all such

time series map to 24-dimensional vectors.

4.6.2 A Sanity Check of Our Assumptions

As noted above, the utility of our ideas depends on two assumptions: that our
heuristic is at least correlated with the true RI, and that human inspection of small dendro-
grams can generally distinguish the better of two options (relative to the RI). The success of
our experiments in subsequent sections implicitly confirms these assumptions are plausible,
but in Figure we show some direct explicit evidence.

A user can clearly see that the dendrogram in Figure [1.9}left is poor, for example
by noting there appears to be two types of time series, symmetric and asymmetric, that are
seemingly randomly placed in subtrees. Figure [£.9] center does a better job at organizing
the objects, makes a single mistake in placing a symmetric time series in a subtree that is
otherwise all asymmetric. Finally, Figure [4.9] right shows a perfect clustering.

At the top of our search tree, we begin by testing all 300 combinations of one or

two features with our heuristic. In Figure we show the Pearson correlation between

5The median number of time series in the 128 univariate UCR Archive datasets is 636 (rounded to the
nearest whole number).
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Figure 4.9: Three clusterings of eight examples from the UCR-Car dataset, using three
different C24 features. The labels are ‘sedan’ and ‘pickup’. On all metrics, they are: left-to-
right) poor, good, better. Shown in color for clarity; users will not see color when evaluating.
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Figure 4.10: Scatterplots showing the correlation between our heuristic score and the true
Rand index.

our heuristic score and the true RI for some randomly chosen datasets. The correlation
is high, but that is a weak measure of utility. We only really care about the correlation in
the upper right quadrant. Thus, we also ask, how does the true best feature set rank in our
heuristic ranking?

For Trace , this is perfect. For Coffeemaker [7], it is fourth place, meaning

that as long as K=4 or greater, the human annotation subroutine in Algorithm [5| should

be able to extract the true best performing feature set. Only in ShapeletSim do we see
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a poorer result. However, note that even here our heuristic is suggesting a feature set that
is in the top 16.5% of all features. Moreover, it is still possible (and likely), that as the
greedy search progresses, that the true best performing feature set will be included in the
K best feature sets recommended by our heuristic. In general, we have between 11 and 23
more chances to include this feature set.

We argue in Section that a human can estimate the Rand index well, and
that this can be used to guide the search. We present Figure where we compare the
performance of variations of CEREBRIC to consider different qualities of human eye and

judgement for dendrograms to explore this. The CEREBRIC variants are:

e CEREBRIC K=8: A user with a “good eye”. This assumes the user chooses the
best of the K choices. This provides the upper bound for the effectiveness of our

ideas, independent of the two subroutines that could be improved in future work.

e CEREBRIC K=0: A user with an eye as good as Evaluate (Algorithm . No

labels are examined to compute this.

e Worst CEREBRIC K=8: A user that is “unlucky”. They consistently pick the

worst of the K clusterings.

e True Oracle: Cheats by looking at class labels of all candidate clusterings, computing
the RI, using this to guide the search. It provides an absolute upper bound as to the

effectiveness of C24 for clustering, independent of the use of active learning.

For clarity of the plot, we do not visually show the baseline method performances,

but present them here: ED (0.519), DTW (0.499), and K-Shape (0.533). CEREBRIC K =8
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Figure 4.11: The True Oracle and three variants of CEREBRIC on the BirdChicken [27]
dataset.

eventually achieves the performance the True Oracle did. Neither CEREBRIC K =0 nor
Worst CEREBRIC K=8 find a subset of features that performs better than using all C24
features. The results for these robustness experiments for all other 128 univariate UCR

Archive datasets are available at .

4.6.3 The UCR Archive

We begin by considering the UCR Archive [27]. We compare the performance of
CEREBRIC K=8, CEREBRIC K=0, and the True Oracle from our experiments
described in Figure We present the results of the True Oracle and two CEREBRIC
variants against ED, DTW, and K-Shape in Table We can summarize the results by
asking two questions: 1) Does our method beat or equal at least one of the shape-base rival

methods? 2) Does our method beat or equal all of the shape-based rival methods?
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Method Bests one rival | Bests all rivals
True Oracle 127/128 (99.2%) | 104/128 (81.3%)

RI | CEREBRIC K=8 | 124/128 (96.9%) | 85/128 (66.4%)

CEREBRIC K=0 | 117/128 (91.4%) | 66/128 (51.6%)

True Oracle 127/128 (99.2%) | 104/128 (81.3%)

ARI | CEREBRIC K=8 | 124/128 (96.9%) | 74/128 (57.8%)
CEREBRIC K=0 | 113/128 (88.3%) | 59/128 (46.1%)

True Oracle 126/128 (98.4%) | 97/128 (75.8%)

NMI | CEREBRIC K=8 | 121/128 (94.5%) | 73/128 (57.0%)
CEREBRIC K=0 | 109/128 (85.2%) | 57/128 (44.5%)

True Oracle 125/128 (97.7%) | 97/128 (75.8%)

AMI | CEREBRIC K=8 | 122/128 (95.3%) | 75/128 (58.6%)
CEREBRIC K=0 | 108/128 (84.4%) | 58/128 (45.3%)

Table 4.1: The performance (RI, ARI, NMI, AMI) of feature-based methods (CEREBRIC)
vs. shape-Based methods (ED, DTW, K-Shape) on the UCR Archive [27]

We present Table to demonstrate how often CEREBRIC succeeds at its in-
tended goals over its rivals, but it does not take into account how well it does. In Figure4.12
we present a critical difference diagram computed [45] for each similarity measure (RI, ARI,
NMI, AMI). First the Friedman test is conducted, then a post-hoc analysis is performed
using the Wilcoxon-Holm method [45].

For all four clustering similarity scores we examine in this benchmark, CEREBRIC
K=8’s performance is surprisingly good in a setting where datasets may be biased against
our approach and biased towards shape-based approaches. CEREBRIC K =0 often can best
a single shape-based rival, but is dramatically worse at besting all rivals in comparison to
CEREBRIC K=8. This suggests that a good human eye will be beneficial in an active
learning setting.

The original archive curator confirmed to us [48], many of the UCR Archive

datasets were originally edited by using the Euclidean Distance. Therefore, it is tauto-
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Figure 4.12: The critical difference diagrams of CEREBRIC variants against three shape-
based rivals under four different similarity measures.
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Figure 4.13: The clustering performance of CEREBRIC with K=8 on the Non-Contact
Respiration dataset.

logical to say that shape-based measures will work well here. Nevertheless, as this resource
is something of a “Rosetta Stone” for time series algorithms, we will make the comparison.
A spreadsheet of all individual dataset results can be found at our website . Because
of this weakness of the UCR Archive, below we consider more challenging real world case

studies.

4.6.4 Case Study: Non-Contact Respiration

An ongoing research effort suggests that it is possible to use Wireless lightwave
sensing to discreetly monitor human breathing from a distance [44]. The researchers created
a dataset containing examples of medical conditions and data containing faults caused by
“environmental noise/internal malfunction”. In Figurewe apply CEREBRIC K=8 to
this dataset, and see that CEREBRIC closely follows the Oracle Search algorithm, which
“cheats” by looking at the ground truth labels. The nearest competitor is DTW, which is

8,000 times slower.
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Figure 4.14: The clustering performance of CEREBRIC K=8 on the Appliance Disaggre-
gation dataset .

4.6.5 Case Study: Appliance Disaggregation

Appliance disaggregation is the task of examining an aggregate electrical signature
and parsing out the signatures of individual appliances . In Figure we consider a
benchmark normally used for classification in this domain. Here CEREBRIC K=8 does
not quite match the performance of the Oracle, but it is significantly better than all the
shape-based methods, which perform at close to chance levels (i.e. the default rate). Note
the CEREBRIC K =8 performs as well as using all C24 features. However, by using fewer

features (here, just one) it allows the possibility of interpretability of the clustering.

4.6.6 A Case Study in Robustness

One of the properties of the UCR Archive that is most unrealistic is that every
instance belongs to a well-defined class. However, most real-world datasets also have some
noisy/outlier instances. For example, an industrial dataset may have occasional sensor

faults , or a dataset of gait cycles may have instances that reflect a user tying their
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Figure 4.15: The robustness of four algorithms presence of extraneous Random Walk sam-
ples on the OliveOil dataset. For each method, the reported performance is averaged
over ten runs.

shoelace mid-exercise. We claim that CEREBRIC is more robust to such “imperfect”
datasets.

To demonstrate this, we consider the UCR, OliveOil dataset, which consists of
four classes (and thus, we set the number of clusters in K-means to 4) and 60 time series.
We incrementally added Random Walk outlier instances to this dataset, reevaluating the
RI for each method, once again comparing the cluster predictions against the ground truth
class labels. Note that we assessed the RI of clustering using only the original dataset’s time
series, ignoring the clustering predictions of the random walk. In Figure we summarize
the results. Initially, all algorithms perform similarly. Upon adding the outlier samples (up
to > 50% the size of the original dataset), CEREBRIC remains robust to the noisy samples,
whereas the performance of the other algorithms rapidly degrades. K-Shape degrades more

gracefully than ED and DTW, but still is outperformed by CEREBRIC.
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Rand index of Methods

Dataset | 7 classes | e FGS | CEREBRIC | Difference
ECGFiveDays 2 0.545 0.604 0.059
Strawberry 2 0.543 0.600 0.056
BME 3 0.794 0.943 0.149
Rock 4 0.720 0.774 0.053

Table 4.2: Comparing the Rand indexes of four UCR, Archive datasets on single-feature and
pair-of-features feature search.

4.6.7 Effectiveness of Augmented Operators

In Section we motivated the use of augmented search operators. It is natural
to ask if they help. On many datasets they make little difference, but in a handful of
cases they really do improve performance. We can see that on the UCR BME dataset [27],
the maximum RI achieved by classic one-feature-at-a-time search was 0.79, whereas our
augmented one-or-two-feature-at-a-time search achieved a maximum of 0.94. To show this
in a reproducible manner (independent of human choices), let us consider only the Oracle
versions of search (similar to the search shown in Figure [£.2). We show in Table the
Oracle version of our pair-at-a-time search and the full classic FGS (single-feature-at-a-time)
on a sample of the UCR Archive tasks. Results for other UCR Archive tasks are available

on our website |7].

4.7 Conclusion

We introduce CEREBRIC, a novel feature search algorithm for clustering, and
show that its combination of heuristic filtering, user input, and augmented search operators

allow it to outperform classic clustering algorithms. For clarity, we confined our attention to
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classic K-means, in future work we will apply our methodology to more advanced algorithms
such as DBSCAN and density peaks [69]. We made our code/data available in [7], to allow

the community to confirm and exploit our findings.
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Chapter 5

Conclusions

In this dissertation, I have introduced three novel time series data mining methods.
All code for each of these projects will remain available on their websites in perpetuity.

The first is PRCIS, which is discussed in Chapter PRCIS is a novel distance
measure for long time series, also a novel distinction made in contrast to short time series.
This distinction lies akin to the amount of semantic information in the time series. A time
series of a home’s power demand over a day might be considered a short time series, and
a time series of the same home’s power demand over the course of a month or years might
be considered a long time series. We present compelling arguments demonstrating that di-
rectly comparing these time series using Euclidean Distance or Dynamic Time Warping are
often unfruitful. It proposes to leverage time series summarization techniques to represent
a time series by a set of subsequences considered representative of it by the user’s chosen
algorithm. The novel distance measure formulates a distance measure considering all sub-

sequences in these sets. I demonstrate the utility of PRCIS by presenting several reasonable
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clusterings produced by PRCIS. For the sake of benchmarking, we outfit two datasets into
a classification task and use this task to measure PRCIS’ classification performance against
other rivals. PRCIS is flexible, not imposing common constraints on the source time series,
length or preprocessing missing data points in some way.

The second of these methods is PUPAE, and is introduced in Chapter 3] PUPAE
is a simple, novel, proposed framework for time series anomaly explanations using natural
language counterfactual examples, and was intended to be used by domain-practitioners
mining for insights through large amounts of data, and for the benefit of human examination.
To our knowledge, work in anomaly explanations include both counterfactual examples or
natural language formats, but not natural language counterfactuals. Given a user’s preferred
time series anomaly detector, an anomalous time series T4, and a “normal” sample without
the anomaly T, PUPAE will select a function f(-) from a bank of operators F that best
minimizes the Euclidean distance between f(T4) and Ty. PUPAE uses the selected f(-) as
the explanation for the anomaly. A single natural language might be formed in template
from this result: 74 would be like Ty except for f(6). Here, 6 is/are the parameters
that fulfill the equation [3.4.12] This work proposes a starting set of eight operators that
has been selected ad hoc based on the authors’ experience with time series. Our framework
is flexible and amenable to changes by domain-informed users, who might remove or add
operators to F as they deem fit for their needs. Future work can be taken in multiple
directions. An anomalous time series may have two (or more) sources of anomalies. Another
direction lies in learning operators, suggesting automated downstream tasks, and there will

be a natural resulting trade-off with method explainability. Nevertheless, learning operators
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may be an interesting way to utilize the PUPAE framework for other use cases: namely
quick, automated classification of anomalies. If we were to try to automate this at scale
for use cases without human involvement, an exhaustive grid-search method without some
kind of early termination or other heuristic involvement probably cannot be justified. The
PUPAE framework of using natural language counterfactual operators will stand, but the
design of the method is likely to need fundamental changes.

The third of these works is CEREBRIC, and is introduced in Chapter @l CERE-
BRIC is a novel clustering algorithm building off the work Catch22 [57]. While Catch22 was
presented as an all-purpose feature set for time series classification, previous work [88] has
demonstrated subsets of the Catch22 subset may outperform using the entire set, still. We
formally apply this well-known principle to the task of clustering on the UCR Archive [27]
and through case studies. To avoid the complexities of a combinatorial-optimization prob-
lem, we outline and propose a simple active-learning framework by which to integrate user
expertise. We propose this is done through a single-elimination knockout tournament, posit-
ing that a human’s clustering needs align with similarity measures such as Rousseeuw’s
Silhouette Score. We propose that, given a visual representation of the clustered elements
under some feature subset of Catch22, the human eye can estimate when some clusterings
are clearly better than others. We demonstrate CEREBRIC’s consistent performance across
four different similarity measures for clustering: RI, ARI, NMI, and AMI. Future work in-
cludes formally demonstrating our claims about active learning and human perception w.r.t.

the clustering task.
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