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Background and Significance

Patients have not always had direct and immediate access to
their laboratory test results, but this has changed rapidly
with the United States (U.S.) implementation of the 21st
Century Cures Act Final Rule. The U.S. 21st Century Cures Act
was signed into law in 2016, to “accelerate the discovery,
development, and delivery of 21st century cures, and for
other purposes.”1 The Office of the National Coordinator for
Health Information Technology (ONC), through its Health IT
Certification Program, is responsible for implementing the
interoperability and information blocking portions of the
Cures Act Final Rule.2 Starting April 5, 2021, the Information
Blocking Provision of the Cures Act Final Rule mandated that

patients have unencumbered, free access to their electronic
health information (EHI) as defined by the U.S. Core Data for
Interoperability version 1, including all laboratory test
results. On October 6, 2022, the Final Rule expands to all EHI.

Of note, the Cures Act final rule does not increase the type
of health information that patients can access, which was
codified under theHealth Insurance Portability and Account-
ability Act (HIPAA) of 1996. Instead, the Cures Act final rule
ensures that health care providers, health information
exchanges, and electronic health record (EHR) vendors do
not participate in practices that could interfere with access,
use, or exchange of information. However, because of con-
tinued variability in state regulations and stakeholder
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Abstract A major aim of the 21st Century Cures Act is to support patients’ access to their
electronic health data and to prevent information blocking practices by health care
organizations and health information technology developers. Prior to the Cures Act,
significant variation existed in patient access to laboratory test results, key pieces of
health data which enable timely self-management and engagement in care. Although
many health care systems began releasing test results immediately through patient
portals because of the Cures Act, implementation remains challenging due to
variations in state regulations around electronic results release, local interpretations
of allowable exceptions to Cures information blocking, concerns about privacy of
sensitive laboratory results, and technological limitations. This paper outlines the eight
stakeholder groups involved in implementation of electronic laboratory result release
to patients and describes recommendations for these groups to consider in achieving
the Cures Act goals to support a patient’s access to their health information and control
of their health care.
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perspectives, the implementation of laboratory result re-
lease to patients remains complex.

Based on a review of available literature and the authors’
consensus from implementation experience, this paper out-
lines the history of regulations related to laboratory release to
patients, details the variability in implementation of the Cures
Act Final Rule, and describes the differing views and evidence
surrounding the effect of laboratory result release on patient
care. Then, this paper synthesizes the literature review into
recommendations for the eight stakeholder perspectives that
should be considered in designing the process of laboratory
release to patients and provides a set of recommendations for
more effectively achieving the Cures Act’s stated goals.

Before Cures Act: Variability and Poor Compliance
with Meeting Patients’ Rights to Access Information
under HIPAA
Before the implementation of the Information Blocking
provision of the Cures Act, clinical laboratory sharing of
results varied geographically and was largely governed by
state-specific laws and Centers for Medicare & Medicaid
Services regulations through the Clinical Laboratory Im-
provement Amendments (CLIA).3 Before the Cures Act, state
laws varied widely with several states authorizing clinical
laboratories to release laboratory results directly to patients,
while others only authorized direct release to ordering
clinicians.3 CLIA, which governs U.S. laboratory practices,
only allows clinical laboratories to release laboratory results
to authorized persons and to individuals responsible for
using test results.3 CLIA does not explicitly permit clinical
laboratories to release results directly to patients and instead
defers to state laws. In the absence of state guidance, CLIA
specifies that clinical laboratories may only release test
results to individuals who ordered the test.

Once a clinician has received laboratory results from a
clinical laboratory, patients have the right to access those
results through that clinician under the HIPAA Privacy Rule.
However, prior to the Cures Act, hospitals showed poor
compliance and burdensome processes for patients’ requests
for their records. One study which included 86 U.S. hospitals
across29 states illustratednoncompliance across several areas
including hospitals refusing to provide records in the format
requested by the patient, surpassing state requirements for
processing times, and charging above the federal recommen-
dation of $6.50 for electronically maintained records.4 Prior to
the Cures Act, variation occurred in: what laboratory results
health care systems shared or withheld (e.g., genetic testing,
drugs of abuse testing, sexually transmitted infection testing,
etc.); when health care systems shared laboratory results (e.g.,
immediate release, delayed, or even released at all); and how
health care systems shared laboratory results (e.g., electronic,
physical mailings, and fax).

Implementing the Information Blocking Provision of
the Cures Act Final Rule: Continued Variability and
Complexity
The Information Blocking Provision of the Cures Act Final
Rule aims to help patients access their test results in a timely

manner, unless state laws govern otherwise or an exception
to the information blocking provision applies. To avoid
practices that could be deemed information blocking,
many health systems have released most (if not all) labora-
tory results to patients as soon as they are finalized by the
clinical laboratory through patient portals, which are secure
websites where patients can access their EHR information.

The Cures Act has not standardized practices in laboratory
result release to patients for several reasons. First, state laws
governing electronic laboratory release to patients continue
to differ. For example, in California, HIV antibody tests,
hepatitis antigen tests, drugs of abuse tests, and tissue tests
revealing a malignancy must be disclosed to a patient by
means of oral communication, such as in person or by
telephone, unless the patient requests a different means of
disclosure.5 In Kentucky, state law requires a clinician deliver
the results of a positiveHIV test to the patient in combination
with appropriate counseling and referrals.6 As a result,
health care systems must balance Cures compliance with
state regulation compliance in implementing laboratory
release to patients, and organizations within the same state
may differ in interpreting this balance. Furthermore, large
health care systems with facilities spanning multiple states
must be aware of state-specific differences in these laws.

Second, institutions may differ in their interpretation of
allowable exceptions to the Information Blocking Provision.
Among eight exceptions to the Information Blocking Provi-
sion, the two exceptions for the ordering clinician include the
preventing harm exception and the privacy exception.7 The
preventing harm exception states that, provided certain
conditions are met, a clinician can prevent a patient’s access
to their EHI if it is “reasonable and necessary to prevent harm
to a patient or another person.”8 A clinician must reasonably
believe that preventing a patient’s access to their EHI will
significantly reduce a risk of substantial harm, and that the
interference is no broader than necessary, thus excluding
“blanket” applications for a given type of care situation or a
specific patient. The privacy exception exempts clinicians
from information blocking risk when the intent is to protect
the patient’s privacy. This can be applied when more strin-
gent state privacy regulations exist compared with U.S.
regulations or when patients request information to be
kept confidential. It is up to the health care system to
interpret these exceptions in the context of state privacy
regulations and guide their clinicians on when to invoke
them in practice. Confusion remains over compliant inter-
pretation and implementation of the Information Blocking
Provision and its exceptions.7,9,10

Third, state laws vary in how theygovernminors’ ability to
consent to specific services such as reproductive or mental
health services and in minors’ confidentiality rights. When
both minors and guardians may have electronic access to a
minor’s health information, health systems may opt to block
electronic laboratory release to avoid risk of inadvertent
disclosure to guardians. For example, in California, minors
mayconsent to services such as birth control, pregnancy, and
sexually transmitted infection services, but parents cannot
be notified unless the minor agrees.11 Thus, health care

Applied Clinical Informatics Vol. 14 No. 1/2023 © 2023. Thieme. All rights reserved.

Lab Results Release to Patients under the 21st Century Cures Act Arvisais-Anhalt et al.46

T
hi

s 
do

cu
m

en
t w

as
 d

ow
nl

oa
de

d 
fo

r 
pe

rs
on

al
 u

se
 o

nl
y.

 U
na

ut
ho

riz
ed

 d
is

tr
ib

ut
io

n 
is

 s
tr

ic
tly

 p
ro

hi
bi

te
d.



systems must consider how to protect minors’ confidentiali-
ty rights under California law (protecting pregnancy test
results) while avoiding information blocking practices pre-
venting guardians access of non-confidential health infor-
mation (allowing guardian access to allergy tests). The
technical and workflow mechanisms for accomplishing
this balance remain very complex for many health care
organizations, and clinicians in many health systems are
left to weigh whether blocking a laboratory release is appro-
priate to respect adolescent privacy laws for example or is
considered information blocking.12,13

Finally, the penalties for information blocking have yet to
be fully implemented, which may result in different inter-
pretations in the importance of complying with the Cures Act
Information Blocking provision. ONC encourages individuals
who have experienced information blocking to file com-
plaints for the Health andHuman Services Office of Inspector
General to investigate. From April 5, 2021 to June 30, 2022
ONC received 441 complaints of information blocking
through their online portal and deemed 407 to be possible
claims of information blocking.14

The Effect of Laboratory Results Release on Patient
Care: Differing Views and Evidence
Before and since the implementation of the Information Block-
ing provisions of Cures Act, many groups have expressed
concerns over potential patient harm in laboratory result
release of certain results before outreach by the clinical
team.15 One study surveying 82 oncologists revealed that 87%
of the oncologists agreed that patient online access to abnormal
radiology/pathology results before consultation has negative
consequences.16Another study surveying 315 physicians in the
United States and Australia revealed that physicians were
generally in favor of direct notification of normal results (i.e.,
without physician review) but had substantial concerns about
direction notification of abnormal results.17 Other studies cite
potential benefits to patients of having immediate, direct access
to their information, such as clinical notes. One study investi-
gating the experience and perceptions of patients who read
ambulatory visit notes revealed that patients find note reading
very important for their health management and share their
notes frequently with others; patients are rarely troubled by
what they read; and patients traditionally underserved in the
United States report particular benefit to note access.18 It
remains to be seen how the immediate release of laboratory
results affects patient outcomes.

Considering the current state of releasing test results
across the United States, in the section below, we identify
and describe eight key stakeholders’ viewpoints and provide
a set of recommendations for more effectively achieving the
Cures Act’s stated goals (►Table 1).

Eight Key Stakeholders

Patients, Families, and Caregivers
Although patients are central to the Cures Act, additional
support is needed to ensure the preferences of patients,
families, and caregivers are reflected in the ways laboratory

results are released electronically. Although many health
systems are now releasing most laboratory test results
immediately to patient portals upon finalization, patients
may differ in their preferences for when and how they want
to receive test results, preferences that could change depend-
ing on the specific result or clinical scenario. Thus, patients
should be informed when options exist to set personal
communication preferences. For example, some patients
may not want to be notified that they have new test results
available for viewing on the patient portal and prefer to
discusswith their clinician during an appointment. However,
if their preferences for a specific test result differ, patients
may need to ask their clinicians to block a particular test
result from release when ordered or may need to be coun-
seled to avoid viewing a result even when it is technically
available to them. Conversely, patients may be surprised
when some results are not released or have delayed release
due to interpretations of state regulations. An additional
dimension worth considering is a patient’s health literacy
and numeracy, and how they influence the patient’s ability to
both access and understand the meaning of a laboratory
result.19,20 Clinicians should encourage their patients to
discuss any concerns about how they receive test results
ahead of timewith their care team and encourage patients to
discuss any concerns surrounding their understanding of
laboratory tests being ordered in the context of their care.
Settings in which the patient and/or families/caregivers are
present with the care teamwhen the result is received, such
as emergency departments21 or inpatient areas, may present
unique opportunities and challenges that warrant further
consideration.

Finally, patients may have proxies, such as families or
caregivers, accessing their EHI on their behalf, but patients
may not want certain laboratory results shared with prox-
ies.22 The strategies to address these nuances depend on
state laws, feasibility of data segmentation, and institutional
practices. Before granting proxy access to a proxy, health care
systems should provide clear, jargon-free information to
help patients understand health system practices for what
will get released to proxies through their patient portals.
Adolescent patients, other patients with proxies, and proxies
should be educated about what the proxy access entails, how
results are restricted, and how these restrictions change over
time.

Clinicians and Care Teams
Clinician communication with patients about test results is
critical to quality patient care and engagement. With elec-
tronic laboratory result release through patient portals,
clinicians must balance what is set by their health systems
to comply with regulatory mandates while simultaneously
respecting the needs of individual patients. Clinicians should
counsel patients ahead of time that a test result may be
available to them immediately and that patients may see the
result before the clinician. If the test is particularly critical to
a diagnosis or change in treatment plan, clinicians must
make a plan with the patient for when and how they will
discuss the results. For sensitive laboratory tests, such as
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Table 1 Recommendations for eight key stakeholders involved in the implementation of electronic laboratory results release
based on the review of available literature and the authors’ consensus from implementation experience

Stakeholders Considerations Recommendations

Patients,
families, and
caregivers

Patients have individual preferences as to when and
how they would like to receive test results

When multiple options available for receiving
test results, set communication preferences for
your personal preferences

Patients’ preferences for receiving test results may
vary with test and clinical scenario

Prepare to not view a test result online when you
feel that you would prefer to hear the result from
your clinician or view at a more convenient time
electronically

Certain test results deemed sensitive by state or
federal policy may not be deemed sensitive by
patients. Test results deemed sensitive by patients
may not be covered under current state/federal policy

Discuss ahead of time with the care team concerns
about receiving test results

Proxy access is determined by the health care organi-
zation and limits patients’ ability to choose what is
shared/restricted with families and caregivers

Understand what is shared in the health system
where you are getting care before giving some-
one proxy access to your health information

Clinicians and
staff

Cliniciansmust both abide by federal/state regulations
and also engage patients in their preferences for
receiving health information and desires for privacy

Discuss with patients ahead of timewhat the test
results could show and the possibility that a
patient could view the result before the clinician

Thorough evaluation of a specific health issue may
require ordering multiple sensitive laboratory
studies

Use language with patients that reduces stigma
and be clear with what is being ordered and why
to prevent surprises to patients when viewing
results electronically

Clinicians want to get patients into timely treatment
and care, especially urgent when public health is at
stake

Release results immediately, if not automatically
released at your organization at the time resulted
by the laboratory

Health
information
technology/
informatics

Health information systems are often asked to build
complex systems of sharing and restricting data for
patients and their proxies

Work with EHR vendor support to understand
options and limits of technical configurations
within current systems

Health information systems can be configured in
different ways to respect state and federal regula-
tion, each with different pros and cons

Work with multidisciplinary stakeholder groups
including clinicians, legal and compliance, health
information management, risk management, and
patient experience to determine optimal approach

Regulations and EHR capabilities change over time Plan to review technical configuration in EHR
with regular cadence to ensure best practices are
being deployed

Health care
organizations

Health organizations must interpret state and federal
data sharing policies in context of internal policies

Design policy that is equitable, reflects excel-
lence in clinical practice, and can be met with
currently available technical tools

Health systems cater to different patient popula-
tions with diversity of needs and concerns

Engage with clinical leaders and vulnerable patient
populations at your health care organization

Health care systems are obliged to share laboratory
data with patients and proxies, though certain patient
populations may have difficulties accessing their data
due to systemic inequities in digital literacy and access

Provide support to patients and families who
need extra help to find and understand test
results

Clinicians within a health care system may face
varying challenges around communicating test
results and have different workflows

Develop policies that take clinician workflow into
consideration and provide ample education and
supportwhile implementingandmaintainingchange

Laboratories Patients may ask laboratories for release of or
explanations about test results

Develop standard processes for answering
questions from patients and guiding them to the
correct resources to address their needs

State laboratory release laws may pose challenges
for laboratories that work across multiple state lines

Work with laboratory compliance managers to
understand and advocate for reconciliation (or
alignment) of state and federal policies

State adolescent privacy laws may pose challenges
for laboratories that work across multiple state lines

Work with laboratory compliance managers to
understand and advocate for reconciliation (or
alignment) of state and federal policies
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genetic testing, certain infectious disease testing, and testing
that could reveal a malignant diagnosis, clinicians should
discuss what is being ordered using non-stigmatizing lan-
guage to prevent patients feeling surprised by the results.

Health Information Technology/Informaticians
Health information technology (IT) experts and informati-
cians are primarily responsible for building and testing
systems for sharing EHI. In this role, they are often asked

Table 1 (Continued)

Stakeholders Considerations Recommendations

EHR developers
and vendors

EHR developers face challenges designing systems
that can customize to individual health care orga-
nizations and their interpretation of state and fed-
eral regulation

Work with compliance managers to understand
and advocate for reconciliation (or alignment) of
state and federal policies

Patients will vary in how they wish to receive test
results electronically

Allow options for delayed result release at the time
of ordering by the provider andoptions for patients
to delay result receipt after the time of ordering

Patients desire to control their individual data and
who can access individual elements and for how
long

Allow options for patients to control what infor-
mation is released to patients and proxies beyond
what is standardly configured by a health system

Many patients are not easily able to take advantage
of existing EHR capabilities to view test results due
to risk factors for digital inequity (e.g., language or
digital literacy)

Invest in research and development to provide
systems that allow for multilingual support and
include patients in system design to ensure
interfaces are easy to navigate and provide
health care systems tools, such as data dash-
boards, to determine if inequities in access to
test results within a health care system exist by
race, ethnicity, language, age, or other predictor
of digital inequity

Clinicians want to meet patients’ needs in ways that
are optimized for efficient workflows

Confer with end users on how to make innova-
tion that fits patient needs and enhances clini-
cian workflows

Healthcare
technology
innovation

Applications offer ability to consolidate data across
disparate EHRs and health systems

Design applications that allow for increased
patient choice for data sharing, segmentation,
and restriction while maintaining patient safety
and privacy concerns and following an approach
grounded in health equity to ensure that his-
torically underserved patients have the best
possible access to innovative technologies

State and Feder-
al policymakers

Policymakers are tasked with achieving maximum
interoperability to improve patient outcomes, care
coordination, and reduce costs while also respect-
ing patients’ rights to their data and for privacy

Standardize policies across state lines and in
alignment with federal regulations, where
possible

Policymakers asked to support policy around elec-
tronic laboratory release must evaluate which test
results warrant special protections prior to elec-
tronic release

Approach policymaking with grounding in health
equity to make determinations if certain groups
may be disproportionately impacted by restric-
tions in this access

Policymakers asked to support policy around
restricting results release to patients before they are
communicated by their clinician should evaluate
which tests warrant special protections due to harm
to patients who see results before discussion with
their clinician

Approach policy making with grounding in
health equity to make determinations if certain
groups may be disproportionately impacted by
restrictions in this access. Consider both the
potential risks and benefits of patients having
immediate access to a specific type of test result

Policymakers must balance public health needs with
concerns surrounding patients receiving a sensitive
result

Where public health or safety is at stake, con-
sider whether restrictions on electronic release
would be beneficial or harmful to patients and
communities for disease control efforts

Policymakers receive concerns from clinicians, EHR
vendors, patients, and families around
overly/underly prescriptive legislation surrounding
results release

Engage all stakeholders in depth to evaluate
concerns and collect data to support changes in
policies over time

Abbreviation: EHR, electronic health record.
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to build complex systems capable of both sharing and
restricting data for patients and their proxies, taking into
account challenging issues such as user-friendly interfaces,
clinical workflows, and data segmentation (the capability of
an EHR to suppress certain PHI within the context of other
PHI, such as the capability to suppress certain paragraphs of a
clinical note, some laboratory results, some medications,
etc.). This group must work closely with the EHR vendors
to understand fully the options and limitations of their
systems and advocate for patient empowerment and equita-
ble care that does not come at the expense of efficiency in
clinician workflow. Despite our ability to leverage modern
EHRs to deliver test results to patients electronically through
patient portals, the variance in local regulatory interpreta-
tion of state and federal laws prohibits a one size fits all
approach for a compliant EHR. Thus, IT analysts and infor-
maticians must work with multidisciplinary groups in their
institution including clinicians, legal and compliance, risk
management, and patient experience to determine the opti-
mal approach for configuration in a given health system.
They need to craft education to help individual patients and
clinicians understand how individual preferences may or
may not be met under their system settings. Lastly, despite
efforts to implement suitable configurations, regulations and
EHR capabilities are constantly evolving; therefore, IT ana-
lysts and informaticians should plan to review their technical
configuration regularly to ensure that the best practices
regarding results release are deployed.

Health Care Organizations
Health care organizations play an important role in the
design of how test results are released to patients and
have their own unique considerations. When designing
internal policies and practices, organizations must interpret
local, state, and federal data sharing policies in addition to
understanding the needs and concerns of their patient
population and clinicians, developing policies that reflects
best practices for clinical care, patient experience, and equi-
ty. Each health system caters to different patient populations
with diverse needs and concerns. For example, a pediatric
hospital may have different concerns regarding results shar-
ing than an adult oncology hospital. Patients also differ in
their ability to access their laboratory data due to systemic
inequalities and digital literacy.23As part of a comprehensive
plan for health equity, health care organizations should
provide support to patients and families, such as elderly
and uninsured patients, who have been shown to be less
likely to use patient portals24 andmay need extra help to gain
access to and use patient portals to access their data.23

When it comes to implementation, organizations should
support clinicians and their care teams, whomay be variably
equipped to implement the workflow processes related to
laboratory results release. For example, if systems expect or
experience that on demand access to EHI leads to increased
calls and messages to the clinical teams,25 health care orga-
nizations should ensure sufficient resources to support
clinicians, their care teams, and patients in facilitating com-
munication and discussion of laboratory results. Additional-

ly, consideration should be given to designing EHR result
routing and communication workflows to leverage team-
based care and population health management.26 Leader-
ship should always engage with clinicians when designing
and implementing new policies to ensure that care teams
have ample education and support to provide the best
possible care. Lastly, organizations may benefit from con-
sulting their local ethics committeeswhen reconciling stake-
holder tensions in the ethical and legal considerations in the
design of policies around laboratory result release.

Laboratories
Laboratories have variable considerations and responsibili-
ties in complying with reporting requirements depending on
their structure and the geography they serve. Hospital-based
laboratories across the United Stateswill likely be folded into
broader institutional decision making, using the same labo-
ratory release procedures and policies as other EHI captured
in the EHR is reported. Standalone laboratories, such as
commercial laboratories and reference laboratories, must
develop strategies to comply with federal and state regula-
tions to report these results to patients. Laboratories that
work acrossmultiple state linesmust be aware of and comply
with geographic differences in reporting requirements and
adolescent privacy laws. Additionally, laboratories must be
prepared to receive calls ormessages frompatients asking for
explanation of test results. Considering this current land-
scape, laboratories shouldwork with state and federal policy
makers to understand constraints and develop standard
processes for answering questions from patients to guide
them to the correct resources to address their needs.

EHR Developers and Vendors
Heath care systems and laboratories investmillions of dollars
in their EHRs and Laboratory Information Systems and their
workflows are tied to the capabilities offered to them
through these technologies. EHR developers face challenges
meeting the adaptability and customizability requirements
needed by end users to comply with state and federal
regulation. EHR vendors should stay abreast of policy devel-
opment at the state and federal level and listen to the
dilemmas raised by informaticists and health care organiza-
tions in defining and troubleshooting the technical chal-
lenges of proposed policy. EHR developers must also make
greater efforts to elicit the preferences of diverse patients, a
stakeholder group not always at the table for technology
companies. Patients vary in how they wish to receive test
results electronically and desire to control their individual
data, including who can access individual elements and for
how long. Thus, developers should work toward building
systems that give additional control to patients on how to
receive and share their EHI. Many patients are not able to
easily take advantage of existing EHR capabilities to view test
results due to communication barriers such as language or
digital literacy, and thus it is imperative that investments are
made in systems that can provide and maintain multilingual
support and are easy to navigate interfaces. Vendors should
provide health care systems tools, such as data dashboards,
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to determine if inequities in access to test results within a
health care system exist by race, ethnicity, language, age, or
other predictors of digital inequity. Lastly, EHR vendors need
to consider how to optimize clinical care teamworkflows for
ordering, reviewing, and communicating laboratory results,
collaborating with end users on how tomake innovation that
fits patient needs and enhances clinical workflows.

Health Care Technology Innovation
One of themajormotivations for the Cures Act Final Rule is to
create an environment that is fertile for digital health inno-
vation. ONC wants to empower patients to interact “with
their health record in a modern health IT economy.”27 Third-
party health care innovators are uniquely positioned and
encouraged to offer applications (apps) that consolidate data
across disparate EHRs and health systems, giving patients
more options and autonomy over their EHI. There is much
enthusiasm and support from the health care community for
a digital health transformation and optimism for howmobile
health (mHealth), remote patient monitoring, and enhanced
access to conventional health records can improve patient
experience and outcomes.28,29 Innovators should design
apps that allow for increased patient choice for data sharing,
segmentation, and restriction while maintaining patient
safety and privacy concerns and following an approach
grounded in and focused on achieving health equity30,31 to
ensure that historically underserved patients have the best
possible access to innovative technologies.23

State and Federal Policymakers
Regulations, policies, and laws are key drivers in how
laboratory results are released to patients and proxies
and should be informed by the needs of the diverse stake-
holder groups discussed above. Policymakers are driving
toward maximum interoperability to improve patient out-
comes, care coordination, and reduce costs while also
respecting patients’ rights to their data and privacy. In
the era of interoperability where clinical care and data
can cross state lines, policy standardization across state
lines and in coordination with federal regulations would
simplify implementation for the stakeholders above. How-
ever, since the Cures Act does not consider practices that
comply with state law to be information blocking and thus
do not require invoking a specific information blocking
exception, several states have finalized or proposed legisla-
tion to delay results reporting. For example, Kentucky
legislation mandated a 72-hour waiting period for automat-
ic release of finalized pathology or radiology reports with a
reasonable likelihood of showing or finding a malignancy
and tests that could reveal genetic markers, requiring
provider intervention to direct earlier manual release.32

Similarly, to address certain aspects of Information Block-
ing, the California Senate reviewed a bill to expand regu-
lations which delay the release of certain laboratories and
imaging results that has been signed by the Governor.33

For states which have regulations governing laboratory
results release to patients, policymakers should work closely
with patient, clinical, and health system stakeholders and

approach these issues grounded in health equity to deter-
mine if certain groups may be disproportionately impacted
by restrictions in this access. In addition to determining
when results are available to patients, policymakers should
consider best practices around how results are delivered to
patients to promote maximal understanding and engage-
ment in their health. It must also be understood what
infrastructure limitations, such as broadband access, impact
patients’ ability to participate in their care.34 Lawmakers
need to reconcile the discrepancies between state regula-
tions and Cures Act and inform their perspectives using a
data driven approach. In addition, when a patient’s aware-
ness of testing positive for a communicable disease35 with
impact to public health or safety, lawmakers should consider
whether restrictions on electronic release would be benefi-
cial or harmful to patients and communities for disease
control efforts. With any regulatory change, lawmakers
should engage all stakeholders above in depth to evaluate
their concerns and evaluate specific data to support iterative
changes in policies over time.

Conclusion

Health care delivery will continue to be shaped by techno-
logical advances that allow patients to have greater access to
their own health information, as well as the legislation,
policy, and cultural expectations that inform the develop-
ment and implementation of those advances. All eight stake-
holders detailed above and in ►Table 1 have interests in the
ongoing iteration in how laboratory results are released to
patients. The authors’ recommendations, summarized
in ►Table 1, serve as a guide to illustrate how all parties
are important and interconnected. Among these groups,
clinical informaticists are in the best position to bring
together these disparate groups to facilitate the necessary
collaboration to achieve solutions that are simultaneously
patient-centered, compliant, and technically feasible. The
implementation of the Cures Act and its interplay with
state-specific legislation are still in their infancy, and clinical
informaticists need to be active participants in shaping
legislative evolution. Informaticists can lead the ongoing
research and program evaluation to determine key outcome
metrics on the impact (positive and negative) of immediate
laboratory result release on diverse patient populations and
inform future evidence-based legislative efforts. In doing so,
the goal to empower patients at the center of their health and
health care can be more easily, effectively, and equitably
achieved.

Clinical Relevance Statement

Since the implementation of the 21st Century Cures Act,
institutions and clinicians have grappled with reconciling
federal and state regulations, with pending changes related
to laboratory release to patients. This paper outlines the eight
stakeholder groups involved in the implementation of elec-
tronic laboratory result release to patients and describes
recommendations for these groups to consider to best
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achieve the 21st Cures Act goals to support a patient’s access
to their health information and control of their health care.

Multiple-Choice Questions

1. What is one of the main goals of the Information Blocking
Provision of the Cures Act Final Rule?
a. Providing patients access to their protected health

information.
b. Mandating hospitals publish their chargemasters to

increase price transparency.
c. Providing subsidies to health care systems that imple-

ment electronic health records.
d. Establishing the standards surrounding the protection

of health information.

Correct Answer: The correct answer is option a. Providing
patients access to their protected health information.
Starting April 5, 2021, the Information Blocking Provision
of the Cures Act Final Rule mandated that patients have
unencumbered, free access to their electronic health
information (EHI) as defined by the U.S. Core Data for
Interoperability version 1 (USCDI V1), including all
laboratory test results. After October 6, 2022, patient
access to their data expands beyond USCDI V1 to include
all EHI.

2. What is one major challenge health care systems face
when implementing laboratory result release to patients?
a. Reconciling interstate regulations.
b. There are no challenges.
c. Identifying patient samples.
d. Handling patient complaints.

Correct Answer: The correct answer is option a. Recon-
ciling varying interstate regulations. State laws surround-
ing laboratory result release preempt federal law and vary
across the United States. Laboratories and health care
systems providing care to patients across state lines
must be familiar with varying interstate regulations to
maintain proper compliance.
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