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‘

Ring Communication Protocols

Donald C. Locmis

In this papér ve will exam;ne a number of scheﬁeé fér
coordinating méssage tréﬁsmissibn among computing components
which ére connected together by a single unidirectionéi
communication.channel. >In order that each component can
send messages to every otﬁer component, the communication
channel is continﬁous‘and circular. This channel i% the
communication‘ring; It is also kno#n as a 1oéped |
commdnication'system. By qsing appropriate éommuniéation

protocols, it is possible for each component to communicate

with any of the other components without knowing their

physical placement around the ring.
The interconnection may be shcwn graphically:
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Here the squares represent computing components, and the
dots represent the interconnection of the components to the
circular communication channel. The ternm "ring interface"
is used to designate eaéh of these interconnection points.
The arrows indiéafe direction of information flow.

In princiéle a computing component could be any of the
elements from which a computing systenm could be built. We
are particularly inéérested inithe following types of
coﬁponéhfé; | | o

>1. A déntrai pr&céésor ahdxmain memorj

2. A éingle terminal

3. A number of terminals connectea by a data

concentrator

4, A data file storage device
.5. An input-output device or devices

"6; A central processor and swapping storage
7. A computing system with.ﬁrimary and secondary
storage and possibly 1/0 devices.

The only real restriction on the nature of the component is
that the component in conjunction with the circuitry of the
ring interface be able to obey the communication protocol.

As a practical matter because of the 1imited bapdwidth of the
communication channel, high bandwidth communication such as

between a processor and its main memory must not be done over



the ring. Instead a processor and its memory will be
connected to the ring as a single component. Similarly a
storage device‘which is used to extend the main memory size
bof a processor (e.g. swapping) may not be connected to the:
ring‘as a seﬁérate:component. On the other hand, it is
desirable to conﬁect é file storage device as a separate
component in order‘to allow.acéess by an& of the prqces;prsb
on the ring.

It is often more useful to think of components as
functional units rather than tb think of th§ hardware of
wvhich they are made. A component cag'be a terminal, a file
»storagevmachine, an-APL'procéssor, a BASIC processor, etc.,

With a general idea of wﬁatAcomponents must communicate
wifh each other we turn to some of the problems iﬁ connecting
them. There are a number of characterigtics inhereﬁt in the
ring which are‘worfh nofing. The first of these is symmetry;
EQery component connects to the others through the ring; The
only difference émong the connections is»thé physical
locations around the ring. The communication protocols we
will consider make this difference transparent.

Simplicity arises from the symmetry since each ring
interface functions in the same way as every other ring

interface. The fact that the ring interface must connect the

component to only one input and one output also contributes



to the ring interface simplicity.

On the negative side there are some severe problems to
be solved. First, if the communication channel malfunctions
at any point, conversation among components ceases. Only
certain one way messages along the functioning portion will
be possible. Discussion of solutions will be deferred until
later. ”

Another problem is one of timing. Since there is a
single communication channel, ali messages mnust travei via
that chanﬁei.'VAll the delays incurred along the channel are
cumulative and éontribute to the total deléy between the time
the mességeboriginated and the time it'reached its
destinatioﬁ. Delays are introduced along the channei due
both to bropagation time and the delays at eaéh ring
interface it must go through. Consequeﬁtly, the time it
fakes for a transmission betweén twoAcomponents via the ring
‘could be substantially greater than via a direct “
point-to-point connection., Keeping such delay small is an
important consideration for two reasons. First, this delay
increaées the elasped time required to perform those
computing tasks which require communication among components.
This affects response to user requests. Second, computing
résources which are held during the delay aré not available

for other use. This affects the utilization of computing



resources. Because of these factors, the delays in message
transmission. will be an important consideration in the choice
of communication protécols. Several other performance
factors are important in the selection of the communication

|
pfotocolf‘ The capacity for data transfers between components

must be adequate to support the system's particular

applications. In addition to the communication protocol, the

bandwidth of the technology used to implement the ring is an
important determinent of this.

The protocol mﬁst cohtribute to theroverall reliability
of the sysfem. Hence it must be fairly simple but complex
enough‘to’allow detection of errors. In addition to the
reQuirément of reliébility, the protocol must facilitate
recovery from é‘variety of errors. These range from
infermittent transmission errors to failure of a ring
intérface to cbmplete interruptidn‘of the transmission
facilify. Tﬁe system must be able to correct simple errors
as if they had never occured. For more complex errors only

slight interruption in service can be allowed. The design of

the ring interface is further constrained by the cost. Hence
this must be taken into account in selecting a communication

protocol,

A basic issue is whether the communication ring is

multiplexed or 'used as a single high rate channel. Another



possibility is to use it in both ways--sometimes as a single
high speed channel and other times as several lower speed
channels. This might be done by providing mechanisms for
combining channels into high speed channels and also for
dividing them into lpwer Speed channels.

There are a number of factors which affect tﬁe decision
on how to allocate thé édmmunicéfion path into channels. The
first of thése is cphponent speeds. Included in componeﬁt
speeds are both the physiéal data rafe éapabilities.of the
dé§ices and the rates at which fhey are typically used.
Transfers from Qne computer memory to another can physically
be made very quickly-—freqﬁeﬁtly at the speed of.the memory
cycle. In some cases this high speed communication is
desired. In other cases, such as when each character must be
processed individually by the receiver a much lower rate is
satisfactory. A slow speéd output device such as a Teletypev
~terminal can physically transfer at no more than 10
characters per second. Used as an input device a Teletype
can physically realize only 10 characters per second but
typically the rate is even slower,

In addition to the fact thét a range 6f devices from
high speed to low speed must be accommodated, there is

another problem. HMany devices have a large variability in

the rate at which data 1is available for transmission,



Terminal input typically 1is typed at an uneven rate and hence
exhibits uneven availability. Even data fetched directly
from the main memory of a computer may be available at a
varying rate if there are other demands for memory access.

To efficiently multiplex communication of these devices on
the communicéfion channel would require a rather elaborate
channel allocation mechanism. One should expect a.
suﬁstantial portion of the chanﬁel bandwidth to be used for
‘allocation informétion. Also tﬁé constructién of the nodes
wouid beComéfquite comple#.

To avoid the problems associatea with many data rates
éna variability of data rates it is possible to accumulate an
entire block of éaté into a buffer béfore any of it is
transﬁitted.‘ Similarly, a block of data is buffered at the
feceiving coméénent. This leads directly to using the
communication path as a single high speed channel and

'transmitting'the entire block at a high speed. Substantial

simplicity is thus gained. For devices with low or erratic

data rates, buffers capable of burst transmissions at the

channel's data rate must be provided. The cost of these

buffers is quite low,
There are, however, some disadvantages arising from this

scheme, First, when an entire block is accumulated before it

is sent, it is not possible for the component which is to
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receive the message to do any processing of the message as it
is being generated. If the message were not buffered, the
receiving component could begin processing at the beginning
of the block before all 6f the dafa inrthe block had been
aSsegblea by the sending component.

A éecond disadvantage arises if the tranémission block
size 1is very larée. Since an entire block is accumulated
before any data is tfansmitted,rthere can be no overlép §f
transmissién during the assembly of the’message. |

Both of these restrictionslare,a question of overlap of
processing with.block transmission. With buffered
transmission block assembly, transmission, and block
disaésembly must be pérformed sefially. The totalAtime is
thé sum of the time for each,

"Without buffeéring, it may be possible to overlap all
three. In this case, the total time is the longest of the
three. Alfhough conceptually important, the time involﬁed is

usually small and shouldn't affect practical performance., It

is interesting to note that some overlap can be achieved even
with buffering if a message is transmitted as a number of
blocks. Also when the length of a message exceeds that which
can éonveniently be held in a buffer it must be transmitted
és several blocks. |

The conclusion of this analysis is then that a block of



data will be accumulated in a buffer bef&re being transmitted
via a high speed channel to a buffer at the receiving
component. When necessary, a message will be transmitted as
several blocks., |

EGiven a buffered message transmission scheme, it is
hecessafy to decide how to allocate the use of the.channel.in
order that peady-tc—send messdges can be transmitted. All
meésages éannot be éent at once since a messége wili:beéome
garbled when it.circulates around the ring bast a ring |
intefface whiéh is also placing.a message oﬁ the ring.

Hence, a mechanism for the orderly transmission of.messages
via the ring must be pfovided. '

-'The usual solution is to specify a special cdﬁponent
.(céntroller) thch allocates authorify to the componentsbté
transmit messages. For pfoper operatioﬁ of the communication
ring it is necessary thét the controller always function
properly. To avoid the reliability ﬁroblems whiéh result
from this limitation, it is desirable to have a scheme in
which no single part of the system has all of the
responsibility for control. Instead, components which ére.
functioning properly coordinate with each other for message
transmissions. Components which malfunction are not ailowed
to interfere with the rest of the system. Such a control

mechanism is one of distributed control. Instead of being



centralized, the control is distributed among many components
which must coordinate with each other,.

In the following section we will examine mechanisms
using distributed control to allow.message transmission by
nodeé without interference from each other. Each of the
schemes will be described briefly. Then they will'be

compared and contrasted on a number of features.
2

The following three méchanisms are to be.considered:
1. Control passing
2. Lazy Susan ,

3. Délay relaying of messages.



Control Passing

w5

With control passing a single Eiﬁg interface is
authorized fo transmit a message onnthe ring at any one
timg. All other ring interfaces must simply relay all data
recéived to the next ring interface. Wheh the authorizéd
ring interface is through transmitting, it will traqsmit.a
special sequence of bits known as a contfol tbken. Any
other nodérwhich wishes to transmit will replace the coﬁtrol
token with_a message followed by a control token., If no
ring interface needs to transmit, the control token will
circulate arouna the ring until a ring interface is ready to
transmit. When there are interfaces which desire to
transmit, the control token will be delayed ét each ring
iﬁterface which is ready to transmit while a>meséage is
transmitted. |

Because only one point in the ring is authorized to
alter the information passing around the ring, messages will
always circulate completely around the ring until they reach
the point which is authorized to transmit. This must be
completely around the ring and may be more if the point
autﬁorized t; transmit moved while the meésage was going
around the ring. This guarantees thaf it can be received by
~any of the nodes to which it might have been destined,

Instead of allowing a message to continue around the
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ring until it arrives at a point which was transmitting, it
might be logical to absorb it at either of two places. It
might be absorbed by the ring interface at the message's
déstination. To do this requires that every message be
delayed at every ring interface enough to recognize whether.
the message is destined for that ring interface. This delay
must be at least enough to recognize the destination address
field in the message. With a ring of n nodes the address
field and consequent delay must be at least log2 (n) bits.
Inposing this delay at eVefy ring interface 1is ﬁndesirable:
Since there do not appear to be significant advaﬂtages to
absorbing a message at the destination ring interface, doing
so and imposing this delay is undesirable. On the contrary,
allowing messages to travel éompletely arouna the ring
provides a convenient ﬁay»to send broadcast messages which
are addressed so they will be received by several or all of
the components. )

The other logical point for absofbing a message is the
point at which it originated. When messages are absorbed at
the point where they originated, they are guaranteed to have
gone completely around the ring once and only once. The
orig;nating ring interface can check the message as it is
received and determine if there were transmission errors,

If the received message is different than that transmitted,
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the .originating interface is aware that the destination
interface might have received an erroneous message.
Guaranteeing that a message normally passes each ring
interface only once reduces the burden of receiving and

ignoring successive copies of the same message. It is

rather simple for an originating ring interface to absorb

the messages it transmits if all ring interfaces absorb the
messages they transmit. Since the control token always
follows the last message transmitted, all messages which

were transmitted before a node starts transmitting will have

a;ready passed that node. These earlier messages will be
absorbed where they Qére created. As a result, the next
messaée the ring ihterface receives after it begins
transmitting will be the message it transmitted. Since an
address.need not be recognized, a déléy at each node is not
necessary.

The only delay required at each node is‘thaf needed to
reform the transmission signal pulses.‘>Aside from this all
relaying can be on a bit‘by bit basis.

There is nothing in this protocol which restricts the
length of messages to a fixed éize. Once a node has
received the control token, it can'transmit a message of any
length., If it desires it may transmit several separate

messages each of arbitrary length. However, transmission of



several messages delays passing the control token.

It is important that the control token circulate around
the ring frequently so that no interface will be prevented
from sending messages for too long. By limiting the amount
of transmision by any ring interface before‘passigg the
control token, this can be achieved. The number of messages
mighf be limited (e.g. 1) Or thé total léngth of all |

messages (time) might be limited, or both.

Lazy Susan

Another méchanism for coordinating usé of the.
communication ring gefs its name from its resemblance to a
lazy Susan. When the pﬂysicai size of the communication
ring is large or there are substantial delaYsAin the
tfansmission (e.g. at each ring interface), the time it
rtakés for a signal to go arqund the ring and return to its
érigin may be quite long. If by the time a message of a
fixed size is completely transmitted the beginning of the
message has only gotten 1/3 of the way around the ring, we
can say the distance around the ring measured iﬁ bits is
three times the size of the message. This intervai in the
time—space around the ring as weli as the two other

intervals of equal size can be viewed as trays circulating

around the ring. If there is no message in the tray when it



passes a ring interface, the ring interface may place a
message in the tray. As long as the transmission is
complete by the end of the tray interval, the message in the
next tray can be passed on without damage. As a result,
thrée ring interféces can ﬁe transmitting at the same time
without garbling each other's messages. In general the
number of nodes able to transmit will be équal to the
integer part of the Aélay around the ring in bits divided by
the fixed message size; |

Since there can be éeveral trays, the poésibility of
transmitting a message by a ring interface which has one to
send occurs several times as often (as each tfay passes).
However, when a tréy is full it carnnot be used and the ring
interface mﬁst wait until an empty tray is aQailable.

The lazy Susan scheme.fixes the length of messages at
theJtray size. Shorter messages can be accommodated, but
thé transmission capacity is not recovered. When using the
lazy Susan scheme, messages must always be explicitly
removed to make the message slot available. Otherwise
meséages would continue to circulate around the ring
indefinitely. They may be removed either at the destination
or at the origin after traveling completely afound the ring.
Singe the destination cannot be expécting the message at any

particular time, it cannot delete the message unless it



never sends a message on to the next node until it has
determined wﬁether or not to send the message or to transmit
an empty slot. Té determine this requires that it has
received and analyzed a destination address at the beginning
of the message. To delay the relaying of every message long
enough to do this is undesirable.

On the other hand, the originating ring interface can
aﬁticipafe the time the message will have gone completely
arbﬁnd the ring. It only.needs to know the'delay around the
ring to the precision of one slot-time. When the |
appfopriafe slot arrives; it can flég the slot as empty and

available without any delay in the ring interface,

- Message Delaying

A third method of preventing interference among ring
interfaces is not to regulate when ring interfaces may start
transmitfing, but instead require that a Ping.interface
delay incoming messages‘when required. If it is
transmitting a message of its own, it must delay the
reléying of incoming messages until it has completed the
transmission of its own message. A ring interface may not
start sending a message in the middle of relaying a message

but is otherwise unconstrained. The net effect of this is

to delay all messages which encounter conflict at a node by



the amount of conflict. '

Again the message can be deleted from the ring either
by the destination ring interface or by the origin ring
interface. However, since the time it takes a message to go
arohnd the ring is variable, the destination or origin ring
interface must be able to identify the message. This is
best done by placing an address field at the beginning of
the message., The address might be'fhat of the destination
if the destinétion ring interface is to remove the message
or that of the originating ring interface if the originating
ring interface is to remove thermessage. To address all
ring interfaces uniquely the length of this field in bits
rnmust be log2 the number of ring interfac¢es. In order to
delete a message, a ring interface must recoéniie this field
and éither alter it or alter a previous field to indicate
‘"o message"., Hence each nodé must delay retransﬁission by
at least the length of this field. |

A slight variation of this scheme is less efficient but
is quite easy to implement in hardware. A ring interface
which receives a message to relay while it is transmitting a
message does not merely delay it until it is through
transmitting. instead it delays relaying of all messages
received by the length of the message it is transmitting:

It removes this delay and "catches up" when the message it




transmitted returns (by not relaying it on).
This is easily implemented in hardware by using a FIFO
shift register. The message to be transmitted is first

placed in the shift register. Anytime except when in the

|
]

‘middle of relaying a message, the message may be transmitted
by shifting it out of the shift register. Received data is
entered into the shift register and is thereby delayed by
the length of the méssage; Shifting all received data |
through the rggister éontinues until the message fransmitted
has circulated completely‘around fhe ring and back into the
shift register. At this time direct relaying of the
messages recei?ed without delaying them in the shift

register can be resumed,

Evaluation

- The priméry criteria on which evaluation of these
schemes is to be made-is the amount of delay inflicted on
messages. This comparison is made assuming a fixed
baﬁdwidth for the inter-node links of the ring. Other
criteria such as ease of initialization, recovery from
errors, and cost of equipment are also pertinent.

The following analysis is based on the assumption that
the average traffic or demands to send messages are

symmetrically distributed and equal at each of the nodes.

- 18 -



The delay between the time a component has assembled a
message and the time it is ackrowledged as received at the
destination component consists mainly of three parts:
1. Queueing. Waiting at the sending node until
ﬁ‘ previoué transmission reguests by the node have
bgen.completéd.b
2. Latency. Waiting until it is appropriate for the
ring interfade‘to start transmitting.

3. Transmission time. The time it takes for the

message to be transmitted and return to the
originating ring interface for verification.
Since the latency and transmission times determine

the service rate.for the queue, the length of the queue
‘and consequent delays are dependent on the latency and
transmission times as well as the rate of arrival of
messages to transmit. The. latency and transmission times
are dependent upon both the mechanism for preventiﬂg
interference in the transmicsion of messages as well as
the probability of a ﬁessage to be transmitted at each of
the nodes. The probability that there is a message at a
node to be transmitted is simply the probability that the
queue length is non-zero. Assuming a fixgd poisson
arrival rate of messages‘to be transmitted, we find that

for arbitrary service times the probability the queue



‘length is non-zero is inversely proportional to the
average service rate. The average service rate must; of
course, be greater than the arrival rate. Ve conclude
that the probability that a ring interface has a message -
to transmit is monotonic with respect to the latency and

transmission times.

To compare the mechanisms for preventing interference
in transmit£ing messages we will calculate for each
mechanism:

1. The expected latency time when the queue of

meésages to be sent is émpty

2. The time for transmission and validation of a

message ' |

3. The expected latency and transmiésibn time

(service time) when the queue 1is empty

4, The service time for a non-empty queue.

Let A
n = the number of nodes in the ring
b = length of each message in bits
r = transmission clock rate in bits per second

¢ = circumference of the ring in bits including

propagation delays and 1/2 bit delay at each node

- 20 -



Control

for reforming

the pfobability‘that a ring interface has a
message to tfansmit at the time when it is
permissible for it to do so under mechanism m
where | | )

m = cp is the control passing mechanism

1

m ls is the lazy Susan mechanism

'm = md is the méssage delaying mechanism

Passing

1. The latency time for zero length queue with control

passing is uniformly distributed between the delay when

the control token arrives at the same time as the message

to be transmitted and the delay when the control token

must pass all nodes,

In

In

the best case

Delay = O

the worst case

bPelay at each node which has a message to
transmit = time for one block = b/r

Expected delay at each node = pc?b/r

Expected delay at n nodes = npch/r



Delay in transmission = c/r

Total delay = npc?b/r + c¢c/r

‘ npep b \ v <
3 Expected latency delay = P; = Zrchn(“PCFL*”E
‘ A 3
s’:"

2. The time for transmission and validation of a me=~
'. N - . T ’,‘.!‘s
is the block length divided by the transmission rate p(

the delay for propagation around the ring.

Transmission time = b/r +c/r

3. The expected latency and transmission time when s

queue is empty is the sum of (1) and (2).

Expected latency and transmission time =

npeo by
be>7, 0, ¢
2y Y Y
L, The service time for a non-enpty quehe is the wor

case latency time.

- 22 -




Service time = = (“P‘P * ”g')

Lazy Susan

With thé lazykSusan‘mechanism there a?é \¢/b) slots
a&ailable for placihg.messages on the ring.
1?  The latency time for zero length queue is 1/\9/&3
times the latency'for a single slot. The latency with a
single slot is uniformly distributed between the delay
when an empty slbt arrives at the same time as the message
_to be transmitted and the déiay wvhen the slot mﬁst pass by
all nodes. |

In the beét case

. Delay = 0

In the worst case

Time to pass each ring interface = 1 + 1/n times
around the ring with probability py 3 1/n

times around the ring with probability 1-p,,

Expected time to pass each ring interface

2o
= {_)\S(\*A\—\_\—%_ + (\—?\53 W _‘,—

:’(?‘54’%\\%
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Time to pass n ring interfaces

L (per) & = e

Expected latency delay with bnly one slot

“F\SC-\—L
= 5
. : - i '\-\P\SC.*'(.
Expected latency delay =
: /sl 2r
2. The time for transmission of a message is the block

length divided by the transmission rate plus the
propagation delay around the ring.

Transmission time = b/r + c/r
3. The expected latency and transmission time when the
queue is empty is the sum of (i) and (2).

Expected latency and transmission time

l (“P\S*WC b ‘C_
12 s

—\Slbl ex Y Y




b, The service time for a non-empty queue is the worst

case latency time,

| (ﬁP\s -+ ‘) <
Al ¥

i Service time =

Delay Relaying lessages When Required

1. The zero length queue létency time is distributed
between =zero aelay and the delay of one méssage time
(O,b/r); However,'this is not uniform: fop a lightly
:loaded ring it is biased toward zero delay. We will
assume’the best case of zero delay.

2. The expegtéd time for transmitting and verifying a
message is the time for the message to go éompletely
around the ring plus the delays encountered at each ring

interface.

Expected transmission and verification time

L e W b . Canpubsb
TR Y *



3. The expected latency and transmission time when the
queue is empty is the sum of (1) and (2).

Expected latency and transmission time

¢+“Pm;g*b
Ay

b, The expected service time for a non-empty queue is

the expected time for transmitting and verifying.

C Y\\;m;b + %

X

Service time

’ 2
2 (._%_ +r\?%c}+c—)

Y C/b

- 8ince the probability that a ring. interface has a
message to transmit is monotonic with respect to the
latency and transmission times, the service time for

non-empty quéues is a good measure of the efficiency of

the mechanism.

C?

» \
Control passi -.————(n ¥ —
Contro pé sing YN PCP b )



Lazy Susuan \ (Y\?‘S « *—C’)

")

|

Y el

lessage delaying

2
((\PY,\AC"*Q*%)

Coﬁtrol éassing is always preferréd to message
-delaying. Comparison of control passing and the lazy
. Susan is somewhat more difficult.
| When c¢/b ié less than one, there is not enough roon

for a whole message on the ring. In this case the lazy

" /a

Susan scheme makes no sense. For c/b = 1, the two schemes
are identical (in operation as well as in perforﬁance).
For 1{c¢/b<2, control péssiné is always preferred., For c/b
= integerl, the lazy Susan scheme is preférred. For ¢/b
not- integer and greater than 2, the preferred scheme
depends on the expected number of nodes with messages to
transmit. VWhen the expected number is'large, control
passing 1is preferred. When the expected number is small,
the lazy Susan is preferred. |

By setting the service times equal to each other and
solving for np in terms of c¢/b it is poésible to state fhe
trade off,

|}

\&/b]
np = 3

| \

<fy U]




This function is plotted in Figure 1. For np above the
traces, control passing is preferable. For np below the
traces, the lazy Susan is preferable., The graph shows
that for'integrai c¢/b where a number of trays fit exactly
Aaround the ring. an infinite expected number of nodes ready
to transmit would be hecessary to make control passing
preferable. As the size of the ring increases so that the
number of trays doeé'not fit well, the expected number of
nodes ready to fransmit to make control passing preferable
\
decreases. When there is almost a whole tray space
wasted, control paésing is most favorable. The expected

number of nodes ready to transmit at this point depends on

the number of slbts;

np = [c/b) (E:/E} '- 2)

All of the previous analysis has assumed that
messages were of a fixed size. 1In any real system it is
likely that the size of messages to be transmitted will
vary. If only one fixed siée of message blocks can be
accomodated some messages will only partially fill blocks
and others will need to be transmitted in several blocks.
This results in wasted transmission capacity for partially
f£illed blocks and additional overhead for multi-block

messages. The problem is quite similar to storage



fragmentation in computer memories.

- The amount of waste is dependent upon the
distribution of message sizes. If there are many short
control mes;ages, the waste will be great. If most
méssages completely fill a me;sage block, the waste will
be slight. For example; if theylength of meséages is
'ﬁniformiy distributed between 1 and the message block
size, about oné—half of the transmission capacity will be
rwasted. -

If the 6bﬁmunication mechanism allows, this wasté can -
be avoided by transmitting messages which are the exact
size needed rgthér than to fit messages into fi#ed sized
blocks. : The only resfriction on‘the size Qf méssages for
.the control passing mechanism is that messages.may not be
so big that the use of the ring is ménopolized fdr an
unacceptablé length of timg. Thé lazy Susan can oﬁly
accomodate a fixed size block. For this reason the
control passing mechaﬁism has an advantage where the size
of'messages varies considerably.

To complete the analysis we will examine the
trade-offs with some typical parameters:

n & 10
b = 1000 bits

r =~ 2 nHz



¢ &R 200 mi x10 bits/sec = 2000 bits
2 }'4 \O‘Y‘m [ XX

Service time for control passing

(Y‘c/b NPep &+ %)

Epep* 2
\0?

seconds

n

Service time for lazy Susan

\
\‘C-/b

( “-P‘S C,\'c.)

Sp. Y. 5
= 2he -7 seconds
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Both Pep and p,, are between 0 and 1. However, pGP will

be larger than pg since the lazy Susan service time is

slightly better.

For fixed length blocks the lazy Susan mechanism
best for.this situation, Since c¢/b is an integer the
maximum advantage is given to the‘lazy Susan, If tﬁe

control passing mechanism were to also take advantage

is

ofJ



variable length messages, the average message length

transmitted might be only 500 bits. In this case the

service time is calculated:

\ C
Ve
Y"Ib(?i: b

c}) = ———‘-Y'-'("\Pc.?‘b“'c—)

B 2-79\0"’

_ 2!5’&?*\ — sec_o\mls

\o?’

In this case control passing is likely to be best.

Maintaining Loop Operation

A system using a single unidirectional communication
ring would be extremely vulnerable to total failure since

a failure in any link or at any node would prevent all

pairs of nodes from conversing. To avoid this, in



addition to the primary links which connect the nodes,
secondary links‘which skip nodes are provided. (See
Figure 2.) Upon malfunction of a node or link, the
successor node can take its input from the secondary link.
By ignoringvany data from its primary link,-thek
malfunctioning part of the system has been logicaliy
excluded from the system. Such exclusions may occuf in
many places around the ring. 4s long as there is not a
ﬁalfunction-at two adjacent nodes or in céftain |
combinations of their links, the communication ring caﬁ
~continue to function. This execlusion should occuf
~automatically while the system is running when a
mélfunctioning séction of the system is recognized,

As a result of this automatic exclusion, the
communication ring is relatively secure against failure
except when two adjacent nodes‘malfunction. Two adjacent
nodes may malfunction because of external environmental
factors or_because of randomly coincident malfunctions,

A phySical by-pass path, whicﬁ is independent of the
power-on/off status of the ring interface and attachéd
component, could allow connection of the ring interface
inputs and outputs. By activating this path the ring

could be reconfigured as if the node did not exist. This

would be used if the ring interface is known to be




defective, during maintenance, and when the computer is
not programmed to operate on the ring. The path could be
invoked automaticélly upon loss of power at the node.

The node skipping links in cohjunction with the
by-pass pathéAat each node provide‘a means of attaining
high reliability whiie excluding only the malfunctioning
.node'from the ring. Strategically placed links which skip
‘more than a single node coulﬁ gé‘uéed to gain even more
reliability by allowing operation of thé ring even whén
there are multiple, contiguoﬁs malfunctions. Use of these
paths may in?olve exclusion of properly functioning nodes
as well as those‘which have failed. However, the effects
are limited to a locality of the ring.

We now turn to the ques&ions of what constitutes an
acceptably functioning section of the ring and when to
exclude a section which appears to be malfunctioning. We
are.only interested in those malfunctions which affect the
whole systém or major portions of it since systems can
éontinue to operate with slightly decreased performance
when some components are not available. Failures which
afect only a single nodé; while they mgst be recognized
and corrected, are of secondary,imbortance to a
malfunction which prohibits proper operation of the whole

system,



Because of this it is important only that a ring

interface be able to properly relay messages and maintain

the transmission protocol, whether it can successfully

accept messages destined for it or can orginate messages

is inconsequential.

We are not concerned with

bnly the relation between what
transmitted. Ignoring for the

 links, the node can be thought

the internal operation but

is received and

‘moment any node skipping

of as an open subsystem

with an input from the previous node in the ring and an

output to the successor node in the ring.
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Input

Output

A portion of fhe riﬂg consisting of several nodes can be
represented by the same subsystem: the input going to the
first node aﬂd the oufput from the last node with internal
connectioné not observed. bThe dnly difference between
multiple node subeystems and a single node is the emount
of delay between input and output.
With the control passing protocol a correctly
‘operating subsystem must:
1. Relay bitAby bit exactly what was received
‘except for (3) and (u),
2. fmit a control token sequence within a bounded
time after a control token sequence is received.
(This bound is based‘on the nﬁmber and length of
messages allowed for (4).)
3. The subsystem may transmit its own messages

between the time it receives the control token



sequence and the time it sends the control token
sequence.

4, The subsystem need not relay from the time it
began to emit the control token sequence for the
time it takes information to propagate around
the ring. fhis period corresponds to the time

_that messages transmitted by the subsystem are
returning after traveling completely around the

ring.

Ciréuitry to implement this test can be located at
the successor of each node. This circuitry could use as

its inputs the signal received from the previous node and

the Signal received on a node skipping link from the

second previous node.

Two problems arise in this comparison., If there are
differences in the two signals received, it is not
possible for node C to tell, a priori, whether the errors

were induced in the primary path or in the node skipping

.



link. Also use of the information from the”alternate node

skipping link would be viewed as a malfunction by the next

node in the ring (D).

It would detect a discfepancy between the two signals
received but woul@hnot be able to differentiate between a
valid exclusion operation and a malfunction of node C.

If in addition tbkthe links from the previous ring
interface and the second previous ring interface, each
.ring interface receives the output of the third previous
ring interface via another iink, it can compare these and
make a correct decision on whefher to accept the data from
the previous ring interface or from the second previous
interface. |

Let I,,I,, and Ig designate the inputs from the
prévious, second previous and tﬁird preQious nodes
'respectively. Let C(x,y) = 1 if the subsystem with input
x and output y is behaving according to the rules given

previously, and C(x,y) = 0 otherwise. Then the
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L3

appropriate input from which to accept data is given:

c(I ,1) Toe(1 L,I) 1 c¢(1 ,I‘) appropriate
input
1. i .1 1 I
2. 0 1 0 I
3. 0 0 1 I
L, 1 0 0 I
5. 0 0 0 I

This table can. be derived:
(1), 1If eﬁerything is working, the appropriate input is
the output of the previous ring interface.
(2). If the previous node fails, both the subsystem for
the previous node and both previous nodes will not be
behaving cbrreétly'so it is appropriate to exclude the
preVious node,
(3). If the signal from the second previous node
indicates an error but the subsystem containing both
previous nodes is behaving correctly, the appropriaté
input is from the previous node.
(4)., If the second-previous node aoes not appear to be

working correctly, assume it is excluding a node but is

~
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being monitored by the previous node and accept. the input
from the previous input. If none of the subsystems are

working correctly the previous node is malfunctioning or
else recovery is impossible so exclude the preQious node.

"‘Note that it makes no difference whether a node itself has

failed or a path connecting the node has failed.

To reconfigﬁre'the ring so that the ring operates as
if a node were not pfesent the following bypasseé are

necessary.



Normal configuration By-pass connection

I, to 0,
—- - : I?. to a |

Is to ¢

A to 0Op .

C to b




Conclusions

In the preceeding analysis we have determined that it is
generally best that the communication ring use:
i. High speed full bandwidth data transfers
2. Buffering where necessary at the origin and
. destinatioﬁ nodes

‘3. A éontrol passing protocol

. . Redundant links,.
ﬁesign details for a ring and ring interfaces-using these

principles are described in appendix A.

~



Appendix A
Ring Interface Hardware
DISTRIBUTED COMNPUTER SYSTEM

University of California, Irvine

A ring interface provideé for the connection of a
computer or other computer system component to a
unidirectional communication path. The use of several
ring interfaces interconnected with a circular
communication path fesults in a looped communicétioh path
whiéh any of the-compénents can use to send messages to

any of the other components:
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The functions of the ring interfaces are
1. Control use of the comnunication ring
2. Route messages from a component onto the

communication ring

3. Route messages from the ring to the appropriate

component.

A component is a computer or other computing system

component which is connected to the communication ring

with a ring interface. A component and its ring interface

taken together constitute a node of the system.
Information is transmitted among components'in
packets called messages. 'A message may contain up to
65536 bits of information (8K bytes). Messages are
addressed with logical addresses which are independent of
the physical locations of nodes. Many logical addresses
cén be dynamically assigned to_each node at the same time.
The same logical address may be assigned to more than one
node. When an address is assigned wt more than one node,
the components at both nodes will receive messages with
that destination address. A unique logical address can be
assigned for each process. If the process is moved to
another component on the ring, its address (process name)
can be moved to the new node‘so that senders of messages

need not be aware it has moved.



A1l messages travel on the ring from the ring
interface at which they originate, all of the way around
the ring, back to the originating ring interface. As a

' message passes through each ring interface where the

destination address in the message matches one of the

o

logical addresses of the node, the message is copied into
’fhe componénf. All-compérison and copying occurs
immediately’as the message arrives at the ring intefface
so that it can be tfansmitted to the next riég interface
bit by bit wifhout aelay.

Only one ring interface mavy be placing a mességé onto
the ring at ény one time; When it is thrcugﬁ transmitting
its message, a ring‘interface sends a special séquence of
bits known as a control.token. 'Any node which_has a
message to send must wait to sees this sequence at the end
of a message, alter the»séquence to indicate the beginning
of a message and transmit its message with a control token
sequence affixed to the end. In this way only one ring
interface will be transmitting at a time. With only one
ring interface transmitting at a time the possibility that
a message will be replaced with another message before it
has circulated completely around the ring is avoided.
Although only one fing interface will be transmitting at a

time, there may be more than one message which is
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traveling on the ring if the delay around the ring is
large.
The ring interface consists éf 5 logical parts.
1., Line receivers
2. Input selection
3. Central control

n, Component interface

5. Line drivers.



T

a

-

—> line input central line .

receivers selector control drivers

|

component
interface

o o

| PUSRRREVSUPRINPRR

‘The line receivers accept the incoming ring communication

signals and convert them from the communication medium
being used to clock and data signals at internal logic
leveis. |

The input selector provides for the selection of one
of several incoming signals from other ring inferfaces.

Selection of an alternate incoming signal allows for the

exclusion of malfunctioning components from the ring.

The central contrél recognizes incoming meséages
destined for the attached component and controls the data
to be sent on to the next node.

The domponent intérface transfers messages from the
central contrél to the attached cqmpoﬁent. It also
transfers messages from the component to the central
control. The component interface is tailored to the
requirements of the component being attached. Other parts

of the ring interface are independent of the component.

Normally the component interface will connect to the

- Lp -



computer data channel or direct memory access port and
data transfers will occur at the data rate of the
communication ring. For components not capable of

operating at this rate buffering must be supplied.
The line drivers provide for conversion of the output
of the ring interface to the appropriate signals for the

‘ring communication medium.

" Operation

Message Transmission

When a component has a message to send, it assembles
the message in its memory in the following format and

signals the ring interface.

destination origin length . text (including a
address address of text sequence number)

The ring interface enters the waiting-to-send state until
a control token sequence follows a message. It alters the
final bit of the sequence to indicate the start of a

message and begins transmitting the message it obtains



from the computer through the component interface. At the
end of the text a 16 bit cyclic redundancy check code 1is
transmitted followed by two bits for othefhinterfaces to
return match and accept status followed by a control token
'ﬁequence. The ring interface will ignore all input
received until the approximate time it expects the

. beginning of its message to have traveled completely
around the ring. - (This estiﬁate of the transmission delay
around the ring is adjusted every time a céntrol token
passes by observing the time it takes before either the
control token or a message which replaced it retﬁrns.)
'Slightly before the expected time for the return of the
message, thé interface begins to look for the
start-of-message sequence for the message itrsent. Wheh
this is found the interface checks the following message's
cyclic redundancy check code to assure no errors were
introduced into the message. It then interrupts the
sending component to indicate‘éompletion of the funcfion.
The transmission status flags are then available for
interrogation by the component. If the start-of-message
does not occur as expected, the ring interface will

interrupt the component with the loop-error status set.



Message Transmission Status Flags

(available after end-of-transmission interrupt until

the next request to send a ressage)

Flag nane

Value

Transmit Overrun

Loop Error

. Transmit CRC Error

Match

Not accepted

Message transmission
was aborted because
data was rot available
at reguired rate

Message was not
recognizec at origi-
nating nodce

CRC in rmessage when _
returnec¢ to originating
node incicated error

At least cne ring
interfacs responded
to the logical desti-
nation addéress but
could nct copy. the

message

The loop error status must be zero for the other

indicators to have meaning.

Message successful.
transmitted

Message returned
to originating
ring interface

CRC in message
when returned to
originating node
indicated no error

No ring interface
responded to the
logical destinatior
without copying
the message

.At least one ring

interface copied
the message

e match and accept flags



are not error checked and therefore are likely to be
erroneous. They should not be used if the CRC error flag
indicates there was an error in another part of the

message.

Message Reception

Each fing interface has a table of logical
destination addresses which it should recognize. (The
entering of addresses into this table is deséribed below.)
For each message which passes on the ring,.the destination
address is compared bit by bit with each of-the addresses
in the table. If any of the addresses completely mafch
this destination address, the destination address, origin
address,.length, and text will be routed through the -
componentlinterface to the component. The componenf will

then be interrupted and can interrogate the receive status

flags.

Receive Status Flags

(available to be tested after receive interrupt until

component initializes I/0 to receive next message)



Flag name Value

1 ¢
Receive Overrun Part of message was Entire message was
' lost because component copied into component
did not accept data at memory

required rate

Receive CRC Error CRC in message CRC in message
' indicated error indicated no error

All messagés received by a ring interface afe transmitted
to the next ring interface with only the delay necessary
to reshape eéch bit. If the destination addreSS'in a
message matches one in the ring interface's table but the
message was not successfully copied into the component's
memory, the match bit will be set to a one régardless of
the value received. If the destination éddress in the
message matched one in the ring interface's table and the
message was successfully copied into the component's
memory, the accepted bit will be set to a one regardless
of the value received.

When a control token is received by a ring interface
which has no message to send, it will tfansmit the control
token to the next ring interface. It will cease to relay
until the control token or the message which replaced it

arrives. The estimate of the transmission delay around



the ring will be used to commence looking for the control

token or start-of-message. The error in this estimate
/

will be used to calculate a new estimate.

Loading the logical address table

An entry to be placed in the logical address table
must be constructed in the component's memory in the

following format:

position in table logical address

The componéht will signal the ring interface to replace
"the previous value of the designated position with the new
value. Since control of the logical address table must be
kept in synchronization with messages being received on
the ring, a delay may occur before it is possible to load
the designated positidn. Wheg the position can be loaded,
the ring interface will do so and then cause a table

loaded interrupt.
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Message in Component Memory

“ammnwsmnwos origin . text text (including sequence field)
~Homwomp logical length .
|
;address address
16 bits 16 bits 16 bits variable .
Message As Transmitted
timing start destination | origin text. text(including | CRC match | accept timing control
preamble } of logical logical | length} sequence field) | flag flag preamble |token

'~ Imessage | address address :

16 bits 6 bits 16 bits 16 bits 16 bits wvariable 16 bits 1 bit 1 bit 16 bits 6 bits
Note: 1. The length field is coded as a binary number which is
one less than the number of bits in the text.
2. Timing preamble is all zeros.

Start of message is 000011

Control token is 000010

CRC is calculated using polynomial

.
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