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ABSTRACT OF THE THESIS

Security of ADS-B Receivers

by

Devin Alec Lundberg
Master of Science in Computer Science
University of California, San Diego, 2014

Stefan Savage, Chair

Many modern pilots are now using tablet based Electronic Flight Bags
(EFBs) in the cockpit where a tablet computer such as an Apple iPad is used to
display charts and documents to the pilot. When this EFB is connected to a device
known as an ADS-B receiver, EFBs can display not only static information, but
relevant real time in flight data such as traffic and weather. The pilot can then use
this information to make decisions while flying. This paper analyzes the security
of these ADS-B receiver systems and creates threat models. Using these models,
this paper finds attacks on existing systems including a malicious firmware update

of the receiver. Lastly, security recommendations are given to fix these problems.
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1 Introduction

Traditionally pilots have carried large bags, containing up to forty pounds of
documents, called flight bags. These documents included charts, maps, approach
plates, operator manuals, terminal procedures, and airport information. Electronic
Flight Bags (EFBs) are the electronic version of these documents and with the
recent advances in tablet technology, iPads are largely becoming the pilots choice
over traditional methods [19].

Another trend in aviation technology is Automatic Dependent Surveillance-
Broadcast (ADS-B). ADS-B is designed so aircraft can share their location data
with air traffic control (ATC) and nearby planes. Nearly all planes will be re-
quired to broadcast ADS-B by 2020 [18]. To incentivize ADS-B’s adoption, the
FAA broadcasts live weather updates from towers located throughout the country.
Unfortunately, pilots who want their on board systems to be able to read this
traffic and weather information need to install expensive systems on their plane
known as ADS-B In.

Instead of buying an ADS-B In system for their plane, many pilots are
buying portable devices called ADS-B receivers that receive the ADS-B signal and
send the information to their EFB. The EFB will then display the weather and
traffic information to the pilot overlaid on the existing charts to give a pilot a more
complete picture of their surroundings.

Neither the ADS-B receiver, the iPad, nor the application running on the
iPad is required to be certified by the FAA (although they cannot be used on
commercial planes without FAA authorization). This allows developers of these
systems to quickly push application updates through the Apple App Store and

focus on improving the pilot’s experience rather than having to adhere to FAA



regulations and wait for approvals. As these systems are designed to provide the
pilot with information to make in-flight decisions, it is reasonable to ask if these
systems were designed with security in mind. We will discuss the security of the
design of these systems and explore vulnerabilities in several current implementa-
tions.

In the first section of this paper we will discuss relevant background in-
formation. We will explain ADS-B, EFBs, and ADS-B receivers in general. The
second section will discuss the attack surfaces and threat model of an ADS-B
system. We will analyze each of the potential channels an attacker could use to
maliciously affect this system. Next, we will show current implementations of the
system through specific products and show examples of attacks from the channels
we discussed in the previous section. Last, we will address future work that could
be done to improve and better understand the vulnerabilities these new systems

present.



2 Background

This section will describe background information on ADS-B, EFBs, and
ADS-B receivers.

2.1 ADS-B

Automatic Dependent Surveillance-Broadcast (ADS-B) is a system for air-
craft to broadcast position information. It is designed to replace radar as the
primary means of tracking aircraft. Each aircraft equipped with ADS-B Out tech-
nology will obtain their position via GPS (or another GNSS-based system) and
broadcast it over a data channel once every second. Other aircraft (those equipped
with ADS-B In) and air traffic control (ATC) can then receive this information to
create an accurate picture of the airspace. In the United States, most aircraft will
be required to be equipped with some form of ADS-B Out capability by 2020. This
is a part of FAA’s NextGen, a program to update technology related to US aviation.
To provide further incentive for this new technology, the FAA is providing several
services through ADS-B broadcasts: rebroadcasting all traffic information available
to ATC through Traffic Information Service-Broadcast (TIS-B), and broadcasting
periodic weather information through Flight Information Services-Broadcast(FIS-
B). In the US, there are two data links for transmitting and receiving ADS-B:
1090 MHz Mode S Extended Squitter (1090ES) and Universal Access Transceiver
(UAT).

1090ES is the primary means of transmitting ADS-B data globally. 1090ES
makes use of existing 1090 MHz transponders and an existing message type called

extended squitter. Thus ATC and many aircraft can use existing hardware to
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Figure 2.1.1: A simple diagram showing how aircraft communicate using ADS-B
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support 1090ES. Due to the use of an existing format, messages sent over 1090ES
are limited to 112 bits of data per packet. This means that reports from aircraft
are split into many short messages to transmit all of the necessary data. Because
of this limitation, 1090ES is not used for FIS-B or TIS-B.

UAT is a major focus of FAA NextGen. UAT overcomes some of the limi-
tations of 1090ES because it was designed specifically for ADS-B. UAT is capable
of sending longer messages. This allows the FAA to send weather information via
FIS-B and rebroadcast traffic via TIS-B. In order to send this data, the FAA has
built ground based towers across the USA covering much of the airspace. For FIS-
B, these towers send different types of updates periodically every 10-30 minutes.
FIS-B updates include text based weather updates, graphical weather information
(both local and national in different resolutions), relevant notices about in flight
hazards or restrictions (NOTAMSs), and information about current airport condi-
tions (ATIS). TIS-B broadcasts all available radar and ADS-B traffic information
within 15 nautical miles and within 3500 ft elevation for each aircraft with ADS-

B Out in range of the ground station. In addition to weather and rebroadcast



traffic, UAT can be used to transmit traffic information via ADS-B for aircraft-
to-aircraft or aircraft-to-ground communication and is recommended for general
aviation aircraft. UAT data is sent over 978 MHz and requires the installation of

new hardware.

2.2 Electronic Flight Bags

A flight bag is an aviation term referring to the document bag that pilots
take on flights which contains necessary operation manuals, navigation charts,
calculators, and other relevant pilot documentation. These flight bags can weigh
up to 40 pounds [13]. The electronic flight bag (EFB) is a device that provides all
of these documents digitally. These are preferred to traditional flight bags due to
their ease of use and decreased size and weight [19].

The FAA has designated three different types of EFBs for the purpose of
regulation. Class 3 EFBs are considered hardware installed on the aircraft and
subject to the regulation normally provided to installed hardware. Class 2 EFBs
are portable electronic devices that are mounted or attached to the aircraft in some
way and that have not been certified by the FAA. Class 1 devices are non-certified
portable electronic devices that are not attached to the aircraft. Besides being
mounted or attached, the primary benefit of a class 2 EFB is that it can be used
during all stages of flight where a class 1 needs to be stored during critical stages
like takeoff and landing. Commercial airlines need to go through an FAA review
process before adopting a new EFB [2, 3].

The FAA also has regulations corresponding to the applications installed on
the EFB. There are three types of applications: A, B, and C. Type A applications
only display static information, but not navigational charts. Type B applications
may also include approach charts, show weather information, and perform weight
and balance calculations. They are generally interactive. Type C applications
must go through a software review process such as DO-178B or DO-178C and can
overlay “own-ship” position on maps and charts. These application restrictions do

not apply to non-commercial aircraft operators [2].



Figure 2.3.1: This image is an example ADS-B receiver, the Appareo Stratus
2 [24].

Apple iPads are increasingly popular as EFBs. Apple iPads can operate as
class 1 or class 2 EFBs. American Airlines, Frontier, FedEx, UPS, Sky Leave I,
Alaska Airlines, JetBlue, Centurion Air Cargo, and Mesa Airlines are among some
of the many operators authorized to use iPads as class 2 EFBs (during all phases
of flight) [13, 19, 9]. Other airlines like United are using iPads as class 1 EFBs [26].
Typical iPad EFB applications provide moving map charts, relevant documents,
operator manuals, and flight planning tools. These applications generally keep
these documents and charts up to date by downloading the latest version via the

Internet while on the ground.



2.3 ADS-B Receivers

As a replacement to charts and documents, EFBs serve primarily as a static
viewing device. Recently their usages is shifting to display real time data from
ADS-B receivers.

ADS-B receivers are portable devices that collect data via internal sen-
sors and share it directly with an EFB. An example ADS-B receiver is shown in
Figure 2.3.1. One of the main purposes of these devices is to obtain weather in-
formation from FIS-B. Therefore all ADS-B receivers support UAT. A secondary
purpose of ADS-B receivers is to display traffic. To obtain air-to-air traffic, a grow-
ing number of the receivers are also supporting 1090ES. Figure 2.3.2 shows how
these devices interact in a system.

These devices are not equivalent to ADS-B In for several reasons. First,
they are not permanently installed on the aircraft. This means that in contrast
to ADS-B In systems they do not require FAA certification for general aviation
pilots. Secondly they do not transmit data to the towers which means they will
not receive TIS-B traffic unless there is another aircraft with ADS-B Out nearby.
In that case, the ADS-B receiver will receive TIS-B traffic close to the transmitting
aircraft. In this case the only way an ADS-B receiver could receive traffic like an
ADS-B In system would be to have ADS-B Out installed on the aircraft with the
ADS-B receiver.

Most ADS-B receivers have sensors other than ADS-B. GPS is the most
common sensor. Since non commercial aircraft are permitted to display ownship
position on a map, a GPS sensor allows for a more accurate display of this posi-
tion. The most modern devices contain sensors for displaying heading, attitude,
pitch, roll, and yaw of the aircraft using an attitude and heading reference system
(AHRS). These applications can only be used on non-commercial aircraft and is
not meant to replace on board instruments.

ADS-B receivers also connect to the EFB through some sort of data link.
Some receivers act as a WiF'i access point and broadcast their data from a specified
port or range of ports. Other receivers use Bluetooth to pair with the EFB.

Bluetooth receivers only support a limited number of pairings, but allow for the
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Figure 2.3.2: This image shows the communication between GPS, ADS-B, the
ADS-B receiver, the EFB, and the Internet in the ADS-B receiver system.

EFB to be connected to WiFi and other Bluetooth devices.



3 Security Analysis

In this section, we will review the possible attack surfaces of an ADS-B
receiver system. For each data channel and device presented in Figure 2.3.2, we
will evaluate the attacker’s capabilities if confidentiality, integrity, and availability
are compromised. Confidentiality involves the ability to decipher the information
traversing the channel. Integrity means the attacker is able to change data on
the channel which is then accepted by one of the channel’s legitimate participants.
Attackers who control availability on a channel can prevent data from reaching the
intended recipients.

In Table 3.0.1, we show the different types of attacks that can be used
against an ADS-B receiver system. For each of these attacks, we discuss what
the attacker can do with those capabilities on that channel or device and the
requirements of an attacker performing such an attack. It is worthwhile to note
that attacks on the channels communicating with external networks are considered
previous work. These are presented for completeness. The rest of this paper will
focus primarily on attacks against the EFB to ADS-B receiver channel and the

ADS-B receiver device.

3.1 GPS to ADS-B Receiver

The GPS channel is most threatened by attacks related to integrity and
availability. Confidentiality is not a problem because the planes position is not
being transmitted over GPS, but calculated using the location and distance of
satellites on the horizon which is public knowledge. Integrity can be compromised

through GPS spoofing and availability through GPS jamming.
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Table 3.0.1: The different types of attacks against channels and devices in an
ADS-B system

Channels

Integrity

Confidentiality

Availability

GPS to
ADS-B

receiver

GPS spoofing

N/A

GPS jamming

ADS-B to
ADS-B re-

ceiver

ADS-B spoofing

N/A

ADS-B jamming

Internet to
EFB

Download spoofing

Compromise of per-
sonal pilot informa-

Prevention of docu-
ment and firmware

tion updates

EFB to | Man in the Middle | N/A Attacks against
ADS-B pairing of EFB and
receiver ADS-B receiver
Devices Integrity Confidentiality Availability
ADS-B re- | Firmware update N/A Bricked ADS-B re-
ceiver ceiver
EFB Direct control of | Compromise of per- | Denial of EFB

EFB sonal pilot informa-

tion

3.1.1 GPS Spoofing

GPS spoofing is the act of simulating a GPS satellite to send false data
to a GPS device. GPS spoofing is a problem for this system for several reasons.
With the capability of GPS spoofing, an ADS-B receiver would pick up the wrong
geolocation data and transmit it back to the EFB. This would interfere with a
pilot who is using the EFB for ownship position, potentially making the aircraft
appear at whatever latitude, longitude, or altitude that the attacker desires. A
more serious threat that GPS spoofing could present is to undermine all ADS-B
traffic. ADS-B relies on aircraft self reporting their location. If these aircraft are
given an unreliable location through GPS spoofing, they will report that location
to anyone receiving ADS-B.

The threat model for this attack involves an attacker who can operate a GPS
spoofer within range of the aircraft. While a commercial GPS signal simulator can

cost hundreds of thousands of dollars, researchers at UT Austin have shown how
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to create a GPS spoofer for $1,500 [12]. This device then would need an antenna
within the range of the aircraft. As these devices are generally not portable it may
be difficult to hide on board an aircraft, but still could be attempted wirelessly.

There is ongoing research in this area [25, 27].

3.1.2 GPS Jamming

Besides GPS spoofing, GPS jamming is also a threat to this system. GPS
jamming prevents a GPS device from contacting the satellites. GPS jamming has
been shown to affect aviation systems in the past, such as when a truck driver
carrying a GPS jammer repeatedly took down a GPS system for assisting landing
at Newark Airport [21]. GPS jammers would make it impossible for the receiver
to communicate with a GPS satellite which would make the pilot unable to learn
their position via GPS. This means that the ADS-B receiver would be unable to
receive position information and if other aircraft were also being jammed, they
would be unable to transmit their position. Pilots would have to fall back to other
navigational tools.

To mount a GPS jamming attack, an attacker would need access to a GPS
jamming device. These devices can be purchased for a cheaply as tens of dollars
and are portable, so they could potentially be hidden on the aircraft. These devices
could also be used in a longer range attack with some having a possible range of
8.7 km. These devices are also illegal in the United States which makes an attack

more difficult. [16]

3.2 ADS-B to ADS-B Receiver

ADS-B is also vulnerable to threats against integrity and availability. Con-
fidentiality is not an issue since the entire nature of ADS-B is to broadcast data
so that any nearby receivers can read it. Integrity can be compromised through

an ADS-B spoofing attack, and availability through a jamming attack.
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3.2.1 ADS-B Spoofing

Neither the transport protocols nor the broadcast services provide message
authentication, so ADS-B itself can be spoofed, compromising integrity. 1090ES
or UAT spoofing would allow for an attacker to create false planes or sending
conflicting information about ones already in the air. With UAT, FIS-B could also
be spoofed. This type of attack is more severe than GPS spoofing alone as traffic
can be created.

In order to spoof ADS-B, an attacker needs a device to transmit ADS-B
data to the receiver. A 1090ES ADS-B transmitter has been constructed from a
software defined radio (SDR) by researchers in France. The SDR devices used in
their attack cost roughly a thousand dollars [7]. This device could spoof 1090ES if

the attacker was within antenna range of the aircraft.

3.2.2 ADS-B Jamming

ADS-B jamming would prevent ADS-B receivers from receiving informa-
tion. If ADS-B jamming was applied directly to the aircraft containing the ADS-B
receiver, no signals would be found and the pilot could not receive traffic and
weather through ADS-B. If the ADS-B jammer was applied to a ground station,
there would be no TIS-B or FIS-B data received from that tower, in addition to
the loss of data by ATC. This attack is less severe than ADS-B spoofing.

To mount such an in the air attack, a high power jamming device with a
long range would be needed or an ADS-B jammer would need to be planted on
the aircraft. High power ADS-B jamming devices are not readily available and
this would only be effective while the target aircraft was in range [15]. An attack

against a ground tower could use a device with less range.

3.3 Internet to EFB

The EFB communicates with the Internet to update documents and charts
and it can also interact with payment and flight planning data. This means that

this channel is vulnerable to attacks against integrity through download spoofing,
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confidentiality through the compromise of pilot information, and availability in

terms of denying a user the ability to update.

3.3.1 Download Spoofing

The EFB has to regularly update data to keep charts, documents, and
firmware up to date. An attacker who has compromised the channel between
the EFB and the update server can upload modified charts, incorrect approach
plates, or modified documents to the EFB. Another target for a MITM attack
is firmware updates. If the firmware update is downloaded over a network the
attacker controls, they can replace the firmware update with different code leading
to an attack against the ADS-B receiver.

To mount a man in the middle (MITM) attack, the attacker would need
to have control or access to the network that the EFB is connected to. It is
likely that an EFB user will have to update before flying at or nearby an airport
where an attacker could set up a WiFi network to listen on. As many applications
use unencrypted and unauthenticated HT'TP, the attacker could easily modify the
data requests and responses. Even if the application did not use HTTP, many
mobile applications do not perform transport layer security (TLS) correctly so it
is possible that an attacker would still be able to MITM on an HTTPS connection
[10].

3.3.2 Compromise of Personal Pilot Information

If the attacker were able to undermine confidentiality of the Internet to
EFB channel, it could reveal information about subscriber authentication and
personal pilot data. This could potentially allow an attacker to log in as a target
to circumvent paying for chart and document subscriptions. Payment information
may also be sent over this channel. Also flight plans can be filed online through
many of these applications which an attacker could read to figure out where the
pilot is going.

The attacker needs to be in a position where he can listen to data on the
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network through means we have already discussed in the download spoofing section.
Also similar to download spoofing, if the application is using TLS correctly, the

attacker will be unable to read this kind of private data.

3.3.3 Prevention of Document and Firmware Updates

If the attacker can prevent the EFB from connecting to the Internet, the
pilot will not have the latest charts, documents, and firmware. Unless the pilot
had not been connected to the Internet for a while, it is unlikely that documents
and charts will become entirely irrelevant. This capability could possibly be used
to prevent a vulnerable firmware version from being patched for a period of time.
This attack is unlikely to pose a threat in most situations.

To prevent a pilot from accessing the update server, the attacker could
use several different attacks depending on his capabilities. The most basic attack
would be to disable infrastructure between the pilot and the update server. If the
router the pilot uses to connect to WiFi is not working, the pilot would have to
find another connection or simply use their existing software. Alternatively a web
attacker could trigger a denial of service (DOS) attack against the update server.
This would prevent any pilots from updating their EFB and could be launched

remotely.

3.4 EFB to ADS-B Receiver

Integrity and availability are important on the ADS-B receiver to EFB
channel. There is no private information transferred on this link so confidentiality
is not an issue; the only data traveling over this channel is ADS-B, AHRS, and
GPS. Attacks against integrity are man in the middle attacks between the EFB
and ADS-B receiver. When the attacker controls availability, he is able to prevent
the EFB from getting traffic and GPS position.
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3.4.1 Man in the Middle

When the attacker controls the integrity of the EFB to ADS-B receiver,
there are several attacks that can be performed. What kind of communication can
happen over this channel determines what kinds of attacks can occur. Some com-
mon functionalities include changing the internal settings or performing a firmware
update. By directly communicating to the ADS-B receiver, these tasks could be
performed by an attacker to install fake firmware wirelessly or to change a user’s
hardware setting to consume more battery. An attacker can also send any data
normally sent from the ADS-B receiver to the EFB. This could involve weather,
traffic, GPS, or AHRS data. Since the attacker is sitting between the ADS-B re-
ceiver and the EFB, he could modify actual information to make the spoofed data
seem more plausible to the pilot.

To perform an attack of this sort an attacker needs to be within range of the
wireless device when it is turned on. With WiFi or Bluetooth, this attack could
be performed at a distance using long range antenna. An alternative attack is to
plant a device on the plane that is capable of communicating over the channel that
the EFB and ADS-B receiver use. An example of this would be a mobile phone
for Bluetooth and WiFi ADS-B receivers. These attacks require that the attacker

know the message format and be able to connect to the receiver.

3.4.2 Attacks Preventing Pairing of EFB and ADS-B Re-

ceiver

If the attacker can make the channel between the EFB and the ADS-B
receiver unusable, they would prevent the weather and traffic data from being
used. This could cause frustration and may distract the pilot, but the information
that the ADS-B receiver provides is not vital to flight operation so this is less
serious than a man in the middle attack on the same channel. To perform this
kind of attack, an attacker would need to be within range to jam the EFB and

ADS-B receiver connection.
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3.5 ADS-B Receiver

ADS-B receivers do not contain confidential information so only integrity
and availability of the device are analyzed. The receiver’s integrity is compromised
if the attacker can execute code on the device, particularly in the case of a malicious
firmware update. The receiver’s availability is compromised if the attacker can

prevent the device from functioning.

3.5.1 Firmware Update

The integrity of the receiver is lost when the attacker is able to execute
code on that device or modify data. This could be used to trigger an attack at a
later point in time, to make change the traffic or GPS data the pilot receives, or
to launch a future attack against the EFB. The firmware update is a persistent
threat as the attacker changes the code installed on the device. This is the second
most serious threat to the system, after a compromise of the EFB. If the attacker
is able to execute code without updating the firmware, this has similar although
likely more limited consequences.

To compromise the firmware of the receiver an attacker must be able to
modify it through one of the communication channels previously discussed. To
only gain code execution capabilities, an attacker would need to find a vulnerability
in the existing firmware like a buffer overflow that allowed for them to run code.
Unless the ADS-B receiver is running a fully featured operating system, it may be

difficult to take advantage of this kind of exploit.

3.5.2 Bricked ADS-B Receiver

If the attacker could prevent the ADS-B receiver from working, the pilot
would be unable to access the device and the features it provides. This is similar
to the previous attack.

The attacker may accomplish this by installing non functioning firmware
or exploiting a vulnerability that temporarily disables the device. This attacker

needs access to one of the channels that communicates with the device to launch
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such an attack. Alternatively an attacker with access to the receiver can physically

damage it to disable it from functioning.

3.6 EFB

EFBs are vulnerable to attacks against integrity, confidentiality, and avail-
ability. The confidentiality attack, a compromise of personal pilot information, is
covered in subsection 3.3 as the results of the attack are very similar. Integrity
attacks result in direct control of the EFB and availability causes a Denial of EFB
to the pilot.

3.6.1 Direct control of EFB

This is the most serious vulnerability to the ADS-B receiver system as
this is the device the pilot directly interacts with. With a compromised EFB,
an attacker can emulate the results of any of the previous attacks and display
arbitrary information to the pilot.

This attacker would have to be able to overwrite existing application code
on the pilot’s EFB. This would likely involve an OS vulnerability that allowed
remote code execution. Also it is possible that a buffer overflow vulnerability
exists within an EFB application that allows for the attacker to hijack control
flow. It is likely that the vulnerability would be introduced by one of the existing
channels or through installation of a malicious app. Research in the field of mobile
OS security is a growing field and there are many possible types of vulnerabilities
[14].

3.6.2 Denial of EFB

An attacker that controls the availability of the EFB would be able to
disable access not only to weather and traffic information, but also the pilots
primary source of charts and documents that may be necessary while in flight.

To perform this type of attack the attacker could use one of the previous
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channels to introduce a vulnerability or trick the pilot into installing a malicious

application to cause the EFB to crash.



4 Analysis of Existing

Implementations

In this section, we will present the applications and devices and then demon-

strate several attacks on these systems.

4.1 Applications

The three applications we will review are Foreflight, Garmin Pilot, and
WingX Pro7. Each of these applications is a general aviation EFB application
available in the Apple App Store. All apps uses a subscription model for payment
where the app itself is free, but it costs money to keep the maps and charts up to
date. All of these applications supports several kinds of VFR (visual flight rules)
and IFR (instrument flight rules) as well as terrain and satellite maps. These maps
can overlay data about airport conditions and weather. Each application also has
a way to view airport data. There are many other applications, but according to
a recent survey the three we discuss remain the most popular and highest grossing
with Foreflight being by far the most [17]. We test these applications on a fourth
generation iPad running iOS 7.0.3.

4.1.1 Foreflight

Foreflight is the most popular application for general aviation EFBs. Fore-
flight and iPad have also recently been approved by the FAA to be used as a class
2 EFB for all Frontier Airlines flights [9]. Foreflight can only connect to one ADS-B
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receiver, the Appareo Stratus 2. Besides Appareo Stratus 2 weather, Foreflight also
interacts with XM weather services and several other GPS only devices [8]. Fore-
flight requests updates over SSL and does not accept self signed certificates. It
deals with subscriber information in the same manner. We use Foreflight version

5.6.

4.1.2 Garmin Pilot

Garmin Pilot is another popular EFB. Garmin Pilot is unique in that it
also offers an Android app. Garmin Pilot interfaces with one ADS-B receiver, the
Garmin GDL-39. Garmin Pilot updates its documents and charts over HT'TP, but
performs subscription based functionality through SSL and does not accept self

signed certificates. We run our attacks using Garmin Pilot 6.0.1.

4.1.3 WingX Pro7

WingX Pro7 has won several awards and was ranked third in a survey
for pilots using iPads as EFBs [17]. It supports data from 11 different ADS-B
devices [11] including Sagetech Clarity. All data requests are done unencrypted
over HTTP, except for monetary transactions which are done through the Apple
App Store. We use WingX Pro7 version 7.1.2.5.

4.2 Devices

In this subsection we present the three ADS-B Receivers we will analyze:

Appareo Stratus 2, Sagetech Clarity, and Garmin GDL-39.

4.2.1 Appareo Stratus 2

The Appareo Stratus 2 is one of the most popular ADS-B receivers. It is
the only device that works with Foreflight. The device has won several awards

such as Flying Magazine’s editor choice award [1]. It’s a small white rectangular
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shaped device. The Appareo Stratus 2 has sensors for UAT, 1090ES, GPS, and
AHRS.

Appareo Stratus 2 uses WiFi to communicate with Foreflight. Each Ap-
pareo Stratus 2 device operates as an access point broadcasting with an SSID that
contains the name Stratus and the device’s unique serial number. The Appareo
Stratus 2 AP runs in infrastructure mode. To authenticate that Foreflight is con-
nected to Appareo Stratus 2, Foreflight checks that the iPad has an IP in the
subnet that the Appareo Stratus 2 transmits to. It sends UDP messages from 5
different ports signifying the message type: device status, GPS, UAT, AHRS, or
1090ES. Also messages can be sent to the Appareo Stratus 2 through another port.

Status messages contain information about the receiver hardware such as
the battery level, serial number, internal temperature, firmware version, internal
sensor errors, and sent message counts. This data has one message format that is
sent at 1 Hz (one message per second). A Fletcher 16 checksum with modulus 255
is used for error correction [28].

GPS messages send latitude, longitude, altitude, velocity in three dimen-
sions, accuracy, GPS fix, and relevant information about GPS satellites. Satellite
data is sent at 1 Hz, while other GPS information is sent at 5 Hz. A Fletcher 16
checksum with modulus 256 is used for error correction [28].

AHRS messages contain information from internal gyroscopes. This infor-
mation appears to be mostly ignored by Foreflight, but there is another application
from Appareo for displaying a virtual flight instrument panel with that data. A
Fletcher 16 checksum with modulus 256 is used for error correction [28].

UAT and 1090ES messages contain the raw bytes of the message with no
added checksums. 1090ES messages are stripped of their last three bytes which
contain parity information.

The Appareo Stratus 2 can also receive some messages. These messages
can set options like WiFi power and LED brightness or initiate a firmware update.

The firmware update is bundled inside of the Foreflight application from
the Apple App Store. The firmware update can also be triggered through the

Appareo Stratus 2 updater app where the firmware update is downloaded over
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HTTP. To install the update, Foreflight or the Appareo Stratus 2 updater app

resets the receiver and then sends the update over WiFi.

4.2.2 Sagetech Clarity

Sagetech Clarity is a cube shaped ADS-B receiver. It supports UAT,
1090ES, GPS, and AHRS (if you get the more expensive version). Sagetech Clar-
ity is designed to work with a number of different applications and the message
format is available for developers willing to sign a NDA [22]. The Sagetech Clar-
ity transmits data over WiFi. It sets up an ad-hoc WiFi network and the EFB
authenticates the connection based on if it is receiving messages and the IP range of
the EFB’s current subnet. Messages sent from the Sagetech Clarity are broadcast
to all connected IPs.

The Sagetech Clarity uses a message format very similar to the Garmin GDL
90 Data Interface Specification. In addition to this format, it includes messages for
device status contains information about the current firmware, the serial number,
battery status, and internal hardware problems.

The Sagetech Clarity is unique among the three devices looked at in that
it does not receive any data from the EFB. This means that users cannot adjust
any internal settings or trigger a firmware update from their device.

To update the firmware on Sagetech Clarity, the device must be connected
to a windows machine where it can be put into Device Firmware Update (DFU)
mode through a VCOM interface and then updated. The update mechanism does
not guarantee that the device firmware version is greater than the version of the

firmware to be installed so downgrading is possible.

4.2.3 Garmin GDL-39

The Garmin GDL-39 is another popular ADS-B receiver. It supports UAT,
1090ES, and GPS. Garmin GDL-39 is designed to only work with two applications,
Garmin Pilot and the Garmin GDI-39 utility which displays the information from

the receiver without requiring a subscription. Of the three devices tested, it is the
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only one that uses Bluetooth to communicate with the EFB. This allows the EFB
to be connected to the Internet and the receiver at the same time which is how
it performs firmware updates. The Garmin GDL-39 can pair with a maximum of
two devices at a time while a WiFi receiver could connect to however many the
subnet supports. It will refuse to connect with additional devices. The Bluetooth
protocol used by Garmin GDL-39 does not incorporate encryption so anyone with
the MAC address of the receiver can connect. It communicates using RFCOMM
(application layer protocol for Bluetooth) which emulates serial ports.

The way the Garmin GDL-39 receives and sends messages is very different
from the other two devices. When an EFB connects to receiver’s Bluetooth ad-
dress, the two devices engage in a handshake. This handshake involves the ADS-B
receiver sending data and a key to Garmin Pilot. The EFB then encrypts the data
sent to it with a 16 round Blowfish cipher and the key and then encrypts a static
message with the output of the first cipher as a key to an 11 round Blowfish cipher.
This unusual algorithm is meant to be a shared secret to authenticate the Garmin
GDL-39 as a valid device and Garmin Pilot as a valid application, but since this
code is released in the firmware and in the app, an attacker can figure out the
communication.

Once connected to Garmin GDL-39, Garmin Pilot can request GPS data
be sent at 1 Hz or 5 Hz. This GPS data is in NMEA format sending GPGGA,
GPRMC, and GPGSA sentences.

For other types of data, Garmin Pilot requests the data by filename and
than Garmin GDL-39 sends it back over Bluetooth. The files include several types
of text based and graphical weather data and traffic data.

4.3 Attacks

In this section we will discuss attacks on the implementations we just dis-
cussed. First we will discuss how the EFB to ADS-B channel can be compromised
on each of the device combinations. Then we will discuss three attacks all based on

this channel. Last we will compromise the link between the EFB and the Internet
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Table 4.3.1: This shows attacks against ADS-B receivers. A v' means that the
receiver is not vulnerable. An X means we demonstrated this attack. An X
indicates we believe the receiver is vulnerable.
Attacks Stratus 2 Clarity GDL-39
EFB to Receiver Link
Status Packet Spoof
GPS Packet Spoof
Traffic Packet Spoof
Firmware Update

Mol eRalls
P4 < KA
PA <A K

to change a firmware update of the device and run our own code. These attacks

are summarized in Table 4.3.1.

4.3.1 Compromising the EFB to ADS-B Receiver Link

The Sagetech Clarity and Appareo Stratus 2 have a very similar receiver
to EFB link. They both broadcast to the application over WiFi and are both
susceptible to similar attacks. An attacker can simply create an access point with
the same SSID in close proximity to the device leaving the user confused over
which one to connect to. The attacker can then connect to the real receiver and
forward traffic. This attack can be made more stealthy by taking advantage of the
protocol used to initiate a connection [4]. Another simpler way to compromise the
link is to connect to the ADS-B receiver and then send more packets then it. As
the EFB only updates the Ul at fixed intervals, this forces the device to ignore
some of the packets which are likely the legitimate ones since they are sent at a
smaller frequency. This attack did not cause any errors, but it could potentially
cause a denial of service.

The Garmin Pilot is makes it more difficult to perform a MITM attack.
First the address of the Bluetooth device is needed. This can be obtained listen-
ing to Bluetooth traffic using an Ubertooth [20]. Once the address is obtained a
connection can be opened with the device using RFCOMM. We did not finish im-
plementing the MITM attack, but the next step would be emulating the receiver
using its Bluetooth address and a tool like SpoofTooph [23] and then forcing the

EFB to connect with the attacker’s spoofed device.
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Warning Warning
Stratus device is too i Stratus device is too

may shut down if this continues. may shut down if this continues.

OK oK

Figure 4.3.1: Warning messages that can be triggered using a spoofed status
message from Appareo Stratus 2 to Foreflight

4.3.2 Status Packet Spoofing

In this attack we spoof the packets that send status information about the
ADS-B receiver to the EFB. We chose to implement this attack against Foreflight.
These status packets display error codes, battery status, internal temperature,
serial numbers, and version numbers. These attacks could be used to distract the
pilot from normal operation by displaying an error message and forcing the pilot
to interact with the iPad. Figure 4.3.1 shows the warning error dialogs that are
displayed when the temperature goes outside the acceptable range. Figure 4.3.2
shows some of the other information that can be spoofed using a status packet.
Notice the serial number is longer than the 6 character value that it is normally
restricted to due to a non-null character terminated strepy(). We did not find a way
to take further advantage of this overflow problem, but there may be other similar
but more serious vulnerabilities that we missed. Also notice the Tap-to-Update flag
is set even though the version number is higher than the current version 1.3.0.389.

This is because only the last part of the version information is considered when
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calculating if a version update is needed.

4.3.3 GPS Packet Spoofing

In this attack we spoof GPS data sent from the Appareo Stratus 2 to Fore-
flight. Appareo Stratus 2 packets for GPS contain latitude, longitude, horizontal
accuracy, altitude, vertical accuracy, north groundspeed, east groundspeed, and
satellite data. We are able to spoof all of these values. Figure 4.3.3 shows the own-
ship position at the White House with spoofed altitude and groundspeed data. In
a real attack these values could deviate gradually from the actual GPS position

causing the pilot to try to compensate by changing course.

4.3.4 Traffic Packet Spoofing

In this attack we spoof traffic information from the Appareo Stratus 2 to
Foreflight. These packets are in the same format as ADS-B traffic. By parsing and
altering this data, one can create, remove, or modify traffic. We changed the flight
number and replayed existing flight paths as seen in 4.3.4. An attacker could use
this kind of attack to make aircraft appear to be on a collision course and cause the

pilot to react differently, perhaps increasing the likelihood of an actual collision.

4.3.5 Firmware Updates

Both the Sagetech Clarity and the Garmin Pilot can be maliciously updated.
The Appareo Stratus 2 firmware appears to be encrypted. This does not mean an
attack is not possible on Appareo Stratus 2. If the update is not signed and a key
can be recovered from the device, the Appareo Stratus 2 firmware can be updated.

This attack takes advantage of the unencrypted, unsigned firmware updates
used to update the Garmin Pilot. By intercepting and changing the responses
to the HTTP requests sent by the application, we were able to send our own
custom firmware. This image had several checksums to provide integrity in case
the firmware was changed in transit, but no forms of authentication like a digital

signature. Thus this firmware could potentially be modified to include any code.
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Figure 4.3.2: Example of some of the parameters that can be changed on
Foreflight status page from a spoofed Appareo Stratus 2
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Figure 4.3.3: The result of spoofed GPS packets sent to Foreflight. This example
contains a fake latitude, longitude, altitude, ground speed, and heading.
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Figure 4.3.4: This is an example of spoofing traffic packets to Foreflight. We
changed the flight number and used replayed position data from actual planes.
The location data can be modified as well.
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Figure 4.3.5: This point is the opposite end of the world from University of
California, San Diego. This demonstrates an attack on the Garmin GDL-39 where
the firmware was edited to flip north and south and east and west for GPS position
data.

We modified the code to switch from north to south of latitude and east to west
for longitude, making the user appear on the opposite end of the world as seen
in Figure 4.3.5. Garmin Pilot downloaded the file and installed it on the Garmin
GDL-39.

We successfully launched a similar attack against the Sagetech Clarity. We
replaced the DFU image within the executable that runs the firmware update.
This executable is downloaded via HTTP. The modified firmware image created
ran code that overwrites all flight ids with a fixed string. Since the updates are
triggered from a computer instead of a tablet, the target for the network attack

changes, but the attack remains the same.



5 Security Recommendations

5.1 Firmware Updates

The property of non-repudiation should hold in firmware updates. This
guarantees both the integrity and the authenticity of the update and guarantees
that the software maker sent the update. Many of the firmware updates we looked
at already have code for guaranteeing integrity, but as we showed, these integrity
checks can be changed by a malicious party to match whatever changes the attacker
wishes to make to the firmware updates. Another potentially useful guarantee
these firmware updates could enforce is that the version is greater than or equal to
the current version. In combination with non-repudiation, this prevents attackers
from performing an attack by downgrading the firmware and taking advantage of
previous vulnerabilities.

The most simple way to provide these guarantees is by using digital signa-
tures. These signatures need to be verified by the ADS-B receiver otherwise an
attacker who has the capability of compromising the channel between the EFB and
the ADS-B receiver can still perform malicious updates. As the CPU is limited in
power on these devices, RSA would be an example of a reasonable digital signature
algorithm as verification is very efficient, it is viewed as secure by cryptographers
when used with an appropriate key length and padding [6], and there exist many
existing libraries implementing it. Overall the performance and speed of the ver-
ification algorithm should not have a huge impact as it would only be executed
during a firmware update.

To update devices to use digital signatures via the existing model, a firmware

update would have be released including a public key which would be used to verify
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the signature of the next firmware update. There also should be a mechanism to
update the key or algorithm in case the private key is compromised or as part of
key rotation. As key or algorithm changes should not be happening very often,
it would be reasonable to include a signature for each of the past used keys with

each update to provide legacy support.

5.2 EFB Document Downloads

Non-repudiation is also important for EFB documents. These documents
should come directly from the EFB servers to prevent compromise. Since the
connection needs to be secured to the app. A simple way for the application
creators to guarantee this is by using HTTPS for document downloads which
Garmin Pilot already supports. Even if they didn’t already implement TLS, it
would likely be preferable to a custom solution because cryptography has many
places for subtle errors and there are already existing libraries for TLS which have

been tested and are considered secure.

5.3 More Secure EFB to ADS-B Receiver Links

This is a more difficult problem to solve then the previous two issues. To
analyze possible solutions we will first look at improving the two links currently

used: WiFi and Bluetooth. Then we will look at a the benefits of a wired solution.

5.3.1 WiFi

For WiFi connections, the current implementations simply broadcast on
an unsecured network. Using WPA2 with a unique randomly generated key for
each receiver could provide additional security in that an attacker would need to
obtain the key in order to be able to spoof data on the channel. The same key
should not be used across all devices even if it is a mutable default since then the
attacker would still have access to every device that did not change the default.

The downside of this scheme would be that the pilot might not like having to deal
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with entering a key or may lose the key. Most devices like will remember the user’s
passwords so having to enter a password should not be an issue. A solution to loss
of a key could be to print the key on the device, so an attacker would still need
physical access to the device to connect wirelessly. A stronger solution would be
to allow the password to be reset to some default value through a hardware reset

button and then changed through the EFB.

5.3.2 Bluetooth

For Bluetooth connections, the pairing mechanism is the exact kind of de-
fense to deter a wireless attacker. To pair with these receivers, a user must put
the receiver into pairing mode. An attacker should be unable to connect unless he
has correctly gone through the pairing process which requires physical access to
the device.

To thwart attacks at periods outside of pairing, authenticated encryption
should be used. Unfortunately Bluetooth 2.1 does this poorly. After pairing, the
standard only supports encryption using a stream cipher widely considered broken.
These devices should instead use Bluetooth 4.0, otherwise known as Bluetooth Low
Energy (BLE). BLE uses AES-128-CCM for encryption and authentication which
NIST estimates will still be secure past 2030 [6]. Also BLE has a shorter range
than Bluetooth 2.1 and thus an attacker would potentially need a more powerful
or focused antenna for long range attacks.

During pairing, attackers could potentially still set up a man in the middle
attack. This is a more limited threat model as the attacker needs to be present
during the pairing process. To prevent this threat, the Bluetooth standard has
three solutions: displaying a passcode on both devices, requiring a user to enter
a passkey on both devices, or using an out of band communication protocol such
as Near Field Communications (NFC). To actually implement one of the first two
solutions, the ADS-B receiver would have to have a display installed. Using NFC
would be suitable to the use case of ADS-B receivers, but current iPads do not

support NFC.
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5.3.3 Wired

Wired connections should also be considered since it would not be possible
to compromise that channel without physical access. The major downsides of using

a wire is that it could clutter the cockpit and multiple devices cannot connect.



6 Future Work

One aspect that we did not study is how pilots actually use the information
from iPad EFBs and ADS-B receivers. A pilot study investigating how pilots per-
ceive this information and how they would react to various attacks would provide
insight into the risks associated different attacks. As ADS-B receivers are not con-
nected to the controls of the plane, it is only through the pilot that they would be
able to do any real damage. Understanding which information is trusted and how
pilots establish this trust is important to understanding the threat a compromised
ADS-B receiver system could pose.

Many EFB apps have flight planning tools that allow pilots to file flight
plans through the application. If these flight plans were compromised, they could
present misinformation to ATC. This would be a different kind of attack then the
ones we have presented in our paper in that they would misinform ATC instead of
pilots.

We mentioned a compromise of the EFB’s integrity (whether that being
data or code) in our threat model, but we did not look in depth at what kind of
attacks may exist. Doing a thorough analysis of the EFB software could find other
areas that are weak. This also could include how other applications interact with

the EFB or what kind of OS vulnerabilities would cause issues in EFB software.
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7 Conclusion

Without strict FAA regulation, it is clear that security was not the first
priority for ADS-B receivers. By laying out the threat model for ADS-B receiver
systems, future versions of these systems can take security into account during the
design phases. This will help prevent the kinds of attacks we presented in this
paper. Existing systems can also benefit from the threat model and the security

recommendations to help patch and prevent future threats.
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Glossary

1090ES 1090 MHz Mode S Extended Squitter.

ADS-B Automatic Dependent Surveillance-Broadcast.
AHRS Altitude and Heading Reference System.
ATC Air Traffic Control.

ATIS Automatic Terminal Information Service.
BLE Bluetooth Low Energy.
EFB Electronic Flight Bag.

FAA TFederal Aviation Administration.

FIS-B Flight Information Service-Broadcast.

GNSS Global Navigation Satellite System.

GPS Global Positioning System.
MITM Man in the Middle.
NOTAM Notice to Airmen.

SDR Software Defined Radio.

SSID Service Set Identification.
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TIS-B Traffic Information Service-Broadcast.

UAT Universal Access Transceiver.
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