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ABSTRACT OF THE DISSERTATION

Deepfake Deception: Examining the Effects on False Memory Formation, Digital Media
Discernment, and Generation Z
By
Nika Pari Nour
Doctor of Philosophy in Informatics
University of California, Irvine, 2025

Professor Constance Steinkuehler, Chair

The rise of deepfake technology—AI-generated videos that convincingly depict
fabricated events—poses growing challenges for digital media discernment, public trust, and
memory. While technical detection methods have advanced, little empirical research has
analyzed how deepfakes influence human cognition and memory. This dissertation empirically
assesses whether deepfake videos can implant false memories in Generation Z adults and
whether active debriefing or media literacy interventions mitigate these effects.

Drawing from literature in cognitive science, false memory, and misinformation studies,
this research employs an experimental design involving over 1,600 participants aged 18-26.
Participants were exposed to a combination of real videos and deepfake videos featuring
celebrity figures. Later, they were assessed for memory retention, deepfake detection, and
confidence in discernment. Results show that deepfakes can produce false memories, especially

when participants are unaware that they are viewing falsified videos. However, active debriefing

xii



(informing participants post-exposure about the presence of deepfakes) significantly
reduced the retention of these false memories.

Contrary to expectations, prior knowledge of the featured celebrities, familiarity with
deepfake technology, and frequency of social media use did not improve detection accuracy or
false memory resilience. Participants frequently relied on intuitive audiovisual cues (e.g.,
lip-sync mismatches and unnatural eye movements) over factual reasoning, and often expressed
high confidence in inaccurate judgments. Emotional responses to deepfakes were also
pronounced. Many participants reported anxiety, mistrust, and moral concern about the

implications of deepfake technology and the irresponsible use of generative Al tools.
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Chapter 1

Introduction

Social networks have increased the dissemination of false, incomplete, or inaccurate
information across various forms of media content, including text, images, and animated visuals
(Peters, 2017). Specifically, they have broadened the reach of deepfake videos—manipulated
videos that convincingly distort truth and portray fabricated events as reality. A public concern
with deepfake videos is whether they can implant false memories. These false memories can
range from minor inaccuracies, such as misremembering story details, to significant distortions
of traumatic or dramatic life events (Newman & Lindsay, 2009). As such, this research
investigates whether deepfake videos can implant such false memories, directly or indirectly,
thereby enriching our scholarly understanding of their broader psychological and societal effects.
Currently, little is known about an individual’s ability to discern deepfakes, independent of
technical assistance, and whether media literacy— the capacity to access, analyze, evaluate, and
create messages in various forms (Livingstone, 2004 )—can mitigate its adverse impacts on
scientific, political, social, and cultural dynamics. To address this gap, this study introduces
research instruments designed to actively debrief and educate individuals on deepfake
technologies and assess whether media literacy can effectively prevent the formation of false
memories following deepfake exposure. The remainder of this introduction will outline the

structure of the dissertation and present a brief overview of subsequent chapters.



1.1 The Rise of Falsified Audiovisual Media

In the new internet era of social media platforms and content manipulation,
misinformation has become a central issue in contemporary media discourse. However, the
existing body of research on the consequences of digitally altered audiovisual content and
deepfakes— highly realistic videos generated by artificial intelligence (Al) depicting people
saying and doing things that never happened—is limited (Westerlund, 2019). Evaluating the
distribution of deepfakes necessitates considering its numerous determinants: the rapid pace of
technology, the recent growth in digitally altered content, and users' varying levels of trust in
visual imagery. As emerging technological advances become more sophisticated, the end-user’s
ability to trust, reason, or discern falsified information has become increasingly evident
(Ternovski et al., 2021). Investigating the potential consequences of deepfakes is a significant
area of concern within academia, as these Al-generated videos can create credible-looking,
realistic videos capable of implanting false memories. Researchers Madine Liv and Dov
Greenbaum assert that deepfakes deceive even responsible media consumers, embed false
memories, and manipulate end-users (2020). To date, there has been little agreement on how
individuals discern the trustworthiness of social media content across multiple modalities,
specifically deceptive multimedia videos, and their confidence in their discernment abilities.
Thus, understanding the relationship between deepfakes and false memories is central to
developing interventions aimed at mitigating the long-term consequences of exposure to such
content.

Between social media platforms, messaging apps, and daily internet engagement, today’s
society represents the most digitally interconnected period in the history of civilization (Volti &

Croissant, 2024). Technological change has immersed a generational cohort in an



internet-connected environment (Kardaras, 2016), Generation Z (Gen Z), also referred to as
“Zoomers” or the “iGeneration” (Radut, 2021). As the world’s largest consumer demographic,
Gen Z consists of individuals born between 1997-2012 (Grigoreva et al., 2021). Gen Z, having
grown up in an era of technological convenience, is often assumed to possess high levels of
digital literacy and technological competence. However, Bourke (2019) challenges this
assumption, suggesting that their technical skills may be more limited than commonly believed.
This makes Gen Z a particularly intriguing subject for research into susceptibility to
misinformation and deepfakes, as they are considered the most technologically literate adult
generation to date. Given their extensive access to diverse media channels, networks, and
platforms, Gen Z also tends to have a broader definition of “news” compared to previous
generations. Social media platforms like YouTube, Facebook, TikTok, and streaming services
distribute a wide array of multimodal content, including videos, memes, graphics, and viral
trends (Panagiotou et al., 2022). Consequently, the digital ecosystem of social media is
frequently rife with misinformation, which requires users and Gen Z’ers within the United States
and internationally to enhance their resilience to falsified media and self-moderate content. With
the propagation of Al-generated content, tools, and even bots, the boundaries between real and
fake are becoming harder to discern. As such, younger, presumably tech-literate generations
require proficiency in media literacy skills to enhance their critical evaluation of information and
reduce susceptibility to intentional deceit or malicious social media content (Silveira, 2020).
1.2 Beyond Fake News: The Internet’s Credibility Crisis

With the increasing prevalence of social media bots, fake profiles, and a lack of
accountability, individuals can propagate fabricated personas to make deepfakes seem believable

(Le, 2020). Al-generated bots extend beyond publicly distributing deepfakes on social media



platforms; they can also transmit information in calculated and targeted ways. Deepfake
campaigns exist on Twitter as TweepFakes (Fagni et al., 2021), on Facebook as cloaked pages
(Farkas et al., 2017), and elsewhere online as “cheap fakes” (Paris et al., 2019). End users can
construct seemingly reputable profiles of people who do not exist using Al-generated images,
build comprehensive websites, and design social media presences. Creating false personas to
distribute content can result in users perceiving these fake personas as credible sources of
information without ever confirming their veracity. As a result, internet users’ confidence in
online content fades. While deepfakes are increasing in prevalence, concerns about their ability
to impact critical societal functions and influence political outcomes are escalating. To these
ends, it is essential to rigorously examine how falsified videos can implant memories through
familiar, realistic, and credible content (Nash et al., 2009).

Without developing detection strategies, deepfakes can inflict personal and societal harm
that threatens the foundations of trust in society. In addition to these moral reasons for exploring
the implications of deepfake technologies, there are scholarly concerns about their impact on the
end-user's trust and multimodal content integrity. Given these circumstances, existing research
does not sufficiently address the ongoing problems for end-users. The tools and creation process
of falsified content and information are rapidly evolving, as developing detection capabilities
move at a slower pace. Current research on false memories covers instances of falsified
autobiographical events (Heaps & Nash, 2001), interview methods (Loftus & Pickrell, 1995),
fake news stories (Polage, 2012), court evidence standards (Tortora, 2013), and doctored
photographs (Garry & Gerrie, 2005). This dissertation aims to build on these foundations by
addressing how deepfakes specifically influence memory formation and retention. It offers a

more detailed understanding of how deceptive multimedia content can impact tech-literate



individuals and their collective memories. Though there have been investigations of whether or
not deepfakes can distort memories (Murphy & Flynn, 2021), the research lacks comprehensive
data on the effects of deepfakes, and researchers are only beginning to delve into the subject
matter. The data collected in this dissertation will help determine whether stakeholders should
invest in preventative measures to improve media and content literacy, as it is paramount for the
global community to learn how to judge the truthfulness of content, question the verification of
sources, and reason through misinformation and disinformation literacy.
1.3 What This Study Seeks to Investigate

This dissertation investigates whether deepfakes form false memories among the Gen Z
population. To investigate these aims, this study deploys quantitative methods. It utilizes
deception, in which recruited Gen Z participants are asked to partake in a social media marketing
survey on celebrity influencers promoting products. In order to evaluate whether deepfakes
create false memories, participants will be exposed to deepfake content and then take a post-test
24 to 96 hours later to assess memory retention. Next, some participants will be told the study's
true purpose before the post-test, while others will remain unaware until after completing the
post-test. Using deception is imperative to minimize bias and ensure the validity of the results.
The findings will also determine whether or not participants, who are actively debriefed and
informed that the videos are deepfakes and that their contents are false, still retain false
memories after this disclosure.

Before proceeding to examine how deepfakes influence public trust and perception, it is
essential to explore if digital competency, media literacy, and prior knowledge of content enable
individuals to differentiate between real and fake social media content, accurately identify

misinformation, and effectively verify content sources (Anthonysamy & Sivakumar, 2022).



Deepfake research has yet to determine if the quality of deepfakes matters or affects an end user's
ability to determine if the content presents a fictional situation. Thus, to what extent must the
quality and resolution of deepfakes reach before average individuals begin to question or verify
the authenticity of the content? This study distills the data collected regarding the participants’
accuracies in deepfake detection, their levels of confidence in discerning deepfakes, and whether
their confidence varies by the accuracy of their discernment. The results provide in-depth
insights into the specific cues and clues that participants rely on to discern deepfakes and
whether certain cues and clues are more efficacious than others. To these ends, the following
questions guided this research:
e RQI. Can exposure to a deepfake video (Kim Kardashian or Elon Musk) implant false
memories?
e RQ?2. Can an active debriefing (informing participants that the video is a deepfake) deter
the implanting of false memories?
e RQ3. What is the relationship between prior knowledge and the likelihood of a deepfake
video (featuring Kim Kardashian or Elon Musk) implanting false memories?
e RQ4. What is the relationship between prior knowledge of the video content (specifically,
the celebrity) and the effectiveness of active debriefing?
o RQS5. Is there a relationship between social media use frequency and the effects of
deepfakes implanting false memories?
e RQ6. Is there a relationship between prior knowledge of deepfakes or previous exposure
to deepfakes and the likelihood of false memories being implanted?
e RQ7. How accurately do people discern whether a video is real or a deepfake?

e RQ8. How confident are they in their discernment?



e RQ9Y. What cues and clues do individuals use for discernment?
e RQI10. Are some cues and clues more or less efficacious for discernment than others?
e RQI1I1. How can exposure to information about deepfakes influence individuals' attitudes
and perceptions?
1.4 Definitions for Variables and Key Terms

This section provides definitions for the variables and further defines terms used in the
study, particularly those with multiple meanings in other fields of research or are considered
technological jargon.

Active Debriefing.

Participants are informed whether or not they were exposed to deepfakes, asked to
discriminate between falsified and true videos, and then asked to distinguish which videos are
deepfakes (Barari et al., 2021).

Age.

An individual characteristic of the information consumer and a demographic variable
(Guess, Nyhan, et al., 2020; Grinberg, 2019) that may play a key role in individual susceptibility
to misinformation (Pennycook & Rand, 2019b).

Deepfakes.

Using deep learning algorithms, deepfake videos (or colloquially, just “deepfakes”)
substitute one person’s visual and acoustic likeness for another, presenting viewers with highly
convincing videos in which individuals appear to be performing actions or making statements

they never did or said (Vaccari et al., 2020).



Discernment, Accuracy of.

Gauging if users can accurately discern deepfake videos (Van Duyn & Collier, 2018),
judge the trustworthiness of the sources (Effron & Raj, 2019), and verify the truthfulness of the
content (Fletcher & Park, 2017).

Discernment, Confidence and Judgement.

The individual’s judgment, certainty, and feelings in determining whether information is
true or false (Salovich et al., 2021).

Discernment, Cues and Clues Used.

The individual’s evaluation of the veracity of the information using content-related
features, perception of content based on personal biases, deliberation of source credibility (Bago
et al., 2020), physical characteristics of the video (such as size, width, audio and visual quality)
(Singh et al., 2021).

False Memory.

An erroneous memory that can vary from misremembering specific details of an event to
false recollection of live events (Newman & Lindsay, 2009), generally a recollection that can
make it difficult to differentiate between what is real and what is not (Loftus & Berstein, 2005).
Generation Z (Gen Z).

The generational cohort referred to as “Zoomers,” the “iGeneration,” or “digital natives”
(Radut, 2021) born into technological convenience between the years of 1997-2012 (Grigoreva
etal., 2021).

Generative Artificial Intelligence (Al).
Advanced machine learning algorithms and large language models that streamline and

accelerate the ease and accessibility of deepfake creation (Shoaib et al., 2023).



Media Literacy.

Strategies, such as critical thinking, logical reasoning, technology recognition, attention
to detail, and content assessment, designed to develop skills and aid individuals in critically
interpreting events, new, and online content beyond how the information is presented by media,
distribution channels, and digital platforms, fostering deeper analysis and evaluation of the
content's underlying messages and implications (Silveira, 2020).

Prior Knowledge (of Celebrity or Person).

Also known as information literacy, the ability to effectively evaluate and use prior
knowledge about the content (celebrities) of the information itself (Karmarkar & Tormala, 2010).
Prior Knowledge (of Deepfakes).

A form of technology literacy. The ability to effectively evaluate and use prior knowledge
about deepfake technologies and deepfake video content (Korona & Hutchison, 2023).

Social Media.

Social networking sites, internet applications, and individual websites, such as Instagram,
TikTok, and YouTube, allow millions of end-users to easily share information online in
multi-modal formats such as text, image, and video (Chatzoglou et al., 2020).

Social Media Use.

The individual’s level of engagement, average time spent per day, and types of content
consumption on varied social networking sites, messaging apps, or streaming services
(Pérez-Escoda et al., 2021).

1.5 The Social and Scholarly Relevance of Today
The sociotechnical effects of deepfakes remain significantly understudied, and their

escalating contributions to misinformation are likely to increase. As such, it is imperative to



understand how falsified videos can influence individuals and shape public perception,
particularly given that deepfakes pose a national security threat. Both state and non-state
adversaries alter media and promote misinformation to advance their strategic objectives.
Currently, there are limited corporate policies, federal and state laws, and repercussions for
weaponizing deceptive online content, distributing misinformation, and using identities without
permission. The field of informatics requires a rigorous analysis of deepfakes to thoroughly
understand their short- and long-term social and cultural consequences on memories. At stake are
threats to privacy, national security, the First Amendment, data infrastructure, and information
warfare. Though artificial intelligence as a tool is neither classified as good nor bad, the
replication of an individual's identity without consent poses true privacy and security concerns.
1.6 Structuring the Investigation

To investigate these questions, this dissertation has been organized into six chapters. The
study's research objectives, context, and value are introduced in chapter one. In chapter two, the
literature review summarizes the existing studies, research gaps, and unexplored territories in
deepfakes, false memories, and content detection. In chapter three, the dissertation includes the
methodologies and quantitative instruments employed in the adoption of an experimental design
with a deductive approach. Chapter four presents the results of determining whether participants
recalled false memories from the experiment. The study included two different treatments, two
falsified videos, three real videos, and a delayed post-test. Chapter five presents the summary
and discussion of the findings corresponding to each research question. Finally, the conclusion
synthesizes the dissertation that encompasses key takeaways, limitations to the study, and

potential future work to further this research area.
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Chapter 2

Background and Related Work

This chapter serves as the foundation of the dissertation and summarizes what is known
about existing research in this field, identifies gaps in the current literature, and provides
theoretical foundations for developing my research framework. As noted in the introduction, the
goal is to identify how falsified videos can influence people, specifically those in “Generation
Z,” if active debriefing (informing participants that the video is a deepfake) can deter the
implanting of false memories, and whether or not people can detect deepfakes. Thus, the
literature review will define what is known about deepfakes, explore media literacy intervention
strategies, and synthesize previous research in the false memory research field.

2.1 Defining Deepfakes as a Form of Misinformation

Using deep learning algorithms, “deepfake” videos (or colloquially, just “deepfakes™)
typically substitute one person’s visual and acoustic likeness for another, presenting viewers with
compelling videos of individuals doing and saying things they never did or said (Vaccari et al.,
2020). In recent events, deepfake videos have been disseminated to exert influence on elections,
instigating violence, and altering claims to truths (Paris et al., 2010). The need to verify online
content and imagery is not new, yet academic research exploring deepfakes has only recently
emerged. The current state of deepfake research necessitates approaches beyond administering

empirical studies centering on Al experiments and relying on technical detection methods
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(Godulla et al., 2021). Similarly, literature compellingly proposes that scholars delve into the
socio-technical effects and ramifications of deepfakes and their moderating effects on false
memories, encompassing analysis of opportunities, risks, regulations, and methods to combat
deepfakes created with ill intent (Godulla et al., 2021). Due to the rising prevalence of deepfake
videos and their ability to promulgate violence and mistrust, it is increasingly vital for academics
to deploy their interdisciplinary expertise, including technical and theoretical methods, in
combating misinformation online.

What makes deepfake videos especially worrisome is the relative ease and accessibility
with which adversarial actors can manipulate moving images (Almars, 2021). With virtually no
technical expertise, individuals can generate untraceable, deceptive videos and circulate them
across the global digital landscape without geographical constraints. Altered videos have the
potential to spread propaganda, recruit new members, incite violence, or reword a politician’s
speech (Carvajal, 2021). The elements for evaluating non-textual media and social media
distribution include the rapid pace of technology, the recent growth in digitally altered content,
and users’ varying levels of trust in visual imagery. Early scholarly inquiries have analyzed how
content influences trust in online information, information presentation, and individual values
(Verma et al., 2017). However, these studies have yet to comprehensively utilize these measures
to evaluate the verification and trust of altered audio-visual media.

While “algorithmic detection " is a process where computer algorithms are used to
identify and flag potential deepfake videos—exists, access to and deployment of these
technologies remain uneven, and artificial intelligence blockers have struggled to eliminate
harmful online posts and publications (Delort & Paris, 2011). Deepfakes, as a tool, can

exacerbate harmful behaviors by allowing bad actors to create falsified, salacious videos that
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misrepresent individuals, leading to name-calling, harassment, and other forms of abuse. These
manipulated videos can also be used to incite doxxing (the release of personal information) or
spread misinformation, all with the intent of damaging reputations and provoking harmful
actions against the targeted individuals. In addition, deepfake videos, with the rhetorical
persuasiveness of the moving image, represent a significant jump in the ability to inflict social
damage or, perhaps, implant false memories. Acknowledging that the algorithmic detection of
deepfake videos is mired in dubious reliability, accessibility, and credulity, there is a robust,
practical impetus to evaluate—and, where necessary—cultivate the human capacity for
discerning between legitimate and deepfake manipulated videos (“Deepfake Videos Easily Fool
Face Systems,” 2019).
2.2 Defining “Deepfakes” as Media Manipulation

Moditfying images and videos is a well-established practice within the domain of visual
media. An early example of media manipulation combines a portrait of Abraham Lincoln in
1860 and a print of John Calhoun from 1852 (Chawla, 2019). Though the image seemed real, it
was actually multiple photographs of Lincoln’s head and John Calhoun’s body merged into one
portrait (Caldera, 2020). As image and photo manipulation became more common, video editing
and manipulation took hold in the 1970s, when computer animation and visual effects became
widely adopted in the entertainment industry (Caldera, 2020). Over time, the emergence of
hyper-realistic simulations and media surpassed the simple alterations applied to videos and
photographs, embodying a significantly more ominous trajectory in recent years.

Another significant aspect of evolving media fake news technologies involves
transforming falsified audiovisual content, which increasingly exhibits realistic appearance and

sound (Johnson & Diakopoulos, 2021). The innovative process that led to these manipulations
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includes using hundreds and possibly thousands of images of the person being deepfaked. These
images serve as a dataset to create this type of content (Albahar & Almalki, 2019). Examples of
the deepfake phenomenon include videos of celebrities doing things they never did, such as
Mark Zuckerberg stating that he would delete Facebook (Kietzmann et al., 2020). While the
manipulation of images, audio, and video content is not novel, the phenomenon of deepfakes has
precipitated a boom in this new form of deceptive multimedia.

In 2017, an anonymous Reddit user, using the pseudonym ‘“deepfakes,” shared the
computer code to place famous personalities into pornographic clips (Kietzmann et al., 2020).
The anonymous creator of the deepfake method, a software engineer, released a development kit
that streamlined the process for others to create their deepfakes (Gardiner, 2019). Consequently,
numerous deepfakes were then generated and shared on discussion forums called subReddits,
resulting in the platform banning deepfakes in Al porn communities on their website in 2018
(Albahar & Almalki, 2019). The ban encompassed numerous online platforms, including Twitter
and Discord; nevertheless, the methodologies for manufacturing deepfakes had already been
propagated worldwide. Culminating resources from companies providing open-source software,
emerging threats drew the attention of the Defense Advanced Research Project Agency
(DARPA), an institution under the U.S. Department of Defense’s jurisdiction (Government of
Canada, 2002). These threats underscore the accessibility and viability inherent in deepfake
creation, further burgeoning the necessity for robust policies and institutional response.

2.3 Types of Deepfake Content

Manipulating visual media is becoming widely accessible, inexpensive, and easier to

accomplish (Wade et al., 2002). With software becoming more user-friendly, cell phone cameras

increasing in quality, and the rise of technology literacy, most people have the opportunity to
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doctor media, an option once reserved for video editing professionals and filmmakers. Though
“fake news” and artificial intelligence garner significant attention in the modern news media
landscape, sociotechnical scholarly explorations of digitally altered visual content, specifically
deepfake videos, are notably underdeveloped. This presents a paramount area for further
exploration and discussion. In contemporary digital culture, the most prevalent and widely
circulated (nonpornographic) deepfakes encompass a broad spectrum of content, including
altered political speeches, celebrities dancing in venues they have never attended, and copyright
violations of Hollywood’s most prominent franchises and intellectual properties (Langguth et al.,
2021). By extension, celebrities and famous individuals—business owners, actors, musicians,
and athletes—are consistently the principal targets of deepfake fabrications as their social media
networks are primed for widespread distribution (Pérez et al., 2021). As illustrated in Table 2.1,
the contemporary milieu of existing deepfake videos reveals various content featuring prominent
figures, including celebrities, business leaders, international dignitaries, and elected officials.
Moreover, the public's intense interest in celebrities creates a sense of familiarity and connection,
making people feel as if they 'know' figures like Taylor Swift, despite never having met them.
This perceived intimacy amplifies the impact of false or damaging content, as fans and followers

are more likely to engage with and spread such information, leading to real reputational harm.
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Table 2.1

Types of Viral Deepfake Video Content Currently Available

Social Roles of Content Type or Category
Deepfake
Subject
Dancing or Interview  Speech Copyright Parody or Adult
Singing Infringement Creative  Content
Elected X X X X
Official
Celebrity X X X X X
Business
Leader
International X X X
Leader

The advancement of deepfake video technology is progressively simplifying and
enhancing accessibility for unskilled end-users through programs such as FakeApp, a
face-swapping program, Zao, a Chinese mobile app using movie clips, and Apple's
text-to-speech (TTS) editing system (Kietzmann et al., 2020). There is an imperative for research
and initiative expansion on deepfakes in the social sciences, hard sciences, and interdisciplinary
space, as the types of content, victims, and agendas in deepfake videos extend beyond the typical
deepfakes of porn and adult videos. In 2019, Adjer et al. corroborated that 96% of deepfakes
were pornographic. Having defined the substantial amount of adult-rated deepfakes, political
scientists aim to comprehend the implications and intersections between political and
pornographic deepfakes, which function in similar ways to suppress critical speech (Maddocks,
2020). The media, in particular, appears to offer cultural contextual elucidation, compromise the

integrity of the political process, and delineate the challenges associated with pornographic and

16



political deepfakes, particularly those involving high-profile individuals who are
non-consensually deepfaked (Gosse & Burkell, 2020).

Due to restrictions by social media platforms and government regulations, pornographic
content is not usually widely shared on Facebook, Twitter, YouTube, and Instagram without
consequences. Before 2018, pornographic face swapping, hardcore materials, and revenge porn
were accessible on Pornhub and Reddit; however, with banning and moderation, these types of
content moved over to codebases allowed on GitHub as open-source contributions (Winter &
Salter, 2019). With open-source availability and technology, "designer porn" became a reality.
Forums began to populate and currently exist, such as MrDeepFake Forums, where people can
anonymously request, pay for, and provide clear instructions on the types of detailed deepfakes
they would like made (Kikerpill, 2020). Often, these forums and requests entail the pairing of a
celebrity with a recognized pornographic performer to fabricate an image or scenario that does
not exist in reality (Kikerpill, 2020). Given the escalating prevalence of deepfake videos in the
digital sphere, a pressing demand emerges for expanded research initiatives aimed at
comprehensively decoding the current and prospective societal ramifications of digital
counterfeit content.

2.4 Harms of Deepfakes to the Public

The accessibility of emerging technologies highlights the adoption of deepfakes and their
amplified usage in the digital landscape. The superimposition and swapping of faces of
individuals into movies and television clips can be an entertaining example of deepfake videos.
In the case of a clickbait video entitled "Keanu Reeves Stop A ROBBERY," the content included
a stuntman and voice actor with his face replaced with that of celebrity actor Keanu Reeves

(Bode, 2021). The video was disseminated across various social media platforms, but the content
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was falsified, and Keanu Reeves was never involved. While deepfake content may initially
captivate with its entertainment value, the simplicity of its creation highlights a notable absence
of accountability, thus blurring the line between amusement and insidious propagation of
misinformation. The efficacy of monitoring, enforcing accountability, and implementing
regulatory measures against perpetrators is contingent upon legal and financial resources that are
frequently disregarded (Langa, 2021).

As illustrated in Table 2.2, deepfakes can precipitate adverse outcomes and erode trust in
news and electoral processes, particularly in the absence of adequate oversight (Diakopoulos &
Johnson, 2019). In 2017, researchers skillfully synthesized deepfake stills of former President
Barack Obama saying things he never actually said but voiced by actor Jordan Peele (Citron &
Chesney, 2019). Demonstrating that the same technology could potentially engineer even more
harmful deepfake content, inciting plans to carry out political assassinations, seemingly private
conversations featuring elected leaders (Citron & Chesney, 2019), or Speaker Nancy Pelosi
slurring her speech (Denham, 2020). With deepfakes being the next frontier for fraud, companies
like Recorded Future have found multiple examples on the dark web of criminal activity using
deepfakes to blackmail, create pornographic videos, and execute identity theft (“Security Firm,”
2021). Tom Cruise was the latest viral victim of a series of high-quality, masterful, and
convincing deepfakes shared throughout TikTok and YouTube (Bode et al., 2021). A
collaborative effort between a Tom Cruise impersonator, Miles Fisher, and a Belgian visual
effects artist brought forth skepticism and speculation about whether or not the videos were fake
or if Tom Cruise was trolling TikTok viewers (Hern, 2021). Society and government entities
need appropriate countermeasures when such actions impact personal liabilities, such as

non-consenting individuals, government officials, and organizations (Kietzmann et al., 2020).
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Table 2.2

Consequences of Harmful Deepfakes

Type of Impact Harm Classification
Reputational Damage Financial Influence and
Consequences Manipulations of
Decision Making
Individual e Defamation e [Extortion Opinions of public
Impact e Libel e Blackmail figures or well-known
e Intimidation e Scams individuals
e Manipulation (celebrities,
e Career or family influencers, leaders,
life and politicians)
Institutional e Brand e Fraud e Tampering with
Impact e Copyright e Stock prices evidence/jury
Infringement e Fake news
e Undermining e Disrupting
trust electoral
e Consumer campaigns
interest e (Consumer trust
and judgment of
brands
Public Impact e Domestic e (Government e Geopolitical
e International or spending conflicts and
global e GDP interests
e Electoral o Globally or
processes nationally known
e Instilling brands,

community-wide
fear, panic, or
conflict

corporations, or
spending on
products

Note: Impacts of reputational, financial, and decision-making damages from deepfakes adapted
from “Forged Authenticity: Governing Deepfake Risks” by A. Collins, 2019, EPFL International
Risk Governance Center (IRGC).

Stakeholders play a pivotal role in delineating strategies to tackle legal and regulatory

challenges associated with deepfakes. This is part of the comprehensive effort to address the
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deficiencies within the current legal framework concerning deepfakes, which also includes
further scrutiny and analysis of the First Amendment, general falsity, "intentional infliction of
emotional distress and speech," defamation, false light, state legislatures, and statutory solutions
(Gibson, 2020, p. 261). Concurrently, additional domains warrant legal examination, include
Section 230 of the Communications Decency Act and Publishers' Hyperimmunity, tort law,
copyright law, federal legislation, state non-consensual pornography statutes, expired federal
legislation, and pending federal legislation (Gieseke, 2020). To these ends, developers and
researchers also need to explore what the societal and research levels should enact to better
support those being deepfaked without explicit consent and whether or not platforms, websites,
and forums are at fault for not correctly vetting or moderating uploaded content (Karasavva &
Noorbhai, 2021). To enhance comprehension of how bad actors are penalized, stakeholders must
also administer regulatory standards and media literacy programs, and adequately prohibit
non-consensual deepfakes (Gieseke, 2020).
2.5 Deepfake Detection and Discernment

Numerous factors influence an individual's susceptibility to believing deepfake video
content. A growing body of literature recognizes the need to investigate the individual’s ability to
detect and discern a video’s authenticity (Zhang et al., 2020). However, existing accounts fail to
identify what characteristics, cues, and clues respondents refer to when trying to discern if a
video is real or fake. Using science education videos and implementing deception in their study,
Doss et al. conducted a study to assess the vulnerability of educators. They found that not only
did 27-50% of the individuals not identify actual authentic videos from false ones, but all age
populations in the study also exhibited some vulnerability to deepfakes, which increased with

age and their trust in the deepfake content (2023). While short-term studies are progressing in
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recognizing the factors that render individuals susceptible to deepfakes, Josephs et al. point out
that research efforts typically fail to induce four conditions in deepfake detection and
discernment studies that exist in normal internet browsing conditions: low prevalence, brief
presentation, low video quality, and divided attention (Josephs et al., 2024). Under such
circumstances, researchers have typically underestimated individuals' susceptibility to deepfakes
and the ensuing impacts on human emotion and cognition. (Kobis et al., 2021). Accordingly,

Table 2.3 delineates the variables, cues, and clues that ongoing research must consider in the

end-user's discernment and detection process of deepfakes.

Table 2.3

Determinants of Deepfake Discernment on Social Media

Type of Content and Individual Characteristics
Misinformation
Characteristics of Characteristics of the Individual reasoning
the individual information and process
information content
consumer
Demographic Removal or addition =~ Confidence in the
Falsified variables: age, of a person from truthfulness of content
Videos or gender, education video (Langguth et
Deepfake level, political al., 2021) Confidence in
leanings, etc. judgment of
Manipulation of truthfulness

Content and
Technology Access:
Mobile, PC, Social
media, News,
Console, Television,
Tablet,
Subscriptions, etc.

Platform Literacy:
Facebook, Twitch,
Twitter, Reddit,

background or
artificial background
(Langguth et al.,
2021)

Distorted pixels in
image or video (Liao
etal., 2021)

Verification of source
of content or
distributor

Accuracy of recall of
content

Accuracy of recall of
truthfulness

Confidence in the
recollection of content
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Discord, Google, Ability to verify

YouTube, etc. Credible URL, digital credibility/source of
fingerprints, or content
Cognitive traits: hashtag discrepancies
delusionality, (Johansen, 2020) Confidence in
dogmatism, verification of
religious Unnatural coloring, credibility/source
fundamentalism, body movement,
etc. facial-features, eye Emotional response to
movement (Groh, content
n.d.)

Change in opinion or
Detectable and incite action
imperfect artifacts in
image patches (Chai  Confirmation bias
et al., 2020) (Moravec et al., 2019)

Social media companies and platforms operate under the assumption that users can
independently discern misinformation online and subsequently rectify it (Ahmed, 2023). Yet, a
case study revealed that deepfakes present what is termed “diverse misinformation” based on the
complicated relationship between the varied human biases and demographics shown in deepfake
videos (Lovato et al., 2024). Similarly, Lovato et al. employ deception in their study, wherein
participants are not provided with information indicating potential exposure to deepfakes (2024).
This approach aims to ascertain whether participants' biases influence their susceptibility to
deepfakes and their ability to identify them accurately. The growing body of scholarly work on
deepfakes is still broad, with academics working to better understand how biases shape one’s
ability to detect deepfakes through reasoning and judgment processes, perceived confidence in
them, and later perceptions of truthfulness given the fragility of human memory. The impact of
these factors varies for each individual. Given the myriad techniques for fabricating false
contexts based on diverse formats, detecting deepfakes and falsified videos on social media can
pose considerable challenges, particularly when considering the disparities in human cognition

and perception (Tahir et al., 2021).
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2.6 Algorithm Detection: Technical Deepfake Detection Strategies

While some scholarly reviews of deepfake algorithms like FakeApp, Adobe VoCo,
Lyrebird, and Face2Face have trended towards the ethically agnostic (Gardiner, 2019), other
recent research has shifted towards the creation of methods to detect deepfake manipulations,
with the assumption that deepfake videos pose social and moral dangers to the general public. A
significant concern regarding high-fidelity deepfakes is that these videos are often imperceptible
to the human eye, necessitating the search for algorithms or technologies that can accurately
determine if videos were altered (Maksutov et al., 2020). Deep learning and machine learning
play a significant role in the production of algorithmic attempts to detect deepfakes and, by
extension, to challenge the persuasiveness of deepfake videos distributed online.

Image forensics research in the realm of deepfake videos has utilized neural networks
(Gtliera & Delp, 2018; Amerini et al., 2019; Guarnera et al., 2020), classical frequency domain
analysis (Durall et al., 2019), facial recognition (Korshunov & Marcel, 2019), and the
algorithmic detection of visual artifacts that emerge during deepfake manipulation (Marra et al.,
2018; Li et al., 2019). Additionally, Nguyen et al. surveyed algorithmic detection methods,
including measuring blinking rates, pre-processing face alignments, extracting and scaling
artifacts, analyzing deep classifiers, and reviewing shallow classifiers (2019). However, as
pointed out by Nguyen et al. (2019), the same technologies used to detect deepfake videos are
the same as those used to create deepfake videos, perpetuating an arms race reliant on the
co-advancement of shared algorithms. Other researchers have identified additional algorithm
detection methods, such as Al-based video synthesis algorithms, resampling detection, and
GAN-generated image/video detection; however, these algorithms have numerous limitations in

a society where mobile cameras and apps are constantly becoming more accessible (Li & Lyu,

23



2018). Therefore, the need for improved detection methods is pressing, as today’s deepfakes are
created with minimal coding knowledge and require no elaborate hardware.

As deepfakes proliferate on social media platforms and mobile networks, advanced
computer algorithms and apps can swiftly generate, produce, and edit videos that are
indistinguishable from the original content (Skibba, 2020). This trend, coupled with the use of
generated adversarial networks (GANSs) for rapid dissemination, creates vulnerabilities for face
recognition software (Korshunov & Marcel, 2018). With facial recognition becoming less
reliable in these circumstances, this technology poses a new threat to the foundation of trust
online, as people may be unable to discern whether these videos are real or not. The potential
consequences are far-reaching, prompting institutions like the Defense Advance Research
Projects Agency (DARPA) to enhance their detection methods using forensics algorithms from
the Media Forensics (MediFor) program (Greengard, 2019). While certain existing deepfake
videos may appear benign, it is imperative to acknowledge the potential wide-ranging
consequences of this technology on citizenry, social welfare, business, and daily life.

2.7 Human Detection: Can Human Beings Discern Deepfakes?

Research on human (as opposed to machine) deepfake discernment has more strongly
figured around issues of literacy (Nightingale et al., 2017; Schetinger et al., 2017) and the social
outcomes of deepfake circulation across social media platforms (Vaccari et al., 2020).
Specifically, Kasra et al.’s study demonstrated that 19 participants split amongst four focus
groups performed poorly at identifying fake online images in their research and were minimally
confident in their ability to identify falsified images (2018). Given that the creation of deepfake
forensic algorithms consequently advances the ability of deepfake video creators to evade

algorithmic detection further, there is an urgent need to cultivate and promote the human
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discernment of deepfake manipulations. Moreover, the circumstances in which individuals
encounter deepfake videos unwittingly differ dramatically from the large, high-resolution
datasets from which algorithmic detection models learn. For instance, in Durall et al.’s work, as
image resolution for deepfake videos fell, so did their algorithm’s predictive accuracy, suggesting
that we cannot entirely rely on machines to detect manipulations in low-resolution videos
correctly (2019). Marra et al.’s observations expand on how the circulation of deepfake videos
occurs primarily via social media channels through the means of compressing images and videos
(2018). In doing so, compression of audiovisual content often obfuscates how the algorithmic
detection “signals” or flags falsified content due to the low-resolution, artifactual “noise.” It
becomes increasingly evident that the need for human discernment further increases, mainly
when access to algorithmic detection models is uneven, impractical, and inequitable (Marra et
al., 2018).

Shifting to the demand for deepfake identification and discrimination, researchers have
initiated the aggregation of datasets and databases to facilitate algorithm training for detection.
Simultaneously, efforts persist in evaluating individuals' capacity to discern deepfakes.
Specifically, companies like Google, Facebook, YouTube, TikTok, and others have explored the
effectiveness of deepfakes in deceiving individuals (Korshunov & Marcel, 2020). In one study,
individuals reviewed 60 images and photographs, of which 30 were fake, and 80% of the human
subjects successfully identified the fake images (Rossler et al., 2019). An example of this is a
study carried out by Korshunov and Marcel in which they investigated whether human subjects
could identify deepfakes in a dataset of 120 videos and found that high-quality deepfakes easily
convinced individuals that they were real (Korshunov and Marcel, 2020). An additional deepfake

experiment further added that context and reasoning skills are necessary for individuals to
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discern falsified videos. In a contrasting study, when prominent political figures were the
subjects of deepfake videos, human observers surpassed algorithms in discernment accuracy
(Groh et al., 2021). Conversely, videos lacking contextual information surrounding the
individuals making contentious statements yielded a reduced rate of discernment. (Groh et al.,
2021). One notable discovery indicated that experiments specifically investigating audio
deepfakes demonstrated that younger participants yielded higher proficiency in identifying false
audio deepfakes compared to older participants (Miiller et al., 2021). As individuals increasingly
rely on voice assistant technology or corporations continue to integrate accessibility tools into
hardware and software, the notion that distinct categories of deepfakes may target specific
demographic groups raises significant concern. Overall, human discernment deepfake
experiments demonstrate that critical thinking, reasoning, and truth discernment (Groh et al.,
2021) vary depending on the context, subject, or content of the deepfake videos.

As research delves into the efficacy of deepfake detection and discernment, the literature
demonstrates that bias is often a limiting factor for human discernment. Specifically, people tend
to utilize mental shortcuts (Pennycook & Rand, 2021) when making judgments about content,
overestimate their capabilities to discern or detect Al-generated content (K&bis & Mossink,
2021), or have differing views if the modality of the information varies from text to video
(Graber, 1990). For instance, general research trends indicate that people cannot reliably identify
or discern deepfakes, which means future experiments need to assess if deepfakes can implicate
an individual’s trust, values, or beliefs (Kobis et al., 2021). Finally, Dobber et al. analyzed the
effects of political deepfakes on attitudes and found that participants' attitudes were significantly
more hostile towards the politician after watching the content, suggesting that targeted deepfake

campaigns exacerbate the effects on beliefs within small subgroups (2020). Despite the
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prevalence of deepfakes, “fake news,” and general formats of misinformation, there is a lack of
empirical research examining the long-term and short-term psychological consequences on
individuals (Hancock & Bailenson, 2021).
2.8 How False Memories are Implanted
Due to the rising prevalence of deepfakes and their ability to influence critical societal
functions, it is essential to research the phenomenon of falsified content and whether deepfakes
affect memories. The existing body of literature on memories continues to demonstrate that our
ability to recall and retain information is not as steadfast as commonly believed (Loftus &
Hoffman, 1989). Our memories can be highly reliable at times, while at others, they can mislead
us or be entirely false, blurring the line between reality and imagination (Loftus & Berstein,
2005). Newman and Lindsay define false memory as "a wide variety of memory errors ranging
from misremembered word lists to erroneous reports of details in stories to false memories of
dramatic life events" (2009, p. 1106). A systematic literature search analyzes and lists the
following definitions by Muschalla and Schonborn, identifying the standard various methods and
formats of clinical and experimental laboratory research (2021):
e Induction of false memories - processing or bringing about false memories that did not
exist or occur before a study
e Imagination inflation - the repeated imagination of events that did not happen
e False feedback - conveying suggestive misinformation through speech
e Memory implantation - utilizing manipulated photographs or false statements through
relevant or close relationships with the individual
The goals of decades of complex academic research on memories have ranged from

trying to understand the role of hypnosis to social pre-conditioning of emotions and beliefs
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(Gow, 1998). In recent years, studies have increasingly focused on how external influences, like
media manipulation and digital fabrication, shape memory formation. This analysis further
explores the correlation between false beliefs and false memories. In broad terms, the causal role
of deepfakes in forming false memories reinforces the adaptive and flexible nature of the
memory system, acknowledging that various variables influence how we process and store
information. (Newman & Lindsay, 2009). An integral aspect of comprehending the potential for
audiovisual content to implant false memories involves the methods utilized by researchers to
assess attitudes, beliefs, and judgment. Furthermore, a significant portion of understanding the
mechanisms underlying true and false memory processes hinges on the emotional aspects of how
individuals recall or depict actual events.

On the other hand, Mather reveals that emotional representations of events can be more
memorable than those without emotional context (2009). The distinction is further exemplified
by video content eliciting emotions such as despair, anxiety, or stress, which may enhance the
recollection of events but also render individuals more prone to errors in recalling events,
specifically in court cases (Deffenbacher et al., 2004). In many instances, false and genuine
memories are not simply remembered or manipulated solely based on heightened emotion; the
content or the specifics of the events recollected can matter. For example, in another study,
Thomas and Loftus surveyed how unusual circumstances can be implanted or constructed as
false memories by measuring imagination (2002). Finally, defining the extraordinary events as
bizarre, accurate, and false memories, the effort determined that after repeated imagination,
participants claimed that they had performed strange actions that they had never performed

before (Thomas & Loftus, 2002).
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These experiments consistently yield robust evidence suggesting that it is possible for
individuals to develop false memories and that people are vulnerable to having false memories
implanted in their thoughts. This is evident in the case of Loftus’ shopping mall experiment,
which tested the effect of misinformation in the 1970s (1999). The experiment involved a
subject's relative using deception and constructing a false memory of the subject being lost in a
large department store or shopping mall (Loftus & Pickrell, 1995). The results revealed that,
under certain conditions, it is possible to lead people to recall completely false events that never
happened; however, critics questioned the validity of the study, sparking a discussion about the
ethics of studying false memories and the potential for contaminating the memories of human
subjects (Loftus & Pickrell, 1995). While these findings illuminate the malleability of memory
and the potential for false memories to be implanted, the ongoing scrutiny surrounding the
ethical considerations of such research underscores the need for meticulous care in the study of
human and false memory processes.

2.8.1 False Memories Created Through Imagery

Scholars have ascertained that with the inclusion of photographs alongside narratives,
content, or news articles, individuals are more likely to recall them, whether or not the content is
accurate (Garry & Gerrie, 2005). As an example, researchers realized after 9/11 that shocking,
traumatic events could produce some of the most vivid and clear recollections among
individuals, noted as "flashbulb" memories (Yong, 2021). However, as media, photojournalism,
and social media increasingly blurred the distinction between factual information and
misinformation, the prevalence of viral headlines paired with photographs distorted the events'
narrative, complicating the public's ability to discern accurate accounts from fabricated ones

(Klomp, 2020). This idea further complicates research behind memory work as emerging
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technologies, media, and misinformation techniques progress over the decades. Comprehending
how individuals process information adds complexity to the task of fully grasping the ethical
concerns involved in interpreting information. Furthermore, research has demonstrated that the
presentation of falsified images alone does not significantly impact the distortion of memory, but
combining doctored images with an emotion-evoking image can lead to the implanting false
memories (Lindsay et al., 2004).

Researchers investigating false memories tend to concentrate on inducing these memories
through the use of fabricated narratives, subtly altered videos, and falsified images. Nonetheless,
the advent of deepfake technology presents a potentially more significant challenge, suggesting
that the implantation of false memories may extend beyond the scope of traditional doctored
photographs and videos. The rapid advancement of deepfakes exacerbates their threat to
democracy in artificial intelligence, neural networks, and machine learning. One significant
drawback of this subject matter is the limitations involved in developing and applying deepfake
videos. The process is time-consuming and requires adequate computer processing power to
render the images frame by frame (Karnouskos, 2020). Nevertheless, if a technologically savvy
user is motivated, has access to powerful computing processors, and has copious amounts of
time, they will have minimal issues creating deepfakes (Keitzmann et al., 2020). Falsified
multimodal content, such as images, photos, and videos, can span from harmless memes to
satirical news articles produced through artificial intelligence, completely bypassing journalistic
control (Sanchez-Castillo & Lopez-Olano, 2021).

The possibility that deepfake videos could contribute to forming false memories adds to
existing concerns about the challenges in detecting fake visual information and the complexities

involved in addressing accountability for those who misuse such technology. As psychologists
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examine why and how memories fail, modern technology and internet platforms continue
disseminating falsified content, specifically visual content such as photographs and deepfakes
(Loftus & Pickrell, 1995). Photos can illustrate events, capture evidence, and amplify memory
recall. In contrast, several notable researchers conducted a study in which participants were
exposed to a falsified image depicting a childhood hot air balloon ride. In this study, participants
overwhelmingly demonstrated the ability to identify the event as fictitious accurately (Garry &
Wade, 2005). The conclusive findings of the research revealed that narratives provide false
memories or false partial memories and that images, photographs, and visual media can also
produce similar consequences. Although falsified photographs may not exert a more decisive
influence than fabricated narratives when presented alongside a series of unaltered images from a
reliable source, there remains a significant risk of source confusion, highlighting the need for
more effective detection and prevention strategies (Garry & Gerrie, 2005).
2.8.2 False Memories and Existing Deepfake Research

While research on the correlation between deepfakes and false memories remains limited,
several studies have begun to investigate this relationship. In one instance, Vaccari and
Chadwick investigate the role of deepfake videos on people's perceptions and trust in news on
social media (2020). The investigation utilized three variations of a BuzzFeed
Obama/Peele deepfake video (Good Morning America, 2018): two deepfake versions and one
educational version. The hypotheses tested included:

1. Individuals who watch a deepfake video containing a false statement that is not

revealed as false are more likely to be deceived.

2. Individuals who watch a deepfake video containing a false statement that is not

revealed as false are more likely to experience uncertainty about its content.
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3. Exposure to a deepfake video through social media, resulting in uncertainty about its

content, may reduce trust in news on social media.

A random sample of 2,005 British participants was assigned to watch one of the three
versions of the deepfake video. The results measured subjects' evaluations of the truthfulness of a
deepfake video and their trust in news on social media. The research encompassed a direct
question about a highly improbable statement in the deepfake video to determine if participants
believed it. They also regarded "Don't know" responses as markers of uncertainty. Participants
were also asked about their trust in news on social media to gauge their attitudes. The study
revealed that approximately half of the participants were not misled by the deepfake content. A
smaller proportion of the participants were deceived, while about a third expressed uncertainty,
indicating a mixed response to the authenticity of the deepfakes. The responses varied based on
the treatment participants received, providing an understanding of the impact of deepfake videos
on people's perceptions and trust in news on social media.

Nevertheless, the analysis indicated that the differences in participant responses between
the two deceptive videos and the full video accompanied by an educational reveal were not
statistically significant. Overall, the research rejected the hypothesis that individuals who watch
deepfake political videos containing a false statement are more likely to believe the false
statement if it is not revealed as false. The investigation demonstrated that exposure to deceptive
deepfake videos increases uncertainty about the content of the video, but it does not necessarily
lead to higher levels of deception. Moreover, elevated levels of uncertainty were correlated with
low trust in news, suggesting that deepfake videos could undermine people's confidence in news
content on social media. This effect is particularly pronounced when individuals are unaware that

the video might be a deepfake. The 'treatment' participants received refers to the specific version
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of the deepfake video they were assigned to watch, whether it was one of the deceptive versions
or the full video with an educational reveal.

In a related study, Dr. Gillian Murphy and Emma Flynn conducted two experiments in
which participants were presented with true and false news events utilizing text, photographs,
and deepfake videos. The primary aim of this research was to determine whether exposure to
deepfake videos would increase false memory rates and to assess the effectiveness of a
post-exposure warning in aiding participants in detecting fake stories (2021). In the first
experiment, the authors addressed three questions:

1. Does viewing a fake news story as a deepfake video make a false memory for that

story more likely, relative to other formats?

2. Even after being warned about the possible presence of fake news, can a deepfake

reduce a participant’s ability to detect a fake story?

3. How do participants feel about deepfake videos — do they perceive them as dangerous?

Participants were recruited from university student emails and social media platforms to
study "memory for recent news events." The initial sample consisted of 377 participants,

70% of whom were female, with an overall age range of 18 to 59 years (M =24.87, SD = 6.90).
Most participants (84%) had completed at least some college education. All participants viewed
all six news stories once in one of the three available formats (text, image, or video). The
researchers used existing deepfake video clips created by social media users, as they did not have
the resources to create their own library of deepfake videos. For each story, separate analyses
were conducted to compare memory retention rates among participants who viewed the video in
one of the three different formats. Overall, participants predominantly held negative views of

deepfake videos, characterizing them as dangerous and unethical. The majority of participants
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also endorsed the regulation of deepfake videos and expressed confidence that their participation
in the study would make them less susceptible to such content in the future. In the second
experiment, the authors addressed three additional research questions:

1. Are better-quality deepfake videos rated as more convincing by participants?

2. Does viewing a fake news story as a deepfake video make a false memory for that

story more likely, relative to other formats?

3. After being warned about the possible presence of fake news, can a deepfake video

reduce participants’ ability to detect a fake story?

All participants were recruited through Prolific, an online research platform, for a study
on "memory for news concerning Kim Kardashian" (Murphy & Flynn, 2021). The final sample
consisted of 305 participants aged 18 to 69 years (M =33.33, SD = 10.49), and 69% were
female. Most participants (84%) had completed at least some college education. All participants
viewed the same three news stories (two fake and one genuine) once in one of the three available
formats (text, text with an image, or text with a video). The two fake stories concerned a
fictitious video of Kardashian rapping about her wealth and comments made by Kardashian
about her online marketing. The true story concerned a visit made by Kardashian to the White
House. After viewing all stories, participants were asked if they remembered each event and
could respond (a) “I specifically remember seeing/hearing about this event,” (b) “I don’t have a
specific memory of seeing/hearing about this event, but [ remember it is happening,” (c¢) “I don’t
remember this event, but I believe it happened,” (d) “I remember this event differently” or (e) “I
do not remember this event.” As pre-registered, (a) and (b) were classed as memories, (c) was

classed as a belief, and (d) and (e) were classed as not remembering.
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Participants were also asked to rate the truthfulness of the stories on a scale from 0
(Definitely Fake) to 100 (Definitely True) and to rate the quality of each deepfake video on a
scale from 1 (Not at all) to 100 (Extremely). The results indicated that the higher-quality
deepfake video was rated as more convincing and more likely to persuade others compared to the
lower-quality deepfake video. However, neither deepfake video increased the false memory rate
relative to other formats. The presentation format did not affect participants’ assessment of the
stories after they were warned about possible fake news. The study found that even high-quality
deepfakes may not necessarily increase false memory rates. These findings suggest that the
impact of deepfake videos on false memory rates can depend on various factors, including the
story's plausibility and the quality of the video.

In the final deepfakes and false memory study, titled "Face/Off: Changing the Face of
Movies with Deepfakes," Murphy et al. investigate the consequences of deepfake technology on
the film industry (2023). The study involved 436 participants who were presented with real and
fake movie remakes and asked to rate their memories and opinions about them. The participatory
quantitative research methods recruited undergraduate students to be included as participants in a
class project. 570 participants completed the survey; however, 20 participants reported that they
searched the internet for help to answer the questions and were removed. An additional 111
participants were removed for not watching the videos, and three were removed for being under
18. This resulted in a final sample of 436 participants, most of whom were female (n = 253),
with an average age of 25. Participants were shown both authentic and artificial (deepfake)
movie remakes and asked to evaluate their recollections and opinions about the remakes and

their opinions on the use of deepfake technology as a substitute for actors in films.
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The qualitative analysis revealed six main themes: positive use cases for the technology,
its impact on actors, respect for filmmakers' artistic vision, concerns about undermining
communal movie experiences, potential legal and social harms, and the negative effects of too
many choices. Participants were particularly concerned about the impact on actors, manipulation,
misinformation, and copyright issues. The researchers found that participants readily formed
false memories of fictitious movies presented as deepfakes. As an example, Captain Marvel was
most frequently falsely recalled (73%), followed by Indiana Jones (43%), The Matrix (42%), and
The Shining (40%). Interestingly, presenting authentic movies in the format of a deepfake did not
significantly increase the false memory rate. The research indicates that although some
participants recognize potential advantages in employing deepfake technology in films, many
expressed concerns about its negative implications. These concerns center on the authenticity of
performances, the integrity of the filmmakers' artistic vision, and the erosion of the communal
social experience of watching movies.

2.9 Media Literacies Among Young Adults to Counter Deepfakes

The persistent widespread belief in misinformation in the digital age presents an ongoing
challenge. While research to date has mainly covered text-based misinformation such as news
articles, headlines, or social media clickbait, there is a growing need for media literacy education
to combat deepfake video content and increase discernment of the quality of information
presented online (Guess et al., 2020). Potter (2014) demonstrates that nearly all media literacy
interventions share four essential characteristics: the agent (the individual or organization
delivering the intervention), the target (the audience for whom the intervention is designed), the
treatment (the specific content or method of the intervention), and the expected outcome (the

measurable evidence of the intervention's effectiveness). However, the rapid proliferation and
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evolving nature of deepfakes present unique challenges to this framework. For example,
identifying qualified agents with expertise in deepfake detection, tailoring interventions to targets
with varying levels of technological literacy, and designing treatments that address the nuanced
psychological effects of deepfakes are critical considerations. Finally, the lack of a standardized
toolkit underscores the urgency for media literacy interventions that specifically address
deepfake-related risks and their potential to manipulate memory and perception.
2.9.1 The Digital Native Dilemma: Benefits and Drawbacks for Gen Z

Gen Z, defined as individuals born between the mid-1990s and early 2010s (now aged
approximately 12—27), is maturing in an epoch defined by rapid technological advancements,
particularly in social media and content distribution (Garcia-Marin, 2021). Their general
comfortability and connectedness to social media platforms, including Instagram, Twitter,
TikTok, and Snapchat, have become pervasive in their daily cognitive and behavioral routines,
serving as primary channels for communication, entertainment, and information sharing (Bourke,
2019). The extent of social media use among Gen Z is substantial, with Morning Consult’s 2022
study surveying 1,002 respondents indicating that a significant proportion of this cohort spends
multiple hours daily (He et al., 2024). The prevalence of this engagement is causally linked to
the enhanced availability and adoption of smartphones, hardware, and devices, with Gen Z’ers
using their smartphones for everything from making phone calls to completing class assignments
(Ahmed, 2019). Moreover, this demographic leverages social media to enter the workforce
equipped with pre-established ideologies (Desai & Lele, 2017), seeking jobs primarily through
social networks (Peter et al., 2020), and building personal, monetizable brands online (Vitelar,
2019). As a cohort, Gen Z is distinguished by their heightened technological proficiency

compared to preceding generations and their propensity for mobile addiction stemming from
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their reliance on smartphones (Ozkan & Solmaz, 2015). However, despite their extensive
technological familiarity, Gen Z end-users may not necessarily have an enhanced ability to detect
falsified content. Empirical research is required to investigate whether they are as susceptible, or
perhaps more so, to deepfake videos.

Contributing factors to Gen Z’s social media proficiency include the use of social media
by consumer brands, organizations, and institutions to engage with Gen Z. These entities utilize
platforms to meet Gen Z's communication habits and expectations, aiming for higher online
engagement. This includes interacting with Gen Z, as per Luoma-aho (2020), and targeting
advertisements to them, as Grigoreva et al. (2021) noted. Additional findings demonstrate that
Gen Z's susceptibility to misinformation is nuanced; Grigoreva et al. find that Gen Z’s digital
literacy makes them “highly informed, more pragmatic, and analytical” than those from previous
generations (Grigoreva et al., 2021, p. 164). Given the substantial volume and sophisticated
nature of falsified content, particularly deepfakes, Panagiotou et al. (2022) analyze Gen Z's
adoption of media literacy. The study found that Gen Z lacks sufficient media and news literacy
competencies, as evidenced by the fact that 58.3% of survey participants reported having been
influenced by disinformation.

Moreover, a study by Pérez-Escoda et al. (2021) examining Gen Z social media users'
exposure to online misinformation found that the participants did not necessarily lack media
literacy skills. Instead, the issue lay in the inadequacy of traditional media literacy models, which
proved ineffective in addressing the challenges in the new online era, thus highlighting the need
for media literacy education, particularly to discern and verify the source of information on
social media (Veeriah, 2021). Developing the skills necessary to evaluate information on social

media categorically presents significant challenges amidst the proliferation of new digital
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platforms. Nonetheless, formulating and implementing robust media literacy strategies in both
formal and informal settings (Silveira, 2020) is crucial. This is pertinent given the current gap in
research regarding the effectiveness of these strategies in combating the formation of false
memories induced by online misinformation. Although Gen Z may possess moderate media
literacy, researchers have not yet determined whether this cohort can responsibly navigate the
complex landscape of deepfakes.

As far as online misinformation is concerned, deepfakes have become a leading global
concern (O’Connor & Weatherall, 2019). Journalists and public scholars highlight the potential
risk that deepfake technology presents to both public understanding and the functioning of
democratic institutions. (Mihailidis & Viotty, 2017). Social media sites like Facebook face the
most complex challenges, as they are responsible for balancing freedom of speech for their users
with a need for content moderation and media literacy education to ensure the platform does not
harm (Guo & Johnson, 2020). Media literacy, defined as the ability to evaluate, analyze, and
respond to various forms of communication (Schwarz, 2005), includes both text-based and
non-text media.

Research has also explored how media literacy education, alongside active debriefing
techniques, can effectively mitigate the impact of misinformation, including deepfakes (Hwang
et al., 2021). Active debriefing not only helps participants process their emotional responses to
manipulated content but also reinforces their ability to identify the markers of misinformation.
By engaging participants in reflective discussions and providing them with corrective feedback,
active debriefing can strengthen critical reasoning skills and reduce the likelihood of false beliefs
taking root. Moreover, active debriefing allows for real-time clarification of misconceptions,

false news stories, and misinformation (Greene & Murphy, 2023) while providing a structured
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opportunity to link specific media literacy strategies to observable outcomes. Recent efforts in
media literacy and the examination of misinformation's discernment and impact have
concentrated on three primary factors contributing to increased susceptibility to false claims: the
characteristics of the individual information consumer (Chen, et. al., 2011), the attributes of the
information itself (Caled & Silva, 2022), and the individual's critical thinking and reasoning
processes (Qiu, 2024). Integrating active debriefing into these efforts may offer a promising
avenue for addressing the unique cognitive and possible emotional challenges posed by
deepfakes.

In terms of individual characteristics, demographic variables such as age, education level,
and political leaning (Guess, Nyhan, et al., 2020; Grinberg, 2019) affect individual susceptibility
to misinformation, as do cognitive traits such as delusionality, dogmatism, religious
fundamentalism (Bronstein et al., 2019), and “bullshit receptivity” (Pennycook & Rand, 2019b,
p. 3). Research also shows that prior exposure to a given false claim (Pennycook & Rand, 2021;
Wickens, 2002) has a negative effect while prior knowledge about the content of the information
itself (Karmarkar & Tormala, 2010), political knowledge (Vegetti & Mancosu, 2020), media
literacy (Amazeen & Bucy, 2019), information literacy (Jones-Jang et al., 2019), and basic
science knowledge (Pennycook et al., 2020) have a positive one. Ideological alignment between
misinformation and one’s pre-existing beliefs also plays a key role (Drummond et al., 2020;
Farago et al., 2020; Kahan, 2013; Van Bavel & Pereira, 2018; Vegetti & Mancosu, 2020).

With regards to characteristics of the information, source credibility (Pehlivanoglu et al.,
2019; Pornpitakpan, 2004), the status of the information source (i.e., elite messaging) (Zaller,
1992), social feedback (such as the number of “likes”) (Avram et al., 2020) and emotional

valence (Crocket, 2017; Kozyreva et al., 2020; Martel et al., 2020) all have a significant
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influence on individual discernment of the veracity of information online. In terms of individual
reasoning processes, analytical thinking (Pehlivanoglu et al., 2021; Pennycook & Rand, 2019a),
deliberation (Bago et al., 2020), and focusing attention on accuracy explicitly (Pennycook et al.,
2021) all affect individuals’ evaluation of the veracity of information.

2.9.2 Media Literacy: A Viable Intervention for Deepfakes?

A substantial body of case studies and research has implemented media literacy
interventions or debriefing treatments in deepfake studies involving deception and human
detection. In one quasi-experimental design, one group received an in-depth lecture on
misinformation, a second group was actively debriefed and trained on deepfake technology, and
a third group received no debrief on media literacy (Mokadem, 2023). Mokadem's findings
revealed that media literacy lectures significantly reduced the sharing of false information
(2023). The study highlights the importance of integrating comprehensive media literacy training
that encompasses general insights into misinformation and detailed education on deepfake
technology. This dual approach is recommended to effectively minimize the likelihood of
distributing fabricated content. In a separate inquiry, Luitse completed a textual analysis of
notable YouTube videos relating to deepfakes and confirmed that users with digital literacy skills
were effective at discerning deepfakes and their harmful potential (2019). Subsequently, another
experiment explored the efficacy of active debriefing and media literacy training in enabling
participants to accurately identify inauthentic information (Dame Adjin-Tettey, 2022). Although
the assessment did not specifically examine deepfakes, the results demonstrated that individuals
who received media literacy training and instruction were proficient in distinguishing between

accurate and inaccurate information.
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Despite the current variety of media literacy programs and initiatives, opportunities still
exist for validated interventions promoting deepfake literacy. A recurrent challenge in existing
programs is the need to expand media literacy strategies beyond traditional text-based or written
sources of information. Effective interventions must also find ways to educate individuals to
critically evaluate images, audio, and audiovisual media content (Fogt, 2021). To elaborate on
this assertion, Hwang et al. conducted a multi-modal experiment in which a subset of participants
were informed about the prevalence of deepfake misinformation (2021). The results revealed that
active debriefing of deepfakes led to increased levels of correctly diagnosing the "vividness,
persuasiveness, credibility, and intent" behind the dissemination of information (Hwang et al.,
2021, p. 188). The results then demonstrate that media literacy mitigated the effects of deepfake
content. Recommendations currently set encompass a spectrum of literacies, from establishing
fact-checking organizations (Garriga et al., 2024) to developing dedicated websites, such as
GitHub repositories and YouTube accounts, teaching end-users how accurately individuals can
discern deepfakes addressing Al and data harms (McCosker, 2024). As a whole, even though
there is not a one-size-fits-all intervention method, research overwhelmingly supports the notion
that education and training are effective in enhancing deepfake awareness and detection (Tahir et
al., 2021); however, further research is required to determine the extent to which individuals can
accurately detect and discern deepfakes.

2.10 Positioning This Study Within the Deepfake Discourse

While machine learning has been leveraged to automate deepfake detection, there remain
substantial gaps in understanding individual susceptibility to deepfakes and the potential
vulnerability to false memories. Nonetheless, there is optimism within society regarding the

potential for advancements in detection methods to outpace the development of malicious
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deepfake content, thus contributing to an ongoing information security landscape. Given this
context, my dissertation aims to investigate the perceptions of deepfakes among the Gen Z
demographic, exploring the potential for deepfakes to induce false memories. By focusing on
this specific population, particularly susceptible to large volumes of digital information, this
research endeavors to yield valuable insights into the vulnerabilities posed by deepfakes and
their potential societal ramifications. This underscores the importance of approaching the issue
of deepfakes from both sociological and cognitive perspectives, in addition to technological

considerations, to fully comprehend and address the ramifications of deepfakes.
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Chapter 3

Study Design and Methodology

The purpose of this chapter is to introduce the research methodology for this
experimental study. It will determine whether deepfakes can implant false memories, and if
media literacy interventions are employed, can mitigate such false memories being implanted.
The study utilizes a deception-based approach, presenting participants with a cover story about
the survey's purpose before revealing its true intent. Data is collected through two quantitative
surveys—an initial survey and a delayed post-test survey—administered to a diverse sample of
Gen Z adults. Additionally, the chapter includes an in-depth discussion of the survey instruments,
including questions related to participants' social media consumption, susceptibility to false
memory implantation, and the participants’ ability to discern between authentic and manipulated
videos. Finally, it details the research design, participant recruitment strategies, data collection
procedures, analytical methods, ethical considerations, and potential limitations of the study.

3.1 Research Questions and Instruments

These research questions guide the study by exploring whether exposure to deepfakes can
implant false memories, assessing the susceptibility of a specific participant cohort to such
deepfake influences, and examining key variables that affect the ability to discern deepfakes. To
these ends, this study seeks to answer the following research questions, employing the variables

and instruments (see Table 3.4).
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Table 3.4

Overview of Research Questions, Variables, and Instruments

Research Questions Variable(s) and Type Instrument

RQI. Can as demonstrated

among the Gen Z adult

participants in this

research.exposure to a IV: Exposure to Deepfake =~ Deepfakes:
deepfake video (Kim (Kim/Elon), No Exposure Two Fake Videos

Kardashian or Elon Musk)
implant false memories?

RQ2. Can an active
debriefing (informing
participants that the video
is a deepfake) deter the
implanting of false
memories?

RQ3. What is the
relationship between prior
knowledge and the
likelihood of a deepfake
video (featuring Kim
Kardashian or Elon Musk)

implanting false memories?

RQ4. What is the
relationship between prior
knowledge of the video
content (specifically, the
celebrity) and the
effectiveness of active
debriefing?

(Control) DV: False

Memory Formation (Binary)

IV: Exposure to Deepfake

(Kim/Elon), Active Debrief

or No Debrief
DV: False Memory
Formation (Binary)

IV: Exposure to Deepfake
(Kim/Elon), Prior
Knowledge of Celebrity
DV: False Memory
Formation (Binary)

IV: Prior Knowledge of
Celebrity, Active Debrief
DV: False Memory
Formation (Binary)
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Two Real Videos (Independent)
One Real Video (Control)

False Memories (FM):

To be the best of your knowledge,
mark all of the claims that are true
about Elon M./Kim K./Paris Hilton

The real purpose of this study is to
examine the correlation between
deepfakes and false memories. Some
people who participated in this study
may have been shown deepfakes
(videos that were entirely fabricated
and may have involved doctored
images or videos). Below, please rate
whether you think the social media
clips you saw were true or false.

How knowledgeable are you about
the celebrity Kim Kardashian?

1 - Not Knowledgeable at all

2 - Slightly Knowledgeable

3 - Moderately Knowledgeable

4 - Very Knowledgeable

5 - Extremely Knowledgeable

How knowledgeable are you about
the celebrity Elon Musk?

1 - Not Knowledgeable at all

2 - Slightly Knowledgeable

3 - Moderately Knowledgeable

4 - Very Knowledgeable

5 - Extremely Knowledgeable



RQ5. Is there a relationship
between social media use
frequency and the effects
of deepfakes in implanting
false memories?

RQ6. Is there a relationship
between prior knowledge
of deepfakes or previous
exposure to deepfakes and
the likelihood of false
memories being implanted?

RQ7. How accurately do
people discern whether a
video is real or a deepfake?

RQ 8. How confident are
they in their discernment?

RQ9. What cues and clues
do individuals use for
discernment?

RQ10. Are some cues and
clues more or less
efficacious for discernment
than others?

IV: Deepfake Exposure
(Kim/Elon), Social Media
Use

DV: False Memory
Formation (Binary)

IV: Deepfake Exposure
(Kim/Elon), Prior
Knowledge of Deepfakes
DV: False Memory
Formation (Binary)

IV: Video Type (Categorical:
Real vs. Deepfake)

DV: Accuracy of
Discernment (Binary)

How knowledgeable are you about
the celebrity Paris Hilton?

1 - Not Knowledgeable at all

2 - Slightly Knowledgeable

3 - Moderately Knowledgeable

4 - Very Knowledgeable

5 - Extremely Knowledgeable

How many hours, on average, do you
spend on social media a day (not
including messaging apps)? [Open
text box|

Prior to this study, did you consider
yourself knowledgeable about
deepfakes?

1(Not at All) to 10(Extremely)

Have you looked at deepfake videos
online before?

a. Yes

b. No

c. I'm not sure

d. I didn't know what a deepfake was

Is this video real or fake? Real or
Fake.

IV: Accuracy of Discernment How confident are you in your

DC: Confidence

I'V: Video Type (Categorical:
Real vs. Deepfake)

DV: Cues and Clues
Identified (Categorical)

IV: Discernment Cues and
Clues used (Categorical) DV:
Accuracy of Discernment

(Binary)
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answer? (0 - Not Confident At All to
10 - Extremely Confident)

What cues and clues (i.e. features)
lead you to believe this video is real
or fake? [Open text box]

(Same as above)



RQ11. How can exposure  IV: None (Exploratory)

to information about DV: Attitudes and After completing this survey, how do
deepfakes influence Perceptions Toward you feel about deepfake videos?
individuals' attitudes and ~ Deepfakes [Open text box]

perceptions?

To verify both content and criterion validity, the majority of survey questions were
developed from previously validated instrumentation from similar studies. These questions
assessed participants’ pre-existing knowledge of celebrities and deepfakes, thereby gauging
overall receptivity to misinformation (Zmigrod et al., 2023). For instance, with regard to the
video content, participants were asked, “How knowledgeable are you about the celebrity Paris
Hilton/Kim Kardashian/Elon Musk?”” using a 1-5 Likert scale (Joshi et al., 2015), where 1
signified “not knowledgeable” and 5 denoted “extremely knowledgeable.” Later, participants
were queried on their self-assessed expertise in deepfake technology prior to the study, using a
sliding scale ranging from 0 (“Not Knowledgeable At All”) to 10 (“Extremely Knowledgeable”).
Participants were then asked a subsequent question, replicated from Murphy and Flynn’s study
(2022), asking if they had ever looked at deepfakes before (e.g., “Yes,” “No,” “I’m not sure,” and
“I didn’t know what a deepfake was”).

Participants watched three videos and indicated whether they believed each was real or
fake. They also rated their confidence in their judgments and provided open-ended explanations.
This approach draws from Ternovski et al. (2021), who employed a 2x2 factorial design to
examine the effects of debriefing on deepfake exposure. The discernment task used a modified
version of Murphy and Flynn’s (2022) instrument, asking: "Is this video real or fake?"
Confidence levels were assessed through an adapted uncertainty measure from Vaccari and

Chadwick’s (2020) work on deepfakes and disinformation. By integrating these methodologies,
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the instrument reliably measures whether participants can tell the difference between real and
fake content.

To establish the inter-rater reliability of the open-text instruments in the active debriefing
portion (McAlister et al., 2017), a structured coding process was implemented for two key
questions: (1) "How do you feel about deepfakes after taking this survey?" and (2) "What cues
and clues (i.e., features) lead you to believe this video is real or fake? Please be as specific as
possible." As the primary researcher, I developed unique codebooks for each question to
standardize the categorization and interpretation of responses. To assess the reliability of these
codebooks, a second coder was tasked with independently coding a randomly selected sample of
50 responses per question using the predefined categories. The percentage agreement method
was employed to measure the consistency between coders, resulting in a percentage agreement of
83.11% for the question "How do you feel about deepfakes after taking this survey?" and 89.69%
for the question "What cues and clues (i.e., features) lead you to believe this video is real or
fake? Please be as specific as possible." This level of agreement confirmed the reliability of the
coding framework and allowed for further refinement to address any ambiguities.

For the false memory assessment, all participants—both those receiving active debriefing and
those who did not—completed a delayed post-test survey between 24 and 96 hours after
exposure to determine whether Al-generated videos could implant false memories
(Pataranutaporn et al., 2024). The design of the false memory test and post-test survey conditions
was informed by expert feedback from Dr. Loftus, as well as prior research by Abadie et al.
(2024), Blandon-Gitlin and Gerkins (2010), and Wade et al. (2002). After viewing both authentic
and deepfake videos, participants indicated which claims about the featured celebrities they

believed to be true. Each video contained four genuine claims, two fabricated claims embedded
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within the deepfake, and one additional random false claim. Participants who viewed the
deepfake video and marked both fabricated claims as true were classified as having formed a
false memory.
3.2 Research Approach
The purpose of this study is to examine how deepfake videos affect memory,
discernment, and confidence among Gen Z adults. More specifically, the study investigates
whether exposure to deepfakes can implant false memories, the efficacy of active debriefing in
reducing such effects, and the role of prior knowledge and social media use in moderating these
effects. To investigate these questions, the study implements a structured, quantitative
experimental approach. Participants are exposed to deepfake videos, and their responses are
analyzed to determine how false memories form and what factors may help mitigate them. This
approach is designed to test the study’s aims and objectives by enabling measurable, controlled
comparisons between experimental conditions, helping to identify key factors that may influence
deepfake susceptibility and false memories.
The primary aims of this study are:
e To explore whether exposure to deepfake videos results in false memory formation
among Gen Z adults.
e To determine the effectiveness of active debriefing (informing participants about the
deepfake nature of videos) in reducing false memory implantation.
e To investigate how prior knowledge (familiarity with celebrities, previous exposure to
deepfakes, and social media usage frequency) moderates susceptibility to false memories.
e To assess participants’ accuracy and confidence in discerning real versus deepfake videos

and identify the most and least effective cues for detection.
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e To explore participants' attitudes and perceptions toward deepfakes.
To achieve these aims, the study sets out the following objectives:
e Measure the incidence of false memories among participants after exposure to deepfake
videos featuring known celebrities (Kim Kardashian or Elon Musk).
e Evaluate the impact of active debriefing on reducing false memory formation.
e Analyze how participants’ prior knowledge (celebrity familiarity, awareness of
deepfakes, and social media habits) influences the likelihood of false memory
implantation and moderates the effectiveness of active debriefing.
e Investigate accuracy rates, confidence levels, and discernment cues used by participants
in distinguishing real from deepfake videos.
e Examine participants' feelings, attitudes, and perceptions toward deepfake technology
and its broader implications.
3.3 Data Collection
3.3.1 Sampling

The target population for this study consisted of adults aged 18-26, representing Gen Z.
This age range was selected due to its relevance to the research questions and the potential
influence of generational characteristics on the study variables. The study aimed to recruit
between 600 and 2,400 participants born between 1997 and 2012. The target sample size was
informed by prior research on false memories, particularly Dr. Gillian Murphy’s studies on
deepfakes and their effects on memory. Dr. Murphy’s (2021) work explored how deepfake
videos—highly realistic but fabricated footage—can distort memory for public events. In her
study, 682 participants were exposed to fake news stories presented in three formats: text only,

text with a photograph, and text accompanied by a deepfake video.
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Building on this foundation, a pilot survey for the current study highlighted a significant
dropout rate across the screening, initial survey, and posttest procedures. This pilot survey,
conducted on Qualtrics, included over 60 participants, with at least 40.00% failing to complete
the study or encountering technical problems. To address this attrition, the study set a recruitment
goal of 2,400 participants to account for high dropout rates. Ultimately, the minimum target
sample size was established at n=150 per subgroup, requiring a minimum of 600 validated
participants to ensure sufficient statistical power to detect effects related to false memories.

3.3.2 Recruitment

The study's sampling pool consisted of undergraduate students from the University of
California, Irvine (UCI). Before recruitment, the IRB approved specific undergraduate courses
for participant selection, including 31 Informatics classes, 29 Information and Computer Science
classes, 21 Game Design and Interactive Media classes, and 46 Psychology classes.

Following IRB guidelines, students who completed the full study and met specific survey
criteria were eligible for extra credit determined by their professors. To ensure participation was
voluntary and free from coercion, the study offered five pre-approved alternative extra credit
options, developed in collaboration with and approved by the IRB. These alternatives provided
equitable ways for students to earn the same amount of extra credit without feeling obligated to
participate in the study. The options included:

e Writing a summary of a research article

e (reating a project or product development pitch

e Writing a research paper and media engagement, and technology
e Developing a questionnaire relevant to the course

e Revising a poorly graded assignment previously submitted
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After finalizing the study details, faculty members shared a recruitment flyer and course
announcement—both created by the lead researcher—which included a link to the screening
survey (see Appendix B). Upon completing the study, students received a confirmation email and
were instructed to upload it to a designated Google Form. This form was later reviewed to verify
eligibility for extra credit. Students who chose an alternative extra credit assignment submitted
their work directly to their course instructor, who graded it according to the class’s standards.
3.3.3 Participant Onboarding

Prior to the study, participants underwent a screening survey process to ensure eligibility.
This step filtered participants who met the age criterion (18-26 years old) and collected email
addresses to facilitate troubleshooting of software or browser issues, match survey data
accurately, and improve retention. To protect privacy, all identifiable information, including
email addresses, was securely removed from the dataset after data collection. Eligible
participants were then randomly assigned to one of four groups and directed to begin the initial
survey.

As part of the screening, participants reviewed the Study Information Sheet (SIS), which
outlined the study’s procedures, including the completion of an initial survey and a post-test
survey. To maintain the integrity of the research, the SIS included a cover story titled
"Understanding Generation Z’s Perception of Celebrity-Endorsed Products on Social Media,"
which framed the study as an exploration of celebrity influence on social media purchasing
behavior (see Appendix A). This deception was necessary to prevent participants from adjusting
their responses based on the study’s true objectives. The SIS also detailed potential risks,

measures to protect participant confidentiality, the voluntary nature of participation, and the right
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to withdraw at any time without consequences. Additionally, the SIS included the lead
researcher’s contact information, allowing participants to ask questions or address concerns.
3.3.4 Participant Completion Analysis

A total of 1,609 participants enlisted in the study. 1,331 participants started the screening
survey, but only 1,290 participants successfully completed and passed the screening criteria.
Participants were then randomly assigned to one of four groups: Group 1, Group 2, Group 3, and
Group 4. Each group varied in its level of retention and completion rates. Out of the total
participants who began the study, 800 participants completed both the initial and posttest
surveys, while 531 either failed to complete the post-test survey within the required 96-hour
window or were otherwise excluded from the analysis due to incomplete, invalid, or multiple
responses. The distribution of participants across groups—including how many started, finished,
and were excluded—is detailed in the chart below (see Table 3.5). This breakdown provides an

overview of participant engagement and highlights areas where attrition was most significant.

Table 3.5

Participant Responses Breakdown by Group

Group Started Finished Excluded Final Data Set
Screening 1,331 1,290 141 Final Total: 800
Group 1 337 278 76 202

Group 2 330 294 96 198

Group 3 331 319 118 201

Group 4 338 324 125 199

Strict inclusion criteria ensured data validity, with noncompliant responses removed from

the final data set. First, participant authenticity was verified through email addresses and unique
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ID numbers, with any incorrectly entered or unidentifiable email addresses or mismatched IDs
leading to removal. To maintain temporal consistency in responses, participants who failed to
complete the post-test survey within 24 to 96 hours after the initial survey were excluded
(Riesthuis et al., 2022). Additionally, age eligibility was strictly enforced, with only respondents
between 18 and 26 years old included in the final dataset. To prevent external influence, 86
participants who self-reported searching for the study’s products or claims (“yes” or “I can’t
remember”’) were removed. Additionally, participants who attempted to complete the survey
multiple times were excluded to ensure the integrity of individual responses. Incomplete
responses were excluded to ensure comprehensive data integrity (Nardi, 2018). Finally, an audio
validation test was embedded at the beginning of each survey, requiring participants to listen to a
playable video and correctly input a series of numbers spoken in the video. Only those who
accurately entered the spoken numbers had their data included.
3.3.5 Adult Consent Process

Participants were approached through a survey format and presented with an overview of
the study. They were informed that the survey pertained to a marketing study about celebrities
endorsing products on social media. Those who chose to continue and participate clicked "next"
to begin the study. During this initial engagement, the study's true purpose, focusing on deepfake
videos, was not disclosed. Later, participants were fully informed about the true nature of the
study, regardless of whether they fully or partially completed it. If participants had any questions
about the study, an email address was provided to gauge and address their concerns. The consent
process was finalized without a signature, as continuing the survey was considered implied
consent. Disclosure of the study's true purpose as part of the consent process would have biased

the research subjects, rendering the results meaningless.
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At the end of the study, participants who fully completed the study were given the choice
to opt out of having their data included. Participants who partially completed the study did not
have their data included in the analysis.

3.4 Research Design
3.4.1 Procedure

This experiment (see Figure 3.1) employed a virtual, pre-post control-group design in
which participants were randomly assigned to conditions, comparing the effects of deepfake
videos on false memories between those who received an active debrief before false memory
assessment and those who did not. Random assignment was key to ensuring internal validity and
reducing selection bias between groups. To control for instrument effects, two versions of the
treatment materials—a deepfake video featuring a celebrity product endorsement—were used,
with one featuring a male celebrity (Elon Musk) and the other featuring a female celebrity (Kim
Kardashian), ensuring gender was counterbalanced across participants. This design effectively
functions as a 2x2 factorial Solomon Four-Group Design (Sawilowsky, 1994).

In the intervention phase, participants were shown three real or deepfake celebrity
product endorsement videos. Half of the participants received an active debrief (see Appendix D)
as part of the initial instrument, while the other half did not receive the active debrief until after
they completed the delayed post-test survey, which included a false memory test. The active
debriefing session, when administered during the initial instrument, lasted 5—7 minutes to ensure
clarity and understanding, whereas the remaining participants were debriefed only upon finishing
the virtual post-test survey, which took about 2-3 minutes. In the delayed post-test survey, every
participant was presented with seven claims for each celebrity and asked to mark all claims they

believed to be true.
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Figure 3.1
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In Condition 1, Groups A and B received an Intervention instrument. Following the
intervention, they received four follow-up emails: a thank-you email informing them to look out
for a post-test survey in 24 hours, an email with a link to the post-test survey sent 24 hours later,
a reminder email to complete the post-test survey sent in 72 hours, and a reminder email to
complete the post-test survey instrument sent in 48 hours. The delayed post-test survey
instrument included both the false memory test and the active debrief instruments. In this
condition, participants in Group A viewed the falsified Kim Kardashian video and took part in an
Active Debrief 24-96 hours after completing the post-test survey, while those in Group B viewed
the falsified Elon Musk video and received Active Debrief within the same timeframe. After
completing the post-test survey instrument within the 24—96-hour window, participants
immediately received a thank-you email reminding them of the true purpose of the study and
indicating which video was a deepfake.

In Condition 2, Groups A and B received an intervention instrument immediately
followed by the active debrief instruments. Following the instrument, they received the same
four follow-up emails as in Condition 1: a thank-you email informing them to look out for a
post-test survey in 24 hours, an email with a link to the post-test survey sent 24 hours later, a
reminder email to complete the post-test survey sent in 72 hours, and a reminder email to
complete the post-test survey instrument sent in 48 hours. In this condition, participants in Group
A viewed the falsified Kim Kardashian video and took part in an Active Debrief immediately
after the intervention, while participants in Group B viewed the falsified Elon Musk video and
were debriefed immediately after the intervention. The delayed post-test survey instrument in
Condition 2 included only the false memory test as all participants were told the true nature of

the study in the initial survey. After completing the post-test survey within 24 to 96 hours,
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participants immediately received a thank-you email reminding them of the true purpose of the
study and indicating which video was a deepfake.

All participants who were exposed to a deepfake video were sent an email after one
week, reminding them of the true nature of the study and which video was a deepfake.
Additionally, at the end of the survey, participants were invited to opt out or choose not to have
their data included in the study. Participants who completed the treatment involving a deepfake
video presented as true, within the context of a marketing study, but did not complete the active
debrief or false memory test, were sent debriefing materials one week after their partial
participation. The protocol was done to ensure that participants were made aware of which
content was false and to mitigate false memories upon study completion.

3.4.2 Piloting

To assess the rigor and reliability of the study, two pilot tests were conducted (Babarovi¢
et al., 2021). In the initial pilot, 62 participants, consisting of family and friends recruited
through LinkedIn, text, and email, were divided into four groups to systematically identify
potential issues in the questionnaire, such as typos, technical problems, or other logistical
challenges. This process provided valuable feedback and helped troubleshoot effectively, leading
to minor but necessary cosmetic adjustments to the survey design. For the second pilot, 12 email
addresses were created to verify that all automatic emails and response mechanisms functioned
seamlessly. All data collected during both pilots was promptly discarded upon completion,
ensuring participant privacy and data integrity. This thorough testing process ensured the study

was both user-friendly and technically sound before full deployment.

58



3.4.3 Materials and Tools Used

The study employed a combination of real and deepfake videos, survey software, email
automation tools, and participant communication methods to investigate the effects of authentic
and fabricated content. Real videos featuring Kim Kardashian, Elon Musk, and Paris Hilton were
sourced from their social media accounts and interviews, while deepfake videos for Elon Musk
and Kim Kardashian were created using the Lipsynthesis platform for video generation, with
ChatGPT providing conceptual ideas for hypothetical claims and promotional scripts. All videos
were seamlessly integrated into a survey platform designed and hosted with QuestionPro, which
facilitated participant group randomization, automated instructions, and efficient data collection.
To address limitations in QuestionPro's email automation features, external tools like Zapier
were employed to manage follow-ups and reminders, ensuring participants received timely and
clear communications. This combination of tools and processes proved to be laborious but
ensured that surveys were effectively managed while providing participants with support to
maintain engagement and retention throughout the study.

Creation of Celebrity Videos: Real and Deepfakes

The study required producing two distinct types of videos: real videos and deepfake
videos. These videos were created and curated with careful attention to detail to ensure
consistency in style, quality, and presentation. The following section outlines the methods and
considerations involved in their development, including the selection of video materials,
considerations in types of content, technical adjustments to the videos, and the generation of
deepfake content.

At the start of the video creation and selection process, a wide range of well-known

celebrities who actively promote products on social media were considered. Test videos and
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deepfakes were created in January 2024 featuring Elon Musk, Kim Kardashian, Cardi B, and
Paris Hilton. Each video was reviewed to maintain the same standard of quality, social media
relevance, and alignment with the study's objectives as well as ethical considerations. The
ethical consideration was to ensure that the subjects of the videos were non-political, sexual, or
controversial and that, if the study inadvertently implanted false memories, the materials would
be so inconsequential that they would not impact participants in any harmful way.

Ultimately, videos from Elon Musk, Kim Kardashian, and Paris Hilton were selected for
inclusion. Kim Kardashian and Elon Musk were chosen due to their widespread recognition and
their distinct yet influential public personas. Kim Kardashian, a dominant figure in
entertainment, fashion, and social media, represents influencer culture, while Elon Musk, known
for his technological innovations and corporate leadership, represents entrepreneurship and
futurism. This selection ensures a balance in gender representation, differing audience
demographics, and varying content themes. By incorporating both a media personality and a tech
entrepreneur, the study examines whether the nature of the celebrity influences participant
perception and engagement with deepfake content. Cardi B’s videos, while engaging, did not
exhibit the same level of technical consistency and her expressive gestures made it significantly
more challenging to create convincing deepfakes, leading to her exclusion from the final set of
materials.

All videos were designed to reflect the style and format typical of TikTok and Instagram
Reels. These platforms feature videos in a vertical portrait mode, optimized for mobile viewing,
and emphasize short, engaging content. TikTok videos are known for their dynamic and often
fast-paced storytelling, while Instagram Reels highlight visually captivating clips with similar

brevity (Vidani, 2024). The videos used in the study were trimmed and edited to ensure uniform
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lengths across all samples. This consistency helped maintain participants’ attention and
minimized potential bias introduced by varying video durations (Kog, 2023).

For the real videos (see Figure 3.2), sources included materials pulled from the personal
social media accounts of Kim Kardashian and Paris Hilton. In the case of Elon Musk, an online
interview was chosen and subsequently edited into a TikTok-style portrait format to ensure
compatibility with the other materials. These real videos were then uploaded to QuestionPro and
embedded into their respective experimental groups, accompanied by text headings to provide
necessary context and clarity.

Figure 3.2

Real Videos of Paris Hilton, Elon Musk, and Kim Kardashian

> 0007010 0 H » 0:00/0:04 i H » 0:00/0:06

Paris Hilton announces Hilton — Elon Musk advertises White Kim Kardashian launches
Honors Program coming to Claw: An alcoholic beverage catsuits for SKIMS
Roblox (Hilton, 2024) (MRQUICK, 2022) shapewear (Kardashian,
2023)

In the real Paris Hilton video, the original content was sourced from her TikTok account,

with only a 10-second segment used for the study. The video featured Paris announcing a unique
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partnership between the Hilton Hotel awards program and Roblox (Hilton, 2024). To align with
the study’s parameters, the footage was cropped to fit within the designated frame and to remove
the original subtitles. Similarly, the real Elon Musk video was taken from MRQUICK’s (2022)
YouTube clip, in which he discussed his enthusiasm for the alcoholic seltzer White Claw during
a podcast appearance. This footage was reformatted from YouTube’s standard dimensions to
conform to TikTok’s vertical format. Lastly, the real Kim Kardashian video was originally posted
on her TikTok page (Kardashian, 2023), where she introduced new SKIMS shapewear
undergarments from her personal brand. This video was also cropped to remove subtitles and
maintain consistency across the study’s presentation.

These deepfake videos (see Figure 3.3), featuring Elon Musk and Kim Kardashian, were
designed to introduce controlled false information while maintaining a realistic appearance. The
development of deepfake content followed a structured process. First, a variety of hypothetical
claims about each celebrity were generated using ChatGPT. Prompts such as “Come up with a
list of claims about Elon Musk that might be true or completely false” and “Come up with a list
of claims about Kim Kardashian that might be true or completely false” were used to produce
dozens of potential claims. After reviewing these claims, a few were selected, refined, and

adapted into promotional scripts designed for social media (Rao, 2022).
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Figure 3.3

Deepfake Videos of Elon Musk and Kim Kardashian

> 0:00/0209

Elon Musk introduces OmniSphere: a venture Kim Kardashian launches Eco Edibles:
building Ironman suits (Real Time with Bill Wearable, edible clothing (Nast, 2022)
Maher, 2023)

Once the scripts were finalized, the Lipsynthesis platform, a tool designed for educational
and research purposes related to deepfake technology, was used to generate the videos.
Lipsynthesis offers a roster of celebrity likenesses, including visual video options for Kim
Kardashian (Nast, 2022) and Elon Musk, which were utilized to create the deepfakes. The scripts
were then further adjusted to fit each celebrity’s tone and style of social media advertisements.
The creation of Elon Musk’s deepfake video was relatively straightforward, requiring only three
iterations to achieve a usable result. In contrast, the process for Kim Kardashian’s deepfake was
more complex, involving over 31 renderings to synchronize mouth movements and facial

expressions convincingly. After the deepfake videos were generated, post-production edits were
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conducted to refine their appearance. Sections of the videos that appeared overly artificial or
inconsistent with the celebrity’s typical mannerisms were removed. To ensure the deepfakes
closely resembled the celebrities' authentic promotional styles, over 200 reference videos were
reviewed from each of their TikTok and Instagram profiles, as well as online interviews.

Finally, all videos, both real and deepfake, were uploaded to the survey platform. This
meticulous process helped achieve a level of realism necessary for the study’s objectives (Mirsky
& Lee, 2021). Each video was accompanied by text headings to provide context and ensure
clarity for participants. The consistent formatting and careful preparation of these videos
contributed to the overall validity of the study, ensuring that participants could engage with the
content in a standardized manner.

Note on Coincidental Events Following Materials, Pilot, and Data Collection

After the deepfake videos were generated in January 2024 and subsequent survey data
collection concluded on November 22, 2024, a notable public event coincidentally occurred
involving Elon Musk and Al-generated imagery. On November 23, 2024, Elon Musk shared an
Al-generated image of himself in an Iron Man suit, humorously named "Irony Man," via his
social media account. In the accompanying caption, Musk joked about using "the power of
irony" to defeat villains (Economic Times, 2024). Although this event coincided closely with the
conclusion of data collection, it is important to emphasize that all survey instruments, the pilot
survey, and associated study materials were finalized, created, and distributed significantly in
advance of this event. Additionally, the materials and procedures were also prepared prior to the
election and Elon Musk's subsequent governmental involvement. As such, this incident had no

bearing on the design, execution, or analysis of the research.
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QuestionPro for Survey Design

The study relied on implementing QuestionPro, an online survey software, to design
instruments, manage surveys, and collect data. UCI provided a QuestionPro license which
included features to build complex surveys, randomize participant groups, and collect responses
efficiently, making it an ideal platform for addressing the study’s unique requirements. One key
feature utilized was QuestionPro's ability to randomize subjects into different survey groups
following the screening survey. This ensured balanced distribution and streamlined participation.
The software automatically directed participants to the appropriate survey based on their
screening responses, allowing for seamless transitions between different stages of the study.

To ensure effective communication with participants, QuestionPro’s instant email
automation features were utilized. Upon completing the first survey, participants immediately
received emails with instructions on the next steps. For those who completed the posttest, the
software automatically sent emails disclosing the true purpose of the study along with
information about which video was a deepfake and an explanation of what deepfakes are.
However, QuestionPro lacked a feature to schedule delayed emails or send automated reminders.
To address this limitation, Zapier, a workflow automation tool, was integrated to handle
follow-up communications. This integration ensured that all participants received timely and
relevant updates.

Managing the "back" button feature presented another challenge. QuestionPro did not
allow selective disabling of the "back" button within a single survey, which posed a risk of
participants revising their answers after learning the true purpose of the study. To mitigate this,
some surveys were split into two parts. The first part enabled the "back" button, allowing

participants to navigate naturally through the questions. After the true purpose of the study was
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disclosed, the second part of the same survey set had the "back" button disabled, preventing
participants from altering their previous responses. QuestionPro’s survey chaining feature
allowed the two parts to be linked so participants could complete both sections within one sitting.
However, this approach introduced a potential issue: if the survey timed out or participants
experienced an internet connection failure, they were unable to resume. This required additional
troubleshooting with participants to address instances where data collection was disrupted.
Unfortunately, troubleshooting could only occur if the subject emailed the lead researcher, and
not all subjects were able to complete the survey within the time frame necessary.

Zapier for Email Reminder Automation

Zapier, a workflow automation tool, was utilized to address limitations in QuestionPro’s
survey software, specifically the absence of a feature allowing for delayed follow-up emails.
Zapier connects various applications through automated workflows, enabling seamless
communication and task management. For this study, Zapier was integrated with QuestionPro via
an API that required administrative approval from the University of California, Irvine (UCI).
This integration allowed automated emails to be sent to participants, ensuring timely follow-ups
and improving retention rates throughout the study. Due to license restrictions, it was learned that
the study could only utilize up to 10,000 API calls; exceeding this limit would result in the
Zapier integration being turned off and in turn, compromising the study. If projections suggested
the study would exceed this limit, advance notice had to be sent to UCI's Office of Information
Technology (OIT) to request permission to increase the limit. To ensure compliance, monthly

emails were sent to request reports on the number of API calls used.
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In terms of email automation, every subject who successfully completed the screening
survey and initial survey received a follow-up email 24 hours later, containing a link to their
posttest survey along with instructions on how to complete it. Additionally, all participants who
completed the first survey received daily email reminders for four consecutive days, regardless
of whether they had already completed the posttest. While this approach ensured no participant
missed an email, it introduced a challenge: the reminders confused some participants, leading
them to believe they had not properly completed the study or that additional surveys were
required. To mitigate this issue, QuestionPro’s survey settings were configured to prohibit
participants from completing the survey more than once. Despite this safeguard, a small number
of participants found workarounds by using a different browser or mobile device, resulting in
duplicate survey entries. These duplicates were later identified and cleaned during data analysis
to ensure data integrity.

The Zapier platform required a monthly subscription to facilitate the volume of emails
necessary for the study. This subscription allowed for a sufficient number of automated emails to
be sent to all participants, ensuring consistent communication. By leveraging Zapier’s
automation capabilities, daily reminders were sent without manual intervention, thereby
maintaining participant engagement and addressing the study’s retention goals. Although
Zapier’s automation was effective, its inability to track which participants had already completed
the posttest meant that reminders continued for all participants, irrespective of completion status.
This decision ensured no participant missed their chance to complete the survey, but required

additional data management efforts to handle duplicate entries.
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Email Communication with Subjects

The @uci.edu Gmail account served as the main communication channel for participants
and was used to address a large volume of inquiries throughout the study. Common types of
emails included troubleshooting requests for survey-related bugs or technical issues, such as
difficulties playing audio, internet connections timing out, or submitting responses for surveys
partially completed. Participants also frequently asked questions about the timing of their
posttest emails, seeking more clarification on when they would receive the next step in the study.
Additionally, some participants requested early verification that they had successfully completed
the surveys, often for extra credit purposes. Other emails ranged from general questions about
the study’s process to requests for further clarification on survey instructions and questions
regarding age or eligibility to participate in the study. Overall, email communication proved
critical for resolving participant concerns promptly and contributed to higher retention rates.
3.5 Additional Considerations
3.5.1 Ethical and Moral

Incomplete disclosure was necessary to preserve the integrity of the study, as revealing
the presence of deepfakes upfront would have influenced participants’ recall and skewed the
results (Levine, 1982). The study aimed to assess how subjects recalled falsified content under
two different conditions, which would not have been possible if they were aware of the deception
from the outset. To these ends, the study prioritized ethical considerations to ensure minimal risk
to participants while utilizing deepfake technology. As an example, the falsified videos of Kim
Kardashian and Elon Musk focused exclusively on immaterial and non-harmful content about
hypothetical products, deliberately avoiding any material that could be political, ideological,

financial, adult, or harmful. Careful measures were implemented to ensure participants'
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well-being and to mitigate potential concerns surrounding false memory research. These
measures included:

Exclusion of Sensitive Content

All real and falsified videos excluded references to political issues, harmful ideologies,
adult content, or any content deemed likely to cause distress (Liamputtong, 2007). This ensured
that the study's materials remained neutral and inoffensive, mitigating the risk of psychological
or emotional harm.

Education and Disclosure of Falsified Content

When the true purpose of the study was revealed, participants were educated about
deepfake technology and informed about the falsified nature of the videos during active
debriefing. To further reinforce transparency, participants were reminded immediately after the
study about which videos were falsified, and all participants received a follow-up email seven
days later that disclosed the study’s true purpose and clarified the nature of the deepfakes.

Post-Study Follow Up

To prevent the formation of false memories, participants who fully completed the survey
received an immediate follow-up email informing them that they had been exposed to deepfake
videos. This email explicitly identified the fabricated video and clarified that it was not real. To
further mitigate potential false memories, all participants, regardless of whether they fully or
partially completed the study, received a second email seven days after the screening survey.
This email disclosed the true purpose of the study and specified which videos were deepfakes
(Mara et al., 2012), ensuring transparency and addressing any post-study concerns. Additionally,

participants who had questions about the study were provided an email address for

69



correspondence and were given an opportunity to opt out of their data being included in the final
data set for analysis.

Preservation of Rights and Welfare

Although the full purpose of the study was not disclosed initially, this did not affect
participants’ rights or welfare. The cover story was relevant to the presented content, and
follow-up measures maintained transparency, ensuring participants felt respected and informed
(Hertwig & Ortmann, 2008). Through these carefully designed safeguards, the study adhered to
ethical standards, protected participants, and addressed potential risks while providing
meaningful insights.
3.5.2 Potential Societal and Scientific Benefits

This study provides a foundation for future interdisciplinary research and addresses the
current landscape of deepfake technologies, with minimal socio-technical research available.
Firstly, the study can improve digital literacy, equip participants to critically evaluate online
content (Kruijt et al., 2022), and recognize manipulated videos and deepfakes on social media
platforms. Additionally, the active debriefing instruments can help participants develop critical
thinking skills (Greene & Murphy, 2023) that allow individuals to question the authenticity of
information and audiovisual content. Increasing awareness of hyper-realistic, synthetic deepfakes
(George & George, 2023) and the tools used to create them provides end-users with the skills to
better navigate and mitigate misinformation and disinformation (Vraga et al., 2021), thus
contributing to a more social media-savvy, informed, and resilient society.

Beyond individual benefits, this research can mitigate and protect society against falsified
content. As deepfake technology continues to evolve and outpace deepfake detection (Gil et al.,

2023), the potential to spread false narratives, scams, criminal or illegal activity, sexual
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harassment, and more underscores the need for heightened awareness and more informed
mitigation strategies. Thus, highlighting efforts towards increasing awareness, preparing for
future technological challenges, and making additional contributions towards deepfake
technology research (Mallinson et al., 2024). This dissertation can serve as an early framework
for policymakers, educators, and researchers to expand upon the research findings and develop
regulatory frameworks, strengthen media literacy initiatives, and improve tools to reduce social
risks from deepfakes.

3.5.3 Limitations

This study faced several limitations and challenges that affected the quality of survey
responses, leading to the exclusion of some data. One key issue was participant behavior and
data reliability. Some participants entered their email addresses incorrectly or completed the
survey multiple times, often due to receiving frequent reminder emails intended to boost survey
completion rates. Although the survey software included a feature to prevent multiple
submissions, some participants bypassed it by clearing their browser cache and cookies. To
mitigate this, only the first completed response from each participant was included in the
analysis.

Retention and completion rates also presented challenges. Some participants timed out
and could not retake the survey, while others were excluded for failing to meet eligibility criteria,
not finishing within four days, or leaving the survey incomplete. Participants who reached out to
troubleshoot technical errors were granted permission to complete the study in order to receive
extra credit; however, the data submitted was excluded if the participant had already learned the

true purpose of the study or if they completed the study after the deadline.
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The study environment may have influenced participants’ ability to detect deepfakes.
Participants knowing they were part of a research study prompted a number of individuals to
approach the task with greater caution and analytical focus than they might in casual settings,
such as scrolling through social media. This heightened awareness could have artificially
improved their ability to detect deepfakes or affect their confidence and accuracy. Additionally,
while participants were instructed to close all tabs and browsers to avoid googling the video
content, which could reveal whether it was real or fake, compliance with this instruction was
assessed only through self-reports, leaving some uncertainty about the reliability of the
responses. Additionally, despite being instructed not to discuss the study, there is a possibility
that some participants shared details with their peers or other participants, potentially influencing
their responses.

Technical difficulties added further complications. Participants using Vivaldi browsers
experienced audio issues that prevented them from completing the survey. To address this, an
audio test was required to ensure only participants who could hear the content were included.
While this measure improved data reliability, it may have excluded some participants who could
not resolve the issue. Only those who contacted the lead researcher were able to complete the
survey successfully. Finally, logistical challenges in managing the study were notable. Tools like
QuestionPro and Zapier were employed to streamline communication and retention efforts, but
their limitations required careful adjustments to workflows.

3.6 Summary of Methodological Approach

In conclusion, this chapter has outlined the steps the researcher has taken to investigate how
deepfake videos might implant false memories and whether actively debriefing participants about
deepfake videos can mitigate that effect. Under the guise of a cover story, the study showed a mix of real

and fake celebrity videos to Gen Z adults. Following a deception design, participants were told the study
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was about social media marketing, which helped capture their natural reactions. Later, they learned the
true purpose of the study, allowing the researcher to measure if false memories can be formed and
whether media literacy can mitigate false memory formation. The research was designed with ethical
integrity, from robust recruitment efforts and the development of clear survey instruments to timely
follow-up communications and meticulous data management. By detailing each procedural step in a
structured manner, this chapter has established a solid foundation for investigating the effect of deepfakes

on the formation of false memories.
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Chapter 4

Research Analysis and Findings

This chapter presents the study’s findings and analyzes research questions 1 through 11,
focusing on three key areas: the effects of active debriefing and deepfake exposure on false
memory formation, the influence of prior knowledge and social media usage on these
relationships, and discernment accuracy, confidence levels, cues and clues, and individuals’
perceptions of deepfakes. The study followed a mixed-methods approach, integrating
quantitative and qualitative analyses to examine key patterns and relationships. The quantitative
component applied descriptive statistics to summarize central tendencies, distributions, and
variability across all research questions, using visual representations, interaction plots, frequency
distributions, thematic categorization, and binary coding. Inferential statistics also explored
relationships between independent and dependent variables, providing deeper insights into
predictive associations and group differences.

The inferential analysis included binomial logistic regression (Peng et al., 2022),
Chi-Square tests (Singhal & Rana, 2015), and pseudo-R-squared measures (Allison, 2013),
which estimate how well the logistic regression model fits the data compared to a model with no
predictors. Logistic regression models were used for research questions 1 through 8 and 10 to

estimate predictive relationships for binary outcomes. To ensure model fit, inferential analysis
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included binomial logistic regression, chi-squared tests, pseudo-R-squared measures, and
frequency analysis (Neuendorf, 2018).

Model fit, how well the model explains or predicts the outcome, was evaluated using Cox
& Snell R?, Nagelkerke R?, and McFadden R?, while Chi-Square tests assessed how well the
models fit the data by comparing expected and observed frequencies. R-squared values
determined how much of the variation in the dependent variable was explained by the
independent variables. Statistical significance for all tests was set at p < .05 to determine
meaningful relationships. No alpha corrections were applied, as each research question was
tested using a single statistical method, eliminating the risk of inflated Type I error or false
positives from multiple comparisons. Finally, post-hoc comparisons (Williams & Abdi, 2010)
were conducted to identify group differences and refine interpretations.

The qualitative component involved analyzing open-text responses for Research
Questions 9 through 11 using content analysis. Themes were then systematically categorized and
quantified through descriptive statistics, enabling a structured frequency analysis to examine
participant perceptions. To enhance analytical rigor, the study employed protocol analysis (Chi,
1997) to identify patterns in participants’ reasoning and decision-making processes, then
iteratively refined the coding schema and models to better align with the established protocol
framework. Each research question presents a hypothesis, results from both statistical and
thematic analyses, and a summary of findings.

Results for the Elon Musk and Kim Kardashian deepfake videos were kept separate to
account for important content-specific differences that could influence participant responses. Not
all deepfakes are created equal—variations in subject matter, tone, and contextual plausibility

can significantly shape memory formation and viewer interpretation. By analyzing them
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independently, the analysis can preserve the integrity of these content-based nuances and avoid
masking distinct patterns of false memory formation tied to each video's unique characteristics.
4.1 Demographics and Participant Overview

The study included a diverse sample of young adults aged 18-26, representing a range of
gender identities and educational backgrounds (see Table 4.6). The gender distribution was
relatively balanced between male (53.1%) and female participants (44.0%), with a small
percentage identifying as nonbinary (1.8%) or choosing not to disclose their gender (0.1%). In
terms of education, most participants had completed at least some higher education (60.4%),
with varying levels of attainment ranging from high school diplomas (39.6%) to bachelor's

degrees (8.1%). No participants reported holding advanced degrees.

Table 4.6

Sociodemographic Characteristics of Participants at Baseline

Baseline Characteristic n %
Gender
Female 352 44.0
Male 425 53.1
Nonbinary 14 1.8
Self-describe 1 0.1
Prefer not to disclose 8 1.0

Highest Education Level

High school diploma 317 39.6
or equivalent

Some college without 258 323
completing a degree

Associate degree 159 19.9
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Bachelor’s Degree 65 8.1

Master’s degree 0 0.0
Doctorate 0 0.0
Other 1 0.1

4.2 Research Questions 1 and 2 (RQ1 & RQ2): Effects of Deepfake Exposure on False
Memory Formation and the Role of Active Debriefing
4.2.1 Research Questions and Hypotheses
RQ1. Can exposure to a deepfake video (Kim Kardashian or Elon Musk) implant false
memories?

Ho: Exposure to deepfake videos can not significantly increase the likelihood of

false memories being implanted.

Hi: Exposure to deepfake videos induces false memories.
RQ2. Can an active debriefing (informing participants that the video is a deepfake) deter the
implanting of false memories?

Ho: Active debriefing can not significantly decrease the likelihood of false memories

being implanted.

Hi: Active debriefing can significantly decrease the likelihood of false memories

being implanted.

Ha.: There is an interaction between active debriefing and exposure to deepfake

videos in influencing the likelihood of false memories being implanted.

A binary logistic regression was conducted to examine the relationship between exposure
to a deepfake video (Kim Kardashian vs. Elon Musk) and the influence of active debriefing on

false memory formation. Binary coding was applied to key variables for analysis. False memory
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retention was coded as 0 for participants who did not report any false memories and 1 for those
who retained at least one. Similarly, the active debriefing variable was coded as 0 for participants
who did not receive an active debrief and 1 for those who did. This approach allowed for
assessing how deepfake exposure and active debriefing interact to influence false memory
formation.
4.2.2 RQ1 and RQ?2 Descriptive Statistics

A total of 355 participants reported or retained at least one false memory (see Table 4.7).
Among participants who viewed the Elon Musk deepfake video, 58.3% reported false memories,
whereas 44.3% who viewed the Kim Kardashian deepfake video reported false memories. In
total, 412 false memories were reported, with 273 false memories related to the Elon Musk

deepfake and 139 false memories related to the Kim Kardashian deepfake.

Table 4.7

False Memory Formation by Deepfake Condition

False Memory Kim Kardashian Kim Elon Musk Elon Musk
Formation Deepfake With ~ Kardashian Deefake With  Deepfake
Active Deepfake Active Without Active
Debriefing Without Active Debriefing Debriefing
Debriefing
n % n % n % n %
At Least One 12 58% 122 639 19 9.2% 135 64.6%
False Memory %
No False 194 94.2% 69 361. 194 90.8 74 35.4%
Memory % %

Notably, active debriefing appeared to have a substantial impact on false memory
formation (see Figures 4.4 and 4.5). Among participants who viewed the Kim Kardashian

deepfake video, those who did not receive an active debriefing were more likely to report false
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memories, with 122 individuals (63.9%) doing so, compared to only 12 participants (5.8%) who
received an active debriefing. A similar pattern was observed among those who watched the
Elon Musk deepfake video, where 135 participants (64.6%) who did not receive an active
debriefing reported false memories, whereas the number dropped to 19 participants (9.2%)
among those who were actively debriefed (see Figure 4.6). These findings suggest that informing

participants about the nature of deepfake content after exposure can help mitigate false memory

formation.

Figure 4.4
False Memory Scores by Group (Deepfake Viewers vs. Real Video Viewers)
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Figure 4.5

False Memory Mean Scores of Deepfake Participants: Impact of Active vs. No Active Debrief
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Interaction Plots: False Memory Scores by Group and Debriefing
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4.2.3 RQI and RQ?2 Binary Logistic Regression Results

The analysis focused on whether participants retained at least one false memory, rather
than the total number of false memories reported. Independent variables included exposure to the
Kim Kardashian deepfake (with the real Kim Kardashian video as the reference category),
exposure to the Elon Musk deepfake (with the real Elon Musk video as the reference), whether
participants received an active debriefing, and an interaction term between the deepfake

condition and active debriefing.
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Elon Musk Deepfake Model

The logistic regression model was conducted to examine the relationship between
exposure to each unique deepfake video (Kim Kardashian or Elon Musk) or no exposure to a
deepfake video and the likelihood of false memory formation, measured as a binary outcome.
The model examining false memories related to the Elon Musk deepfake was statistically
significant, ¥*(3, N =800) = 171.07, p < 0.001, R? (Cox & Snell) = 0.19, R? (Nagelkerke) = 0.27,
and correctly classified 78.3% of cases.

Participants who had been exposed to the real Elon Musk video instead of the Elon Musk
deepfake were less likely to develop false memories about Elon Musk (OR =0.14, 95% CI =
0.09 - 0.21, p <0.001). Additionally, those who received an active debrief, where they were
explicitly told about the possibility of deception, were also less likely to develop false memories
(OR =0.06, 95% CI=0.03 - 0.10, p <0.001). Furthermore, there was a strong interaction effect
between which deepfake participants saw and whether they received a debrief (OR = 17.85, 95%
CI=8.64 -37.88,p <0.001).

Kim Kardashian Deepfake Model

The model examining false memories related to the Kim Kardashian deepfake also
showed statistically significant results, ¥*(3, N = 800) = 239.68, p < 0.001, R? (Cox & Snell) =
0.23, R? (Nagelkerke) = 0.34, and correctly classified 81.5% of cases.

Exposure to the Kim Kardashian deepfake increased the likelihood of forming false memories
(OR =10.55,95% CI =6.56 - 17.40, p < 0.001). Receiving an active debrief significantly
reduced false memories (OR = 0.09, 95% CI =0.03 - 0.23, p <0.001). There was also a
significant interaction effect (OR = 0.39, 95% CI =0.19 - 0.77, p < 0.01) indicating that the

effectiveness of debriefing varied depending on whether participants saw the real Kim
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Kardashian video or Kim Kardashian deepfake, with debriefing being more effective at reducing
false memories for one deepfake over the other.
4.2.4 Summary of Findings

Overall, results suggest that exposure to a deepfake video can significantly influence the
likelihood of forming false memories, with notable differences emerging when comparing the
deepfake and real versions of the same individual, either Elon Musk or Kim Kardashian, rather
than across all four videos simultaneously. Exposure to deepfake videos demonstrated a
significant increase of false memory formation compared to participants who were not exposed
to deepfakes, with those viewing the Elon Musk deepfake video demonstrating slightly higher
rates of false memory formation than those viewing the Kim Kardashian video.

Active debriefing played a critical role in reducing false memory formation across both
conditions, and its effectiveness differed based on which deepfake participants saw. While
descriptive statistics indicate that false memories were more frequently reported in both deepfake
conditions, but logistic regression analysis revealed that deepfake type and debriefing interacted
in complex ways, influencing memory retention differently across conditions. The moderate
explanatory power of both models (as indicated by R? values) suggests that deepfake exposure
and debriefing are important factors, though other unmeasured variables may also contribute to
false memory formation.

4.3 Research Question 3 (RQ3): How can the impact of exposure to a deepfake video (Kim
Kardashian or Elon Musk) on implanting false memories vary with the level of prior
knowledge of celebrity?

Ho: Prior knowledge of video content can not influence the effect of exposure to deeptake

videos on false memories.
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Hi: Prior knowledge of video content influences the effect of exposure to deepfake videos

on false memories.

To analyze RQ3, a logistic regression model was used to assess whether prior knowledge
of Kim Kardashian and Elon Musk influenced the likelihood of false memories being implanted
after exposure to deepfake videos. The dependent variable (false memory: present or absent) was
analyzed using a binomial logistic regression with interaction effects between deepfake exposure
and prior knowledge.

Prior knowledge was measured by asking participants to rate how much they knew about
Kim Kardashian or Elon Musk on a 5-point scale, ranging from "Not knowledgeable at all" to
"Extremely knowledgeable." For analysis, responses were consolidated into three broader
categories: participants who reported little to no knowledge about the celebrity (ratings 1-2) were
coded as 0, those who were somewhat knowledgeable (rating 3) were coded as 1, and those who
were highly knowledgeable (ratings 4-5) were coded as 2. Reducing the 5-point scale to three
broader categories helped simplify the analysis by minimizing noise and enhancing
interpretability, particularly given the sample size and the focus on broader trends rather than
granular distinctions. This also made the models more stable and allowed for clearer
comparisons between participants with low, moderate, and high levels of familiarity.

4.3.1 RQ3 Descriptive Statistics

The study categorized participants based on their prior familiarity with Kim Kardashian
and Elon Musk (see Table 4.8 and Figure 4.7). A larger portion of participants had limited
knowledge of Kim Kardashian (42.6%), while a moderate group reported some familiarity
(38.5%), and a smaller group identified as highly knowledgeable (18.9%). In contrast, familiarity

with Elon Musk followed a different pattern, with fewer participants reporting little to no
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knowledge (19.1%), a substantial portion having some familiarity (50.0%), and a notable number

identifying as highly knowledgeable (30.9%).

Table 4.8

Categorization of Prior Knowledge: Kim Kardashian vs. Elon Musk

Prior Knowledge of Kim Kardashian of Elon Musk
n % n %
Little to No Knowledge 341 42.6 153 19.1
About the Celebrity
Somewhat Knowledgeable 308 38.5 400 50.0
Highly Knowledgeable 151 18.9 247 30.9
Figure 4.7

False Memory Scores, Grouped by Prior Knowledge Level and Type of Video
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Kim Kardashian Model

The Kim Kardashian model was statistically significant }*(5, N =397) = 71.02, p <.001,
R? (Cox & Snell) = 0.08, R? (Nagelkerke) = 0.13, and correctly classified 78% of cases. Overall,
exposure to a deepfake video of Kim Kardashian significantly increased false memory
implantation (OR =3.61, 95% CI =2.02 - 6.75, p <.001), indicating that participants who

viewed the manipulated video were more likely to form false memories. However, having some

84



prior knowledge level (OR = 1.12, 95% CI = 0.56 - 2.28, p = 0.742) or high level of prior
knowledge (OR = 0.98, 95% CI =0.37 - 240, p = 0.973) did not have a significant main effect on
false memory formation. These findings suggest that prior knowledge of Kim Kardashian did not
significantly moderate the relationship between deepfake exposure and false memory formation.

Elon Musk Model

The Elon Musk model was statistically significant (¥*(5, N =403) =37.32, p <.001), R?
(Cox & Snell) =0.05, R* (Nagelkerke) = 0.06, and correctly classified 70.6% of cases. In
contrast to Kim Kardashian, prior knowledge of Elon Musk was a significant predictor of false
memory formation. Participants who reported being somewhat (OR = 1.82, 95% CI = 1.03 -
3.29, p = 0.043) or highly knowledgeable (OR =1.97, 95% CI = 1.09 - 3.68, p = 0.028) about
Elon Musk were more likely to form false memories. This suggests that pre-existing familiarity
with Elon Musk did directly contribute to false memory formation, exerting a stronger influence
than the deepfake exposure itself. However, overall was no significant interaction between prior
knowledge and the effect of deepfake exposure on false memory formation.
4.3.2 Summary of Findings

The results highlighted that participants viewing the deepfake video of Kim Kardashian
were likely to form false memories, regardless of how familiar they were with the celebrity
beforehand. On the other hand, for Elon Musk, participants who had somewhat prior knowledge
or were highly knowledgeable were more likely to develop false memories, while simply
viewing the deepfake was not as influential. This suggests that the impact of prior knowledge on
false memories could vary depending on the celebrity, how well-known they are to the public, or

potentially other bias measures.
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4.4 Research Question 4 (RQ4): What is the relationship between prior knowledge of the

video content (specifically, the celebrity) and the effectiveness of active debriefing?

Ho: Prior knowledge of the video content has no effect on the effectiveness of

active debriefing in reducing false memories.

H.i: Prior knowledge of video content affects the effectiveness of active debriefing in

reducing false memories.

A logistic regression model was used to assess whether active debriefing interacted with

prior knowledge of the video content (specifically, the celebrity) to reduce false memories (see

Figure 4.8). The independent variables included prior knowledge of the celebrity (categorized as

little to no knowledge, somewhat knowledgeable, or highly knowledgeable) and active

debriefing (binary: 0 = no active debrief, 1 = received active debrief). The dependent variable

was false memory formation, coded as 0 for participants who did not report any false memories

and 1 for those who retained at least one false memory.

Figure 4.8

False Memory Scores by Prior Knowledge Level, Type of Video, and Debrief Condition
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4.4.1 RQ3 Binary Logistic Regression Results

Kim Kardashian Model

The Kim Kardashian model was statistically significant (%*(5, N =400) = 71.02, p <
.001), R? (Cox & Snell) = 0.08, R* (Nagelkerke) = 0.13, and correctly classified 78.0% of cases.
Participants who had some prior knowledge of Kim Kardashian had statistical significance (OR
=1.65,95% CI=1.05-2.61, p=0.032) as opposed to those with high prior knowledge (OR =
1.10, 95% CI=0.63 - 1.90, p = 0.732), suggesting that those with some prior knowledge
compared to those with no knowledge were slightly more prone to false memories. However,
there was no significant interaction between prior knowledge and the effectiveness of active
debriefing for either group, including participants with some prior knowledge (OR = 0.61, 95%
CI=0.22 - 1.65, p=0.325) or high prior knowledge (OR =0.64, 95% CI1=0.13 -2.44,p =
0.545), indicating that active debriefing was equally effective regardless of how much
participants knew about Kim Kardashian.

Elon Musk Model

The Elon Musk model was statistically significant (}*(5, N =400) = 80.11, p <.001), R?
(Cox & Snell) =0.10, R* (Nagelkerke) = 0.14, and correctly classified 70.6% of cases. The odds
ratios for participants with some prior knowledge (OR = 1.43, 95% CI = 0.83-2.51, p = 0.206)
and high prior knowledge (OR = 1.66, 95% CI = 0.92-3.01, p = 0.093) demonstrate that these
effects were not statistically significant. This indicates that familiarity with Elon Musk did not
meaningfully predict false memory formation in this context. Additionally, there was no
significant interaction between some prior knowledge (OR =0.75, 95% CI1=0.30-1.94,p =
0.543), high prior knowledge (OR = 0.81, 95% CI =0.30 - 2.21, p = 0.672), and the impact of

active debriefing.
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4.4.2 RQ4 Summary of Findings

The results demonstrate that active debriefing can be a strong intervention for preventing
false memories related to deepfake videos of celebrities such as Kim Kardashian and Elon Musk.
However, the analysis did not show any significant effect or interaction between prior knowledge
and the effectiveness of active debriefing. Therefore, active debriefing can effectively reduce
false memories regardless of participants' prior familiarity with the celebrity.

4.5 Research Question 5 (RQ5). Is there a relationship between social media use frequency
and the effects of deepfakes implanting false memories?

Ho: There is no significant relationship between social media use frequency and the

likelihood of deepfakes implanting false memories.

Hi: There is a significant relationship between social media use frequency and

the likelihood of deepfakes implanting false memories.

To examine whether social media usage frequency is related to the effects of deepfakes in
implanting false memories, two binomial logistic regression models were conducted. The
independent variable was social media usage frequency, which participants self-reported in an
open-text numerical format. For analysis, responses were categorized into quartiles: Low Usage
(Q1: 0—1 hours/day; n = 97), Moderate Usage (Q2: 2—3 hours/day; n = 330), High Usage (Q3:
4-6 hours/day; n = 304), and Very High Usage (Q4: 7+ hours/day; n = 69). The dependent
variable was false memory formation, coded as 0 for participants who did not report any false
memories and 1 for those who retained at least one false memory.

This quartile-based categorization provided a structured approach to assessing the

potential relationship between social media engagement and susceptibility to deepfake-induced
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false memories. The analysis explored whether increased exposure to social media corresponded
with higher or lower rates of false memory formation when viewing deepfake content.
4.5.1 Descriptive Statistics

Participants were asked to self-report which social media platforms they use, revealing a
diverse range of engagement across various platforms (see Figure 4.9). Participants were also
asked to report the number of hours they spend on social media each day to assess whether
overall usage influenced memory accuracy or deepfake discernment (see Figure 4.10). Instagram
emerged as the most commonly used platform, with 646 participants (80.8%) indicating active
use, followed closely by YouTube (602 participants, 75.3%). Discord (457 participants, 57.1%)
and TikTok (395 participants, 49.4%) were also frequently reported.

Reddit (273 participants, 34.1%) and X (formerly Twitter) (207 participants, 25.9%) were
used by a smaller but still substantial portion of participants. Professional and niche platforms
saw lower engagement, with LinkedIn (155 participants, 19.4%), Pinterest (123 participants,
15.4%), and Snapchat (134 participants, 16.8%) ranking in the mid-range. Facebook was
reported by only 66 participants (8.3%). A small number of participants (15 participants, 1.9%)
selected "Other," with responses including platforms such as Tumblr, WeChat, Xiaohongshu, and
other Chinese social media, as well as Rednote. Notably, only three participants (0.4%) indicated

that they do not use social media at all.
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Figure 4.9

Preferred Social Media Platforms Among Participants
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Figure 4.10

False Memory Scores by Social Media Usage (Hours per Day) for Real vs. Deepfake Videos

Kim Kardashian Group

05 05
0.4 0.4
2 2
o o
@ @
E.0.3 E.0.3
H Group H
g Real ;(im g
Deepfake Kim
=02 =02
Q Q
K K
(© (©
('S ('S
0.1 0.1
00 Low Moderate High Very High 00 Low

Social Media Use

90

Elon Musk Group

Moderate High
Social Media Use

Very High

Group

Real Elon
Deepfake Elon



4.5.2 RQ5 Binary Logistic Regression Results

Kim Kardashian Model

The Kim Kardashian model was statistically significant (y*(7, N =397) = 75.26, p <
.001), R? (Cox & Snell) = 0.09, R? (Nagelkerke) = 0.14, and correctly classified 78.4% of cases.
Social media usage alone did not significantly predict false memories, as none of the usage
categories showed significant effects: moderate (OR = 0.82, 95% CI =0.30 - 2.62, p =0.709),
high (OR =1.12, 95% CI =0.42 - 3.61, p = 0.816), or very high usage (OR = 1.39, 95% CI =
0.36 - 5.39, p = 0.628). Similarly, the interaction terms between social media usage and group
membership were not significant: moderate social media use (OR = 1.87, 95% CI = 0.48 - 6.63,
p = 0.343), high social media use (OR = 1.33, 95% CI =0.35 - 4.67, p = 0.659), and very high
social media use (OR =2.67, 95% CI=0.52 - 13.91, p = 0.237). These results suggest that the
frequency of social media usage may not moderate the relationship between deepfake exposure
and the formation of false memories.

Elon Musk Model

The Elon Musk model also reached statistical significance, (y*(7, N =403) =41.66, p <
.001), R? (Cox & Snell) = 0.05, R* (Nagelkerke) = 0.07, and correctly classified 70.6% of cases.
Social media usage again did not significantly predict false memory formation, and no
interaction effects were observed. Again social media usage alone did not significantly predict
false memories, as none of the usage categories showed significant effects: moderate (OR = 0.60,
95% CI1=0.31-1.17,p=0.131), high (OR =1.19, 95% CI = 0.62 - 2.32, p = 0.610), or very
high usage (OR = 1.00, 95% CI =0.41 - 2.40, p = 1.000). Similarly, the interaction terms
between social media usage and group membership were not significant: moderate social media

use (OR =2.65, 95% CI=0.90 - 8.40, p = 0.084), high social media use (OR = 1.44, 95% CI =
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0.49 - 4.54, p=10.519), and very high social media use (OR =1.22,95% CI =0.30-5.89,p =
0.703).
4.5.3 Summary of Findings
The results suggest that social media usage frequency alone is not a significant factor in
determining susceptibility to false memories implanted by deepfake videos. While social media
platforms play a critical role in the spread of misinformation, frequent social media users in this
study were not more likely to develop false memories than infrequent users. This finding
challenges assumptions that higher exposure to digital media automatically could lead to greater
susceptibility to misinformation, suggesting instead that while exposure may be higher,
vulnerability is not necessarily increased.
4.6 Research Question 6 (RQ6). Is there a relationship between prior knowledge of
deepfakes or previous exposure to deepfakes and the likelihood of false memories being
implanted?
Ho: There is no significant relationship between an individual's prior knowledge of
deepfakes or previous exposure to deepfake content and the likelihood of false memories
being implanted.
Hi: There is a relationship between an individual's prior knowledge of deepfakes or
previous exposure to deepfake content and the likelihood of false memories being
implanted.
To examine whether prior knowledge of deepfakes or previous exposure to deepfake
videos is related to the likelihood of false memory implantation, logistic regression models were
conducted for both the Kim Kardashian and Elon Musk conditions. The independent variables

included prior knowledge of deepfakes (categorized as little to no knowledge, somewhat
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knowledgeable, or highly knowledgeable) and previous exposure to deepfake videos (binary: 0 =
no prior exposure, 1 = prior exposure). The dependent variable was false memory formation,
coded as 0 for participants who did not report any false memories and 1 for those who retained at
least one false memory.

Participants responded to the question, "Prior to this study, did you consider yourself
knowledgeable about deepfake technology?" using a likert scale from 0 (Not Knowledgeable at
All) to 10 (Extremely Knowledgeable). For analysis, responses were grouped into three
categories: participants with little to no understanding of deepfakes (0—3) were coded as 0, those
with some familiarity but not deeply informed (4—6) were coded as 1, and those with a strong
understanding or expertise in deepfakes (7—10) were coded as 2. Based on this classification,
participants were distributed across all three levels, reflecting varying degrees of awareness and

familiarity with deepfake technology (see Table 4.9 and Figure 4.11).

Table 4.9

Categorization of Participants’ Prior Knowledge of Deepfakes

Prior Knowledge of Deepfakes
n %
Little to No Understanding of Deepfakes 207 259
Some Familiarity, But Not Deeply Informed 305 38.1
Strong Understanding or Expertise in 288 36.0
Deepfakes

Participants were also asked, "Have you ever looked at deepfake videos before?" with
multiple-choice response options: Yes, No, I'm not sure, and I didn’t know what a deepfake was.

For analysis, responses were consolidated into three categories: participants who reported no
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exposure to deepfakes were coded as 0, those who had previously viewed deepfake videos were

coded as 1, and those who were unsure or unaware of what a deepfake was were coded as 2.

Based on this classification, participants varied in their prior exposure to deepfakes.

Some reported having no prior exposure, while a majority indicated they had seen deepfake

videos before. Others were either unsure or unaware of what a deepfake was. This distribution

highlights differences in prior experience, which can influence discernment and susceptibility to

false memories (see Table 4.10 and Figure 4.12).

Table 4.10

Categorization of Participants’ Prior Exposure to Deepfakes

Prior Exposure

No: No Exposure to Deepfakes

Yes: Had Exposure to Deepfakes

Unsure: Didn’t Know What a Deepfake Was or

the Participant Wasn’t Sure If They Were

Exposed

to Deepfakes
n %
100 12.5
529 66.1
171 21.4

Figure 4.11

Prior Deepfake Knowledge on False Memory Formation: Real vs. Deepfake (Kim and Elon)
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Figure 4.12

Prior Deepfake Exposure on False Memory Formation: Real vs. Deepfake (Kim and Elon)
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4.6.1 RQ6 Binary Logistic Regression Results

The deepfake prior knowledge Kim Kardashian model was also statistically significant
(¥*(5, N =397)=68.67, p <.001), R? (Cox & Snell) = 0.08, R* (Nagelkerke) = 0.13, and
correctly classified 78.0% of cases. In the Kim Kardashian model, neither some prior knowledge
(OR =0.58,95% CI=0.25-1.37, p=0.21) nor high prior knowledge (OR = 0.86, 95% CI =
0.40 - 1.92, p=0.71) reached statistical significance. Additionally, the deepfake prior knowledge
Elon Musk model was statistically significant (¥*(5, N =403) = 32.08, p <.001), R? (Cox &
Snell) = 0.04, R? (Nagelkerke) = 0.06, and correctly classified 70.062% of cases. Similarly, in
the Elon Musk model, prior knowledge was not a significant predictor, neither some prior
knowledge (OR = 0.81, 95% CI=0.47 - 1.37, p = 0.43) nor high prior knowledge (OR = 0.93,
95% CI=0.55 - 1.56, p=0.77). Overall, the analysis did not reveal a statistically significant
relationship between prior knowledge of deepfakes and the likelihood of false memory
formation.

For prior exposure to deepfake videos, the results followed the same pattern, with no

significant effects detected. The prior exposure Kim Kardashian model was statistically
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significant (y*(5, N =397) = 66.91, p <.001), R? (Cox & Snell) = 0.08, R* (Nagelkerke)=0.12,
and correctly classified 78.0% of cases. In the Kim Kardashian model, some prior exposure (OR
=0.92,95% CI=0.38 - 2.55, p = 0.854) and definite prior exposure to deepfakes (OR = 0.72,
95% CI=0.21 - 2.43, p = 0.587) were not significantly related to false memory formation.
Additionally, the prior exposure Elon Musk model was statistically significant (}*(5, N =403) =
35.92, p <.001), R? (Cox & Snell) =0.08, R? (Nagelkerke) = 0.12, and correctly classified
70.62% of cases. The Elon Musk model produced comparable results, with some prior
knowledge (OR =0.91, 95% CI =0.50 - 1.66, p = 0.753) and definite prior exposure to
deepfakes (OR =0.94, 95% CI=0.47 - 1.9, p = 0.875) not being significantly related to false
memory formation.
4.6.2 Summary of Findings

The findings in this study indicate that neither prior knowledge of deepfakes nor prior
exposure to deepfake videos significantly affected the likelihood of forming false memories.
While participants varied in their familiarity with deepfake technology and their previous
engagement with deepfake content, these factors did not appear to alter their susceptibility to
false memories when presented with deepfake stimuli. These results suggest that prior exposure
or knowledge may not serve as a protective factor against the implantation of false memories
induced by deepfake videos; thus challenging the assumption that greater awareness or
experience with deepfakes could improve discernment or reduce false memories.
4.7 Research Question 7 (RQ7). How accurately do people discern whether a video is real
or a deepfake?

After completing the initial video assessments, participants were informed of the true

purpose of the study and were told that they may have been exposed to deepfakes. Following this
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debriefing, they were presented with two real videos and one deepfake video and asked to
determine whether each video was real or fake. The independent variable in this analysis was the
type of video shown (real vs. deepfake), while the dependent variable was discernment accuracy,
recorded as a binary outcome (0 = incorrect classification, 1 = correct classification) based on
participants' responses. Responses were recorded using a multiple-choice format, where
participants selected either “real” or “fake” for each video.
4.7.1 RQ7 Descriptive Statistics Results

The study examined participants' ability to discern real and deepfake videos across three
celebrity conditions: Kim Kardashian, Elon Musk, and Paris Hilton. Participants demonstrated
varying levels of accuracy depending on the video (see Table 4.11 and Figure 4.13). While many
correctly identified the real (70.9%) and deepfake (81.6%) versions of Kim Kardashian, accuracy
was lower for the real Elon Musk video (48.6%), with a higher rate of misclassification. In
contrast, the findings demonstrate that participants were more successful in recognizing the
deepfake version of Elon Musk (84.6%). For the real Paris Hilton video, accuracy fell (59.5%),
with a notable portion of participants misidentifying the real video. These results highlight

differences in discernment ability across different celebrity deepfakes.

Table 4.11

Participant Accuracy in Identifying Real and Deepfake Videos

Accuracy in of Deepfake  of Deepfake  of Real Kim  of Real of Real Paris
Discernment Kim Elon Elon
n % n % n % n % n %

Accurate 324 81.6 341 84.6 286 709 193 48.6 476 59.5

Inaccurate 73 184 62 154 117 29.1 204 514 324 405
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Figure 4.13

Participant Accuracy in Identifying Real and Deepfake Videos
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4.7.2 Summary of Findings

The findings suggest that participants demonstrated stronger discernment abilities when
identifying deepfake videos compared to real ones. The deepfake Kim Kardashian and deepfake
Elon Musk videos highlighted the highest accuracy rates, suggesting that participants were more
adept at recognizing manipulated audiovisual media. However, participants seemed to struggle
more with identifying real videos accurately, particularly in the case of the real Elon Musk video,
where misclassification was more frequent. This suggests a greater tendency to mistake real
content for deepfakes.

These results also highlight potential biases in deepfake detection. While participants
were relatively successful at identifying deepfake videos, they struggled more with verifying
authentic content, particularly with Elon Musk and Paris Hilton. The lower accuracy in real
video identification suggests that exposure to deepfakes or skepticism toward digital media could

lead to false positives, where genuine content is mistakenly perceived as artificial.
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4.8 Research Question 8 (RQ8). How confident are individuals in their ability to discern
real versus deepfake videos, and can their confidence align with their actual accuracy?

Ho: Confidence levels in discernment of real and deepfake videos are not directly

correlated with accuracy.

Hi: Confidence levels in discernment of real and deepfake videos are directly correlated

with accuracy, meaning individuals with higher confidence are more accurate, while

those with lower confidence are less accurate.

This research question examines the relationship between individuals' confidence in their
ability to discern real versus deepfake videos and their actual accuracy in doing so. Specifically,
it seeks to determine whether participants’ self-assessed confidence, the independent variable,
aligns with their objective ability to correctly classify deepfake videos, the dependent variable.
To evaluate this relationship, a logistic regression analysis was conducted to assess the extent to
which confidence levels influenced accuracy.

Participants were shown three video clips drawn from a set of five videos: two deepfakes
and three authentic videos featuring well-known celebrities Kim Kardashian, Elon Musk, and
Paris Hilton. Depending on their randomly assigned group and condition, all participants
ultimately viewed one authentic Paris Hilton video, along with either an authentic or deepfake
Kim Kardashian video and either an authentic or deepfake Elon Musk video. This ensured that
each participant saw exactly two authentic videos and one deepfake. After viewing each clip,
participants were asked to classify the video as real or fake. Their accuracy was recorded as a
binary variable, with incorrect classifications coded as 0 and correct classifications coded as 1.

Following their classification, participants rated their confidence on a 0-10 Likert scale in

response to the question, "How confident are you in your answer?" where 0 indicated no
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confidence at all and 10 indicated extreme confidence. To facilitate analysis, confidence scores
were categorized into three distinct levels. Low confidence (0-3) represented individuals who
expressed minimal certainty in their ability to differentiate real from deepfake videos. Moderate
confidence (4-6) included those who demonstrated some level of confidence but were not
entirely certain in their assessments. High confidence (7-10) reflected individuals who strongly
believed in their ability to discern real videos from deepfakes.
4.8.1 Descriptive Statistics

The number of participants in each confidence category varied across the five video

stimuli, which may have influenced accuracy trends (see Table 4.12).

Table 4.12

Number of Participants by Video Stimuli, Sorted by Confidence Level

Confidence Level ofReal Kim OfReal Elon of Real Paris  of of Deepfake
Deeptake Elon
Kim
n % n % n % n % n %
Low 62 154 60 15.1 132 16.5 54 13.4 30 7.4

Moderate 144 35.7 143 36.0 297 37.1 128 31.8 091 22.6

High 197 489 194 48.9 371 464 221 548 282 70.0

These figures illustrate that more participants expressed high confidence when discerning
deepfake videos, particularly in identifying manipulated content (see Figure 4.14). More
participants who watched the real videos reported low confidence in their answers compared to
those who viewed the deepfakes, suggesting they were less certain about recognizing real
content. Confidence levels appeared to influence participants' ability to identify deepfakes and

real videos, though the relationship was not consistent across all clips. While confidence played a
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role, its impact varied depending on which specific real or fake video participants viewed. While
higher confidence was often associated with greater accuracy in detecting deepfake videos, it did
not always translate to better performance when recognizing real videos, as shown by the
relatively low accuracy rates for identifying real content, 48.6% for the Real Elon video and

59.5% for the Real Paris video (see Table 4.11).

Figure 4.14
Accuracy Scores by Level of Confidence, Real vs. Deepfake Videos

Real Videos Deepfake Videos

1.00 B Real Kim 1.00 [ Deepfake Kim
B Real Elon [l Deepfake Elon

Real Paris
0.75

0.50

0.25

Mean of Accuracy Scores
Mean of Accuracy Scores

0.00

Low Confidence  Moderate Confidence  High Confidence ’ Low Confidence Moderate Confidence High Confidence

4.8.2 RQS8 Binary Logistic Regression Results

A logistic regression analysis was conducted to examine the relationship between
confidence and accuracy in discerning real and deepfake videos. The results indicate varying
findings across different conditions.

Real Kim Kardashian Video Model

The real Kim Kardashian video model was not statistically significant and only accounted
for a small proportion of variance, (¥*(2, N =403) = 5.40, p = .067), R? (Cox & Snell) = 0.01, R?
(Nagelkerke) = 0.02, and correctly classified 71.0% of cases. Individuals with some confidence
did not show a statistically significant effect on accuracy (OR =0.91, 95% CI = 0.50 - 1.66, p =
0.753); similarly, participants in the highest confidence category also did not significantly impact

accuracy (OR =0.94, 95% CI = 0.47 - 1.90, p = 0.865). The results demonstrated that highly
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confident participants viewing the real Kim Kardashin video had a modestly significant
association with accuracy.

Deepfake Kim Kardshian Model

The deepfake Kim Kardashian model was statistically significant (y*(2, N =397) = 8.31,
p=.061), R* (Cox & Snell) = 0.02, R* (Nagelkerke) = 0.03, and correctly classified 82.4% of
cases. In contrast to the real Kim Kardashian video, participants with moderate confidence had a
significant negative effect on accuracy (OR = 0.48, 95% CI =0.25 - 0.89, p = 0.023), while
highly confident participants did not significantly differ from the baseline (OR = 1.09, 95% CI =
0.54 - 2.20, p = 0.803). Furthermore, despite reaching statistical significance, the model
accounted for only a small proportion of the variance.

Real Elon Musk Video Model

The real Elon Musk video model was not statistically significant (¥*(2, N =397) = 3.00, p
=.223), R? (Cox & Snell) = 0.01, R? (Nagelkerke) = 0.01, and correctly classified 54.4% of
cases. Neither moderate (OR =1.12, 95% CI = 0.69 - 1.84, p = 0.643) nor high confidence (OR
=1.52,95% CI=0.92 - 2.50, p = 0.100) were meaningful predictors, demonstrating that
confidence did not significantly predict accuracy here.

Deepfake Elon Musk Model

The Elon Musk deepfake video model was statistically significant (y*(2, N =403) =
25.90, p <0.001), R? (Cox & Snell) = 0.06, R* (Nagelkerke) = 0.11, and correctly classified
84.6% of cases. Participants with moderate confidence levels showed significantly improved
accuracy (OR =5.38, 95% CI=2.75-10.92, p <0.001), whereas highly confident participants

did not demonstrate a statistically significant effect (OR = 1.60, 95% CI =0.77-3.37,p =
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0.208). Thus, for the Elon Musk deepfake video, having at least some confidence was a strong
predictor of accuracy.

Real Paris Hilton Video Model

For the real Paris Hilton video, the model fit remained low (¥*(2, N =800) = 19.84, p <
0.001), R? (Cox & Snell) = 0.02, R* (Nagelkerke) = 0.3, and correctly classified 59.5% of cases.
Highly confident participants were significantly more accurate and statistically significant (OR =
2.07,95% CI=1.43 - 3.00, p < 0.001), and moderately confident participants demonstrated no
statistical significance (OR = 1.10, 95% CI=0.77 - 1.57, p = 0.608). Overall, the model
indicates that while the relationship for highly confident viewers was statistically significant,
confidence explained only a small fraction of the variance in accuracy.
4.8.3 Summary of Findings

The findings highlight a complex relationship between confidence and accuracy in
discerning real and deepfake videos. Moderate levels of confidence significantly predicted
accuracy in identifying the Elon Musk deepfake, supporting H: in this context. However,
confidence can not reliably predict accuracy for authentic videos of Kim Kardashian and Elon
Musk, indicating that individuals could overrestimate their ability to recognize genuine content.
For real videos, confidence illustrated minimal impact on discernment ability, with participants
across different confidence levels performing similarly. However, for deepfake videos,
individuals who expressed higher confidence tended to perform better, demonstrating a stronger
ability to identify manipulated content. Interestingly, in some cases, confidence may not correlate
with improved accuracy. For example, in certain real video conditions, participants with lower
confidence performed better than those with high confidence, suggesting the possibility of

overconfidence bias. This indicates that while confidence could be a useful predictor of
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discernment ability for deepfakes, it may not always translate to better accuracy when assessing
real content.

Moreover, the negative association between moderate confidence and accuracy for the
Kim Kardashian deepfake suggests a possible hesitancy effect, where moderately confident
individuals might second-guess their judgments. In contrast, the pattern observed for the Paris
Hilton real video indicates that confidence can, in certain scenarios, enhance accuracy rather than
contribute to errors driven by overconfidence. Taken together, these results imply a partial
rejection of Ho, as confidence correlates with accuracy under specific conditions but may not
consistently predict performance across all video types.

4.9 Research Questions 9 and 10 (RQ 9 & 10): Cues & Clues for Deepfake Discernment
4.9.1 (RQ 9) What cues and clues do individuals use for discernment?

A frequency analysis was conducted to examine the cues and clues individuals used for
discernment across five video stimuli: a real Kim Kardashian video, a deepfake Kim Kardashian
video, a real Elon Musk video, a deepfake Elon Musk video, and a real Paris Hilton video.
Participants were asked to identify whether a video was real or fake and then describe the cues
and clues they used to make their decision in an open-text response. Open-text responses were
coded at the phrase level, where a phrase was defined as a portion of a sentence, a meaningful
string of words, or sometimes even a single word, depending on the context.

To quantify qualitative data, the responses were binary-coded within each theme,
assigning 1 if the theme was present and 0 if it was absent. This ensured that each response was
categorized based on its interpretative meaning rather than just individual words. Initially,
responses amounted to six themes and 24 subthemes. These variables were then consolidated

into five overarching categories for analysis purposes: Visual, Audio, Video and Production
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Quality, Decision-Making Biases, and Psychological Effects (see Table 4.13 and Figure 4.15).
The visual category included references to observable features such as facial expressions,
eye movements, lip synchronization, body movements, and mannerisms, which participants used
to assess video authenticity. Audio cues and clues captured less frequently mentioned elements,
such as voice clarity, tone, and artifacts. Video and production quality encompassed technical
indicators of manipulation, including resolution, glitches, editing seams, and frame rate issues.
The decision-making biases category reflected participants’ reliance on prior knowledge,
expectations, or familiarity with public figures. Lastly, psychological effects included responses
related to realism, unnaturalness, and discomfort, particularly references to the “uncanny valley,”

which influenced authenticity judgments on a perceptual or emotional level.

Table 4.13

Measures of Central Tendency for Categorical Discernment

Categorical Discernment of of of of of Mean
Real  Real Real Deepfake  Deepfake
Kim Elon Paris Kim Elon
Visual 292 326 653 374 419 412.8
Decision-Making 282 196 417 194 184 254.6
Biases
Psychological Effects 119 141 342 128 121 170.2
Audio 98 60 198 97 125 115.6
Video and Production 114 131 183 116 34 115.8
Quality

Note. The mean represents the average score of the five video stimuli
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Figure 4.15

Frequency of Cues and Clues Responses by Category by Video Stimuli
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4.9.2 RQY Descriptive Statistics Results

Participants primarily relied on visual cues and clues to evaluate video authenticity. This
category was most referenced in the real Paris Hilton video, suggesting that visual (643)
attributed in affirming authenticity. Similarly, the deepfake Elon Musk video also received
considerable attention regarding visual discrepancies (419), highlighting participants' sensitivity

to observable inconsistencies even in manipulated content.

106



Decision-making biases emerged as the second most influential category. This bias was
particularly present in responses to the real Paris Hilton (417) and real Kim Kardashian (282)
videos, reflecting how familiarity with celebrity personas significantly informed authenticity
judgments. Confirmation bias and plausibility of the claim were prominent subthemes,
suggesting participants often trusted or doubted authenticity based on their pre-existing beliefs
about a celebrity's typical behavior.

Psychological effects was notably present in responses to the real Paris Hilton (342) and
real Elon Musk (141) videos, where participants frequently mentioned feelings of unease or
noted that the videos seemed "too perfect." The emphasis on the uncanny valley suggests that
even genuine content can trigger psychological discomfort, complicating the discernment
process.

Audio cues and clues and video and production quality were the least influential
categories overall, they had slightly higher relevance in the real Paris Hilton (198) and deepfake
Elon Musk (125) videos. Similarly, issues related to production quality were mentioned more
frequently in the real Paris Hilton (183) and real Elon Musk (131) videos, while the deepfake
Elon Musk (34) video received the fewest mentions, suggesting participants seldom depended on
technical inconsistencies alone when stronger visual or cognitive cues were present.

4.9.3 Summary of Findings

The analysis revealed that the frequency with which participants used each cue type
across different video stimuli was weighted differently depending on the celebrity and video
condition. The findings also suggest that physical and visual may be the most critical factors in
determining whether a video is real or fake. Decision-making biases and psychological effects

also play a significant role, particularly when participants have prior knowledge of the celebrity.
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The results show that audio cues and clues were the least used, reinforcing that visual elements
may often dominate the discernment process. Video and production quality are considered, but
are also generally a secondary factor. This analysis highlights the complex interplay of
perceptual, deception-making, and technical elements in how individuals assess video
authenticity.

4.9.4 (RQ 10) Are some cues and clues more or less efficacious for discernment than others?

Ho: There is no significant relationship between the use of discernment cues and

an individual’s ability to accurately identify false or misleading information.

Hi: There is a significant relationship between the use of discernment cues and an

individual’s ability to accurately identify false or misleading information.

To examine the efficacy of various discernment cues and clues in accurately identifying
real versus deepfake videos, the responses for five video stimuli were analyzed: a real Kim
Kardashian video, a deepfake Kim Kardashian video, a real Elon Musk video, a deepfake Elon
Musk video, and a real Paris Hilton video (see Figure 4.16). To evaluate the role of discernment
cues, participant responses were categorized into five overarching groups: Visual, Audio, Video
and Production Quality, Decision-Making Biases, and Psychological Effects.

Responses were recorded using a binary coding system, where 0 indicated that a
particular cue or clue was not reported, and 1 indicated that the cue or clue was self-reported by
the participant. A binary logistic regression was applied to each video condition to determine the
relationship between the usage of these discernment cues and participants' accuracy in correctly

identifying real and deepfake videos.
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Figure 4.16

Accuracy Scores for Discernment Categories Across Video Stimuli
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4.9.5 RO 10 Binary Logistic Regression Results

Real Kim Kardashian Video Model

For the real Kim Kardashian video, the model was statistically significant (y*(5, N =403)
=41.84, p <0.001), R? (Cox & Snell) =0.10, R* (Nagelkerke) = 0.14, and correctly classified
73.45% of cases. Psychological effects (OR =2.91, 95% CI = 1.67 - 5.27, p < 0.001) were strong
predictors of accuracy, while video and production quality (OR = 0.54, 95% CI=0.33 - 0.89,p =

0.016) and and visual (OR = 0.54, 95% CI = 0.33 - 0.89, p < 0.001) had a negative effect,
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indicating that reliance on production factors was counterproductive. Audio (OR = 0.67, 95% CI
=0.39 - 1.13, p = 0.13) and decision-making bias (OR = 1.30, 95% CI = 0.79 - 2.15, p = 0.298)
demonstrated no statistical significance.

Deepfake Kim Kardashian Model

For the deepfake Kim Kardashian video, the model was not statistically significant (}*(2,
N=397) =7.42,p=.192), R? (Cox & Snell) = 0.19, R? (Nagelkerke) = 0.03, and correctly
classified 82.37% of cases. Furthermore, none of the cues and clues categories significantly
predicted accuracy, including visual (OR = 1.66, 95% CI =0.93 - 2.94, p = 0.084), audio (OR =
1.19,95% CI=0.64 - 2.35, p = 0.598), video production and quality (OR = 1.45, 95% CI = 0.79
-2.79, p =0.246), decision making biases (OR =0.91, 95% CI =0.51 - 1.64, p =0.750), and
psychological effects (OR = 1.40, 95% CI=0.78 - 2.64, p = 0.274). This indicates that these
factors did not meaningfully influence participants' ability to discern real from deepfake content.

Real Elon Musk Video Model

For the real Elon Musk video, the model was statistically significant (}*(5, N =397) =
32.49, p <0.001), R? (Cox & Snell) = 0.08, R? (Nagelkerke) = 0.10, and correctly classified
62.97% of cases. Psychological effects (OR =2.95, 95% CI=1.89 - 4.66, p < 0.001) and
decision-making biases (OR =2.33, 95% CI =1.47 - 3.72, p <0.001) were significant predictors
of accuracy, whereas visual (OR =1.45, 95% CI =0.92 - 2.29, p =.109), audio (OR =1.15, 95%
CI=0.64 - 2.05, p=0.644), and video production and quality (OR =1.22, 95% CI=0.76 - 1.95,
p = 0.413) did not reach statistical significance.

Deepfake Elon Musk Model

For the deepfake Elon Musk video, the model was statistically significant (%*(5, N = 403)

=120.45, p <0.001), R? (Cox & Snell) = 0.26, R* (Nagelkerke) = 0.45, and correctly classified
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89.08% of cases. However, visual (OR =0.07, 95% CI =0.03 - 0.15, p <0.001) and audio (OR =
0.17,95% CI=0.06 - 0.42, p <0.001) negatively predicted accuracy, meaning reliance on these
cues led to incorrect discernment. Conversely, decision-making bias (OR = 2.46, 95% CI =1.10 -
5.43, p = 0.026) had a positive effect. Video production and quality (OR = 0.52, 95% CI = 0.07 -
2.30, p = 0.447) and psychological effects (OR = 1.66, 95% CI =0.79 - 3.49, p=0.177)
demonstrated no statistical significance in accuracy.

Real Paris Hilton Video Model

For the real Paris Hilton video, the model was statistically significant (y*(5, N = 800) =
51.24,p <0.001), R? (Cox & Snell) = 0.06, R? (Nagelkerke) = 0.08, and correctly classified
63.9% of cases, indicating that discernment cues had a measurable impact on accuracy.
Psychological effects (OR =2.32,95% CI=1.71 - 3.17, p <0.001), visual (OR =1.79, 95% Cl =
1.30 - 2.48, p < 0.001) were the strongest predictors of accuracy, while video production and
quality (OR =1.61, 95% CI = 1.11 - 2.36, p = 0.014) and audio (OR = 1.45, 95% CI=1.02 -
2.08, p = 0.040)demonstrated. some statistical significance. Decision-making biases (OR = 1.33,
95% CI1=0.95 - 1.87, p=0.095) had no statistical significance.
4.9.6 Summary of Findings

The results suggest that certain cues and clues are more effective than others in
identifying real versus deepfake videos. Psychological effects and visual cues and clues were the
most consistent predictors of accuracy across multiple videos, particularly for real videos (e.g.,
the real Paris Hilton video, the real Kim Kardashian video, and the real Elon Musk video).
Decision-making biases also played a role, particularly in the real Elon Musk video. However,
reliance on audio cues and clues or video production quality often led to incorrect discernment,

especially for deepfake videos. In some specific videos, visual cues also led participants to
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incorrect discernment. Overall, these findings support the hypothesis (H1) that some cues and
clues can significantly impact accuracy, with some cues being more efficacious than others.
4.10 Research Question 11 (RQ 11). How do individuals feel about deepfakes after being
exposed to information about them?

To examine how exposure to information about deepfakes influences individuals'
emotions, attitudes, and perceptions, this study employed a descriptive analysis utilizing
frequency analysis and sentiment analysis. Participants were asked, "After completing this
survey, how do you feel about deepfakes?" and provided an open-text response. To
systematically quantify the qualitative data, responses were binary-coded into themes and
subthemes, assigning a value of 1 if a theme was present and 0 if it was absent (see Table 4.14).
Open-text responses were coded at the phrase level, where a phrase was defined as a portion of a
sentence, a string of meaningful words, or, in some cases, a single word, depending on the

context.

Table 4.14

Measures of Central Tendency for Categorical Responses

Categorical Responses Total Frequency
Ethical and Malicious Use 647
Perceived Deepfake Quality and 531
Technology
Awareness and Detection 414
Regulation and Mitigation 113
Perceived Value and Purpose 67
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4.10.1 RQ 11 Frequency Analysis Thematic Results

The frequency analysis of participants' responses revealed five overarching themes
regarding their emotions, attitudes, and perceptions of deepfakes (see Figure 4.17). The most
frequently reported theme was ethical and malicious use (647 mentions). Subthemes reflected
widespread concerns about the potential for deepfakes to facilitate consumer deception, spread
misinformation, enable malicious intent and manipulation, cause reputational harm, support
fraud and scams, contribute to sexual exploitation, pose societal threats, and foster perceived
trickery. Perceived deepfake quality and technology (531 mentions) represented responses
related to deepfakes advancing in quality, realistic-looking deepfakes, ease of creation,
underwhelming quality of deepfakes, technological advancements, and the use of Al. Awareness
and Detection (414 mentions) encompassed subthemes such as prior knowledge of deepfakes,
confidence in detection, and challenges in discerning authenticity. Regulation and mitigation
(113 mentions) included discussions about government regulation, legal implications, disclosure
requirements, and prevention systems. The least frequently mentioned theme was perceived
value and purpose (67 mentions), which collapsed responses about whether deepfakes serve a
meaningful function or are primarily used for entertainment. Each theme was categorized based
on coded responses, allowing for a structured assessment of participants’ emotions, attitudes, and

perceptions.
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Figure 4.17

Frequency of Overarching Thematic Responses by Category
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The ethical and malicious use theme had the highest frequency of mentions, indicating
that deepfake-related risks, such as misinformation, deception, and reputational harm, are major
concerns for participants (see Figure 4.18). Many responses described deepfakes as a societal
threat (144 mentions) and a tool for malicious intent (93 mentions), emphasizing their potential
for exploitation. Participants frequently associated deepfakes with deception and manipulation
(e.g., consumer deception, trickery, and manipulative intent) as well as misinformation and harm
(e.g., misinformation spread and reputational damage). Additionally, some responses pointed to
exploitation and criminal use, with mentions of scams (12) and sexual harassment (11),
indicating concerns that deepfakes facilitate harm beyond misinformation alone. Notably, some
participants acknowledged that had the study not disclosed the existence of deepfakes, they
might have been more vulnerable to manipulation, further reinforcing the perception of

deepfakes as a deceptive and potentially dangerous technology.
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Figure 4.18

Frequency of Subthematic Responses for Ethical and Malicious Use
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The frequency analysis of responses within the perceived deepfake quality & technology
theme highlights mixed perceptions regarding the evolution and effectiveness of deepfake
technology (see Figure 4.19). Many participants (148 mentions) described deepfakes as realistic,
with technological advancements (92 mentions) and advancing in quality (47 mentions)
reinforcing the perception that deepfakes are becoming increasingly convincing. However, some
respondents (55 mentions) expressed skepticism, stating they were underwhelmed by the quality,
suggesting that while some deepfakes appear highly realistic, other deepfakes still fail to meet
expectations. Other discussed aspects included Al use (45 mentions) and the ease of creating
deepfakes (27 mentions), highlighting a growing awareness of how Al-driven tools have made
deepfake generation more accessible. The strong emphasis on Al suggests that participants view
it as both a key driver of technological advancements and a major factor in increasing deepfake

realism.
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Figure 4.19

Frequency of Subthematic Responses for Perceived Deepfake Quality and Technology
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Subthematic Responses

The awareness and detection theme included participants expressing a variety of
perspectives on their ability to identify deepfakes (see Figure 4.20). Many found deepfakes
difficult to detect (141 mentions), highlighting concerns about their potential for misuse, while
others reported heightened awareness (122 mentions), often because the study itself made them
conscious of deepfakes by disclosing their presence. Some participants noted that had they not
been informed that fake videos were included, they might never have realized their existence,
suggesting that heightened awareness influenced detection ability and may have led to lower
false memory scores than if deepfakes had been undisclosed. Others felt deepfakes were easy to
detect (85 mentions), reflecting a divide in digital literacy and detection skills. Additionally,
some participants demonstrated detection confidence (43 mentions), whereas others lacked
awareness of deepfakes altogether (60 mentions), reinforcing discrepancies in familiarity with

the technology. Prior knowledge of deepfakes (44 mentions) and prior knowledge of the
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celebrity/person (36 mentions) also appeared to influence how individuals assessed authenticity,
indicating that exposure to deepfake-related content and familiarity with public figures shape
perceptions. The contrast between confident and struggling participants suggests that deepfake

literacy varies widely.

Figure 4.20

Frequency of Subthematic Responses for Awareness and Detection
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The regulation and mitigation theme (see Figure 4.21) was mentioned less frequently
than other concerns, suggesting that while participants recognize the need for oversight, it is not
their primary focus. Mentions of legal and criminal implications (44) and government regulation
(25) indicate that some see policy intervention as necessary. The need for literacy (19) and
prevention systems (16) suggests that some participants view education and proactive measures
as critical for mitigating deepfake-related risks. Additionally, a small number of participants
emphasized the importance of transparency and disclosure (9), highlighting a belief that clear
labeling and awareness initiatives could help address concerns. The relatively low discussion of
regulation may suggest that participants either lack familiarity with legal frameworks or do not

see regulation as an immediate or sufficient solution to deepfake-related challenges.
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Figure 4.21

Frequency of Subthematic Responses for Regulation and Mitigation
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The perceived value and purpose theme revealed a divide in how participants view
deepfakes (see Figure 4.22). While some expressed a negative perception of their usefulness,
stating they are pointless (13 mentions) or have no reason to exist (11 mentions), others
acknowledged their role in entertainment and creativity, with fun/humor (43 mentions) being the
most frequently mentioned subtheme. This suggests that while many participants see deepfakes
as unnecessary or even problematic, a smaller group recognizes their potential for creative

expression.
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Figure 4.22

Frequency of Subthematic Responses for Perceived Values and
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4.10.2 Summary of Frequency Analysis Thematic Findings

Results show that perceptions of deepfakes are seemingly shaped by concerns about
misinformation, deception, and ethical risks, with many participants highlighting their potential
for manipulation and societal harm. While some individuals might feel confident in detecting
deepfakes, many struggle, suggesting that awareness may not always translate into effective
discernment. Deepfake quality is widely perceived as improving, with advancements in Al
making them more realistic and easier to create. However, some participants remain skeptical,
finding them underwhelming or inconsistent in quality.

Ethical and malicious use is the most frequently discussed concern, with participants
emphasizing deception, misinformation, and reputational harm. Regulation and mitigation efforts
receive less attention, though there is broad support for mandatory disclosure and legal

enforcement. The perceived value of deepfakes remains divided—while a small group sees them
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as tools for entertainment or parody, most view them as unnecessary or harmful. Overall,
concerns about misuse and deception could outweigh any perceived benefits, reinforcing the idea
that deepfakes may be more associated with risks than with creative or practical applications.
4.10.3 RQ 11 Emotion and Sentiment Analysis Results

Participants' emotional responses to deepfakes were predominantly negative (80.4%) (see
Table 4.15 and Figure 4.23). The frequency analysis indicated that the most common negative
reaction was "Scary" (310 mentions), followed by perceptions of deepfakes as "Dangerous" (134
mentions), "Bad" (88 mentions), and explicit expressions of "Dislike" (82 mentions). Participants
also frequently described deepfakes as "Weird" (56 mentions), "Creepy" (58 mentions),
"Uncomfortable" (48 mentions), and expressed feeling "Worried" (44 mentions) about deepfakes.
Positive emotional responses occurred less frequently but included labeling deepfakes as
"Interesting" (30 mentions), feeling "Impressed" (28 mentions), considering them "Cool" (26
mentions), or explicitly describing them as "Good" (14 mentions). Neutral or ambivalent
responses were also present, with "Unchanged Perception" (114 mentions) representing the
majority of neutral reactions, alongside less frequent occurrences of being "Surprised" (24

mentions) or "Curious" (10 mentions).

Table 4.15

Frequency of Specific Emotional Reactions Grouped by Valence

Emotions and Sentiments Positive Negative Neutral
Alarming 0 16 0
Annoying 0 6 0
Bad 0 88 0
Concerned 0 62 0
Cool 26 0 0
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Creepy 0 58 0
Curious 0 0 10
Dangerous 0 134 0
Disgust 0 10 0
Dislike 0 82 0
Disturbing 0 22 0
Good 14 0 0
Impressed 28 0 0
Interesting 30 0 0
Sad 0 4 0
Scary 0 310 0
Shocking 0 30 0
Surprised 0 0 24
Unchanged Perception 0 0 114
Uncomfortable 0 48 0
Unsettling 0 36 0
Weird 0 56 0
Worried 0 44 0
Total 98 1,006 148
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Figure 4.23
Emotional Reactions to Deepfakes (n=1252)

Neutral Positive

Negative

Note. Pie chart showing the distribution of valences (Positive: 98,
Negative: 1006, Neutral: 148) among participants exposed to

deepfake content.

4.10.4 Summary of Emotion and Sentiment Analysis

The analysis results demonstrate that exposure to deepfake content may generate
predominantly strong, negative emotional reactions, suggesting widespread apprehension,
unease, and perceived threat among participants. The significant frequency of negative emotions
potentially indicates a clear societal concern toward the implications of deepfake technology, the
future of deepfake distribution, and the possible threat of deepfake videos. Neutral responses
suggest that many individuals remain indifferent or unaffected, potentially indicating familiarity,
desensitization, or a perception that deepfakes do not pose a meaningful threat, or are easily
identifiable. Although positive reactions such as intrigue or admiration exist, their limited
presence suggests that positive engagement with deepfakes is comparatively rare and is largely

overshadowed by societal discomfort and anxiety about their potential impacts.
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4.11 Summary of Experimental Qutcomes

This study examined whether exposure to deepfake videos of Kim Kardashian or Elon
Musk could implant false memories, how well participants could distinguish real from fake
videos, and their emotional reactions to deepfakes. Logistic regression results showed that
deepfake exposure may significantly increase false memory formation, while active debriefing
afterward effectively reduced it. However, neither prior knowledge of celebrities, deepfakes, or
social media use mitigated false memory formation in this study.

When assessing participants' abilities to detect deepfakes, results indicated people were
generally good at recognizing deepfake videos yet struggled to identify authentic videos
correctly more frequently. This finding implies a possible skepticism toward digital media (Li,
2025), where genuine content is mistakenly assumed to be manipulated when told fake content
may be present. Additionally, higher confidence levels improved accuracy in detecting certain
deepfakes but occasionally led participants to incorrectly classify real videos, showcasing a
complicated relationship between confidence and discernment accuracy. Participants primarily
relied on visual and psychological cues, such as facial expressions, body language, and gut
feelings of unnaturalness, to judge authenticity. However, reliance on audio and video quality
was less effective and sometimes misled participants.

Finally, the frequency analysis of emotional responses revealed overwhelmingly adverse
reactions toward deepfakes. Participants most commonly described deepfakes as "scary,"
"dangerous," and "disturbing," indicating widespread unease and anxiety about the potential
misuse of generative Al technology (Omeje et al., 2024). Although some expressed curiosity or
admiration, positive reactions were uncommon. Neutral reactions suggested that some

participants felt unaffected or viewed deepfakes as relatively harmless or easy to detect
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(Kietzmann et al., 2020). Overall, the study highlights individuals' vulnerability and skepticism
regarding deepfake technology, emphasizing the critical importance of education, awareness, and

explicit disclosure in mitigating its harmful impacts.
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Chapter 5

Discussion of Results

This study aimed to examine whether or not deepfakes contribute to the formation of
false memories, specifically among the Gen Z population of adults immersed in digitally
saturated ecosystems. The existing literature suggests that while deepfakes are known to be
deceptive and potentially harmful (Romero Moreno, 2024), their psychological effects have
remained largely uninvestigated. This study consisted of controlled exposure to deepfake videos
featuring Kim Kardashian and Elon Musk, followed by instruments requiring participants to
complete false memory and discernment tasks while assessing the effects of debriefing and
confidence in accurately detecting true and false video content. Within this chapter, the findings
are discussed through sociotechnical lenses of media psychology (Reeves et al., 2015), cognitive
science (Uddin, 2019), and digital visual culture (Bentkowska-Kafel, 2009) to demonstrate how
artificial intelligence-generated content can affect memory systems and the critical faculties of
the end-user (Ramos Vallecillo & Murillo-Ligorred, 2025).

5.1 Deepfake Exposure and the Formation of False Memories

The participants in this study demonstrated that exposure to deepfakes can significantly
increase the effects of false memory formation, especially in the absence of active debriefing.
Reinforcing increasing concerns that deepfakes may present reputational injury, misrepresent

people, and can be morally wrong (De Ruiter, 2021), they can also actively reshape memories or
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create new ones that did not exist before. Notable literature has already demonstrated how the
Source Monitoring Framework and gist-based reasoning outlined in Fuzzy-Trace Theory explain
how end-users can mistakenly view falsified video content as real when the content or narrative
aligns with their preexisting beliefs (Reyna & Lloyd, 1997). Based on the results, deepfakes may
exploit key cognitive vulnerabilities, precisely source monitoring error (American Association
for Research into Nervous and Mental Diseases & Johnson, 1997) and plausibility heuristics
(Uruena, 2019).

Deepfake viewers on social media may not know the origin or source of deepfake
content, confusing it with real experiences due to its realistic cues (Johnson, Hashtroudi, &
Lindsay, 1993). If the content feels believable or matches preconceived notions, people could
accept it as true without questioning it (Tversky & Kahneman, 1974), especially if the content is
represented as real. Previous research has indicated that emotions have a significant role in
forming false memories. Emotionally charged responses to content increased memory distortions
and moods shaped memory accuracy (Bookbiner & Brainerd, 2016). Thus, deepfakes might be
incredibly manipulative in fast-paced or emotionally charged environments (Lewandowsky et al.,
2017).

However, in this study, false memory formation was not uniform, as the Elon Musk
deepfake was more effective at false memory implantation than the Kim Kardashian version. The
findings suggest that context, preconceived notions, cognitive bias, celebrity personas, or
perceived credibility of content (Ahmed, 2023) could affect how believable or memorable a
deepfake video’s content is. In broader societal landscapes, Elon Musk’s association with
technology, science, or leadership may be seen as more relevant to current events, thus

potentially increasing susceptibility to false information. In contrast, Kim Kardashian’s brand
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association with fashion companies, being a reality television personality, and business
entrepreneur may not be as well known. Thus, this dissertation highlights how public perceptions
of celebrity personas and cultural significance might shape our susceptibility to manipulated
media (Cashmore, 2023).

Active debriefing substantially combatted false memory formation, with results reporting
significantly lower rates of false memories when participants were told about the presence of
deception and deepfakes. This suggests that successful intervention, transparent disclosure, and
basic knowledge of deepfakes can protect vulnerable viewers from implanted false memories and
misinformation. Additionally, these findings highlight the importance of intervention strategies,
deepfake detection, and media literacy in reducing the harmful or negative effects of deepfakes,
an outcome aligned with previous work on cognitive inoculation and the misinformation effect
(Lewandowsky et al., 2012; van der Linden et al., 2017).

These findings carry important implications for both social media platforms and
educators. In turn, private and public sector stakeholders need to implement proactive disclosure
strategies, such as visible watermarks, disclaimers, deepfake detection technologies, or clear
labeling of videos (Akinyemi et al., 2024). In the future, these measures may be essential in
mitigating the psychological impact of deepfakes and the spread of misinformation. By alerting
viewers to the false nature of video content, these interventions could possibly help viewers build
resilience in identifying source materials (Nenovski et al., 2023) and employ skepticism when
watching videos (Hameleers et al., 2024). For misinformation and false memory scholars, this
study provides empirical support for the argument that deepfakes are not merely deceptive, but

that exposure to deepfakes might implant false memories. Even after a deepfake is revealed as
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false, the potential for lasting belief change poses significant risks to democratic processes,
public health communication, and overall trust in institutions.
5.2 How Prior Knowledge and Social Media Use Fall Short in Countering Deepfakes
Contrary to the study’s hypotheses, the findings demonstrated that prior knowledge of
celebrities, prior knowledge of deepfake technology, prior exposure to deepfake videos, and
social media use frequency were not able to reliably reduce susceptibility or mitigate the
implantation of false memories. Instead, participants with some or high prior knowledge of
celebrities, especially when viewing the Elon Musk deepfake, were associated with an increased
outcome of false memory formation. Although the impact was minimal, the research implies that
individuals more familiar with a public figure are more inclined to accept deepfake content as
plausible or in line with that individual’s persona. Such findings may reflect a bias vulnerability
(Ross et al., 2021) rooted in the plausibility of the content (Dias et al., 2020), where video
content that “sounds or looks right” becomes more readily accepted as truth, especially when the
familiarity of the subject gives users a false sense of discernment (Pennycook & Rand, 2021).
Similarly, prior knowledge of deepfake content and prior exposure to deepfake videos
were not able to demonstrate any effect on false memory formation. Self-reported expertise and
awareness appear to be poor indicators of critical thinking and resistance to misinformation,
potentially due to overconfidence and cognitive biases. Through self-reported expertise, one
could assume that awareness of deepfake technology, videos, or creation is sufficient to guard
against the formation of false memories (Lewandowsky & Van Der Linden, 2021). Instead, prior
knowledge did not foster critical awareness and may not be reliable in the future. Instead, the

research infers that repeated exposure to deepfakes and falsified media may normalize such types
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of content, desensitize viewers (LeBlanc III, 2019), and diminish the perceived threat when
viewing deepfakes.

Finally, the research started with the assumption that the frequency of social media use
correlated with digital nativity and higher media literacy among Gen Z participants (Li et al.,
2021). However, despite their technical literacy, the results did not conclusively illustrate greater
resistance to misinformation. While Gen Z is frequently categorized as “digital natives” from a
tech-savvy generation (Soysal & Calli, 2019), this dissertation’s results challenge the literature’s
assumptions and demonstrates the limitations in what Hargittai and Hinnant (2008) calls the
Digital Natives Fallacy, where technical fluency is mistaken for critical literacy and
overconfidence in the population's abilities to deploy critical evaluation skills online. The
concern is further heightened by Gen Z’s large workforce and role in shaping public discourse,
social movements, and the voting population (Gomez, 2019).

These findings challenge the idea that technologically literate users or familiarity with
Al-generated content and deepfakes protect users against misinformation (Frau-Meigs & Corbu,
2024). Indeed, familiarity with the content, the medium, and the social media platform may not
enhance cognitive defenses against misinformation and false memories. The finding has broader
implications for trust, governance, and legal ecosystems while highlighting the need to move
beyond surface-level media literacy efforts and a deeper understanding of how people view,
interpret, and analyze information. Left unanswered, the normalization and desensitization of
malicious use of generative Al technologies could weaken public trust in authentic content and
undermine societal institutions (Troshani, 2021). As the boundaries for audiovisual content blur
between what is real and what is fabricated, the stakes of false memory formation extend beyond

individuals and may reach the larger collective society.
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5.3 Uncertain Judgments: The Role of Confidence, Accuracy, and Realism in Detecting
Deepfakes

Surprisingly, participants were better at detecting the deepfakes than identifying the real
videos, often misclassifying real ones as fake, while confidence levels were inconsistently tied to
accuracy in discernment. This central finding suggests that users may deploy more skepticism,
also described as a "reverse false positive effect," a term used to describe the phenomenon where
participants anticipate deception (Forstmeier et al., 2017), which makes them doubt the
authenticity of genuine content (Ismail & Latif, 2013). It also highlights how awareness of
deepfakes and false media content may reshape how people engage with digital content (Alnaser,
2024).

The study suggests that when participants were informed about the possible use of
deception, they did not simply become more discerning. Instead, they scrutinized every video
during the discernment instrument process and became even more distrustful of the video content
presented (Ternovski et al., 2021), regardless of its authenticity. This distrust demonstrates that
increased awareness might not always lead to better outcomes; it can sometimes backfire. The
results are significant because, in this case, there was a broader erosion of trust in visual media,
which could raise serious concerns about how society responds to real content in high-stakes
environments, such as consuming news (Allen et al., 2020), participating in global politics
(Dobbler et al., 2021), or legal proceedings with video evidence (Maras & Alexandrou, 2019).

Participants who were overconfident in their ability to detect deepfakes added another
layer of complexity, as they often felt highly confident about their incorrect discernments.
Participants demonstrated high confidence levels in their judgments when discerning true or false

videos, but their confidence did not correspond with accuracy, particularly with fake videos.
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Users relied heavily on visual and psychological cues, such as irregular facial movement, lip
sync, unnatural eye movement, or intuitive feelings that the video content was "off." As one
participant noted, "Lips basically don't match up with the words he's speaking at all," while
another remarked, "Only her head and face are moving." These kinds of audiovisual mismatches
were repeatedly cited, especially when lips did not align with spoken audio or eyes seemed too
fixed. One participant wrote, "Hilton did not move her eyes during the video," and another said,
"Her voice kind of sounded fake for a split second... like she glitched."

Additional participants cited cues and clues that were associated with an uncanny valley
perspective, and those cues and clues were more influential than technical cues, such as audio
quality or production quality, which were not as effective and were sometimes misleading. One
participant stated that "the [celebrity's] face looks more like a plastic doll's than a real person's,"
underscoring how the judgment of realism was tied to subtle expressions and bodily nuance.
Whereas, when movements appeared natural or matched known behavior, participants were more
likely to believe the video was real, making claims such as "the way she moves and talks seems
really natural," and "her movements seemed natural."

This finding suggests a significant shift in how users perceive digital media online, from
initially relying on technical assessments to now placing greater emphasis on instinctual
judgment. Therefore, the results highlight the immediate need for media literacy tools and
programs to move beyond simply teaching society what deepfakes are and what they look like;
they must also address the dangers of overconfidence and false intuition. The concept that
participants tended to rely more on gut instinct rather than more concrete, measurable cues and
clues highlights the need to improve and address the gap in education on digital manipulation

(DePaulo & Morris, 2024). One response plainly said, "Her mouth was almost 100% matching
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the words that were being stated," illustrating how perceptual alignment, rather than metadata,
context, or media analysis, drove perceived authenticity.

Training tools and efforts could prioritize subtle learning about behavioral cues (Cheever
& Rokkum, 2015), such as facial expressions or unnatural movement, rather than technical
artifacts (Brasel & Gips, 2017), which may be less reliable in helping humans detect
manipulation. At the same time, there is always a risk of overcorrection. As social media users
and society become more skeptical of digital media, the danger of dismissing trustworthy content
increases (Bushey, 2015), further eroding the public's confidence in authentic media (Barclay,
2018), including media content generated from verified sources.

5.4 Emotional and Ethical Responses to Deepfakes: Mistrust, Anxiety, and Perceived Harm

Participants' reactions to deepfakes were incredibly emotional and anxious, with a
significant moral discomfort about the implications of deepfake videos. The concerns were not
abstract, as many described feeling unsettled and disturbed by the idea that reality can be so
easily distorted by generative Al technology. One participant shared, "I really really really don't
like them. I don't like the idea of people being able to put words in your mouth, just by having a
picture of your face and recordings of your voice. That's incredibly creepy." This answer
exemplifies a broader emotional hardship rooted in concerns about identity, manipulation, and a
loss of control over one's physical likeness and reputation (Du, 2025).

The reactions from the study are not solely reflections of confusion; they represent
deep-seated technological anxiety (Mokyr et al., 2015) and emerging media trauma (Kircaburun
et al., 2020). As another participant noted, "It makes me afraid of the content I consume online...
I worry about deepfakes that could be created of me and my identity being stolen." Reactions

similar to this response illustrate how deepfakes may chip away at one's ability to trust what is
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seen and heard, making people question the truth of even the most credible digital content. "Now,
even real videos make me question if they're real," one participant admitted, showcasing how
deepfakes challenge the basis of belief and truth in visual communication. The absence of trust
may affect how people engage with digital media, social platforms, news, and even private
messaging (Shahbazi & Bunker, 2024). This points to a broader cultural anxiety that users can no
longer rely on their senses to validate what they see online (Villena, 2022).

The ethical concerns stood out when looking at ways deepfakes cause reputational harm,
disseminate misinformation, and be used for sexual harassment, areas where deepfakes have
already caused real-world harm. "They're creepy and have a super high potential for harm," one
participant remarked. Others echoed the theme of harm: "It's very scary that [somebody] can be
mimicked so easily... it could be used for downright criminal things," while another added, "It's
scary how real they're starting to look. I'm aware they've been used for malicious intent."

By comparison, only a few participants raised concerns about regulatory standards (Van
der Sloot, 2022), preventative measures (Seng et al., 2024), and current concrete solutions by
government institutions and policymakers (Ball, 2024) to mitigate these issues. While one
participant suggested, "There needs to be a warning or label on Al-generated videos," most
participants focused more heavily on emotional and ethical concerns than on proposed remedies.
Revealing a significant gap between awareness of harm and actionable solutions, another
participant reported that, "There should be more awareness on deepfake videos to educate people
on what to believe and what not to believe," further demonstrating a need for private sector
companies and governing bodies to enable media literacy and policy intervention.

The disconnect between public perception and institutions suggests that fear of

deepfakes, without clear guidance or reasonable regulation, may undermine trust in legitimate
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sources of information (Etienne, 2021). "I think deepfake videos are a serious threat to the
credibility of news and information sources," one participant claimed. The decline of trust in the
news affects more than individual perception (Fletcher & Park, 2017), as it has the potential to
destabilize democratic institutions and contribute to environments where misinformation thrives.
As affective computing theory (Picard, 2000) suggests, emotional responses are not simply side
effects of “doom-scrolling” on social media; they shape belief, judgment, and behavior. If the
emotional landscape remains saturated with fear and betrayal, democratic institutions and
journalistic credibility could suffer lasting damage.

While generative Al, particularly deepfakes, is seemingly often associated with deception
and harm, the technology also holds meaningful potential for innovation, creativity, and
entertainment (Babanikos et al., 2021). However, public fear and anxiety often overshadow these
possibilities, shaping a narrative that focuses more on risk than opportunity. One noted, "It's a
blessing and a curse. As widespread as information is, so is misinformation." At the same time,
another shared, "They're fascinating but shouldn't be abused." For instance, the participants who
focused their attitudes and perceptions on the potential for scams, trickery, and harm may cloud
the technology's potential for constructive uses, such as applications for entertainment and humor
(Smith & Hutson, 2024).

These nuanced perspectives reveal a polarizing mix of awe and apprehension. While the
technology is impressive, the perceived risks often feel overwhelming. "Cool concept, but when
it comes to stealing someone's likeness without consent, it's deeply disturbing," a participant
concluded. One example of positive deepfake use includes generating Al-generated characters
utilizing realistic, consensual renderings of faces, voices, and human-like behavior to integrate

into different industries such as privacy, telecommunication, education, art, film, and therapy
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(Danry, 2022). However, the dominance of fear-based narratives limits broader public
engagement with these positive applications. If emotional responses continue to be driven
primarily by mistrust, society risks missing out on cultural and creative innovation while stifling
the application of responsible deepfake use.

Deepfakes have the ability to instill more than deception, fear, and manipulation. They
may shape people's emotional and behaviorial responses (Wang & Kim, 2022) with public trust
and engagement with traditional media networks, social media platforms, and the fabric of online
communication. Fear could overshadow the creative use of deepfakes, leading even humorous or
artistic uses to be viewed with high skepticism. This highlights a critical challenge: private-sector
stakeholders must realize that any prevention and intervention methods should examine
deploying technical detection of ill-intended deepfakes and prepare for the emotional and ethical
consequences of deepfake proliferation on social media (Pawelec, 2022).

Many participants echoed concerns about the potential for misuse, expressing support for
clearer safeguards. As one participant succinctly stated, “All deepfake videos should be
watermarked to prevent misuse.” Therefore, regulators, policymakers, and private internet
platforms should consider acting swiftly, adding clear labels and transparent disclosures, and
enforcing rules to protect people and rebuild trust. It also calls for creators, artists, and
entertainers to think about implementing ethical and responsible Al standards (Widder et al.,
2022). By emphasizing the importance of ethical considerations, institutions can encourage a
more responsible approach to deepfake technology, media literacy, and instilling trust (Hwang et
al., 2021). Ultimately, the proliferation of deepfakes may have implications far beyond

deception (Westerland, 2019); they shape public emotion, media engagement, and societal
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cohesion. "They could disrupt societal trust in information," one participant concluded. Deepfake
anxiety is not just about detecting a fake; it is about losing faith in what is real.
5.5 Future Research and Limitations

While the study results provided new insights into the role of deepfakes and their effects
on false memory formation amongst Gen Z participants, there were several limitations that could
be addressed in future research opportunities. One limitation included the temporal scope and
drop-oft rates. Participants were only assessed within a short timeframe of one to four days after
exposure to deepfakes, which can raise new questions about their durability. Future studies can
investigate whether memories persist over more extended periods of time, weeks, or months, to
understand their potential long-term effects. Additionally, there was a significant participant
abandonment rate, underscoring the need for inclusivity in research and the collection of an even
larger sample size to ensure more participant responses.

The survey incorporated deception and focused on passive deepfake exposure with brief
informational prompts. In turn, it is unclear if more active interventions, such as critical
reflection exercises or guided literacy training, could equip individuals to resist false
information. The potential impact of this research on media literacy is significant. New research
that can compare the effectiveness of passive awareness of deepfakes versus structured
resilience-building techniques would be especially valuable. With these new findings, private
and public sector institutions can be better prepared to create media literacy and misinformation
detection curricula, tools, and training.

Future work should expand the scope of stimuli used beyond deepfakes featuring content
that, while exaggerated, might be plausibly aligned with the public persona or brand of the

celebrity. Introducing more absurd or completely implausible deepfakes, such as public figures
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behaving wildly inconsistent with their public image, can illustrate how users discern credibility
and at what point deepfakes become too unbelievable or persuasive. For example, a video of
Kim Kardashian robbing a 7-11 or becoming an astronaut can test believability limits and
thresholds for false memory formation and content dismissal.

The current instrument design also highlighted limitations in how participants
self-reported using cues and clues when discerning if a video was real or a deepfake. While
open-text responses provided rich results, they may not have accurately reflected all the
processes involved in the participants’ judgment, considering that participants may have used
cues and clues unconsciously or struggled to articulate how they used them. New iterations of
this study design can provide multiple-choice options and list all cues and clues categories to
capture both implicit and explicit detection strategies. Subsequently, the development of such an
instrument could also measure individual susceptibility to cognitive biases or preconceived
notions about the content, such as confirmation bias or familiarity effects. A new instrument
testing for additional biases can provide further assessment to analyze who is at risk of believing
or misremembering deepfake content and what factors may contribute to falling for deepfakes.
Lastly, this research was limited in demographic scope, focusing primarily on digitally native
Gen Z users. New research efforts should examine how different populations, such as older
adults, perceive, respond to, and discern deepfake videos and technologies. This is crucial as it
could help to ensure that the development of media literacy, misinformation detection tools, and
training is inclusive and effective across all age groups. Another option involves further
exploring the emotional responses to deepfake exposure over time. While participants
self-reported a range of impassioned reactions, the study did not track how those reactions

evolved or developed. A longitudinal study can assess whether repeated exposure to deepfakes
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can lead to increasing anxiety, desensitization, or shifts in attitudes toward reputable media
sources.
5.6 The Lasting Impact of Deepfakes

This study shows that deepfakes may do more than trick people; they could actually
create false memories, as demonstrated among the Gen Z adult participants in this research..
Even those who knew about deepfakes or were familiar with the celebrities shown were still
influenced, sometimes even more so. While many participants thought they could spot fakes,
their confidence did not always match their accuracy, and sometimes they doubted real videos
just as much as fake ones. Active debriefing helped reduce the creation of false memories,
showing that simple interventions like telling viewers what to look out for could make a big
difference. Still, just being aware of deepfakes was not enough. People need more than just
knowledge; they need tools to think critically and emotionally cope with this kind of media.

Participants often felt disturbed, anxious, and mistrustful after watching deepfakes,
worrying about their own safety and the trustworthiness of digital content in general. This
emotional toll, paired with how easy it is to spread convincing fake videos, raises serious
concerns about how we process and trust information in the digital age. Going forward, tech
companies, educators, and policymakers should consider work together to improve media
literacy, enforce clearer labeling, and consider how deepfakes affect not just what we believe but
how we feel. As deepfakes become more realistic, the challenge is not just how to spot what is

fake, but how to preserve trust in what is real.
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Chapter 6

Conclusion

The dissertation began with a deceptively simple question: Can a deepfake video implant
false memories in young adults, even when they are told the content is fake? Throughout the
chapters, this study has investigated how the effects of deepfakes on false memory formation,
trust in digital media, and the discernment abilities of Gen Z. The research was situated amid the
rapid proliferation of Al-generated technology and an ever-evolving social media information
ecosystem.

Through a 2x2 factorial experimental design, participants were exposed to genuine and
falsified TikTok-style videos of Kim Kardashian, Elon Musk, and Paris Hilton and later tested
for false memories, accuracy in discernment, and confidence in judgment. The results illustrated
that exposure to deepfakes significantly increases the potential for false memory formation,
particularly in the absence of debriefing. These findings add to current literature that suggests
even short-term exposure to realistic-looking deepfake video content may influence an
individual’s memories and beliefs.

The study adds to several ongoing academic conversations. First, it empirically confirms
that realistic-looking deepfakes have the ability to create measurable cognitive effects, including
fabricated memories and beliefs of events that never occurred or are not true. Second, it confirms
active debriefing as a dependable intervention strategy for mitigating these eftects. Third, it

provides insights into how participants evaluate a video’s realism by relying on visual cues and
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clues over technical or contextual information presented. Participants also frequently cited
“something feeling off” as justification for their discernment judgments, suggesting that human
deepfake detection relies more on intuition than knowledge.

The conclusions drawn from this dissertation emphasize that the current deepfake
phenomenon extends beyond research questions of authenticity, technology, and future use. This
emergent media form raises deeper concerns about how society remembers, believes, or observes
digital media in an era dominated by audiovisual content generation and manipulation. In
particular, my research calls for stronger safeguards around using generative Al tools, including
content labeling, transparency, and accessible media literacy training. As technology progresses
and improves, so must the research frameworks for understanding and addressing their societal,
cultural, economic, and psychological effects.

Overall, the study has validated and extended a research framework for continued inquiry
into memory, media trust, and human discernment. Deepfake detection technologies and content
moderation policies will not be able to solely resolve the challenges of deepfake videos; rather,
they will require an interdisciplinary response grounded in research, ethics, and education. In
turn, this dissertation offers a foundation for future work to understand and mitigate the effects of

deepfakes in everyday life.
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Appendix A. Recruitment Materials

SUBJECT LINE: UNDERSTANDING GENERATION Z’s PERCEPTION OF CELEBRITY INFLUENCERS
PromoTING PRODUCTS ON SociaL MebpiA

Dear Prospective Participant,

Lead Researcher, Nika Nour, and researchers from the Informatics Department at the
University of California, Irvine are recruiting participants for a research study about the
influence of celebrities promoting products on social media. This study may help us to
better understand Generation Z’s perception of marketing, promotional material, and
brand engagements through video clips.

You are eligible to participate in this study if you were born between 1997-2006 and at
least 18+years of age or older.

The study will take place online and over email. Your participation will include an initial
survey (10-15 minutes) and a post-test survey (5-10 minutes) over the course of four
days.

If you fully complete the study, you will receive extra credit for your participation in this
research. If you do not wish to participate, the class will have alternative extra credit
opportunities made available.

If you participate in the study, you may receive course credit for full completion. pending
faculty approvals. Additionally, this study may explain consumer insights in developing
future products, advertising effectiveness on social media, and the social impact of
promotion on the internet.

If you are interested in participating in this study, please complete this pre-screen
survey. You will then receive an email to begin the study over email within a week.
Please check your spam, junk, and filters in case you do not receive this email.
Otherwise you can contact Nika Nour at npnourmo@uci.edu for the link to begin the
study or email if you have any questions.

Thank you very much for your time.
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Appendix B. Screening Instrument

. Please enter your email address. [Email Address]
. Please enter your date of birth. [Month/Day/Year]

. How many hours, on average, do you spend on social media easy day (not including
messaging apps)? [Numeric Input]

. Which gender do you identify with the most? [Multiple Choice]

a. Male

b. Female

c. Nonbinary

d. Prefer to Describe [Open Text Box]
e. Prefer Not to Answer

. What is the highest level of education you have completed?
a. Doctorate or Professional Degree

Master’s Degree

Bachelor’s Degree

Associate Degree

Some College (No Degree)

High School Diploma or Equivalent

No Formal Education Credential

Other [Open Text Box]

S o aoe o

. Do you understand and speak English?
a. Yes
b. No

Click below if you're interested in participating in the study. In doing so, you agree to
participated in the study and to the use of your survey responses as described in the Study
Information Sheet available here

If you do not wish to participate in the study, please close your browser.

a. Yes, I consent to participating the study and have reviewed the Study Information
Sheet
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Appendix C. Survey Protocol 1

Condition 1: No Active Debriefing
Survey Instrument 1

You’re going to participate in a study to determine if Generation Z users are influenced by
celebrity endorsements on social media. You will watch a series of videos of celebrities
promoting different products and be asked questions about them.

1. First, we need to check that your speaker/headphones are working. Please click the play
button and write the numbers that you hear. If necessary, adjust the volume until you can
hear the audio.

Do not input any spaces in your answer. [Numeric Input]

Next, you will be asked some questions about three social media video clips of celebrities
endorsing products, then we will ask you some further questions about the videos. The social
media clips will be accompanied by text. The social media clips are less than 10 seconds, and we
will ask you about them at the end of the study so please watch each clip before answering the
questions.

Please close all your windows and browsers.

2. How knowledgeable are you about the celebrity Paris Hilton?
a. 1- Not Knowledgeable at All

2- Slightly Knowledgeable

3- Moderately Knowledgeable

4- Very Knowledgeable

5- Extremely Knowledgeable

°oac o

3. How knowledgeable are you about the celebrity Elon Musk?
a. 1- Not Knowledgeable at All

2- Slightly Knowledgeable

3- Moderately Knowledgeable

4- Very Knowledgeable

5- Extremely Knowledgeable

°oac o

4. How knowledgeable are you about the celebrity Kim Kardashian?
a. 1- Not Knowledgeable at All
b. 2- Slightly Knowledgeable
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c. 3- Moderately Knowledgeable
d. 4- Very Knowledgeable
e. 5- Extremely Knowledgeable

I A: Vi ith Deepfake Kim Kardashian

\

» 0:00/0:10 H H » 0:00/0:04 » 0:00/0:06

Paris Hilton announces Elon Musk advertises White Kim Kardashian launches
Hilton Honors Program Claw: An alcoholic beverage  Eco Edibles: Wearable,
coming to Roblox edible clothing
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Group B: Videos with Deepfake Elon Musk

» 0:00/0:10

» 0:00/0:06

» 0:00/0:09

Paris Hilton announces Elon Musk introduces Kim Kardashian launches
Hilton Honors Program OmniSphere: a venture catsuits for SKIMS
coming to Roblox building Ironman suits shapewear

5. Did you skip any of the videos or watch them without sound?

a.

Yes

b. No

6. How interested are you in learning more about one or more of the items or services
advertised in the videos?

a.

°oac o

1- Not Interested at All

2- Somewhat Interested

3- Neither Interesteed nor Uninterested
4- Somewhat Interested

5- Very Interested

7. How likely are you to purchase one or more of the items advertised in the videos?

a.

©o oo

1- Very Unlikely

2- Somewhat Unlikely

3- Neither Likely nor Unlikely
4- Somewhat Likely

5- Very Likely
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8. Have you ever bought a product after a celebrity promoted it on social media?

a. Yes

b. No

c. Maybe

d. IDon’t Remember

e. Other [Open Text Box]

9. Which social media platforms do you use the most? Select all that apply.
a. Facebook

X (formerly known as Twitter)

TikTok

YouTube

Instagram

SnapChat

LinkedIn

Pinterest

i. Reddit

S@moe a0 o

j. Discord
k. Idon’t use social media
. Other [Open Text Box]

Before you begin this survey please close all other browsers.

10. To the best of your knowledge, mark all of the claims that are true about Paris Hilton.
[Check all that apply]
a. Paris Hilton launches products in Roblox.
Paris Hilton starred on "The Simple Life."
Paris Hilton is launching her own airline company.
Paris Hilton performed on Dancing with the Stars.
Paris Hilton has released music albums and singles.
Paris Hilton invented the selfie.
Paris Hilton's family is known for the Hilton Hotel chain.

I e

11. To the best of your knowledge, mark all of the claims that are true about Elon Musk.
[Check all that apply]

h. Elon Musk recently bought Twitter.

i. Elon Musk is one of PayPal's early co-founders.

j.  Elon Musk is building a real-life Ironman suit.

k. Elon Musk is known for being the CEO of Tesla Motors.
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. Elon Musk enjoys drinking White Claws.
m. Elon Musk created a robot companion called "Anne Droid."
n. Elon Musk is on a quest to become a superhero.

12. To the best of your knowledge, mark all of the claims that are true about Kim Kardashian.
[Check all that apply]
o. Kim Kardashian is a famous reality TV star.
Kim Kardashian is launching EcoEdibles, a new clothing line.
Kim Kardashian produces shapewear and undergarments.
Kim Kardashian is studying to become a lawyer.
Kim Kardashian is creating wearable, edible apparel.
Kim Kardashian has her own cryptocurrency called "Kardashian Kash."
Kim Kardashian has multiple sisters with various business ventures.

£~ v oo

Thank you for completing the survey. We will reach out to you in 24 hours to follow up with a
second survey. Please check your email, spam, and junk mail if you have not received an email
in 24 hours.

If you have any questions regarding this study, please email npnourmo@uci.edu.

Survey Instrument 2: Post-Test

The real purpose of this study is to examine the correlation between deepfakes and false
memories. Some people who participated in this study may have been shown deepfakes (videos
that were entirely fabricated and may have involved doctored images or videos). Below, please
rate whether you think the social media clips you saw were true or false.

1. We need to check that your speaker/headphones are working. Please click the play button
and write the numbers that you hear. If necessary, adjust the volume until you can hear

the audio.

Please do not input any spaces in your answer. [Numeric Input]
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Group A: Videos with Kim Kardashian Deepfake

2. Is this video real or fake?
a. Real
b. Fake

» 0:00/0:10

Paris Hilton announces
Hilton Honors Program
coming to Roblox

3. How confident are you in your answer? (0- Not Confident At All to 10- Extremely
Confident) [0-10 Sliding Scale]
Paris Hilton announces Hilton Honors Program coming to Roblox

4. What cues and clues (i.e. features) lead you to believe this video is real or fake? Please be
as specific as possible. [Open Text Box]
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5. Is this video real or fake?
a. Real
b. Fake

» 0:00/0:04

Elon Musk advertises
White Claw: An alcoholic
beverage

6. How confident are you in your answer? (0- Not Confident At All to 10- Extremely
Confident) [0-10 Sliding Scale]
Elon Musk advertises White Claw: An alcoholic beverage

7. What cues and clues (i.e. features) lead you to believe this video is real or fake? Please be
as specific as possible. [Open Text Box]
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&. Is this video real or fake?
a. Real
b. Fake

Kim Kardashian launches
Eco Edibles: Wearable,
edible clothing

9. How confident are you in your answer? (0- Not Confident At All to 10- Extremely
Confident) [0-10 Sliding Scale]
Kim Kardashian launches Eco Edibles: A wearable, edible clothing line

10. What cues and clues (i.e. features) lead you to believe this video is real or fake? Please be
as specific as possible. [Open Text Box]
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Group B: Videos with Elon Musk Deepfake

11. Is this video real or fake?
a. Real
b. Fake

» 0:00/0:10

Paris Hilton announces
Hilton Honors Program
coming to Roblox

12. How confident are you in your answer? (0- Not Confident At All to 10- Extremely
Confident) [0-10 Sliding Scale]
Paris Hilton announces Hilton Honors Program coming to Roblox

13. What cues and clues (i.e. features) lead you to believe this video is real or fake? Please be
as specific as possible. [Open Text Box]
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14. Is this video real or fake?
a. Real
b. Fake

» 0:00/0:09

Elon Musk introduces
OmniSphere: a venture
building Ironman suits

15. How confident are you in your answer? (0- Not Confident At All to 10- Extremely
Confident) [0-10 Sliding Scale]
Elon Musk introduces OmniSphere: a venture building Ironman suits

16. What cues and clues (i.e. features) lead you to believe this video is real or fake? Please be
as specific as possible. [Open Text Box]
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17. Is this video real or fake?
a. Real
b. Fake

» 0:00/0:06

Kim Kardashian launches
catsuits for SKIMS
shapewear

18. How confident are you in your answer? (0- Not Confident At All to 10- Extremely
Confident) [0-10 Sliding Scale]

Kim Kardashian launches catsuits for SKIMS shapewear

19. What cues and clues (i.e. features) lead you to believe this video is real or fake? Please be
as specific as possible. [Open Text Box]

You will now view the video clips that were doctored and entirely fabricated, also known as
deepfakes. Deepfakes are highly-realistic forms of doctored videos where the audio, visual, or
both audio and visual components of a video are altered to demonstrate an event as true when in
fact it’s completely false.
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Group A: Videos with Kim Kardashian Deepfake

THIS VIDEO IS A DEEPFAKE - completely falsified and not true

» 0:00/0:06

Kim Kardashian launches
Eco Edibles: Wearable,
edible clothing
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Group B: Videos with Elon Musk Deepfake

THIS VIDEO IS A DEEPFAKE - completely falsified and not true

» 0:00/0:09

Elon Musk introduces
OmniSphere: a venture
building Ironman suits

20. Prior to this study, did you consider yourself knowledgeable about deepfake technology?
(0-Not Knowledgeable At All to 10-Extremely Knowledgeable) [Sliding Scale]

21. Have you ever looked at deepfake videos online before?
a. Yes
b. No

c. I’'mnot sure

d. Ididn’t know what a deepfake was

22. After completing this survey, how do you feel about deepfake videos? [Open Text Box]

23. At any point during the study, did you search or Google information about the celebrities,
claims, or products mentioned?
a. Yes
b. No

c. Ican’t remember
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Thank you so much for participating in this study. Your participation was very valuable to us. We
know you are very busy and very much appreciate the time you devoted to participating in this
study.

There was some information about the study that we were not able to discuss with you prior to
the study, because doing so probably would have impacted your actions and thus skewed the
study results. I would like to explain these things to you now.

In this study, we were interested in understanding the correlation between deepfakes and false
memories. Based on prior research, we expect to find that exposure to deepfakes could lead to
the creation of false memories, especially if participants are not actively debriefed.

You were told that the purpose of the study was Understanding Generation Z’s Perception of
Celebrity Endorsed Products on Social Media; however, in reality, some of the videos were
deepfakes created for the purpose of this experiment and they are not real. This deception was
necessary because informing you beforehand could have altered your responses and the accuracy
of our findings.

It is very important that you do not discuss this study with anyone else until the study is
complete. Our efforts will be greatly compromised if participants come into this study knowing
what it is about and how the ideas are being tested. If you have any questions or concerns, you
may contact the lead researcher at npnourmo(@uci.edu. Thank you again for your participation!

Now that you know the true reason of the research study, if you do not wish to include your data
please email npnourmo@uci.edu.
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Appendix D. Survey Protocol 2

Condition 2: With Active Debriefing
Survey Instrument 1

You’re going to participate in a study to determine if Generation Z users are influenced by
celebrity endorsements on social media. You will watch a series of videos of celebrities
promoting different products and be asked questions about them.

1. First, we need to check that your speaker/headphones are working. Please click the play
button and write the numbers that you hear. If necessary, adjust the volume until you can
hear the audio.

Do not input any spaces in your answer. [Numeric Input]

Next, you will be asked some questions about three social media video clips of celebrities
endorsing products, then we will ask you some further questions about the videos. The social
media clips will be accompanied by text. The social media clips are less than 10 seconds, and we
will ask you about them at the end of the study so please watch each clip before answering the
questions.

Please close all your windows and browsers.

2. How knowledgeable are you about the celebrity Paris Hilton?
a. 1- Not Knowledgeable at All

2- Slightly Knowledgeable

3- Moderately Knowledgeable

4- Very Knowledgeable

5- Extremely Knowledgeable

©oac o

3. How knowledgeable are you about the celebrity Elon Musk?
a. 1- Not Knowledgeable at All

2- Slightly Knowledgeable

3- Moderately Knowledgeable

4- Very Knowledgeable

5- Extremely Knowledgeable

©oac o

4. How knowledgeable are you about the celebrity Kim Kardashian?
a. 1- Not Knowledgeable at All

189



2- Slightly Knowledgeable

3- Moderately Knowledgeable
4- Very Knowledgeable

5- Extremely Knowledgeable

°oac o

Group A: Videos with Deepfake Kim Kardashian

$

t

» 0:00/0:06

» 0:00/0:10 b H » 0:00/0:04

Paris Hilton announces Elon Musk advertises White ~ Kim Kardashian launches
Hilton Honors Program Claw: An alcoholic beverage  Eco Edibles: Wearable,
coming to Roblox edible clothing
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Group B: Videos with Deepfake Elon Musk

» 0:00/0:10

» 0:00/0:06

» 0:00/0:09

Paris Hilton announces Elon Musk introduces Kim Kardashian launches
Hilton Honors Program OmniSphere: a venture catsuits for SKIMS
building Ironman suits shapewear

coming to Roblox

5. Did you skip any of the videos or watch them without sound?

a.

Yes

b. No

6. How interested are you in learning more about one or more of the items or services
advertised in the videos?

a.

°oac o

1- Not Interested at All

2- Somewhat Interested

3- Neither Interesteed nor Uninterested
4- Somewhat Interested

5- Very Interested

7. How likely are you to purchase one or more of the items advertised in the videos?

a.

©o oo

1- Very Unlikely

2- Somewhat Unlikely

3- Neither Likely nor Unlikely
4- Somewhat Likely

5- Very Likely
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8. Have you ever bought a product after a celebrity promoted it on social media?

a. Yes

b. No

c. Maybe

d. IDon’t Remember

e. Other [Open Text Box]

9. Which social media platforms do you use the most? Select all that apply.
a. Facebook

X (formerly known as Twitter)

TikTok

YouTube

Instagram

SnapChat

LinkedIn

Pinterest

i. Reddit

S@moe a0 o

j. Discord
k. Idon’t use social media
. Other [Open Text Box]

The real purpose of this study is to examine the correlation between deepfakes and false
memories. Some people who participated in this study may have been shown deepfakes (videos
that were entirely fabricated and may have involved doctored images or videos). Below, please
rate whether you think the social media clips you saw were true or false.

10. We need to check that your speaker/headphones are working. Please click the play button
and write the numbers that you hear. If necessary, adjust the volume until you can hear the

audio.

Please do not input any spaces in your answer. [Numeric Input]
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Group A: Videos with Kim Kardashian Deepfake

11. Is this video real or fake?
a. Real
b. Fake

» 0:00/0:10

Paris Hilton announces
Hilton Honors Program
coming to Roblox

12. How confident are you in your answer? (0- Not Confident At All to 10- Extremely

Confident) [0-10 Sliding Scale]
Paris Hilton announces Hilton Honors Program coming to Roblox

13. What cues and clues (i.e. features) lead you to believe this video is real or fake? Please be
as specific as possible. [Open Text Box]
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14. Is this video real or fake?
a. Real
b. Fake

» 0:00/0:04

Elon Musk advertises
White Claw: An alcoholic
beverage

15. How confident are you in your answer? (0- Not Confident At All to 10- Extremely

Confident) [0-10 Sliding Scale]
Elon Musk advertises White Claw: An alcoholic beverage

16. What cues and clues (i.e. features) lead you to believe this video is real or fake? Please be
as specific as possible. [Open Text Box]
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17. Is this video real or fake?
a. Real
b. Fake

Kim Kardashian launches
Eco Edibles: Wearable,
edible clothing

18. How confident are you in your answer? (0- Not Confident At All to 10- Extremely

Confident) [0-10 Sliding Scale]
Kim Kardashian launches Eco Edibles: A wearable, edible clothing line

19. What cues and clues (i.e. features) lead you to believe this video is real or fake? Please be
as specific as possible. [Open Text Box]
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Group B: Videos with Elon Musk Deepfake

20. Is this video real or fake?
a. Real
b. Fake

» 0:00/0:10

Paris Hilton announces
Hilton Honors Program
coming to Roblox

21. How confident are you in your answer? (0- Not Confident At All to 10- Extremely
Confident) [0-10 Sliding Scale]
Paris Hilton announces Hilton Honors Program coming to Roblox

22. What cues and clues (i.e. features) lead you to believe this video is real or fake? Please be
as specific as possible. [Open Text Box]
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23. Is this video real or fake?
a. Real
b. Fake

» 0:00/0:09

Elon Musk introduces
OmniSphere: a venture
building Ironman suits

24. How confident are you in your answer? (0- Not Confident At All to 10- Extremely
Confident) [0-10 Sliding Scale]
Elon Musk introduces OmniSphere: a venture building Ironman suits

25. What cues and clues (i.e. features) lead you to believe this video is real or fake? Please be
as specific as possible. [Open Text Box]
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26. Is this video real or fake?
a. Real
b. Fake

» 0:00/0:06

Kim Kardashian launches
catsuits for SKIMS
shapewear

27. How confident are you in your answer? (0- Not Confident At All to 10- Extremely
Confident) [0-10 Sliding Scale]
Kim Kardashian launches catsuits for SKIMS shapewear

28. What cues and clues (i.e. features) lead you to believe this video is real or fake? Please be
as specific as possible. [Open Text Box]
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You will now view the video clips that were doctored and entirely fabricated, also known as
deepfakes. Deepfakes are highly-realistic forms of doctored videos where the audio, visual, or
both audio and visual components of a video are altered to demonstrate an event as true when in
fact it’s completely false.

Group A: Videos with Kim Kardashian Deepfake

THIS VIDEO IS A DEEPFAKE - completely falsified and not true

» 0:00/0:06

Kim Kardashian launches
Eco Edibles: Wearable,
edible clothing
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Group B: Videos with Elon Musk Deepfake

THIS VIDEO IS A DEEPFAKE - completely falsified and not true

» 0:00/0:09

Elon Musk introduces
OmniSphere: a venture
building Ironman suits

29. Prior to this study, did you consider yourself knowledgeable about deepfake technology?
(0-Not Knowledgeable At All to 10-Extremely Knowledgeable) [Sliding Scale]

30. Have you ever looked at deepfake videos online before?
a. Yes
b. No

c. I’'mnot sure

d. Ididn’t know what a deepfake was

31. After completing this survey, how do you feel about deepfake videos? [Open Text Box]

Thank you for completing the survey. We will reach out to you in 24 hours to follow up with a
second survey. Please check your email, spam, and junk mail if you have not received an email
in 24 hours.

If you have any questions regarding this study, please email npnourmo(@uci.edu.
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Survey Instrument 2: Post-Test

The real purpose of this study is to examine the correlation between deepfakes and false
memories. Some people who participated in this study may have been shown deepfakes (videos
that were entirely fabricated and may have involved doctored images or videos). Below, please
rate whether you think the social media clips you saw were true or false.

1. To the best of your knowledge, mark all of the claims that are true about Paris Hilton.
[Check all that apply]
a. Paris Hilton launches products in Roblox.
Paris Hilton starred on "The Simple Life."
Paris Hilton is launching her own airline company.
Paris Hilton performed on Dancing with the Stars.
Paris Hilton has released music albums and singles.
Paris Hilton invented the selfie.
Paris Hilton's family is known for the Hilton Hotel chain.

@ o Ao o

2. To the best of your knowledge, mark all of the claims that are true about Elon Musk.
[Check all that apply]
a. Elon Musk recently bought Twitter.
Elon Musk is one of PayPal's early co-founders.
Elon Musk is building a real-life Ironman suit.
Elon Musk is known for being the CEO of Tesla Motors.
Elon Musk enjoys drinking White Claws.
Elon Musk created a robot companion called "Anne Droid."
Elon Musk is on a quest to become a superhero.

© o ao o

3. To the best of your knowledge, mark all of the claims that are true about Kim Kardashian.
[Check all that apply]
a. Kim Kardashian is a famous reality TV star.
Kim Kardashian is launching EcoEdibles, a new clothing line.
Kim Kardashian produces shapewear and undergarments.
Kim Kardashian is studying to become a lawyer.
Kim Kardashian is creating wearable, edible apparel.
Kim Kardashian has her own cryptocurrency called "Kardashian Kash."
Kim Kardashian has multiple sisters with various business ventures.

© ™o Ao o

4. At any point during the study, did you search or Google information about the celebrities,
claims, or products mentioned?
a. Yes
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b. No
c. Ican’t remember

Thank you so much for participating in this study. Your participation was very valuable to us. We
know you are very busy and very much appreciate the time you devoted to participating in this
study.

There was some information about the study that we were not able to discuss with you prior to
the study, because doing so probably would have impacted your actions and thus skewed the
study results. I would like to explain these things to you now.

In this study, we were interested in understanding the correlation between deepfakes and false
memories. Based on prior research, we expect to find that exposure to deepfakes could lead to
the creation of false memories, especially if participants are not actively debriefed.

You were told that the purpose of the study was Understanding Generation Z’s Perception of
Celebrity Endorsed Products on Social Media; however, in reality, some of the videos were
deepfakes created for the purpose of this experiment and they are not real. This deception was
necessary because informing you beforehand could have altered your responses and the accuracy
of our findings.

It is very important that you do not discuss this study with anyone else until the study is
complete. Our efforts will be greatly compromised if participants come into this study knowing
what it is about and how the ideas are being tested. If you have any questions or concerns, you
may contact the lead researcher at npnourmo@uci.edu. Thank you again for your participation!

Now that you know the true reason of the research study, if you do not wish to include your data
please email npnourmo@uci.edu.
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Appendix E. Codebook: Feelings About Deepfakes

Theme

Innovation in
Technology

Innovation in
Technology

Innovation in
Technology

Innovation in
Technology

Innovation in
Technology

Code Definitions

The progressive enhancement
of deepfake technology in
terms of quality, speed, and

realism, making them

Advancing increasingly convincing over

in quality time.

The increasing accessibility

and simplicity of tools and
Easy to software that allow users to
create generate deepfake content

The deepfake appearing
convincing to viewers, closely
mimicing authentic content in

appearance, sound, or
Realistic  behavior.

Technolog

ical Continuous development and
advancem improvement of deepfake

ents technology

The application of artificial
intelligence and machine

Use of Al learning techniques
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Example

" I think that as Al grows in
popularity and quality the
creation of these videos will
become even more realistic"
"they are gradually becoming
more convincing and may reach
a point where a person familiar
with deepfakes would not
question its authenticity."

"they are easy to create"

"it seems like video editing is so
good that it can be easy to create
deepfake videos."

"anyone can create them about
anyone"

"things could even look more
realistic"

"they can be created to seem
even more real if given a
realistic-sounding script."
"Very convincing, i knew they
exist but some of these with
celebrities is very convincing"
"they could easily be
convincing"

"given where the technology is
currently, maybe not so much a
few years from now"
"especially as technology gets
better"

"I think the technology has a
long way to go but I know will
convince some"

"as Al gets more advanced these
videos become more realistic "

" I realized that Al was stepping
up its game with Al generated
images and music"



Innovation in
Technology

Awareness

Awareness

Awareness

Awareness

Detection

Underwhe
Imed by
quality

Prior
knowledge
of
deepfakes

Prior
knowledge
of
celebrity/p
erson

Heightene
d
awareness

Lack of
deepfake
awareness

Easy to
detect

Reaction to deepfakes that fail
to convincingly replicate
realistic features, resulting in
disappointment or diminished
expectations of the
technology, often due to
noticeable flaws, glitches, or a
lack of realism.

Pre-existing awareness or
understanding of what
deepfakes are

Awareness or familiarity with
the individual featured in a
deepfake

An increased level of
vigilance or sensitivity to the
possibility of manipulated
media, prompting closer
examination and critical
thinking when evaluating the
authenticity of content.

Limited or no prior
understanding of deepfake
technology and its capabilities

The ability to identify a
deepfake quickly and with
minimal effort
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"there are a lot of details that
indicate videos that are
deepfake."

"while most deepfake programs
don't work well"

" but also not that great in
capturing like actual facial
movements."

"I have been aware of the
dangers"

"I’ve heard of deepfake videos
being made for revenge and to
frame people "

"I have to really think about if a
celebrity of their status would
be advertising "

" it does sound like Elon Musk."

" if I wasn’t paying closer
attention, I don’t think I
would’ve fully realized it was a
deepfake."

"I won't believe too fast
anymore"

"I should be more aware of it"

" I could probably be fooled if i
wasn’t looking for deepfakes
specifically”

" I see how they may become
issues in the future especially
now to those unaware"

"they are easily mistaken for an
actual video if one isn't paying
attention"

"That someone who is not as
educated as me on deepfakes
may believe these videos."

"unless the video is obviously
fake"

"I feel like there are small signs
that indicate that a video is a
deepfake"



Detection

Detection

Emotional
Reactions

Emotional
Reactions

Emotional
Reactions

Emotional
Reactions

Emotional
Reactions

Challenges in identifying a

deepfake due to its high

quality and realism, making it
Difficult  hard to distinguish from

to detect  authentic content.

A strong belief in one’s
Confident ability to recognize deepfakes

detection accurately

An overall positive emotional
response to deepfakes, such
as amusement, fascination, or

Valence: appreciation for the

Positive  technology’s capabilities.

A lack of strong emotional

reaction to deepfakes,

indicating indifference or a
balanced perspective that
Valence: neither leans positive nor

Neutral negative.

An overall negative emotional
response to deepfakes, such
as fear, discomfort, or
disapproval, often tied to
Valence: perceived risks or ethical

Negative concerns.

Concern or urgency due to
Alarming perceived risks or dangers.

Annoying Irritation or frustration

Perceived as harmful or

undesirable,, evoking

Bad disapproval or dissatisfaction.

Expresses or apprehension
Concerned about potential impacts.

Perceived as novel or

Cool appealing in a positive way.
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"it is a bit tricky to spot them as
1 had to really think about it"

" I'm not surprised that I wasn't
able to realize the video above
was a deepfake the first time
around."

"I was and am able to spot
them"

"but confident in my own ability
to identify them"

"It's pretty cool technology."
"Very interesting"

"They're still identifiable and
don't look fully real."

"ﬁne"

"not very convincing"

"There is a feeling I have when I
watch this like fear and anxiety."
"I think it's scary how accurate
they've become and how much
more believable they might get
in the future"

"[ feel as if they can be a bit
alarming to a degree"

"They're annoying, as you have
to pay even more attention"

"That it is bad"
"Very scary as bad things may
happen"

"I'm both concerned and afraid "
"because it is concerning how
easily a fake message can be
produced"

"They are cool but at the same
time .."



Emotional
Reactions

Emotional
Reactions

Emotional
Reactions

Emotional
Reactions

Emotional
Reactions

Emotional
Reactions

Emotional
Reactions

Emotional
Reactions

Emotional
Reactions

Emotional
Reactions

Emotional
Reactions

Emotional
Reactions

Emotional
Reactions

Emotional
Reactions

Creepy

Curious
Dangerous
Dislike
Disgust

Disturbing

Good

Interesting
Impressed

Sad

Scared

Shocking

Surprised

Unchange
d
perception

Elicits discomfort or fear due

to something unnatural or
eerie.

A desire to learn more.

Perceived as a threat or
source of harm.

(Includes hate) Evokes strong

disapproval or aversion.

Feelings of revulsion or
intense disapproval.

Evokes discomfort or distress

due to irksome content.

Viewed positively or
favorably.

User's attention is peaked
without strong emotional
valence.

Admiration or appreciation.

Feelings of sorrow or
disappointment.

(Includes scary) Fear or
apprehension due to
perceived risks or threats.

Elicits strong surprise or
disbelief, especially upon
realizing a video thought to
be real is actually a deepfake
or how realistic the content
looks.

Reacting to something
unexpected.

"it is kinda cool how you can
deepfake certain things"

"make you wonder how many
things are being doctored and
altered"

"I think deepfake videos are
extremely dangerous"

" I strongly dislike them"
"quite frankly a bit disgusting"

"I find them disturbing"

"deepfakes are becoming more
and more real every day, which
can be both good and bad"

" It is pretty interesting tech"

"Very interesting"

"I still feel sad that I have to pay
attention"

"[ feel a little scared"
"It 1s kind of scary to see how

realistic deepfake videos can
look"

"it is pretty shocking how far
they have come"

"I'm very surprised"

No significant emotional, new "Just about the same I already

opinion, or cognitive shift.
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Emotional
Reactions

Emotional
Reactions

Emotional
Reactions

Emotional
Reactions

Negative Impacts

Negative Impacts

Negative Impacts

Negative Impacts

Uncomfort
able

Unsettling

Weird

Worried

Misinform
ation
spread

Consumer
deception

Scams

Reputation
al harm

Elicits a sense of unease,
awkwardness, or mild
apprehension, often caused
inappropriate elements.

(Includes uncanny) Creates a
profound sense of unease or
discomfort due to unnatural or
incongruous elements.

(Includes strange) Perceived
as odd, unusual, or out of
place.

Expresses concern or anxiety
about potential risks, the
future, or outcomes.

Focuses on the dissemination
of false or misleading
information.

The intentional act of
misleading individuals
specifically in
consumer-related contexts,
such as encouraging
purchases, altering opinions
about products or services, or
spreading false endorsements,
often for personal or financial
gain.

Covers financially or socially
exploitative activities, such as
scams or phishing schemes

The deliberate or
unintentional damage to an
individual’s or entity’s
reputation through the misuse
of deepfake content.
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"they are also dangerous and
make people very
uncomfortable"

"I worry how much longer we
have until we can no longer
properly distinguish
falsified/doctored videos from
real humans speaking."

"It's very weird"

"then I would be very worried
about the future of information
and disinformation"

"spreading false campaigns or
promotions"

"a serious threat to the
credibility of news and
information sources"

"being able to spread false
information by just placing your
face over someone else's"

"It's easy to be used to deceive

people"

"They can be highly deceptive"
"celebrities can influence some
people's decision making"

" can lead to misguidance and
scams"

"no upside other than to scam
people for the most part”

"I also feel like it can be
damaging to the person's image"



Negative Impacts

Negative Impacts

Negative Impacts

Negative Impacts

Negative Impacts

Legal and
Regulatory
Frameworks

Legal and
Regulatory
Frameworks

Sexual
harassmen
t

Societal
Threats

Manipulati
ve

Trickery

Malicious
intent

Disclosure
necessary

Need for
literacy

Non-consensual or harmful
uses involving sexualized or
explicit content, especially
when targeting specific
individuals.

A belief that deepfakes pose
significant harm and risks to
societal trust, stability, ethics,
and democratic processes,
particularly by exploiting
vulnerable groups,
outweighing potential
benefits.

The deliberate alteration or
fabrication of content
designed to influence
perceptions, opinions, or

behaviors, often by exploiting

trust. (includes subtle tactics
that may not have overly
harmful intentions but can
distort reality)

The ease with which some
individuals or groups might
believe or fall for falsified or
manipulated content.

The intentional use of
deepfakes for unethical or
harmful purposes and
behaviours, including
coercion, blackmail, or other
forms of exploitation.

Belief that the use of
deepfake technology should
be transparently disclosed to
audiences

The necessity of educating
individuals about deepfake
technology and its
capabilities,
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"Especially when it comes to
women, where an unfortunate
reality is that real women's faces
can be used in porn without
their consent and distributed"

"I know there have been
incidents in Korea "

"I fear every generation—young
students, elderly on Facebook,
parents, etc.—falling victim to
false ads or misinformation
online"

"the potential to cause issues in
the future"

"anyone can make videos of
anyone saying anything"

" I wouldn't want someone using
a video of me for a product I'm
not being paid to endorse"

"It is likely easy to get tricked
by a deepfake video from not be
knowledge of the context with
itH

"a fool a bunch of people."

"if used in a harmful way."

"it could be used to spread fake
news in certain intention"

" can be used for evil"

"Unless it is explicitly stated
that a video is a deepfake"

"people should be learning more
about deepfakes"



Legal and
Regulatory
Frameworks

Legal and
Regulatory
Frameworks

Legal and
Regulatory
Frameworks

Perception of
Usefulness

Perception of
Usefulness

Perception of
Usefulness

The ways deepfake

technology can be misused to
Legal and violate laws, infringe on
criminal  rights, exploit individuals
considerati without their consent, or
ons enable illegal activities

The role of government

policies and legislation in
Governme managing and mitigating the
nt risks associated with deepfake

regulation technology

Prevention Measures and technologies

systems/of designed to limit the

distributio dissemination of harmful

n deepfakes

The perception that deepfakes

lack meaningful or

constructive purpose, seen as
Pointless unnecessary or irrelevant

A stronger perception that
deepfakes should not exist at
No reason all due to lack of utility or

to exist inherent risks.

A belief that deepfakes can be

used in harmless,

entertaining, or humorous
Used for  ways, often for creative or
fun/humor lighthearted purposes.
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"my identity being stolen for
any purpose whatsoever"
"They should be illegal."

"if not controlled by some way
or regulated"

" it needs to be facilitated to
reduce fake information"
"but must not be misused"

"I think they're stupid"
"Creating deepfakes aren't
usually used for anything
positive"

"I don't really see any benefit in
deepfake videos"

"i could see them being
manipulative in serious contexts
and also pretty funny otherwise"



Appendix F. Codebook: Cues and Clues

Physical
Theme Realism Definition Example
"The way she moves her neck is
unnatural."
"Her body stays in the same
Observations about the position, only her head moves."
Physical  Body naturalness of body, head, or "Her head bobs naturally when she
Realism  Movements  hand movements. talks."
"Her eyes stare directly into the
camera."
"Her eye movements look too fake
Observations about eye to be real."
Physical  Eye tracking, focus, or blinking  "Her eyes blink very unnaturally,
Realism Movements patterns. like a doll."
Observations about the way
the mouth moves, including
Physical  Mouth unnatural or exaggerated "Her mouth movements look like
Realism Movements articulation. they match up."
Observations about whether
Physical the lip movements align with "The lips and the talking are not in
Realism Lip Sync the audio. sync."
Observations about the
shape, proportions, or "Her face feels fake but it’s probably
specific elements of the face, due to plastic surgery."
Physical such as skin texture or "Her skin seems rubbery and
Realism Facial Features symmetry. unnatural."
Observations about the "Her facial expressions and lip
naturalness and variability of movements match her voice."
Physical  Facials facial expressions during the "Her expressions seem genuine and
Realism Expressions  video. human-like.
Observations about the
movement or appearance of
Physical small details. (hair, fingers, "Her hair moves a bit weird with the
Realism Fine Details  etc) background."
Observations about "Her mannerisms seem natural."
naturalness in behavior, "She talks in a robotic and
Physical =~ Mannerism gestures, or tone, or monotone way."
Realism Cues demeanor. "Her gestures are being repeated."
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Physical  Verbal
Realism Expression

Technical
Theme Quality

Technical Background
Quality Factors

Technical
Quality Audio artifacts

Technical Visual
Quality Artifacts

Technical Production
Quality Quality

Technical
Quality Video Quality

Contextual
Theme Plausibility

Contextual Confirmation
Plausibility Bias

Observations about voice
intonation, speech rhythm,
patterns, or delivery.

Definition

Observations about the
background or lighting.

Observations about the
quality, clarity, or
naturalness of the audio,
including distortions,
synthetic tones, or other
anomalies

Glitches, distortions, or
technical imperfections in
the video.

Observations about the

editing or camera behaviour.

Observations about the
overall resolution or clarity
of the video.

Definition

Judgments influenced by
expectations or context.

Further: The tendency to
interpret new information in
a way that confirms
pre-existing beliefs,
expectations, or attitudes,
often disregarding
contradictory evidence.
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"The speech seems slurred in a
way."

"Her voice matches her facial
expressions."

"The voice tone doesn’t sound like

her usual self."

Example

"The background doesn’t warp,
which usually happens in Al
videos."

The audio sounds very digital in a
way.

"There was a distorted area in her
neck in the video."

"The camera movement seems
strange and indicates editing."

"The video resolution is pretty
high."

"The image quality is too smooth,
which makes it feel fake."

Example

"Knowing her persona, this is
something she would do."

"It seems real because it’s a
well-known product."

"Knowing her persona, this is
something she would do."

"This fits with everything I know
about Elon Musk, so it must be
real."



Contextual
Plausibility

Contextual
Plausibility

Contextual
Plausibility

Theme

Anomalies

Anomalies
Theme

Overall
Perception

Overall
Perception

Overall
Perception

Theme

Influence of prior knowledge
or assumptions on judgment.

Further: The influence of
factual or perceived prior
knowledge on the evaluation

Prior of new information, which
Knowledge may lead to acceptance or
Bias skepticism of the content.

Observations about the
reasonableness of the
Plausibility of product, message, or

Claim scenario.
Observations about the
Fit with the plausibility of the celebrity
Celebrity endorsing the content
Anomalies Definition
Features that seem overly
smooth, polished, or
Overly-Perfect idealized.

Intuitive feelings of

Uncanny unnaturalness without

Valley specific glitches.

Overall

Perception Definition
Statements expressing
skepticism, uncertainty, or

Doubt indecision about authenticity.
Statements indicating the

Realism video feels authentic.
Observations that describe
elements of the video or
subject that evoke a sense of
being artificial, fake out of

Unnatural place, or inconsistent

Other
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"I know Kim Kardashian owns
SKIMS, so this seems real."
"I’ve seen Roblox collaborations
with celebrities before."

"A hotel program being on Roblox
makes no sense."

"This product doesn’t align with her
character or demographic."

"Doesn’t seem like something she
would do."

"I’ve never seen Paris Hilton
participate in an ad for a video
game."

Example

"Her face looks too perfect, almost
cartoonish."

"The audio is too clean, which
makes it seem fake."

"It feels oft but I can’t pinpoint
why."

"The video has that weird deepfake
feeling."

Example

"It looks fake but I think it’s real."
"I’m not sure if this is real or fake."

"Her movements looked very real."
"I would be shocked if this was a
deepfake."

"It looks robotic and there are cuts
in between."
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