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Abstract

This study assessed the awareness and attitudes of adolescents in Jordan concerning the ethics
of using their social media data for scientific studies. Using an online survey, 393 adolescents
were recruited (mean age: 17.2 years + 1.8). The results showed that 88% of participants were
using their real personal information on social media sites, with males more likely to provide
their information than females. More than two thirds of participants (72.5%) were aware that
researchers may use their data for research purposes, with the majority believing that informed
consent must be obtained from both the adolescents and their parents. However, more than three
quarters of those surveyed (76%) did not trust the results of research that depended on collecting
data from social media. These findings suggest that adolescents in Jordan understood most of
the ethical aspects related to the utilization of their data from social media websites for research
studies.
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Introduction

Social media has become an efficient tool for research scientists to recruit study participants
at minimal cost (Arigo et al., 2018; Brown et al., 2014), and to provide health promotion and
interventions to the public (Cavallo et al., 2012; Frandsen et al., 2013; Harris et al., 2017;
Napolitano et al., 2013; Pagoto et al., 2015; Paul et al., 2014). Social media is defined by
the Cambridge Dictionary (n.d.) as “websites and computer programs that allow people to
communicate and share information on the internet using computers or mobile phones.” The
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number of social media users around the globe is increasing, with an estimated 2.77-billion
users expected by the end of 2019 (www.statista.com; Statista, 2020), reflecting the impact
of social media on the lives of very large numbers of people. Facebook, Twitter, Instagram,
LinkedIn, and YouTube are a few examples of frequently used social media applications.

Adolescents (young people between the ages of 10 and 19 years as per WHO, n.d.
definition) use social media networks extensively, and as a result, social media websites

are considered a rich source for data from this group (Anderson & Jiang, 2018). As social
media websites are easily accessible, researchers may use personal data from adolescents
without obtaining their consent (Spriggs, 2009). This practice has the potential to raise
multiple ethical concerns, including the lack of standard ethical guidelines for institutional
review boards (IRBs) to evaluate research projects conducted via social media. The lack of
a properly informed consent process and problems related to data reliability and validity are
examples of these ethical issues (Arigo et al., 2018; Samuel et al., 2018).

Adults are deemed mature enough to understand their rights and responsibilities; however,
adolescents need special protection. They are a vulnerable population according to the
International Council for Harmonisation (ICH) guidelines for ethics in research (ICH
Harmonised Guideline, 2016, 2017) and the Code for Federal Regulations (CFR) Title 21
pertaining to the protection of human subjects involved in research (Electronic Code of
Federal Regulations, 2018). Yet, there is a lack of information among this age group about
the ethical considerations in using social media for research purposes.

A social media—based research approach may present an easy and convenient method for
data collection regardless of the location or health status of the individual, and many
researchers have previously utilized social media as a source of research data when

studying adolescent populations (Hinduja & Patchin, 2008; Lunnay et al., 2015; Ringrose

et al., 2012; Thelwall, 2008; Underwood & Card, 2013). However, this practice may
compromise the data privacy of the individual (Zimmer, 2010), providing added challenges
to the researchers, such as how to determine whether parental consent was obtained, or
whether there is a need for a data anonymization strategy. Research methods and protocols
must, therefore, recognize the unique challenges of collecting data from social media.
Furthermore, in light of recent scandals related to the misuse of digital data, there is growing
mistrust of how social medial data are being used or abused (Kang & Frenkel, 2018).
Despite the existence of a large body of research on ethical conduct, knowledge about
ethical guidelines for research using social media data is lacking (Moreno et al., 2013),

and it is not clear what ethical guidelines researchers should follow when working with the
online data of children or adolescents (Hokke et al., 2018). Furthermore, little is known
about the views of adolescents regarding participation in this type of research (Moreno et al.,
2012).

This study was conducted to assess the awareness and attitudes of adolescents in Jordan
regarding the ethics of using their personal information from social media sites for
research purposes. This has the potential to raise awareness about this issue and lead to

a better understanding of how to address various ethical concerns raised by the individuals
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themselves. To the best of our knowledge, this is the first such study involving adolescents
from an Arab-speaking country in the Middle East or North Africa.

Method

Design and Participants

A cross-sectional study was conducted using an online survey targeting adolescents aged

10 and 19 years in Jordan. The survey was posted and distributed through social media
pages on Facebook and Instagram commonly accessed by Jordanians in this age group (e.g.,
grade school and university-related pages) during August—-September, 2018. In total, 393
participants were recruited. Inclusion criteria included individuals aged 10 to 19 years, being
a Jordanian citizen and an active user of social media.

Items in the Questionnaire

Several meetings were held by the research team to prepare items to be included in the
questionnaire. The questionnaire was piloted by 20 adolescents who were asked to complete
it and provide feedback. They were qualified for inclusion in the study using the inclusion
criteria provided above and were selected from the personal social network of the research
team. The pilot-testing demonstrated high reliability of the questionnaire with a Cronbach’s
alpha score of 84. We also asked for input from colleagues regarding their assessment of the
validity and comprehension of the questionnaire.

The survey consisted of six attributes including sociodemographic information, social media
usage, knowledge and attitudes of users toward informed consent, utilization of their data

on social media pages, and their trust in research data obtained via survey research utilizing
social media pages. The questionnaire responses were rated based on a 5-point Likert-type
scale.

Ethical Approval

Informed consent was obtained from all participants. Before data were collected by
implementing an online survey, participants were instructed to obtain consent from at least
one of their parents or a guardian before filling in the survey. As this research posed only
minimal risk for participants, the IRB approved this consenting approach which relied on
the research subject to obtain their parental consent. All study procedures were conducted
according to the principles of the World Medical Association Declaration of Helsinki and
its amendments. Privacy and confidentiality were taken into consideration throughout the
study by ensuring that information collected from the survey was not shared with anyone
other than the researchers who conducted the study. Participants were informed that their
information will be used for research purposes only and no one other than members of the
research team will have access to it.

Data Analysis

Statistical analysis was performed using SPSS v.20.0 (SPSS, Inc., Chicago, IL). Descriptive
data analyses were carried out to determine means and percentages of responses according
to population characteristics and the questions asked of the adolescents. Participants were
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divided into three age groups: less than 16 years (early adolescence), 16-17 years (middle
adolescence), and older than 17 years (late adolescence). The rationale behind this division
refers to the difference in adolescents’ physical, sexual, cognitive, social, and emotional
changes during these age groups (Curtis, 2015). A chi-square test was used to compare

the dependence level of subgroups based on the individuals’ characteristics according to
their answers to the survey questions. Fisher’s exact test was used in cases where n< 5
leading to violation of chi-square assumptions. A p value of <.05 was considered statistically
significant.

This online survey included 393 adolescents aged between 10 and 19 years with a mean age
of 17.2 years (£SD = 1.8 years). The majority of participants were female (73.3%). More
than half of the participants (58.5%) were older than 17 years, 21.4% were between 16 and
17 years, and 20.1% were younger than 16 years. Also, most participants (90.3%) knew how
to change the privacy status of their online profiles to private. Most (88%) were accessing
their social media pages at least twice per day. The frequency of login times to social media
increased with increased age (p = .002). About 62% of those who used social media two

or more times per day were older than 17 years compared to about 27% and 11% for those
aged less than 16 years and those aged 16-17 years, respectively. The demographic and
social media usage characteristics of participants are illustrated in Table 1.

Responses to questionnaire items according to participant age are illustrated in Table 2.
Half of those who used fake personal information were younger than 16 years (p < .001).
With respect to gender, about 93% of females used fake personal photos for their profiles
compared with only 7% of males (p < .001). Login frequency differed according to gender,
but this difference was not statistically significant as shown in Table 3.

More than two thirds of participants (72.5%) were aware of the fact that researchers may
use their personal data for research purposes. More than half of participants (55.5%) initially
said they would not allow data from their social media pages to be for research; however,
71% would agree to share their data if the use of the data provided benefits to their
community.

The majority of the participants (93.6%) believed that researchers must obtain informed
consent, and this belief increased with increasing age. However, this difference was not
statistically significant (o = .180). Moreover, 73.5% believed that informed consent must
also be obtained from parents or guardians if the participant is younger than 18 years. Of
those who had this belief, about 55% were older than 17 years, 16% were 16-17 years,
and about 20% were younger than 16 years (p < .001). When participants were asked if
researchers must obtain consent only from social media users whose profiles are private,
more than half of those who agreed were older than 17 years (p = .023) as illustrated

in Table 2. About 80% of those who objected to their data being used for research even
without mentioning their names were females. This difference was statistically significant
as shown in Table 3. Of those who thought consent from parents is necessary to use the
information for those <18 years, more than 75% were females and 25% were males (p =

J Empir Res Hum Res Ethics. Author manuscript; available in PMC 2023 March 17.
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.008). More than three quarters of participants (76.8%) did not trust research that depended
on data collected from social media, because they assumed that part of the data are not
real. Moreover, 91% and 70% preferred the alternative collection of data using personal
interviews and paper questionnaires, respectively.

Discussion

This study assessed the attitudes and knowledge of adolescents in Jordan regarding the
ethical use of data acquired from social media for research purposes. Most of the study
participants were using social media, and more than two thirds (72.5%) were aware that
researchers can use their data presented under their profiles in social media applications.
In addition, the majority were supportive of using social media for research purposes if it
benefited society and involved the use of informed consent. According to ethical guidelines,
such as General Medical Council (GMC, 2013), NIHR Research Governance (n.d.), or
National Society for the Prevention of Cruelty to Children (NSPCC, n.d.), adolescents

are considered to be a vulnerable group because they lack full decision-making capacity,
and they may be vulnerable to coercion. Therefore, researchers must include adequate
safeguards to protect their rights, prevent the abuse of the use of their data, and protect
them from any physical or psychosocial harm. According to the Ethical Approaches to
Gathering Information from Children and Adolescents in International Settings (Schenk &
Williamson, 2005), the community, ethics committees, researchers, and funding agencies
are responsible for ensuring proper participation of children and adolescents in research.
Furthermore, the involvement of these individuals in research activities should be justified,
as highlighted in the World Medical Association (2013) Declaration of Helsinki and they
should stand to benefit from the knowledge, practices, or interventions that result from the
research. Practical ethical guidelines related to the involvement of children and adolescents
in scientific research include, among others, the GMC, NIHR Research Governance, or
NSPCC. The researcher may also refer to Convery and Cox (2012), for aiding the initial
discussions between researchers, online communities, and research ethics committees.

The awareness of research using social media data increased with age. This issue affirms
the importance of increasing awareness among parents of individuals in this age group and
the community, especially regarding the issue that some researchers may use their personal
information in social media without their consent (American Sociological Association,
2018). There are few studies assessing the perception of social media users regarding
research conducted through these online platforms (Eysenbach & Till, 2001; Golder et al.,
2017; Moreno et al., 2012), especially among children and adolescents who are considered
vulnerable populations (Monks et al., 2015). Although all international guidelines describe
the safeguards needed for ethical conduct of research when it involves subjects under

the age of 18 years such as the GMC, NIHR Research Governance, or NSPCC, these
guidelines do not cover research using social media platforms, but there are several ethical
guidelines and recommendations for internet research that have recently emerged (e.g.,
British Psychological Society, 2013; Ess, 2002). Although these guidelines have identified
some of the ethical issues for researchers who use social media data to consider, they do
not necessarily imply compliance and consistent interpretation. In addition, Markham and
Buchanan (2012) recognized the need for a further and ongoing negotiation of online guides
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to cover ethical issues of research involving human subjects that emerge in the dynamic
evolution of the internet. Therefore, dedicated international recommendations regarding the
use of publicly available personal data including that belonging to adolescents are needed.

In general, multiple ethical issues should be considered when designing an internet-based
research study, including respect for the autonomy and dignity of individuals and the
scientific value of their information, social responsibility, and maximizing benefits and
minimizing harms (British Psychological Society, 2013; Flicker et al., 2004; Swirsky et al.,
2014). Ethical standards of confidentiality (Moreno et al., 2008), and L6fberg (2003) have
argued that the online and real-life identities of children and adolescents should be equally
protected in research. Obtaining valid informed consent is one of the main problematic
issues in this type of research. Some researchers believe that consent is mandatory for
online data collection regardless of the status of the profile, while others believe that it

is unnecessary especially for publicly available information. A study by Spriggs (2009)
found that the issue of obtaining adolescents’ or their parents’ consent depends on groups
of factors and considerations, such as the nature and the source of data, potential risks

or benefits, and sensitivity of the topic. The study also reported that participants’ or their
parents’ consent are not required if the research does not involve identifiable information.
In addition, some researchers argued about the parental consent in particular and claimed
that “it is not ethically required in all internet-based research involving young people but

a researcher’s decision to forgo parental consent needs to be clearly articulated” (Spriggs,
2009, p. 13), while other researchers argued that the investigator must justify the reasons for
forgoing parental consent in any particular study and should not be justified only according
to the benefits of the study or the type of data (public vs. private) (Spriggs, 2009). The
infancy of internet research is aggravated by the lack of consensus among institutional
guidelines (Carter et al., 2015).

The results of the current study showed that the majority of adolescents believed that the
researcher must obtain both their approval and their parents’ or guardian’s consent to use
their data. This result agrees with findings from another study that affirmed that “individuals
in online environments such as chat rooms generally do not approve of being studied
without their consent” (Hudson & Bruckman, 2004, p. 135). Similarly, Barnes (2004)
confirmed that members of public discussion forums can become angry when their private
communications are used for research. Informed consent of the participant remains a critical
ethical consideration in every research project, especially for minors including adolescents.
Parental involvement in informed consent represents an important issue for this age group
to participate in the decision-making process and to prevent unwanted disclosure of any
information. Legally valid consent should be obtained from the child’s or adolescent’s
parent or guardian as appropriate (Mclntosh et al., 2000).

It is important to assess the understanding and perception of the users themselves regarding
participation in social media research. We observed a reluctance from about half of the
participants in the current study to allow researchers to utilize their data from social media
websites even if their names were not included. This result may be placed in the context

of another study of older adolescents’ views regarding participation in Facebook research
where they were more supportive, and yet they seemed to not have a full appreciation of
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privacy issues in social media research (Moreno et al., 2012). The willingness among the
study subjects to participate in research would increase if the intended research was of
benefit to the community. This finding agrees with the study by Elvira et al. (2019) which
emphasized that internet-mediated research chiefly depends on the level of trust that people
have in the research community. This trust in internet-mediated research can be achieved if
researchers respect the privacy of the users and if the internet users feel that their informed
consent is always sought. This finding agrees with Battles (2010) who emphasized that
sharing the final results of the research (the published article or articles) with the participants
will make them feel like partners in the research rather than objects of study. Barnes

(2004) recommendations of “an acclimation process” and “a sharing mentality” for online
social research are also in accordance with current findings. Continuous engagement with
adolescents will allow their voices to be heard and will provide a greater understanding of
online research methods in this age group (Spears & Kofoed, 2013).

The results of the current study indicate that the majority of the participants did not read
the privacy terms and policies on social media pages and did not know that some social
media sites can use their information according to the pages’ privacy terms. This is because
terms and conditions are usually too lengthy and require time to read. They were therefore
not aware that important information regarding their privacy and the usage of their data

by third parties was provided, and they gave their consent without reading. In this case,

the adolescents’ information will be available for the hosting site, within the network and
also for third parties (from hackers to government agencies) (Gross & Acquisti, 2005).

The hosting site and the network may use the information in different ways even if it

is unknowingly revealed by the participant. Third parties also can access participants’
information without the site’s direct permission (Gross & Acquisti, 2005). In addition,
privacy is increasingly networked and the control over personal data is complicated, as data
can be tagged and shared (Boyd, 2012; Boyd & Crawford, 2012). One study recommended
that social media organizations should continue to review terms so that the possible uses of
data are easier to understand, and they suggested that these organizations can explore ways
of incorporating opt out consent from research into their systems (Evans et al., 2015). Thus,
awareness programs within schools and the community should focus on these policies and
try to give examples, readings, and illustrations of what is present in these applications. It
is worth mentioning here that most adolescents surveyed in the current study knew how to
update their profiles from public to private, thus giving us a reliable indication that it will
be a relatively easy task for the community to conduct awareness programs regarding the
protection of information.

One limitation of the current study was the lack of gender and age representation where
the majority of the participants were female and most participants were older than 17
years of age. Therefore, the results of this study are not representative of the Jordanian
young population. A more representative sample is needed to confirm the present findings.
Another limitation is the dependence on participants’ honesty in reporting their age and
other provided information, which cannot be verified as in the case of face-to-face designs.

J Empir Res Hum Res Ethics. Author manuscript; available in PMC 2023 March 17.
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Recommendations

Confidentiality is an important ethical consideration for adolescents using social media,
and they must be assured that their personal data and information such as their names
and locations will remain private and will not be disclosed according to general ethical
recommendations.

Consenting users of social media for research is expected by users. Consent forms must,
therefore, be offered and be clear and informative in a detailed manner. Understanding of
these issues and the role of their involvement will lead to effective and active participation
and will improve the quality of data and research.

Social media platforms have an ethical responsibility to inform users about how their data
are being used repeatedly and should also involve the consent of parents when adolescents
are involved.

Researchers can assist in this debate of online research by contributing their ethical
challenges or certain case studies; thus, both participants and the researchers can benefit.

Conclusion

Many adolescents in Jordan were generally aware of the privacy of data and the need

for consent, and they comprehended most of the aspects related to the ethics of utilizing
their data from social media websites in research projects. Participants supported research

if it served the community, but their preference was for face-to-face research because

it was considered more accurate than research using social media platforms. There is a

need to regulate research conducted via social media and follow ethical guidelines for
responsible conduct of research, and to ensure that these guidelines are harmonious with
human and research ethical rights, especially for this young age group. More research should
be carried out to investigate users’ attitudes and ethical needs regarding the use of social
media for research purposes. The internet will continue to change and evolve ahead of any
guidelines, and researchers will need to be informed about the ethical aspects of their online
research. This study could be a foundation for further research in such an evolving setting,
particularly in this vulnerable age group. Universal guidelines must be produced by taking
into consideration the views of social media users.

Best Practices

There should be an increased awareness among adolescents regarding the privacy of their
data on social media networks, through social media itself, schools, and their parents.

The privacy terms on any new social media website or application are important. Social
media sites should try to minimize what is written on their pages regarding their service
terms and conditions or include a few questions after the policy statements and before the
sign-up process to ensure that everyone is adequately reading and understanding the terms
and policies.

J Empir Res Hum Res Ethics. Author manuscript; available in PMC 2023 March 17.
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Every regulatory body in any country must protect the rights of adolescents in research
through strict monitoring of ethical guidelines and the implementation of human rights.

Research Agenda

There is a need for research that illustrates the ethical considerations for social media—based
research when dealing with vulnerable age groups such as adolescents to protect them

from harm and to develop appropriate guidelines. The current research ethics agendas are
disproportionately based on legal considerations compared with the widespread use of social
media for research purposes.

Extra effort must be taken in formatting the informed consent to be more informative and
easier for adolescents and their parents to understand both the research project objectives
and their significant roles in the research process and to take their individual differences into
consideration.

Educational Implications

Funding

As there are many interrelated terms in both human rights and ethical guidelines, such as
informed consent, privacy, confidentiality, and justice, ethical guidelines for the social media
research of all age groups must comply with these human rights and ethical principles.

Researchers must realize that adolescents have their rights as participants in all steps of
the research, on an equal basis as adults, but with certain and special considerations as a
vulnerable population.
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Table 1.

Demographic Characteristics of Study Population (A= 393).

Characteristic n (%)
Gender

Male 105 (26.7)

Female 288 (73.3)
Agelyear

<16 79 (20.1)

16-17 84 (21.04)

>17 230 (58.5)
Use real info

Yes 345 (87.8)

No 48 (12.2)
Use real photo

Yes 236 (60.1)

No 157 (39.9)
Types of personal profiles

Public 54 (13.7)

Private 164 (41.7)

Public and private 175 (44.5)
Changing their profiles from public to private

Yes 355 (90.3)

No 38(9.7)
Frequency of using social media

Once daily 34 (8.7)

Twice or more daily 346 (88.0)

Less than daily 13(3.3)
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