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IDEAS AND INNOVATIONS Il

Untethered and HIPAA-compliant Interactive
Livestreaming of Surgery to Residents and
Medical Students

James C. Yuen, MD*

Santiago R. Gonzalez, MD, MPH
Tamara Osborn, MD{
Muhammad Abu-Rmaileh, BS§

Summary: Traditional livestreaming of surgery to an audience requires station-
ary video broadcasting infrastructure, with viewers congregating in front of a
screen, while audiovisual technicians provide support in the background. In recent
years, livestreaming technologies from cameras to teleconference platforms have
advanced dramatically, even to allow for compliance with the Health Insurance
Portability and Accountability Act of 1996 with web-based encryption. The objec-
tive of this article is to show that livestreaming surgery in medical education is
possible using portable devices, with the resident and medical students as audi-
ence at home interacting on their computer or smart devices. The surgeon uti-
lizes a head-mounted camera transmitting video feed using a wireless transmitter
broadcasting to a laptop computer, which is hosting a Health Insurance Portability
and Accountability Act-compliant version of Zoom. The entire setup is portable,
and the surgeon is tethered neither to a cord nor to the institution’s audiovisual
enterprise. This prototype setup allows the surgeon to broadcast live surgery inter-
actively at any time and from any operating room with remote medical students
and surgical residents. We posit that our medical education industry would need
to condense the devices into a turnkey livestreaming camera system with opti-
mized frames per second reception. (Plast Reconstr Surg Glob Open 2020;8:¢3165;

doi: 10.1097/GOX.0000000000003165; Published online 28 October 2020.)

INTRODUCTION

Livestreaming of surgical procedures has previously
been described in a variety of surgical fields."* Recently,
remote surgical training has become a relevant solution to
address the surgical training gaps that medical students and
residents may have experienced as a result of the COVID-19
pandemic.! Articles have expressed concerns about the
safety of livestreaming surgeries,*”” but studies have shown
that patient safety and outcomes are not compromised.'*

Remote surgical training, therefore, should acclimate
to the rise of distant learning culture. Offering livestream-
ing of surgery at training centers has the potential of
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simulating the same type of active learning experienced
while in the operating room (OR). It is crucial for medi-
cal educators to be aware of the available technologies
used to implement livestreaming for surgical education.
Some centers already have ORs equipped with video cam-
eras configured to broadcast over the Internet to invited
viewers remotely. Even when such ORs are available,
access might not be guaranteed. Furthermore, a techni-
cian would need to be arranged in advance to conduct
the broadcast. To our knowledge, there are no reports
in the literature that delineate steps in setting up a por-
table live-surgery streaming system in a Health Insurance
Portability and Accountability Act (HIPAA)-compliant
manner.® This involves the surgeon donning a headgear to
wirelessly transmit the camera’s video feed to a computer
without being tethered to a machine or to the institution’s
infrastructure and audiovisual cost center. The livestream
received on the computer can then be shared using a
HIPAA-compliant teleconferencing platform. In this arti-
cle, we describe a prototype configured to perform such
livestreaming of surgical procedures using an untethered
setup that captures surgeon’s field of view.

Disclosure: The authors have no financial interest to declare
in relation to the content of this article.

Related Digital Media are available in the full-text
version of the article on www.PRSGlobalOpen.com.

www.PRSGlobalOpen.com 1


http://www.PRSGlobalOpen.com
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
https://doi.org/10.1097/GOX.0000000000003165
https://doi.org/10.1097/GOX.0000000000003165

METHODS
We utilized the HIPAA-compliant version of Zoom
(Zoom Video Communications, San Jose, Calif.) as our
videoconferencing platform.

Hardware
Camera: GoPro Hero 7 (GoPro Inc., San Mateo, Calif.)
Headgear: Cordless headlight (as camera mount)
Capture Card
Wireless video transmitter and receiver
Bluetooth earpiece wireless headset
14.8 V Battery (powering GoPro and transmitter)
Waist holster (carrying battery and transmitter)
Laptop computer

Connections
GoPro connected to the waistline wireless transmitter
Camera and transmitter are connected to battery
Wireless receiver is connected to laptop via capture
card (HDMI to USB)
Bandwidth 50-150 kbps

Settings
Camera

1080, 30 fps (frames per second)

Light compensation, -2 (under Protune setting”)
Zoom Teleconference

Password enabled

Bluetooth earpiece

Screen share the capture-card utility

RESULTS

While the patient was being prepared and draped,
the surgeon started Zoom conferencing on the laptop
with wireless video receiver powered on. The surgeon
connected his headset to the laptop using Bluetooth. He
donned a waist holster carrying a battery and a transmit-
ter (1304g) and then the wireless headlight pre-mounted
with a GoPro camera (492g). The camera was connected
to the holster’s devices by HDMI and power cords (128g).
The surgeon was not tethered to any stationary device or
power source (Fig. 1).

After gearing up, he notified the trainees to join the
Zoom teleconference, confirmed active livestream con-
nection, and then scrubbed in. With the wireless head-
set earpiece, the surgeon was able to interact with the
trainees regarding the defect, planning of incision, intra-
operative pertinent anatomy, basic surgical techniques,
tenets of surgery, and assessment of flap perfusion. (See
Video 1 [online], which presents excerpts of a livestream
recorded by a participant using Zoom app during a latis-
simus musculocutaneous flap elevation.) (See Video
2 [online], which shows the livestreaming equipment
lineup, and excerpts of a livestream recorded on partici-
pant’s Zoom app during a perianal perforator flap eleva-
tion are presented.)

Image brightness tended to be excessive (“bleached
out”)'” with GoPro exposure compensation set at 0 under
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Fig. 1. Picture of a surgeon equipped with a light-weight headgear,
a wireless earpiece, and a belt holster with a battery and a wireless
transmitter.

maximal OR illumination. Overexposure was minimized
by adjusting the intensity of the OR lights. Adhering to
the time conservation principle during surgery, the cam-
era’s setting could not be adjusted once the livestream had
started. For the second video, exposure compensation was
set to -2 to compensate for the bright OR lights. While
fps was only 2-3, latency was under 1-2 seconds with no
freeze-up or dropped connections, allowing for a satisfac-
tory interactive experience.

DISCUSSION

One of the most widely used communication systems
today is video streaming, and video content now accounts
for a majority of all Internet traffic.'"" Video communica-
tions are a good alternative to face-to-face meetings; how-
ever, the utilization of telemedicine has not been fully
embraced until emergence of the COVID-19 pandemic,
forcing healthcare providers and administrators to scram-
ble in implementing various teleconferencing platforms,
while the federal government temporarily relaxed HIPAA
regulations. Simultaneously, social distancing mandated
from the pandemic is revolutionizing distant learning.
While major technological advancements in web-based
livestreaming and video gadgetry have taken place over
recent years, the field of medicine has been slow to adopt
such technologies for training residents and medical
students.
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Even though many medical centers have ORs equipped
with cameras capable of broadcasting, livestreaming sur-
gery to teach residents and medical students has not yet
become mainstream. While we have cameras built into
OR lights or mounted on booms, such set-ups are expen-
sive and require specialized technicians.' Professional
livestreaming services also add a significant cost. At our
medical center, such equipment is stationed in only 15%
of ORs, and access to such rooms is based on surgical and
not teaching needs.

Configuring a set of portable equipment in which the
surgeon can employ on demand for livestreaming surgery
for teaching purposes likely will prove valuable, as medical
centers accept such technology for training in the clinical
setting and further cultivate the distant learning agenda.
This article is proof-of-concept that the surgeon can
livestream surgery in a HIPAA-compliant manner without
being tethered to stationary equipment or institutional
enterprise.

The authors posit that industry should develop turn-
key versions of our prototype with enhanced integra-
tion with HIPAA-compliant web-based livestreaming
platforms for robust framerate reception with minimal
frame drop. The entire setup should be simplified to a
camera on head gear with Wi-Fi connection to the exist-
ing computer in the OR for livestreaming via browser-
based encryption.

CONCLUSIONS

We showed that livestreaming at surgeon’s vantage
point in a HIPAA-compliant manner using portable equip-
ment is feasible. The surgeon was able to move freely with-
out cord attachment to any stationary device. Anatomical
planes, including vascular anatomy, were adequately visu-
alized. Our prototype is potentially an effective teach-
ing tool and springboard to promote the current distant
learning revolution.

10.

11.

12.

James C. Yuen, MD

University of Arkansas for Medical Sciences
4301 W. Markham Street, Slot # 720

Little Rock, AR 72205

E-mail: yuenjamesc@uams.edu

REFERENCES

. Mullins JK, Borofsky MS, Allaf ME, et al. Live robotic surgery: are

outcomes compromised? Urology. 2012;80:602-607.

. Seeburger ], Diegeler A, Dossche K, et al. Live broadcasting

in cardiac surgery does not increase the operative risk. Fur |
Cardiothorac Surg. 2011;40:367-371.

. Knol ], Bonjer J, Houben B, et al. New paradigm of live surgi-

cal education: synchronized deferred live surgery. J Am Coll Surg.
2018;227:467-473.

. Yuen JC, Gonzalez SR. Addressing the surgical training gaps

caused by the COVID-19 pandemic: an opportunity for imple-
menting standards for remote surgical training. Plast Reconstr
Surg. 2020;146:109e-110e.

. Guillonneau B. Live surgical demonstration: is it worthwhile? Nat

Clin Pract Urol. 2007;4:59.

. Kallmes DF, Cloft HJ, Molyneux A, et al. Live case demonstra-

tions: patient safety, ethics, consent, and conflicts. Lancet.
2011;377:1539-1541.

. Sade RM; American Association for Thoracic Surgery Ethics

Committee; Society of Thoracic Surgeons Standards and Ethics
Committee. Broadcast of surgical procedures as a teaching
instrument in cardiothoracic surgery. | Thorac Cardiovasc Surg.

2008;136:273-277.

. Saun TJ, Zuo K], Grantcharov TP. Video technologies for record-

ing open surgery: a systematic review. Surg Innov. 2019;26:599-612.

. Zoltie T, Ho M. Viability of a modified GoPro for professional sur-

gical videography. ] Plast Reconstr Aesthet Surg. 2018;71:1216-1230.
Nicolaou M, Rowe-Jones JM. Modifying the GoPro Hero 4 for
recording high definition video in the operating room. | Plast
Reconstr Aesthet Surg. 2016;69:€225-e226.

Santos-Gonzalez A, Rivero-Garcia A, Molina-Gil J, et al
Implementation and analysis of real-time streaming protocols.
Sensors. 2017;17:846.

Nagengast ES, Ramos MS, Sarma H, et al. Surgical education
through video broadcasting. | Craniofac Surg. 2014;25:1619-1621.


mailto:yuenjamesc@uams.edu?subject=
https://doi.org/10.1016/j.urology.2012.03.050
https://doi.org/10.1016/j.urology.2012.03.050
https://doi.org/10.1016/j.ejcts.2010.11.069
https://doi.org/10.1016/j.ejcts.2010.11.069
https://doi.org/10.1016/j.ejcts.2010.11.069
https://doi.org/10.1016/j.jamcollsurg.2018.07.660
https://doi.org/10.1016/j.jamcollsurg.2018.07.660
https://doi.org/10.1016/j.jamcollsurg.2018.07.660
https://doi.org/10.1097/PRS.0000000000007074
https://doi.org/10.1097/PRS.0000000000007074
https://doi.org/10.1097/PRS.0000000000007074
https://doi.org/10.1097/PRS.0000000000007074
https://doi.org/10.1038/ncpuro0728
https://doi.org/10.1038/ncpuro0728
https://doi.org/10.1016/S0140-6736(11)60357-7
https://doi.org/10.1016/S0140-6736(11)60357-7
https://doi.org/10.1016/S0140-6736(11)60357-7
https://doi.org/10.1016/j.jtcvs.2008.06.015
https://doi.org/10.1016/j.jtcvs.2008.06.015
https://doi.org/10.1016/j.jtcvs.2008.06.015
https://doi.org/10.1016/j.jtcvs.2008.06.015
https://doi.org/10.1016/j.jtcvs.2008.06.015
https://doi.org/10.1177/1553350619853099
https://doi.org/10.1177/1553350619853099
https://doi.org/10.1016/j.bjps.2018.05.047
https://doi.org/10.1016/j.bjps.2018.05.047
https://doi.org/10.1016/j.bjps.2016.08.028
https://doi.org/10.1016/j.bjps.2016.08.028
https://doi.org/10.1016/j.bjps.2016.08.028
https://doi.org/10.3390/s17040846
https://doi.org/10.3390/s17040846
https://doi.org/10.3390/s17040846
https://doi.org/10.1097/SCS.0000000000001143
https://doi.org/10.1097/SCS.0000000000001143

	﻿﻿INTRODUCTION
	﻿METHODS
	﻿Hardware
	﻿Connections
	﻿Settings

	﻿RESULTS
	﻿DISCUSSION
	﻿CONCLUSIONS



