UC Berkeley

Research Reports

Title

Testing and Evaluation of Robust Fault Detection and Identification for a Fault Tolerant
Automated Highway System

Permalink

https://escholarship.org/uc/item/2bw4f9fw

Authors
Chen, Robert H.
Ng, Hok K.
Speyer, Jason L.

Publication Date
2002-08-01

eScholarship.org Powered by the California Diqital Library

University of California


https://escholarship.org/uc/item/2bw4f9fw
https://escholarship.org/uc/item/2bw4f9fw#author
https://escholarship.org
http://www.cdlib.org/

CALIFORNIA PATH PROGRAM
INSTITUTE OF TRANSPORTATION STUDIES
UNIVERSITY OF CALIFORNIA, BERKELEY

Testing and Evaluation of Robust Fault Detection
and I dentification for a Fault Tolerant Automated
Highway System

Robert H. Chen, Hok K. Ng,
Jason L. Speyer, D. LewisMingori
University of California, Los Angeles

California PATH Research Report
UCB-I TS PRR-2002-24

Thiswork was performed as part of the California PATH Program of the
University of California, in cooperation with the State of California Business,
Transportation, and Housing Agency, Department of Transportation; and the
United States Department of Transportation, Federal Highway Administration.

The contents of this report reflect the views of the authors who are responsible
for the facts and the accuracy of the data presented herein. The contents do not
necessarily reflect the official views or policies of the State of California. This
report does not constitute a standard, specification, or regulation.

Report for TO 4209

August 2002
ISSN 1055-1425

CALIFORNIA PARTNERS FOR ADVANCED TRANSIT AND HIGHWAYS



Testing and Evaluation
of Robust Fault Detection and Identification
for a Fault Tolerant Automated Highway System

Agreement No. 65A0071, Task Order 4209

Robert H. Chen, Hok K. Ng, Jason L. Speyer and D. Lewis Mingori

Mechanical and Aerospace Engineering Department
University of California, Los Angeles
Los Angeles, California 90095



Testing and Evaluation of Robust Fault Detection and Identification
for a Fault Tolerant Automated Highway System

Agreement No. 65A0071, Task Order 4209
Robert H. Chen, Hok K. Ng, Jason L. Speyer and D. Lewis Mingori

Mechanical and Aerospace Engineering Department
University of California, Los Angeles
Los Angeles, California 90095

January 15, 2002

Summary

This report concerns vehicle fault detection and identification. A vehicle health monitoring
approach based on analytical redundancy is described. To detect and identify actuator and sensor
faults, fault detection filters and parity equations are developed for the longitudinal dynamics of
the PATH Buick LeSabre. Fault detection filters and parity equations use the control commands
and sensor measurements to generate the residuals which have a unique static pattern in response
to each fault. This allows the faults not only to be detected, but also identified. Fault detection
filters and parity equations are first evaluated using simulated data generated by a high-fidelity
vehicle simulation. Then, fault detection filters and parity equations are evaluated using empirical
data recorded when driving a PATH Buick LeSabre at Crow’s Landing. Finally, a real-time testing
environment is developed using Linux operating system and C language. This allows the fault
detection filters and parity equations to be evaluated in real-time on a PATH Buick LeSabre. The
real-time evaluation at Crow’s Landing demonstrates that the fault detection filters can detect
and identify actuator and sensor faults as expected even under various disturbances and uncer-
tainties including sensor noise, road noise, system parameter variations, unmodeled dynamics and

nonlinearities.
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Chapter 1

Introduction

THIS REPORT concerns vehicle fault detection and identification. A vehicle health monitoring ap-
proach based on analytical redundancy is described. A system view of vehicle health monitoring is
summarized by Figure 1.1. Vehicle dynamics are driven by throttle, brake and steering commands,
and various unmeasured exogenous influences such as road noise and actuator faults. Sensors
measure a possible nonlinear function of the dynamic states and are corrupted by noise, biases
and faults of their own. The vehicle health monitoring system uses the control commands and
sensor measurements to generate the conditional probability of each fault hypothesis. The fault
hypothesis probabilities are generated in two stages. In the first stage, a residual generator formed
as a combination of fault detection filters and parity equations generates the residuals which have
a unique static pattern with a given fault or no-fault condition. In the second stage, a residual
processor interrogates the residuals by matching the residuals to one of several known patterns.
The pattern matching is done with a probabilistically based algorithm so the residual processor
generates the fault hypothesis probabilities rather than a simple binary announcement. A simple
threshold mapping could be added very easily to produce a binary announcement if that were
needed. The fault hypothesis probabilities are passed to a vehicle health management system de-
veloped by the UC Berkeley team. The vehicle health management system determines the impact
of the possible fault on safe vehicle operation and adjusts control laws if necessary to accommodate
a degraded operating condition.

In this report, fault detection filters and parity equations are developed for the longitudinal
dynamics of the vehicle and evaluated in real-time on a PATH Buick LeSabre at Crow’s Landing.

Fault detection filters for the lateral dynamics of the vehicle will be developed and evaluated in next
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Figure 1.1: A system view of vehicle health monitoring and management

fiscal year, the second year of the project. Upon the completion of the entire residual generator,
the residual processor will be developed and evaluated in the second year of the project.

In Chapter 2, the background of the fault detection filter is briefly discussed. The idea of the
fault detection filter is to combine control commands and sensor measurements with known system
dynamics to obtain an analytical redundancy. The fault detection filter is designed to have an
invariant subspace structure that forces the residual to take on a prescribed and fixed direction in
response to a fault. References (Massoumnia, 1986; White and Speyer, 1987; Douglas and Speyer,
1996, 1999) describe the fault detection filter in detail and some of our early results in defining
fault detection filter design algorithms.

In Chapter 3, the nonlinear vehicle simulation of the PATH Buick LeSabre is briefly discussed.
The PATH Buick LeSabre has two actuators (throttle actuator and brake actuator) and seven
sensors (manifold pressure sensor, engine speed sensor, longitudinal accelerometer, front wheel
speed sensors, rear wheel speed sensors, throttle sensor and brake sensor) that control or measure
the longitudinal dynamics of the vehicle. Since the fault detection filter is model-based, linear
vehicle models are derived for the purpose of fault detection filter design.

In Chapter 4, fault detection filters are developed for the longitudinal dynamics of the vehicle
to detect and identify the brake actuator, engine speed sensor, longitudinal accelerometer, front
wheel speed sensor and rear wheel speed sensor faults. In Chapter 5, parity equations are developed
to detect the throttle actuator, throttle sensor, brake actuator, brake sensor, manifold pressure
sensor and engine speed sensor faults. By combining the residuals generated by the fault detection

filters and parity equations, the residuals have a unique static pattern in response to each fault.



Therefore, a fault in any actuators or sensors on the PATH Buick LeSabre that control or measure
the longitudinal dynamics of the vehicle can be detected and identified.

In Chapters 6 and 7, fault detection filters and parity equations are first evaluated using simu-
lated data generated by the vehicle simulation. Then, fault detection filters and parity equations
are evaluated using empirical data recorded when driving a PATH Buick LeSabre at Crow’s Land-
ing. Finally, a real-time testing environment is developed using Linux operating system and C
language to evaluate fault detection filters in real-time on a PATH Buick LeSabre. The real-time
evaluation at Crow’s Landing demonstrates that the fault detection filters can detect and identify
actuator and sensor faults as expected even under various disturbances and uncertainties including
sensor noise, road noise, system parameter variations, unmodeled dynamics and nonlinearities.

In Chapter 8, the fault detection filter design algorithm (Chen and Speyer, 1999a; Chen et al.,
2002) used in Chapter 4 is discussed in detail. The design algorithm is based on an optimization
problem where the transmission from the target fault, the fault to be detected, is maximized and
the transmission from the nuisance faults, the faults to be blocked, is minimized. Furthermore, the
transmission from the sensor noise, process noise and plant uncertainties is minimized. Therefore,
the geometric structure of the fault detection filter is approximated in the presence of these dis-

turbances to any degree determined by the designer by using the weightings of the transmissions.



Chapter 2

Fault Detection Filter Background

ANY SYSTEM under automatic control demands a high degree of reliability in order to operate
properly. If a fault develops in the plant, the controller will not work properly because it is designed
based on the nominal plant. The controller also relies on the health of the sensors and actuators.
If a sensor fails, the controller’s command will be generated using incorrect measurements. If an
actuator fails, the controller’s command will not be applied properly to the plant. To avoid these
situations, one needs a health monitoring system capable of detecting a fault as it occurs and
identifying the faulty component. This process is called fault detection and identification.

The most common approach to fault detection and identification is hardware redundancy which
is the direct comparison of the outputs from identical components. This approach requires very
little computation. However, hardware redundancy is expensive and limited by space and weight.
An alternative is analytical redundancy which uses the modeled dynamic relationship between
system inputs and measured system outputs to form a residual process. Nominally, the residual
is nonzero only when a fault has occurred and is zero at other times. Therefore, no redundant
components are needed. However, additional computation is required.

A popular approach to analytical redundancy is the detection filter which was first introduced
by (Beard, 1971) and refined by (Jones, 1973). It is also known as Beard-Jones detection filter. A
geometric interpretation and a spectral analysis of the detection filter are given in (Massoumnia,
1986) and (White and Speyer, 1987), respectively. Design algorithms have been developed (Douglas
and Speyer, 1996, 1999; Chen and Speyer, 1999b) which improve the detection filter robustness. The
idea of a detection filter is to place the reachable subspace of each fault into invariant subspaces

which do not overlap each other. Then, when a nonzero residual is detected, a fault can be



announced and identified by projecting the residual onto each of the invariant subspaces. In this
way, multiple faults can be monitored in one filter.

In a related approach, the unknown input observer (Massoumnia et al., 1989; Frank, 1990;
Patton and Chen, 1992) simplifies the detection filter problem by dividing the faults into two
groups: a single target fault and possibly several nuisance faults. The nuisance faults are placed in
an invariant subspace which is unobservable to the residual. Therefore, the residual is only sensitive
to the target fault, but not to the nuisance faults. Although only one fault can be monitored in
each unknown input observer, there are some benefits. For example, one gains additional flexibility
which can be used to improve robustness and time-varying systems can be treated (Chung and
Speyer, 1998; Chen and Speyer, 1999a,c, 2000).

In this chapter, the background of the fault detection filter is given. In Section 2.1, the fault
models are given. In Section 2.2, the detection filter is briefly discussed. In Section 2.3, the

unknown input observer is briefly discussed.

2.1 Fault Modeling

In this section, the models of the plant, actuator and sensor faults are given (Beard, 1971; White

and Speyer, 1987; Chung and Speyer, 1998). Consider a linear time-invariant system,

& = Az + Bu (2.1a)

y=Cx (2.1b)

where u is the control input and y is the measurement. The ith actuator fault can be modeled as

an additive term in the state equation (2.1a) (Beard, 1971; White and Speyer, 1987).
&= Ax+ Bu+ F,uq

where F, is the ith column of B and p, is an unknown and arbitrary scalar function of time that is
zero when there is no fault. The failure mode p, models the time-varying amplitude of the actuator
fault while the failure signature F, models the directional characteristics of the actuator fault. For
example, a stuck ith actuator fault can be modeled as u; + pu, = ¢ where u; is the control command
of the ith actuator and c is the position where the ith actuator is stuck. A bias ith actuator fault
can be modeled as pu, = ¢ where ¢ is the bias. The plant fault can be modeled similarly to the

actuator fault by pulling out the corresponding entries in the A matrix.



The ith sensor fault can be modeled as an additive term in the measurement equation (2.1b)

(Beard, 1971; White and Speyer, 1987).
y=Cx+ Esus (2.2)

where Ej is a column of zeros except a one in the ith position and ps is an unknown and arbitrary
scalar function of time that is zero when there is no fault. The failure mode ps; models the
time-varying amplitude of the sensor fault while the failure signature F; models the directional
characteristics of the sensor fault. For the purpose of fault detection filter design, an input to
the state equation (2.1a) which drives the measurement in the same way that us does in (2.2) is

obtained as in (Chung and Speyer, 1998). Define a new state Z,
T=x+ fsps

where Es = C'f;. Assume C has full row rank. Then, f; = C7"Eg where C ™" is the right inverse
of C. Then, (2.2) can be written as

and the dynamic equation of Z is

F—Az+Bu+|f, fs][ i ] (2.3)

—Ms

where f; = Af,. Therefore, for fault detection filter design, the sensor fault is modeled as a two-
dimensional additive term in the state equation as in (2.3). The interpretation of (2.3) is that f;
represents the sensor fault magnitude direction and f, represents the sensor fault rate direction.
This suggests that a possible simplification when information about the spectral content of the
sensor fault is available. If it is known that the sensor fault has persistent and significant high
frequency components, the fault direction could be approximated by the fs direction. Or, if it is
known that the sensor fault has only low frequency components, such as in the case of a bias, the

fault direction could be approximated by the f, direction.

2.2 Beard-Jones Detection Filter

In this section, the detection filter is briefly discussed from the geometric point of view (Massoum-

nia, 1986; Douglas, 1993). Following the development in Section 2.1, any plant, actuator and sensor



fault can be modeled as an additive term in the state equation. Therefore, a linear time-invariant

system with ¢ faults can be modeled as

q

&= Az + Bu+ Z Fip; (2.4a)
i=1

y=Cz (2.4b)

Assume F; are monic so that p; # 0 imply Fju; # 0.

The detection filter is a linear observer in the form of
& = Ai 4 Bu + L(y — C#) (2.5)

and the residual is

A~

r=y—Czt
By using (2.4) and (2.5), the dynamic equation of the error e = x — & is

q
é=(A-LC)e+ ) Fi
=1

and the residual can be written as
r=Ce

The detection filter gain L is chosen such that A — LC is stable and there exists an invariant
subspace 7; for each fault F;. 7; is called the minimal (C, A)-unobservability subspace or the
detection space of F;. Assume (C, A) is observable and the invariant zeros of (C, A, F;) have the

same geometric and algebraic multiplicities. 7; can be found by
=WiaeV (2.6)
where W; is the minimal (C, A)-invariant subspace of F; given by the recursive algorithm

WY =0 (2.7a)

)

1/\)1.’CJrl =ImF, ® A(Wf ﬂ Ker C) (2.7b)

and V; is spanned by the invariant zero directions of (C, A, F;). When dim F; = 1, the recursive

algorithm (2.7) implies

Wi=Im[ F; AF, --- ANF; ]



where k; is the smallest non-negative integer such that C A* F; # 0.

It is assumed that C7; --- C7; are independent, that is,

CTiN) CT;=0
J#

If they are not independent, the faults can only be detected, but not identified. This condition is
called output separability. If the faults are not output separable, then usually, the designer needs
to discard some faults from the design set. It is also assumed that (C, A, [ F} - - - F;]) does not have
more invariant zeros than (C, A, Fy)--- (C, A, F,). If it does, the extra invariant zeros will become
part of the eigenvalues of A — LC. This condition is called mutual detectability. For more details,
please refer to (Massoumnia, 1986; Douglas, 1993). For the design algorithms to form the detection
filter gain L, please refer to (White and Speyer, 1987; Douglas and Speyer, 1996, 1999; Chen and
Speyer, 1999b).

When there is no fault, the residual generated by the detection filter is zero after the transient
response due to the initial condition error because A — LC is stable. When the fault u; occurs, the

residual becomes nonzero, but only in the direction of C'7; because

ImF,

N
N

7

(A-LCOT. CT

Hence, the fault can be identified by projecting the residual onto each CZ; by using a projector H;
that annihilates [CT; -+ CTr_y CTipy -+~ CT,) 2 CT.

~

Hi:Y—Y, Kee H; =CT;, Hy=1-CTL|[(CT)TCT (CT)"

where ) is the output space. The projected residual H;r is nonzero only when the fault y; is nonzero
and is zero even when other faults p;; are nonzero. Therefore, by monitoring Hyr--- I:[qr, every

fault can be detected and identified.

2.3 Unknown Input Observer

In this section, the unknown input observer is briefly discussed (Massoumnia et al., 1989). The

unknown input observer simplifies the detection filter problem by dividing the faults into two



groups: a single target fault and possibly several nuisance faults. Consider a linear time-invariant

system with ¢ faults,

q
i = Ax + Bu + Z Fiji; (2.8a)
=1
y=Cz (2.8Db)

Let puy = [i; be the target fault and po = [ -+ il gl -+ ﬂg]T be the nuisance fault. Then,

(2.8) can be rewritten as

= Az + Bu+ Fiui + Fous (2.9a)

y=Cx (2.9b)

where Fl :Fi and F2 = [Fl Fi—l Fi—&-l Fq]

The unknown input observer is a linear observer in the form of
i = A+ Bu+ L(y — C#) (2.10)
and the residual is
r=H (y — Cz)
By using (2.9) and (2.10), the dynamic equation of the error e = x — 2 is
¢=(A—-LC)e+ Fius + Fous
and the residual can be written as
r=HCe

The unknown input observer gain L is chosen such that A — LC is stable and there exists a detection

space 75 for the nuisance fault F5. The projector H is chosen to annihilate C'T3, i.e.,
H:Y—-Y, Kee H=CT,, H=1-Ch[CL) CH(ChH)T

When there is no fault, the residual generated by the unknown input observer is zero after
the transient response due to the initial condition error because A — LC is stable. When the

nuisance fault occurs, the residual is still zero because the nuisance fault is contained in 75 which



is unobservable to the residual. When the target fault occurs, the residual is nonzero if F} and 75
are independent. If Im Fy C 75, the target fault cannot be detected. This condition is similar to
the output separability condition, but less restrictive because there is no detection space formed
for the target fault. Furthermore, mutual detectability condition is not required because there
is only one detection space formed. Therefore, by monitoring the residual, the target fault can
be detected. Although only one fault can be monitored in each unknown input observer, there
are some benefits. For example, one gains additional flexibility which can be used to improve
robustness and time-varying systems can be treated (Chung and Speyer, 1998; Chen and Speyer,

1999a,c, 2000). Note that multiple unknown input observers are needed to detect multiple faults.
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Chapter 3

Vehicle Dynamics

IN THIS CHAPTER, the nonlinear vehicle simulation of the PATH Buick LeSabre is discussed. Since
the fault detection filter is model-based, linear vehicle models are derived for the purpose of fault
detection filter design. In Section 3.1, the nonlinear vehicle simulation is briefly discussed. In
Section 3.2, linear vehicle models are derived numerically from the nonlinear vehicle simulation. In
Section 3.3, the sensors installed on the PATH Buick LeSabre and the measurements of the linear
vehicle models are listed. In Section 3.4, model reduction is applied to the linear vehicle models.

In Section 3.5, the actuator and sensor fault models are derived.

3.1 Nonlinear Vehicle Simulation

A high-fidelity six degree-of-freedom nonlinear vehicle model described in (Douglas et al., 1996,
1997b) is used as a starting point. The nonlinear vehicle model has twenty-five states and three

control inputs.

States: T, : Manifold air mass.

: Engine speed.

x; : Longitudinal position.
: Longitudinal velocity.
xy : Lateral position.

: Lateral velocity.

x, : Vertical position.

Xy, : Vertical velocity.

z
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Ty
Ty
Loy,
Loy
Loy
Ty
l’lfr
Ly

xl'l‘?"

Ty

Ty

Control inputs: Ug,

A computer simulation of this nonlinear vehicle model is implemented in C++ with vehicle pa-

rameters chosen for the PATH Buick LeSabre.

3.2 Linear Vehicle Model

Since the fault detection filter is model-based, linear vehicle models are derived for the purpose of
fault detection filter design. The linearized dynamics of the vehicle are derived numerically from

the nonlinear vehicle simulation using a central differences method. An analytical approach taking

12

: Roll angle.

: Roll rate.

: Pitch angle.

: Pitch rate.

: Yaw angle.

: Yaw rate.

: Front left wheel speed.

: Front right wheel speed.

: Rear left wheel speed.

: Rear right wheel speed.

: Front left suspension length.
: Front right suspension length.
: Rear left suspension length.

: Rear right suspension length.
Throttle state.

: Brake state.

: Steering state.

: Throttle command.

: Brake command.

: Steering command.



partial derivatives is impractical because the nonlinear vehicle model is too complicate. The central
differences method is described in detail in (Douglas et al., 1996, 1997b). Two linear vehicle models
are derived at different nominal operating points where the vehicle is travelling straight ahead on
a flat road. The first linearization is done at 20 meters per second which is 45 miles per hour. The
second linearization is done at 24 meters per second which is 54 miles per hour. The vehicle is in
the third gear for both linearizations.

Since the vehicle is not in a turn, the linear longitudinal dynamics decouple completely from
the linear lateral dynamics. The linear longitudinal vehicle model has fourteen states and two

control inputs.

States: Ty, : Manifold air mass.

a

Ty, : Engine speed.

x, : Longitudinal position.

Ty, : Longitudinal velocity.

x, : Vertical position.

: Vertical velocity.

xg : Pitch angle.

x4 : Pitch rate.

: Sum of front wheel speeds.

: Sum of rear wheel speeds.

x7, : Sum of front suspension lengths.
: Sum of rear suspension lengths.
T, : Throttle state.

xT, : Brake state.

Control inputs: U : Throttle command.

ur, : Brake command.

13



The linear lateral vehicle model has eleven states and one control input.

States:

Control input:

x, : Lateral position.
Ty, : Lateral velocity.
x4 : Roll angle.
zp : Roll rate.
Ty : Yaw angle.
T, . Yaw rate.
x5, : Difference of front wheel speeds.
x4, : Difference of rear wheel speeds.
a, Difference of front suspension lengths.
zj : Difference of rear suspension lengths.
¥~ : Steering state.

u, : Steering command.

In this report, the fault detection filter is developed for the longitudinal dynamics of the vehicle.

The fault detection filter for the lateral dynamics of the vehicle will be developed in next fiscal

year, the second year of this project.

3.3 Vehicle Measurements

There are nine sensors installed on the PATH Buick LeSabre that measure the longitudinal dy-

namics of the vehicle.

Ymy
Yewe
Yau

Yop

Ywpr

Yo

yw’l"!‘

: Manifold pressure sensor.

: Engine speed sensor.

: Longitudinal accelerometer.

: Front left wheel speed sensor.

: Front right wheel speed sensor.
: Rear left wheel speed sensor.

: Rear right wheel speed sensor.

14



Yo : Throttle sensor.

yr, : Brake sensor.

Since the dynamics of the vehicle naturally decompose into longitudinal and lateral components,

the following processed wheel speed sensors form a more natural set of measurements:

Yo, : Sum of front wheel speed sensors.
Ya, : Sum of rear wheel speed sensors.
Yo, : Difference of front wheel speed sensors.

Ya, : Difference of rear wheel speed sensors.

For the longitudinal dynamics of the vehicle, the wheel speed difference measurements, yz, and
Ya,, are not relevant. Therefore, there are seven measurements associated with the longitudinal

dynamics of the vehicle.

Ym, : Manifold pressure sensor.

Yuw. : Engine speed sensor.

Ya, - Longitudinal accelerometer.

Yo, : Sum of front wheel speed sensors.
Ya, : Sum of rear wheel speed sensors.
Yo : Throttle sensor.

yt, : Brake sensor.

Since throttle and brake sensors, y, and yr,, measure control inputs rather than states, the linear

longitudinal vehicle model has only five measurements:

Ym, - Manifold pressure sensor.

Yw. : Engine speed sensor.

Ya, : Longitudinal accelerometer.

Yo, : Sum of front wheel speed sensors.

Yo, : Sum of rear wheel speed sensors.

15



3.4 Linear Model Reduction

By examining the linear longitudinal model derived when the vehicle is travelling at 20 m/s, the
longitudinal position state xz, is unobservable and therefore is truncated. After the truncation,
the thirteenth-order model has eigenvalues: —313.77, —201.40, —90.91, —53.29, —26.95, —10.12 +
15.99¢, —5.01 + 7.59¢, —14.44, —9.75, —1.25 and —0.032. Observe that three of these eigenvalues
are significantly faster than the rest. By inspection of the eigenvectors, it is determined that the
fast eigenvalues are associated with the states zz,, ¥o, and xo. A model reduction is applied by
dynamic truncation with a steady-state correction (Prakash, 1994). First, the derivatives of the

fast states Top, To and x, are set to zero. Then, these linear equations are solved for the fast

states in terms of the remaining states: @y, Tw., Tv,, Tz, To,, To, Tq, Tq,, T, and z7,. Finally,
the result is substituted into the state equations of the remaining states. This process is described
in more detail in (Douglas et al., 1996, 1997b). The eigenvalues of the reduced-order model are
—53.43, —28.37, —9.43 + 16.84¢, —5.04 + 7.424¢, —13.79, —9.74, —1.25 and —0.034 which are close
to the eigenvalues of the full-order model. Also, the frequency responses of the reduced-order
and full-order models are close to each other. The same procedure is also applied to the linear

longitudinal model derived when the vehicle is travelling at 24 m/s. Both reduced-order models

are given in Appendix A.

3.5 Actuator and Sensor Fault Models

From Section 3.4, the longitudinal dynamics of the vehicle is represented by a tenth-order linear

model.

T = Ax + Bu

y=Cx

where u has two control inputs and y has five measurements. From Section 2.1, the longitudinal

dynamics of the vehicle with two actuator and five sensor faults can be modeled as

& = Az+Bu+Fy, i, +Fu:rb Hur, +Eyy Hyimyy e By T Fyay My, +Fymf Hyu ; +Fyo, Hys,

y=Cz
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where Fy, (4, represents the throttle actuator fault, FuTb Pur, represents the brake actuator fault,
Fy,, By, TEDTESENES the manifold pressure sensor fault, F,,_u,,, represents the engine speed sensor
fault, F, p,y,, represents the longitudinal accelerometer fault, waf Mya represents the front wheel

speed sensor fault and F,, p,, represents the rear wheel speed sensor fault. The actuator fault

directions F3,, and FuTb are one-dimensional. £}, is the first column of the B matrix and FuTb is

E

Yazg F

the second column of the B matrix. The sensor fault directions Fy,.,, F, v,

Ywe?

and Fy,
are two-dimensional and obtained by using (2.3). The actuator and sensor fault directions are

given in Appendix A.
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Chapter 4

Fault Detection Filter Design

IN THIS CHAPTER, fault detection filters are designed to detect and identify actuator and sensor

faults. From Sections 3.2 and 3.3, there are two actuators and seven sensors on the PATH Buick

LeSabre that control or measure the longitudinal dynamics of the vehicle.

Actuators: Ugy
uT,

Sensors: Ymp
Ywe

Ya

Y,
Yo

yt,

: Throttle actuator.

: Brake actuator.

: Manifold pressure sensor.

: Engine speed sensor.

: Longitudinal accelerometer.
Y, : Sum of front wheel speed sensors.
: Sum of rear wheel speed sensors.

: Throttle sensor.

: Brake sensor.

Since throttle and brake sensors measure control inputs rather than states, the linear longitudinal

vehicle model has only five measurements. Therefore, throttle and brake sensor faults cannot be

detected by using the fault detection filter. However, they will be detected by using the parity

equation in Chapter 5.

From Section 3.5, the linear longitudinal vehicle model with two actuator and five sensor faults

is

T = Ax+Bu+FuQ Mg, +FuTb /’LuTb +Fy'mp /"Lym;; +wae ,LLwa +Fyaz Myaz +Fyﬁ}f Mwa +Fyu77~ lu’yﬁ)r

y=Cx
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Fault detection filters were designed based on this vehicle model to detect and identify these seven
faults. However, as explained in Section 4.2, fault detection filters designed for the throttle actuator
and manifold pressure sensor are not robust when the vehicle operates far from the nominal point.
Therefore, fault detection filters are designed to detect and identify only five faults: brake actuator,
engine speed sensor, longitudinal accelerometer, front wheel speed sensor and rear wheel speed
sensor faults. The throttle actuator and manifold pressure sensor faults will be detected by using
the parity equation in Chapter 5.

In Section 4.1, two design considerations that are specific to the fault detection filter design for
the longitudinal dynamics of the vehicle are discussed. In Section 4.2, the robustness of the fault
detection filter is enhanced through two approaches. In Section 4.3, the five faults to be detected
and identified by the fault detection filter are grouped into three sets. In Section 4.4, the design
algorithm of the fault detection filter is given. In Section 4.5, the reduced-order fault detection

filter is discussed. In Section 4.6, fault detection filters are designed for each set of faults.

4.1 Special Design Considerations

Two design considerations arise that are specific to the fault detection filter design for the longi-
tudinal dynamics of the vehicle. In Section 4.1.1, it is a conditioning problem that arises from the

model reduction done in Section 3.4. In Section 4.1.2, it is an output separability problem.
4.1.1 TIll-Conditioned Fault Direction

The first step of the fault detection filter design is to check if the two actuator and five sensor faults
are output separable. If the faults are not output separable, they can only be detected, but not
identified. In order to check the output separability, the detection space of each fault is obtained
by using (2.6). For the throttle actuator and five sensor faults, the detection spaces are given by

the fault directions themselves, that is,
7, = ImF;

because C'F; # 0 and (C, A, F;) does not have any invariant zero. For the brake actuator fault,
CFyy, # 0 only holds for the reduced-order vehicle model. For the full-order vehicle model,

CF,. =0. Therefore, F,,. should be considered as a very weakly observable direction. For
Ty Ty
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the fault detection filter design, a second fault direction AF,,, is added to the brake actuator fault

and its detection space becomes

Tuy, =m0 | Fur, AFuy, |

b

The modified brake actuator fault direction is given in Appendix A. Therefore, the dimension of
the detection space of the throttle actuator fault is one. The dimension of the detection spaces of

the brake actuator and five sensor faults is two.
4.1.2 Output Separability

In order to check the output separability, C7; is obtained for each fault. The dimension of C7,,,
is one. The dimension of C’];Tb, CT,

Ymyp

c1,,., C1,, , C%mf and C7y, is two. The sum of the
dimension of each C7; is thirteen. Since it is larger than the dimension of the output space which
is five, these seven faults are not output separable. Therefore, they are grouped into several sets
where the faults in each set are output separable in Section 4.3. Then, fault detection filters are
designed for each set of faults in Section 4.6.

Before grouping the faults into several sets, the output separability between each fault is ex-

amined, that is,
CTiNCTjz; =0

By examining the singular values of [C7; C7j;], every pair of faults is output separable except
two pairs. The longitudinal accelerometer fault and rear wheel speed sensor fault are not output
separable because CTy, and CTy, are not independent. Since C7,, ¢ CT,, and CT,, ¢ CT,, ,
these two faults can be detected and identified by grouping them into different sets.

The throttle actuator fault and manifold pressure sensor fault are not output separable either.

From (2.3), F,

Yy = [ fymp fymp | where fymp represents the fault rate direction and fymp represents

the fault magnitude direction. These two faults are not output separable because Im £y, = Im f,, .
Since C7y,, C C1y,, , grouping these two faults into different sets will not work. One solution is to
model the manifold pressure sensor fault as Fymp = fymp. Then, these two faults become output
separable. However, this design decision could make it difficult to detect a manifold pressure
sensor fault that is noisy but with small amplitude. Also, a manifold pressure sensor fault rate will

stimulate the throttle actuator residual. However, a throttle actuator fault could never stimulate
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the manifold pressure sensor residual. In summary, as long as the manifold pressure sensor fault
spectral components are low frequency, the throttle actuator fault and manifold pressure sensor

fault can be identified.

4.2 Fault Detection Filter Robustness Enhancement

Since the fault detection filter is designed based on the linear model linearized from the nonlinear
model at a single nominal point, the filter might not be robust when the vehicle is operating
far from the nominal point. In Section 4.2.1, the nonlinearity is modeled as an additive term in
the state equation. In Section 4.2.2, the robustness of the fault detection filter is enhanced by
considering the nonlinearity as a fault. In Section 4.2.3, the robustness of the fault detection filter

is enhanced by decoupling the nonlinearity from the linear model.
4.2.1 Nonlinearity Direction Identification

In this section, the nonlinearity is modeled as an additive term in the state equation (Patton and

Chen, 1992; Douglas et al., 1997a).
= Ax+ Bu+ Fou,

where F), represents the nonlinearity direction to be determined and p,, represents the nonlinearity
. A . . . .
amplitude. Define w = F, 1, and assume w is slowly time-varying. Then, the following system can

be formed.

An observer based on this system can be obtained.

B BRI RO H)

where the observer gain L is chosen to make the observer stable. The inputs of the observer, u and
x, are determined as followed. First, the control input u is chosen as a step. Then, this control
input is applied to the nonlinear vehicle simulation to obtain the state x. Finally, u and x are

applied to the observer to estimate w. After the transient response, w becomes a constant vector
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and F;, is the normalized w. By choosing u as different step and sinusoidal functions, several F},’s

are obtained. By examining all F},’s, it seems that the most important directions are

T

I 00 0O0O0OO0OO0OO0OO@O
2 100 00O0O0O

0 (4.1)

|1
|0
This indicates that the state equations of the manifold air mass and engine speed states are most

nonlinear among the ten states. It also indicates that the dynamics of the engine are more nonlinear

than the rest of the longitudinal dynamics of the vehicle.
4.2.2 Nonlinearity Fault

In this section, the robustness of the fault detection filter is enhanced by considering the nonlinearity

as a fault.
= Ax + Bu+ Fhu,

where F,, = F),, represents the apriori known nonlinearity fault direction and p, represents the
unknown and arbitrary nonlinearity fault amplitude. Since the nonlinearity is considered as a
fault, the fault detection filter will place the nonlinearity into an invariant subspace. Hence, the
nonlinearity is isolated from the actuator and sensor faults and does not affect the residuals used
for detecting and identifying these faults. Therefore, the robustness of the fault detection filter is
enhanced.

It is desired to model the nonlinearity as a fault whose dimension is as small as possible
because the number of the faults that can be identified by a fault detection filter is limited due to
the output separability condition. Therefore, it is desired to obtain a one-dimensional nonlinearity
fault direction from (4.1). Different linear combinations of the two directions in (4.1) have been
used to represent the nonlinearity for the fault detection filter design. It is found that by using F,
as
]T

F,,=[1 000000000 (4.2)

the fault detection filter is most robust. However, the nonlinearity fault and throttle actuator
fault are not output separable because Im F;,, = Im F;,,. Therefore, this approach can only be
used to enhance the robustness of the fault detection filter that detects and identifies the brake

actuator and five sensor faults. (4.2) indicates that the state equation of the manifold air mass
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state is most nonlinear among the ten states. It also indicates that the nonlinearity affects the
longitudinal dynamics of the vehicle in a way similar to the throttle actuator fault. Hence, it is
difficult to identify the throttle actuator fault from the nonlinearity by using the fault detection
filter. Therefore, the throttle actuator fault will be detected by using the parity equation in
Chapter 5.

For fault detection filters that detect the brake actuator and manifold pressure sensor faults,
they are still not robust even with the nonlinearity modeled by F;,,. For the brake actuator fault,
the robustness of the fault detection filter can further be enhanced by modeling the nonlinearity
with F,, which includes F,,,. Now the fault detection filter that detects the brake actuator fault
becomes robust. For manifold pressure sensor fault, the nonlinearity cannot be modeled by F,,
because these two faults are not output separable, i.e., Im F},, = Im Fymp- (4.1) indicates that
the nonlinearity affects the longitudinal dynamics of the vehicle in a way similar to the manifold
pressure sensor fault which includes the throttle actuator fault. Hence, it is difficult to identify the
manifold pressure sensor fault from the nonlinearity by using the fault detection filter. Therefore,
the manifold pressure sensor fault will be detected by using the parity equation in Chapter 5.

In summary, fault detection filters will be designed to detect and identify five faults: brake
actuator, engine speed sensor, longitudinal accelerometer, front wheel speed sensor and rear wheel
speed sensor faults. For the four sensor faults, the nonlinearity is modeled as the fault F;,,. For
the brake actuator fault, the nonlinearity is modeled as the fault F},,. The throttle actuator and

manifold pressure sensor faults will be detected by using the parity equation in Chapter 5.
4.2.3 Nonlinearity Decoupling

In this section, the robustness of the fault detection filter is enhanced by decoupling the nonlinearity
from the linear model. From Section 3.4, the longitudinal dynamics of the vehicle is represented

by a tenth-order linear model.

& = Az + Bu (4.3a)

y=Cz (4.3b)
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Since (4.2) indicates that the state equation of the manifold air mass state is most nonlinear among

the ten states, (4.3) is rewritten as
Tm, | | A1 A2 T, B 0 Uq
r =l U L s L] ()
Ym, | _ | C1 0 Tma 4.4
-4 0]
where T and 7 contain all the states and measurements except manifold air mass and manifold
pressure, respectively. Note that Cp is a scalar. From the second row of (4.4a) and (4.4b), a

subsystem that is decoupled from the nonlinearity associated with the manifold air mass state is

formed.

I = AgoT + [ AC—211 Bs } |: Yrmp :| (4.5&)

y=Chr (4.5b)

Note that the throttle command is no longer an input and the manifold pressure measurement is
now an input. Since the nonlinearity associated with the manifold air mass state is completely
decoupled, the robustness of the fault detection filter designed based on this subsystem should
improve. However, the throttle actuator fault cannot be detected because this subsystem is in-
dependent of the throttle command. Therefore, this subsystem can only be used to design fault
detection filters that detect and identify the brake actuator and five sensor faults. Note that this
approach of enhancing the robustness of the fault detection filter is similar to the approach of con-
sidering the nonlinearity as the fault F},, in the sense that both approaches reduce the effect of the
nonlinearity associated with the manifold air mass state. However, there is no output separability
issue between the throttle actuator fault and manifold pressure sensor fault if (4.5) is used.

Since (4.1) indicates that the state equation of the engine speed state is second most nonlinear
after the manifold air mass state, it may be desired to decouple the nonlinearity associated with

the engine speed state in addition to the manifold air mass state from the linear model. Therefore,

1 Ay A 1 By 0 Uq
; =| " ~ + ~ 4.6
[552] [Am A22H$2} [0 B2:||:uTb:| (4.62)
0

[‘52]2[001 CQHZ] (4.6b)

(4.3) is rewritten as
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where

T

T = [ Tme  Twe ]
T

To = [ Ty, Tz Ty, Lo Tq L Tj T, ]

T
vi=1{Ym, Yu. |

T

Yo = [ Yoo Yi, Y, }

From the second row of (4.6a) and (4.6b), a subsystem that is decoupled from the nonlinearity
associated with the manifold air mass and engine speed states is formed.

To = 12122%'2 + [ 1212101_1 BQ ] [ 5; :| (4.7&)
b

ys = Coxy (4.7b)

Note that the throttle command is no longer an input and the engine speed measurements is now
an input. The manifold pressure measurement is not an input because the first column of 12121(3'1_ !
is zero. Since the nonlinearity associated with the manifold air mass and engine speed states is
completely decoupled, the robustness of the fault detection filter designed based on this subsystem
should further improve. However, the throttle actuator and manifold pressure sensor faults cannot
be detected because this subsystem is independent of the throttle command and manifold pressure
measurement. Furthermore, the fault detection filter designed based on this subsystem can identify
less number of faults than the fault detection filter designed based on (4.5) because (4.7) has less
number of measurements than (4.5). Note that this approach of enhancing the robustness of the
fault detection filter is similar to the approach of considering the nonlinearity as the fault F),, in
the sense that both approaches reduce the effect of the nonlinearity associated with the manifold

air mass and engine speed states.

4.3 Fault Configuration

In this section, the approach in Section 4.2.2 is used to enhance the robustness of the fault detection
filter, i.e., to consider the nonlinearity as a fault. There are five faults to be detected and identified
by the fault detection filter: brake actuator, engine speed sensor, longitudinal accelerometer, front
wheel speed sensor and rear wheel speed sensor faults. Since the sum of the dimensions of C’ELTb,

c1,,,, C1,,, C’Tymf and C7,, is ten which is larger than the dimension of the output space
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which is five, these five faults are not output separable. Therefore, they are grouped into several
sets where the faults in each set are output separable. Note that the nonlinearity is modeled as
the fault F;,, for the four sensor faults and F,,, for the brake actuator fault.

Since C'7Tp,, = 1, the four sensor faults are grouped into two sets where each set has two sensor
faults and F,,. From Section 4.1.2, the longitudinal accelerometer fault and rear wheel speed
sensor fault cannot be in the same set because they are not output separable. Then, there are
two possible combinations to group these four faults. The first combination is to put F,, and F,
in one set; F,, and [, in the other. The other combination is to put Fy, and F,, in one set;
F,, and Fy, ; in the other. Note that all four sets of faults are not mutually detectable, but with
the extra invariant zeros in the left-half plane. In next section, fault detection filters are designed
using the first combination for no particular reason.

Since C7p,, = 2, the brake actuator fault cannot be grouped with any of the sensor faults
because of the output separability condition. Therefore, the brake actuator fault is paired with a
sensor fault which is modeled only by its fault magnitude direction. The rear wheel speed sensor
fault is chosen for no particular reason. This design decision could allow the rear wheel speed sensor
fault rate to stimulate the brake actuator residual because it is not placed in an invariant subspace.
However, since the rear wheel speed sensor fault is also detected by another fault detection filter,
the brake actuator fault can be detected and identified.

In summary, the three fault detection filter sets are

Fault detection filter set no. 1  y,,, : Engine speed sensor.
Ya, : Longitudinal accelerometer.
n1 : Nonlinearity.
Fault detection filter set no. 2 yg, : Front wheel speed sensors.
Yo, : Rear wheel speed sensors.
n1 : Nonlinearity.
Fault detection filter set no. 3 ur, : Brake actuator.
Ya, : Rear wheel speed sensors (magnitude direction only).

ng : Nonlinearity.
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This fault configuration can also be used for the fault detection filter design by not including the
nonlinearity if the approach in Section 4.2.3 is used to enhance the robustness of the fault detection

filter, i.e., to decouple the nonlinearity from the linear model.

4.4 Fault Detection Filter Design Algorithm

In this section, a design algorithm of the fault detection filter is given. The fault detection filter
designed for the PATH Buick LeSabre is the unknown input observer because it is more robust
than Beard-Jones detection filter with respect to the nonlinearity that occurs when the vehicle
operates far from the nominal point. However, one unknown input observer is needed for detecting
one fault.
From Section 2.3, consider a linear time-invariant system,
T =Ax+ Bu+ Fiuy + Fous (4.8&)
y=Cx (4.8b)
where F7 is the target fault to be detected and F5 is the nuisance fault to be blocked. The unknown

input observer is a linear observer in the form of

& = A+ Bu + L(y — Ci#) (4.9a)
and the residual is

r=H(y— Ci) (4.9b)

One design algorithm (Chen and Speyer, 1999a; Chen et al., 2002) for the unknown input observer
is to maximize the sensitivity of the residual to the target fault using the weighting @)1 and minimize
the sensitivity of the residual to the nuisance fault using the weightings Q)2 and . Furthermore,
the sensitivity of the residual to the sensor noise is minimized using the weighting V. The unknown

input observer gain L is derived by solving an algebraic Riccati equation
1
0= AP + PAT — PCTV™ICP + ~ Qo F] — F1Q FL (4.10)
Y
and

L=pPCTyv! (4.11)
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The projector H is obtained by
H=1-Ch|(CHL)TCTH HCh)T (4.12)

where 75 is the detection space of the nuisance fault. More details of this design algorithm are

given in Chapter 8.

4.5 Reduced-Order Fault Detection Filter

In this section, the reduced-order fault detection filter is derived for (4.9). From Chapter 8, the
unknown input observer places the nuisance fault into its detection space which is unobservable to
the residual in the limit when v — 0. Therefore, the nuisance fault is completely blocked from the
residual. Furthermore, a reduced-order unknown input observer can be obtained by truncating the
unobservable subspace. Note that the eigenvalues of the unknown input observer associated with
the unobservable subspace go to —oco. When it is not in the limit (i.e., 7 is small), the nuisance
fault is partially blocked and the unknown input observer has some fast eigenvalues associated with
some weakly observable states. These weakly observable states approximate the detection space
of the nuisance fault. Therefore, model reduction is needed to reduce the order of the unknown
input observer when it is not in the limit. In Section 4.5.1, the reduced-order unknown input
observer is derived by identifying and truncating the weakly observable states. In Section 4.5.2,

the reduced-order unknown input observer is derived by using balance realization.
4.5.1 Weakly Observable State Truncation

In this section, the reduced-order unknown input observer is derived for (4.9) by identifying and
truncating the weakly observable states. The unknown input observer (4.9a) and the residual

(4.9b) are rewritten as

a}:A:HB[H (4.13a)
r:C:%—i—D[z] (4.13b)

where A=A - LC,B=[B L],C = —HC and D = [0 ﬁ] By applying a state transformation

Ir=T%
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where T = UT and U is the left singular vectors of the observability grammian of (C, A), i.e.,
W, = /0 T AT G g 2 UsyT
(4.13) becomes
ir=TATT 37 + TB [ Z ] (4.14a)
r=CT 3y + D [ Z ] (4.14b)
and its observability grammian is

/  PATT e AT G T TATTE gy / C AT ET GTTT AT g
0 0

—T / ACTCA 1T = TW,TT = %
0

Therefore, the states of the unknown input observer are rearranged in the order from most observ-
able to least observable. The degrees of the observability of the states are indicated by the singular
values of W,, i.e., the diagonal elements of 3. If some singular values are significant smaller than
the others, the states associated with the small singular values are weakly observable and might

be truncated. Therefore, (4.14) is partitioned as

3:A3T1 _ %11 %12 11 n 1?1 u
) Aoy A T Bo y
ro 6 @][?Tl}m[“]
TT2 Yy
where 271 is the states associated with the large singular values and Z79 is the states associated

with the small singular values. Then, the reduced-order unknown input observer is derived by

truncating the states 2.
. - _ | u
Tr1 = Auri + By [ y ]
T201@T1+D[u:|
Yy
4.5.2 Balance Realization

In this section, the reduced-order unknown input observer is derived for (4.9) by using balance

realization (Moore, 1981). Instead of only considering the system observability as in Section 4.5.1,
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balance realization considers both system controllability and observability. The use of balance
realization to the unknown input observer is different from the use of balance realization to the
plant. For the plant, the controllability is associated with the control inputs for the purpose of the
controller design and the observability is associated with the measurements for the purpose of the
observer design. However, the unknown input observer is already a design product whose purpose
is to detect the target fault using the residual. Therefore, for the unknown input observer, the
controllability should be associated with the target fault and the observability should be associated
with the residual even though the inputs of the unknown input observer are control commands and
measurements. This becomes clear when the residual is written in terms of the error e = z — & by

using (4.8) and (4.9) in the absence of the nuisance fault.

e = (A—LC)e—i—Fl,ul (4.15&)

r=HCe (4.15Db)
Therefore, balance realization is applied to (4.15) which becomes

ér =T(A— LC)T er + TFy

r= ﬁCTTeT

where ep = Te and T is the transformation that makes the controllability grammian of (T'(A—
LC)TT TF,) and the observability grammian of (HCT™T,T(A — LC)TT) equal and diagonal. T
can be found by using the function ”balreal” in MATLAB. The error is rearranged in the order
from most controllable and observable to least controllable and observable. The degree of the
controllability and observability of the error is indicated by the hankel singular values, i.e., the
diagonal elements of the controllability and observability grammians. If some hankel singular values
are significantly smaller than the others, the error associated with the small hankel singular values
is weakly controllable and observable, and might be truncated. Therefore, the transformation T is
applied to the unknown input observer (4.13) and the last few states associated with the smallest

hankel singular values can be truncated by following the same procedure in Section 4.5.1.

4.6 Fault Detection Filter Design

In this section, fault detection filters are designed for the three sets of faults determined in Sec-

tion 4.3 by using the design algorithm in Section 4.4 and the model reduction techniques in Sec-
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tion 4.5. In Section 4.6.1, two unknown input observers are designed for the first set of faults which
are the engine speed sensor and longitudinal accelerometer faults. In Section 4.6.2, two unknown
input observers are designed for the second set of faults which are the front wheel speed sensor and
rear wheel speed sensor faults. In Section 4.6.3, two unknown input observers are designed for the

third set of faults which are the brake actuator and rear wheel speed sensor magnitude faults.
4.6.1 Fault Detection Filter Set No. 1

In this section, one unknown input observer is designed to detect the engine speed sensor fault
and one unknown input observer is designed to detect the longitudinal accelerometer fault. From
Sections 3.5 and 4.2.2, the linear longitudinal vehicle model with engine speed sensor, longitudinal

accelerometer and nonlinearity faults is

I" = Ax + BU’ + wae lu‘ywe + Fyal- /’L'yax + Fnl Mnl

y=Cx

where A, B, C, F,, and F,, are derived when the vehicle is travelling at 24 m/s and given in
Appendix A.2. F,,, is given by (4.2).

For the first unknown input observer,

& = A+ Bu + L(y — C#)

H(y - C#)

r

The target fault is the engine speed sensor fault 'y = Fy,and the nuisance fault is the nonlinearity
and longitudinal accelerometer faults F» = [F,, F,, ]. For the unknown input observer design,
Fy =[F,, F,, ] is used because Im F,,, = Im F,,. The weighting of the target fault is chosen
as Q1 = 0.1I,. The weightings of the nuisance fault are chosen as @ = I3 and v = 1078, The
weighting of the sensor noise is chosen as V' = I5. The unknown input observer gain L is obtained
by solving the Riccati equation (4.10) and (4.11). The projector H is obtained by using (4.12)
where Ty = [7,,, 7y, ]. The Riccati matrix P, unknown input observer gain L and projector H
are given in Appendix B.1.

The eigenvalues of the unknown input observer are —1.826 - 108, —5.044 - 10°, —9.998 - 103,
—59.386, —25.301, —7.175 4 8.948i, —6.926, —4.003 and —1.250. Observe that three of these

eigenvalues are significantly faster than the rest because  is very small and the dimension of the
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detection space of the nuisance fault is three. Furthermore, the singular values of the observability
grammian of the unknown input observer are 4.04 - 10%, 1.44 - 104, 45.11, 12.87, 0.17, 6.29 - 1073,
6.10-1077,1.31-107'3, 1.40- 10~ and 6.73-10~2%. Observe that three of these singular values are
significantly smaller than the rest. Therefore, the model reduction technique in Section 4.5.1 is used
to truncate the three least observable states of the unknown input observer. The reduced-order

unknown input observer is
&, = A%y + B, [ U ]
Yy
r=C,%, +D, [ Z]

where A,, B, C,, and D, are given in Appendix B.1. The eigenvalues of the reduced-order
observer are —59.387, —25.301, —7.175 £ 8.948;, —6.926, —4.003 and —1.250 which are closed
to the full-order observer. The frequency response from the engine speed sensor and longitudinal
accelerometer faults to the residuals is shown in Figure 4.1. The left figure is the full-order observer
and the right figure is the reduced-order observer. The solid line represents the engine speed sensor
fault and the dotted line represents the longitudinal accelerometer fault. Figure 4.1 shows that
both observers can detect the engine speed sensor fault and block the longitudinal accelerometer
fault.

For the second unknown input observer, the target fault is the longitudinal accelerometer fault
Fy = F,,  and the nuisance fault is the nonlinearity and engine speed sensor faults F» = [ F,,, Fy,, |

because Im F,,, = Im F,,,. The weightings are chosen as

10 0 0 0
01 0 0 0
Q1=0L, Qy=1I3, v=10%, V=00 102 0 0
00 0 10° 0
00 0 0 10°

The unknown input observer gain L is obtained by solving the Riccati equation (4.10) and (4.11).
The projector H is obtained by using (4.12) where T = [T,,, 7,

Ywe

]. The Riccati matrix P, un-
known input observer gain L and projector H are given in Appendix B.1.

The eigenvalues of the unknown input observer are —2.030 - 105, —5.044 - 10°, —9.595 - 103,
—14.229, —10.790 + 17.647:, —7.597 + 0.591¢, —1.370 and —1.216. Observe that three of these

eigenvalues are significantly faster than the rest because 7 is very small and the dimension of the
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Figure 4.1: Frequency response of the unknown input observer that detects the engine speed sensor
fault

detection space of the nuisance fault is three. Furthermore, the singular values of the observability
grammian of the unknown input observer are 1.50 - 10%, 5.99 - 103, 16.33, 4.22, 0.24, 5.57 - 1072,
2.64-1073, 3.28- 10711, 3.75- 10713 and 9.82 - 10~!6. Observe that three of these singular values
are significantly smaller than the rest. Therefore, the model reduction technique in Section 4.5.1
is used to truncate the three least observable states of the unknown input observer. However, the
eigenvalues of the reduced-order observer are not close to the full-order observer. Therefore, only
the two least observable states are truncated. Then, one more state is truncated by using the
model reduction technique in Section 4.5.2. The reduced-order unknown input observer is given
in Appendix B.1. The eigenvalues of the reduced-order observer are —14.229, —10.790 + 17.6464,
—7.598 £0.583¢, —1.371 and —1.215 which are closed to the full-order observer. The frequency re-
sponse from the engine speed sensor and longitudinal accelerometer faults to the residuals is shown
in Figure 4.2. The left figure is the full-order observer and the right figure is the reduced-order
observer. The solid line represents the engine speed sensor fault and the dotted line represents the
longitudinal accelerometer fault. Figure 4.2 shows that both observers can detect the longitudinal

accelerometer fault and block the engine speed sensor fault.
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Figure 4.2: Frequency response of the unknown input observer that detects the longitudinal ac-
celerometer fault

4.6.2 Fault Detection Filter Set No. 2

In this section, one unknown input observer is designed to detect the front wheel speed sensor fault
and one unknown input observer is designed to detect the rear wheel speed sensor fault. From
Sections 3.5 and 4.2.2, the linear longitudinal vehicle model with front wheel speed sensor, rear

wheel speed sensor and nonlinearity faults is
&= Ax + Bu+ waf Hyg, + Fyy thye, + Foyping
y=Czx

where A, B, C, Fymf and F,, are derived when the vehicle is travelling at 20 m/s and given in
Appendix A.1. F,,, is given by (4.2).
For the first unknown input observer, the target fault is the front wheel speed sensor fault

F = waf and the nuisance fault is the nonlinearity and rear wheel speed sensor faults Fy =
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[Fuy Fyg, ] because Im F,, = Im F,,. The weightings are chosen as

Q1 =01, Q=1I5, v=10"°%, V=

oo oo~
cocooro
oo ~o o
O o oo
oo oo

0.01

The unknown input observer gain L is obtained by solving the Riccati equation (4.10) and (4.11).
The projector H is obtained by using (4.12) where T = [T, 7y, |- The Riccati matrix P, un-
known input observer gain L and projector H are given in Appendix B.2.

The eigenvalues of the unknown input observer are —3.879 - 106, —5.034 - 10°, —3.215 - 10,
—53.312, —14.011, —8.588 £ 16.082¢, —4.066, —1.250 and —1.035. Observe that three of these
eigenvalues are significantly faster than the rest because  is very small and the dimension of the
detection space of the nuisance fault is three. Furthermore, the singular values of the observability
grammian of the unknown input observer are 8.87, 0.50, 0.43, 0.20, 9.38-1073, 2.57-1074, 1.25-1077,
2.33-10712, 3.13-107'7 and 3.92-1072°. Observe that three of these singular values are significantly
smaller than the rest. Therefore, the model reduction technique in Section 4.5.1 is used to truncate
the three least observable states of the unknown input observer. The reduced-order unknown input
observer is given in Appendix B.2. The eigenvalues of the reduced-order observer are —53.312,
—14.011, —8.588 +16.082%, —4.065, —1.250 and —1.035 which are closed to the full-order observer.
The frequency response from the front wheel speed sensor and rear wheel speed sensor faults to
the residuals is shown in Figure 4.3. The left figure is the full-order observer and the right figure
is the reduced-order observer. The solid line represents the front wheel speed sensor fault and the
dotted line represents the rear wheel speed sensor fault. Figure 4.3 shows that both observers can
detect the front wheel speed sensor fault and block the rear wheel speed sensor fault.

For the second unknown input observer, the target fault is the rear wheel speed sensor fault

Fy = Fy, and the nuisance fault is the nonlinearity and front wheel speed sensor faults Fy =

[Fu, Fyg, | because Im F,,, = Im F,, . The weightings are chosen as
107% 0 0 0 0
0 107% o0 0 0
Q1 =0L, Qy=1I3, v=10"%, V= 0 0 10° 0 0
0 0 0 10° 0
0 0 0 0 10%
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Figure 4.3: Frequency response of the unknown input observer that detects the front wheel speed
sensor fault
The unknown input observer gain L is obtained by solving the Riccati equation (4.10) and (4.11).

The projector H is obtained by using (4.12) where To = [T, T, The Riccati matrix P,

.l
unknown input observer gain L and projector H are given in Appendix B.2.

The eigenvalues of the unknown input observer are —8.583-107, —5.034-107, —316.23, —49.565,
—13.880, —9.033+16.665¢, —1.652+1.297; and —1.250. Observe that three of these eigenvalues are
significantly faster than the rest because « is very small and the dimension of the detection space
of the nuisance fault is three. Furthermore, the singular values of the observability grammian of
the unknown input observer are 1.59-10%, 7.38-10?, 53.26, 6.72, 2.03, 0.18, 4.83-107", 3.02-10~ '3,
2.00 - 10713 and 8.02 - 10719, Observe that three of these singular values are significantly smaller
than the rest. Therefore, the model reduction technique in Section 4.5.1 is used to truncate the
three least observable states of the unknown input observer. The reduced-order unknown input
observer is given in Appendix B.2. The eigenvalues of the reduced-order observer are —49.565,
—13.880, —9.033 +16.6527, —1.652 +1.297i and —1.250 which are closed to the full-order observer.
The frequency response from the front wheel speed sensor and rear wheel speed sensor faults to

the residuals is shown in Figure 4.4. The left figure is the full-order observer and the right figure

is the reduced-order observer. The solid line represents the front wheel speed sensor fault and the
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Figure 4.4: Frequency response of the unknown input observer that detects the rear wheel speed
sensor fault
dotted line represents the rear wheel speed sensor fault. Figure 4.4 shows that both observers can

detect the rear wheel speed sensor fault and block the front wheel speed sensor fault.
4.6.3 Fault Detection Filter Set No. 3

In this section, one unknown input observer is designed to detect the brake actuator fault and one
unknown input observer is designed to detect the rear wheel speed sensor magnitude fault. From
Sections 3.5, 4.2.2 and 4.3, the linear longitudinal vehicle model with brake actuator, rear wheel

speed sensor magnitude and nonlinearity faults is

& = Az + Bu + FuTblu’UTb + fyw,«ﬁymr + Fra ting

y=Czx

where A, B, C, F;, and fya, (the second column of Fy, ) are derived when the vehicle is travelling
at 24 m/s and given in Appendix A.2. F),, is given by (4.1).

For the first unknown input observer, the target fault is the brake actuator fault Fy = F,. and

uTb
the nuisance fault is the nonlinearity and rear wheel speed sensor magnitude faults F» = [ Fp, fy., |-

For the unknown input observer design, Fh = [ Fy,, fya, | is used because Im F,, = Im Fy,,,- The
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weightings are chosen as Q1 = 150013, v = 104 and

4.10° 0 0 0 0

10 0 0 4-106 0 0 0
Q=01 0 , V= 0 0 4-10* 0 0
0 0 10000 0 0 0 2-10* 0

0 0 0 0 2.10%

The unknown input observer gain L is obtained by solving the Riccati equation (4.10) and (4.11).
The projector H is obtained by using (4.12) where T = [Ty, fys, | because Cf,, # 0 and
(C, A, fym) does not have any invariant zero. The Riccati matrix P, unknown input observer
gain L and projector H are given in Appendix B.3.

The eigenvalues of the unknown input observer are —1.921 - 103, —54.966, —21.653, —14.468,
—13.163 + 7.9567, —5.461 £ 6.727¢, —1.250 and —0.323. Observe that only one of these eigenvalues
is significantly faster than the rest because 7 is not small enough to approximately induce the
whole detection space of the nuisance fault. Note that the dimension of the detection space is
three. Therefore, the model reduction technique in Section 4.5.1 is used to truncate the least
observable state of the unknown input observer. However, the eigenvalues of the reduced-order
observer are not close to the full-order observer. Therefore, the model reduction technique in
Section 4.5.2 is used to truncate the least controllable and observable state of the unknown input
observer. The reduced-order unknown input observer is given in Appendix B.3. The eigenvalues
of the reduced-order observer are —54.878, —21.654, —14.534, —13.162 + 7.957i, —5.461 + 6.7274,
—1.250 and —0.323 which are closed to the full-order observer. The frequency response from the
brake actuator and rear wheel speed sensor faults to the residuals is shown in Figure 4.5. The
left figure is the full-order observer and the right figure is the reduced-order observer. The solid
line represents the brake actuator fault and the dotted line represents the rear wheel speed sensor
fault. Figure 4.5 shows that the residuals are sensitive to the rear wheel speed sensor fault in the
high frequency because only the magnitude direction is used to model the rear wheel speed sensor
fault. Therefore, the unknown input observer cannot identify the brake actuator and rear wheel
speed sensor faults if the spectral components of the faults are high frequency. However, since the
rear wheel speed sensor fault is also detected by another unknown input observer in Section 4.6.2,
these two faults can be detected and identified by using the unknown input observers for both sets.

For the second unknown input observer, the target fault is the rear wheel speed sensor mag-

nitude fault F; = fym and the nuisance fault is the nonlinearity and brake actuator faults Fy =

38



Full-order filter Reduced-order filter

db
db

-100 -100

~150 | | | -150 1 L |
10 10° 10° 10° 10 10 107 10° 10° 10"
rad/s rad/s

Figure 4.5: Frequency response of the unknown input observer that detects the brake actuator
fault

[F,

Yy

FuTb | because Im F,,, = Im Fyp,- The weightings are chosen as Q1 =0, Qo = I4, v = 1078
and V' = I5. The unknown input observer gain L is obtained by solving the Riccati equation (4.10)
and (4.11). The projector H is obtained by using (4.12) where Tp = [7y, Tug,]- The Riccati
matrix P, unknown input observer gain L and projector H are given in Appendix B.3.

The eigenvalues of the unknown input observer are —5.165-10°, —1.661-10%, —206.82, —40.567+
5.9744, —23.762, —7.144 4+ 4.308¢ and —4.958 + 7.888i. Observe that three of these eigenvalues are
significantly faster than the rest because 7 is very small. However, the unknown input observer does
not approximately induce the whole detection space of the nuisance fault because the dimension
of the detection space is four. Therefore, the model reduction technique in Section 4.5.1 is used
to truncate the three least observable states of the unknown input observer. However, the eigen-
values of the reduced-order observer are not close to the full-order observer. Therefore, the model
reduction technique in Section 4.5.2 is used to truncate the three least controllable and observable
states of the unknown input observer. However, the eigenvalues of the reduced-order observer are
still not close to the full-order observer. The hankel singular values of the unknown input observer
are 0.59, 0.33, 7.05-1072, 2.17-1072, 3.10- 103, 9.58 - 104, 5.70 - 107*, 3.49 - 1077, 3.60 - 10~ 4

and 2.22 - 10716, By truncating the states associated with the hankel singular values 5.70 - 1074,
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Figure 4.6: Frequency response of the unknown input observer that detects the rear wheel speed
sensor fault

3.60 - 107™ and 2.22 - 10716, the eigenvalues of the reduced-order observer are —39.795 + 14.0484,
—23.706, —6.390+5.6344, —4.823 £8.104¢ which are closed to the full-order observer. The reduced-
order unknown input observer is given in Appendix B.3. The frequency response from the brake
actuator and rear wheel speed sensor faults to the residuals is shown in Figure 4.6. The left figure
is the full-order observer and the right figure is the reduced-order observer. The solid line rep-
resents the brake actuator fault and the dotted line represents the rear wheel speed sensor fault.
Figure 4.6 shows that both observers can detect the rear wheel speed sensor fault and block the

brake actuator fault.

40



Chapter 5

Parity Equation Design

IN THIS CHAPTER, parity equations are derived to detect the throttle actuator, throttle sensor,
brake actuator, brake sensor, manifold pressure sensor and engine speed sensor faults. The parity
equation is a static or dynamic function of the control commands and measurements. When
the actuators and sensors involved do not have any fault, the residual of the parity equation
is zero. When one of the actuators or sensors involved has a fault, the residual of the parity
equation becomes nonzero. Therefore, the parity equation can detect the actuator and sensor
faults. However, it cannot identify which fault has occurred.

There are three parity equations derived for the PATH Buick LeSabre. The first parity equation
is a function of the throttle command and throttle measurement. From the vehicle simulation in

Section 3.1,
To = —90z, + 90u, (5.1)

where z,, is the throttle state and u, is the throttle command. Since the throttle sensor measures

the throttle state, the first parity equation is
r==To — Ya

In order to reduce the effect of the throttle sensor noise, a first-order low pass filter with the pole

assigned at —5 is used. Therefore, the first parity equation becomes
7= —5r+5(Ta — Ya) (5.2)

Since the dynamics of (5.1) are much faster than the dynamics of (5.2), the fast mode can be

dropped and the first parity equation becomes

7= —5r 4+ 5(ua — Ya)
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The residual is zero when there is no throttle actuator or throttle sensor fault. The residual
becomes nonzero when any of these two faults occurs. Therefore, this parity equation can detect
the throttle actuator and throttle sensor faults, but cannot identify these two faults.

The second parity equation is a function of the brake command and brake measurement. From

the vehicle simulation in Section 3.1,
in = —1.25$Tb + 1.25uTb

where z7, is the brake state and u, is the brake command. Since the brake sensor measures the

brake state, the second parity equation is
r=xT, — Y1,

The residual is zero when there is no brake actuator or brake sensor fault. The residual becomes
nonzero when any of these two faults occurs. Therefore, this parity equation can detect the brake
actuator and brake sensor faults, but cannot identify these two faults.

The third parity equation is a function of the throttle command, manifold pressure measurement
and engine speed measurement. From the vehicle simulation in Section 3.1, the derivative of the
manifold air mass state is a nonlinear function of the manifold air mass state, engine speed state

and throttle state.

ima - f(xmaaxwea 1:04)

To = —90x, + 90u,
Since the engine speed is measured, the manifold air mass state can be estimated by integrating

i’ma = f(jma7 Ywe s xoz)

To = —90x4 + 90u, (5.3)
Since the manifold air mass is linear with the manifold pressure, i.e.,

Ym, = 19.3272 - 24,
the third parity equation is

T = Ym, — 19.3272 - Zp,,
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In order to reduce the effect of the disturbances, a first-order low pass filter with the pole assigned

at —5 is used. Therefore, the third parity equation becomes
7= =5+ 5(Ym, — 19.3272 - 2y, ) (5.4)

Since the dynamics of (5.3) are much faster than the dynamics of (5.4), the fast mode can be

dropped and the third parity equation becomes

i’ma = f(i:mm Ywe Ua)

7= =57+ 5(Ym, — 19.3272 - &)

The residual is zero when there is no throttle actuator, manifold pressure sensor or engine speed
sensor fault. The residual becomes nonzero when any of these three faults occurs. Therefore, this
parity equation can detect the throttle actuator, manifold pressure sensor and engine speed sensor
faults, but cannot identify these three faults.

Although these three parity equations can detect the faults, none of them can identify a fault
by itself. But by combining the parity equations with the unknown input observers in Section 4.6,
unique residual patterns are presented allowing each fault to be identified. The patterns are
summarized in Figures 5.1 to 5.3. In these figures, each row represents a bias (hard) fault in
an actuator or sensor. The columns are the residual responses to the given fault conditions. In
Figure 5.1, the first and second rows represent a bias fault in the throttle actuator and throttle
sensor, respectively. The first and second columns are responses of the residuals of the first and
third parity equations, respectively. Figure 5.1 shows that the throttle actuator and throttle sensor
faults can be identified by combining the residuals of the first and third parity equations because
the residual pattern is unique in response to each fault. In Figure 5.2, the first and second rows
represent a bias fault in the brake actuator and brake sensor, respectively. The first and second
columns are responses of the residuals of the second parity equation and the unknown input observer
that detects the brake actuator fault in Section 4.6.3, respectively. Figure 5.2 shows that the brake
actuator and brake sensor faults can be identified by combining the residuals of the second parity
equation and the unknown input observer that detects the brake actuator fault because the residual
pattern is unique in response to each fault. In Figure 5.3, the first, second and third rows represent

a bias fault in the manifold pressure sensor, engine speed sensor and longitudinal accelerometer,
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respectively. The first, second and third columns are responses of the residuals of the first parity
equation, the unknown input observer that detects the engine speed sensor fault and the unknown
input observer that detects the longitudinal accelerometer fault in Section 4.6.1, respectively. This
figure shows that the manifold pressure sensor, engine speed sensor and longitudinal accelerometer
faults can be identified by combining the residuals of the third parity equation and the unknown
input observers that detect the engine speed sensor and longitudinal accelerometer faults because

the residual pattern is unique in response to each fault.
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Chapter 6

Fault Detection Filter Evaluation

IN THIS CHAPTER, fault detection filters are first evaluated using simulated data generated by the
vehicle simulation. Then, fault detection filters are evaluated using empirical data recorded when
driving a PATH Buick LeSabre at Crow’s Landing. Finally, a real-time testing environment is
developed using Linux operating system and C language. This allows the fault detection filters to
be evaluated in real-time on a PATH Buick LeSabre. The real-time evaluation at Crow’s Landing
demonstrates that the fault detection filters can detect and identify actuator and sensor faults
as expected even under various disturbances and uncertainties including sensor noise, road noise,
system parameter variations, unmodeled dynamics and nonlinearities.

In Section 6.1, the norms of the residuals generated by the fault detection filters are scaled to
one when their associated faults of certain magnitudes occur. In Section 6.2, fault detection filters
are evaluated using vehicle simulation. In Section 6.3, fault detection filters are evaluated using
empirical data. In Section 6.4, the experiment setup (i.e., the real-time testing environment) is
discussed. From Sections 6.5 to 6.9, fault detection filters are evaluated in real-time on a PATH
Buick LeSabre under different scenarios. In Section 6.10, two issues regarding the fault detection

filters are discussed and recommendations are made for future improvement.

6.1 Residual Scaling

Before evaluating the fault detection filters, it is needed to decide how to examine the performance
of the fault detection filters. Since the residuals are zero vectors when there is no fault and nonzero
vectors when their associated faults occur, the performance of the fault detection filters is examined
by checking the norms of the residuals. If the norms of the residuals are zero, there is no fault. If

the norm of one of the residuals is nonzero, the fault associated with the nonzero residual occurs.
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When evaluating the fault detection filters, the norms of the residuals are scaled to one when
their associated faults of certain magnitudes occur. Therefore, the norm of each residual rises
to one when evaluated using the same linear model used for fault detection filter design with its

associated fault being a step with the magnitude given below.

Engine speed sensor fault: 20 rad/s

Longitudinal accelerometer fault: 1 m,/s>
Front wheel speed sensor fault: 7.5 rad/s
Rear wheel speed sensor fault: 7.5 rad/s

Brake actuator fault: 200 Nt-m
The scaling factors by which the norms of the residuals are divided are

Fault detection filter set no. 1 Engine speed sensor residual: 13.401
Longitudinal accelerometer residual: 665.560
Fault detection filter set no. 2 Front wheel speed sensor residual: 11.942
Rear wheel speed sensor residual: 6.767
Fault detection filter set no. 3 Brake actuator residual: 8.009

Rear wheel speed sensor residual: 4.662

If the magnitudes of the faults occurred are twice the magnitudes given above, the norms of the
residuals will rise to two. If the magnitudes of the faults occurred are half of the magnitudes given
above, the norms of the residuals will rise to one-half. The purpose of the scaling is to present the
performance of the fault detection filters in a clearer fashion, i.e., zero residuals represent no fault
and residuals of magnitude one represent the occurrence of their associated faults. Note that the

residuals can be scaled with respect to any other fault magnitudes if that were desired.

6.2 Evaluation Using Vehicle Simulation

Fault detection filters are first evaluated using simulated data generated by the vehicle simulation.
The block diagram is shown in Figure 6.1. Since the fault detection filters are designed based
on the linearized vehicle dynamics derived from the nonlinear vehicle dynamics at certain nomi-

nal operating point, the nominal values of the control commands and measurements have to be
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subtracted from the simulated data generated by the vehicle simulation before the fault detection
filters can use these data to generate the residuals. From Section 4.6, fault detection filter set no.
1 and 3 are designed based on the linear vehicle model derived at 24 m/s and fault detection filter
set no. 2 is designed based on the linear vehicle model derived at 20 m/s. The nominal values of

the control commands and measurements at 24 m/s are

Throttle command: 10.2261 deg

Brake command: 0 Nt-m

Manifold pressure measurement: 35.8241 psi

Engine speed measurement: 254.2849 rad/s
Longitudinal acceleration measurement: 0 m/s>

Sum of front wheel speed measurements: 162.3495 rad/s

Sum of rear wheel speed measurements: 156.7578 rad/s
The nominal values of the control commands and measurements at 20 m/s are

Throttle command: 8.6805 deg

Brake command: 0 Nt -m

Manifold pressure measurement: 35.2509 psi

Engine speed measurement: 212.7200 rad/s
Longitudinal acceleration measurement: 0 m /s>

Sum of front wheel speed measurements: 135.2920 rad/s

Sum of rear wheel speed measurements: 130.6160 rad/s

Now fault detection filters can be evaluated using simulated data generated by the vehicle simula-
tion as shown in Figure 6.1. The evaluation shows that the fault detection filters can detect and
identify actuator and sensor faults as expected. However, the evaluation is not shown here because
the fault detection filters are evaluated in real-time on a PATH Buick LeSabre in later sections

which present a more interesting and practical evaluation.
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Figure 6.1: Fault detection filter evaluation using vehicle simulation
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6.3 Evaluation Using Empirical Data

Next, fault detection filters are evaluated using empirical data recorded when driving a PATH Buick
LeSabre at Crow’s Landing. The block diagram is shown in Figure 6.2. Before evaluating the fault
detection filters, a comparison is made between the vehicle simulation and empirical data. Since
the simulation does not match the empirical data on some control commands and measurements,
a transformation is derived to approximately match the simulation and empirical data when the
vehicle is travelling at different constant speeds. Then, the transformation is applied to the control
commands and measurements of the empirical data before the fault detection filters use these data
to generate the residuals. The transformation is derived as followed.

First, the manifold pressure measurements are obtained from the empirical data when the
vehicle is travelling at constant speeds of 20, 22, 24, 26 and 28 m/s, respectively. This is plotted
as the ’circle’-line in Figure 6.3. The manifold pressure measurement at each vehicle speed is the
average of four manifold pressure measurements obtained from two experiments at Crow’s Landing
when the vehicle was travelling in both directions. Then, the manifold pressures are obtained from
the simulation when the vehicle is travelling at constant speeds of 20, 21, 22, 23, 24, 25, 26, 27
and 28 m/s, respectively. This is plotted as the ’square’-line in Figure 6.3. It is clear that the
simulation does not match the empirical data. This might be caused by engine modeling error,
which causes the simulation deviates from real vehicle, or sensor error, which causes the empirical
data deviates from real vehicle. Therefore, a transformation is obtained to match the simulation

and empirical data approximately.

_ Ym, + 47
Ymp = 95

where ¥, is from the empirical data and #,, is the transformed manifold pressure measurement
which is plotted as the 'triangle’-line in Figure 6.3. Figure 6.3 shows that the transformed manifold
pressure measurement matches the simulation and therefore can be used by the fault detection fil-
ters to generate residuals. Note that the fault detection filters consider the ’circle’-line in Figure 6.3
to be the nominal (fault-free) measurements and any further deviations are considered as faults.
For the engine speed measurement, the transformation is derived similarly as shown in Fig-
ure 6.4. The ’circle’-line represents the engine speed measurement from the empirical data. The

‘square’-line represents the engine speed from the simulation. A transformation is obtained to
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Figure 6.3: Manifold pressure from the simulation and empirical data

match the simulation and empirical data approximately.

2
uw, = 1.0913 <ywe£> + 4.4468

where vy, is from the empirical data and ¢, is the transformed engine speed which is plotted
as the ’triangle’-line. In the transformation, %—g is used because the units of the engine speed in
the simulation and empirical data are rad/s and rpm, respectively. Note that the fault detection
filters consider the ’circle’-line in Figure 6.4 to be the nominal (fault-free) measurements and any
further deviations are considered as faults.

For the longitudinal acceleration measurement, there is a noisy bias in the longitudinal ac-
celerometer as shown in Figure 6.5. In the top figure, the vehicle reaches constant speed after 40th

second. However, the longitudinal acceleration in the bottom figure has a mean of 0.5623 m/s>

between 40th and 120th seconds. Therefore, a transformation is used to subtract this bias.
Ya, = Ya, — 0.5623

where y,, is from the empirical data and g,, is the transformed longitudinal acceleration. Note that

the fault detection filters consider the longitudinal acceleration with this bias to be the nominal
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Figure 6.4: Engine speed from the simulation and empirical data

(fault-free) measurement and any further deviations are considered as faults. If a more accurate
accelerometer is installed in the future, this transformation will not be needed or a smaller bias
will be subtracted in the transformation.

For the front and rear wheel speed measurements, the simulation matches the empirical data.
However, the units of the wheel speed in the simulation and empirical data are rad/s and m/s,

respectively. Therefore, a transformation is used to transform the wheel speeds in m/s to rad/s.

_ _ y’lUfl + y’wa
Yoy = 702057
= Yw,y T Ywpr
Yor = 7703066

where yuw ., Yw;, s Yw,; and Yy, are the four wheel speed measurements from the empirical data, and
Uw, and Yz, are the transformed wheel speeds. Note that 0.2957 and 0.3066 are the approximate
radius of the front and rear tires in the simulation, respectively.

For the throttle command, the transformation is derived similarly to the manifold pressure
measurement as shown in Figure 6.6. The ’circle’-line represents the throttle command from

the empirical data. The ’square’-line represents the throttle command from the simulation. A

53



Vehicle speed
30 T

1
0 20 40 60 80 100 120
Time , sec

Longitudinal acceleration

2 T

1
0 20 40 60 80 100 120
Time , sec

Figure 6.5: Vehicle speed and longitudinal acceleration from the empirical data

transformation is obtained to match the simulation and empirical data approximately.

Uy + 7.25
2.5

Uq,

where u,, is from the empirical data and u, is the transformed throttle command which is plotted
as the ’triangle’-line.

For the brake command, a different approach has to be used because the brake command is zero
when the vehicle is travelling at constant speed. Since the brake command in the empirical data
is the brake pressure in the master cylinder and the brake command in the simulation is the brake
torque applied to the four wheels, a transformation is needed to transformed the brake pressure into
the brake torque. This is done by using the fault detection filter that detects the brake actuator
fault. First, a 50 psi brake command as shown in the top figure of Figure 6.7 was applied to the
vehicle, and the control commands and measurements were recorded. Then, the fault detection
filter that detects the brake actuator fault uses these measurements and throttle command with
zero brake command to generate the residual shown in the middle figure of Figure 6.7. The residual
increases from 0.05 to 0.2 because the brake commands to the vehicle and fault detection filter
are different and this difference represents a brake actuator fault. Since this 50 psi brake actuator

fault causes 0.15 or 0.25 increase in the residual depending on the signs of 0.05 and 0.2, and 200
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Figure 6.6: Throttle command from the simulation and empirical data

Nt -m brake actuator fault would cause the residual to increase by one, 50 psi brake pressure is
equivalent to 30 or 50 Nt - m brake torque. Therefore, the transformation could be @7, = 0.6ur, or
ur, = ut, where ur, is the brake pressure from the empirical data and w7, is the equivalent brake
torque. In order to determine which transformation is correct, the fault detection filter uses the
control commands and measurements recorded to generate the residual which should remain small
if the correct transformation is used. The residual generated by using @7, = ur, is shown in the
bottom figure of Figure 6.7. A 70 psi brake command was also applied to the vehicle to evaluate

both transformations. It turns out the transformation should be

U, = UT,

Now the fault detection filters can be evaluated using empirical data recorded when driving a
PATH Buick LeSabre at Crow’s Landing as shown in Figure 6.2. The evaluation shows that the
fault detection filters can detect and identify actuator and sensor faults as expected. However,
the evaluation is not shown here because the fault detection filters are evaluated in real-time on a

PATH Buick LeSabre in later sections which present a more interesting and practical evaluation.
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Figure 6.7: Brake command and brake actuator residuals
6.4 Experiment Setup

In this section, a real-time testing environment is developed using Linux operating system and C
language to evaluate the fault detection filters in real-time on a PATH Buick LeSabre as shown
in Figure 6.8. The fault detection filters are written in C code and executed on a laptop running
Linux operating system. The laptop is connected to the computer in the trunk of the PATH Buick
LeSabre through a serial port. An input/output interface is developed to allow the data, control
commands and sensor measurements, be transmitted from the PATH computer to the UCLA laptop
every twenty-one millisecond. The UCLA laptop checks its serial port buffer and downloads the
data if the complete set of data is in the buffer. Then, the fault detection filter code is executed
to generated the residuals. This process requires much less than twenty-one millisecond. After
the residuals are generated, the UCLA laptop proceeds to check the serial port buffer and waits
for the next set of data. In the second year of the project, the UCLA laptop will transmit the
fault hypothesis probabilities to the PATH computer which hosts the vehicle health management
system developed by the UC Berkeley team. The vehicle health management system will determine
the impact of the possible fault on safe vehicle operation and adjusts control laws if necessary to

accommodate a degraded operating condition.
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Figure 6.8: Experiment setup

From Sections 6.5 to 6.9, fault detection filters are evaluated in real-time on a PATH Buick
LeSabre at Crow’s Landing under different scenarios. Before evaluating the fault detection filters,
it is needed to decide how to generate the actuator and sensor faults. Since it is not practical to
really break the actuators or sensors, most faults are simulated by the computer. For the sensor
fault, it is simulated by superimposing the fault onto the measurement, i.e., the faulty measurement
is the sum of the correct measurement and the sensor fault. For fault detection filter evaluation,
this is as real as an actual sensor fault because the faulty measurement that the fault detection
filters use is the same whether the fault is generated by the actual sensor or simulated by the PATH
computer or UCLA laptop. However, it is important that the sensor fault simulated is realistic in
the sense that it represents how the sensor fails.

For the actuator fault, it is simulated by giving the fault detection filters a different control
command than the control command applied to the vehicle. The difference between these two
control commands will be the actuator fault because it can be viewed that the fault detection
filters receive the correct control command, but the vehicle receives a different control command
due to an actuator fault. For example, if an actuator has a bias, the control command applied
to the fault detection filters will be the control command applied to the vehicle subtracted by the
bias. If an actuator is stuck, the control command to the vehicle will be a constant and the control
command to the fault detection filters would be any control command decided by the designer.

From Sections 6.5 to 6.8, fault detection filters are evaluated in real-time on a PATH Buick

LeSabre at Crow’s Landing with actuator and sensor faults simulated by the UCLA laptop. The
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faults are simulated as bias with magnitudes given below.

Engine speed sensor fault: 175 rpm
Longitudinal accelerometer fault: 1 m/s>
Front wheel speed sensor fault: 2.218 m/s
Rear wheel speed sensor fault: 2.299 m/s

Brake actuator fault: 200 psi

After applying the transformation in Section 6.3, these fault magnitudes are equivalent to the
fault magnitudes in the vehicle simulation that are used to scale the residuals in Section 6.1. In
Section 6.9, fault detection filters are evaluated in real-time on a PATH Buick LeSabre at Crow’s
Landing with a brake actuator fault generated by stepping on the brake pedal. Since this additional
brake is only applied to the vehicle, but not to the fault detection filters, this creates a real brake

actuator fault for fault detection filter evaluation.

6.5 Evaluation Scenario No. 1: Constant Vehicle Speed

In this section, fault detection filters are evaluated in real-time on a PATH Buick LeSabre at Crow’s
Landing when the vehicle is travelling at a constant speed of 22 m/s (49.5 mph). Figure 6.9 shows
the vehicle speed and throttle command generated by the controller designed by Dr. Xiao-Yun Lu
at Richmond Field Station. The figure is plotted along the data point instead of time and each
data point represents twenty-one milliseconds. For example, one thousand data points in the figure
represents a time interval of twenty-one seconds.

Figure 6.10 shows the performance of the fault detection filter set no. 1. The first row is the
engine speed sensor residual and the second row is the longitudinal accelerometer residual. The
first column shows both residuals when there is no fault. The second column shows both residuals
when an engine speed sensor fault occurs after 4000th data point. The engine speed sensor fault
is a bias with magnitude of 175 rpm. The third column shows both residuals when a longitudinal
accelerometer fault occurs after 4000th data point. The longitudinal accelerometer fault is a bias
with magnitude of 1 m/s%. Figure 6.10 shows that when each fault occurs, only the associated
residual rises to one while the other residual remains very small. Therefore, fault detection filter

set no. 1 can detect and identify the engine speed sensor and longitudinal accelerometer faults.
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Figure 6.11 shows the performance of the fault detection filter set no. 2. The first row is the
front wheel speed sensor residual and the second row is the rear wheel speed sensor residual. The
first column shows both residuals when there is no fault. The second column shows both residuals
when a front wheel speed sensor fault occurs after 4000th data point. The front wheel speed sensor
fault is a bias with magnitude of 2.218 m/s. The third column shows both residuals when a rear
wheel speed sensor fault occurs after 4000th data point. The rear wheel speed sensor fault is a bias
with magnitude of 2.299 m/s. Figure 6.11 shows that when each fault occurs, only the associated
residual rises to one while the other residual remains very small. Therefore, fault detection filter
set no. 2 can detect and identify the front and rear wheel speed sensor faults.

Figure 6.12 shows the performance of the fault detection filter set no. 3. The first row is
the brake actuator residual and the second row is the rear wheel speed sensor residual. The first
column shows both residuals when there is no fault. The second column shows both residuals
when a brake actuator fault occurs after 4000th data point. The brake actuator fault is a bias
of magnitude 200 psi. The third column shows both residuals when a rear wheel speed sensor
fault occurs after 4000th data point. The rear wheel speed sensor fault is a bias of magnitude
2.299 m/s. Figure 6.12 shows that when each fault occurs, only the associated residual rises to
one while the other residual remains very small. Therefore, fault detection filter set no. 3 can
detect and identify the brake actuator and rear wheel speed sensor faults. Note that the brake
actuator residual rises approximately to 0.2 very briefly when the rear wheel speed sensor fault
occurs because only the fault magnitude direction is used to model the rear wheel speed sensor

fault direction in Section 4.6.3.

6.6 Evaluation Scenario No. 2: Increasing Vehicle Speed

In this section, fault detection filters are evaluated in real-time on a PATH Buick LeSabre at Crow’s
Landing when the vehicle speed increases from 20 to 28 m/s (45 to 63 mph). The vehicle first
reaches a constant speed of 20 m/s. Then, the vehicle increases speed to 28 m/s by increasing the
throttle angle. Figure 6.13 shows the vehicle speed and throttle command. The figure is plotted
along the data point instead of time and each data point represents twenty-one milliseconds. For
example, one thousand data points in the figure represents a time interval of twenty-one seconds.

Figure 6.14 shows the performance of the fault detection filter set no. 1. The first row is the

engine speed sensor residual and the second row is the longitudinal accelerometer residual. The
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Figure 6.10: Residuals of the fault detection filter set no. 1
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Figure 6.12: Residuals of the fault detection filter set no. 3
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first column shows both residuals when there is no fault. The second column shows both residuals
when an engine speed sensor fault occurs after 4000th data point. The engine speed sensor fault
is a bias with magnitude of 175 rpm. The third column shows both residuals when a longitudinal
accelerometer fault occurs after 4000th data point. The longitudinal accelerometer fault is a bias
with magnitude of 1 m/s%. Figure 6.14 shows that when each fault occurs, only the associated
residual rises to one while the other residual remains very small. Therefore, fault detection filter
set no. 1 can detect and identify the engine speed sensor and longitudinal accelerometer faults.
Note that the residuals increase a little around 3300th data point due to the nonlinearity when
increasing the throttle angle.

Figure 6.15 shows the performance of the fault detection filter set no. 2. The first row is the
front wheel speed sensor residual and the second row is the rear wheel speed sensor residual. The
first column shows both residuals when there is no fault. The second column shows both residuals
when a front wheel speed sensor fault occurs after 4000th data point. The front wheel speed sensor
fault is a bias with magnitude of 2.218 m/s. The third column shows both residuals when a rear
wheel speed sensor fault occurs after 4000th data point. The rear wheel speed sensor fault is a bias
with magnitude of 2.299 m/s. Figure 6.15 shows that when each fault occurs, only the associated
residual rises to one while the other residual remains very small. Therefore, fault detection filter
set no. 2 can detect and identify the front and rear wheel speed sensor faults. Note that the
residuals increase to 0.45 around 3300th data point due to the nonlinearity when increasing the
throttle angle.

Figure 6.16 shows the performance of the fault detection filter set no. 3. The first row is
the brake actuator residual and the second row is the rear wheel speed sensor residual. The first
column shows both residuals when there is no fault. The second column shows both residuals
when a brake actuator fault occurs after 4000th data point. The brake actuator fault is a bias of
magnitude 200 psi. The third column shows both residuals when a rear wheel speed sensor fault
occurs after 4000th data point. The rear wheel speed sensor fault is a bias of magnitude 2.299
m/s. Figure 6.16 shows that when each fault occurs, only the associated residual becomes large
while the other residual remains very small. Therefore, fault detection filter set no. 3 can detect
and identify the brake actuator and rear wheel speed sensor faults. Note that the brake actuator

residual increases a little around 3300th data point due to the nonlinearity when increasing the
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Figure 6.13: Vehicle speed and throttle command

throttle angle. Also note that the brake actuator residual rises approximately to 0.5 very briefly
when the rear wheel speed sensor fault occurs because only the fault magnitude direction is used

to model the rear wheel speed sensor fault direction in Section 4.6.3.

6.7 Evaluation Scenario No. 3: Decreasing Vehicle Speed

In this section, fault detection filters are evaluated in real-time on a PATH Buick LeSabre at Crow’s
Landing when the vehicle speed decreases from 24 to 18 m/s (54 to 40.5 mph). The vehicle first
reaches a constant speed of 24 m/s. Then, the vehicle decreases speed to 18 m/s by decreasing the
throttle angle. Figure 6.17 shows the vehicle speed and throttle command. The figure is plotted
along the data point instead of time and each data point represents twenty-one milliseconds. For
example, one thousand data points in the figure represents a time interval of twenty-one seconds.

Figure 6.18 shows the performance of the fault detection filter set no. 1. The first row is the
engine speed sensor residual and the second row is the longitudinal accelerometer residual. The
first column shows both residuals when there is no fault. The second column shows both residuals
when an engine speed sensor fault occurs after 4000th data point. The engine speed sensor fault

is a bias with magnitude of 175 rpm. The third column shows both residuals when a longitudinal
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Figure 6.14: Residuals of the fault detection filter set no. 1
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Figure 6.15: Residuals of the fault detection filter set no. 2
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Figure 6.16: Residuals of the fault detection filter set no. 3

accelerometer fault occurs after 4000th data point. The longitudinal accelerometer fault is a bias
with magnitude of 1 m/s%. Figure 6.18 shows that when each fault occurs, only the associated
residual rises to one while the other residual remains very small. Therefore, fault detection filter
set no. 1 can detect and identify the engine speed sensor and longitudinal accelerometer faults.
Note that the residuals increase a little around 3600th data point due to the nonlinearity when
decreasing the throttle angle.

Figure 6.19 shows the performance of the fault detection filter set no. 2. The first row is the
front wheel speed sensor residual and the second row is the rear wheel speed sensor residual. The
first column shows both residuals when there is no fault. The second column shows both residuals
when a front wheel speed sensor fault occurs after 4000th data point. The front wheel speed sensor
fault is a bias with magnitude of 2.218 m/s. The third column shows both residuals when a rear
wheel speed sensor fault occurs after 4000th data point. The rear wheel speed sensor fault is a bias
with magnitude of 2.299 m/s. Figure 6.19 shows that when each fault occurs, only the associated
residual rises to one while the other residual remains very small. Therefore, fault detection filter
set no. 2 can detect and identify the front and rear wheel speed sensor faults. Note that the

residuals increase a little around 3600th data point due to the nonlinearity when decreasing the
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Figure 6.17: Vehicle speed and throttle command

throttle angle.

Figure 6.20 shows the performance of the fault detection filter set no. 3. The first row is
the brake actuator residual and the second row is the rear wheel speed sensor residual. The first
column shows both residuals when there is no fault. The second column shows both residuals
when a brake actuator fault occurs after 4000th data point. The brake actuator fault is a bias of
magnitude 200 psi. The third column shows both residuals when a rear wheel speed sensor fault
occurs after 4000th data point. The rear wheel speed sensor fault is a bias of magnitude 2.299
m/s. Figure 6.20 shows that when each fault occurs, only the associated residual rises to one while
the other residual remains very small. Therefore, fault detection filter set no. 3 can detect and
identify the brake actuator and rear wheel speed sensor faults. Note that the residuals increase a

little around 3600th data point due to the nonlinearity when decreasing the throttle angle.

6.8 Evaluation Scenario No. 4: Increasing and Decreasing Vehicle
Speed

In this section, fault detection filters are evaluated in real-time on a PATH Buick LeSabre at Crow’s

Landing when the vehicle speed increases from 24 to 28 m/s (54 to 63 mph) then decreases to 24

66



Engine speed residual

Accelerometer residual

Front wheel speed residual

Rear wheel speed residual

No fault Engine speed fault Accelerometer fault
2 2 2
1.5 15 15
1 1 1
0.5 0.5 0.5
OWWM“““ ol 0 om«.mum
3000 4000 5000 6000 3000 4000 5000 6000 3000 4000 5000 6000

2 2 2

1.5 1.5 1.5

1 1 1

0.5 0.5 0.5

0 D 0 e T, 0

3000 4000 5000 6000 3000 4000 5000 6000 3000 4000 5000 6000
Data point Data point Data point

Figure 6.18: Residuals of the fault detection filter set no. 1
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Figure 6.19: Residuals of the fault detection filter set no. 2
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Figure 6.20: Residuals of the fault detection filter set no. 3

m/s. The vehicle first reaches a constant speed of 24 m/s. Then, the vehicle increases speed to 28
m/s by increasing the throttle angle. Finelly, the vehicle decreases speed to 24 m/s by decreasing
the throttle angle. Figure 6.21 shows the vehicle speed and throttle command. The figure is plotted
along the data point instead of time and each data point represents twenty-one milliseconds. For
example, one thousand data points in the figure represents a time interval of twenty-one seconds.
Figure 6.22 shows the performance of the fault detection filter set no. 1. The first row is the
engine speed sensor residual and the second row is the longitudinal accelerometer residual. The
first column shows both residuals when there is no fault. The second column shows both residuals
when an engine speed sensor fault occurs after 4000th data point. The engine speed sensor fault
is a bias with magnitude of 175 rpm. The third column shows both residuals when a longitudinal
accelerometer fault occurs after 4000th data point. The longitudinal accelerometer fault is a bias
with magnitude of 1 m/s%. Figure 6.22 shows that when each fault occurs, only the associated
residual rises to one while the other residual remains very small. Therefore, fault detection filter
set no. 1 can detect and identify the engine speed sensor and longitudinal accelerometer faults.
Figure 6.23 shows the performance of the fault detection filter set no. 2. The first row is the

front wheel speed sensor residual and the second row is the rear wheel speed sensor residual. The
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first column shows both residuals when there is no fault. The second column shows both residuals
when a front wheel speed sensor fault occurs after 4000th data point. The front wheel speed sensor
fault is a bias with magnitude of 2.218 m/s. The third column shows both residuals when a rear
wheel speed sensor fault occurs after 4000th data point. The rear wheel speed sensor fault is a bias
with magnitude of 2.299 m/s. Figure 6.23 shows that when each fault occurs, only the associated
residual rises to one while the other residual remains very small. Therefore, fault detection filter
set no. 2 can detect and identify the front and rear wheel speed sensor faults.

Figure 6.24 shows the performance of the fault detection filter set no. 3. The first row is
the brake actuator residual and the second row is the rear wheel speed sensor residual. The first
column shows both residuals when there is no fault. The second column shows both residuals
when a brake actuator fault occurs after 4000th data point. The brake actuator fault is a bias
of magnitude 200 psi. The third column shows both residuals when a rear wheel speed sensor
fault occurs after 4000th data point. The rear wheel speed sensor fault is a bias of magnitude
2.299 m/s. Figure 6.24 shows that when each fault occurs, only the associated residual becomes
large while the other residual remains very small. Therefore, fault detection filter set no. 3 can
detect and identify the brake actuator and rear wheel speed sensor faults. Note that the brake
actuator residual rises approximately to 0.2 very briefly when the rear wheel speed sensor fault
occurs because only the fault magnitude direction is used to model the rear wheel speed sensor

fault direction in Section 4.6.3.

6.9 Evaluation Scenario No. 5: Real Brake Actuator Fault

In this section, fault detection filters are evaluated in real-time on a PATH Buick LeSabre at Crow’s
Landing with a real brake actuator fault. Figure 6.25 shows the vehicle speed. The vehicle first
reaches a constant speed of 24 m/s (54 mph). Then, a real brake actuator fault is generated by
stepping on the brake pedal around 3400th data point which causes the vehicle speed decreases to
18 m/s (40.5 mph). The figure is plotted along the data point instead of time and each data point
represents twenty-one milliseconds. For example, one thousand data points in the figure represents
a time interval of twenty-one seconds.

Figure 6.26 shows the performance of the fault detection filter set no. 3. The top figure is the

brake actuator residual and the bottom figure is the rear wheel speed sensor residual. It is clear
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Figure 6.21: Vehicle speed and throttle command
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Figure 6.22: Residuals of the fault detection filter set no. 1
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Figure 6.23: Residuals of the fault detection filter set no. 2
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Figure 6.24: Residuals of the fault detection filter set no. 3
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Figure 6.25: Vehicle speed

that the brake actuator residual becomes large when the real brake actuator fault occurs while
the rear wheel speed sensor residual remains small. Therefore, fault detection filter set no. 3 can
detect the brake actuator fault. Note that the brake actuator residual becomes small again after

releasing the brake pedal.

6.10 Issues and Recommendation

In this section, two issues regarding fault detection filters are discussed and recommendations
are made for future improvement. The first issue is that the fault detection filters developed in
Section 4.6 only work when the vehicle is in the third gear. Therefore, fault detection filters have
to be developed for each gear and when the vehicle switches gears, the fault detection filters also
have to switch.

The second issue is that some fault detection filters do not perform well when the throttle angle
is very small. Figure 6.27 shows the vehicle speed and throttle command. Figures 6.28 to 6.30 show
the performance of the fault detection filters examined in the same way as previous sections. When
the throttle command is near 5 degrees just before 6000th data point, three of the six fault detection

filters have small spikes around the same region. This is due to the inconsistency of the engine
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Figure 6.26: Residuals of the fault detection filter set no. 3

speed between the vehicle simulation and empirical data. This is shown in Figure 6.31 where the
dashed line is the engine speed from the vehicle simulation using the throttle angle in Figure 6.27
and the solid line is the engine speed from the empirical data after applying the transformation
in Section 6.3. Figure 6.31 shows that when the throttle angle is small, just before 6000th data
point, the engine has some irregular behaviors which are not captured by the vehicle simulation.
When the throttle angle becomes even smaller as in Figure 6.32, the performance of these three
fault detection filters become worse as in Figures 6.33 to 6.35. Also, the inconsistency of the engine
speed between the vehicle simulation and empirical data becomes larger as in Figure 6.36. Since
fault detection filters are designed based on the linear models derived from the nonlinear vehicle
simulation, a more accurate engine model in the vehicle simulation will be needed in order to

improve the performance of these three fault detection filters regarding this issue.
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Figure 6.28: Residuals of the fault detection filter set no. 1
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Figure 6.29: Residuals of the fault detection filter set no. 2
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Figure 6.30: Residuals of the fault detection filter set no. 3
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Figure 6.31: Engine speed
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Figure 6.32: Vehicle speed and throttle command
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Figure 6.33: Residuals of the fault detection filter set no. 1
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Figure 6.34: Residuals of the fault detection filter set no. 2
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Figure 6.35: Residuals of the fault detection filter set no. 3
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Chapter 7

Parity Equation Evaluation

IN THIS CHAPTER, parity equations are evaluated using empirical data recorded when driving a
PATH Buick LeSabre at Crow’s Landing. In Section 7.1, the first parity equation is evaluated. In
Section 7.2, the second parity equation is evaluated. In Section 7.3, the third parity equation is

evaluated.

7.1 Parity Equation No. 1

In this section, the first parity equation is evaluated using empirical data. Before evaluating the
parity equation, the throttle command and throttle measurement are compared in Figure 7.1. The
top left figure is when the vehicle speed is constant at 22 m/s as in Section 6.5. The top right figure
is when the vehicle speed increases from 20 to 28 m/s as in Section 6.6. The bottom left figure is
when the vehicle speed decreases from 24 to 18 m/s as in Section 6.7. The bottom right figure is
when the vehicle speed increases from 24 to 28 m/s then decreases to 24 m/s as in Section 6.8.
Figure 7.1 shows that there is always an error in throttle actuator or throttle sensor. Furthermore,
this error is not a constant, but is ranged from almost zero to four degrees. Therefore, the first

parity equation in Chapter 5 is modified as
7= =51+ 5(Uq — Yo + 2)

where 2 is used to partially offset the error.

The first parity equation is evaluated under four scenarios. The first scenario is when the
vehicle speed is constant at 22 m/s which is the top left figure of Figure 7.1. Figure 7.2 shows
the absolute value of the residual when there is no fault, a throttle actuator fault and a throttle

sensor fault, respectively. Both faults are bias with magnitude of 5 degrees and occur after 4000th
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Figure 7.1: Throttle command and throttle measurement

data point. Note that the residual of the first parity equation is not scaled and represents the
magnitude of the fault. The second scenario is when the vehicle speed increases from 20 to 28
m/s which is the top right figure of Figure 7.1. Figure 7.3 shows the absolute value of the residual
when there is no fault, a throttle actuator fault and a throttle sensor fault, respectively. The third
scenario is when the vehicle speed decreases from 24 to 18 m/s which is the bottom left figure of
Figure 7.1. Figure 7.4 shows the absolute value of the residual when there is no fault, a throttle
actuator fault and a throttle sensor fault, respectively. The fourth scenario is when the vehicle
speed increases from 24 to 28 m/s then decreases to 24 m/s which is the bottom right figure of
Figure 7.1. Figure 7.5 shows the absolute value of the residual when there is no fault, a throttle
actuator fault and a throttle sensor fault, respectively. Figures 7.2 to 7.5 show that the first parity
equation can detect the throttle actuator and throttle sensor faults. Note that the residuals in the
left figures of Figures 7.2 to 7.5 are nonzero when there is no fault because there is an error in

throttle actuator or throttle sensor.
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Figure 7.2: Parity equation no. 1: constant vehicle speed
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Figure 7.3: Parity equation no. 1: increasing vehicle speed
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Figure 7.4: Parity equation no. 1: decreasing vehicle speed
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Figure 7.5: Parity equation no. 1: increasing and decreasing vehicle speed
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Figure 7.6: Parity equation no. 2: constant vehicle speed
7.2 Parity Equation No. 2

In this section, the second parity equation is evaluated using empirical data under the same four
scenarios used in Section 7.1. The first scenario is when the vehicle speed is constant at 22 m/s.
Figure 7.6 shows the absolute value of the residual when there is no fault, a brake actuator fault
and a brake sensor fault, respectively. Both faults are bias with magnitude of 200 psi and occur
after 4000th data point. Note that the residual of the second parity equation is not scaled and
represents the magnitude of the fault. The second scenario is when the vehicle speed increases
from 20 to 28 m/s. Figure 7.7 shows the absolute value of the residual when there is no fault, a
brake actuator fault and a brake sensor fault, respectively. The third scenario is when the vehicle
speed decreases from 24 to 18 m/s. Figure 7.8 shows the absolute value of the residual when there
is no fault, a brake actuator fault and a brake sensor fault, respectively. The fourth scenario is
when the vehicle speed increases from 24 to 28 m/s then decreases to 24 m/s. Figure 7.9 shows
the absolute value of the residual when there is no fault, a brake actuator fault and a brake sensor
fault, respectively. Figures 7.6 to 7.9 show that the second parity equation can detect the brake

actuator and brake sensor faults.
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Figure 7.7: Parity equation no. 2: increasing vehicle speed
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Figure 7.8: Parity equation no. 2: decreasing vehicle speed
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Figure 7.9: Parity equation no. 2: increasing and decreasing vehicle speed
7.3 Parity Equation No. 3

In this section, the third parity equation is evaluated using empirical data. Since the third parity
equation is derived from the engine model of the vehicle simulation, the transformation in Sec-
tion 6.3 is applied to the throttle command, manifold pressure measurement and engine speed
measurement of the empirical data before the third equation uses these data to generate the resid-
ual. However, the nominal values of the throttle command, manifold pressure measurement and
engine speed measurement do not need to be subtracted from these data because the third parity
equation is derived from the nonlinear vehicle model, not the linear vehicle models.

The third parity equation is evaluated under the same first two scenarios used in Section 7.1.
The first scenario is when the vehicle speed is constant at 22 m/s. Figure 7.10 shows the absolute
value of the residual when there is no fault, a throttle actuator fault, a manifold pressure sensor
fault and an engine speed sensor fault, respectively. All three faults are bias with magnitudes of
5 degrees, 7.5 psi and 175 rpm, respectively, and occur after 4000th data point. Note that the
residual of the third parity equation is not scaled. The second scenario is when the vehicle speed
increases from 20 to 28 m/s. Figure 7.11 shows the absolute value of the residual when there is no

fault, a throttle actuator fault, a manifold pressure sensor fault and an engine speed sensor fault,
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Figure 7.10: Parity equation no. 3: constant vehicle speed

respectively. Figure 7.10 shows that the third parity equation can detect the throttle actuator,
manifold pressure sensor and engine speed sensor faults when the vehicle speed is a constant.
However, Figure 7.11 shows that the third parity equation cannot detect these three faults when
the vehicle speed increases. Therefore, the third parity equation cannot detect these three faults.
This indicates that the engine model in the vehicle simulation is not accurate enough because the
third parity equation is derived from this engine model and there is no design parameter involved.
A more accurate engine model is needed in order to improve the performance of the third parity

equation.
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Figure 7.11: Parity equation no. 3: increasing vehicle speed
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Chapter 8

Optimal Stochastic Fault Detection
Filter

N THIS CHAPTER, a design algorithm, called optimal stochastic fault detection filter, is determined
for the unknown input observer. The objective of the filter is to monitor a single fault, called
the target fault, and block other faults, called the nuisance faults, in the presence of the process
and sensor noises. The filter is derived by maximizing the transmission from the target fault
while minimizing the transmission from the nuisance faults. The transmission is defined on the
projected output error by using a matrix projector to be derived from solving the optimization
problem. Therefore, the residual is affected primarily by the target fault and minimally by the
nuisance faults. The transmission from the process and sensor noises is also minimized so that
the filter is robust with respect to these disturbances. Since certain types of model uncertainties
can be modeled as additive noises (Patton and Chen, 1992; Douglas et al., 1997a), the filter can
also be made robust to these model uncertainties. A related approach can be found in (Lee, 1994;
Brinsmead et al., 1997).

In the limit where the weighting on the nuisance fault transmission goes to infinity, the filter
blocks the nuisance faults completely. It is shown that the filter places the nuisance faults into
a minimal (C, A)-unobservability subspace for time-invariant systems and a similar invariant sub-
space for time-varying systems. A minimal (C, A)-unobservability subspace implies that there is a
projector H induced from the nuisance fault directions such that (HC, A — LC) has an unobserv-
able subspace where L is the filter gain (Massoumnia, 1986; Massoumnia et al., 1989). Therefore,
the filter recovers the geometric structure of the unknown input observer in the limit and extends

the unknown input observer to the time-varying case. These limiting results are important in
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ensuring that both fault detection and identification can occur. For time-invariant systems, the
nuisance fault directions are generalized to prevent the invariant zeros of the nuisance faults or
their mirror images from becoming part of the eigenvalues of the filter.

The limiting behavior of the filter can also be determined by using a perturbation method.
Further, the perturbation method captures the asymptotic behavior of the filter near the limit. In
(Chung and Speyer, 1998; Chen and Speyer, 2000), the Goh transformation in singular optimal
control theory (Bell and Jacobson, 1975; Moylan and Moore, 1971) is used to determine the filter in
the limit. However, the Goh transformation cannot determine the asymptotic behavior of the filter.
Although the Goh transformation leads to an elegant general form, the perturbation method is
more direct and insightful. The asymptotic result also provides a more robust numerical algorithm
to solve the Riccati equation near the limit which is ill-conditioned because of the large parameters.

In Section 8.1, the system model and three essential assumptions about the system are given.
The problem is formulated in Section 8.2 and its solution is derived in Section 8.3. In Section 8.4,
the limiting properties of the filter are determined. In Section 8.5, the asymptotic behavior of the

filter is determined. In Section 8.6, numerical examples are given.

8.1 System Model and Assumptions

In this section, the system model and three assumptions about the system that are needed in order

to have a well-conditioned unknown input observer are given. Consider a linear system,

& = Az + Byu (8.1a)

y=Cx (8.1b)

where u is the control input and y is the measurement. All system variables belong to real vector
spaces, ¢ € X, u € U and y € Y. System matrices A, B, and C can be time-varying. To design

any linear observer, Assumption 8.1 is required (Kwakernaak and Sivan, 1972a).

Assumption 8.1. For time-varying systems, (C, A) is uniformly observable. For time-invariant

systems, (C, A) is detectable.

Following the development in (Beard, 1971; White and Speyer, 1987; Chung and Speyer, 1998),

any plant, actuator and sensor fault can be modeled as an additive term in the state equation
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(8.1a). Therefore, a linear system with ¢ failure modes can be modeled by

T = Az + Byu + zq: Fyfi; (8.2a)
i=1
y=Cr (8.2b)
where fi; belong to real vector spaces and F; can be time-varying. The failure modes /i; are unknown
and arbitrary functions of time that are zero when there is no failure. The failure signatures F;
are maps that are known. A failure mode ji; models the time-varying amplitude of a failure while
a failure signature F; models the directional characteristics of a failure. Assume the F; are monic
so that fi; # 0 imply Fjfi; # 0. Since the unknown input observer is designed to detect only one
fault and block other faults, let y; = fi; be the target fault and up = [a? --- gl ﬂiTH ﬂqT]T

be the nuisance fault. Then, (8.2) can be rewritten as (Massoumnia et al., 1989)

&= Ax + Byu+ Fiuy + Fopuo (8.3a)

y=_Cx (8.3b)

where F} = F; and F) = [}_7’1 N O Fi+1 Fq]. There are two assumptions about the system

(8.3) that are needed in order to have a well-conditioned unknown input observer.
Assumption 8.2. [} and F, are output separable.

Assumption 8.2 ensures that the unknown input observer can isolate the target fault from the
nuisance fault (Massoumnia et al., 1989; Chung and Speyer, 1998). The definition of the output
separability is C7; N CTy = () where 77 and 75 are the invariant subspaces in which the target fault
and nuisance fault are placed, respectively. More details about these invariant subspaces are given
in Section 8.4.1. In Remark 6 of Section 8.4.3, the output separability assumption is relaxed by
imposing a less restrictive condition since the optimal stochastic fault detection filter only creates

an invariant subspace for the nuisance fault, but not the target fault.
Assumption 8.3. For time-invariant systems, (C, A, ) does not have invariant zeros at origin.

Assumption 8.3 ensures that, for time-invariant systems, the residual is nonzero in steady state

when the target fault occurs. Consider a linear observer with dynamics and residual,
& = A% + Byu + L(y — C#)

r=y—Czt
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When the target fault occurs, the dynamic equation of the error, e = x — &, and the residual can

be written as

e = (A — LC)e —|—F1,u1

r=~Ce

For a bias target fault, the steady-state residual will be zero if (C, A — LC, F) has an invariant zero
at origin (Chen, 1984). Since the filter gain L does not change the invariant zero, (C, A — LC, F})
has an invariant zero at origin if and only if (C, A, F}) has an invariant zero at origin. Therefore,
to ensure a nonzero residual in steady state when the target fault occurs, (C, A, F}) cannot have

invariant zeros at origin.

8.2 Problem Formulation

In this section, the optimal stochastic fault detection filter problem is formulated. Consider a linear

system similar to (8.3),

@ = Ax + Byu + Byw + Fiug + Fous (8.4a)
y=Cxr+v (8.4b)
where w is the process noise, v is the sensor noise, and B,, can be time-varying. Assume that the

unknown and arbitrary failure amplitudes 1, pe, and the disturbances w, v are zero mean, white

Gaussian noises with variances

E [ ()p ()] = Q1d(t — 7) (8.5a)
E [p2(t)pa(1)"] = Q26(t — 7) (8.5b)
E [w(t)w(T)"] = Qud(t —7) (8.5¢)
Efo(t)v(r)"] = V(t — ) (8.5d)

and the initial state is a random vector with variance
E [z(to)x(to)"] = Py (8.5¢)

where E[e] is the expectation operator. pi, pe, w and v are assumed to be uncorrelated with each

other and with z(tg).
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The objective of the optimal stochastic fault detection filter problem is to find a filter gain L

for the linear observer,
&= A+ Byu+ Ly — C#) , i(to) = E[z(to)] (8.6)
and a projector H for the residual,

r=H(y—Cz%) (8.7)

such that the residual is affected primarily by the target fault p; and minimally by the nuisance
fault po, process noise w, sensor noise v and initial condition error x(ty) — Z(tp). By using (8.4)

and (8.6), the dynamic equation of the error, e = z — Z, is
é=(A—-LC)e+ Fiuy + Foug + Byw — Lv

Then, the error can be written as

t
e(t) = ®(t,to)e(to) + / O(t, 7)(Fip + Fops + Byw — Lv)dr (8.8)
to
subject to
d
Eq)(t,to) = (A - LC)®(t,to) , P(to,t0) =1 (8.9)

Note that e(tg) is a zero mean random vector with variance P. The residual (8.7) can be written

as
r=H(Ce+v)

Now a cost criterion is needed for deriving L and H. If the cost criterion is associated with the
residual, it is unusable from the statistical viewpoint since the variance of the residual generates
a d-function due to the sensor noise. Therefore, the cost criterion will be associated with the

projected output error HCe. In order to determine the cost criterion, define

t

hi(t) 2 HC | ®(t,7)Fyndr (8.10a)
to
t
ha(t) 2 HC | ®(t,7)Fopndr (8.10D)
to
t
ho(t) 2 FIC [@(t, lo)e(to) + / (1, 7)(Byw — Lv)dr (8.10¢)
to
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From (8.8), hy represents the transmission from p; to HCe. hy represents the transmission from
Lo to HCe. h, represents the transmission from w, v and e(ty) to HCe. The objective of the
optimal stochastic fault detection filter problem is to make HCe sensitive to w1, but insensitive to
w2, w, v and e(tg). Thus, he and h, are to be minimized while h; is to be maximized.

Therefore, the optimal stochastic fault detection filter problem is to find the filter gain L and

the projector H which minimize the cost criterion,
_ 1 T T T
J = tr WE[hz(t)hz(t) |+ Elhy(8)ho(t)" ] — E[h1 ()R ()] (8.11)

where t is the current time and -y is a positive scalar. Making v small places a large weighting on
reducing the nuisance fault transmission. The trace operator forms a scalar cost criterion of the
matrix output error variance. Note that the power spectral densities Q1 and Q2 can be considered
as design parameters. Since no assumption is made on the failure amplitudes, its white noise
representation is a convenience. However, the power spectral densities @, and V' and the variance
Py can have physical values. @1 and @, are non-negative definite. @2, V and Py are positive
definite. When ()1 increases, the transmission from the target fault increases. When )2 increases,
the transmission from the nuisance fault reduces. When @Q,,, V and Py increase, the transmission
from the process noise, sensor noise and initial condition error reduces, respectively.

Since the effect of the process and sensor noises on the residual is explicitly minimized, the
filter is robust with respect to these disturbances. Certain types of model uncertainties can also
be modeled as additive noises (Patton and Chen, 1992; Douglas et al., 1997a). Therefore, the filter
can be made robust to these model uncertainties. In Section 8.4, it is shown that the filter recovers
the geometric structure of the unknown input observer in the limit as v — 0 and the nuisance fault
is completely blocked. When it is not in the limit, the filter is an approximate unknown input
observer and the nuisance fault is partially blocked. Since the filter does not need to block the
nuisance fault completely, the filter structure is less constrained which leads to a potentially more

robust unknown input observer.
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8.3 Solution

In this section, the minimization problem given by (8.11) is solved. By using (8.5) and (8.10), the

cost criterion, rewritten as

. ¢ 1 .
J =tr [HC’ d(t, ) (LVLT + ;FQQQFQT - PQFT + BwaB;C> o(t,7)dr CTH

to

+HCD(t, o) Py®(t, tg)TCTH

is to be minimized with respect to L and H subject to (8.9) and that His a projector. To put
the minimization problem in a more transparent context, J is manipulated in the following. By

adding the zero term

tr {ﬁcq>(t, P (¢, )TCTH — HOD(t, to) P(to)® (¢, o) CTH

ae [ % (@ (t, ) P()(t, )] dr CTﬁ}

to J and using (8.9),
J = tr {fIC tt ®(t, ) [(L — PCTvhv(L — PCTV YT — P4 AP + PAT — PCTV-ICP
0
+%F2Q2F2T - P F + BwaBg] o(t,m)"dr CTH
FHCB(t, t0) [Py — P(t0)|®(t, t0)TCTH + ﬁfcp(t)CTﬁ}

Then, the minimization problem can be rewritten as

lzull; tr [ﬁc tt ®(t, 7)(L — PCTV YV (L — PCTV YT o(t,7) dr CTH + HCP(t)CTH| (8.12)
; 0
subject to (8.9) and that H is a projector where
P=AP+ PAT — pcTv-icp + %FQQQFQT — Q1 FT + ByQuwBL |, P(to)=Py  (8.13)
By inspection, the optimal filter gain is
L*=pctyv—! (8.14)

By applying (8.14) to (8.12), the minimization problem reduces to

min tr[HCP(t)CT H]
H
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subject to that His a projector. This is an eigenvalue problem. The solution for the optimal H

depends on the rank of H. If the rank is chosen as one, the optimal projector is
H* = pupr, (8.15)

where p,, is the eigenvector of CP(t)CT associated with the smallest eigenvalue )., and m = dim ).

The minimal cost associated with (8.15) is A,,. Alternately, (8.15) can be written as

~

H Y=Y Kee H =Tm [ p1 - pmr |, H*=T=[p1 - pm1 ][ p1 - pm ] (8.16)

where p;, i = 1---m — 1, are the eigenvectors of CP(t)C’T and their associated eigenvalues A1 > A
> > A

In Sections 8.4 and 8.5, it is shown that CP(t)CT has py infinite eigenvalues in the limit
as v — 0 and po large eigenvalues near the limit when 7 is small where py = dim F5. Since the
remaining m — po eigenvalues are very small compared to the po large eigenvalues, the rank of H
can be chosen as m — p2 and the optimal projector is
]T

I:I*: [ Pm  Pm-1 ' Ppa+l ] [ Pm  Pm—1 " Ppa+l (8.17)

The minimal cost associated with (8.17) is > i ., A;. Alternately, (8.17) can be written as

f{*:y_)y’ Kerﬁ*:lm[ﬂl sz]aﬁ*zf—[/)l ppz][pl  Ppo ]T (818)

Note that both (8.16) and (8.18) are optimal projectors depending on the rank chosen. In Sec-
tions 8.4 and 8.5, it is shown that Im [p; - - pp, | contains the nuisance fault completely in the
limit and partially near the limit. Thus, Ker H* only needs to contain Im[p; --- pp, ] in order to
block the nuisance fault. Furthermore, (8.18) allows more or equal target fault transmission than
(8.16) because Im [p1 -+ pp, | € Im[py -+ pm—1]. Therefore, (8.18) is a better choice than (8.16).
In Section 8.4, it is shown that (8.18) becomes equivalent to the projector used by the unknown

input observer in the limit.

Remark 1. For implementation of the optimal stochastic fault detection filter, the filter gain
(8.14) and the projector (8.18) have to be constructed continuously with respect to time because in

the cost criterion, ¢ is the current time. )
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Remark 2. The properties of the Riccati equation (8.13) are best established within the linear
quadratic regulator problem (Speyer, 1986) which can be viewed as a dual problem of the optimal

stochastic fault detection filter problem. Consider the following linear quadratic regulator problem,

—to
o 2
e =ming /t (H () 1L by (0)@a(-8) (-0 Py (-8)Q1 (-9 ()T + B (~5)Qu () Bu(—)T

1
(o) By ) ds + 5 Il 2(—to) I3,

subject to

The solution is

— Fi(=5)Q1(=5)Fi(=5)" + Bu(=5)Qu(—5)Bu(—5)" (8.19)

and P(—tg) = Py. The minimal cost is

1

* 2
7= gl a1 I3y

Since (AT,CT) is controllable, P(—t) is bounded from above. Therefore, if P(—t) has a finite
escape time, P(—t) goes to —oo when Q) is too large.

Let 7 = —s, (8.19) becomes

+ %Fz(T)Qz(T)Fz(T)T — F(T)Qi(r) A ()" (8.20)
By comparing (8.13) and (8.20),

P(1) = P(—7)

Then, P(t) = P(—t) has a finite escape time and goes to —oo when @) is too large. This can be in-
terpreted as an attempt to make the residual sensitive to the target fault. If Q) is too large, the tar-
get fault could destabilize the filter. Therefore, Q1 has to be chosen small enough to avoid the finite
escape time. Note that P(¢) does not have a finite escape time when 1 = 0. This will be illustrated

by the numerical example in Section 8.6.4. e
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8.4 Limiting Case

In this section, the limiting properties of the optimal stochastic fault detection filter are determined
when v — 0. It is shown that the nuisance fault is placed in an invariant subspace in the limit. For
time-invariant systems, this invariant subspace is equivalent to the minimal (C, A)-unobservability
subspace of Fy. Therefore, the filter becomes equivalent to the unknown input observer in the
limit. For time-varying systems, there exists a similar invariant subspace. Therefore, the filter
extends the unknown input observer to the time-varying case. In Section 8.4.1, the geometric
structure of the unknown input observer is given (Massoumnia et al., 1989). In Section 8.4.2, the
limiting properties of the filter are determined. In Section 8.4.3, the nuisance fault directions are
generalized for time-invariant systems to prevent the invariant zeros of the nuisance fault or their

mirror images from becoming part of the eigenvalues of the filter.
8.4.1 Geometric Structure of Unknown Input Observer

The unknown input observer places the nuisance fault into an invariant subspace which is unob-
servable to the residual (Massoumnia et al., 1989). This invariant subspace, denoted 73, is the

minimal (C, A)-unobservability subspace of F» which can be obtained by (Wonham, 1985)
To =Wso ® Vs (8.21)
W is the minimal (C, A)-invariant subspace of Fy given by (Chung and Speyer, 1998)

Wo=[fi Afi - A%fi fo Afs - A%fy o f,, Af,, - A%2f, ] (8.22)

where f; is the i-th column of F, and §; is the smallest non-negative integer such that C' A% f; # 0.
V, is the subspace spanned by the invariant zero directions of (C, A, F5). Note that 75 is the
unobservable subspace of (f[ C, A — LC) (Massoumnia, 1986; Massoumnia et al., 1989) where L is

the filter gain and
H:Y—Y, KeeH=Im[ CA%f; CA%fy --- CA%¥f,, | (8.23)

Therefore, the nuisance fault is unobservable to the residual using H as the projector. To ensure
that the target fault can be detected from the residual, F; and F> are required to be output

separable (Massoumnia et al., 1989) which is defined by

CTiNChL=0CWiNCW, =0

97



where 77 is the minimal (C, A)-unobservability subspace of F; and W, is the minimal (C, A)-
invariant subspace of F;. Note that the output separability condition is a sufficient condition since
the unknown input observer does not need to place the target fault into an invariant subspace. In
Remark 6 of Section 8.4.3, the output separability condition is relaxed by imposing a less restrictive
condition.

For time-varying systems, the minimal (C, A)-invariant subspace of F3 is (Chung and Speyer,

1998)
Wo=[bio bix -+ bis bao bai -+ bag, = bpo b1 o bps, | (8.24)

The vectors b; j, j = 0---0;, are obtained from the iteration defined by the Goh transformation

(Bell and Jacobson, 1975; Moylan and Moore, 1971),

bio = fi

bij = Abij—1—bij1

where f; is the i-th column of Fy. ¢; is the smallest non-negative integer such that Cb;s # 0
for t € [to,t1]. For time-varying systems, the minimal (C, A)-unobservability subspace cannot be
obtained by (8.21) because the concept of invariant zero is for time-invariant systems only. The

time-varying extension of (8.23) is (Chung and Speyer, 1998)
H:Y—Y, KeeH=Im[ Cbis Cbys, -+ Chyp,s, | (8.25)

For time-varying systems, the output separability condition can be checked by (Chung and Speyer,
1998; Chen and Speyer, 2000)

CWINCW, =)
Remark 3. (8.22) and (8.24) are based on the assumption that
Rank (CWQ) = P2 (8.26)

where py = dim Fy. If Rank (CW,) < pe, a new basis for F, with a lower or equal dimension can
be formed such that (8.26) is satisfied (Chen, 2000). Then, the new basis of F; can be used in (8.22)
or (8.24) and consequently in (8.23) or (8.25). e
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8.4.2 Limiting Property

In this section, it is assumed that the Riccati matrix P is positive definite. From Remark 2 in

Section 8.3, there always exists positive definite P for some (1. Then, P can be written as
"1
_ T
P=3 —pip;
o N

where 5\;1 is the i-th eigenvalue of P and p; is the associated eigenvector. In the limit as v — 0,
P goes to infinity because of the term %FQQQFQT in (8.13). This implies that some \;’s go to zero

in the limit. Define
AN LI
n=pr'=3% Npp!
i=1

Then, P goes to infinity in the limit along the null space of II. By using (8.13),

d

—— (P YH=plPp!
dr

1
=P lAa+ATP —Cclv-ic + P! <—F2Q2F2T — Q. F] + BwaBg) p1
Y
Then,
. 1
T =TA+ ATTI + 11 <—F2Q2F2T — FiQF + BwaBE,) n-ctv-lc (8:27)
Y
with initial condition TI(ty) = P, . Define
£ lim IT
v—0
In the limit, in order for (8.27) to have a solution,

r =0 (8.28)

This indicates that II has a null space which contains F». It turns out that KerII is the key to
block the nuisance fault. Theorem 8.1 shows that KerII is a (C, A)-invariant subspace. Therefore,
the optimal stochastic fault detection filter places the nuisance fault into an invariant subspace in

the limit.
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Theorem 8.1. Kerll is a (C, A)-invariant subspace.
Proof. The filter can be written as
Iz = A% + IBu+ CTV~1(y — Ci)
When the nuisance fault occurs, the dynamic equation of the error can be written as
e = (TTA — CTV™1C)e + M Fyus

By adding Ile to both sides and using (8.27),

d 1
——(Ie) = — [AT + 11 <;F2Q2F2T — FQFL + BwaBgH Ile + T Fyopus (8.29)

In the limit, if the error initially lies in Ker IT, (8.29) implies that the error will never leave Ker IT

because of (8.28). Therefore, KerII is a (C, A)-invariant subspace. e

Other directions in KerII are obtained now. For time-invariant systems, KerII is related to
the minimal (C, A)-unobservability subspace of Fy. For time-varying systems, KerII is related to
the unobservable subspace of (HC, A — LC) where L is (8.14) and H is (8.25). Theorem 8.2 shows

that Ker IT contains the minimal (C, A)-invariant subspace of Fy.

Theorem 8.2. IIW, =0 where W, is (8.22) for time-invariant systems and (8.24) for time-

varying systems.

Proof. Consider the time-varying case first. From (8.28), ITb; o = 0 and

d - B _.

E(Hbl’o) = Hbl,O + Hbl’o =0 (830)

In the limit, by multiplying (8.27) by bfo from the left and by from the right and using (8.28),

L) 0 (8.31)

— 1,0 = .
Vit

By using (8.30), (8.27), (8.28) and (8.31),

ﬁbl’l = ﬁ(AbLO — 6170) = Cvalcho =0
Similarly, it can be shown that

d — _
E(Hblvl) =0= HbLQ =0
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By iterating this procedure, II] bio bi1 - bis | =0. Similarly, it can be shown that ] bio bi1---
bis;] =0 for i =2---py. Therefore, IIW, = 0. For the time-invariant case, it can be shown

similarly. e

For time-invariant systems, whether Ker IT contains the invariant zero directions of (C, A, F5)
is discussed now. By using the result in (Massoumnia, 1986; Massoumnia et al., 1989), if KerII
does not contain the invariant zero directions, the invariant zeros will become part of the filter
eigenvalues (i.e., the eigenvalues of A — LC'). By using the result in (Kwakernaak, 1976), if there
exist left-half plane invariant zeros, part of the filter eigenvalues will be at the invariant zeros in
the limit. If there exist right-half plane invariant zeros, part of the filter eigenvalues will be at the
mirror images of the invariant zeros in the limit. This implies that KerII contains the invariant
zero directions associated with the right-half plane invariant zeros, but not the invariant zero
directions associated with the left-half plane invariant zeros. In Section 8.4.3, the nuisance fault
directions are generalized so that KerII contains all the invariant zero directions. Furthermore,
this generalization prevents the invariant zeros or their mirror images from becoming part of the
filter eigenvalues. This is important because the invariant zeros or their mirror images might be
ill-conditioned even though stable.

For time-invariant systems, Ker II D W, from Theorem 8.2 and KerII O V, from the general-
ization of the nuisance fault directions in Section 8.4.3. Then, KerIl D 75. By using the result
in (Chung and Speyer, 1998; Chen and Speyer, 2000), it can be shown that KerII C 73. There-
fore, KerII is equivalent to the minimal (C, A)-unobservability subspace of I, and the optimal
stochastic fault detection filter becomes equivalent to the unknown input observer in the limit. For
time-varying systems, Ker IT O W, from Theorem 8.2. By using the result in (Chung and Speyer,
1998; Chen and Speyer, 2000), KerII is contained in the unobservable subspace of (HC, A — LC)
where L is (8.14) and H is (8.25). Therefore, the optimal stochastic fault detection filter places
the nuisance fault into a similar invariant subspace in the limit and extends the unknown input

observer to the time-varying case.

Remark 4. Since P goes to infinity in the limit along KerIl, CPCT goes to infinity along

CKerIl. For time-invariant systems,

CKerﬁ:Im[CA51f1 CA%fy .. C’A‘Sp2fp2]
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because Ker IT = 7. For time-varying systems,
CKerfI =Im [ CbL(;l Cb2’52 e Cbp2,5p2 ]

because Ker IT D W, and KerII is contained in the unobservable subspace of (HC, A — LC) where
L is (8.14) and H is (8.25). Therefore, CPCT has py infinite eigenvalues in the limit because
dim(C KerII) = ps. Further, the py associated eigenvectors span C KerII. Therefore, the opti-
mal projector (8.18) becomes equivalent to H (8.23), used by the unknown input observer, in the
limit for time-invariant systems. For time-varying systems, (8.18) becomes equivalent to H (8.25).
Note that the nuisance fault is contained in C Ker I in the output space ) in the limit because the

nuisance fault is contained in KerII in the state space X. e

Remark 5. By using the optimal filter gain (8.14) and the optimal projector (8.18), the mini-
mization problem (8.11) can be written as
1 m
5 tr{E[h2(t)h2(t) "1} + tr{E[hy()ho ()]} = tr{E[ () ()]} = > N
1=p2+1

Then,

te{Elha(t)ha(t)71} + 7 tr{Elho (0)ho()]} _ {1+ S st i }
{E [ (6)ha (£)7]} U T e {B ]}

In the limit as v — 0,

tr{E[ha(t)ha(t)"]}
tr{E[h1(t)h1(t)"]}

— 0
This implies that the nuisance fault transmission is zero in the limit. e

8.4.3 Nuisance Fault Direction Generalization

The invariant zero of (C, A, F3) is defined as z at which

zI— A F2
C 0

loses rank. The invariant zero direction v is formed from a partitioning of the null space as

[215‘4 %Hg]zo (8.32)

When f;, a column vector of Fb, has a left-half plane invariant zero z; and the invariant zero

direction is called v;, KerII contains Im [ f; Af; --- A%f;], but not Im v;. Also, z; becomes one of
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the filter eigenvalues in the limit. If the nuisance fault direction f; is replaced by v;, z; will not
become one of the filter eigenvalues. Furthermore, since KerII contains Im[vy; Avy; --- A5i+lyi]
which is equivalent to Im[f; Af; --- A%f; v;] by (8.32), this generalization will still block the
nuisance fault. Note that KerIl contains the invariant zero direction now. If the invariant zero
is in the right-half plane, this generalization prevents the mirror image of the invariant zero from
becoming one of the filter eigenvalues in the limit. If (C, A,v;) has invariant zeros, the same
procedure can be repeated until there is no invariant zero. If the invariant zero is associated with
not just one, but several column vectors of F5, only one of these vectors needs to be replaced by

the invariant zero direction. This will be demonstrated by the numerical example in Section 8.6.3.

Remark 6. In order to be able to detect the target fault, Fy cannot intersect KerII which is
unobservable to the residual, i.e., F; N KerII = (). If it does, the target fault will be difficult or im-
possible to detect because it is blocked from the residual along with the nuisance fault even though
the filter can still be derived by solving the minimization problem. This condition is less restrictive
than the output separability condition, CW; N CW, = (), required by the unknown input observer
(Massoumnia et al., 1989; Chung and Speyer, 1998). For example, when F; NKerIl = (), but
CWy N CWs # ), the optimal stochastic fault detection filter may still be able to detect the target
fault and block the nuisance fault since the filter only creates an invariant subspace for the nuisance

fault, but not the target fault. e

8.5 Perturbation Analysis

In Section 8.4, the limiting properties of the Riccati matrices II and P are determined. However,
what I and P are in the limit and how they behave near the limit are still unknown. In (Chung
and Speyer, 1998; Chen and Speyer, 2000), the Goh transformation in singular optimal control
theory (Bell and Jacobson, 1975; Moylan and Moore, 1971) is used to determine II in the limit.
However, the Goh transformation cannot determine II near the limit. In this section, what II and P
are in the limit and near the limit is determined by using a perturbation method. The asymptotic
expansions of I and P are derived in which II and P are explicitly expressed as functions of ~.
This gives an understanding of the properties of Il and P when + is small, but not zero which is
the region where the filter design takes place. Although the Goh transformation leads to an elegant

general form, the perturbation method is more direct and insightful. The asymptotic results also
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provide a more robust numerical algorithm to solve the Riccati equations near the limit which
are ill-conditioned because of the large parameters. In Section 8.5.1, II is expanded around ~ = 0.
This shows explicitly the characteristics of II near and in the limit. In the limit, the result is
consistent with the one in (Chung and Speyer, 1998; Chen and Speyer, 2000) derived by using
the Goh transformation. In Section 8.5.2, the inverse of II is derived. This shows explicitly the

characteristics of P near and in the limit.
8.5.1 Expansion

In this section, II is expanded around v = 0 as
oo .
m=Y i, (8.33)
i=0

By substituting (8.33) into (8.27) and collecting terms of common power, the equations used for

solving (8.33) are obtained in Lemma 8.3.

Lemma 8.3.

M= [ uQ]<[8HS22]+7

INTS

0 0 1| Ia1q Hzm} 3 [H:m II312 ] > [UlT]
—+ 2 + v4 + e
[ 0 iz ] ! [ 8y Mo | 1 [ 10y, Mz uj
where

0 ul
FQQQFT = Ulp U2 |: g ] |: 1 :| = ulauT
2 [ ] 0 0 u2T 1

o >0 and [uy ug] is unitary. Note that Imwu; = Im Fy. Tlpee, II211 and 12 require the solution

to

0 = Ils110llo11 — R (8.34a)
0 = Ma1101l91o + A3 Ilg20 — Ryo (8.34b)
—Tlg92 = Toaa Ao + AgoTlo22 — Mo22Q201T022 — Rao + 113150110 (8.34c)

11192, 11317 and Il3;o require the solution to

0 = [31101l211 + 211011511 (8.35a)
0 = Ha110M312 + A3 199 + Is110TT51 (8.35b)

—ITy92 = Ty20(Ags — Qa2llge2) + (Asz — Qaallgae) T Thgg + 113,50TI319 4 112501010 (8.35¢)
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where

[ An A | o[ ] fy 1 o
o |2 | Alu up |+ wluy 0k ug
- T
A
Qn 812 } 2 [ U (RQUFT — BuQuBL) [ w s |
| @12 &22 42
[ R Riz | o[ wf |y
= ctv—c
i RQQ} [ug [ur up |

The equations for the higher-order terms can be found in Appendix 8.7.1.
Proof. See Appendix 8.7.1. e

In Lemma 8.4, the solution of (8.34) and (8.35) is discussed when C'F» # 0. In Lemma 8.5,
the solution is discussed when C'Fy, =0 and C(AFy — Fg) # (0. The higher-order cases, such as
CFy,=C(AF, — F5) =0 and C[A(AF, — Fy) — %(AFQ — F3)] # 0, can be considered similarly.

Lemma 8.4. When CF, # 0,

0 0 1| Ila1g II12 ] ) [ ui ]
II=| vy wu + 2 _ _ + v 8.36
[wr e ] <[ 0 Tlooo } v { L, 18,00, o + Moo | ul (8.36)

where

—Tog2 = To2a(Age — A9y R Ri2) + (Aaz — Ao Ry Ria) T Toen + Moo (A1 R AL, — Q20)Tlnge
— (Ra» — R R1) Riz)
Mo = Ry (R o Ry, 2R
Moo = o T, (Rig — A3 TIgg0)

Moo = Moo (— Ao + Qaallgs + Aoy Tl Tae) + (—Azg + Qaollgas + Agi M5} Tayo)  Tlago
Proof. See Appendix 8.7.2. e

In the limit, when CF5 # 0,

o=t o[ ][]

Therefore, Ker Il O Im F5 in the limit because Im u; = Im F5. This is consistent with Theorem 8.2

and the result in (Chung and Speyer, 1998; Chen and Speyer, 2000) derived by using the Goh

transformation. For time-invariant systems, the result in Section 8.4 implies that Ilyso is positive
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definite when (C, A, F3) does not have any invariant zero. If (C, A, F5) has invariant zeros, the
associated nuisance fault direction will be replaced by the invariant zero direction v. Since Cv =0
(8.32), the case where Cv = 0 and CAv # 0 is included in Lemma 8.5. Therefore, Ker IT = Im F»

and Ilgoo is positive definite.

Lemma 8.5. When CF; =0 and C(AF, — Fg) #0,

3 1 1
yillzin y2lo121 22122 ul
m— 1 p 1 1 T
=[w wvr wve || 20, yTIMigonn yillioonn U;fu% +--
1 1
1T p—
V21199 Y1919 Ilo2222 U3 U3

where [v1 v9] is unitary and Imv; = Im Asy. Only the lowest-order term of each element is kept

for simplicity. The equation for each element can be found in Appendix 8.7.3.
Proof. See Appendix 8.7.3. e

In the limit, when CFy = 0 and C(AF, — F3) # 0,

00 0 ut
II= [ ul  UV] UV } 00 0 viud (8.38)
0 0 Ilp2222 vg ug
Since Im vy = Im Ayy, 9l u; = —udvy from uluy =0, [ug uz] is unitary and Imu; = Im Fy,

Im[u; ugvy ] = Im[uy ug(ud Aug +4dur)] = Tmuy ugud (Aug — i) ]

= Im[u1 (I — ululT)(Aul — ul)] = Im[u1 Au1 — 'iLl] = Im[FQ AF2 — FQ]

Therefore, KerII O Im [ F AFQ—FQ] in the limit. This is consistent with Theorem 8.2 and the
result in (Chung and Speyer, 1998; Chen and Speyer, 2000) derived by using the Goh trans-
formation. For time-invariant systems, the result in Section 8.4 implies that Ilyg009 is positive
definite when (C, A, F5) does not have any invariant zero. If (C, A, Fy) has invariant zeros,
the associated nuisance fault direction will be replaced by the invariant zero direction v. Since
Cv = CAv =0 (8.32), the case where Cv = CAv = 0 and CA?v # 0 is included in the case where
CFy, = C(AF; — F») =0 and C[A(AF, — Fy) — %(AFQ — [%)] # 0 which can be considered simi-
larly. Therefore, Ker Il = Im [ F; AFQ_FQ] and Ilgo99o is positive definite.
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8.5.2 Analysis

In this section, the inverse of II is derived. This shows explicitly the characteristics of P near and
in the limit. The discussion is limited to the time-invariant case because T2z in (8.37) and ITpgg90
in (8.38) may not be invertible for the time-varying case. In Lemma 8.6, P is discussed when
CFs # 0. In Lemma 8.7, P is discussed when C'F, = 0 and CAF5 # 0. The higher-order case, such
as CFy = CAF; = 0 and CA%F, # 0, can be considered similarly.

Lemma 8.6. When CF, # 0,
P = 3 H211 0 H5111(H212H625Hg12_H411)H2_111 H211H212H622 . UlT
= [ ue] 0 of " Ty, 14, T i) 7
0224421214211 022 U
(8.

i

Proof. By using Lemma 8.4 and matrix inversion lemma, P in the above form is obtained. e

9)

Lemma 8.7. When CFy =0 and CAF,> # 0,

i, 0o { uj }
P = [ [ w1l Ul ] UV ] [ ﬁ%l H_%Z } vfug 4o (8.40)
12 Ho2222 Tl
2 U
where
My, = { ’773/4(1_[311—H21211_{1_21211Hg121)71 1—’771/21_[3_1111_[2121(1_[12211—H2T%21H3_111H2121)71
—y 2 (Migo11 =113 9, 15 Taon) ~ 1G0T v V4 (Myg011 — 118 oy T3 T01)
| : |
2 (H12211 - H5121H§111H2121)_1(H§121H§111H2122 - H12212)
Only the lowest-order term of each element is kept for simplicity.
Proof. See Appendix 8.7.4. e

In the limit, when CF; # 0, Lemma 8.6 shows that P goes to infinity in the direction of
Im F». When CF, =0 and CAF; # 0, Lemma 8.7 shows that P goes to infinity in the direction
of Im [FQ AF2 ]

Remark 7. By using the result in (Kwakernaak and Sivan, 1972b), for the time-invariant and

infinite-time case, under the assumption that (C, A, F») does not have right-half plane invariant
Zeros,

~yP — 0 (8.41a)

L— —F2Q1/2UT ~1/2 (8.41D)

~1/2
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as v — 0 where U is an arbitrary m by ps matrix such that UTU = I. e

By multiplying (8.39) and (8.40) by =, (8.41a) is satisfied. By substituting (8.39) into (8.14),

1 _ _

as vy — 0. Then, L goes to infinity along the direction of 71% Im F» which is consistent with (8.41b).

By substituting (8.40) into (8.14),
1 2 - —
172 w57 o1 (o211 — 13391 1157 Mot01) " ot ud CT
+ 1 I1 . 1- _
y1/4 uzv1 (Thaen 101054 o101) "ol ug CT

as v — 0. Then, L goes to infinity essentially along the direction of 71% Im F5 which is consistent
with (8.41b). Note that L also goes to infinity along the direction of # Im[AF, F»]. Therefore,
the perturbation method is consistent with (Kwakernaak and Sivan, 1972b), but provides more
information about L and P than (Kwakernaak and Sivan, 1972b). The perturbation method can
also be applied to the singular optimal control problem to obtain a more precise interpretation of

the behavior of the Riccati equation near the singular surface.

8.6 Example

In this section, four numerical examples are used to demonstrate the performance and properties of
the optimal stochastic fault detection filter. In Section 8.6.1, the filter is applied to a time-invariant
system. In Section 8.6.2, the filter is applied to a time-varying system. In Section 8.6.3, the null
space of the Riccati matrix II in the limit is discussed. In Section 8.6.4, the effect of the target

fault’s power spectral density ()1 on the Riccati matrix P and the filter is discussed.
8.6.1 Example 1

In this section, three cases are presented to show the performance of the optimal stochastic fault

detection filter. The time-invariant system is from (White and Speyer, 1987).

03 4 0 5
A=1|1 2 3 , C:[g(l)(l)] ., B=1]0 ., B=]1
025 1 1

F1 is the target fault direction. F5 is the nuisance fault direction. There is no process noise.
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In the first case, the power spectral densities are chosen as @1 =1, Q2 =1 and V = 1. The
steady-state solutions to the Riccati equation (8.13) when v = 10~* and 10~ are obtained, respec-
tively. Figure 8.1 shows the frequency response from both faults to the residual (8.7). The left one
is ¥ = 10~* and the right one is v = 1075. In each figure, there are two solid lines representing
the frequency response from the target fault to the residuals with projectors (8.18) and (8.23),
respectively. Note that the two solid lines overlap. The dashdot line and the dashed line represent
the frequency response from the nuisance fault to the residuals with projectors (8.18) and (8.23),
respectively. This case shows that the nuisance fault transmission can be reduced by using a smaller
~ while the target fault transmission is not affected. Further, the projector (8.18), derived from
solving the minimization problem, is better than (8.23), used by other approximate unknown input
observers (Chung and Speyer, 1998; Chen and Speyer, 2000), at low frequency. This suggests that
(8.23) might not be the best choice for the approximate unknown input observer.

In the second case, Q2 =1, V =1 and v = 10"%. The steady-state solutions to the Riccati
equation (8.13) when Q1 = 1 and 10 are obtained, respectively. The left figure of Figure 8.2 shows
the frequency response from the target fault to the residual. This case shows that the target fault
transmission can be enhanced by using a larger Q.

In the third case, @1 =1, Q2 =1 and v = 1075. The steady-state solutions to the Riccati
equation (8.13) when V =1 and 10/ are obtained, respectively. The right figure of Figure 8.2
shows the frequency response from the sensor noise to the residual. This case shows that the

sensor noise transmission can be reduced by using a larger V.
8.6.2 Example 2

A time-varying system is obtained by adding some time-varying elements to A and F5 matrices of

the time-invariant system in previous section. C' and F} matrices are kept the same.

—cos(t) 34 2sin(t) 4 5 — 2cos(t)
A= 1 2 3 — 2cos(t) , k= 1
5sin(t) 2 5+ 3cos(t) 1 + sin(t)

The Riccati equation (8.13) is solved with @1 =1, Qe =1, V=1 and v = 107> for t € [0,25].
Figure 8.3 shows the time response of the residual (8.7) when there is no fault, a target fault
and a nuisance fault, respectively. The left three figures use projector (8.18) and the right three

figures use projector (8.25). In each case, there is no sensor noise. The faults are unit steps that
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Figure 8.3: Time response of the residual

occur at the fifth second. There is a transient response until about two seconds due to the initial
condition error. This example shows that the filter works well for time-varying systems. Further,
the projector (8.18), derived from solving the minimization problem, is better than (8.25), used by

other approximate unknown input observers (Chung and Speyer, 1998; Chen and Speyer, 2000).
8.6.3 Example 3

In this section, four cases are presented to show the properties of the Riccati matrix II in the limit.
The first case shows that Ker(II|,—¢) contains the nuisance fault direction and the invariant zero
direction associated with the right-half plane invariant zero. One of the filter eigenvalues is near
the mirror image of the invariant zero. The second case shows that none of the filter eigenvalues
is near the mirror image of the invariant zero if the nuisance fault direction is modified. The third
case shows that Ker(II|,—o) contains only the nuisance fault direction, but not the invariant zero
direction associated with the left-half plane invariant zero. One of the filter eigenvalues is near the
invariant zero. The fourth case shows that Ker(Il|,—g) contains the nuisance fault direction and
the invariant zero direction associated with the left-half plane invariant zero if the nuisance fault

direction is modified. Further, none of the filter eigenvalues is near the invariant zero.
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In the first case, A and C matrices are the same as the example in Section 8.6.1 and

1 -3
=\ -05 . =1
0.5 0

(C, A, F») has an invariant zero at 3 and the invariant zero direction v is [1 0 0]7. The power
spectral densities are chosen as @1 =1, Q2 =1 and V = 1. The steady-state solutions to the

Riccati equation (8.27) when v = 107% and Lemma 8.4 when v = 0 are

0.0000 —0.0000  0.0000 0 0 0
],=19-s = | —0.0000  0.0010 —0.0002 , Hy=o=10 0 0
0.0000 —0.0002  0.0965 0 0 0.0965

This shows that Ker(II|,—g) contains the nuisance fault direction and the invariant zero direction
associated with the right-half plane invariant zero. The filter has an eigenvalue near the mirror
image of the invariant zero at -3.00002.

In the second case, the nuisance fault direction used for the filter design is changed to v. The
power spectral densities are the same. The steady-state solutions to the Riccati equation (8.27)

when v = 107% and Lemma 8.5 when v = 0 are

0.0000 —0.0000  0.0000 0 0 0
],—19-s = | —0.0000  0.0044 —0.0009 , Hly=o=0 0 0
0.0000 —0.0009  0.0967 0 0 0.0965

This shows that Ker(Il|,—o) contains F5 and v. The filter does not have any eigenvalue near the
mirror image of the invariant zero.
The third case is obtained from modifying the first case such that the invariant zero is in the

left-half plane instead of the right-half plane. The system matrices are the same except

1.5

100
0_[001}’ Py = f

(C, A, F») has an invariant zero at -2 and the invariant zero direction v is [0 1 0]Z. The power
spectral densities are the same. The steady-state solutions to the Riccati equation (8.27) when

v =107% and Lemma 8.4 when v = 0 are

9.8610 —6.1084 —2.5869 9.7791 —6.0530 —2.5626
I —10-6 = | —6.1084  3.8176  1.5357 , IIJy=o=| —6.0530  3.7801 1.5192
—2.5869  1.5357  0.8127 —2.5626  1.5192  0.8055
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This shows that Ker(II|,—g) contains only the nuisance fault direction, but not the invariant zero
direction associated with the left-half plane invariant zero. The filter has an eigenvalue near the
invariant zero at -1.9999.

In the fourth case, the nuisance fault direction used for the filter design is changed to v. The
power spectral densities are the same. The steady-state solutions to the Riccati equation (8.27)

when v = 107% and Lemma 8.5 when v = 0 are

0.0890 —0.0000 —-0.1292 0.0866 0 —0.1299
],—19-6¢ = | —0.0000  0.0000 —0.0000 , Hly—o = 0 0 0
—0.1292 —0.0000  0.1951 —0.1299 0 0.1949

This shows that Ker(Il|,—o) contains F5 and v. The filter does not have any eigenvalue near the

invariant zero.
8.6.4 Example 4

This example shows how the target fault’s power spectral density ()1 affects the Riccati matrix P

and the filter. The system matrices are

(A e ne ] el

Fy is the target fault direction. Fy is the nuisance fault direction. There is no process noise.

The steady-state solutions to the Riccati equation (8.13) with Qo =1, V =1 and v = 1075
are obtained for (1 between 0 and 12. When )1 is larger than 12.99, there exists a finite escape
time. The upper two figures of Figure 8.4 show how ) affects the definiteness of P by plotting the
eigenvalues of P versus Q1. When (1 increases, one of the eigenvalues becomes smaller showing that
P is less positive definite and eventually, P becomes indefinite. The lower two figures of Figure 8.4
show how @ affects the filter eigenvalues. When @) increases, one of the filter eigenvalues moves
towards the imaginary axis. Note that it is possible that the filter is stable while P is indefinite.
This is very different from (Chung and Speyer, 1998; Chen and Speyer, 2000) where II, the inverse
of P, is used because while P is indefinite and does not have a finite escape time, Il has a finite
escape time. This implies that the optimal stochastic fault detection filter may be made more

sensitive to the target fault than (Chen and Speyer, 2000).
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Figure 8.4: Eigenvalues of the Riccati matrix P and the filter for different (),

8.7 Appendix

8.7.1 Proof of Lemma 8.3

By substituting (8.33) into (8.27) and collecting terms of common power,

v

y

y

gl

-3/4 .
-1/2 .

~1/4

,70

1/4

1/2

-1

0 = Q1o

0 = I Q2Ily + MpQ21I1;

0 = H2QoITp + I1; Qo11y + MoQoI1o

0 = M3Q2Iy + MaQoIly + 1 Qolls + TTHQo1T5

— Q111

—ILQ 1T — Q411

+ Q2 — Q1 1Ty — M1 Q11T — Q111
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(8.42a)
(8.42b)
(8.42¢)

(8.42d)

: —Ip = A + ATy — CTV 1O + T4QaTly + M3QoIl; + MaQolly + T Qollz + MyQolly

(8.42¢)

o 10 = T A+ ATT 4 T15Q010g + 14 QolTy + M3QoIly 4 TaQoll3 + I QolTy + MoQo 15

(8.42f)

: —Ily = My A + AT, + T Qally + T5QoTl; + M4Qa1Ty + M3QoTT3 + TaQoTly + I3 Qo115

(8.42g)



where Qo = F2QoFf and Q1 = Q1 FL — B,QuBL.

From (8.42a), KerIly contains F». Then, Iy can be written as

Mo =[ w1 up | 0 0 ug = upllgpoud (8.43)
0 1 U2 0 Ty ol 21lp22u5 .

where T2 is to be determined. (8.42b) is trivially satisfied because of (8.43). By substituting

(8.43) into (8.42c), II; can be written as

0 0 7
m=[w u ] [ 0 o ] [ Z;T } = uplliz2uy (8.44)

where II;99 is to be determined. (8.42d) is trivially satisfied because of (8.43) and (8.44).
By using (8.43) and (8.44), (8.42e) becomes

—HO =1IpA + ATHO —ctv-1ic + HQQQHQ — H()Qlﬂo (845)
Let
R [ o Moo ] [ u } (8.46)
MGy ooy | | g

By multiplying (8.45) by [u1 uz2]? from the left and [u; ug] from the right and substituting (8.43)
and (8.46), (8.34) is obtained. Note that (8.34) is solved for Ilpa2, II211 and IIz;9.
By using (8.43) and (8.44), (8.42f) becomes

—IT; = T3 (A — Q11Tp) + (A — Q1T1p) Iy 4 TaQoll3 4 TI3Q-I1, (8.47)
Let
Mo =[un ] [ s Tsio ] [ up } (8.48)
I, Tse ug

By multiplying (8.47) by [u1 ug]? from the left and [u1 ug] from the right and substituting (8.43),
(8.44), (8.46) and (8.48), (8.35) is obtained. Note that (8.35) is solved for ITj99, 1311 and Ilg;s.
By using (8.43) and (8.44), (8.42g) becomes

—IIy = Tg(A — Q11T + Qally) + (A — Q1T1y + Qolly)TTIy + TI3Q51T3 — I1;Q1 1T (8.49)
Let
My=[w u] [ i Lo ] [ u } (8.50)
HZ;IQ 422 Ug



By multiplying (8.49) by [u1 ug]? from the left and [u1 ug ] from the right and substituting (8.43),
(8.44), (8.46), (8.48) and (8.50),

0 = My11000211 + Ioy10Ty1y + 11010311 + Moy Ayy + AT Tloy 4 Tl Aoy + AL TIL ) + TTo1y

(8.51a)
0 = My110Tlaa + A3 Toss + Ilag10Tlo10 + AT Moy + Ta10Agg + Ila11 Aso
— T219Qa2T1022 — T11 Q121022 + 511010512 + Iopo (8.51Db)
—Tly90 = Moo ( A2z — Qaallgo) + (Asz — QaaTloos)” Thogs + 135 (A2 — Q1aTloos + oTlaro)
+ (A12 — QuaTlo22 + 0T1412) To1a + 11550 T312 — M122Q201T120 (8.51c)

Note that (8.51) is solved for Ilagg, II417 and Il412. In (8.51a) and (8.51b), [I;; and Ilgqo are
known by taking the derivative of (8.34a) and (8.34b). The same procedure can be done for the

higher-order terms if needed.

Remark 8. For time-invariant systems, [u; wu2] can be obtained from the singular value de-
composition of FpQ2Fy and [7 12| = 0. For time-varying systems, u; and up have to be formed

differently. Since Imwu; = Im Fy, u1 can be chosen as FQ(FQTFQ)*U2

. Since [uy ug] is unitary, ug
has to satisfy uiqu =0 and UQTUQ =]. Define Uy = I — ululT. Since u{Ul =0, the first column of
ug, called us1, can be chosen as ug; = Uli(Uf';Uli)_l/Q where Uy; is any nonzero column of U;. Note
that ul ug; = 0 and ul ug; = 1. Next, define Uy = I — [uy ug1 |[u1 ug1]T. Since [uy ug |7 Us =0,

—-1/2

the second column of wuo, called wog, can be chosen as wugg = Ug,;(Ug;-UQZ') where Us; is any

nonzero column of Us. Note that uf[ug; uge] =0 and [ug1 uga]?[ug1 uge] = 1I. Other direc-
tions of uy can be obtained similarly. Note that u; and us are not unique. The derivative of

u1 and ug can also be obtained since u; and us are explicitly written as functions of time. @
8.7.2 Proof of Lemma 8.4

When CF; # 0, Ry is positive definite because Imu; = Im F,. Then, from (8.34a),
1/2, 51/2  51/2+ 1/2
M1 = R1{ (R1{ URI{ ) 1/2R1{
Note that II311 is positive definite. From (8.34b),

H212 = 0_1H2_111(R12 — Aglﬂ(mg) (852)
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By substituting (8.52) into (8.34c) and using (8.34a),

—Tog2 = To2a(Age — A9y R Ri2) + (Asz — Ao Ryt Rio) T Togn + Toga( A1 R AL, — Q20)Tloge

— (Rg2 — RIR{ Ri2) (8.53)

Therefore, the zeroth-order term IIy (8.43) can be obtained by solving (8.53). Part of the second-
order term I (8.46) can be obtained from (8.34a) and (8.52).
From (8.35a),

511 = 0 (8.54)
because o and Ils1; are positive definite. By substituting (8.54) into (8.35b),
M3y = —0 ‘T AL 99 (8.55)
By substituting (8.55) into (8.35¢),
Tly9p = M99 (—Ags + Qaallgoe + Ay Tl Tlae) + (— Az + Qaollgee + Agi M5 TTa12)  Tlie  (8.56)
Since (8.56) is a homogeneous equation and the initial condition is zero,
22 =0 (8.57)
By substituting (8.57) into (8.55),
312 =0 (8.58)

Therefore, the first-order term II; (8.44) is zero from (8.57). Part of the third-order term I3 (8.48)
is also zero from (8.54) and (8.58).
By substituting (8.54) into (8.51a) and (8.51b),

0 = My11000011 4 oy10Ty1y + Moy Ay + AT TIoyy + Ty Aoy + AL I, + 1151y (8.59)
Mo = —0 T, A TTaoe + My110T0212 + AT Tlo1o + Tla19Ags + Mag1 Arg

— M212Q22g22 — Ta11Q121T022 + la11] (8.60)

Define T390 2 II599 —H512H§111H212. By substituting (8.57), (8.58) and (8.60) into (8.51c) and
using (8.59),

MMa9o = Tlago(— Ao + Qaollg2n + Aoy T, Ta1a) 4 (—Agg + Qoollnge + Ao TI5 Tlo2) Tlage  (8.61)
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Therefore, the second-order term Il (8.46) can be obtained from (8.34a), (8.52) and (8.61). Part
of the fourth-order term Il (8.50) can be obtained from (8.59) and (8.60). In (8.59) and (8.60),
1917 and IIy;o are known by taking the derivative of (8.34a) and (8.52). The same procedure can

be done for the higher-order terms if needed, i.e., obtaining Il3s0 and Il490.

Remark 9. Since II1; and IIg19, the lowest-order terms of the (1,1) and (1,2) elements of the
expansion of II, are obtained from the algebraic equations (8.34a) and (8.52), the initial condition
TI(ty) = Py ! cannot be completely satisfied. This is because the dimension of the differential Riccati
equation (8.27) is reduced in the limit as v — 0. This leads to the occurrence of a boundary layer
(Nayfeh, 1973). Note that the expansion of II (8.36) is valid everywhere except near 7 = 0 and is
called the outer expansion. The inner expansion, which is only valid near 7 = 0 and approximates
the boundary layer, can be obtained by using fast time scales (Nayfeh, 1973). Since the inner
expansion is only valid for a very short period of time, the focus will be placed on generating the
boundary layer which will be used as the initial condition of the outer expansion. Note that only
the (2,2) element of the outer expansion needs an initial condition. By applying a new fast time

scale ( = 7/v to (8.27) and substituting
0= 1Y 4 A2 ity

where the superscript IN denotes the inner expansion, the collection of terms of common power

yields the asymptotic boundary layer dynamics as

_ d 3
vy 1 : 7d_<H6N = HéNanéN s HéN(tO) - H(tO)
_ d 5 9

The initial condition of the outer expansion is obtained by matching it with the steady-state

solution of the inner expansion (Nayfeh, 1973) as

Mo22|r=t, = Héévg l¢—o0

Mool r—t, = 2, l¢—o0

Since Q9 = FQQQFQT is apriori known, Ilp22(t9) and IIa92(tp) can be obtained apriori. The ini-

tial condition of the higher-order terms can be obtained similarly. Note that in the limit as
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v — 0, the fast time scale { — co and there is an instant jump at the initial time. This is con-

sistent with the Goh transformation (Chung and Speyer, 1998; Bell and Jacobson, 1975). e

Remark 10. By using (8.52) and (8.53),

—Agg 4+ Qoallgog + ATy Tlae = —(Age — Ao1 Ry Ri2) — (Ao R AL — Qa2)TTg20

= (A2 — Ap1 R} Ria) — T (Ros — RiyRyy Ruo) (8.62)

For the time-invariant and infinite-time case, given that (Ag — AglRl_llng) — H5212(R22 — R{Q

Rl_llng), the closed-loop A matrix of (8.53), is stable. Then, from (8.61),

Il =0
e
8.7.3 Proof of Lemma 8.5
When CFy =0, R1; =0 and Rj2 = 0 because Imu; = Im Fy. From (8.34a),
o = 0 (8.63)
because o is positive definite. By substituting (8.63) into (8.34b),
H022A21 =0 (864)
Then, Ilys2 can be written as
0 0 vl
Ilgoo = | v1 v ! 8.65
o2 = [ v 2][0 H02222][U22F} (8.65)
and
vy
o1z = [ Ha121 Moigo | oF (8.66)
2

where [v; v2] is unitary and Imv; = Im Ag;. By multiplying (8.34c) by [v; v2]? from the left and
[v1 v2] from the right and substituting (8.65) and (8.66),

0 = I13)50102121 — Roan (8.67a)
0 = 13190 l9195 + Afoo Tlo2222 — Raoia (8.67b)
~Tg2220 = Mo2222 A2995 + Ay9oTlg2299 — T02220Q2920 02099 — Ro22o + 11515505120 (8.67c)
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where

r T 7 - T - T
Ao Agiz | A | g A Vi V1 VU2
A A = T 22 [ v 02 ] + | .7 T

| A2221 2222 vy | Vy V1 V5 U2

- P
Q2211 Q2212 | & | V]

T ] = [ Pl Qv v ]

| Q3912 Q2222 vy |

Roo11 Rooiz | & [ of
T = T | R22 [ U1 V2 ]
| Ro910 Razoo V2

Note that IIg191 cannot be determined uniquely from (8.67a) because it is not symmetric. However,
additional constraints will be obtained later to determine Ilg19; with (8.67a). Since Imwu; = Im Fh,
Cu; =0 and C(Au; — 1) # 0. Since Raoin = viud CTV~=1Cugv; and ITmw; = Im Ay, Raopq is
positive definite because

AT W CTV L CugAgy = (ul ATuy — 0 up)ud CTV =L Cug(ud Auy — ud'ay)

= (U{AT — ’ll{)([ — ulu{)CTV_l(?(I — ululT)(Aul — 111) = (Au1 — ul)TCTV_lC(Aul — ’CL1) >0
Therefore, , 2191 is invertible. Then, from (8.67b),

_ —1p-T T
120 = 0 155, (Ra212 — AdgoqTlo2222) (8.68)

By substituting (8.68) into (8.67c) and using (8.67a),

~Tlo222 = To2022(A2222 — A2201 Rogyy Ro212) + (A2292 — Agoon Rogyy Raz12)” Toazo
+ o220 (A2201 Rogy1 Adyo1 — Q2202) o220 — (Rogzz — RiyioRogyy R2212) (8.69)
Therefore, the zeroth-order term Ily (8.43) can be obtained from (8.65) and (8.69). Part of the
second-order term Ily (8.46) can be obtained from (8.63).

By substituting (8.63) into (8.35a), the equation becomes trivial. By substituting (8.63) into
(8.51a),

0 = M3110T511 + Ma12 421 + A3 113, (8.70)
By substituting (8.66) into (8.70),
0 = M311010311 + Maro10] Aoy + AL 01 11E 5, (8.71)

because 02TA21 = 0. Let

ITi2211  ITi2212 ] [ vl ]

8.72
{5 o220 v3 (8.72)

Mgy =[ v1 v ]
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and

T
319 = [ Hz121 3190 | [ le } (8.73)
2

By multiplying (8.35b) by [v1 wv2] from the right and substituting (8.63), (8.66) and (8.72),

9911 = — (A3 01) 311010191 (8.74a)

My9912 = —(AS 1) ' 3110T9192 (8.74b)
Note that v7 Ay; is invertible because Im A9 = Imwvy. Since 19917 is symmetric,
1
(Aglvl)_lnglldﬂglgl = H51210H311(U{A21)_1 (875)

By combining (8.75) with (8.67a) and (8.71), Ils12; and II31; can be determine uniquely. By
multiplying (8.35c) by [v1 v2]? from the left and [v; vy ] from the right and substituting (8.65),
(8.66) (8.72) and (8.73),

0 = I1319, 0105191 + 115191 0TTa191 + 12011 Ago11 + Mio212 A1 + Ay Tliao11 + Adgg Ip010
+ 9211 (8.76a)
0 = 131910105192 + 113191 0TTa122 + AJyo1 Tig00 + Ay Ti2012 + Tia211 Ago12 + Miz212 42020
— 19911 Q221202092 — T12212Q2220 02002 + 12012 (8.76b)
~T12290 = M19922(A2292 — Q22221102222) + (A2222 — Q22221102229) " Tl12920

+ 15915(Aa212 — Q22121T02222) + (A2212 — Qa2121T02222)  T19212

+ 103,950 T3122 + 113990219 (8.76¢)

From (8.76D),

3190 = —0 My, (T35, 0 2190 + Adog 2002 + AL Ta919 + 19211 A2a1o + 12912 A2202
— Tl19911 Q22121102292 — T12212Q29201T09229 + IT12912) (8.77)
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By substituting (8.77) into (8.76¢) and using (8.76a),

—TT19200 = 12990 (Ag220 — Q292209200 — A22911T575, TT2192)
1 T
+ (A2222 — Q22221102292 — A2291115151112122)" IT12220
T T
+ 19019 (A2212 — Q22121102222) + (A2212 — Q20121102222) " 12012
T 1-T T T T : 1
+ 1015199115751 (TL12211 A2211 + As911 12211 +112212 42221 + Ado01 Il 9019 + 1112211 ) 115151 2122
T +-T
— 11519911575, (TT12211 A2212 — ITh2211 Q2212102222 + IT12212 A2292 — I12212Q22221102222
AL IO AL T II
+ A59111112212 + A991 1112999 + I119919)

T
— (IT12211 A2212 — 112211 Q22121102222 + 1112212 A2222 — IT12212Q2222 1102222 + A1 1 112212

+ AL o1 2999 + Tya212) T TI5 TToqas (8.78)

Therefore, part of the second-order term Ily (8.46) and part of the third-order term II3 (8.48) can
be obtained by solving (8.67a), (8.71) and (8.75) and using (8.66) and (8.68). The first-order term
IT; (8.44) can be obtained from (8.72), (8.74) and (8.78). Part of the third-order term II3 (8.48)
can be obtained from (8.73), (8.76a) and (8.77). The same procedure can be done for the higher
order terms if needed, i.e., obtaining Ils2o and Il399.

Therefore, IT can be expressed as

oias 1 ORI Y2 Mg1, 1 T
II = [ul uQ] 1/2[qT [ } 71/41_[12211 71/41_[12212 ] [ UlT ] [ Z% ] + e
Tt [ 2 YY1 Tloazoe + 7/ 12920 vy | ] 2
e | EY R A V DYDY S 1ESP) ul ]
=[ur wgvr wgvy || YV M 4Tigon Y /419919 viud | 4+
Rl VP e U S | S S /i 1 EEYE vy uy |

Note that only the lowest-order term for each element is kept for simplicity.

Remark 11. By multiplying (8.64) by us from the left and substituting ud u; = —ul'iy,
Ho(A’LL1 - ul) =0
Since Imu; = Im Fy, T(AF; — Fg) = 0. Therefore, KerIly contains Fr and AF5. e

Remark 12. The initial condition of IIy2920 and I119999 can be obtained by using a fast time scale

similarly as Lemma 8.4. e
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8.7.4 Proof of Lemma 8.7

By using Lemma 8.5 and matrix inversion lemma,

-1
Vg Mo Mo ud
P=1"!= [wr wgvr wguy | | AY2IE,, A4 Iis01 Y4201 viul | +
Y / H2T122 ’71/4H1T2212 ITp2222 UzT“g
_ _ T
II;;  IIio ]
= [ [ U1 UV ] U2V ] |: 1:[T H_l U?Ug —+
12 o222 oIl
2 U

where
—y 1210 191 (Thgon —H§121H5111H2121)1]

734 (T311 — o191 T g T 1 0q ) 7
v (Mga11 — 115, 15 Ty1) 1

;= o _
H [—7_1/2(H12211 _H2lelH3111H2121)_1H5121H3111
/A o121 (TThao11 — 159, 5, Ta101) " o212 — (311 — Mago1 Tl 55, Ta10,) " Tl2120] ]

= 1. N
2 [ (H12211 - H2T121H3111H2121)_1(H2T121H3111H2122 - H12212)

Note that IT311, IT12211 and Ilpgeee are invertible from Appendix 8.7.3. By using (8.74a) and (8.71),
T -1 T —1 /4T T T —1
Higo11 — H2121H311H2121 = H2121H311(A21U1)H2121(U1 A21)
Since Ils191 is invertible, II19917 — Hgmlﬂgﬁﬂglgl is invertible. By using matrix inversion lemma,

—1 T —1 —1 —1 T —1 —1T —1
(Is311 — Mo191 5911 105101) ™ = T3y + Hgp3 lonon (g1 — Mgy99 g3 a101) ™ 1l519, 1155

1 T . L .
Then, 1311 — 21211155, 11515; is also invertible.
1/4

By using matrix inversion lemma and substituting (8.74) and (8.75), the coefficient of the v~

term in (1,1)-element of Il;s is zero.
1 T -1 —1 1 [T -1
157, o191 (TTh2211 — IMq9, 1T571 Il9121) ™ Thhoo1o — (TIg11 — Il2121117 55,1 15191) ™ 12122
1 T -1 1 T -1 1
=115, 2121 (2211 — 11519111577 2101) ™" (2212 — 1519111577 112102) — 157 ITo192
=0

Then, II;2 remains finite in the limit.
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Chapter 9

Conclusion

ANALYTICAL REDUNDANCY is a viable approach to vehicle health monitoring. The fault detection
filters developed here as a point design for the longitudinal dynamics of the vehicle are evaluated
in real-time on a PATH Buick LeSabre at Crow’s Landing. The filter residuals quickly and clearly
respond to the introduction of faults even under various disturbances and uncertainties including
sensor noise, road noise, system parameter variations, unmodeled dynamics and nonlinearities.
The design as presented is intended to be packaged as a module to be used by the vehicle health
management system under development by the UC Berkeley team. In the second year of the project,
fault detection filters for the lateral dynamics of the vehicle will be developed and evaluated in
real-time on a PATH Buick LeSabre at Crow’s Landing. Upon the completion of the entire residual

generator, the residual processor will also be developed and evaluated.
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Appendix A

Vehicle Dynamics Data

Al

The reduced-order longitudinal model derived when the vehicle is travelling at 20 m/s is

where

Linear Vehicle Model at 20 m/s

—-9.1179
378.1792

OO OO oo oo

0
38278.6530
—38.2600
—155.9259
—20.0010

0
—540.7918
—70.2314
85.4589

0

126

& = Ax + Bu
y=Cx
-0.0737 0 0 0
—52.6035 542.0456 —0.6104 —36160.7905
0.0539 —0.5598  0.0006 27.1410
—0.0001 0.0006 —0.0000 —448.3132
0 0.0011 1.0000 0
0 0 0 0
—0.0257 0.2633 —0.0003 —106.5309
0 0 0 66.3437
0 0 0 48.6827
0 0 0 0
0 0 0 07
—273.5986 18078.5219 0 —0.0549
0.3007  —17.8643 0.1238 —0.0019
20.0007 112.0907 112.0683  0.0000
0 0 0 0
1.0000 0 0 0
—0.1329  —62.1835 117.3693  0.0009
0 —39.2622 0 0
0 0 —32.6411 0
0 0 0 —1.2500




The actuator fault directions are

The sensor fault directions are

[ 0.0517

0

0

0

0

Fymp = 0
0

0

0

L 0

[ 2.6048 0 7
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
L 0 1.2500 |
[ 19.3272 0 0 0 0
0 1.0000 0 0 0
0 0.0539 —-0.5598 0.0006 27.1410
0 0.0372 6.3838 —0.0072 —425.8747
L 0 0 6.5305 —0.0074 —426.4547
0 0 0 0 0
0 0 0 0 0
—38.2600 0.3007 —17.8643 0.1238 —0.0019
450.8173 —3.2222 212.9153 0 —0.0006
—748.6173 —3.2294 0 213.1967 —0.0010
[ 2.6048 7 I 07
0 0
0 0
0 0
0 0
Fua = 0 > FuTb = 0
0 0
0 0
0 0
L 0 | L 1.2500 |
—0.4718 T [ 0 —0.0737 T [ 0
19.5672 1.0000 —55.7626 0.0000
0 0.0010  —0.0000 —0.0171
0 —0.0000 —0.0404 0.0000
o , _| oooes 00217 | L _ | 01198
0 Ywe | —0.0011 —0.0006 |’ ~Ye= 0.0187
0 —0.0006 0.0064 0.0108
0 0.0157 —0.0889 —0.2784
0 0.0098 —0.0805 —0.1732
0 | 0.0000  —0.0000 | —0.0002
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—0.0000 T

—0.0000
1.0000
0.3660

—0.3738
0.0011
0.3736
1.6743
1.4217
0.0003




i 0 —0.0000 T [ 0  0.0000 T
0.0000  84.9095 —0.0000  0.0000
—0.0012  0.0000 0.0001 —0.0000
0.0000  0.5530 —0.0000  0.5226
ro_ —0.0100 —0.0425 o 0.0001  0.0187
Yy 0.0021  0.0008 |’ ~Yer —0.0009 —0.0001
0.0008 —0.3221 —0.0001  0.5477
—0.0199 —0.0364 0.0021 —0.0127
—0.0126  0.1033 0.0015 —0.1268
L —0.0000  0.0000 | . 0.0000 —0.0000 |

The modified brake actuator fault direction is

uTy, =

S OO OO oo oo
o

| 1.2500 0
A.2 Linear Vehicle Model at 24 m/s
The reduced-order longitudinal model derived when the vehicle is travelling at 24 m/s is

T = Az + Bu

y=Czx
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where

[ —10.4692 —0.1177 0
327.7406 —53.2410 552.4915 —O0.
0 0.0550 —0.5721 0.
0 —0.0001 0.0007 —0.
0 0 0.0013 1.
A= 0 0 0
0 —-0.0263 0.2684 —0.
0 0 0
0 0 0
L 0 0 0
0 0 0
46710.0274 —278.9203 22058.6614
—46.7168 0.3150  —21.8174
—155.8232 23.9996 112.0991
—24.0000 0 0
0 1.0000 0
—536.7500 —-0.1355  —60.2901
—70.2379 0 —39.2621
85.4543 0 0
0 0 0
[ 2.6100 07
0 0
0 0
0 0
0 0
B= 0 0
0 0
0 0
0 0
L 0 1.2500 |
[ 19.3272 0 0 0
0 1.0000 0 0
C= 0 0.0550 —-0.5721  0.0007
0 0.0456  6.2989 —0.0083
L 0 0 6.5316 —0.0086
0 0 0
0 0 0
—46.7168  0.3150 —21.8174
532.5334 —3.1799 251.4872
—898.2125 —3.2312 0 25
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0 0
7238 —44121.7763
0007 43.3440
0000 —448.3575
0000 0

0 0
0004 —114.1535

0 66.3436

0 48.6827

0 0

0 07
0 —0.0672

0.1475 —0.0019
112.0787  0.0000

0 0
0 0
117.3615  0.0009
0 0
—32.6411 0
0 —1.2500 |
0
0
43.3440
—503.0252
—511.6989
0 0
0 0
0.1238 —0.0019
0 —0.0008

5.8137 —0.0013



The actuator fault directions are

The sensor fault directions are

ymp -

[ 0.0517 —0.5417 T

0 16.9575
0 0
0 0
0 0
0 0
0 0
0 0
0 0
L 0 0
waf =

The modified brake actuator fault direction is
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[ 2.6100 r 07
0 0
0 0
0 0
0 0
F, = o |+ Fur, = 0
0 0
0 0
0 0
i 0 | | 1.2500 |
i 0 —0.1177
1.0000 —57.2411
0.6802  —0.0000
—0.0006 —29.3339
0.0131  0.0031
Fowe =1 00001 —0.9488 |+ Fves
—0.9488  —1.4008
—0.0027  0.9856
—0.0035  0.7435
0.0452 —0.0564 |
0 —0.0000 r 0
0.0000 87.7128 0.0000
~1.0008 —0.0000 0.0067
0.0008 43.5788 —0.0000
~0.0203 —0.0190 | . _ | —0.0005
0.0008  1.3961 | ¥ — | —0.0007
1.3961  1.8008 —0.0093
0.0044 —1.5758 0.0000
0.0053 —1.0948 0.0002
| —0.0664  0.0831 | 0.0004
i 0 0
0 —0.0672
0 —0.0019
0  0.0000
0 0
Fur, = 0 0
0  0.0009
0 0
0 0
| 1.2500 0 |

—0.0000 T

—0.0000

—0.0093

—0.0899
—0.0006

[ 0
—0.0000
—11.5368
0.0096
—0.2217
0.0015
16.0925
0.0458
0.0596
—0.7659

0.0000

0.1513
0.0160

0.4433
0.0090

0.0000 T
0.0000
1.0000
497.1906
—0.0415
16.0924
23.4975
—16.6123
—12.6107
0.9573




Appendix B

Fault Detection Filter Design Data

B.1

Fault Detection Filter Set No. 1

For the unknown input observer that detects the engine speed sensor fault,

[ 1350.3961  0.8773 —0.0314 —0.0002 —0.0006 —0.0000
0.8773  5.8668 —2.8248 0.6544 —0.0557 0.0257
0.0109 —2.8069  1331282.9651  —902.0962 255849.7988 —166.3382
—0.0002  0.6556 —902.3711 135375.0589 —33.8725 4381.7814
0.0002 —0.0554 25584.9799 —33.8672 491.7016 —3.7318
—0.0000  0.0257 —166.3452 4381.7813 —3.7319  141.8424
—0.0152  4.0639 —1856976.7902 8035.9323 —35688.7429  451.3924
—0.0000 —0.0176 —5289.7022 —4518.5004 —101.1068 —145.7055
—0.0001  0.0250 —6881.4187 —3427.5537 —131.8300 —110.2308
0.0007 —0.1905 8.8376 182.6973 1698.4032 —3.1905

0.0437 0.0001 0.0002 —0.0021 T

4.0901 —0.0174 0.0250 —0.1917
—1856976.7777 —5289.7133 —6881.4257 88375.8659
8036.3158 —4518.4993 —3427.5533 182.6791
—35689.7427  —101.1070 —131.8301 1698.4033
451.4023  —145.7055 —110.2308 -3.1910
2590594.7134  7152.1045  9426.9054 —123261.3718
7152.0890 172.0752 141.9931 —359.2548
9426.8972 141.9931 122.5893 —462.9663
—123261.3702 —3.5926  —462.9667 5867.1766 |

[ 26099.3883  0.8773 0.0512 0.0380 0.0082 7

16.9551  5.8668 —0.0004 6.7545 —19.8160
0.2101 —2.8069 —115554.4186 1794.9442 —7332.2410
—0.0046  0.6556 —1049548.0051 11817831.2556 —4828272.2753
0.0040 —0.0554 —2207.9335 —109.8110 448.6574
—0.0002  0.0257 —3384.9513 38250.6225  —156276.0811
—0.2932  4.0639 155926.0255 56663.5647  —231504.3714
—0.0007 —0.0176 3967.4685  —39483.7585 161314.1750
—0.0010  0.0250 3260.0915  —29971.6775 122451.7627
0.0139 —0.1905 —7859.1627 2236.8301 —9138.6951 |
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0 0 0 0

1.0000 —-0.0000 -0.0000  0.0000
—0.0000 —0.0000 —0.0000 —0.0000
—0.0000 —0.0000  0.9435  0.2309
0.0000 —0.0000  0.2309  0.0565

T
I
cocoocoo

The system matrices of the reduced-order unknown input observer that detects the engine speed

sensor fault are

—-2.6112  —-13.6803  —0.2067 —0.1206 —0.0183 —0.0030 —0.0000
20.3806  —10.9582  —0.7697 —0.4295 —0.0628 —0.0102 —0.0000
—32.7359  —-20.4715  —5.0764 —4.4745 —-0.7705 —0.1241 —0.0005
A, = 133.7180 182.1011 4.2746 —1.8293 —0.8600 —0.1396 —0.0006
960.2666  1181.2292 46.4167  14.4348 —4.5592 —2.0047 —0.0082
38277.7073 46879.1449 1782.9267 571.5788 102.7921 —-84.9319  0.1250
—21.9061  —-27.7164 —1.0695 —0.2475 0.0475 0.0410 —1.2499

—0.0000  0.0000 —0.0014 —0.0046 0.0000 —0.0034  0.0040 7]
—0.0000 —0.0000 —0.0052  0.0002 0.0000 —0.0000  0.0036
—0.0000  0.0002 —0.0390 —-0.0669 0.0000 —0.0561 —0.1214
B, = | —0.0000 —0.0006 —0.0327  0.0357 0.0000  0.0206  0.2972
—0.0000  0.0024 —0.4472 —-0.1386 0.0001 -0.1654  0.3921
—0.0000 —-0.0007 —-16.9515 —5.8652 0.0003 —6.7523 19.8120
—0.0000 —1.2491 0.0083  0.0046 0.0150  0.0043 —0.0253

[ 0 0 0 0 0 0 0
0.0001 0.0003  0.0023  0.0019  0.0264  0.9996 —0.0005
C, = —0.0000 —0.0000 —0.0000 —0.0000 —0.0000  0.0000 —0.0000

446.2229 546.4967 20.7866  6.6644  1.2155 —0.2549  0.0011
109.2189 133.7622  5.0878  1.6312  0.2975 —0.0624  0.0003

000 0 0 0 0
0 0 0 1.0000 —0.0000 —0.0000  0.0000
D,=]10 0 0 —-0.0000 —0.0000 -0.0000 -0.0000
0 0 0 —0.0000 —0.0000 0.9435 0.2309
0 0 0 0.0000 —0.0000 0.2309 0.0565
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For the unknown input observer that detects the longitudinal accelerometer fault,

[ 1350.8879 266.5854 —0.0262 136.1869 —0.0151 4.4049
266.5896 170262.8626 6508.9493 82334.9066  116.7117 2662.1720
—0.0260 6508.9882  21565.8418 —5005.6858  429.3945 —213.0742
136.1887  82334.8973  —5007.0999 43838.5483 —104.0390 1433.1659

p_ —0.0151 116.7125 429.3825  —104.3586 8.5587 —4.3975
4.4049 2662.1716 —213.1327  1433.1652 —4.3988 47.0093
6.5408 —5153.6161 —25211.8273  7446.3521 —502.2644  295.7731
—4.5756 —2792.8924 384.8176 —1545.7284 7.8439  —51.2852
—3.4520 —2120.2920 —389.1013  —962.6821 —7.6575  —29.9582
0.2603 590.5793 1382.2166  —233.6655 27.5243  —10.7759

6.5411 —4.5755 —3.4519 0.2603 7
—5153.5707 —2792.8931 —2120.2913 590.5768
—25214.1916 384.6827  —389.0190  1382.2609
7448.5812 —1545.7239 —962.6738  —233.7682
—-502.2990 7.8409 —7.6555 27.5244
295.8664 —51.2850 —29.9579 —10.7802
30223.9170  —470.2072 3725092 —1620.9983
—470.4125 58.3283 26.7537 21.3192
372.6527 26.7547 35.8833 —26.6255
—1621.1002 21.3095 —26.6193 88.8944 |

[ 26108.8944 266.5854 —9028.2973 1.1927  —0.0485 T
0152.4336 170262.8626 —5461121.3601 721.0816 —29.3485
—0.5031 6508.9882 18815.2750 —16.3659 0.9452
2632.1475  82334.8973 —2812414.1365 375.1583 —15.3728

I —0.2922 116.7125 664.3428  —0.3671 0.0204
85.1349 2662.1716 —90968.1199  12.1755 —0.5000
126.4147 —5153.6161 —160603.2483  36.6987 —1.7576
—88.4328 —2792.8924 94413.8281 —12.7828 0.5294
—66.7171 —2120.2920 71191.3966  —9.0980 0.3627
5.0310 590.5793 —41617.7673  —0.3347 0.0305 |
0.0000  0.0000 —0.0000  0.0000 —0.0000
0.0000  0.0000  0.0000 -—0.0000 -—0.0000

H=| —0.0000 0.0000 09997 0.0043 —0.0175
0.0000 —0.0000  0.0043  0.9431  0.2316

| —0.0000 —-0.0000 -0.0175 0.2316  0.0572

The system matrices of the reduced-order unknown input observer that detects the longitudinal

accelerometer fault are

[ —0.8716 —2.1026 —0.0197 —0.8059  0.1152 —0.0596  0.0026
2.1086 —11.5261  0.0381 —11.1299  1.3875 —0.6876  0.0539
0.0969 —-1.1612 —-0.2064 -16.0272  0.0812 —0.1561 —0.0959
A, =] —0.8065 11.1390 17.5935 —16.6956  4.5415 —2.3691  0.1428
0.1154 —1.3878 —0.4960 4.5432 —8.2802  5.9691 —0.7275
—0.0646 0.7740  0.2778 —=2.6154 7.3702 —8.1520 —0.8765

| —0.0235 0.2809  0.1005 —0.9619  3.4008 —5.8070 —7.9312 |
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[ —0.0000  0.0252
0.0000 —0.0494
—0.0000  0.1250
B, = | —0.0000 0.0149
—0.0000 —0.7810
0.0000 —0.8874

| —0.0000 0.3714

[ —0.0000 —0.0000

—0.0000 —0.0000
C,=| —1.8112 —4.2680
24.4450  26.6033
6.0410  6.6158

[ —0.0000 —0.0000
0.0000  0.0000
D, = 0.0000  0.0000
—0.0000 —0.0000
| —0.0000 —0.0000

—0.4438  0.0001

0.4764 —0.0003

0.0131  0.0001
-0.2193 -0.0001

0.0383  0.0008
—-0.0229 -0.0011
—0.0077  0.0014
0.0000 —0.0000  0.0000

0.0000 —0.0000  0.0000
1.3514 —1.2805  0.2243
0.3603 11.4006 —1.6085
0.0634
—0.0000 —0.0000

0.0000  0.0000

0.0000  0.0002
—0.0000 —0.0010
—0.0000 —0.0003

B.2 Fault Detection Filter Set No. 2

25.7333 —0.0173 —0.0053
—23.4140  0.2238 —0.0134
-3.9325 —0.1427  0.0083
1.9300 —-0.0772  0.0044
0.2800 —0.1165  0.0067
—0.3206  0.0091 —0.0005
—-0.2179 —-0.6073  0.0343

0.0000 —0.0000
—0.0000  0.0000
0.2975  0.3400
0.8633 —0.0113

2.8250 —0.3994  0.2066 —0.0091

—0.0000  0.0000 —0.0000
0.0000 —0.0000  0.0000
0.0005 —0.0000  0.0000

—0.0026  0.0000 —0.0000

—0.0007  0.0000 —0.0000

For the unknown input observer that detects the front wheel speed sensor fault,

[ 1347.7387
1.0123
0.0000
0.0002
0.0000

—0.0000
0.0002
0.0000

—0.0000
0.0000

0.0002
—0.0456
0.0058
7.9014
0.2855
—0.0395
8.2765
—0.1056
—1.8541
0.0000

1.0123
—2.4387
—0.0042
—0.1867
—0.0004

0.0009
—0.0456

0.0012

0.0019
—0.0000

0.0000
0.0011
0.0008
—0.1000
—0.0032
—0.0052
—0.1056
0.0143
0.0330
0.0000

0.0000
—0.0042
—0.0006

0.0051

0.0002
—0.0004

0.0058

0.0008
—0.0007

0.0000

—0.0000
0.0019
—0.0007
—1.7695
—0.0636
0.0047
—1.8541
0.0330
0.4220
—0.0000

134

0.0002
—0.1867
0.0051
7.5352
0.2726
—0.0381
7.9014
—0.0997
—1.7695
0.0000

0.0000 7
—0.0000
0.0000
0.0000
0.0000
—0.0000
0.0000
0.0000
—0.0000
0.0000

0.0000 —0.0000
—0.0004  0.0009
0.0002 —0.0004
0.2726 —0.0038
0.0099 —0.0016
—0.0016  0.0027
0.2855 —0.0395
—0.0032 —0.0052
—0.0636  0.0047
0.0000 —0.0000




[ 26048.0282  1.0123  0.0549 3.2197 —0.9448 T
19.5648 —2.4387 —0.2085 84.7913 0.02829
0.0000 —0.0042 —0.0090 —12.7643 4.6570
0.0044 —0.1867 12.7854 —17998.00250 —49056.6664
I_ 0.0002  0.0004  0.4626 —650.6146 —1753.1573
—0.0001  0.0009 —0.0637 90.6121 —24.3381
0.0046  0.0456 13.4050 —18857.1396 —51423.1919
0.0002  0.0012 —-0.1697 238.7449 1264.2107
—0.0009  0.0019 —-3.0025 4223.0119  11958.0119
0.0000 —0.0944 —0.0001 —0.0869 0.2596 |
[0 0 0 0 0
0  1.0000 —0.0000 0.0000 -—0.0000
H=|0 —00000 0.9925 0.0864 0.0000
0 0.0000 0.0864 0.0075  0.0000
| 0 —0.0000  0.0000 0.0000 -0.0000

The system matrices of the reduced-order unknown input observer that detects the front wheel

speed sensor fault are

—2.1028 —-3.1445 —3.8435 —0.9076 0.0212 0.0715  0.0004 T
16.9287  —9.9509 —7.3819 7.1109 0.1709 0.4484  0.0035
38.8452 —12.4570  —9.5425 7.3856 0.1856 0.4893  0.0037
A, = 40.2722 —-18.8316 —-16.6111 —0.0022 0.0204 0.1108  0.0001

—2.5487 0.1844 0.1947 —-0.1674 —53.3130 0.1881  0.0002
—406.7329 188.9516 149.2547 —74.4922 0.8518 —14.6838 —0.8940

—7.8120 3.7123 2.9350 —1.4360 0.0135 —0.2657 —1.2538

—0.0000  0.0003 —0.0190 0.0033  0.0003 —0.1548  0.0000 T
—0.0000  0.0009 -—-0.0629  0.0104 0.0010 -0.3825 —0.0000
—0.0000 —0.0002 —-0.0947 0.0139  0.0001 -0.4225 —0.0000
B, = | —0.0000 —-0.0010 -0.0321 -0.0114 —-0.0006 -—0.1332  0.0000
0.0000  0.0001 19.5666 —2.4382 —0.2085 84.8923  0.0001
—0.0000  0.0249 -—-0.0842 0.1146  0.0072 -0.2197  0.0000
—0.0000 -1.2498 —0.0003  0.0021  0.0001  0.0009  0.0001 |

0 0 0 0 0 0 0]
0.0010  0.0032  0.0048 0.0016 —1.0000  0.0043  0.0000
Cr = 6.0940  3.1614  2.8522  0.0294 —0.0267 -0.0865 —0.0006

0.4333 0.2248  0.2028  0.0021 -0.0019 —0.0061 —0.0000
—0.0000 —0.0000 —0.0000 —-0.0000 —0.0000  0.0000  0.0000 |

000 0 0 0 0
0 0 0 1.0000 —0.0000 0.0000 —0.0000
D.,=1]10 0 0 —-0.0000 0.9950 0.0707  0.0000
0 0 0 0.0000 0.0707 0.0050 —0.0000
0 0 0 —0.0000 -—0.0000 0.0000 -0.0000
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For the unknown input observer that detects the rear wheel speed sensor fault,

[ 13.4776 0.0000  0.0000 —0.0000  0.0000 —0.0000
0.0000 8400.1741 —-0.0004 54.7112 —4.2124 0.0779
0.0000  —0.0000  0.4801 -0.0001  3.9154 —0.8289

—0.0000 54.7112 —0.0005  0.3564 —0.0316 0.0014
0.0000 —4.2124  3.9154 -0.0316 31.9373 —6.7603

P= —0.0000 0.0779 —0.8289  0.0014 —6.7603 1.4311
0.0000 —31.8670 —0.3041 —-0.2072 —2.4646 0.5248
0.0000  —=3.6057  7.7377 —0.0316 63.1125 —13.3597
—0.0000 10.2121  4.9023  0.0614 39.9791 —8.4640
L —0.0000 0.0021  0.0068  0.0000  0.0553 —0.0117
0.0000 0.0000 —0.0000 —0.0000 T
—31.8670 —3.6057 10.2121  0.0021
—0.3041 77377 4.9023  0.0068
—-0.2072 —0.0316  0.0614  0.0000
—2.4646  63.1124 39.9791  0.0553
0.5248 —13.3597 —8.4640 —0.0117
0.3136  —4.8884 —3.1445 —0.0043
—4.8884 124.7212 79.0127v  0.0109
—3.1445  79.0127 50.0742  0.0692
—0.0043 0.1093  0.0693  0.0001 |
[ 2604849.5282 0.3267 0.2260 —0.0000 —0.0000 T
6.3144 84001740.8773 39155631.5773  1.4762  0.4018
0.0000 —3.7417 —1.7494 —0.3896 —0.0000
—0.0863 54711.2396 255025.3875  0.0100  0.0026
I_ 0.0066  —42124.4425  —19635.3896 —3.1786 —0.0002
—0.0001 77.8761 362.9996  0.6727  0.0000
0.0503 —318670.3016 —148541.4335  0.2412 —0.0015
0.0057  —36056.6519  —16807.0133 —6.2807 —0.0002
—0.0161 102121.0951 47601.6248 —3.9770  0.0005
—0.0000 21.4675 10.0066 —0.0055  0.0000 |
[0 0 0 0 0
0 0.9967  0.0010 0.0000  0.0571
H=|0 00010 09997  0.0000 —0.0172
0 0.0000  0.0000 -0.0000 -—0.0000
| 0 0.0571 -0.0172 —0.0000  0.0036

The system matrices of the reduced-order unknown input observer that detects the rear wheel
speed sensor fault are

—18.3467 13.8343 —1.4128 -0.3169 0.0812  0.0180 —0.0000
—60.2398  —37.5142 8.6861  2.4465 —0.4625 —-0.1612  0.0002
—311.3778  108.6538 —25.2552 —6.8195  1.1422  0.5294 —0.0006
A, = 288.6782 —125.3455 224069 -—-1.2544 @ 2.2319 —-0.1410 —-0.0004
—336.7032 84.3614 —-11.1076 —5.8561 —0.1796  0.1124  0.0004
315.3908 —125.6428 9.9671 17.2843 —-1.9060 —-2.2633 —0.0017
1.5395 —0.5169 0.0403  0.0694 —-0.0074 —-0.0032 —1.2500
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0.0000 —0.0000  0.0070 —0.0056 —0.0020 —0.0000 —0.0000
—0.0000  0.0000 —0.0067  0.0151  0.0141  0.0000  0.0000
0.0000  0.0001  0.0361  0.0499  0.0440 0.0000 —0.0000
B, =] —0.0000 —0.0002 —0.0569 0.0026  0.0201  0.0000  0.0000
0.0000 —0.0014 -—0.0147 0.2132  0.2690 —0.0000  0.0000
—0.0000  0.0046  0.1328 —0.4160 —0.7034 —0.0000 —0.0000
| —0.0000 —1.2500  0.0005  0.0020 —0.0011  0.0000  0.0000 |
i 0 0 0 0 0 0 0
—330.6442 98.2020 —21.8516 —1.7461  0.3541  0.1728 —0.0003
C, = 16.6875 42.6023 —7.5703 —0.4180 —-0.3162  0.7839  0.0008
—0.0000 0.0000 —0.0000 —0.0000  0.0000  0.0000 —0.0000
| 689.6625 —209.4661  46.4236  3.6914 —0.7096 —0.4377  0.0006
[0 0 0 0 0 0 0
0 0 0 0.1876 —0.0379  0.0000 —0.3886
D,=1]10 0 0 —-0.0379 0.9982 —0.0000 —0.0181
0 0 0 0.0000 —0.0000 —0.0000 —0.0000
| 0 0 0 —0.3886 —0.0181 —0.0000  0.8141
B.3 Fault Detection Filter Set No. 3
For the unknown input observer that detects the brake actuator fault,
[ 2882.0135 12267.5367 37.9168 —21.0952 1.9693 —0.6396
12267.5354 308056.8520 1246.1188 —4060.5875 —569.2969  183.2128
37.9167 1246.1182  116.2326 —2.6276 1.6775 0.1538
—21.0952  —4060.5876  —2.6276  1222.3514  123.3366 —71.1718
p_ 1.9693 —569.2969 1.6775 123.3365 14.1664 —7.5745
—0.6396 183.2128 0.1538 —71.1718 —7.5745 4.3888
—4.2081 —11375.3235 23.7973  3439.7259  371.4223 —208.9489
4.1640 —564.8578 1.9465 68.2810 9.0706 —4.4122
—0.4248 2015.0954  —2.7923 —697.5179  —74.1246 42.3463
—0.0912 20.0209 0.8768 —4.4715 —0.4510 0.2503
—4.2080 4.1640 —0.4248 —0.0911 T
—11375.3233 —564.8578  2015.0954 20.0214
23.7973 1.9465 —2.7923 0.8768
3439.7260 68.2810 —697.5179 —4.4715
371.4223 9.0706 —74.1245 —0.4510
—208.9489 —4.4122 42.3463 0.2503
10117.1559  220.7461 —2038.9690 —12.5519
220.7461 6.7152 —4.3140 —0.2420
—2038.9690 —43.1397 412.1722 2.5195
—12.5519 —0.2420 2.5195 —937.4862 |
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[ 0.1393  0.0031 0.0169 0.0264 —0.0140 7
0.5927  0.0770 —0.1992  14.9994  34.3581
0.0018  0.0003  0.0008 0.0220 —0.0514
—0.0010 —0.0010  0.1985 —4.6960 —9.4380
0.0000 —-0.0001  0.0211 —0.5038 —1.0299
—0.0000  0.0000 —0.0122 0.2856 0.5722
—0.0002 —0.0003  0.5823 —13.7581 —27.8268
0.0002 -0.0001  0.0121 —-0.2970 —0.6208
—0.0000  0.0005 —0.1180 27776 5.5954

L —0.0000  0.0000 —0.0007 0.0173 0.0349

[ —0.0000  0.0000 —0.0000  0.0000  0.0000
0.0000  0.0048 —0.0554 —0.0373  0.0162
H = 0.0000 —0.0554 0.9954  0.0153  0.0357
0.0000 —0.0373  0.0153  0.7992 —0.3986
| —0.0000  0.0162  0.0357 —0.3986  0.2007

The system matrices of the reduced-order unknown input observer that detects the brake actuator
fault are

[ —0.2101 —-0.4176 —0.4361 —0.3321 0.2321
0.3644 —1.3266 —3.0620 —2.3952 1.5825
0.3008  0.6353 —5.2125 —11.1865 6.1338

—0.2641 0.8994 11.1054 —-12.3121 13.5706
A, = 0.1597 —-0.2630 —6.1323  13.3667 —23.2125
0.0464 —-0.1982 —-1.0395 3.5386 —10.2716
0.0133 —-0.0641 —0.2670 0.8970 —2.2092
—-0.0101  0.0553  0.1738 —0.6078 1.4545
0.0002 —-0.0056  0.0166 —0.0363 0.1297

—0.0486  0.0135 0.0100  —0.0010 7
—0.3386  0.0884 0.0696  —0.0061
—1.1834  0.3321 0.2466  —0.0251
—-3.7134  0.9678 0.7384 —0.0709
11.1814 —2.6657 —2.0059 0.2023
—7.1829  4.1513 2.9411 —-0.2784
—4.2447 —7.9414 —-12.4384 1.2485
2.8240 12.5710 —57.9262  11.0403
0.0453  0.0183 1.3175 —14.5622

[ —2.3144 0.07317 —-0.2337 —-0.0196 -0.0463 —1.5175 1.7636 ]
1.2v77 —0.1003  0.0773 0.01122 —0.0212 2.0307  11.1707
2.0502 0.0168  0.2419  0.0295 —0.0744 5.7161  22.0243
—4.4776  0.0040 -—-0.2773  0.0293 —0.2106 8.8028  17.5472
B, = —4.0121  0.0074 —0.0963 —0.1245  0.2643 —23.0380 —79.0805
5.6995 —0.0048  0.3514 —-0.0189  0.1744 —6.5611 —5.1904
—2.9563 —0.0017 —-0.3300 0.0017  0.0997 —2.0123 4.3232
8.9208  0.0017 —0.0326 —0.1093  0.4666 —25.5619 —67.1329
| —30.6514 —0.0003 —1.6000 —0.0299 —0.2153 0.9092  4.10178
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0.0000  0.0000  0.0000  0.0000 —0.0000  0.0000
—0.0044 —0.0025 —0.0045 —0.0030  0.0024 —0.0004
—0.0050 —0.0284 —0.0031 —0.0121  0.0028 —0.0022
0.1021  0.0887  0.1031  0.0810 —0.0565  0.0117
—0.0512 —0.0455 —0.0516 —0.0410  0.0284 —0.0060
—0.0000  0.0000 —0.0000

0.0002  0.0001 —0.0000

—0.0003  0.0004  0.0001

—0.0033 —0.0024  0.0003

0.0016  0.0012 —0.0001

0 0 0.0000 0.0000 —0.0000 0.0000  0.0000

0 0 0.0000 0.0048 —0.0554 —0.0373  0.0162

0 0 0.0000 —0.0554 0.9954 0.0153  0.0357

0 0 0.0000 —0.0373 0.0153 0.7992 —0.3986

0 0 —0.0000 0.0162 0.0357 —0.3986  0.2007

For the unknown input observer that detects the rear wheel speed sensor fault,

[ 1377.4072
—1345.1877
0.0002
—0.0000
0.0000
—0.0000
—0.0001
—0.0000
0.0000
—0.0053

—0.0001
0.1266
—0.7585
0.0274
0.0003
0.0011
0.3734
0.0009
—0.0004
—153.9052

[ 26621.4377
—25998.7245
0.0042
—0.0000
0.0000
—0.0000
—0.0020
—0.0000
0.0000
—0.1021

—1345.1875 0.0002 —0.0000  0.0000
167089.6647 —0.2455 —0.0097  0.0000
—0.2455 1.6555 —0.0900  0.0007
—0.0097  —0.0900 0.0287 —0.0004
0.0001 0.0007 —0.0004  0.0000
—0.0006 —0.0038 0.0013 —0.0000
0.1266 —0.7585 0.0274  0.0003
0.0012 0.0031 —0.0022  0.0000
—0.0017 —0.0020 0.0018 —0.0000
763.3994 518.1478 —152.7053  0.9950
0.0000  0.0000 —0.0015 T
0.0012 —-0.0017 763.3981
0.0031 —0.0020 518.1476
—0.0022  0.0018 —152.7053
0.0001 —0.0000 0.9950
—0.0001  0.0001 —17.2292
0.0009 —0.0004 —153.9051
0.0003 —0.0002 8.9745
—0.0002  0.0002 —9.6547
8.9745 —9.6547 6032527.4369 |
—1345.1875 —73.9881 —61.3445
167089.6647 9189.0096  7617.4060
—0.2455 —2.0381 10.8594
—0.0097 0.3155 —0.1735
0.0000 —0.0022 0.0013
—0.0006 0.0146 —0.0043
0.1266 0.7897 —5.1712
0.0012 —0.0170 —0.0060
—0.0017 0.0174 0.0159
763.3994 —11487.2358 —2928.1231
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—235.4026

—0.0000
—0.0006
—0.0040
0.0013
—0.0000
0.0001
0.0011
—0.0001
0.0001
—7.2292

0.0018 7
—2.8878
15.1291
—1.0195
—0.0011
—0.0442
—7.1746

0.0134
—0.0227




0 0.0000 —0.0000  0.0000  0.0000

0.0000  0.0017 —0.0068 —0.0298  0.0282

H= 0.0000 -0.0068  0.0270  0.1175 -0.1113
0.0000 -0.0298  0.1175  0.5118 —0.4850

—0.0000  0.0282 —-0.1113 —-0.4850  0.4596

The system matrices of the reduced-order unknown input observer that detects the rear wheel

speed sensor fault are

—0.9982  —7.7591 5.5083 0.9952  0.3757 —0.1203 —0.0074 ]
7.7591  —5.4436  24.6241 2.8246  1.1972 —-0.3759 —0.0234
5.5083 —24.6241 —80.1984 —36.0645 —9.4182  3.1685 0.1938

A, = | —0.9952 2.8246  36.0645 —6.3110 —5.8000  1.5135 0.0980
0.3757 —1.1972 —9.4182 5.8000 —6.8531  6.3056 0.2702
0.1203 —0.3759 —3.1685 1.5135 —6.3056 —2.2406 —0.2780

—0.0074 0.0234 0.1938 —0.0980  0.2702  0.2780 —23.6762

—0.0000  0.0001 —0.0000 0.0289 —-0.2484 —0.3089 0.3257 7]
—0.0000  0.0001 —0.0000 0.0920 -2.4295  0.9907 4.9794
0.0000  0.0001  0.0000 0.0789  1.4367 —3.5826 —10.7436
B, = | —0.0000  0.0002 -0.0000 0.0093 -1.6499  1.8957 3.5332
0.0000 -0.0001  0.0000 0.0593 -0.6791 —0.5000 1.7267
0.0000  0.0000  0.0000 0.0437 —0.4816 —0.3826 1.0912
—0.0000  0.0002 —0.0000 0.1085 —1.6908 —0.3271 0.2197

0.0000  0.0000 —-0.0000 —-0.0000 —0.0000  0.0000 -—0.0000
—0.0454 -0.0788  0.1400  0.0218  0.0086 —0.0027 —0.0002
Cr = 0.1788  0.3106 —0.5520 —-0.0859 —0.0338  0.0108  0.0007

0.7793 13535 —2.4051 —-0.3743 —-0.1474  0.0469  0.0029
—0.7385 —1.2826  2.2791  0.3547  0.1397 —-0.0444 —0.0028

0 0  0.0000 —0.0000  0.0000  0.0000
0.0000  0.0017 —0.0068 —0.0298  0.0282
0.0000 -0.0068  0.0270  0.1174 -0.1113
0.0000 —-0.0298  0.1174  0.5118 —0.4850

—0.0000  0.0282 —-0.1113 —-0.4850  0.4596

S
3
Il
coocoo

0
0
0
0
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