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Abstract

Language and Compiler Support for Correct and Efficient Zero-Knowledge Circuits
by

Junrui Liu

Zero-knowledge (ZK) proof systems let one party convince another that a computation
was performed correctly while revealing nothing about its secret inputs, and they have
rapidly become foundational infrastructure for privacy-preserving and blockchain applica-
tions. In nearly all such systems, the computation to be proven must first be expressed as
an arithmetic circuit: a system of polynomial constraints over a large finite field. Writing
these circuits by hand is both error-prone, and performance-critical, since the size and
structure of a circuit directly determine the cost of proving and/or verification. Existing
domain-specific languages ease the programming burden but address neither problem fully:
they give developers no way to specify and verify what a circuit is meant to compute,
and their compilers often leave substantial efficiency unexploited.

This dissertation argues that both the correctness and the efficiency of ZK circuits
can be addressed systematically through programming-language and compiler techniques,
and develops three systems that together substantiate this claim.

Copa is a functional language whose refinement-type system lets developers specify
functional-correctness properties alongside their recurring proof patterns. It discharges
verification conditions generated by the type checker in a semi-automated way with help
of the Rocq proof assistant. Using CODA, we re-implemented widely-deployed circuits
from nine projects, and uncovered six previously unknown vulnerabilities.

TESSEL addresses efficiency by introducing a tabular intermediate representation

that formalizes the layout-optimization problem for PLONKish circuits, together with a

vii



heuristic layout algorithm that improves over mainstream compilers in practice in many
cases.

Finally, TABBY overcomes the limitations of eager heuristics by recasting the same
optimization problem as program synthesis, searching the space of equivalent circuits
using domain-specific gadgets, goal-directed search, and problem decomposition. Across a
suite of real-world benchmarks, TABBY consistently reduces proving time over mainstream
compilers.

Together, these systems demonstrate that the source language, the intermediate
representation, and the optimization procedure can be co-designed to make ZK circuits

both verifiably correct and highly efficient.
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Chapter 1

Introduction

1.1 Motivation

Zero-knowledge (ZK) proof systems, conceived in the 1980s by Goldreich, Micali, and
Rackoff [I], have emerged as a promising foundation for privacy-sensitive applications.
They allow users to prove that they know a secret without revealing the secret itself,
often with succinct proofs that can be verified quickly. For this reason, ZK proof systems
have found numerous applications in blockchain and other privacy-preserving technologies.
Privacy-centric digital currencies like ZCash [2] utilize zero-knowledge proofs, as do
layer-2 blockchain scaling solutions known as ZK-rollups [3] 4, [5]. More recently, ZK
proofs have been adopted as infrastructure across domains spanning privacy-preserving
authentication [6], age assurance [7], and machine learning [§].

Fundamentally, a zero-knowledge proof is a cryptographic protocol that involves two
parties, a prover and a verifier. Shared between the two parties is a predicate R(I, W)
over variables I and W that encodes the computation the prover claims to know. For
example, R can be a predicate that checks the validity of a transaction, the correctness of

a machine learning inference, or the satisfaction of an age requirement. The variable I is
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Introduction Chapter 1

called the public input, while W is called the witness and is known only to the prover.
The goal of the prover is to convince the verifier that they know a witness W such that
R(I,W) holds, without revealing any information about W itself. EI For instance, take
R(x, h) to be the predicate over witness « and public value h that asserts SHA256(z) = h.
That is, h is the SHA256 hash of x. For some public hash h, a prover who knows the
secret preimage x can generate a ZK proof that convinces the verifier of this fact without
revealing x. The zero-knowledge property ensures that it is computationally intractable
for the verifier to learn the exact value of secret witness x from public A and the proof.
Underlying these deployments are two broad families of zero-knowledge proof systems.
2k-SNARKs encode the relation R as a polynomial constraint system over a finite field;
the family includes Groth16 [9], PLONK [I0], and PLONK’s many variants such as
HyperPLONK [11], TurboPLONK [12], and UltraPLONK [I3], which are collectively
referred to as PLONKish arithmetizations. zk-STARKs [14] form the other family and
underlie systems such as Cairo [I5]; their algebraic intermediate representation (AIR)
can be viewed as a restricted form of the PLONKish arithmetization. Despite their
cryptographic differences, both families share the same fundamental developer-facing

object: the arithmetic circuit.

1.2 Programming ZK Applications

In most ZK proof systems, the relation R is encoded using arithmetic circuits, which

represent systems of polynomial constraints over a fixed finite field [F,, for some prime p.

Logically, one can think of the prover as trying to prove the statement 3W. R(I, W). Normally, to
produce a (constructive) proof of an existential statement, one would need to 1) know the existential
witness and 2) explicitly embed the witness in the proof so that the proof can be verified. With a ZK
proof system, however, the second requirement is dropped: the prover still needs to know the existence of
such a W, but the proof system obfuscates the exact value of W while still allowing the verifier to check
the validity of the proof. In doing so, the verifier cannot reverse-engineer any information about W from
the proof, other than the fact that the prover must have known what W is.

2
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Unfortunately, manually constructing such arithmetic circuits is extremely difficult and
error-prone. To see this, consider the following one-liner function that checks whether the
input x is zero:
def isZero(x):

return x == 0
Surprisingly, to efficiently encode this computation as a circuit, one needs to have the
insight to divine an auxiliary witness variable z. Then, the function can be encoded as a

circuit consisting of two polynomial equations:

r-z+y=1 (1.1)

r-y=0 (1.2)

It might not be immediately clear what the role of z is, much less why the above circuit
correctly encodes the isZero functionﬂ Real-world ZK applications are much more complex
than the above example, and the corresponding arithmetic circuits can involve millions of
equations [16, [I7]. To exacerbate the issue, a single missing equation can cause the entire
circuit to be incorrect. For example, the circuit above is a foundational building block
for more complex circuits, such as ones that prove the statement “the prover knows two
secret values that are equal.” However, if the developer forgets to include
a malicious prover can generate a bogus proof of the statement “2 is equal to 3.” But
because the proof system completely hides the exact value of the secret witnesses, the
verifier simply sees a valid proof of “x is equal to *” and cannot detect the attack.

This example illustrates the difficulty of writing correct and efficient ZK circuits

by hand, and the potential security catastrophes that can arise from incorrect circuit

2In fact, the correctness argument for the above encoding relies on a specific property of finite fields,
which is that every non-zero element has a multiplicative inverse in the field.
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encodings. Indeed, recent attacks have shown that similar bugs in ZK applications
can lead to bogus proofs that the verifier accepts as valid, allowing a malicious prover
to, for example, forge signatures or counterfeit coins ([I8, 19, 20, 21]). These attacks
are particularly problematic because they can be exploited silently without leaving any
observable trace (a consequence of the zero-knowledge property itself), making traditional
defense mechanisms ineffective.

To mitigate the programmability and, in turn, correctness issues, a broad ecosystem
of domain-specific languages (DSLs) has been designed so that arithmetic circuits can be
generated (semi-)automatically from the user-specified computation. These DSLs span a
wide spectrum of abstractions: at the low end, circuit-based languages like Circom [22] and
Halo2 [23] expose the constraint system directly; mid-level DSLs such as Noir [24], Leo [25],
ZoKrates [26], and CirC [27] layer more conventional syntax and familiar programming
constructs (variables, loops, modules) on top of explicit constraint programmingﬂ

However, despite these higher levels of abstraction and compiler support, the cor-
rectness issue persists across the entire spectrum: programs written in such DSLs still
manipulate field equations under the hood and remain prone to the class of errors discussed
above, and the compiler itself becomes an additional attack surface. Static analysis and
formal verification techniques are therefore essential for the security of ZK applications,
and a small body of work has begun to address this gap via lightweight static analysis
(e.g., Circomspect [31], Picus [32], ZKAP [33]) or compiler verification (e.g., Leo [25],
CCVC [34]). Each of these, however, targets a fixed class of vulnerability or a fixed com-
piler; none lets developers formally specify and statically check the functional correctness
of their own ZK applications, leaving them vulnerable to silent attacks.

An orthogonal issue introduced by the aforementioned DSLs is that abstractions can

3A recent yet orthogonal approach to ZK programming is the development of zero-knowledge virtual
machines such as RISC Zero [28], SP1 [29], and Jolt [30], which dispense with the source DSL altogether
by implementing general-purpose ISAs with bespoke proof systems.

4
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come at the cost of circuit efficiency: a compiler for a high-level DSL may generate
suboptimal circuits that lead to higher proving and/or verification cost. To circumvent
this, developers sometimes revert to manually building the constraint system in low-level
circuit-based DSLs like Circom and Halo2 (e.g., [35]), which provide fine-grained control
over the resulting arithmetic circuit. However, this approach is not ideal because it requires
developers to have deep expertise in both the domain of ZK applications and the underlying
arithmetic circuits. Moreover, writing low-level code in a circuit-based DSL is error-prone,
exacerbating the correctness issue described above. Compiler-side optimization efforts
do exist, but to date have largely focused on conventional compiler optimizations (e.g.,
Leo [25], Noir [36]) or rewrite-based simplifications driven by hard-coded heuristics (e.g.,
[16]). None of these systems systematically formalize the optimization space for low-level
ZK circuits, let alone search it effectively.

Instead, the present thesis argues that both issues are best tackled not through scarce
manual expertise, but through programming-language and compiler techniques. Con-
cretely, we defend the following claim: the functional correctness of a zero-knowledge circuit
can be specified and statically verified within its source language through a refinement-type
discipline, while its efficiency can be obtained automatically by a compiler that recasts

circuit optimization as a precisely formalized search problem.

1.3 Challenges and Our Approach

The previous section identified two high-level problems — correctness and efficiency
— that any practical ZK compiler must address. Both goals, however, run into specific
obstacles that existing tools have not solved. Below, we describe each challenge and

outline our approach; the details follow in the subsequent chapters.
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Challenge 1: how can we let developers specify and prove the functional
correctness of their circuits? The DSLs surveyed above lower the cost of writing
arithmetic circuits, but they leave the developer with no way to say what the circuit is
supposed to compute, let alone prove that it does. The bug-finders described earlier each
target a fixed class of vulnerability rather than a developer-supplied specification. What
is missing is a single language in which functional correctness specifications can be written
alongside the code they describe, in a syntax light enough that developers will actually
use it, together with a verification discipline that can confirm those specifications hold.

Our approach (Chapter 3). We design CoDA, a DSL in which developers write
refinement-type annotations [37] directly alongside their circuit code to specify full
functional-correctness properties. Intuitively, the refinement type specifications in CODA
make it possible to express the correspondence between the computation that the pro-
grammer has in mind and the actual arithmetic circuit that underlies the zero-knowledge
proof system. As a result, refinement types serve as a bridge between the developers’
mental computational model and the mathematical objects that are used to realize that
computation in a zero-knowledge way.

A side challenge that arises is that mainstream refinement-type systems [37, [38], 39,
40, [41] discharge quantifier-free typing obligations to an SMT solver. This is inadequate
for ZK programs, however, because proving full functional-correctness properties in
this domain requires complex reasoning about the theory of finite fields combined with
other theories such as non-linear integer arithmetic and quantified reasoning, a task for
which off-the-shelf SMT solvers offer no useful decision procedure. Although ZK-specific
solvers [42], 43, 144, [32], 45], 46] make progress on restricted fragments, a general-purpose
verification tool is still out of reach.

To bridge this gap, the CODA type checker emits proof goals in the Rocq/Coq proof

assistant [47], paired with a tactic library that codifies recurring patterns that arise

6
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when certifying ZK applications. The resulting workflow sits between fully automated
verification and fully manual proof: the type system enforces the bookkeeping and
decomposes a large verification task into independent subgoals, which the developer can
discharge with domain-specific lemmas. Using CODA, we re-implement 77 widely-deployed
Circom circuits from 9 projects, certifying 66 of them in full and uncovering 6 previously

unknown vulnerabilities.

Challenge 2: how to formalize and search the optimization space for low-level
ZK circuits? Once a circuit is verified correct, the question becomes how to make
it cheap. As the previous section observed, existing compiler-side optimization efforts
either lift conventional passes from general-purpose languages or apply rewrite-based
simplifications driven by hard-coded heuristics. They leave as a gap a precise specification
of the optimization space for ZK circuits, which is a prerequisite for any principled
investigation of how to search it efficiently. The issue is particularly acute for PLONKish
circuits, a class of arithmetizations that are widely used in practice but have a complex
optimization space that is not well understood. For example, PLONKish circuits are
not “bags of constraints” but have a rich tabular structure where cells hold variables and
inter-cell relationships are expressed via custom gates, which are polynomial constraints
that can be custom-defined for specific use cases. Optimizing such circuits requires making

interconnected layout decisions about how the computation is distributed across the table.

Our approach (Chapter § and [Chapter 4|). We attack the two halves of this challenge

in two chapters. TESSEL ((Chapter 3|) addresses the formalization half by introducing a
tabular intermediate representation (IR) that exposes the yet-to-be-determined layout of
a low-level circuit explicitly, giving us a vocabulary in which the optimization problem
can be stated precisely. The chapter describes a compilation pipeline that partially

evaluates the source DSL program down to the tabular IR, and then applies an eager,

7
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heuristic-based layout algorithm that can yield measurable improvements over mainstream
compilers on many workloads in practice. Then, TABBY (Chapter 4)) addresses several
limitations of the heuristic algorithm. There, we reformulate the optimization as a
program synthesis problem [48], 49, 50, [61]. TABBY identifies interesting subspaces of the
optimization problem and, within each, exhaustively searches for all equivalent circuits
rather than greedily traversing the space. To further cut down the search space, the
synthesis algorithm is guided by decomposition techniques and abstract semantics. Across
our benchmark suite, TABBY produces consistent reductions in proving and verification
costs over mainstream compiler.

In short, the present thesis makes the following contributions:

« In[Chapter 2 we propose a functional DSL, called CoDA, for ZK programming. Un-
like existing DSLs, CoDA allows developers to simultaneously write the application
logic and formally specify its correctness within the same language via lightweight
refinement-type annotations [37]. Furthermore, CODA comes with a type checker
that can semi-automatically certify the functional correctness of a ZK application,

backed by formal proofs using the Rocq/Coq interactive theorem prover.

o In we describe a compilation framework that converts high-level ZK
programs into low-level arithmetic circuits. Importantly, we formalize the optimiza-
tion problem for PLONKish arithmetization [10] and propose a heuristic layout

algorithm that effectively addresses it in practice.

o In we present TABBY, a synthesis-aided compiler that overcomes the lim-
itations of eager optimization heuristics by searching the space of equivalent circuits

to generate efficient low-level arithmetic circuits from high-level ZK programs.
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1.4 A Note on Terminology

The terms “verification” and “proof” carry different technical meanings in the crypto-
graphic and formal methods communities. As the present thesis straddles both communi-
ties, it is worth clarifying the difference up front, so that the reader can identify which
meaning is intended in each context.

In the formal methods community, a (formal) proof is simply a mathematical proof
that certifies the truth of a logical proposition beyond doubt, through a sequence of
logical deductions. The prover is assumed to be honest and hides nothing, making both
the proposition and the entire sequence of deductions publicly available. Verification
merely traces through the same sequence of deductions to confirm that each step is a valid
application of a logical inference rule, and that the final conclusion is the proposition being
proven. In this setting, the proof is the entire sequence of deductions, and verification is
a deterministic process that either succeeds or fails.

In contrast, in the cryptographic community, the act of proving and verifying hap-
pens in an interactive proof system [I]. Typically, the prover makes a (computational)
statement that may conceal secret information. Furthermore, the prover is assumed to be
computationally more powerful than the verifier, and is not assumed to be honest. The
verifier engages the prover in a dialogue, posing challenges for the prover to respond to,
in an attempt to catch a dishonest prover making a false claim. The process proceeds for
a finite number of rounds, until the probability of a dishonest prover passing the verifier’s
checks is made arbitrarily small. Thus, the verification process is inherently probabilistic:
a dishonest prover may be able to pass the verifier’s checks by sheer luck. The proof is
the transcript of the interaction between the prover and verifier, which can be checked by

the verifier to determine whether to accept or reject the claim. E] In ZK proof systems,

4Note that this process can be made, and is typically made, non-interactive by using the Fiat-Shamir
heuristic [52], which enables the prover to generate a proof a priori without interacting with the verifier;

9
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the computational statement is typically encoded as an arithmetic circuit, and the proof
is a cryptographic object that the proof system generates from the circuit, the public

input, and the secret witness.

1.5 Permissions and Attributions

1. The content of Chapter [2|is the result of a collaboration with Ian Kretz, Hanzhi Liu,
Bryan Tan, Jonathan Wang, Yi Sun, Luke Pearson, Anders Miltner, Isil Dillig, and
Yu Feng, and has previously appeared as “Certifying Zero-Knowledge Circuits with
Refinement Types” in the Proceedings of the 2024 IEEE Symposium on Security

and Privacy [53]. © 2024 IEEE. Reprinted, with permission.

2. The content of Chapter |4]is the result of a collaboration with Jiaxin Song, Yanning
Chen, Hanzhi Liu, Hongbo Wen, Luke Pearson, Yanju Chen, and Yu Feng, and has
previously appeared as “Tabby: A Synthesis-Aided Compiler for High-Performance
Zero-Knowledge Proof Circuits” in the Proceedings of the ACM on Programming
Languages (OOPSLA 2025) [54].

after this, anyone can act as a verifier by checking the proof. Thus, in future chapters, we often speak of
the prover generating a proof and the verifier verifying it as two distinct stages.

10



Chapter 2

Certifying Zero-Knowledge Circuits

with Refinement Types

2.1 Introduction

In this chapter, we examine the correctness aspect of ZK programming. Recall that
a particularly problematic aspect of bugs in ZK applications is that they are extremely
difficult to detect, even once they are exploited. Unlike other common types of attacks
like denial-of-service or privilege escalation, ZK attacks allow a malicious party to silently
exploit the system, without leaving any observable trace. Hence, traditional defense
mechanisms, such as run-time monitoring or sandboxing, are completely powerless at
mitigating attacks caused by bugs in ZK proof system implementations. This leaves static
analysis € verification as the only viable mechanism for preventing silent attacks on ZK

proof systems.

© 2024 IEEE. Reprinted, with permission, from Junrui Liu, Ian Kretz, Hanzhi Liu, Bryan Tan,
Jonathan Wang, Yi Sun, Luke Pearson, Anders Miltner, Igil Dillig, and Yu Feng, “Certifying Zero-
Knowledge Circuits with Refinement Types,” Proceedings of the IEEE Symposium on Security and
Privacy, 2024.

11
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Motivated by this observation, this chapter presents a new statically-typed language
called CoDA for building ZK applications. Critically, CODA makes it possible to formally
specify and statically check properties of a ZK application through a rich refinement
type system. Intuitively, the refinement type specifications in CODA make it possible to
express the correspondence between the computation that the programmer has in mind
and the actual arithmetic circuit that underlies the zero-knowledge proof system. As a
result, refinement types serve as a bridge between the developers’ mental computational
model and the mathematical objects that are used to realize that computation in a
zero-knowledge way.

At a high level, CODA serves the same role as a domain-specific language like Circom,
in that it is intended to facilitate the construction of arithmetic circuits. However, unlike
Circom which is a low-level imperative language, CODA is a functional language with
higher-order combinators. Beyond making it possible to express the same computation in
a more concise and declarative way, CODA is designed to facilitate static type checking.
In particular, given the refinement type specifications annotated by the user, the CODA
compiler generates a set of logical formulas whose validity entails the correctness of the
circuit. That is, if the formulas generated by the CODA compiler can be proven to be
logically valid, this constitutes a proof that the program conforms to its specification.
Thus, type checking in CODA essentially amounts to formal verification.

One of the key challenges in formally verifying ZK applications is that they require
reasoning about polynomial equations over large prime fields. This fact is important
because current automated theorem provers (in particular, SMT solvers) do not provide
adequate support for logical reasoning in such a theory. Hence, in contrast to recent work
on logically qualified data types [37, 138, [39] 40}, 41] that discharges typing constraints via
an SMT solver, doing so is unfortunately not an option for the CODA compiler. To deal

with this challenge, CODA outputs a set of lemmas in Coq [47] that can be proven in
12
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an interactive manner. Because many of the lemmas output by the CODA type checker
correspond to complex number-theoretic theorems, it is unrealistic to expect that they
can be discharged completely automatically. Thus, while human involvement in the type
checking process is unavoidable in some cases, CODA tries to reduce the manual proof
burden by providing tactics to codify common proof patterns in this domain.

We have used CODA to re-implement and formally verify 77 complex arithmetic
circuits from 9 Circom projects. Out of the 77 circuits under consideration, we were
able to use CODA to formally verify 66 circuits and uncovered 6 previously unknown
vulnerabilities in popular Circom projects.

To summarize, this chapter makes the following key contributions:

o We introduce CODA, a statically-typed functional DSL for facilitating the construction

of arithmetic circuits and their compilation down to R1CS constraints [55].

o We describe a refinement type language for specifying functional correctness properties
of ZK applications and present type checking rules that are formally proven to be
sound. In other words, we show that type checking in CODA corresponds to formal

verification.

o We re-implement 77 widely-used ZK circuits from popular Circom projects in CODA
and show that CODA is useful for specifying and formally verifying these circuits.

Furthermore, our verification effort uncovered previously unknown vulnerabilities.

2.2 Overview

In this section, we motivate our proposed approach with the aid of a motivating
example. To this end, we first present an existing circuit written in Circom and then

explain the CoDA workflow.
13
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template BigLessThan (k) {

1

2 signal input alk];

3 signal input b[k];

4 signal output out;

5 component 1t[k];

6 component eqlk];

7 for (var i = 0; i < k; i++) {
8 1t[i] = LessThan();

9 1t [i].in[0] === al[il;

10 1t[il.in[1] === b[il;

1 eql[i] = IsEqual();

12 eql[i].in[0] === alil;

13 eqlil.in[1] === bl[il;

14 }

15 component ors[k - 1];

16 component ands[k - 1]1;

17 component eq_ands[k - 1];

18 for (var i = 0; i <= k - 2; i++) {

ands [i] = ANDQ);
eq_ands [i] = AND();
ors[i] = ORQO);

I CE)
> =

2 if (i == 0) {

23 ands[i].a === eql[1l].out;

24 ands[i].b === 1t [0].out;

25 eq_ands[i].a === eql[1].out;

26 eq_ands [i].b === eq[0].out;

27 ors[i].a === 1t[1].out;

28 ors[i].b === ands[i].out;

29 } else {

30 // Bug! The nezxzt line should be:
31 // ands[i].a === eq_ands[i-1].out
2 ands[i].a === ands[i-1].out;

33 ands [i].b === 1t[i].out;

34 eq_ands[i].a === eq_ands[i-1].out;
35 eq_ands[i].b === eq[i].out;

36 ors[i].a === ors[i-1].out;

37 ors[i].b === ands[i].out;

3 }

39 }

10 out === ors[k-1].out;

Figure 2.1: A Circom program for expressing the less-than relation between a and b. The
out signal is expected to be a binary field element that is equal to 1 if and only iff a
represents a smaller integer than b.

2.2.1 Motivating Example

14
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Figure shows a function called BigLessThan implemented in Circom. This
function takes two arrays a and b representing two integers in Big Endian notation. For
a specific value of k (representing the number of bits), the Circom compiler generates an
arithmetic circuit (i.e., a polynomial equation over a finite field) such that the (binary)
output signal called out is 1 iff the integer represented by a is less than that represented by
b, and 0 otherwise. While computing the correct value of out may not seem particularly
challenging, what makes this task tricky is that we actually need to generate a set of
constraints over the signals out, a, and b satisfying a certain property. If the generated set
of constraints is incorrect, a malicious party can engineer bogus proofs that are accepted
by the verifier [56].

For the purposes of this chapter, it is not necessary to understand the Circom code
shown in Figure [2.1] except to realize that the Circom code is actually quite involved

despite being based on the following simple observations:

e Observation 1: The length-7 prefix of a is less than the length-i prefix of b if the
length-(i — 1) prefix of a is less than the length-(i — 1) prefix of b, or if the length-(i —1)

prefixes are equal but afi] < b[d].

e Observation 2: The length-7 prefix of a is equal to the length-i prefix of b if the

length-(i — 1) prefixes are equal and a[i] = b[i].

Unfortunately, the actual Circom code generating the constraints (using the ===
operator) is quite non-trivial and uses the 1t and eq components (which are similar to
library functions) to help implement this logic. While understanding the exact details of
the Circom code is not necessary for this chapter, the key take-away is that the code is
far from trivial, and, in fact, contains a subtle bug at line 32, with the appropriate fix

indicated in comments immediately above. Such a bug can allow a malicious prover to

15
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1 circuit BigLessThan

2 (k: {Z | 0 <= v})

3 (a: {F | binary v}7k)

4 (b: {F | binary v} k)

5 > A{F | v = (lal < |Ibl)} A

6 let (1t, _) = iter 0 (k-1) (

7 \i. \(1lt, eq). (

8 #0r 1t (#And eq (#LessThan ali] b[il])),
9 #And eq (#Eq ali] b[il))
10 )

11 (o, 1)

12 inv: (\1i.

13 {F | v = (lal:11] < Ib[:i11)} =
14 {F | v = (lal:i1l = Ib[:111D})
15 in 1t

Figure 2.2: A CobpA DSL program for the same function in Figure

construct the input arrays a and b in such a way that the generated constraints will be
satisfied even though the integer represented by a is larger than that represented by b.
The bug in this example may look relatively innocuous, but the consequences of such
a mistake can be quite catastrophic in the context of a ZK application. For example, if
this circuit was used in a DeFi application to ensure that parties cannot transfer more
money than they have, an attacker could exploit this bug to transfer money than they
actually own. Furthermore, in such a privacy-centric DeF'i application based on a ZK
proof system, it would be very difficult to detect that something bad is happening: since
no one except the attacker knows exactly how much money they own, no party can detect

that money is being stolen if the verifier itself is buggy.

2.2.2  Our approach

Figure [2.2 shows the implementation of the BigLessThan function in CODA. Even
though the CoDA code in Figure compiles down to the same R1CS constraint

representation as the Circom code from Figure 2.1] the CODA program is much more
16
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concise and declarative and allows the user to directly implement Observation 1 and
Observation 2 without being bogged down in low-level, orthogonal details. In particular,
the implementation of BigLessThan in CODA uses the functional iter construct of the
form:

iter; e €. €5 €,

where ey, e. denote the start and end indices of the iterator, e is a lambda abstraction
that is repeatedly applied to the accumulator, and e, is the initial value of the accumulator.
Hence, the code in Figure iterates from 0 to k — 1 (inclusive) and repeatedly applies e
to the accumulator, which is initialized to the value (0,1). In this case, the accumulator
is a pair of booleans (1t, eq) where It (resp. eq) indicates whether the length 7 prefix of

a is less than (resp. equal to) that of b. Observe that the new value of 1t is calculated as:

ItV (eq A (ali] < bli]))

which corresponds directly to Observation 1 from earlier. Similarly, the computa-
tion of eq also directly follows Observation 2. Hence, the CODA implementation of
BigLessThan allows the developer to implement the core logic in a relatively straight-
forward way by composing existing circuits that implement boolean disjunction (#0r),
conjunction (#And), and field element comparison (#LessThan).

Specifying circuit behavior. Beyond making it significantly easier to construct
arithmetic circuits, a key aspect of the CoDA DSL is that it allows specifying important
properties of the circuit as refinement types, which are indicated in blue in Figure [2.2]
As we can see from the type annotation on the input k, refinement types have the form
{T | ¢} where T is a base type and ¢ is a logical qualifier. In this case, the base type of

k is an integer, denoted as Z, and the logical qualifier 0 < v further states that the value

17
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of k is non-negative. The type annotations on a and b are of the form 7%, indicating that
they are arrays of size k with elements of type 7. In this case, the element types of a and
b are field elements (indicated as F), and the logical qualifier further restricts their values
to be binary.

The most interesting part of the specification is the type annotation for the return

value of BigLessThan, which has the following refinement type:

{F [v=(la] < o))}

This states that the return value of the function is a binary field element which is 1 iff
the integer represented by a is less than the one represented by b, where the operator |z|
interprets an array as a base-2 big integer. We note that the expression |a| < |b] is valid
in CODA’s type system, but it is fundamentally not a valid program expression. In fact,
it is impossible to define the custom |- | operator as a CODA function to map an array of
field elements to the integer that it represents (as a field element), since the array may
represent an integer larger than the size of the finite field.

Specifying invariants. In order to prove that the CoODA implementation of
BigLessThan adheres to its specification, the developer also needs to annotate the
iter construct with a so-called loop invariant, which specifies the refinement type of
the accumulator. For this example, the annotation at lines 12-14 specifies that the
accumulator is a pair of (binary) field elements, where the first element indicates whether
the length-i prefix of a is less than the length-i prefix of b, and the second pair indicates
whether they are equal. Because automated inference of loop invariants is, in general, not
always possible, the CoDA DSL requires the developer to annotate every usage of the
iter construct with a refinement type specification of its accumulator and utilizes it in

the verification process.

18
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Verification. In order to prove that the implementation of BigLessThan conforms
to its specification, CODA performs static type checking. In particular, CODA utilizes
the refinement type annotations to generate a set of proof obligations, also referred to as
lemmas. If all of these lemmas are proven to hold, this constitutes a formal proof that the
implementation conforms to its specification. For our running example, CODA generates

a total of 15 lemmas, one of which is the following:

V(ki:nat)(ab: F list),
length(a) = k A length(b) = k
ANO <i<kAlal: ]| <|b: 1]

— a[:i+1]] < |+ 1]].

Essentially, this lemma states that, if the length-i prefix of a represents an integer
smaller than the length-i prefix of b, then the same is true for the length-(i + 1) prefixes.
Note that this lemma is needed for proving the correctness of the loop invariant, which in
turn is essential for establishing that the return value of BigLessThan has the intended
refinement type specification.

Discharging proof obligations. Since proving properties about ZK applications often
requires proving number-theoretic lemmas, there is unfortunately little hope of discharging
the proof obligations generated by the CODA type checker completely automatically. Thus,
rather than using an automated thorem prover (e.g., SMT solver), the CODA type checker
instead outputs Coq theorems [47] to be proven interactively with the aid of CODA’s
domain-specific Coq tactics. In our running example, 10 of the lemmas can be discharged
fully automatically and are not shown to the user. The user does need to be involved

for proving the remaining 5 lemmas; however, CODA’s tactics (as well as existing tactics
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provided by Coq and the Fiat crypto library [57]) are still useful for simplifying the proof.
Code generation. Once proof obligations are discharged and type checking succeeds,
the CODA compiler generates a Rank-1 Constraint System (R1CS) [55] representation
of the corresponding CODA program. We choose to compile CODA code down to R1CS
because there are existing zkSNARK generators [58] that can be used to produce a
prover and verifier from a set of R1CS constraints. For our running example, the R1CS
constraints generated by the CODA compiler are roughly of the same size and quality as
the constraints generated by the Circom compiler for the code from Figure

Threat model. We consider a trustless setup where the attacker has full access to the
implementation of the ZK circuit, both at the source code level as well as the R1CS
level. We also assume that the attacker has access to both the prover and the verifier
generated from this circuit. We further assume that the attacker does not have to use the
zero-knowledge proof generated by the prover; instead, they can replace the proof with

their own bogus version.

2.3 The CopA Language

In this section, we present the syntax, semantics, types, and compilation procedure of

the Copa DSL.

2.3.1 CobpA Syntax and Semantics

At a high level, the CoDA DSL is designed with three key goals in mind:

o Programmability: The DSL should make it possible to concisely and conveniently

express arithmetic circuits of practical interest. To achieve this goal, CODA is modular

!The size of the R1CS constraints is important both for efficiency and also for reducing the time and
space costs of producing the proof [59].
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Expression:
constants
variable

wild card

arithmetic expressions

assertion

binary relation
circuit reference
array operator
product operator

function abstraction
function application

variable binding
iteration

Boolean expression
Integer expression

Field expression

Product operator:
product constructor

product destructor
product indexing
Array operator:
array constructor
map

length

sum

array indexing

Boolean operators
Integer operators

Field operators
Binary relations

Figure 2.3: Syntax of CODA Programs

and allows composing different circuits. It also incorporates higher-order combinators

that allow mapping over arrays and performing aggregation.
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o Compilability: Since our ultimate goal is to facilitate the generation of a ZK proof
system (consisting of a prover and verifier), it should be possible to compile CODA
programs down to R1CS constraints, for which existing techniques can generate ZK
proof systems. To achieve this goal, CODA primarily allows computation over finite
field elements and only allows using other values like integers and booleans in restricted

ways.

« Verifiability: To allow CODA programs to be statically verified, CODA is both purely
functional and based on a static refinement type system. Furthermore, to allow complex
properties to be verified, CODA does not insist on decidable type checking. Instead, it
outputs Coq lemmas to be proven semi-automatically using a combination of proof

tactics and manual intervention where necessary.

Figure [2.3] shows the syntax for CODA programs. Top-level CODA programs are
referred to as circuits (parametrized over a finite field F) and consist of three components:
(1) x; : T;, which is a sequence of input parameters z; and their corresponding type T;,
(2) T, the output type of the circuit, and (3) e, the body of the circuit. Given some
choice of values for 7;, a CODA program evaluates the body expression e and returns the
evaluation result v. At a high level, CODA is a functional programming language with
domain specific constructs for building ZK circuits as well as several standard functional
combinators. In what follows, we explain the key features of the CODA language.

Standard functional constructs in CODA include integer and boolean expressions,
arrays and tuples, lambda abstractions, function applications, iterators, and variable
bindings. A variable binding let z = ey in e5 binds the result of evaluating expression e; to
the (immutable) variable = and evaluates e;. The expression itery; . €5 e. €f e, performs
aggregation over indices. Specifically, ey, e. are start and end indices respectively, ey is a
function, and e, is the initial value of the accumulator. Starting with the initial value e,,
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the function e; is applied on the accumulator to produce a new value, and this process
continues for all indices in the range [e,, e.). Note that this construct has a subscript Ai.7
indicating the loop invariant, which is used in type-checking, as discussed in Section [2.3.3]

Beyond the standard functional constructs, CODA allows expressing computations
over finite fields, which are crucial for building ZK circuits. Finite field expressions in
CobA include field addition, subtraction, and multiplication. These operations are similar
to their integer counterparts except that they occur modulo the field size F and may
therefore over- or under-flow where their corresponding integer counterparts do not.

As CobA programs need to encode relations (rather than mathematical functions),
they allow non-determinism, which is expressed via the * construct in the DSL, which can
evaluate to any field element. Thus, a given CODA program can have multiple outputs
even when executed on the same input. For example, a CODA function that takes as
input a value x and “returns" x corresponds to a relation R that evaluates to true for any
pair (z,y) (where y is the “output’ of the CODA function).

In addition to allowing completely non-deterministic choices, CODA also allows con-
straining non-determinism via assertions. For example, consider the following CODA
circuit:

circuit C (a : F) : F =

let b = % in

let

assert a * b = 0 in b

This circuit essentially corresponds to a relation C'(a,b) that evaluates to true if
and only if a * b = 0 for some field elements a,b. Note that assertions are restricted to
predicates of the form e; = ey, as the resulting constraint must be compilable down to
R1CS, which may not feasible for arbitrary predicates.

We conclude our discussion of CODA syntax with circuit references of the form #C(x).
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At a high-level, circuit references allow CODA programs to refer to other circuits in a
compositional way. Operationally, they allow developers to pretend that CODA circuits
can be called like regular functions (even though they are not). For instance, consider
a CODA program that returns #C(x), where C' is some circuit representing a relation
R(z,y). Then, the top-level CODA circuit C’ can be viewed as syntactic sugar for the

following program:

circuit C' (a : F) : F =
let b = % in

let = assert R(a, b) in b

2.3.2 CoDA Semantics

The semantics of CODA require valuations, mappings from variables to values. We
formalize the semantics of CODA expressions using judgments of the form o - e | v,
indicating that e can evaluate to value v under valuation o. As emphasized earlier, CODA
programs denote relations rather than mathematical functions; hence, it is possible for an
expression e to evaluate to two distinct values v, v' under the same valuation.

While we present the semantics of the full CoDA language in Appendix Figure
shows the semantics for a representative subset of CODA expressions. The semantics
utilize an environment A mapping circuits to their definitions in the E-CREF rule, and
the iterator semantics are defined recursively. Finally, note that, for assert statements,
evaluation gets stuck for field elements that do not satisfy the predicate. Thus, if we think
of a CODA circuit C' with inputs T and body e as a relation Ro((x1,...,x,),y), we have

Re((ing, . .., iny), out) evaluates to true if and only if (zy — iny, ..., z, — in,) F e | out.
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Figure 2.4: Selected Semantics Rules of CODA Expressions
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Function type

Logical qualifiers:
refinement term

boolean operators
bounded quantification
Refinement terms:
boolean constants

field size

expression

field to integer conversion

Figure 2.5: Syntax of CODA Types

2.3.3 CobpA Type System

CoDA facilitates static verification through its rich type system based on refinement

types. At a high level, refinement types allow developers to express functional correctness

requirements on their ZK circuits as type annotations that must be checked by the

compiler.

Figure [2.5] shows the syntax for CODA’s refinement type system, which can be split

into four core classes, namely, base types, compound types, function types, and refinement

types. The three base types include F, Int, and Bool, indicating field elements, integers, and

booleans respectively. As standard, compound types include array types [T], denoting an

array of elements of type T', and product types, T} X ... x T},, denoting tuples (eq, ...

26

,€n)



Certifying Zero-Knowledge Circuits with Refinement Types Chapter 2

where each tuple element e; has type T;. Function types are of the form z : 7, — 7, where
71 is the type of the input and 7, is the type of the output. The crucial part of the Cobpa
type system are refinement types of the form {v : T" | ¢} which qualify standard types
with an additional logical qualifier ¢ that the value must satisfy. As a simple example,
the refinement type {v : F x F | v.1 = 1.2} describes a pair whose first element is equal to
its second element. In more detail, logical qualifiers in CODA are (possibly universally
quantified) boolean combinations of atomic predicates involving terms ¢. Terms in the
refinement type syntax include all expressions allowed in the CODA syntax as well as
built-in functions like toN and toZ used for converting fields to signed and unsigned
integers, respectively. We found such field-element-to-integer conversion functions to be
crucial for concisely expressing many specifications of practical interest; hence, we include
them as primitives in our type syntax. However, we also note that CODA’s refinement
term language is extensible, meaning that the developer can define additional functions to

use as part of their specification.

Type Checking Rules

While refinement types allow developers to write specifications for their ZK circuits,
we still need an algorithm that can be used to statically verify the type annotations, which
is the job of the type checker. We formalize CODA’s type checking algorithm using three
kinds of typing judgments, namely (1) a circuit typing judgment, (2) an expression typing

judgment, and (3) a subtyping judgment, which utilize the following environments:

o Circuit store: The circuit store A keeps track of previously defined circuits. In
particular, it maps the name of a circuit to the input and output type and is used for

type checking circuit references.
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true if 7" € {Int, F, Bool}
true if T' = [T"] and isBaseType(T)

isBaseType(1") =
ype(T) true if T'=1T, x--- x T, and isBaseType(T;) for i € {1,...,n}
false otherwise
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f el
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T = - T T = =y —
@={:TI6) @=r r=yimom oo
ATz {v:T|v=uxa} AsThaeT

A;THax:F ARy F
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Figure 2.6: Selected typing rules for CODA expressions and programs
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Figure 2.6: Selected typing rules for CODA expressions and programs (continued)
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o« Type environment: The type environment I" maps variable names to their types

and is used to type check variable references.

Figure [2.6| presents our system’s typing rules. We elided some of the standard,
uninteresting rules for space.
Circuit typing. The top-level typing judgment, labeled T-CIRCDECL, is used to type
check CODA circuits. If the body e of the circuit has type T, under the assumption that
each argument z; has type T;, then the whole circuit is well-typed.
Expression typing. We describe well-typed expressions with the typing judgment
A;T'F e : 7, meaning that “under context I', the expression e has type 7.” Due to space
constraints, we only describe the most important expression typing rules in the following
discussion; however, the interested reader can find all expression typing rules (together
with their soundness proof) in Appendix [A.2] We start with the standard rules first and
work our way down to the more involved type checking rules.
Variables. The rules TE-VAR and TE-VAR-FUNC are used for typing variables. In
both of these rules, the type of the variable is found in the context. For non-functional
variables, we additionally retain the information that the returned data is the same as
what is present in the variable itself. This enables simple, lightweight equality reasoning.
Constants. The rule TE-NONDET and TE-CONSTLIST are used for typing constants.
Note that x corresponds to non-deterministically chosen field elements; hence, * always
has type F. Furthermore, a field constant f has type {v : F | v = f}, which essentially
corresponds to the singleton set {f}. (The typing rules for boolean and integer constants
are similar.)
Assertions. The type checking rule for assertions, labeled TE-ASSERT, keeps track of
the constraint being asserted in the type environment. Assertions only ensure the asserted

information so the base type is Unit.
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Binops. The rule TE-BINOPFIELD deals with binary expressions. For a given expression
x ®y to type check, x and y must both be field elements. The type of the expression is
then {v: T | v =2 ® y}. The elided binop rules, defined on data types like booleans,
follow a similar structure.

Functions. The rules for function abstraction (TE-ABS) and application (TE-APpP) are
standard: The abstraction rule binds the type of x to its declared type 7 and checks
that e; has type 7 under this assumption. The application rule xyxy checks that x;
has function type s : 7, — 7. and that x5 has type 7,. Then, the resulting type of the
application is the return type 7,., with occurrences of s in 7, substituted by x-.
Iteration. The type checking rule for the iter construct essentially checks the validity of
the annotated loop invariant. In particular, recall that the iter construct is annotated with
an invariant of the form Ai.7, indicating that the result of the aggregation has type 7 for
each index i. Hence, this rule asserts that (1) the initial value of the accumulator has type
7[i — s| (where s is the start index), (2) the return value has type 7[i — €] (where e is the
end index), and (3) the function f has a suitable type of the form 7y = j : 74 — (12 — 73),
where 77 states that the index j is in the range [s, e) and the return type 7, — 73 states
that the accumulator invariant 7 is preserved, since 7 = 7[i — j] and 73 = 7[i — j + 1].
Circuit references. Circuit references are type-checked similarly to function applications.
In particular, if C'is a circuit with n inputs of type T1,...,T,, and an output of type 7,

then the expression #C has type x1 : 17 — ... = x, : T, = T),.

Subtyping

The type checking rules described in the previous section make use of a subtyping
relation: Specifically, the TE-SUB rule from Figure [2.6| states that an expression of
type 7' also has type 7 as long as 7’ is a subtype of 7, denoted as I' F 7/ <: 7. In this

subsection, we discuss the subtyping relation, presented in Figure [2.7] underlying CODA’s
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Figure 2.7: Subtyping rules for CODA

type system.

The first two rules, TSUB-REFL and TSUB-TRANS, ensure that the subtyping relation
is reflexive and transitive.

The third rule, called TSUB-REFINE, is the crux of the entire type system and reduces
refinement type checking to querying logical validity in some formal logic. In particular,
a refinement type {v : T} | ¢1} is considered a sub-type of {v : Ty | ¢} if the following
two conditions hold: First, the base type 77 must be a subtype of T5. Second, the logical
qualifier ¢ must be logically entailed by ¢; under the type environment I'. To perform
the second check, the CODA type system generates a logical encoding of ¢1, ¢ and I" in
Coq and produces a lemma that must be proven in order for type checking to succeed.
We discuss the process of discharging proof obligations in Coq in the next subsection.

The next rule called TSUB-FUN is used for deciding sub-typing between functions. As
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standard, this rule states that subtyping for functions is contravariant with respect to the
argument types and covariant with respect to the return types. The next two rules for
arrays and products are also standard and state that subtyping is covariant with respect

to the nested element types.

2.3.4 Discharging Proof Obligations in Coq

Because logical qualifiers in the CODA type system make number-theoretic statements
about finite field elements, the lemmas produced by the CODA type checker cannot by
discharged automatically in general. Hence, we adopt a semi-automated approach, based
on Coq, for discharging the proof obligations generated by the CODA type checker. We
choose to use Coq for this purpose because of the existence of libraries for finite field
arithmetic as well as a rich dictionary of tactics for proof automation.

Recall from the previous subsection that subtyping checks in the CODA type system

may involve an application of TSUB-REFINE rule, which has the following premise:

V7 € dom(I). Yv. Encode(I') = [¢1] = [¢2]

This logical validity query is translated into a Coq proposition by translating the formulas
o1, P2 as well as the typing environment into Coq objects. Hence, each application of the
TSUB-REFINE rule during type checking corresponds to a Coq proposition that must
be discharged, so type checking is only valid under the assumption that the resulting
proof obligations have been discharged. As an example, the following is one of the
proof obligations generated for the BigLessThan example from Section [2.2] This Coq
proposition essentially states that the output signal, out, of the circuit actually indicates

whether |zs| < |ys|, under the assumption that the iter invariant holds.
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V(k : nat)(xzs ys : list F)(out It : F),
2 < k Alength(xs) = length(ys) = k
A binary(xzs) A binary(ys)

NIt = |xs[: k]| <? |ys[: k]| A out =1t

— out = |zs| <7 |ys|.

Discharging a proof obligation requires providing a formal Coq proof of the correspond-
ing proposition. As stated earlier, Coq has a number of proof tactics that can be used to
automate proofs, so some of the simpler proof obligations can be discharged automatically
or with very little manual effort, particularly with the help of the Fiat-Crypto library [57].
For instance, 10 proof obligations for the BigLessThan example can be discharged
in a fully automated way via Coq’s standard auto tactic, and an additional 3 may be
discharged trivially using fewer than four standard tactics.

In addition to the standard tactics provided by Coq and the Fiat-Crypto library [57]
(which we use for representing finite fields), we identified a number of other opportunities
for automatically discharging common proof obligations generated by the CODA type
checker. Table 2.1l summarizes some of the tactics that we found to be useful when
proving CoDA-generated Coq propositions. For example, because statements about
integers operations must be implemented using field operations, which can overflow, we
provide tactics that can automatically prove the field operations are overflow-safe. First,
the F__to__Z tactic rewrites a field expression into an equivalent integer expression,
generating integer inequality side-conditions that ensure overflow safety. However, the

generated side-conditions often involve non-linear arithmetic, such as multiplication and
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Table 2.1: Selected CopA Coq tactics.

Tactic Summary
F to 7 Rewrite a field expression into an integer expression,
- generating overflow-safety side-conditions

overflow Solve overflow-safety obligations

split_sum  Split a summation into disjoint sub-summations
switch__ sum FExchanges two nested summations
reduce__sum Reduce trivial summations

ind Perform case analysis on an binary field element

exponentiation, making automated solving undecidable. To mitigate this problem, we
provide a domain-specific overflow tactic that performs backtracking search and attempts
to reduce non-linear inequalities into equivalent linear inequalities based the user-provided
bounds on existing variables. Finally, the resulting linear inequalities are solved by existing
decision procedures such as Coq’s lia tactic. As another example, because ZKP programs
build functionalities using field arithmetics such as addition and multiplication, the proofs
often need to reason about indexed summations. To this end, we provide the split_ sum
tactic that splits a summation into multiple disjoint summations, switch__sum that
exchanges two nested summations, and reduce__sum to reduce trivial summations into

simpler expressions.

2.3.5 Properties of Well-Typed Coda Programs

In this section, we present the key correctness guarantees established by well-typed
CoDA programs and refer the reader to Appendix for the proofs. The correctness of
CoDA’s type system is characterized by expression type preservation. The preservation
theorem states that if e is a well-typed expression with type 7 and e evaluates to some
value v, then v also has the type 7.

Type preservation requires one additional assumption — well-typed valuations. We

describe well-typed valuations with the judgment A;I' F o, meaning that “under context
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I, the values of all variables in ¢ have the same types as those in I'." The interested reader
can find the formal definition of valuation typing in the Appendix [A.2] This assumption
ensures that the arguments provided to a circuit are well-typed, for if the arguments to

the circuit are not well-typed then the resulting value may also not be well-typed.

Theorem 2.1 (Expression Type Preservation). If A;T'Fe:7mando el vand A;T F o,
then A;T'Fwo 7.

As a corollary, Theorem [2.1 immediately implies the following: If (1) C'is a well-typed
CoODA program and @ are input values satisfying the assumptions specified in the input
types of C, and (2) #C ¢ evaluates to output values o, then (3) the output values o

are guaranteed to satisfy the output types of C, as stated in the following theorem:

Theorem 2.2 (Circuit Evaluation Type Preservation). If A;T'F #C @7 and o F

#C & Jvand T E o, then A;T o7,
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Figure 2.8: Rules for compiling CODA to R1CS constraints
2.4 The Copa Compiler

In this section, we describe the CODA compiler for converting CODA programs to
R1CS constraints. Because zero-knowledge proof systems (based on zkSNARKSs [60])

generate the prover and verifier from a Rank 1 Constraint system, the CODA compiler
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needs to generate R1CS in order to leverage existing frameworks for zkSNARK generation.
More formally, a Rank-1 constraint system (V, ®) consists of a set of variables V" and a
list @ of second-degree polynomial constraints of the form A* B+ C' = 0, where A, B and
C are field constants or variables in V. The goal of the CODA compiler is to translate
CoODA programs to a set of R1CS constraints of this form.

We describe our compilation technique in Figure using judgments of the following
shape:

ok e~ (D u)

indicating that, under (symbolic) valuation o, expression e evaluates to a compilation
value u, with a corresponding set ® of R1CS constraints. A compilation value wu is
essentially a partially evaluated version of expression e, where the original expression
is simplified as much as possible and brought into an irreducible form. Because many
CoDA expressions are not valid R1CS terms, the primary goal of partial evaluation is to
facilitate the generation of valid R1CS constraints.

Figure [2.8[ shows a representative subset of the compilation rules underlying the CopA
compiler. The first rule called C-NONDET simply introduces a fresh R1CS variable r
representing a non-deterministically chosen field element. The next rule called C-ASSERT
adds a new constraint u; = us where u; and us are the results of partially evaluating
expressions e; and es respectively. The next two rules C-RED and C-IRRED compile
binary field expressions of the form e; ® e;. In the reducible case, both e; and ey are
partially evaluated as constansts (uy, us € ), so we further reduce e; ® ey by evaluating
u1 ®us. Otherwise, in the irreducible case, the compilation result is the symbolic expression
U1 X Usg. E]

The final rule called C-CIRC in Figure [2.§ presents the compilation procedure for the

2Fresh intermediate variables are generated to reduce the degree of irreducible field expressions to < 2.
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entire circuit. Given a circuit C' with parameters z1, ..., x, and body e, the compilation
procedure introduces fresh symbolic values r; for each parameter x; and then compiles
e into (®,u). The final R1CS encoding of the circuit is then obtained as ® U, = u,
where the fresh variable r,,, corresponds to the circuit output.

Due to lack of space, Figure does not show the compilation rules for all CoDpA
expressions, and the remaining compilation rules are basically the same as the operational
semantics. Instead of formally describing the remaining compilation rules in detail, we
remark on a few salient features of the remaining rules. First, because circuit inputs and
the x expression in CODA correspond to field elements, all boolean and integer expressions
can be compiled down to constants. As a corollary, CODA can unroll all loops during
compilation. Furthermore, because array lengths in CODA are fixed, the CODA compiler
can statically infer the exact shape of arrays. Hence, array operations, such as indexing

and mapping, can also be fully evaluated.

2.5 Implementation

In this section, we provide more details about the implementation of CODA, which is
largely implemented in OCaml and consists of around 4000 lines of source code.
The CopA language We implemented CODA as a embedded domain-specific language
(EDSL) in OCaml. That is, CODA programs are expressed as OCaml expressions built
from a library of atomic building blocks that represent CODA constructs. The choice of
implementing CODA as an EDSL means that the developer is allowed to use features from
the host language (e.g., OCaml’s type system, module system, as well as the expansive
standard and third-party libraries) to significantly bootstrap the development speed.
Type Checking The type checker implements the type checking and subtyping rules

shown in Figures and [2.7] Before type checking, CODA programs are normalized to
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the administrative normal form (ANF), and types are normalized to disallow consecutive
refinements (i.e. refinement types of the form {v : {v : T | ¢1} | ¢2} are normalized to
VT |61 Ao},

Lemma generation Recall that the TSUB-REFINE subtyping rule proves that one
refinement type is the subtype of another by requiring that implication of their qualifiers
is a valid Coq proposition. Thus, the CODA type checker collects all such implications
generated during type checking, and translates them into equivalent Coq lemmas. The
translation is mostly standard: a base type is embedded as the corresponding Coq type,
an array type is embedded into Coq’s list type refined with its length, a product type is
embedded as Coq’s product type, and a refinement type {v : T | ¢} is embedded as T"s
embedding with a hypothesis that asserts the truth of the embedding of ¢. We also define
interpretations of CODA operators that may appear in ¢. Finally, we use Fiat-Crypto [57]
for the formalization of finite fields.

Extensibility of CopA Type System In case the user has difficulty encoding a desired
property P using CODA’s refinement type (e.g., if P involves unbounded quantification),
we allow the user to extend the type system by treating P as an opaque, uninterpreted
predicate. The CODA type checker will run as normal, but it may generate proof obligations
containing P. Thus, the user must also provide the interpretation of P in the form of a
Coq definition.

Code generation The CODA compiler implements rules shown in Figure to partially
evaluate CODA programs into constraints over field expressions. We highlight some details
that are elided in the compilation rules. First, the compiler relaxes the restriction on the
circuit’s input type by allowing non-field inputs, as long as their concrete valuation has
been provided. During compilation, the compiler resolves any array length into a concrete
value such that array operations can be fully evaluated. Finally, the collected constraints

undergo a global transformation pass that reduces the degree of each constraint to at
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most 2, and eliminates any redundant constraints. Finally, the CODA compiler outputs
an R1CS file in the zkInterface binary format for interoperating with different zk-SNARK
backends.

Verified library Thanks to the functional aspect of CODA, the core CODA constructs
can be easily composed to write expressive, higher-order library functions that can be
reused across applications. Those functions can be verified just like circuits by checking
the implementation against the specified types and proving the resulting lemmas in Coq.
We have implemented this idea by building a verified library that encapsulates common
ZKP patterns such as branching, functional zip, element-wise array arithmetics and array
aggregate operations. Applications that use those library functions not only benefit from
shorter, easier to understand programs, but also experience less proof burden, as those

library functions have been fully certified.

2.6 Evaluation

In this section, we describe the results of an evaluation that is designed to answer the

following research questions.
« RQ1: Can we use CODA to build formally verified implementations of commonly-
used ZK circuits?
o« RQ2: Can CODA help discover correctness bugs?
« RQ3: Can CoDA proof automation tatics help reduce the manual verification effort?
« RQ4: Can the CODA compiler generate efficient R1CS code and how does it
compare against Circom?

Benchmarks. To answer these questions, we collected 77 ZK circuits sampled

from 9 widely-used libraries and projects implemented in Circom. The libraries include
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circomlib, the standard Circom library, circom-bigint, a popular big-integer library
for Circom, and the top-7 GitHub repositories under the “circom” topic ranked by the
number of GitHub stars.

For each library, we selected the circuits used in our evaluation based on the following
criteria: 1) Documentation: The original Circom code should have sufficient documen-
tation to allow us to formally specify its behavior. 2) External dependencies: If the
program has an external dependency, we require the external dependency to also satisfy
the first criterion.

Experiment Setup. To perform our experiments, we manually translated these
benchmarks to CODA in a way that preserves their semantics. We expressed the functional
correctness requirements for each circuit as refinement type annotations and added
invariant annotations wherever required in the CoDA program. All experiments reported
in this section are conducted on a MacBook Pro with Apple M1 Pro CPU and 16 GB of
memory. CODA uses OCaml version 4.13.1 and Coq version 8.15.2. We use Circom 2.1.2

to compare with our generated R1CS constraints.

2.6.1 Main Results

Table [2.2] summarizes the program-size results of certifying our benchmarks using
CODA. The column called “Original LOC” shows the lines of code of the original Circom
circuit. In the “CopA Program” group, the columns “LOC”, “Spec” and “Spec/LOC”
show the size of the translated program in terms of lines of code, the lines of specification
(including the refinement type and loop invariants, if any), and the ratio of specification
size to program size. Table[2.3]summarizes the proof-effort results. The “Proof Obligations”
group displays statistics about the proof obligations generated by the CODA type checker:

columns “Avg”, “Total” and “Provable” show the average number of proof obligations
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Table 2.2: Program-size results: original Circom size, and the corresponding CODA
program and specification size.

Library Original CopA Program
LOC LOC | Spec | Spec/LOC

Circomlib 114 37 21 0.57
Circom-bigint 264 74 38 0.51
Semaphore 71 23 22 0.96
Sismo 121 60 35 0.58
ZK-SBT 88 29 18 0.62
Darkforest-eth 29 10 5) 0.50
ZK-SQL 47 12 4 0.33
Circomlib-ml 27 13 4 0.31
ed25519-circom 50 27 16 0.59

Table 2.3: Proof-effort results: per-library statistics on proof obligations generated by the
CoDA type checker, average Coq proof length, and type-checking time.

Library Proof Obligations Proof Length | TC Time

Avg | Total | Provable | Discharged | Auto | (avg lines) (avg ms)
Circomlib 3 42 42 100% 76% 6 177
Circom-bigint 9 123 123 81% 69% 33 182
Semaphore 4 22 22 100% 91% 6 181
Sismo 8 32 32 100% 94% 3 184
ZK-SBT 6 37 37 100% 76% 4 181
Darkforest-eth | 4 13 13 100% 7% 5 180
ZK-SQL 3 10 10 70% 80% 4 180
Circomlib-ml 3 10 10 83% 70% 4 181
ed25519-circom | 3 17 9 100% 67% 6 182

per circuit, the total number of obligations, and the number of provable obligations
respectively. The column called “Discharged” shows the percentage of correct lemmas
that can be discharged (either automatically or interactively), and “Auto” shows the
percentage of those that can be discharged fully automatically. Finally, the “Proof Length”
column shows the average number of lines for the Coq proof, and the “TC Time” column

shows the average running time of the type checker in milliseconds.
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Our key result is that, for 93% of the Circom programs that are originally correct, we
were able to prove the correctness of our CODA translation. Overall, the specification-to-
implementation ratio for CODA program is 0.6, suggesting that CODA does not impose an
undue burden on programmers for writing specifications. In terms of the burden of proving
these specifications, the CODA type checker outputs an average of 5 proof obligations as
Coq lemmas, of which 76% discharged fully automatically. For the remaining ones, the

average proof length (using our tactic library) is 10 lines of Coq code.

Result for RQ1: Coba is able to certify 93% of the non-buggy benchmarks,

achieving a program-to-specification ratio of 0.6 and requiring only 10 lines of manual

proofs.

2.6.2 Vulnerability Discovery

Table 2.4: Vulnerabilities discovered in the benchmarks.

Library Program Bug
Circom-bigint BigMod Missing range check
Circomlib-ml IsPositive Zero considered positive

ed25519-circom | LessThanPower | Missing logical constraints
ed25519-circom | LessThanBounded | Missing logical constraints
ed25519-circom fulladder Missing logical constraints
ed25519-circom onlycarry Missing logical constraints

Because CODA is sound, a buggy program will lead to erroneous lemmas that will
not be provable in Coq. When performing this evaluation, we discovered 6 benchmarks
that resulted in proof obligations we were unable to discharge. Upon further inspection,
we discovered that these failed proofs were due to subtle (and previously unknown)
correctness bugs in the original Circom circuits.

Table summarizes the vulnerabilities uncovered during our evaluation. In this

table, the “Library” and “Program” columns show the library and program in which the
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vulnerability resides, respectively. The “Bug” column summarizes the root cause of the
vulnerability. Note that all of the uncovered bugs are due to important logical constraints
that are missing in the original program. Hence, these vulnerabilities can be exploited by
a malicious prover to produce bogus zero-knowledge proofs for untrue statements. We
have informed the developers of all of the affected libraries of the vulnerabilities, and all

issues have been confirmed by the developers.

Result for RQ2: CobpA helped reveal 6 previously unknown vulnerabilities in

widely-used ZK circuits.

2.6.3 Case Study: Reduction in Verification Effort
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Figure 2.9: Comparison of verification effort of certifying the Circom-bigint library using
CoDA vs. using shallow embedding. The vertical axis shows the average number of
constraints in log scale.

In this section, we investigate CODA’s effectiveness in reducing the verification effort.
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Specifically, we compare the effort of certifying ZKP programs using CODA versus directly
certifying the original Circom programs in Coq. In the latter approach, the source
programs are syntactically translated into functions in Coq, a technique known as shallow
embedding. For example, using shallow embedding, a Circom variable is encoded into a
Coq variable, and the body of a circuit is encoded as a conjunction of Coq propositions.

We use the benchmarks from the Circom-bigint library as a case study. Figure
compares the verification effort required by each approach. The “Proof Length” columns
show the number of lines of Coq proof that is required to certify the program using CODA
and shallow embedding, respectively. On average, CODA enables 60% reduction in proof

size.

Result for RQ3: CopA reduced the verification effort by requiring 60% shorter

proofs compared to the shallow embedding approach.

2.6.4 Quality of Compiled R1CS

Finally, we investigate whether the CODA compiler is able to generate R1CS constraints
whose size is comparable to the Circom compiler. Because the size of a constraint
system crucially determines the cost producing the zero-knowledge proofs from the
constraint system [59], a DSL that does not produce competitive R1CS constraints is
unlikely to be adopted. To this end, we compare the number of constraints produced
by the CODA compiler vs the Circom compiler. We exclude benchmarks that have
transitive dependencies outside the benchmark set, as the compilation procedure requires
all referenced circuits be defined. Additionally, if a circuit contains a natural number
parameter, we instantiate the circuit using the representative values for said parameter and
take the average across all parameter values. We compare CODA’s generated constraints
against Circom’s constraints produced by optimization levels -O1 and -O2.

The results of this evaluation are summarized in Figure [2.10l The key takeaway is that
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Figure 2.10: The quality of R1CS constraints generated by CODA compared to Circom.

the CODA compiler is able to produce R1CS constraints that are of comparable quality to
the Circom compiler. In particular, compared to the Circom compiler on level -O1, CoDA
generates equal or fewer constraints for 100% of the benchmarks. Compared to the Circom
compiler on level -O2, for 82% benchmarks, the number of CODA’s generated constraints
is within 10% of the number of Circom’s constraints, while for 26% benchmarks, CobDA

produced equal or fewer constraints than the Circom compiler.

Result for RQ4: The CoDA compiler can generate constraints whose quality is

comparable to Circom.

2.7 Related Work

In this section, we survey prior work that is most closely related to our proposed

approach.
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Refinement types. There has been significant interest in using refinement types for
formal verification [37, 38, [39) 40, 41]. Some example applications include proving the
absence of integer overflows [41] and verification of memory safety [38]. Most of the prior
techniques in this space keep type checking decidable and use an off-the-shelf SMT solver
to discharge the constraints generated by the type checker. However, zero knowledge
circuit verification is much more challenging than prior applications of refinement types,
and existing SMT solvers do not provide adequate support for reasoning about polynomial
equations over finite fields. Thus, in contrast to prior work, CODA outputs Coq propositions
during type checking and uses a combination of automated tactics and manual intervention
(where necessary) to enable formal verification of ZK circuits.

ZK programming languages and compilers. Due to the increasing demand for zero-
knowledge proofs, there have been several new domain-specific languages (DSLs) targeting
this domain. Example DSLs for constructing zkSNARKS [61] include Leo [25], Noir [36],
Zokrates [20], Zinc [62], Snarky [63], Lurk [64], and CirC [27]. In contrast to these prior
efforts, the main focus of CODA is on werifiability of the circuit with respect to the
specification.

While most languages, include CODA, are intended for zkSNARKS, there are also
other programming languages targeting zkSTARKSs (Scalable Transparent ARgument
of Knowledge) [14]. For instance, Cairo [15], is a Turing complete language that allows
general computation, and has recently become quite popular for zkSTARKSs.

Formal methods € ZK. Writing correct zero-knowledge programs requires specialized
domain expertise. Due to the importance of ZK circuits in blockchain applications,
recent work has proposed techniques for finding bugs in this domain [I8] [19, 20, 21]. For
instance, Circomspect [31] is an open-source static analyzer designed to find bugs in
Circom programs. Circomspect performs syntactic pattern matching on the Circom source

code to detect potential issues. However, this approach suffers from both false positives
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as well as false negatives and is intended as a bug finder rather than a verifier. Wen et
al. [33] study common vulnerabilities in Circom and describe a static analysis framework
for detecting these vulnerabilities. Their technique operates over an abstraction called
the circuit dependence graph (CDG) that captures key properties of the circuit and allows
expressing semantic vulnerability patterns as queries over the CDG abstraction. Another
recent effort [32] focuses on finding underconstrained bugs (or proving the absence thereof)
in Circom programs. This approach combines SMT solving with lightweight uniqueness
inference to effectively reason about underconstrained circuits. In contrast, Coda is
designed with an refinement type system to specify the functional correctness of circuits.
Unlike previous approaches that focus on finding common vulnerabilities, the focus of
CoDaA is on verifying full correctness of the circuit with respect to a formal specification.
Certification is achieved using a combination of type checking and semi-automated Coq
proofs. On a related note, [4] formally verifies the equivalence between constraint systems
for probabilistic proofs, with the goal of reducing the number of constraints.

Another orthogonal line of work [65] combines formal methods and the zero-knowledge
domain in a different way. In particular, recent work has proposed ZK-UNSAT, a
technique for proving that a propositional formula is unsatisfiable while revealing minimal
information about the resolution refutation proof of unsatisfiability. As the focus of this
work is generating zero-knowledge arguments of unsatisfiability, it is not directly related
to CODA.

Finally, there have been works on formally verifying the compilation from high-level
DSLs to arithmetic constraints. The Leo [25] programming language seeks to provide
a certifying compiler from a high-level language to R1CS constraints. [34] develops
a certified compiler based on CompCert [66] that correctly compiles a subset of C to
quadratic constraints. These works are complementary to CODA in that they can be

adapted to formally certify the CODA compiler.
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Formal verification for cryptography. There is a body of work on applying formal
verification techniques to cryptographic protocols. For instance, FiatCrypto [57] introduces
a new approach for implementing cryptographic arithmetic in high-level code with machine-
checked proofs of functional correctness through Coq. Corin et al. [67] leverage a variant
of probabilistic Hoare logic to prove the security of ElGamal; Gagne et al. [68] use
similar methods to prove the security of the front-end of many CBC-based MACs,
PMAC and HMAC. Tiwari et.al [69] leverage component-based program synthesis to
automatically generate padding-based encryption schemes, and block cipher modes of
operations. EasyCrypt [70] is a toolset that allows users to specify and prove the
correctness of cryptographic protocols.

On the other hand, there is little work on reasoning about the correctness of zero-
knowledge proofs. Leveraging the MPC-in-the-head paradigm (i.e., Multi-Parity Com-
putation), Sidorenco et al.[71] generated machine-checked proofs of ZK protocols using
EasyCrypt. Almeida et al. [72] developed a certifying compiler for ¥—protocols, a
broad class of zero-knowledge protocols including zkSNARKs [61]. Specifically, given a
protocol written in its high-level language, the compiler generates an executable imple-
mentation that is provably correct using the Isabelle/HOL [73] theorem prover. More
recent work has focused on building specialized solvers for polynomial equations over
finite fields [42, 43 [44), 32]. Similar to the custom Coq tactic library that reduces the
proof burden in CODA, we believe the above-mentioned works are complementary and

can be incorporated into CODA to improve the degree of proof automation.

2.8 Conclusion

We presented CODA, a new statically-typed language for building zero-knowledge

applications. CODA enables developers to formally specify and statically check properties
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of ZK circuits through a rich refinement type system. The type checker underlying CobDA
generates a set of Coq lemmas that, if valid, collectively constitute a proof of correctness of
the circuit. CoDA facilitates interactive verification of these lemmas using a combination
of domain-specific proof tactics and manual intervention where necessary. Finally, the
CoDA compiler automatically translates high-level CODA circuits to low-level R1CS
constraints from which a zero-knowledge proof system can be generated using existing
techniques.

We used CobA to formally specify and verify 77 existing circuits from widely-used
Circom projects. We were able to verify the correct circuits and identified 6 previously

unknown vulnerabilities in the original Circom circuits.
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Chapter 3

Tessel: An Optimizing Compiler for

Efficient Zero-Knowledge Circuits

3.1 Introduction

In this and the next chapter, we turn our attention to the compilation of ZK DSLs.
Traditionally, there is a tradeoff between programmability /correctness and efficiency.
Low-level circuit-based languages, such as Halo2 [23] and Circom [22], provide fine-grained
control, enabling expert developers to optimize performance, but at the cost of steep
learning curves and a higher risk of programming errors. Conversely, high-level domain-
specific languages (DSLs) like Noir [24] and Leo [25] abstract away many complexities,
making ZK circuit development more accessible—similar to mainstream languages like
Rust [74]—but often at the expense of efficiency.

This tradeoff presents a fundamental challenge in ZK programming. Whereas CODA
addresses correctness by giving programmers a refinement-type discipline to reason about
the semantics of their circuits, we now look at what compilers for high-level DSLs can
do after a program is written: how they can make the resulting low-level arithmetic
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circuits efficient. When ZK programs are compiled, the resulting circuits often suffer from
suboptimal performance in key metrics such as circuit size. Large or inefficient circuits
not only increase computational overhead but also incur higher costs when deployed on
blockchain platforms, where scalability and performance are critical concerns.

To address this challenge, this chapter proposes TESSEL, a compiler framework
that enables the translation of high-level ZK programs into efficient low-level circuits,
specifically targeting PLONKish arithmetization [I0]. PLONKish circuits are widely used
due to their flexibility in handling customized constraints, making them a popular choice
for optimizing prover performance and reducing costs. The key insight of our approach
is to treat this translation process as a multi-stage optimization problem. We begin by
applying partial evaluation to simplify high-level language constructs (e.g., loops and
arrays) while preserving optimization hints through a symbolic tracing algorithm. Instead
of directly optimizing the low-level circuit, we introduce an intermediate representation
(IR) called the tabular representation, which exposes the yet-to-be-determined layout
of the circuit and enables a precise formulation of the optimal arithmetization problem,
aiming to minimize circuit size. As we demonstrate in our evaluation, a direct encoding
of this problem results in complex non-linear constraints that are difficult for off-the-shelf
solvers to handle. As a first step in tackling this problem, we propose a simple layout
algorithm, which improves efficiency while preserving the semantic integrity of the original
ZK program.

We evaluate TESSEL on 26 real-world ZK programs. Our experiments demonstrate
that TESSEL can generate arithmetic circuits that outperform mainstream compilers in
some cases, and achieves a speedup of 1.81-4.44x. Through an ablation study, we show
that TESSEL’s optimization techniques are essential for generating efficient circuits.

In summary, this chapter makes the following contributions:
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o An optimizing compiler pipeline that transforms high-level ZK programs into efficient

PLONKIish arithmetic circuits.

o A formalization of the layout problem based on a tabular IR, and a heuristic layout

algorithm that can solve the problem in practice.

o Empirical evaluation of our tool on a set of ZK programs, demonstrating improve-
ments in circuit size and efficiency in comparison to existing compilers in certain

cases.

3.2 Background and Overview of TESSEL

In this section, we briefly review some background on zero-knowledge proofs and

PLONKIish arithmetization.

Developer
ZK Program
A 4
ZK Compiler
v
ZK Circuit
- -T ~ -
=" + T=~a r'
ZK Prover Witness Generator ZK Verifier
7} l I AA
L Witness  Inputs =
Proof Result
User/Prover * Public Inputs Only  Verifier

Figure 3.1: A typical compilation workflow of a ZK program.
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A4 | B C D 1S S5 S Su o
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1

0 ! 5 A = input()
1
1 :5} 2 12 -2 0 0 1 1 C = Ax2+2
:“: ﬁq .
(@) Original

A B € |D |S:|Ss|Sc|Su .|

0 5 2 12 -2 0 0 1 1 C = input()*2+2

(b) Optimized

Figure 3.2: Two different schemes (original v.s. optimized) of PLONKish arithmetization
of the same ZK program, with different types of columns and gates.

Zero-Knowledge Proofs Zero-knowledge proofs (ZKPs) are cryptographic protocols
that enable one party to prove the validity of a statement to another without revealing
any additional information. Various types of ZKPs, such as zk-SNARKs [61] and zk-
STARKSs [75], offer different trade-offs in efficiency and security, but the performance of
any ZK application largely depends on the design of its compiler.

As shown in a typical ZK compilation workflow involves three key roles.
First, the developer defines the statement to be proven and encodes it into a ZK
program using specialized languages like Circom [22], Leo [25], and Halo2 [23]. This
program is then compiled into a low-level arithmetic circuit, which is further transformed
into three cryptographic components: a witness generator, a prover, and a verifier. Next,
the user, also referred to as the prover, executes the ZK program with specific inputs

using the witness generator, which produces an encoded representation of key values
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known as the witness. The prover then uses this witness to generate a cryptographic
proof that can be transmitted without exposing the underlying data. Finally, the verifier
checks whether the proof is valid against a set of public inputs, confirming that the
original statement holds without learning any private details.

At its core, a ZK program defines a computation that is transformed by the compiler
into a structured ZK circuit—a set of polynomial equations that maintain the semantics
of the original program. These circuits form the foundation for generating efficient proofs

and play a crucial role in balancing security and performance in real-world applications.

PLONKish Arithmetization A cryptographic structure in a ZK circuit is usually
expressed through a restricted set of operators (e.g., finite field operators), which could be
syntactically different from its corresponding ZK program. We refer to such a process that
connects a ZK program to its corresponding cryptographic structure as arithmetization.
For example, ZK programs for PLONK-style proof systems (e.g., PLONK [10], Halo2 [23],
UltraPLONK [13], etc.) share an inherent arithmetization in the form of polynomial

constraints:

Sa(X) - A(X) + Sp(X) - B(X) + Su(X) - A(X) - B(X) = So(X) - C(X) + D(X),

where X is a table that stores inputs and intermediate values that participate in the
computation of the statement to prove, and A(-), B(-), C(-), D(:) and S.(-) retrieve cells
from corresponding columns of a given table. Since arithmetization can be partially done
by developers (e.g., Circom [22] and Halo2 [23]) or entirely tracked by ZK compilers
(e.g., Noir [24], SP1 [29] and Jolt [30]), different schemes of arithmetization can result in
different performance of a circuit, e.g., prover time, proof size and verifier cost.

Figure 3.2/ shows an example table visualization of how PLONKish arithmetization
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High-Level Source Program (Section 3.1)

(1]

| Partial Evaluation (Section 3.2) | © Table (Section 4.1) —>| Code Generation (Section 5)
ol r o]
Residual Program (Section 3.2) —'| Stepwise Refinement (Section 4.3) | PLONKish Circuit

Figure 3.3: The compilation pipeline of TESSEL.

encodes computation expressed in ZK programs. In particular, as shown by the original
table, cells from column A correspond to the inputs and should be filled by the user; cells
from other columns are pre-assigned with particular values that encode the semantics of
the ZK program. For example, the assignment of A in A = input () doesn’t utilize other
cells in row 0, and the follow-up computation C = A*x2 + 2 utilizes cells from all variable

columns B, C' and D, which is arithmetized as:

0-5+0-2+1-5-2=1-12-2.

This constrains the value of C' to be twice the value of A at the previous cell plus 2. Note
that such computation utilizes the previous version of A, which should be retrieved from
the last row. Since cells that are involved in this computation are distributed across
different rows, a data structure called gate is defined to retrieve them. Similarly, since
values of A do not change as traces are computed, a special copy gate is applied to enforce
the equivalence of cells in column A.

A closer look at the original version (a) reveals inefficiencies, as the first row occupies
multiple underutilized cells, unnecessarily increasing the finalized proof size. In the
optimized version (b), the assignment of A is merged with the subsequent computation,
eliminating an extra row and reducing overhead. In real-world circuits, where large num-
bers of columns and rows encode long computational traces, an optimal layout significantly

improves proof size, proving efficiency, and verification speed. However, automatically
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synthesizing such layouts remains a challenging task for existing ZK compilers.

From the above example, optimizing PLONKish arithmetization reduces to a table
optimization problem, where rows encode execution steps and columns define variables,
intermediates, and selectors. A well-optimized layout minimizes redundancy, reduces
gate count, and improves prover efficiency. By structuring arithmetization this way, we
compact constraints using partial evaluation and layout optimization, leading to more

efficient circuits.

Overview of TESSEL shows an overview of the compilation pipeline for
circuit optimization. The compiler takes source programs written in a typical high-level
domain-specific language (DSL) for ZK programming, such as Noir [24]. The syntax and
the semantics of the high-level language are explained in [Section 3.3.1 The compiler first
performs symbolic tracing to record domain-specific effects, while using partial evaluation
to perform compile-time computation and eliminate high-level abstractions (Section 3.3.2)).
Then we transform the symbolic trace into an intermediate representation (IR) called

table IR, which enables us to reduce the optimization of the circuit to the layout of the
table, which we then address by a layout algorithm described in [Section 3.4.3| Finally, we
briefly discuss code generation into PLONKish arithmetic circuits in [Section 3.5|

3.3 Preprocessing ZK Programs for Layout Optimiza-
tion

3.3.1 High-Level Source Language

The syntax of the high-level source language is shown in This language

distills popular high-level ZK DSLs (e.g. Noir [24]) into a core set of constructs. Notably,
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e = Expression: c = Statement:

| feF field constant | letx =rc let-binding

| =« variable | x:= e assignment

| e®e  binary operation |  x[e] :i= e array write

| z[e] array read | ¢ ¢ sequencing
roon= Initializer: |  repeat e {c} loop

| e pure expression | ifethencelsecjoin conditional

| input() input | constraine=ce constraint

| [ese] new array & € {+, —-,x}

| % non-deterministic choice

Figure 3.4: Syntax of the high-level source language.

besides standard imperative programming features such as mutable variables, arrays, and
loops, the language includes primitive operations on finite fields, the non-deterministic
choice operator x, and the ability to constrain two finite field expressions to be equal
using constrain e = e.

Semantically, a ZK program can be given a relational interpretation: each * is
interpreted as non-deterministically choosing an arbitrary finite element that collectively
satisfies the polynomial equality constraints imposed via the constrain e = e statements.
Equivalently, one can also interpret the program as building a constraint system, where
each x introduces a fresh existential variable ranging over all elements in the underlying
finite field, and each constrain e = e statement accumulates a polynomial equation to

some global constraint store.

Example 3.1. As our running example, shows a simple program that accepts
two inputs x and z, and verifies that third partial sum in the harmonic series starting
at 1/x is equal to z. That is, it checks whether Zi\ix% = z. The program is mostly
straightforward just like a typical imperative program, except for variable inv: because a
constraint system can only contain polynomial — not rational — equations, divisions like 1/
are expressed indirectly. Specifically, on line 6, the program non-deterministically chooses
a variable inv that is enforced to be the multiplicative inverse of ¢ via the constraint

i * inv == 1 on line 7.
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10

11

let x = input() in
let z = input() in
let sum = 0 in
let i = x in
repeat N {

let inv = % in

constrain i * inv == 1;
sum := sum + inv;
i=1i+1

};

constrain sum ==

Figure 3.5: An example ZK program in the high-level source language that checks whether
the N-th partial sum in the harmonic series starting at 1/x is equal to input z.

10

11

12

13

write x < input()

write z < input()

write sum < O

write 1 + read x

write inv < %

read i * read inv == 1

write sum ¢ read sum + read inv
write i < read i + 1

write inv < %

read i * read inv == 1

write sum < read sum + read inv
write i < read i + 1

read sum == read z

Figure 3.6: The residual of the running example from |Figure 3.5

Vo= Symbolic Value:
| readl € Loc memory read
| feF field constant
| veowv binary operation

(0

write [ < r
constrain v = v
v | input() | x

Figure 3.7: Syntax of residual programs.
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lz]vn=f if v(z)=land h(l) = f € F

2], = read otherwise

ler ®eallun = [®](f1, f2) if [[e1]ln,n = f1 and [[ea]l,n = fo

ler ®eallun = [leillv,n ®|leallun otherwise
lellvn=ce if e is an R-value

lz = ell,n = (write I <= v, h[l — v]) if v(z) =1 and [le]|,, =0
||constrain e; = eal,,n = (-, h) if |eill,n = lle2llon =f €F
||constrain e; = ez, = L if |leillv,n = f1, le2llvn = fo, f1 # fo
||constrain e; = ea]|,,, = (constrain vy = vg, h) if |le1]]y,n = v1 and |lea]l,n, = v2
ler; callvn = (51582, h") if 1]y = (s1,h') and [[ea]lyn = (s2,h")

|repeat z {c}|l,n = (-, h) if 2], =0
[repeat e {c}|Jvn = (£t h") if lellvn = f #0, [lellvn = (¢, 1)

and [[repeat (f — 1) {c}],n = (¢, h")
Figure 3.8: The partial evaluation algorithm.

3.3.2 Partial Evaluation

As the first step towards compiling the high-level source program into efficient PLONK-
ish circuits, we leverage a custom partial evaluation algorithm [76] to record important

domain-specific effects — namely, memory and constraint operations — that will later serve

as important hints to the layout passes (Section 3.4.3). The algorithm also performs as

much compile-time computation as possible, e.g., statically evaluating array operations

and loop bounds, and propagating constant expressions. The result of this pass is a

residual program, whose syntax is shown in [Figure 3.7}
The core of the partial evaluation algorithm is presented in The algorithm

assumes the following semantic domains:

« v € Val of symbolic values
e [ € Loc representing mutable variables and array locations
e a € Arr of array values, which model arrays as functions a : N — Loc from indices
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to memory locations
e v :Var — Val that maps lexically scoped variables to values

e h:Loc — Val that maps memory locations to values.

The notation |le||,, = v denotes the partial evaluation of expression e under variable
mapping v and memory h, resulting in symbolic value v. The notation |c|,., = (¢, )
denotes the execution of statement ¢ under variable mapping v and memory h, which
updates the memory to A’ while producing a residual program ¢ that records important
domain-specific effects of executing c.

The algorithm works as follows.

o If a variable z is mapped to some location [ that holds a constant value, partial
evaluation can read and return that constant value (the first rule). Otherwise, it

returns a symbolic memory read expression read .

» Binary operations are evaluated if both operands are constants; otherwise, a symbolic

expression is returned.

o The algorithm handles assignments and constraints by recording the correspond-
ing memory write and constraint effects. Note that in a constraint statement
constrain e; = eg, if both e; and e; evaluate to the same field constant f, then
the constraint is satisfied at compile time and can be pruned. If they evaluate
to different constants, then the program is unsatisfiable and no residual can be

produced. Otherwise, the constraint is recorded in the residual program.

o The sequential composition of statements is handled by concatenating the residual

programs produced by each statement, while loops are unrolled at compile-time.

Example 3.2. shows the result of running the partial evaluation algorithm

on the example program from by instantiating the loop parameter N with 2.
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The residual program is flattened into atomic steps, each recording a memory write or a

constraint from execution.

3.4 Layout-Aware Circuit Optimization

Recall that optimization of a circuit’s arithmetization can be reduced to finding an
optimal layout of its corresponding table representation with respect to certain cost

metrics (e.g., table size). In this section, we address this problem first with a definition

of the layout problem (Section 3.4.1)), then with an algorithm for optimizing the layout
given a residual program (Section 3.4.3).

3.4.1 The Layout Problem

A residual program eventually needs to be turned into a tabular representation of
its arithmetization, a process we refer to as layout. Layout is crucial for the efficiency
of the generated circuits, since the prover cost is directly affected by the size of the
resulting table, as well as other factors determined by layout. Unfortunately, existing
compilers for high-level ZK DSLs do not single out layout as an important problem
that has wide-ranging performance implications, and instead rely on simple heuristics to
generate circuits. A key contribution of this work is to formalize the layout problem and
propose a layout algorithm to solve it. Specifically, given a residual program obtained by
partially evaluating the source program, we approach the layout problem by minimizing
certain cost metrics (e.g., table size) of the circuit’s arithmetization via our proposed

table IR.

Layout The goal of layout is to turn a given circuit’s residual program into a table that

assigns each cell to a specific row and column and synthesizes gates that refer to those
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= Gate Expression:

| c(i) relative cell reference (|i| < m — 1)
| fe€F field constant

| 91®g2 binary op

Figure 3.9: Syntax of gate expressions in table IR.

cells using offsets. Layout is a challenging problem due to the myriad of trade-offs involved
and the complexity of the cost model underlying PLONKish proof systems [23] [77]. For
example, the compiler needs to carefully balance the locality (the relative distance between
cells referenced by a gate), copying (which improves locality at the expense of larger table
size), expression complexity (the degree of the polynomial expression for a computation
gate), and customization (the use of custom gates [10] to optimize the circuit for a specific
program[[). Existing compilers |24} [79] sidestep the complexity by making significant
sacrifices to keep the layout algorithm simple. In this work, however, we shall carefully
formalize it as an instance of a constrained optimization problem.

We first precisely define the expected output of layout using the table IR, shown in
Figure 3.9, The syntax of tables is parameterized by the set m = {0,...,m — 1} of row
indices ] A table consists of a set of gate expressions e € E, and a binary selector function
s: E xm — {0,1} that determines if a gate expression should be enabled at a specific
row by returning 1 (enabled) or 0 (disabled).

A gate expression g is a polynomial over field F with variables that are relative cell
references, written as ¢(i). The index i specifies the relative offset from the current row
to the cell being referenced, and can be any integer modulo the size of the table. For
example, the expression ¢(—1) refers to the cell one row above the current cell in column
¢, while ¢(2) refers to the cell two rows below.

The layout problem can then be described as follows. Given a residual program t of

!Similar to how just-in-time (JIT) compilers [78] can optimize for the specific program being executed.
2For simplicity, we assume tables have single columns, but our formalization can be extended to tables
with multiple columns.
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the target ZK circuit, we aim to find a natural number m representing the number of
rows in the table, a set G of gate expressions, and a table B : G — P(m) that maps each
gate expression g € G to a set of rows R at which ¢ is enabled.

We quantify the table size ¢(B) as the cost metric of the optimization problem:

§(B) = |Genab|ed| ©m,

where Genabled = {9 € G | B(g) # @} is the set of gate expressions that are enabled at
least once in the table. Thus, to find an optimal layout for a circuit given its residual

program t, we are essentially looking for a table B that minimizes the cost ¢(B):

B°® = arg;nin ¢(B) (3.1)

while subject to the following hard constraints (specified by the developer):

e dp < dpay: The maximum degree of polynomials in B should be no larger than

dmax7 and

e ng < Nmax: The maximum distance of relative reference in B should be no larger

than npax.

Example 3.3. For example, shows the concrete tables obtained by applying the
standard layout algorithm common among existing ZK compilers to the residual program
in [Figure 3.6l The standard layout algorithm is simple since it only uses two kinds of
standard gates: addition (A 4+ B = (') and multiplication (A x B = ('). Thus, each gate
has a maximum degree d,,,, of 2. Furthermore, it copies every referenced cell to the
current row to improve locality, and thus has a maximum relative reference distance n,.x

of 0.
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Table 3.1: Concrete tables obtained from the residual program in , by applying
the standard layout and our layout algorithm, respectively. Each cell is annotated with
how it is computed, i.e., either by copying from another cell through absolute reference
(e.g., copy Aj) or by evaluating a polynomial expression over relative references (e.g.,
A(0) * B(0)). We use to denote that the cell holds the value of variable var in the

residual program, while empty boxes denote temporary values.

(a) Standard

3.4.2 General-Purpose Layout Optimization

We give a general-purpose approach for searching an optimal layout using off-the-shelf

A B C
0
1 = copy Dy | [ig] = copy Dy
2 | [invg [ ]+ copy By | [1+ A(0) x B(0)
3 | ]« copy Cy [ ]+ copy D; | A{0) = B(0
4 | [+ copy A; [ ]+ copy A, +— A(0) + B(0)
5 | [ 1+ copy By [ ]+ copy Dy + A(0) + B(0)
6 [ ]+ copy C5 | [1+ A(0) x B(0)
7 | [ ]+ copy Cs [ ]+ copy Dy | A{0) = B(0)
8 | []+ copy C} [ ]+ copy A + A{0) + B(0)
9 | ]« copy C5 ]+ copy Dy + A{0) + B(0)
10 | [ 1< copy Cs [ ]+ copy By | A{0) = B(0)
(b) Layout Algorithm
A

0

1

2 <0

3 +—1

4 | [invg] < A{—1) * A{0) =0

5 | umy] + A(=3) + A(-1)

6 — A(=3) +1

7 | [invy] « A(=1) x A(0) =0

8 | [sumg] < A(—3) + A(—1)

9 — A(=3)+1

10 | []+ copy A1, A(0) = A(-2)

constraint solvers, by encoding the problem as a MaxSMT instance.
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Encoding We start by introducing a location assignment function « : Loc x m — {0, 1}
that relates every location [ € Loc in the residual program to a set of table’s row indices
i € m. We can then construct a “symbolic” table (denoted by B ) with each cell yet to be

determined:

B = {(choose(g € G), choose(i € m))}.

Here, the choose operator indeterministically chooses a value from the provided set. Thus,
B encodes all possible table layouts. Then, given ¢ as the residual program, we construct

the following hard constraint:

Vin- (376 (VI € Locinv:(1) = (D)) A (1: E 1)) &

(Fvz. (VI € Loc,.Vi. a(l,i) = v5(1) =v(l)) A (v E B)),

where:

e 7 :Loc — I defines a valuation function that maps locations to corresponding finite
field values. For example, v;, denotes the valuation of user-provided input locations
Locin, 7+ and vz denote the valuation of locations in residual program ¢ and table

B respectively.

e The condition “VI € Loci,. () = 7in(l)” restricts y; to agree with +;, on all input
locations. Similarly, the condition “VI € Loc,.Vi. a(l,i) = (i) = vin(l)”
restricts vz such that all rows ¢ containing some input location [ have the same

value as 7in(1).

o We use y; =t to denote that the constraint system produced from residual program

t is satisfied under evaluation ~y,; as is the case with B.

With the soft constraints derived from [Equation 3.1}, we formulate a MaxSMT instance
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that encodes the search for an optimal table layout.

Limitations While the above solver-based general-purpose layout optimization method
is guaranteed to find a globally optimal solution (given a finite set of candidate gates G
and row indices m), as we show in our later experiments, it suffers from the following

critical limitations:

o The problem search space grows exponentially, regarding the total number of

constraints and variables, as the sizes of the table and gates grow.

o Reasoning about highly non-linear finite field operations is notoriously difficult;
even state-of-the-art solvers for finite field theory [42] struggle to scale to real-world

circuits.

We now introduce an eager layout heuristic that effectively addresses the layout

optimization problem in a scalable way.

3.4.3 Layout Algorithm

In this section, we describe an eager layout heuristic for solving the layout optimization
problem. As we shall demonstrate in the evaluation, this algorithm achieves better
scalability while generating circuits that outperform existing compilers. The pseudo-code
is shown in [Algorithm 1] The algorithm takes a residual program ¢ as input and constructs
a concrete table as output. We assume the existence of procedures curr_pos() and incr()
that return the current row position and increment the current row position, respectively.

The algorithm first initializes an empty assignment relation « : Loc x m that relates
each location in the residual program to (a set of) table cells, and an empty selector

relation s : E' x m that relates each gate expression to (a set of) rows at which the gate is

enabled (line 3).
68



Tessel: An Optimizing Compiler for Efficient Zero-Knowledge Circuits Chapter 3

Algorithm 1: Layout Algorithm

1 Function layout is

Input: residual program ¢
2 o, 8 — D, J;
3 for each statement c in t do
4 if ¢ is write | <— read ' then
5 | afl)[last(all'])]  true;
6 else if c is write | +— v then
7 e < synth(v);
8 p < curr_pos(); incr();
9 all][p] « true;
10 sle — c(0)][p] < true;
11 else if c is constrain v; = v then
12 e < synth(vy — vy);
13 p < curr_pos();
14 sle][p] < true;
15 end
16 end

Then, each statement c in input residual program ¢ is processed sequentially. If the
statement is a write operation write [ < read ', the algorithm maps [ to the last cell
that location " is assigned to (lines 5-6). If the statement is a generic write operation
write [ < v, the algorithm synthesizes a gate expression e from v by calling synth, uses
the current cell to hold location [, and enables the gate expression e — ¢(0) in the current
row (lines 7-11). Finally, if the statement is a constraint operation constrain v; = wv,, the
algorithm synthesizes a gate expression e for v; — vy, and enables it at the current row
(lines 12-15 ). The algorithm then proceeds to the next gate until all gates have been
processed.

The synth recursive subroutine is shown in [Algorithm 2 It pattern-matches on the

symbolic value v and synthesizes a polynomial gate expression e that computes v.

o If v reads from a location [, which must have been assigned a concrete cell by some p

such that «[l][p] holds, then we first check whether the distance between the current
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Algorithm 2: Gate Synthesis

1 Function synth is

Input: symbolic value v
Output: gate expression e
2 if v is read [ then
3 if distance(curr(), last(a[l])) > Npq, then
4 all][curr_pos()] < true;
5 iner();
6 end
7 i < diff(curr_pos(), last(a[l]));
8 return c(i);
9 else if v is v; vy with deg(v) < dyq, then
10 e1 < synth(vy); es < synth(vs);
11 return e; G es;
12 else if v is v; X v, then
13 ey < synth(vy); p1 < curr_pos();
14 sler — ¢(0)][p1] < true; incr();
15 eg < synth(vy); pe < curr_pos();
16 slea — ¢(0)][pa] < true; incr();
17 p < curr_pos();
18 return c¢(p; — p) x c¢(ps — p);
19 end

relative to the current row position.

the polynomial expression for the binary operation (lines 9-11).

the operands to these cells (lines 12-18).
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cell and the last cell holding [ (denoted by last(«[l])) exceeds the maximum allowed
relative distance nyay (line 3). If so, we copy [ to the current position to improve

spatial locality (line 4). We then return the cell reference to the last cell holding I

If v is a binary operation whose degree is no larger than the bound dy.., we

recursively synthesize the gate expressions for the operands v; and vy, and return

Otherwise, we reduce the degree of v by introducing intermediate cells and assigning
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3.5 Implementation

TESSEL is written in OCaml (2,811 lines of code), and is connected to the Halo2 [23]
backend. Once the program has been compiled into a concrete table, TESSEL performs
witness generation given input values to obtain values for all table cells. It then encodes
the witness-filled concrete table into the Plonkish Arithmetization Format (PLAF) [80], a

standard serialization format for PLONKish circuits.

W itness generation To be able to compute values for all table cells, TESSEL requires
a witness computation annotation for each non-deterministic choice in the input program,
as standard. The annotated function is preserved throughout the compilation pipeline,
and allows the compiler to calculate the value of each concrete cell assigned using an
gate. The values of other table cells are directly calculated using the assigned polynomial

expression.

Code generation We collect the set of all gates in a concrete table, and associate a
unique selector column s, to each unique gate expression g. Every polynomial expression
gate e enabled at cell c.r is encoded into the polynomial s, x (¢ — ¢) = 0, and the value
for s, is fixed to be 1 at row r. Constraint gates are encoded similarly by multiplying the
polynomial with the selector. If gate g is not enabled at cell c.r, the selector is set to 0 at
row 7. The resulting system of polynomial equations and the concrete table values are

passed to the Halo2 backend via PLAF to generate the final circuit and proof.

Other optimizations During partial evaluation, TESSEL also attempts to evaluate
non-deterministic choices (%) using annotated witness computation functions. If evaluation
yields a concrete value, the compiler substitutes it directly rather than introducing a new

existential variable. Similarly, constraint operations constrain e; = ey are evaluated at
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compile-time if both expressions resolve to constants, eliminating unnecessary constraints
in the residual program. However, partial evaluation may produce semantically equiv-
alent but syntactically different expressions, such as x x 1 and z, leading to redundant
gates and extraneous selector columns. To address this, TESSEL applies polynomial
canonicalization, normalizing expressions into a consistent coefficient form based on
lexicographical variable ordering. Additionally, constant hoisting reduces the number
of distinct expressions by factoring out constants into fresh variables. For example,
expressions like xy + 1,2y 4+ 2,2y + 3, ... can be compactly rewritten as xy + z, where
z holds the respective constants. This optimization minimizes the number of gates and
selectors, effectively reducing table size with only a slight increase in cell allocation for

constants.

3.6 Evaluation

In this section, we describe our evaluation, which aims to address the following research

questions:
« RQ1 (Circuit Quality): Can TESSEL generate compact circuits?
« RQ2 (Compiler Performance): Can TESSEL compile circuits efficiently?

« RQ3 (Ablation Study): How does each of TESSEL’s optimization techniques
impact the quality of the generated circuits? How does TESSEL perform compared

with the solver-based approach with general-purpose SMT encoding?

Benchmarks We sample from 23 open-source repositories written in popular ZK
programming languages, such as Noir [81], CirC [27], and Circom [22]. From these

repositories, we focus on programs that (1) can be compiled by the Noir/CirC/Circom
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compiler itself, and (2) have accompanying test inputs for proof generation (otherwise,
we use synthetic test inputs that satisfy the constraints of the original program). As a
result, we obtain 26 benchmarks that cover all of the source language constructors shown
in [Figure 3.4] All of the 26 benchmarks contain loop statements, and 5 of them contain
at least one nested loop.

The collected benchmarks span a broad spectrum of application domains, ranging from
game logic (e.g., BattleZips, Sudoku) to cryptographic primitives (e.g., modular arithmetic
and comparison) and general utilities (e.g., Num2Bits, sort, decoder). Their scale also
varies significantly: the smallest kernels consist of only 16 lines of code, whereas the largest
arithmetic libraries exceed 173 lines. On average, each benchmark contains around 40
lines. This distribution ensures that our evaluation covers both lightweight programs and
computation-heavy routines, thereby providing a representative and challenging testbed

for assessing the robustness and efficiency of TESSEL.

Baselines We compare several variants of TESSEL compiler against Noir (0.8.0), CirC
(branch zsharp) and Circom (2.2.1) connecting to a Halo2 backend [82]. TESSEL is
built upon OCaml version 5.1.1. For all baselines, we target version 0.3.0 of the Halo2
implementation developed by the Privacy and Scaling Explorations team [83] from the

Ethereum Foundation [84].

Evaluation metrics To evaluate the effectiveness of TESSEL, we focus on three primary

metrics that directly capture the efficiency and compactness of the generated circuits:

o Proving Time. This measures the end-to-end time required by the prover to
generate a zero-knowledge proof, given a set of inputs and a compiled circuit. Since
proving time is often the dominant cost in ZK applications, reductions in this metric
translate directly to improved scalability and practicality.
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o Table Size. This refers to the total number of cells (including input cells, witness
cells, and fixed cells) in the instantiated tabular representation. Table size reflects
the compactness of the compiled circuit: circuits with fewer rows and columns
correspond to fewer constraints, leading to reduced prover workload and smaller

memory footprints.

For comparison across compilers, we report results in terms of relative multipliers. Specif-
ically, we normalize all results by setting TESSEL ’s performance to 1, and present the

baseline systems (e.g., Noir, Circom, CirC) as multiples of TESSELﬂ

Evaluation setup Before performing our experiments, we embed all benchmark pro-
grams into OCaml in a way that preserves the fine-grained semantics of the original
programs. We feed the same inputs to the generated circuits of both TESSEL and Noir/-
CirC/Circom. All experiments are conducted on a Macbook Pro laptop with a 12-core

Apple M3 Pro CPU and 18GB of memory, running on macOS 14.1.

3.6.1 Main Results (RQ1)

We now detail the results for comparison between TESSEL and different popular ZK

compilers.

Comparison with Noir

Figure 3.10]| presents the comparison of proving time and table size between circuits
compiled by Noir and by TESSEL. Overall, we observe that TESSEL achieves substantial

improvements in both metrics.

3For example, a proving time multiplier of 5x indicates that the baseline system requires five
times longer than TESSEL to generate proofs on the same benchmark. This normalization highlights
the performance gap between TESSEL and existing compilers, independent of absolute hardware and
implementation differences.
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Figure 3.10: Comparing TESSEL against Noir on proving time and table size. Results are
displayed in multiplier of TESSEL.

For proving time, TESSEL yields an average speedup of 2.26x, with the maximum
of 30.20x on the check_cards benchmark (reducing the time from 39.04 seconds to 1.29
seconds). TESSEL reduces the proving time in 13 out of the 16 benchmarks.

For table size, TESSEL reduces the number of cells in 13 out of the 16 benchmarks
and by 71.82% on average. The largest reduction is 98.72% on check_cards. Importantly,
these reductions in table size and proving time do not come at the expense of proof size.
In fact, TESSEL consistently produces smaller proofs than Noir across all benchmarks,
achieving an average reduction of 65.34%, with the maximum reduction of 80% on fib
and the minimum of 60% on check_guess.

We attribute this performance gap to the fact that the Noir compiler applies only
standard compiler optimizations (e.g., constant propagation and common subexpression

elimination) before lowering to circuits, whereas TESSEL employs domain-specific symbolic
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Figure 3.11: Comparing TESSEL against Circom on proving time and table size. Results
are displayed in multiplier of TESSEL.

tracing, table IR, and layout optimization techniques that more effectively reduce circuit

size.

Comparison with Circom

reports the results of comparing TESSEL with Circom in terms of proving
time and table size. Similar to the comparison with Noir, the results show that TESSEL
consistently outperforms Circom across all benchmarks, but with a somewhat different
performance profile.

In terms of proving time, TESSEL achieves notable improvements, with an average
speedup of 1.81x. The most pronounced gain is observed on the MultiMux benchmark,
where TESSEL reduces proving time from 33.77 seconds to 7.55 seconds (a 4.47x speedup).

For table size, TESSEL also demonstrates significant reductions, averaging 60.82% fewer

76



Tessel: An Optimizing Compiler for Efficient Zero-Knowledge Circuits Chapter 3

@10 —
£ 4 _
] method
6 — .
bgﬂ . CirC
2., B TESSEL
v
O O o . x° X > &
X ‘\e\o & c}\\Q & & g o‘é o
N @ 27 &7 «© ;
/(’ \Q/ W 7 Q&Q e,(:“
< S & ¥ &
7 Poadl &
& &
& &
(a) Relative proving time
>10 —
Qg
N method
nw g — .
) CirC
347
8 B TESSEL
+ 2 =
oo m B B B o R m
0 . > o o ° X
R (\9\0 o <& (;O‘Q & b\‘o 0‘6 &
o @ o7 &7 $© ;
/(' R S X ef\'#
o B 0(:" ¥ &
e adl &
& &
& &

(b) Relative table size (# of cells)

Figure 3.12: Comparing TESSEL against CirC on proving time and table size. Results are
displayed in multiplier of TESSEL.

cells than Circom. The maximum reduction reaches 93.12% on MultiMux. Importantly,
these reductions come without inflating the proof size. TESSEL continues to produce
smaller proofs than Circom across most evaluated benchmarks. We also notice that TESSEL
increases the table size a bit on two relatively simple benchmarks BigModSumThree and
BigModSumFour.

Overall, these results indicate that while Circom already incorporates domain-specific
abstractions for ZK programming, its compilation pipeline does not optimize layout
and constraint structure as aggressively as TESSEL. By contrast, the tabular IR and
layout strategies in TESSEL enable more compact circuit instantiations and faster proof

generation.
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Comparison with CirC

illustrates the performance comparison between TESSEL and CirC. The
results again confirm the advantage of TESSEL, though the magnitude of improvement
differs across benchmarks.

For proving time, TESSEL delivers an average speedup of 4.44x. The largest improve-
ment is observed on the check_ship_ranges benchmark, where the proving time drops
from 56.69 seconds in CirC to only 0.77 seconds in TESSEL, corresponding to a 74.38x
acceleration. For table size, TESSEL achieves an average reduction of 89.55%. The most
substantial shrinkage occurs on check_ship_ranges, where the table size is reduced by
99.58%. Omce again, these optimizations are achieved without enlarging proof sizes; in
fact, TESSEL consistently produces more compact proofs than CirC.

Taken together, these results show that while CirC offers a flexible compiler in-
frastructure for multiple proof systems, its general-purpose design leaves optimization
opportunities untapped. By contrast, TESSEL ’s semantics-guided pipeline focuses on
layout efficiency and constraint compaction, resulting in consistently smaller circuits and

faster proofs.

3.6.2 Compilation Efficiency (RQ2)

We evaluate the compilation efficiency of TESSEL against Noir, Circom, and CirC. For
Noir, compilation time is measured as the duration to translate a program into ACIR via
nargo; for Circom and CirC, it is the time to lower a program to their respective circuit
representations; for TESSEL, it is the time required to generate the table IR with witness
values.

Compared to Noir, TESSEL compiles substantially faster, with an average of 0.52s

(minimum 0.27, maximum 1.56) versus Noir’s 10.43s (minimum 1.03, maximum 37.58).
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Figure 3.13: Comparison of key metrics (proving time and table size) among variants of
TESSEL. Results are displayed in multiplier of TESSEL’s full-fledged version.
This shows that the additional symbolic tracing in TESSEL does not hinder, and in fact
improves, end-to-end compilation efficiency. When compared with CirC, TESSEL also
compiles slightly faster (0.61s vs. 0.96s).

Relative to Circom, TESSEL incurs higher compilation times on average (2.73s vs.
1.36s). We attribute this to Circom’s lightweight front-end translation, which avoids
complex optimizations but results in larger circuits and longer proving times downstream.

In summary, while TESSEL ’s compilation overhead is somewhat higher than Circom,
it remains practical and is amply justified by the significant reductions in proving time

and proof size observed in our evaluation.
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3.6.3 Ablation Study (RQ3)

To find out the impact of each of TESSEL’s optimization techniques, we now elaborate
the results of the comparison between different ablative versions of TESSEL and a solver-

based baseline.

Comparison with Different Ablative Versions

We conduct experiments to study the effectiveness of the proposed optimization, using
two variants of TESSEL. The first variant, denoted by NoHeuristic, is obtained by replacing
the eager layout heuristic with a standard layout algorithm that uses two kinds of gates
— addition and multiplication. The second variant, denoted by NoHoist, is obtained by
removing the optimization of polynomial canonicalization and constant hoisting. We refer
to the original full-fledged version as TESSEL.

The comparison results are shown in [Figure 3.13] We first discuss the comparison
between TESSEL and NoHeuristic. Overall, the layout algorithm significantly reduces
the proof generation time, while slightly increasing the average proof size. The average
speedup of TESSEL over NoHeuristic in proving time is 6.92x, with a maximum speedup
of 10.99x (on benchmark check_cards) and a minimum of 3.04x (on benchmark decoder).
Meanwhile, the layout optimization also effectively reduces the table size. Enabling the
algorithm decreases the table sizes on average by 76.10%. In terms of proof size, TESSEL
incurs a slightly higher cost, as NoHeuristic generates proofs that are on average 33%
smaller. This is explained by the inherent cost of TESSEL having to commit to a larger
set of synthesized custom gates than just the standard gates (NoHeuristic). This shows
that the layout algorithm makes a better trade-off between proof generation time and
proof size compared to the standard layout algorithm.

Next, we compare TESSEL against NoHoist. It can be observed that enabling the
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optimizations of polynomial canonicalization and constant hoisting (NoHoist) results in a
decrease in table size in many benchmarks. On average, this optimization achieves a 24.5%
reduction in table size. The reason for this reduction is that, by eliminating constant
terms and normalizing the polynomial expressions at compile time, the polynomial gates
of the circuit are simplified, resulting in a smaller set of gates, and thus a smaller table
size. Moreover, constant hoisting consolidates similar polynomials and further contributes

to the reduction.

Comparison with Solver-Based Approach

We compare the performance of our algorithm against the baseline encoding
[tion 3.4.2), which leverages the Z3 [85] solver to solve constraints. Since the baseline
approach struggles to scale with most of our benchmarks, we use Fibonacci, the simplest
benchmark in our dataset, as a case study. As the proof size increases with larger input
parameters, we gradually increase the argument from 1 to progressively larger values.
The baseline encoding fails to complete within 30 minutes when N > 10, whereas our
layout algorithm efficiently solves the same benchmark in 0.223 seconds. This result
highlights the scalability of our approach, demonstrating that it can handle significantly

larger problem instances compared to the naive solver-based method.

3.6.4 Threats to Validity

This section outlines possible limitations of our study and their implications for the

results.

Internal Results could be distorted by defects in either TESSEL or our measurement
harness. We mitigate this risk by (i) verifying every circuit produced by TESSEL against

Noir’s reference compiler on a common Halo2 backend, and (ii) executing all experi-
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ments through fully scripted pipelines on an isolated, homogeneous workstation, thereby

eliminating manual intervention and hardware variability.

Metrics Our study focuses on three metrics—proving time, proof size, and table
size—because they directly capture the resource costs that layout-level optimizations aim
to reduce. Metrics less sensitive to layout (e.g., verifier latency) are intentionally excluded

to maintain a clear link between the intervention and the observations.

External The benchmark suite comprises cryptographic primitives, numerical kernels,
and application-level Noir programs that exercise the full language surface used in practice.
Although empirical behaviour may vary for proof systems other than PLONK-style or
for highly specialised hand-written circuits, TESSEL’s intermediate representation and
algorithm are proof-system agnostic, suggesting that the qualitative findings generalise

beyond the evaluated workloads.

3.7 Related Work

In this section, we examine the most closely related works relevant to our proposed

approach.

Zero-knowledge proof systems and arithmetizations zk-SNARK [61] is one of
the prevailing ZK proof systems used in real-world privacy-aware application domains,
such as blockchains and authentication systems, where anonymous transactions and
trustless verification are indispensable. There are many realizations and variants of the
zk-SNARK proof system, such as Groth16 [9] and PLONK [10], where Grothl16 is based
on R1CS arithmetization and PLONK is based on PLONKish arithmetization, which is
considered a more general class of polynomial equations over finite fields. Variants of
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PLONK (e.g., HyperPLONK [11], TurboPLONK [12] and UltraPLONK [13]) share the
same PLONK-style arithmetization, with compatible extensions, which are all referred to
as PLONKish arithmetization. As PLONKish arithmetization is a super class of R1CS,
the core techniques of TESSEL also apply to other arithmetization schemes like R1CS.
zk-STARK [75] is one of the other popular ZK proof systems, whose typical realizations
such as Cairo [I5] base themselves on AIR arithmetization. Since AIR is usually considered

a restricted form of PLONKish arithmetization, TESSEL is also applicable.

ZK languages and compilers Languages specifically designed for writing ZK pro-
grams have been a popular topic for both research and industrial work. They all compile
ZK programs into their corresponding ZK components, but with a different focus. Lan-
guages like Circom [22], ZoKrates [26] and Noir [24] focus on providing a higher-level
domain-specific interface that abstracts away the tedious and error-prone ZK constraint
manipulation, leaving the developers with a set of general-purpose operators for describing
their computation. Other languages like Leo [25], Cairo [15] and zZkEVM [86, [17] elaborate
more on the close binding of ZK language constructs with blockchain platforms (such
as Ethereum and Starknet), where more complicated operations are packed into APIs.
While many of those languages are built upon Halo2 [23], rather than stacking on top
of it, the most recent ZK languages instead seek a “horizontal” extension by creating
ZK virtual machines for general-purpose programming languages. For example, RISC
Zero [28], SP1 [29], and Jolt [30] “decorate” Rust constructs with their corresponding ZK
constraints. This shortens the compilation workflow and makes the ZK compiler behind

the virtual machine and its optimization a critical and challenging topic.

ZK intermediate representations and compiler optimization Arithmetization is

one kind of intermediate representations (IRs) that many ZK compilers directly build
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upon. For example, Circom [22] compiles its programs into R1CS, and performs constraint-
level optimization [16] over it. Leo [25] programs get compiled into an IR called Aleo
before converting into R1CS. As Aleo preserves high-level semantics, typical compiler
optimization techniques such as constant folding and propagation, loop unrolling and
function inlining, can all be applied on application level. There are also improvements
and architectures that support compiler optimization, such as plookup [87] and CirC [27].

There are also dedicated IRs that enable compiler optimization toward different goals.
For example, Noir [24], Chiquito [88] and Juvix [89] are designed for better usability as well
as compatibility with specific blockchains. Copa [53] is designed for composing safe ZK
circuits. CirC [27] focuses more on compatibility between different ZK languages. As the
IRs mentioned focus more on usability and language compatibility, TESSEL demonstrates

a focus on performance optimization for ZK circuits.

3.8 Conclusion

This chapter introduces TESSEL, a compiler that bridges the gap between programma-
bility and efficiency in zero-knowledge (ZK) development. By optimizing the translation
of high-level ZK programs into low-level circuits, TESSEL leverages partial evaluation,
symbolic tracing, and a layout algorithm to reduce circuit size and enhance performance.

Our results show that TESSEL achieves a 1.81-4.44x speedup over mainstream compilers.
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Chapter 4

Tabby: A Synthesis-Aided Compiler
for High-Performance

Zero-Knowledge Proof Circuits

4.1 Introduction

In this chapter, we continue our journey to improve the efficiency of ZK circuits
compiled from high-level DSLs. Previously, in Chapter [3| we formulated the optimization
of PLONKIish circuits as a precisely defined table-layout problem and tackled it with
an eager refinement heuristic that aims to reduce proving time. Because the algorithm
is heuristic in nature, however, the improvements it produces are not guaranteed: on
some inputs the heuristic can in fact enlarge the resulting table and proof, since the local

decisions it commits to early on are never revisited. This chapter presents TABBY, a

Adapted, with permission, from Junrui Liu, Jiaxin Song, Yanning Chen, Hanzhi Liu, Hongbo Wen,
Luke Pearson, Yanju Chen, and Yu Feng, “Tabby: A Synthesis-Aided Compiler for High-Performance
Zero-Knowledge Proof Circuits,” Proceedings of the ACM on Programming Languages, vol. 9, no. OOPSLA,
October 2025. © 2025 Copyright held by the owner/author(s). Publication rights licensed to ACM.
Version of Record: https://doi.org/10.1145/3763110.
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compiler that tackles the same circuit-optimization problem formalized in Chapter (3| but
reframes it as a program synthesis problem. By searching the space of equivalent circuits
rather than eagerly reducing a single candidate, TABBY yields more consistent reductions
in proving time across a much wider range of inputs.

The key insight of TABBY compared to other high-level DSL compilers (e.g., TESSEL,
Leo, Noir) is as follows. Existing compilers translate circuits from high-level DSLs to a
predefined, universal constraint template called standard gates to encode the computation
to be proven. As a result, for complex operations—especially those involving repeating
computation patterns—existing compilers natively unroll the loops, leading to a large
number of statements and variables. Each statement may require a large number of
standard gates to represent, increasing the circuit size and consequently the proving time.
To address this problem, domain experts bypass the compilers and manually fine-tune
low-level circuits by designing custom gates that define specialized polynomial constraints
tailored to specific and recurring computational patterns within their circuits. By aligning
the gate design with the frequently occurring computation patterns, developers can exploit
the inherent structures within the problem, reducing the number of gates and constraints
needed.

Although designing custom gates by hand can significantly reduce the circuit size,
the process is non-trivial: developers must (1) understand the original computation
and (2) design custom gates that lead to equivalent computations while minimizing the
number of polynomial constraints. One alternative to manual fine-tuning is to leverage
super-optimization [90] to automatically search for alternatives that can improve the
existing circuit while preserving its semantics. However, this straightforward strategy
is infeasible in this domain: a circuit can contain millions of gates, and a gate can be
an arbitrary polynomial expression over field elements. Traditional super-optimization

techniques only scale to code of a few dozen instructions [91], making them unsuitable for
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handling the complexity of ZKP circuits.

Instead, we introduce TABBY, a compiler for generating high-performance ZKP circuits
that solves the same optimization problem formalized in Chapter [3| but reframes it as
program synthesis. TABBY allows developers to have the best of both worlds by abstracting
the complexity of optimizing low-level circuits without incurring significant performance
overhead. Our key insight is that, instead of framing the problem as super-optimization
at the gate level, we propose a circuit intermediate representation that exposes crucial
abstractions that domain experts typically use during optimization. For instance, our
DSL naturally supports important constructs and operations in mainstream ZKP systems,
such as gadgets for representing low-level custom gates. Second, unlike existing ZKP
compilers that only perform standard compiler optimizations, TABBY leverages program
synthesis [48, 149, [50] to search for a new circuit that (a) is equivalent to the original one
and (b) leverages custom gates to reduce the proving time. Because synthesis explores the
space of equivalent programs rather than eagerly mutating a single one, TABBY avoids
the local-minimum pitfall of the heuristic in Chapter [3| and consistently improves over
it on the same benchmark suite. Finally, as we show in our evaluation, even with the
aforementioned reduction, synthesizing high-performance circuits remains challenging due
to the large search space. To make our synthesis procedure scalable to real-world tasks,
we employ a goal-directed approach where the search is guided by the abstract semantics
of the original program (i.e., reference implementation). TABBY also leverages the data
dependencies of the original task to decompose a complex synthesis problem into smaller
sub-tasks.

We evaluate TABBY on a diverse suite of real-world ZKP programs drawn from popular
libraries and application benchmarks. Our results show that TABBY consistently produces
more efficient arithmetic circuits compared to mainstream ZKP compilers [22] 36] and

to the heuristic of Chapter [3] yielding substantial reductions in proof generation time.
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To demonstrate its generality across proving systems, we also adapt TABBY to target a
STARK-based backend (Plonky3 [92]), where it achieves significant performance gains in
a case study, including up to 50x improvement in proving time.

In summary, this chapter makes the following contributions:

o We present TABBY, a compiler for zero-knowledge proof circuits that balances

programmability and efficiency.

o TABBY introduces a circuit intermediate representation exposing crucial abstractions

like gadgets to aid optimization.

o TABBY reformulates the circuit-optimization problem of Chapter [3| as program
synthesis, avoiding the local-minimum pitfalls of an eager heuristic by searching the

space of equivalent circuits.

o TABBY uses program synthesis to generate equivalent circuits that leverage custom

gates, significantly reducing proof generation time.

o TABBY outperforms mainstream compilers by generating 70% smaller circuits.

4.2 Background and Overview

In this section, we provide some necessary background on zero-knowledge proofs,

followed by a real-world ZKP circuit written in Noir [36] to explain the TABBY workflow.

4.2.1 Background

Zero-knowledge proofs ZKPs enable a prover (P) to convince a verifier (V) that
they possess certain private data without revealing the data itself. A compelling example

involves a computational process C with public inputs (z) and private inputs (y). The
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prover’s goal is to convince the verifier that the output z is the result of C(x,y), without
revealing anything about y. ZKPs ensure that the prover can demonstrate knowledge of y
without disclosing any information about it. Among various ZKP protocols, zkSNARKs
stand out for their efficiency, offering compact proofs and fast verification times. One of
their key advantages is the ability to automatically generate a prover and verifier from an
arithmetic circuit that represents the computation.

Noir [36] is a domain-specific language designed for creating and verifying zero-
knowledge proofs using SNARKs. It streamlines ZKP development with a syntax inspired
by Rust and abstracts the underlying cryptographic complexities. Noir supports familiar
programming constructs like functions, conditionals, loops, and user-defined types, making
it accessible and intuitive for developers, particularly those with Rust experience.

Figure 4.1| (A) shows a simple example in Noir [36]. In particular, Noir abstracts
the underlying cryptographic complexities, allowing developers to focus on the logic of
their applications. Noir’s design allows it to be compatible with any Abstract Circuit
Intermediate Representation (ACIR) compatible proving system, such as PLONK [10],
Groth16 [9], and Marlin [93]. This flexibility makes Noir a powerful tool for developers

working on zkSNARK-based applications.

Proof systems, R1CS, and PLONK In the world of zero-knowledge proofs, proof
systems are used to reduce arithmetic circuits to zero-knowledge proofs that ensure
the circuit’s satisfiability, given some input. Popular arithmetic circuit types include
R1CS [55] and PLONKish [10, 92, [11].

An RICS (short for Rank-1 Constraint System) can be used to translate a computa-
tional problem into a system of linear equations. More concretely, an R1CS is a relation
%(Z?, Anzk pnak omzk) and it represents the computation as k linear combinations, ex-

pressed by a vector of inputs and witnesses, and three matrices. At each step, we apply
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only a single gate, which roughly looks like this: ;¢ Aizj D ic[k] Bﬂj — D ic[k] C’Z-z7 =0.
So at each step, we take the row ¢ of the matrices A, B, C' and multiply each row individ-
ually with zj Thus, the A, B, C' matrices encode the usage of values in the input and
witness vector at a given gate. Let’s go through an example: 2® + 2z + 4 = 0. To reduce
this to an R1CS relation, first, we need to flatten the program into a series of steps that

fit the constraint equation.
(sym, =x Xz, sym,=sym; X x, syms=2xzx, out=sym,-+symy-+4).

This now gives us the names of all variables we will use in the R1CS inputs and witness
vectors. Thus, z? will look like [1, z, out, sym1, sym2, sym3] and n = 6. Note that the
“1” here is used for constants in the computation, which will become clear in a moment.
Next, we need to create our “usage” matrices, named execution trace table, to track
the evolution of variables and collect intermediate values to construct the proof. Taking
2

our previously created vector 2", we can do this easily step by step:

1. First, we need to multiply x with x, and it should equal sym1. So, the first row of

7

A and B have element ‘1’ corresponding to x in 2".

2. Next, we are multiplying sym1 with z, and the output should equal sym2. Thus,

the next row of C has element ‘1’ corresponding to sym?2:

3. After the third and final step, we complete the relation f)fi(z?, Anek pnak omzky ag;

?

2" = [1,x, out, syml, sym2, sym3].

Ao =1[0,1,0,0,0,0]; A; =1[0,0,0,1,0,0]; Ay =[2,0,0,0,0,0); As=1[4,0,0,0,1,1]
By =1[0,1,0,0,0,0]; B; =10,1,0,0,0,0]; B,=1[0,1,0,0,0,0); Bs=1[0,0,0,0,0,0]

Cy =1[0,0,0,1,0,0]; C;,=10,0,0,0,1,0]; Cy=10,0,0,0,0,1]; C3=][0,0,1,0,0,0].
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An R1CS-based proof system can then take this relation and produce a zero-knowledge
proof of it with a given input for x.

PLONK:ish allows more complex polynomial constraints than R1CS, providing greater
efficiency and flexibility. For instance, Plonky2, a SNARK implementation based on
techniques from PLONK and used by Halo2 and Noir, organizes the execution trace table

into three types of columns:

« Fixed columns: Contain constants that remain unchanged throughout the compu-

tation and when the circuit is instantiated with different input values.

« Instance columns: Store public input values that are part of the statement being

proved.

o Advice columns: Hold witness data, including intermediate and final results of the

computation.

The execution trace table captures all necessary data for constructing and verifying
proofs. It ensures the integrity and correctness of the computation by allowing each step

to be checked against the defined polynomial constraints.

Custom gates In proof systems like PLONK and its derivatives, circuits are constructed
using polynomial constraints that encode the computation to be proven. While basic,
predefined constraints (standard gates) are sufficient for representing simple arithmetic
operations, they can be inefficient for complex computations. This inefficiency arises
because complex operations may require multiple standard gates, increasing the circuit
size and, consequently, the proving time.

Custom gates address the limitations of standard gates by allowing developers to
define specialized polynomial constraints tailored to specific computational patterns

within their circuits. By aligning gate design with the specific arithmetic patterns of
91



Tabby: A Synthesis-Aided ZKP Circuit Compiler Chapter 4

the computation, developers can exploit inherent structures within the problem, leading
to more compact and performant circuits. By encapsulating complex operations into
single, higher-degree polynomial equations, custom gates reduce the number of gates
and constraints needed, significantly decreasing both the size of the circuit and the time
required for proof generation and verification. An important insight is that custom
gates enable optimizations unattainable with standard gates, making them essential for

high-performance ZKP applications.

Signal rotation Signal rotation is used in proof systems to express constraints between
a signal’s values at different positions in the execution trace. Specifically, it allows a
circuit to relate the value of a signal at one step to its value at another step, effectively
shifting the reference point within the trace. For shared signals consistent across steps,
constraints can be imposed on their values at different relative positions. For example, if
a is a shared signal, one might enforce that the value of a at the current step equals its
value two steps ahead in the execution trace. Signal rotation enables the expression of
temporal relationships within the trace, which is particularly useful for encoding iterative

processes and recurrences compactly within the circuit.

Circuit optimization Optimizing circuits can significantly reduce prover time when
generating proofs, making ZKP-based applications more practical and scalable for broader
use. Improvements in circuit efficiency directly impact performance and scalability in many
privacy-focused applications such as blockchain. Standard optimization techniques, such
as eliminating redundant operations and combining multiple operations into more efficient
ones, are widely adopted. However, the most effective optimizations are circuit-specific.
Reducing circuit depth, minimizing constraints, optimizing the use of arithmetic gates,

and improving the execution trace table can further decrease computational complexity.
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ZK Program (Noir) Halo2 Circuit (&Cost =80)

1 main (vals: [field; N], sgn: bool, exp: field) { i A B c 9 4r_90 9w dc
2 let x = 0; 0 | vals[0]  sgn a2
3 for 1 in 0..N { 1| vals[1]  sgn 12
4 if sgn { . 2 |=cpo] =c[] 11 A
5 x = x + vals[i];
6 } alan { 3 | vals[2] sgn 1 2
7 %S % = velsiE: 4|=c2] =cp@] 101 4
8 ¥ 5| =C[4] vals[0] 14 A
9 sgn = !sgn; 6 | =C[5] vals[1] 101 1
10 } 7 | =c[6] vals[2] 14 A
11 assert x == exp; 8 |=C[7] exp 101 1
12} e 9 |=cls 1

A : . . A

! . Internal Constraint System (Noir) !

: sgn * (vals[0] - vals[1] + vals[2]) + (1 - sgn) * (-vals[0] + vals[1] - vals[2]) = O :

E expand\‘ 2 * vals[0] * sgn + 2 * vals[1] * sgn + 2 * vals[2] * sgn - vals[0] + vals[1] - vals[2] - exp = 0 i

1 " 1
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. I Standard Gates .

Computation Compilation (Noir) . . . ; . . ; . ’ ’
------------- > quli] - Ali] + qrli]l - B[i] + qoli] - C[i] + qmli] - Ali] - B[i] + q.[i] = 0 G
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! Custom Gates 0|0 valsio] sgn| 1
&_I—_Ign_d:R_o!lgdl_)y_Expgr_ts_ o oalil- AL+ B[] -2 -Cli]l - —-Ali+1D=0 [________ > ; Va:‘g;]' 1

vals
3
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Figure 4.1: Illustration showing how a circuit can be encoded as a trace table via standard
gates for the Halo2 proving system (A — B — C' — D). In order to optimize the size
and performance of the circuit, experts write custom gates to dramatically shrink the size
of the generated trace table (A — E — F'), which requires non-trivial efforts.

Efficient data structures that facilitate quicker access and manipulation during circuit

execution are also essential.

4.2.2 System Overview

In what follows, we give an overview of the TABBY system, the insights behind it, and

how it works to automatically optimize a circuit via program synthesis.

Circuit encoding As circuit optimization is important for real-world applications,
having a reliable and effective procedure is non-trivial as many circuits require expert

knowledge to apply valid optimization. We show an example circuit and its optimization

in |Figure 4.1} Particularly, given an array vals, the original circuit @ subtracts the sum of
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all its elements at odd (resp. even) positions from that at even (resp. odd) positions if the
initial sgn is true (resp. false). In the main function, variable x is used as the final result,
and within the for loop that performs the accumulation, sgn is used as an alternating
operator that adds (resp. subtracts) the current array elements to (resp. from) variable x.

In order for downstream cryptographic libraries to consume and process the circuit,
prevailing ZK programming languages and compilers (such as Noir [36] and Circom [22])
need to first convert the circuit into a structured math object that encodes equivalent
semantic meaning of the circuit (in its internal representation as shown in @) m
@ shows such an object — a table — that is used by one of the popular ZK proving
systems called Halo2 [84]. In particular, each row of the table represents a single step of

the circuit’s execution trace with the help of a special structure called gate. To see how,

we show the standard gate used in default ZK compilation in (C}
qrli] - Ali] + qrli] - Bli] + qoli] - C[i] + qui] - A[i] - Bli] + gc[i] = 0,

where qr, qr, qo, qu and qc are fixed columns. The standard gate can be viewed as a
template for building constraints: one simply needs to choose appropriate values for the
fixed columns to express the desired polynomial operations. The remaining columns A,
B and C will be filled with instance (or witness) values by the prover. For example, if we
plug in the values from each cell of the table’s first row into the above gate, we then get
the following concrete constraint:

0-vals[0] + 0 -sgn+ (—1) - C[i] +2 - vals[0] - sgn + 0 = 0,
(4.1)

which evaluates to 2 - vals[0] - sgn = C|[i].

Equation 4.1|corresponds to the first term of the expanded version of the internal constraint

system @). When proving the correctness of the execution, one needs to submit the actual

94



Tabby: A Synthesis-Aided ZKP Circuit Compiler Chapter 4
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Figure 4.2: An overview of TABBY.

value of x during execution, which is then plugged into [Equation 4.1, Only when the

result checks out, for example:
2 - vals|[0] - sgn = Ci], where e.g., vals[0] = 2,sgn = 1,C[i] =4 (4.2)

will the current term be proved correct. Therefore, by converting the entire execution
trace of the circuit using the standard gate we end up with the trace table in
@, which corresponds to a set of constraints that encodes the expected correct execution

trace of the circuit.

Challenges for circuit optimization In practice, the performance of a circuit is
heavily affected by the shape, and especially the size of its corresponding trace table. The
trace table shown in @ contains a total of 80 cells (excluding the first indexing
column), which is much larger than one of the minimum possible encoding as shown in
@ that has only 16 cells. In order to achieve such a significantly smaller-sized
trace table, it usually requires additional help from the so-called custom gates — a more
flexible form of constraint templates — as shown in @®. However, writing
custom gates that could 1) successfully encode the original circuit, and 2) reduce the
size of the trace table, is non-trivial and heavily requires expert knowledge. It took a
well-known team with two cryptography experts six months to derive an optimized version

of a ZK library for big integer arithmetics, which only contains 20 utility functions [94].
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As the compilation from the original program to the trace table has a concrete
requirement (i.e., semantic equivalence) and objective (i.e., smaller-sized trace table),
an optimal synthesis algorithm can potentially help reduce the amount of expertise
and manual effort required for circuit optimization. However, directly searching for an
equivalent set of custom gates that minimize the size of the trace tables can quickly
become intractable, as realistic circuits may have tables with well over millions of rows [4],
and there are potentially infinitely many configurations of custom gates that express the
same computation.

The key insight of TABBY is to constrain the space of synthesis search to an inter-
mediate representation (IR) which we call Lig. The design of Lg specifically proposes
the gadget abstraction to capture the set of computation patterns for which compiling to
custom gates (instead of standard gates) provides the most efficiency gains, as distilled
from existing manual optimizations performed by expert developers. Because expressing
those computation patterns using custom gates already provides substantial performance
gains in the compiled circuits, TABBY merely has to search for an equivalent gadget

representation, thus avoiding the need for an expensive optimal synthesis search.

Framework overview As shown by [Figure 4.2 TABBY takes as input a circuit written
in ZK programming languages, and searches for its best configuration of custom gates that
results in better performance; TABBY returns a semantically equivalent circuit written in
an intermediate representation language called Ljr, which can be compiled to a Halo2
circuit that has an optimized trace table.

From within TABBY, a compositional synthesis procedure is invoked to search for the
optimized version of the given circuit. In particular, TABBY starts with a symbolic tracing
procedure that pre-processes the original circuit into its internal representation (IR).

Then TABBY runs a compositional analysis procedure that identifies different independent
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Source Code Gadget-Free IR Program (Trace) Signal B
1 main (vals: [field; N], sgn: bool, exp: field) { X0 « 0;
2 let x = 0; sgn0 « sgn;
3 for i in 0..N { ( X1 « sgn0 x (X0 + V@ls0)seerresnnssssashennnnnns
4 if sgn { x2 « (1 - sgn0) x (x0 - vals0);
5 x = x + vals[i]; X3 « x1 + Xx2;
6 } else { sgnl « 1 - sgno;
7 X = x - vals[i]; ‘ ) o (
8 } X4 < sgnl x (X3 + Valsl); seeeeerssssatuncennend
9 sgn = lsgn; x5 « (1 - sgn1) x (x3 - vals1);

X6 « x4 + x5;
sgn2 « 1 - sgni;
) (
X7 « sgnz X (x6 + valsZ)-; .......................
x8 « (1 - sgn2) x (x6 - vals2);
X9 « x7 + x8;

}
assert (x == exp);
o

CCoe OOCe Ceoe

sgn3 < 1 - sgn2; v
)i
Optimized £,; Program ) = e 0
gadget G {
signal A, B, C
@  ci] -1 - C[i-11;
® A[i] « A[i-1] + B[i] x (2 x C[i-1] - 1)
}
main (vals0, vals1, vals2, sgn, exp) { ® Component 1
:gn(o_f—)'sgn‘ (sgnl « 1 - sgn0) -
G<3> ( ' (sgn2 « 1 - sgnl) *+ e
A = [x0; x1, x2, x3] (sgn3 « 1 - sgn2)
B = [valsO; vals1, vals2] @
C = [sgn0; sgn, sgn2, sgn3l ( x1 « sgnl x (x0 + vals0);
) __ x2 « (1 - sgn0) x (x0 - vals0);
8 = e X3 « x1 + x2;

} )+ (
x4 « sgnl x (x3 + vals1);

X5 « (1- sgn1) x (x3 - vals1);

X6 « x4 + x5; 1 ¢

X7 « sgn2 x (x6 + vals2);
x8 « (1 - sgn2) x (x6 - vals2); Component 2

X9 « X7 + x8;
> (D

Figure 4.3: A walk-through example showing how TABBY finds an optimized version of a
given circuit.

components of the circuit, where each component corresponds to an IR snippet. For
each component, TABBY then invokes a sketched-based program synthesis procedure to
search for its equivalent counterpart written in £;g with optimized complexity. Finally,

by assembly of the Lg snippets, TABBY produces an optimized version of the circuit.

A walk-through example We show with an example how TABBY converts a circuit

into its optimized version in Lig in [Figure 4.3] which breaks down to the following steps:

« Starting with the source code in @, TABBY evaluates it into a program
written in its intermediate representation, i.e., a trace program, as shown in[Figure 4.3]

@®. The trace program gets rid of some high-level language structures such as loops
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by unrolling them. As loops in ZK circuits should always be bounded as required
from the underlying cryptographic design, the trace program should completely

unroll all iterations of a loop.

o After that, TABBY identifies patterns of computation from the trace program;
for example, @O is a repetitive pattern for value accumulation that appears
multiple times in the trace program, which could be “summarized” as a custom
gate as it essentially describes a constraint template that can be reused for each

repetition.

o TABBY performs a component analysis on the identified pattern and generates a
dependence graph for each statement within, as shown by @®. The
dependence graph is further decomposed into smaller units called components in
a deterministic procedure, such that each component itself can be viewed as an

independent code snippet for optimization. The corresponding trace program for

each component is shown in (D}

o Then for each component, TABBY invokes a sketch-based program synthesis algo-
rithm that searches for its equivalent version written in the proposed Lig language.
As shown in @, TaBBY introduces a language construct called gadget,
which encapsulates the two synthesized custom gates and which correspond
to the pattern observed in @). The gadget G is expanded in the main program that

produces corresponding constraints.

e Through TABBY’s backend, the Lg program gets further compiled to a Halo2 circuit
whose trace table is then reduced to the size of 16, which is much smaller than the

ones compiled with the default configuration of gates.
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Figure 4.4: Syntax of Lzk (top) and syntax of the intermediate representation Lg
(bottom). Constructs colored in blue can only appear in a gadget, while those in red

cannot.

4.3 Problem Formulation

The goal of this section is to precisely state our synthesis problem, which operate

on our intermediate representation (IR). To set the stage, we first present the syntax of
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L7k, a typical high-level DSL for ZKP (Section 4.3.1). We then give the syntax and the
semantics of our novel IR, Lig (Section 4.3.2)), and a set of translation rules from Lz to

Lir. We finally give a precise definition of the synthesis problem in [Section 4.3.4]

4.3.1 The High-Level ZK DSL Lzk

The high-level source language that we consider here — which we shall denote by
Lzx— is extended from a standard imperative language with (a fixed) finite field F as the
base type and basic arrays, similar to popular ZK DSLs such as [36] 22, [53]. As shown in
Figure 4.4 (a), the DSL is expressive, supporting arithmetic computation and basic control
flow such as loops and conditional. The DSL comprises two main constructs: expressions
and statements. An expression can be a field constant f € F, a variable, a binary field
operation, or an array read. Supported binary operations are addition +, subtraction —,
and multiplication x, which are the basic operations needed for field arithmetic.

Statements represent program logic and actions, such as variable assignments, array
writes, sequencing, loops, conditionals, and assertions. An assignment writes the value
of an expression to a mutable variable, while array writes update specific elements in
arrays. A REPEAT loop executes its body statement for certain number of iterations, and
conditionals execute different branches depending on a boolean expression. Assertions
are made via constrain e; = e, which checks if two expressions evaluate to the same field
element.

This DSL is particularly suited for defining arithmetic computations, program flow,
and constraint systems in a structured manner. Its integration of loops, conditionals, and
assertions makes it a powerful tool for applications in formal verification, cryptographic
protocols, and privacy-preserving systems, enabling the systematic construction and

validation of complex computations.
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Figure 4.5: Semantics of gadgets.

However, because the original high-level language L7k contains complex control flows
and language features that are hard for program synthesis and optimizations, we next
introduce our circuit intermediate representation and the refined problem of synthesizing

equivalent IR programs.

4.3.2 Circuit Intermediate Representation Lig

Our circuit IR Lg provides a structured and formal way to represent the low-level
computations and constraints of a circuit. The most important construct in £ is the
gadget, which is designed to both capture the powerful custom gate primitive provided by
PLONKish proof systems [12] and distill computational patterns common to ZK circuits,

such as mapping (applying a transformation to an array of field values) and aggregation
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(accumulating values across an array of field values. E]
The syntax of Lig is shown in [Figure 4.4 (b). £jr removes the high-level constructs
such as loops, conditionals, and arrays from Lzk, and supports a more restricted set of

operations and constraints. The most important feature of Lir is the gadget abstraction:

o A gadget is a special function that represents a reusable computational building
block of circuits that is applied multiple times at consecutive time steps. A gadget
is defined by a list of parameters, which we call signals. Each signal encodes a finite

time-series of values.

o The body of a gadget is a sequence of steps define the gadget’s behavior at each
time step. A step is a single action that can be either assignment or constraint.
An assignment has the form write S[i + 0] <— e, where S[i + §] refers to the J-th
element of signal S relative to the current time step (denoted by symbol i), and e is
the expression whose value will be assigned to S[i + 0]. A constraint has the form
constrain e; = e,, which enforces that the two expressions evaluate to the same

value.

o Expressions represent the values or computations within a step. They can be field
constants, binary operations, and formal parameters. An expression can refer to
the 6-th element of signal S relative to the current time (denoted by symbol 7) step

using rotation S[i + 4].

» Finally, a gadget can be expanded in an IR program with a set of signal literals
(which will replace the formal signal parameters during execution), and a natural
number n that specifies the number of times the gadget is applied. A signal literal o is

a sequence of IR variables [z_,,...,2_1; %0, ..., ZTpm_1]. The first part [x_,,...,x_4]

'A primary example is the inner product computation, which maps two input arrays into one by
multiplying them element-wise, and aggregating over the multiplied values using sum.
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Figure 4.6: Semantics of L.
is the initial state of the signal, and the second part [z, ..., Z,,_1] is the main part

of the signal. If o is a signal literal, we use the notation ¢[0] to refer to the first

non-initial element of o.

The design of the gadget abstraction can also be thought of as an generalization of
higher-order functions map and fold to support 1) simultaneous mapping of multiple
arrays and 2) folding across multiple time steps, both of which are commonly exploited in
PlonK circuits.

The semantics of gadget evaluation in given in [Figure 4.5 We use ¢ to denote the
index of the current time step (initialized to 0), and v to denote the current environment
that maps variables to their (field) values (initialized to the environment of the gadget
caller). The expression evaluation judgment ¢, v F e || f evaluates a gadget expression
to field element f, and the statement evaluation judgment ¢, v - s — v/ executes
statement s, and returns an updated environment /. In the rules, we assume that signal
names have been substituted with their corresponding signal literals. Finally, we use the
judgment v = p — v/ to denote the evaluation of £jgr program p from environment v to

V', which sequentially evaluates each statement, loop trace, or gadget expansion in p. The

2We omit the semantics rules for non-gadget part of the IR, since they are standard.
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1 gadget Sum {

2 signal A, B

3 B[i] <- B[i-1] + A[i]

4 1}

5 main (x0, x1, x2, x3, expected) {
6 sum0 <- 0;

7 Sum<4>(

8 A = [x0, x1, x2, x3],

9 B = [sumO; sum1, sum2, sum3, sum4]
10 );
11 sum4 == expected
12}

Figure 4.7: An IR program that computes the sum of four input variables using a gadget.

rules defining this judgment is straightforward, and can be found in Since a
Ligr program p is a list of gadget definitions followed by a main body m, we define the
judgment v - m — v/, which informally means evaluating the main body m with initial
environment v does not violate any constraint and yields an output environment /. The
rules defining this judgment evaluate each statement, gadget expansion, and loop trace in

m in sequence by threading through an environment.

Example 4.1. shows an example program that contains a gadget to compute
the sum of signal A and stores the intermediate results in signal B. The gadget uses
Bli] and B[i — 1] to refer to the current element and the previous element of signal B,
respectively. The main program calls this gadget with signal A containing a list of input
variables, and signal B whose initial element is sum_O, followed by intermediate sum
variables. The main program then checks if the final sum is equal to an expected input

value.

4.3.3 From High-Level Program Lzk to Circuit IR Lig

The translation process for converting a high-level Lz program into a gadget-free
circuit IR is guided by a set of standard rules shown in [Figure 4.8/ [27]. These rules

transform high-level constructs such as variable assignments, constraints, conditionals,
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Figure 4.8: Selected translation rules from Lz to Lig.

and loops into semantically equivalent lower-level representations. The translation uses

standard techniques of partial evaluation (to unroll loops) and SSA transform (to represent
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mutable variables as logical variables). We use heap p to map Lzk variables to £ig symbolic
locations, and field expression v to represent the current path condition. We use the
judgment ~y, u, s =/ < p ~» to denote that under path condition v and heap pu, statement
s is translated to p and updates the heap to p/. The translation produces intermediate
representations expressed in terms of assignments, constraints, and loop traces, which
mark parts of the IR program as unrolled loops and are later used to synthesize gadgets.
Moreover, since we use a field expression to represent the path condition v, the TR-IF
rule traverses the then-branch of an if-statement with a condition value v by updating the

path condition v to v X v, since boolean conjunction is equivalent to field multiplication.

Basic statements. Assignments are translated into IR write operations. A fresh
symbolic location is allocated for the assigned value. Constraints are transformed into
corresponding IR equality constraints after evaluating both expressions. Both write

operations and constraints are guarded by the current path condition ~.

Conditionals. If the branch condition evaluates concretely to a constant, then the
appropriate branch is taken. Otherwise, both the true branch and the false branch are
explored under an augmented path condition. The resulting heaps are merged using
the U operator, which combines the two heaps by mapping variables with conflicting
locations to fresh locations. Two sub-programs p; and py are concatenated, and appended
with p’ = ¢(u1, p2), which contains IR statements that represent the ¢-nodes of the two

branches.

Loop Translation. Loops with zero iterations are translated into an empty trace. For
loops with multiple iterations, each iteration is translated recursively, and the resulting

traces are concatenated with e.
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4.3.4 Problem Definition

In this section, we formally state the main synthesis problem. Before doing so, we

define several auxiliary definitions.

Definition 4.2. (Partial program) Given a Lig program p with loop traces, a partial

program p’ is obtained from p by replacing each loop trace with a hole.

The goal of synthesis is to find the best completion of a partial program by filling in
each hole with a gadget expansion expression g (or a gadget g for short). To quantify
the notion of cost between different gadgets, we define the following generic cost function

over gadgets:

Definition 4.3. (Gadget cost function ©) The gadget cost function © : g — N maps

a given gadget g to its approximate cost in natural number.

The cost function © can be instantiated to take into account multiple factors that
would impact the performance of the prover (i.e., proving time and proof size), such as
the number of signals declared or the depth of g.

While © provides an abstract measure of a gadget’s cost to guide synthesis at the L£ig
level, the actual cost of a gadget cannot be measured until it has been fully compiled
into a circuit. This is because each gadget g € G is ultimately realized as a set of
constraints embedded into a tabular layout, with its cost reflected by the number of
distinct polynomial gates it uses, along with the number of rows in which those gates are

active. Formally, the layout cost of a gadget can be expressed as:

§(9) = |Genab|ed‘ : |M(g)‘7

where Genabled is the set of polynomial gate expressions generated by g, and M(g) is the

set of rows over which those gates are instantiated. The goal is to realize each gadget ¢
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in a way that minimizes the cost:

go = argming(g).
g

Although ¢ operates at a lower level of abstraction than ©, both aim to quantify imple-
mentation cost, and are closely aligned in capturing resource usage that impacts prover
performance.

Since we wish to synthesize Ligr programs that are equivalent to some specification Lig
program, we now define the notion of equivalence. Intuitively, two Lgr programs p; and
po are equivalent if and only if from some initial environment, evaluating p; and py either
both succeed (passing all constraints), or both fail (violating at least one constraint). The

precise definition is given below.

Definition 4.4. (Ligr equivalence) Given two Ljgr programs p; and ps, we say p; is
equivalent to po if for any environment v, there exists some v such that v - p; — vy if
and only if there exists some vy such that v F py — 5. We use the notation p; = ps to

denote that p, is equivalent to ps.

Definition 4.5. (Program synthesis) Given a reference program p in Lg and a partial
program p’ obtained from p, the goal of program synthesis is to find a complete program
po by filling the holes with gadgets such that a) p, = p according to the semantics of L,

and b) the cost of O(p) is minimized.

4.4 Circuit Synthesis Guided by Abstract Semantics

In this section, we first overview our synthesis algorithm. We will then explain the

salient components of the algorithm in detail.
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Algorithm 3: Synthesis algorithm.

Input: Initial IR program p lowered from source program in Lzk
Output: Optimized IR program p,
1 C,p' + DECOMPOSE(p); // decompose p into components C' and partial

program p’
2 G+ @, // initialize solutions
3 £ < GENRANDOMEXAMPLES(); // initialize examples
4 for each c € C' do
5 g* < INFERSKETCH(c); // infer a symbolic gadget sketch
6 while g <~ ENUMERATE(g*) do
7 if EQuiv(g,c) then
8 Glc] < g; // add synthesized gadget ¢ to solutions
9 break;
10 else
11 | &<« CEX(yg,0); // learn counterexample
12 end
13 end
14 end
15 p, < ASSEMBLE(G,p'); // assemble synthesized G and partial program

/

p
16 return p,;

4.4.1 Overview

The synthesis algorithm is shown in [Algorithm 3] At a high level, our synthesis proce-
dure follows the well-established Counterexample-Guided Inductive Synthesis (CEGIS)

paradigm [48], 50]. In CEGIS, the synthesizer maintains two complementary phases:

» a synthesis phase, which searches for a candidate program that satisfies a finite set

of input—output examples, and

 a verification phase, which checks the candidate against the full specification and, if

it fails, produces a counterexample to refine the search space.

Our algorithm instantiates this loop at the level of ZK circuit IRs: components extracted

from the original program are synthesized into candidate gadgets, verified for equivalence
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via concrete testing and SMT-based checking, and iteratively refined using counterexam-
ples. This connection to CEGIS ensures that the overall flow in is principled
and systematically explores the search space. We next outline how this process is tailored
to our setting.

The algorithm takes as input an unoptimized IR program as input, and returns an
optimized IR program p, as output. Next, the synthesis algorithm decomposes the trace
into a topologically sorted list C' of gadget components using data-dependency information
(Section 4.4.2)) and a partial program p’ in line 4. It then initializes the map G which
maps specification components to synthesized gadgets to be empty. It also randomly
generates a set of input examples.

The outer loop (line 7) iterates over each component in their sorted order. For each
component ¢ € C', the algorithm performs a lightweight static analysis using INFERSKETCH
to obtain a symbolic gadget sketch g* that encodes the pruned search
space.

In the inner loop (line 9), each feasible concrete gadget is enumerated from the sketch
g* in increasing syntactic complexity. Each candidate g is verified against the specification
component ¢ using the EQUIV procedure, which checks the equivalence between candidate
g and the specification ¢ using both concrete examples from £ and an SMT-based bounded
model checker . If gadget ¢ is determined to be equivalent to component c,
the solution map G is updated to map c to solution g. Otherwise, the algorithm learns
a counterexample from the SMT solver and visits the next candidate. The outer loop
continues until all components have been synthesized. Finally, the procedure ASSEMBLE
assembles the solutions G, and composes them with the partial program p’ to obtain an

optimized IR program p,.
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4.4.2 Decomposition

The purpose of the DECOMPOSE procedure is twofold. First, it identifies the parts
of the IR program p that benefit the most from being represented as gadgets, which are
typically recurring computation patterns. Thus, we locate and extract from the input IR

program p the trace t; for the i-th innermost loop:

ti = (S115...:51) ® (821 ... 352n) ® -+ ® (Sp15 .. Simn)s

where m is the number of iterations in the loop trace t;, and n is the number of statements
in each iterationﬁ. We refer to each (s;1;...;5;,) as the j-th fragment of the loop trace ;.

Once all innermost loop traces have been extracted from the input IR program p, we
replace them with holes that will be filled with gadgets yet to be synthesized, resulting in
a partial program p’. Thus, an IR program p is decomposed into a set of innermost loop
traces {t1,...,tx} and a partial program p’. Once synthesis is complete, the i-th hole of
the partial program p’ will be replaced with the synthesized gadget(s) for trace ;.

The second purpose of decomposition is to make synthesis scalable by further breaking
down each synthesis problem ¢; into a sequence of components C' = [cy, co, . .., cr], such
that each component ¢; € C' is a strictly smaller slice of the original loop trace ¢;, and
the composition of the solutions to components cy, ..., ¢y gives a solution to the original
problem ;. To obtain such a component-based decomposition for a trace t; with m
fragments and n statements per fragment, we construct a data-flow graph G = (V, E),
where V' = {1,...,n} represents the indices of statements relative to the beginning of
the fragment. In graph G, there is an edge (k1, ko) € E if and only if there is a write to
some variable x in the k;-th statement and a read from the same variable x in the ko-th

statement in some fragment. We label each edge with the set of variables that are read

3n must be the same for all iterations of the same loop, since ZK programs lack genuine control-flow
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Figure 4.9: Illustration of an example decomposition procedure.

and written along the edge. Finally, we compute the strongly connected components of
G to obtain the set of synthesis components, and topologically sort them to obtain the

sequence C' of components.

Example 4.6. Consider the Lig trace program p shown in |[Figure 4.9 which is generated
from the Lzx program [Figure 4.3 The program p has a single innermost loop trace ¢,
with 3 fragments. Decomposition first breaks down p into trace ¢ and the partial program
P (b). It then constructs the dataflow graph shwon in (c¢). Each node i in the graph

represents the i-th statement in each fragment. There is an edge from node 4 to node 1,
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since variables sgn0 and sgnl are written in statements s14 and so4, and read in so; and
s31. The strongly-connected components consist of {4} and {1, 2,3}, which give rise to

components R and S to be synthesized.

4.4.3 Sketch Inference

Given the set C' of decomposed components, we are ready to synthesize gadgets for
each component. Each gadget operates on a set of signals, each of which is a sequence of
variables that occur in the loop trace. We let S be the set of signals that can be extracted
from the Lig trace program p by identifying the elements that occur in the same relative
position in each fragment as belonging to the same signal. Two signals s; and sy are
coalesced if a postfix of s; overlaps with a prefix of s,. We use the notation o~1(z) = s
to denote that we identify element = as belonging to signal

Since each component ¢ € C' may still be complex, we first infer a sketch, which is a
feasible but incomplete gadget program for ¢. The inference procedure INFERSKETCH

relies on a static analysis to compute the following two sets of signals from the loop trace:
e R: an over-approximating set of signals that can be read in the gadget sketch.
o IW: an over-approximating set of signals that can be written in the gadget sketch.

Definition 4.7. (Abstract semantics over read-write set) Given a program p in
language Lir, we introduce an abstraction relation p =, S where £ € {R, W} to compute

its read-write set of signals using the inference rules in [Figure 4.10]

Each rule in defines the read-write set semantics for the corresponding
construct in L£g. These semantics are used to compute the over-approximation set of

signals that a program reads from (R) or writes to (I#). Then, when enumerating

4Every occurrence of a variable can only belong to exactly one signal.
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Figure 4.10: Sketch inference rules.

candidate gadgets, we only explore candidates g whose abstract semantics are consistent

with the abstracted p.

Example 4.8. Consider the specification component ¢y from Suppose we

identify from the loop trace the signal s = [vals0,vals1,vals2]. Since the variables in

signal s are read in cg, if co =g S, then s € S by the READ-VAR rule.

4.4.4 Equivalence Checking

Once a gadget ¢ is enumerated by [Algorithm 3| a procedure EQUIV(g,c) is then

invoked to verify the equivalence between the proposed gadget g and the specification
component ¢. Given the difficulty of scaling a fully-fledged symbolic equivalence checker
to real-world circuits, we design EQUIV as a hybrid procedure that consists of two phases

to improve its scalability: a testing phase that incorporates test cases to quickly prune
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infeasible gadgets using concrete semantics, and a verification phase that incorporates
a bounded model checker to reason about potential violation of the gadget against the

component.

Test case generation. To verify the correctness of gadgets, the synthesizer runs a
candidate gadget against the specification loop trace on a set of concrete input test cases.
We use a combination of randomly generated inputs and actual witness values for these
test cases. These witness values are obtained by concretely evaluating the IR program

from prover-provided input values in a standard way ([22]).

Bounded model checking. If a candidate that passes all concrete test cases, the
EQuiv procedure then symbolically evaluates both the gadget g and the specification
component ¢ on a set of symbolic inputs and checks whether their resulting output states
are equivalent. The symbolic evaluator is directly adapted from the concrete semantics as
described in [Figure 4.5

The SMT formula is built as follows. Let Vzo be the set of variables that are read
but not written to in a specification component ¢, and Vy be the set of variables that
are written to in c¢. Then, two Lg programs p; and p, are equivalent if and only if all
variables x € Vjy are assigned the same values, and that the conjunction of all constraints
in p; holds if and only if the conjunction of all constraints in ps holds. The resulting SMT
formula can be directly discharged by off-the-shelf solvers such as CVC5 [95] equipped

with the theory of finite fields [42].

4.5 Implementation

In this section, we provide more details about the implementation of TABBY, which

is implemented in approximately 7000 lines of OCaml. TABBY supports generating
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PLONKish circuits to the Halo2 backend. Given an optimized IR program, TABBY first
translates it into a PLONKish circuit in a syntax-directed way. TABBY also outputs a
witness computation program to allow the prover to supply input variables, from which

the values of the remaining table cells can be automatically derived, as standard [22].

PLONKIish circuit generation. Since an optimized IR program consists of a gadget-
free part and one or more gadgets, we describe their translation separately. Each
assignment in the gadget-free part is transformed into a 3-address code that contains
addition and multiplication of variables, or variable/constant assignments. Constraint
statements are normalized into the form = = 0, where x is a variable. After this translation,
all assignments and constraints can be represented using PLONKish standard gates and
copy constraints (which copy operands to adjacent locations). For each gadget, every step
is translated into a custom gate in a straightforward fashion. We only use a single table
column to simplify the layout. So all signals in a gadget are interleaved into the same
column. All steps in the same gadget share the same fixed selector column. The final
circuit is the concatenation of the gadget-free part and all gadgets. We pass the resulting
system of polynomial equations and the concrete table values are passed to the Halo2

backend via PLAF to generate the final circuit and proof.

4.6 Evaluation

In this section, we present the design and results of the evaluation for answering the

following research questions:

« RQ1 (Circuit Performance): How do the circuits generated by TABBY perform

compared to those generated by state-of-the-art ZK compilers?
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« RQ2 (Synthesis Performance): How effective does TABBY perform for synthesizing
optimized circuits? How significant is the benefit of each key design in TABBY’s

core algorithm?

« RQ3 (Generality): How effective is TABBY’s algorithm in optimizing circuits in

other ZK programming languages and proof systems?

Benchmarks We collected a set of 23 benchmarks from 8 real-world open-source projects
written in various ZK programming languages and zero-knowledge virtual machine (zkVM)
(e.g., Noir [36], SP1 [29] and Circom [22]), which contains wide coverage of usage of
different ZK language constructs for various computational tasks and libraries, e.g., math
operations, games, cryptographic utilities, etc. shows the basic statistics of
the benchmark suite: overall, each benchmark has an average of 5986 LOC after the

translation to Lir.

Evaluation metrics To quantitatively evaluate TABBY, we organize our evaluation
into two phases. The first phase focuses on the performance of the synthesized circuits

(RQ1), where the effectiveness of each circuit is evaluated via the following metrics:
» Compile time measures the time spent compiling the high-level program into circuit.

o Proof size measures the length of the proof generated for a circuit by the backend

cryptographic library.

» Proving time measures the time spent for a prover to generate a proof with the

target circuit.

o Table size measures the total number of cells of the assigned table, including the

input/witness/fixed cells.
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Table 4.1: Basic statistics of the benchmarks collected. Note that “Utils” is a collection

of multiple projects.

\ ZK Language \ Project \ Benchmark LOC
has ship 8,197

. check for_collision | 9,625

BattleZips check ship range 630

check for hit 1,191

Noir Sudoku check cards 169
dotproduct 12,292

. fib 105

Utils pow 550

sqrt 2,098

SP1 Utils sort 205
Num2Bits 4,104

. MultiMux1 12,292

Utils Decoder 127

MultiAND 8,197

BiglsEqual 3,014

BigLessThan 18,196

Circom BigAddNoCarry 9,192
BigSub 17,868

Biglnt BigAdd 9,258
BigModSumThree 2,067

BigModSumFour 2,069

ModProd 518

BigSubModP 27,190

Average \ 6,472 \

For the second phase (RQ2), we evaluate the performance of the synthesis algorithm from

TABBY itself along with its core design choices, using the synthesis time as a metric to

measure the end-to-end time cost for TABBY to consume the original circuit and produce

the optimized one.

Experiment setup All experiments reported in [Section 4.6.1] and [Section 4.6.2] are

conducted on a MacBook Pro with an Apple M1 Pro CPU and 16 GB of memory. TABBY

is written in OCaml and compiled with OCaml 5.1.1. We evaluate the PLONKish circuits
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generated by TABBY against those generated by Noir (version 0.8.0), CirC (branch zsharp),
and Circom (version 2.2.1). All compilers are connected to a Halo2 backend of version
0.3.0 [96] '] The default timeout for evaluation of each benchmark is set to 60 seconds for
proving and 10 minutes for synthesis. The experiment of the case study in
is conducted on a Linux machine equipped with 16 GB of memory, a 64-bit Intel(R) CPU

@ 3.00 GHz with 8 cores, and a Ubuntu 22.04 operating system.

4.6.1 Performance of Synthesized Circuits (RQ1)

To find out how the synthesized circuits from TABBY perform, we compare them
with those compiled from Noir [36], Circom [22] and CirC [27], the state-of-the-art ZK

programming languages and compilers. We report compile and proving time in [Table 4.2

[Table 4.4] and [Table 4.6} proof size and table size are reported in [lable 4.3] [Table 4.5 and
Table 4.7

Both TaBBY and Noir/Circom/CirC solve all the benchmarks and successfully generate

their corresponding circuits. Since Halo2 circuits have a tabular form, which in practice is
a key factor that affects the performance of a circuit, we measure the size of circuit table
for each benchmark in terms of the number of cells. As shown in the Table Size column
of both tables, TABBY greatly reduces the table size, with a median of 17,742 (resp.
79,366 and 17,742) cells compared to a median of 55,080 (resp. 983,040 and 245,760) cells
for circuits compiled by Noir (resp. Circom and CirC), yielding a significant reduction of
90.5% (resp. 87.4% and 96.5%) as the average and 67.8% (resp. 91.8% and 92.8%) as the
median.

In terms of the proof size, circuits generated by Noir and Circom have the same size

5The latest version of the CirC compiler uses incompatible Rust features against Halo2; hence, we use
an earlier version of CirC that supports Rust 1.82. For Circom-generated circuits, we employ a simple
syntax-directed translation to convert the output in R1CS format to Halo2 circuits. For Circ-generated
circuits, we integrate CirC as a library within Halo2 and convert its R1CS output to the unified R1CS
format shared with Circom.

119



Tabby: A Synthesis-Aided ZKP Circuit Compiler Chapter 4

Table 4.2: Compile time and proving time: TABBY vs. Noir.

Compile Time (s Proving Time (s

Benchmark Noirp\ TABBY( ! Noir | : TABBY( :
fib 1.03 0.43 0.16 | 0.05 (-68.8%)
check for collision | 37.58 25.82 29.0 | 0.48 (-98.3%)
check_ship_range | 1.21 2.05 1.04 | 0.71 (-31.7%)
has_ship 37.10 | 11.91 | 28.51 | 0.66 (-97.7%)
checkhit 141 0.22 0.60 | 0.05 (-91.7%)
dotproduct 17.62 6.94 16.15 | 3.52 (-78.2%)
check cards 1.70 1.38 29.30 | 0.23 (-99.2%)
pow 1.98 2.20 1.54 | 0.49 (-68.2%)
sqrt 3.27 2.84 2.91 | 0.12 (-95.9%)
sort, 1.45 3.74 0.60 | 0.23 (-61.7%)
Averaged 10.43 5.75 10.98 | 0.65 (-94.0%)
Median 1.84 2.52 2.22 | 0.36 (-84.0%)

(i.e., 1760 bytes) since they always use the standard PLONK gate in their compilation,
which produces a fixed number of columns for the circuit table and thus results in a
constant proof size. Besides standard gates, TABBY is capable of synthesizing custom
gates on a per-circuit basis, which helps it reduce the proof size for an average of 516
bytes across all benchmarks, yielding a 70.9% (resp. 70.5% and 71.8%) size reduction
compared to Noir (resp. Circom and CirC), with a maximum reduction of 78.2% in
the fib benchmark, cutting the proof size from 1760 bytes down to 384 bytes. For the
worst-case scenario, TABBY is still able to reduce the proof size by more than 60%. In
the comparison of the actual proving time for each compiled circuit, TABBY reduces the
prover time cost by 94.0% (resp. 91.0% and 92.7%) on average compared to that compiled
from Noir (resp. Circom and CirC).

In terms of compile time, the results show that TABBY consistently achieves comparable
compilation latency compared to Noir, Circ, and Circom. As shown in the Compile
Time column of all tables, TABBY completes compilation in 5.74 (resp. 9.91, 6.56)

seconds on average compared to 10.43 (resp. 1.36, 0.96) seconds for circuits compiled by
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Table 4.3: Proof size and table size: TABBY vs. Noir.

Proof Size (bytes) Table Size (# of cells)
Noir | TABBY Noir | TABBY
fib 1,760 | 384 (-78.2%) | _ 450 125 (-72.2%)
check_for_collision | 1,760 | 608 (-65.4%) | 1,247,220 | 223,660 (-82.1%)
check ship range | 1,760 | 544 (-69.1%) | 12,600 | 8,365 (-33.6%)
has_ship 1,760 | 512 (-70.9%) | 1,474,740 | 102,440 (-93.1%)
check hit 1,760 | 416 (-76.4%) | 13,770 | 11,244 (-18.3%)
dotproduct 1,760 | 448 (-74.5%) | 180,180 | 61,470 (-65.9%)
check cards 1760 | 544 (-69.1%) | 1,888,470 | 24,240 (-98.7%)
(- )
(- )
(- )
(- )
(- )

Benchmark

pow 1,760 | 512 (-70.9%) | 31,050 | 5,115 (-34.0%)
sqrt 1,760 | 640 (-63.6%) | 78,210 | 31,626 (-59.6%)
sort 1,760 | 512 (-70.9%) | 9,180 2,540 (-72.3%)

Averaged 1,760 | 512 (-70.9%) | 493,677 | 47,083 (-90.5%)
Median 1,760 | 512 (-70.9%) | 55,080 | 17,742 (-67.8%)

Noir, Circom, and Circ. Across all benchmarks, the compilation of TABBY terminates

within 30 seconds, with a maximum of 29.94 seconds on BigSubMoP and a minimum of

0.43 seconds on fib.

Result for RQ1: TABBY generates optimized circuits that have significantly improved
performance. In addition, the optimization strategy of TABBY brings more consistent

improvement across different kinds of circuits.

4.6.2 Performance of Synthesis Algorithm and Ablation Study
(RQ2)

To find out how each of TABBY’s design choices affects the core algorithm, we conduct

an experiment that compares the synthesis performance of the tool. In particular, we study

the difference brought by sketch inference (Section 4.4.3|) and decomposition (Section 4.4.2));

to do this, we create the following ablative versions of TABBY:
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Table 4.4: Compile time and proving time: TABBY vs. CirC.

Compile Time (s Proving Time (s

Benchmarlk CiGC\ TABBY( ) CirC | . TABBY( )
fib 0.06 0.43 0.14 | 0.05 (-64.3%)
check for collision | 2.29 25.82 52.06 | 5.95 (-88.6%)
check ship range | 1.94 2.05 48.93 | 0.71 (-98.5%)
has_ship 2.70 1191 | 46.27 | 0.66 (-93.6%)
check hit 0.05 0.22 0.33 | 0.05 (—84.8%)
dotproduct 0.56 6.94 1.0 | 3.52 (-13.9%)
check cards 0.06 1.38 4.13 | 0.23 (-94.4%)
sort 0.02 3.74 051 | 0.23 (-54.9%)
Averaged 0.96 6.56 19.56 | 1.43 (-92.7%)
Median 0.31 2.90 411 | 0.45 (-89.2%)

« The Baseline Version (“Base.”) This is TABBY without sketch inference or

decomposition.

» The Sketch Inference Version (“+S”) This is the baseline with sketch inference

only.

« The Decomposition Version (“+D”) This is the baseline with decomposition

only.

Also, we show the results in where we refer to the full-fledged version of TABBY
as “Full” for short.

As it takes an average of 7.32 seconds for the full version to optimize a circuit, it
is solving more benchmarks than all other ablative versions. In particular, it is over
b4 x faster than the baseline version (respectively, 54x than the +S version and 18x
than the +D version). A closer look at the benchmarks solved indicates that both the
sketch inference and decomposition actually help scale the algorithm up to more complex
benchmarks. Specifically, decomposition is critical in ensuring that synthesis can terminate

within the 10-minute timeout period, while sketch inference helps further cut down the
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Table 4.5: Proof size and table size: TABBY vs. CirC.

Proof Size (bytes Table Size of cells

Benchmarlk CirC | TiBzY ) CirC | (#TABBY )

fib 1,760 | 384 (-78.2%) 480 125 (-74.0%)
check for_ collision | 1,760 | 608 (-65.5%) | 3,932,160 | 223,660 (-94.3%)
check ship_range | 1,760 | 544 (-69.1%) | 3,932,160 | 8,365 (-99.8%)
has_ship 1,760 | 512 (-70.9%) | 3,932,160 | 102,440 (-97.4%)
check hit 1,760 | 416 (-76.4%) 7,680 11,244 (+46.4%)
dotproduct 1,760 | 448 (-74.5%) | 245,760 | 61,470 (-75.0%)
check_cards 1760 | 544 (-69.1%) | 245,760 | 24,240 (-90.1%)
sort 1,760 | 512 (-70.9%) 15,360 2,540 (-83.5%)
Averaged 1,760 | 496 (-71.8%) | 1,538,940 | 54,260 (-96.5%)
Median 1,760 | 512 (-70.9%) | 245,760 17,742 (-92.8%)

synthesis time.

Result for RQ2: TABBY performs more scalable synthesis than the baseline, and
both of its core design choices (sketch inference and decomposition) are important to

TABBY’s synthesis performance.

4.6.3 A Case Study of TABBY for Optimizing Other Languages
(RQ3)

Although we target PLONKish circuits in the previous experiments, with additional
engineering effort, TABBY can be adapted to a similar arithmetization that supports a
primitive notion of state-transition functions via custom gates. In this case study, we
describe how TABBY can be applied to synthesize optimized AIR [97] circuits, another
popular arithmetization behind zkSTARKs [14]. In AIR, the circuit is also represented by
a table. Each row of the table is a state, and constraints can be either state initialization,

state transition functions that are applied to intermediate states, and state finalization.
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Table 4.6: Compile time and proving time: TABBY vs. Circom.

Benchmark Cf)mpile Time (s) .Proving Time (s)

Circom | TaBBY | Circom | TABBY
Decoder 0.11 2.85 1.06 | 0.38 (-64.2%)
Num2bits 6.21 2271 17.41 | 0.59 (-96.6%)
Multimux1 1.02 27.28 30.34 4.95 (-83.7%)
BiglsEqual 0.62 3.31 17.01 | 2.40 (-85.9%)
MultiAND 1.07 2.51 15.30 3.33 (-78.2%)
BigLessThan 1.84 7.63 7.91 0.29 (-96.3%)
BigAddNoCarry | 1.73 8.12 2284 | 1.03 (-95.5%)
BigSub 1.75 17.41 38.17 1.83 (-95.2%)
BigAdd 1.71 1402 | 2536 | 0.86 (-96.6%)
BigModSumThree | 0.12 7.34 1.35 0.27 (-80.0%)
BigModSumFour 0.10 7.86 1.32 0.29 (-78.0%)
ModProd 0.11 0.44 222 | 0.03 (-93.6%)
BigSubModP 0.26 2094 | 9825 | 1.65 (-98.3%)
Averaged 1.36 10.12 15.02 | 1.35 (-91.0%)
Median 1.04 7.99 17.01 | 0.86 (-94.9%)

We use the Fibonacci computation as our case study. The source program in Lzk is
shown in (b). Given this program as input, TABBY finds an optimized IR
program, in which the Fibonacci computation is summarized as the (obvious) custom gate
that computes the current Fibonacci number based on the previous two numbers. The
corresponding AIR program, written in an idealized AIR DSL (similar to Plonky3 [92]),
is shown in (c). The corresponding AIR table filled with witness values is
shown in (d).

Empirically, we find that TABBY can synthesize AIR circuits with a similar performance
as the PLONKish circuits. When the loop of the Fibonacci program is executed 22° times,
we obtain an AIR table of size 2 * 2%, as expected. Proving this circuit in Plonky3]
results in a proving time of 30.5 seconds. For comparison, we compile a similar Fibonacci

program using SP1 [29], a ZK compiler implemented in Plonky3 that supports Rust as

6using the default Mersenne31 field with prime p = 23! — 1
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Table 4.7: Proof size and table size: TABBY vs. Circom.

Benchmark I.Droof Size (bytes) '.I‘able Size (# of cells)
Circom | TABBY Circom | TABBY

Decoder 1,760 | 544 (-69.1%) | 30,720 | 3,918 (-87.2%)
Num2bits 1,760 480 (-72.7%) | 983,040 81,970 (-91.7%)
Multimux1 1,760 | 416 (-76.4%) | 1,966,080 | 81,935 (-95.8%)
BiglsEqual 1,760 | 576 (-67.3%) | 983,040 | 30,126 (-96.9%)
MultiAND 1,760 | 416 (-76.4%) | 491,520 | 40,985 (-91.7%)
BigLessThan 1,760 | 544 (-69.1%) | 491,520 | 79,366 (-83.9%)
BigAddNoCarry | 1,760 | 544 (-69.1%) | 1,066,080 | 241,626 (-37.7%)
BigSub 1,760 | 544 (-69.1%) | 1,966,080 | 473,298 (-75.9%)
BigAdd 1,760 | 544 (-69.1%) | 1,966,080 | 241,605 (-87.7%)
BigModSumThree 1,760 544 (-69.1%) 61,440 57,568 (-6.30%)
BigModSumFour | 1,760 | 544 (-69.1%) | 61,440 | 57,582 (-6.28%)
ModProd 1,760 | 544 (-69.1%) | 122,880 | 3,731 (-96.9%)
BigSubModP 1,760 | 576 (-67.3%) | 7,864,320 | 819,568 (-89.6%)
Averaged 1,760 | 520 (-70.5%) | 1,458,018 | 170,252 (-87.4%)
Median 1,760 | 544 (-69.1%) | 983,040 | 79,366 (-91.8%)

the source language. [} We obtain a proving time of 1,501 seconds. That is, TABBY

generates a circuit that yields a 50x speed up in proving time.

Result for RQ3: TABBY can be generalized to optimize circuits and achieve perfor-

mance gains in other arithmetization schemes.

"We note that SP1 uses a VM-based architecture and leverages recursive proofs, so the running times
may not be comparable.
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Table 4.8: A comparison of synthesis performance between TABBY and its ablative
versions. “-” means statistical data is not available due to timeout for the corresponding
ablative version.

Synthesis Time (s)

Benchmark Base. \ +S \ +D \ Full

has_ship - - - [ 12.51

check for collision - -1 26.92 | 4.39

check ship_range - - 1.55 | 0.11

check hit 0.01 | 0.01] 0.01] 0.01

check cards 0.11| 0.10| 0.11 | 0.10

dotproduct 6.02 | 6.02] 6.20 | 6.04

fib 0.01 | 0.01] 0.01] 0.01

pow - -1 1.98 | 1.93

sqrt - -1 201 1.98

sort - - 7.82 | T.17

Num?2Bits - -| 4.00 | 0.35

MultiMux1 093 095 093] 0.93

Decoder - -1 0.26 | 0.07

MultiAND 1.04 | 1.03| 1.04 | 1.05

BiglsEqual - -1 021 | 0.06

BigLessThan - -| 8.68 | 0.82

BigAddNoCarry - - - | 11.47

BigSub - - - | 11.79

| Average | >400 | >400 [ >136 | 7.32 |

1 main () { 1 gadget F { 1 when first_row { A B
2 let x = 0; 2 signal A, B 2 assert curr.A == 0;
3 lety = 1; 3 A[0] « B[-11; 3 assert curr.B == 1; 0 1
4 for _ in 0..5 { 4 B[0] « A[-1] + B[-1] 4 3
5 let z = x +y; 5 5 when transition { 1 1
6 X =y, 6 main () { 6 assert next.A == curr.B;
7 y =2, 7 X0 « 0; 7 assert next.B == curr.A + curr.B; 1 2
8 } 8 yl « 1; 8
9 assert (x == 5); 9 F<5> ( 9 when last_row { 2 3
10 1} 10 A = [x0; x1, x2, x3, x4, x51, 10 assert curr.A == 5;
11 1 B = [y0; y1, y2, y3, y4, y5] 1 3 3 5
12 12 ) 12
13 13} 13 5 8

@ (b) (0 (G

Figure 4.11: A case study of Fibonacci computation in AIR. (a) A Lzk program that
computes the 10-th Fibonacci number; (b) The Fibonacci gadget synthesized by TABBY;
(c¢) The AIR constraints of Fibonacci computation; (d) The AIR table.
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4.7 Related Work

In this section, we examine the most closely related works relevant to our proposed

approach.

Zero-knowledge proof systems and arithmetizations zk-SNARK [61] is one of
those prevailing ZK proof systems used in real-world privacy-aware application domains,
such as blockchains and authentication systems, where anonymous transactions and
trustless verification are indispensable. There are many realizations and variants of the
zk-SNARK proof system, such as Groth16 [9] and PLONK [I0], where Groth16 is based
on R1CS arithmetization and PLONK is based on PLONKish arithmetization, which
considers a more general class of polynomial equations over finite fields. Variants of
PLONK (e.g., HyperPLONK [I1], TurboPLONK [I2] and UltraPLONK [I3]) share the
same PLONK style arithmetization, with compatible extensions, which are collectively
referred to as PLONKish arithmetization.

zk-STARK [14] is one of the other popular ZK proof systems, whose typical realizations
such as Cairo [I5] base themselves on AIRF| arithmetization. Since AIR is usually
considered as a restricted form of PLONKish arithmetization, TABBY can also find itself

applicable.

ZK languages and compilers Languages specifically designed for writing ZK programs
have been a popular topic for both research and industrial work. They all compile ZK
programs into their corresponding ZK components, but with a different focus. Languages
like Circom [22], ZoKrates [26], and Noir [24] focus on creating a definition of a higher-level
domain-specific interface that abstracts out the tedious and error-prone ZK constraint

manipulation, leaving the developers with a set of general-purpose operators for describing

8AIR is short for Algebraic Intermediate Representation.
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their computation. Other languages like Leo [25], Cairo [15] and zkEVM [86), [17] elaborate
more on the close binding of ZK language constructs with blockchain platforms (such
as Ethereum and Starknet), where more complicated operations are packed into APIs.
While many of those languages are built upon Halo2 [23], rather than stacking on top of
it, the most recent ZK languages instead seek for a “horizontal” extension by creating ZK
virtual machines for general-purpose programming languages. For example, both RISC
Zero [28], SP1 [29] and Jolt [30] “decorate” Rust constructs with their corresponding ZK
constraints. This shortens the compilation workflow and makes the ZK compiler behind

the virtual machine and its optimization a critical and challenging topic.

ZK intermediate representations and compiler optimization Arithmetization is
one kind of intermediate representations (IRs) that many ZK compilers directly build upon.
For example, Circom [22] compiles its programs into R1CS, and performs constraint-level
optimization [16]. For PLONKish arithmetization, [35] uses a predefined set of rewrite
rules to manually optimize TurboPLONK circuits, while the static analysis framework
proposed in [98] to detect common circuit security vulnerabilities may be adapted to
perform simple optimizations. Leo [25] programs get compiled into an IR called Aleo
before converting into R1CS. As Aleo preserves high-level semantics, typical compiler
optimization techniques such as constant folding and propagation, loop unrolling and
function inlining, can all be applied on the application level. There are also architectures
that support compiler optimization, such as plookup [87] and CirC [27].

There are also dedicated IRs that enables compiler optimization towards different goals.
For example, Noir [24], Chiquito [88] and Juvix [89] are designed for better usability as well
as compatibility with specific blockchains. CoDpA [53] is designed for composing safe ZK
circuits. CirC [27] focuses more on compatibility between different ZK langauges. As the

IRs mentioned focus more on usability and language compatibility, TABBY demonstrates
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a focus on performance optimization for ZK circuits.

Program Synthesis While prior work on optimizing ZK circuits has primarily focused
on domain-specific compiler techniques, our approach is also deeply informed by advances
in program synthesis, especially sketch-based [48] [49] and component-based synthesis [99,
50, 100, 5I]. Sketch [48] pioneered the use of partial programs with holes and constraint-
based completion via bounded verification, a strategy that underpins TABBY’s synthesis
of low-level gadgets from partially specified templates. TABBY leverages similar bounded
symbolic evaluation techniques, but applies them in a domain-specific intermediate
representation designed for ZK circuits.

TABBY is also inspired by component-based synthesis approaches [99] 50, b1l T0T],
which construct complex programs by composing reusable subcomponents, often guided
by lightweight pruning techniques based on abstract semantics. Systems such as Neo [50]
and Morpheus [51] combine symbolic reasoning with search over a component library,
leveraging abstract specifications to navigate the synthesis space. TABBY adopts a similar
philosophy, decomposing programs into small, equivalence-preserving units and assembling
optimized circuits from a growing library of synthesized gadgets. These connections place
TABBY at the intersection of ZK-specific circuit optimization and general-purpose program
synthesis research.

Recent work has applied program synthesis to cryptography compilers, particularly
for homomorphic encryption (HE) circuits [102, [103]. While both ZK circuits and HE
circuits share the “circuits” abstraction, they differ substantially in their computation
and cost models. For instance, the FHE circuits studied in [102] are simple Boolean
circuits with cost models based on circuit multiplicative depth. In contrast, ZK circuits
support richer primitives, including large finite fields, equational constraints, and non-

determinism, which introduce significantly greater complexity in both reasoning and
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cost modeling [42]. Despite these differences, prior work in this area largely relies on
established program synthesis techniques such as rewrite-based optimization [102] and
sketch-based synthesis [103], the latter of which is closely related to the approach adopted

by TABBY.

4.8 Conclusion

We introduced TABBY, a synthesis-aided compiler that brings together high-level
programming abstractions and low-level performance optimization for zero-knowledge
proof (ZKP) circuits. TABBY is built around a domain-specific intermediate representation
that exposes opportunities for arithmetic-level reasoning, and it applies sketch-based
program synthesis to automatically discover and verify optimized circuit implementations.

Our approach enables developers to write ZK applications in high-level languages
while still benefiting from performance typically reserved for hand-optimized circuits.
By decomposing programs into reusable components and verifying equivalence through
SMT-based symbolic evaluation, TABBY ensures correctness without sacrificing efficiency.

We evaluated TABBY on a suite of real-world ZKP programs, demonstrating that it
consistently reduces constraint counts and proof generation times across different proving
backends, including both PLONKish and STARK-based systems. These results illus-
trate the potential of applying formal techniques—particularly symbolic reasoning and
component-based synthesis—within compiler infrastructures for cryptographic applica-

tions.
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Conclusion

This dissertation has tackled two persistent obstacles to deploying zero-knowledge proofs at
scale: the difficulty of writing correct circuits and of compiling them to efficient low-level
constraints. We argued that they are both tractable through programming-language and
compiler techniques. We defended this claim by developing three systems, each targeting
a distinct piece of the problem and each evaluated on circuits drawn from real-world ZK
projects.

In[Chapter 2] we introduced CODA, a statically-typed functional language in which the
functional correctness of an arithmetic circuit can be specified through refinement types
and statically discharged via a combination of automated proof tactics and interactive
verification in Rocq. CODA narrows the gap between a developer’s intended computation
and the low-level R1CS constraints that actually realize it: well-typed circuits are
guaranteed to satisfy its specification. Re-implementing 77 circuits from 9 Circom
projects in CODA, we formally verified 66 of them and uncovered 6 previously unknown

vulnerabilities in widely-used codebases.

In |[Chapter 3| and [Chapter 4] we turned to circuit efficiency. TESSEL introduced

a tabular intermediate representation that exposes the otherwise-implicit layout of a
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PLONKish circuit and reduces the problem of producing an efficient circuit to a precisely
stated layout problem on this IR. A partial-evaluation pipeline lowers high-level DSL
programs onto the IR, and an eager heuristic produces concrete layouts, yielding measur-
able speedups over mainstream compilers on a subset of our benchmark suite. TABBY
addresses the cases where the heuristic falls short. Reformulating the same optimization
problem as program synthesis, TABBY explores the space of equivalent circuits guided
by abstract semantics and data-dependency decomposition, producing more consistent
reductions in proving and verification costs across a broader range of inputs.

Taken together, these three systems demonstrate that the correctness and efficiency
of ZK circuits are not solely the province of expert hand-tuning. Refinement types give
developers a lightweight, tightly coupled way to specify and prove what their circuits
compute, while compilers that automatically perform domain-specific circuit optimization
can recover much of the performance that has historically required manual fine-tuning.
Many open problems remain: scaling formal verification to larger circuits and richer
specifications, sharing infrastructure across arithmetizations, and integrating correctness
and efficiency in a single source language among them. But we hope that the techniques
developed here are a useful step toward a future in which writing a trustworthy, efficient

zero-knowledge application is as routine as writing any other piece of software.
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A.1 Operational Semantics

The full operational semantics for CODA is shown in Figure [A.T]
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von= Values:
| ¢ constants
| (V1,0 Un) product value
| v array value
| Closure(Az : 7. e, o) closure
o = Valuation:
N empty valuation
| oz — ] augmentation
o(x)=v
—— E-VALUE ————  E-VAR
ckov v ozl
cF F F eF
= E-NoNDET oreds oreds - f E-ASSERT
oFx{wv o F assert e; = ey | unit
B - =
oberl fi  otelfo fHofo=f E.FBINOP
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ockbederd z
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ok e ©es | true
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@
E-INEQFALSE
ok el @es | false

Figure A.1: Semantics of CODA program
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Figure A.1: Semantics of CODA program (continued)
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A.2 Metatheory

In this section, we include some of the metatheory about CODA’s type system as well
as a brief sketch of the proof of Theorem [2.1]

For the purposes of the proofs, we consider a core subset of the calculus that contains
only field elements, integers, booleans, pairs (products of arity 2), functions, and iter
expressions. Furthermore, we take “unit" to be a first-class expression unit and type Unit.

A.2.1 Preliminary Definitions

Definition A.1. The valuation typing relation, written as A;T" F o, is defined as:

AT Eo =
dom(T") = dom(o)
A (Yx,v,T.
I'(z)={v:T|¢}No(x) =v =
ATHo:{v:T|v==xa})
A (Vz,v, 2,11, 7o
I(z)=2":1n—>nAolx)=v =
AThRov:x i1 — 1)
The meaning of valuation typing is “a variable x is in I' if and only if it is also in o;
and the value v of every variable z in ¢ must have the same type as x under I'." Note

that the two “cases" here correspond to the types in the TE-VAR and TE-VAR-FUN
rules, respectively.

Definition A.2. The base type subtyping judgment, written as F 7T} <: T, is defined
using the inference rules in fig. [A.2]

A.2.2 Subtyping Lemmas

We now state several useful properties about our subtyping rules.

—_ BSUBR
ET <. o TR

= Tll <: T21 = T12 <: T22
F (T117T12) < (T21>T22)

BSuB-PAIR

Figure A.2: Base Type Subtyping Rules
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Lemma A.3 (Every Refinement Type is a Subtype of True). For all T, T, and ¢,

FE{v:T|¢} <:{v:T]|true} (A.1)
Proof. By induction on the derivation of eq. (A.1). O

Lemma A.4 (Inversion for Function Subtyping, Unknown Supertype). If
F'Ex:m — 7 <7, then there exist 7{,7y such that T = x : 7 — 75 and ' E 1] <:1y
and I' E 15 <: 7.

Proof. By induction on the derivation of ' Fz : 7 — 7 <: 7. O

Lemma A.5 (Inversion for Function Subtyping, Both Known). If
F'Ee:nm—-on<y:mn —m,thene=yandFE7r <1 and 'EF 1 < 7.

Proof. By induction on the derivation of ' Fz 17 — 7 <ty : 7 — 7. m

Lemma A.6 (Inversion for Refinement Subtyping). If I'E {v: T} | p} <: 7, then there
exists a Ty, q such that all of the following hold:

e T={v:Ty|q}
e 'FT) < Th
* Fcoq V7 € dom(T). V. Encode(T') = [p] = [q]
Proof. By induction on the derivation of I' E {v : T} | p} <: 7. O

Lemma A.7 (Subtyping Weakening). If A;T'En <:m and © ¢ dom(L'), then
AT o1, B < 1o

Proof. By induction on the derivation of A;T'F 7 <: 7. O]

A.2.3 Expression Typing Lemmas

Lemma A.8 (Expression Typing Weakening). If A;T'Fe: 7 and © ¢ dom(G), then
ATy, ber T

Proof. By induction on the derivation of A;T'Fe: 7. O]

Lemma A.9 (Inversion for Types). Suppose that I' - e : 7. Then there exists a type 7'
such that:

ATke:7 (A.2)
Fer <7 (A.3)

and:
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(a) If e = f for some f € F,, thent ={v:F|v=f}.
(b) If e = b for some b € {true, false}, then 7" = {v : Bool | v = b}.
(c) If e = x, then exactly one of the following is true:
e There exist T, ¢ such that 7' =7 ={v:T|v=2} andT(x) ={v: T | ¢}.
e There exist &', 7,79, 7(, Ty such that T =2’ : 7y — 1 and I'(z) =2’ : 7 — 7
and A;TF a2 o1 — 7).
(d) If e = %, then 7" = {v : F | true}.

(e) If e = Closure(\x : 1. €', &) for some €', 1], then there exist 7,7, 75, 1" such that
T=x:m—onadt =x:7 =75 and AT x 1 Fe: 1) and FV(7)) C{v,x}.
(f) If e = Az : 1. €, then there exists e, 7o such that A;T'F (Az: 1. €):x:7 — To.

(9) If e = ey ey, then there exist x,7|,75 such that 7 = Tiles +— x| and

AsTheyixim =7 and AT ey et 7.

(h) If e = (e1, ea), then there exists Ty, Ty, ¢, T}, Ts, &1, 2 such that:

T={v:(1,T2) | ¢} (A4)
" ={v:(T],T3) | 1lv — v.1] A ¢o[v — v.2]} (A.5)
Fer <7 (A.6)
AT F (eg,e9) : 7' (A.7)
AThep:{v:T] | ¢} (A.8)
AT Eey:{v:Ty| ¢2} (A.9)

Proof. By induction on the derivation of I' - e : 7. As there are many similar cases, we
show only some of the cases here.

e Case TE-CoNSTF: Then we have

e=f (A.10)
T={v:F|v=f} (A.11)

Choosing 7/ = 7 discharges eq. (A.2)) and clause[(a)] and then applying TSUB-REFL
discharges eq. (A.3]).

o Cases TE-NONDET, TE-ConsTBoOL, TE-VAR, TE-ABS: Similar.
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e Case TE-SuB: Then

Fer <7 (A.12)
ATke:7" (A.13)
The inductive hypothesis is:
'te: 7" = (A.14)
ar’.
AT He:TA (A.15)
FeEr < 7"A (A.16)

all clauses - (A.17)

Clearly eq. ({A.14)) is satisfied. Thus eq. (A.2)) and eq. (A.3)) follow immediately (the
latter through transitivity of eq. (A.16]) and eq. (A.12)).

We then proceed by case analysis on e to show the remaining clauses.

— Case e = f: Only clause [(a)] applies, and eq. (A.17)) implies that as required,

" ={v:Flv=f} (A.18)

— Case e = Only clause [(d)] applies, and eq. (A.17) implies that as required,
7 ={v:F]|true} (A.19)

— The remaining cases are similar.

Lemma A.10. If A;T'+e: 7, then for all x, 7', we have AT, x : 7' Fe: 7.
Proof. By induction on the derivation of A;T'Fe: 7. O]

A.2.4 Correctness Properties

Theorem 2.1 (Expression Type Preservation). If A;T'Fe:7mando el vand A;T F o,
then A;T'Hwo 7.

Proof. By induction on the derivation of o - e || v, where we want to prove the property:
v, I'kFe:7 = I'Fwo:r

As there are many cases, we show only some of the cases here.

o Case E-VALUE: Follows immediately from the premises.
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e Case E-NONDET: Then

e=x (A.20)
v=fel, (A.21)
From Lemma [A.9]
FE{v:F|true} <: 7 (A.22)
AT Fe:{v:F|true} (A.23)

Applying TE-CONSTF and Lemma to v then yields the desired result.

e (Case E-VAR: Then

e=ux (A.24)
v=o(x) (A.25)

By Lemma [A.9] we know that 7 is either a refinement type or a function.

If 7 is a refinement type, i.e. I'(z) = {v : T | ¢} for some T, ¢, then we have that
P'E{v:T|v =z} <:7. From Definition[A.1] it follows that ' - v : {v : T | v = z}.
The conclusion then follows by applying the TE-SUB rule.

Otherwise, the 7 is a function type, i.e. I'(x) = 2’ : 77 — 75 for some ', 71, 75. The
conclusion follows similarly in this case.

e Case E-ASSERT: Then

e = (assert 1 = x3) (A.26)
okFx § f (A.27)
obFx | f (A.28)
v = unit (A.29)

In order to show that A;T" F unit: {v: Unit | x; = 22}, we can use the TE-SUB,
TE-UNIT, and TSUB-REFINE rules. This requires us to show that x; = x5, when
embedded as a Coq proposition, is entailed by the embedding of I":

=coq V2 € dom(T). V.
Encode(I') — (A.30)
[v =unit] = [z1 =z,

We now argue that the above proposition holds. First, by Lemma[A.9] we have that
AT F oy {v:F|v=ux} (similarly for z3). Using the inductive hypotheses for x;
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and x, it can then be shown, resp., that
AT f{v:Flv=ua} (A.31)
AT fo{v:Flv=uay} (A.32)
Applying Lemma to the above then yields
F'e{v:Flrv=f}<{v:Flv=ua} (A.33
F'E{v:Flv=f}<{v:Flv=uay} (A.34)
By Lemma we must have
=coq V2 € dom(T). V.
Encode(I") = (A.35)
[v=1/] = lv=ua]
=coqVZ € dom(D). V.
Encode(I') = (A.36)

[v=1] = [v=mu]

If we instantiate v in both propositions by setting v = f, then together they will

imply the single proposition:

=coq V2 € dom(T).
Encode(I') =

[f=/ = [f=aA [ =]
Finally, the above proposition implies that:

coqVZ € dom(TD).
Encode(I') =
[true] = [z1 = z4]

This implies eq. (A.30]), which completes the proof of this case.

e (Case E-PAIR: Then we have

e = (e1,e3)

v = (v, v2)
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First, from Lemma we have

r={v: (1) | ¢} (A-41)
" ={v:(T],T3) | $1[v — v.1] A ¢o|v — v.2]} (A.42)
Frer <7 (A.43)
AT (eg,e9): 7 (A.44)
AThey:{v:T] | ¢} (A.45)
AT Eey:{v:Ty| ¢} (A.46)
We then apply the inductive hypotheses with e; and es to obtain:
AT R v T | ¢1} (A.A4T)
AT Fwg: {v:Ty| ¢} (A.48)
Finally, we apply TE-SUB and TE-PAIR to derive the conclusion.
» Cases E-FBiNopr, E-BBinopP, E-INTBINOP: Similar.
o Case E-AprpP: Then
e=ey e (A.49)
ok ey || Closure(Az : 7. €, o) (A.50)
ok €1 U (%) (A51)
olr = vk v (A.52)
By Lemma on the type of e, there must exist 2, 7y, 75, 75 such that
ATkFe 2 :m =7 (A.53)
FEx :m—-m<T (A.54)
I'Enlr = el <7 (A.55)
Applying the inductive hypothesis to e; then yields
A;T'F Closure(\x : 7. €', o) : 2’ : 1 = 7 (A.56)
Now, by applying Lemma to the closure, it follows that there exist I and 73/
such that
A;T + Closure(A\z : 7. ¢/, o) 12’ i1, — 74 (A.57)
FEd 7 —»m <27 =1 (A.58)
AN R il e (A.59)

142



The inductive hypothesis can then be applied to €’ to obtain:
AN R i e T (A.60)

Note that 7" may only contain 2’ and v as free variables; consequently, 7”[z" +— es]
contains only free variables in dom(I"). Furthermore, because v is already well-typed
under I and has no free variables besides v, it can be typed under any other
typing context. It follows that A;T' F v : 7”[2' + ey]. The desired result follows
immediately by applying TE-SUB and eq. ({A.55)).

« Case E-LAM: Follows from Lemma[A.9] TE-Sus, and TE-CLo.

o Cases E-CREF, E-ITERO, E-ITERS: Similar to E-APP.
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