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Abstract

Objective: Our objective was to develop an evaluation framework for electronic health
record (EHR)-integrated innovations to support evaluation activities at each of four information
technology (IT) life cycle phases: planning, development, implementation, and operation.

Methods: The evaluation framework was developed based on a review of existing evaluation
frameworks from health informatics and other domains (human factors engineering, software
engineering, and social sciences); expert consensus; and real-world testing in multiple EHR-
integrated innovation studies.

Results: The resulting Evaluation in Life Cycle of IT (ELICIT) framework covers four IT life

Page 2

cycle phases and three measure levels (society, user, and IT). The ELICIT framework recommends

12 evaluation steps: 1) business case assessment; 2) stakeholder requirements gathering; 3)
technical requirements gathering; 4) technical acceptability assessment; 5) user acceptability
assessment; 6) social acceptability assessment; 7) social implementation assessment; 8) initial
user satisfaction assessment; 9) technical implementation assessment; 10) technical portability
assessment; 11) long-term user satisfaction assessment; and 12) social outcomes assessment.

Discussion: Effective evaluation requires a shared understanding and collaboration across

disciplines throughout the entire IT life cycle. In contrast with previous evaluation frameworks, the
ELICIT framework focuses on all phases of the IT life cycle across the society, user, and IT levels.

J Biomed Inform. Author manuscript; available in PMC 2023 March 01.
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Institutions seeking to establish evaluation programs for EHR-integrated innovations could use our
framework to create such shared understanding and justify the need to invest in evaluation.

Conclusion: As health care undergoes a digital transformation, it will be critical for EHR-
integrated innovations to be systematically evaluated. The ELICIT framework can facilitate these
evaluations.

Keywords

Health technology assessment; implementation science; health information technology; clinical
decision support; human factors engineering; evaluation framework

INTRODUCTION

As the adoption of electronic health records (EHRs) has expanded rapidly in recent

years, EHRs have taken center stage in modern healthcare. Moreover, EHRs have become
platforms for the delivery of various health interventions. For the purposes of this paper,

we define EHR-integrated innovations as health interventions that 1) have a software
component, including clinical decision support (CDS) tools (e.g., EHR-integrated alerts and
reminders, order facilitators, integrated information displays), specific modules of an EHR
system (e.g., for order entry or clinical documentation), and interoperable externals apps;

2) are integrated with the EHR, which could be achieved through various mechanisms such
as using EHR native functionality, proprietary interfaces, and/or standards-based interfaces;
3) address a specific healthcare domain and/or process, such as colorectal cancer screening,
medication ordering, or neonatal bilirubin management; and 4) aim to improve healthcare
outcomes such as quality of patient care, provider experience, or healthcare value. Examples
of EHR-integrated innovations include provider and patient reminders for preventive care
procedures, an evidence-based institutional order set for community acquired pneumonia,
and an interoperable external app supporting shared-decision making for lung cancer
screening.

EHR-integrated innovations have been identified as having great potential for improving
health and health care.X However, to achieve their full potential, EHR-integrated innovations
must meet multiple requirements. Ideally, EHR-integrated innovations must integrate into
an existing EHR system; meet clinical needs as defined by organizations, national bodies,
and/or professional societies; be acceptable to end users including clinicians and patients;
integrate seamlessly into existing clinical workflows and information systems; alter clinician
or patient behavior; do no harm; and be portable across EHR platforms. The need to meet
these various requirements makes development, implementation, and evaluation of EHR-
integrated innovations quite challenging. Recent publications show that EHR-integrated
innovations do not always meet these requirements.2*# Thus, it is important to ensure the
evaluation of EHR-integrated innovations is supported by an evaluation framework that can
help address these various requirements.

Given the complexity of EHR-integrated innovations, we have identified three main
requirements for an evaluation framework for EHR-integrated innovations: 1) support the
full information technology (IT) life cycle; 2) address measures at society, user, and IT

J Biomed Inform. Author manuscript; available in PMC 2023 March 01.
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levels; and 3) address issues specific to EHR integration. Justification for these requirements
is shown in Table 1.

While many comprehensive evaluation frameworks for health information systems have
been described in literature reviews,12-17 none of them meet the three requirements
summarized in Table 1. Most evaluation frameworks developed for health information
interventions do not meet the first requirement (i.e., support the full 1T life cycle).11.18-21

For example, the Health Information Technology Research-based Evaluation Framework
(HITREF) developed by Sockolow et al. describes 6 evaluation concepts (i.e., structural
quality, quality of information logistics, unintended consequences/benefits, effects on quality
process, and barriers and facilitators to adoption).1812 While HITREF acknowledges the
importance of context, it does not address the “how” and “when” of evaluation throughout
the IT life cycle phases.1®

We identified a few evaluation frameworks aligned with the IT life cycle,22-29 but these
frameworks did not meet the second requirement (i.e., address society, user, and IT-level
measures). Among these evaluation frameworks, many focused mainly on one level such

as society-level,25 user-level,22:23 or | T-level measures.?* Finally, the evaluation frameworks
that did focus on multiple IT life cycle phases and multiple levels either omitted one of the
IT life cycle phases or one of the measure levels.26-29

Moreover, all existing evaluation frameworks failed the third requirement (i.e., address EHR
integration issues). More specifically, the existing frameworks do not address the quality

of back-end EHR integration, user-interface EHR integration, and the changes in EHR
workflows caused by the innovation.1” Hence, there is a need for a framework describing

an appropriate evaluation for every phase of the EHR-integrated innovation life cycle on
society, user, and IT levels.

To address this emergent need for a holistic approach to the evaluation of EHR-integrated
innovations, we developed the Evaluation in Life Cycle of IT (ELICIT) framework by
incorporating concepts from human factors engineering, software engineering, and social
sciences domains across the entire IT life cycle. The purpose of the ELICIT framework is

to guide evaluation efforts during the planning, development, implementation, and operation
of EHR-integrated innovations. The intended users of the framework are innovation research
and development teams such as those from academic health systems and industry.

OBJECTIVE

The objective of this paper is to describe an evaluation framework for supporting the whole
life cycle of EHR-integrated innovations.

METHODS

Definitions

To enable shared understanding across stakeholders grounded in different domains with
divergent terminologies, we define the following terms for the purpose of this paper.

J Biomed Inform. Author manuscript; available in PMC 2023 March 01.
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Study Design

Setting

This work is presented as a case study of the development of a new evaluation framework
derived from the review of theoretical frameworks, the convening of an expert panel, and
multiple real-world evaluations. All included projects were approved or exempted as quality
improvement by the University of Utah (UU) Institutional Review Board (IRB).

This work was conducted at UU Heath, an academic medical center with five hospitals and
12 community clinics. UU Health has used the Epic® EHR in its primary care clinics since
1999 and enterprise-wide since 2016.

As interoperability standards and application programming interfaces (APIs) were
increasingly required by government regulations and adopted by healthcare systems

and EHR vendors,3® UU Health launched the Relmagine EHR initiative in 2016 to

harness the promise of interoperable apps based on standards such as Substitutable

Medical Applications, Reusable Technologies on Fast Healthcare Interoperability Resources
(SMART on FHIR).36-39 The Relmagine EHR initiative developed, implemented and
evaluated over ten EHR-integrated innovations (e.g., to support neonatal bilirubin
management guidelines, lung cancer screening guidelines, smoking cessation, and chronic
disease management guidelines), established productive corporate partnerships, and secured
over $35 million in grant funding.“? Relmagine EHR’s innovations are seamlessly integrated
with the Epic® EHR; are supported by native CDS components such as preventive care
reminders; and are designed using interoperability standards to enable integration with other
EHR products and dissemination across healthcare organizations. The initiative is led by
the Associate Chief Medical Information Officer (KK). The technical development team
consists of nine core team members and dozens of project-based contributors.40

Evaluation Infrastructure

When initially established in 2016, the Relmagine EHR initiative focused primarily on the
design and development of EHR-integrated innovations. The Director of the UU Department
of Biomedical Informatics Sociotechnical Core (CW) oversaw the evaluation aspects of this
new initiative, with support provided by seed research grants. Given the number of requested
innovations and resource constraints, only limited evaluation was performed. However, as
more innovations entered clinical use, we recognized the need to invest further in evaluation
and to establish a formal evaluation team. In 2018, the initiative hired an evaluation scientist
(PVK) with training in biomedical informatics, biostatistics, health technology assessment,
and data science to oversee and coordinate the data-focused aspects of evaluation with
statistical support from the UU Study Design and Biostatistics Center. Other key members
of the evaluation team include project leads, clinical informaticists, human-factors engineers,
software engineers, clinical champions, and implementation scientists. The engagement of
these stakeholders is supported by a combination of operational funding, training grants,
research grants, and industry collaborations.

J Biomed Inform. Author manuscript; available in PMC 2023 March 01.
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Framework Development

Overall Approach to Framework Development—The four-year iterative process

of framework development is summarized in Figure 1. Our evaluation framework was
iteratively developed through focused literature review, practical experience evaluating
innovations, and expert consensus. Practical experience included the evaluation of traditional
EHR-integrated innovations*1-46 as well as interoperable EHR-integrated innovations?0:47-51
including a neonatal bilirubin management app,*”# a diabetes pharmacotherapy outcome
prediction app,*° a chronic disease management app,°° a lung cancer screening shared
decision app,®! and a clinical calculator app.>2 These projects involved all the clinical
informaticists noted below who worked together developing and evaluating the applications.
The expert consensus was based on this shared experience and was formally reached
through five meetings in 2020 where the model went through discussion, review, and further
development each time. Additional asynchronous review and feedback of the framework
continued in 2021 involving 10 experts with training in biomedical informatics (PVK,

CW, GDF, TT, TJR, HSK, KK), human factors engineering (TT, HSK, CW), software
engineering (GDF, HSK, KK, CN), implementation science (GAA, CRR), and biostatistics/
effectiveness research (PVK, CW). During the meetings PVK presented the framework
draft, asked specific questions about the model and elicited experts’ feedback regarding
relevant outcomes, questions, methods and theoretical perspectives. Based on the outcomes
of each meeting, PVK revised the framework for further review by these experts. After 5
meetings and the achievement of initial consensus, we transitioned to individual meetings
and asynchronous communication until we reached consensus on the final framework.

Approach to Defining the IT Life Cycle Phases—We defined the IT life cycle
phases based on two sources: Ammenwerth et a/.’s planning, development, implementation,
and operation phases® and the Exploration, Preparation, Implementation, Sustainment
(EPIS) implementation science framework phases.”-3253 The EPIS framework describes
four life cycle phases for the implementation of health services interventions.>3 In the
Exploration phase, stakeholders consider emergent or existing health needs and identify
the best guidelines or clinical interventions to address those needs.3 In the Preparation
phase, the potential barriers and facilitators of implementation are identified for external
(outer) and organizational (inner) contexts, adaptation needs are further assessed for both
the innovation (e.g., innovation) and for system or organizational structures or processes
(e.g., reimbursement, changes in clinic workflows), and a detailed implementation plan
is developed.>3 In the Implementation phase, the intervention is rolled out into clinical
practice. In the Sustainment phase, the intervention continues to be delivered, with or
without adaptation as needed.>3

Approach to Defining the Society, User, and IT-Level Measures—In creating our
evaluation framework, we sought to incorporate key insights, theoretical perspectives, and
practices from health informatics as well as inter-related domains of social sciences, human
factors engineering, and software engineering (Figure 2). Relevant frameworks, models,
theories and reporting guidelines are described below in the context of three levels of
EHR-integrated innovations: society, user, and IT.

J Biomed Inform. Author manuscript; available in PMC 2023 March 01.
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Society-Level Measures

To select exemplar society-level measures, we focused on two specific social sciences.
effectiveness research and implementation science. Effectiveness research is the systematic
evaluation of health technology to demonstrate the impact and inform stakeholders’ decision
making related to the dissemination of health technologies based on their effectiveness.>*
Effectiveness research perspectives are a loose collection of evaluation models that include
clinical trials, heath technology assessment, comparative effectiveness research, health
services research, health economics and outcome research methodologies.>® Effectiveness
research is critical for identifying return on investment and summative assessments

of process, health,21:°4 economic,?8 and safety outcomes.>’-5% Reporting guidelines in
effectiveness research include Consolidated Standards of Reporting Trials (CONSORT)®0,
Standards for QUality Improvement Reporting Excellence 2.0 (SQUIRE 2.0),%1 STAtement
on Reporting of Evaluation studies in Health Informatics (STARE-HI),52 and Consolidated
Health Economic Evaluation Reporting Standards (CHEERS).%3

A specific branch of social sciences called /mplementation Science is especially useful

for evaluating society level measures. Implementation science is “the scientific study of
methods to promote the systematic uptake of research findings and other evidence-based
practices into routine practice, and, hence, to improve the quality and effectiveness of
health services”.64 Implementation science evaluation frameworks assess implementation
strategies and outcomes such as adoption, reach and implementation fidelity.”-31,32:53.65.66
The main evaluation frameworks in this domain include Reach, Effectiveness, Adoption,
Implementation, and Maintenance (RE-AIM),%> Nonadoption, Abandonment, Scale-up,
Spread, and Sustainability (NASSS),67 and the Implementation Outcomes Framework .56
Process-oriented frameworks such as EPIS are useful in describing processes such as
implementation or development.”:3253 Determinant frameworks such as the Consolidated
Framework for Implementation Research (CFIR)3! describe multi-level factors which
influence implementation outcomes.®8 Reporting guidelines in implementation science
domain include Standards for Reporting Implementation Studies (StaR1)®8 and Framework
for Reporting Adaptations and Modifications to Evidence-based interventions (FRAME).30
Traditionally, implementation science frameworks have focused on the implementation of
social and health services interventions,55:69 with less emphasis on digital technologies.
However, there is an increasing demand for the adoption of implementation science
frameworks in innovation development and evaluations.”%-72

User-Level Measures

To select exemplar user-level measures, we focused on Auman factors engineering research.
Human factors engineering entails studying user’s characteristics, needs, abilities, and
limitations, and designing software around the user needs. Commonly-used human factors
theories aiming to understand and modify end user behavior include the Social Cognitive
Theory (SCT),’3 the Situational Awareness (SA) framework,”# and the Unified Theory

of Acceptance and Use of Technology (UTAUT).”® User centered design includes three
steps.22:23.76-79 First, users’ needs, tasks, values, and workflows are identified using
observations, interviews, or focus groups. These activities are grounded in models of
contextual design,80 targeted Cognitive Task Analyses,81:82 and representational analysis

J Biomed Inform. Author manuscript; available in PMC 2023 March 01.
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to identify the informational display formats that are meaningful to users.83 Second, low
and high fidelity prototypes are designed through an iterative process that involves journey
mapping, story boarding, or concept mapping. Third, usability testing is conducted on the
prototypes.22:84.85

IT-Level Measures

To select exemplar IT-level measures, we focused on the software engineering domain.
Software engineering entails conceiving, specifying, designing, programming, documenting,
testing, and refining software. Software engineering evaluation activities in health
informatics address the soundness of the software architecture,2* functionality,8® security,8”
interoperability,8:88 and readiness for clinical use.89 Process-oriented frameworks in this
domain include models for the software development life cycle.®? The DeLone and McLean
Information Systems Success Model specifies system quality, information quality and
service quality as the main indicators of success at the technology level.91

Example: Representative EHR-integrated Innovation Project

RESULTS

We illustrate use of the ELICIT framework by describing the evaluation of a representative
innovation — the Neonatal Bilirubin Management App.#7+48 This innovation focuses on
implementation of the 2004 American Academy of Pediatrics guideline for identifying and
treating newborns with elevated bilirubin levels, which is a common condition affecting
newborns that can lead to permanent brain damage.®2

ELICIT Framework

The resulting ELICIT framework can support the whole IT life cycle. The first element of
the ELICIT framework is the four often-overlapping and iterative IT life cycle phases:

. Planning, I1. Development, I11. Implementation, and IV. Operation (Figure 3).7:32:93

In the Planning phase, the software idea is conceived and prioritized, and the software
development decision is made. In the Development phase, the software is designed and
developed, the software rollout decision is made, and governance approval is secured. In the
Implementation phase, the implementation is planned and the software is gradually rolled
out into clinical practice. In the Operation phase, the software is maintained, updated as
needed and disseminated to other clinical sites.

The ELICIT framework describes three levels of measures: society, user, and IT, which
could be remembered with an acronym SUIT. Examples of measures corresponding to
different levels are displayed in Figure 4. Society-level measures include impact on patient
health, organizations, business processes, and return on investment. User-level measures
focus on user experience, IT usability, and EHR workflows. Finally, /7-/evel/ measures focus
on system, information, and service quality.

The ELICIT framework is shown in Figure 5 and expanded in Tables 2-5. The ELICIT
framework consists of 12 evaluation steps fully covering the four phases of the IT life cycle
and society, user, and IT measure levels.

J Biomed Inform. Author manuscript; available in PMC 2023 March 01.
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While evaluation is an iterative process and one in which different activities may occur

in parallel, we provide in Figure 5 a typical progression across the 12 evaluation steps

of the ELICIT framework. In the planning phase, evaluation starts with the problem

being addressed and moves from social needs to user needs to more specific technical
requirements. In the development phase, the direction of evaluation is generally reversed,
beginning with verifying that the prototype meets minimum technical requirements then
progressing to user acceptance testing and evaluation of intention to use by the intended
social group. The implementation phase then generally starts with the assessment of
organizational readiness for the innovations, moves on to evaluating initial user satisfaction,
and the technical implementation is monitored as it is deployed at a larger scale and
enhancement requests are implemented. Finally, the operation phase includes the technical
assessment of the innovation to determine whether it could be disseminated to other health
systems, as well as the evaluation of long-term user satisfaction and the impact of the
innovation on clinical and financial outcomes important to society.

ELICIT framework steps, potential evaluation questions, and methods for data acquisition
and analysis are included in Tables 2-5. While depicted in a linear form, steps within phases
can occur in parallel or in different orders, and projects may move back to earlier phases
(e.g., to take an implemented innovation back to software design and development based on
user feedback).

The proposed questions and methods are labeled as “Exemplar Questions” and "Exemplar
Methods" as they are clearly not comprehensive. The listed methods are a subset of
approaches from a much larger superset of potential questions and methods, as there are
many factors beyond those discussed in the paper that should be considered when selecting
specific evaluation questions and methods. Actual questions and methods should be selected
based on societal and user needs discovered during the planning phase and adapted based on
available resources.

The planning phase involves innovation idea conception, prioritization, coordination with
stakeholders, requirement gathering, and project governance review and approval. ELICIT
framework steps 1, 2 and 3 fall into this phase (Table 2).

The development phase involves software design, software development, and governance
review and organizational approval of the implementation. ELICIT framework steps 4, 5,
and 6 fall into this phase (Table 3).

The implementation phase involves implementation strategy design, staff communication,
education and training, and pilot innovation rollout followed by wider rollout with iterative
innovation improvements as needed. ELICIT framework steps 7, 8, and 9 fall into this phase
(Table 4).

The gperation phase involves conducting a clinical trial to assess effectiveness, maintaining
and monitoring innovations after the changes in the innovation have stabilized and
disseminating the innovations to other sites. ELICIT framework steps 10, 11, 12 fall into
this phase (Table 5).

J Biomed Inform. Author manuscript; available in PMC 2023 March 01.
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Example: Using ELICIT Framework for a Representative EHR-integrated Innovation

We describe below use of our evaluation framework for a representative innovation, the
Neonatal Bilirubin Management App.47:48

I. Planning phase

Step 1. Business case assessment: The business case for this innovation was to improve
the management of neonatal hyperbilirubinemia.92 The healthcare guideline to address
neonatal hyperbilirubinemia has been available since 2004 and was adopted as the standard
of care at the UU Health newborn nursery shortly thereafter.92 However, there was wide
variability in guideline adherence among the providers. To reduce this variability, universal
bilirubin screening was implemented at UU Health in 2016, and an external standalone
Web tool known as BiliTool was used to assess whether bilirubin levels required treatment
by manually entering patient data abstracted from the EHR. The goal of the innovation
project was to improve the fidelity of the guideline implementation and to save provider
time through automation. Other motivators for pursuing this project included a prototype
solution available through the SMART gallery app store, 195 a manageable scope, the
engagement of enthusiastic clinical champions (JHS and CHS), and the availability of

key data requirements in the EHR. Moreover, no clear alternatives were available for fully
meeting stakeholder needs within the EHR.

Step 2. User requirements gathering: The user requirements were gathered through
Cognitive Task Analysis with clinical champions performed by JHS, CHS, and KK. The
provider tasks and decisions included gathering relevant EHR data about mother-infant
dyad; assessing newborn bilirubin levels in relation to patient-specific thresholds; assessing
the probability of rebound hyperbilirubinemia following phototherapy;1% and making
guideline-based care decisions.2

Step 3: Technical requirements gathering: The technical requirements were identified
through the analysis of business and user requirements by KK and other members of the
Relmagine EHR software development team. Key identified requirements included app
loading times of under 5-10 seconds and limiting the data elements to the US Core FHIR
APIs as much as possible to improve interoperability.

Il. Development phase

Step 4. Technical acceptability assessment: 7echnical acceptability was ensured through
automated regression testing and manual integration testing in the test EHR environment to
assess accuracy and response time performed by KK and the software development team.
As is the case with all of our innovations proceeding to clinical use, the security risks were
formally reviewed by the Information Security Office, and these risks were deemed by the
institutional leadership to be outweighed by the project benefits.

Step 4. User acceptability assessment: User acceptability assessmentwas conducted
through multiple rounds of user feedback on low- and high-fidelity prototypes developed by
the software development team. Heuristic evaluation based on Neilsen’s design principles®4
was also used to identify and address usability issues by TT, PVK, HSK, and CW.
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Step 6. Social acceptability assessment: For the social acceptability assessment, we
focused on determining the efficiency gains. The efficiency assessment was conducted
through a randomized, controlled, IRB-approved experiment in which 12 pediatric resident
physicians were asked to manage bilirubin in 2-4 newborns, who were randomized to
receive care supported by our EHR-integrated innovation or the previous standalone
alternative (BiliTool) performed by PVK, HSK, and CW in 2018. This study showed a
time savings of 66 seconds per bilirubin assessment (95% ClI, 53-79) compared with usual
time required for neonatal bilirubin management.*’

[ll. Implementation phase

Step 7. Social implementation assessment: /mplementation factors assessment was

done with clinical champions and the EHR team by JHS, CHS, and KK in 2017.
Implementation facilitators included leadership engagement, the previous adoption of the
underlying clinical guideline in the nursery, a positive implementation climate, a strong
culture of quality improvement, and newborn nursery educational infrastructure supporting
guideline implementation. The resulting implementation strategy had three parts: 1) an email
communication to end users of the EHR by the institutional IT leadership with information
on the innovation, 2) socialization among attending providers through clinical champions,
and 3) attending physicians and senior residents teaching incoming residents to use the
innovation.

Implementation outcomes assessment started with beta users (JHS, CHS, and other attending
physicians added gradually) who provided continuous feedback to help improve innovation
usability and accuracy through weekly meetings. The Neonatal Bilirubin Management App
was rolled out in the nursery and 12 community clinics in 2017. Implementation outcomes
included innovation adoption, reach and implementation fidelity and were assessed by
PVK in 2019. According to analysis of the app logs, in 2018, innovation was used at

least once (adoption) in the nursery and 12 outpatient clinics. Innovation reach extended

to all newborns born at the UU Health because the app was available system-wide. Most
uses (86%) occurred in the nursery with physicians, nurses, as well as a variety of other
stakeholders including medical students and medical assistants using the innovation.2”
Innovation implementation fidelity was high, with bilirubin levels clinically managed via
the innovation for 90% of babies born at UU Health. We continue to monitor reach and
implementation fidelity through the weekly analysis of the EHR logs.

Step 8. Initial user satisfaction assessment: PVK, HSK, TT, and CW evaluated /nitial user
satisfaction through qualitative analysis of 12 physician interviews. User response to the
intervention was positive and some unintentional uses were uncovered such as using the app
for resident education.

Step 9. Technical implementation assessment: 7echnical implementation assessment
involved performance, scalability, and uptime analysis. It was performed by the software
development team.
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IV. Operation phase

Step 10. Technical portability assessment: 7echnical portability was evaluated through
review of FHIR APIs that were not yet universally supported through US Core FHIR APIs
performed by PVK, KK, CN, and the software development team, including through a
formal analysis published in 2019.48

Step 11. Long-term user satisfaction assessment: PVK, TT, and CW evaluated /ong-
term user satisfaction through quantitative analysis of 109 SUS surveys of 208 recent
innovation end users identified through system logs (52% response rate). The mean SUS
score for attending providers was 91.05 (95% Cl, 86.31-95.79) which corresponds to “best
imaginable” usability.4’

Step 12. Social outcomes assessment: Social outcomes assessment involved process,
health, and economic outcomes analysis by PVK. Process impact assessmentwas conducted
as a before-and-after retrospective clinical trial from April 1, 2016 to April 30, 2019.

With regard to process outcomes, this study showed that orders for clinically appropriate
phototherapy during hospitalization increased for newborns with bilirubin levels above the
guideline-recommended threshold (odds ratio, 1.84; 95% ClI, 1.16-2.90; P = .01).47 In the
interviews with 12 users conducted by PVK and HSK, we identified that users were using
the app for teaching. No negative unintended process consequences were found. We did not
find a significant difference in measured health outcomes including length of stay, intensive
care unit admissions, and readmissions.#” No negative unintended health consequences were
found. A preliminary economic evaluation was conducted in 2019. If deployed through the
entire United States, given over 3.4 million eligible births in 2018, 66 seconds saved per
use, and 5 uses per newborn, the innovation could save over 300,000 hours of clinician time
annually,” which for a $50-100 hourly pay would translate to $15-30 million in savings. We
are exploring the conduct of a more formal cost-effectiveness analysis in the future.

DISCUSSION

In this paper, we described the ELICIT framework, an evaluation framework that can

be used to support all phases in the EHR-integrated innovation life cycle through

a comprehensive, replicable process. ELICIT framework provides potential evaluation
questions and methods for each measure level (society, user, and IT). ELICIT framework
incorporates constructs and methods from health informatics and three related domains:
social sciences, human factors engineering, and software engineering. Leveraging these
measures, ELICIT framework builds on the EPIS implementation framework, with
consideration given to outer and inner implementation contexts, bridging factors,
intervention characteristics, and intervention adaptations after implementation.”-32:53 As
a holistic evaluation framework, ELICIT framework may enable shared understanding
and enhanced coordination among stakeholders — a necessary foundation for good team
function. Moreover, it may promote evaluation continuity across the IT life cycle by
explicitly linking the findings from the initial steps of gathering requirements (Table 2),
to designing and developing the software (Table 3), to clinical implementation (Table 4),
and to evaluating implementation, effectiveness, and economic outcomes (Table 5). ELICIT
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framework also supports moving back to earlier phases as needed, which is important in the
healthcare domain as both EHR-integrated innovations and their implementation contexts
are constantly co-evolving. Evaluators do not need to complete all 12 steps and should
prioritize the ones which matter the most to them based on the detailed questions provided in
Tables 2-5.

The ELICIT framework was specifically designed to support the evaluation of EHR-
integrated innovations. ELICIT’s IT-level measures address issues unique to EHR
integration, including interoperability and portability across EHR platforms — a pervasive
problem. Similarly, ELICIT’s user-level measures address the challenges associated with
integrating EHR-based innovations into existing EHR user interfaces and clinical workflows.
Furthermore, ELICIT’s society-level measures take into consideration how the EHR-based
innovations affect organizational culture, business processes, patient outcomes and finances.
These society-level measures are important for catalyzing further investments in, and wide
dissemination of, EHR-integrated innovations.

Compared to other health informatics evaluation frameworks, the ELICIT framework adds
1) coverage of the entire IT life cycle, 2) description of measures specific to society,

user, and IT levels, 3) measures specific to EHR-integrated innovations, 4) attention to
clinical context perspectives, 5) attention to implementation science, and 6) a checklist

of relevant questions and methods that could be considered at each phase. The ELICIT
framework is also more concrete than existing frameworks because it provides a checklist
of relevant exemplar questions and methods that could be considered at each phase. These
concrete questions and methods can serve as a starting point for evaluation activities. While
some aspects of the framework are similar to existing frameworks, none of the existing
frameworks provide a matrix which covers every intersection between the four IT life cycle
phases and the three levels of measures (i.e., society, user, and IT). For example, ELICIT
framework includes all the constructs defined in HITREF:18:19 structural quality and quality
of information logistics are covered in steps of the IT level; unintended consequences/
benefits, effects on quality process, and barrier and facilitators to adoption are covered in
the society level. Moreover, ELICIT framework incorporates elements from human factors
engineering, software engineering, and implementation science which are not included in
HITREF. In addition, we believe ELICIT framework is easier to follow because evaluation
steps are assigned to discrete IT life cycle phases.

To our knowledge, this is the first evaluation framework for EHR-integrated innovations that
focuses on appropriate evaluation processes throughout the full IT life cycle that specifically
includes the implementation phase, a much neglected aspect of information technology
projects.’2107 Many evaluation frameworks focus on the evaluation of only one part of the
IT life cycle such as human factors engineering.22:23 Even evaluation frameworks that focus
on full-cycle approaches do not integrate all the different steps, especially the last few steps
of clinical implementation.>26-29 Yet, effective implementation strategies are likely to be as
important for overall innovation success as design quality or clinical value. Thus, although
existing innovation evaluation frameworks have commonalities with ELICIT framework
such as a focus on accuracy, usability, safety and effectiveness,®26-29 the ELICIT framework
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adds to the existing research by explicitly focusing on clinical implementation strategies and
outcomes.

Researchers in the field of implementation science also speak to the need to engage
stakeholders, organize resources, and address user needs.’:31:32,53.65.66 However, they tend
to underemphasize the IT aspects, EHR workflow, communication channels, and user
mental models that are required for gathering functionality requirements, designing system
components, and designing effective implementation strategies.34 Thus, ELICIT framework
adds to existing implementation science research as it focuses on software engineering, user
requirements, human factors engineering and value assessment.

Subject to further empirical testing, ELICIT framework could be applied to evaluation
facilitation, coordination, and budgeting. First and foremost, we believe that ELICIT
framework can facilitate effective, holistic, scalable evaluations of EHR-integrated
innovations, thereby increasing their collective capacity to improve patient care, the provider
experience and healthcare value. Second, ELICIT framework can facilitate planning and
coordination for the evaluation of EHR-integrated innovations by identifying the evaluation
needs across the IT life cycle. Third, we believe ELICIT framework can help justify the
investment in evaluation efforts by explicitly mapping out the required evaluation steps

and by supporting successful dissemination. Therefore, we hope that this framework will
help innovative healthcare organizations and health IT companies to establish evaluation
programs, select and pursue research questions and methods, and report the results of their
development and evaluation efforts.

We believe that this framework could potentially be generalized to all health IT innovations
including EHRs, consumer-facing mobile apps, and artificial intelligence, and we encourage
others to adapt and test our framework in different settings. We are planning to continue
evaluating and validating this framework in the future. If the ELICIT framework is
successfully validated, it would suggest that our methodology for framework development
based on combining literature review, expert consensus, and practical experience might also
be generalizable.

A limitation of this study is that ELICIT framework was developed predominantly at one
institution and has not been tested by external investigators. However, this framework was
developed based on our experiences with a wide range of projects including operationally
and grant funded projects in a wide range of clinical domains and settings.41-48:50 We also
collaborated with investigators from many other organizations and are familiar with their
evaluation needs and approaches. As a second limitation, it is possible that some aspects

of our evaluation framework may be difficult to implement in settings with less access to
relevant experts. Finally, this is a work still in progress. As such, further enhancements may
arise based on the experience of ourselves and others.
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CONCLUSION

While EHR-integrated innovations show great promise, inadequate evaluations may result
in poor usability, adoption, safety, or impact. A 12-step multi-level multi-phase evaluation
framework for EHR-integrated innovations was iteratively developed to integrate insights
from relevant domains and to help bring impactful innovations to market in an efficient and
safe manner. This comprehensive and integrated framework covers the entire IT life cycle
across the society, user and IT-measures, whereas previous frameworks focused on specific
aspects only. We hope that this work will support evaluations undertaken by other digital
health innovation teams while fostering discussion and further refinement of the framework.
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Box 1. Definitions

Adaptation is “a process of thoughtful and deliberate alteration to the design or delivery
of an intervention, with the goal of improving its fit or effectiveness in a given context.”30

Contextis the circumstances that form the setting for the innovation and enable

it to be fully understood and assessed.3! Innovation context includes individual

factors (e.g., individuals’ knowledge, beliefs, values, goals), organizational factors (e.g.,
organizational culture, climate and priorities), external factors (e.g., vendors, government
regulations, competition, external funding, patient advocacy organizations, public
opinion), and technical factors (e.g., system constraints and capabilities, implementation
of interoperability standards in the organization).

Implementation is the rollout of innovations into clinical practice. Of note, this definition
is different than how the term is used in software engineering, where the term often also
encompasses the software coding process.

Information technology (IT) s a technology used to acquire, store, deliver and/or analyze
data.

End useris the intended individual who uses the software. For provider-facing
innovations, end users may include physicians, pharmacists, nurses, advanced care
providers, and medical assistants. For patient-facing innovations, end users are patients
and caregivers.

Evidence-based practice (EBP) is an evidence-based intervention, treatment, innovation,
recommendation or guideline.32

Formative evaluation is the evaluation of an evolving innovation to give direction for the
design, development, and implementation of innovation components.33

Implementation strategies are the actions taken to enhance the adoption, clinical rollout,
and/or sustainability of innovations.3*

Stakeholders are the individuals and groups affected by the innovation, including
software developers, evaluators, end users, and organizational leaders.

Summative evaluation is describing the properties and/or impacts of the innovation.33
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HIGHLIGHTS
. It is critical for EHR-integrated innovations to be systematically evaluated
. Effective evaluation of EHR-integrated innovations requires a shared

understanding and collaboration across disciplines throughout the full
information technology (IT) life cycle

. A novel Evaluation in Life Cycle of Information Technology (ELICIT)
framework focuses on all phases of the IT life cycle

. The ELICIT framework consists of 12 evaluation steps across the IT life cycle
phases including society-, user-, and IT-level measures
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ELICIT Framework Overview: IT Life Cycle Phases, Levels of Measures, and Evaluation
Steps
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Table 1.

Evaluation Framework Requirements

Requirement

Justification

1. Support the full IT
life cycle

It has been proposed that the full potential of any health information intervention can only be reached if its
development has been accompanied by appropriate and rigorous evaluation throughout the entire 1T life cycle,>®
defined, for the purposes of this paper, as including four phases: 1) planning (software ideation and prioritization), 2)
development (software design and development), 3) implementation (software introduction into clinical practice),and
4) operation (maintenance and dissemination to other healthcare systems).” An IT life cycle-aligned evaluation
framework would improve efficiency by enabling stakeholders grounded in different domains to coordinate ongoing
efforts by creating a common mental model.8-10 Moreover,a life cycle-aligned framework can enable the knowledge
gained at earlier phases to guide the decisions made in later phases, as well as to enable feedback loops that support
continuous learning.

2. Address measures
at society, user, and
IT levels

Both traditional health information interventions and EHR-integrated innovations operate on three intervention levels:
social (or organizational/environmental), user (or human), and IT (or technical), and all three levels need to be assessed
in evaluation studies.! Evaluation of these levels should be informed by several scientific domains including social
sciences, human factors engineering, and software engineering.

3. Address issues
specific to EHR
integration

EHR-integrated innovations operate uniquely in the context of the EHR, adding extra complexity to the already
complex health information systems. Three issues specific to the evaluation of EHR-integrated innovations make an
evaluation framework especially important. These issues include: 1) the technical integration between the EHR and
the innovation which is highly diverse across institutions; 2) the user interface integration between the EHR and the
innovation which is still in the early stages of addressing the overall user experience of the clinician; and 3) the EHR
workflow integration of the innovation with usual EHR workflows. EHR workflow is clinic and unit specific and there
continues to be no universally accepted methodology to quantify EHR workflows reliably.

EHR - electronic health record, IT — information technology.
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Table 2.

Planning Phase: Evaluation Steps, Exemplar Questions, and Exemplar Methods

Step 1. Business case assessment: Is the project worth pursuing for the organization?

Exemplar
Questions

Value proposition: Who are the stakeholders? What are the anticipated benefits such as improved patient care, provider
experience, stakeholder finances, and/or development of grant proposals or partnerships? Will it advance science? Does
the project address important care gaps and serve to bridge outer system policies and inner context operations?94

Risks and costs: What are the anticipated project costs? Are there risks to patients, providers, or the organization?
Social feasibility: How difficult is the problem? Will a change in clinical and EHR workflows be required? Do relevant
leaders support the project?

Alternatives: What are existing clinical workflows? Does the EHR already do this sufficiently well? Will the EHR
vendor tackle this problem soon? Are third-party solutions available?

Health equity: Will the innovation produce desired impact across gender and minority groups?

Stakeholder needs: Who are the other relevant stakeholders (e.g., healthcare system leaders, payers)? What needs do
they have (e.g., clinical, reporting, regulatory, or financial needs)?

Exemplar
Methods

Assessment of existing original papers and literature reviews to determine the magnitude of the problem and existing
solutions.

EHR chart audits and/or database queries to characterize the local prevalence and magnitude of the problem.

Systematic input from relevant stakeholders. Market research and evaluation of existing and emerging alternative
solutions.

Workflow analysis interviews with relevant stakeholders to identify all relevant stakeholders, their decisions, information
needs, communication patterns and pain points.

Observations of relevant workflows.

Step 2. User requirements gathering: What user needs must be fulfilled for the project to be

successful?

Exemplar
Questions

User needs: Who are the relevant end users (e.g., physicians, patients, medical assistants)? How many end-users will be
affected?

Decision and communication tasks: What are the tasks for which they require support? What decisions are made?
What information is required for each decision? What are the opportunities for improvement?

Link to implementation planning: What processes have to be linked to implementation strategies?

EHR workflow analysis: what are existing EHR workflows?

Link to effectiveness assessment: What metrics need to be measured to assess whether stakeholder needs have been
met?

Exemplar
Methods

Observations of the users and their EHR workflows.

Cognitive task analysis®-82 interviews to assess end user goal, tasks, and mental models, using Critical Incidence
Technique, Stimulated Recall, screen capture, and/or eye tracking.

Synthesis of the requirements to create a list of relevant measures, potential adverse events, and required data points for
innovation summative evaluation.

Building scenarios based on user stories.

Step 3. Technical requirements gathering: What technical needs must be fulfilled for the project to

be successful?

Exemplar
Questions

Technical feasibility: Will a change in EHR workflows be required? Is it feasible to technically implement an
innovation to adequately address this problem? Are the required data and APIs available? Can the innovation be scaled?
Can software performance requirements be reasonably met given the available software infrastructure?

Functional requirements: What are the functional requirements based on the user needs and use cases?

Software performance requirements: How fast and scalable does the software need to be? How many concurrent users
does the application need to support?

Information quality: What information does the system need to provide? How accurate and relevant should the
information provided by the software be?

Technical support: What service level agreements are needed? What categories of issues are expected? How quickly
issues will need to be resolved based on their category?

Installation and maintenance requirements: How much effort is acceptable for installation and maintenance?
Interoperability requirements: What are EHR integration requirements? How portable does the innovation need to be?
What interoperability standards need to be supported?

Regulatory requirements: What are the security, privacy, and other regulatory requirements?

Exemplar
Methods

Technical feasibility assessment including assessment of existing technical infrastructure, available data, APIs and
knowledge resources.

Systematic collection of input on software performance requirements from stakeholders including end-users and
organizational stakeholders.

Review of regulatory and security requirements.
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Table 3.

Development Phase: Evaluation Steps, Exemplar Questions, and Exemplar Methods

Step 4. Technical acceptability assessment: Does the software meet technical requirements?

Exemplar
Questions

Data readiness: Are the required data available, accurate, complete, high quality, and sufficiently granular?
Functional requirements: Is the test coverage complete?

Software performance: Will users accept system load and response times for the value provided? Can the software
support the required number of concurrent users?

Information quality: Is the software logic internally consistent, accurate and provide coverage for all anticipated
patient patterns?

Interoperability: What interoperability standards are used? Are required APIs supported?Are custom interfaces
needed? Can the software handle partially compliant implementations of the interoperability standards?
Regulatory compliance: Are legal requirements (e.g., HIPAA) met? Are the servers secure? Are sensitive data
encrypted and backed up? Is access to sensitive data controlled? Does PHI leave the system?

Exemplar Methods

Automated performance testing of load and response times.

Automated unit and integration testing.

Manual user testing by beta testers (e.g., application response time for typical and edge use cases).%®
Technical peer review of the innovation, particularly to safeguard security and privacy.

Security vulnerability testing using vulnerability scanning tools.

Documenting software development time, effort, and costs.

Documenting barriers to development.

Step 5. User acceptability assessment: What designs are optimal to meet stakeholder needs?

Exemplar
Questions

Cognitive load: Does using the innovation require less cognitive effort compared to the existing EHR workflow?
Usability: Does the innovation support identified cognitive tasks and make it easy to do the right thing (e.g., usability,
content quality, aesthetics)? What usability issues still need to be addressed? Is the innovation being used to meet
unanticipated needs (e.g., resident education)?

EHR display integration: Does the innovation display work well with the EHR user interface?

Exemplar Methods

Design sessions, stakeholder meetings, and usability evaluation studies to assess users’ experience, time to complete
tasks, and accuracy with low and high fidelity prototypes and scenarios built in Step 2 including using Think Aloud
method.%

Heuristic design evaluation using Nielsen usability principles by experts and end users, including comparing the
innovation user interface with the EHR user interface.8497

Step 6. Social acceptability assessment: Is it worth deploying the software?

Exemplar
Questions

Efficiency: Does the innovation require less keystrokes, mouse clicks, screen changes and time to complete a task while
maintaining the same accuracy compared to the existing EHR workflow?

Process efficacy: Does the innovation improve the completion of desired tasks compared to the existing EHR
workflow?

Social acceptability: Are other identified organizational needs addressed? For example, does the innovation adequately
support identified billing or regulatory requirements?

Exemplar Methods

Predictions of intention to use could be informed by and behavior change theories such as the UTAUT?S and SCT.”3
Formative evaluation in simulated settings comparing the innovation with usual care including using factorial
experimental designs and scenario-based simulations.5°

End user cognitive load assessment including using the NASA TLX.%

Task-based efficiency assessment including time, mouse clicks, keystrokes, and screen changes.>°

EHR - electronic health record, HIPAA — Health Insurance Portability and Accountability Act, NASA TLX - National Aeronautics and Space
Administration Task Load Index, PHI — protected health information.
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Table 4.

Implementation Phase: Evaluation Steps, Exemplar Questions, and Exemplar Methods

Step 7. Social implementation assessment: What factors (e.g., barriers and facilitators) and outcomes
do we need to consider or leverage to achieve a successful implementation?

Exemplar
Questions

Readiness for wide clinical use: Do providers have major concerns with the innovation software performance,
algorithm and data accuracy, usability, or workflow integration?

Innovation reach: How many providers and patients could be reached by the innovation?

Innovation adoption: Which clinical sites adopted the innovation?

Usage patterns: How many patients and providers are reached by the intervention? For what percentage of eligible
patients is the innovation used?

Innovation implementation fidelity: Is the underlying healthcare practice implemented with fidelity (i.e., as
conceived and planned)?

Adaptations over time: What adaptations to innovation components were required during the implementation phase,
what motivated the adaptations, and how were they valued by different stakeholders?%°

Implementation strategies effectiveness: Did the implementation strategies work? What were determinants
(predictors) and mechanisms (mediators and moderators) of success?Which implementation strategies worked the
best?

Implementation cost: How much does it cost to implement and maintain this innovation?100

Long-term adoption, reach and implementation fidelity: Who is using the innovation, how often, and for what
population? For what percentage of relevant encounters is the innovation being used? Is the underlying healthcare
practice implemented with fidelity (i.e., as conceived and planned)?

Innovation normalization: Is the organization committed to the innovation? Is the innovation education included in
new staff training?

Dissemination package: What dissemination resources (e.g., evaluation metrics, effective implementation strategies)
should be included in the dissemination package?

Exemplar Methods

Systematic input from key stakeholders in planning the implementation.

Data queries to assess the current state (e.g., affected patients, targeted providers, and patterns of current health
services use).

Data queries to identify providers to target for interviews.

Interviews and/or surveys with users and other stakeholders to identify barriers and facilitators to innovation
implementation, considering implementation determinants described in EPIS”32 and CFIR,3! guidance on documenting
adaptation using FRAME.30

Systematic collection of feedback from pilot users through innovation advisory groups. Adoption and implementation
monitoring through EHR and innovation data analysis including log analysis.10

Assessment of impact of innovation adaptations on reach and implementation fidelity. Assessment of impact of
implementation strategies on reach and implementation fidelity.

EHR and innovation data analysis including log analysis'®! to compare usage to when the innovation could or ‘should’
have been used.

Continuing monitoring for innovation malfunctions, 102

Step 8. Initial user satisfaction assessment: Do users find the innovation enjoyable?

Exemplar
Questions

Usability, user acceptance and satisfaction: Do users find the innovation software acceptable, usable, and enjoyable
(perceived enjoyment)? Does the innovation software contribute to app fatigue?

Perceived effectiveness: Do providers feel that they are providing better care? Do providers feel more confident that
they could provide needed care?

EHR workflow analysis: Did EHR workflows become less fragmented?

Exemplar Methods

Assessment of usability and perceived effectiveness through semi-structured interviews.
Analysis of EHR and software logs to determine changes in EHR workflows.

Step 9. Technical implementation assessment: Does the software meet technical requirements in the

real-world setting?

Exemplar
Questions

Integration, installation, and maintenance: Who will be responsible for software integration? What effort is required
to install and maintain the innovation? What configurations are required on the customer system? Can the software

be configured for the customer system? Does the software offer a mechanism to customize and update configurations
including value sets, mappings, and orderables?

Technical support: Is the technical support infrastructure sufficient to support the service level agreement?

Real-word technical performance: Were there any significant innovation downtimes? Is software performance
stable?

Adaptations over time: What further technical adaptations were required during the implementation phase? How do
changes in EHR versions affect the software?

Exemplar Methods

Continuous quality assurance
Performance, scalability, and uptime analysis
Continuous operational monitoring
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CFIR - Consolidated Framework for Implementation Research, EHR — electronic health record, EPIS - Exploration, Preparation, Implementation
and Sustainment, FRAME — Framework for Reporting Adaptations and Modifications to Evidence-based interventions, SCT — Social Cognitive
Theory, SUS - system usability scale, UTAUT - Unified Theory of Acceptance and Use of Technology.
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Table 5.

Operation Phase: Evaluation Steps, Exemplar Questions, and Exemplar Methods

Step 10. Technical portability assessment: Can the software be deployed across health systems and

EHR platforms?

Exemplar Questions

Interoperability: What interoperability standards are used? Are the required interfaces supported across EHR
platforms? Are custom interfaces needed?
Integration requirements: What is required to integrate the innovation at new health systems and EHR platforms?

Exemplar Methods

Assessment of interoperability including portability to multiple EHR vendors.*8
Evaluation of resources and time required for external implementations.

Step 11. Long-term user satisfaction assessment: Do users still find the system enjoyable?

Exemplar Questions

Usability, user acceptance and satisfaction: Do users find the innovation software acceptable, usable, and enjoyable
(perceived enjoyment)? Does the innovation software contribute to app fatigue?

Perceived effectiveness: Do providers feel that they are providing better care? Do providers feel more confident that
they could provide needed care?

Exemplar Methods

Assessment of user satisfaction using SUS questionnaire8s and Net Promoter Score.
Assessment of usability and perceived effectiveness through semi-structured interviews.

Step 12. Social outcomes assessment: Did the innovation have the desired impact on process, clinical,
and financial outcomes?

Exemplar Questions

Process outcomes: Did the innovation improve the completion of desired tasks under real-world conditions?
Unintended process consequences: Did the innovation produced unexpected results?

Health outcomes: Did the innovation improve targeted health outcomes in clinical setting? Did the innovation impact
patient safety? Did the innovation improve access to care?

Unintended health consequences: Did the innovation produced unexpected results?

Health equity: Did the innovation produce desired impact across gender and minority groups?

Economic outcomes: What did it cost to design, develop, implement, and maintain the innovation? What is the cost
of each unit of outcome improvement (e.qg., saved life-years)? Did the innovation reduce healthcare cost? What was the
return on investment?

Dissemination value: How much value can the innovation bring to another organization? How much effort would it
take to enable innovation dissemination to other clinical sites?

Exemplar Methods

Systematic collection of feedback from clinical champions and other end users regarding their experience and
perceived changes to clinical practice including using semi-structured interviews and surveys.

Assessment of process and effectiveness outcomes using clinical trial designs such as before-after, interrupted time
series, or cluster-randomized.

EHR and innovation data analysis including log analysis®* to obtain process outcome data.

Systematic collection of feedback from end users about safety concerns related to the innovation and perceived impact
on outcomes.

Unintended consequences could be identified through interviews.

Assessment of innovation costs through stakeholder interviews and/or the logging of relevant costs including personnel
time.

Cost-effectiveness analysis using financial data from public databases (e.g., CMS Physician Fee Schedule®) or from
institutional databases. %4

Synthesis of evidence from evaluation steps 1-12 to create the dissemination value estimate.

CMS - Centers for Medicare & Medicaid Services, EHR — electronic health record.
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