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2 Palo Alto Research Center (PARC), 3333 Coyote Hill Road,
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Abstract. We present the Ad-hoc On-demand Secure Routing (AOSR)
protocol, which uses pairwise shared keys between pairs of mobile nodes
and hash values keyed with them to verify the validity of the path dis-
covered. The verification processes of route requests and route replies are
independently executed while symmetrically implemented at the source
and destination nodes, which makes AOSR easy to implement and com-
putationally efficient, compared with prior approaches based on digital
signing mechanisms. By binding the MAC address (physical address)
with the ID of every node, we propose a reliable neighbor-node authen-
tication scheme to defend against complex attacks, such as wormhole
attacks. An interesting property of AOSR is the ”zero” communica-
tion overhead caused by the key establishment process, which is due
to the exploitation of a Self-Certified Key (SCK) cryptosystem. Analysis
and simulation results show that AOSR effectively detects or thwarts a
wide range of attacks to ad hoc routing, and is able to maintain high
packet-delivery ratios, even when a considerable percentage nodes are
compromised.

1 Introduction

Ad hoc networks can be rapidly deployed in critical scenarios such as battle
fields and rescue missions because a prior infrastructure is not needed. However,
to be truly effective, communication over such networks should be secure.

The attacks to an ad hoc network can be classified into external attacks and
internal attacks based on the information acquired by the attackers. External
attacks are launched by malicious users who do not have the cryptographic
credentials (e.g., the keys used by cryptographic primitives) that are necessary
to participate in the routing process. On the other hand, internal attacks are
originated by attackers who have compromised legitimate nodes, and therefore
� This work was supported in part by the National Science Foundation under Grant
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can have access to the cryptographic keys owned by those nodes. As a result,
internal attacks are far more difficult to detect and not as defensible as external
attacks. For a good description of potential attacks to ad hoc routing, please
refer to [6, 3].

While security problems can be tackled at different layers of the network
architecture, we focus on the routing process at the network layer in this paper.
The main contribution of this paper is to present a secure on-demand routing
protocol for ad hoc network, which is lightweight for the process of path dis-
covery, and powerful enough to thwart a wide range of attacks to the ad hoc
routing.

This paper is organized as follows. Section 2 reviews the Self-Certified Key
(SCK) cryptosystem, which facilitates the establishment of shared keys between
any two nodes in the network. Section 3 presents the ad hoc on-demand secure
routing (AOSR) protocol we developed to enhance the security of ad hoc routing.
A security analysis is presented in Sect. 4, and Sect. 5 provides the simulation
evaluation of AOSR. Lastly, we conclude our work in Sect. 6.

2 Key Distribution

There are three cryptographic techniques that can be used to secure the ad hoc
routing: hash functions, symmetric cryptosystems and asymmetric (or public
key) cryptosystems. An asymmetric cryptosystem is more efficient in key uti-
lization in that the public key of a node can be used by all the other nodes.
However, an asymmetric cryptosystem is computationally expensive and the
binding between a public key and its owner also need to be authenticated. On the
other hand, a symmetric cryptosystem is computationally cheap, but a shared
key must exist between any pair of nodes. Hash functions can be implemented
quickly, and usually work together with symmetric or asymmetric algorithms to
create more useful credentials such as a digital certificate or keyed hash value.

In AOSR, we use an asymmetric cryptosystem only to establish the pairwise
shared keys between each pair of nodes, and we use hash values keyed with
these shared keys to verify the routing messages exchanged amongst nodes, and
as such achieve computational efficiency. Our approach is different from other
protocols in that, the public key system we choose has the unique property
that a centralized authority is required only at the initial network formation.
After that, any pair of nodes can derive, and also update the correct shared
keys between them in a non-interactive manner without the aid of an on-line
centralized authority. Hence, there is ”zero” communication overhead caused
by key distribution and progression. In the following, we summarize the Self-
Certified Key (SCK) cryptosystem [5], which is used for key establishment in
AOSR.

1 In our discussion, k-MAC refers to keyed-message authentication code (a keyed
hash value), while MAC refers to media access control unless specified otherwise.
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Initialization. A centralized authority (CA) Z is assumed to exist before the
network formation. Z chooses large primes p, q with q|(p − 1) (i.e., q is a prime
factor of (p − 1)), a random number kA ∈ Z∗

q , where Z∗
q is a multiplicative

subgroup with order q and generator α; then Z generates its public/private
key pair (xZ , yZ). We assume that the public key yZ is known to every node
in the network hereafter. To issue the private key for node A with identifier
IDA, Z computes the signature parameter rA = αkA (mod p) and sA = xZ ·
h(IDA, rA) + kA (mod q), where h(·) is a collision-free one-way hash function
and (mod p) means modulo p. Node A publishes the parameter rA (also called
guarantee) together with its identifier IDA, and keeps xA = sA as its private
key. The public key of A can be computed by any node that has yZ , IDA and
rA according to

yA = y
h(IDA,rA)
Z · rA (mod p) (1)

We denote this initial key pair as (xA,0, yA,0)

User-controlled key pair progression. Node A can update its public/private
key pair either synchronously or asynchronously. In the synchronous setting,
where A uses the key pair (xA,t, yA,t) in time interval [t · ∆T, (t + 1) · ∆T ),
node A can choose n random pairs {kA,t ∈ Z∗

q , rA,t = αkA,t (mod p)}, where
1 ≤ t ≤ n, and publishes guarantees rA,t. Then the private keys of node A can
progress as the following

xA,t = xA,0 · h(IDA, rA,t) + kA,t (mod q) (2)

The corresponding public keys are computed according to

yA,t = y
h(IDA,rA,t)
A,0 · rA,t (mod p) (3)

In the asynchronous setting, Node A can simply inform other nodes that it has
updated to guarantee rA,t, such that A’s new public key yA,t can be computed
based on (3)

Non-interactive pairwise key agreement and progression. Pairwise shared
keys between any two nodes A and B can be computed and updated syn-
chronously or asynchronously. This can be achieved as follows:

Node A:
xA,t = xA,0 · h(IDA, rA,t) + kA,t

yB,t = y
h(IDB ,rB,t)
B,0 · rB,t (mod p)

KA,t = y
xA,t

B,t (mod p)
Kt = h(KA,t)

Node B:
xB,t = xB,0 · h(IDB, rB,t) + kB,t

yA,t = y
h(IDA,rA,t)
A,0 · rA,t (mod p)

KB,t = y
xB,t

A,t (mod p)
Kt = h(KB,t)

The pairwise shared keys obtained by Node A and Node B are equal because

h(KA,t) = h
(
y

xA,t

B,t (mod p)
)

= h (αxA,txB,t (mod p))

= h
(
y

xB,t

A,t (mod p)
)

= h(KB,t)
(4)
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The SCK system has two features that make them convenient and efficient to
establish a pairwise shared key between any pair of nodes.

Firstly, given N nodes in the network, assume that their IDs are globally
known, in order to distribute their public keys, N guarantees are distributed,
instead of N traditional certificates. The advantage is that, unlike a certificate
based approach, these N guarantees can be published and need not to be certified
(signed) by any centralized authority. This means that we can derive the public
key of any node, and update the public/private key pair between any two nodes
without the aid of an on-line CA (access to CA is only required at the initial
network formation, as described above).

Secondly, given that N guarantees are already distributed to all nodes in the
network, and the public key of the CA is known to everyone, then any two nodes
can establish a pairwise shared key, also the updated keys thereafter, in a non-
interactive manner. This means that no further negotiation message is needed
for key agreement and progression, such that zero communication overhead for
key negotiation is achieved. This is especially valuable to resource-constrained
scenario such as MANETs.

3 Operations of AOSR

3.1 Assumptions

We assume that each pair of nodes ( Node Ni and node Nj ) in the network
shares a pairwise secret key Ki,j, which can be computed by the key distribution
scheme described in Sect. 2.

We also assume that the MAC (media access control) address of a node can-
not be changed once it joins the network. Even though some vendors of modern
wireless cards do allow a user to change the card’s MAC address, we will see
that this simple assumption can be very helpful in detecting some complicated
attacks such as wormhole. Moreover, every node must obtain a certificate signed
by the CA, which binds its MAC and ID (can be the IP address of this node),
before this node joins the network. A node presents this to nodes that the node
meets for the first time, and a node can communicate with its neighbor nodes
only if its certificate has been verified successfully. The approach used to main-
tain neighbor-node information is presented Sec. 3.2. The notations used in this
paper are summarized in Table 1.

3.2 Neighbor-Node List Maintenance

It is easy to maintain a neighbor-node list by performing a neighbor discovery
protocol similar to that used in AODV [4], where periodical beacons are broad-
cast by a node to signal its existence to its neighbor nodes. However, there is
no assurance in the fidelity of the information acquired based on such a naive
scheme, largely because of the potential node identification spoofing. To authen-
ticate the existence of a neighbor node, we require that the periodically broadcast
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Table 1. Notations used in this paper

Name Meaning

S, D, Ni the IDs of nodes, by default, S = source and D = Destination

RREQ the type identifier for a route request RREQ

RREP the type identifier for a route reply RREP

RERR the type identifier for a route error report RERR

QNum the route request ID, a randomly generated number

RNum the route reply ID, and RNum = QNum + 1 for the same round of
route discovery

HC the value of hop-count, more specifically, HCi→j represents the hop-
count from node Ni to Nj

QMAC the k-MAC (keyed message authentication code) used in RREQ

RMAC the k-MAC used in RREP

EMAC the k-MAC used in RERR

Ki,j the pairwise key shared between nodes Ni and Nj , thus Ki,j = Kj,i

{NodeList} Records the accumulated intermediate nodes traversed by messages
(RREQ, RREP or RERR), and represents a path from source S to
destination D. For clarity, they are numbered increasingly from S to
D, e.g., {S, N1, N2, N3, ...NHC}

rTi→j the route from node Ni to node Nj

beacon message also carry a CA signed certificate, which bind the ID and MAC
address of the sending node.

When a node receives a beacon from a node for the first time, the MAC ad-
dress contained in the certificate is compared against the source MAC address in
the header of the packet frame. This can be done because the MAC address field
of a physical frame is always in clear text. If these two MAC addresses match,
then the certificate is further verified given the public key of the CA. The ID and
MAC address pair then are added into the local neighbor-node list if the above
two verifications are successful. Because nodes can move, an active bit should be
used to indicate whether a node is still within the radio range. The active bit is
turned off if no beacon received from the peer node after a predefined timeout. A
verified < MAC, ID > pair can be kept on a neighbor list to save unnecessary
repetitive computation on certificate verification. The authenticity of a node’s ID
can be ensured because the node’s MAC address cannot be changed once the node
joins the network, based on the assumption we made.

Every time a node receives a packet from a neighbor node, it first checks if
this node is already on its neighbor-node list and also active. If so, it further
checks if the source MAC address of this packet matches the MAC address
paired with the node’s ID stored by the local neighbor list. Only those packets
passing these two checks are delivered to upper layers for further processing.
For the purpose of brevity, in the following discussion, we assume that all the
nodes participating in routing process have passed the identification verification
at the MAC layer, and all packets are passed to upper layers only if they are
authenticated successfully.
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Fig. 1. Route discovery between source S and destination D

3.3 Route Discovery

An illustration of the message flow of the route discovery is shown in Fig. 1,
which consists of route request initialization, route request forwarding, route re-
quest checking at the destination D, and the symmetric route reply initialization,
route reply forwarding and route reply checking at the source S. The details are
presented as follows.

Route Request Initialization. Node S (source) generates a route request
RREQ and broadcasts it when S wants to communicate with node D (destina-
tion) and has no route for D.

RREQ = {RREQ, S, D, QNum, HC, {NodeList}, QMACs,d} (5)

where HC = 0 and {NodeList} = {Null}, because no intermediate node has
been traversed by RREQ at the source S.

QMACs,d = Hash(CORE, HC, {NodeList}, Ks,d) is the k-MAC which will
be further processed by intermediate nodes, and used by the destination D to ver-
ify the integrity of RREQ and the validity of the path reported in {NodeList};
CORE = Hash(RREQ, S, D, QNum, Ks,d) serves as a credential of S to assure
D that a RREQ is really originated from S and its immutable fields are integral
during the propagation.

Route Request Forwarding. A RREQ received by an intermediate node Ni

will be processed and further broadcast only if it has never been received (the
IDs of nodes S, D and randomly generated QNum uniquely identify the current
round of route discovery). More specifically, Ni increases HC by one, appends
the ID of the upstream node Ni−1 into {NodeList}, and updates QMAC as

QMACi,d = Hash(QMACi−1,d, HC, {NodeList}, Ki,d) (6)

Checking RREQ At the Destination D. Figure 2 shows the procedure
conducted by the destination D in order to authenticate the validity of the path
reported by RREQ.
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Fig. 2. Checking RREQ at destination D

Basically, D repeats the computation done by all the intermediate nodes tra-
versed by RREQ from the source S to itself, which are recorded in {NodeList},
using the shared keys owned by D itself. Obviously, the number of hash opera-
tions need to perform by D equals to the HC as reported by RREQ.

If the above verification is successful, D can be assured that this RREQ
was really originated from S, and every node listed in {NodeList} actually
participated in the forwarding of RREQ. It is also easy for D to learn the hops
traversed by RREQ (i.e., HCs→d).

Note that the route reply initialization, reverse forwarding of route reply and
checking RREP at the source S are basically symmetric to that of RREQ, and
as such are omitted due to the space limitation.

3.4 Route Maintenance

A route error message (RERR) is generated and unicast back to the source S if
an intermediate node Ni finds the downstream link is broken. Before accepting
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Fig. 3. Ni generates RERR when the downstream link fails

a RERR, we must make sure that (a)the node generating RERR is really in
the path to the destination; (b)the node reporting link failure should actually
be there when it was reporting the link failure.

The process of sending back a RERR from node Ni is similar to that of
originating a route reply from Ni to the source S. Therefore, we only describe
the main differences, and provide more details in Fig. 3.

A RERR has a format similar to that of a RREP , except the type identifier
and the computation of CORE, which is calculated as

CORE = Hash(...Hash(RERR, Ni, S, RNum, Ki,s)) (7)

where i hash computations are performed and i equals the number of hops from
node Ni to the destination D.

Intermediate nodes in the path back to the source only process and back-
forward a RERR received from the downstream nodes towards destination D
according to their forwarding table, which ensures that node Ni is actually in
the path to D when it is reporting the failure.

When the source S receives a RERR, it performs a verification procedure
similar to that of RREP . The only difference is the computation of CORE,
which is conducted as the following

CORE = Hash(...Hash(RERR, Ni, S, RNum, Ks,i)) (8)

where (HCs→d − HCreported by RERR) hash computations are performed.

4 Security Analysis

The network topology and notation used in the analysis are presented in Fig. 4.
In the following, we consider RREP only because the processing of RREQ and
the processing of RREP are symmetric.

In AOSR, a route reply RREP consists of immutable fields such as RREP ,
RNum, D, S; and mutable fields such as RMAC, HC and {NodeList}. As for
immutable parts, they are secured by the one-way hash value CORE, which has
RREP , D, S, RNum and Kd,s as the input. Any node cannot impersonate the
initiator D to fabricate RREP due to the lack of key Kd,s known only to S and
D; and any modification on these fields can also be detected by the source S
because the k-MAC carried in the RREP will not match that S can compute.
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Fig. 4. Example network topology for security analysis

Unlike those immutable fields, {HC, {NodeList}, RMAC} will be modified
by intermediate nodes when a RREP propagates back to S. In AOSR, the
authenticity of HC, {NodeList} and RMAC is guaranteed by integrating HC
and {NodeList} into the computation of RMAC, in a way that no node can
be added into {NodeList} by the upstream neighbor, unless it actually back-
forwards a RREP ; and no node can be maliciously removed from {NodeList}
either. For instance, let us assume that the attacker A1 attempts to remove node
R from {NodeList} and decrease HC by one. When receiving this RREP , S
will recompute RMAC according to the nodes listed in {NodeList}. Because
the computation conducted by R, RMACr,s more accurately, has been omitted,
S can not have a match with the received RMAC. The reason is that the hash
operation is based on one-way functions, and hence A1 has no way to reverse
the hash value RMACr,s computed by node R. Another possible attack is for
attacker A2 to insert a non-existent node I into {NodeList} and increase HC
by one. To achieve this, A2 needs to perform one more hash computation which
requires Ki,s as the input, which is impossible simply because Ki,s is known
only to S and I. For the same reason, A2 cannot impersonate another node
(Spoofing) and show in {NodeList} either.

An attacker can also just get and back-forward a RREP without doing any
processing on RREP , hoping that the hops learn by the source is one hop
less than the actual length. In AOSR, the ID of a downstream neighbor can
only be added into {NodeList} by its upstream neighbor. Therefore, to get and
back-forward a RREP is equivalent to insert another node (the one does get-
and-forward) into {NodeList}, which will fail as we described before.

Because of the randomly generated RNum, AOSR is free of the Wrap-around
problem, which can happen to other approaches using monotonically increased
sequence numbers. It is also difficult for an adversary to predict the next RNum
to be used, which protects AOSR against simple replay, or other attacks to the
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Fig. 5. Illustration of wormhole attack

sequence number, in which for example a sequence number can be maliciously
raised to the maximum value and has to be reset.

Wormhole is a special attack that is notoriously difficult to detect and defend
against. Wormhole usually consists of two or more nodes working collusively,
picking up packets at one point of the network, tunnelling them through a special
channel, then releasing them at another point far away. The goal is to mislead
the nodes near the releasing point to believe that these packets are transmitted
by a neighbor close by. A demonstrative scenario of wormhole is shown in Fig.
5. Wormhole is a big threat to ad hoc routing, largely because wrong topology
information will be learnt by the nodes near the releasing point. As a result, data
packets are more likely to be diverted into the tunnel, in which attackers can
execute varied malicious operations, such as dropping data packets (black-hole
attack), modifying packet contents or performing traffic analysis, and others.

Wormhole can be classified into two categories: at least one of the end nodes
is outside attacker, or both end nodes are inside attackers. For outside attackers,
they need to make themselves invisible to other nodes due to the lack of valid
keys to participate in the routing process. Therefore, what they actually perform
is sending packets from one end of the tunnel to the other end without any
modification. On the other hand, inside attackers can ”legally” participate in
the routing process, and therefore are able to manipulate the tunnelled packets
with much more possibilities.

The chained k-MAC values computed by all intermediate nodes during the
route discovery, together with the authenticated neighbor information provided
by the neighbor maintenance scheme, enable AOSR to detect wormhole and
varied attacks derived from it. As an example, let us assume that node W1 and
W2 in Fig. 4 are two adversaries who have formed a tunnel Tulw1↔w2 . First,
they can refuse to forward RREP , but this is not attractive because this will
exclude them from the communication. Second, they can attempt to modify HC
or {NodeList}, but this will be detected when the source S checks the RMAC
carried by RREP . They can also insert some non-existent nodes, like V1, V2,
into {NodeList}, but this attempt will fail due to the lack of shared keys Kv1,s

and Kv2,s.
When two colluding nodes try to tunnel packets through a hidden channel, if

only one of them is outside attacker, then any packet relayed by this ”outsider”
will be detected and dropped because the MAC address of the outside node does
not match any ID maintained by the neighbor list of the receiving node near the
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releasing point (or does not exist at all). This can be done because a node’s
MAC address cannot be changed, any binding of a MAC address and an ID on
the neighbor list has been authenticated, and the MAC address of a packet is
always in clear text. For an instance, assume again that the node W1 and W2 in
Fig. 4 are two outside attackers and form a tunnel Tulw1↔w2 , and w1 or w2 is
tunnelling a packet from node 2 to node D. This packet will not be accepted as
a valid one by D because the MAC address shown in packet (the MAC address
of W2) does not match the MAC address of node 2 stored by node D’s neighbor
list, or node 2 is not on the list at all. This is also true when only one of the two
end nodes is outside attacker.

The only kind variation of wormhole attacks, for which our protocol cannot
detect, happens when both colluding nodes are inside attackers to the network,
in which case they own all necessary valid cryptographic keys. To date, there
is still no effective way to detect this kind of wormhole attacks. There exist
other proposals for detecting and defending against wormhole [2], in which time
synchronization is needed for the proposed packet leashes to work. Compared
with packet leash and other proposals, our < MAC, ID > binding scheme is
simple to implement and provides almost the same defensive results.

5 Performance Evaluation

In order to evaluate the validity and efficiency of AOSR, we made an extension
to the network simulator NS2 [1] and carried out a set of simulations. The
simulation field is 1000 meters long and 250 meters wide, in which 30 nodes move
around according to the random way-point model, and the velocity for each of
them is uniformly distributed between 0 and 15m/sec. The traffic pattern being
used is 15 random sessions (the source and destination are randomly chosen for
each session), and each of them is a constant bit rate (CBR) flow at a rate of two
packets per second, and 512 bytes per packet in size. The hash function (used for
the computation of k-MAC) and digital signing function (used by the neighbor
maintenance scheme) in our simulation are MD5 (128 bits) and RSA (1024 bits)
from the RSAREF library. In this way, we take into account the cost and delay
incurred by the cryptographic operations executed by AOSR, in addition to the
normal routing overhead.

The metrics we use to measure the performance of AOSR are the following:
packet delivery ratio is the total number of CBR packets received, over the total
number of CBR packets originated, over all the mobile nodes in the network; end-
to-end packet delay is the average elapsed time between a CBR packet is passed
to the routing layer and that packet is received at the destination node; route
discovery delay is the average time it takes for the source node to find a route to
the destination node; normalized routing overhead is the total routing messages
transmitted or forwarded over the total number of CBR packets received, over
all the mobile nodes; average route length is the average length (hops) of the
paths discovered, over all the mobile nodes in the network.
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Fig. 6. Performance without attackers

Firstly, to test the overhead caused by cryptographic operations, we simulate
and compare the performance difference between AOSR and AODV when there
is no malicious users in the network. The results are shown in Fig. 6 as functions
of pause time. For all points presented in Fig. 6, each of them represents the
average over 16 random movement patterns at each pause time, and the same
patterns are used by both AOSR and AODV. The simulation time is 300 seconds
long, which means that nodes are stationary when the pause time is set to 300
seconds.

As shown in Figs. 6 (a) (b) and (c), the packet delivery ratio and packet
delivery delay of AOSR are very close to that of AODV, and the average time
for AOSR to find a route is just milliseconds longer than that of AODV. This
indicates that AOSR is almost as efficient as AODV in route discovery and
data delivery, and the computation of chained k-MAC and the maintaining of
neighbor list in AOSR do not incur significant routing delay.

AOSR also does not cause higher routing overhead than AODV, as shown
in Fig. 6(d), if no attack happens to the network. The reason is that, in this
case, only normal signaling messages, such as route request, reply and error
report messages, are exchanged amongst nodes. The average route length found
by AOSR is a little shorter than that of AODV, as shown in Fig. 6(d). This
is because AOSR requires all route requests to reach destination nodes, while
AODV allows intermediate nodes to reply to a RREQ if they have a valid path
cached for the specified destination, which may not be the shortest one at that
moment. This also explains why the packet delivery delay of AOSR is smaller
than that of AODV, as shown in Fig. 6(b).
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Fig. 7. Performance with 30% and 60% nodes compromised

Figure 7 shows the simulation results when 30% and 60% of the nodes in the
network are compromised, and fabricate fake route replies to any route query
by claiming that they are ”zero” hop away from the specified destination node,
in hope that the querying source node will send its succeeding data packets to
them. After that, a compromised node will simply drop all the data packets
received (black-hole attack).

The packet delivery ratio of AODV decreases drastically, as shown in Fig.
7(a), because most of the packets are sent to, so dropped by the compromised
nodes. The average time to find a route and the average route length of AODV
are much less than when there is no malicious node exists, as shown in Figs. 7 (c)
and (e). The reason is obvious because a compromised node is very likely to see
and therefore reply to the route request for a specified destination earlier than
the destination itself or other nodes having valid routes. This also means that
most of the successful packet deliveries happen only between neighbor nodes
(i.e., only one-hop away).

On the other hand, AOSR is still be able to achieve over 65% packet delivery
ratios for all pause time configurations even when 60% of the nodes are com-
promised, as shown in Fig. 7(a). Of course, this is achieved at the cost of more
routing time to find a route, longer end-2-end packet delay and higher routing
overhead, as shown in Figs. 7(b) (c) and (d), respectively. Lastly, because AOSR
can not be misled by intermediate compromised nodes, and can find a route to
the destination if there exists one, the average length of routes found by AOSR
is longer than that found by AODV, as shown in Fig. 7(e).
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6 Conclusion

In AOSR, the authentication processes of route requests and route replies are
independent and symmetric, which is easy to implement and also allows both
source and destination to verify a route reported. By using self-certified key
(SCK), our protocol achieves zero communication overhead caused by key dis-
tribution, and needs the aid of a centralized administration (such as a certificate
authority) only at the initial network formation. Pairwise shared keys between
pairs of mobile nodes and hash values keyed with them are employed to authenti-
cate routing messages and the validity of the paths discovered, which makes our
protocol computationally efficient compared with prior proposals based on dig-
ital signing mechanisms. Lastly, by maintaining a neighbor-node list, on which
the < MAC, ID > pair of every neighbor is authenticated and updated in a
timely manner, our protocol is also able to detect some complicated attacks,
such as wormhole and its variations.
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