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Abstract:  17 

Numerous rockfall incidents involving infrastructure damage and loss of life have been reported along 18 

roads in mountainous terrain. Previous studies have used quantitative risk assessment approaches to 19 

identify the level of rockfall risk. However, appropriate quantitative indicators that are able to describe 20 

time-varying risk have not yet been developed. This study aims to develop a rockfall risk mitigation 21 

method based on reliability concepts, to classify rockfall data, to model the probability of rockfall 22 

occurrence, and to estimate the magnitude of risk reduction through mitigation measures. A synthetic 23 

measure of rockfall risk is proposed, which allows to compare directly and quantitatively the rockfall 24 

risk for different cut slopes under unmitigated and mitigated conditions. The proposed methodology 25 

can estimate the risk reduction obtained by using mitigation measures, such as introducing protections 26 

barriers, their periodic maintenance, and horizontal coverage ratio. This methodology was applied to 27 

20 years of rockfall data collected by the Korea Expressway Corporation from 1215 artificial cut slopes 28 

along the highway network in South Korea. The rockfall frequency was analyzed based on the inventory 29 

data, and a rockfall hazard mitigation strategy was demonstrated by using the suggested methodology 30 

for the case study. It was shown that appropriate mitigation strategies, based on number of protection 31 

barriers, interval of periodic maintenance, and horizontal coverage ratio, can be devised to reduce the 32 

risk of different artificial slopes below a target failure probability. The approach shown in this study 33 

can provide insights into ways of improving overall risk management to prevent losses by rockfall. 34 

 35 

Keywords: Rockfall hazard, Rockfall mitigation, Risk management, Time-varying risk, Reliability, 36 

Common cause failure  37 
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1 Introduction 38 

Vast databases on natural hazards and their effects on infrastructure systems have been built in 39 

various regions with extensive observation networks as part of the current efforts to manage the risks 40 

posed by natural disasters (UNISDR 2004). However, additional research is needed to understand how 41 

the collected inventory data can be systematically managed, efficiently processed, and used in practical 42 

applications for managing risk from natural hazards and reducing losses and damages (Cutter and 43 

Emrich 2005; Soeters and Van Westen 1996). For rockfall hazard, it is often difficult to obtain data 44 

from sources other than cases of accidents that directly cause harm to people (Budetta 2004; Chau et al. 45 

2003; Dussauge et al. 2003), and it is also challenging to find examples of classification and recording 46 

systems. Nonetheless, various rockfall incidents causing infrastructure damage and loss of life have 47 

occurred, e.g., along roads in mountainous terrain, in quarries, and in residential villages located near 48 

cliffs (Badger and Lowell 1992; Flügel et al. 2015; Guzzetti 2000; Yarahmadi et al. 2014). 49 

Transportation corridors (such as roads and railways) that are built on mountainous terrain are 50 

vulnerable to rockfall due to the lack of adequate countermeasures along cut slopes due to the lack of 51 

adequate countermeasures along cut slopes (Hungr et al. 1999). For example, 1215 artificial cut slopes 52 

in the Korean highway network have been listed and managed by the Korean Expressway Corporation 53 

(KEC), which is the public company operating and managing most of highways constructed in South 54 

Korea, and more than 1030 rockfall events have been recorded between 1998 (initial year of data 55 

collection) and 2017 (KEC 2018). 56 

Although rockfall is caused by multiple factors and its mechanism are not fully understood, rockfall 57 

is known to be triggered by rainfall, snow, freezing and thawing, wind storms, spring runoff, 58 

earthquakes, roots of plants enlarging joints, and/or human activities (Guzzetti et al. 2003). Rockfall 59 

can be initiated by detachment of rock fragments from bedrock slopes due to slope movement and 60 

weathering, which results in fracturing of vulnerable parts of rock joints (Crosta & Agliardi, 2004; 61 

Duncan 1996; Evans & Hungr, 1993). However, the cause and timing of fracturing can rarely be 62 

identified, and a time lag may occur between an extreme weather event, such as intense rainfall, and a 63 

subsequent rockfall event (Hong et al. 2007). Therefore, mitigation measures are needed to prevent 64 

accidents, e.g., by installing physical protection barriers and/or other nonstructural solutions in areas 65 

where rockfall is likely to occur (Bertrand et al. 2012).  66 

Mitigation measures such as barrier fences (Peila and Ronco 2009), retaining nets (Peila et al. 1998), 67 

and ground embankments (Peila et al. 2007) can be installed to reduce the risk posed by rockfall hazard.  68 

However, these measures cannot be installed in all potentially vulnerable areas due to economic, 69 

environmental, and technical limitations. Therefore, the installation of mitigation measures for cost-70 

effective protection should reflect a prioritization and selection of design level based on a hazard 71 

assessment and an appropriately quantified risk assessment (Bell and Glade 2004; Corominas et al. 72 



3 

2005; Fell et al. 2008; Raetzo et al. 2002). In addition, regular maintenance and continuous surveillance 73 

of mitigation measures are also important for reducing rockfall hazard. For example, immediate 74 

maintenance is required to ensure the expected protective performance after rockfall events, since 75 

retention capacity may be weakened, and corrosion defects must be controlled to guarantee structural 76 

strength (Peila and Ronco 2009; Volkwein et al. 2011). Negligence of reasonable maintenance can be 77 

a legal issue: for example, in Canada, the provincial authorities have been found to bear the liability of 78 

maintenance to prevent loss of life from rockfall hazard (Bunce et al. 1997). 79 

Previous studies have investigated quantitative risk assessment approaches to evaluate the risk 80 

exposure of infrastructure near unstable slopes (e.g., through analyses of rockfall event inventories and 81 

data on road conditions and weather), and to generate estimated probabilities of rockfall events used to 82 

grade hazard levels (Budetta 2004; Crosta and Agliardi 2003; Lan et al. 2007). Advanced approaches 83 

based on three-dimensional computational simulation of rockfall trajectories (e.g., examining path, 84 

height, and potential stop positions) and kinetic energy distribution have been proposed for rockfall 85 

hazard assessment and design of mitigation measures such as rockfall protection barrier, embankment, 86 

and shelters (Crosta et al., 2015). However, appropriate quantitative safety indicators that are able to 87 

describe time-varying risk have not yet been developed, and the quantitative risk reduction achievable 88 

by installing mitigation measures has not been fully investigated in the existing literature. The European 89 

Technical Approval Guideline (ETAG) 027 regarding rockfall protection kits (EOTA 2008) provides a 90 

method to test the performance of rockfall protection and some information about maintenance, but this 91 

method represents a design guideline for rockfall protection net fences rather than a guideline for a 92 

complete maintenance and management plan of transportation systems subject to rockfall hazard. The 93 

ISO 31000:2009 standard on risk management (ISO 2009) provides general principles and guidelines 94 

for managing risk by an organization; however, the standard does not specify customized practices that 95 

fit for rockfall risk management.  96 

Peila and Guardini (2008) evaluated the risk on a road affected by rockfall hazard. Their study was 97 

later further developed into a quantitative rockfall risk management method that reflects the 98 

characteristics of traffic (Mignelli et al. 2012). Using event tree analysis, Mignelli et al. (2012) showed 99 

that the level of risk was reduced by protective measures, but did not include a quantitative assessment 100 

of how additional mitigation measures or periodic maintenance would change risk. Several qualitative 101 

and semi-quantitative rockfall hazard assessment methods have been developed and are applied 102 

worldwide, such as the Rockfall Hazard Rating System and its local modifications, or the Rockfall 103 

Hazard Assessment Procedure used in Northern Italy (Ferrari et al. 2016). These heuristic approaches 104 

are commonly used for rapid assessment of rockfall hazard over large areas, as they avoid 105 

computationally expensive simulations; however, they generally lack objectivity and are characterized 106 

by low accuracy (Ferrari et al. 2016). Research is still needed to develop accurate and efficient rockfall 107 

risk models that are able to estimate time-varying risk, to evaluate the risk reduction obtained through 108 
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additional mitigation measures, and to assess the influence of maintenance activities by using typically-109 

available data (i.e., data that are commonly collected in everyday practice) on slope stability. 110 

In the industrial sector, standards regarding functional safety based on reliability engineering, such 111 

as IEC 61508 by the International Electro-Technical Commission, have been developed to manage the 112 

probabilistic risk of safety devices throughout the safety life cycle (IEC 2003). Functional safety is the 113 

ability of a safety-related system or other risk reduction measure to perform its intended actions to 114 

achieve a safe status of its targeted equipment, and the concept is fundamentally applicable to all 115 

industrial sectors (ISA 2002). In addition, a number of reliability and risk analysis approaches has been 116 

developed for design and management of civil engineering, structural, and critical infrastructure 117 

systems (Faber and Stewart 2003; Guikema 2009). The definition of functional safety has been 118 

broadened to include organizational and human safety functions, which can reduce the probability of 119 

hazardous events in a system, and the extended concept has been used for accident investigations in 120 

workplaces (Harms-Ringdahl 2009). Applying the concept of functional safety to analyze natural 121 

hazards data in civil engineering applications can help to assess the exposure risk in a quantitative 122 

manner and to develop new risk mitigation strategies (Lee and Lee 2018).  123 

The purpose of this study is to develop a method of classifying rockfall hazard data based on 124 

reliability concepts, to model the probability of rockfall occurrence, and to estimate the magnitude of 125 

risk reduction achievable through additional mitigation measures and periodic maintenance. As a case 126 

study, the rockfall data collected by the KEC from artificial cut slopes along the highway network of 127 

South Korea are investigated. Using these rockfall data collected for over 20 years, the occurrence rate 128 

for different cut slopes is classified in detail and analyzed to identify the cut slopes with the highest 129 

rockfall hazard. The effects of additional protections barriers, periodic maintenance, and coverage ratio 130 

are also compared in a quantitative manner. Other possible mitigation measures are also discussed, by 131 

identifying data that are not available at the present time, but that could be included in further data 132 

collection in the future to assess the effectiveness and limitation of additional mitigation measures.  133 

 134 

2 Methodology   135 

2.1 Classification of rockfall inventory data  136 

A classification scheme for rockfall inventory data is proposed based on grouping rockfall events 137 

into three major categories based on the severity of the rockfall event consequence. In particular, the 138 

proposed rockfall hazard assessment methodology focuses on assessing and mitigating the risk of 139 

rockfall reaching the road surface and affecting the functionality of the road network. As such, a rockfall 140 

classification scheme is needed that can use the minimum amount of information typically collected by 141 

companies or agencies managing roads and highway systems, and that can relate this information to 142 
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probabilistic input to be used in the rockfall hazard assessment procedure. Therefore, the proposed 143 

rockfall inventory data classification scheme includes the following three categories of rockfall events: 144 

(1) rockfalls that are large enough to reach the road surface even in the presence of barriers (referred to 145 

hereinafter as “dangerous damaging failures” and described by the annual frequency λDD ), (2) rockfalls 146 

that are large enough to reach the road surface in unmitigated conditions but that can be stopped by a 147 

mitigation system, such as protective barrier or fence (referred to as “dangerous non-damaging failures” 148 

and described by the annual frequency λDN), and (3) rockfalls that are too small to reach the road surface 149 

and conditions corresponding to incipient failure such as cracks or fractures observed on slopes (referred 150 

to as “safe failures” and described by the annual frequency λS). The dangerous damaging and dangerous 151 

non-damaging failures can be also grouped into a class of dangerous failures, described by the annual 152 

frequency λD = λDD + λDN. The proposed classification of the rockfall data is presented in Table 1 and 153 

was adapted from the definition of failure modes introduced in IEC 61508 (IEC 2003), which 154 

distinguishes between dangerous and safe failures.  155 

 156 
Table 1 Classification scheme of rockfall inventory data  157 

Annual 
frequency 

Description Example of rockfall inventory data 

λDD Dangerous damaging failure Rockfall occurred and rock material reached the 
road surface 

λDN Dangerous non-damaging failure Rockfall occurred and rock material was stopped by 
rockfall protection barriers 

λS Safe failure Incipient failures (i.e. cracks or fractures) were 
identified on a slope during inspection 

 158 
The adopted classification is consistent with rockfall volume distributions that have been developed for 159 

artificial slope to describe the relative frequency of rockfall events of different sizes and consequences 160 

and that is often obtained by fitting historical data to an inverse power law (Santana et al., 2012). Fig. 161 

1Figure 1 shows the conceptual relation between an annual cumulative frequency vs. rockfall volume 162 

curve and the annual frequencies used in the proposed classification. In particular, the annual frequency 163 

for dangerous damaging rockfalls, λDD, corresponds to the frequency of rockfall volumes larger than a 164 

specified (but often unknown) volume V2 beyond which the rockfalls will reach the road surface even 165 

when a barrier is placed on the artificial slope; whereas the annual frequency for dangerous non-166 

damaging rockfalls, λDN, corresponds to the frequency of rockfall volumes between V1 and V2, for which 167 

the rockfalls are large enough to reach the road if the slope is left unprotected but not large enough to 168 

overcome a barrier placed on the artificial slope. The annual frequency for safe rockfalls, λS, 169 

corresponds to the frequency of rockfalls that are too small to reach the road even without a barrier, or 170 

to incipient failures detected on the artificial slope but for which no rockfall has been yet observed. It 171 

is noted here that an accurate value for λS is difficult (if not impossible) to measure; thus, this quantity 172 

is not directly employed in the calculations required by the proposed methodology. In fact, the definition 173 
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of safe failures is used here only to identify and exclude from the risk calculations those rockfall events 174 

that have no consequences in terms of road functionality. Those failures include incipient failures, 175 

cracks, and fractures that are identified on artificial slopes during inspection and that could be related 176 

to future rockfall events. The proposed methodology could be extended to include in a more explicit 177 

form this information to develop additional preventative actions; however, this potential development 178 

is considered outside the scope of this study.  179 

It is important to note that the proposed rockfall event classification is able to incorporate the 180 

information provided by rockfall volume frequency curves (as the proposed annual frequencies can be 181 

easily calculated from these curves), but it does require such detailed information when it is not readily 182 

available. This property represents an advantage in terms of practicality of the proposed methodology 183 

when compared to more complex approaches that require the use of rockfall volume frequency curves. 184 
 185 

 186 
 187 

Fig. 1 Conceptual diagram of the relation between rockfall volume distribution and event frequency based on 188 
the proposed rockfall classification scheme 189 

 190 

 191 

2.2 Probability of rockfall occurrence and rockfall risk under unmitigated conditions 192 

The probability of rockfall occurrence over time is defined here based on the concept of reliability. 193 

In this study, the reliability of the system, 𝑅ሺ𝑡ሻ, corresponds to the probability of safe operation of the 194 

highway transportation system subject to rockfall hazard, whereas the failure probability of the same 195 

system is given by 𝐹ሺ𝑡ሻ = 1 − 𝑅ሺ𝑡ሻ. The considered failure limit state is rockfall of rock material on 196 

the roads. By assuming that the rate of rockfall is constant over time and that each rockfall event is 197 

independent from previous rockfall events (Daley and Vere-Jones 2003), i.e., the rockfall events at each 198 

slope are described by a Poisson process, the time-dependent failure probability for a given slope 199 

without any mitigation measure can be expressed as 200 
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 𝐹୙ሺ𝑡ሻ = 1 − 𝑒ି஛ీ∙௧  (1) 201 

where 𝐹୙ denotes the unmitigated instantaneous rockfall probability, λD = λDD + λDN is the rate of 202 

occurrence of dangerous rockfall, and t denotes time. It is noted that the Poisson assumption is used 203 

here because existing data are insufficient to suggest other potentially more realistic distributions for 204 

rockfall events. However, this assumption could be easily modified based on new data that better 205 

describe the physical characteristics of rockfall events. In addition, the rockfall rates used in this study 206 

were obtained by averaging the recorded numbers of rockfalls observed over a relatively long period of 207 

time, with individual events that were sufficiently rare to justify at least in an approximate manner the 208 

assumption of independence between subsequent events. 209 

In order to identify a simple quantitative risk measure that can be used to compare synthetically 210 

different slopes in a given database, the concept of average failure probability over a specified time 211 

interval (ISA 2002) can be introduced. In particular, for slopes without any mitigation measure, the 212 

unmitigated failure probability averaged over the design life time, 𝑇ୈ୐, is referred to as unmitigated 213 

rockfall failure probability, 𝑃௙,୙, and is defined as 214 

 𝑃௙,୙ሺ𝑇ୈ୐ሻ = ଵ்ీై ׬ 𝐹୙ሺ𝑡ሻ ⋅ d𝑡்ీై଴  (2) 215 

Once a rockfall risk level is identified as acceptable or desirable, the unmitigated rockfall failure 216 

probability can be directly used to identify dangerous slopes that require the use of mitigation strategies, 217 

as well as to prioritize intervention on the most dangerous slopes within a given database or portfolio. 218 

 219 

2.3 Probability of rockfall occurrence and rockfall risk under mitigated conditions  220 

When the unmitigated rockfall failure probability is higher than the acceptable rockfall risk level, 221 

different mitigation strategies can be implemented to reduce this risk and to operate highway networks 222 

safely with respect to rockfall hazard. In particular, protective barriers and periodic maintenance are 223 

commonly employed to mitigate the rockfall risk of an unstable cut slope. Assuming that a set of n 224 

barriers are deployed at a given cut slope, and that the rate of failure of the i-th barrier can be represented 225 

as a Poisson process with occurrence rate equal to 𝜆௜  (𝑖 = 1, … , 𝑛), the time-dependent mitigated 226 

failure probability for a given slope can be estimated as   227 

 𝐹୑ሺ𝑡ሻ = 𝐹୙ሺ𝑡ሻ ⋅ ∏ ൫1 − 𝑒ିఒ೔∙௧൯௡௜ୀଵ   (3) 228 

The barrier failure rates, 𝜆௜ , depend on the barrier strength, the mass of detached rock, and the distance 229 

traveled by the rock material from the detachment point to the barrier. Whenever available, accurate 230 

values of 𝜆௜ should be used, e.g., obtained as a result of three-dimensional trajectory analysis or from 231 

detailed rockfall inventory data recorded using photogrammetric surveys and/or three-dimensional laser 232 

scanning techniques. However, without loss of generality but at the price of accuracy, approximate 𝜆௜ 233 
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values can also be used. Under the reasonable assumptions that all barriers have the same strength and 234 

are distributed at equal distances along the height of the slope, this failure rate can assume values 235 

contained between two limit cases, i.e.: 236 

 ఒీీ௡ ≤ 𝜆௜ ≤ 𝜆ୈୈ (4) 237 

in which the upper-bound value (𝜆௜ = 𝜆ୈୈ) implies that a rockfall that induces failure of a barrier will 238 

also induce failure of all the other barriers between the rockfall detachment and the road, whereas the 239 

lower-bound value (𝜆௜ = ఒీీ௡ ) accounts for the reduction in impact energy due to the reduction in the 240 

distance traveled by the rock material before hitting a given barrier.  241 

Similar to the considerations made for an unmitigated cut slope, a quantitative measure of the 242 

rockfall probability for a mitigated slope is needed in order to support decision-making. Based on 243 

functional safety consideration (IEC 2003; Goble and Cheddie 2005), the following simple model is 244 

proposed to evaluate the rockfall failure probability for a cut slope for which multiple barriers and 245 

periodic maintenance are implemented: 246 𝑃௙,୑ሺ𝑇ୈ୐,𝑇 ,𝐶𝑅) = 𝐶𝑅 ∙ ଵ்౅ ׬ 𝐹୑ሺ𝑡) ⋅ d𝑡்౅଴ + ሺ1 − 𝐶𝑅) ∙ ଵ்ీై ׬ 𝐹୙ሺ𝑡) ⋅ d𝑡்ీై଴ + 𝐶𝑅 ∙ ൫1 − 𝑒ି஛ీొ∙்౎൯ (5) 247 

in which 𝑃௙,୑ denotes the average mitigated failure probability, 𝑇  is the maintenance interval (i.e., 248 

the interval between two subsequent inspections and repairs of the barrier system), CR is the horizontal 249 

coverage ratio of the barriers (i.e., the portion of the cut slope length protected using barriers), TR is the 250 

repair time of damaged barriers. The average mitigated failure probability is the sum of the failure 251 

probabilities corresponding to the following three statistically independent events: (1) the failure of the 252 

barriers in the protected portion of the cut slope (which depends on the maintenance interval); (2) the 253 

rockfall in the unprotected portion of the cut slope (which depends on the design life time); and (3) the 254 

rockfall happening during repair of the protective barriers, which would have been prevented by the 255 

presence of barriers. When CR = 1 (100% coverage) and TR = 0 (i.e., the repair time is negligible when 256 

compared to the maintenance interval), Eq. (5) reduces to the following simpler form: 257 

 𝑃௙,୑ሺ𝑇 ) = ଵ்౅ ׬ 𝐹୑ሺ𝑡) ⋅ d𝑡்౅଴  (6) 258 

Figure 2 illustrates the unmitigated and mitigated rockfall probabilities obtained using Eq. (1) 259 

through Eq. (5), as defined in the proposed methodology.Fig. 2) Figure 2(a) shows the unmitigated 260 

instantaneous rockfall probabilities, FU, and the corresponding unmitigated rockfall failure 261 

probabilities, Pf,U, for different values of λD and a design life time TDL = 25 years. Lower values of λD 262 

produce significantly lower values of FU and Pf,U.Fig. 2 Figure 2(b) shows the mitigated instantaneous 263 

rockfall probabilities, FM, and the corresponding mitigated rockfall failure probabilities, Pf,M, for 264 

different numbers of protection barriers, n, for TI = TDL = 25 years, TR = 1 month, CR = 100% and λDD 265 
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= λDN = 0.2. Increasing the number of barriers decreases the values of FM and Pf,M, but every subsequent 266 

barrier has a smaller effect than the previous one.Fig. 2 Figure 2(c) plots the mitigated instantaneous 267 

rockfall probabilities, FM, and the corresponding mitigated rockfall failure probabilities, Pf,M, for 268 

different maintenance intervals, TI , with TDL = 25 years, TR = 1 month, n = 1, CR = 100%, and λDD = 269 

λDN = 0.2. It is observed that the use of shorter maintenance intervals is a very effective approach to 270 

reduce Pf,M, because it effectively resets FM to values corresponding to short operation times, for which 271 

FM assumes relatively low values.Fig. 2 Figure 2(d) plots the mitigated rockfall failure probability, Pf,M, 272 

for different values of coverage ratios, CR, and maintenance intervals, TI, with TDL = 25 years, TR = 1 273 

month, n = 1, and λDD = λDN = 0.2. Pf,M is a linear function of CR and tends to Pf,U when CR tends to 274 

zero. 275 

  276 

277 

 278 

Fig. 2 Rockfall probability model: (a) unmitigated instantaneous rockfall probability, FU, and unmitigated rockfall 279 
failure probability, Pf,U, for different values of λD; (b) mitigated instantaneous rockfall probability, FM, and 280 
mitigated rockfall failure probability, Pf,M, for different numbers of protection barriers, n; (c) mitigated 281 
instantaneous rockfall probability, FM, and mitigated rockfall failure probability, Pf,M, for different maintenance 282 
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intervals, TI ; and (d) mitigated rockfall failure probability, Pf,M, for different values of coverage ratios, CR, and 283 
maintenance intervals, TI. 284 

2.4 Proposed methodology for selection of rockfall mitigation strategy based on protection 285 
barriers 286 

The probabilistic framework developed in Sections 2.1 through 2.3 can be used to select an 287 

appropriate rockfall mitigation strategy based on protection barriers for any given artificial slope and 288 

specified target failure probability. Three design variables are considered in this study and are applied 289 

sequentially in order to efficiently decrease the failure probability of a given slope below the target 290 

failure probability: (1) installation of protection barriers and selection of the number of barriers (n), (2) 291 

application of periodic maintenance and selection of corresponding maintenance interval (TI), and (3) 292 

change of coverage ratio (CR). The flowchart in Figure 3 shows the proposed procedure to select these 293 

three design variables for a target failure probability, 𝑃ത௙. The proposed selection methodology also 294 

allows the definition of the following design constraints: design life time (TDL), repair time duration 295 

(TR), minimum coverage ratio (CRmin), maximum number of protective barriers (nmax), and minimum 296 

and maximum maintenance time intervals (TI,min and TI,max, respectively). The specific values of the 297 

target failure probability and of the design constraints can be selected by the appropriate stakeholders 298 

and decision-makers depending on their specific needs and available technology, thus making the 299 

proposed framework as general and flexible as possible. 300 

 301 
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1) Calculate 𝑃௙,୙ using λD and Eqs. (1) and (2). 
a) If 𝑃௙,୙ ≤ 𝑃ത௙, no protection is needed.  
b) If 𝑃௙,୙ > 𝑃ത௙, set n = 1 and install the 1st 

protection barrier with CR = 100% and no 
maintenance. 

2) Calculate 𝑃௙,୑ using λi = λDD and Eqs. (3) and (5).  
a) If 𝑃௙,୑ ≤ 𝑃ത௙ , reduce CR until 𝑃௙,୑ = 𝑃ത௙ or 

CR = CRmin. No additional protection is 
needed. 

b) If 𝑃௙,୑ > 𝑃ത௙, apply periodic maintenance with 
TI = TI,max. 

3) Calculate 𝑃௙,୑ using Eqs. (3) and (5) and 
considering periodic maintenance.  
a) If 𝑃௙,୑ ≤ 𝑃ത௙ , reduce CR until 𝑃௙,୑ = 𝑃ത௙ or 

CR = CRmin. No additional protection is 
needed. 

b) If 𝑃௙,୑ > 𝑃ത௙, reduce TI until 𝑃௙,୑ ≤ 𝑃ത௙ or TI = 
TI,min 

4) Calculate 𝑃௙,୑ using Eqs. (3) and (5) and 
considering periodic maintenance. 
a) If 𝑃௙,୑ ≤ 𝑃ത௙, reduce CR until 𝑃௙,୑ = 𝑃ത௙ or 

CR = CRmin. No additional protection is 
needed.  

b) If 𝑃௙,୑ > 𝑃ത௙ and TI = TI,min, check n:  
i) If n < nmax, set n = n + 1, install another 

protection barrier, and go back to step #2.  
ii) If n = nmax, the target failure probability 

cannot be achieved under the selected 
design constraints. 

 

Fig. 3 Flowchart of proposed methodology for selection of rockfall mitigation system. 302 
 303 

3 Case study 304 

The rockfall inventory data provided by the KEC were used to perform a rockfall frequency analysis 305 

and to demonstrate the proposed rockfall hazard mitigation methodology. The rockfall data includes 306 

records of rockfall events along a total of 26 routes in the South Korean highway network. The 307 

differences in the operation time of the different routes (i.e., the time during which a specific highway 308 

route has been in operation after being built) were taken into account to identify the rockfall occurrence 309 

rate. In particular, the observation time for the rockfall probability calculation varied between 7 and 20 310 

years, depending on the operation time of each specific route. Figure 4 shows the highway network 311 

operated by KEC in South Korea and number of slopes analyzed for the case study. In this application 312 
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example, no attempt was made to correct for omissions, under-counting, or over-counting of rockfall 313 

events. It is noted here that the likelihood of under-counting rockfall events increase for decreasing 314 

rockfall volumes. Within the proposed methodology, this issue is mitigated by the fact that the 315 

information corresponding to λS (which is most likely to be inaccurate) is not used. However, the 316 

accuracy issue could still affect the estimated values of λDN and should be further investigated in future 317 

studies. 318 

The fields of the dataset used in this study and provided by KEC included event date, approximate 319 

location on the highway network, qualitative description of the rockfall event (i.e., reached road surface, 320 

blocked by barriers, or crack/fractures), suspected cause (intensive rain, thawing, weathering, etc.), 321 

approximate location of detaching within the slope (upper and lower half of the slope, or initial, middle, 322 

and final third of the cut with respect to the direction of traffic), rockfall volume, and slope width 323 

affected by rockfall. However, the information regarding rockfall volumes and the slope width affected 324 

by the rockfall events was incomplete, could not be verified independently, and was not supported by 325 

supplementary documentation. The dataset did not include information on the consequences of the 326 

rockfall events, on the level of damage for the barriers, or on whether multiple detachments happened 327 

at the same time. It is noted here that, even with all these limitations, the available information was still 328 

sufficient to calculate meaningful rockfall frequencies to be used in the proposed methodology. 329 

 330 

 331 
Fig. 4 Highway network in South Korea considered in the case study 332 
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The rockfall inventory data were aggregated for each individual slope. However, due to the sensitive 333 

political situation with North Korea, basic information on the artificial slope (such as geographic 334 

coordinates, length, and grade) is considered classified and was not shared with the authors. Thus, even 335 

though commonly rockfall frequency data is expressed in units of event/(yr ∙ km) (Corominas and Moya, 336 

2008), the rockfall frequency data in this study is expressed in units of event/yr. However, the proposed 337 

methodology is able to overcome this issue as it requires a low level of detail in the data and can use a 338 

synthetic measure of rockfall frequency integrated over the length of the slope. It is also observed that 339 

most of the slopes along the South Korean highway networks are generally similar in length, as most 340 

of them have a length contained between a few to several hundred meters. Therefore, the rockfall 341 

frequencies for individual artificial slopes can be reasonably described by using an event/yr unit of 342 

measure.   343 

3.1 Frequency analysis  344 

Figure 5 shows the rockfall occurrence rates based on the proposed rockfall rate classification and 345 

obtained from the rockfall inventory data of 1215 artificial cut slopes along the South Korea’s highway 346 

network. In particular, Fig. 5(a) shows the histogram of the total rockfall yearly rate, λTOTAL = λDD + λDN 347 

+ λS, which represents the annual rate of occurrence of any rockfall event. The results reported in Figure 348 

5Fig. 5(a) indicate that every slope had at least some rockfall events during the considered observation 349 

time of 20 years (in fact, no slope falls within the lowest frequency range with an annual rate lower than 350 

or equal to 0.05). Fig. 5 Figure 5(b) shows the histogram of the yearly rate of occurrence of dangerous 351 

rockfall, λD = λDD + λDN, and Fig. 5(c) shows the histogram of the yearly rate of occurrence of dangerous 352 

damaging rockfall, λDD. For all three quantities, the largest number of slopes fall within the range of 353 

0.05 to 0.10 events per year, followed by a clear decrease of the number of slopes for increasing yearly 354 

rates. As expected, the number of slopes in the lowest frequency range increases from λTOTAL (with zero 355 

slopes) to λD (with 154 slopes) to λDD (with 262 slopes). It was found that at least one or more rockfalls 356 

reached the road surface in 979 slopes out of the 1215 artificial cut slopes considered in this study. 357 

Fig. 6 Figure 6 plot the scatter diagrams showing the relationships between the different rockfall 358 

rate classification groups used to classify the rockfall inventory data. In particular, Fig. 6(a) and Fig. 359 

6(b) shows the relationship between λTOTAL and λDD and between λD and λDD, respectively. These scatter 360 

diagrams show the relative distribution of unstable slopes with different types of rockfall. The number 361 

of slopes in which rockfall failures caused critical damage to the functionality of the road can be 362 

distinguished from the proportion of failures that only increased the probability of rockfall through 363 

incipient failures or small-scale falls. The slopes corresponding to data points positioned closer to the 364 

vertical axes in Figure 6 are those with a greater frequency of small-scale rockfall stopped by protective 365 

barriers greater than the frequency of critical failures reaching the road surface. In contrast, the slopes 366 

corresponding to data points positioned closer to the diagonals in Figure 6 includes those in which more 367 
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slope failures led to rockfall reaching the road and damaging its function. It is observed that λDD and λD 368 

have a stronger correlation (R2 = 0.80) than λDD and λTOTAL (R2 = 0.43). This result shows the consistency 369 

of the data used in this case study and was expected because the events corresponding to λDD are a subset 370 

of the events corresponding to λD, which in turn are a subset of the events corresponding to λTOTAL.   371 

 372 

 373 

 374 
   375 
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 376 
Fig. 5 Histogram of number of slopes with given rockfall frequencies for: (a) λTOTAL, (b) λD, and (c) λDD. 377 

 378 

 379 

 380 
Fig. 6 Scatter diagrams showing the relationships between the rockfall frequencies for:(a) λDD and λTOTAL, and 381 

(b) λDD and λD. 382 
 383 

Due to the absence of data and of an appropriate model to describe accurately the barrier failure 384 

rates for the specific application considered here, this study assumed the worst case scenario 𝜆௜ = 𝜆ୈୈ 385 

identified by Eq. (4) in all calculations performed hereinafter.  386 

 387 

3.2 Selection of rockfall mitigation strategy 388 

   Based on the results of the rockfall frequency analysis, the unmitigated rockfall failure 389 

probability was calculated for all slopes listed in the dataset. According to the ETAG 027, the design 390 

life time for an artificial cut slope and its protection devices is assumed to be 25 years when installed 391 
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appropriately in normal conditions (EOTA 2008). The target failure probability was assumed equal to 392 

0.30, i.e., 𝑃ത௙ = 0.30. The following values were assumed for the other design variables: repair time 393 

duration TR = 1 month, minimum coverage ratio CRmin = 50%, maximum number of protective barriers 394 

nmax = 3, maximum maintenance time interval TI,max = 5 years, and minimum maintenance time interval 395 

TI,min = 2 years. 396 

For the case study considered here, all slopes were classified into four groups based on the 397 

corresponding unmitigated rockfall failure probability for TDL = 25 years, i.e.: Group 1 with 𝑃௙,୙< 0.50, 398 

which includes 533 slopes; Group 2 with 0.50 ≤𝑃௙,୙< 0.75, which includes 509 slopes; Group 3 with 399 

0.75 ≤𝑃௙,୙< 0.90, which includes 158 slopes; and Group 4 with 𝑃௙,୙ ≥ 0.90, which includes 15 slopes, 400 

as shown in Table 2. Within each group, the slope with the highest value of λD was further investigated 401 

to select the appropriate rockfall mitigation strategy to meet the target rockfall failure probability of 402 

0.30. In addition, the slope with the highest value of λDD in Group 3 (i.e., with 0.75 ≤𝑃௙,୙< 0.90) was 403 

also investigated because it did not coincide with the slope having the highest value of λD. Figure 7(a) 404 

plots the unmitigated instantaneous rockfall probability for all slopes, FU. Figure 7(a) also highlights 405 

the unmitigated instantaneous rockfall probability for the slopes with the highest values of λD within 406 

each of the four groups previously identified, and it plots the corresponding unmitigated rockfall failure 407 

probabilities, 𝑃௙,୙, as well as the target failure probability.  408 

Table 2 shows the selected mitigation strategies for the different slopes in the different groups and 409 

the corresponding mitigated rockfall failure probabilities. For Group 1 (𝑃௙,୙< 0.50), the highest value 410 

of λD is 0.063 event/yr, and the corresponding unmitigated rockfall failure probability is Pf,U = 0.492 411 

which is higher than the target safety level, 𝑃ത௙  = 0.30. By applying the proposed methodology 412 

described in section 2.4, the selected rockfall mitigation strategy requires one protection barrier, with a 413 

periodic maintenance interval TI = TI,max = 5 years and a coverage ratio CR = 50%, which provides a 414 

mitigated failure probability Pf,M = 0.260.  415 

In Group 2 (0.50≤ Pf,U < 0.75), the highest value of λD is 0.154 event/yr, and the corresponding Pf,U 416 

is 0.746. By applying the proposed methodology, the selected rockfall mitigation strategy requires one 417 

protection barrier, with a periodic maintenance interval TI = TI,max = 5 years and a coverage ratio CR = 418 

75%, which provides a mitigated failure probability Pf,M = 0.273.  419 

In Group 3 (0.75≤ Pf,U < 0.90), the highest value of λD is 0.385 event/yr, with λDD = 0.154 event/yr 420 

and λDN = 0.231 event/yr. For this slope, Pf,U = 0.896. Since the value of λDD is equal to that of the worst-421 

case scenario considered for Group 2, the selected rockfall mitigation strategy is very similar to the one 422 

selected for the previous case, i.e., one protection barrier is required with periodic maintenance of TI = 423 

5 years and coverage ratio CR = 90%, which provides a mitigated failure probability Pf,M = 0.293. For 424 

Group 3, the slope with the highest value of λD did not coincide with the slope with the highest value 425 

of λDD. Thus, in order to test the proposed methodology for this type of situation, the slope in Group 3 426 
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with the highest value of λDD = 0.375 event/yr (for which λDN = 0 event/yr, λD = 0.375 event/yr, and Pf,U 427 

= 0.893) was also investigated. The selected mitigation strategy requires one protection barrier with a 428 

periodic maintenance interval TI = 4 years and a coverage ratio CR = 100%, which yields a mitigated 429 

rockfall failure probability Pf,M = 0.281. 430 

In Group 4 (Pf,U ≥ 0.90), the highest λD is 0.833 event/yr, with a corresponding Pf,U = 0.952. By using 431 

the methodology described in section 2.4, the first protection barrier is installed, and periodic 432 

maintenance is required. A periodic maintenance of TI = TI,max = 2 years with a coverage ratio of CR = 433 

100% yields a mitigated rockfall probability of Pf,M = 0.320, which does not satisfies the target failure 434 

probability. Thus, a second protection barrier is required. The final recommended mitigation strategy 435 

includes two protection barriers, periodic maintenance with TI = 2 years, and coverage ratio CR = 100%, 436 

which yields a mitigated rockfall probability of Pf,M = 0.209. 437 

Fig. 7 Figure 7(b) illustrates the different steps of the proposed methodology when applied to the 438 

slope from Group 3 with λDD = 0.375 event/yr. The solid lines represent the unmitigated instantaneous 439 

rockfall probability, 𝐹୙, and the corresponding unmitigated failure probability 𝑃௙,୙ = 0.893. The dash-440 

dot lines represent the mitigated instantaneous rockfall probability, 𝐹୑ , and the corresponding 441 

mitigated failure probability 𝑃௙,୑  = 0.840 when using one protection barrier but no periodic 442 

maintenance. Finally, the dotted lines represent the mitigated instantaneous rockfall probability with 443 

periodic maintenance, 𝐹୑, and the corresponding mitigated failure probability 𝑃௙,୑ = 0.281 when 444 

using one protection barrier with a periodic maintenance interval TI = 4 years, and a coverage ratio CR 445 

= 100%.  446 

 447 
Table 2 Mitigated rockfall failure probability with conceptual barrier design options 448 

Slope 
group 

Range  
of Pf,U  

Number 
of slopes 

λD  

(event/yr) 
λDD  

(event/yr) Pf,U n TI  
(yr) 

CR 
(%) Pf,M 

1 Pf,U < 0.50 533 0.063 0.063 0.492 1 5 50  0.260 
2 0.50 ≤ Pf,U < 0.75 509 0.154 0.154 0.746 1 5 75 0.273 

3 0.75 ≤ Pf,U < 0.90 158 
0.385 0.154 0.896 1 5 90 0.293 
0.375 0.375 0.893 1 4 100 0.281 

4 Pf,U ≥ 0.90 15 0.833 0.833 0.952 2 2 100 0.209 
 449 
 450 
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 451 
Fig. 7 Selection of rockfall mitigation strategy: (a) unmitigated instantaneous rockfall probability, FU, for the 452 
slopes in the case study, and unmitigated failure probability, 𝑃𝑓,U, for the selected slopes (TDL = 25 yr); (b) 453 
mitigated instantaneous rockfall probability, FM , and mitigated rockfall failure probability, Pf,M , for the slope 454 
belonging to Group 3 with λD = λDD = 0.375 event/yr (TDL = 25 yr, TI = 4 yr, n = 1, TR = 1 month, CR = 100%) 455 

 456 

4 Discussion 457 

The proposed methodology for selecting an appropriate rockfall mitigation strategy is based on 458 

several assumptions and has some limitations due to the lack of sufficient data to better model some 459 

aspects of the rockfall phenomenon. In this section, we present a brief discussion of possible 460 

improvements and additional approaches that could be used to further advance the proposed 461 

methodology. 462 

4.1 Improved modeling of protection barrier effectiveness 463 

The proposed probabilistic framework to assess the risk of rockfalls requires a better evaluation of 464 

the barrier failure rates, 𝜆௜ . As discussed in section 2.3, this failure rates depend on the barrier strength, 465 

the mass of detached rock, and the distance traveled by the rock material from the detachment point to 466 

the barrier. This information is typically not available. Appropriate models could and should be 467 

developed to better inform the proposed model with appropriate values of 𝜆௜  for a given combination 468 

of protection barrier and cut slope characteristics, as well as to develop approaches to systematically 469 

and efficiently decrease the values of 𝜆௜ to improve the effectiveness of a given protection barrier. As 470 

part of these models, the use of three-dimensional (3D) trajectory simulation models would increase the 471 

accuracy with which rockfall hazard mitigation systems could be assessed and designed (Agliardi et al. 472 

2009; Frattini et al. 2008; Guzzetti et al. 2003; Jaboyedoff et al. 2005); however, more accurate 473 

descriptions of the point of origin and measurements of rockfall volumes must be recorded in the 474 
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inventory data to allow the development of realistic 3D trajectory simulation models (Bourrier et al. 475 

2009). 476 

4.2 Integrated efforts to prevent losses from rockfall  477 

Since rockfall is generally considered an infrequent cause of fatal accidents, management efforts to 478 

reduce rockfall risk could be seen as relatively less significant than corresponding efforts for other 479 

natural disasters, such as landslides or flooding. However, initial failures of unstable slopes, which are 480 

directly related to rockfall failure rates, may precede a massive rock slope failure (Evans et al. 2006). 481 

Therefore, monitoring and management activities to prevent further collapse could be strengthened once 482 

a precursory phenomenon such as rockfall or fracture on an unstable slope is detected. Improving the 483 

recording procedures and establishing a rockfall hazard rating system should be considered as an 484 

important starting point for applying quantitative risk assessment for a variety of other hazards (Bunce 485 

et al. 1997; Corominas et al. 2014).  486 

Rockfall classification schemes for artificial cut slopes along highways before have been previously 487 

developed and can be used as a basis for a rockfall hazard rating system (Pierson and Vickle 1993). 488 

Furthermore, after appropriate rockfall risk assessment, including an analysis of the damage severity on 489 

the element at risk and a consideration of its vulnerability, shifting of land-use zoning or the use of 490 

engineering solutions to protect infrastructure could be suggested as alternative mitigation measures to 491 

reduce the rockfall hazard for areas estimated to exceed a tolerable risk level (Copons et al. 2005). An 492 

integrated framework, including a systematic rockfall inventory, rockfall hazard rating, and rockfall 493 

risk assessment supported by a physics-based and/or mechanics-based model of rockfall, needs to be 494 

implemented with periodic maintenance planned on the basis of risk indicators. This integrated 495 

management effort will be an effective and efficient approach to prevent unwanted losses caused by 496 

rockfall. It is observed here that an integrated management effort could be also applicable to natural 497 

slopes, by dividing these slopes into homogenous portions for which data collection of rockfall events 498 

can be conducted. However, for natural slopes, obtaining stable rockfall failure rates may require data 499 

collection over significantly bigger slope segments for a significantly longer time than those typically 500 

needed for artificial slopes, which could make the data collection phase prohibitively expensive. 501 

4.3 Further research needed for comprehensive rockfall risk assessment  502 

In this study, the frequency of rockfall events, the probability of rockfall occurrence, and how 503 

rockfall events affect functional safety on the highway network were analyzed without consideration of 504 

the consequences due to rockfall. However, the rockfall consequences on the highway infrastructure 505 

must be included in a comprehensive rockfall risk assessment. The present study provides a rigorous 506 

probabilistic framework to estimate the time-dependent and average probability of rockfall occurrence 507 

including the effects of periodic maintenance and coverage ratio, based on a detailed frequency analysis 508 
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of rockfall hazard using the concept of functional safety. Beyond this study, data on the volume and 509 

mass of rock materials could be analyzed to produce a vulnerability curve of the distribution of rockfall 510 

volume according to frequency. The outcome of such an analysis could be used as another index to 511 

determine resource allocation for rockfall risk management. 512 

 Precise monitoring of rockfall using light detection and ranging (LiDAR) devices could allow the 513 

acquisition of precise measurements of the volume and location of falling rocks (Rosser et al. 2007). 514 

Doing so would provide accurate data on the relationship between magnitude and frequency, which is 515 

known to follow a power-law distribution for rocks larger than a certain size (Dussauge-Peisser et al. 516 

2002). In addition, the effects of traffic patterns on vulnerability can be included in subsequent rockfall 517 

risk assessments. Highway user information regarding the average speed of vehicles, traffic volume, 518 

and types of passenger vehicles could be used to conduct a more detailed rockfall risk assessment 519 

(Budetta 2004). Finally, an improved design strategy could be developed based on initial costs and total 520 

costs of different mitigation components, e.g., by optimizing the designed mitigation strategy with 521 

respect to total costs measured over the design life time of a given artificial cut slope or even for an 522 

entire dataset of slopes. 523 

 524 

5 Conclusions 525 

The aim of this study was to develop a general probabilistic framework based on a rigorous rockfall 526 

frequency analysis to estimate the potential reduction in the probability of rockfall occurrence resulting 527 

from a mitigation strategy based on number of protection barriers, interval of periodic maintenance, and 528 

slope horizontal coverage ratio. The proposed framework was applied to the case study of rockfall along 529 

the highway network of South Korea, demonstrating how the rockfall occurrence rates can be 530 

systematically classified and how the risk reduction effects of different mitigation measures can be 531 

quantitatively estimated. This study also proposed an operation method to select an appropriate 532 

mitigation strategy for any given artificial cut slope based on available rockfall frequency rates. Future 533 

research supported by a more detailed rockfall inventory could include additional effects, such as 534 

probability of large rock avalanche, novel protection barrier systems, and alternative mitigation 535 

strategies. The approach used in this study can serve as the basis for a systematic classification of 536 

rockfall hazard data. Furthermore, the results provide insights into ways of improving overall risk 537 

management considering mitigation measures and maintenance activities, with the ultimate goal of 538 

preventing losses by rockfall. Further investigation is needed to extend the proposed methodology to 539 

include the assessment and mitigation of rockfall-induced losses and to use effectively more detailed 540 

data, such as full rockfall volume frequency curves, when available. 541 
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