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Universities in a Data-Rich World

• Exploit data for missions

– Research

– Teaching

– Services

• Sustain trust of community

– Privacy

– Academic freedom

– Stewardship and governance
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Privacy Frontier

Park City, Utah, 2012, C.L. Borgman

Open Data



• Research Councils of the UK

• European Union

• Australian Research Council

• U.S. Federal research policy

• Taiwan, China, India…

• Individual countries, funding 
agencies
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Open access to data



Why Open Access to Research Data?

• To reproduce research 

• To make public assets 
available to the public

• To leverage investments in 
research

• To advance research and 
innovation
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Open Data Practices

• Deposit datasets in a data archive

• Link dataset to journal article or publication

• Publish data documentation

– Research protocols

– Codebooks

– Software

– Algorithms
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https://upload.wikimedia.org/wikipedia/commons/a/aa/FAIR_data_principles.jpg

Wilkinson, et al. (2016). The FAIR Guiding Principles for scientific data management and stewardship. 

Scientific Data, 3, http://dx.doi.org/10.1038/sdata.2016.18
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Data are 
representations of 
observations, objects, 
or other entities used 
as evidence of 
phenomena for the 
purposes of research 
or scholarship. 

C.L. Borgman (2015). Big Data, Little Data, No 
Data: Scholarship in the Networked World. 
MIT Press

http://www.genome.gov/dmd/img.cfm?node=Photos/Graphics&id=85327



Publications
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Grey Literature

• Learning management systems
• University ID cards: library, health, 

recreation, dorms, food service, 
transportation…

• Academic personnel dossiers
• Staff surveys
• Sensor networks
• Security cameras
• Network traffic
• Street traffic
• Bus traffic

• Reports
• Working papers
• Conference papers
• Preprints
• Patents
• Datasets
• Audio
• Video
• Slides
• Posters
• Codebooks
• Course syllabi
• Proposals
• Memos
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http://www.greynet.org/



• Student applications
• Registrar records
• Learning management systems
• University ID cards: library, health, 

recreation, dorms, food service, 
transportation…

• Academic personnel dossiers
• Regulation and compliance data
• Staff surveys
• Sensor networks
• Security cameras
• Network traffic
• Street traffic…

Grey Data
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Stuart Miles: 
FreeDigitalPhotos.net

https://www.linkedin.com/pulse/hipaa-privacy-rule-
compliance-understanding-new-rules-syed-najaf

http://www.aetc.af.mil/News/Article-Display/Article/559551/think-before-sending-protecting-pii/

http://freedigitalphotos.net/


Networks of data

11http://humannaturelab.net/wp-content/uploads/2015/01/Fig1-no-text-village-2-only-selection.png
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University Responsibilities for Data

Park City, Utah, 2012, C.L. Borgman

• Privacy

• Academic and intellectual freedom

• Stewardship and governance



Information and Autonomy Privacy
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UCOP Privacy and Information Security Initiative. (2013). http://ucop.edu/privacy-initiative/



Information Privacy
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https://aglearn.usda.gov/customcontent/OCIO/USDA-PII-Lite-Web/index.html



Autonomy Privacy

• Ability of individuals to conduct 
activities without surveillance

– Intellectual inquiry

– Conducting research

– Classroom discussions

– Searching for information

– Email, web browsing 

– Reading ….
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http://www.galacticcenter.astro.ucla.edu/images_science.html

Title: Leader Mario Savio sounding off, 
Date: Nov. 9, 1964. Collection: San Francisco 
News-Call Bulletin Newspaper Photograph 
Archive (Free Speech Movement Selection), 
Owning Institution: UC Berkeley, Bancroft 
Library, Source: Calisphere. Date of access: 
November 10 2017 19:09, Permalink: 
https://calisphere.org/item/ark:/13030/ft40
0005ht/



Academic Freedom
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http://www.azquotes.com/quote/907028



Stewardship and Governance

• Protect
– Privacy: information, autonomy
– Academic freedom

• Secure infrastructure
• Data management 

– Findable
– Accessible
– Interoperable
– Reusable

• Governance 
– Principles
– Processes

17https://github.com/okulbilisim/awesome-datascience
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Privacy Frontier: Open Data 

Park City, Utah, 2012, C.L. Borgman

• Uses and misuses of data

• Public records requests

• Cyber risk and data breaches

• Data management and infrastructure



Uses and Misuses of Data

Reuse Reproducibility
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http://www.nature.com/news/1-500-scientists-lift-the-lid-on-reproducibility-
1.19970
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Update (February 21, 
2018): At a hearing 
yesterday in the District of 
Columbia Superior Court, a 
judge heard testimony 
from National Academy of 
Sciences lawyers, who were 
asking her to dismiss the 
defamation lawsuit. 
According to Retraction 
Watch, the attorneys 
argued that PNAS is 
protected by a law 
designed to preserve 
speech that’s in the public 
interest. Jacobson’s lawyer 
disagreed, but the judge 
has yet to make her 
decision.

http://retractionwatch.com/2018/02/20/pnas-asks-d-c-court-to-dismiss-10-million-defamation-lawsuit/
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Libraries: Right to read anonymously
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“In a library (physical or virtual), the 
right to privacy is the right to open 
inquiry without having the subject 
of one’s interest examined or 
scrutinized by others.”

http://cdn.loc.gov/service/pnp/fsa/8d02000/8d02800/8d02865v.jpg

Cohen, J. E. (1996). A Right to Read Anonymously: A Closer Look at “Copyright Management” 
In Cyberspace. Connecticut Law Review, 28, 981–1039.



Publishers: Tracking and recommendations
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Folger Shakespeare Library, 1938; Library of 
Congress photo
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Data Stewardship

34Mount Wilson Solar 
Observatory, 2017

NASA, Cape Canaveral, 
http://www.loc.gov/pictures/resource/hhh.fl04
83.photos.319101p/

Getty Research Institute

http://www.information-age.com/cloud-
computing-pharmaceutical-industry-123462676/

http://www.datamartist.com/data-migration-part-1-introduction-to-the-data-migration-delema

http://gsa.rice.edu/

Graduate students

https://med.nyu.edu/our-community/life-
nyu-school-medicine/life-postdoc

Post-doctoral fellows



Data

If you can’t protect it, 
don’t collect it. 
(privacy and security aphorism) 

Therefore:

If you collect it, you 
must protect it.
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http://democracyos.eu/blog/open-by-design

https://wwwdb.inf.tu-dresden.de/opendatasurvey/

https://privacybydesign.foundation/en/
36

Wilkinson, et al. (2016). The FAIR Guiding Principles for 
scientific data management and stewardship. Scientific 
Data, 3, http://dx.doi.org/10.1038/sdata.2016.18
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https://github.com/okulbilisim/
awesome-datascience



Promote Responsible Data Practices

• Respect information and 
autonomy privacy
– Open data: release and reuse
– Data collection and use
– Data management
– Collaborations
– Publications

• Community
– Faculty
– Staff
– Students
– External partners

• Joint governance process
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http://volunteer.ucla.edu/wp-content/uploads/2011/09/Volunteer_Day_2011-UnionRescue-prv.jpg

http://gsa.rice.edu/http://www.berkeley.edu/utility/jobs

https://www.commondreams.org/views/2014/0
9/20/corporations-your-diet

https://www.universityofcalifornia.edu/subject/term/techn
ology-engineering



Summary and Takeaways

• Data are university assets: Exploit and protect

• Privacy in context: Information, autonomy

• Stewardship in context: Preserve or purge

• Open data: Reuse and risk

• Security: More data, bigger targets

• Data aggregation: Power and privacy

• Data governance: Ownership, responsibility
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