UC Irvine
ICS Technical Reports

Title
Software Methods for Achieving Fail-soft Behavior in the Distributed Computing System

Permalink
https://escholarship.org/uc/item/30m5j1xw

Authors

Rowe, Lawrence A.
Hopwood, Marsha D.
Farber, David J.

Publication Date
1973

Peer reviewed

eScholarship.org Powered by the California Diqgital Library

University of California


https://escholarship.org/uc/item/30m5j1xw
https://escholarship.org
http://www.cdlib.org/

SOFTWARE METHODS FOR ACHIEVING
FAIL-SOFT BEHAYIOR IN THE
DISTRIBUTED COMPUTING SYSTEM

Lawrence A. Rowe, Marsha D. Hopwood,
Bavid J. Farber

TECHNICAL REPORT #24 -~ 1973




Lawrence A. Rowe, Marsha D, llopwood,

SOFTWARE METHODS FOR ACHTEVING FAIL-SOFT BEHAVIOR IN THE DISTRIBUTED COMPUTING SYSTEM

pavid J. Farber

bepartment of Information and Cowputer Science
Universlty of Califernia, Jrvine

Irvine, Calif.

Summary

The Distributed Computing System®* (ICS) is a netw~
rk architecture being developed at the University of
Iifornia, Irvine. The main goal of the DCS is to
velep an integrated hardware and software system
ich provides reliable, fail-soft scrvice at low
st. This reliability is to be achieved by distrib-
ing hardware, software, and control of the system
er ‘the network. The system may be located at a
ngle site or geopraphically distributed. Conneac-
ons between major hardware components have been
signed so that a failure in one component does not
cessarily make other components unavailable.. The
ftware system complements this hardware design. A
ftware nucleus is resident in each processor in the
twork.
veral processors are capable of hosting the various
dules. Because software control is distributed
ther than centralized, a failure in-a software
dule does not affect all the processes that are in
ecution in the network. The only processes affected
e those using the particular software module which
iled. This system design allows partial failure
ile being relatively immune teo total failure.

The DCS design recognizes that one can never be
rtain that software is completely debugged. Thus,
e system has facilities for detecting and recovering
om software failures, A failure may be limited to
e process or it may extend to all processes within a
rcessor,.  When'a failure in a single process -is
tected and that process is a system process (e.g. a
source allocation process or an agent for process
itiation), the rest of the system continues to )
netion, Other software modules take on the addi-
>nal work load or a new copy of the failed process
initiated. Non-system processes are terminated
th appropriate notification. When a failure involv-
; an entire processor is detected, it is assumed .
st the resident nucleus has failed and a new copy
loaded into this processor by another processor in
= network.

" This paper describes techniques which will be
»d in the DCS software to obtain reliable, fail-
Ft behavior, with emphasis on the detection of and
covery from software.error. - o

Introductlon

The Distributed Computing System [6] is a'comput—' .
network with an integrated hardware and software .

sign. The main design goal is to provide reliable,
1~-s0ft service at low cost. The software system
11 achlieve this design goal by distributing soft-

re control over the network and by including failure
rection and recovery facilities throughout the

3 tem.

The DCS makes use of standard hardware compo-
tts. Because very little specialized hardware is
»d, many of the redundancy techniques described in

1is work‘is supported by the Natienal bc1unLe
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Other parts of the software are madular and

- These processes,

".addressed to. another process onto the ring.’

- physical locotion of any other process.
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the fault-tolerant computing licerature [2,3,9] cannot
be empleyed. 1In particular, masking redundancy tech-
niques are not generally applicable. Standby redun-
dancy techmiques are used only to the extent that the
detection of a failure can cduse a system reorganiza-
tion, yilelding, at least temporarily, a different and
somewhat degraded system. There are no standby
spares., Modularity is employed, both in the hardware
and software of the DCS.

‘The DPCS Environment

The hardware system is a collection of computing
system components connected to a digital communication
ring by ring interfaces. In the prototype system
mini-computers are used as the computing components.
The conmunication ring serves as a unidirectional in-
formation path and the ring interfaces assist in in-
formation routing. Figure 1 shows a DCS configuration

© with six processors.

i Processor
I: Ring Interface
Figure 1: A DCS with Six Processors.

The DCS software system is process oriented, that.
is, all activities are carried out by processes,
or tasks, interact by sending and.
A process places a message s
As the
message arrives at each ring interface, the interface

receiving messages.

-~ checks its table of active processes to determine. if
V“the destination process is present in the attached

Clprocessor.
_Lattempts to copy the message into the processor .mem - ..

If the process is present, the interface
ory. Whether the process is present or not, the in~.
terface allows the message to travel on to the next

interface on the ring. The message continues around

" the ring until 1t arrives at the interface for the

processor in which the sending process resides. . This

interface removes the message from the ring.

Our approach to communications protocols is dif-
ferent from that used in most other computer networks
[5,8,11]. In the DCS, messages are addressed to pro-
cesses, rather than processors, with routing accom-
plished through a combination of hardware and software
facilities. This approach has the advantape that each
process is unaware of the netwerk topoloyy or the
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Seftware Structure

The system softwarc consists of a nucleus far
each processor and a collectlon ef processes., A
nucleus is resident in each processor at all times.
This nucleus schedules activitices within the pro-
cessor and provides message communication services,
The other system processues provide services such as
process management, resource alloecation, and error
detection and recovery. System services, except
those provided by the nucleus, are requested by send-
ing messages. Since messapes are routed to the
addressed process no matter where in the DCS the pro-
cess resides, software services can be distributed
throughout the network. In fact, the only system
software required in a partlcu]ar machine is the
nucleus. .

File systems [7] and language processors also
comnunicate by sending messages, The component pro-
cesses of these can likewise be distributed through-
out the network. o

Protection

Protection in the DCS is achieved by insuring
that the sending process name in a message is actu~
ally the name of the process sending the message.
(Brinch Hanseh [1] and Denning [4] describe the ad-
vantages and disadvantages of this forgery prevention
technique.) 1In the DCS the originating process name,
or sender, is placed in the message by the resident
nucleus. This means that the integrity of the system
is only as good as the least protected nucleus.
Traditionally, & system is protected using a combina-
tion of memory protection and privileged instruction
access. - The difficulty of effectively utilizing
these protection tools combined with possible wulner-—
ability of the entire network make it desirable to
have additional protection at the network level.. The
cost of traditional protection hardware as well as’
the desirability of being able to utilize processors
for which no protection hardware is available also
make network level protection desirable., Thus we
have chosen to pursue protection in terws of soft- .
ware without precluding the introduction of hardware
protection both at the processor and network level at
gome later date. One simple software protection
scheme is to provide only interpretive systéms and.
limit usage to these systems only. A more general
solution, which we are investigating, is to group
machines into protection equivalence classes and to
control the sending of messages across - equlvalence
classes. - . - :

Load Sharlng

- One advantage of a network archicacture is the
possibility of load sharing, dynramically distributing

the load so that each processor receives some portion .-
bynamic load sharing can have 70

" af the total work,
many beneficial consequences. In particular, when a
processor becomes unavailable, its work load may be
divided among the other processors. However, most
current networks do not attempt dynamic load sharing
for two reasons: . X

1. Tranaferrihg program code from one procéssor
to another, dissimilar processor 1s usually
impossible.

2. Transferring a process from one processor ro
another processor, whether or not the processors -
have the same order structure, requires that
communication paths te the process be adjusted.

does allocation.

- receives these bids and selects the best according to
'its own criterion,

.. requestor acknowledging the contract.

The DCS dosign, in which messages are addressed
to a process vather than a physical location, elimi-
nates the second difficalty, making lfoad sharing
among similar processors possible., Name addressing
also makes it easier to replace a process running on
one processor by a prbcess of the same type runniog
on another, dissimilar processor. This can be used
to effect load sharing among dissimilar processors
without selving the program transferability problem,

Distribution of Control

System control functions, such as scheduling and
resource allocation, are distributed over the pro-
cessors in the network. The aucleus in each precessor
is respousible for scheduling the processes active in’
that processor. 1In this way a failure in any given
processor will affect only a subset of all processes
in execution,

Resources in the DCS are treated as processes.
Each resource is associated with a process and all use
of that resource is through the associated process.
Resource allocation can then be achieved through the
process management mechanism. We call this mechanism
a request for guotation scheme. To initiate a process,
a user sends a request for quotation message addressed
to all resource allocators. PEach processor in the
network has a resource allocator which allocates
resources (e.g. memory and petipheral devices) connec-—
ted with that processor. Note that the resource allo-
cator need not reside on the processor for which it
The resource allocators reply with
The requestor

bids to perform the requested service,

A message accepting the bid is

then returned to the offering resource allocator, but
this does not vet complete the agreement. Bids are

not binding and the resource allocator may have accept—
ed other work between the time the allocator sent the
bid and the requestor sent the acceptance. Thus the
allocator may not be able to satisfy the request, in
which case the requestor is notified and he must re-
negotiate a contract. If, on the other hand, the re-

~ source allocator can still honor the bid, he registers

relevant management information (record of use, time of
use, cost of use, etc.) and returns a message to the

It is only at
this point that the agreement is complete and the re-
questor can-assume that the resource has been 3351gned

' to him

There are three ‘points to notice about this
scheme: 1. control is distributed, 2. 1load balancing
is carried out implicitly by the relationships between
the different bids, and 3. expansion on ceutraction of

.. available resources tequ1res 11tt1e or no programming

effort. _ BRI TR S

”f— Failure Detection and Recovery .

Softwére failures In the DCS are divided into

‘two classes, nucleus fallure and process failure. The
- failure of a nucleus is tantamount to a processeor fail-

ure, since without the nucleus a processor cannot func-
tion in the DGCS. The failure of a process, whether a
system or user process, is somewhat less serious than

a nucleus failure, since its scope is likely to be
smaller. In this section we describe how software
fallures are detected, what conditions might have
caused the failure, and how the DCS achleves a fail-
soft environment in light of the continuing pos%lbllltv
of such fdllureb.




Nucleus Failure

The fallure of a nueleus running on a processor
in the DCS is detocted when communication involving
a process executing on that processor becomes [aulty.
These communication failures are recognized when a
process fails to accept a message.

The failure detection mechanisms come into play
- every time a process sends a message. The process
must know whether the message it transmitted has
been received. When the message is absorbed at the
originating ring interface, there are two additional
bits of information present, the message status bits,
which indicate the status of the transmission
attempt. The first of these bits, MS5Bl, is set when
any ring interface matches the destinatlon process
name in the message to a process name in the attached
processor, but the message cannot be copiled into the
processor memory. This can cceur, for example, if
all the buffers available for receiving messages are
full. The second bit, M5E2, is set when a message is
successfully copled into the processor memory, Thus,
a successful transmission is signaled by MSB2 being
set, Figure 2 describes the meanings of the possible
values of the message status bits. .

MSB1  MSB2 Meaning
0 0 The destination process name was not
: . matched by any ring interface.
0 1 The message has been copied by at least
one ring interface.

"1 : 0 The destination process name was
matched by at least one ring interface
but not copied by any of them.

1 .1 The destination process name was
) matched by at least twe ring interfaces,
At least one ring interface copied the
message and ,at least one did not.
Figure 2:; Possible Values of Message Status Bits.

The failure of a precess to recelve a message is
recognized when a message is sent and the status
returned is neither status bit set or MSBl set. In
the first case, neither status bit set, the process
name is not known by any ring interface in the net-
work. This means that a ring interface has failed
or the process name has been removed from the ring
interface.
1s periodically performed by other error detection
mechanisms [10). A process name is removed from the:

"ring interface when the task has been terminated, so.

~ the sender should assune the process no . longer
- exists., S

The more difficult case is the second, where
MSELl is set. MSBl is set when the ring interface has
not been initialized to receive a message because the
input message buffers are full or the software nucle-
us in the attached processor has failed. Whether. the
buffers are full or the software nucleus has failed
15 distinguished by error detection processes called
status checkers which execute in some of the pro-
cegsors in the DCS,  Each time a message 1s returned .
with MSBl on, the'nucleus, besides returning the
status to the program, sends a message to all stalus
checkers fndicating the error along with the origina-
ting and destination process names. The status
checkers maintaln a scoreboard of communication
failures.

.ereating a new copy of the nucleus.
_process does not change anything else in the pro-

‘in the machine.

A test for ring interface hardware failure’
... 1s to terminate these processes.
- of the new nucleus is to inform the processes which

" initiated each of the terminated processes. This

- pregents a problem since the information needed to do
- this is maintained in system tables within the failed

. processor.

The nucleus of cach processor fs aware of how
frequently the ring Interfuace s unable to copy
messages because the Iaput buffers are full. When
this frequency veaches some thresheld, the nucleus
sends a copy of 1ts process name table (the same
table that 1s in the ring Interface) to all status
checkers, The status checkers then match the name
table against the scorcboard of communicatlon fail-
ures. If a name in the table matches a name .in the
scoreboard, then the status checker concludes that
the message buffers are full., Upon recognition of
this situatien, the status checker may elect to
initiate a load balancing process which might assist
tht busy processor by moving some of its processes to
other machines.

‘The second pOSSlbillty when MSBLl is set is that
a processor has failed. The status checkers test for
processor failure by periedically sending status
check messages to all nuclei. TIf a nucleus fails to
respond to several consecutive status check messages,
the status checker assumes the nucleus has failed. A
gingle status checker cannot certify a processor fail-
ure, so the status checker sends messages to the other
status checkers and waits until a certain percentage
agree that the processor has failed. If the failure
is verified, the resource allocator for the processor
is inhlblted and a new copy of the nucleus 1s loaded
into the machine,

‘Nucleus Recovery

‘Recovery begins with the loading of a new copy of
the nucleus into the processor which failed. A nucle-

. us restart process in some other processor will cause
-a bootstrap to be loaded and executed.

The bootstrap
clears the ring interface and initializes the hard-

-Ware to receive messages from the nucleus restart
- process.

The nucleus restart process sends messages
to the bootstrap which are in turn placed in memory .
This restart

cessor. In particular, system tables which contain
information about processes executing in, the Processor
are not reinitlallzed.

'7 As a result of the nucleus failure, there can be
Do certainty about the processes which were executing
It would be possible to continue
these processes under control of the new nucleus.
However, the difficulty of detecting process errors
related to the nucleus failure and the possibility of

- compounding such errors during continued execution

strongly suggest that the appropriate default action®
Thus, the first task

processor and must be considered as possibly errone~

‘ous. Still, it is desirable to take advantage of cor-
‘rect information in the tables if possible.

That then
is our goal in restarting a nucleus. Correct informa-
tion should be acted on without adversely affecting
other processes in the ring should the information be

wrong.

The nucleus iterates through the system tables

.sending a message to each process In the system which
» initiated a process previously in execution in the

processor, These messages indicaté that the initiated
process has been terminated. Detore sendiog this
message, however, the nucleus looks to sec whether the
initiator process was alse exveuting in the Tailed

If so, the notification -is unnecessary and
the nucleus moves to the next initiator-initlatee




reess pame pafr in the vable. (1t should he remarked
b while all these evoents are talding place the oocur-
1ice and time of each event ure belng vecorded In an
formatfon repository, This provides an external re-
cd of the Internal system actlons,) If the initiat-
L oprocess was not executing in the failed processor,
: nucleus sends & message to it indicating thar a
reess It has dnitiated has been terminated. The
:leus then walts for some length of time for an ac-
wiedgment from the initiator. When a process re-
ves a-message indicating that a process it initiated
3 been terminated, it takes the following actions:

1. If it did not initiate the process, a message
is returned to the sender indicating that it did
not inltiate the process which was terminated.
The process might also send status check messages
to all of the processes it has initiated. This
provides a check for an incorrect initiated pro-
cess name in the system tables.

2, 1f it did initiate the process, a status check
message is sent to that process. If the status
check reveals that the process is executing cor-
rectly, the nucleus which sent the message is
notified. If the status check shows the process
to be terminated, an acknowledgment of the

process failure is returned.

se procedures insure that correct information in
system tables causes the nucleus to notify a pro-
s that a process it jnitiated has been terminated.
the information in the tables is incorrect we would
* .these procedures to guard against failures in-

ed by erroneous information. There are three -

26 to consider.

The first case 1s an error in the initiator name.
he Incorrect name does not exist as a process,
error is detected and recorded.. On the other hand.
he incorrect name does exist as a process, the
ess can determine that it did not initiate the
es5$ which was terminated. This is guaranteed by
uniqueness of process names.

The second case is an error.in the initiated pro—.
- name. The initiating process determines if it
iated the process named in the message from the
eus. - If the erroneous name is not the same as
of a process it has initiated, the error is
cted. If*the name is the same, the 1n1tiat1ng
ess sends a status check to the process, which

onds that it is still functlonlng, and the error-'“ o

etected

The last case is an error in both the initiating
ess name and im the initiated process name, If
initiating process name does not exist, the error.-
etected. Suppose the initiating process name does'
t, If the initiated process name does not exist,
exrror 1s detected., If the initiated process name ?

exist, the initiator sends a status check. '
age to the process and the check reveals that the
255 15 stl1l]l executing. :

These procedures elicit correct actions when the’
mation is correct and do not cause incorrect

ons when the information is wrong. The possibil-’
remains, however, that in the event of errors in
iystem tables, an initiating process may not get
lcation of the termination of a process it has )
lated. This places on each initiator responsibil-
‘or periodically sending a message to each process
15 initiated. Acceptance of a wmessage is an in-*
ion that the iniviated process still exiscs.

10

= The pessible actlons are:

" ing from system process failures.

The last actlon requived by the uucieus, belore
being toglcally veturned to the system, is to resct
the resourvce allocator for the processor., The resource
allocator was inhibited by the status checker wheo ib
recognized the nucleus fatlure. after this is done,
the processor has beeuw successfully reintroduced into
the system.

Process Failure r

Software fallures in a single process, either a
user process or a system process, are detected when an
interrupt indicating an error occurs or when a regular,
observable process action fails to occur. An interrupt
indicating an error is usually the result of an attempt
to reference a protected ot undefined memory location

or an attempt to execute a protected or undefined in-

struction., These are traditional hardware ipndicators

of failure, The failure of a regular, observable pro-
cess action to gecur can be used as a software (ndica-
tor of failure. Unlike hardware indicators, software

indicators can be inhibited.

One software mechanism for detecting failure is a
heartbeat. - At regular intervals a process increments
a word in its data space, the heartbeat location. The
nucleus in the processor in which the process is execu-
ting checks this same location at intervals to see that
‘the process has incremented the location since the
last check and is thus still functioning in at least a
minimal fashion. If the nucleus finds that the process
has not changed the location over several heartbeat

" intervals, it assumes that the process has failed,

Process Recovery

After recognizing a process failure signaled by

) either hardware or software- indicators, the nucleus

establishes communication with a status checker and
-sends a message indicating that a process has failed. -

- The status checker has five actions which it can take

when notified of such a failure. The particular ac—
tions taken depend on what type of process has failed.

.

1. Save a copy of the process enviromment;
2. . Initiate a test process;
3. Initihte a new copy'of the failed process;

4, Taka no explicir action until told to do so
by an external source; and

'5. Terminate the process.

. A copy of the process enviromment may prove useful in .
.determining the cause of the error condition. A ‘

status checker can initiate a’'test process which moni- =

: tors message transmlssions to and from the failed
. process.
‘actions in the subject process by sending it messages,

By monitoring message traffic and initiating

the test process may be able to determine the nature

.of the failure and decide whether the process should -

be terminated or allowed to continue. These test
processes are not general procedures for examining any

- process; they are special tests written for a particu-
‘lar process which mighe fail.

This mechanism will
primarily be used as a means for testing and recover-

- Another action which a status checker. can take is
to initiate a new copy of the falled process. This
actilon may be taken either because the status checker.
was requested to do so by a test procedure or because




process,

. process, and combinations of these actions, -

.presented here.

the type of process which has failled is essential to
the functioning of some aspect of the DCS. When
initiating a new copy of the process, the status
checker may also cause message transmissions involv-
ing the process to be monitored., Initiation of a new
copy will probably cccur only with system processes
although the mechanisms are available to the user.

A status checker may choose to take no explicit
action when notified of a process failure. Upon
receiving a message that a process has failed, the
status checker sends a message to the information
repository announcing the situatfon., The status
checker will then take no further action involving
the process unless it receives a message to do so.

The last possible action is to terminate the
The default acticon taken for a process is
to save the process enviroomment, notify the process
which initiated this failed process, and terminate
the task.

We have described how a process failure is recog-
nized and what actions a status checker may take
when notified that a failure has occurred. Because
we feel all possible scurces of information should be
used, another mechanism included in the DCS is to
allow messages to be sent to the status checker by a
user indicating that some failure has occurred.
Although immediate action will probably not be
initiated, the information provided by such messages
is saved in a repositery. This information may prove
useful in repairing and maintaining the DCS,

Conclusion

In the preceding discussion we have shown how
fail-soft software behavior can be attained in a
computer network by distributing hardware, software,
and control and by using relatively simple error
detection and recovery mechanisms. Failures, such
as those signaled by the failure of a process to
accept a wmessage, by the occurrence of an error in-
terrupt, or by the absence of a software indicator
{heartbeat), can lead to a wide range of recovery
procedures. These include taking no action, saving
the failure environment for future analysis, termi-
pating the process, initiating a new copy of the
These
software error detection and recovery features will

help to make the DCS a reliable fail-soft system.
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