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A comparison of views regarding the use of 
de-identified data
Deborah Goodman,1 Catherine O. Johnson,1 Deborah Bowen,2 Megan Smith,1  
Lari Wenzel,1 Karen L. Edwards1

Abstract
Data sharing of large genomic databases and biorepositories 
provides researchers adequately powered samples to advance 
the goals of precision medicine. Data sharing may also intro-
duce, however, participant privacy concerns including possible 
reidentification. This study compares views of research partici-
pants, genetic researchers, and institutional review board (IRB) 
professionals regarding concerns about the use of de-identified 
data. An online survey was completed by cancer patients, their 
relatives, and controls from the Northwest Cancer Genetics 
Registry (n = 450) querying views about potential harms with 
the use of de-identified data. This was compared to our pre-
vious online national survey of human genetic researchers 
(n = 351) and IRB professionals (n = 208). Researchers were 
less likely to feel that participants would be personally identified 
or harmed from a study involving de-identified data or feel that 
a federal agency might compel researchers to disclose informa-
tion about research participants. Compared to genetic research-
ers, IRB professionals and participants were significantly more 
likely to express that personal identification or harm was likely 
or that researchers might be forced to disclose information by 
a federal agency. An understanding of the differences in views 
regarding possible harm from the use of de-identified data be-
tween these three important stakeholder groups is necessary to 
move forward with genomic research.
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Introduction
Rapid advancement of genomic sequencing tech-
nologies has led to the ability to genotype large 
numbers of research participants. Linkage of large 
biorepositories with clinical and lifestyle data offers 
a new mechanism to evaluate gene–gene (G×G) and 
gene–environment (G×E) interactions, but large 
samples are needed to have adequate power to de-
tect interactions. Data sharing now offers the ability 
to have adequately powered samples and advance 
the goals of precision medicine.

While the linkage of biological material to per-
sonal data raises challenges, including return of 
results, informed consent, and privacy, it is widely 
accepted and is required by the National Institutes 
of Health for certain areas (http://grants.nih.gov/
grants/gwas/). While beneficial for investigators, 
researchers, and the public [1], consent for data 

sharing is often not included in the informed con-
sent process for the original study and open data 
access is often at odds with participant privacy. Data 
points that may be used as explicit personal identifi-
ers are often removed to safeguard the participant’s 
privacy and reduce the risk of identification. And 
although it has been shown that de-identification 
may be inadequate because it is possible to reverse 
identify participants from previously de-identified 
data [2, 3], genomic information is not considered 
identifiable data [4] and is exempt from the major 
US privacy law, the Health Insurance Portability and 
Accountability Act (HIPAA) [5].

A comparison of three stakeholder groups, includ-
ing participants, researchers, and Institutional 
Review Board (IRB) professionals, is critical in 
order to find common ground, maximize study 
recruitment, and maintain study participation. 
These investigators have previously evaluated the 
beliefs of research participants and found that most 
expressed a desire for their data to be available to as 
many research studies as possible, with the goal of 
receiving personal health information, while noting 
the importance of protecting their privacy and infor-
mation [6]. Research participants were also likely to 

Implications
Practice: Those involved in recruitment of par-
ticipants into research studies need to be aware 
of Institutional Review Board professional and 
participant concerns regarding the use of their 
de-identified data for genomic research.

Policy: The design of research participant recruit-
ment efforts should consider the contrasting view-
points among stakeholders regarding the risks 
and use of de-identified data in genomic research.

Research: Future research is needed to under-
stand the specific reasons for differences in per-
ceived risks associated with the use of de- identified 
genomic data between stakeholder groups.

1University of California, Irvine, CA 
92697, USA
2University of Washington, Seattle, 
WA 98195, USA

BRIEF REPORT

© Society of Behavioral Medicine 
2018

Correspondence to: D Goodman, 
goodmand@uci.edu

Cite this as: TBM 2018;8:113–118
doi: 10.1093/tbm/ibx054



BRIEF REPORT

page 114 of 118 TBM

feel that the original researcher was responsible for 
maintaining a link to their de-identified data, and 
felt that it was important to maintain a link in order 
to allow individual health results to be return to 
them and to support further research. Most research 
participants were not concerned about personal 
identification when participating in a genetic study 
using de-identified data.

In a study of IRB professionals, these investiga-
tors found that about two thirds felt that it is unlikely 
that a research participant would be personally 
identified or harmed from their de-identified data 
and about one-third believed that investigators 
might be compelled by a federal agency to disclose 
personal information about research participants 
[7]. Compared to a group of genetic researchers, 
these IRB professionals were significantly more 
likely to believe that a research participant would 
be personally identified from coded genetic data, 
harmed as a result of identification, or have a fed-
eral agency force disclosure about genetic research 
participants [8].

This study will expand on our previous work by 
comparing views of genetic researchers, IRB pro-
fessionals, and research participants regarding con-
cerns about the use of de-identified data.

METHODS

Eligibility and recruitment for the Genetics Research Review 
Issues Project (GRRIP)
Details on the GRRIP study and development 
of the surveys have been described previously 
[7–9]. Briefly, genetic researchers, recruited from 
the American Society of Human Genetics, and 
IRB professionals, recruited from The Public 
Responsibility in Medicine and Research, were 
asked to complete a web-based survey related to 
four areas of interest: the research study applica-
tion process, the IRB review process, IRB func-
tions, and issues in genetic research. Surveys were 
completed by 351 human genetic researchers and 
208 IRB professionals.

Eligibility and recruitment for the Participant Issues and 
Expectations Project (PIP)
Details on the Northwest Cancer Genetics Registry 
(NWCGR), the source of research participants 
for this study, have been described previously 
[10]. Briefly, individuals currently enrolled in the 
NWCGR (n  =  3,352) were the source of PIP par-
ticipants, including people with cancer recruited 
from Western Washington (n = 2,027), first-degree 
 relatives of cases (n = 451), and controls recruited 
from a random sample from Washington (n = 527), 
and people who were self-referred in response to 
community awareness efforts (n = 904). Up to three 
invitations were sent to participants at approxi-
mately 2-week intervals [11]. The online survey was 
completed by 450 participants.

PIP and GRRIP survey methods
GRRIP survey development was conducted among 
25 genetic researchers and 31 IRB professionals 
using in-depth interviews and focus groups. A  tai-
lored design method was used to identify salient 
issues and develop survey questions. Cognitive 
interviews with researchers and IRB profession-
als were then used to assess clarity and ease of the 
survey. In 2009, parallel online surveys were used 
to anonymously collect information from human 
genetic researchers (n  =  351) and IRB profession-
als (n  =  208). The purpose of the PIP survey was 
to document the range and frequency of concerns 
and expectations regarding participating in gen-
omic research studies and to compare these findings 
to our previous GRRIP surveys [8, 9, 12]. Detailed 
methods for the PIP study have been published pre-
viously [10, 11]. Briefly, administered in 2012, the 
confidential, online survey instrument had a total 
of 22 questions, including overlapping questions 
from the GRRIP surveys and covered six general 
topic areas: decision to participate in research, re-
lationship between researchers and participants, 
reconsent and broad consent, return of results, 
use and security of de-identified data, and family 
communication of health issues. Three questions 
regarding privacy or harm from de-identified gen-
etic data overlapped with our previous GRRIP sur-
veys. These questions asked how likely (i) a research 
participant would be personally identified in a study 
involving de-identified data by someone other than 
the researchers, (ii) a research participant would be 
harmed as a result of identification from de-identi-
fied genetic data, and (iii) a federal agency or other 
law-enforcement agency might compel researchers 
to disclose information about genetic research par-
ticipants. Wording of the overlapping questions 
related to privacy or harm from de-identified gen-
etic data were either identical (“How likely is it that 
a federal agency or other law-enforcement agency 
might compel investigators to disclose information 
about genetic research participants”) or very similar 
(“How likely is it that a research participant would 
be harmed as a result of identification from coded 
genetic data” for researchers and IRB professionals 
vs “How likely is it that a research participant would 
be harmed as a result of identification from de-iden-
tified genetic data” for research participants). The 
response categories for these questions were 5-point 
Likert-scales rating level of agreement with the 
statement. The five categories were as follows: very 
likely, somewhat likely, neutral, somewhat unlikely, 
very unlikely, or don’t know.

A comparison of nonresponses found that of the 
450 PIP participants, 15 did not answer the first 
question, 21 did not answer the second, and 14 did 
not answer the third. With regards to the GRRIP 
comparison group, 6 of the genetic researchers did 
not answer the first question, 13 did not answer the 



BRIEF REPORT

TBM page 115 of 118

second, and 64 did not answer the third; the com-
parable numbers for the IRB professionals were 
12, 15, and 28, respectively. All study procedures 
were approved by the University of Washington’s 
Human Subjects Division and by the University of 
California, Irvine Institutional Review Board. All 
participants provided informed consent prior to par-
ticipation and were free to skip any questions that 
they did not wish to answer.

Statistical analysis
Responses were first summarized using frequency 
distributions separately for each group. We hypothe-
sized that PIP participants would differ from research-
ers and IRB professionals in their concerns over the 
likelihood of harm. To address this, we compared 
questions that were asked in the same way from the 
three surveys. “Don’t know” responses were consid-
ered missing. Differences in frequency of responses 
between the three stakeholder groups were tested 
using ordinal logistic regression, which allows for 
multiple categories of the outcome variable and 
adjustment for potential confounders. The response 
categories were ordered and coded as follows: 
“likely” was coded as 0, “neutral” 1, and “unlikely” 
2. With ordinal logistic regression, several cumulative 
logits were modeled using all possible cut points of 
the dependent variable, but a single summary odds 
ratio and 95% confidence interval were obtained. 
Comparisons within the research participant sample 
were adjusted for age, gender and education, and 
comparisons between the three groups were adjusted 
for gender. Because there were no differences by gen-
der, age, or relative type within the research partic-
ipant sample, all participants were combined when 

compared with the two other groups. R version 3.2.2 
with the MASS package was used [13, 14]. A p value 
≤.05 was considered statistically significant.

RESULTS
About half of the 450 research participants were 
cases (n  =  228), one-third were controls (n  =  155), 
and the remainder were relatives (n = 67) (Table 1). 
The average research participant age was 63.6 years, 
and most were white (94%), married or living with 
someone (76%), and well educated, with over 60% 
having a college degree. Age, gender, race/ethni-
city, education, and marital status were similarly 
distributed in the case, control, and relative groups. 
Among participants with cancer at baseline, mel-
anoma was most frequent type (29.5%), followed by 
thyroid cancer (18.3%), and breast cancer (15.5%). 
Thirty-five research participants without cancer at 
enrollment into a parent study reported a cancer at 
the time of this survey (data not shown). Researchers 
were less likely to be women (51.9% vs 76.0%) and to 
have worked in the opposite service (26.8% vs 43.8%). 
Compared to IRB professionals, genetic researchers 
were more likely to have worked long term (>5 years) 
in their respective area (82.3% vs. 56.7%).

Scenario 1: Research participant would be personally iden-
tified in a study involving de-identified data by someone other 
than the researchers: Compared to research participants 
and IRB professionals, genetic researchers were less 
likely to feel that research participants would be per-
sonally identified. IRB professionals were twice as 
likely and research participants 2.6 times as likely as 
researchers to feel that a participant would be per-
sonally identified in a study involving de-identified 
data (Fig. 1).

Table 1 | Demographics of the research participant group

Total (n = 450) Cases (n = 228) Controls (n = 155) Relatives (n = 67) p Value

Age (years), Mean (SD) 63.6 (11.8) 64.3 (11.4) 64.0 (11.5) 60.5 (13.6) .08
Women 292 (64.9%) 145 (63.6%) 110 (71.0%) 37 (55.2) .07
Race .92
  Asian/Pacific Islander 7 (1.6%) 4 (1.8%) 2 (1.3%) 1 (1.5%)
 Black 4 (0.9%) 2 (0.9%) 2 (1.3%) 0
  Multi-Racial/Other 16 (3.6%) 8 (3.5%) 4 (2.6%) 4 (6.0%)
 White 423 (94.0%) 214 (93.9%) 147 (94.8%) 62 (92.5%)
Education .61
 High School or less 40 (8.9%) 19 (8.3%) 13 (8.4%) 8 (11.9)
 Some College 107 (23.8%) 57 (25.0%) 37 (23.9%) 13 (19.4%)
 Bachelors Degree 276 (61.3%) 126 (55.3%) 105 (67.7%) 45 (67.2%)
 Unknown 27 (6.0%) 26 (11.4) 0 1 (1.5%)
Marital status .10
  Married/living together 343 (76.2%) 180 (78.9%) 110 (71.0%) 53 (79.1%)
 Single 32 (7.1%) 14 (6.1%) 13 (8.4%) 5 (7.5%)
 Divorced/separated 44 (9.8%) 19 (8.3%) 20 (12.9%) 5 (7.5%)
 Widowed 22 (4.9%) 6 (2.6%) 12 (7.7%) 4 (6.0%)
 Unknown 9 (2.0%) 9 (3.9%) 0 0
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Scenario 2: Research participant would be harmed as a 
result of identification from de-identified data: Compared 
to research participants and IRB professionals, 
genetic researchers were significantly less likely to 
feel that research participants would be harmed 
from a study involving de-identified data (Fig.  1). 
Participants were almost five times more likely than 
researchers but half as likely as IRB professionals to 
feel they would be harmed.

Scenario 3: A  federal agency or other law-enforcement 
agency might compel researchers to disclose information about 
genetic research participants: Genetic researchers were 
25% as likely as IRB professionals and participants 
were 3.4 times as likely as researchers to feel that a 
federal agency might compel researchers to disclose 
information about research participants. No signifi-
cant difference was seen between participants and 
IRB professionals with this scenario (Fig. 1).

Discussion
To our knowledge, this is the first study to quantitate 
differences in views between research participants, 
IRB professionals, and genetic researchers, regard-
ing the likelihood of harm to the participant from 
the use of de-identified genomic data. This study 
showed that research participants and IRB profes-
sionals were more similar than the views of genetic 

researchers. Researchers were the least likely group 
to believe that research participants would be per-
sonally identified or harmed from a study involving 
de-identified data or feel that researchers might be 
forced to disclose information about research partic-
ipants to a federal agency.

It is possible that differences in views between 
these three groups may be influenced by their 
unique roles in research. We have previously pub-
lished in this group of participants that while almost 
half were concerned about being personally iden-
tified when participating in a genetic study using 
de-identified data, most felt that the benefits out-
weigh the potential risks [6, 15, 16] and others have 
shown that knowledge of the risks would not change 
participants’ attitude toward joining a study [17]. 
While others have shown that age is directly associ-
ated with a willingness to share personal data [18], 
we have previously reported in this group of partici-
pants a direct association between age and the impor-
tance of protecting privacy and information when 
deciding to allow data for a research repository [19]. 
Similar to research participants’ views, about half 
of the IRB professionals felt that re- identification 
or harm was likely. This finding is somewhat higher 
than a previous study of IRB Chairs, which found 
that 27% were concerned about the sensitivity of 

Fig 1 | Comparison between research participants, genetic researchers, and institutional review board (IRB) professionals regarding likeli-
hood of harm or personal identification.
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genetic information [20]. This was based, however, 
on a smaller sample size (41 vs 208) and the focus of 
these IRB Chairs was mental health-related. It has 
been suggested that the IRB professionals’ role of 
overseeing human subject protection and compli-
ance may foster a greater perceived risk compared 
with the genetic researcher, who may be more likely 
to minimize the likelihood of harm, especially with 
increased experience in managing their own proto-
cols to protect participants [8]. Also, it is possible 
that researchers better understand the logistical 
challenge of re-identification compared to IRB pro-
fessionals [8]. While gender differences in the per-
ception of harm or re-identification are unknown, 
it has been shown that male research participants 
are 1.7 times more likely to participate in a genetic 
substudy compared with women [21]. In this study, 
the research participant and IRB groups had more 
female participants than the researcher group; how-
ever, the coefficient for gender was not significant 
for any comparisons between research participants 
and researchers/IRB professionals so it is unlikely 
that these gender differences account for the con-
trast in likelihood of harm or identification.

There were limitations within this participant 
study population. Participants were recruited from 
a long-standing research population and selection 
bias may have influenced their attitudes about data 
sharing and de-identified data. In addition, this par-
ticipant population was highly educated and mostly 
white, older adults, possibly limiting generalizability 
of these results. As discussed previously, it should be 
noted that the response rate among IRB profession-
als who received an invitation was low, about 7.5% 
[7, 9]. It is possible that many of the nonresponders 
were not eligible to participate in this study; however, 
data were not available to compare responders versus 
nonresponders. Likewise, the response rate for gen-
etic researchers was approximately 8%, but it is pos-
sible that the denominator is overinflated because it 
is unknown how many researchers received the invi-
tation but were not involved in genomic research or 
how many invitations were forwarded to colleagues. 
Finally, the GRRIP survey of the IRB professionals 
and genetic researchers was completed 4 years prior 
to completion of the PIP research participant survey, 
and it is possible that outside political or cultural 
changes may have impacted survey responses.

This study suggests that there are differences 
that need to be resolved between these three stake-
holder groups regarding likelihood of identification 
or harm in the use the de-identified genetic data. 
Maximizing recruitment rates and minimizing drop-
out rates for future genomic observational research 
studies can only be achieved when researchers 
become more aware of participants’ views of per-
ceived risk and harm and consider these concerns 
when constructing policy about sharing de- identified 
data. Reaching a consensus between stakeholders 

to establish best practices and inform policy deci-
sions regarding the protection of research partici-
pants is critical for successful genomic observational 
research, and the use of de-identified shared data.
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