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Secrecy Throughput of ANECE Assisted
Transmission of Information in Finite Blocklength

Ishmam Zabir, Student Member, IEEE, Ananthram Swami, Fellow, IEEE, Yingbo Hua, Fellow, IEEE

Abstract—Anti-eavesdropping channel estimation (ANECE)
among two or more cooperative full-duplex radio devices allows
these devices to obtain their receive channel state information
(CSI) with respect to each other but at the same time prevents
eavesdropper (Eve) from obtaining any consistent estimate of
its receive CSI, which improves the secrecy of subsequent
transmission of information between the devices. This paper
presents an analysis of secrecy throughput of ANECE assisted
transmission of information between such single-antenna devices
against Eve with multiple antennas. The analysis is based on
finite blocklength coding and assumes that Eve applies a standard
approach for information detection. Easy-to-compute analytical
expressions of secrecy throughput in terms of various controllable
parameters are obtained. Numerical results are discussed.

Index Terms—TFinite blocklength, physical layer security, se-
crecy throughput, full-duplex, ultra-reliable low-latency commu-
nications.

I. INTRODUCTION

Anti-eavesdropping channel estimation (ANECE) was pro-
posed in [1] to allow two or more cooperative full-duplex
radio devices to obtain consistent estimates of their receive
channel state information (CSI) but at the same time it disables
eavesdropper (Eve) from obtaining any consistent estimate of
its receive CSI. This property of ANECE is useful to maintain
a non-zero secrecy rate of the subsequent transmissions of in-
formation between these devices against Eve with any number
of antennas [2].

In this paper, we provide an analysis of an averaged secrecy
throughput (AST) of ANECE assisted transmission of infor-
mation from one single-antenna device to another against Eve
with multiple antennas. This analysis assumes that Eve applies
a standard method for information detection.

Furthermore, we consider a relatively short or often called
finite blocklength (FBL) transmission of information between
devices, which is important for applications such as Internet-
of-Things (IoT) [4]-[5]. Prior AST analyses of FBL trans-
missions are available in [6]-[8] where the CSI anywhere is
assumed to be known everywhere. In particular, Eve’s receive
CSI is assumed to be known to Eve. In the ANECE assisted
case, Eve no longer knows its receive CSI perfectly, which
makes the prior results inapplicable.
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However, we will apply some of the techniques in [9]-[10]
to the ANECE assisted case. We also assume that the forced
channel estimation error at Eve (due to ANECE) is only treated
by Eve as a source of additional noise at Eve. In other words,
Eve does not apply advanced methods such as blind detection
[2] to mitigate the effect of ANECE.

In section II, we provide details of system model and
briefly describe ANECE. Also derived in that section are the
effects of ANECE pilots, the SNRs at Bob and Eve, and
the basic expression for AST. In section III, we provide a
detailed analysis of AST in order to obtain easy-to-compute
expressions of AST. In section IV, we illustrate the effects of
various parameters on AST. Concluding remarks are provided
in section V.

II. SYSTEM MODEL

We consider N single-antenna cooperative full-duplex de-
vices/users subject to a covert/passive eavesdropper (Eve) with
NE antennas, at an unknown location. To combat eavesdrop-
ping, all users apply anti-eavesdropping channel estimation
(ANECE) [1] as follows. In phase 1, all users transmit ANECE
pilots simultaneously, where the pilot transmitted by user j
over ny time slots is denoted by p;(k) with k = 1,--- ,nq,
and n; > N — 1. The pilots can be also represented by
p; = [p;(1),..,p;(n1)]", Vj and P = [py,..,pn]". For
ANECE, we need rank(P) = rank(P ;) = N —1, Vi, where
P ;) results from removing the ith row of P. The reduced-
rank condition of P and the full-rank condition of P; Vi
are the required properties of ANECE pilots. An example of
such a pilot matrix is P = DQV where D is a diagonal
matrix for power control, Q is a N x (N — 1) submatrix of
the N x N discrete Fourier transform (DFT) matrix and V
is a (N — 1) x ny matrix satisfying VV =1Iy_1, e.g., see
[1], [3]. We will assume that each row of P has squared norm
equal to Pin;.

In phase 1, the n; x 1 signal vector received by user ¢ is

N
yi= Z hijp; + 1 = P{hg) + g, (1
[y

where h; ; is the complex channel gain from user j to user 4,
h;) is the vertical stack of h; ; for all j # ¢, and n; is the
background noise (including residual self-interference of the
full-duplex user). We assume that h; ; equals h;; (reciprocal



channels), h; ; is CN'(0,07 ), and n; is CA'(0,T). The Ng x
ny signal matrix received by Eve can be expressed as

N
Yg=> hgp] + Ng=HgP + Ng, 2)
i=1
where hpg ; is the channel vector from user ¢ to Eve, and Hg
(Eve’s receive channel matrix or CSI) is the horizontal stack
of hg ; for all s.
As shown next, the ANECE pilots allow every user to have
a consistent estimate of their channel gains but do not allow
Eve to have a consistent estimate of Eve’s receive channel
matrix.

A. Effect of the ANECE Pilots

We will consider minimum-mean-squared-error (MMSE)
channel estimation at users and Eve. Let Ky, = &[xy’]
denote the covariance matrix between two zero-mean random
vectors x and y, and let Ky = Ky x. Then the MMSE
estimate of the channel vector h;) at user ¢ is

h) = Kn, v. K;vi
= 0Pl (L, + PLIGPE) 'y
=3 (Ivo1 + 2o P PHLE0) 20 Phyi 3)
where 3%, = diag{o71,--+,07, 1,07;11, "+ ,0; 5} The
(N = 1) x (N — 1) covariance matrix of the MMSE error
vector Ah;) = hg;) — hg) is
Kan, = Kng, = Kn, y. Ky Kyong,
= 20 = ()Pl (L, + P EGPR) PR,
= ) (Iv-1+ 2P PHLZw) T @

Let ;= (KAh(i) )lJ be the [-th diagonal element of KAh(i),
which is the MMSE estimation error variance of the channel
between user ¢ and a user j # 4. In Appendix A, we show
that as ny P, — oo, then $;; — 0 for all 7 and [.
Assume that Eve also uses MMSE for channel estimation.
Let yg = vec(Yg) and hg = vec(Hg). Then (2) becomes
ye = (PT @1Iy,)hg +ng. 5)
The MMSE estimate of hy (assuming P is also known to
Eve) is
hp =K,y Ky ye
= (23P* (I, + PTZ3P*) ' @Iy, )y, (6)

2 _ . 2 2 . .
where X% = diag{og |, -+ ,0% y}. The covariance matrix

of Ahp = hp — hp is
Kany =23 ©Ing — Knpy s Ky p Kyponp
=32 (In, — P*(I,, + PTZ2P") " 'PTS2) 01y,
=3p(Iy +ZpPPTSp) ' Sp @ In,, @)
where fp; = (Zp(Iy + ZpP*PTEE)"18g),, is the
variance of each elements of Ahg ;. It is shown in Appendix

A that as n1P; — oo, we have 8g; — ¢; > 0 where ¢; is
invariant to ni P;.

B. SNRs at Bob and Eve

In phase 1, ANECE is applied cooperatively by N users
as shown previously. We now consider phase 2 where we
assume an information transmission between a pair of users.
Assume that user ¢ (Alice) transmits the information symbols
xi(k),k = 1,--+  ng, to user j (Bob), with transmit power
P5. Then the received signal at Bob is

y;(k) = hjawi(k) +nj(k) = hjai(k) + Ahyxi (k) +ny (k).
)

(02 ,—Bii1,)P2Xap
i =" where X1, =

The SNR of y; (k) is 1 = T8 PaXo

\Ah7 i|?

B |2
and X5, = ﬁ are independent exponentially

dlstrlbuted random Varlables with unit means.
Similarly, in phase 2, Eve receives

vE,i(k)

Since Eve knows hpg ;, we assume that Eve applies maxi-
mum ratio combining to achieve a maximum SNR equal to

= hp2i(k) + Ahg (k) + np(k). 9)

e = HBE il|>Pa _ (0%, — Bri)PaXo.c (10)
¢ - )
I I hi.: - A2 Py 1+ BeiPaX1e
_ | PEi Ahgag2 , o
where X; . = | |* is exponentially distributed

el /Br,:
HhE A?

with unit mean and X5 . = oz follows the Chi-squared

E,i
distribution with 2N g degrees of freedom (DoF). We will also
assume that Eve applies a conventional method to detect the
information transmitted by Alice. In other words, Eve treats
h E,i as the true channel vector with respect to user i.

C. Achievable Secrecy Rate under FBL

For a finite-block-length (FBL) transmission with ny < o0,
there are decoding errors at both Bob and Eve. The maximal
achievable secrecy rate R(ns, ¢, §) with target decoding error
probability € at Bob and information leakage ¢ to Eve can be
approximated (according to [11]-[12]) as follows

(1w RN [VeQT)
R(ng,e,é)_log<1+%> ny In2 ny In2 ’
(

11)
where V;, and V, are the channel dispersions at Bob and Eve
respectively, which can be expressed by V, = 1 — (1 +1,) 2
with z € {b,e}. Tt is typical to choose 6 € (0,1/2). Let the
number of secret information bits transmitted by Alice in every
ngy time slots be n,. Then, the transmission rate R(na, €, ) is
set to a constant transmission rate R* = =& (details of secrecy
coding are discussed in [11]). Therefore, the decoding error €
at Bob is no longer constant and subject to random realizations

of v, and .. Now (11) implies
na2 np
= — ,/ — —1In2
(12)

where ¢ 2 €(7b,Ve) is now a function of 7, and 7.

1+’yb
1+ve




Similar to [10] and [13], we consider an averaged achievable
secrecy throughput (in bits per channel use) defined by

A Ny
Ts = Ey>y. [712(1 - 6%,%)]

where we have excluded the contribution from v, < ..
Treating 3 and 7, as independent random variables, it follows
that

n:%éi(ﬁ]rﬂxwmumﬁm@@

I
= /y_ofb(y)f%(y)dy, (14)

wwzéi

The rest of the paper focuses on the computational simpli-
fication of T and the numerical investigation of the tradeoffs
among system parameters ni, ng, ny, N, Ng on Ty.

13)

where

(1 — ez, y))f% (z)dx (15)

III. AVERAGED SECRECY THROUGHPUT

To compute the averaged secrecy throughput 7, we need
to compute (15) first where e(z,y) makes the integral an
intractable task. As in [9]-[10], we will use the following
approximation of e(z,y):

1, :C<£Co+i
e(r,y) = 3+ k(@ —1x0), zo+5; <z <a0—5; (16)
0, > x0— 21k

where xg is such that e(xg,y) =

e

de(z,y) |
dx T=xo —

0.5, ie., g
M1n2>(1 +y) — 1, and k
This approximation holds well
from (16) and

27r:c0(:c0+2)
if |k| is large. Assuming a large
(15) that

v~ [ =), e

1 w3 (]
o) [ (homee)
2k
X fr, (x)dz
Lo~ 35
-1+ k/ F,, (z)dz, (17)
To+ 3%

where F, (x) is the CDF of ~,. Since |k| is large, we have

T 1
f%:_ 3 F,, (z)dz ~ 7+ F, (zo) and hence

O(y) ~ 1 — F, (o). (18)
where 7o £ 1, (y) is a function of y.
From Appendix B, we have F,, (z) = “age where
a; = ﬁ— —1land b; = . Thus, (18) becomes
B(y) ~ Le_‘%%(y). (19)

aj + wo(y)

From (14), for any +; > 0, we have

B0 i+ [ e

Tl T2

(20)

To compute T4, we let g(y) = ®(y)f,.(y). Then using the
Gaussian-Chebyshev quadrature method [14], it follows that

21

M
T~ 2N (%9(721 (tn + 1)) /T - t,%) :

no 2
2 n=1

2

where t,, 2 cos(22=17) and the parameter M determines the
complexity and accuracy trade-off.

To compute T, we simplify xo(y) by choosing 7; suf-
ficiently large such that V., = 1 — (1 +y)~2 ~ 1 for
y > 71, which implies z(y) =~ a(1l + y) — 1 with constant

o = exp (% +1In 22—2) Then, it follows that

b
—Lay
az;e I

ny —2i(a-1) [
—e _ dy.
26 / " y 1 a] f'Ye(y) y

To further simplify 75, we will consider two special cases:
Case 1 is for S ;P> < 1, and Case 2 is for Sg ;P> > 1. Case
1 applies when ANECE is not applied, and Case 2 applies
when ANECE is applied. In both cases, we will use v =
avy1 + a — 1 to simplify equations.

Ty ~ (22)

A. Case 1

In this case, Bg,;P> < 1 and Eve mainly suffers from
the channel background noise. Using b, = b. — oo in
dFx, (%)

Appendix B, the PDF of ~, is f,, (:c) = G Nl YL M
2

dx

N
(ZS)NEI EF r where a, = — 1 and b, BE];PZ
Then the integral in (22) can be expressed in terms of I’

functions and, as shown in Appendix C, (22) becomes

—%e 4
e Ae

Np—1

Ny be Ng bj+ be (a—1+ay) ’Y+a3
T ~ E aae J
2 ajng(ozae) Z I'Ng —n)
Ng—1—n bj be
x (am) D(=n, (22 + )y +a5)). (23)
vl €
B. Case 2

In this case, Sg P> > 1 and hence we can ignore the
channel background noise at Eve. Thus,

2 A i P X e X
e = (05, — Bri)P2 X2, ~ 2e (24)
14 BE,iP2Xi1e X1 e




Ngac.zVE 1 :
and hence [, (z) = Z{<5xp-r (which also follows from

Appendix B). Then 75 in (22) becomes

(y+oz 1 yNe—1
T, ~ 2 ajaeN / a=T¥o; dy
N2 71 y +— )(ae + y)NEJrl

— % (a-1) :

_b
_ a0t T N, /°° : ayyidy
ny a—1+a; g (ac+y)Netl

Ng—1

oo e ’lIyNE
- o dy} ) (25)
/ vy + ) (ae 4 y) Vet

after applying the change of variable x = % in (25), we get

b b
-t (a=1) o _—aY Np—1
Np a;aece -7 e i Yy
P e G —;
Ty a-l+4aq E[/y—vl (a, +y)Ner1 Y
Q1)
a1 _lia
_/71 a71+a'e J dil?:|
e=0 (1 + =——z)(1 + acz)Ne+!
h(z)
Ny a0 ef‘%(afl) ny 4 67‘%(0‘71)
N — S NpQ(y1) - —
ng a—1+a; ng a—1+a;
N M T 1
E
X — h(—/(t 1 1—¢2 26
o n_l(M (3, (tn + 1)V ) (26)

where we have applied the Gaussian-Chebyshev quadrature
method on the function denoted as h(z). Furthermore, Q(~;)
in (26) is shown in Appendix D to be

Ngp—1 1 'YNE 1—-n
Qm) = T(N. L
(71) ( E) 7;) F(NE*’R) (CL6+’)/1)NE7W‘

xU(n+1,n+1—NE,bja(%—&—m)). 27
Py

J
IV. NUMERICAL RESULTS

In this section, we show numerical results of the averaged
secrecy throughput 7 of secret information transmission from
user 1 to user 2 among N > 2 cooperative single-antenna full-
duplex users for which o; ; = 1 for all 4 and j # 4. Unless
otherwise specified, we use P, = P, = 25dB, § = 0.001,
Ng =4, 0 =1, n1 = 4, ny = 300, and n, = 200. To
compute 77 and 7% in (20), we use v; = 10 and M = 16. To
verify our theoretical results (TR), we also conducted a 10%-
run Monte Carlo (MC) simulation to compute the expectation
in (13).

In Fig. 1, we show T versus nsy for different Ny, which
also compares the cases of “with ANECE” (under ideal full-
duplex) and “without ANECE”. The case of “with ANECE”
is based on N = 4 cooperative users in phase 1, but only
user 1 transmits secret information to user 2 in phase 2. For
the case of “without ANECE”, only user 1 sends a pilot in
phase 1 which allows both user 2 and Eve to obtain consistent
channel estimates. We see a significant gap of T between the

B}

without
ANECE

Average Secrecy Throughput (T )

* e m—=
0.2 /—’y
Lx ———— e e = e = e e e e e —
0 o g m == T R e
o 50 100 150 200 250 300

blocklegnth size (n,)

Fig. 1. T, versus ng for Ng = 1,2,4 and N = 4.

cases of “with ANECE” and “without ANECE”. We also see
that as no increases, T increases initially and then decreases.

s

=== N=[2,4,8]
*  MC simulation

with
ANECE

Average Secrecy Throughput (T )

‘without
ANECE
p—

[} 50 100 150 200 250 300
blocklegnth size (n2)

Fig. 2. T, versus ng for Ng =2 and N = 2,4, 8.

In Fig. 2, we show T versus ny for Np = 2 and
N = 2,4,8. We observe that with ANECE, the averaged
secrecy throughput 75 from user 1 to user 2 is maximum
when only users 1 and 2 (i.e., N = 2) perform ANECE
cooperatively. However, we should note that using N > 2
cooperative users for ANECE, multiple pairs of users can then
transmit secret information to each other without the need for
additional phases of channel training. The sum of pair-wise
secrecy throughput of all users can scale up linearly with the
number of pairs if Eve only applies conventional methods for
channel estimation and information detection.

n,=4
n,=8
n,=16

* *  MC simulation

AST ratio (n)

100 150 200 250 300
blocklegnth size (n2)

Fig. 3. nvsng forn; =4,8,16, Ng =2 and N = 4.

. . T(w'LthANEC‘E)
In Fig. 3, we present the ratio n = m versus

ng for ngy =4,8,16, Np =2 and N = “4. We observe that n
is an increasing function of ni, and n > 1 for all n; and ns.
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%  N_=4(ANECE-MC)

0.5

Fig. 4. Ts vs n1 and na for the ANECE-assisted case.

In Fig. 4, we show T vs ny and no for the ANECE-assisted
case with N = 4, P, = P, = 25dB and N = 4. We see
that T, is an increasing function of n,. Fig. 5 depicts the
ANECE-assisted T versus ns and n; (the number of secret
bits transmitted per block). Here we also observe the quasi-
concave nature of T with respect to ny for each fixed np.
Thus, the theoretical results can be used to accurately find the
optimal ns. Furthermore, the optimal nsy increases with ny.

1.2

N_=4(ANECE-TR)
* N_=4(ANECE-MC)
0.8 -
» -
— 06
0.4

0.2

300

Fig. 5. Ts vs no and np for N =4 and Ng = 4.

V. CONCLUSION

We have analysed AST of ANECE assisted transmission
between single-antenna full-duplex devices against an eaves-
dropper with multiple antennas. The resulting expressions for
AST are easy to compute and consistent with the results from
costly Monte Carlo simulations. This analysis reveals a large
gain of secrecy achievable from ANECE. Furthermore, this
analysis is done in the context of finite blocklength transmis-
sion, which is important for latency sensitive applications.

APPENDIX A
PROPERTIES OF f3; ; AND B ;

Let the eigenvalue decomposition (EVD) of
3 PZ‘i) P%’;) )  with  descending  eigenvalues  be
Zg:_ll )\¢7kui7kufk = U,A;UHZ. 1t follows from (4)
that

N-1 H

_ VikVik
Kan,. =X U, (I+A;)"'UES, = = (28
N »Ui(I+Ay) i 24(0) ;1+Ai’k,( )

where v; |, = Z(i)uiyk. From (28) we get

N-1 H
(VikVig)Li
B = Kan = (29)
k=1 bk

Clearly, 5;; — 0 if ming A; p = A\j y—1 — 00.

As discussed in Section II, the ANECE pilot matrix P =
DQV, where Q is the N x (N — 1) submatrix of F, the
DFT matrix of size N, with entries exp(—j27mmn/N). Then,
to get a constant row norm of /P;nq, D must have constant
diagonal entries equal to d = \/Pyni /(N —1).

Let Q; denote the matrix obtained by dropping the i-th row
of Q. Then P(;) = dQ;V. By the interlacing property of
eigenvalues, we know that N — 2 of the N — 1 eigenvalues
of Q;QH are equal to N. It can be verified that the diagonal
elements of Q; QY are all equal to N — 1. Thus, from the trace
property it follows that the smallest eigenvalue of Q,;Q is
(N = 1)? = N(N —2) = 1. Thus the matrix P;,P(}, =
d>Q;QH has full rank; its smallest eigenvalue is d?. Since
the matrix 3 ;) has full rank, it follows that A; y 1 > 0, and
hence this eigenvalue goes to infinity as Pyn; — oco.

Similarly, let the EVD of the N x N matrix 3 P PTE
with descending eigenvalues be chvzl )\E’kuE}kugyk =
UEAEUEI where )\E,N = 0. Let VEE = EEuEﬁk. Then,
it follows from (7) that

S vppvl
, Ek H
= 1+ Aek ’

> (venvan) ®Ing,, (30)

where the lower bound is achieved when n{P; — oo.

H
_ N—-1VE Ve, H
Consequently, Sg; = :j:1 —— 7‘J 4 VE,NVE,N)i,z’ >

A L ..
(VEVNVE{N)LZ' = ¢;, which is positive.

APPENDIX B
CDFs AND PDFS OF . AND 7y,

SNRs . and 73, defined in Sec. II-B, can be written as

o achQ
T e+ Xy

€2y

where X; and X. are independent, X; is exponentially
distributed with unit mean, and X, is Chi-square distributed
with DoF equal to 2N,.. Then the CDF of v, is

S anQ anQ
4

—%]zl—P{Xp( — by

- /:E:bilz (1 B 67(%wibm))fx2 (a:)dx

— Fy (X e [T ey Na-1g
= Xz(az)*FF(NI) . T T

- X2(£Z) + (% + 1)Nm1"(NI)
b e (1 — Fx, (k22 4+ b,
(e CU Belas b))

N O



ba
where F'x, (—z) 1- % and the second term in the

last expression of (32) is zero if b, — oo. Then the PDF of
Ve 18

fra (2)

_(bx y(ax

= & f(22) + ry [0 — fre (D

x(g 2)N: —1+ f_f == (41 N g ]
b Na

_ a(]%)(z-‘,—ai)N"H (N, + 1, Iz+b) (33)

1and b, = b, = L

2
OE.i
For’ye,Nr:NE,az:ae:—ﬁEif 7[35@&'

—1and b, = b;

2
- — g = Zii
For v, Np = 1, az = a; = 3 = 5.5 1P2

APPENDIX C
PROOF OF (23)

be
/OO eiaj anyEfldy
yo Oy a1t a

b a—1
nb(b YWNee™ 2y (*~D)
['(NE)

b
_ 25 be
aj’Y e T1

T2 = aj—
na

be )NE(Z

I'(NEg)
(ayy +2)Ve! e

z+7v+a;

b
i b
(; arfe )z

dz

00

<

z=0

b \Np .~ 27— Np—1

nyg (aae) e Z (NE—l)
F(NE) 0 n

= aj—
oo on
X (Oz’h)NE_l_"/ —
z=0 Z+’Y+aﬂ

b
—(F4de):

dz

_bibe
) (L) Ve m TR Nil (NE—1>

F(NE) ne0 n

m,e )(v+ay)

bj
X (o) NE 1 (o o+ ag)mel

n (24 2y 4 ay)

j Qle

xT(n+1)(—

n b !
b E
= Q;— - N€

T g e

'V+aj

)

b; be
x ()M T (=, (P2 4+ ) (7 + ), (B
vl e

where step @ follows from the variable change z = a(y—1),

and step © follows from the equation (3.383.10) in [15].

APPENDIX D
PROOF OF (27)

[e'e] e nyE 1
Q(n) :/ — N7
y= (@c +y)Nett
(@) /oo e a5 1+ LL‘)NE_l

e=0  (Gc+m +x)Net!

a(y+e)
(v da

3 _u
_ el /oo e WAL N
(e +y)Vert oo (14 g7Vt

aet+71

where steps =
Tr =

—~

(e +1)"
7

.
) yE e Nil (NE - 1)
~ (ae+m)Ne n

n=0
< e
X
z=0

(14 2z)Ne+t
(@)

b,
—(T;a(ae-&-m)z n

dz, (35)

and © follow from the changes of variables

aej”wl respectively. After applying

y— 7 and z =

JZo (Eysrrdt = T(a)U (a, b, 2) from [15] in (35), we get

Ng—1 1 ’Y{VE 1-n
Q = I'(N
) Ne) 2, T =) o 4o
b;
x U(n+1, n—&—l—NE,a‘ a(ae + 7)) (36)
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