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Abstract

Improving The Internet Architecture at The Transport Layer
by
Abdulazaz Albalawi

Most existing reliable transport protocols in the current Internet architecture,
like TCP, rely on an end-to-end connection as the main architectural construct to
implement reliable transfer of data. This has become a big problem for content-
oriented Internet applications because connections are brittle; in most protocols,
the context exchange must be restarted if a connection is lost, a specific site must
be selected to start the connection supporting content retrieval, and in-network
caching cannot be used without relying on third parties applications such as CDN
to replicate content-delivery functionality to only a subset of its users. As a result,
several Information-Centric Networking (ICN) architectures have been developed
that focus on information-centricity and eliminate connections between remote
processes at the transport layer through modifications in the network infrastruc-
ture. However, this can only be achieved by requiring a far more complex network
layer. In addition, transparent in-network caching is meant to be a vital benefit
of these solutions, with the content being cached opportunistically throughout
the network where it is needed. However, intermediate routers and caches have
access to the content object being transferred to consumers, which poses privacy
concerns.

To address these problems, this thesis proposes a new way of improving the
Internet’s architecture at the transport layer through a novel method of transport-
ing data without using end-to-end connections and enables the use of transparent
caching at the transport layer while preventing caches from decoding cached con-

tent.

ix



The Internet Transport Protocol (ITP) is introduced as an alternative to the
Transmission Control Protocol (TCP) for reliable end-to-end transport services in
the IP Internet. The design of ITP is based on Walden’s early work on host-host
protocols, and the use of receiver-driven Interests and manifests advocated in sev-
eral information-centric networking architectures. The design of ITP proves that
connections or significant changes to the routing infrastructure are not needed
to provide efficient and reliable data exchange between two remote processes on
the Internet. Through minor extensions to the Domain Name System (DNS),
ITP design can be leveraged to provide efficient content delivery by name over
the existing IP Internet allowing it to achieve NDN advantages without the need
for a new routing infrastructure. The use of manifests to describe contents glob-
ally at the transport layer eliminates the need for a new ICN like technology by
allowing data to be cached at the transport layer and preventing these caches
from understanding cached contents by enforcing decoding methods as part of the

manifests.
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Chapter 1

Introduction

A transport protocol bridges the gap between the services available from a net-
work infrastructure (e.g., a computer network or internetwork) and the facilities
desired by application processes using the network infrastructure. As such, the de-
sign of any transport protocol is about interprocess communication [1, 2, [3]. The
two main transport protocols used on the Internet today are the User Datagram
Protocol (UDP) and the Transmission Control Protocol (TCP). UDP provides
best-effort delivery between remote two processes, which is suitable for applica-
tions based on short transactions, and TCP provides reliable in-order delivery of
data between two remote processes.

The current design of TCP dates back to the ground-breaking work by Cerf
and Kahn on the Transmission Control Program [4]. In Cerf and Kahn’s original
design, Internet datagram delivery and end-to-end transport functionality were
combined in a single protocol, and the use of end-to-end connections was not
a necessity. Instead, associations between processes were discussed, which in
principle could be instantiated with or without connections. Two processes are
associated if they know of each other’s existence and have a context to exchange

data.



However, like most of the early work on reliable transport protocols [5, 2, ],
the subsequent design of the Transmission Control Program [7, [8, 9] used connec-
tions [10] to implement reliable in-order delivery of data between remote processes.
Since then, even after the original design by Cerf and Kahn [4] was divided into
the Internet Protocol (IP) [II], [12] and TCP [13], the conventional wisdom has
been that end-to-end connections between remote processes are necessary to pro-
vide reliable and efficient communication between remote processes without
involving the underlying communication infrastructure for anything other than

best-effort delivery of datagrams.
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Figure 1.1: Walden’s message-switching proposal for
interprocess communication

Interestingly, Walden [I5], one of the designers of the host-to-host protocols
of the ARPANET, proposed a message-switching alternative to the connection
oriented ARPANET host-host protocol [5] based on his earlier work on a system

for interprocess communication [3]. His approach was straightforward, as depicted



in Figure In the figure process P has a message to send to process Q. Instead
of setting up a connection, process ) sends a receive-message to process P, “the
sender.” When process P gets the receive-message from process Q and has data
to send, it will send the data to process Q at Host B. When the message arrives
at Host B, it will match a table entry left when the receive-message was sent
by process Q. Walden already predicted the advantages of having a message-
switching approach over a connection based one when it comes to interprocess
communication. Such as minimal control messages needed to set up and terminate
a connection. Even though Walden’s proposal was discussed by Cerf and Kahn
[4], connections became the norm for reliable communication between remote
processes on the Internet, and message-oriented protocols like Walden’s proposal
have been viewed as inherently unreliable [10].

All current transport protocols on the Internet designed to provide reliable
inter-process communication have been based on connections. This limits sup-
port for reliable and efficient access to content (e.g., videos and documents) and
services (e.g., multiplayer games). Such limitation of the IP Internet communi-
cation protocols led to the development of dedicated systems aimed at content
delivery. These systems can be categorized as content delivery networks (CDN)
[16], [17] like Akamai [18] or peer-to-peer (P2P) applications [19] like BitTorrent
[20]. While such content-delivery systems address many of the performance limi-
tations of the basic Internet protocol stack, they require third parties to provide
added functionality or applications to replicate content-delivery functionality to
only a subset of its users.

Several Information-Centric Networking (ICN) architectures have been devel-
oped to address the limitations of the IP Internet and the inefficiencies of using

CDN’s and P2P applications. All of these architectures attempt to make Inter-



net content delivery more efficient, by allowing all Internet applications and users
to obtain content and services by name, without requiring specific systems to
serve different applications or forcing applications to determine where instances
of content and services of interest are located on the Internet.

Name-based routing and forwarding have been considered to be necessary to
attain an information-centric Internet. The most popular example of this approach
today is the Named-Data Networking (NDN) architecture [23]. Packet forwarding
in NDN is based on the names of content rather than the addresses where the
content is stored, and transport-level connections are eliminated by increasing
routers’ forwarding state. Application processes ask for content by name using
requests called Interests, and content is sent back over the reverse paths traversed
by such Interests, which routers remember using Pending Interest Tables (PIT)
in addition to the traditional forwarding tables.

Needless to say, NDN and other ICN architectures have produced valuable
insight on what it means to provide information centricity at Internet scale. How-
ever, by requiring a far more complex network layer, these approaches have de-
viated from the end-to-end principle [21) 22] and the subsequent end-to-end ar-
guments [I4] that made systems built on datagram packet-switching networks
so successful, including the Internet. Using name-based routing to attain an
information-centric Internet is an architectural choice—not a requirement—that has
profound implications. It means that efficient content delivery must come at the
cost of redesigning the IP routing infrastructure and doing away with the DNS.
Furthermore, servers and clients must also be modified to adopt the API’s needed
to use a name-based network layer, and widely successful application protocols
like HT'TP must be redone.

The motivation behind our thesis can be summarized in four points. First,



prior transport protocols leave applications in charge of reliable-communication
functionality, rely on connections to provide end-to-end reliable communication, or
require a network layer that provides much more than datagram delivery. Second,
most ICN architectures attain efficient content distribution by: naming content
and services rather than endpoints; using in-network caches to allow content to
be delivered opportunistically from closer locations; and using either name-based
routing and embedding name resolution in the routing infrastructure, or overlay
networks of name resolvers or content routers. In addition, CDN and P2P ap-
proaches are insufficient to address the ever-increasing content-oriented usage of
the Internet by all its users and applications. Third, prior ICN architectures do
not provide a clear method of preventing caches or routers from accessing cached
contents and ensuring consumer privacy. In addition, transparent caching on
the Internet today is application-specific, and caches can access each request and
response between the server and the client. Fourth, former end-to-end congestion-
control algorithms proposed for ICN architectures are based on using round-trip
time estimates as the primary indication for congestion in the network.

Chapter [2 provides a summary of related work in many different fields as well
as a critique of prior work related to reliable communication between remote pro-
cesses over computer networks as well as others. What is most notable is that
no prior transport protocol has been proposed that provides reliable communica-
tion without end-to-end connections. Chapter [3 provides the design and imple-
mentation of ITP (Internet Transport Protocol), the first connection-free reliable
transport protocol that operates over a datagram-based communication infras-
tructure. ITP is based on Walden’s proposal [I5], the content-centric approach
to reliable data transfer first described Jacobson et al. [24], the use of manifest

[25] and Interests advocated in a number of information-centric networking (ICN)



architectures.

Chapter , introduced the design of Named Data Transport (NDT), an al-
ternative end-to-end approach to an information-centric Internet. NDT consists
of the integration of three end-to-end architectural components: The first is a
modification of the ITP protocol, we refer to as Named-Data Transport Protocol
(NDTP); extensions to the Domain Name System (DNS) to include records con-
taining manifests describing content; and transparent caches that track pending
requests for content. NDT, TCP, and NDN’s performance is compared using off-
the-shelf implementations in the ns-3 simulator. The performance demonstrates
that NDT outperforms TCP and is as efficient as NDN, but without making any
changes to the existing Internet routing infrastructure.

Chapter 5], describes how to support transparent caching of content with pri-
vacy in ITP and NDT over the IP Internet using the manifest. This is done by
relying on two methods (a) informational asymmetry; to prevent caches from ac-
cessing cached content and (b) computational asymmetry; to prevent clients from
decoding unauthorized content.

Chapter [ presents DCP, a delay based congestion protocol that can oper-
ate more efficiently than TCP based algorithms in architecture where end-to-end
connections are replaced with Interest-based exchanges between a consumer and
one or more other parties providing the requested content as in NDT and ICN.

Finally, Chapter [7] provides our conclusions of this thesis.



Chapter 2

Related Work

In this chapter, we summarize prior work related to different fields of our the-
sis, including transport protocols, CDN and P2P approaches, ICN architectures,

support for mobility and privacy, and end-to-end DNS-based schemes.

2.1 Reliable Transport Protocols

Considerable work has been reported over the years on transport protocols
that provide reliable end-to-end communication [30] [3T], B2, [33] 35, B6]. Although
TCP [4, [7, 13] and most other reliable transport protocols use byte streams as
the abstraction for retransmission and congestion-control, some notable transport
protocols like the CYCLADES end-to-end protocol [6] have used packets rather
than bytes for the same purpose.

A plethora of proposals have been made to improve the performance or func-
tionality of TCP [31]. These proposals include more efficient flow control and
retransmission strategies, the use of multiple connections, enabling multihoming
of the remote processes exchanging data reliably [36], 35 [33] [32], and even the use

of machine learning in TCP congestion control [37, 38| [39]. However, it is critical



to point out that all this prior work assumes that reliable communication between
remote processes requires end-to-end connections.

What is so striking about all this prior work on reliable transport protocols
operating over a datagram infrastructure is that all of them require the use of
end-to-end connections to specific addresses. This has become a problem with the
growing need to support location-independent Internet services and content. In
addition, several results [40, 41], 42, 43] show that there is no connection-based
protocol for reliable communication operating with a finite sequence-number space
that works correctly under different conditions related to messages being deleted,
duplicated, or reordered. It has also been shown that no correct connection-based
protocol exists that provides reliable communication in the presence of nodes
failing and losing their state |40, 4I]. Hence, connection-based reliable transport
protocols must operate with a relaxed definition of correctness that acknowledges
that new connections are very likely to be initialized correctly.

Another important aspect regarding the evolution of transport protocols is
their deployment [30]. Many novel solutions have not seen widespread deployment
due to middleboxes (e.g., firewalls and NAT boxes) modifying or blocking any
unfamiliar traffic [44, 49]. As a result, recent reliable transport protocols (e.g.,
QUIC [36]) adopt UDP for the naming of processes and framing of messages.
Moreover, recent studies [45], 46] even suggest encapsulating TCP traffic inside

UDP datagrams as it passes better through these middleboxes.

2.2 CDN and P2P Approaches

The limitations of using end-to-end connections between specific sites to sup-
port content delivery prompted the development of many CDN and P2P ap-

proaches over the years. Many surveys and taxonomies have been published for



CDN’s and P2P applications and overlays (e.g., [16], 17, 19} [47]), and it should be
clear that such systems provide much if not all of the functionalities and services
present in all ICN architectures. For example, name-based content routing and
redirection strategies were implemented in CDN’s (e.g., [48] 50, 47, 51]) before
they were advocated in ICN architectures.

The key difference between ICN architectures and CDN’s or P2P applications
is that they are applicable to all Internet users and applications, rather than just
those users serviced by specific CDN third parties or specific P2P applications. It
should be noted that the end-to-end nature of NDT enables the use of many CDN
and P2P techniques to further improve its efficiency without requiring changes to

the Internet routing infrastructure.

2.3 Prior ICN Architectures

TRIAD [52] and Content-Based Networking [26], 27, 28] were the earliest exam-
ples of ICN architectures advocating content-based routing by names or attributes
and publish-subscribe operation. Many subsequent ICN architectures evolved over
the years that either proposed to change the network layer of the Internet to im-
plement location-independent name-based routing and forwarding, or adopted
the use of overlays as in CDN’s and P2P systems to provide name-based routing,
resolve names to locations of content, and support publish-subscribe functional-
ity. These ICN architectures include: COMET [53], 4], Content-Centric Net-
working (CCN) [24], CONVERGENCE [55], DONA [56], PSIRP and PURSUIT
[57, B8, 61], MobilityFirst [62, [63], Named-Data Networking (NDN) [23], Nebula
[29], 4AWARD [60], SAIL [59, 65], and XIA [64].

The advantages and disadvantages of the ICN architectures are discussed in

several surveys (e.g., [60] [67, 68, [70, [69]). Over the years, NDN has become the



most successful ICN architecture to date, and more recent work has even focused
on embedding NDN routers as part of the IP Internet routing infrastructure [71]
72]. Accordingly, we use NDN as the leading example of prior ICN architectures.

The main benefits of NDN over the IP Internet architecture that have been
stated in the past are: (a) Allowing all Internet applications to request content
and services by name rather than locations, (b) eliminating performance issues
associated with TCP connections, (¢) providing added privacy to content con-
sumers, (d) making efficient use of in-network caching for arbitrary content, and
(e) enabling multicast services without the need for multicast routing protocols.
The subsequent description of NDT and its comparison with NDN show that
NDT provides all these benefits without the need to change the Internet routing
infrastructure or establish new overlays on top of it.

In contrast to NDN and other ICN architectures, NDT does not require the
deployment of overlays of name resolvers or content routers, or changes to the
Internet routing infrastructure to operate. This approach is motivated by recent
results on caching and ICN schemes. There is ample evidence that edge caching
provides most of the benefits derived from in-network caching at every router
[73, [74), [75]. On the other hand, the number of content name prefixes needed to
provide name-based routing at Internet scale is many orders of magnitude larger
than the number of Internet IP address ranges needed to support address-based
routing. Hence, independently of the type of name-based content routing used
[76] [77, [78, [79], the combined use of address-based routing and redirection schemes
that map names to addresses can be done far more efficiently than the combined
use of name-based routing and PIT’s at each router. Performance results of recent

ICN approaches based on addresses indicate that this is the case [80, 81, [82], 83], [84].

10



2.4 Privacy and Mobility Support

Transparent caching is meant to be a key solution to the rapid increase in net-
work traffic in the Internet. Such a solution is meant to increase speed and reduce
response time for end users. Prior approaches attempting to address the privacy
concerns of transparent caching using end-to-end connections are not effective.
Traffic carried over closed secure connections used in HT'TPS cannot be cached,
and this is a growing concern for content retrieval on the Internet because more
than 50% of web traffic is served over HT'TPS [85].

To overcome this issue, [86] [87] propose splitting a TLS(Transport Layer Se-
curity) session into two separate TLS sessions, one session between the consumer
and the cache, on one side, and the cache and the producer on the other side.
However, such an approach requires caches to be trusted using a certification
authority. This introduces the issue where consumers cannot choose the level of
security between the cache and the server. Other solutions [88] [89] , suggest alter-
ing the TLS layer to support trusted proxies operations on traffic flows. Although
these solutions support features such as intrusion-detection or content-filtering
they do not provide any support for transparent caching.

GroupSec [90] adapts HTTPS to support group memberships to allow trans-
parent caching on the Internet without making any changes to caches or servers.
Unfortunately, this approach does not provide privacy among members in the
same group, and an adversary can infer whether multiple clients are in the same
group.

Prior ICN architectures address privacy with different mechanisms [68], and
Arianfar et al. [91] propose a privacy technique for NDN that leverages computa-
tional asymmetry to prevent caches from decoding cached contents in real-time;

however, this method does not provide complete privacy for consumers.
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The use of end-to-end connections between specific end-point addresses prompted
the development of many approaches to cope with mobility in the context of the
[P Internet [92) 93], 94, 05, 96, 97, 08, 99]. However, this prior work does not
address eliminating connections for reliable end-to-end communication, and some

can be used in NDT.

2.5 DNS-based Approaches

iDNS [100] and idICN [75] are arguably the first proposed approaches aiming
to provide the ICN benefits in the current Internet by leveraging the DNS system.
Instead of resolving a URL hostname to an IP address, iDNS resolves content
names directly to metadata that contains the address of servers hosting the con-
tent, taking into account local caches; however, iDNS does not specify a specific
protocol to retrieve contents using its method and instead leave it as part of their
future work.

idICN also uses the DNS to resolve a content name to a nearby cache or
a hosting server, and uses HT'TP as the baseline for the transfer protocol. The
limitations of this approach are that it is limited to HT'TP, requires the connections
used in TCP, and which must take place at the application level, causing different
types of proxies to be used for caching. Similarly, DNS++ [I01] and NEO [102]
introduce an information-centric API combined with a DNS-based mechanism
very similar to the one used in iDNS, and have the same limitation of requiring

TCP and legacy application protocols to operate.
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2.6 Congestion Control in ICN Architectures

Several congestion-control schemes have been proposed in the context of ICN
architectures and NDN in particular. The novelty of the schemes is that the re-
ceiver is in charge of controlling retransmissions and managing congestion, given
that their design is based on the exchange of Interests and responses sent to them.
Some of these proposals depend on network assistance to detect and control con-
gestion in the network, either by shaping Interests or using congestion signaling.
Surprisingly, most of these schemes are based on using RTT estimates as the
primary indication for congestion in the network.

ConTug [103] and ICP [104] are among the first proposed transport protocols
for ICN's. They are window-based protocols that mimic the AIMD (additive in-
crease multiplicative decrease) operation of TCP and assume that content chunks
could be served from multiple sources. In ConTug, the retransmission timeout
is set to the maximum RTT that is measured during a session. This approach
can lead to a long timeout value for the Interest in a scenario in which a content
chunk is served from the original producer or a remote cache, while the rest of
the chunks are served from a nearby cache. If one of the chunks of the nearby
caches is lost, the consumer has to wait for a long time before a retransmission
timeout (RTO) is triggered and an Interest for the lost chunk is retransmitted.
The same scenario can be applied to the way ICP sets the timeout value, because
the timeout value is set to the mean of the maximum and minimum RTT that
was measured throughout the session.

Most of the congestion control protocols proposed in the context of NDN fol-
low a hop-by-hop approach taking advantage of NDN's stateful forwarding plane.
Wang et al. [I05] purpose a hop-by-hop Interest shaper for congestion control.

Each router shape Interests going upstream in order to control the rate of re-
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turning data thus avoiding congestion in downstream links. However, the author
assumes that data and Interest size are fixed and link capacity is known. This
approach is improved in [I06] by incorporating congestion signaling using NACK
packets. Recently, Schneider et al. [I07] proposed PCON a congestion- control
scheme for ICN's that performs congestion signaling to consumers by marking
returning data packets. The protocol does not require routers to have knowledge
about the link capacity and does not require Interest and data packet sizes to
be fixed. The protocol detects congestion in the network by measuring packets
queuing time over an interval and compares it to a target using CoDel AQM [108].
One of the main differences between PCON and other hop-by-hop protocols (e.g.,
the one in [105]) is that PCON does not reject Interests when it detects congestion
but instead signals congestion back to consumers by explicitly marking returning

data packets.

14



Chapter 3

ITP: Internet Transport Protocol

Based on the results discussed in Chapter 2, we designed the Internet Trans-
port Protocol (ITP), a new transport protocol that is able to accommodate the
rapid change in the current Internet usage. I'TP demonstrates by example that, as
Walden predicted back in 1975 [15], reliable and efficient communication between
remote processes is possible without connections over a datagram-based communi-
cation infrastructure. That being said, the design of I'TP is inspired by Walden’s
proposal on a message switching host-to-host protocol; and the introduction of
Interests and manifests [25] in some ICN architectures, where a manifest is a data
packet that describes the structure of content.

The use of manifest in ['TP eliminates the end-to-end connection used in TCP.
It allows the content consumer and content producer processes to share a common
description of the structure of the content object that needs to be exchanged. It
can also be leveraged to enable transparent caching of content with privacy as
well. The idea of using manifests in content distribution is not new, and we are
confident that manifests can be used effectively for content dissemination in a
network. In fact, both CCNx and NDN have described the use of manifests in

their designs. In a nutshell, a consumer application sending Interests to a content
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provider first obtains a manifest of the content object being requested and uses the
manifest to submit subsequent Interests regarding the content object. However,
neither NDN nor CCNx take advantage of the fact that a manifest can be used
to reduce or eliminate the ability of intermediate caches and routers to decode
content objects being cached or disseminated, by stating a decoding method as

part of the manifest as explained in Chapter

3.1 Protocol Overview

The association between two remote processes using a manifest is established
with a two-way handshake in which a process A requests some data from a remote
process B by sending a data packet, and process B returns a manifest informing
process A what Interests (requests) to send to obtain the requested data. Once
process A has a manifest, it sends Interests to process B making reference to the
manifest and informing B of what A needs. Process B simply responds to Interests
from process A, without maintaining any state regarding process A. There is no
need for signaling to start or terminate the association; process A can end the
association when it obtains all it needs according to the manifest, and process B

can simply end the association after a timeout.

3.1.1 Nexus: Implementing Associations without Connec-

tions
For two remote processes to communicate with one another reliably (i.e., be
associated with each other), one must be able to address the other and they

must understand what they communicate to each other. We can view these two

requirements of an association as addressing and context. The current use of pairs

16



of TP addresses and ports satisfies the addressing requirement of an association.
But what about the context?

If by necessity the communicating processes have no means of discerning the
structure of the data they are exchanging, then they must agree on a method
whereby they agree synchronously on the state of their exchange using a common
representation for that state.

In this light, the evolution of TCP into a connection-based transport protocol
makes sense given the state of computing technology back in the 1970s and 1980s
when TCP was developed. Establishing a connection implements an association
using a minimum of computing resources by establishing an agreement for the
reliable exchange of a byte stream with an initial sequence number and provides
enough context for processes to agree on how many bytes have been successfully
delivered.

However, the price paid for such efficiency in resource utilization is big in
terms of functionality. The context of the reliable communication between the
remote processes must be established in real time, because there is no information
regarding the structure of the data to be exchanged, and hence must also be
updated and terminated jointly. Furthermore, a connection is ephemeral and the
context of the association is lost if the connection is broken.

The cost of computing resources today is such that the basic premise of pro-
cesses not knowing the structure of the data they exchange must be revisited.
This is where the integration of manifests with a message-switching approach to
reliable interprocess communication becomes so timely.

ITP overcomes the severe functionality limitations resulting from using con-
nections to maintain the context of associations by using a manifest to maintain

the context of associations. A manifest constitutes a common description of the
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structure of the content to be shared between a content consumer and a producer.
The description frees both processes from having to create and maintain an ad-
ditional structure in real time to ensure that all the portions of the content are
received correctly.

The manifest enables an “asynchronous” type of association between processes
that is not lost if physical connectivity is lost. This is done based on two insights:
(a) no correct connection-based protocol can be defined if delays are unbounded
and nodes may lose connection state; and (b) all ICN architectures require the
names of data objects to be permanent and uniquely associated with the objects
they denote.

ITP takes advantage of the uniqueness and immutability of data objects’ names
to establish the needed context of an association independently of network delays
or the occurrence of node failures, out-of-order datagram delivery, or packet repli-
cation. The manifest of a data object is itself a data object and specifies: (a)
The unique immutable name of the data object, (b) the structure of the data
object consisting of object chunks (OC) that can be sent in messages, and (c) the
procedure that should be used to decode the data object from a set of OC’s in
case the data object is encoded. Additional metadata can be made part of the
manifest of a data object, such as the names and size of object chunks and a list
of IP addresses to contact to request them.

Provided that communicating processes can refer to the same manifest, they
can exchange elements of the content described in the manifest on a transactional
basis, and a consumer process is free to contact multiple processes using the
same nexus provided by the manifest. In addition, a producer does not have to
maintain state for each consumer by having the consumers inform the producer

of their status in the nexus using the Interests.
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We use the term nexus to denote the establishment of the context of an asso-
ciation between processes by means of manifests and references to them. Figure
[3.1] illustrates how a producer transmits a data object D to a consumer in ITP
based on a nexus. As in other modern transport protocols, ITP messages use
UDP headers stating the address and port of the consumer and producer; this is

indicated in the figure with “UDP." The manifest of a data object D is denoted

by M(D).
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Figure 3.1: Nexus association in ITP

The application running at the consumer site asks I'TP to send a data packet,
which requests a data object (e.g., an HT'TP GET). In response to that request,
the producer specifies a number of parameters through a specific system call; the

content to send, the IP and port address of the client, and additional control
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information depending on the system call it used. Rather than setting up a
connection to send the data, the I'TP process constructs a manifest and sends it
to the client as a data packet called Manifest Message in Figure [3.1] and creates
a Manifest Control Block (MCB) that specifies the manifest M (D), points to the
memory location for D, and includes a Producer Buffer if additional memory space
must be allocated for efficiency. The OC’s of D are stored in a Content Store (CS)
at the producer, and can be copied to the producer buffer to reduce latencies.

The nexus for D at the producer starts when it creates the MCB for D and ends
after a nexus timeout that must be long enough to allow consumer(s) to obtain
the OC’s in D, without having to reallocate memory for the Producer Buffer. The
nexus timeout is restarted each time the producer sends a data packet with an
OC of D.

The nexus for D at the consumer starts when it receives the manifest M (D).
After receiving M (D), a consumer creates an Interest Control Block (ICB) for D
and allocates memory for a Consumer Buffer (CB) to store OC’s of D. The ICB
includes M (D) and the ICB status indicating the OC’s that have been received
and those that are missing. The nexus at the consumer ends when it has all the
OC’s needed for D, at which point it deletes the ICB for D. Once the consumer
has a nexus for D, it obtains the data in D by sending Interests for D. An
Interest for D is denoted by I(D) and states: (a) the names of the consumer
and producer using their IP address and port number; and (b) a manifest pointer
(MP(D)) that references M (D) using the content object immutable name. The
M P(D) also states implicitly or explicitly the OC’s that the consumer is missing
and those that it has obtained by stating the names of the OC’s it needs. The
MP(D) can be thought of as a transport-level cookie since it frees the producer

from maintaining a per-consumer state. This is similar to the use of cookies at the
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application layer in order to eliminate the need for servers to maintain a per-client
state. Finally, the producer responds to an Interest /(D) with one or multiple data
packets. Each data packet contains the manifest pointer M P(D) of the Interest

that prompted it and OC’s that are part of D.

3.2 Protocol Specification

3.2.1 Software Architecture

As Figure [3.2] shows, the ITP layer consists of five data structures: Producer,
Consumer, Manifest Control Block (MCB) list, Interest control block (ICB) list,
and Content Store. All entities in ITP will have the same structure, making a

bi-directional messaging protocol.
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Figure 3.2: Software architecture of ITP

ITP messages are encapsulated in UDP packets, which are further encapsu-
lated in IP datagrams. Encapsulating packets in UDP ensures that no alterations
are needed for the network stack, and minimal changes are required for the appli-

cation, since most network devices widely support processing UDP packets. This
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is similar to existing transport protocols, such as [34],[36]. As a result, ITP can
operate completely in user-space, allowing us to rapidly develop and experiment
with the protocol without any change to the transport layer. This implementa-
tion makes ITP interfaces on one side to user or application processes and the
other side to the UDP interface. The UDP socket is created once the application
process creates an I'TP socket. Eventually, the UDP calls on the Internet module

to transmit each segment passed by the I'TP layer.

Producer & Consumer

An ITP producer is responsible for sending a content object, and an ITP
consumer is responsible for consuming the object. Going back to our previous ex-
ample in Figure When the server application sends out its reply, it is the I'TP
producer’s responsibility to construct the manifest for this data and send it to the
ITP consumer at the other end. It is also its responsibility to send requested data
packets in response to received Interests. The ITP consumer is responsible for
retrieving the data using Interests based on the information provided by the man-
ifest. It is important to highlight that the same occurs when the client application
sends out a request (e.g., an HTTP GET). However, applications that consume
data are naturally different from applications that produce data. Therefore, we
specified different system calls to send the data over I'TP that fits the application
need. For example, when the client sends a request for a specific content, it is
done through a different system call than the one used by the server application
to send a content to a client. This system call triggers the ITP producer at the
client side to deliver the data packet that encapsulates the content request instead

of constructing a manifest and sending it to the ITP consumer at the server end.
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Manifest Control Block

The ITP producer needs to remember several variables for each manifest it
creates. The producer remembers these variables in a data structure known as
the Manifest Control Block or MCB, where some of these variables represent the
manifest itself such as manifest timeout and list of authorized consumers to re-
trieve the content. All MCB'’s are stored in a list that can be accessed using the
manifest pointer carried in I'TP Interests and data packets. The MCB is similar
to the Transmission Control Block (TCB) used in TCP to maintain information
about a connection. However, the MCB is only used to maintain a minimal state
about each manifest constructed while the I'TP consumer carries most of the heavy
lifting by remembering many variables about the connection and exchanging them

back with the ITP producer using the manifest pointer.

Interest Control Block

The ITP consumer remembers more variables for each content object that
needs to retrieve. These variables are also stored in a data structure known as
Interest Control Block or ICB. As with the MCB, all these structures are stored
in a list. A consumer creates an ICB for each new manifest it receives. The ICB
includes variables such as manifest name, list of I'TP producers to contact, Interest
timeout and so forth. Once all the Interests for a content object are satisfied, the

ICB tigers the I'TP consumer to deliver the content to the application.

Content Store

The Content Store (CS) in I'TP resembles the Content Store used in NDN and
the send buffer used in TCP; where unacknowledged TCP segments are main-

tained in case of retransmission timeouts. However, TCP cannot reuse a packet
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after it has been acknowledged by the other end. While an ITP producer can make
use of object chunks (OC) in the CS to satisfy Interests from different consumers,
depending on the application need. The CS in ITP is also used to buffer OC’s
waiting to be requested by an I'TP consumer similar to a regular receive buffer in
other transport protocols. A content object that is being retrieved is buffered at
the CS until all its OC’s are received and then it is delivered to the application
by the I'TP consumer. The decision of when to deliver the data to the application
is issued by its ICB as mentioned before. The CS stores the OC’s based on their

name in the data packet which is specified in the manifest.

3.2.2 Data Naming

Each data object in ITP carries a name, including the manifest. The mani-
fest’s name is mapped to a specification of content to be sent. Similar to NDN
and CCNx, ITP assumes a hierarchically structured name that is based on URI
formatting[I09]. NDN and CCN use hierarchical names to allow for a scalable
name-based routing, but ITP can simply rely on the IP forwarding plane as it
does not require any routing infrastructure changes. However, using a hierarchical
structure when naming content can have other advantages by allowing applications
to represent relationships between data pieces. For example, when segmenting a
content into multiple object chunks (OC’s) or representing nested manifests, such
as when a single manifest is not enough to represent a large content.

There are multiple approaches to name OC’s, one simple approach to name
OC’s in ITP is by using sequencing with the content name from the manifest.
Using this method, an I'TP consumer appends a chunk number to the outgoing
Interest’s content name and keeps incriminating it until it receives all the data

packets corresponding to the content object. The same method can also be used
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when retrieving dynamically generated data. Other deterministic algorithms can
also be used by sharing them with the consumer as part of the manifest.

An alternative way to name OC’s in I'TP is by using a cryptographically secure
hash function of their content, similar to the one proposed for NDN [I10]. The
hash digest for OC’s in a manifest can be thought of as the sequence number in
TCP used to identify bytes’ streams. This means that a manifest is a content
object with a hash digest as its name that describes an ordered collection of OC’s
and their corresponding hash digest. The combination of the OC’s stated in the
manifest and carried out according to the method indicated in the manifest ren-
ders the original CO. Large CO’s can be organized into a hierarchy of decoding
manifests, such as hierarchical manifests proposed in CCNx [25]. To allow trans-
parent caching for data objects in ITP, all data objects names are prefixed with
the I'TP producer’s IP address and application’s port number. This way, caches
can simply use the IP address and port number in the name when forwarding
Interests in a cache miss without relying on information outside the ITP packet,
such as the UDP and IP header, as this information can change when packets are

intercepted.

3.2.3 Packet Types and Formats

Because I'TP identifies its data using names, as in most ICN architectures, not
all its header fields are predefined and static like in most IP protocols such as TCP
and UDP. Like other proposed packet formats in CCNx & NDN [IT1] [23], some
ITP header fields are encoded using the Type-Length-Value fields (TLV) format.
This allows ITP to provide a flexible packet structure that can support ITP’s
main functionality. Figure[3.3]illustrates the general ITP packet format containing

fixed-size fields followed by a manifest pointer field that includes a variable-length
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content object’s name and name chunk offset value, and then optional TLV fields.
The TLV format used in ITP is based on a 2Bytes Type and 2Bytes Length

encoding, and the Length field represents the size of the Value field in bytes.

UDP Header

Fixed Size Header

ITP Header
--------------------------- TLV Format

16 bits

i 1

1 I I

1 Optional TLVs :—I_) i !

1

--------------------------- : Type Length Value
1
1
1

Figure 3.3: I'TP packet general format

ITP packet’s format follows a similar format used for CCNx packets[I11],
considering both share some of the design principles when it comes to data naming.
ITP has three types of packets; manifest, Interest, and data packets. All three are
distinguished using a 1Byte control field, as shown in the packet header in Figure
[3.4f The version number allows for different versions for ITP to be used, and it
is specified by 1Byte. The packet length field is determined by 2Bytes, including
the packet header size.

The structure of the packet in ITP varies based on the packet type. For
example, data packets will usually carry a payload in them, making them relatively
larger than Interests and manifests as they do not hold any payload. However,
every packet in I'TP must have a name that addresses the content object of interest.
Like the CCNx packet header format, the content object names in ITP are placed
in a fixed location in the packet header. The 2Byte Content Name Length field
specifies the variable length of the content object name. Right after this field

comes the Name Chunk Offset TLV which is used to specify the chunk name
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32 bits

Version Type Packet Length
Content Name Length Manifest TLV
Variable Content Object Length > Type Length List of IPv4 Addresses
Name
Name Chunk Offset TLV Interest TLV
Optional TLVs > Type Length Interest Life Time
Data TLV
Payload
> Type Length Signature

Figure 3.4: ITP packet layout

offset that is then applied to the content object name to retrieve the chunk names
to be requested. The length field of this TLV specifies the size of the offset value
field. Each 2Bytes of the value field indicates the offset of the chunk names’
starting point inside the content object name field.

The consumer uses the manifest pointer in ITP packets to reference the mani-
fest used to describe the content object of Interest to the producer. It informs the
producer of the consumer nexus status without maintaining a per consumer state.
However, there is no single field that specifies the manifest pointer in the I'TP
packet; instead, it is represented by multiple fields, including the content object
name field and the chunk name offset TLV field. Using the content object name
in the Interest allows the producer to traverse the Manifest Control Block list to
find the corresponding MCB for that content. Using the chunk name offset TLV
field, the producer knows which chunks are missing from the consumer side on
which then it will send it to the consumer. The same goes for when a consumer
receives a data packet. It will find the corresponding ICB for this content based
on the content object name field on which then it will process the data packet

accordingly.
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Table shows a list of different TLV types that can be used in ITP packets.
Different packet types can only use certain TLV types. For example, a manifest
may have an additional TLV that lists multiple servers to contact other than the
original. Also, data packets can carry a signature by using the TLV signature.
Other optional TLVs can also be defined and used in ITP packets to support more

future features.

’ Type \ Description ‘
Name Chunk Offset | Offset of the chunk name in the content name field
Selector List of IP addresses of other producers to contact
Signature Producer’s signature for the data payload
Timestamp Timestamp of when a packet is sent

Table 3.1: ITP TLV types

3.2.4 Reliability

The ITP consumer side enforces reliability for most of the packets exchanged
in a nexus, except for the manifest, which is enforced by the ITP producer. The
ITP producer achieves reliability for the manifest by keeping a list of authorized
ITP consumers to receive a particular manifest. An I'TP producer acknowledges
the arrival of a specific manifest to an I'TP consumer by receiving an Interest with
a name that maps to the manifest name. Certain system calls can also enforce
the I'TP producer to deliver specific data packets reliably without constructing a
manifest. Such as the one used by the client’s application to request content from
a server.

Once the ITP consumer receives a manifest, the reliability to retrieve the

data object is shifted to the consumer side. The ITP consumer keeps a state of
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unsatisfied manifests in the ICB list. A manifest is satisfied and removed with
its ICB from this list once a consumer satisfies all the Interests related to this
manifest. Once that is done, the consumer invokes the application to deliver the
data, as explained previously. An Interest is acknowledged by the arrival of a data

packet that corresponds to the Interest.

3.2.5 Application Programming Interface

The interaction between transport protocols and applications can differ from
one protocol to another. For example, the TCP API calls bind(), listen()
and accept () are specific for server sockets and connect () is specific for client
socket, while send () and recv() are common for both types. The communication
loop between the send() and recv() calls in the TCP server, and the TCP
client specifies the dialog between the client application and the server application.
It depends on the application developer on how the dialog goes. For example,
the default HTTP /1.0 application dialog will receive a request and then send a
response for that request. After this, the HT'TP server will close the client socket,
known as Short-lived connections in the HT'TP world. Another application would
be to transfer a large file and the dialog for example would be to send the file into
chunks. After all the chunks are sent, the server will close the client socket.

Figure illustrates an example of a client/server relationship using the pri-
mary socket API functions and methods in ITP. The naming of these system calls
is inspired by the early work by Walden on host-host protocols [3]. We can see
these calls are somewhat similar to the TCP/UDP socket API, but they differ
significantly. The current TCP/IP socket API dates back to the 1980s with the
release of what is called Berkeley sockets. Most of these socket calls prevent the

programmers from understanding what goes on at the transport layer; instead,
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these calls just produce numeric error codes that usually have a generic meaning.
Therefore, a future goal in the design of I'TP API is to provide a platform that
simplifies the programming of today’s applications while hiding the complexity
of the communication calls — allowing application developers to customize their

content distribution and have full control over deployment decisions.

Server

Create Socket

ITP_SOCKET ()
v Client
Bind Port Create Socket
BIND () ITP_SOCKET ()

v v

«| ReceiveData |_ HTTP request Send Data

| rEcEIVE ANnY() | FORCE_SEND () E
application
o dialog
process requfst
\ 4
Send Data HTTP response > Receive Data
SEND () RECEIVE ()

!

Close Socket
CLOSE ()

!

Close Socket
CLOSE ()

Figure 3.5: client and server application communicating using I'TP socket

As Figure [3.5 illustrates, no connection is established from the client to the
server like in TCP, and instead, the client just sends messages to the server us-
ing the FORCE_SEND() call. This is the same system call that was used by the
client to send its HTTP GET request in Figure 3.1l This system call will force
the ITP producer at the client-side to send the message directly to the server
without constructing a manifest. Also, the server in ITP does not need to accept

a connection; and instead, it just waits for messages to arrive. When a message
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arrives at the server, it contains the address (IP, Port) of the sender, which then
the server can use to reply back to the client through the system call SEND(). It
is up to the application developer to decide if clearing the buffer is done through
timeout or by the recipient of a specific control message from the consumer after
retrieving the content. I'TP is considered bi-directional, but it is not fully duplex
the same way as in TCP since there is no notion of connection. However, it is up
to the application dialog as highlighted in Figure to handle this. Because
sockets by themselves are fully duplexed, an application can simply send back to
the port of origin, as we mentioned before. Like TCP, an I'TP server application
can close its socket after the dialog ends. However, since there is no notion of a

connection between the two ends, a server can only close its socket.

3.3 Retransmission Strategy and Congestion Con-
trol

ITP uses a receiver-driven selective-repeat retransmission strategy inspired by
the work by Jacobson et al. [24] and based on the fact that the consumer is in
charge of the management of the nexus with the producer. The consumer in ITP
controls the flow of data traffic by controlling its Interests’ sending rate and allows
for a window of data packets to flow to the receiver in response to its Interests. The
manifest pointer included in each Interest tells the producer what portions of the
content have been received and which ones are missing, which serves as a selective
acknowledgment used in many TCP variants. The rest of the section explains the
consumer’s action and the producer in ITP when dealing with retransmission of

loss packets and congestion in the network.
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3.3.1 Retransmission Strategy

Consumer Steps: The consumer keeps track of the nexus status in its Inter-
est Control Block (ICB) to ensure that a data object is passed to the application
correctly. The initial status of the ICB is set with all OC’s missing when the
consumer sends its first Interest to the producer for a data object D, and the ICB
status is updated with each OC received correctly from the producer. Depending
on the application using I'TP, the consumer may have to obtain all the OC’s of a
data object before it passes them to the application process and then delete its
ICB. Alternatively, the consumer may be allowed to pass to the application OC’s
that are in order and without any missing OC’s and delete those OC’s from its
ICB.

The consumer in ITP is in charge of retransmissions and simply persists in
sending Interests to the producer, asking for the OC’s needed to decode the data
object. Fach Interest includes a manifest pointer that reflects the ICB status’s
latest snapshot for this particular content. As such, each Interest can be viewed
as including a vector of acknowledgments informing the producer about the OC’s
that have been received correctly and those that are missing. The consumer
maintains a list of Interests based on the local times when they were transmitted.
Each Interest’s manifest pointer includes the local transmission time or a sequence
number that differentiates it from any other Interest, even when multiple Interests
carry manifest pointers stating the same data object. Hence, each data packet
received can be matched uniquely with a transmitted Interest and the consumer
can accurately update its round-trip time (RTT) estimate with every data packet
it receives, even when data packets and Interests are lost or delivered out of
order. To facilitate efficient retransmissions, the consumer applies a retransmission

timeout (RTO) for each Interest it sends to the producer; the RTO is updated
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based on Jacobson’s algorithm [I12]. This allows ITP to provide better RTO
estimates by measuring the correct RT'T with each data packet. The consumer
retransmits an Interest i originally sent at time ¢; in two cases: (a) after the
RTO for Interest i expires, or (b) when a data packet for an Interest j sent at
time ¢; > ¢; arrives at time t4 and t; — ¢t; > RTT. The latter allows for fast
retransmits without incurring unnecessary Interest retransmissions. Figure 3.6
shows the retransmission strategy for each case.

It’s important to highlight that ITP does not need to rely on such mechanisms
as Fast Recovery in TCP NewReno to detect multiple packet losses within a single
window. It’s well known that TCP Reno suffers under scenarios with more than
one packet loss within a single window, because it can only detect that using
a timeout. However, TCP NewReno recovers from this issue by using partial
ACK’s (ACK received during Fast Recovery that advance the Acknowledgment
Number field of the TCP header, but do not take the sender out of Fast Recovery)
as evidence to retransmit later lost packets, and also continue using the Fast
Recovery process. As a result, TCP NewReno is constrained to retransmit at
most one dropped packet per round-trip time. In addition, the use of the SACK
option in TCP allows the sender to know which packets were received during
Fast Recovery instead of relying on duplicate ACK. However, if a retransmitted
packet is lost, the SACK will only detect the packet drop using the retransmission
timeout, which is not the case in I'TP since it is driven by the receiver.

Producer Steps: A producer simply responds to Interests from any con-
sumer regarding a data object D using the information about D stored in its MCB
and the manifest pointer included in each Interest. The manifest pointer carried
in an Interest identifies the consumer and the OC’s that it needs. The order in

which a producer receives Interests is not critical, and the occurrence of Interest
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losses or Interest duplicates does not confuse a producer, because each Interest

carries a manifest pointer.

Producer Consumer
Producer Consumer

RTT

(tcurrent - t8) >RTT

&&
to>ts

W%

(a) Retransmission due RTO (b) Retransmission due to out-of-order arrival
of Interest

Figure 3.6: I'TP retransmission strategy in action

3.3.2 Congestion Control

We describe a congestion-control strategy for I'TP that attempts to mimic the
approach used in TCP Reno, but takes advantage of the receiver-driven retrans-
mission strategy using manifest pointers in Interests and data packets. Using
a congestion-control strategy that mimics TCP Reno allows us to illustrate the
inherent benefits of the connection-free receiver-initiated approach used in ITP
compared to the connection-based sender-initiated approach used in TCP.

We adopt a simple Interest-based approach for congestion control in which
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one Interest from the consumer elicits one data packet from the producer. This
is the original approach advocated in CCN [24] and NDN [23]. However, more
sophisticated approaches could and should be implemented in which a window of
packets or packets with multiple OC’s are sent in response to Interests.

Producer Steps: Data packets are the main cause of congestion in I'TP,
because the size of an Interest is relatively small compared to a data packet. The
use of receiver-driven Interests allows the data traffic in I'TP to be controlled by
controlling the rate at which the consumer issues Interests. This frees the producer
from having to maintain any per-consumer congestion state. Accordingly, the
producer’s role in congestion control is minimum and consists of simply submitting
requested OC’s upon reception of Interests from consumers.

Consumer Steps: The consumer controls the flow of data traffic with the
producer by controlling its Interests’ sending rate using a congestion window. Al-
gorithm [I| shows the consumer’s congestion control algorithm in ITP. The Interest
congestion window, Iewnd, defines the maximum number of outstanding Interests
allowed to send without receiving their data packets. The window size is adjusted
based on the AIMD (Additive Increase Multiplicative Decrease) mechanism com-
monly used in TCP for the congestion window. Like TCP Reno, the consumer
in I'TP starts in slow-start with a congestion window of size one. The congestion
window size value is increased for each data packet received. This continues until
either a loss is detected or the congestion window reaches the slow-start thresh-
old, ssthresh. Once the consumer exceeds the ssthresh, it enters the congestion
avoidance state as in TCP [112]. The consumer increases its congestion window
by one Interest every round-trip time during this state.

When an Interest times out, the consumer retransmits the Interest, reduces its

congestion window to one, and sets the ssthresh to half the congestion window size
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before the timeout; it then goes into slow-start. If it detects a packet loss using
fast retransmit, the consumer reduces its congestion window by one half and sets

the ssthresh to the new window size causing it to go into congestion avoidance.

Algorithm 1 ITP Consumer: Congestion Control Algorithm

1: Initially:

2 Icwnd =1

5))1 ssthresh = INFINITY

5: On Data:

6 if (Icwnd < ssthresh)

7 /*slow start*/

8 Icwnd = Icwnd + 1

9: else

10: /*congestion avoidance*/
11: Icwnd = Icwnd + 1/Icwnd
12:

13: Fast Retransmit:

14: Icwnd = Icwnd/2

15: ssthresh = Icwnd

16:

17: Timeout:

18: ssthresh = Icwnd/2

19: Iewnd = 1

3.3.3 Content Multihoming

To understand how the congestion-control mechanism in I'TP can be used when
data are retrieved from multiple sources, we need to address three cases in which
data can be retrieved from various sources. When a consumer retrieves OC’s for
the first time, some of the OC’s may be dropped due to congestion. If these chunks
are cached on the way before they get dropped, then they will be retrieved from
the cache instead of the producer for retransmitted Interests. If two consumers
with different RT'T share the same path to the producer, then some OC’s for one
of the consumers may be retrieved from the cache instead of the producer. Lastly,
as Chapter | an ITP producer may obfuscate data by encoding the data with
old OC’s, and some of these old OC’s may be cached and retrieved from caching
proxies while other OC’s are retrieved from the producer.

Relying on measurements of a single round-trip time (RTT) in NDN as it is

done in TCP can give the wrong indications of congestion in the network. As a
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result, many of the congestion control protocols proposed for NDN [I13] argue
against using a single RTO (retransmission timeout) to detect packet loss because
it does not span across multiple data sources. This is because NDN cannot see
when data is being retrieved from different sources. I'TP uses a single RTO in both
single-source and multi-source cases along a path. ITP detects when data is being
retrieved from a close cache or the original producer based on the packets’ source
address. The consumer maintains a list of the sources used to satisfy an Interest,
only the source with the most satisfied Interests is flagged as the primary source
for the consumer. Then, the consumer will only use the RTT estimate for the
primary source in the RTO estimate. Whenever a new primary source is detected,
the consumer resets the RTO estimate based on the new primary source’s RTT
values. ITP keeps an RTO for each Interest. When an RTO event is triggered
in ITP, the consumer reduces its congestion window to 1 just like in TCP New

Reno.

3.4 Transparent Caching

Transparent caching in the current Internet requires caches to be aware they
are receiving applications specific requests transparent to the clients. These caches
are required to receive redirected client requests possibly by intercepting TCP con-
nections destined for specific ports or for a specific set of destination addresses.
One example of a widely used transparent caching in today’s Internet, is trans-
parent web caching, where web traffic is intercepted and redirected toward a web
cache server without requiring any configuration at the client. This is usually done
by using a layer 4 switch on the route between the client and the origin server.
Such an approach is widely used in different US cell carriers to enhance mobile

network performance [114].
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Figure 3.7: Web caching in action

Figure [3.7 shows an example of transparent web caching, where a user sends
a request for a web page to an HT'TP server. One of the web caches on the way
intercepts the request, and checks if it has the requested web page. If the web
cache does not have the requested web page, it will establish a separate connection
to the server and resend the client’s request to the original web server. Once it
receives the response for this request it will send it back to the client after caching
the response for future requests assuming it is cacheable. This could be repeated
along the path to the original server, where different web caches intercept an
earlier cache miss.

By necessity, web caches serve clients’ requests by transparently splitting the
TCP connection between the client and the original server. Specifically, the web
cache splits a TCP connection into two connections, one between the client and
the web cache and the other one between the web cache and the web server. The

web cache terminates the client’s TCP connection by spoofing as the web server
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— also, the web cache spoofs as the client when connecting with the server. By
splitting the TCP connection, the web cache can have access to each request and
response between the server and the client. Since all this happens transparently
to both of them, this poses a significant privacy concern. The only way for the
client and the server to impose privacy is to set up a private connection using a

protocol like TLS. However, such an approach precludes caching in middleboxes.

3.4.1 Transparent Caching in ITP

NDN eliminates connections between remote processes at the transport layer
through modifications in the network infrastructure. However, it is important to
note that NDN does not avoid the use of virtual connections altogether, because
routers must maintain per-Interest state in their PITs in order to forward data
packets in response to Interests. The per-Interest state maintained by the routers
between two communicating processes (a client and a content provider) constitute
a per-Interest virtual circuit. Even though application traffic running over ITP
is cached at the transport layer, they do not require their caches to maintain a
per-Interest state as in NDN. In addition, ITP allows application traffic running
over I'TP to be cached at the transport layer without the caching logic leaking to
the application layer. This means that network administrators can simply install
a single ITP proxy cache in their network and configure a layer-four switch to
redirect ITP traffic to ITP caches. Future work entails extending the API for this
caching entity to support network features such as load balancing, filtering, or
QoS policy for different applications.

The following sequence of ITP Proxy steps for transparent caching of I'TP

traffic corresponds to the numbers shown in Figure [3.8]

1. A client process sends a data packet, which requests a data object (e.g., an

39



| Consumer I | ITP Proxy I | Producer I

Data packet (GET content)

Y

Manifest @

A

@ Interest (content name)

@ Interest (content name)

Y

Data packet (content) @

Data packet (content)

A
@A

Interest (content name)

Y

Data packet (content) @

A

Figure 3.8: Transparent caching for I'TP traffic

HTTP GET). This request is sent over the system call FORCE_SEND () which
causes it to be sent as a data packet without the need for a manifest. The
middle ITP Proxy on the way is configured to only intercept Interests des-
tined to a list of I'TP producers and data packets from these ITP producers.
It is up to the administrator to cache manifests sent by the I'TP producer

but there is no meaning for it.

2. After the ITP producer at the server processes the incoming data packet
it will deliver it to the server application along with the client IP address
and port number. Once the application processes the message it will trigger
a reply back to the client with the proper response using the system call
SEND(). This causes the ITP producer to construct a manifest and send it

to the ITP consumer at the client side.

3. After processing the manifest, the ITP consumer sends an Interest to the
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ITP producer at the other end.

4. The ITP Proxy on the way intercepts the Interest then checks if it has the
requested data packet in its content store. Since it does not, it forwards it

to the I'TP producer using the Interest name. H

5. After processing the Interest, the ITP producer responds with the requested

data packet.

6. The ITP Proxy intercepts the data packet and caches it in its Content Store
if it does not exist to satisfy incoming future Interests. It then forwards it to
the ITP consumer, which after processing it, will deliver it to the application

layer.

7. Finally, the Interests from a new I'TP consumer (who has the same manifest)
will be satisfied by the I'TP Proxy instead of going all the way to the ITP

producer.

As illustrated in the example, every Interest in ITP is an atomic operation.
When an I'TP cache cannot satisfy an Interest, it simply forwards it to the I'TP
producer based on the IP addresses appended in the Interest using the TLV fields
in the packet as explained previously. As a result, ITP can provide transparent
caching at the transport layer for all data carried over it. This is different from
today’s caches, where they rely on the application in order to specify the server,
by using fields like complete URL as in HTTP.

Even though ITP provides transparent caching at the transport layer, forward-
ing Interests in I'TP will simply rely on datagram routing without requiring any

changes to the routing infrastructure as in most ICN architectures. In addition,

'For simplicity we assume these switches preserve the original packet header which can be
done by using a protocol data unit (PDUs) to provide metadata for these packets to the ITP
proxy just how some of the HI'TP proxy providers define their standards.
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ITP caches do not need to keep track of pending Interests as it is done in NDN.
However, keeping track of Interests in a table as in NDN can have multiple advan-
tages such as preventing sending duplicate Interests over the same path. However,
one of I'TP’s main objectives is to minimize the state kept at the servers and them
same should also be applied to caching proxies in ITP. In the next chapter, we
present NDT, an end-to-end approach that leverages the design of ITP to provide
efficient content delivery by name over the existing IP Internet through minor
extensions to the Domain Name System (DNS). Similar to ITP, NDT is able to
provide transparent caching at the transport layer. However, NDT proxies use
Pending Interest Table (PIT) to track pending Interests at the transport layer.
The aggregation of pending Interests at NDT proxies prevent caches from send-
ing duplicate packets over the same path, allowing it to provide native multicast

support but is based on IP addresses.

3.5 Evaluation and Performance Comparison

We evaluate the performance of ITP, TCP and NDN using the ns3 [115] and
ndnSIM [116] simulators, and consider the efficacy of congestion control methods,

the efficiency of transparent caching, fairness, and TCP friendliness.

3.5.1 Efficacy of Congestion Control

This experiment illustrates the inherent benefits of using a receiver-driven

connection-free reliable transport protocol based on manifests instead of a connection-

based transport protocol like TCP. We compared the congestion-control and re-
transmission mechanisms of ITP and TCP assuming a simple network scenario

with a single source and a single sink as depicted in Figure The consumer
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in I'TP can only issue Interests for the content after requesting the manifest from
the producer, where the client in TCP consumes traffic generated by the server
after establishing a connection with it using the TCP three-way handshake. The
size of the object chunks in I'TP is equal to the segment size in TCP and is fixed
at 1500 bytes, and both I'TP and TCP share the same fixed-header size.

100 Mbps e 10 Mbps @ 100 Mbps
10 ms @ 10 ms @ 10 ms E

Figure 3.9: Baseline topology

Figure shows the evolution of the congestion window for both protocols
during the first 30s of downloading a content of 3.5Mbyte in size, a total of 24632
chunks/segments. The retransmission policy in ITP allows receivers to detect and
recover from a packet loss faster than in TCP, where it took the client a total of
around 34s to download the file compared to the total download time of a total
around 31s in I'TP. This is due to the fact that ITP does not use connections and
applies a fast retransmission strategy enabled by manifests. A consumer in ITP
has a complete picture of which OC’s were received correctly and which were lost
and does not rely on partial ACK’s like TCP does. Accordingly, the consumer
immediately goes into congestion avoidance state instead of fast recovery. As a
result, I'TP continues increasing its congestion window normally. This allows ITP
to use the bottleneck’s buffer more efficiently compared to TCP, which is forced
into fast recovery, during which the sender can only transmit new data for every
duplicate ACK received.

Figure [3.10¢| shows the bottleneck’s buffer’s queue size. It can be seen from the
figure that TCP has a longer idle period compared to I'TP due to packet timeout.
As a result, I'TP achieved higher average throughput due to better utilization of

the link’s capacity.
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Figure 3.10: Single-flow scenario for TCP and ITP

Table shows the average simulation results for TCP and I'TP for the same
scenario with few changes to the topology. The client requests/receives data
for the simulation duration, which is 30s. The client’s session’s start times are
randomly chosen between 1s and 5s. The simulation was repeated 10 times, and
results were measured at the client-side. The simulation time does not take into
account the TCP handshake used to close a connection. As shown from the table,
the consumer in ITP achieves higher throughput than TCP, resulting in more

bytes received. This is mainly due to I'TP’s connectionless nature, which gives it
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the ability to detect and react to congestion faster than TCP, resulting in fewer

packet losses.

Protocol | Throughput (Mbps) | Bytes (Mbyte) | Packet Loss
ITP 9.020282 31.85985 115.5
+0.01438 +1.84591 +0.52705
TCP 8.110141 28.83405 220
+0.05913 +1.75277 £0.00000

Table 3.2: Single-flow results

3.5.2 Efficiency of Transparent Caching

We compared the total time taken to retrieve multiple copies of a large data
file using I'TP, TCP, and NDN. The experiment assumes a network consisting of a
source node connected over a 10 Mbps shared link to a cluster of 10 sink nodes, all
interconnected via 100 Mbps links, where a middle node in this scenario is acting
as a caching proxy for ITP traffic. The same topology was used for NDN as well.
For a fair comparison between NDN and the other protocols, we used the same
transport protocol highlighted in the previous scenario. We ran ten scenarios;
with each scenario, we increased the number of sinks in the network, bringing the
total to 10 sinks. Each sink starts pulling a 6MB data file from the source at
random start time based on a Poisson distribution with an average arrival of 5
minutes. We ran each scenario ten times, each one with a different random arrival
time.

The total elapsed time for all the sinks to complete the task was recorded
and displayed in Figure [3.11] With only a single sink, both TCP, ITP, and NDN
perform the same, given that most of ITP’s and NDN requests were retrieved

from the source, and all three approaches use a similar algorithm for congestion
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control. As the number of sinks increases, the completion time in I'TP and NDN
remains fairly constant for all ten scenarios, while the completion time in TCP
increases linearly because all the data have to be retrieved from the source. NDN
outperforms ITP when two or more downloads start before data are available at
the nearby cache. In I'TP this results in those Interests being sent to the producer

while in NDN only the first Interest is sent.
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Figure 3.11: Total transfer time vs. number of sinks

This scenario highlights the ability of ITP to take advantage of transparent

caching without requiring any changes to the communication infrastructure.

3.5.3 Fairness

We evaluate ITP’s fairness under a multiple-flow scenario. The topology con-
sists of two consumers and two producers connected via a bottleneck link with
1Mbps capacity. The queue size is set to 20 packets and the file size is 10 MB.
Both producers transmit the manifests for the file at the beginning of the simula-
tion at the same time. Both consumers start issuing Interests to retrieve the data

from the producer after receiving the manifests. We used Jain’s fairness index F
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as our performance metric for this scenario which is defined as

F— EiL @) (3.1)

i %2

where z; is the throughput for the ith connection, and n is the number of users
sharing the same bottleneck resource. The fairness index F' is bounded between
1/N and 1, where 1 corresponds to the case in which all N flows have a fair
allocation of the bandwidth (best case), and 1/N refers to the case in which all
the bandwidth is given to only one user (worst case).

Figure shows the evolution of CWND for both consumers. As seen from
the figure, ITP CWND behavior follows the usual TCP sawtooth behavior since
both are based on AIMD congestion control algorithms. The fairness between
the two flows is F' = 0.99; this can also be seen from Figure where both

consumers achieve a similar average throughput.
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Figure 3.12: Multiple-flows with homogeneous Start

We also, evaluated the case of multiple ITP flows under different initial start
times. Figure shows the evolution of the CWND for both consumers. con-

sumer 1 starts requesting the data at the beginning of the simulation, and once
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Figure 3.13: Multiple flows with heterogeneous start

it fully utilizes the link capacity, consumer 2 joins the network and starts sending
Interest to its associated producer at the other end. This is approximately 10
seconds after the beginning of the simulation. As seen from the figure, once con-
sumer 2 joins the network, it causes a buffer overflow, which results in a packet
loss for both consumers, who decrease their sending rate by halving their conges-
tion window and then going into congestion avoidance. Both consumers achieve a
similar sending rate until consumer 1 leaves the network, and consumer 2 utilizes

the remaining link capacity, as Figure shows.

3.5.4 TCP Friendliness

To examine TCP friendliness in I'TP, we considered a scenario in which caching
takes place and one without caching.

The topology of the network consists of a bottleneck link of capacity 1 Mbps
and a buffer size of 20 packets. For the sake of simplicity, the chunk size of I'TP is
fixed at 1000 bytes, and the same goes for the segment size of TCP. TCP operates
with the SACK option enabled, and ACK’s are not delayed. Both TCP and

ITP have the same round-trip-time delay, and they are retrieving the same file of

48



— ITP _‘ ITP

L

| n
LR

10 |
0 20 40 0 20 40

Time Time

(a) CWND Size (b) Throughput

=
ISt
i

CWND (Packets)
Throughput (Mbps)
=

o
o

o

Figure 3.14: TCP friendliness without caching

2 ‘
— ITP
— —-— TCP
@ A 15| .
453 Q2
3 2
£ o
= E 1
z E
= S
= 0.5 -
© =
0 | |
0 20 40
Time Time
(a) CWND Size (b) Throughput

Figure 3.15: TCP friendliness with caching

around 3MB. For the scenario with cashing, ITP caching proxies are configured
in the topology before the bottleneck. This allows the ITP caching proxy to serve
the consumer’s Interests for dropped data packets due to congestion along the
bottleneck. Initially, the ITP caching proxy is empty and caches any data packets
that pass through it. A router is configured to interrupt I'TP packets based on
the protocol number and redirect them to the ITP caching proxy.

Figures 3.14b| show the results without caching. Using Jain’s fairness

index, the fairness between the two flows is equal F' = 0.9988, which is under-
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standable since I'TP also follows an AIMD congestion control algorithm like TCP.
The same goes for the scenario where caching takes place, as seen in Figures
[3.15a{3.15b] The results illustrate that caching does not cause a high decrease in
fairness; in fact, fairness between the two flows was equal to F' = 0.9967. This
is due to the ability of ITP to detect that most packets were retrieved from the
primary source, and therefore control its sending rate accordingly. Even though
ITP achieved less fairness than two competing TCP flows under the same sce-
nario (where fairness equal F' = 0.999996), the total download time for TCP flows

retrieving the same file size as TCP and ITP was higher by 8.5%.

3.6 Conclusion

In this chapter we introduced I'TP, the first connection-free reliable transport
protocol. Its design consists of the integration of a message-switching approach
first discussed by Walden [3| [15] with the use of manifests [25] and receiver-driven
Interests [23]. ITP eliminates the need for servers and caching proxies to maintain
per-client state and allows for all application data to be cached on the way to
consumers using I'TP caching proxies that can act as middle boxes. To prevent
these middle boxes from accessing cached content, Chapter 6 explores some of the
ways to protect the data using the manifest and only consumers who have access
to the manifest will have access to the data. We outlined what a manifest is and
how it is used to establish a nexus between remote processes, and it is clear to
us that connections can be eliminated as the way to instantiate the context in
associations. The next chapter explains how the connection-less nature of ITP
can be improved to support location-independent Internet services and content

resulting in a content-centric IP Internet.
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Chapter 4

NDT: Named Data Transport

In the current TCP/IP-based network architecture, data resources are trans-
mitted based on end-to-end connections. Many variants of TCP have been pro-
posed over the years, and several transport protocols have been proposed to im-
prove on its performance [32], 33, 36, 35]. However, all transport protocols designed
to provide reliable inter-process communication have been based on connections
as we showed in Chapter 2l This has become a problem with the growing need
to support location-independent Internet services and content. In most protocols
the context exchange must be restarted if a connection is lost, a specific site must
be selected to start the connection supporting content retrieval, and in-network
caching cannot be used without compromising privacy. To some extent, this
reliance on connections prompted the recent development of several information-
centric networking (ICN) architectures [69, 70, 69]. All of these architectures
attempt to make Internet content delivery more efficient, and the most prominent
of them has been Named Data Networking (NDN).

In Chapter [3, we introduced ITP, the first connection-free reliable transport
protocol that enables the use of transparent caching at the transport layer for all

applications carried over I'TP. In this chapter, we introduce Named-Data Trans-
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port (NDT), an alternative end-to-end approach to an information-centric Inter-
net that leverages the novel design of ITP. NDT supports the emerging Internet
content-oriented applications of the current IP Internet architecture that is free
of connections and without modifications to the network architecture as in prior
ICN architectures.

Conceptually, NDT amounts to an end-to-end implementation of the Interest-
based approach first introduced by Jacobson et al. [24] that does not require any
changes to the Internet routing infrastructure and takes advantage of the DNS.
NDT allows applications to ask for content and services by name, and makes
the transport layer responsible for: (a) mapping content names to one or multi-
ple locations where the content is offered, (b) delivering the content reliably to
consumers from content servers or transparent caches without using end-to-end
connections, and (c) enforcing the privacy of consumers. Like other ICN architec-
tures, NDT can provide the benefits attained with CDN’s and P2P applications,
but without requiring the services of specific vendors or replicating functionalities
at the application layer. Furthermore, NDT can be deployed incrementally and

much faster than prior ICN architectures.

4.1 Overview

NDT consists of the integration of three end-to-end architectural components:
the first one is Named Data Transport Protocol, or NDTP, which is a transport
protocol that is inspired by the design of ITP. However, NDTP is designed with
an extended API and more features to support the key goals of ICN without
requiring a modification to the network infrastructure as most ICN architectures.
Similar to I'TP, NDTP eliminates the need to maintain the ephemeral type of

context provided using connections by allowing a consumer and producer to share
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a common description of the structure of the content being exchanged, and such
that both can refer to that description to deliver specific portions of content
reliably. The manifest of a content object frees the NDTP consumer and producer
of the object from having to create and maintain the context for their reliable
exchange of the object in real-time.

The second architectural component is the manifest-yielding DNS (my-DNS),
which mapps content names into manifests describing their content. The my-
DNS augments the DNS to maintain manifest records describing the locations and
structures of content objects. Given that NDTP consumers obtain the location
of the nearest copy of a content object given its name, my-DNS serves as a de
facto name-based routing overlay with redirection operating on a publish-subscribe
basis. Using my-DNS redirection eliminates the need for name-based routing
protocols while incurring very small additional delays.

The final NDT architectural component is the NDT Proxies (NP), which pro-
vide transparent caches that track pending requests for content. NDT Proxies
support multicasting services without the need for IP multicast routing by main-
taining a Pending Interest Tables (PIT) similar to those used in NDN and other
ICN architectures, but without making any changes to the IP Internet routing in-
frastructure. In the next chapter we will describe how ITP and NDT proxies can
be used to: (a) support transparent caching of content with privacy over the IP
Internet for arbitrary applications, and (b) secure content relying on informational
asymmetry to prevent caches from accessing cached content and on computational

asymmetry to prevent clients from decoding unauthorized content.
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4.2 Named Data Transport Protocol

NDTP provides reliable end-to-end communication over datagram communica-
tion without establishing connections, it uses the manifest as I'TP does to describe
the structure of the content. The association between processes in NDTP is built
around content names instead of IP addresses and ports numbers as in ITP. As
stated previously, the association between any two processes requires two require-
ments; addressing and context. In most protocols including ITP the addressing
part can be satisfied using pairs of IP addresses and ports numbers. With the
help of DNS, the association between processes in NDTP is built around content
names. In NDT, applications have access to content names in the same way clients
have access to Uniform Resource Locators (URLs) today. Applications request
content by name and NDTP provides reliable name-based transport services by
obtaining the structure of content objects from the DNS without the need for
end-to-end connections and in a way that is transparent to end-user applications.

Provided that an NDTP consumer and a producer can refer to the same mani-
fest, they can exchange any portion of the content object described in the manifest
on a transnational basis, and an NDTP consumer process is also free to contact
multiple parties hosting the content using the same manifest published by the
NDTP producer of that content. More specifically, the NDTP process managing
application content publishes manifests accessible on the IP Internet that describe
how the content can be retrieved. The server application servicing the content
notifies its NDTP producer to publish a Manifest Record (MR) that maps to a
unique global name and describes how the content object is structured. Before
the NDTP process servicing the client application starts retrieving the content
object, it queries its local my-DNS (manifest-yielding DNS) to resolve the object

name to its MR, which contains the manifest of a content object and additional
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information to manage the content on the IP Internet. Once the consumer ob-
tains the MR for the content object, it proceeds with a window-based sequence of
Interests requesting the chunks that are needed to decode the content object, as
stated in the MR.

Similar to ITP, NDTP is implemented over UDP, as a result, NDTP operates
completely in user-space, and its packets are encapsulated in UDP datagrams,
which are encapsulated further in IP datagrams. NDTP is implemented using
two main data structures: A producer that publishes content and a consumer

that retrieves content. This design is inspired by the NDN API design [117].

4.2.1 Publishing Content

Figure [4.1] shows an overview of the NDTP producer functional structure.
When a server application needs to publish content, it is the responsibility of the
NDTP producer to publish the content on the Internet. This consists of three main
parts: (1) saving the content object and its name into its content store, (2) sending
requested data packets in response to received Interests, and (3) publishing a MR
for the content object by registering it along with its name with its authoritative
my-DNS server.

Before publishing content on the Internet, the producer segments the content
into multiple chunks and encodes them in a specific way to ensure the privacy
of cached content. An example of an encoding method is explained in Chapter
bl Chunks can also be signed and encrypted to ensure security at this stage.
Once the content is segmented into multiple chunks, it is cached at the content
store. The content store can be viewed as the sender buffer in TCP and other
connection-based transport protocols. The producer then appends the names of

the chunks into the manifest along with the encoding method and other security
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Figure 4.1: Processing Interests and data packets at an NDTP producer

parameters. The final stage of publishing content on the Internet is by publishing
its manifest. This is done by constructing the MR using the manifest itself and
meta-information about the content (e.g., a time to live, list of servers to contact,
etc.). The producer then registers the MR along with the content name with a
my-DNS authoritative server. Registering and updating MRs is done using regular
DNS standards [I18], and it is up to the content provider to determine which sites
to use to host content objects.

An Interest from a consumer goes through the Interest processing routine,
which is used to perform a cache lookup at the content store. The Interest is
simply dropped if it’s a miss, and a data packet is sent back if it succeeds. A
NACK can be sent back to the consumer if necessary. The design of NDTP
allows application developers to customize their content distribution and have full

control over deployment decisions.

4.2.2 Retrieving Content

Figure shows the functional structure of an NDTP consumer. Client ap-

plications running over NDTP retrieve data objects using their names (URL). It
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used to be that applications that rely on URLs in their interaction will need to
query the DNS server first to translate the hostname part of the URL into its IP
address before they start their interaction. However, in NDTP, the client only
needs to provide the content-object name to the NDTP layer. The NDTP con-
sumer does all the work in retrieving the content, which involves contacting the
local my-DNS to retrieve the MR, and requesting the actual content and decoding
it. Using the NDTP API, clients access the content directly through the function
GetContentByName (), which takes the content name as its parameter. Calling
this function invokes the consumer side of the NDTP layer.

The NDTP consumer responsibility can be broken into two main tasks: re-
solving content names to their MR, and retrieving the content using information
from the MR. As Figure [4.2| shows, the consumer in NDTP remembers a set of
variables for each content that needs to be retrieved. These variables are stored in
a data structure called the Content Control Block or CCB, which is used to con-
trol such things as Interest timeouts, window size, the decoding method, and list
of IP addresses to contact. All Interests go through the Interest crypto routine.
The routine signs these Interests based on information from the manifest. Arriv-
ing data packets will go through the Data verification routine for authentication

including manifest as well as checking if packets are corrupted.

4.2.3 Retransmission and Congestion Control

Retransmission and congestion control algorithms in NDTP are receiver-driven,
just as in NDN and ITP [24]. These algorithms are based on the inclusion of
a manifest pointer in each Interest and data packet. Clearly, many receiver-
driven strategies can be implemented. For simplicity, however, we chose to use

the ITP congestion-control and retransmission algorithms explained in Chapter
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Figure 4.2: Processing Interests and data packets at an NDTP consumer

in NDTP. Given the similarities of the mechanisms used in NDTP and ITP, the
rest of this section provides only an outline of the retransmission and congestion-

control mechanisms in NDTP.

Congestion Control

The NDTP consumer controls the flow of data traffic by controlling the sending
rate of its Interests using a congestion window. The congestion window specifies
the number of outstanding Interests allowed to be sent before receiving their data
packets. The window size is adjusted based on the AIMD (Additive Increase
Multiplicative Decrease) mechanism commonly used in TCP for the congestion
window. The NDTP consumer increases its congestion window based on slow-
start, starting with transmitting one Interest and increasing the congestion win-
dow by one for each newly received Data packet. The slow-start continues until
the window reaches the slow-start threshold. The consumer operates under the
congestion-avoidance state as in TCP [112] When the slow-start threshold is ex-

ceeded, and increases its window by one Interest every round-trip time.
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Fast Retransmit

NDTP uses a receiver-driven selective-repeat retransmission strategy similar
to the one used in ITP. An NDTP consumer retransmits a lost Interest once an
out-of-order data packet is received based on the order in the transmitted list
if a time constraint is met. A lost Interest y initially transmitted at time ¢; is
retransmitted once the following constraint is met: As soon as a data packet
arrives for any Interest transmitted at ¢, where (t,>t;), and (¢cyrrent-ti)> RTT,
where t ., rent 1S the current time and RT'T is the time it takes to send an Interest
and receive the Data packet for it. Once NDTP detects a packet loss using fast
retransmit, the consumer reduces its congestion window by one half and sets the
slow-start threshold to the new window size causing the consumer to go into

congestion-avoidance mode.

RTO Estimate

Because of transparent caching, congestion detection based on retransmission
timeouts (RTO) is not reliable in NDN when data are retrieved from multiple
sources. Many of the congestion-control protocols proposed for NDN [I13] argue
against the use of a single RTO to detect a packet loss because consumers cannot
detect when data is being retrieved from different locations. Unlike NDN, a con-
sumer in NDTP relies on IP addressing to identify the source of each data packet,
even when data is being retrieved from multiple sources. This allows NDTP to
provide accurate RTO estimates by measuring the correct round-trip time for ev-
ery data packet, while many NDN congestion-control algorithms (e.g., [119] 120]
must guess the sources of data packets. In the case of a timeout event, the NDTP
consumer retransmits the Interest that caused the timeout, reduces its congestion

window to one Interest, sets the threshold half the congestion window size before
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the timeout, and then goes into slow-start mode.

4.3 Manifest-yielding DNS

Applications such as HTTP that rely on URLs can be viewed as information-
centric, given that URLs name a piece of content stored on the Internet. However,
they are not location-independent because a client must first establish a TCP
connection with the HT'TP server specified in the hostname part of the URL in
order to resolve a URL to the corresponding data object. Only then will the client
be able to request the data named in the URL.

NDT attains location-independent content naming through the integration of
name resolution with the transport protocol used to carry content reliably. A
new resource record type, referred to as Manifest Record (MR) is added to the
DNS, resulting in the manifest-yielding DNS (my-DNS). Instead of creating
a new type of DNS resource record for the manifests, it is possible to encode the
manifest using a TXT record instead. An MR describes the content structure by
carrying the manifest generated by the NDTP producer, lists the IP addresses
of the different locations of the content on the Internet, and other information,
such as fields specifying the freshness of the content and fields specifying security
parameters.

Content naming in NDT is inspired by the iDNS approach [I00] to separate the
content name from its location on the Internet. Content names in NDT are based
on DNS domain names, allowing them to be persistent and unique through the
hierarchical nature of my-DNS. For example, the content name contentA.ucsc.edu
represents contentA hosted by the DNS domain ucsc.edu. With NDTP help, each
content name on the Internet is mapped to an individual MR generated by its

producer, as explained in the previous section. Having a single authority on
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manifests allows consumers to authenticate the origin of content on the Internet
easily. To achieve near-replica routing of content, my-DNS is used to map the
name of a content object to the MR that describes the locations and structure of
the content object to the consumers on the Internet. In turn, an MR maps the
manifest of a content object to a list of IP addresses hosting a replica of the content.
Each one of these addresses is added to the list as an individual DNS type A record.
my-DNS updates this list as needed. This includes sorting the list by the nearest
replica based on the consumer’s geographical location issuing the DNS query for
the content name. Such an approach is already being used to enhance domain-
name lookup on the Internet by many vendors. Because NDT uses standard
DNS procedures to resolve content names to MRs, it can rely on standard DNS
procedures to dynamically register content names with its corresponding MRs.
This is similar to a website adding DNS records to its authoritative DNS server.
Content servers can dynamically register the content name with their MR using

dynamic-update DNS mechanisms [I1§].

4.3.1 my-DNS Operation

Figure shows the steps used in NDT to resolve a content name into a
Manifest Record using my-DNS. In Step 1, an NDTP consumer issues a manifest
query with the content name passed by the client application to the local my-
DNS server. The manifest query is merely a DNS query with the name field
(QNAME) set as the content name and the type field (QTYP) set as the MR type,
in addition to the standard DNS message fields. Assuming that a specific my-DNS
zone manages the MRs under its zone, the local my-DNS queries iteratively the
global my-DNS for the location of the authoritative my-DNS server of the my-
DNS zone specified in the URL. After the local my-DNS server obtains the IP
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Figure 4.3: Mapping content names to Manifest Records

address of the authoritative my-DNS server, it sends a query of an MR type along
with the content name, as shown in Step 2. In response to the query from the
local my-DNS, the authoritative my-DNS server returns the MR associated with
this content name, as shown in Step 3. After receiving the MR from the local
my-DNS server, the NDTP consumer can start issuing Interests to retrieve the
content, as shown in Step 4. When another NDTP consumer tries to retrieve the
same content, the local my-DNS simply returns the MR that has been cached, as

shown in Step 5.
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NDT ensures the security of the content itself, rather than relying on closed pri-
vate connections. To protect the authenticity and integrity of the content objects,
the MR must also be secured. This could be done by relying on digital signatures
based on public-key cryptography as in DNSSEC [123]. However, DNSSEC is not
widely deployed, is expensive to operate, and is not viewed as a complete solution
[122]. New techniques are clearly needed to secure and protect MRs, and they are

the subject of future work.

4.3.2 Scalability

Without proper care, adding Manifest Records to the DNS could lead to scaling
problems resulting from IP address changes for content servers and mirroring sites
hosting large numbers of content objects, each with an MR that must be stored.
Fortunately, adding a layer of indirection prevents this problem, and the DNS
design already provides the means to add indirection via the CNAME resource
records. Using the CNAME records instead of the A records of the content server
inside the MR, DNS updates messages to the server are avoided. Whenever a
content server changes its IP address, only the A record stated in the CNAME
record of the content server needs to be updated. To ensure consumers keep up
with the changes of the IP address of the content server, the TTL can be set low
for these records. This action does not increase the load on the authoritative DNS
server, as has been discussed in the past in the context of mobile networks [124].
In addition, notification mechanisms can be used to update the local DNS with
the new IP address proactively using known consistency mechanisms proposed for
the DNS [125].

Mapping a domain name for every content object requires several orders of

magnitude additional storage capacity in the authoritative and local DNS server.
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This may appear too onerous at first glance; however, as has been noted before
[100], most of today’s HTTP servers can handle such a load (by hosting an entire
directory tree), and a dedicated DNS server can be used to host and manage MRs
for content objects under a separate domain. For example, the DNS resolution for
the hierarchical content name “ContentA.Contents.example.com" would involve a
maximum of four requests, with the final one to the authoritative DNS server for
(Contents.example) for contentA.

We note that the possibility of incurring additional redirection delays to reduce
storage requirements in my-DNS servers is a better trade off than requiring all
routers to maintain FIB’s and PIT’s that are several orders of magnitude larger
than the FIB’s of IP routers today.

In terms of the size of the Manifest Records that are handled by the DNS, RFC
1035 [126] already defines mechanisms on how to handle large DNS responses. This
is done by relying on TCP instead of UDP to handle such a response. However,
another approach is to use a layer of indirection by having an MR pointing to other
manifests that can be retrieved from the content server responsible for publishing
the content objects and its Manifest Record instead of using the authoritative

DNS server.

4.4 NDT Proxies

The use of manifests in ITP and NDT eliminates the limitations of transparent
caching in the IP Internet by describing the structure of content objects globally at
the transport layer. Unlike ITP proxies, NDT Proxies (NP) track pending Interest
from NDTP consumers using a Pending Interest Table (PIT) that serves the same
purpose as in NDN. Adding PIT structures to NDT proxies allow it to support

the main goals of ICN without requiring a pure ICN architecture. Specifically,
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forwarding Interests in NDT proxies does not need a new routing infrastructure
like NDN and similar ICN architectures and instead it will use the IP forwarding
plane. In addition to the PIT structure, NDT proxies will also contain a Content
Store (CS) that is used to cache NDT data packets to satisfy future Interests just
as in NDN.

4.4.1 NP Operation
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Figure 4.4: Transparent caching and Interest aggregation

An NDT proxy forwards an Interest only once towards the address of a content
producer or mirroring sites using its own IP Address as the Interest source, and
aggregates subsequent Interests in the same content. This is different from how
transparent caching operates in TP, where the goal was to create stateless servers
and proxies. The PIT in NDT proxies is kept outside the routing infrastructure
and does not impose additional overhead compared to today’s web caches, which

must keep track of TCP connections between the client and the origin server in a
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data structure referred to as a connection tracker.

Figure [4.4] shows an example of transparent caching in NDT. After an NDTP
consumer retrieves the manifest record of a content object, it proceeds with a
window-based sequence of Interests requesting all the chunks that are needed to
decode the requested content as stated in the manifest. An NDTP consumer at
the client starts issuing Interests destined to the NDTP producer at the server
(Step 1 in Figure . A layer-four switch on the way is configured to intercept
Interests intended for the content server and forward them to a nearby NDT proxy
cache ((Step 2 in Figure[4.4). The NDT proxy then checks whether the requested
data packet is stored in its content store, and forwards the Interest towards the
NDTP producer using its own IP address as the origin of the Interest (Step 3 in
Figure . Once the NDT proxy receives a data packet, it uses it to satisfy any
pending Interest received from other NDTP consumers as indicated in Step 5 of

Figure 4.

4.4.2 Multicast Support at the Transport Layer

The IP multicast architecture in place today is based on the approach intro-
duced by Deering and Cheriton [I127]. The limitations of this approach have been
discussed multiple times in the past [I128], and among them are the need for global
agreements on group addresses and the use of multicast routing protocols. CCN
and NDN are able to provide “native multicast support," (i.e., supporting mul-
ticast delivery without multicast addresses and multicast routing protocols) by
using PIT’s to track pending Interests for multicast content denoted by name.

As we have explained, NDT proxies use PIT’s to track pending Interests at
the transport layer, and the aggregation of pending Interests at NDT proxies is

very similar to that of NDN routers near consumers, but is based on IP addresses.
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However, this still leaves multiple copies of Interests for the same object flowing
through the routers along the paths between NDT proxies at the edge and content
sites. To reduce this traffic, network providers may choose to deploy layer-four
switches to intercept and redirect NDT traffic to caching proxies at different net-
work locations between popular mirrored content producers and customers.

The combined use of NDT proxies and manifest records with which consumers
can be redirected to nearest mirroring sites results in similar functionality as a

CDN, but without the need for overlays.

4.5 Performance
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Figure 4.5: Single-flow scenario for NDT and NDN

We compared the performance of NDT, TCP, and NDN using our NDT imple-
mentation in ns-3 [I15] and off-the-shelf implementations of TCP, DNS, and NDN
in ns-3 and ndnSIM [116]. The ns-3 implementation of NDT is publicly available
to the research community [121] to facilitate reproducibility of results and future

NDT improvements.
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4.5.1 Efficiency of Congestion Control and Retransmission

Mechanisms in NDT and NDN

We first compare the congestion control algorithm and retransmission policies
of consumers on NDT and NDN. We assume that NDN uses an end-to-end protocol
that behaves in the same way as TCP to provide a fair comparison. Accordingly,
consumers in NDN can only infer congestion via a retransmission timeout and
use AIMD window control to avoid congestion, such a mechanism is used by most
end-to-end protocols in ICN. The size of the object chunks in NDN and NDT are
equal to 1500 Byte. The topology of the network is a single path of four nodes
with a single consumer at one end and a producer at the other end. Both ends
share a common bottleneck of 1.5 Mbps and no in-network caching takes place.
The propagation delay between the two ends is set to 40ms. The consumer in
NDT issues Interests for the content served at the other end after requesting the

manifest for this content from the producer.

NDT NDN
Total time (sec) 33.2694 | 35.9408
Avg. throughput (Mbps) | 1.41298 | 1.2736
Packet loss 39 26
Jitter sum (sec) 3.3151 | 4.9951

Table 4.1: NDT and NDN single-flow results

Figure [4.5| shows the evolution of the congestion window and throughput for
both protocols during the first 30s. The propagation delay between the two ends is
set to 40ms. The growth of the congestion windows for both protocols matches the
expected behavior of the AIMD algorithm. However, a consumer in NDN cannot
detect the data source, which prevents the use of out-of-order delivery methods to
detect packet losses. Accordingly, consumers must rely on methods that depend

on retransmission timeouts [103] [104]. This degrades the overall completion time
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for NDN compared to NDT as Table shows. Unlike NDN, a consumer in NDT
is able to detect where packets are coming from and use this information to detect
out-of-order packets as a sign of packet loss ( similar to duplicate ACKs in TCP).
This allows the consumer in NDT to respond to congestion faster than relying on

retransmission timeout as most end-to-end protocols in ICN.

4.5.2 Efficiency of Transparent Caching in NDT

This experiment highlights the ability of NDT to take advantage of in-network
caching like NDN does, but without requiring any changes to the IP routing
infrastructure. We compared the total average time taken to retrieve multiple
copies of a large data file using NDT, TCP, and NDN. The experiment consists of
a source node connected over a 10 Mbps shared link to a cluster of six consumers,
all interconnected via 100 Mbps links. An intermediate router is configured to
forward NDT traffic to a caching proxy for NDT traffic. The same topology was
used for NDN as well. Both NDN and NDT use the same congestion control
algorithm, which mimics the TCP congestion control algorithm to provide a fair
comparison with TCP. The scenario was run six times, and each time we increased
the number of consumers in the network. All consumers start pulling a 6MB
data file from the source simultaneously, and the total download time for every
consumer is displayed in Figure

As can be observed from Figure [£.6, TCP, NDT, and NDN perform very much
the same when a single consumer is involved. This is to be expected, given that
most of the NDT and NDN data packets are retrieved from the source in this
case, and all three approaches use similar algorithms for congestion control. As
the number of consumers increases, the completion times in ND'T and NDN remain

constant for all six scenarios. In contrast, the completion time in TCP increases
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linearly because all the data must be retrieved from the source. The use of PIT’s
in NDT and NDN results in only the first consumer Interests traversing the path
to the producer, while the rest of the Interests are simply added to the PIT of the

first router in NDN and the caching proxy in NDT.

4.5.3 Impact of Manifest Records and Mirroring

This experiment highlights how NDT’s architectural components work to-
gether to provide efficient name-based content delivery over the existing IP In-
ternet. We compared the total average time taken to retrieve a large data file in
three cases, namely: Using only the transparent caching enabled by NDT prox-
ies (NP), using redirection to nearest mirroring sites based on my-DNS without
transparent caching at NP’s, and using NP’s together with with redirection to
nearest mirroring sits based on my-DNS.

Figure [£.7 shows the topology used in this scenario, which consists of multiple
edge networks connected by a cluster of multiple consumers and mirroring sites

located between the edge and the cloud network where the content server is lo-
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cated. Each edge router is connected to NDT proxies that provide transparent
caching for NDT traffic passing through them. When my-DNS is enabled, Inter-
ests from consumers are routed to the nearest mirroring site for the content. Each
experiment was run five times and the number of consumers in each cluster was

increased. Each consumer starts pulling a 6MB data file from the producer at a

random start time based on a Poisson distribution with a short average arrival
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Figure 4.7: Network topology

Figure [4.8 shows the average latency incurred in retrieving the content object
for each scenario, along with the variance. As expected, NDT performs its best
when NDT proxies and nearest-replica routing through the my-DNS are used. As
Figure [4.8] indicates, when only NP’s are used, Interests from consumers have to
reach the producer site, and the benefits of using NP’s come from aggregating

Interests and caching content. However, because of the short inter-arrival time of
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Interests, only aggregation is useful. In our scenario with ten consumers, only two
Interests for the same data object traverse the path to the producer. Using my-
DNS without NP’s results in a shorter retrieval time for consumers, but duplicate
packets are sent along links. When both my-DNS and NP’s are used, Interests
from consumers are routed to the nearest mirroring site and aggregated at the

NP’s.
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Figure 4.8: Total download time for different approaches to the use of mirroring
and caching in NDT

4.5.4 Overhead of URL to Manifest Mapping

This experiment illustrates the overhead of mapping URLs to manifest records
using my-DNS. The scenario is based on the HTTP application, where clients
start requesting the main web page and then start requesting the embedded inline
objects based on their URL in the web page. The main object size and the size
of the embedded inline objects are based on the top one million visited web pages
indicated in [129]. We used two HTTP applications for our comparison, one

based on persistent connections, in which a new HTTP request cannot be sent
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until the response to the current request is received. The other application is
based on HTTP pipelining, where multiple HI'TP requests can be sent together
over a single TCP connection. For the case of NDT, each URL mapped to a
single manifest record. The NDTP consumer starts querying the my-DNS for the
manifest record of the main object, and it queries for the inline objects records
after retrieving the main object from the server.

The topology of the network is a single path of four nodes with a single client
connected to its local my-DNS server, and a content server at the other end that
is connected to its authoritative my-DNS server. For the sake of simplicity, the
IP address of the authoritative my-DNS server is cached at the local my-DNS
server at the start of the simulation. Both resource and manifest records need to
be retrieved from the authoritative my-DNS server at the other end if they are
not cached. For a fair comparison between NDT and HTTP over TCP, NDT and
TCP have the same fixed-header size, the same chunk and segment size, and the
same congestion control algorithm.

As Figure shows, NDT performs at least as well as HT'TP pipelining.
Both HTTP applications require a connection to be established using TCP three-
way handshakes before a client can start sending and receiving data. By contrast,
NDTP allows clients to retrieve data without the need to establish a connection,
which reduces the number of RTTs by at least one compared to TCP. Multiplex-
ing is easily supported in NDTP because objects in NDTP are globally named
and pointed by their own manifest, allowing consumers to pipeline and multi-
plex multiple objects together. As seen in Figure [£.9b] when manifest records
are cached, NDT outperformed both types of HT'TP. This proves that using my-
DNS to translate URLs as structured in applications like HT'TP do not impose

significant overhead in NDT.
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Using my-DNS in NDT does not impose significant overhead compared to
NDN. A consumer in NDN has to retrieve the manifest from the producer before
issuing Interests to retrieve the content. Retrieving the manifest record using my-
DNS adds only the additional delay incurred in redirecting the consumer to the
site with the manifest.
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Figure 4.9: Overhead of URL-to-manifest mapping

4.6 Conclusion

In this chapter, we introduced Named-Data Transport, the first ICN approach
that attains efficient content dissemination without end-to-end connections or
modifications to the IP routing infrastructure. The design of NDT provides the
same benefits of NDN and similar ICN architectures through the integration of
a new connectionless reliable transport protocol with name resolution and NDT
proxies that support on-line caching and native multicasting.

NDT allows applications to ask for content or services by name, and makes

the transport layer responsible for: (a) mapping content names to one or multiple
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locations where the content is offered, (b) delivering the content reliably to con-
sumers from producers or transparent caches without end-to-end connections. In
the next chapter we will see how the transport layer can also enforce the privacy
of consumers by using the Manifest.

The results of simulation experiments in ns-3 show that: (a) NDT is inherently
more efficient than TCP, (b) the performance of NDT and NDN is very similar,
and (¢) NDT outperforms HTTP over TCP while being able to provide privacy.

We focused on static content in our discussion of NDT; however, the ap-
proaches that have been described for the support of real-time voice and video-
conferencing in NDN and CCN [I31], [130] are equally applicable to the end-to-end

information-centric approach in NDT.
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Chapter 5

Secure Transparent Caching

Transparent in-network caching is meant to be a key benefit of ICN architec-
tures, with content being cached opportunistically throughout the network where
it is needed. However, intermediate routers and caches have access to the content
object being transferred to consumers, which poses privacy concerns. The same
goes for transparent caching in the current Internet design, where it leaves cached
content open to intermediate routers and caches. On the other hand, applications
that employed TLS (Transport Layer Security) to ensure complete security pre-
cludes caching by establishing a closed connection between consumers and content
providers. Thus, losing tremendous performance benefit over privacy.

Access to caches in ICN architectures can expose consumers’ privacy as an
attacker can use these caches to learn about consumers’ incoming and outgoing
content traffic. Many kinds of literature have already introduced different types
of attacks that can be used to expose consumers’ and producers’ privacy in NDN.
For example, in a timing attack, an adversary can leverage round trip time mea-
surements to learn whether a nearby consumer recently requested certain content
by distinguishing cache hits and cache misses. In addition, NDN names cannot

be protected directly by encryption, as doing so will prevent content objects from
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being routed. This allows an adversary to easily detect cache hits or misses to
learn about consumers’ requests. The adversary can be a normal consumer. It
will just compile a list of the names of privacy-sensitive content objects and peri-
odically just test them, or the adversary can be a privileged stakeholder such as
government authorities ISPs in that case, they can have direct access to content
names.

Chapter [3] and [4], outlined what a manifest is and how it is used in ITP and
NDT to establish an association between remote processes without the need for
end-to-end connections. We also outlined how manifests and manifest records
eliminate the limitations of transparent caching in the IP Internet by describing
the structure of content objects globally at the transport layer. This chapter
presents a design of how transparent caching with privacy can be enforced in

NDT and ITP by using the manifest.

5.1 Overview

From a security standpoint, content carried over I'TP and NDT can be public
or private. Protecting public content privacy is not a concern; however, authen-
tication and integrity are necessary. Ensuring the integrity and authenticity of
the manifest and manifest record allows ITP and NDT to ensure the security of
the content as well. Part of a manifest is the name of the chunks that need to
be requested using Interests in order to construct the content object. By using
a hashing function, consumers in NDT and ITP use each chunk hash digest as
the name in their request. As a result, the manifest contains the content name,
the digest of each chunk composing the content, and the hashing function used
by the server to name these chunks, similar to the one proposed for NDNJ[II0].

Finally, by computing the hash digest of these chunks, a consumer can verify the
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authenticity and integrity of a received data packet.

Multiple security methods can be leveraged to ensure the protection of private
contents in NDT and ITP. The goal is to ensure privacy while also enabling
transparent caching of content. To achieve this, the following must be ensured: (a)
Only the producer and the consumer of a content object should be able to access
the content object to preserve privacy, (b) producers and consumers must be able
to authenticate each other, (c¢) consumers must be able to detect the integrity of
received content objects, and (d) both protocols should at least provide the same
level of anonymity as HT'TPS.

TLS and other secure methods based on end-to-end connections rely on sym-
metric cryptography per each connection to ensure privacy. Given that the keys
they use are generated uniquely for each connection, it is apparent that using
similar keys to secure content in ITP and NDT would negate the benefits of
transparent caching when using the manifest.

One simple way to benefit from transparent caching with symmetric cryptog-
raphy is to use group keys. Such an approach certainly downgrades the privacy of
those consumers retrieving the same content objects, but also ensures that caches
are unable to access the content cached for the group. To increase the level of pri-
vacy between content consumers, computational asymmetry is used by encoding
the data using a specific method known only to one particular consumer. This
is done by combining a content object with useless data (or old chunks in the

content store) intended solely for obfuscation.

5.2 Group Key

Using group keys should be enough to prevent an adversary from accessing

cached content. However, compared to TLS in which an encryption key is used
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for each connection, this might raise two security issues: (1) a member inside the
list may infer that other members in the same list are retrieving the same content
object by observing the chunks names; and (2) members that are not part of the
content list may infer that multiple consumers are requesting the same content
by observing the names of requested chunk names. ITP and NDT overcome this
problem by encoding part of the content for each consumer in a different way using
computational asymmetry. This can be done by mainly relying on old chunks to
do this, which increases the chance of these chunks being in a cache, reducing the
latency to retrieve them. As a result, consumers retrieving the same content will

be requesting different sets of chunks.

5.3 Encoding Data

The way how a manifest can be used to encode the data in ITP and NDT to
ensure computational asymmetry is by combining the content of an object with
old data or “useless" data intended solely for obfuscation to produce a set of coded
fragments. For example, multiple chunks of the original content can be encoded
with other chunks from the content store, resulting in new coded chunks. The way
in which these chunks are encoded is only shared between the content consumer
and the content producer. Even though such a method does not provide complete
privacy, it should make it computationally expensive for caches to access cached
contents.

One way to encode the data of a content object in ITP and NDT is by lever-
aging previous work on censorship at storage systems [I132]. A similar method
was also used in [91] to prevent real-time censorship at nodes in ICN networks.
Algorithm [2| shows how a producer in ITP or NDT can encode the content for

data obfuscation.

79



The return manifest of Algorithm [2] is simply a list of tuples, each describing
what chunks to request and how to decode the original chunk as shown in Eq. (5.1]).
After receiving its manifest, the consumer simply sends Interest for the coded

chunks corresponding to the original chunk in the manifest as shown in Eq. (5.2)).

[(h(Bm), o h(B.y), h(X1)>, (h(BLn), o h(Bon), h(Xn))] (5.1)

fl—|— = (Xz @j:L...,C B],’L) fOTi = 1, ., n (52)

Algorithm 2 Data Obfuscation

1: procedure ENCODE(content)

2 f < SEGMENT(content) > return list of chunks
3 forie{l,....,n—1} do

4: Xi=fi

5: ChunkName <~ NULL

6 for j€{1,...,c} do

7 Xi = (X; @ by)

8 ChunkName < h(b;)

9: ChunkName < h(X;)

10: Manifest < ChunkName

11: return Manifest

12:
13: ¢: number of random old chunks
14: m: number of content’s fragments
15: h: hash function

16: ChunkName: tuple of hash digest
17: Manifest: list of tuples

5.4 Partial Encryption

Data encoding alone is not sufficient to provide complete confidentiality, but it
could be enforced by using group keys to partially encrypt some of the encoded
chunks. Figure [5.1] shows a high-level view of the encryption operation. In the

example, two consumers retrieving the same content have two different encoding
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methods but only one group key. Having a group key ensures that caches are not
able to decrypt cached chunks. The group key also allows for overlapping requests
to benefit from transparent caching.

The basic approach serves two goals. First, it provides privacy among con-
sumers retrieving the same content by encoding part of the content differently
for each consumer. Second, given that each consumer has its own secret on how
to decode part of the content, an adversary cannot easily infer if consumers are
retrieving the same content. The reason why consumers with the same group key
cannot be sure about other members of the same group is that chunks used in
the data obfuscation might have been used to encode other content as well. This
should be sufficient to prevent consumers from decoding these chunks, mainly
when they have limited resources. Besides, by using the group key, we are guar-
anteeing partial caching for all the chunks that are encrypted using the group
key.

To increase the level of obfuscation, the producer can apply an all-or-nothing
transform, where caches or consumers in the same content list cannot decode the
content unless all chunks are known. The trade-off with obfuscation and using
group keys is that more coded chunks that combine the original content are needed
to decode it. However, the older the chunks used to obfuscate the content, the
higher the chance that it will be retrieved from a closed cache. Also, this method

can be used to populate caches with chunks from other content objects.

5.5 Manifest Privacy

To provide partial encryption while also leveraging caching, only the manifest
has to be secured using public key encryption. By using a specific URL format,

a consumer knows that its request is for private content (like in HTTPS). The
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Figure 5.1: Partial encryption using manifests

consumer then sends its request to the IP address of the content provider, just
as in HTTPS. Consumers can use the DNS to retrieve the necessary keys of the
content producer (server). This can be done by using techniques like DNS-based
Authentication of Named Entities (DANE) [133], which allows the publication
of Transport Layer Security (TLS) keys in zones for applications to use. Other
methods can also be leveraged to exchanging and validating public key encryption
such as the one used in TLS.

After the consumer retrieves the IP address and the server key, it can issue a
Manifest Interest encrypted using both the client and the server public and private
key to ensure its authentication, integrity, and encryption. Once the server proves
the client is authorized to request the content, it will then send back the manifest.
While this is happening, caching proxies on the way will not be able to intercept
and understand either the Manifest Interest or the manifest itself since they are
encrypted. To allow transparent caching while also ensuring privacy, the manifest

contains a specific encoding method that is unique for each consumer and a group
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key that is unique for each content as we explained earlier.

5.6 Name Privacy and Access Control

Because Manifest Interests and manifests are encrypted using public-key en-
cryption, no intermediate node is able to access any information inside them,
including the name of the content requested. This means that consumers that
are seeking the same content will not know who else is requesting it since both
the Manifest Interest and the manifest are encrypted using the consumer and the
producer keys. The same applies to members that are not part of the content
group as well.

As we explained before, manifests uses chunk hash digest as its name. To
prevent an adversary from reversing these chunk names to their original content,
a one-way hash can be used. In generating these hash digests, a producer uses
a randomly generated number (salt) to control access to chunk names from con-
sumers who have their access revoked. This salt is added to the manifest along
with a timer on when this manifest and salt will expire. A consumer who was at
some point authorized to receive a certain content but not anymore is unable to
infer whether a particular chunk name will be related to a specific content object
without the current salt value. Besides, consumers who have their access revoked

will also be unable to request the content.

5.7 Conclusion

This chapter presented a design of how transparent caching with privacy can

be provided using a manifest. This is done by mainly relying on two methods;

e Symmetric cryptography using group keys, which are used to prevent an
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adversary from accessing cached content.

e Computational asymmetry by encoding part of the content for each con-
sumer in a different way to prevent consumers from inferring about other

members in the same group.

Thanks to the connection-free nature of ITP and NDT by using a manifest, the

same method can be used in both protocols with no need for any modifications.
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Chapter 6

DCP: Delay-based Congestion

Control Protocol

In the previous chapters, we used an AIMD congestion control algorithm in
ITP and NDT design. This chapter explores other methods to control congestion
that does not rely on packet loss and is suitable for most Interest-based architec-
tures, including NDN and NDT. One of NDT’s advantages is its implementation
at the userspace, where it defines most of its functionalities, including conges-
tion control. This allows application developers to alter the congestion control
algorithm based on their application needs. The LEDBAT (Low Extra Delay
Background Transfer) protocol [I134] was recently introduced as the new trans-
port protocol operating on UDP for BitTorrent. It has the distinctive feature
based on a delay-based congestion-control algorithm that uses queuing delay es-
timates over the forward path between senders and receivers of packets. This
chapter focuses on designing a delay-based congestion control algorithm based
on LEDBAT in the context of information-centric network (ICN) architectures,
where contents disseminated using Interests issued by consumers and producers

caching sites respond to them sent the content requested.
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This chapter introduces the delay-based Congestion-control Protocol (DCP),
a protocol designed to detect and control congestion at the consumer end of a
network based on an Information-Centric Networking (ICN) architecture without
the use of round-trip time measurements or additional congestion signaling. DCP
is based on a receiver-driven, window-based approach to congestion control using
measurements of delays along the forwarding path from a producer or caching site
to a consumer. DCP was implemented using the ndnSim simulator and compared
to two other protocols, namely: an end-to-end protocol that behaves in the same
way as TCP and a pure implementation of the Low Extra Delay Background
Transport (LEDBAT) algorithm as a congestion-control protocol for ICN’s. Even
though DCP was implemented in the NDN environment, both NDT and I'TP can
benefit from the same algorithm considering both protocols replace end-to-end

connections with Interest-based architecture similar to NDN.

6.1 Overview

A major part of the Delay-based Congestion Protocol (DCP) design is re-
transmission and congestion control algorithm that avoid replicating the same
design and performance limitations in TCP. An ideal congestion control protocol
for DCP should be able to achieve the following goals: (a) To utilize end-to-end
available bandwidth and knowledge of whether the content is being served from
a close cache or a distance producer; (b) to maintain low queuing delays for data
packets in a way that does not affect the application performance, and (c) to use
the bottleneck link fairly by yielding to other network flows that share the same
link.

Estimates regarding the increase or decrease of RTT in NDN/CCNx should

not be used as primary indications of congestion in the network. Using RTT
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estimates is not efficient to determine whether congestion increases or decreases
along the interest-path or data-path. Figure[6.1|shows an example of two Interests
sent by the same consumer and their corresponding data packets. Using only RTT
measurements could lead to an incorrect conclusion of congestion developing in
the data-path for the second packet. However, the true cause for the increased
RTT for the second data packet is congestion along the interest-path, not the

data-path.
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Figure 6.1: Example of RTT ambiguity

To cope with the above complexities facing the design of a delay-based congestion-
control mechanism, we used prior work on algorithms for congestion control and
retransmission in TCP Santa Cruz (TCP-SC)[135] and LEDBAT as the baseline of
our design. Both protocols based their congestion control algorithm on estimating
the queuing delay along the forward path to the receiver, rather than using RTT.
Besides, both protocols implicitly attempt to establish a critically-damped control
system in which a sender attempts to quickly fill the capacity of the bottleneck
receiver and uses estimates forward queuing delay to force the transmitter to slow

down or speed up transmission attempting to maintain minimum queuing delay.
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The major differences between ICN-based architectures and LEDBAT or TCP-
SC are that: (a) there is no need for connection establishment ICN, (b) ICN is
receiver-initiated based on Interests and data packets sent back, and (c¢) the basic
units of data transfer in ICN are chunks rather than bytes. However, these differ-
ences are what makes I'TP and NDT common with NDN and CCNx since all four
are viewed as an Interest-based architecture. Therefore, implementing a delay-

based congestion control algorithm in ICN architecture like NDN is beneficial for

ITP and NDT as well.

6.2 Protocol Design

6.2.1 Measuring Packets Delay

In ICN, consumers can calculate the one-way delays incurred by data packets
in their own system time by using timestamps returned from the producer or
middle nodes (caches) in the data packet headers. A producer or intermediate
nodes timestamps the transmission time of the data packet in its header so that
the consumer to calculate the one-way delay of a data packet. The consumer
then keeps both the transmission time and arrival time of a data packet. Based
on these timestamps, the consumer can calculate the one-way delay for the data
packet as follows: delayq = Aq — Ty, where A is the arrival time for a packet and

T is the transmission time of that packet.

6.2.2 Congestion Control

As we mentioned earlier, DCP uses delay measurements along the data-path
to estimate the queuing delay. Whenever the estimated queuing delay is less than

a predetermined threshold, the consumer infers that the network is not yet con-
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gested and increases its sending rate by increasing the congestion window (interest
window) to utilize any bandwidth capacity of the network. When the estimated
queuing delay becomes greater than the predetermined threshold, the consumer
decreases its sending rate as a response to potential congestion in the network. The
algorithm used for congestion detection by this protocol is shown in Algorithm [3]
The algorithm is similar to the one used in LEDBAT [136] with slight changes. In
this algorithm, we also used the same/similar terminology as in LEDBAT, where
TARGET is the maximum queuing delay that the consumer may introduce in
the network. To ensure fairness between multiple DCP flows, the TARGET value
must be the same. off-target is a normalized value representing the difference
between the current measured queuing delay and the predetermined TARGET.
Notice that off-target can be positive or negative; a negative off-target will reduce
the congestion window as the queuing delay is exceeding the application delay

threshold.

Algorithm 3 DCP: Estimating Queuing Delay

1: function on initialization()

%: base_ delay= +INFINITY

4: function ONDATA (dataPkt)

5: data Pkt < current__delay

6: base__delay=min(base__delay, current_delay)

7: if (current_delay > base delay)

8: queuing__delay=(current__delay-base__delay)
9: off target=(Target-queuing delay)/TARGET
10: else

11: queuing_delay=(base_ delay - current_ delay)
12: off__target=(Target+queuing_delay)/ TARGET
13:

14: function updateCWND (off _target)
15: end function

Algorithm 4 DCP: Window Update

1: function on initialization()
flightsize= 0
CWND= INIT_CWND

: function updateCWND (off_target)
CWND+=(off_target * GAIN)/CWND
max__ allowed_ CWND=flightsize 41
CWND=min(CWND, max_ allowed  CWND)
CWND=max(CWND, INIT_CWND)

. end function
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6.2.3 Measuring Base Delay

A consumer using DCP can detect congestion in the network by measuring data
packets queuing delay and compare it to the TARGET. However, it is important
to distinguish the queuing delay from the rest of the end-to-end delay components,
as stated by the LEDBAT protocol. The end-to-end delay is the time taken for a
packet to be transmitted across a network from source to destination. It can be
decomposed into nodal processing delay, transmission delay, propagation delay,
and queuing delay. Except for the queuing delay, the rest of the end-to-end delay
components are considered constant. Separating the queuing delay component
from the rest of the end-to-end delay enables the consumer to detect any change
in the network’s queuing delay. The minimum delay that packets experience along
either the data-path or interest-path is referred to as the base delay. The base
delay is considered to be the sum of all of the constant delay components since
queuing delay is always an additive element of the end-to-end delay. Calculating
the base delay in DCP is done with a similar approach to that used in LEDBAT.
It works by maintaining a list of one-way delays minimal over a time interval.
Then only the minimum value of the minimal delays in the list is used as the
approximate base delay for this path. A longer time interval results in a higher
likelihood the true base delay is detected. However, a shorter time interval allows
the base delay to respond quickly to route changes. We set the time interval to
be 60 seconds as in LEDBAT’s original algorithm and the base delay list length
to be 6.

6.2.4 Measuring Current Delay

The consumer calculates the current delay for every data packet. It is clear

that the current delay value can fluctuate from one data packet to another, which
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affects extracting the actual delay estimate. To eliminate any outliers, LEDBAT
suggests the use of filters. One suggestion was to use the Exponentially Weighted
Moving Average (EWMA) of the current delay. Another suggestion was to use a
NULL filter that does not filter at all. However, in our implementation of DCP,
the consumer maintains a fixed-size list of the current delay that gets updated for
every new value it calculates. The length of the current delay list is 5, and only

the minimum value is used to estimate the queuing delay.

6.2.5 Measuring Queuing Delay

The queuing delay estimation is simply the difference between an end-to-end
delay measurement and the current base delay estimate. The consumers measure
the queue delay for every data packet received after updating the base delay and
the current delay using Algorithm 4 If the queue delay of each packet exceeds the
TARGET delay, the consumer will consider the network is congested and reduce
the congestion window size according to Algorithm [l However, if the queue delay
is less than or equal to the delay target, the consumer will increase the congestion
window’s size. DCP uses a linear controller to increase and decrease the consumer
congestion window, allowing the protocol to recover quickly from bad delay sam-
ples. The increase and decrease of the congestion window are proportional to the
difference between the current queuing delay estimate and the TARGET delay.
The congestion window in DCP, refers to the number of Interests a consumer is
allowed to send.

As the queuing delay gets closer to the TARGET delay, the window growth
gets slower. To compete with concurrent TCP flows fairly, the LEDBAT algo-
rithm maximizes the congestion window growth by 1 per RTT. This happens

when the queuing delay estimate is zero. The same approach is used in DCP
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during congestion avoidance state where the maximum window growth is only 1
per RTT as seen in line 7 in Algorithm [l Also, in LEDBAT, the sender may
maintain its congestion window (cwnd) in bytes or packets. The decrease in the
congestion window in DCP happens when the queuing delay estimate exceeds the
application’s TARGET delay. The window’s decrease is proportional to the dif-
ference between the TARGET delay and the current queuing delay. This allows
the consumer to decrease its sending rate as a response to potential congestion in
the network, unlike loss based congestion control protocol. However, data loss can
still occur in DCP. A data loss is considered an indication of strong congestion in
the network.

The TARGET delay determines how much queuing delay is tolerated in the
network. For example, if the target’s value is set to 0, it means that no delay
is tolerated in the network. This can lead to underutilization of the network’s
available capacity because the bottleneck queue will always be empty. A high
TARGET delay might increase congestion in the bottleneck and cause packets to
be dropped. Therefore, the TARGET delay choice is a trade-off between these
two cases. The LEDBAT algorithm uses a TARGET value of 100 ms, or less
[136]. In our current version of DCP, the default TARGET value is set to 50 ms.
However, applications have the option to set their TARGET value based on their

delay requirement.

6.2.6 Timeout

If the timeout interval for Interests is too small, unnecessary retransmissions of
Interests occur. On the other hand, a timeout interval that is too large results in
the consumer retransmitting Interests too late when a data packet or an Interest

is dropped. LEDBAT uses a congestion timeout (CTO) as a strong indication of

92



heavy congestion in the bottleneck when a packet gets dropped. The LEDBAT
CTO approach is based on retransmission timeout (RTO) in TCP. Even though
consumers in DCP are able to indicate congestion in the network before a data
packet is dropped at the bottleneck queue, we still use CTO as an indication of
strong congestion in the network. When an Interest or data packet gets dropped,
a CTO event is triggered. This results in the consumer reducing its congestion
window to 1. The CTO calculation is based on the RTT estimation, which is the

time it takes to send an Interest and receive the data packet for it.

6.3 Fairness Among Consumers

Using a delay-based congestion control algorithm in an Interest-based architec-
ture like ICN and NDT raises several challenges. For example, LEDBAT suffers
from the fairness issues known as the later-comer advantage, which also occurs be-
tween consumers in DCP. In addition, fairness issues can arise among consumers
in ICN, ITP, and NDT when caching takes place. Another issue is that synchro-
nization in clock rate can affect the delay measurements. In this section, we will

go over each of these challenges.

6.3.1 Latecomer’s Advantage

Both LEDBAT and TC-SC suffer from fairness issue, known as the “latecomer
advantage”, in LEDBAT. For example, in LEDBAT), late flows arriving at a non-
empty bottleneck increase their sending window more aggressively than existing
flows due to wrong estimates of the base delay. For example, If one flow arrives
at an empty bottleneck, it will measure the correct base delay of the network,

leading to a correct estimate of the queuing delay. However, if a new flow arrives
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at the bottleneck, it will calculate the first flow’s queue delay as part of its base
delay, leading to a wrong estimate of the queuing delay, thus a higher target delay
than the first flow. This will result in an aggressive increase of the second flow’s
window size, causing the first flow to back off as it sees the true queuing delay
of the bottleneck increase. The second flow will eventually start using the entire
bottleneck’s capacity while shutting the first low out. There have been several
solutions to the latecomer advantage in LEDBAT [137]. DCP solution to the
latecomer advantage is based on LEDBAT’s original approach, by using TCP like
slow-start.

A solution to the latecomer advantage is introducing TCP slow-start at the
beginning of DCP flows. The goal is to drain the queue empty by filling it, which
will likely induce losses on existing flows, allowing the newcomer to measure the
correct base delay. Such a mechanism cannot ensure fairness without causing
packets to drop off other flows, but such a drop will be limited. However, the
above consideration suggests that a more suitable solution is needed. Thus, we
leave the topic of evaluating different fairness solutions in DCP for our future
work. DCP slow-start is similar to TCP slow-start mechanism; it uses it for new
consumers joining the network to ensure correct measurement of the base delay.
During the slow-start, consumers double their sending window for every round-
trip time until a timeout event is triggered. After a timeout event is triggered,
consumers enter the congestion avoidance state. Consumers in the congestion
avoidance state follow the original algorithm in LEDBAT, where the maximum

increase of the window size is 1 per RTT.

94



Ipkt#1— _ _

Ipkt#2™~~

RD;i=D;i- I

Figure 6.2: Transmission of two data packets and the corresponding
relative-delay measurements

6.3.2 Latecomer’s Disadvantage

Because of ITP and ICN’s design nature, data might be served from different
sources. This can lead to underutilization of the link’s capacity to some consumers
when caching takes place. For example, if a consumer’s initial requests were
satisfied by a close cache that was generated by an old consumer. After the
new consumer exhausts the cache, it will join the first consumer in retrieving the
data from the producer. The new consumer Interests will no longer be satisfied
by the close cache, and instead, it has to traverse all the way to the producer.
This scenario will cause underutilization of the link’s capacity. This is because
the new consumer base delay measurements were affected by the close caching
site. We identify this as the “latecomer’s disadvantage” Consumers in DCP
overcome this issue by resetting their base delay list and calculating a new base
delay whenever they identify contents retrieved from a new site. In I'TP and NDT,
this can be easily done by observing the data packets’ IP address. However, in

other ICN architectures, a new method is needed since consumers cannot infer
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where chunks are coming from. An immediate calculation of the relative delay
can help determine whenever contents are being retrieved by a new site in ICN
architectures. To determine the change in the relative delay value of data packets,
we use RD;; = AD;; — Al;;, where RDj, ¢ represents the delay experienced by
packet j with respect to packet i.

Figure shows the arrival of two Interests 1 and 2 at the provider and the
arrival of two data packets corresponding to Interests 1 and 2 at the consumer. The
relative delay value fluctuates from one data packet to another due to congestion
in the network. Therefore, it is important to distinguish between a change in
the relative delay of data packets due to congestion in the network rather than
being retrieved from a new site. Because of this fluctuation, any specific relative-
delay value could be atypical. Hence, an average of the relative delay gives a
better estimate of the delay between packets in the network. The mean absolute
deviation (MAD) is the average of the absolute deviations between each relative
delay value and the average delay. Calculating MAD helps deal with relative
delays with a negative value. The MAD value is measured for the last 10 relative
delays samples and is updated with every new value. Upon obtaining a new value
of the relative delay, DCP estimates how far the new relative delay is from the
average relative delay. If it is higher than the MAD value, then the consumer
infers that content is being received from a new site. To ensure fairness between
this consumer and existing DCP flows, a consumer should resume a slow start
whenever the base delay history is reset, as we mentioned earlier. Also, since the
relative delay value is affected by packet dropout at the bottleneck queue, the

relative delay is not measured during slow start.
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6.3.3 Synchronization

No synchronization between the consumer and the producer or middle nodes
is required in DCP if data are retrieved from the same source. This is because
measurement errors in delays due to clock offset are canceled out by their difference
in the queuing delay estimate. Even though clock offset errors have no impact on
LEDBAT, clock offset could be critical in an ICN architecture. This is because an
ICN allows Interests to be resolved from caching sites along the paths to the nodes
with best-match names for the Interests. For example, suppose two consumers
connected to the same router with caching want to retrieve the same data, and
consumer b starts a few seconds after consumer a. In that case, consumer b
initial requests will be satisfied by the cache at the nearby router. If consumer
b receives all the cached content, it joins consumer a in retrieving the data from
the producer; this could lead to an inconsistent calculation of the one-way delays
of data packets if the cache and the producer have different clock offsets. Thus,
causing clock offset to show up as a linearly changing error in a time estimate
instead of a fixed error. Such inconsistency is limited to the amount of delay
history maintained in the base delay estimator used by DCP for measuring the
one-way delays for data packets.

Measurement errors in delays in an ICN can be caused by different clock offsets
of different caching sites. This translates into a difference in the clock rate from
its true rate and can be seen as a clock skew problem similar to the skew of
LEDBAT’s one-way delay estimate. One possible consequence of this issue in
DCP occurs when data are retrieved from a new data site with a greater clock
offset than the previous site clock offset. This results in a low estimate of the
queuing delay; however, it also leads to a lower base delay measurement, so it

does not lead to unfairness for the consumer. Another possible consequence of
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the issue happens when data is being retrieved from a new data site with a clock
offset less than the previous site clock offset. This results in a high estimate of
the queuing delay. This increase can reduce the throughput of a flow because the
base delay will only keep the minimal samples over a time interval. A high change
in the relative delay of data packets could be used by the consumer to infer that
such change in the delay is due to clock drift in the clock offset, which means
data is being retrieved from a new source. The sender then can compensate by
recalculating its base delay estimate.

LEDBAT suggested a correction mechanism for the synchronization problem
and related to clock skew. Even though clock skew is usually very small, we believe
more research is needed to define the synchronization issue in an ICN architecture.
We leave the topic of researching and testing different solutions to the issue as

part of our future work.
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Figure 6.3: Single-flow scenario

6.4 Performance Results

We evaluate the performance of DCP under different scenarios using simulation

using the ndnSIM [I16] network simulator .
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6.4.1 Basic Bottleneck Configuration

We compare DCP against an end-to-end protocol that behaves in the same way
as TCP, where consumers can only infer congestion via a retransmission timeout
and use AIMD window control to avoid congestion. Such a mechanism is used
by most end-to-end protocols in ICN. The simulations last for the 60s, where
the consumer will be issuing Interests nonstop as long as its congestion control
protocol remits it. The network’s topology is a single path of four nodes with
a single consumer at one end sending Interests for content served at the other
end. The size of the data packet of the content is fixed at 1024 Byte with an
Interest size of 24 Byte. The router’s queue is set to be equal to 60 packets.
The bandwidth-delay product of the network is around 133 packets, including
the queue’s size. Since ndnSim ignores the processing delay per packet, the only
constant end-to-end delay in the network would be the propagation delay and
the transmission delay. Our test uses a TARGET delay of 50 ms, based on the
network’s parameters; this will allow enough packets to be built up in the queue
without being dropped.

Figure shows the size of the bottleneck’s buffer for the whole duration
of the simulation. For the TCP-based protocol, packet dropout is the only way
to detect congestion in the network. Therefore, the consumer will keep increasing
its sending rate until it causes a buffer overflow, which will result in a timeout
event being triggered. Thus, the consumer reduces its sending rate by halving its
congestion window. This process drains the queue empty for few seconds until
it is filled again and the same cycle repeats. However, DCP(slow-start disabled)
allows the consumer to increase its congestion window as long as the queue de-
lay is less than the TARGET delay. As soon as the queue builds, the consumer

slows down its sending rate. Once the queue delay reaches the TARGET delay
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in both protocols, the consumer halts the window growth. This demonstrates the
main strength of DCP as a congestion control for ICN by transmitting Interests
at the bandwidth of the connection, without congesting the network, and with-
out overflowing the bottleneck’s queue. Finally, the congestion window reaches a
steady-state value of 133 Interests as it can be seen in Figure [6.3a] The algo-
rithm maintains this steady-state value for the duration of the connection with
no timeout occurrence since slow-start was disabled as we are interested in only
seeing. Fig. shows the throughput for both protocols for the duration of the
simulation. With a bottleneck link of speed 10 Mbps, the consumer in DCP was
able to almost utilize the link’s capacity with an average throughput of around
9.3 Mbps. As a result of the multiple packets dropout in the TCP based protocol,

the consumer was only able to achieve an average throughput of 8.7 Mbps.

6.4.2 Multi-Flow Scenario

We evaluated LEDBAT’s “latecomer advantage” in NDN architecture, which
is similar to ITP, and showed how DCP with slow-start overcome this issue. The
topology used in the scenario consists of two consumers (Consumer 1 and Con-
sumer 2) and two producers (Producer 1 and Producer 2). The two consumers
request different content files of a fixed data packet size of 1024 Bytes; each one
is hosted by one of the producers. The queue size is set to 120 to allow packets
not to be dropped due to buffer overflow. To simulate the latecomer advantage in
ICN, the second consumer should start sending Interests when the queue starts to
build up, and the first consumer begins to experience an increase in current delay.
Based on our network parameter, that should be when the first consumer’s win-
dow size is greater than 73, equal to the bandwidth-delay product of the network.

This way, a later consumer accounts for the queuing delay of the first consumer
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as its base delay measurement, resulting in a higher target delay. This leads to
unfairness as the first consumer will have to back off as it can sense a true increase
in the queue delay of the bottleneck. The simulation for this scenario runs for
60 seconds. Figure shows the result of DCP with slow-start enabled. Once
consumer 2 joins the network, it will go into the slow-start state. Consumer 2
doubles its sending window for every round-trip time until a timeout event is trig-
gered during this state. Such a mechanism will drain the queue empty. Thus,
allow consumer 2 to measure the correct base delay. Once consumer 2 measures

the correct delay, fairness between the two consumers is achieved.
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Figure 6.4: DCP performance under latecomer advantage

6.4.3 Latecomer’s Disadvantage

We evaluated LEDBAT’s “latecomer disadvantage” in NDN architecture. The
topology of the network used to evaluate performance with caching consists of two
consumers retrieving the same data. However, consumer 1 stops after retrieving

around 100 data packets. Since caching is used, a consumer’s 2 initial requests are
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satisfied by the closest cache. The cache starts retrieving the data from the pro-
ducer after consumer 2 exhausts its capacity. Figure [6.5] shows the increase of the
congestion window for both LEDBAT and DCP for consumer2. It is clear that a
pure implementation of LEDBAT in ICN architecture suffers from the “latecomer
disadvantage”. This is because consumer 2 initial requests were satisfied by a close
cache; this resulted in a small base delay. Therefore, once consumer 2 starts re-
trieving the data from the producer, it will experience a high queuing delay even
though the network is empty. However, DCP (slow-start disabled) overcomes this
issue by using relative delay measurements of data packets. Consumer 2 concludes
that an increase in the relative delay value is due to data being retrieved from a
new distance caching site or producer, resulting in consumer 2 resetting its base

delay history.
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6.5 Conclusion

Many recent proposed solutions for congestion control in ICN suggest using
RTT measurements as the primary indication of congestion in the network. Other
solutions suggest a hop-by-hop approach either by shaping Interests or congestion
signaling. This chapter introduced DCP, which adopts the congestion estima-
tion algorithm of LEDBAT in the context of Interest-based architecture. DCP
is based on a receiver driven, window-based approach to congestion control us-
ing measurements of delays along the forwarding path. Because of ICN’s design
nature compared to NDT and ITP, both protocols can benefit from the DCP
congestion control algorithm in their design.

In this chapter, we analyzed the known “latecomer advantage” problem that
exists in LEDBAT for ICN and how DCP slow-start can enable fairness. We also
analyzed a new issue raised by the LEDBAT algorithm in ICN due to caching we
call it “latecomer disadvantage.” We showed how the use of relative measurement

delay in DCP allows consumers in ICN architectures to overcome this problem.
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Chapter 7

Conclusion

The original use of the Internet was to share expensive, limited resources by
addressing endpoints using [P addresses and relying on end-to-end connections
using TCP as the main architectural construct to implement reliable transfer of
data. Such a design trace back to the 1960s and 70s. However, a connection is
necessary for reliable data transfer only if the communicating processes have no
means of discerning the structures of the data they are exchanging. In addition,
the current Internet usage today has been shifted to access content rather than
to share resources, but we still end up addressing endpoints in order to access
distributed content.

Several Information Centric Networking (ICN) architectures have been pro-
posed to cope with the current pattern usage of the Internet. The main approach
of ICN architecture is moving the Internet toward a content distribution architec-
ture by naming contents and services rather than endpoints. This enables packet
forwarding based on the names of content or the service rather than the address of
where they are hosted. These ICN architectures have produced important insight
on how to provide content centricity at Internet scale. However, this comes at

the cost of redesigning IP routing infrastructure and requiring a far more complex
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network layer. In addition, transparent in-network caching is meant to be a key
solution for these architectures. However, the solutions pose privacy concerns of
consumers as intermediate routers and caches have access to the content being
transferred to consumers.

In this dissertation, we proposed a new approach to improve the Internet at the
transport layer. Our proposal supports reliable and secure content dissemination
and caching on the Internet based on the use of decoding manifests that enable
transparent caching of content with privacy and eliminate the need for end-to-end
connections for reliable transport of content.

In Chapter [3] we outlined what a manifest is and how it is used to establish
a nexus between remote processes in I'TP without the need for connections. The
manifest allows the content consumer and producer to share a common description
of the structure of the content object that needs to be exchanged. The use of
manifest in I'TP, eliminates the need to maintain any transport state at content
servers, intermediate routers, or caches and allows for all application data to
be cached on the way to consumers using I'TP caching proxies that can act as
middleboxes.

In Chapter [ we introduced Named-Data Transport, an approach that pro-
vides the same benefits of NDN and similar ICN architectures using the DNS and
without the need for end-to-end connections or modifications to the IP routing
infrastructure. In Chapter [5, we showed how a manifest could be used to prevent
caching proxies in ITP and NDT from accessing cached contents by leveraging
informational and computational asymmetry methods. And in Chapter [6, we
introduced a new delay-based congestion-control algorithm for Interest-based ar-
chitectures, as in NDN and NDT, that is based on forwarding delay measurements

instead of round-trip time measurements. Such an algorithm allows consumers to
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control the queuing delay in the network based on their application needs.

In closing, much has been written about the current IP Internet architecture’s
inability to support the emerging Internet content-oriented applications. Our
description and analysis of the approaches we have proposed in this thesis demon-
strate that the IP Internet can provide efficient support of such applications by
means of connection-free reliable transport services. In addition to the benefits
and results of a reliable connection, transport protocols can help address the many
limitations of the IP multicast that have been pointed out over the years, which
include the need to agree on multicast addresses of global scope and the use of

multicast routing protocols, this is clearly an area that deserves future work.
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