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ABSTRACT OF THE THESIS

A Real-Time Temporal Clustering Algorithm for Short Text, and its Applications

by

Nishant Agarwal

Master of Science in Computer Science

University of California, San Diego, 2017

Julian John McAuley, Chair

Real-world events of general interest trigger engaging discussions among people
for short bursts in time. These events then either evolve, merge or slowly lose public
interest as time goes by. With the advent of social media like Twitter, people have a
platform to voice opinions, share news and make announcements, some of which gain
mass popularity. Leveraging social media for early detection of these events, has thus
become a problem of immense practical value for news media companies and people
who want to be aware about the world in general.

In this thesis, we present the foundations of a system that runs on a real-time,

dynamic, temporal clustering algorithm, that is capable of detecting bursts in streaming

X1



data, as they happen in time. By using efficient data structures, we not only detect these
bursty topics, but also store them efficiently, to facilitate many independent applications
such as hashtag recommendations and community detection, which would requires a
completely different approaches, if handled separately. An efficient storage mechanism
also enables us to perform evolutionary queries on the discovered themes, to get a greater
insight. We also extend this research on social media, to user behavioral analysis, using
their database access logs, to find bursty patterns, anomaly detection and related tasks.
Lastly, we perform an in-depth evaluation to show that our model outperforms many

popular approaches in terms of topic quality and hashtag precision by more than 15%.
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Chapter 1

Introduction

1.1 Overview

Consider a scenario where you are walking down the street, and you overhear
a couple discussing something about Donald Trump. Your curious mind doesn’t allow
you to let go and it really wants to know what are the topics of discussion related to Mr.
Trump happening currently. In your quest for enlightenment, you turn to the existing
technologies which are popular for trend analysis. Let’s start with Google Trends. Figure
1.1 shows the results one might get when they query “Trump” on Google Trends. While
it gives an estimate of the changing interests of people on the topic, and related queries,
it still does not give me any information about what are the key discussions going around
this keyword, and insights into those topics. If they put a similar query to Twitter, the
results contain a bunch of tweets by some users, and some news articles, most of which
talk about the same incident. It’s hard to make sense out of user tweets without context,
as these have a short character limit. We are still not able to get answers to queries such

2 ¢

as, “when did this event start gaining popularity”, “what are the key users involved in

29 & 29 &é

the discussion”, “what are the emerging hashtags about this topic”, “which of these are



gaining popularity at the fastest rate”, etc. Same is the problem with Google News. We
get a list of news articles, but its hard to gain insights about these events without actually
reading them and aggregating information from different sources. Later we show with
examples that sometimes, when news originates from Twitter, there is a significant delay

in Google search to detect and show it as news in its search results.

@® trum, .
p, + Compare
| Worldwide Past day = All categories * Web Search *
Interest over time @
Interest by region @ Region ¥
14 Morway [ | FY
cv;-_.‘i-_ 15 Mexico ]
w 16 South Africa [ ]
7 Denmark u
18 Belgium m
-
Relsted topics @ Rising * H Related gueries @ Rising +
Google Voice - Topic 1 what time is president trump speaking ton...
2 Ryan Owens - Journalist 2 president trump speech tonight
3 Human voice - Topic 3  pompe disease
4 Fox & Friends - TV Program 4  voice
5  United States Congress - Topic 5 trump live now
- -

Figure 1.1: Results of a search query about Trump on Google Trends

Now envision a system where when you put a search query about entities like
“Trump”, you get a group of “themes”, each depicting a topic of discussion about Mr.

Trump as it is happening in real-time. Figure 1.2 shows a snapshot of a theme. The



Start Time: Wed Mar 01 03:55:55 +0000 2017 End Time: Wed Mar 01 04:38:10 +0000 2017

Top Hashtags:('jointsession’, 3400), (jointaddress’, 2859), (maga’, 413), (‘trumpaddress’, 322), (‘trump’,
217), (‘potus’, 148), (‘addresstocongress’, 100), (‘'americafirst', 98)

Top Users: ('potus’, 934), (‘cnn’, 829), ('independent’, 590), (‘realdonaldtrump’, 496), (‘thehill’, 363),
(‘billmaher', 331), (maddow’, 320), (‘aclu’, 291)

Top Tokens:('trump', 44218), ('‘president’, 8424), ('donald', 7615), ('speech’, 5640), (‘tonight', 2793),
(‘lamerica’, 2684), (‘congress', 2465), (job', 2171), ('democrats', 2041)
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Figure 1.2: Sample Detected theme

theme evolves in real-time as new tokens arrive, users discussing it change and so on.
It specifies the time window when it was detected, and also shows important links to
news articles about that discussion, and statistics about rate of growth. It also provides
additional functionality of performing queries on it, in order to get deeper insight, which
is not provided by news articles. This is the system we build as a part of this thesis. We
also show that such a system can be extended to perform various complex research tasks
such as hashtag recommendations, community detection, etc. simultaneously in real-time.

We do so by building a temporal clustering algorithm, that is tuned to detect bursts in



real-time and persist their snapshots in efficient data structures, which allow advanced
queries to be performed on them.

Thus,the main contributions of this research can be summarized as follows-

e We present a real-time, online theme detection system that monitors these themes

as they evolve, and report it as an event when their growth rate exceeds the average.

e The system is also capable of performing advanced queries on the groups of

clusters, which facilitates deeper understanding of the event.

e We show that the same system can be used to perform many relatively complex
and independent tasks like hashtag recommendation and community detection for

Twitter, simultaneously.

e We also extend the algorithm to user log analysis and discuss its applications.

Note that significant research has been performed to detect topic bursts in data but only a
few of these studies throw light on real-time detection [AMRW12]. Moreover, a system
that is capable of doing this, along with providing support for advanced queries and other
applications simultaneously has not been built yet.

The thesis is structured as follows- in Chapter 2 we perform a background study
of existing research that have attempted to solve similar problems. Chapter 3 and 4
describe the problem statement, design decisions, and the theme detection algorithm that
performs clustering of bursty topics. Chapter 5 discusses a theoretical underpinning of
the approach and shows its relationship to a point process, which tries to model a topic
burst. Chapters 6 and 7 discuss research problems like early event detection and hashtag
recommendation and how these can be solved with the current algorithm. In Chapter
8, we discuss a completely new research problem and show that the algorithm can be

tweaked to perform various complex tasks in user behavior analysis as well. In Chapter



9, we introduce some analytic operators that enable the users to perform complex queries
on the collected snapshots of themes. In Chapter 10, we evaluate the model with known

approaches and finally, we conclude the thesis in Chapter 11.



Chapter 2

Background Study

Short, multi-dimensional, temporally varying data is found in abundance these
days. Be it tweets from twitter, or user logs from different applications, reviews of
products from e-commerce websites, etc. all these kinds of data have a common intrinsic
property. Each data point is concise, it captures a diverse set of attributes in different
dimensions, they exhibit temporal dynamics, i.e. they span over some period of time and
encode changing patterns of user behavior/ events.

With streaming data, leveraging time and content information simultaneously
creates improved clusters. In the case of micro-blog data, where people discuss global
topics, incidents, etc. many clusters evolve around real-life events. Temporal dynamics of
different types of clusters may vary differently. Clusters or themes relating to background
topics show a steady rate in popularity, while sudden events show a sharp burst in their
popularity and they ultimately die out. These bursts attract a lot of research as it creates
room for evolutionary queries such as, “when did it start becoming popular”, “what are
the emerging entities within each topic”, etc. In this section, we discuss the approaches

people have tried for similar problems. In order to gain clarity on existing solutions,

we investigate the research along two axes. The first one indicates the way in which



the topics are defined, which leads us into a discussion on Clustering vs. Topic Model
Based approaches. The second axis is the data processing technique, where we discuss

differences between batch-based vs. online/real-time processing.

2.1 Clustering vs. Topic Modeling

Most clustering based systems define a topic as a collection of related documents.
Using some distance measures, they compute the proximity of documents with one
another to construct clusters. Yang et al. [YPC98] use refined hierarchical and online
document clustering algorithms to detect events from a news stream. In [APL98a] each
document is represented as a TF-IDF vector. Each new incoming document is compared
against earlier vectors. If the new point is close enough to its nearest neighbor, it is
absorbed by its nearest neighbor. Otherwise, this new document is labeled as a new
event. Brants et al. [APL98b] extend [APL98a] by using incremental TF-IDF model and
a sophisticated similarity score. However, this approach has many drawbacks. Finding
k-nearest neighbors is a costly operation, and it is not suitable to handle huge data loads
as of Twitter. Moreover, TF-IDF measure is not a good representation for tweets, as these
are short documents with a low probability of having repeated words. In many studies, a
topic is defined as a coherent set (or cluster) of key words [CCS13], [HJ10] or hashtags
[AMRW 12], [FZZ" 15]. In such works, usually a collection of bursty terms are detected
from the document stream based on some criteria. Possibly later, these bursty terms are
grouped into several clusters that represent the bursty topics. However, these methods
fail to utilize the co-occurrence patterns in keywords.

LDA[BNJ03] is considered as one of the basic topic model that was initially
designed for document corpora. Topic modeling for temporally changing micro-blogs

has more complications as compared to performing the same on a corpora of documents.



1). They have a diverse and dynamically shifting vocabulary that is created due to wide
variations in abbreviations, misspellings and proper nouns. Hence, any technique relying
on a fixed dictionary based feature vector is not likely to perform well in the case of
micro-blogs. 2). As the length of a tweet is short, assuming that it contains a distribution
of k topics is not accurate. 3). Many temporal topic models try to find topics by dividing
time in epochs and running topic modeling on each epoch. However, deciding the size of
each epoch is a non-trivial problem, and we may get different results for different cases.
4). LDA and its variants assume a fixed number topics in the beginning, which is not true
in this scenario because new topics constantly emerge and older ones are discarded.

Variants of LDA: Significant research has been published with respect to topic modeling
on micro-blogging sites, document classification, tag recommendation for a corpora, etc.
Many studies have tried to configure LDA to handle micro-blog data. Algorithms like
[AMSI16] tried to increase the length of documents by aggregating tweets in conversation
groups for effective application of topic models on short-texts. To prevent assignment of
a tweet to a topic distribution, Twitter-LDA algorithm [ZJW*11] assigned one topic per
tweet. However it could not be extended to do online inference or provide recommenda-
tions. Evolution of topics over time was introduced by Blei in [BL06]. Many variants like
[KTU™13] have been developed using this concept for Twitter. We construct a similar
dynamic topic model with stochastic Gibbs sampling to compare our results later. Other
related work includes [WZHSO07], which builds a topic model to find correlated bursty
topics from text streams, and [YCL ™ 13], which creates a unified model to distinguish
temporal topics from background ones. In recent works [HAG™12], [YCM™13], topic
models are built to discover geographical topics from Twitter. Although the direct focuses
of these works are not on bursty topics, using a similar way as above, geographical bursty
topics could be found. Wei et al. [XZJ"16] were among the few who were able to

perform topic modeling for bursty topic detection in a real-time setting. However, their



system could not be extended to perform evolutionary queries, community detection, etc
as they collected all these features as a single list. Considering different arrival rates of

these features, we might not have enough user-names and hashtags to recommend.

2.2 Retrospective vs. Real-time processing

In early work Yang et al. [YPC98] propose methods for both retrospective and
online event detection. The main difference between retrospective view and online
processing is that, retrospective view assumes the entire corpora of data to be present for
evaluation at once. On the other hand, in the case of online event detection, the system
processes current document before looking at any subsequent documents. In many cases,
[YPCO98] the results of retrospective detection results can be significantly better than the
online one, as more information is available from a retrospective way. Therefore, most
topic model based approaches fall into this category. The complexity of their models
makes them good at learning topics from the data in a retrospective way, but at the
same time lose the flexibility to respond to any new incoming data. In contrast, online
methods only need to maintain a statistic for each term, and report the terms when their
statistics exceed the significance level. However, the detected topic which consists of
few keywords is far less informative than the topic learned from topic modelling, which
is a distribution over all the words. The subtle difference between real-time and online
processing is that in real-time detection, time is crucial, so much so that no fixed time
window for detection should be assumed. By incrementally updating the statistic in an
efficient way, SigniTrend [SWK14] can detect bursty keywords in real-time, but before it
aggregates keywords into larger topics, it needs to wait until the end-of-day (or a fixed

time period).



Chapter 3

Problem Formulation

As mentioned above, the central idea of the thesis is to detect specific patterns,
called “themes” in streaming data in real time. More formally, a theme is a latent
representation of a popular discussion topic, extracted from a stream of tweets. A single
stream can have multiple themes existing at once, evolving at different rates. In our
definition, we use most recent hashtags, users and tokens as features that define a theme
and to decide whether an incoming tweet should be a part of the theme. Other features
like web links and geotags are not used for comparison, but to get deeper insight into the

content of the theme.

3.1 Problem statement

Given a stream s of incoming short-text, find a set of themes 7 that evolve with
time, and represent potentially different patterns in the incoming data. Using these
themes, monitor their growth and eventually detect bursts as they happen.

Most of the thesis discusses temporal theme detection and evolution over Twitter
data. Hence, later portions of the thesis use Twitter terminology of hashtags, user-

mentions and tokens(which are essentially keywords in a tweet), heavily. The process

10



11

of theme discovery should incorporate temporal similarity in addition to contextual
similarity, in order to generate more relevant clusters. Also, hashtags loosely describe
the topic of the tweet. Hence, tweets with co-occurring hashtags should have a higher

probability of being assigned to the same cluster.

3.2 Preprocessing and Feature Selection

Currently, the data we are using is live Twitter feeds related to a variety of subjects
like the US elections, presidential candidates, India-Pakistan tension over terrorism,
Apple, etc. A tweet is only considered for evaluation if it is a valid JSON object. Tweets
with less than three words in the text field are ignored. For every incoming tweet, we
remove all punctuation (hashtags and user-mentions are handled separately). All text
is converted to lower case and each word is lemmatized so that different variations of a
word are mapped to the same root word. Stop words like articles and conjunctions that
do not have a special meaning to them are removed and only useful string tokens are
considered for evaluation.

A feature vector is constructed from a tweet in the following manner. After initial
pre-processing we divide the tweet into three lists representing hashtags, user-mentions
and important tokens, respectively. A similarity function compares this data structure

against current themes in the system to identify the best fit.

Incoming tweet } Feature vector
Hashtags
l::> User - mentions
Tokens

Figure 3.1: Converting a tweet to a feature vector.
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3.3 Theme Representation

In our setting, a theme is defined as a collection of features, specifically hashtags,
user-mentions and tokens, represented by a list of attribute-value pairs for each feature.
The attribute represents the string value of the feature (e.g., #lamWithHer) and the value
represents the number of occurrences of this attribute within this feature within this

theme. In the algorithm, we define a theme as a class with the following attributes:

e Theme Size: This attribute stores the number of tweets that have been assigned to

this theme.

e Least Recently Used(LRU) caches : An LRU cache [lrub, Irua] is a well-known data
structure that has a finite capacity and when it gets full, it chooses the least recently
used key to be discarded. We have 3 LRU caches for hashtags, user-mentions and
important tokens receptively — each stores key-value pairs where a key is an entity

and value, their frequency.

Whenever a tweet is assigned to a theme, the size attribute is incremented by 1.
Other useful metadata like geolocation of the tweet, links shared in the tweet, etc are
also stored as a part of the theme, to facilitate advanced queries on them. Tweets have
a dynamic vocabulary, with acronyms, slang, pronouns, etc. A cache is better than a
fixed word vector because in a cache, any new word can be added as a key value pair.
Also, as time goes by, any hashtag that is popular globally will tend to show up more
frequently in tweets, therefore, stay in the cache, while the infrequent ones will be sieved
out. This results in better quality of hashtag recommendations for a target tweet t. When
the target tweet ¢ is matched to a theme 7;, we output its most frequent hashtags as

recommendations.
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3.4 LRU vs. Sliding Windows vs. LFU

As mentioned above, we use 3 LRU caches for hashtags, user-mentions and
string tokens. This is a better design as compared to using a single sliding window to
store multiple tweets or a Least Frequently Used(LFU) caches because of the following

reasons.

e Since tweets follow a mixed model of stochastic temporal process [ZS14, RXST16],
hashtags, user-mentions and tokens, despite their co-temporality, have very differ-
ent arrival rates. Decoupling them from each other allow them to update indepen-
dently and store past information proportional to the length of the individual LRU

caches.

e An LRU scheme helps us to calculate the weights for the recency of overlapping
terms between the cache and incoming tweet, in the similarity function. An LFU

cache does not store this information.

e A LFU strategy might hinder the detection of theme evolution. Suppose a particular
term was very frequent in the past but currently it is not popular. It will still continue
to remain at the top of the cache until all other members attain a frequency higher
than it, which might take a long time. Thus it reduces the effective utilizable length
of the cache. On the other hand, in an LRU strategy, it will be removed if it is not
observed for some time, as elements are arranged in the order of their recency, thus

allowing themes to evolve into new ones.

e An LRU cache stores information as key value pairs. Saving individual tweets
with a sliding window requires more space. Thus, an LRU cache provides efficient

utilization of memory which is required for real-time evaluation.



Chapter 4

Theme detection Algorithm

In this section, we describe the temporal clustering algorithm. We perform

Updaté Themes Set

_ Prepracess and create
Feature Vector

Add to theme set

Create new
theme

Yes

Theme Extraction

Compute similarity TR ; it Update its
between tweet and max similarity No Find most similar eashes and
value 07 theme s

Themes set

Figure 4.1: A flowchart outlining the primary steps of our temporal clustering algorithm

Figure 4.1 shows a pictorial representation of Theme Detection.

14
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4.1 Similarity function S(t, T;)

The similarity function computes the similarity between an incoming tweet ¢ with
a theme Tj. The tweet t is assigned to the theme with which it has a maximum similarity.
If there is no match with any of the current themes(similarity is 0), we create a new theme

for this tweet. It is defined as:
S(t,T;) = MH+ MU + AW +¢ “4.1)

where A; are the weights proportional to the recency of the overlapping members of the
attribute. Let K;;n7;; be the set of common keys between tweet 7’s jth list( e.g., hashtag
list, users list etc.) and corresponding cache j in Theme 7;, j € {1,2,3}. Let Idx(K,T;;)

be the sum of indices of keys K in cache T;;, the index of more recent key being higher
Idx(K[]ﬂTl] 7’1le)

than the older one. Hence A; = Tength(T5)
ij

. Let Value(k,T;;) be the frequency value
of a key k in the cache T;;. Also, let Csm(j) be the contextual similarity of an incoming

tweet with an entity j(Hashtags, users and words) in the Theme 7;. We define it to be-

Y, Value(k,T;;)

Y Value(k,T;j)
keKeyset(T;})

4.2)

Csm(j) =

where, H = Csm(j = 1), U = Csm(j =2) and W = Csm(j = 3). Hence, the
similarity function is a normalized weighted measure of the degree of overlap between
each tweet attribute with a corresponding theme. A ; gets a high value if all the matching
keys are recent in that cache. The underlying assumption is, in a short time interval, if a
tweet is recently assigned to a theme, then another similar tweet coming shortly after it
might be assigned to the same theme.

The term ¢ denotes the hashtag co-occurrence bias which is given by the formula
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¢i = Nmarched(iy — 1. Mmatched(i) 18 the number of common hashtags between the incoming
tweet and the theme 7;. So if there is only 1 hashtag that has matched, then c¢=0, and there
is no co-occurrence bias, and the similarity is calculated based on other terms. If more
than one hashtags are common between the tweet and the theme, then c is non-zero and
there is a greater probability of the tweet being assigned to the theme with more hashtag
matches. This is done under the assumption that a hashtag is a key descriptor of a theme,
and a tweet having a greater overlap of hashtags with a theme, belongs to that theme. If

the overlap is same, then other factors govern the assignment.

4.2 Theme Extraction Algorithm

The pseudo-code of our algorithm is described below.

Algorithm 1 Theme Extraction algorithm

1: procedure CONSTRUCT MODEL(tweet,themes)
2 for T; in themes do

3 similarity; < S(t,T;)

4 maxs <— max(maxs, similarity;)

5: end for

6 if max; = O then

7 Tj < newT heme()

8 themes <— themes.append(T})

9: idx <— themes.length

10: else

11: idx < argmax(similarity)

12: end if

13 themes <— themes.assign(idx,tweet)

14: return idx > return the index of theme

15: end procedure

The Construct Model method is invoked every time a new tweet arrives. We find
the similarity of every tweet with current themes based on the similarity function. If the

maximum similarity( max,) from all current themes is zero, then we create a new theme
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and assign the tweet to it, else we assign it to the most similar theme. Assignment here
refers to updating individual caches of the theme based on the keys in the tweet. Here,
idx 1s the index of the theme where assignment should take place.

Whenever a tweet is assigned to a theme, we update its size count. Its metadata is
also stored in a list/cache to construct heatmaps for events, etc. Let count, be the counts

vector containing size of each theme at time=a. We define a velocity vector as:
velocity, = count, — count,_| 4.3)

acceleration, = velocity, — velocity,— “4.4)

where the velocity at time=a is the difference of the count vectors between current
and previous time slice. After fixed time intervals, the slowest growing themes are
removed, to prevent an outburst of total number of themes. In the actual implementation,
we limit the maximum number of themes to a constant. Space for new evolving themes
is continuously created by the evacuation scheme described above.Note in the theme
creation algorithm that our model is completely data driven and makes no assumption
about the distributions from which the themes arise. In Section 6, we show one example

of how this non-assumption helps the quality and speed of our results.

4.3 Runtime Analysis

Let the number of terms present in a tweet be n and let K be the number of themes
present in the system. The Construct Model method is invoked for each tweet as it
arrives. The similarity function S(z,7;) compares the tweet t with a theme 7; to compute
a similarity value. The denominator term, in Contextual Similarity Csm(j), which is

the running sum of all values in the cache j is updated everytime the matching keys are
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updated in cache j. The update and insert operations on the cache take O(1) time. As the
similarity computation is done for each term in the tweet ¢, it takes O(n) time to compute
the Contextual Similarity between a tweet and a theme, n being number of terms in a
tweet. Similarly, to compute A; terms, which determine the indices of each matching term
in tweet 7 in its respective cache, take O(n) time. If there are K themes in the system, the
total time to compute the similarity values against all themes, and finding the maximum
similarity is O(nK).

The length of each cache is fixed, which makes the model scalable. As new keys
arrive in the cache, older ones are removed, limiting the size of the data which is stored as
themes. At regular intervals, the theme caches are flushed to avoid overflow of frequency

values.

4.4 Theme Recovery

As topics are incrementally added if incoming tweets are not similar to the
existing ones, we cannot allow total number of themes to arbitrarily increase in number.

Hence there are two ways which we use to limit the number of themes.

e Velocity Check: To detect stale events, we monitor the slowest growing clusters
based on their velocities and acceleration. After fixed intervals (some k times the
polling intervals), such themes are removed so that new ones can be allocated in

that space.

o Inter-cluster distance: Theme discovery on temporal data leads to instances
where many such themes start as different ones, but eventually merge into one
after sometime. We define a inter-cluster distance measure to monitor the distance

between current themes. At fixed intervals, closest clusters are merged together,
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according to the KMeans algorithm. As this is an expensive operation, it is done

on persisted data in a separate thread.



Chapter 5

Relationship with Point Processes

A point process N is a random process in which any realization consists of a
collection of points typically representing the times and locations of events [CCMS10].
One such process is the Hawkes process, which is a mathematical tool for modeling

recurrent patterns and continuous-time nature of real world events.

5.1 Hawkes Process

A temporal point process is a random process whose realization consists of a list
of discrete events localized in time, {¢;}, with #; € R*. Considering the temporal nature
of events in social networks data, they can be modeled as a temporal point process. A
temporal point process can therefore be represented as a counting process, N(¢), which
records the number of events before time 7. Let the history T be the list of event time
{t,t2,13,14, .....t, } upto but not including time ¢. Then in a small time window dt between

[0, t), the number of observed event is

dN(t) =Y 8(t —1;)dt, (5.1

et

20
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and hence N(t) = [ dN(s), where 8(¢) is a Dirac delta function. It is often assumed that
only one event can happen in a small window of size d, and hence dN(t) € {0,1}

An important way to characterize temporal point processes is via the conditional
intensity function — the stochastic model for the next event time given all previous events.
Within a small window [t,7 +dt), A(¢)dt is the probability for the occurrence of a new

event given the history 7 :
A(t)dt = P{event € [t,t +dt)|t} (5.2)

The functional form of the intensity A(¢) is often designed to capture the phenomena
of interests. For instance, in a homogeneous Poisson process, the intensity is assumed
to be independent of the history T and constant over time, i.e., A(f) = A9 > 0. In an
inhomogeneous Poisson process , the intensity is also assumed to be independent of the
history T but it can be a function varying over time, i.e., A(t) = g(z) > 0. In both case, we
will use notation Poisson(A(t)) to denote a Poisson process. A Hawkes process captures

the mutual excitation phenomena between events, and its intensity is defined as

Mt) =vo+ oY y(t,1) (5.3)

LEeT

where Y(z,¢i) > 0 is the triggering kernel capturing temporal dependencies , Yo > 0
is a baseline intensity independent of the history. The summation of kernel terms is
history dependent and a stochastic process by itself. The kernel function can be chosen
in advance, e.g., Y(t,ti) = exp(—|t — t;|) or directly learned from data.

A key feature of Hawkes Process is the occurrence of each historical event con-
tributes to the increment in intensity by a certain amount. Since the intensity function
depends on the history T upto time 7, the Hawkes Process is essentially a conditional

Poisson Process (or a doubly stochastic Poisson process) in the sense that conditioned on
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the history T, the Hawkes process is a Poisson process formed by the superposition of a
background homogeneous Poisson process with the intensity 0 and a set of inhomoge-
neous Poisson processes with the intensity Y(z,#;). However, because the events in a past
interval can affect the occurrence of the events in later intervals, the Hawkes process in
general is more expressive than a Poisson process. Hawkes process is particularly good
for modeling repeated activities, such as social interactions [ZZS13], search behaviors
[LDD™14], or infectious diseases that do not convey immunity.

Given a time ¢’ > ¢, we can also characterize the conditional probability that no
event happens during [t,7p) and the conditional density that an event occurs at time #,

using the intensity A(7), as

S(') = exp(— /t " MT)dv), (5.4)

f(t') =A1").S(t) (5.5)

Using these two quantities, the likelihood of the list of event times can be expressed.

However, further details are out of scope of this thesis.

5.2 Connecting Hawkes process with our model

In the previous section, we described a temporal point process, called the Hawkes
Process. Many researchers have used the Hawkes process in the context of event detection
from news articles and micro-blogs. Nan Du et al. [DFAT15] use a Dirichlet process
with a Hawkes prior on social media streams to detect topics in the temporal context.
Eric Lai et al. [tim] use non-negative matrix factorization and Hawkes process to analyse

time series in micro-blogs. All these methods build probabilistic models using these
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temporal point processes and generate results based on it. However, as stated in prior
work, most of these models struggle with changing vocabularies, hyper-parameter tuning,
etc. Instead, we use temporal excitation to compute the best fit for a tweet among current
set of clusters in real time, using a deterministic approach. We now prove how our
cache-based scheme can be seen as a light-weight implementation of the temporal point
process.

Consider the Equation 5.3. Here, in the mutual excitation intensity function, o is
a constant while y(z,7;) is a kernel function non-increasing in |r —#;|. Thus, y(z,#;) > (t,;)
if event; is more recent than event;. If we only record the last occurrence of an event,

instead of considering its last n occurrences, then mutual excitation formula becomes-

A1) =0 +ouy(t,1) (5.6)

where ¢; is the last occurrence of the event before time ¢.
In our approach, let us define an event as the assignment of a token to its respective

cache. Now let us observe our similarity function-

S(Z‘,Ti) =MH+MU + MW +c 5.7

Observe the contribution from a single cache, say the Hashtag cache. the Similar-
ity contribution for this will be S(¢,7;)y = ¢+ A H. The A term is a normalized sum
of the indexes of matching tokens in the LRU cache, with more recent index having a
higher value. These indexes denote the last time that token was assigned to the particular
cache. Therefore, between event; and event , if event; attributes to more recent tokens in
the cache, the value of Aji > A j. This is the exact behavior shown by the Y(z,#;) term in
the mutual excitation equation.

The ¢ term in the similarity expression can be assumed to be similar to the Yy
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term in Equation 5.6. The Hawkes process treats o to be a constant. However, in our
method, we multiply the temporal term (triggering kernel), with the contextual similarity
H. Thus, our similarity method can be seen as a superimposition of mutual excitation
intensities of different features incorporated in the calculation. In the case of tweets, the
features are hashtags, user-names, and string tokens.

In the next chapter we will discuss show how this theme detection mechanism
can solve three important social network problems, namely, event detection, community

discovery and hashtag recommendation, simultaneously.



Chapter 6

Application: Real-time Event detection

In this chapter, we will apply the theme detection algorithm to identify events in
real-time. Since, the data is directly pulled from twitter, and Twitter serves as a platform
for many personalities and agencies to make important announcements, this method is
also capable of early detection of events which are strong candidates for becoming news
items in the future. We will demonstrate one such example, which we observed during

one of our experiments.

6.1 Overview

Twitter has risen to become a popular social networking website . People are
using Twitter as a platform to voice their opinion, increase awareness, report events and
conduct discussions. Thus we can exploit this platform by analyzing streams of tweets to
detect events and predict real world outcomes. Event detection aims at finding real-world
occurrences that unfold over space and time. Messages posted on Twitter currently
exceed 400 million tweets per day, and they could reveal information about real-world
events as they unfold. However, event detection from Twitter data must efficiently and

accurately uncover relevant information about events of general or specific interest, which

25
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is buried within a large amount of mundane information (e.g., meaningless, polluted, and
rumor messages)In this paper, we aim to identify temporal topics and differentiate them
from persistent ones. While extensive research has been done on event detection, the
nature of Twitter data makes it particularly challenging to extract meaningful information.
The vocabulary is also not fixed due to various acronyms and informal language used in
tweets. Additionally, there is a huge percentage of tweets which that noisy and are not

concerned with relevant topics.

6.2 Event Detection methodology

The clustering algorithm creates themes in real-time. Along with tracking the
hashtags, users and tokens in separate caches, we also compute the velocities and
acceleration for each theme by Equation 4.3, where velocity of a theme at time=a is is
the difference of the theme sizes between current and previous time stamps. The topics
with consistent high velocity (or acceleration) over consecutive fixed polling intervals
are chosen as candidate topics for events. The demonstration of this method using the

clustering algorithm is shown in Figure 6.1.

6.3 Event Definition

The similarity measure decides the assignment of a tweet to a theme. However,
Twitter API exposes a lot of other attributes that can give valuable information about the
event. Thus, as soon as a tweet is assigned to a theme, we record these attributes for the

event to get an in-depth understanding of the event-

e Time Statistics: From the tweets being assigned to a theme, we update the time

of creation of the theme and also the time at which the last tweet was assigned to
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Event detection

display the themes with consistent
positive values of
accelerationivelocity

Remove slowly growing themes
based on velocitylacc values

Update theme set.

Theme Extraction

Themes Set Update Themes Set
Preprocess and create
Feature Vector
Add to theme set

Create new
theme

Update its
caches and
count

Compute similarity
between tweet and
Themes set

max similarity
value 02

Find most similar

No theme

§
‘ ]

Figure 6.1: A flowchart for event detection

that theme. This helps us assess the time frame in which the theme is valid and
helps in detecting stale ones. They are denoted as Start Time and End Time in the

theme data structure.

e Cache statistics: Our three primary caches are polled for the current state. They

are sorted based on the counts of their keys, and top 50 keys from each cache are
displayed. The count values give a confidence value of the key being part of the

current theme.

e Popular Links: Instead of stripping out links from tweet content, we use them

as a source of validation for events. If the tweet assignment is correct, then the
keywords in the caches should comply with the top links that are being shared in
the tweets belonging to that cluster. Also, if is actually an event in real- world, then
the top links will point to the actual news article or viral tweet that contains the

keywords present in the caches.

e Heat Map: Among the tweets being assigned to a theme, latitude/longitude
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Start Time: Sat Nov 19 22:32:27 +0000 2016 End Time: Sat Nov 19 23:00:29 +0000 2016

Top Hashtags: ('boycotthamilton’, 1121), (‘trump’, 873), (‘amjoy', 383), ('maga’, 299), (‘trumpuniversity’',
155), (‘hamilton’, 148), ('notmypresident’, 137)

Top Users: (‘goethelife’, 1424), (juddlegum’, 1393), (‘kurteichenwald’, 1083), (‘prisonplanet’, 1013)

Top Tokens: (‘trump', 46573), (‘hamilton’, 5252), (‘donald’, 4600), (‘cast’, 3629), ('pence’, 3610),
(‘'supporters’, 3001)
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Figure 6.2: A detected event

information is extracted from the geo-tagged ones and they are mapped on Google
Maps. This gives a good understanding of what regions of the world are discussing
that event. This eventually helps in detecting communities, which will be discussed

in the next section.

Such a sample event is shown in Figure 6.2. It corresponds to the news of a feud between
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Hamilton cast and Donald Trump.

6.4 Some examples and observations

Here are some events that were detected using real-time twitter data, including

topics like US Presidential elections, Brexit and Indian Politics.

6.4.1 Fast Event detection

Below are some figures that show that our approach is capable of detecting real-
world events within minutes (or seconds) of them gaining popularity. To conserve space,
we only show the sorted cache data and the corresponding news item with respect to the
detected event.

There are many key observations that can be inferred from these examples.

e Accurate detection of events: It is evident from the results above that the algo-
rithm can effectively find events. In Figure 6.3, if we observe the token list, we are
able to find all the keywords in the headlines being present in the top keywords for

the theme related to this event. Similar is the case with Fig. 6.4 - 6.6.

e More elaborate than trending topics on Twitter: Twitter provides a list of Top
trending hashtags. However, hashtags alone do not give a good insight about the
event. Our event representation provides not just the top hashtags being discussed
in the event; it also gives user-names and important tokens being discussed. We
also list the event creation times, geo-mapped tweets to specific regions in the
world, and the velocities of events. Such an elaborate description of an event
facilitates advanced analytics to discover key insights. For example, in Figure 6.6,

apart from the information that the event is about brexit, we are also able to capture
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' Daily Mail UK, hitps:/Mwitter.com/search/cameron+resigned W
1 ' " Br .
David Cameron o resign s Prime Mser CBS News (@CBSNews) Financial Times (@FT)
10 - View on Twitter ! a0 - View on Twitter

BREAKING NEWS: British Prime Minister David ~ BREAKING: David Cameron intends to resign
Cameron resigns after voters decide to leave as Prime Minister after UK votes fo leave EU
European Union chsn ws/28RcxI8 on ft com/202BVTd pic twitter com/kOkUhm6Li

Inthe news

EU referendum live: David Cameron resigns as UK

shocks the world by voting for Brext
The Telegraph - VT
David Cameron has resigned as Prime Minister. David Cameron resigns as

Prime Minister

Topic: 9

[{'euref', 831), ('eurefresult', 16), ('eureferendum', 9), ('publictransport', 9), ('kent', 8), ('fmcg', 8)]
[("skynewsbreak', 160), ('twesdiatrics', 158), ('telegraph', 114), ('carina3603', 70), ('gemma_chanl', 46)]
[{'cameron', 418), ('david', 406), ('minister', 298), ('prime', 295), ('leave', 187), ('uks', 179), ('resigned', 169)]

Figure 6.3: An event of David Cameron resigning after Brexit

the top user who is tweeting about that topic, and key information like 180 billion

Euro wipeout, etc.

e Fast Detection: As evident from the examples shown, the events are detected
quite fast. For example, in Figure 6.5, the news item is detected within 2 minutes
of it being published on a media website. The detection times are highlighted in

other examples as well.

6.4.2 Early event detection

The key idea of this approach is that it consumes Twitter data in real-time to

detect events. Celebrities, politicians and government agencies find it more convenient
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In the news

Donald Trump revokes Washington Post press
jals - Jun. 13, 2016

Donaid™Trump said Monday that he is "revoking" the Washington Post's
press access at his

Topic: 2

[("trump', 97), ("trump2016', 20), ('orlando', 13), ('prayforlilwayne', 10), ('p2', 10), ('uslatinc', 10)]
[('washingtonpost', 78), ('sexuaitalk', 44), ('usatoday', 39), ('anncoulter', 37), ('realdonaldtrump', 36), ]
[("trump', 1949), ('donzld', 585), ('washington', 213), ('post', 183), ('press', 171), ('credentials', 159), ]

US & Canada  Us Election 2016

Orlando shooting: Obama to console
victims

@ 33 minutes age US & Canada < Share

Topic: 6

[('orlando', 44), ('rt', 32), ('follow', 30), ('topstories', 22), ('mews', 13), ('worstpresidentever', 11), ('trump', 7)]
[('sheriffclarke', 62), ('abc', 26), ('realdonaldtrump', 17), (‘writeintrump', 15), ('pincopallina93', 13), ('potus', 12)]
[("obama', 1005), ('orlando', 248), ('president', 188), ('victims', 138), ('terror', 131), ('shooting', 112}, ('console’, 69)]

Figure 6.4: Events of Donald trump and Obama

EU referendum results live: Brexit victory plunges pound to lowest since 1985
Mirror.co.uk - 9 mins ago
S

Topic: 4

[('euref', 652), ('brexit', 156), ('eurefresults', 101}, ('uk', 47), ('leave', 34), ('health', 8), ('breakfastread", 6)]
[('timeshighered', 92), ('imgur', 77), ('mirrorpolitics', 44), ('bbcnewsbeat', 40), ('kp24', 34), ('markets', 27)]

[('uk', 263), ('lewel', 215), ('pound', 164), ('since', 139), ('right', 133), ('1985"', 126), ("lowest', 118), ('brexit', 108)]

S&P says Britain's "AAA" credit rating untenable after Brexit vote - FT
Daily Mail - 2 minutes ago

S&P says Britain's "AAA" credit rating untenable after Brexit vote - FT ... "AAA"
credit rating is no longer tenable after voters opted to leave the

Topic: 1

[('brexit', 957), ('euref', 894), ('uk', 339), ('eurefresults', 33€é), ('leave', 218), ('eu', 192)]

[ ('skynewsbreak', 305), ('balloonﬁfish', 284), ('louisebrealey', 260), ('seimeil99%2', 214), ('emmakennedy', 198)]
[('uk', 11226), ('eu', 3885), ('leave', 2014), ('credit', 11086), ('rating', 1005), (‘aaa', 290), ('lose"', 987)]

Figure 6.5: Events related to Brexit
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In the news

Markets live: FTSE 100 set to drop 8.5pc and sterling
falls to three decade low as Britain votes Leave in EU

referendum
- Telegraph co.uk )
al & N o
The FTSE 250 index, which has more companies in it that are ... drop in the
value of sterling will effectively offset the stamp duty and tax Qut of hours
trading suggests London's leading index will shed

" - James Ball 0 & Follow
We are also able to /h
The FTSE has opened down about 9%. That's

capture the user who
a wipeout of £180bn off the value of the UK's

wrote this viral tweet,, h , d it's not 9
which was retweeted op companies, and it's not even 9am.

2000 times in 7 1050 ¢ aND»UEFTHY
minutes.

Topic: 4

(("win', 109), ('freshiefriday', 90), (‘dogs', 28), ('rttowin', 25), ('wagbox', 25), ('fridayfeeling', 15}, ('free', 14), |

[ ‘jamesrbuk' 661), ('hadleyfreenan', 61), ('ebay uk', 53), ('wagboxes', 30), ('psythor', 50), (*cmbenow', 45)]

(("uks', 1032), ('ftse', 793), ('value', 643), ("top', 638), ('companies', 632), ('opened', 613), ('t180bn', 611), ('wipeout', 80%), ('%an', 607)]

Figure 6.6: Some other Events related to Brexit

to make announcements via Twitter. Hence, there can be instances when we detect an
event even before News articles have been published on them, just using Twitter data.
One such incident is discussed in this section.

We detected an event as shown in Figure 6.7. The event is about how Government
of India announced bilateral ties with Kenya. The event took place on January 4th,
2017. The event also shows regions in India where people are talking about it, and lists
mib_india as the top user for the event, which is the Government agency that reported
this.

To prove early detection works, we queried Google with the top keywords as

soon as we detected the event from the algorithm. During detection, a Google search still
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shows the old news from September 13th. However, after sometime, the same Google

query shows the correct news from 4th January 2017. This proves the validity of the

algorithm, as shown in Figure 6.8.

Start Time: Wed Jan 04 07:58:53 +0000 2017 End Time: Wed Jan 04 08:17:11 +0000 2017

Top Hashtags:('cabinet', 28), (‘agriculture’, 24), (‘raees’, 17), ('darksideofsystem’, 16), ('zaalima’, 16),
('msgforbusinessmen’, 13), (jaihind’, 10)

Top Users: ('mib_india', 36), ('vivamourinho', 27), ('iamsrk’, 22), ('narendramodi', 17), ('sankrant’, 14),
(‘'nehrwho', 13)

Top Tokens: ('india’, 1358), (‘approves’, 90), (‘cooperation’, 59), (‘cabinet’, 58), ('mou’, 58), ('kenya', 35)

; MIE India
ﬁ% Gabinet approves Maoll between India and Kenya on bilateral cooperation in
L the Meld of agriculture and allled seclors:plilly/21GZIZU

Economy Lead
E L Cablnet approves Indla-Kenya WMoU on cooperation In housing pollcy

evonuimybead. cunnfyguverntnnenbcab. ..

MAESFMali
Cabinel Approves #india - #Kenya MoU On Gooperation In Housing Policy -

MNDTV
i :_7-\,\_31) Ukraine f‘)r T o B Ay, l\h’—‘“.._ A &
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.,'c - .Hnmama 4 g o _.(— _ — -
j.-* E_'" . [ 2 ~— B -4 _,/'r r\j
(’, iy 1 \L:%-‘ T uzQeklsmn me.u o — ity _
fOreecs Turkey r L ¥ TLIIkI'\'Il!I'IlStai’L‘_ 5‘:/1% jC. Swa ol Jaj
g el
. PS:WI‘\} > 5 2 China South Korea
}-‘ " au k"' Iran ’\lllfghanlc.ta." I“‘f\"‘- = J
{ V_;" T ___f‘S % _Pakistan~ z‘"‘ . vt Chvin 1
= F M-u,:.al
Lihya Egypt 5 G& g |
- = e f ra - _ ‘? _)J
e - sauci Arabia . _ Indla 1. l\ldganm‘}r @
¥ -~ a _Oinan . S (Burma){ "3 Philippine el
A F - &
) Chad /J Sudan )I.”\"“" P e Thalland\ RS (‘-'\u 1 A
i \_,-\_‘/ A ?_‘}‘-"cr-'-' of mden Ay abian Sea - AL oy _Mietnem rrhilippinea
o . S Aulf of -—*
; e y
2----" South Cudan EIOPIA "~ £
. 1 areadive Sea
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Figure 6.7: Early Event Detection



Google Search Results During Event Detection

india approves kenvya 9, Q.

All Mews Images Videos Maps More Settings Tools
About 1,25,00,000 results (0.67 seconds)

Cabinet Approves India-Kenya Mol On Cooperation In ... - NDTV.com
www ndtv.com » All India -

SeE 12 2016 - The Union Cabinet on Monday gave its ex post-facto approwval for a Memorandum of
Understanding (Moll) between India and Kenya on ...

Cabinet approves Mol between India and Kenya on cooperation in ...
www.pmindia.gov.in/.. /cabinet-approves-mou-between-india-and-kenya-on-cooperat... «
Sep 12, 2016 - The Union Cabinet under the Chairmanship of Prime Minister Shri Narendra Modi has

given its expost-facto approwval for the Memorandum of

9 More images for india approves kenya Report images

Images for india approves kenya

Cabinet approves MolU between India and Kenya in the field of __.
currentaffairs.gktoday.in/union-cabinet-approves-mou-india-kenya-field-national-ho... «

Sep 132, 2016 - The Union Cabinet has given its approwval for the Memorandum of Understanding (Mol )
between India and Kenya on cooperation in the field of

Google Search Results after Event Detection

india approves kenya !, Q

Al MNews Images WVideos Maps More Settings Tools
About 10,700,000 results (0.63 seconds)

Cabinet approves pact with Kenya on agriculture | india-news ...

www. hindustantimes.com/india...approves.. kenya... /story-wanAAaXkCafueg7WilKceWV... =

Jan 4, 2017 - The Union Cabinet, at a meeting chaired by Prime Minister Narendra Modi on Wednesday.,
approved the signing of an Mol between India and _.

Cabinet approves MoU between India and Kenya on bilateral ... - PMO
www.pmindia.gowv.in/.._fcabinet-approves-mou-between-india-and-kenya-on-bilateral... =

Jan 4, 2017 - The Union Cabinet chaired by the Primne Minister Shri Narendra Modi has approved signing
of a Memorandum of Understanding (Moll) ...

Cabinet approves MoU between India and Kenya on bilateral ... - PIB
pib.nic.in/mewsite/PrintRelease. aspx?relid=156122 ~

Jan 4, 2017 - The Union Cabinet chaired by the Primne Minister Shri Narendra Modi has approved signing
of a Memorandum of Understanding (MolJ) ...

Figure 6.8: Early Event Detection
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Chapter 7

Application: Hashtag recommendation

and other applications

In this section we will briefly discuss about two other main applications of
the technique in Twitter analytics, namely, hashtag recommendation and community

detection.

7.1 Overview

It is estimated that around 500 million tweets are posted everyday on Twitter[twe],
where people broadcast announcements, have online discussions and arguments, and
express their emotions about real-world events. This makes it an excellent live platform to
explore human online behavior at scale. However, the scale of data also presents the need
to have a more principled way to organize the data, which would group tweets around
themes and facilitate search operations based on similar tweets. To enable this thematic
structuring of information, Twitter introduced hashtags which are user-defined strings

preceded by the # symbol, to announce the topic of the tweet. In reality, however, only
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around 10 percent of tweets contain hashtags [HCC11]. As Twitter does not offer any
definitive guidelines for creating hashtags, a tweet creator is free to use any alphanumeric-
combination as a hashtag. So, if a user chooses an unfamiliar hashtag for a tweet, it can
probably lose visibility due to low usage. Further, indexing that tweet with hashtags is
adversely affected.

This brings us to the problem of real-time hashtag recommendation, where, given
a tweet text, a recommender system would suggest a few appropriate hashtags that would

be consistent with the theme of that text in the current context.

7.2 Hashtag Recommender System

The figure below shows how we use the temporal clustering engine to suggest

hashtags for an incoming tweet ¢

Compute Similarity
between tweet and themes
set

Get the hashtag
cache of most
similar Theme

Return top 10 most frequent
hashtags as recommendations

Target Tweet

Hashtag recommendation

Themes Set Update Themes Set
Preprocess and create|
Feature Vector
Add to theme set
Create new
theme

Yes

Theme Extraction

‘Compute similarity
between tweet and

Update its
caches and
count

Find most similar
theme

max similarity

No
value 07

Themes set

Figure 7.1: Early Event Detection

For hashtag recommendations, the theme extraction algorithm runs in background.
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When a candidate tweet is given as input, it polls the modeling algorithm by calling the
Construct Model method(discussed in Chapter 4) and gets the index of the most similar
theme. The result is a list of top hashtags in the matched theme, sorted based on their
frequencies. The frequency values give a confidence score. If the tweet does not match

any theme, no recommendations are given.

7.3 Observations

7.3.1 Experimental setup

There are many global events that have been popular between September 2016-
October 2017. Some of them include USA presidential elections, India-Pakistan border
tensions, iphone 7 release and so on.

We use a python API called tweepy that connects to Twitter and gives tweets
based on some filters in real-time. At startup, we let the theme extraction algorithm build
the themes for sometime. After it processes more than 50,000 tweets, we poll it with
our target tweets to receive hashtag recommendations. Table 7.1 shows some examples
of tweets without hashtags and the system recommends a list of relevant hashtags for it.

With each hashtag, we show the frequency values as well, which serves as a confidence

score.
Table 7.1: Hashtag recommendation results from live data
Input tweet Hashtag recommendations
does donald trump pay his taxes(t=t;) trump:76, nevertrump:65, trumptaxreturns:9, trumptaxes:8
lebron james never goes wrong basementdwellers: 123, hillary:52, , imwithher:43
pakistan is at unrest after india’s reply pok:21, pakistan:15, surgicalstrike: 14, balochistan:11
margot robbie did an amazing job in snl snl:89, snlpremiere: 11, margotrobbie:6, theweeknd:4, alecbaldwin:4
hillary should not abuse bernie supporters basementdwellers:517, basketofdeplorables:71, deplorables:64, neverhillary:38
pakistan terrorists attack once again baramulla:25,baramullaattack:23, gurdaspur:20, uriattack: 14

why did priest monson leave the conference ldsconf:287, preseyring:52, presmonson:47, presuchtdorf: 12, eldercook:6
does donald trump pay his taxes(t=¢;+20) trump:361, lasttimetrumppaidtaxes:88, maga:76

apple store incident was sad apple:173, iphone:81, flashfly:43,mac:32, iphone7:17

nobody likes hillarys rally neverhillary:33, manheim:25, hillaryclinton: 14, trump:11, clintonkaine:8
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7.3.2 Discussion

The results of the recommendation system are described in Table 7.1. In each
experiment, the initial model building time, i.e., the time between starting the tweet
stream and the time when we start getting reasonable recommendation is between 4 and

5 minutes. Some key aspects inferred from the results are as follows.

e Hashtags provide valuable information. In the examples shown in Table 1, it
is clearly observed that the recommended hashtags understand the context of the
tweets and provide greater insight about the theme. For the tweet “Lebron James
never goes wrong”, the recommendations are related to Hillary Clinton, because
he just endorsed her for President. Similarly, for “hillary should not abuse bernie
supporters” gives us useful hashtags like basementDwellers, etc. which is the exact

term she called them.

o Hashtags evolve with time. For the same tweet, we get different recommendations
in different points in time. For example, for the same tweet “does donald trump pay

his taxes”, we get different different sets of recommendations at different times.

e Same subject mapped to different hashtags. The similarity measure evaluates
every element of the feature vector before assigning it to a theme. Thus, in our
examples, even though there are multiple tweets concerning Hillary Clinton, they

are mapped to different hashtags because all are from different contexts.

e Uncommon hashtags are filtered out. One of our motivations for a hashtag
recommender system was to improve the visibility and indexing of tweets by
attaching them to globally recognized hashtags. Here, in the previous example
tweet about trump’s taxes, we observe that uncommon hashtags like #trumptaxes
and #trumptaxreturns are replaced by lasttimetrumppaidtaxes, which was actually

a trending hashtag on Twitter.
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7.4 Community Detection

Community Detection is a key problem in social networks analysis. As illustrated
above, a themes captures similar tweets talking about a common subject as separate lists
of hashtags, users, etc. A user list in a theme can be seen as a community of users, who
are discussants of a common topic of interest. Also, the heatmaps help us visualize the
different areas on Earth, where the tweets about a certain theme are originating from.
This gives a complete picture of specific users discussing common themes and their
geographical locations. The Figure7.2 below shows one such instance.

The figure shows an event captured which talks about sports event played in
Michigan. Notice the top users are primary sports channels, which are discussing the
sports event aggressively, and hence, get featured in the list. Moreover, the heat map
depicts the expected accurate scenario as it shows a lot of traffic coming from Michigan,
and particularly, Ann Arbor area, where the event was held.

Thus our methodology gives a wholesome community with primary discussants
and their locations as opposed to just the trending topics on twitter, which only showed

“Goblue” as a trending hashtag for the event.
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Start Time: Sat Nov 19 23:44:12 +0000 2016 End Time: Sun Nov 20 00:30:16 +0000 2016

Top Hashtags:('goblue’, 304), ('michigan’, 278), ('rtb', 252), (‘'growh16her', 227), ('indvsmich', 216),
(‘boycotthamilton', 68), (‘michvoice’, 67), ('gobucks', 64)

Top Users: (‘sportscenter’, 549), ('11w', 363), (‘wmu_football', 259), (‘'espncfb’, 242), ('bleacherreport’,
198), (‘'chengelis’, 191), (‘umichfootball’, 122), ('bigtennetwork’, 102)

Top Tokens:('michigan’, 6502), (‘'state’, 1920), (‘ohio’, 1446), (‘'game', 1143), (‘win', 1023), (indiana’,
1002), ('smith’, 841), (‘deveon’, 805), ('snow’, 738)
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Figure 7.2: Community detection



Chapter 8

Application: User Behavior Analysis

8.1 Overview

Recently, some approaches using data mining algorithms are applied to log
analysis in the intrusion detection community. Those algorithms are based on supervised
learning. That is to say, they are trained, instead of programmed, on data sets with labels
indicating whether the instances are pre-classified as attacks or not. However, manually
labeling the large volumes of network data (It is not unusual to see a network log data set
larger than 1 gigabytes) is difficult and extremely expensive, due to prohibitive human
labor costs. This renders supervised learning hard to apply or its performance badly
impaired due to the lack of well labeled training data.

Most error log analysis studies perform a statistical fit to the data assuming a

single underlying error process.
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8.2 Type of data

Due to the heavy use of software versioning systems, databases, and employee
attendance systems like Workday, companies have good sources of logs to determine user
behavior, popular trends in the company and possible anomalies or insider threats. The
following figure shows a sample user database access log generated by after a database
event is performed by an employee. It can be seen in Figure 8.1 that by aggregating
information from different sources, a user-event log can tell us valuable information
about that activity performed by the user. For example, this log shows the time and
source IP of the user when the event occurred, the query executed, number of sensitive

events generated, number of rows affected by the query, Domains accessed, etc.

[16]): support_logs.take(l)

[{ EventCollector’: “Isperwa Inc.”,
“EventDescrlption’: [ BimdvVariables': *°
‘DataStore’: "COE_PCRS_SE1/75DBIU_ORAD'
"EventAffectedlount 't "52",
"EventapplicatiorMame”: “Default Oracle Application’,
‘IsSensitive’: True,
‘Query”: "SELECT "DRDER_NO™, “FIRST_MAME™, “55N" FROM ~5DEUT. “CUSTOMER_ORDERS™, “CI_STGL™."PATIENTS®, “CI_STGE". USERS™',
"SensfitiveDataDosaing”: [{"colwmas’: [{"columniame’: "ORDER_MO',
"schemaliame” : "SDEU",
"tablelams” : "CUSTOMER
‘datalomainiiame’: “IBAN"}]
‘Userdroup’ ! ‘Default oracle growp'l,
"EventMessageType’: "CEF",
"Eventiid®: "-2144TEA6457
"BawEventMessage”: "<l3Apr 23 18:04:18 gquickstart cloudera: CEF: @|Imperva Inc.|SecureSphere|18.5.8.4_8|Audit|svdit.0aM|Info
raative|dst=10,17.49.25 dpt=1521 duser=Edwards, Melissa F. srce18.17.9,100 spt=4357@ proto=TCP rt=80 June 2805 88:20:81, cat=A
wilt Infa 08 Audit csllabelePolicy csl-Database Server Group csllabeleServerGroup csdeOracle Services csilabeleServiceName csdeD
efault Oracle application csdlabeleapplicationtams ¢s5=108662B703048 csbLabeleEventld csfeQuery csGlabeleEventType ciTsDefault o
racle growp cillabelslUiertroup cil«True ciflabels=lsertuthenticated ¢i9= cidlabel=Applicationlser cildejdbc thin client cildlLabe
l=fourcedpplication csll=cracle cslllabel=0flser csliepbox-montreal csliLabel=Hosthame csli=COE PCRS_SE51/50BU ORA3 cslilLabels=Da
tabase cslé=hr cslilabel=Schema csl3= cslSlabel-RawQuery csl&=SELECT “ORDER_MO®, “FIRST MAME™, “SSN" FROM “SDEU™. “CUSTOMER_ORDE
RS", “CI_STG1",“PATIENTS®, “CI_STGS".TUSERS" cslélabel=ParsedQuery ¢s17= cslTlabeleBindvariables cslfe cslBlabeleSQUErTor c5lfe
# ¢slfLabeleResponselize csdie5T csdilabeleResponseTime cs2le52 cililabeledffectedhowsin’
"Sourcefmail’: "7
"LourceHaitname": "
"CourcelP": "18.TT.1.180°,
“TargetEmail': **,
“TargetHostnass”
“TargetlP”: "10.17.480.257,
"TimelfEvent': "210-06-01-08-20-81",
"TimOFEventUTC" - " 2015-08.81.00.58.81" ,
“User': {"Department’: "Support®,
‘Location®: “Hyderab®,
‘User": “Edwards, Mellssa F.°,
"WierGroup’ ! “Operation”}}1]

ORDERS"}],

H.

Figure 8.1: A sample user-activity log
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8.3 Problem Description

Problem statement: Given a corpora of user-activity logs c, updated after fixed
intervals of time T, construct themes t; which serve as the latent representation of types
of different tasks performed by the users, and monitor how they evolve with time.

As mentioned above, the basic task is to perform unsupervised learning to extract
meaningful information from unstructured logs, which are generated in large quantities
by applications, and which are key reflectors of user behavior in those applications. In
later subsections, we describe how this meaningful information can be used to perform
key knowledge discovery tasks which may prove beneficial in designing strategies for
business development.

Some of the applications discussed in the later subsections include near-real time
monitoring of user activity, broken log user recommendations, domain discovery( in the
case of database access logs) etc. Applications of this methodology are dependent on the
content of logs and the design of the feature vector. Each dimension in the feature vector

can potentially have an application centered around it.

8.4 Our Method

The underlying algorithm described in Chapter 4 can be tweaked to discover
patterns in logs as well. Prior to this section, our discussion was mostly centered around
tweets, and our methodology is shown to give good results for them. Logs, which are
json objects, similar to tweets, share the same structure. However, there are many key

challenges in generic log analysis, as compared to tweets-

e User logs are stored in batches of fixed time intervals. A streamed analysis on one
user log at a time can be very slow, computation intensive and require too much

memory. In many of such applications, some latency in discovery in acceptable,
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as we need not know the exact second when an anomaly occurred. Even knowing

hourly/ daily statistics is acceptable.

e The feature vector should be much more detailed as compared to the social network
task. As mentioned above, user logs give us information like the time and source
location/ IP of the user generating the event, domains accessed, rows affected, etc.
Such information should be a part of the feature vector as it provides key insights

in user behavior.

e The similarity functions mentioned in Chapter 4 needs to be changed depending

on the new feature vector.

The big data problem caused us to change the basic design which we had for
Twitter. The subsequent sections discuss the changes made in the feature vector and the

algorithm for this use-case.

8.4.1 Feature Vector Design

As stated above, running an in-memory algorithm for logs, which range in
terabytes in size everyday, even for a mid size organization is infeasible. Running a
stream-based algorithm on one log at a time could also be slow, computationally intensive
and often undesirable. Thus, we define our feature vector as-

Feature Vector: Feature vector for log analysis, or a user profile, is a summary
of all the events generated by that user in the fixed time interval, as per by batching
scheme. In other words, its a componentwise aggregation of all the logs generated by the
user in a batched file, which contains all the logs in a fixed time interval.

The features we use for this data are- source IP of the user, domains accessed,
time slot in a day of access, rows affected, and sensitive events generated. The data used

is fabricated database access logs generated for an organization, with injected anomalies
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to calculate the performance of their product. For aggregation of user logs into a user
profile, we use Apache Spark [spa] to do a map reduce operation to map all the logs for
one user into a single vector in that time slot. This causes a drastic reduction in the size
of the data as we migrate from a size of O(no. of logs) to O(no. of users), which is much
more manageable. Figure 8.2 shows the feature vector creation step.

I [16]:  support_logs.take(1)
In [16]: support_logs.take(1)
In [18]: support_logs.take(1)
In [16): support_logs.take(l)

[{ ‘Eventcellector®: “Isperva Inc.”,

“EventDescriptica’: {"Biasvariables®: *°,

"DatasStoce’: "COE_PCRS_951/SDAU_(RAY',

‘EventaffectedCount ': "53°,

“Eventagplicationiane : “Default Oracle Application’,
‘IsSensitive’: True,
*Query’: 'SELECT “ORDER_MO®, “FIRST MAME®, “SSH" FROM “SDBU",“CUSTOMER_ORDERS®, “CI_STGL". PATIENTS®, “CI_STGE" . UsERs™',
"SensitiveDatabomaing’: [{'columns™: [{ colusniiass’: 'CRDER NO',
"schimaliame” : " S0BU"
“tablelang”: "(USTOR
‘datalomaintiane”: “IBAN'1],

‘Userdroup': “Default oracle group'},

"EventMessageType’: 'CEF",

"Eventliid’: TE4845",

“RawEvent @ : "el3sdpr 23 18096:18 quickstart cloudera: CEF: @|Imperva Inc.|SecureSphere|10.5.0.4 8| Audit|Audit. 0| Info
raative|ds 49,25 dptel52l duser=Edwards, Melissa F. sroel8.07.9.100 spted3578 protosTOP ri=gl June 2815 98:20091, cat=d
wiit Infa 08 t gsllabel=Policy cs2eDatabase Server Group csllabelsServergroup cs3sOracle Services cs3labelsServiceName (sdsD
efault Oracle Application ¢sdlabelsdpplicationlans ¢55=1086626793048 csGlabelsEventld csbeluery csflabelsEventType csTsDefault o
racle group csTiabelelisertroup csBeTrue csdiabelsiserduthenticated csde csdlabelefpplicationliser csidejdbe thin client csldlabe
L-fourcedpplication csll-cracle cslilabel-0SUser csll-pbox-montreal cslilabel ime £513=C0E_PCRS_S51/506U_0RA3 csliLabel-Da
tabase csldehr csldlabel=Schema cs15= cs150abel=RanQuery c318=SELECT "ORDER_NO' ST_MAME™, “SSN" FROM "SDEL". "CUSTOMER_ORDE

€5°}),

RS®, "CI_5TG1™,“PATIENTS", “CI_5TGS"."USERS™ cslélabelsParsecQuery csl7e csl7labelsBindVariables cslis cslBlabeleSOQLError csife
@ cslolabel-Responsesize cs20=57 csilabel-ResponseTime cs2l=52 cs2iLabel=affectediowsin’,

“Coircefmail': "7

"SourceHostnane

“Sourcel®": '10.77.1.
“TargetEmail': *°,
“Targethostnase™: *°,

“TargetlP™: 10.17.80.257,

bt L " 115 -06-01-08-28-817,
wentUTC " : " 2015-88.01-82.50-01",
t': "Support®,

‘Edwards, Melissa F.',
“Usertroup”: “Operation”}}]

Map/reduce

Time ) Effectted |Sensitive
UserName Source Ip Domains

Slots Rows Events
Name1 10.77.6.51 |10.77.6.11 |3 0 |Passport_India | Postcode | Passport_DEU_MR | DriversLicence_GBR
:""‘s' Octavius | 40 5 |3 |4 2 7 5 2000 56

Figure 8.2: A sample feature vector creation process

As seen in Figure 8.2, the map reduce step creates a heterogeneous vector which
contains categorical components, like Domains, IPs, time slots, etc. and also continuous

components, like affected rows, number of sensitive events generated, etc.
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8.4.2 Applying Temporal Clustering

There are two alterations to the theme detection algorithm that need to be intro-

duced to accomodate the changes introduced above.

e Due to heterogeneity of the feature vector, similarity function needs to be changed

to handle categorical and continuous variables differently.

e Earlier, a new theme was created when an incoming data point showed zero
similarity with the current themes. However, in this case, as most of the employees
work in similar time slots in a day( a day is divided into 4 time slots of 6 hours
each), and continuous components will have finite distances, achieving a zero
similarity is hard. Hence, we need to define a splitting criteria, which if satisfied,

leads to the creation of a new theme.

Splitting criteria: For this use-case, we consider if users differ substantially in
their domain access behavior then they are probably showing different user behavior, and
hence should belong to different theme. This is purely a design decision, and can vary
based on domain knowledge. In our experiments, we decide to create a new theme(split)
if the incoming user profile has less than o« common domains with every other theme
currently in the system.

The similarity function in Chapter 4 was defined as-

S, T;) =MH+ MU +MW+c (8.1)

For log analysis, the recency terms, i.e. A; remain the same for each categorical com-
ponent. the H, U and W terms are replaced by Domain overlap, time slot overlap and
Ip overlap respectively. Similar update procedure and similarity comparison is used for

these as for hashtags, users and tokens, as both contain lists of key-value pairs.
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Whenever a user profile is matched to a theme and added to it, the categorical
components are updates as before, in Twitter use-case. However, for continuous variable,
they are just appended to their corresponding lists, which contains the values of that
component for the last n assignemnts. When an incoming user profile needs to be
compared with Theme 7, we consider this list as a gaussian distribution and calculate
the probability value of this gaussian at the corresponding continuous component. The

total similarity is just the sum of each of these individual similarities.

S(u,Tj) = MIP+ Ay Time + AsDom+ Py + P, (8.2)

Here, P refers to P(u, € T;(Af fectedrows)) where u, is the affected rows value in
the incoming user profile and T (A f fectedRows) is the gaussian from the list of last n
assignments of Affected rows component. P2 can be found similarly. A sample theme

generated from this clustering procedure is shown in Figure 8.3

Current Size
Current Velocity
Top Users

Most Frequent Time
Slot of Access

Most Frequent
Source Locations/IPs

Most Frequent
Domains accessed

Average Rows
Accessed

Average sensitive
events generated

230
25

‘Gupta, Rahul’, 'Kumaresan, Bala', 'Gilliam, Lewis K.,
'‘Becker, Rae X.', 'Albert, Arden D.'

('1', 623), ('0', 311)

10.77.6.51', 85), ('10.77.6.11', 54), ('10.77.5.104", 39),
10.77.5.246', 31)

(I
(l
(‘PhoneNumber’, 34), ('Passport_MachReadable', 26),
('‘Passport_India’, 15), ('Postcode’, 15)

456, 56, 342, 353, 322, 545, 223, 12

12, 34, 11,1, 56, 78, 12,9

Figure 8.3: A sample theme extracted from the clustering process
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8.5 Applications

Let us discuss some of the possible applications of this approach.

8.5.1 Activity Monitoring and anomaly detection

As the themes evolve with time, they give an up-to-date description about the
different types of user behavior shown by the users of the application. Some of the key
insights include- what are the source IPs/locations users are generally accessing it from,
at what time of the day are they most active, what are the most prominent users, what are
the domains they are accessing the most, etc.

Such a near real-time monitoring tool can be used to detect anomalies as well.
Consider a theme being formed which has been showing very low velocity and accel-
eration consistently for a very long time. This would mean that there was an activity,
which was different from all the themes at that moment, which lead to the creation of
that theme, but after that it showed negligible assignments. This could possibly be a rare

event, and can be flagged as an anomaly.

8.5.2 Broken log Recommender System

In some cases, as the user log is aggregated from different sources, due to error
in some pipeline (like authentication servers, etc.) the username information in the log
might be missing while other activities might be retained. If in such a case we want
recommendations for the usernames for that broken log, we can find its best fit to the
current themes. As these themes are in sync with the current user behavior patterns, and
they store the top users showing that particular behavior at that point in time, the top
users in the matched theme can be shown as recommendations to fix the broken log.

Even if another component is missing, as the similarity function is a normalized sum of
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individual similarities, it can still calculate the value by relying on other components,

thus producing recommendations.

8.5.3 Discovering Domain clusters

In many applications rules and policies are applied to different database domains.
For larger applications, which have huge databases with many domains, similar ones
are clustered together and common rules are applied to the cluster, instead of defining
rules for individual tables. The most common way of finding similarity between database
tables is to compare their schema metadata and compute scores. However, in many cases
the meta data information is not available. This is specially true for new domains that get
added to the system. In such a scenario finding clusters of domains with conventional
methods is not possible. However, if we consider the top trending themes, their domains
are actually the ones accessed by users exhibiting a common behavior. This collaborative
filtering type approach can give us valuable recommendations for domain groupings

when their metadata is unavailable.



Chapter 9

Results and Evaluation

In this section, we design multiple experiments and metrics to evaluate two main

aspects of our approach:

o Recommendation quality: We test the quality of recommendations produced by the
algorithm by comparing them against real-world evidence of the popularity of suggested
hashtags, and also against some popular metrics. One such metric is Hashtag Precision

which is given by-

# correct guesses
# tweets with hashtags

Hashtag Precision =

We collect tweets which contain hashtags and then pass it to the algorithm with their
hashtags removed. The precision is calculated a ratio of the number of correct guesses

to the total number of input tweets.

o Theme quality: We measure the quality of underlying themes that are generated from
the model. We compare our results against a dynamic topic model with logistic normal
priors and inference based on collapsed Gibbs sampling using the same dataset. We also

prove the stability of the themes formed by splitting the dataset into two and running

50
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the algorithm independently on each.

The details of the dataset used for these experiments are summarized in the Table 9.1. For
privacy reasons, we cannot share the actual data used for computations. The algorithms
and implementation is available online!. The remaining section describes the experiments
and evaluation methods.

Table 9.1: Input Data Description

Total No. of tweets 892,050
Total number of tweets with hashtags | 297,805
Total number of users 33,298
Total number of distinct hashtags 23,163

9.1 Evidence from the Internet

We collected tweets in real-time on October 2, 2016 and got recommendations
as shown in Table 7.1. Some of the hashtags recommended by the system were actually
trending on Twitter. Hashtags like basementDwellers and lastTimeTrumpPaidTaxes were
featured in various news articles like Truthfeed[tru] and BBC UK[bbc] respectively. This

shows that the algorithm tries to recommend hashtags that are popular globally.

9.2 Cluster Stability

To measure stability of clusters, we split the dataset described in Table 9.1 into
two files, such that, each tweet in the original file has equal probability of going to one of
the two files. We run the theme extraction algorithm independently on both of them to

get themes. The results are summarized in Table 9.2.

Thttps://github.com/nishucsd/thesis/
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The table shows themes generated from the two datasets. It is evident from
the results that they are fairly similar. The top 3 themes in both cases are about US
Presidential candidates Donald Trump, Hillary Clinton and Bernie Sanders. For each
theme we show the top hashtags, users and tokens in the result.

Table 9.2: Cluster Stability results

Setl Set2
nevertrump, makedonald-
maga, nevertrump, trump2016 .

Theme 1 drumfagain, alwaystrump
realdonaldtrump, michellevii, | realdonaldtrump, michellevii,
youtube, marcorubio marcorubio, thehill
trump, donald, rally, john, | trump, donald, rubio, rally,
vote, rubio kkk, support
supermonday, imwithher, | imwithher, hillaryclinton, su-

Theme 2 hillary, feelthebern pertuesday, hillary2016
hillaryclinton, berniesanders, | hillaryclinton, the rant_, tom-
peopledbernie, thehill mychong, joenbc
hillary, clinton, vote, win, | hillary, clinton, south, win,
south, carolina carolina
feelthebern, berniesanders, su- | feelthebern, berniesanders, hi-

Theme 3 p§rmonF1ay, whitepoep1§ lary, whitepeople .
killermike, newswirenet, | 1d33p, berniesanders,
youtube, berniesanders newswirenet, killermike
bernie, sanders, vote, support, | bernie, sanders, vote, clinton,
clinton support

9.3 Comparison with a Topic Model

We compared the performance of our algorithm with the well-known Dynamic
Topic Model (DTM) developed by Blei [BLO6] to capture topic evolution over discrete
time stamps. In this model, at each timestamp, tweets are combined into multiple
documents such that each document has a meaningful structure, with majority of tweets

about similar topics. A logistic normal parameter [ is used to express distribution over
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topic proportions. The Bs are sampled from normal distribution with mean o and variance
Y. The o parameters at any timestamp are obtained from the previous timestamp using
Kalman filtering. Each document d is assigned a document-specific topic proportion 0

which is calculated from [ using following mapping:

9, — exp(B;) _ exp(B;)
i T T—1
Y. exp(Br) 1+ﬂ§1 exp(Br)

=1

Every word in the document is drawn conditionally independently from a discrete(categorical)
distribution with parameter vector 8:*)). The word distributions ¢(c) have a symmetric
Dirichlet prior, with each entry of the V-dimensional parameter vector being equal to 1,
denoted as Dirichlet(n). A logistic normal prior is used for parameter 3 to sequentially
tie the tweet documents over multiple time stamps. Here is the generative process of each

time slice 7 :

1. Draw Oct|06;_1 ~ .‘7\[(06,_1,621)
2. Draw ¢ ~ Dirichlet(n).

3. For each document d:
(a) Draw By ~ N(o,X)
04 =7(Ba)
(b) For each word:

i. Draw z4, ~ Mult(w(0,)).

ii. Draw wy, ~ Mult(p%r).

The graphical model for this generative process is shown in Figure 9.1. For

inference, we used Collapsed Gibbs Sampling as described by Mimno in [MWMO8].
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We divided the Twitter data into 50 time slices and ran the dynamic topic model on it.

Number of topics were set to 15.

Figure 9.1: Dynamic Topic Model

Table 9.3: Comparison between our approach and DTM

Our approach DTM
trump, don- | cruztovictory,
Topic 1 ald, vote, rally, | sick, heat, bernie,
support rubio
Tobic 2 vote, bernie, | hillary, idea, to-
P sanders, today day, right, unelect
hillary, clinton, | people, union,
Topic 3 black, world, | nominee, hope,
email, peace march
cruz, ted, look, )
. . evangel, hillary,
Topic 4 christie, party, en-
pro, trust, cannot
dorse

Table 9.3 shows results as top 4 topics extracted from both the approaches. We
only show the top tokens retrieved from our algorithm as results, while the results of
the dynamic topic model are the top 5 keywords extracted from the model after 50 time
slices.

It is clear from the results that our model outperforms the DTM. As per the results

from our approach, it is evident that each theme is about the 4 main candidates in US
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Elections, namely, Trump, Hillary Clinton, Bernie Sanders and Ted Cruz. However, the
results from DTM give incoherent topics and it is hard to infer what they relate to. There
can be multiple reasons for the above observations. Firstly, DTM was not designed for
short text, while our algorithm has been designed for micro-blogs specifically. Secondly,
there are many hyper-parameters like no. of topics, etc that are required to be set a priori
in DTM. Choosing wrong hyper-parameters can lead to erroneous results. However, as
our model is data-driven, there are no hyper-parameters to be set. New themes are created

as they emerge, thus creating coherent clusters.

9.4 Hashtag Precision

To evaluate the validity of recommendations produced by the algorithm, we

calculate the Precision for our approach and compare it with two other baselines-

Naive Recency Based Approach

In this experiment we design a naive baseline hashtag recommender system to
compare against our approach. In this experiment we assume that a user uses similar
hashtags in a small time interval. Therefore, for a target tweet t by a user u#, we recommend
the hashtags he used in his last tweet. This approach does not consider the context of the

tweet and is a purely recency based measure.

K-Nearest Neighbor based approach

In this experiment, we design a K-Nearest Neighbor based hashtag recommender.
It uses Tanimoto Distance measure( number of common terms between two tweets) to
compute K-nearest tweets in a sliding window and recommends its hashtags as output.

This kind of an approach is purely context based and it does not consider the relative
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Figure 9.2: Plot showing Hashtag precision for 3000, 6000 and 9000 tweets

ordering of tweets within the sliding window.

These experiments thoroughly evaluate the similarity function. Precision is
calculated for these two approaches against our algorithm and the results are shown in
Figure 9.2. Here we use a training set of 100,000 tweets and vary the test set as per the
figure.

The results show that our algorithm outperforms a naive recency based approach
and K-nearest neighbor based approach. One of the reasons could be that our similarity
measure incorporates both, the recency and context, to decide the candidate hashtags,
while other approaches concentrate only on one of these two factors. Also, as shown
above, the ¢ term in the measure helps to fine-tune the results. In terms of performance,
our LRU based scheme computes themes in background. When a test tweet arrives, it
is just compared against current themes, which is far less than individual tweets. In the
sliding window KNN approach, all computations of finding distances between individual
tweets in the sliding window, retrieving the K-nearest ones, etc. are done at the time
when a test tweet arrives. This is far more computationally intensive, and hence slower

than the LRU-based scheme.



Chapter 10

Advanced Analytical Operations

At regular intervals, the themes set is polled to know the current state of the
system. This current state is persisted in a JSON tree structure to allow queries to be
performed on it. Figure 10.1 shows the structure for 2 time stamps with 2 themes per time
stamp. As it is clear from the diagram, if the timestamp is known, we can go down the
hierarchy to get useful information like - top hashtags at that time, popular discussants of
the theme, important terms, links to articles shared within tweets in the theme, geocodes
etc. about the particular theme. As we also monitor the size, velocity and acceleration
information alongwith other attributes, we can answer queries like the top rising themes,

top discussed themes,etc at any point in time.

10.1 Advanced queries

As mentioned above, answering queries pertaining to a single timestamp is easy,
as we store all the information as JSON objects, each comprising of key value pairs. To
compare the states of the system between timestamps, and to perform other complex
operations, we need special operators which can do this. A couple of them are described

below:

57
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Figure 10.1: The data structure to store themes over time.

o Emerging Hashtags(Timestamp, theme no.): A major class of evolutionary
queries are concerned with analyzing emergent behavior of patterns as they evolve
through time. For this reason, an operator like emerging hashtags calculates the
difference between the hashtag lists of a particular theme, between current and
the previous timestamp. Generally, the state of the theme detection algorithm is

polled after every 10,000 tweets. Each of these time stamps are stored in a separate
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linked list, so that knowing the previous timestamps from the current one is an

O(1) operation. The result is then shown as a tag cloud. Figure 10.2 shows one

such output of this operation on an event related to Mr. Trump.

pre51dent

tb1ack etia

reporter

Figure 10.2: Tag cloud of emerging hashtags for a Theme related to Mr. Trump

e Merge(Num. of Themes): As discussed before, there are two ways to reduce
the total number of themes currently in the system. First way is to remove the
slowest growing themes at regular intervals. The other operation is a merge which
combines similar themes using a K-Means operation, into a fixed number of themes.
As Themes are a collection of ranked lists of key-value pairs, we use Spearman’s

footrule as the distance metric, which is defined as follows-

Spearman’s footrule: Consider 2 ranked lists L; and L. Let idx (i) and idx; (i)
be the positions of an element i in lists L; and L; respectively. The displacement of
an element i is defined as 6; = |idx (i) — idx(i)|. Spearmans’s footrule is therefore

defined as
=Y o (10.1)
i



Chapter 11

Conclusion

In this thesis, we propose a novel approach to discover themes in streaming
data in a real-time setting. We also show the theoretical motivation and explanation of
design decisions by comparing its similarity to point processes. The unique aspect of
this approach is that it lets the user perform relatively complex and independent tasks of
early event detection, community detection, etc. simultaneously, alongwith providing
advanced query capabilities on the themes. As themes evolve over time, we discuss data
management options of storing these snapshots, monitoring their growth, and limiting
the size of the collected data so that its valid in an online setting.

Future work involves designing a user interface that efficiently portrays these
theme discoveries in a natural way. We also plan to refine the similarity function by
experimenting on different choices of temporal and contextual proximity parameters.
Other steps include experimenting with better cache designs that account for both, recency
and frequency.Stronger baselines and better metrics need to be established for comparison
with the approach. Finding clusters within themes based on the sentiments of tweets is

another area we plan to look into.
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