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ABSTRACT OF THE DISSERTATION

Coding for Future Large-Scale

Data Systems

by

Clayton Maxwell Schoeny

Doctor of Philosophy in Electrical and Computer Engineering

University of California, Los Angeles, 2018

Professor Lara Dolecek, Chair

This dissertation is focused on creating mathematical techniques—influenced by infor-

mation theory and coding theory—to address the difficulties associated with storing, trans-

mitting, and analyzing massive amounts of data. By necessity, memory devices are being

created more compactly, leading to higher rates of errors. Each of the three parts of this

dissertation seeks to combat the unique challenges and potential errors associated with next-

generation storage technologies. These advanced error-correcting techniques can be utilized

at the system-level for a variety of purposes, e.g., reducing energy consumption, increasing

storage density, or decreasing the risk of a catastrophic system failure.

The first part of the dissertation introduces Software-Defined Error-Correcting Codes:

a framework for exploiting side-information to heuristically recover from detected (but un-

correctable) errors. The prominent features of this section include the underlying theory,

experimental results, and an extension to error-localizing codes. The middle section of the

dissertation focuses on coding for unequal message protection, in which special messages

are granted extra error-correcting guarantees. A broad class of unequal message protection

codes are constructed, maintaining the same amount of redundancy overhead as the baseline

alternative. The final part of the dissertation includes code constructions to correct burst

deletion errors in DNA storage—a very promising technology that will likely be commonplace
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in the near-future, complete with its own set of features and challenges.

The coding theoretic techniques presented here, along with tools inspired by this disser-

tation, will play a significant role in mitigating errors in future large-scale data systems.
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CHAPTER 1

Introduction

We live in a data-driven world where massive amounts of data are being stored, transmitted,

and processed at unprecedented rates. It is virtually impossible to find an aspect of modern

life untouched by the current data revolution. Big data is so pervasive that the underlying

physical and mathematical enabling mechanisms are often brushed aside by the layperson.

However, internet websites and the cloud are not merely abstract concepts; rather, they exist

in server farms—vast warehouses of supercomputers and hard drives.

No medium of communication or storage is perfect—errors are always possible. Given

this fact, it is astounding that humanity has achieved such a high level of data ubiquity.

From an information-theoretic perspective, this has all been possible, in large part, due

to Claude Shannon and his 1949 seminal work which creates a mathematical theory of

communication in the presence of noise [1]. Shannon establishes terms such as entropy,

mutual information, and channel capacity, giving us the mathematical language and tools

necessary to reliably transmit information over noisy channels. The beauty of Shannon’s

work is that the framework is not tied to a specific technology; the concepts are truly

fundamental.

Concurrent with Shannon’s breakthrough, the first error-correcting codes (ECCs) were

established, and in the following decades, many great mathematicians and engineers formed

the basis of classical coding theory. The essential idea is that the transmitter and receiver

agree upon a coding scheme in which redundancy is added to the original message. Then, if
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errors occur in the channel, the receiver will try to correct the errors and decode the original

message.

ECCs apply not only to transmissions over physical channels, such as light or modulated

electromagnetic waves, but they also apply to storage devices. In this scenario, the write

operation can be considered as the transmitter and the read operation as the receiver. The

errors in the storage channel can occur for a multitude of reasons such as radiation particle

strikes or charge leakage (the cause of the error is heavily dependent on the specific medium).

Virtually every storage system in the modern era has been heavily dependent on ECCs for

robustness. For example, a CD-ROM with a moderate amount of scratches and smudges is

able to be listened to flawlessly due to the Reed-Solomon code [2].

For a given noisy channel, there are two essential coding theoretic goals. The first is

to calculate the capacity of the channel, or equivalently, the minimum rate of redundancy

required to reliably communicate. For finite length codes, this number translates to the

largest possible codebook, i.e., the most amount of data able to be sent. The second goal is

to explicitly construct a practical code with an efficient encoding/decoding scheme. However,

thanks to Moore’s Law [3], the definition of practical changes with time. The prime example

is the low-density parity-check (LDPC) code, which was first developed by Gallager in 1960

[4]. However, the encoding/decoding methods were impractical, and the code was forgotten

about until 1996 [5]. Today, LDPC codes are used in a variety of applications including solid

state drives and satellite communication.

The power of modern computation processors allows us to design and construct more

complex ECCs. Instead of a generic one-size-fits-all code, we are able to create codes that

target specific error patterns of a particular medium. The underlying theme of this disserta-

tion is the creation of mathematical techniques and powerful ECCs that will help to mitigate

errors in current and future large-scale data systems.

The first part of this dissertation focuses on using side-information to heuristically decode.

Our framework, called Software-Defined Error-Correcting Codes (SDECC), pushes beyond

2



the conventional error-correcting guarantees. Recent studies have shown that real workloads

in computer memories have a very large amount of inherent redundant information [6, 7,

8]. The traditional information-theoretic approach would be to use standard compression

techniques; however, these systems often have rigid requirements in terms of message size

and maximum latency which makes compression impractical or impossible. We focus on

practical computer memory systems, and offer alternatives without adding any additional

redundancy. This framework is extremely useful in scenarios where it is a costly option to

roll-back to a previous checkpoint.

In the second part of the dissertation, we turn away from heuristic decoding and focus

on a priori unequal message protection (UMP). Once again, we focus on practical code

dimensions and sizes that are currently being employed in computer memory systems. Our

alternative UMP codes offer guarantees for special messages, i.e., messages that are granted

additional error-correcting properties. System designers are free to treat the inner workings

of our UMP code as a black box; we provide clear requirements and instructions so that

the designer can deem which messages are special. Every workload and system has its own

characteristics, so this design feature is an added convenience for customizability.

The final part of the dissertation looks ahead toward the technology of tomorrow. The

use of DNA as an ultra-dense storage device is promising and will likely have an enormous

impact in the near-future. Often times, exotic mediums benefit from exotic ECCs. We create

the best-known code for correcting a burst of deletions (or insertions), which are error-types

that commonly occur in DNA storage. It is much more difficult to protect against these

types of errors that do not occur in traditional array based devices. Our code construction,

and those inspired by it, will play a role in making DNA a reliable medium of storage.

1.1 Outline of Contributions

Each of the following chapters begins with a brief introduction, preliminary notation with

the required background information, and an overview of related works.

3



Chapter 2 Contributions

Chapter 2 explores the concept of Software-Defined Error-Correcting Codes—a framework for

exploiting side-information to heuristically correct errors beyond the traditional guarantees.

First, we establish the underlying coding principles of candidate codewords (CCs) in linear

codes: the dependence of CCs on specific error patterns, an upper bound on the number

of CCs given the coding parameters, the probability of randomly guessing the correct CC,

a combinatorial equation for the average number of CCs, an algorithm to efficiently create

the CC list, and a summary of the number of CCs of common codes implemented into our

framework. For extra protection, we introduce an additional, optional, lightweight hash to

prune the CC list.

We then develop a practical recovery policy, based on cacheline entropy, and demonstrate

its effectiveness as compared to other recovery policies. We provide recovery results for both

integer and float benchmarks, including a detailed breakdown of the panic option.

Lastly, we expand our SDECC framework to incorporate error-localizing codes. We con-

struct a new, customizable, ultra-lightweight error-localizing code (ULELC) that is stronger

than a single-bit parity-check code, but weaker than a Hamming code. We construct a

ULELC to match the RV64G v.2.0 [9] instruction set architecture and demonstrate its effec-

tiveness for three different redundancy levels. Intuitive panic policies are established based

on the resulting sensitivity to the mean Hamming distance score for CCs.

The SDECC project was a multi-year collaboration, and as such, there are many results—

mostly hardware architecture based—that are not included in this dissertation. In [10] and

[11], we provide, in great detail, the architecture and hardware support necessary for SDECC

implementation. Specifically, we describe the penalty box hardware design and the software

stack that would enable the proper interrupt process (along with their respective area, power,

and latency overheads). Additional hardware details for implementing the lightweight hash

are also provided. We present the output quality of approximate computing applications

using SDECC, with the errors broken down into the following categories: benign, crash,
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hang, tolerable data corruption, and non-tolerable data corruption. Lastly, [10] and [11]

include the speedup benefits for supercomputing applications and the improved mean time

to failure rates.

Chapter 3 Contributions

In Chapter 3, we focus on creating unequal message protection (UMP) codes, which grant

extra error protection to messages that we a priori deem special. This can be viewed as a

non-heuristic version of the SDECC framework developed in the previous chapter.

We provide direct alternatives to commonly used codes. First, as an alternative to the

single-bit parity-check code (which can only detect errors), we present the special message

single-error-correcting (sm)SEC code. We give up single-error-detection for all codewords

in favor of single-error-correction for special codewords. Additionally, with an extra bit

of redundancy, we create the SED-(sm)SEC code (single-error-detecting/(special message)

single-error-correcting)—in [12], we call this code Parity++. This code, which brings back

the guarantee of the single-bit parity-check code, explores the largely untouched redundancy

space in between the single-bit parity-check code and the Hamming code.

Second, we provide an alternative to the commonly used extended Hamming code: the

SEC-(sm)DEC code (single-error-correcting/(special message) double-error-detecting). We

trade-off double-bit error-detection in favor of double-bit error correction for special code-

words. Similarly to the previous case, we create a strictly better alternative with the addition

of a single parity bit.

For these codes, we provide explicit constructions, proofs of correctness, sphere-packing

upper bounds, novel programming techniques for upper bounds, and a walk-through of the

decoding process.

As with the previous section, the work in this chapter has been incorporated into a larger

collaborative work, whose computer architecture specific results will not be included in this

dissertation. The implementation of Parity++ to protect the last level caches has been
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evaluated using Gem5 in [12]. A memory speculation scheme to mitigate the additional

decoding latency of Parity++ has also been evaluated and compared with SECDED in [12],

along with details of additional architectural modifications in cache required to support it.

Chapter 4 Contributions

Chapter 4 deals with error-correcting codes for burst deletions. We consider three different

models: a deletion burst of exactly b consecutive bits, a deletion burst of at most b consecutive

bits, and a non-consecutive deletion burst of size at most b. For each of these three models,

we prove the equivalence between deletion and insertion-correcting codes. We then derive

an explicit, non-asymptotic, upper bound on the code cardinality using an integer linear

programming technique developed in [13].

In order to construct our codes, we establish innovative constituent mathematical tech-

niques. First, we derive new results on the redundancy of run-length limited constraints,

specifically, in the situation where the run-length is a function of the total length of the vector.

Second, we create the shifted VT-code, which takes advantage of positional side-information

in order to correct a single deletion. Combining these new techniques, we construct our

codes for the three burst deletion models. Additionally, we provide explicit algorithms for

encoding run-length limited sequences and for decoding the shifted VT-code (for both the

deletion and the insertion case).

Lastly, we expand the previous results to the non-binary case, with specific attention

focused on an alphabet size of 4, i.e., the natural alphabet size for DNA coding.
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CHAPTER 2

Software-Defined Error-Correcting Codes

2.1 Introduction

Error-correcting codes (ECCs) are a classic way to build resilient memories by adding redun-

dant parity bits or symbols. A code maps each information message to a unique codeword

that allows a limited number of errors to be detected and/or corrected. Errors in the con-

text of ECC can be broadly categorized as corrected errors (CEs), detected-but-uncorrectable

errors (DUEs), mis-corrected errors (MCEs), and undetected errors (UDEs). CEs are harm-

less but are nevertheless typically reported to system software [14] as they may indicate the

possibility of future DUEs. UDEs may result in silent data corruption (SDC) of software

state, while MCEs may cause non-silent data corruption (NSDC); neither are desirable.

When a DUE occurs, the entire system usually panics, or in the case of a supercom-

puter, rolls back to a checkpoint to avoid data corruption. Both outcomes harm system

availability and can cause some state to be lost. In this chapter, we consider the problem of

memory DUEs, because they are more common than both MCEs and UDEs and remain a

key challenge to the reliability and availability of extreme-scale systems.

The theoretical development of ECCs have – thus far – implicitly assumed that every

message/information bit pattern is equally likely to occur. In general-purpose memory sys-

tems, however, this assumption does not hold true. For instance, applications exhibit unique

characteristics in control flow and data that arise naturally from the algorithm, inputs, OS,
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ISA, and micro-architecture. For the first time, we demonstrate how to exploit some of these

characteristics to enhance the capabilities of existing ECCs in order to recover from a large

fraction of otherwise-harmful DUEs.

We propose the concept of Software-Defined ECC (SDECC), a general class of tech-

niques spanning hardware, software, and coding theory that improves the overall resilience

of systems by enabling heuristic best-effort recovery from memory DUEs. The key idea is to

add software support to the hardware ECC code so that most memory DUEs can be recov-

ered. SDECC is best suited for approximation-tolerant applications because of its best-effort

recovery approach.

Our approach is summarized as follows. When a memory DUE occurs, system software

derives additional context about the error—using basic coding theory and knowledge of the

ECC implementation—and quickly computes a list of all possible candidate messages, one

of which is guaranteed to match the original information that was corrupted by the DUE.

If available, an optional lightweight hash is proposed to prune the list of candidates. A

software-defined data recovery policy heuristically recovers the DUE in a best-effort manner

by choosing the most likely remaining candidate based on available side-information (SI)

from the corresponding un-corrupted cacheline contents; if confidence is low, the policy

instead forces a panic to minimize the risk of accidentally-induced MCEs.

We review fundamental properties of error-correcting codes that in Section 2.2 that will

be useful for the remaining discussion. In Section 2.3, we present the coding theoretic aspects

of SDECC, along with experimental results in Section 2.4. Lastly, in Section 2.5, we expand

the SDECC framework into the context of error-localizing codes.

2.2 Preliminaries

In this section, we briefly review some fundamental properties of error-correcting codes

that are necessary to understand the theory and analysis of SDECC. A linear block error-

correcting code C is a linear subspace of all possible row vectors of length n. The elements
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of C are called codewords, which are each made up of symbols. We refer to symbols as q-ary,

which means they can take on q values where q is a power of 2. A symbol equivalently

consists of b = log2(q) bits. For binary codes, whenever we use the term “symbol,” it is

equivalent to “bit.”

The code can also be thought of as an injective mapping of a given q-ary row vector

message m of length k symbols into a codeword c of length n symbols. Because the code is

linear, any two codewords c, c′ ∈ C sum to a codeword c′′ ∈ C. Thus, there are r = n − k

redundant symbols in each codeword. The rate of a code is defined as R = k/n and is a

measure of data storage efficiency. A linear block code can be fully described by either its

q-ary (k × n) generator matrix G, or equivalently, by its q-ary (r × n) parity-check matrix

H. Each row of H is a parity-check equation that all codewords must satisfy: cT ∈ Null(H)

where T is the transpose. There are usually many ways of constructing a particular G and

H pair for a code with prescribed k and n parameters.

To protect stored message data, one first encodes the message by multiplying it with the

generator matrix: mG = c. One then writes the resulting codeword c to memory. When

the system reads the memory address of interest, the ECC decoder hardware obtains the

received string c = c + e. Here, e is a q-ary error-vector of length n that represents where

memory faults, if any, have resulted in changed symbols in the codeword. The decoder

calculates the syndrome: s = HcT. There are no declared CEs or DUEs if and only if s = 0,

or equivalently, c is actually some codeword c′ ∈ C. Note that even if c = c′ ∈ C, there is no

guarantee that errors did not actually happen. For instance, if the error is itself a codeword

(e ∈ C), then there is a UDE due to the linearity of the code: c + e = c′ ∈ C.

The minimum distance dmin of a linear code is defined as

dmin = min
u,v∈C;
u6=v

[∆q(u,v)] = min
c∈C;
c 6=0

[wtq(c)]

where ∆q(u,v) is the q-ary Hamming distance between vectors u and v, and wtq(u) is the
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q-ary Hamming weight of a vector u. Notice that the minimum distance is equal to the

minimum Hamming weight of all non-0 codewords (because 0 is always a codeword in a

linear code). Throughout this chapter, we will refer to the most important code parameters

using the shorthand notation [n, k, dmin]q.

The maximum number of symbol-wise errors in a codeword that the code is guaranteed

to correct is given by t = b1
2(dmin− 1)c. Thus, we often refer to codes with even-valued dmin

as (t)-symbol-correcting, (t+ 1)-symbol-detecting, or (t)SC(t+ 1)SD.

Traditional Decoder Assumptions

The typical decoding method for ECC hardware is to choose the maximum-likelihood code-

word under two implicitly statistical assumptions:

1. All symbols in a codeword are equally likely to be afflicted by faults (the symmetric

channel model).

2. All messages are equally likely to occur. Under these assumptions, the maximum-

likelihood decode target is simply the minimum distance codeword from the received

string.

Under maximum-likelihood decoding, any error e with wtq(e) > t is guaranteed to cause

either a DUE, MCE, or a UDE.

2.3 SDECC Theory

SDECC is based on the fundamental observation that when a (t+ 1)-symbol DUE occurs in

a (t)SC(t + 1)SD code, there remains significant information in the received string c. This

information can be used to recover the original message m with reasonable certainty. It is

not the case that the original message was completely lost, i.e., one need not naïvely choose
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from all qk possible messages. In fact, given t errors, there are exactly

N =
(

n

t+ 1

)
(q − 1)(t+1) (2.1)

possible error patterns that could have led to the corrupted received string. Guessing cor-

rectly out of N possibilities is still difficult; however, in practice, there are only a handful

of likely possibilities: we call them candidate codewords (each corresponding to a candidate

message).

If the hardware ECC decoder registers a DUE, there can be several equidistant candidate

codewords at the q-ary Hamming distance of exactly (t+ 1) from the received string c. We

denote the set of candidates by Ψ(c); note that Ψ(c) ⊆ C.

Without any side-information about message probabilities, under conventional principles,

each candidate codeword is assumed to be equally likely. In other words, there is a candidate

codeword more likely than the others if and only if it is uniquely closest to c; in such a case,

a CE could have been registered instead of a DUE (depending on the implementation of the

ECC decoder).

We retain the first assumption from Sec. 2.2, i.e., we assume all DUE error patterns are

equally likely to occur. However, in the specific case of DUEs, we drop Assumption 2 : this

allows us to leverage SI about memory contents to help choose the right candidate codeword

in the event of a given DUE.

The size of the candidate codeword list |Ψ(c)| is independent of the original codeword;

it depends only on the error-vector e due to linearity of the code C. That is,

|Ψ(c)| = |Ψ(c + e)| = |Ψ(e)|. (2.2)

Note that the actual set of candidate codewords Ψ(c) still depends on both the error-

vector e and the original codeword c (because c = c + e).

One can better understand candidate codewords by visualizing the Hamming space of a
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Figure 2.1: Conceptual illustration of candidate codewords for 2-bit DUEs in a 2D-
represented code space of a binary SECDED code. The actual Hamming space has n dimen-
sions.

code. Consider Figure 2.1, which depicts the relationships between codewords, CEs, DUEs,

and candidate codewords for individual DUEs for a SECDED code. Here, the red-point

received string c (a DUE) has four candidate codewords, marked within the red circle; these

are each the minimum distance of 2 bit-flips away from c.

We derive bounds on the number of candidate codewords, show how to compute a list

of candidates for a given DUE, and explain how to prune a list of candidates using a small

cacheline-level second-tier checksum.

2.3.1 Candidate Codewords

The number of candidate codewords |Ψ(e)| for any given (t + 1) DUE e has a linear upper

bound that makes DUE recovery tractable to implement in practice.

Lemma 1. For any error e with wtq(e) = (t + 1) in a (t)SC(t + 1)SD linear q-ary code C

of length n,

|Ψ(e)| ≤
⌊
n(q − 1)
t+ 1

⌋
.
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Proof. The received string c is exactly q-ary distance 1 from the t-boundary of the nearest

Hamming sphere(s). Thus, there are at most n(q − 1) single-element perturbations p such

that y = c + p is a CE inside a Hamming sphere of a codeword. For each perturbation

that results in a CE, there must be exactly t more single-element perturbations to fully

arrive at a candidate codeword c′. Because we cannot perturb the same elements more than

once to arrive at a given c′, there cannot ever be more than b(n(q − 1))/(t + 1)c candidate

codewords.

The probability of correctly guessing the original codeword – without the use of any

side-information – for a specific error e is simply the reciprocal of the number of candidate

codewords: PG(e) = 1/|Ψ(e)|. Let PG be the average probability of guessing the correct

codeword over all possible (t+ 1)-symbol DUEs. Also let ∑e represent the summation over

all possible (t+ 1) symbol-wise error-vectors e. Then

PG = 1
N

∑
e

1
|Ψ(e)| . (2.3)

Average Number of Candidates

For a particular construction of a given code, we define Wq(w) as the total number of

codewords that have q-ary Hamming weight w. Then Wq(dmin) refers to the total number

of minimum weight non-0 codewords; its value depends on the exact constructions of G and

H for given [n, k, dmin]q parameters. The average number of candidate codewords over all

possible (t+ 1)-symbol DUEs is denoted as µ.

Lemma 2. For a linear q-ary (t)SC(t+ 1)SD code C of length n and with given Wq(dmin =

2t+ 2), the average number of candidate codewords µ over all possible (t+ 1)-symbol DUEs

is

µ(n, t, q) =

(
2t+2
t+1

)
Wq(2t+ 2)(

n
t+1

)
(q − 1)(t+1)

+ 1.

Proof. In order to find the average number of candidate codewords, we must sum the number
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of candidate codewords for each unique (t + 1) q-ary error eE where E = i1, i2, · · · , i(t+1),

and i1 6= i2 6= · · · 6= i(t+1). We then divide that sum by the number of error-vectors

(n choose (t+ 1)). By linearity and without loss of generality, assume c = 0. We know that

the only codewords c′ ∈ C that can satisfy ∆(c−c′, e) = (t+1) have weight Wq(dmin). Each

such c′ that has ci1 = ei1 , ci2 = ei2 , etc., then has (dmin choose (t+ 1)) distinct error-vectors

eE. Thus summing over all error-vectors, each codeword c′ with wt(c′) = dmin contributes

to (dmin choose (t+1)) candidate codewords. To average, we divide [(dmin choose (t+1))]×

Wq(dmin) by (n choose (t+1)). We also divide by (q−1)(t+1) because each non-zero element

of the error-vector eE can take values from 1 to q − 1. Finally, we add 1 to the expression

since the original codeword c is a candidate codeword for every possible error-vector, and

was not already counted in Wq(dmin).

We find that µ is often easier to compute than PG for long symbol-based codes; this is

useful because 1/µ is a lower bound on PG.

Computing the List of Candidates

So far we have bounded the number of candidate codewords for any (t + 1)-symbol DUE;

we now show how to find these candidates. The candidate codewords Ψ(c) for any (t + 1)-

symbol DUE received string c is simply the set of equidistant codewords that are exactly

(t + 1) symbols away from c. More formally, let subscripts be used to index symbols in a

vector, starting from the most-significant position. Then

Ψ(c) = c ∪ {c′ ∈ C : ∆q(c′ − c) = dmin, c′i = ci ∀i where ei 6= 0}. (2.4)

Proof. For a codeword c′ ∈ C to be a candidate codeword, due to linearity, it must be that

∆(c′, c) = ∆(c′, c + e) = ∆(c′ − c, e) = t + 1. Since dmin = 2t + 2, the only codewords c′

other than c that satisfy the previous equation also satisfy wt(c′−c) = dmin and wt(c′−e) =

dmin/2. Thus a minimum weight codeword c′ is a candidate codeword if and only if t+ 1 of
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Algorithm 1 Compute list of candidate codewords Ψ(c) for a (t+ 1)-symbol DUE c in
a linear (t)SC(t+ 1)SD code with parameters [n, k, dmin]q
1: for i = 1 : n do
2: for j = 1 : q − 1 do
3: p← j ∗ ei

4: y← c + p
5: if Decoder(y) not DUE then
6: c′ ← Decoder(y)
7: if c′ /∈ Ψ(c) then
8: Ψ(c)← Ψ(c) ∪ c′
9: end if
10: end if
11: end for
12: end for

the non-zero elements in c′ − c are in the same location as the t+ 1 elements in e.

Notice that this equation depends on the error e and original codeword c, but we only

know the received string c.

Fortunately, there is a simple and intuitive algorithm (shown in Algorithm 1) to find the

list of candidate codewords Ψ(c) with runtime complexity O(nq/t). The essential idea is to

try every possible single symbol perturbation p on the received string. Each perturbed string

y = c + p is run through a simple software implementation of the ECC decoder, which

only requires knowledge of the parity-check matrix H (O(rn log(q)) bits of storage). The

subscripts of error-vectors in the algorithm indicate the symbol positions of errors, but not

their q-ary values. For example, e3 corresponds to [00100 . . . 0]. Any y characterized as a

CE produces a candidate codeword from the decoder output.

Pruning Candidates using a Lightweight Hash

In systems that require high reliability and availability, we propose to optionally prune the

list of candidate codewords using a lightweight second-tier hash of several codewords grouped

together in a cacheline. This would increase the success rate of SDECC while dramatically

reducing the risk of MCEs. Several previous works [15, 16, 17, 18] have also proposed the
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use of RAID-like multi-tier codes, but using traditional checksums instead than hashes.

We observe that second-tier hashes can also be used to prune a list of candidate codewords

for a DUE. For instance, we can compute a h-bit original hash of the `× b total message bits

of a cacheline when it is written to memory, where ` is the total cacheline size in symbols.

Then when a DUE occurs, after the candidate messages are found using Algorithm 1, we can

compute in software the candidate hashes for each candidate cacheline and compare them

with the original that is read from memory. On average for a universal hash function, the

number of incorrect candidates |Ψ(c)| − 1 will be reduced by a factor of 2h. In most cases,

only one candidate will match the original hash and we can fully correct the DUE; there is

a chance of hash collision, in which case the number of candidates is still reduced but not

down to one.

Errors in the original hash can cause candidate pruning to fail. However, this is a concern

only when there is simultaneously both a (t + 1)-symbol DUE Ψ(c) in one of the cacheline

codewords and an error in the hash. Although we consider this situation to be very unlikely,

there are two possible outcomes for a universal hash. In the first outcome, the hash cannot

prune the list of candidates because no candidates’ computed hashes match. This case is

fairly benign: SDECC just falls back to the full list of candidates. The probability of this

lower bounded by

(2h − |Ψ(c)|)/(2h − 1). (2.5)

In the second outcome, the corrupted hash collides with the computed hash of an incorrect

candidate. Unfortunately, this case is not benign: it causes an MCE because the original

message is mistakenly pruned along with other incorrect candidates. However, for all but

the smallest hashes, the probability is much less than Outcome 1 and is upper bounded by

(|Ψ(c)| − 1)/(2h − 1). (2.6)

We assume there is no more than one DUE per cacheline. Accordingly, we also assume the
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Table 2.1: Summary of Code Properties

Code Class Code Params. Code Type DUE Type # Min. wt. # DUEs Avg. # Cand. Prob. Rcov.
[n, k, dmin]q (t+ 1) Wq(dmin) N µ PG

32-bit SECDED [39, 32, 4]2 Hsiao [19] 2-bit 1363 741 12.04 8.50%
32-bit SECDED [39, 32, 4]2 Davydov [20] 2-bit 1071 741 9.67 11.70%
64-bit SECDED [72, 64, 4]2 Hsiao [19] 2-bit 8404 2556 20.73 4.97%
64-bit SECDED [72, 64, 4]2 Davydov [20] 2-bit 6654 2556 16.62 6.85%
32-bit DECTED [45, 32, 6]2 – 3-bit 2215 14190 4.12 28.20%
64-bit DECTED [79, 64, 6]2 – 3-bit 17404 79079 5.40 20.53%
128-bit SSCDSD [36, 32, 4]16 Kaneda [21] 2-sym. 56310 141750 3.38 39.88%
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Figure 2.2: Number of candidate codewords |Ψ(ei,j)| for the Davydov [39, 32, 4]2 SECDED
code, where i and j represent the positions of the two bit-errors that cause a DUE.

hash is not corrupted in order to maintain a consistent fault model.

2.3.2 SDECC Analysis of Existing ECCs

Code constructions exhibit structural properties that affect the number of candidate code-

words |Ψ(e)|. Certain combinations of error positions produce fewer candidate codewords

than others. This favors recovery of certain errors even if one simply guesses from the cor-

responding list of candidate codewords. In fact, distinct code constructions with the same

[n, k, dmin]q parameters can have different values of µ and distributions of |Ψ(e)|.

We apply the SDECC theory to seven code constructions of interest in this paper:
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SECDED, DECTED, and SSCDSD (ChipKill-Correct) constructions with typical message

lengths of 32, 64, and 128 bits. Table 2.1 lists properties that we have derived for each of

them. Most importantly, the final column lists PG — the random baseline probability of

successful recovery without SI.

These probabilities are far higher than the naïve approaches of guessing randomly from

qk possible messages or from the N possible ways to have a DUE. Thus, our approach can

handle DUEs in a more optimistic way than conventional ECC approaches.

SECDED and DECTED

The class of SECDED codes (t = 1, q = 2, dmin = 4) is simple and effective against random

radiation-induced soft bit-flips in memory. Hsiao’s [39, 32, 4]2 and [72, 64, 4]2 constructions

are the most common implementations of SECDED because they minimize the number of

decoder logic gates [19]. Davydov proposed alternative and more structured SECDED codes

that instead minimize the probability of an MCE when there is a triple-bit error (wtq(e) = 3)

by minimizingW2(4) [20]. We find that Davydov codes have an additional advantage in con-

text of SDECC: Lemma 2 tells us that these Davydov SECDED constructions also minimize

the average number of candidate codewords µ. This can lend them an advantage for heuris-

tic recovery. Figure 2.2 depicts how the structure of the [39, 32, 4]2 Davydov construction

determines the number of candidate codewords for all N possible DUE patterns. For the

SECDED codes in this paper, the average number of candidate codewords µ ranges from

9.67 to 20.73, as shown in Table 2.1.

DECTED codes (t = 2, q = 2, dmin = 6) can correct random 2-bit errors and detect

3-bit errors. While they are not typically used in commodity memory systems due to high

overheads, they attract continued interest by industry and researchers. For this work, we

simply add one extra parity bit to the [127, 113, 5]2 and [63, 51, 5]2 BCH codes [22] and

then truncate them to obtain our own [45, 32, 6]2 and [79, 64, 6]2 DECTED constructions,

respectively. For the DECTED codes in this paper, a baseline random-candidate recovery
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policy has around a 20-30% chance of success.

SSCDSD (ChipKill-Correct)

SSCDSD codes with 4-bit symbols (t = 1, q = 16, dmin = 4) are a non-binary equivalent

of SECDED codes. We use Kaneda’s Reed-Solomon-based [36, 32, 4]16 construction [21].

Messages are 128 bits long and codewords are 144 bits long, so they are convenient to

deploy in industry-standard DDRx-based DRAM systems that are 72 bits wide. When

two DRAM channels are run in lockstep with x4 DRAM chips, [36, 32, 4]16 SSCDSD codes

have the ChipKill-Correct property [23]. This is because they can completely correct any

errors resulting from a single-chip failure, and detect any errors caused by a double-chip

failure. We find that despite there being 141750 possible ways to have a double-chip DUE,

on average, there are just 3.38 candidate codewords per DUE, with the random-candidate

chance of success being 39.88%. Thus, we expect ChipKill to deliver the best results in our

evaluation.

2.4 Experimental Results

2.4.1 Recovery Policy

In this section, we focus on recovery of DUEs in data (i.e., memory reads due to processor

loads) because they are more vulnerable than DUEs in instructions. There are potentially

many sources of SI for recovering DUEs. Based on the notion of data similarity, we propose

a simple but effective data recovery policy called Entropy-Z that chooses the candidate that

minimizes overall cacheline Shannon entropy.

Entropy is one of the most powerful metrics to measure data similarity. We make two

general observations about the prevalence of low data entropy in memory.

1. There are only a few primitive data types supported by hardware (e.g., integers,

floating-point, and addresses), which typically come in multiple widths (e.g., byte,
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Figure 2.3: Byte-granularity entropy distributions of 64-byte dynamic cacheline read data.

halfword, word, or quadword) and are often laid out in regular fashion (e.g., arrays

and structs).

2. In addition to spatial and temporal locality in their memory access patterns, appli-

cations have inherent value locality in their data, regardless of their hardware repre-

sentation. For example, an image-processing program is likely to work on regions of

pixels that exhibit similar color and brightness, while a natural language processing

application will see certain characters and words more often than others.

Similar observations have been made to compress memory [6, 7, 8, 24, 25, 26].

We observe low byte-granularity intra-cacheline entropy throughout the integer and

floating-point benchmarks in the SPEC CPU2006 suite. Let P (X) be the normalized relative

frequency distribution of a ` × b-bit cacheline that has been carved into equal-sized Z-bit

symbols, where each symbol χi can take 2Z possible values. Entropy symbols are not to be

confused with the codeword symbols, which can also be a different size. Then we compute

the Z-bit-granularity entropy as follows:

entropy = −
`×b/Z∑

i=1
P (χi)log2P (χi). (2.7)

Consider two representative examples for Z = 8 and `× b = 512 bits in Figure 2.3. The
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Algorithm 2 Entropy-Z data recovery policy
Input: Ψ(c), Ln, PanicThreshold value
Output: mtarget, SuggestToPanic value
M ← Ψ(c) with the r parity symbols stripped
Lk ← Ln with the r parity symbols stripped //Extract cacheline SI
Declare candidate entropy list entropy with |M | elements
for i = 1 : |M | do

entropy[i]← Z-bit calculation for candidate cacheline //Eqn. 2.7
end for
entropymin ← mini(entropy)
imin ← argmini(entropy)
mtarget ←M [imin]
if tie for entropymin or meani(entropy) > PanicThreshold then

SuggestToPanic ← True
else

SuggestToPanic ← False
end if

maximum possible intra-cacheline entropy here is six bits/byte because there can be only

26 = 64 distinct byte values in a cacheline; anything less can be exploited as SI by SDECC

recovery. We find that although floating-point values tend to have higher entropy within

a word compared to integer values, entropy between neighboring words is often compara-

ble. The average intra-cacheline byte-level entropy of the SPEC CPU2006 suite to be 2.98

bits/byte (roughly half of maximum).

Entropy-Z Policy

We leverage these observations using our proposed data recovery policy, described in Algo-

ritm 2. Essentially, with this policy, SDECC chooses the candidate message that minimizes

overall cacheline entropy. We mitigate the chance that our policy chooses the wrong candi-

date message by deliberately forcing a panic whenever there is a tie for minimum entropy or

if the mean cacheline entropy is above a specified threshold PanicThreshold. The downside

to this approach is that some forced panics will be false positives, i.e., they would have

otherwise recovered correctly.

In the rest of the section, unless otherwise specified, we use Z = 8 bits, `× b = 512 bits

21



and PanicThreshold = 4.5 bits (75% of maximum entropy), which we determine to work

well across a range of applications. Additionally, as we show later, the Entropy-8 policy

performs very well compared to several alternatives.

2.4.2 Methodology

We evaluate the impact of SDECC on system-level reliability through a comprehensive error

injection study on memory access traces. Our objective is to estimate the fraction of DUEs

in memory that can be recovered correctly using the SDECC architecture and policies while

ensuring a minimal risk of MCEs.

The SPEC CPU2006 benchmarks are compiled against GNU/Linux for the open-source

64-bit RISC-V (RV64G) instruction set v2.0 [9] using the official tools [27]. Each bench-

mark is executed on top of the RISC-V proxy kernel [28] using the Spike simulator [29]

that we modified to produce representative memory access traces. We only include the 20

benchmarks which successfully ran to completion. Each trace consists of randomly-sampled

64-byte demand read cachelines, with an average interval between samples of one million

accesses.

Each trace is analyzed offline using a MATLAB model of SDECC. For each benchmark

and ECC code, we randomly choose 1000 q-ary messages from the trace, encode them,

and inject min(1000, N) randomly-sampled (t+ 1)-symbol DUEs. For each codeword/error

pattern combination, we compute the list of candidate codewords using Algorithm 1 and

apply the data recovery policy using Algorithm 2. For Algorithm 2, we are given a q-ary

list of n-symbol candidate codewords Ψ(c), a q-ary list of n-symbol error-free neighboring

cacheline codewords Ln (the SI), and a PanicThreshold value, and we produce a q-ary k-

symbol recovery target message mtarget and a flag SuggestToPanic. A successful recovery

occurs when the policy selects a candidate message that matches the original; otherwise, we

either cause a forced panic or recovery fails by accidentally inducing an MCE. Variability in

the reported results is negligible over many millions of individual experiments.
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Figure 2.4: Comparison of raw success rate (no forced panics) for different SDECC data
recovery policies averaged over all benchmarks. No hashes are used.

Note that the absolute error magnitudes for DUEs and SDECC’s impact on overall re-

liability should not be compared directly between codes with distinct [n, k, dmin]q (e.g., a

double-bit error for SECDED is very different from a double-chip DUE for ChipKill). Rather,

we are concerned with the relative fraction of DUEs that can be saved using SDECC for a

given ECC code. For evaluations that include second-tier hashes we assume there is no error

in the hash itself, as explained earlier.

2.4.3 Comparison of Recovery Policies

We first compare the raw successful recovery rates of six different policies for three ECCs

without including any forced panics nor any second-tier hash. Thus any un-successful recov-

ery here is an MCE. The raw success rate averaged over the SPEC CPU2006 suite for each

policy is shown for three ECC constructions in Figure 2.4. The depicted baseline represents

the average probability PG that we randomly select the original codeword out of a list of

candidates for all possible DUEs.

The alternative policies under consideration are the following. Hamming chooses the

candidate that minimizes the average binary Hamming distance to the neighboring words

in the cacheline. DBX chooses the candidate that maximizes 0/1-run lengths in the output

of the DBX transform [26] of the cacheline. Longest-Run, is inspired by frequent pattern
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Figure 2.5: Detailed breakdown of DUE recovery results when forced panics are taken and no
hashes are used. Results are shown for all seven ECC constructions, listed left to right within
each cluster: [39, 32, 4]2 Hsiao SECDED – [39, 32, 4]2 Davydov SECDED – [72, 64, 4]2 Hsiao
SECDED – [72, 64, 4]2 Davydov SECDED – [45, 32, 6]2 DECTED – [79, 64, 6]2 DECTED –
[36, 32, 4]16 SSCDSD ChipKill-Correct.

compression (FPC) [7] and chooses the candidate message with the longest run of 0/1 in

the cacheline. Delta is inspired by frequent value compression (FVC) [6] and chooses the

candidate message that minimizes the sum of squared integer deltas to the other words in

the cacheline.

Our Entropy-Z policy variants recovered the most DUEs overall. Of these three, Entropy-

8 (Z = 8) performed better than Z = 4 and Z = 16. The 8-bit entropy symbol size performs

best because its alphabet size (28 = 256 values) matches well with the number of entropy

symbols per cacheline (64) and with the byte-addressable memory organization. For instance,

both Entropy-4 and Entropy-16 do worse than Entropy-8 because the entropy symbol size

results in too many aliases at the cacheline-level and because the larger symbol size is less

efficient, respectively.

The other four policies all significantly under-performed our Entropy-Z variants, with
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Table 2.2: Percent Breakdown of SDECC Entropy-8 Policy without Hashes (S = success, P
= forced panic, M = MCE)

panics taken panics not taken random baseline
S P M S P M S P M

conv. baseline 100 –
[39, 32, 4]2 Hsiao 69.1 25.6 5.3 72.7 – 27.3 8.5 – 91.5
[39, 32, 4]2 Davydov 70.3 25.2 4.5 76.0 – 24.0 11.7 – 88.3
[72, 64, 4]2 Hsiao 71.6 23.7 4.7 75.3 – 24.7 5.0 – 95.0
[72, 64, 4]2 Davydov 74.0 21.9 4.1 77.7 – 22.3 6.9 – 93.2
[45, 32, 6]2 DECTED 77.5 20.3 2.2 85.5 – 14.5 28.2 – 71.8
[79, 64, 6]2 DECTED 84.0 14.5 1.5 89.0 – 11.0 20.5 – 79.5
[36, 32, 4]16 SSCDSD 85.7 12.8 1.5 91.5 – 8.5 39.9 – 60.1

the exception of Hamming. It performs nearly as well as the Entropy-4 policy for integer

workloads but fails on many low-entropy cases that have low Hamming distances.

Because Entropy-8 performed the best for all benchmarks and for all ECC constructions,

we exclusively use it in all remaining evaluations.

2.4.4 Recovery Results

Recovery Without Hash

Having established Entropy-8 as the best recovery policy, we now consider the impact of

its forced panics on the the successful recovery rate and the MCE rate. Again, we evaluate

SDECC for each ECC using its conventional form, without any second-tier hashes to help

prune the lists of candidates.

The overall results with forced panics taken (main results, gray cell shading) and not

taken are shown in Table 2.2. The results for Entropy-8 on three codes shown earlier in

Figure 2.4 are repeated in this table for comparison (i.e., the corresponding success rates

when panics are not taken). There are two baseline DUE recovery policies: conventional

(always panic for every DUE) and random (choose a candidate randomly, i.e., PG).

We observe that when panics are taken the MCE rate drops significantly by a factor

of up to 7.3× without significantly reducing the success rate. This indicates that our
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PanicThreshold mechanism appropriately judges when we are unlikely to correctly recover

the original information.

These results also show the impact of code construction on successes, panics, and MCEs.

When there are fewer average candidates µ then we succeed more often and induce MCEs less

often. The [72, 64, 4]2 SECDED constructions perform similarly to their [39, 32, 4]2 variants

even though the former have lower baseline PG. This is a consequence of our Entropy-

8 policy: larger n combined with lower µ provides the greatest opportunity to differentiate

candidates with respect to overall intra-cacheline entropy. For the same n, however, the effect

of SECDED construction is more apparent. The Davydov codes recover about 3-4% more

frequently than their Hsiao counterparts when panics are not taken (similar to the baseline

improvement in PG). When panics are taken, however, the differences in construction are

less apparent because the policy PanicThreshold does not take into account Davydov’s

typically lower number of candidates.

We examine the breakdown between successes, panics, and MCEs in more detail. Fig-

ure 2.5 depicts the DUE recovery breakdowns for each ECC construction and SPEC CPU2006

benchmark when forced panics are taken. Figure 2.5(a) shows the fraction of DUEs that

result in success (black), panics (gray), and MCEs (white). For clarity, the two baselines

from Table 2.2 are repeated on the left and the same panic taken results from the table are

repeated on the right (SDECC Overall). Figure 2.5(b) further breaks down the forced panics

(gray from Figure 2.5(a)) into a fraction that are false positive (light purple, and would have

otherwise been correct) and others that are true positive (dark blue, and managed to avoid

an MCE). Each cluster of seven stacked bars corresponds to the seven ECC constructions.

We achieve much lower MCE rates than the random baseline yet also panic much less often

than the conventional baseline for all benchmarks, as shown by Figure 2.5(a). Our policy

performs best on integer benchmarks due to their lower average intra-cacheline entropy.

For certain floating-point benchmarks, however, there are many forced panics because they

frequently have high data entropy above PanicThreshold (e.g., as seen earlier with 444.namd
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Table 2.3: Prct. Breakdown of SDECC Entropy-8 Policy with Hashes
(S = success, P = panic, M = MCE)

checksum size panics taken panics not taken random baseline
S P M S P M S P M

conv. baseline – 100 –
[72, 64, 4]2 Hsiao – 2-bit DUEs

none 71.6 23.7 4.7 75.3 – 24.7 5.0 – 95.0
4-bit 87.8 11.4 0.8 93.7 – 6.3 28.8 – 71.2
8-bit 98.56 1.36 0.08 99.4 – 0.6 86.6 – 13.3

[36, 32, 4]16 SSCDSD ChipKill-Correct – 2-chip DUEs
none 85.7 12.8 1.5 91.5 – 8.5 39.9 – 60.1
4-bit 98.05 1.86 0.09 99.2 – 0.8 77.0 – 23.0
8-bit 99.940 0.058 0.002 99.98 – 0.02 98.1 – 1.9
16-bit 99.9999 9e–5 0* 100* – 0* 99.992 – 0.008

*out of 20 million DUE trials

in Figure 2.3b). A PanicThreshold of 4.5 bits for these cases errs on the side of caution

as indicated by the false positive panic rate, which can be up to 50%. Without more side-

information, for high-entropy benchmarks, we believe it would be difficult for any alternative

policy to frequently recover the original information with a low MCE rate and few false

positive panics.

With almost no hardware overheads, SDECC used with SSCDSD ChipKill can recover

correctly from up to 85.7% of double-chip DUEs while eliminating 87.2% of would-be panics;

this could improve system availability considerably. However, SDECC with ChipKill intro-

duces a 1% risk of converting a DUE to an MCE. Without further action taken to mitigate

MCEs, this small risk may be unacceptable when application correctness is of paramount

importance.

Recovery With Hash

The second-tier hash can dramatically reduce the SDECC panic and MCE rates by pruning

the list of candidate messages before applying the recovery policy.

The recovery breakdowns for second-tier hashes per cacheline on overall MCE rates using

[72, 64, 4]2 Hsiao SECDED and [36, 32, 4]16 SSCDSD ChipKill-Correct ECCs are shown in
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Table 2.3. The results for the non-hash cases are repeated from Table 2.2 for comparison.

We do not include 16-bit hashes for the SECDED code because they are unsupported in our

architecture.

The results show that even a small 4-bit hash added to every cacheline can reduce the

induced MCE rate by up to substantial 16.6×. When high reliability is required, we suggest

to use SDECC with a hash of at least 8 bits. Using SDECC with ChipKill and an 8-bit

hash, we successfully recovered from 99.940% of double-chip DUEs; with a 16-bit hash, no

MCE occurred at all in 20 million trials.

SDECC with hashes can recover from nearly 100% of double-chip DUEs with 4× lower

storage overhead than a pure DSC ECC solution and with no common-case performance or

notable energy overheads.

2.5 Software-Defined Error-Localizing Codes

We now present a variant of SDECC that is more suitable for microcontroller-class IoT

devices: software-defined error-localizing code (SDELC). Typically, either basic SED parity

is used to detect random single-bit errors or a Hamming SEC code is used to correct them.

Unfortunately, Hamming codes are expensive for small embedded memories: they require

six bits of parity per memory word size of 32 bits (an 18.75% storage overhead). On the

other hand, basic parity only adds one bit per word (3.125% storage overhead), but without

assistance by other techniques it cannot correct any errors.

SDELC is a novel solution that lies in between these regimes. A key component is

the new class of Ultra-Lightweight Error-Localizing Codes (ULELCs), explored in detail in

Section 2.5.1. ULELCs have lower storage overheads than Hamming codes: they can detect

and then localize any single-bit error to a chunk of a memory codeword. We construct distinct

ULELC codes for instruction and data memory that allows a software-defined recovery policy

to heuristically recover the error by applying different semantics depending on the error

location. The policies leverage available side-information (SI) about memory contents to

28



choose the most likely candidate codeword resulting from a localized bit error. In this manner,

we attempt to correct a majority of single-bit soft faults without resorting to a stronger and

more costly Hamming code. SDELC can even be used to recover many errors using a basic

SED parity code.

Error-Localizing Codes

In 1963, Wolf et al. introduced error-localizing codes (ELC) that attempt to detect errors and

identify the erroneous fixed-length chunk of the codeword. Wolf established some fundamen-

tal bounds [30] and studied how to create them using the tensor product of the parity-check

matrices of an error-detecting and an error-correcting code [31]. ELC has been adapted to

byte-addressable memory systems [32] but until now, they had not gained any traction in

the systems community. To the best of our knowledge, ELCs in the regime between SED

and SEC capabilities have not been previously studied.

2.5.1 Ultra-Lightweight Error-Localizing Codes

Localizing an error is more useful than simply detecting it. If we determine the error is from

a chunk of length ` bits, there are only ` candidate codewords for which a single-bit error

could have produced the received (corrupted) codeword.

A naïve way of localizing a single-bit error to a particular chunk is to use a trivial

segmented parity code, i.e., we can assign a dedicated parity-bit to each chunk. However,

this method is very inefficient because to create C chunks we need C parity bits: essentially,

we have simply split up memory words into smaller pieces.

We create simple and custom Ultra-Lightweight ELCs that – given r redundant parity bits

– can localize any single-bit error to one of C = 2r−1 possible chunks. This is because there

are 2r − 1 distinct non-zero columns that we can use to form the parity-check matrix H for

our ULELC (for single-bit errors, the error syndrome is simply one of the columns of H). To

create a ULELC code, we first assign to each chunk a distinct non-zero binary column vector
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of length r bits. Then each column of H is simply filled in with the corresponding chunk

vector. Note that r of the chunks will also contain the associated parity-bit within the chunk

itself; we call these shared chunks, and they are precisely the chunks whose columns in H have

a Hamming weight of 1. Since there are r shared chunks, there must be 2r − r− 1 unshared

chunks, which each consist of only data bits. Shared chunks are unavoidable because the

parity bits must also be protected against faults, just like the message bits.

ULELCs form a middle-ground between basic parity SED error-detecting codes and Ham-

ming SEC ECCs. In the former case, r = 1, so we have a C = 1 monolithic chunk (H is a

row vector of all ones). In the latter case, H uses each of the 2r−1 possible distinct columns

exactly once: this is precisely the (2r − 1, 2r − r − 1) Hamming code. An ULELC code

has a minimum distance of two bits by construction to support detection and localization

of single-bit errors. Thus, the set of candidate codewords must also be separated from each

other by a Hamming distance of exactly two bits.

For an example of an ULELC construction, consider the following parity-check matrix

with nine message bits and r = 3 parity bits:

S1 S2 S3 S4 S4 S5 S6 S6 S7 S5 S6 S7

d1 d2 d3 d4 d5 d6 d7 d8 d9 p1 p2 p3


c1 1 1 1 0 0 1 0 0 0 1 0 0

H = c2 1 1 0 1 1 0 1 1 0 0 1 0 ,

c3 1 0 1 1 1 0 0 0 1 0 0 1

where di represents the ith data bit, pj is the jth redundant parity bit, ck is the kth parity-

check equation, and Sl enumerates the distinct error-localizing chunk that a given bit belongs

to. Because r = 3, there are N = 7 chunks. Bits d1, d2, and d3 each have the SEC property

because no other bits are in their respective chunks. Bits d4 and d5 make up an unshared

chunk S4 because no parity bits are included in S4. The remaining data bits belong to shared

chunks because each of them also includes at least one parity bit. Notice that any data or
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Table 2.4: Proposed 7-Chunk ULELC Construction with r = 3 for Instruction Memory
(RV64G ISA v2.0 [9])

bit → 31 27 26 25 24 20 19 15 14 12 11 7 6 0 -1 -3
Type-U imm[31:12] rd opcode parity
Type-UJ imm[20|10:1|11|19:12] rd opcode parity
Type-I imm[11:0] rs1 funct3 rd opcode parity
Type-SB imm[12|10:5] rs2 rs1 funct3 imm[4:1|11] opcode parity
Type-S imm[11:5] rs2 rs1 funct3 imm[4:0] opcode parity
Type-R funct7 rs2 rs1 funct3 rd opcode parity
Type-R4 rs3 funct2 rs2 rs1 funct3 rd opcode parity

Chunk C1 (shared) C2 (shared) C3 (shared) C4 C5 C6 C7 C3 C2 C1
00000 00 11111 00000 111 11111 1111111 1 0 0

H 00000 11 00000 11111 000 11111 1111111 0 1 0
11111 00 00000 11111 111 00000 1111111 0 0 1

parity bits that belong to the same chunk Sl have identical columns of H, e.g., d7, d8, and

p2 all belong to S6 and have the column [0; 1; 0].

The two key properties of ULELC (that do not apply to generalized ELC codes) are: (i)

the length of the data message is independent of r, and (ii) each chunk can be an arbitrary

length. The freedom to choose the length of the code and chunk sizes allow the ULELC

design to be highly adaptable. Additionally, ULELC codes can offer SEC protection on up

to 2r−r−1 selected message bits by having the unshared chunks each correspond to a single

data bit.

Recovering Errors in Instruction Memory

We describe an ULELC construction and recovery policy for dealing with single-bit soft

faults in instruction memory. The code and policy are jointly crafted to exploit SI about

the ISA itself. Our SDELC implementation targets the open-source and free 64-bit RISC-V

(RV64G) ISA [9], but the approach is general and could apply to any other fixed-length or

variable-length ISA.

Our ULELC construction for instruction memory has seven chunks that align to the

finest-grain boundaries of the different fields in the RISC-V codecs. These codecs, the chunk

assignments, and the complete parity-check matrix H are shown in Table 2.4. The bit

31



positions -1, -2, and -3 correspond to the three parity bits that are appended to a 32-bit

instruction in memory. The opcode, rd, funct3, and rs1 fields are the most commonly used

– and potentially the most critical – among the possible instruction encodings, so we assign

each of them a dedicated chunk that is unshared with the parity bits. The fields which vary

more among encodings are assigned to the remaining three shared chunks, as shown in the

figure. The recovery policy can thus distinguish the impact of an error in different parts

of the instruction. For example, when a fault affects shared chunk C1, the fault is either

in one of the five MSBs of the instruction, or in the last parity bit. Conversely, when a

fault is localized to unshared chunk C7 in Table 2.4, the ULELC decoder can be certain

that the opcode field has been corrupted. Our instruction recovery policy can decide which

destination register is most likely for the instruction based on program statistics collected

a priori via static or dynamic profiling (the SI). The instruction recovery policy consists of

three steps.

• Step 1. We apply a software-implemented instruction decoder to filter out any candi-

date messages that are illegal instructions. Most bit patterns decode to illegal instruc-

tions in three RISC ISAs we characterized: 92.33% for RISC-V, 72.44% for MIPS, and

66.87% for Alpha. This can be used to dramatically improve the chances of a successful

SDELC recovery.

• Step 2. Next, we estimate the probability of each valid message using a small pre-

computed lookup table that contains the relative frequency that each instruction ap-

pears. We find that the relative frequencies of legal instructions follow power-law

distribution. This is used to favor more common instructions.

• Step 3. We choose the instruction that is most common according to our SI lookup

table. In the event of a tie, we choose the instruction with the longest leading-pad of

0s or 1s. This is because in many instructions, the MSBs represent immediate values.

These MSBs are usually low-magnitude signed integers or they represent 0-dominant
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function codes.

If the SI is strong, then we would expect to have a high chance of correcting the error by

choosing the right candidate.

Recovering Errors in Data Memory

In general-purpose embedded applications, data may come in many different types and struc-

tures. Because there is no single common data type and layout in memory, we propose to

simply use evenly-spaced ULELC constructions and grant the software trap handler addi-

tional control about how to recover from errors, similar to the general idea from SuperGlue

[33].

When the application does not disable recovery nor specify a custom behavior, all data

memory errors are recovered using a default error handler implemented by the library. The

default handler computes the average Hamming distance to nearby data in the same 64-byte

chunk of memory (similar to taking the intra-cacheline distance in cache-based systems).

The candidate with the minimum average Hamming distance is selected. This policy is

based on the observation that spatially-local and/or temporally-local data tends to also be

correlated, i.e., it exhibits value locality [34] that has been used in numerous works for cache

and memory compression [6, 7, 24]. The Hamming distance is a good measure of data

correlation, as shown later in Figure 2.8. Note the very high rates of successful recovery

when the average Hamming distance candidate score is relatively low.

The application-defined error handler can specify recovery rules for individual variables

within the scope of the registered subroutine. For instance, an application may wish critical

data structures to never be recovered heuristically; for these, the application can choose

to force a crash whenever a soft error impacts their memory addresses. This is similar to

annotation-based approaches taken by others for various purposes [35, 36, 37, 38, 39].
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2.5.2 Experimental Results

To evaluate SDELC, Spike was modified to produce representative memory access traces

of all 11 benchmarks as they run to completion. Each trace consists of randomly-sampled

memory accesses and their contents. We then analyze each trace offline using a MATLAB

model of SDELC. For each workload, we randomly select 1000 instruction fetches and 1000

data reads from the trace and exhaustively apply all possible single-bit faults to each of

them.

We evaluate SDELC recovery of the random soft faults using three different ULELC

codes (r = 1, 2, 3). Recall that the r = 1 code is simply a single parity bit, resulting in 33

candidate codewords. (For basic parity, there are 32 message bits and one parity bit, so there

are 33 ways to have had a single-bit error.) For the data memory, the ULELC codes were

designed with the chunks being equally sized: for r = 2, there are either 11 or 12 candidates

depending on the fault position (34 bits divided into three chunks), while for r = 3 there

are always five candidates (35 bits divided into seven chunks). For the instruction memory,

chunks are aligned to important field divisions in the RV64G ISA. Chunks for the r = 2

ULELC construction match the fields of the Type-U instruction codecs (the opcode being

the unshared chunk). Chunks for the r = 3 ULELC code align with fields in the Type-R4

codec (as presented in Table 2.4). A successful recovery for SDELC occurs when the policy

corrects the error; otherwise, it fails by accidentally mis-correcting.

The overall SDELC results are presented in Figure 2.6. The recovery rates are relatively

consistent over each benchmark, especially for instruction memory faults, providing evidence

of the general efficacy of SDELC. One important distinction between the memory types is

the sensitivity to the number r of redundant parity bits per message. For the data memory,

the simple r = 1 parity yielded surprisingly high rates of recovery using our policy (an

average of 68.2%). Setting r to three parity bits increases the average recovery rate to 79.2%

thanks to fewer and more localized candidates to choose from. On the other hand, for the
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Figure 2.6: Average rate of recovery using SDELC from single-bit soft faults in data and
instruction memory; r is the number of parity bits in our ULELC construction.

instruction memory, the average rate of recovery increased from 31.3% with a single parity

bit to 69.0% with three bits.

These results are a significant improvement over a guaranteed system crash as is tradi-

tionally done upon error detection using single-bit parity. Moreover, we achieve these results

using no more than half the overhead of a Hamming SEC code, which can be a significant

cost savings for small IoT devices. Based on our results, we recommend using r = 1 par-

ity for data, and r = 3 ULELC constructions to achieve 70% recovery for both memories

with minimal overhead. Next, we analyze the instruction and data recovery policies in more

detail.

Recovery Analysis

The average instruction recovery rate as a function of bit error position for all benchmarks

is shown in Figure 2.7. Error positions -1, -2, and -3 correspond to the three parity bits in

our ULELC construction from Table 2.4.

We observe that the SDELC recovery rate is highly dependent on the erroneous chunk.

For example, errors in chunk C7 – which protects the RISC-V opcode instruction field – have

high rates of recovery because the power-law frequency distributions of legal instructions are
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Figure 2.7: Sensitivity of SDELC instruction recovery to the actual position of the single-bit
fault with the r = 3 ULELC construction.

a very strong form of side-information. Other chunks with high recovery rates, such as

C1 and C5, are often (part of) the funct2, funct7, or funct3 conditional function codes

that similarly leverage the power-law distribution of instructions. Moreover, many errors

that impact the opcode or function codes cause several candidate codewords to decode to

illegal instructions, thus filtering the number of possibilities that our recovery policy has to

consider. For errors in the chunks that often correspond to register address fields (C3, C4, and

C6), recovery rates are less because the side-information on register usage by the compiler

is weaker than that of instruction relative frequency. However, errors towards the most-

significant bits within these chunks recover more often than the least-significant bits because

they can also correspond to immediate operands. Indeed, many immediate operands are low-

magnitude signed or unsigned integers, causing long runs of 0s or 1s to appear in encoded

instructions. These cases are more predictable, so we recover them frequently, especially for

chunk C1 which often represents the most-significant bits of an encoded immediate value.

The sensitivity of SDELC data recovery to the mean candidate Hamming distance score

for two benchmarks is shown in Figure2.8. White bars represent the relative frequency that

a particular Hamming distance score occurs in our experiments. The overlaid gray bars

represent the fraction of those scores that we successfully recovered using our policy.

When nearby application data in memory is correlated, the mean candidate Hamming
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Figure 2.8: Sensitivity of SDELC data recovery to the mean candidate Hamming distance
score for two benchmarks and r = 1 parity code.

distance is low, and the probability that we successfully recover from the single-bit soft

fault is high using our Hamming distance-based policy. Because applications exhibit spatial,

temporal, and value locality [34] in memory, we thus recover correctly in a majority of cases.

On the other hand, when data has very low correlation – essentially random information —

SDELC does not recover any better than taking a random guess of the bit-error position

within the localized chunk, as expected.

2.6 Concluding Remarks

SDECC is a new approach to improve the resiliency of systems by recovering from a large frac-

tion of memory DUEs. SDECC is based on the fundamental observation that when a DUE

occurs, there are a small number of candidate codewords that can be computed, wherein one

is practically guaranteed to be correct. Policies that leverage SI about memory contents can

be used to recover successfully from many DUEs when they occur, while incurring negligible

overheads in the common cases. In this chapter, we covered the underlying SDECC theory

and presented thorough experimental results. We also expanded our SDECC framework to

incorporate error-localizing codes, thus creating a lightweight framework appropriate for use
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in IoT devices.
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CHAPTER 3

Unequal Message Protection

3.1 Introduction

In Chapter 2, we introduced Software-Defined Error-Correcting Codes, a class of heuristic

techniques to recover from detected-but-uncorrectable errors (DUEs). Recall that SDECC

can be considered as a highly practical list-decoding framework that utilizes any linear code

capable of correcting t errors and detecting t+1 errors. Traditionally, when a DUE occurs, the

memory system will either crash or restore to a checkpoint [42]. In our SDECC framework,

when a DUE occurs, we first compute a list of candidate codewords—the closest neighboring

codewords—and then probabilistically decode based on available side-information. SDECC

is applicable to a wide variety of memory applications and systems ranging from large-scale

servers in data centers to embedded systems in Internet-of-Things devices.

In this chapter, we take a different approach and focus on the encoding-side of SDECC:

instead of using side-information to heuristically decode, we a priori designate specific mes-

sages to have extra protection against errors. We designate two classes of messages, normal

and special, and they are mapped to normal and special codewords, respectively. When

dealing with the underlying data, we refer to the messages; when discussing error detec-

tion/correction capabilities we refer to the codewords. Within the SDECC framework, spe-

cial codewords can be viewed as a set of codewords with the property that no two elements

from the set are ever in the same candidate list, i.e., when a DUE occurs, there will never
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be two or more special codewords among the neighboring codewords.

This type of unequal message protection (UMP) is fundamentally different from unequal

error protection (UEP) [43], in which all codewords have extra protection for specific bit

positions or certain error patterns (such as adjacent bit errors). UMP is a powerful approach

when the special messages are chosen with regard to both the relative frequency and meaning

of the stored data. In particular, UMP is useful when compression is not feasible, yet specific

messages—or parts of specific messages—are very frequently stored/transmitted, as is the

case in modern random-access memories [11, 10]. Additionally, given side-information about

the system-level meaning of underlying messages, we may add extra protection to those

messages whose miscorrections would be very costly.

In random-access memories, such as DRAM and SRAM [44, 45], the three most commonly

used ECC classes are the single-bit parity-check code, the extended Hamming code, and the

ChipKill (or equivalent) code. The choice of appropriate ECC class depends on many system-

level requirements including latency, energy, storage overhead, etc. For each of these codes,

we create an alternative UMP code with enhanced error-correcting features, while still using

the same number of redundancy bits. For example, the extended Hamming code is capable

of correcting any single-bit error and detecting any double-bit error; our UMP alternative

code sacrifices the universal double-bit detection in order to grant double-bit correction

to special codewords. For a given set of code parameters (i.e., code size, dimension, and

detection/correction properties), our goal is to maximize the number of special messages.

The chapter is organized as follows. The remainder of this section is an overview of related

work. In Section 3.2, we provide preliminaries, notation, and objectives. Both Sections 3.3

and 3.4 contain—for their respective codes—a derivation for the modified sphere-packing

bounds on the number of special messages, an explicit code construction, a proof of cor-

rection properties, and a walk-through of the decoding process. Section 3.3 focuses on the

UMP alternative to the parity-check code, in which we trade-off single-bit detection in favor

of single-bit correction for special codewords. Additionally, we show how an additional re-
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dundancy bit can be used to revive the single-error detection property for normal codewords.

Section 3.4 deals with the UMP alternative for the extended Hamming code. In Section 3.5,

we derive a novel programming bound for the number of special messages for our UMP

codes. In Section 3.6, we discuss various strategies for the special message mapping and we

investigate the benefits of our UMP codes on real-world memory benchmarks. We conclude

in Section 3.7.

3.2 Preliminaries

3.2.1 Related Work

The majority of research into UEP codes has focused on bit-wise UEP, in which specific

positions of a codeword are more robust to errors [43, 46]. Masnick and Wolf [43] created

a framework for constructing linear bit-wise UEP codes, in which each bit in a codeword is

assigned an error protection level. Bit-wise UEP codes are useful when errors in specific bit

positions are more severe, e.g., the most-significant bit of a binary integer or the destination

address header of a packet. A particular bit is then guaranteed to be decoded correctly if its

error protection level is greater than or equal to total number of errors in the codeword.

Another type of UEP is error-wise UEP, in which specific error patterns are guaran-

teed to be correctable. Error-wise UEP codes are useful when bit-error locations are not

independent. A code that is designed to correct burst errors can be thought of as an error-

wise UEP code. For example, single-error-correcting/double-error-detecting/double-adjacent-

error-correcting (SECDED-DAEC) codes guarantee correction in the case of a single-bit error

or a double-bit error given that the erroneous bits are adjacent [47, 48]. Error-wise UEP

codes can also be useful when different sections of the codeword are stored in different chips

in computer hardware, in which case a faulty chip only causes errors on a specific subsection

of the codeword [49, 23].

In this work, we focus on UMP, i.e., message-wise UEP, in which specific messages
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have extra protection from errors. In this setting, Broade et al. used an information-

theoretic approach to prove that it is possible to encode many special messages, even at

rates approaching the channel capacity [50].

Shkel et al. [51] also examine the UMP problem. The main distinction between their work

and ours is that they are concerned with producing information-theoretic bounds (achiev-

ability and converse) for such codes with average and maximal error probability over a

probabilistic channel. Shkel et al. follow the line of work considered in Broade et al., but

they also look at the finite-length regime by applying the finite blocklength framework from

Polyanski et al. [52] to the UMP setting. Nevertheless, theirs is a different setting compared

to ours: we are interested in adversarial, not probabilistic, errors and we wish to produce

short, explicit non-randomized code constructions.

Our approach also complements recent research on data compression in cache and main

memory systems, an emerging topic that aims to meet the energy and storage demands

brought upon by the exponential growth of produced data. Techniques include frequent value

compression [6], frequent pattern compression [7], and base-delta-immediate compression

[24]. These techniques add considerable complexity and overhead that may not always

be tolerable; they nevertheless clearly demonstrate that there is a tremendous amount of

correlation and redundancy inherent in the data used in main memory systems, which we

seek to capitalize on, not for compression, but instead for resilience. This inherent data

correlation is a key factor allowing our UMP coding framework to be innovative and useful.

This chapter contributes to a growing body of work that aims to exploit intrinsic source

redundancy using coding techniques; e.g., Jiang et al. uses machine learning methods

and the inherent redundancy in language-based sources to improve the rate of Polar codes

and the performance of LDPC codes for non-volatile memories, [53, 54, 55]. This chapter

also contributes to the classical topic of joint source-channel coding, in which a single en-

coder/decoder scheme is used to combine source and channel coding [56, 57]. Lastly, UMP

is related to the red alert problem, in which a specific message not only requires a small
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probability of missed detection, but also a small probability of false alarm [58]. In this work,

we are not concerned with mitigating false alarms of our special messages.

3.2.2 Notation and Definitions

A code C is a subset of {1, 2, . . . , q}n, where q ≥ 2 is the alphabet size and n is the code

length. We set M = |C| to be the cardinality of the code. As usual, for linear block codes

the parameter k is the code dimension (so that M = qk messages can be represented). Code

C has minimum distance d if d = minx,y∈C,x 6=y dH(x,y), where dH is the Hamming distance.

If C has minimum distance d, it can correct t = b(d − 1)/2c errors. We use the standard

(n, k, d) notation to denote code length, dimension, and minimum distance parameters. We

use d(C) as shorthand for the minimum distance of C. In this chapter, logarithms are base

2.

When discussing the inputs and outputs to a channel, let m be the original message, c be

the transmitted codeword, c be the received (possibly erroneous) vector, ĉ be the decoded

codeword, and m̂ be the final de-mapped message. Let ei represent the error-vector with

0’s at every index except index i, which has a value of 1. We use MATLAB-like notation to

refer to parts of matrices, e.g., H(:, j) is the jth row of H.

When dealing with cyclic codes, let α be a primitive element in GF(2p), p ≥ 1, where

the code length is n = 2p − 1, and let φi(x) be the minimum polynomial of αi.

We partition the M codewords into the sets Mi, where the codewords in Mi have the

property that they are guaranteed to be correctable in the presence of up to (and not more

than) i errors. Additionally let Mi = |Mi|. The values of i will depend on the code at

hand. For example, the UMP alternative to the extended Hamming code partitions the M

codewords into the setsM1 andM2, in such a way that M2 is maximized.

The basic approach in our UMP constructions involves the use of subcodes, in which

every codeword in the subcode—the special codewords—is a member of a larger, overall

code. All codewords not in the subcode are considered to be the normal codewords. There
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are two key points worth noting about the code design. First, the overall code should not

be a perfect code, i.e., there should be received (erroneous) vectors that are not inside the

Hamming sphere of any codewords. This allows us to increase the Hamming spheres around

our special codewords in order to capture these erroneous vectors. For example, if our overall

code is a Hamming code—a perfect code—then increasing the Hamming spheres around any

choice of special codewords would necessarily eliminate the single-error-correction guarantees

of some of the normal codewords. However, the extended Hamming code is thus a quasi-

perfect code and is a suitable choice for the overall code. Second, the subcode property of

our coding framework must be designed at the generator matrix as opposed to the parity-

check matrix. With the subcode structure explicitly represented in the generator matrix, we

can encode our choice of special messages in a straightforward manner. Narrow-sense BCH

codes are nested (have subcodes that are also BCH codes); however, the subcode structure

is traditionally explicitly embedded in the parity-check matrix.

As an initial upper bound on the number of special codewords for our UMP parameters,

we use the sphere-packing bound (also known as the Hamming bound). For a code C, we

can rewrite the sphere-packing bound as a function of the radii of the Hamming spheres (as

opposed to the minimum distance of the code):

|C| ≤ qn∑
j:Mj 6={∅}Mj

∑j
`=0

(
n
`

)
(q − 1)`

.

Depending on the code at hand, we fix n, k, and the desired codeword partitions, in order

to derive an upper bound on the number of special codewords. However, the sphere-packing

bound bound is naïve in the sense that it does not take into account the geometry of the

codespace. In Section 3.5, we derive a more sophisticated bound building upon Delsarte’s

linear programming bound [59].

3.3 Parity-Check UMP Alternative: (sm)SEC
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3.3.1 Basic Properties

The single-bit parity-check code is a simple code that ensures every codeword has even

weight. As a result, the minimum distance of the code is 2 and any single-bit error is

detectable. A single-bit parity-check code is often systematic, but it can also be employed

as the equivalent cyclic redundancy check CRC-1 code. In our UMP alternative, we give up

single-error-detection for special message single-error-correction: (sm)SEC. We partition the

M codewords into the setsM0 andM1. Note that the codewords inM0 are still uniquely

decodable in the presence of no errors, i.e., the code mapping is injective.

Definition 1. A (k+1, k) (sm)SEC code is a code whose codewords are partitioned intoM0

andM1 with the following minimum distance properties:

min
x,y∈M0,x 6=y

dH(x,y) ≥ 1, (3.1)

min
x∈M0,y∈M1

dH(x,y) ≥ 2, (3.2)

min
x,y∈M1,x 6=y

dH(x,y) ≥ 3. (3.3)

Let us examine a very simple partition of the (5, 4) single-bit parity-check code.

Example 1. C =M0 ∪M1 is an (5, 4) (sm)SEC code:

M0 = {(00011), (00101), (00110), (01001),

(01010), (01100), (01111), (10001),

(10010), (10100), (10111), (11000),

(11011), (11101)},

M1 = {(00000), (11110)}.

Note that the partition in the above example meets the minimum distance requirements

for a (sm)SEC code. Any received vector that is Hamming distance 1 away from a codeword
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in M1 will be decoded to that codeword. The expansion of the Hamming spheres around

the special codewords eliminates the single-error detection guarantee for codewords inM0;

however, note that detection is still possible in many cases, just not guaranteed for all cases.

For example, an error is detected if the transmitted and received words are c = (00011) and

c = (00111). Additionally, note that there is no possible partition of the (5, 4) single-bit

parity-check code that results in an (sm)SEC code with M1 > 2. However, the following

example demonstrates that we can construct a nonlinear code that has a higher number of

special codewords.

Example 2. C =M0 ∪M1 is a (5, 4) (sm)SEC code:

M0 = {(11010), (11001), (10110), (10101),

(01110), (01101), (10011), (01011),

(10010), (01010), (10001), (01001), (11111)},

M1 = {(00000), (11100), (00111)}.

To arrive at an initial upper bound on the number of possible special messages in a

(sm)SEC code, we use the sphere-packing bound as follows (|Bi| is the size of a Hamming

sphere with radius i):

M0|B0|+M1|B1| ≤ 2n

=⇒ (2k −M1) +M1(n+ 1) ≤ 2n

=⇒ (2k −M1) +M1(k + 2) ≤ 2k+1

=⇒ M1 ≤
2k

k + 1 . (3.4)

A comparison between the sphere-packing bound and our code constructions is provided

later in Table 3.1.
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3.3.2 Explicit Construction

Assume our message size, k, is a power of 2. The general strategy for this construction will

be to use a shortened version of the extended Hamming code as the subcode of a single-bit

parity-check code. Essentially, we are replacing some of the rows of the generator matrix

for the single-bit parity-check code with those from a Hamming code, so that the submatrix

and overall matrix have the desired minimum distance properties.

We begin the construction of our (k+ 1, k) (sm)SEC code by first creating the generator

matrix for the smallest Hamming code whose dimension is larger than k; since k is a power of

2, this is the (2k− 1, 2k− log(k)− 2) Hamming code. Let φi(x) be the minimum polynomial

of αi, where α is a primitive element of GF(2k). The generator polynomial for the associated

Hamming code is simply g1(x) = φ1(x). Let G′1 be the generator matrix whose rows are

formed, as is usual with cyclic codes, by cyclic shifts of the coefficients of the generator

polynomial.

We now shorten G′1 from a (2k− log(k)− 2)× (2k− 1) matrix to a (k− log(k)− 1)× k

matrix. This is accomplished by expurgating and puncturing the bottom k − 1 rows and

the right k− 1 columns, respectively, yielding the following generator matrix for a shortened

Hamming code:

G1 =



g1(x)

xg1(x)

x2g1(x)
...

xk−log(k)−2g1(x)


. (3.5)

Now we turn our attention to the overall code. We will add an overall parity-bit at a later

step, so the generating polynomial for the remaining rows is simply the identity function.
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At this stage, the remaining rows of the overall code are represented by

G0 =



xk−log(k)−1

xk−log(k)

xk−log(k)+1

...

xk−1


. (3.6)

Let C1 and C0 be the codes represented by G1 and G0, respectively. At this point,

we have d(C1) = 3 and d(C0) = 1, thus the addition of an overall parity bit increases each

minimum distance by 1. Our final generator matrix for our (sm)SEC code is simply a vertical

concatenation of matrices G1 and G0, extended with an overall parity bit (simply a ‘1’ at

the end of each row since each row has odd weight).

Construction 1. With G1 and G0 defined in (3.5) and (3.6), respectively, we define the

overall generator matrix:

G =

G0 1

G1 1

 .
Here and elsewhere in the paper, 1 represents a column vector of all 1’s, of appropriate

dimension dictated by the number of rows of the submatrix it is appended to. We place G0

above G1 so that the special mapping, explored further in Section 3.6, is more convenient.

Theorem 1. LetM1 be the set of codewords corresponding to the set of messages that begin

with log(k) + 1 0’s. Then, G, from Construction 1, is the generator matrix for a (k + 1, k)

(sm)SEC code.

Proof. We prove that the three conditions in Definition 1 are satisfied when the special

messages are those that begin with log(k) + 1 0’s.

First, note that the special messages are only non-zero for values which multiply [G1|1]

in the encoding step. Since G1 is the generator matrix for a shortened Hamming code,
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Condition 3.3 is trivially satisfied.

For Condition 3.1 to be true, we need each of the 2k messages to be encoded into unique

codewords, i.e., if m1G = c and m2G = c, then m1 = m2. For this property to hold, we

simply need the rows of G to be linearly independent. Individually, it is evident that G0

and G1 each have linearly independent rows. Let G̃ denote G without the final column

of 1’s. Note that G0 can be expressed as [0|I], where the identity matrix I has dimensions

(log(k)+1)×(log(k)+1). Thus, to show that G̃ has linearly independent rows, it is sufficient

to show that no linear combination of rows in G1 results in a vector whose weights are entirely

in the final log(k) + 1 bits. For a (k + 1, k) (sm)SEC code, the generator polynomial in G1

is written as g1(x) = φ1(x) = 1 + x + x(log(k)+1). Since each row is a cyclic shift of g1(x),

any combination of rows necessarily contains weights that span at least log(k) + 2 bits.

Condition 3.3 is satisfied since G̃ has linearly independent rows (the addition of the final 1’s

column does not affect this property).

Finally, given that Condition 3.1 is true, it is obvious that Condition 3.2 also holds since

each row in G has even weight.

Corollary 1. Using G from Construction 1 with the mapping from Theorem 1, there are

2k−(log(k)+1) special messages, i.e., M1 = 2k−(log(k)+1).

In order to gauge the number of special messages of an (sm)SEC code, we introduce the

following definition.

Definition 2. An (sm)SEC code, with M1 special messages, is bitwise optimal if there does

not exist an (sm)SEC code with

2dlog(M1)e+1

or more special messages.

Comparing Corollary 1 to the sphere-packing bound in Equation (3.4), we arrive at the

following result concerning the optimality of our (sm)SEC construction.
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Corollary 2. The code in Construction 1 is a bitwise optimal (sm)SEC code.

Proof. We calculate the difference between the maximum number of information bits for M1

from sphere-packing bound and the number of information bits for M1 in our construction

as follows:

log
(

2k

k + 1

)
− log

(
2k−(log(k)+1)

)
= k − log(k + 1)− (k − log(k)− 1)

= log
(

k

k + 1

)
+ 1 < 1,

for positive values of k.

As a concrete example, let us briefly walk-through the construction of the (33, 32)

(sm)SEC code. We first construct the cyclic generator matrix for the (63, 57) Hamming

code. Let α be a primitive element of GF(26) such that 1 + x + x6 = 0, then our generator

polynomial is simply g1(x) = φ1(x) = 1 +x+x6. We create the matrix G1 and then shorten

the code to (32, 26). Above it we add a 6 × 6 identity matrix, padded on the left with 0’s,

i.e., we concatenate 06×2616×6 on top of G1. Lastly, we add a column of 1’s.

Note that due to our even-parity construction, we have

min
x,y∈M1,x 6=y

dH(x,y) ≥ 4.

Thus, our special codewords also have the property of double-error-detection.

3.3.3 Decoding

The decoding process for a (sm)SEC code is relatively simple. A slight caveat is that the

overall code is not systematic. Thus, to retrieve m̂ from ĉ requires a de-mapping, which is

accomplished by using the right pseudoinverse of G as follows: ĉG−1 = m̂.
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The cyclic construction of G1 was helpful for the proof of Theorem 1, but in practice

we convert G1 to a systematic form by using elementary row operations, and easily obtain

the corresponding parity-check matrix H1. Note that we don’t need an overall H since the

overall code is simply a single-bit parity-check.

There are three possible events in the decoding process. First, if the received vector c

has even weight, then it is a valid codeword and we declare ĉ = c. Second, if the syndrome

s = HcT is equal to column j in H1, then we flip the jth bit in c, i.e., ĉ = c + ej. Lastly, if

s is non-zero and is not equal to a column in H1, then we declare a DUE, i.e., there was no

special message reachable from an erroneous vector with a single bit-flip.

3.3.4 SED-(sm)SEC

Recall that for the (sm)SEC code we give up the single-error detection guarantee. This loss

in protection might cause the trade-off to be undesirable for certain systems. However, we

can extend the (sm)SEC code by a single redundancy bit in order to guarantee SED for

normal codewords. The minimum distance requirements for SED-(sm)SEC are as follows.

Definition 3. A (k + 2, k) SED-(sm)SEC code is a code whose codewords are partitioned

intoM0 andM1 with the following minimum distance properties:

min
x,y∈M0,x 6=y

dH(x,y) ≥ 2, (3.7)

min
x∈M0,y∈M1

dH(x,y) ≥ 3, (3.8)

min
x,y∈M1,x 6=y

dH(x,y) ≥ 3. (3.9)

Using Construction 1, from the previous subsection, we meet the above requirements

with the addition of a single bit that takes the value of 1 for normal messages and a value

of 0 for special messages. The redundancy bit is simple to implement as it is just the logical

NOR of the first log2(k) + 1 bits in the message.
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Comparing Definitions 1 and 3, notice that the requirements from Conditions (3.1) and

(3.2) increase by 1 while the requirement from Condition (3.3) remains the same. With the

addition of the nonlinear redundancy bit, it is obvious that any code satisfying (3.2) now

satisfies (3.8). While the nonlinear parity bit does not affect (3.1), our (sm)SEC code from

the previous subsection already satisfies (3.7) as it is an even weight code.

The sphere-packing bound requires modification to be applicable to the SED-(sm)SEC.

Each special codeword still has (n + 1) n-dimensional points within its Hamming sphere.

However, each point at a distance 1 away from a normal codeword is a distance 1 away from

at most n normal codewords. Each of these points can be thought of as being shared by at

most n normal codewords. Thus, each normal codeword has a claim to at least (1/n)n = 1

points (not including itself). Our modified sphere-packing bound is as follows:

2M0 + (n+ 1)M1 ≤ 2n

=⇒ 2(2k −M1) +M1(k + 3) ≤ 2k+2

=⇒ M1 ≤
2k+1

k + 1 . (3.10)

The decoding process is slightly more involved than that of the (sm)SEC code so it

is presented in algorithmic form. Let c represent the received codeword, not including

the nonlinear redundancy bit, and let η represent the value of that bit. Additionally, let

s1 = H1
T c.

Algorithm 3 Decoding algorithm for the SED-(sm)SEC code
1: if wt(c) = 0 (mod 2) then
2: ĉ← c
3: else if η = 0 and s1 = H1(:, j) then
4: ĉ← c + ej

5: else
6: Declare DUE
7: end if

Even though for decoding purposes it is useful to view the nonlinear redundancy bit in
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a unique light, it is not given a special channel and it is susceptible to a bit-flip in the same

manner as any other bit in the codeword.

3.4 Hamming Code UMP Alternative: SEC-(sm)DEC

The extended Hamming code is a single-error-correcting/double-error-detecting (SECDED)

code. We give up the universal DED guarantee in favor of granting special codewords

double-error-correction (DEC). We thus partition the M codewords into the sets M1 and

M2. We call such a code a SEC-(sm)DEC (single-error-correcting/special-message-double-

error-correcting) code. It is convenient to formally define the code in terms of the minimum

Hamming distances between pairs of codewords.

Definition 4. A SEC-(sm)DEC code is a code whose codewords are partitioned into M1

andM2 with the following minimum distance properties:

min
x,y∈M1,x 6=y

dH(x,y) ≥ 3, (3.11)

min
x∈M1,y∈M2

dH(x,y) ≥ 4, (3.12)

min
x,y∈M2,x 6=y

dH(x,y) ≥ 5. (3.13)

We present the following simple example; we use the same codewords from the (8, 4)

extended Hamming code, but we consider the Hamming sphere around the all-1’s codeword

and the all-0’s codeword to have radius 2.

Example 3. C =M1 ∪M2 is an (8, 4) SEC-(sm)DEC code:

M1 = {(11100001), (10011001), (01010101), (00101101),

(00110011), (01001011), (10000111), (01111000),

(10110100), (11001100), (11010010), (10101010),

(01100110), (00011110)},
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M2 = {(00000000), (11111111)}.

Our objective is to fully partition the code into the setsM1 andM2 and maximize M2.

That is, we require that every codeword is correctable given a single error, and we seek to

maximize the number of codewords that are correctable in the presence of up to two errors.

To arrive at an upper bound on the number of possible special messages we use the

sphere-packing bound as follows:

M1|B1|+M2|B2| ≤ 2n

=⇒ (2k −M2)
1∑

j=0

(
n

j

)
+M2

2∑
j=0

(
n

j

)
≤ 2n

=⇒M2 ≤
2n − 2k(n+ 1)(

n
2

) . (3.14)

The resulting bound is intuitive: there are 2n − 2k(n + 1) points outside of the radius-1

Hamming spheres, which can become radius-2 Hamming spheres with the addition of
(

n
2

)
points. While the SEC-(sm)DEC code is meant as a direct alternative to the SECDED code,

the above bound makes sense for any code with parameters (n, k) with a redundancy level

in between the respective Hamming code and t = 2 BCH code.

3.4.1 Explicit Construction

Once again, we assume our message length, k, is a power of 2. Thus, our SEC-(sm)DEC code

has parameters (k+log(k)+2, k). We take a similar approach to the (sm)SEC construction,

but here the subcode is an extended t = 2 BCH code and the overall code is an extended

Hamming code.

We first begin by creating the narrow-sense t = 2 BCH code with parameters (2k−1, 2k−

2 log(k) − 3). The generator polynomial for the BCH code is g2(x) = LCM{φ1(x), φ3(x)},

used to generate G′2.
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Similarly to the previous case, we shorten G′2 from a (2k−2 log(k)−3)× (2k−1) matrix

to a (k − log(k) − 1) × (k + log(k) + 1) matrix. This is accomplished by expurgating and

puncturing the bottom k− log(k)−2 rows and the right k− log(k)−2 columns, respectively,

yielding the following generator matrix for a shortened BCH code:

G2 =



g2(x)

xg2(x)

x2g2(x)
...

xk−log(k)−2g2(x)


. (3.15)

We build the additional log(k) + 1 rows using g1(x) = φ1(x), the generator polynomial

for the corresponding Hamming code:

G1 =



xk−log(k)−1g1(x)

xk−log(k)g1(x)

xk−log(k)+1g1(x)
...

xk−1g1(x)


. (3.16)

We combine the matrices as before:

Construction 2. With G2 and G1 defined in (3.15) and (3.16), respectively, we define the

overall generator matrix:

G =

G1 1

G2 1

 .
An example of Construction 2 is shown in Figure 3.1, with G2 converted to systematic

form for easier usage in practical systems. As with the (sm)SEC case, we have the following

theorem and lemma.

Theorem 2. Let M2 be the set of codewords corresponding to the set of messages that
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Figure 3.1: The generator matrix G for our (39, 32) SEC-(sm)DEC code. The white and
black squares represent 1s and 0s, respectively. Note that G2 has been converted to system-
atic form.

begin with log(k) + 1 0’s. Then, G, from Construction 2, is the generator matrix for a

(k + log(k) + 2, k) SEC-(sm)DEC code.

Proof. Similarly to the proof of Theorem 1, we need to prove that the conditions in Def-

inition 3 are satisfied when the special messages are those that begin with log(k) + 1 0’s.

Since G2 is the generator matrix of a shortened t = 2 BCH code, it is trivially true that

Condition 3.9 is true.

Once again, let G̃ denote G without the final column of 1’s. Recall that g1(x) = φ1(x)

and g2(x) = LCM{φ1(x)φ3(x)}. Since φ1(x) and φ3(x) are irreducible and distinct, we have

g2(x) = φ1(x)φ3(x). Thus, a vector is a codeword of G̃ (in polynomial form) if and only if it

is divisible by φ1(x); hence, G̃ is the generator matrix for a shortened Hamming code with

minimum distance 3 and Condition 3.7 is satisfied. The addition of the column of 1’s makes

every row have even weight, and thus Condition 3.8 is also true.

Corollary 3. Using G with the mapping from Theorem 1, there are 2k−(log(k)+1) special

messages, i.e., M2 = 2k−(log(k)+1).
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Table 3.1: Special Messages (measured in bits)

Sphere-Packing Bound
Message Bits (k) Constructions 1 & 2 (sm)SEC SED-(sm)SEC SEC-(sm)DEC

4 1 1.68 2.68 2
8 4 4.83 5.83 5.88
16 11 11.91 12.91 13.51
32 26 26.96 27.96 28.93
64 57 57.98 58.98 60.20

Similarly to Section 3.3.2, due to our even-parity construction, we have

min
x,y∈M2,x 6=y

dH(x,y) ≥ 6.

Thus, our special codewords also have the triple-error-detection property.

3.4.2 Decoding

As with the previous code, we focus on decoding ĉ from the received vector c; an additional

de-mapping step with the pseudoinverse of G is required to arrive at m̂. We convert [G2|1]

into systematic form, using elementary row operations, to easily retrieve the associated

parity-check matrix, H2. Additionally, we convert G into systematic form to retrieve the

overall parity-check matrix H. Note that converting G to systematic form destroys the

explicit subcode partition in G, however, the associated parity-check matrix H can still be

used to correct single-bit errors.

Let s = HT c and s2 = H2
T c. The following pseudocode outlines the logical flow of the

decoding process.
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Algorithm 4 Decoding algorithm for the SEC-(sm)DEC code
if s = 0 then

ĉ← c
else if s = H(:, j) then

ĉ← c + ej

else if s2 = H2(:, j) + H2(:, i) then
ĉ← c + ej + ei

else
Declare DUE

end if

The process above outlines the correct order of steps in the decoding process. There are

a variety of physical implementations and algorithms to choose from for the BCH decoding

process for the step involving H2.

3.4.3 SECDED-(sm)DEC

As in Section 3.3.4, we can use an additional nonlinear parity bit to create a code strictly

better than the base code, i.e., not giving up the double-error detection guarantee for any

codewords. The minimum distance requirements for SECSED-(sm)DEC are as follows.

Definition 5. A (k+ log(k) + 3, k) SECDED-(sm)DEC code is a code whose codewords are

partitioned intoM1 andM2 with the following minimum distance properties:

min
x,y∈M1,x 6=y

dH(x,y) ≥ 4, (3.17)

min
x∈M0,y∈M1

dH(x,y) ≥ 5, (3.18)

min
x,y∈M1,x 6=y

dH(x,y) ≥ 5. (3.19)

Using Construction 2, we meet the above requirements with the addition of a single bit

that takes the value of 1 for normal messages and a value of 0 for special messages. As

before, the redundancy bit is simple to implement as it is just the logical NOR of the first

log2(k) + 1 bits in the message. The nonlinear parity-bit only the distances between normal
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and special codewords, thus only affecting Condition 3.18; Conditions 3.17 and 3.19 were

already satisfied by our original Construction 2.

3.5 Upper Bound on Special Codewords

We first recap our current results with Table 3.1, which compares the number of special

messages for our constructions with their respective sphere-packing bounds. Each row is

indexed by a value of k, and the second column represents the results from Corollaries 1 and

3. The third column helps to demonstrate Corollary 2, that the (sm)SEC code is bitwise

optimal.

For traditional codes, the sphere-packing bound is not the tightest upper bound available

in either the finite-length or asymptotic regimes. A better bound is provided in both cases

by Delsarte’s linear programming (LP) bound [59]. The LP bound considers the distance

distribution vector g = (g0, g1, g2, . . . , gn), where

gi = |{(x,y) : x,y ∈ C, dH(x,y) = i}|/|C|.

All values of gi are nonnegative, g0 = 1, and gi = 0 for 1 ≤ i < dmin. The remaining

condition in the LP bound is gQ ≥ 0, where Q is the so-called second eigenmatrix of the

Hamming association scheme on Fn
2 . Delsarte showed that Q can be formed by the relation

Qi,j = Kj(i), with the Krawtchouk polynomial defined as

Kk(x) =
k∑

j=0
(−1)j

(
x

j

)(
n− x
k − j

)
. (3.20)

Clearly, we have that ∑n
i=0 gi = |C|, and thus maximizing ∑n

i=0 gi also maximizes the size of

the code.

We are ready to introduce our modified bound, first for the SEC(sm)DEC class of codes.

For our purposes, we have two classes of codewords, regular codewords and special codewords,
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Table 3.2: SEC-(sm)DEC Upper Bounds on log(M2)

(n,k) Sphere-Packing Bound Programming Bound
(14, 8) 7.11 7.00
(15, 8) 8.09 7.99
(23, 16) 14.72 14.56
(24, 16) 15.74 15.56
(25, 16) 16.90 16.00

and we create three separate distance distribution vectors. Distance distribution vectors a,b,

and c contain distances between two regular codewords, one regular codeword and one special

codeword, and two special codewords, respectively:

ai = |{(x,y) : x,y ∈M1, dH(x,y) = i}|/|C|,

bi = |{(x,y) : x ∈M1,y ∈M2 or

x ∈M2,y ∈M1, dH(x,y) = i}|/|C|,

ci = |{(x,y) : x,y ∈M2, dH(x,y) = i}|/|C|.

Recall that our goal is to maximize M2. Summing over all the entries in c, we have:

n∑
i=0

ci = (M2)2

|C|
=⇒ M2 =

√√√√2k
n∑

i=0
ci,

and thus, for given n and k, our objective function is to maximize ∑n
i=0 ci. Note that a, c,

and a + b + c are valid (scaled) distance distribution vectors of codes. Due to the multiple

distance distribution vectors, there are a number of substantial differences in the constraints

of our programming bound and those from Delsarte’s LP bound.

We first establish inequality constraints. Our first three inequality constraints are aQ ≥ 0,

cQ ≥ 0, and (a + b + c)Q ≥ 0, where Q is the same eigenmatrix based on the Krawtchouk

polynomial in Equation 3.20. Similarly to the LP bound, we require all ai, bi and ci to be

nonnegative.

We now establish the equality constraints. We have ∑n
i=0 bi = 2M1M2

|C| . Thus our total
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codewords condition is:

n∑
i=0

(ai + bi + ci) = (M1)2 + 2M1M2 + (M2)2

|C|
= |C|

2

|C|
= 2k.

Due to the minimum Hamming distances in the distribution vectors, we have ai = 0 for

1 ≤ i ≤ 2, bi = 0 for 0 ≤ i ≤ 3 and ci = 0 for 1 ≤ i ≤ 4. Additionally, since a0 = M1/|C|

and c0 = M2/|C|, we have that a0 + c0 = 1.

So far, we have constructed a linear program, i.e., the objective function as well as all

the constraints are all affine functions. Unfortunately, while the condition a0 + c0 = 1 is

necessary, it is not specific enough to guarantee a solution consistent with our distribution

vector definitions. We require an extra condition on ai and ci, as follows:

a0 =M1

2k
=⇒ 2k(a0)2 −

n∑
i=0

ai = 0,

c0 =M2

2k
=⇒ 2k(c0)2 −

n∑
i=0

ci = 0.

This equality constraint is not affine, and thus our program is no longer a convex optimiza-

tion. However, given the smoothness of our quadratic constraints, there are many efficient

optimization techniques for this nonlinear program (NLP) [60].

Theorem 3. For an (n, k) SEC-(sm)DEC code, we have

M2 ≤
√

2k
∑n

i=0 c
∗
i ,
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where c∗ is the solution to the following nonlinear program:

maximize:
n∑

i=0
ci subject to:

Inequality Constraints Equality Constraints

a ≥ 0, ai = 0, 1 ≤ i ≤ 2,

b ≥ 0, bi = 0, 0 ≤ i ≤ 3,

c ≥ 0, ci = 0, 1 ≤ i ≤ 4,

aQ ≥ 0, a0 + c0 = 1,

cQ ≥ 0,
n∑

i=0
(ai + bi + ci) = 2k,

(a + b + c)Q ≥ 0, 2k(a0)2 −
n∑

i=0
ai = 0,

2k(c0)2 −
n∑

i=0
ci = 0.

The NLP bound correctly returns infeasible solution for any parameters (n, k) with less

redundancy than the associated Hamming code. Additionally, for any (n, k) with more

redundancy than the associated t = 2 BCH code, the program correctly returns M2 = 2k.

Only the first three equality constraints need to be changed to arrive at the (sm)SEC

and SED-(sm)SED programs. The individual equality constraints for the (sm)SEC program

are

bi = 0, 0 ≤ i ≤ 1,

ci = 0, 1 ≤ i ≤ 2.

Note that ai is not forced to be 0 for any value. Similarly, the individual equality constraints

for the SED-(sm)SEC program are

ai = 0, i = 1,

bi = 0, 0 ≤ i ≤ 2,
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ci = 0, 1 ≤ i ≤ 2.

Our NLP bound does not improve on the sphere-packing bound when we use the minimum

number of redundancy bits required for our UMP constructions. However, we do obtain

tighter bounds with the usage of additional redundancy bits.

For example, with k = 16 message bits, the optimal SECDED code has parameters

(22, 16, 4), and the optimal DEC code has parameters (26, 16, 5). Codes with lengths in

between these are largely unexplored since the minimum distance of the code cannot increase

from 4 to 5. However, since we are interested in more than just the overall minimum distance

of the code, it is useful to obtain bounds on the number of special messages for these code

parameters as well. Table 3.2 provides the NLP results for the SEC-(sm)DEC codes with

parameters in between SECDED and DEC for k = 8 and k = 16.

3.6 Special Mapping Strategies and Results in Random-Access

Memories

Now that we have established the code constructions and bounds, we switch our focus toward

their practical usage in real-life systems. Data or instructions stored in memory are generally

structured. Data in memory is usually low-magnitude signed or unsigned data of a certain

data type. These low magnitude values get inefficiently represented by fixed size data type,

for e.g., a 4-byte integer type used to represent values that usually need only 1-byte. This

means in most cases the MSBs would be a leading pad of 0’s or 1’s. Also, frequencies of

instructions in most applications follow a power-law distribution [10]; some instructions are

much more frequently accessed than the other instructions. If the opcode, which primarily

determines the action taken by the instruction for a certain instruction set architecture (ISA),

is for example, the first x bits, then the relative frequency of the opcodes of the common

instructions are high. Thus, most instructions in the memory would have the same prefix of
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Table 3.3: Fraction of Special Messages per Benchmark within Suite

32-bit Architecture 64-bit Architecture
Most Freq. 2 opcode First 6 bits are 0 Most Freq. opcodes First 7 bits are 0
(Instruction Memory) (Data Memory) (Instruction Memory) (Data Memory)

Suite Max Mean Max Mean Max Mean Max Mean
AxBench 0.51 0.46 0.92 0.86 0.27 0.26 0.89 0.82
SPEC CPU2006 0.56 0.37 0.99 0.89 0.31 0.22 0.99 0.60

x-bits.

We collected dynamic memory access traces of various benchmarks that were compiled

for both the 64-bit and 32-bit RISC-V instruction sets v2.0 and analyzed them to determine

the most frequent opcodes (in instruction memory) and the relative frequency of common

patterns (in data memory) over the entire suite; the results are shown in Table 3.3. We

find that the distribution of opcodes is highly asymmetric—the two most frequent instruc-

tions, LOAD and OP-IMM [61], comprise an average of 51% and 56% of the instructions in

the AxBench [39] and SPEC CPU2006 suites, respectively. For data memory the major-

ity of stored vectors begin with a run of 0’s consistently throughout each benchmark (as

demonstrated by the low variance values).

Due to the popularity of (39, 32) SECDED codes in byte-oriented architecures, we seek

a (39, 32) SEC-(sm)DEC coding framework that efficiently maps special messages of our

choice to special codewords. For a (39, 32) SEC-(sm)DEC code formed via Construction 2,

Lemma 3 yields log(M2) = 26. There are two natural choices for our special messages. First,

since there are 25 non-opcode bits in the message, we are able to offer DEC protection to 2

opcodes and all of their associated messages. Alternatively, we can offer full DEC protection

to any message beginning with a run of 0’s of length at least 32 − 26 = 6 bits. Similarly,

for the (72, 64) SEC-(sm)DEC code, Lemma 3 yields log(M2) = 57. Thus, we offer DEC

protection to the single most likely opcode (and associates messages), or alternatively, to

any message whose first 7 bits are 0’s.

Using the same number of redundancy bits as the SECDED code, our SEC-(sm)DEC cod-

ing scheme offers full DEC protection to special messages based on a customizable mapping
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scheme. Depending on the user goal, our construction could lead to system-level benefits

such as less frequent checkpoints in supercomputers and decreased risk of catastrophic fail-

ure from erroneous special messages. Our results indicate that the (39, 32) SEC-(sm)DEC

scheme can improve the overall failure rate (in systems were DUEs are critical) by up to 9x

with no additional redundancy using the leading run of 0’s mapping technique.

Implementing SEC-(sm)DEC coding would requires changes to the hardware that already

supports SECDED. The encoding latency and energy when writing to the memory are almost

identical for the two protection schemes. The decoding requires an additional clock cycle for

the non-special messages in the case of SEC-(sm)DEC. This is because for SEC-(sm)DEC,

the first 6-bits of a 32-bit message is non-systematic. For special messages, this first 6-bits

is the special prefix that is known and hence, the trailing systematic 26-bits can simply be

truncated from the received message when there is no error and the special prefix can be

added to construct the original message. However, for non-special messages the first 6-bits

is not known and hence, the entire received codeword needs to be go through an additional

cycle of matrix multiplication to retrieve the original message. An additional cycle latency

while reading from the main memory would have minimal impact on the performance of the

system.

3.7 Concluding Remarks

In this chapter, we studied a practical class of UMP codes, introduced bounds on code

cardinality, created explicit constructions based on subcodes, and provided motivating ap-

plications based on real data. Our UMP codes provide advantageous direct alternatives to

very popular codes such as the single-bit parity-check code and the SECDED code.
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CHAPTER 4

Coding for Burst Deletions in DNA Storage

4.1 Introduction

The explosion in the amount of data being generated and stored has led to novel challenges

in data storage technologies. One key aspect is archival storage, that is, storage devices that

are required to hold on to data for a very long amount of time, but are written to relatively

rarely. Such devices require a large capacity and excellent durability. These features are

difficult to find in many modern memories, leading to proposals and experimentation with

molecular storage.

In fact, DNA offers a uniquely well-suited medium for archival storage [64, 65, 66]. DNA

itself is highly resilient, as shown by the fact that recently, a 700,000 year-old horse genome

was successfuly sequenced (read) [67]. DNA is also incredibly dense, with recent experimental

media reaching a density of 2 PB/gram [68]. The downside of DNA-based storage is that

writing requires performing the slow and expensive synthesis process, and even reading

requires sequencing. However, these issues are not critical in the archival storage domain.

With DNA storage, the information is stored in strands of nucleotides. The four nu-

cleotides are cytosine, guanine, adenine, and thymine (CGAT); thus information is stored in

4-ary sequences. Writing is performed through DNA synthesis, that is, the process of con-

structing the desired strands. There are a variety of synthesis methods; one such example is

chemical oligonucleotide synthesis, first developed in the 1950’s.
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The reading process is known as sequencing. Long strands of nucleotides cannot be read

in a single shot. Instead, sequencing devices read short fragments of contiguous nucleotides.

A large number of fragments is collected; afterwards, the fragments must be stitched together

to read the original sequence. This process has motivated a large amount of recent research

into assembly and reconstruction algorithms, seeking to answer, for example, the minimum

number of fragments that must be read, the smallest amount of overlap, and the most

efficient algorithm required for successful assembly [69, 70, 71, 72].

There have been multiple generations of sequencing technologies. These technologies

typically trade-off accuracy for efficiency. For example, modern, third-generation sequencers

offer longer reads, but also induce more exotic errors. In addition, sequencers are not the

only source of error: processes affecting the molecules themselves (e.g., mutations) also

produce errors. Naturally, these errors must be dealt with through error-correcting codes.

Although early work applied simplistic codes, an efficient data storage system necessitates

sophisticated codes tailored to the error profiles induced by specific synthesis and sequencing

technologies [73, 74, 75, 76].

In this chapter, we create codes to correct burst deletions, a type of error that arises in

nanopore sequencing technologies [77]. Additionally, even in traditional communication sys-

tems, symbols are often inserted or deleted due to synchronization errors. These errors can

be caused by a variety of disturbances such as timing defects or packet-loss. Constructing

codes that correct insertions or deletions is a notoriously challenging problem since a rela-

tively small number of edits can cause the transmitted and received sequences to be vastly

different in terms of the Hamming metric.

For disconnected, intermittent, and low-bandwidth environments, the problem of recov-

ering from symbol insertion/deletion errors becomes exacerbated [78]. From the perspective

of the communication systems, these errors manifest themselves in bursts where the errors

tend to cluster together. Our goal in this chapter is the study of codes capable of correcting

bursts of insertion/deletion errors. Such codes have many applications pertaining to the
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synchronization of data in wireless sensor networks and satellite communication devices [79].

In the 1960s, Varshamov, Tenengolts, and Levenshtein laid the foundations for codes

capable of correcting insertions and deletions. In 1965, Varshamov and Tenengolts created

a class of codes (now known as VT-codes) that is capable of correcting asymmetric errors

on the Z-channel [80, 81]. Shortly thereafter, Levenshtein proved that these codes can also

be used to correct a single insertion or deletion [82] and he also constructed a class of codes

that can correct two adjacent insertions or deletions [83].

The main goal of this chapter is to study codes that correct a burst of deletions which

refers to the deletion of a fixed number of consecutive bits (or symbols in the non-binary

regime). A code will be called a b-burst-deletion-correcting code if it can correct any deletion

burst of size b. For example, the codes studied by Levenshtein in [83] are two-burst-deletion-

correcting codes.

Establishing tight upper bounds on the cardinality of burst-deletion-correcting codes

is a challenging task since the burst deletion balls are not all of the same size. In [82],

Levenshtein derived an asymptotic upper bound on the maximal cardinality of a b-burst-

deletion-correcting code, given by 2n−b+1

n
. Therefore, the minimum redundancy of such a code

should be approximately log(n) + b− 1. Using the method developed recently by Kulkarni

and Kiyavash in [13] for deriving an upper bound on deletion-correcting codes, we establish

a non-asymptotic upper bound on the cardinality of b-burst-deletion-correcting codes which

matches the asymptotic upper bound by Levenshtein.

On the other hand, the best construction of b-burst-deletion-correcting codes, that we

are aware of, is Construction 1 by Cheng et al. [84]. The redundancy of this construction is

b(log(n/b+ 1)) and therefore there is still a significant gap between the lower bound on the

redundancy and the redundancy of this construction. One of our main results in this chapter

is showing how to improve the construction from [84] and deriving codes whose redundancy

is at most

log(n) + (b− 1) log(log(n)) + b− log(b), (4.1)
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which is larger than the lower bound on the redundancy by roughly (b− 1) log(log(n)).

This chapter is organized as follows. In Section 4.2, we define the common terms used

throughout the chapter and we detail the previous results that will be used as a comparison.

In particular, throughout this chapter, we analyze three models

1. a deletion burst of exactly b consecutive bits,

2. a deletion burst of at most b consecutive bits,

3. a non-consecutive deletion burst of size at most b (i.e, up to b deletions occur within a

block of b bits).

We also extend these definitions to insertions. In Section 4.2.3, we prove the equivalence

between correcting insertions and deletions in each of the three burst models studied in

the chapter. We dedicate Section 4.3 to deriving an explicit upper bound on the code

cardinality of b-burst-deletion-correcting codes using techniques developed by Kulkarni and

Kiyavash [13]. Note that in the asymptotic regime, our bound yields the bound established

by Levenshtein [82]. In Section 4.4, we construct b-burst-deletion-correcting codes with the

redundancy stated in Equation 4.1. Then, in Section 4.5, we extend the b-burst-deletion-

correcting code to the non-binary regime so as to be useful in coding for DNA storage. In

Sections 4.6 and 4.7, we present code constructions that correct a deletion burst of size

at most b and codes that correct a non-consecutive burst of size at most three and four,

respectively. Lastly, Section 4.8 concludes the chapter.

4.2 Preliminaries

4.2.1 Notation and Definitions

Let Fn
2 denote the set of all binary vectors (sequences) of length n. A subsequence of a

vector x = (x1, x2, . . . , xn) is formed by taking a subset of the symbols of x and aligning

them without changing their order. Hence, for m < n, any vector y = (xi1 , xi2 , . . . , xim) is a
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subsequence of x if 1 ≤ i1 < i2 < · · · < im ≤ n, and in this case we say that n−m deletions

occurred in the vector x and y is the result.

A run of length r of a sequence x is a subvector of x such that xi = xi+1 = · · · = xi+r−1,

in which xi−1 6= xi if i > 1, and if i+ r − 1 < n, then xi+r−1 6= xi+r. We denote by ρ(x) the

number of runs of a sequence x ∈ Fn
2 .

We refer to a deletion burst of size b when exactly b consecutive deletions have occurred,

i.e., from x, we obtain a subsequence (x1, . . . , xi, xi+b+1, . . . , xn) ∈ Fn−b
2 . Similarly, a deletion

burst of size at most b results in a subsequence (x1, . . . , xi, xi+a+1, . . . , xn) ∈ Fn−a
2 , for some

a ≤ b. More generally, a non-consecutive deletion burst of size at most b is the event

where within b consecutive symbols of x, there were some a ≤ b deletions, i.e., we obtain a

subsequence (x1, . . . , xi, xi+i1 , xi+i2 , . . . , xi+ib−a
, xi+b+1, . . . , xn) ∈ Fn−a

2 , for some a ≤ b, where

1 ≤ i1 < i2 < · · · < ib−a ≤ b.

The b-burst-deletion ball of a vector x ∈ Fn
2 , is denoted by Db(x), and is defined to be

the set of subsequences of x of length n − b obtained by the deletion of a burst of size b.

Similarly, D≤b(x) is defined to be the set of subsequences of x obtained from a deletion burst

of size at most b.

A b-burst-deletion-correcting code C is a set of codewords in Fn
2 such that there are no

two codewords in C where deletion bursts of size b result in the same word of length n− b.

That is, for every x,y ∈ C, Db(x) ∩Db(y) = ∅.

We will use the following terms for bursts of insertions, namely: insertions burst of size

(at most) b, b-burst-insertion ball, and b-burst-insertion-correcting code.

Throughout this chapter, we let b be a fixed integer which divides n. Similar to [84], for
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a vector x = (x1, x2, . . . , xn), we define the following b× n
b
array:

Ab(x) =



x1 xb+1 . . . xn−b+1

x2 xb+2 . . . xn−b+2

... ... . . . ...

xb x2b . . . xn


,

and for 1 ≤ i ≤ b we denote by Ab(x)i the ith row of the array Ab(x).

For two vectors x, y ∈ Fn
2 , the Levenshtein distance dL(x,y) is the minimum number of

insertions and/or deletions that is necessary to change x into y. Unless stated otherwise, all

logarithms in this chapter are taken according to base 2.

We provide the following example to demonstrate the previous definitions.

Example 4. Let x = (010100001011011). There are 10 runs in x, with the longest run

having length 4. The following set is the b-burst-deletion ball of x for b = 3:

D3(x) = {(100001011011), (000001011011), (010001011011),

(010101011011), (010100011011), (010100001011)}.

The array Ab(x), for b = 3, is formed as follows:

A3(x) =


0 1 0 0 0

1 0 0 1 1

0 0 1 1 1

 .

As described previously, we denote the ith row of A3(x) as A3(x)i. For instance, A3(x)2 =

(10011). Let y = (010101011011) be our received vector after x is passed through a b-burst-
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deletion channel of b = 3. We form the array Ab(y), for b = 3, as follows:

A3(y) =


0 1 0 0

1 0 1 1

0 1 1 1

 .

4.2.2 Related Work

In this subsection, we recall known results on codes which correct deletions and insertions.

These results will be used later as a comparison reference for our constructions.

Single-deletion-correcting codes

The Varshamov-Tenengolts (VT) codes [81] are a family of single-deletion-correcting codes

(see also Sloane’s survey in [85]) and are defined as follows.

Definition 6. For 0 ≤ a ≤ n, the Varshamov-Tenengolts (VT) code V Ta(n) is defined to be

the following set of binary vectors:

V Ta(n) ,
{

x = (x1, . . . , xn) :
n∑

i=1
ixi ≡ a (mod(n+ 1))

}
.

Levenshtein proved in [82] that VT-codes can correct either a single deletion or insertion.

It is also known that the largest VT-codes are obtained for a = 0, and these codes are

conjectured to have the largest cardinality among all single-deletion-correcting codes [85].

The redundancy of the V T0(n) code is at most log(n + 1) (for the exact cardinality of the

code V T0(n), see [85, Eq. (10)]). For all n, the union of all VT-codes forms a partition of

the space Fn
2 , that is ∪n

a=0V Ta(n) = Fn
2 .
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b-burst-deletion-correcting codes

We next review the existing constructions of b-burst-deletion-correcting codes, as given

in [84].

• Construction 1 from [84, Section III]: the constructed code is defined to be the set of

all codewords c such that each row of the b× b
n
array Ab(c) is a codeword of the code

V T0(n
b
). A deletion burst of size b deletes exactly one symbol in each row of Ab(c)

which can then be corrected by the VT-code. The redundancy of this construction is

b
(

log
(
n

b
+ 1

))
.

• Construction 2 from [84, Section III]: for every codeword c in this construction, the

first row of the b× b
n
array Ab(c) is (1, 0, 1, 0, . . . ) (to obtain the position of the deletion

of each row to within one symbol). All the other rows are codewords from a code that

can correct one deleted bit if it is known to be in one of two adjacent positions. The

redundancy of this construction is

n

b
+ (b− 1) log(3).

• Construction 3 from [84, Section III]: for every codeword c, the first two rows of the

b × b
n
array Ab(c) are VT-codes together with the property that the run length is at

most two. The other rows are again codewords that can correct the deleted bit if it is

known to occur in one of two adjacent positions. The redundancy of this construction

is approximately:

2n
b

+ (b− 2) log(3)− log
(

4 · 3n
b
−1

(n
b

+ 1)2

)

=n
b

+ 2 log
(
n

b
+ 1

)
+ (b− 2) log(3) + c,
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for some constant c.

Correcting a deletion burst of size at most b

To the best of our knowledge, the only known construction to correct a burst of size at most

b is the one from [86]. Here, encoding is done in an array of size n
b
× b and the stored vector

is taken row-wise from the array. The first n
b
− 1 rows are codewords of a comma-free code

(CFC) and the last row is used for the redundancy of an erasure-correcting code (applied

column-wise). Using the size of a CFC from [86, p. 9], it is possible to derive that the

redundancy of this construction is at least n
b
and therefore the code rate is less than one.

Correcting b deletions (not a burst)

The Helberg code [87, 88] was the first explicit code construction to correct b deletions at

arbitrary positions (not necessarily in a burst) in a vector of length n. The correctness of

the Helberg code was later proven in [89]. Since then, there have been various constructions

with improved rate; see, e.g. [90, 91]. Recently, Brakensiek et al. [92] presented a code

correcting b arbitrary deletions whose redundancy is given by

c · b2 log(b) log(n),

for some constant c.

Correcting a burst of at most b non-consecutive deletions

Whenever we refer to a burst of at most b non-consecutive deletions, we refer to the case where

a ≤ b deletions occur within b consecutive positions, but not necessarily on a consecutive

positions. To our knowledge, there is no previous work on this model.
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4.2.3 Equivalence of Bursts of Deletions and Bursts of Insertions

In the following, we show the equivalence of bursts of deletions and bursts of insertions.

Thus, in the remainder of the chapter, whenever we refer to bursts of deletions, all the

results hold equivalently for bursts of insertions as well.

Theorem 4. A code C is a b-burst-deletion-correcting code if and only if it is a b-burst-

insertion-correcting code.

Proof. Note that if C is a b-burst-deletion-correcting code of length n, then there is no vector

in Fn−b
2 that stems from deleting b consecutive symbols in two distinct codewords.

Now, assume that C is not a b-burst-insertion-correcting code. Then, there are two

different codewords x, y ∈ C of length n such that inserting a b-burst in both codewords

leads to two equal vectors of length n+ b. That is, there are two integers i, j (w.l.o.g. i ≤ j)

and two vectors (s1, . . . , sb), (t1, . . . , tb) such that for v , (x1, . . . , xi, s1, . . . , sb, xi+1, . . . , xn)

and

w , (y1, . . . , yj, t1, . . . , tb, yj+1, . . . , yn), it holds that v = w.

Define a set J = {i + 1, . . . , i + b, j + 1, . . . , j + b}. If |J | = 2b, then let I , J , else

I = J ∪ {j + b+ 1, . . . , j + 3b− |J |} such that in either case |I| = 2b.

Denote by vI and wI the two vectors of length n−b that stem from deleting the symbols

at the positions in I in v and w. Clearly, vI = wI . Further, vI = (x1, . . . , x`, x`+b+1, . . . , xn),

where ` = i if j ≤ i + b and ` = j − b else, and wI = (y1, . . . , yi, yi+b+1, . . . , yn). However,

this is a contradiction since x and y are codewords of a b-burst-deletion-correcting code and

thus, the code C is also a b-burst-insertion-correcting code.

The other direction can easily be shown with the same strategy.

The proofs of the next two theorems are similar to the one of Theorem 4 and thus we

omit them.

Theorem 5. A code C can correct a deletion burst of size at most b if and only if it can

correct an insertion burst of size at most b.
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Theorem 6. A code C can correct a non-consecutive deletion burst of size at most b if and

only if it can correct a non-consecutive insertion burst of size at most b.

4.3 An Upper Bound on the Code Size

The goal of this section is to provide an explicit upper bound on the cardinality of burst-

deletion-correcting codes. For large n, Levenshtein [83] derived an asymptotic upper bound

on the maximal cardinality of a binary b-burst-deletion-correcting code C of length n. This

bound states that for n large enough, an upper bound on the cardinality of the code C is

approximately
2n−b+1

n
,

and hence its redundancy is at least roughly log(n) + b− 1.

Our main goal in this section is to provide an explicit upper bound on the cardinality

of b-burst-deletion-correcting codes. We follow a method which was recently developed by

Kulkarni and Kiyavash in [13] to obtain such an upper bound.

The size of the b-burst-deletion ball for a vector x was shown by Levenshtein [83] to be

|Db(x)| = 1 +
b∑

i=1

(
ρ(Ab(x)i)− 1

)
, (4.2)

where ρ(Ab(x)i) denotes the number of runs in the i-th row of the array Ab(x). Notice that

1 ≤ |Db(x)| ≤ 1 + (n
b
− 1) · b = n− b+ 1.

Lemma 3. Let x ∈ Fn
2 and y ∈ Fn+b

2 be two vectors such that x ∈ Db(y). Then, |Db(y)| ≥

|Db(x)|.

Proof. If x ∈ Db(y) then for all 1 ≤ i ≤ b, Ab(x)i ∈ D1(Ab(y)i), and hence ρ(Ab(x)i) ≤

ρ(Ab(y)i), [13, Lemma 3.2]. Therefore, according to (4.2), we get that

|Db(x)| = 1 +
b∑

i=1

(
ρ(Ab(x)i)− 1

)
≤ 1 +

b∑
i=1

(
ρ(Ab(y)i)− 1

)
= |Db(y)|.
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We are now ready to provide an explicit upper bound on the cardinality of burst-deletion-

correcting codes.

Theorem 7. Any b-burst-deletion-correcting code C of length n satisfies

|C| ≤ 2n−b+1 − 2b

n− 2b+ 1 .

Proof. We proceed similarly to the method presented by Kulkarni and Kiyavash in [13,

Theorem 3.1]. Let H2,b,n be the following hypergraph:

H2,b,n = (Fn−b
2 , {Db(x) : x ∈ Fn

2}).

The size of the largest b-burst-deletion-correcting code equals the matching number of H2,b,n,

denoted as in [13] by ν(H2,b,n). By [13, Lemma 2.4], to obtain an upper bound on ν(H2,b,n),

we can construct a fractional transversal, which will give an upper bound on the matching

number. The best upper bound according to this method is denoted by τ ∗(H2,b,n) and is

calculated according to the following linear programming problem

τ ∗(H2,b,n) = min
w:Fn−b

2 →R

{ ∑
x∈Fn−b

2

w(x)
}

subject to
∑

x∈Db(y)
w(x) ≥ 1,∀y ∈ Fn

2

and w(x) ≥ 0,∀x ∈ Fn−b
2 .

Next, we will show a weight assignment w to the vectors in Fn−b
2 which provides a frac-

tional transversal. This weight assignment is given by

w(x) = 1
|Db(x)| , ∀x ∈ Fn−b

2 ,
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which clearly satisfies that w(x) ≥ 0 for all x ∈ Fn−b
2 . Furthermore, according to Lemma 3,

we also get that for every y ∈ Fn
2 :

∑
x∈Db(y)

w(x) =
∑

x∈Db(y)

1
|Db(x)| ≥

∑
x∈Db(y)

1
|Db(y)| ≥ 1,

and hence w indeed provides a fractional transversal.

For 1 ≤ i ≤ n−b+1, let us denote by N(n, b, i) the size of the set {x ∈ Fn
2 : |Db(x)| = i}.

We show in Appendix 4.9.1 thatN(n, b, i) = 2b
(

n−b
i−1

)
. The weight of this fractional transversal

is given by

∑
x∈Fn−b

2

w(x) =
∑

x∈Fn−b
2

1
|Db(x)|

=
n−2b+1∑

i=1

N(n− b, b, i)
i

= 2b
n−2b+1∑

i=1

(
n−2b
i−1

)
i

= 2b
n−2b+1∑

i=1

(n− 2b)!
(i− 1)!(n− 2b− i+ 1)!i

= 2b
n−2b+1∑

i=1

(n− 2b+ 1)!
i!(n− 2b− i+ 1)!(n− 2b+ 1)

= 2b

n− 2b+ 1

n−2b+1∑
i=1

(
n− 2b+ 1

i

)

= 2n−b+1 − 2b

n− 2b+ 1 .

Therefore, the value 2n−b+1−2b

n−2b+1 is an upper bound on the maximum cardinality of any binary

b-burst-deletion-correcting code.

Notice that for b = 1 our upper bound in Theorem 7 coincides with the upper bound in

[13, Theorem 3.1] for single-deletion-correcting codes. Furthermore, for n large enough our

upper bound matches the asymptotic upper bound from [83].

Lastly, we conclude that the redundancy of a b-burst-deletion-correcting code is lower
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bounded by the following value

log(n− 2b+ 1)− log(2−b+1 − 2b−n) ≈ log(n) + b− 1. (4.3)

4.4 Construction of b-Burst-Deletion-Correcting Codes

The main goal of this section is to provide a construction of b-burst-deletion-correcting codes,

whose redundancy is better than the state of the art results we reviewed in Section 4.2.2

and is close to the lower bound on the redundancy, which is stated in (4.3). We will first

explain the main ideas of the construction and will then provide the specific details of the

construction.

4.4.1 Background

As shown in Section 4.2, we will treat the codewords in the b-burst-deletion-correcting code

as b × n
b
codeword arrays, where n is the codeword length and b divides n. Thus, for a

codeword x, the codeword array Ab(x) is formed by b rows and n
b
columns, and the codeword

is transmitted column-by-column. Thus, a deletion burst of size b in x deletes exactly one

bit from each row of the array Ab(x). That is, if a codeword x is transmitted, then the

b× (n
b
− 1) array representation of the received vector y has the following structure

Ab(y) =



y1 yb+1 . . . yn−2b+1

y2 yb+2 . . . yn−2b+2

... ... . . . ...

yb y2b . . . yn−b


.

Each row is received by a single deletion of the corresponding row in Ab(x) [84], i.e., Ab(y)i ∈

D1(Ab(x)i), ∀ 1 ≤ i ≤ b.

Since the channel deletes a burst of b bits, the deletions can span at most two columns of
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the codeword array. Therefore, information about the position of a deletion in a single row

provides information about the positions of the deletions in the remaining rows. However,

note that deletion-correcting codes are not always able to determine the exact position of

the deleted bit. For example, assume the all-zero codeword was transmitted and a single

deletion of one of the bits has occurred. Even if the decoder can successfully decode the

received vector, it is not possible to know the position of the deleted bit since it could be

any of the bits.

In order to take advantage of the correlation between the positions of the deleted bits

in different rows and overcome the difficulty that deletion-correcting codes cannot always

provide the location of the deleted bits, we construct a single-deletion-correcting code with

the following special property. The receiver of this code can correct the single deletion and

determine its location within a certain predetermined range of consecutive positions. This

code will be used to encode the first row of the codeword array and will provide partial

information on the position of the deletions for the remaining b− 1 rows. In these rows, we

use a different code that will take advantage of this positional information.

The following is a high-level outline of the proposed codeword array construction:

• The first row in the array is encoded as a VT-code in which we restrict the longest

run of 0’s or 1’s to be at most log(2n). The details of this code are described in

Section 4.4.2.

• Each of the remaining (b − 1) rows in the array is encoded using a modified version

of the VT-code, which will be called a shifted VT (SVT )-code. This code is able to

correct a single deletion in each row once the position where the deletion occurred

is known to within log(2n) + 1 consecutive positions. The details of these codes are

discussed in Section 4.4.3.

Section 4.4.4 presents the full code construction. Let us explore the different facets of our

proposed codeword array construction in more detail.
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4.4.2 Run-length Limited (RLL) VT-Codes

In general, a decoder for a VT-code can decode a single deletion while determining only the

position of the run that contains the deletion, but not the exact position of the deletion

itself. For this reason, we seek to limit the length of the longest run in the first row of the

codewords array.

A length-n binary vector is said to satisfy the (d, k) Run Length Limited (RLL) constraint,

denoted by RLLn(d, k), if between any two consecutive 1’s there are at least d 0’s and at

most k 0’s [93]. Since we are concerned with runs of 0’s or 1’s, we will state our constraints

on the longest runs of 0’s and 1’s. Note that the maximum rate of codes which satisfy the

(d, k) RLL-constraint for fixed d and k is less than 1. To achieve codes with asymptotic rate

1, the restriction on the longest run is a function of the length n.

Definition 7. A length-n binary vector x is said to satisfy the f(n)-RLL(n) constraint,

and is called an f(n)-RLL(n) vector, if the length of each run of 0’s or 1’s in x is at most

f(n).

A set of f(n)-RLL(n) vectors is called an f(n)-RLL(n) code, and the set of all f(n)-

RLL(n) vectors is denoted by Sn(f(n)). The capacity of the f(n)-RLL(n) constraint is

C(f(n)) = lim sup
n→∞

log(|Sn(f(n))|)
n

,

and for the case in which the capacity is 1, we define also the redundancy of the f(n)-RLL(n)

constraint to be

r(f(n)) = n− log(|Sn(f(n))|).

Lemma 4. The redundancy of the log(2n)-RLL(n) constraint is upper bounded by 1 for all

n, and it asymptotically approaches log(e)/4 ≈ 0.36.

Proof. For simplicity let us assume that n is a power of two. Let Xn be a random variable

that denotes the length of the longest run in a length-n binary vector, where the vectors
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are chosen uniformly at random. We will be interested in computing a lower bound on the

probability

P (Xn ≤ log(2n)) = P (Xn ≤ 1 + log(n)),

or an upper bound on the probability P (Xn ≥ 2 + log(n)). By the union bound it is enough

to require that every window of 2 + log(n) bits is not all zeros or all ones and thus we get

that

P (Xn ≥ 2 + log(n)) ≤ n · 2
22+log(n) = 1

2 ,

and thus P (Xn ≤ 1 + log(n)) ≥ 1/2. Therefore the size of the set Sn(log(2n)) is at least

2n/2 and its redundancy r(log(2n)) is at most one bit.

In order to find the asymptotic behavior of r(log(2n)), we use two results from [94]. First,

we have the following equation:

P (Xn ≤ x) = P (Yn−1 ≤ x− 1),

where Yn is a random variable that denotes the length of the longest run of ones in a

length-n binary vector which is chosen uniformly at random. Second, we use the following

approximation:

P (Yn = x) ≈ P (x− log(n/2) < W ≤ x+ 1− log(n/2)),

where W is a continuous random variable whose cumulative distribution function is given

by FW (x) = e−(1/2)x . Then, the following holds:

P (Xn ≤ log(n) + 1) =P (Yn−1 ≤ log(n))

≈P
(
W ≤ log(n) + 1− log

(
n− 1

2

))
=P

(
W ≤ log

(
n

n− 1

)
+ 2

)
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=e−(1/2)log( n
n−1)+2

= e−(1/4)·n−1
n =

( 1
e1/4

)1− 1
n

.

Therefore, for n large enough P (Xn ≤ log(n) + 1) ≈ e−1/4, and r(log(2n)) ≈ log(e)/4 ≈

0.36.

Remark 1. Since log(e)/2 < 1, we can guarantee that the encoded vector will not have a

run of length longer than log(2n) with the use of a single additional redundancy bit. Thus

log(2n) is a proper choice for our value of f(n); a smaller f(n) would substantially increase

the redundancy of the first row, and a larger f(n) would not help since setting f(n) = log(2n)

already only requires at most a single bit of redundancy. Note that Lemma 4 agrees with the

results from [95, 94] which state that the typical length of the longest run in n flips of a fair

coin converges to log(n). Lastly we note that in Appendix 4.9.2, we provide an algorithm to

efficiently encode/decode run-length limited sequences for the (log(n)+3)-RLL(n) constraint.

Recall that our goal was to have the vector stored in the first row be a codeword in a

VT-code so it can correct a single deletion and also limit its longest run. Hence we define

a family of codes which satisfy these two requirements by considering the intersection of a

VT-code with the set Sn(f(n)).

Definition 8. Let a, n be two positive integers where 0 ≤ a ≤ n. The V Ta,f(n)(n) code is

defined to be the intersection of the codes V Ta(n) and Sn(f(n)). That is,

V Ta,f(n)(n) =
{

x : x ∈ V Ta(n),x ∈ Sn(f(n))
}
.

Note that since V Ta,f(n)(n) is a subcode of V Ta(n), it is also a single-deletion-correcting

code. The following lemma is an immediate result on the cardinality of these codes.

Lemma 5. For all n, there exists 0 ≤ a ≤ n such that

|V Ta,f(n)(n)| ≥ |Sn(f(n))|
n+ 1 .
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Proof. The VT-codes form a partition of Fn
2 into n+ 1 different codebooks V T0(n), V T1(n),

. . . , V Tn(n). Using the pigeonhole principle, we can determine the lower bound of the

maximum intersection between these n+ 1 codebooks and Sn(f(n)) and get that

max
0≤a≤n

{
|Sn(f(n)) ∩ V Ta(n)|

}
≥ |Sn(f(n))|

n+ 1 .

We conclude with the following corollary and example.

Corollary 4. For all n, there exists 0 ≤ a ≤ n such that the redundancy of the code

V Ta,log(2n)(n) is at most log(n+ 1) + 1 bits.

Example 5. In this example we list the codewords for the V Ta,log(2n)(n) code for n = 8 and

a = 0. Thus, the following list contains all the codewords of the V T0(8) code with codewords

that have the length of their longest run longer than log(2n) = 4 crossed out.

V T0,4(8) = {����
��(00000000), (01110000), (10101000), (00011000), (11000100), (00100100)

(11011100), (00111100), (01000010), (11101010), (01011010), (01100110),

(10010110), (00001110),����
��(01111110),����

��(10000001), (11110001), (01101001),

(10011001), (10100101), (00010101), (10111101), (11000011), (00100011),

(11011011), (00111011), (11100111), (01010111), (10001111),����
��(11111111)}.

Since there are 26 codewords in V T0,4(8), we see that Corollary 4 is satisfied for n = 8:

log
(

28

|V T0,4(8)|

)
= log

(
28

26

)
≈ 3.30 < log(9) + 1 ≈ 4.17.
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4.4.3 Shifted VT-Codes

Let us now focus on the remaining (b − 1) rows of our codeword array. Decoding the first

row in the received array allows the decoder to determine the locations of the deletions of

the remaining rows up to a set of consecutive positions. We define a new class of codes with

this positional knowledge of deletions in mind.

Definition 9. A P-bounded single-deletion-correcting code is a code in which the

decoder can correct a single deletion given knowledge of the location of the deleted bit to

within P consecutive positions.

We create a new code, called a shifted VT (SVT )-code, which is a variant of the VT-code

and is able to take advantage of the positional information as defined in Definition 9.

Construction 3. For 0 ≤ c < P and d ∈ {0, 1}, let the shifted Varshamov-Tenengolts code

SV Tc,d(n, P ) be:

SV Tc,d(n, P ) ,
{
x :

n∑
i=1

ixi ≡ c (modP ),
n∑

i=1
xi ≡ d (mod2)

}
.

Other modifications of the VT-code have previously been proposed in [96] to improve

the upper bounds on the cardinality of deletion-correcting codes. The next lemma proves

the correctness of this construction and provides a lower bound on the cardinality of these

codes.

Lemma 6. For all 0 ≤ c < P and d ∈ {0, 1}, the SV Tc,d(n, P )-code (as defined in Con-

struction 3) is a P-bounded single-deletion-correcting code.

Proof. In order to prove that the SV Tc,d(n, P )-code is a P -bounded single-deletion-correcting

code, it is sufficient to show that there are no two codewords x,y ∈ SV Tc,d(n, P ) that have a

common subvector of length n−1 where the locations of the deletions are within P positions.

Assume in the contrary that there exist two different codewords x,y ∈ SV Tc,d(n, P ),

where there exist 1 ≤ k, ` ≤ n, where |` − k| < P , such that z = x[n]\{k} = y[n]\{`}, and
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assume that k < `. Since x,y ∈ SV Tc,d(n, P ), we can summarize these assumptions in the

following three properties:

1. ∑n
i=1 xi −

∑n
i=1 yi ≡ 0 (mod2).

2. ∑n
i=1 ixi −

∑n
i=1 iyi ≡ 0 (modP ).

3. `− k < P .

According to these assumptions and since x[n]\{k} = y[n]\{`}, it is evident that k is the

smallest index for which xk 6= yk, and ` is the largest index for which x` 6= y`. Additionally,

from the first property x and y have the same parity and thus xk = y`. Outside of the

indices k and `, x and y are identical, while inside they are shifted by one position:

xi = yi for i < k and i > `,

xi = yi−1 for k < i ≤ `.

We consider two scenarios: xk = y` = 0 or xk = y` = 1. First assume that xk = y` = 0, and

in this case we get that

n∑
i=1

ixi −
n∑

i=1
iyi =

∑̀
i=k

ixi −
∑̀
i=k

iyi =
∑̀

i=k+1
ixi −

`−1∑
i=k

iyi

=
∑̀

i=k+1
iyi−1 −

`−1∑
i=k

iyi =
`−1∑
i=k

(i+ 1)yi −
`−1∑
i=k

iyi =
`−1∑
i=k

yi.

The sum ∑`−1
i=k yi cannot be equal to zero or else we will get that x = y, and hence

0 <
n∑

i=1
ixi −

n∑
i=1

iyi =
`−1∑
i=k

yi ≤ `− k < P,

in contradiction to the second property.

A similar contradiction can be shown for xk = y` = 1. Thus, the three properties cannot

all be true, and the SV Tc,d(n, P )-code is a P -bounded single-deletion-correcting code.
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Lemma 7. There exist 0 ≤ c < P and d ∈ {0, 1} such that the redundancy of the

SV Tc,d(n, P ) code as defined in Construction 3 is at most log(P ) + 1 bits.

Proof. Similarly to the partitioning of the VT-codes, the 2P codes SV Tc,d(n, P ), for 0 ≤ c <

P and d ∈ {0, 1}, form a partition of all length-n binary vectors into 2P mutually disjoint

sets. Using the pigeonhole principle, there exists a code whose cardinality is at least 2n

2P
and

thus its redundancy is at most log(2P ) = log(P ) + 1 bits.

There are two major differences between the SVT-codes and the usual VT-codes. First,

the SVT-codes restrict the overall parity of the codewords. This parity constraint costs an

additional redundancy bit, but it allows us to determine whether the deleted bit was a 0 or a

1. Second, in the VT-code, the weights assigned to each element in the vector are 1, 2, . . . , n;

on the other hand, in the SVT-code, these weights can be interpreted as repeatedly cycling

through 1, 2, . . . , P−1, 0 (due to the ( mod P ) operation). Because of these differences, a VT-

code requires roughly log(n+ 1) redundancy bits while a SVT-code requires approximately

only log(P ) + 1 redundancy bits.

The proof of Lemma 6 motivates also the operation of a decoder to the SVT-code. In

order to complete the description of this code we show in Appendix 4.9.3 the full description

of this decoder for the SVT-codes.

Example 6. In this example we list the codewords for the SV T0,0(7, 4) code:

SV T0,0(7, 4) = {(0000000), (1010000), (0010100), (1101100), (0100010), (1110010),

(0110110), (1001110), (1000001), (0111001), (0000101), (1010101),

(1100011), (0011011), (0100111), (1110111)}.

Using this example, we now highlight the major difference between the VT-code and the SVT-

code: an SVT-code code can have codewords with a Levenshtein distance of 2. For example,

both of the codewords (1000001) and (0000101) can lead to (000001) with a single deletion.
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However, no codewords have overlapping single-deletion balls given that the location of the

deletion is constrained to within a block of P bits (in this case 4 bits).

Additionally, note that the SV T0,0(7, 4) code satisfies Lemma 6 with equality:

log
(

27

|SV T0,0(7)|

)
= log

(
27

16

)
= 3,

log(P ) + 1 = log(4) + 1 = 3.

4.4.4 Code Construction

We are now ready to construct b-burst-deletion-correcting codes by combining the ideas from

the previous two subsections into a single code.

Construction 4. Let C1 be a V Ta,log(2n/b)(n/b) code for some 0 ≤ a ≤ n/b and let C2 be a

shifted VT-code SV Tc,d(n/b, log(n/b) + 2) for 0 ≤ c < n/b+ 2 and d ∈ {0, 1}. The code C is

constructed as follows

C , {x : Ab(x)1 ∈ C1, Ab(x)i ∈ C2, for 2 ≤ i ≤ b}.

Theorem 8. The code C from Construction 4 is a b-burst-deletion-correcting code.

Proof. Assume x ∈ C is the transmitted vector and y ∈ Db(x) is the received vector. In

the b × (n/b − 1) array Ab(y), every row is therefore received by a single deletion of the

corresponding row in Ab(x).

Since the first row of Ab(x)1 belongs to a V Ta,log(2n/b)(n/b) code, the decoder of this code

can successfully decode and insert the deleted bit in the first row of Ab(y)1. Furthermore,

since every run in Ab(x)1 consists of at most log(2n/b) bits, the locations of the deleted

bits in the remaining rows are known within log(n/b) + 2 consecutive positions. Finally,

the remaining b − 1 rows decode their deleted bit since they belong to a shifted VT-code

SV Tc,d(n/b, log(n/b) + 2) (Lemma 6).
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To conclude this discussion, the following corollary summarizes the result presented in

this section.

Corollary 5. For sufficiently large n, there exists a b-burst-deletion-correcting code whose

number of redundancy bits is at most

log(n) + (b− 1) log(log(n)) + b− log(b).

Example 7. In this example we analyze the code C from Construction 4 with parameters

n = 24 and b = 3. Note that we can encode each of the 3 rows of A3(x) independently. To

begin, we choose a = 0 and encode A3(x)1 as the V Ta,log(2n/b)(n/b) → V T0,4(8) code. Note

that this is the code from Example 5, and |V T0,4(8)| = 26. Next, by choosing c = d = 0, we

now can encode A3(x)2 and A3(x)3 with the SV Tc,d(n/b, log(n/b) + 2) → SV T0,0(8, 5) code

from Construction 3.

We find that |SV T0,0(8, 5)| = 26 as well, so the total number of codewords for our choices

of parameters are |C| = 263 = 17576. The number of redundant bits required for this code is:

log
(

224

|C|

)
= 224

17576 ≈ 9.90.

Note that this redundancy is lower than the upper bound from Corollary 7:

log(24) + 2 log(log(24)) + 3− log(3) ≈ 10.39.

4.5 Non-binary Extension for DNA Coding

We now transform the code from the previous section to the non-binary regime, thus adapting

its use toward DNA storage. In Section 4.5.2, we create the q-ary shifted Varshamov-

Tenengolts (SVT) code, and present the code construction, a proof of correction capability,
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and a bound on redundancy. Then, in Section 4.5.3, we introduce the run-length limited

property for a subsection of the code, and we present the construction and redundancy for

the overall burst-deletion correcting code. Since we now deal with non-binary codes, let Fq

be a finite field of order q, where q is a power of a prime and let Fn
q denote the set of all

vectors (sequences) of length n over Fq.

4.5.1 Non-Binary VT-Code

Tenengolts generalized the VT-code for non-binary alphabets as follows:

Definition 10. ([80]). For 0 ≤ c < n, and 0 ≤ d < q, the non-binary VT-code V Tc,d(n, q)

is defined to be the following set of q-ary vectors:

V Tc,d(n, q) ,
{

x = (x1, . . . , xn) :

n∑
i=1

(i− 1)αi ≡ c (mod n),
n∑

i=1
xi ≡ d (mod q)

}
,

where α1 = 1 and for 1 < i ≤ n,

αi =


1 if xi ≥ xi−1,

0 if xi < xi−1.

Tenengolts also presented the systematic form of the code as well as a decoding algo-

rithm [80]. The basic idea behind the code is that the (binary) αi sequence measures the

increasing/decreasing behavior of the non-binary codeword, so that a deletion in the overall

codeword also results in a deletion in the αi sequence. This sequence is protected by a binary

VT-code, so that a corrected deletion determines the run of increasing or decreasing symbols

for the non-binary symbol that was deleted. The second constraint determines what symbol

was deleted, and this symbol can then be immediately placed into its correct location in the

increasing or decreasing run.
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In the following two subsections, we create the non-binary version of the coding framework

from Section 4.4, making it suitable for the DNA setting.

4.5.2 Non-Binary Shifted VT-Code

In general, we consider 1 ≤ P ≤ n. The following code, the q-ary shifted VT (SVT)-code,

uses the positional knowledge of the deletion as defined in Definition 9 (with the caveat that

we are dealing with symbols, not bits).

Construction 5. For 0 ≤ c ≤ P , 0 ≤ d < q, and e ∈ {0, 1} let the q-ary shifted Varshamov-

Tenengolts code SV Tc,d,e(n, P, q) be:

SV Tc,d,e(n, P, q) ,
{

x = (x1, . . . , xn) :
n∑

i=1
iαi ≡ c (mod (P + 1)),

n∑
i=1

xi ≡ d (mod q),

n∑
i=1

αi ≡ e (mod 2)
}
.

where α1 = 1 and for 1 < i ≤ n,

αi =


1 if xi ≥ xi−1,

0 if xi < xi−1.

Our q-ary SVT-code is a modified version of the q-ary VT-code. The first major change

is that the congruency of the initial condition is (mod (P + 1)) instead of (mod n). This

alteration induces a large redundancy savings; however, the addition of a new condition,

the third congruency, is necessary for the code to obtain the P-bounded single-deletion

correcting property. Additionally, we changed the (i+ 1)αi term in the first condition from

the non-binary VT-code to simply iαi for simplicity of notation.

Lemma 8. For all 0 ≤ c ≤ P , 0 ≤ d < q, and e ∈ {0, 1} the SV Tc,d,e(n, P, q)-code (as

92



defined in Construction 5) is a P-bounded single-deletion-correcting code.

Proof. Let x be the transmitted q-ary vector of length n and x′ be the vector after a single

symbol deletion. Similarly, let α and α′ be the associated binary difference vectors, as

defined in Definition 10, of x and x′, respectively. It is important to note that α′ is in the

single-deletion ball of α; however, the index of the deleted symbol in x does not necessarily

match the index of the deleted bit in α. Let us denote k as the index for the deleted symbol

in x, and ` as the index for the deleted bit in α. For example, let x = (0, 1, 2, 3, 2, 1), so

that α = (1, 1, 1, 1, 0, 0). If the 4th symbol in x is deleted, we are left with x′ = (0, 1, 2, 2, 1)

and α′ = (1, 1, 1, 1, 0). Here we have k = 4 and ` = 5. Additionally, note that the index of a

deletion is only unique to within the positions of the original run. In the previous example,

it would have been correct to alternatively claim ` = 6.

We briefly recap the proof of correctness of the q-ary VT-code from [80]. By analyzing

the weight of α′ and least nonnegative residue of the first congruence, ∑n
i=1(i − 1)αi ≡

a (mod n), we can determine the value of the binary symbol deleted from α. Then, we are

able to find a proper position in α′, `, to insert the deleted bit. Tenengolts points out that

the index of the deleted symbol in x, k, corresponds to the run in α containing α` or to the

preceding run. Recall that the value of the deleted symbol, xk is easily computed through

the least nonnegative residue of the second congruence, ∑n
i=1 xi ≡ d (mod q). Lastly, since

a run in α corresponds to a series of nondecreasing (or strictly decreasing) symbols in x, we

can uniquely determine the location k [80].

Let us now turn our focus to the q-ary SVT-code (Construction 5). The second congru-

ence is the same as that in the q-ary VT-code, so we can easily compute the symbol value of

xk. Since Construction 5 uses the same transformation on x to yield at α, using the same

logic as in [80], it is sufficient to prove that α can be recovered from α′. The first and third

congruencies form a binary SVT-code over α, that is, α is guaranteed recoverable after a

single-deletion occurs given that the receiver knows the position of the deleted bit to within

P bits.
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All that remains to be shown is that the location of the deleted bit in α can be narrowed

down to P + 1 positions using knowledge of the P possible positions of the deletion in x.

Central to this argument is the fact that a deletion is unique only to within its run. Deletion

of symbol xk can only lead to the deletion of bit αk or αk+1. Thus, knowledge that the deleted

symbol is one of the following symbols (xi, xi+1, . . . , xi+P−1) reveals that the deleted bit in

α is within (αi, αi+1, . . . , αi+P ). Therefore, α is protected by a binary SVT-code through

the first and third congruencies (see Lemma 6) and is decodable through Algorithm 6 in

Appendix 4.9.3. Now that α is proven recoverable, the rest of the logic follows directly from

the proof of Theorem 1 in [80].

Lemma 9. There exist parameters 0 ≤ c ≤ P , 0 ≤ d < q, and e ∈ {0, 1} such that the

redundancy of the SV Tc,d,e(n, P, q) code as defined in Construction 5 is at most logq(2P +

2) + 1 symbols.

Proof. The SV Tc,d,e(n, P, q) code can be viewed as a partition of all length-n q-ary vectors

into 2q(P + 1) mutually disjoint sets. Then, using the pigeonhole principle, there must exist

an SV Tc,d,e(n, P, q) code whose cardinality is at least (qn)/(2q(P+1)) and whose redundancy

is thus at most logq(2q(P + 1)) = logq(2P + 2) + 1 symbols.

It is worthwhile to highlight the fact that the redundancy of the SV Tc,d,e(n, P, q) code is

independent of n; as shown in Lemma 9, for a given alphabet size q, the minimum redundancy

of an SV Tc,d,e(n, P, q) code is a function of P .

Table 4.1 helps to visualize the results from Lemma 9. Each row corresponds to a different

alphabet size q, and each column corresponds to a specific number of redundancy symbols.

The values in the table represent the maximum value of P , in terms of the P -bounded

single-deletion correcting property, guaranteed by Lemma 9, for an SVT-code with the given

alphabet size and redundancy symbols. For example, in Table 4.1, we see that for alphabet

size q = 4, there exists a parameter set (c, d, e) such that an SV Tc,d,e(n, 7, 4) code exists with
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Table 4.1: P Guaranteed by Lemma 2
aaaaaaa

q
red. 2 3 4 5 6

3 - 3 12 39 12
4 1 7 31 127 511
5 1 11 61 311 1561
6 2 17 107 647 3887
7 2 23 170 1199 8402
8 3 31 255 2047 16383

3 or fewer redundancy symbols.

Example 8. In this example we list the codewords for the SV T0,0,0(5, 2, 4) code (the commas

separating symbols are omitted for brevity):

SV T 0,0,0(5, 2, 4)

= {(21010), (11110), (01120), (32120), (00220), (22220), (32030), (00130),

(12230), (11330), (02330), (33330), (30001), (20011), (10111), (32021),

(00121), (12221), (00031), (31031), (11231), (02231), (01331), (23331),

(20002), (10012), (31112), (30122), (21122), (20222), (21032), (11132),

(01232), (00332), (22332), (13332), (10003), (30113), (21113), (30023),

(20123), (10223), (32223), (20033), (10133), (31233), (30333), (21333).}

This example highlights the fact that codewords within an SV Tc,d,e(n, P, q) code can have a

Levenshtein distance of 2, which is not permissible in the traditional VT-code. For example,

the vector (1333) can be received from a single deletion from either of the following code-

words: (13332) or (21333). However, notice that positions of the deletions that produce the

overlapping single-deletion balls are at a distance greater than P symbols apart (in this code

P = 2 while the deleted symbols in this example span 5 positions).
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Additionally, note that the SV T0,0,0(5, 2, 4) code satisfies Lemma 9:

log4

(
45

|SV T0,0,0(5, 2, 4)|

)
= log4

(1024
48

)
≈ 2.21

< log4(2P + 2) + 1 = log4(6) + 1 ≈ 2.29.

4.5.3 Overall Construction

In this section we introduce the coding technique and redundancy required for both Am(x)1

(the first row of the codeword array) as well as the overall framework.

Non-Binary Run-Length Limited VT-Codes

The underlying mathematics in extending the encoding of Am(x)1 from binary to non-binary

is relatively straightforward so we will present a brief overview. As in Section 4.4.2, we require

a definition tying the maximum run-length property of a vector to its length.

Definition 11. A length-n q-ary vector x is said to satisfy the f(n)-RLL(n,q) constraint,

and is called an f(n)-RLL(n,q) vector, if the length of the longest run in x is at most f(n).

We define a set of f(n)-RLL(n, q) vectors to be an f(n)-RLL(n, q) code, and the set of all

f(n)-RLL(n, q) vectors is denoted by Sn(f(n)). As in Section 4.4.2, we denote the capacity

of the f(n)-RLL(n, q) constraint as

C(f(n)) = lim sup
n→∞

logq(|Sn(f(n))|)
n

,

and for the case in which the capacity is 1, we define also the redundancy of the f(n)-

RLL(n, q) constraint to be

r(f(n)) = n− logq(|Sn(f(n))|).
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Lemma 10. The redundancy of the logq(2n)-RLL(n,q) constraint is upper bounded by 1

symbol for all n.

Proof. We omit the full proof—it simply follows the proof of Lemma 4 with the modification

that instead of the longest runs of fair coin flips, we are interested in the longest runs of

fair (q-sided) die tosses. We make the change by setting the Bernoulli probability of success

p = 1/q, and forming the new approximation of the longest run of successes in n die rolls,

Yn, as follows [94]:

P (Yn = x) ≈ P (x− logq(n(1− 1/q)) < W

≤ x+ 1− logq(n(1− 1/q))),

where W is a continuous random variable whose cumulative distribution function is given

by FW (x) = e−(1/q)x .

Through simple use of the pigeonhole principle in conjunction with Lemma 10, we deter-

mine the number redundancy bits required for a single-deletion correcting code with desired

RLL properties in the following corollary.

Corollary 6. For all n, there exists a q-ary single-deletion correcting code that satisfies the

logq(2n)-RLL(n,q) constraint and uses at most logq(n) + 2 symbols of redundancy.

Final Construction

We use both the q-ary SVT-code and the single-deletion correcting RLL-constrained code

to construct our final burst-deletion correcting code.

Construction 6. Let C1 be a q-ary single-deletion correcting code that satisfies the logq(2n/b)−

RLL(n/b, q) constraint. Let C be an SV Tc,d,e(n/b, logq(n/b) + 2, q) for some 0 ≤ c ≤ P ,

0 ≤ d < q, and e ∈ {0, 1}. The code C is constructed as follows

C , {x : Ab(x)1 ∈ C1, Ab(x)i ∈ C2, for 2 ≤ i ≤ b}.
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The burst deletion correcting capabilities of the code follow directly from the arrangement

of the constituent codes within the Ab(x) codeword array framework.

Theorem 9. The code C from Construction 6 is a q-ary m-burst-deletion-correcting code.

Through the pigeonhole principle, we arrive at total redundancy for the overall code.

Corollary 7. There exists a q-ary b-burst-deletion-correcting code whose number of redun-

dancy symbols is at most

logq(n/b) + (b− 1) logq(2 logq(n/b) + 6) + b+ 1.

4.6 Correcting a Burst of Length at most b (consecutively)

In this section, we return to the binary regime and consider the problem of correcting a

burst of consecutive deletions of length at most b. As defined in Section 4.2, a code capable

of correcting a burst of at most b consecutive deletions needs to be able to correct any burst

of size a for a ≤ b. For the remainder of this section, we assume that (b!)|n.

The case b = 2 was already solved by Levenshtein with a construction that corrects a

single deletion or a deletion of two adjacent bits [83]. The redundancy of this code, denoted

by CL(n), is at most 1 + log(n) bits. Hence this code asymptotically achieves the upper

bound for correcting a burst of exactly 2 deletions.

The general strategy we use in correcting a burst of length at most b is similar to the

work in [97] where the author proposed constructing codes capable of correcting bursts of

deletions by intersecting codes that correct a fixed number of deletions. In particular, we

construct a code from the intersection of the code CL(n) with the codes that correct a burst

of length exactly i, for 3 ≤ i ≤ b. We refer to each i as a level and in each level we will have

a set of codes which forms a partition of the space. Thus, our overall code will be the largest

intersection of the codes at each level.
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Let us first introduce a simple code construction that can be used as a baseline compar-

ison. We use Construction 1 from [84], which is reviewed in Section 4.2.2, to form the code

in each level 3 ≤ i ≤ b. Note that in each level we can have a family of codes which forms a

partition of the space. Then, the intersection of the codes in each level together with CL(n)

forms a code that corrects a burst of consecutive deletions of length at most b. This baseline

code will be denoted by CB(n) whenever we refer to it in the following.

As we mentioned above, the redundancy of the code CL(n) is log(n) + 1 and it parti-

tions the space into 2n codebooks. Similarly, for 3 ≤ i ≤ b, the redundancy of the codes

from [84] in the ith level is i (log(n/i+ 1)), and they partition the space into
(

n
i

+ 1
)i

code-

books. Therefore, we can only claim that the redundancy of this code construction will be

approximately

log(2n) +
b∑

i=3
i
(

log
(
n

i
+ 1

))
≥
((

b

2

)
− 2

)
log(n)− log

(
b∏

i=2
i!
)
.

The approach we take in this section is to build upon the codes we develop in Section 4.4

and leverage them as the codes in each level instead of the ones from [84]. However, since

the codes from Section 4.4 do not provide a partition of the space we will have to make one

additional modification in their construction so it will be possible to intersect the codes in

each level and get a code which corrects a burst of size at most b.

Recall that in our code from Construction 4 we needed the first row in our codeword

array, Ab(x)1, to be run-length limited so that the remaining rows could effectively use the

SVT-code. Similarly, in order to correct at most b consecutive deletions we want the first row

of each level’s codeword array to be an Nb-RLL(n
i
)-vector, where Nb = dlog(n log(b))e + 1.

In other words, Ai(x)1 will satisfy the Nb-RLL(n
i
) constraint for 3 ≤ i ≤ b. Note that the

f(n)-RLL(n
i
) constraint does not depend on i. We add the term universal to signify that an

RLL-constraint on a vector refers to the RLL-constraint on the first row of each level.

Definition 12. A length-n binary vector x is said to satisfy the f(n)-URLL(n, b) constraint,
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and is called an f(n)-URLL(n, b) vector, if the length of each run of 0’s or 1’s in Ai(x)1

for 3 ≤ i ≤ b, is not greater than f(n). Additionally, the set of all f(n)-URLL(n, b) vectors

is denoted by Un,b(f(n)).

We define the redundancy of the f(n)-URLL(n, b) constraint to be

rU(f(n)) = n− log(|Un,b(f(n))|).

Lemma 11. The redundancy of the Nb-URLL(n,b) constraint is upper bounded by log(log(b))−

1 bits:

rU(Nb) ≤ log(log(b))− 1.

Proof. Using the union bound, we can derive an upper bound on the fraction of sequences

in which Ai(x)1 does not satisfy the Nb-RLL(n
i
) constraint for 3 ≤ i ≤ b.

|{x : Ai(x)1 /∈ Sn
i
(Nb)}|

2n
≤ n

i
·
(1

2

)Nb−1

= n

i
·
(1

2

)dlog(n log(b))e

≤ n

in log(b)

= 1
i log(b) .

Using the previous result we find an upper bound on the fraction of sequences which do not

satisfy the universal RLL-constraint.

|{x : x /∈ Un,b(Nb)}|
2n

≤
b∑

i=3

(
1

i log(b)

)

=
(

1
log(b)

)
b∑

i=3

(1
i

)

<

(
1

log(b)

)
(ln(b)− 2)

= 1− 2
log(b) ,
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where the last inequality holds since ∑n
i=1(1/i) < ln(n) + 1, for all n. Therefore, we can

lower bound the total number of sequences that meet our universal RLL-constraint by:

|{x : x ∈ Un,b(Nb)}| > 2n

[
1−

(
1− 2

log(b)

)]
= 2n+1

log(b) .

Finally, we derive an upper bound on the redundancy of the set Un,b(Nb) to be

rU(Nb) = n− log(|Un,b(Nb)|)

< n− log
(

2n+1

log(b)

)

= n− (n+ 1) + log(log(b))

= log(log(b))− 1.

In addition to limiting the longest run in the first row of every level, each vector Ai(x)1

should be able to correct a single deletion. We define the following family of codes.

Construction 7. Let n be a positive integer and a = (a3, . . . , ab) a vector of non-negative

integers such that 0 ≤ ai ≤ n/i for 3 ≤ i ≤ b. The V T a,f(n)(n) code is defined as follows:

V T a,f(n)(n) ,
{

x : Ai(x)1 ∈ V Tai

(
n

i

)
, 3 ≤ i ≤ b,x ∈ Un,b(f(n))

}
.

Lemma 12. For all n, there exists vector a = (a3, . . . , ab) such that 0 ≤ ai ≤ n/i for all

3 ≤ i ≤ b and

|V T a,f(n)(n)| ≥ |Un,b(f(n))|
nb−2

Proof. For 3 ≤ i ≤ b, the VT-code V Tai

(
n
i

)
for Ai(x)1 forms a partition of all length-n

binary sequences into n
i

+ 1 different codebooks. Using the pigeonhole principle, we can

determine the lower bound of the maximum intersection between the n
i

+ 1 codebooks on
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each level and Un(f(n)) to get

max
a

{
|V T a,f(n)(n)|

}
= |Un,b(f(n))|∏b

i=3

(
n
i

+ 1
) ≥ |Un,b(f(n))|

nb−2

We combine Lemma 11 and Lemma 12 to find the total redundancy required to satisfy

our conditions for the first rows in the codeword arrays. To simplify notation, in the rest of

this section whenever we refer to a vector a we refer to a = (a3, . . . , ab) where 0 ≤ ai ≤ n/i

for 3 ≤ i ≤ b.

Corollary 8. For all n, there exists a vector a = (a3, . . . , ab) such that the redundancy of

the code V T a,Nb
(n) is at most (b− 2) log(n) + log(log(b)) bits.

With the universal RLL-constraint in place, we can use the SVT-codes defined in Sec-

tion 4.4 for each of the remaining rows in each level.

Construction 8. Let CL(n) be the code from [83], C1 be the code V T a,Nb
(n) for some vector

a, and for 3 ≤ i ≤ b let C2,i be a shifted VT-code SV Tci,di
(n/i,Nb + 1) for 0 ≤ ci ≤ n/i and

di ∈ {0, 1}. The code C is constructed as follows

C , {x : x ∈ CL(n),x ∈ C1Ai(x)j ∈ C2,i, for 3 ≤ i ≤ b, 2 ≤ j ≤ i}.

Theorem 10. The code C from Construction 8 can correct any consecutive deletion burst

of size at most b.

Proof. Assume x ∈ C is the transmitted vector and y ∈ Di(x) is the received vector, 0 ≤ i ≤

b. First, by the length of y we can easily determine the value of i. Recall that the received

vector y can be represented by an i × (n/i − 1) array Ai(y) in which every row is received

by a single deletion of the corresponding row in Ai(x).

Since the first row Ai(x)1 belongs to a V T a,Nb
(n) code, the decoder of this code can

successfully decode and insert the deleted bit in the first row of Ai(y). Furthermore, since
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every run in Ai(x)1 consists of at most Nb bits, the locations of the deleted bits in the

remaining rows are known within Nb + 1 consecutive positions. Finally, the remaining i− 1

rows decode their deleted bit since they belong to a shifted VT-code SV Tci,di
(n/i,Nb + 1)

(Lemma 6).

The following example lists the steps to create the code from Construction 8.

Example 9. In this example we create a code C of length n that can correct any consecutive

deletion burst of size at most 4. We construct 3 separate codes and then take the intersection

to form our overall code as follows.

• Create the code CL(n) from [83]. (This takes care of burst deletions of size 1 or 2.)

• Create the code V T a,Nb
(n), which we will call C1.

– Calculate Nb = dlog(n log(b))e+ 1.

– Create C ′1 = {x : A3(x)1 ∈ V T0,Nb
(n/3)}.

– Create C ′′1 = {x : A4(x)1 ∈ V T0,Nb
(n/4)}.

– Set C1 = C ′1 ∩ C ′′1 .

• Create C2, which corresponds to the remaining rows in A3(x) and A4(x).

– Create C ′2 = {x : A3(x)2, A3(x)3 ∈ SV T0,0(n/3, Nb + 1)}.

– Create C ′′2 = {x : A4(x)2, A4(x)3, A4(x)4 ∈ SV T0,0(n/4, Nb + 1)}.

– Set C2 = C ′2 ∩ C ′′2 .

• Set C = CL(n) ∩ C1 ∩ C2.

To conclude, we calculate the amount of redundancy bits needed for Construction 8.

Corollary 9. For sufficiently large n, there exists a code which can correct a consecutive

deletion burst of size at most b whose number of redundancy bits is at most

(b− 1) log(n) +
((

b

2

)
− 1

)
log(log(n)) +

(
b

2

)
+ log(log(b)).
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Proof. As previously noted, the code CL(n) requires log(n) + 1 redundancy bits. Corollary 8

yields the total number of redundancy bits required for C1. For each level i, 3 ≤ i ≤ b, there

are i−1 rows we encode with an SVT-code, which yields
(

b
2

)
−1 total rows. The redundancy

for the SVT-code is given by Lemma 7.

Note that Corollary 9 yields a redundancy substantially lower than the redundancy re-

quired for the baseline comparison code CB(n) which was introduced in the beginning of

this section. In the latter code the log(n) redundancy term is quadratic in b, while in the

redundancy in Corollary 9 the log(n) term is linear in b.

4.7 Correcting a Burst of Length at most b (non-consecutively)

In this section, we will describe a construction for correcting a non-consecutive deletion burst

of length at most b for b ≤ 4. Note that for b = 1, we can use a VT-code and for b = 2,

we use Levenshtein’s construction [83]. The construction uses a code which can correct two

deletions immediately followed by an insertion. For the remainder of this section, we assume

that (b!)|n.

4.7.1 A 2-Deletion-1-Insertion-Burst Correcting Code

This subsection describes a code that corrects a deletion burst of size 2 followed by an

insertion at the same position. For shorthand, we refer to this type of error as a (2, 1)-burst,

such a code is called a (2, 1)-burst-correcting code, and the set of all (2, 1)-bursts of a vector

x is denoted by D2,1(x). For instance, if the vector x = (0, 1, 0, 0, 1, 0) ∈ F6
2 is transmitted

then the set of possible received sequences given that a single (2, 1)-burst occurs to x is

D2,1(x) := {(0, 0, 0, 1, 0), (1, 0, 0, 1, 0), (0, 1, 0, 1, 0),

(0, 1, 1, 1, 0), (0, 1, 0, 0, 0), (0, 1, 0, 0, 1)}.
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Note that D1(x) ⊆ D2,1(x) and hence every (2, 1)-burst-correcting code is a single-deletion-

correcting code as well.

We now introduce a construction for (2, 1)-burst-correcting codes.

Construction 9. For three integers n ≥ 4, a ∈ Z2n−1, and c ∈ Z4, the code C2,1(n, a, c) is

defined as follows:

C2,1(n, a, c) ,
{

x ∈ Fn
2 :

n∑
i=1

xi ≡ c (mod4),
n∑

i=1
i · xi ≡ a (mod(2n− 1))

}
.

Notice that C2,1(n, a, c) is a single-deletion-correcting code [82].

In order to prove the correctness of this construction, we introduce some additional

terminology. For (b1, b2) ∈ F2
2, d ∈ F2, and x ∈ Fn

2 let D2,1(x)(b1,b2)→d ⊆ D2,1(x) be the set

of vectors from D2,1(x) that result from the deletion of the subvector (b1, b2) followed by the

insertion of d. For example, for the vector x = (0, 1, 0, 0, 0, 1, 0),

D
(0,0)→1
2,1 (x) = {(0, 1, 1, 0, 1, 0), (0, 1, 0, 1, 1, 0)},

D
(0,0)→0
2,1 (x) = {(0, 1, 0, 0, 1, 0)}.

The following claim follows in a straightforward manner.

Claim 1. For any (d, b1, b2) 6∈ {(1, 0, 0), (0, 1, 1)} D(b1,b2)→d
2,1 (x) ⊆ D1(x).

We are now ready to prove the correctness of Construction 9.

Theorem 11. Let n ≥ 4, a ∈ Z2n−1, and c ∈ Z4 be three integers. Then, the code C2,1(n, a, c)

from Construction 9 is a (2, 1)-burst-deletion correcting code.

Proof. We will show that for all x,y ∈ C2,1(n, a, c), D2,1(x) ∩ D2,1(y) = ∅.

Assume in the contrary that z ∈ D2,1(x)∩D2,1(y). Then, there exist (d, b1, b2), (d′, b′1, b′2)

such that

z ∈ D(b1,b2)→d
2,1 (x) ∩ D(b′1,b′2)→d′

2,1 (y),
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and assume also that z is the result of deleting bits i and i+ 1 from x and j and j + 1 from

y, and without loss of generality i < j.

Since C2,1(n, a, c) is a single-deletion-correcting code, according to Claim 1, we can assume

that at least one of (d, b1, b2), (d′, b′1, b′2) belongs to the set {(0, 1, 1), (1, 0, 0)}, and without loss

of generality, assume that (d, b1, b2) ∈ {(0, 1, 1), (1, 0, 0)}. First suppose (d, b1, b2) = (1, 0, 0).

Since ∑n
i=1 xi −

∑n
i=1 yi ≡ 0 (mod4), we have (b′1, b′2) = (0, 0) = (b1, b2). Furthermore, since

z ∈ D(b1,b2)→d
2,1 (x)∩D(b′1,b′2)→d′

2,1 (y), d′ + b1 + b2 ≡ d+ b′1 + b′2 (mod4) and so d′ = d = 1. Next,

suppose (d, b1, b2) = (0, 1, 1). Then, using idential logic (b′1, b′2) = (b1, b2) = (1, 1) and d′ =

d = 0 so that we conclude that if one of (d, b1, b2), (d′, b′1, b′2) is in the set {(0, 1, 1), (1, 0, 0)},

then (d, b1, b2) = (d′, b′1, b′2).

We consider the case where (d, b1, b2) = (0, 1, 1). In this case, x,y will have the following

structure:

x =(x1, . . . , xi−1, 1, 1, xi+2, . . . , xj, 0, xj+2, . . . xn),

y =(y1, . . . , yi−1, 0, yi+1, . . . , yj−1, 1, 1, yj+2, . . . yn),

where x` = y` for 1 ≤ ` ≤ i − 1 and j + 2 ≤ ` ≤ n, and xi+2 = yi+1, xi+3 = yi+2,

xi+4 = yi+3, . . . , xj = yj−1. Since x 6= y and j − i > 0, we have

n∑
`=1

` · y` −
n∑

`=1
` · x` =

j+1∑
`=i

` · y` −
j+1∑
`=i

` · x`

=(2j + 1)− (2i+ 1)− wt((xi+2, . . . , xj))

=2(j − i)− wt((xi+2, . . . , xj)),

where wt((xi+2, . . . , xj)) denotes the Hamming weight of (xi+2, . . . , xj). Since

0 ≤ wt((xi+2, . . . , xj)) ≤ j − i− 1,
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we conclude that

2 ≤ j − i+ 1 ≤
n∑

`=1
` · y` −

n∑
`=1

` · x` ≤ 2(j − i) ≤ 2(n− 1),

in contradiction to ∑n
`=1 ` · y` −

∑n
`=1 ` · x` ≡ 0 (mod(2n− 1)). The case where (d, b1, b2) =

(1, 0, 0) can be proven in a similar manner and so the details are omitted. Therefore, we

conclude that D2,1(x)∩D2,1(y) = ∅ and thus C2,1(n, a, c) is a single-deletion-correcting code.

The following corollary summarizes this discussion.

Corollary 10. For all n ≥ 4 there exist a ∈ Z2n−1 and c ∈ Z4 such that the redundancy of

the code C2,1(n, a, c) from Construction 9 is at most log(4(2n− 1)) < log(n) + 3.

4.7.2 Correcting a Burst of Length at most b

We are now ready to show our constructions for b = 3, 4.

Construction 10. Let C3 denote the code from Construction 4 for b = 3. For integers n

and a1 ∈ Zn, a2, a3 ∈ Zn−1, c2, c3 ∈ Z4, let Cb≤3(n, a1, a2, a3, c2, c3) be the following code:

Cb≤3 ,
{

x ∈ Fn
2 : x ∈ V Ta1(n),

x ∈ C3,

A2(x)1 ∈ C2,1

(
n

2 , a2, c2

)
,

A2(x)2 ∈ C2,1

(
n

2 , a3, c3

)}
.

Theorem 12. The code from Construction 10 can correct a non-consecutive deletion burst

of size at most three.

Proof. Let x be the transmitted codeword and y is the received vector. From the length

of the received vector y, we know the number of deletions that occurred, denoted by k. If
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k = 1, the deletion can be corrected since x is a codeword of the VT-code V Ta1(n). If

k = 3, we have a consecutive deletion burst of size three which can be corrected since x is a

codeword in C3, which is a three-burst-deletion-correcting code.

If k = 2, then the (2, 1)-burst correcting code succeeds in any case as will be shown in the

following. If the two deletions occur consecutively, each of the two rows of the array A2(y)

corresponds to a codeword from a code C2,1 with a single deletion which can be corrected. If

the two deletions occur at positions i and i+ 2 (they have to be within three bits), then:

y = (x1, . . . , xi−1, xi+1, xi+3, . . . , xn)

and (assuming w.l.o.g. that i is even)

A2(y) =

x1 x3 . . . xi−3 xi−1 xi+3 . . . xn−1

x2 x4 . . . xi−2 xi+1 xi+4 . . . xn

 .

Compared to A2(x), the first row suffers from a single deletion (xi+1) and the second from

two deletions (xi and xi+2) immediately followed by an insertion (xi+1). This can also be

corrected by the code C2,1. If i is odd, there is a single deletion in the second row and two

deletions followed by one insertion in the first row.

Theorem 13. There exists a code by Construction 10 which can correct a non-consecutive

burst of size at most 3 with redundancy at most 4 log(n) + 2 log(log(n)) + 6.

Proof. The set of n + 1 VT-codes V Ta1(n) for 0 ≤ a1 ≤ n as well as the set of n codes

C2,1(n, a2, c) and C2,1(n, a3, c) for 0 ≤ a2, a3 ≤ n− 1, 0 ≤ c ≤ 3 form partitions of the space;

i.e., ∪n
a1=0V Ta1(n) = Fn

2 , ∪n−1
a2=0 ∪3

c=0 C2,1(n, a2, c) = Fn
2 and ∪n−1

a3=0 ∪3
c=0 C2,1(n, a3, c) = Fn

2 . In

particular, they also form a partition of the code C3 from Construction 4. Therefore, by the

pigeonhole principle, there are choices for a1, a2, a3, c such that the intersection of the three

codes requires redundancy at most the sum of the redundancies of the three codes.

We now turn to the case of b = 4, which follows the same ideas as for b = 3, so we explain
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its main ideas.

Construction 11. Let C4 denote the code from Construction 4 for b = 4. For integers n

and a1, a2 ∈ Zn−1, b1, b2, b3 ∈ Z2n/3−1, c1, c2, d1, d2, d3 ∈ Z4, let Cb≤4 be as follows:

Cb≤4 ,
{

x ∈ Fn
2 : x ∈ V Ta1(n),

x ∈ C4,

A2(x)i ∈ C2,1

(
n

2 , ai, ci

)
, i = 1, 2,

A3(x)i ∈ C2,1

(
n

3 , bi, di

)
, i = 1, 2, 3

}
.

Theorem 14. The code from Construction 11 can correct a non-consecutive deletion burst

of size at most four.

Proof. Let x be the transmitted codeword and y is the received vector. As for b ≤ 3, we

know the number of deletions that occurred, denoted by k. If k = 1, the deletion can be

corrected since each codeword is from a VT-code. If k = 4, we have a consecutive deletion

burst of size four which can be corrected since each codeword of Cb≤4 is a codeword of C4. If

k = 2, the following cases can happen:

• The two deletions occur consecutively, then each row of A2(x) is affected by a single

deletion.

• The two deletions occur with one position in between, then one row is affected by a

single deletion and the other one by a (2, 1)-burst (similar to the proof of Theorem 12).

• There are two positions between the two deletions, i.e., positions i and i+3 are deleted.

Then:

y = (x1, . . . , xi−1, xi+1, xi+2, xi+4, . . . , xn)
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and (assuming w.l.o.g. that i is even)

A2(y) =

x1 . . . xi−1 xi+2 xi+5 . . . xn−1

x2 . . . xi+1 xi+4 xi+6 . . . xn



and both rows are affected by a (2, 1)-burst.

Since the rows of A2(x) are codewords of C2,1, we can correct the deletions in any of these

cases.

Similarly, for k = 3, the following cases can happen:

• The three deletions occur consecutively, then each row of A3(x) is affected by a single

deletion.

• The deletions occur at positions i, i+ 1 and i+ 3. Then:

y = (x1, . . . , xi−1, xi+2, xi+4, . . . , xn)

and (assuming w.l.o.g. that i is divisible by three)

A2(y) =


x1 . . . xi−2 xi+4 . . . xn−2

x2 . . . xi−1 xi+5 . . . xn−1

x2 . . . xi+2 xi+6 . . . xn

 ,

then the last row is affected by a (2, 1)-burst and the other ones by a single deletion.

• The deletions occur at positions i, i+ 2 and i+ 3. Then, similarly to before, two rows

are affected by a single deletion and one row by a (2, 1)-burst.

Since the rows of A3(x) are codewords of C2,1, we can correct the deletions in either of these

cases.

The next theorem summarizes this construction and its redundancy. The redundancy

follows as in Theorem 12 by the pigeonhole principle.
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Theorem 15. There exists a code constructed by Construction 11 with redundancy at most

7 log(n) + 2 log(log(n)) + 4.

We note that for b > 4 we cannot extend this idea and it remains as an open prob-

lem to construct efficient codes for correcting a non-consecutive burst of deletions of size

b > 4. These constructions give some first ideas to correct a burst of non-consecutive dele-

tions/insertions. The only construction we are aware of that can correct the class of bursts

studied in this section with asymptotic rate 1 is the one from [92] which corrects arbitrary

number of deletions, and in particular any kind of burst. However, the authors of [92] used

asymptotic considerations which do not explicitly state the exact redundancy, and thus we

could not provide a comparison with their codes. Moreover, we believe that our constructions

for b ≤ 4 are more practical.

4.8 Concluding Remarks

In this chapter, we have studied codes for correcting a burst of deletions or insertions in three

models. Our main contribution is the construction of binary b-burst-deletion-correcting codes

with redundancy at most log(n) + (b− 1) log(log(n)) + b− log(b) bits and a non-asymptotic

upper bound on the cardinality of such codes. We have extended this construction to codes

which correct a consecutive burst of size at most b, and studied codes which correct a burst of

size at most b (not necessarily consecutive) for the cases b = 3, 4. Additionally we created a

non-binary code that corrects a burst deletion of exactly m symbols. By setting the alphabet

size to 4, this code can be specifically suited for correcting burst-deletions in DNA storage.
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4.9 Appendix

4.9.1 Calculating the value of N(n, b, i)

In this appendix we calculate the value of N(n, b, i) = |{x ∈ Fn
2 : |Db(x)| = i}|.

Lemma 13. For 1 ≤ i ≤ n− b+ 1 we have that

N(n, b, i) = 2b

(
n− b
i− 1

)
.

Proof. Recall that we can arrange a vector x = (x1, x2, . . . , xn) into a b× n
b
array Ab(x).

Let ρ(xj) denote the number of runs in the jth row of Ab(x). From equation (4.2), we

have that

|Db(x)| =
 b∑

j=1
ρ(xj)

− b+ 1.

Thus, counting the number of vectors of length n whose b-burst deletions ball size is i, is

equivalent to counting the number of vectors of length n for which

 b∑
j=1

ρ(xj)
 = i+ b− 1.

The number of binary vectors of length n with r runs is

2
(
n− 1
r − 1

)
,M(n, r).

For b = 2, N(n, 2, i) is given by

∑
0<r1,r2:r1+r2=i+2−1

M
(
n

2 , r1

)
·M

(
n

2 , r2

)

=
i∑

r1=1
M
(
n

2 , r1

)
·M

(
n

2 , i+ 1− r1

)

=
i∑

r1=1
2
(

n
2 − 1
r1 − 1

)
· 2
(

n
2 − 1
i− r1

)
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= 4
i−1∑

r1=0

(
n
2 − 1
r1

)
·
(

n
2 − 1

i− 1− r1

)

= 4
(
n− 2
i− 1

)
.

We used Vandermonde’s identity in the final step which states that for any nonnegative

integer n the following relation holds true:

n∑
k=0

(
x

k

)(
y

n− k

)
=
(
x+ y

n

)
.

We prove the lemma’s statement by induction on b. We have already established the

base case for b = 2 (the b = 1 case is trivially given by M(n, r)).

Assume the following holds for b = k:

∑
0<r1,r2,...,rk: r1+r2+...+rk=i+k−1

M
(
n

k
, r1

)
·M

(
n

k
, r2

)
· · ·M

(
n

k
, rk

)
= 2k

(
n− k
i− 1

)
.

We wish to show that for b = k + 1,

∑
0<r1,r2,...,rk+1:

r1+r2+...+rk+1=i+k

M
(

n

k + 1 , r1

)
·M

(
n

k + 1 , r2

)
· · ·M

(
n

k + 1 , rk+1

)

= 2k+1
(
n− (k + 1)

i− 1

)
.

Let us now prove the previous equation using the inductive assumption:

∑
0<r1,r2,...,rk+1:

r1+r2+...+rk+1=i+k

M
(

n

k + 1 , r1

)
·M

(
n

k + 1 , r2

)
· · ·M

(
n

k + 1 , rk+1

)

=
i∑

rk+1=1
M
(

n

k + 1 , rk+1

)
·

∑
0<r1,r2,...,rk:

r1+r2+...+rk=i+k−rk+1

M
(

n

k + 1 , r1

)
· · ·M

(
n

k + 1 , rk

)
(4.4)

=
i∑

rk+1=1
M
(

n

k + 1 , rk+1

)
· 2k

(
nk

k+1 − k
i− rk+1

)
(4.5)
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=
i∑

rk+1=1
2
(

n
k+1 − 1
rk+1 − 1

)
· 2k

(
nk

k+1 − k
i− rk+1

)

= 2k+1
i−1∑

rk+1=0

(
n

k+1 − 1
rk+1

)
·
(

nk
k+1 − k

i− rk+1 − 1

)

= 2k+1
(

n
k+1 − 1 + nk

k+1 − k
i− 1

)

= 2k+1
(
n− (k + 1)

i− 1

)
.

We used the induction assumption to simplify (4.4) to (4.5).

4.9.2 Encoding of Run-Length Limited Sequences

In this appendix we describe how to efficiently encode vectors that satisfy the (log(n) + 3)-

RLL(n) constraint. Namely, Algorithm 5 uses one redundancy bit in order to encode vectors

of maximum run length at most dlog(n)e+ 3.

Algorithm 5 Run-Length Encoding
Input: Sequence x ∈ Fn

2
Output: Sequence y ∈ Fn+1

2 with run length ≤ dlog(n)e+ 3
1: Define y = (x1, x2, . . . , xn, 0) ∈ Fn+1

2
2: Set i = 1 and iend = n
3: while i ≤ iend do
4: if length of run starting at yi is ≥ dlog(n)e+4 then
5: p(i): binary representation of i with dlog(n)e bits
6: remove dlog(n)e+ 3 bits of this run from y
7: append (1, p(i), 01) on the right of y
8: set iend = iend − log(n)− 3
9: else
10: set i = i+ 1
11: end if
12: end while

Notice that in Algorithm 5 if there is a run of length at least a · (dlog(n)e + 3) + 1, for

some a ≥ 2, then the same vector (1, p(i), 01) is appended a times, where p(i) denotes the

binary representation of i with dlog(n)e bits.
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Theorem 16. Given any sequence x ∈ Fn
2 , Algorithm 5 outputs a sequence y ∈ Fn+1

2 where

any run has length at most dlog(n)e+ 3 and such that x can uniquely be reconstructed given

y.

Proof. First, let us explain the length of y. Some runs of length dlog(n)e + 3 are removed

and a block (1, p(i), 01) is appended. Both blocks have length dlog(n)e+ 3, so this does not

change the length of the vector and we have only one additional bit, which is the zero bit

that was appended in Step 1.

Second, let us consider the maximum run length. The longest run in y is of length

dlog(n)e + 3, since any longer run is removed and replaced by (1, p(i), 01). Clearly, in the

newly appended blocks, the run length is at most dlog(n)e+ 1 due to the "01". The first "1"

in (1, p(i), 01) is necessary to avoid the following case: the sequence x ends with log(n) zeros

and there is a sequence of 2 log(n) zeros at the beginning. We have to write the number zero

in binary to the right of the redundancy bit. This would create a sequence of 2 log(n) + 1

zeros if the first one of (1, p(i), 01) was not there.

To reconstruct x given y, we start from the right. Check if the rightmost bit is 0 or 1.

If it is 0, then the leftmost n bits of y are equal to x. If it is 1, we know that the rightmost

dlog(n)e + 3 bits are an encoded block, where p(i) provides the position where to insert a

run of length dlog(n)e+ 3. The value of this run is the value of the bit at position i. We can

therefore insert such a run and remove the rightmost dlog(n)e+3 bits. Then, we check again

the rightmost bit. We repeat the previous strategy until the rightmost bit is 0, in which case

the first n bits correspond to x and we have decoded our original sequence.

Example 10. Let n = 16 and therefore log(n) = 4 and log(n) + 3 = 7. Consider the

following sequence:

x = (0111111111111111),

where the one-run has length 15. Let us go through the steps of Algorithm 5.

1. y = (01111111111111110)
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2. i = 1 and iend = 16.

3. for i = 1: do nothing.

4. i = 2: the run starting at x2 is at least 8 bits long.

Define p(2) = (0010), remove 7 bits from the one run in y and append (1001001).

Thus, y = (01111111101001001).

iend = 16− 7 = 9.

5. i = 2: the run starting at x2 is 8 bits long.

Define p(2) = (0010), remove 7 bits from the one run in y and append (1001001).

Thus, y = (01010010011001001).

iend = 9− 7 = 2.

6. i = 2: do nothing and then the while-loop stops.

The decoding works as described in the proof of Theorem 16.

4.9.3 Decoder of Shifted VT-Codes

In order to better understand the rationale behind the SVT-code, let us explore the details

of the decoding algorithm (presented in pseudocode form in Algorithm 6).

The decoder receives the vector y = (y1, . . . , yn−1) ∈ Fn−1
2 which is the vector x with a

single bit deleted. The decoder knows the first possible location of the deleted bit, u, as well

as the number of possible positions of the deleted bit, P. In our overall code construction,

the parameter c, the weighted sum from Definition 1, and P are both known to the decoder

ahead of time, while u is gleaned from decoding the first row of our codeword array. The

value of the deleted bit, DelVal, is found by simply checking the overall parity of the received

vector.

We define ŷ = (yu, yu+1, . . . , yu+P−2). This vector contains the P −1 bits in which we are

not certain about their position in x. Any bit in position i, i < u is in its proper position,
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Algorithm 6 Decoding algorithm for the SV Tc,d(n, P ) code (deletion case)
Input: Received vector y, integers c, d, u, P
Output: Corrected vector y (equal to original vector x)
1: DelV al← wt(y) + d (mod2)
2: ŷ← (yu, yu+1, . . . , yu+P−2)
3: c′ ←

u+P−2∑
i=1

iyi +
n−1∑

i=u+P−1
(i+ 1)yi (modP )

4: ∆← c− c′ (modP )
5: k ← 1
6: if DelV al = 0 then
7: while R1(k) 6= ∆ do
8: k ← k + 1
9: end while
10: else
11: while L0(k) 6= ∆− u− wt(ŷ) (modP ) do
12: k ← k + 1
13: end while
14: end if
15: DelPos← k
16: Insert DelV al into position DelPos of ŷ

and any bit in position i, i > u + P − 2 will be shifted one position to the right once we

insert the deleted bit.

In the decoding algorithm, c′ is the augmented weighted sum of our received vector y. We

define the difference between the original weighted sum of x and our augmented weighted

sum of y as ∆. Since our calculation of c′ properly weights every bit outside of ŷ, we can

focus our attention solely on ŷ, i.e., inserting a bit to increase the weighted sum of ŷ by ∆

also increases the weighted sum of y by ∆ (thus yielding x).

If we insert the missing bit into position k in ŷ, then we denote the number of 0’s and

1’s to the left of the bit we insert as L0(k) and L1(k), respectively. Similarly, let us call the

number of 0’s and 1’s to the right of the bit we insert as R0(k) and R1(k).

Inserting a 0 into ŷ increases its weighted sum by R1(k) (modP ) since all the 1’s are

shifted one space to the right. Note that this is true even if the 1 is pushed from weight

P − 1 to weight P (modP ) = 0. Thus, if a 0 was deleted, we insert a 0 into position k such

that R1(k) = ∆.
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Inserting a 1 into the kth position of ŷ increases its weighted sum by R1(k) + k + u −

1 (modP ). Since k = L0(k) +L1(k) + 1, this implies ∆ = R1(k) +L1(k) +L0(k) +u mod P .

Since wt(ŷ) = L1(k) + R1(k), we have ∆ = L0(k) + wt(ŷ) + u (modP ). Solving for L0(k)

yields L0(k) = ∆ − u − wt(ŷ) (modP ). Thus, if the deleted bit was a 1, we insert a 1 into

position k such that L0(k) = ∆− u− wt(ŷ) (modP ).

Example 11. Let us assume the transmitted vector was the following SV T0,0(16, 5) code-

word: x = (1111011001100011). Based on previous information, the decoder knows u =

8. During transmission, the 9th bit was deleted (bolded), so the received vector was y =

(111101101100011). The receiver determines the value of the deleted bit:

DelV al = wt(y) + d (mod2) = 10 + 0 (mod2) = 0.

The receiver calculates the augmented weighted sum of the received vector c′ = 3. Now the

receiver calculates the differences in the weighted sums:

∆ = c− c′ (mod5) = 0− 3 (mod5) = 2.

Since u = 8, we have ŷ = (0110), underlined in y. Since DelV al = 0, DelPos is the position

in which there are ∆ = 2 1’s to the right of it within ŷ, yielding ŷ = (00110). With the

insertion of this bit, we have successfully decoded the original sent codeword x.

Using similar logic from the deletion case, we present Algorithm 7, the decoding algorithm

for the SV Tc,d(n, P ) code in the case of an insertion.
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Algorithm 7 Decoding algorithm for the SV Tc,d(n, P ) code (insertion case)
Input: Received vector y, integers c, d, u, P
Output: Corrected vector y (equal to original vector x)
1: InsV al← wt(y) + d (mod2)
2: ŷ← (yu, yu+1, . . . , yu+P−1)
3: a′ ←

u+P−1∑
i=1

iyi +
n+1∑

i=u+P
(i− 1)yi (modP )

4: ∆← a′ − a (modP )
5: if InsV al = 0 then
6: while R1(k) 6= ∆ do
7: k ← k + 1
8: end while
9: else
10: while L0(k) 6= ∆− u− wt(ŷ) + 1 (modP ) do
11: k ← k + 1
12: end while
13: end if
14: InsPos← k
15: Delete the bit (InsV al) from position InsPos of ŷ
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CHAPTER 5

Conclusion

5.1 Summary of Our Results

This dissertation dealt with the creation of ECCs to mitigate errors in current and future

large-scale data systems. Due to the exponential growth of data being stored, processed,

and transmitted, ECCs are likely to play a crucial role in data robustness.

In the first part of the dissertation, we focused on how to best exploit side-information

from the underlying data. By establishing the fundamental coding principles, matched to

real-life systems, we created a practical form of list-decoding. We demonstrated that the

entropy within a cacheline contains sufficient information to successfully decode from a sig-

nificant portion of the detected errors. Furthermore, using an entropy based policy reveals

how likely we are to successfully recover, thus allowing us to roll-back instead of attempting

a low-percentage decoding operation. Additionally, we presented an ultra-lightweight version

of the SDECC framework that is more suitable for IoT devices.

While still exploiting side-information, we switched gears away from heuristic recovery

in favor of a priori special message designations. Our broad class of UMP codes offer direct

alternatives to commonly used codes in computer memory systems without any additional

redundancy. Once again, we combine new coding theoretic results with the limits and

requirements of real-world systems to produce practical enhancements to state-of-the-art

error correction techniques.
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Lastly, we tackled the problem of correcting burst deletions. Deletions and insertions

are notoriously more difficult to correct than the usual substitution errors. In addition to

establishing theoretical results, we explicitly constructed the best-known codes for correcting

a burst of deletions. We hope that our extension of these codes to the non-binary regime

will be useful in making DNA storage a reality.

5.2 Future Directions

Directions for the future of SDECC include adaptive software and ECC support for memory

fault models and development of software mechanisms that can eventually verify the cor-

rectness of SDECC recovery. Being able to exploit the fault model itself, in addition to the

underlying data, can only increase our recovery results.

Our class of UMP codes are formulated to allow the mapping of special messages as the

system designer chooses. This is a simple task for basic mapping patterns, but it can become

practically infeasible for very complex mappings. A future direction for our UMP codes is

to expand the user interface to allow for more complex mappings to be done inside the black

box.

Lastly, state-of-the-art DNA storage techniques and methods are constantly evolving.

The future direction is to combine our burst deletion correcting code with the latest coding

scheme that enables the data stored in DNA to be byte-addressable.

In this dissertation, we established mathematical principles and ECCs that will be useful

in mitigating errors in future data systems; however, the technology of tomorrow always

contains unforeseeable developments and innovations. For this reason, a coding theorist’s

work is never done, and must continue to adapt to the current landscape. With continual

mathematical innovations, humanity is well-positioned to flourish in the age of information.
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