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Abstract

Existing permissioned blockchain systems fail to simultaneously satisfy the essential properties required
for real-world deployment: security against long-range attacks, scalable smart contract execution without
prior knowledge of read /write sets, availability under network partitions, high system-level performance, and
ease of use as a research testbed.

This dissertation addresses these gaps by designing, implementing, and validating a unified, deployable
permissioned blockchain fabric composed of four interdependent innovations.

First, Power-of-Collaboration (PoC) secures any existing PoS/BFT system against long-range attacks.
PoC makes ledger rewriting computationally expensive (like PoW) but replaces competitive mining with
collaborative mining, eliminating resource waste.

Second, Thunderbolt scales smart contract execution without requiring prior read/write knowledge. It
integrates Execute-Order-Validate for single-shard transactions with Order-Execute for cross-shard transac-
tions via DAG-based consensus, achieving up to 50x speedup over sequential DAG execution.

Third, CASSANDRA ensures partial progress under network partitions. This leaderless protocol enables
replicas to continue proposing transactions via a DAG and recover rapidly, achieving throughput peaks up
to 6x of steady state.

Fourth, ResilientDB integrates the above contributions into a high-throughput permissioned fabric with
a protocol-agnostic interface, benchmarking tools, and SDKs. It is open-sourced as an Apache Incubating
project, serving as both a production system and an open research testbed.

By systematically addressing security, scalability, availability, and system performance within one unified
fabric, this dissertation demonstrates a practical path toward building a complete, deployable permissioned

blockchain for enterprise applications.



CHAPTER 1

Introduction

Blockchain technology has experienced significant growth, primarily driven by Bitcoin’s success as a
cryptocurrency [1]. A blockchain, often referred to as a distributed ledger, is essentially an append-only data
structure maintained by a network of mutually untrusting nodes. Within a blockchain network, all nodes
reach consensus on an ordered set of blocks, each containing multiple transactions, forming a comprehensive
sequential transaction log.

Traditional database systems deliver robust performance, ensuring high availability and data consistency
through primary-backup models and multi-primary configurations. For consistency, these systems employ
consensus protocols to replicate data across nodes, mitigating data loss risks [2, 3, 4].

In contrast, Byzantine environments present unique challenges where nodes may be compromised by
malicious actors, risking data tampering and unreliable communications. Blockchain systems operating in
such environments must implement robust security measures for secure communication and data protection.
Many leverage advanced cryptographic techniques, such as public-private key encryption, to safeguard data
effectively.

Blockchain systems in controlled environments are known as private (or permissioned) systems, distin-
guished from public (or permissionless) systems where participation is open to anyone [5, 6, 7]. Current
applications span security trading and settlement, asset and financial management, and banking and in-
surance [8, 9]. While these applications are typically supported by enterprise-grade database systems like
Oracle and MySQL, blockchain technology offers transformative potential despite certain performance and
cost challenges.

Recent interest in blockchain technology has spurred advancements in distributed Byzantine fault-tolerant

(BFT) systems capable of addressing failures and defending against malicious attacks.

1.1. A Unified, Deployable Permissioned Blockchain Fabric

Any blockchain system intended for real-world, enterprise-grade deployment must simultaneously satisfy

several fundamental properties. First, it must be secure against a wide range of attacks, including those
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FIGURE 1.1. Properties of blockchain systems.

that exploit the absence of computational cost in ledger rewrites (e.g., long-range attacks). Second, it
must be scalable in both transaction ordering and smart contract execution, supporting high throughput
as the number of participants and state size grows. Third, it must be highly available, continuing to
make progress even when network partitions or leader failures occur—a requirement often stated as liveness.
Fourth, it must be high-performance at the system level, not merely at the protocol level, through careful
architectural and engineering optimizations. Fifth, to accelerate research and adoption, it should be easy
to use as a testbed, allowing researchers to implement and compare new protocols fairly and reproducibly.

Existing blockchain platforms, however, fall short of satisfying all these properties together. Permis-
sioned systems often inherit consensus protocols (e.g., PBFT [10], HotStuff [11]) that remain vulnerable
to long-range attacks because block addition is computationally inexpensive and adversaries can acquire
old private keys. Scalability solutions based on sharding typically assume prior knowledge of trans-
action read/write sets—an unrealistic requirement for dynamic smart contracts—and rely on central-
ized coordinators or two-phase commit for cross-shard transactions, incurring high latency and abort rates.
Leader-based consensus protocols, while efficient in good network conditions, stall entirely during net-

work partitions, as a new leader must be elected via timeouts, causing prolonged unavailability. Moreover,
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most existing systems are not architected as high-performance, pluggable research platforms; im-
plementing a new consensus or execution protocol often requires deep modifications to the core codebase,
making fair comparisons difficult.

To support this argument, the dissertation addresses five essential properties that any real-world per-

missioned blockchain must possess (Figure 1.1):

e Security against long-range attacks, which exploit the low cost of rewriting ledger history.

e Scalability in smart contract execution without requiring prior knowledge of transaction read-
/write sets.

e Availability under network partitions, continuing to make partial progress even when a full quorum
cannot be formed.

e High performance at the system level, not just protocol level, through careful architectural
optimizations.

e Usability as a research testbed, allowing fair, reproducible comparisons of different consensus

and execution protocols.

The remainder of this introduction examines each of the first four challenge areas in turn.

1.2. Security: Blockchains and the Long-Range Attack Problem

Blockchains are classified as permissionless and permissioned. Permissionless blockchains (e.g., Bit-
coin [1], Ethereum [12]) allow any node to join and leave freely, achieving high decentralization at the cost
of computational overhead. Permissioned blockchains (e.g., Hyperledger Fabric) operate with a known set
of replicas and use BFT protocols for efficiency. However, both types remain vulnerable to long-range at-
tacks [13, 14]: an adversary who acquires old private keys (via theft or bribery) can create an alternative
ledger from an early block, and new or rejoining nodes cannot distinguish the genuine chain from the fake
one.

Existing countermeasures include key-evolving cryptography (which only delays attacks), checkpointing
via a trusted committee (which introduces centralization), or anchoring to Bitcoin’s PoW ledger (which
wastes computational resources due to competitive mining). No solution simultaneously provides decentral-
ized, computationally expensive ledger rewriting without massive resource waste.

We propose PoC, a protocol that appends to any existing PoS/BFT system to guard against long-range
attacks. PoC makes ledger rewriting computationally expensive (like PoW) but replaces competition with

collaborative mining: all miners work on the same puzzle via partitioned search spaces. This eliminates
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resource waste, ensures fairness through stake-based slice assignment, and provides accountability through
a slice-shifting protocol that penalizes malicious miners. PoC thus secures the permissioned system without

compromising throughput or decentralization.

1.3. Scalability: Sharding and Smart Contract Execution Without Prior Knowledge

Background. To scale transaction processing, many blockchain systems employ sharding: partitioning
data into non-overlapping shards, each running its own consensus [15, 16, 17]. Cross-shard transactions
require atomic commitment protocols (e.g., two-phase commit) to ensure consistency across shards [18, 19].
Most existing sharding systems assume that the read/write sets of transactions are known before execution
— an assumption that holds for simple UTXO-based models but fails for dynamic smart contracts, where the
exact keys accessed are determined only at runtime.

Limitations of existing solutions. Order-Execute (OE) models can build dependency graphs but need
prior read/write knowledge. Execute-Order-Validate (EOV) models (e.g., Fabric) execute speculatively but
suffer from high abort rates under contention. Relay-based or multi-shard consensus approaches introduce
additional coordinators and communication overhead [20, 21, 22, 23]. No existing sharding system efficiently
handles both single-shard and cross-shard smart contract transactions without prior knowledge of access
patterns.

We introduce Thunderbolt, a sharded architecture that integrates the EOV model for single-shard
transactions (no prior read/write knowledge needed) with the OE model for cross-shard transactions. A
DAG-based consensus coordinates all shards without centralized coordinators. Thunderbolt also includes a
Concurrent Executor (CE) that uses non-deterministic ordering based on runtime states to minimize aborts.
This yields up to 50x speedup over sequential execution on DAG-based protocols, directly addressing the

scalability gap.

1.4. Availability: Leader-Based Protocols and Network Partitions

Most practical BET protocols (PBFT, HotStuff, Raft) are leader-based: a single replica proposes blocks,
and others vote to commit. Under normal synchronous network conditions, these protocols achieve high
throughput and low latency. However, they rely on the leader being correct and reachable. When network
partitions occur or the leader fails, the system must trigger a leader election via timeouts [10, 11, 24, 25].

During this period, the entire system stalls — no new transactions can be committed.
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Timeout-based leader election can take seconds or more, causing prolonged unavailability. Even leader-
less DAG-based protocols like Tusk [26] still require a quorum to make progress; if no quorum exists due to
partitions, they also halt. No existing protocol provides partial progress — the ability to continue ordering
some transactions among subsets of replicas during a partition — without sacrificing safety.

We propose CASSANDRA, a leaderless protocol designed for partial progress under asynchrony. Replicas
propose transactions in rounds, building a DAG that links proposals even when a full quorum is unavailable.
Each replica selects a local strongest proposal; consensus on the global strongest proposal proceeds only
when sufficient votes arrive, but replicas never wait indefinitely — timers allow them to move to the next
round. During a partition, replicas continue exchanging proposals within their connected subset, achieving
non-zero throughput. Upon network recovery, CASSANDRA rapidly converges by exchanging DAG histories,

resulting in throughput peaks up to 6x of steady state. This directly addresses the availability gap.

1.5. Building a High-Performance, Easy-to-Use Research Platform

Even the most innovative consensus or execution protocol is of limited practical value if the underlying
system is slow, difficult to deploy, or hard to extend. Existing permissioned blockchains (Fabric, Tender-
mint, etc.) often suffer from suboptimal system-level designs: tight coupling of ordering and execution,
inefficient network handling, and lack of modular interfaces for protocol researchers. As a result, comparing
different protocols fairly requires re-implementing them from scratch, and system bottlenecks often obscure
algorithmic improvements.

No existing platform provides both a high-performance engine and a pluggable, protocol-agnostic in-
terface that allows researchers to implement new BFT protocols without modifying network, storage, or
execution layers. Benchmarking tools are often ad-hoc, and deployment is complex.

We present ResilientDB, an open-source (Apache Incubating) permissioned blockchain fabric that em-

bodies a system-centric design philosophy. Key features include:

Decoupling of transaction ordering from execution, enabling deep pipelining.

Multi-threaded coroutine architecture with batched, copy-on-write message processing.

e A protocol-agnostic consensus interface (Propose, Vote, Commit) that allows any BFT protocol to
be plugged in without touching other components.

e Comprehensive benchmarking suite (YCSB, SmallBank), SDKs (Python, Rust), monitoring dash-

boards (Grafana), and deployment automation (Ansible, Docker).

5



We present ResilientDB, an open-source (Apache Incubating) permissioned blockchain fabric that em-
bodies a system-centric design philosophy. ResilientDB serves as the integration backbone for PoC, Thun-
derbolt, and CASSANDRA. Moreover, even a slower consensus protocol (PBFT) running on ResilientDB
can outperform other permissioned blockchains that use faster protocols (Zyzzyva) — demonstrating that
system-level optimizations are as critical as protocol innovations. Thus, ResilientDB fulfills the high-performance

and research testbed requirements, completing the unified fabric.



CHAPTER 2

Securing Consensus: Power-of-Collaboration against Long-Range

Attacks

2.1. Introduction: The Vulnerability of Proof-of-Stake and BFT Systems

Decentralized systems built on blockchain technology promise immutable and verifiable ledgers [1, 27, 28].
These systems process client transactions through state-machine replication, requiring consensus protocols
capable of handling malicious attacks [11, 29]. The two most widely adopted consensus categories are Proof-
of-Stake (P0OS) protocols [28, 30] and traditional Byzantine Fault-Tolerant (BFT) protocols [11, 29)].

Stake-oriented protocols probabilistically determine which node adds new blocks, with higher-stake nodes
having greater proposal probability [30]. Communication-oriented protocols provide equal voting opportu-
nities, reaching agreement through successive vote exchanges [29, 31]. Some systems combine P0OS and BFT
for efficient consensus [28]. Despite differences, these protocols share a common design: each block includes
digital signatures from a quorum of participants, proving quorum agreement on ledger updates.

The Long-Range Attack Problem Decentralized systems employing these protocols face a well-
known vulnerability: long-range attacks where adversaries create alternate ledgers, targeting clients or new
participants unable to distinguish original from adversarial ledgers [13, 32, 33, 34]. These attacks are feasible
because POS/BFT protocols make block addition computationally inexpensive. Adversaries gaining access
to honest node private keys—through either theft or bribery—can create alternate ledgers.

Attack vectors include:

(1) Stealing. Adversaries may steal node keys, a widespread attack resulting in losses up to $200
million [35, 36, 37].

(2) Bribing. Adversaries may bribe honest nodes to sell private keys, particularly nodes that no longer
have system stake. This bribery attack exploits the Tragedy of the Commons [38], where rational

participants opt for additional incentives by selling keys.



With compromised keys, adversaries can fork original ledgers at specific block numbers and create

adversarial ledgers with alternate blocks. As nodes frequently leave and join decentralized systems [39, 40],

adversaries can present adversarial ledgers to new nodes that cannot distinguish authenticity.

Analysis of Existing Countermeasures and Their Remaining Gaps. Prior work has proposed

three main families of countermeasures against long-range attacks. Each leaves specific security gaps under

realistic adversary models.

(1)

Key-evolving cryptographic techniques [13, 14]. Participants periodically generate new key pairs
and discard old ones.

An adversary can still collect old keys over time (e.g., by bribing nodes after they have left the
system) and use them to create an adversarial ledger starting from a point before the key evolution.
Key evolution only delays the attack; it does not make ledger rewriting computationally expensive.
Moreover, it assumes that honest nodes reliably delete old keys — an assumption that may fail under
compromise or side-channel attacks.

State checkpointing [41]. A trusted committee periodically signs the ledger state, and new nodes
trust the latest checkpoint.

This introduces centralization — the committee becomes a single point of trust and a target
for bribery or coercion. If the committee is large to maintain decentralization, checkpoint latency
increases. Even with a committee, an adversary who compromises the committee can forge check-
points. The approach trades off security against long-range attacks for trust in a small set of
replicas.

Appending ledger state to Bitcoin’s PoW blockchain [42, 43]. Because Bitcoin’s ledger is computa-
tionally expensive to rewrite, anchoring checkpoints into Bitcoin makes adversarial ledger creation
costly.

This solution inherits Bitcoin’s energy waste (competitive mining) and depends on Bitcoin’s
security assumptions (e.g., (50% honest mining power). It also requires a cross-chain communi-
cation mechanism, which introduces additional latency and complexity. Furthermore, it does not

eliminate the waste of computational resources — miners still compete, and only one wins.

None of these approaches simultaneously achieves decentralized, computationally expensive ledger rewrit-

ing without massive resource waste. They either rely on trust assumptions (checkpointing committees), only

delay the attack (key evolution), or inherit the inefficiencies of PoW (Bitcoin anchoring).
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Our Contribution: Power-of-Collaboration (PoC) These challenges lead us to conclude that
effective long-range attack solutions must: (1) avoid reliance on long-term private key security, (2) reduce
computational resource waste, and (3) make ledger rewriting computationally expensive for attackers.

We introduce PoC, a protocol that, when appended to PoS/BFT systems, achieves these goals. PoC
works non-invasively on underlying consensus outputs with minimal performance impact. It advocates
collaborative mining where all miners work together on compute-intensive puzzles rather than competing.

Comparison with Mining Pools PoC’s security guarantees hold under the following assumptions,
which are standard and weaker than those required by prior solutions:

Adversarial computational power is bounded to less than 50% of the total mining power (the same as in
PoW). Under this assumption, recreating a chain of length b requires at least (1/2)" probability of success
for the adversary — exponentially decreasing with chain length.

Network is eventually synchronous (the standard partial synchrony assumption for BFT consensus). PoC
does not require synchronous network during normal operation; timers and slice-shifting handle asynchrony.

Honest miners follow the protocol and do not collude with adversaries. This is the standard assumption
in Byzantine fault tolerance.

Compared to key-evolving cryptography, PoC does not rely on honest nodes deleting old keys — even if
old keys are compromised, the adversary still needs to perform computational work to rewrite the ledger.
Compared to checkpointing, PoC is fully decentralized; no trusted committee is required. Compared to
Bitcoin anchoring, PoC eliminates competitive mining, reducing the time to find a nonce by up to 29x for
the same difficulty (Section 2.9). Thus, PoC offers a stronger security guarantee (computationally expen-
sive ledger rewriting) under weaker assumptions (no trusted committee, no key deletion) while improving
practicality (less resource waste, lower latency).

Experimental Validation We demonstrate POC’s effectiveness by appending it to multiple decen-
tralized systems. Experiments with Apache ResilientDB [44] show PoC sustaining 1,000 blocks per second
on 128 replicas, requiring 29x less mining time than Bitcoin’s PoW. Using the Diablo [45] benchmarking
framework, POC appended to Diem [46], Algorand [28], Ethereum [27], and Quorum [47] shows minimal

throughput impact (/= 10x).



2.2. Preliminaries

We adopt standard communication and failure models employed by most consensus protocols [29, 31, 48].
We assume a decentralized system S = R, C with replicas set R (ng total, fg arbitrarily behaving) and
clients set C' (arbitrarily many malicious). The nr — fr honest replicas follow the protocol and remain live.

Miner Staking. Like P0OS systems [28, 49], POC requires knowledge of total miners participating.
Miners must stake resources to participate, determining their required work. We denote miners’ set M with
total nys and at most fy; malicious (npr > 2% fay +1). Miners and replicas may be the same nodes but are
treated separately for exposition.

Advanced Adversary model. Standard cryptographic primitives (MAC, digital signatures) and
collision-resistant hash functions are employed. The standard adversary model allows corruption of at
most fgr replicas and fjs miners, with message delay and reordering capabilities [28, 29, 50]. An advanced
adversary model additionally assumes private key access to all replicas/miners, enabling long-range attacks.

PoC offers Sybil resistance through resource staking. Miners are pseudo-anonymous, identified by public
keys, with unique identifiers assigned.

Protocol Guarantees. The underlying POS/BFT protocol must provide:

Safety.: If two honest replicas order transactions 7" and T at sequence number k, then T'=1T".

Liveness.: Client transactions eventually receive responses.

2.3. The Threat Model: Understanding Long-Range Attacks

2.3.1. PoS and BFT Consensus. P0OS protocols allow nodes to add blocks proportionally to invested
stake [28, 49|, with higher stake increasing block proposal probability. BFT protocols like PBFT [29] and
HotStuff [11] designate leaders that propose blocks, followed by multi-round message exchanges ensuring

quorum support.

2.3.2. Long-range attack on PoS and BFT. Long-range attacks affect both PoS [51, 52] and BFT [13,
32] protocols. Because block addition is computationally inexpensive, adversaries with compromised keys
can fork original ledgers at specific heights, creating adversarial ledgers. As nodes frequently leave and join
systems [39, 40], adversaries can present adversarial ledgers to new nodes unable to distinguish authenticity.

Example 1 illustrates this:

EXAMPLE 1. Assume that a decentralized system S has the following POS ledger: By, ...By,...B,. Say

malicious nodes get access to the private keys of all the honest nodes and decide to create an adversarial
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ledger, starting from the k-th block. Once it is the turn of malicious nodes to propose new blocks, they
reveal the following adversarial ledger: By, By, ...By, ..., B}, B;, 1. Any new node joining S cannot distinguish
between these two ledgers and will choose the longest chain. Similarly, some existing honest nodes, if bribed,
may decide to forfeit their ledger and switch to the malicious ledger. Moreover, as time passes, with old nodes
leaving the system and new nodes unable to distinguish, a hard-working adversary may be able to affirm the

adversarial ledger as the original ledger.

While stealing distributed keys is difficult, bribery presents a rational attack vector—validators with no
remaining stake may sell private keys for incentives [38]. Solutions must therefore not rely on long-term

private key security and must make ledger rewriting computationally expensive.

2.3.3. Proof-of-Work Consensus. POW miners select client transactions, pack them into blocks
with headers containing previous block hash, Merkle root, difficulty, and nonce [42, 53]. Miners continuously

select random nonces until satisfying digest
(2.1) digest(prev || Mg || n) < D

The first miner discovering a valid nonce broadcasts the block, and other miners build upon it.
PoW faces two limitations: (1) all but one miner waste computational resources, and (2) multiple miners
may find valid nonces, temporarily forking the ledger. Difficulty D dynamically adjusts to maintain target

block production rates.

2.3.4. Centralized Pooled Mining. Mining pools allow miners to pool resources, increasing nonce
discovery chances [42, 43]. Centralized pools are managed by organizations that create blocks, determine
sub-problems, and distribute rewards proportionally after deducting management fees.

While ensuring regular payouts, centralized pools sacrifice decentralization. Pool controllers receive
fees and determine rewards, punishments, and membership. Moreover, pools compete with each other,
maintaining computational waste.

Decentralized pools eliminate centralized controllers but have failed due to accountability issues—the

last block added by any decentralized Bitcoin mining pool was in 2019 [41, 42].

2.4. Our Proposal: The Power-of-Collaboration (PoC) Protocol

PoC aims to guard POS/BFT systems against long-range attacks while providing:
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G1 Computationally expensive ledger rewriting. Complex puzzle solving makes adversarial
ledger overwriting expensive.

G2 Reduced computational waste. Collaboration ensures miners work on same block with distinct
search space subsets.

G3 Fairness. Incentives are distributed among all miners, even without nonce discovery.

G4 Accountability. Penalties for miners failing to find valid nonces present in their search spaces.

Before we describe the design of POC, we discuss some of the possible solutions and their limitations.

Version 1. Let us assume a decentralized system running a POS/BFT consensus protocol employs a
POW consensus subsystem to guard itself against long-range attacks. FEach batch of transactions that
the POS/BFT protocols commit is forwarded to the POW subsystem to add to the ledger maintained by
POW miners. Each miner M follows the POW protocol: creates a POW block that includes one or more
committed batches, a transaction that transfers incentive to its account, the hash of the previous block prev,
and initiates the search for a valid nonce. When M finds the nonce, it broadcasts its block and the nonce to
the other miners. If another miner M’ receives a block/nonce, it starts building/mining the next block and
includes the hash of the received block/nonce as the previous block. This solution faces the following two
limitations: (i) all but one miner waste their computational resources (lack of fairness), and (ii) more than
one miner can find a valid nonce, which can temporarily fork the ledger and lead to a subsequent increase
in the hardness/difficulty of finding the nonce (Section 2.3.3).

Before we describe the design of POC, we discuss some of the possible solutions and their limitations.

Version 2. Next, we replace the POW consensus subsystem with a centralized mining pool, where the
pool operator receives the next committed block and creates sub-problems for the pool’s miners to mine.
This solution does not face any of the above limitations. However, this solution illustrates control by a single
operator/organization, which receives fees for its services and decides the incentives/penalties for the pool’s
miners.

Version 3. Finally, we replace the centralized mining pool with a decentralized mining pool, where
miners decide to coordinate with each other without any operator. The following are the challenges for any
decentralized mining pool-based solution: (i) which miner decides the content of the block, (ii) how to fairly
distribute rewards among the miners, and (iii) how to detect and penalize a malicious miner that delays

block mining by not performing designated tasks.
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FIGURE 2.1. Transactional flow in a system S+PoC.

Overview. Our solution should offer the four appealing properties (Gl to G4). Consequently, we
design POC that requires no centralized organization and guards a POS/BFT protocol from long-range
attacks. In Figure 2.1, we illustrate the transactional flow.

(1) Transaction ordering and communication. POC expects that the underlying POS/BFT protocol
reaches consensus on client transactions among its replicas and forwards every committed batch of transac-
tions to the POC miners.

(2) Block creation and mining. Once miners are ready to mine, they select a set of ordered batches to
form a block. To allow miners to collaborate and reduce computational resource wastage, POC ensures that
all the miners are mining identical blocks, and each miner searches for the valid nonce on a unique subset of
the search space. This collaboration helps us meet property G2.

(3) Nonce discovery and attestation. Once a miner discovers a nonce, it broadcasts the nonce to everyone.
To ensure that there are no forks of the ledger, POC requires the decentralized system’s PoS/BFT protocol
to attest a nonce. Note: this recursive dependency only helps to select a valid nonce without requiring
multiple rounds of communication among the miners; the same task can be done by running a consensus on
the nonce among the miners.

(4) Reward distribution. Once a miner finds a valid nonce, each miner receives an incentive. This reward
distribution allows POC to ensure fairness (property G3)).

(5) Failure detection and progress. Byzantine miners may not search for nonce in their subset of the
search space. If the valid nonce is present in this subset, then no miner will ever discover it. PoC allows
miners to independently discover such malicious attacks and switches honest miners to different subsets to
facilitate the discovery of the nonce.

(6) Penalty. PoC guarantees accountability by penalizing malicious miners that failed to find a valid

nonce (property G4).
13



Next, we discuss our POC assuming no attacks (good case). Later, we explain how we handle malicious

attacks.

2.4.1. Client Transaction Ordering. Prior to running POC, we expect the blockchain system S S
to reach consensus on client transactions. For POC, the consensus run by S S is a black box. The system S
S is free to run any consensus protocol of its choice. It needs to only provide POC miners with committed
batches of transactions.

Our use of the term committed implies that each committed batch of transactions has been accepted
by a quorum of replicas of S S and will persist across adversarial failures. For instance, in BFT protocols
like PBFT [29] and HOTSTUFF [11], blocks are committed when they have quorum certificates from 2fg + 1
replicas. In several other blockchain systems, a batch of transactions is assumed committed if it is at a
specific depth in the blockchain. A depth indicates the position of the block in the blockchain; the larger
the depth of a block B, the greater the number of blocks that succeed B and the harder it is for another
fork to overtake this chain.

The assumption of POC miners working with only committed batches has two advantages: (1) It frees
PoC from having any knowledge on the consensus run by S, and (2) PoC miners will not waste their

resources on batches that may not persist.

2.4.2. Chain Communication. Once the blockchain system S has committed a block, we require it
to forward the committed block to POC miners to log it in the ledger. Like popular blockchain systems,
Bitcoin and Ethereum, we employ the gossip protocol for broadcasting a block. Here, we are making a
simplifying assumption that each node is connected to a sufficient number of honest nodes because, in gossip
protocol, each node forwards the message to only its neighbors. Alternatively, the replicas of S can employ
either the Information Dispersal Algorithm [54] or Byzantine Reliable Broadcast [55] if they cannot assume
a uniform distribution of honest nodes. Each miner accepts a committed block once it receives it from fx +1

replicas in S, which assures this miner that it did receive a committed block.

2.4.3. Collaborative Mining. PoC introduces the notion of collaborative mining to log each com-
mitted block in the ledger such that rewriting the ledger is computationally expensive for an adversary.

Collaborative mining, like centralized pooled mining, should ensure that each miner works on a unique
sub-problem so that miners do not waste their computational resources. Thus, we divide the POW hash
computation into n 4 disjoint sub-problems and requires each miner to work on a distinct predetermined sub-

problem. Like existing POW systems, we compute the solution space of hash computation for the miners [1].
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F1GURE 2.2. Tlustrating how o = 2 contiguous S-blocks produced by replicas of S are
aggregated into one mined block of PoOC. Here, each S-block includes 100 transactions.

PoC miners have to compute a SHA-256 hash, which is represented as a 32-byte hexadecimal value. Thus,
the solution space S comprises of 22°¢ possible values. We divide S into u slices; the size of each slice is a

system parameter. Given Si,S,, ..., Sy slices, the following holds:
SiNS;N---NSy=@ and S1USU---USy =S

PoC assigns each miner one or more consecutive slices based on its stakes. We make a simplifying assumption
that each slice is assigned to a miner in M. We discuss the slice assignment scheme in more detail in
Section 2.4.5. Given the difficulty D, each miner computes a hash till it reaches the target 32-bit SHA-256
hash (refer to Equation 2.1). This requires each miner to find a nonce 7 in its set of slices.

Next, we describe the POC consensus.

2.4.4. PoC Protocol Steps. From an outside view, our POC protocol works in rounds, and within
each round, each miner attempts to find a valid nonce in its pre-determined slices. Next, we explain the
PoC protocol under the assumption that each miner knows the next block to mine (Section 2.4.3) and has
received this block through chain communication (Section 2.4.2). In the case a miner does not have access
to the next block to mine, it can communicate with the other miners to receive all the missing committed
blocks.

Block Creation. When a POC miner receives a block from fz + 1 replicas, it adds that block to the
list of pending blocks. The list of pending blocks is an ordered list of committed blocks that a miner is yet
to add to the ledger; these blocks are ordered by the sequence number assigned by the POS/BFT consensus
protocol running at S. As the difficulty D of mining a block sets the rate at which blocks are added to
the PoC ledger, which in turn impacts the system throughput and latency, at higher difficulties, POC has
a lower throughput than the POS/BFT consensus protocol. We present a discussion on PoC’s difficulty in
Section 2.6. Consequently, POC miners have an ever-growing list of pending blocks, as the rate at which

they add these blocks is slower than the rate at which they receive them from the POS/BFT protocol.
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To reduce this gap between total blocks received and blocks mined, POC allows miners to batch a set
of committed S-blocks, thereby, each mined block includes ¢ > 0 committed S-blocks.® The value of ¢ is a
protocol parameter. PoC requires miners to only aggregate o consecutive S-blocks from the pending list,
which is essential for maintaining the block ordering by S. For the sake of discussion, let us assume that
each S-block is assigned a monotonically increasing sequence number k and each mined block is assigned a
sequence number b. If the last block mined by miners had sequence number b — 1 and the sequence number
of last S-block added to the (b — 1)-th block is k — 1, then in the b-th block, each miner will aggregate the
following blocks: k,k + 1,...,k + 0. Aggregating S-blocks in this way is safe as these blocks are already

committed by replicas of S. We illustrate this next.

EXAMPLE 2. In Figure 2.2, the replicas of S have committed four S-blocks (using the consensus protocol
of their choice) starting with sequence number 1. Assume o = 2, then each POC miner aggregates 2

consecutive S-blocks into a mined block.

Each mined block includes a Merkle root of all the transactions; as each S-block contains a Merkle root
of all the transactions, a miners M generates the Merkle root for the mined block by simply hashing the
Merkle roots of all the aggregated blocks.

Nonce Discovery. Once a miner knows the valid nonce for (b — 1)-th block, it can initiate the search
for the nonce for b-th block. Assuming the miner M; knows the set of slices it needs to mine (Section 2.4.5),
which we denote as S;, M; initiates nonce discovery. This search process for a valid nonce 1 requires M; to
iterate over all the values in its slices S;. Nonce Announcement. When a miner M; finds a valid nonce 7,
it creates a message NONCEFIND, which includes 1 and broadcasts this message to all the miners. When a
miner M; receives a NONCEFIND message, it terminates the process of nonce discovery if the received nonce
is valid. Next, each miner that has access to a valid nonce gossips this nonce to the replicas of S.

Nonce Attestation. Next, POC leverages the underlying POS/BFT consensus protocol to attest the
discovered nonce. Specifically, when a replica R of S receives matching NONCEFIND messages from fiq + 1
miners, it creates a transaction that includes the received NONCEFIND message as its data. Whenever it is
the turn of R to propose a new block, and if an S-block containing the NONCEFIND message for the b-th
mined block is yet to be proposed, R proposes a new block that includes this message. We expect honest
replicas to prioritize nonce transactions over others to prevent delays in adding newly mined blocks to the
ledger.

IFor disambiguation, we use S-blocks to denote the blocks produced by replicas of S and mined block to denote the block
produced by miners.
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FIGURE 2.3. PoC protocol with miners M = {M;, M2, M3}. The solution space S = [0, 5] is
divided into three slices ([0, 1], [2, 3], [4, 5]). Assume the valid nonce 2 and miner Mz discovers
it in its slice.
Chain Append. When a miner M; receives the valid nonce for the b-th block from replicas of
S, M; appends this block to its local ledger and marks the nonce discovery process for the b-th block as
complete. Post this, M; executes the reward transactions in the block, which helps to distribute the reward

(Section 2.4.5). Finally, M; begins mining the next block.

We use the following example to illustrate POC mining.

EXAMPLE 3. In Figure 2.3, the solution space S = [0, 5] is divided among three miners. The three slices
are: S; = [0,1], So = [2,3], and Sz = [4,5]. Assume the valid nonce is 2 and it lies in the slice of miner
My. Once My discovers the nonce in its slice, it broadcasts the nonce to all the miners, following which each

miner requests the replicas of S to attest this nonce.

Multiple Nonces. In rare scenarios, two or more miners may find valid nonces that help to reach the
expected hash. Specifically, miners M; and M; may both discover a valid nonce in their respective slices. This
situation is not unique to POC, even complex POW computations can have multiple solutions. We need to
guarantee that all the miners select the same nonce, which is trivial for POC as each nonce is attested by
replicas of S. If the next proposer for an S-block receives two or more NONCEFIND messages with distinct
valid nonces, it selects one of them as the solution. When, eventually, this block becomes committed, all the

PoC miners will have access to the same nonce for block b.

2.4.5. Staking and Rewards. PoC, like POW, rewards its miners with incentives for their participa-
tion in the mining process; miners expend their computational resources and would only do so if they make
some profit. However, unlike POW, PoC wants to ensure fairness by rewarding each miner for collaboration
even though the valid nonce was not in its slice. In POC, we reward each miner in proportion to the number
of slices in its slice set. As stated in Section 2.4.3, in POC, there are a total of u slices. We assume the

following: (1) Each of these u slices is assigned to a unique miner. (2) Each miner is assigned a set of
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consecutive slices. We require a miner to invest its monetary resources in exchange for each slice it holds.
Like existing P0OS systems, we term this investment by a miner as staking as the miner no longer has access
to its invested monetary resources [27, 28, 49].

The economics of converting actual currency into an online tradable commodity is a problem faced by
every decentralized system, for which current literature includes several ad hoc solutions. We view this as
a non-trivial problem and recognize that it requires a rigorous economic analysis, which, unfortunately, is
beyond the scope of this dissertation. Thus, for simplicity, we assume that PoC builds on top of some token
¥, where ¥ is the cost of purchasing a slice. Each miner exchanges its currency for a set of ¥. If a miner
M; wants e slices in its set, M; stakes e X ¥ tokens. This information is added to the first block of the PoC
ledger, which is often referred to as the genesis block. Specifically, POC-genesis blocks stores the following
information: (1) total number of miners (na), (2) number of tokens staked by each miner, (3) a public key
for each miner, and (4) slice to miner mapping.

During PoC'’s collaborative mining, each miner refers to this genesis block to identify the slices it is
responsible for mining. Once a miner receives a valid nonce from the replicas of S, it adds a reward to
the account of each miner. Like existing systems [1, 27], we assume that the reward is proportional to the
fees paid by the clients; each client pays a fee to add its transaction to the ledger and this fee is divided

among the miners in proportion to their number of slices. For example, if the client for transaction T' pays

O tokens and a miner M; has e slices in its set, M; receives e><(1>l><\Il tokens as a reward. We maintain each
miner’s account as a key-value pair in a NoSQL database replicated across all miners/replicas; the key field
represents the public key (logged in the genesis block) of each miner, while the value field represents the

token balance.

2.5. Ensuring Robustness: Handling Malicious Behavior in PoC

Unlike a centralized mining pool, where the pool operator oversees the activity of all the miners and
rewards/penalizes them for their actions, POC assumes a decentralized setup without a centralized operator.
Thus, POC needs to provide protection from malicious attacks and guarantee accountability while ensuring
that it makes it computationally expensive for the adversary to overwrite the ledger using long-range attacks.

First, we expect that the underlying POS/BFT protocol guarantees safety and liveness properties stated
in Section 2.2. Thus, it should be capable of handling attacks by a standard adversary.

Second, a standard adversary can only attack the PoC in the following ways:
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FI1GURE 2.4. Slice shifting procedure: assume 2 is the valid nonce and is present in the slice
of malicious miner Ms. My fails to broadcast 2, which triggers slice shifting; and with help
of replicas of S, once 2 is found, it is penalized.

A1 As multiple nonces can satisfy Equation 2.1 and if Byzantine miners are fortunate enough to find
two such nonces for a mined block, they can equivocate by sending each nonce to only a subset of
honest miners and replicas.

A2 A miner decides to not participate in the POC’s collaborative mining or if a miner discovers a

nonce in its slice, it decides to not send it to other miners.

Third, an advanced adversary that has access to the keys of any replica/miner can use these keys to
forge any message.

Final, each distributed system need to also guard against denial-of-service attacks. To prevent these
attacks, we follow the best practices suggested by prior works [56, 57] and assume that the replicas/miners
use one-to-one virtual communication channels, which can be disconnected if needed.

Next, we discuss how we handle attacks by a standard adversary on POC and attacks by advanced

adversaries on the entire system.

2.5.1. Standard Adversary. As replicas of S help in selecting a nonce, Attack A1l is trivially resolved.
Each replica R selects a nonce for the mined block at height b only after it receives fioqy + 1 matching
NONCEFIND messages. Whenever it is the turn of R to propose a new block, and if an S-block containing
the nonce for the b-th mined block is yet to be proposed, R proposes a new block that includes this nonce.
Thus, honest miners will receive only one nonce. If there aren’t sufficient matching messages, then no nonce
will be selected and this will lead to the eventual detection of some Byzantine miners.

To resolve Attack A2, next, we present our slice shifting protocol, which penalizes miners for malicious

behavior.

2.5.2. Slice Shifting. Each honest POC miner is expected to search for a nonce in its set of slices until
it receives a valid nonce from another miner or it has exhausted its slices. A malicious miner may not follow
this behavior; it may want to disrupt the process of nonce finding. If the malicious miners are fortunate and

the nonce is present in their slices, then honest miners may never receive the nonce, and PoC will come to
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a halt. We aim to quickly resolve such a situation, prevent further performance degradation, and provide
accountability. We do so by running our slice shifting algorithm that switches miner slices under failures.
This is done with the aim that when an honest miner has access to the slice held by a malicious miner, it
can discover the nonce in that slice and broadcast it to other miners.

Next, we illustrate slice shifting protocol through an example. Post this, we will explain the protocol in

detail.

EXAMPLE 4. Figure 2.4 illustrates the slice shifting protocol. Assume the nonce lies in slice [2,3] and
miner My fails to announce the nonce. FEventually, honest miners timeout while waiting to receive a valid
nonce and trigger slice shifting protocol. These miners must create a certificate to prove that a majority
wants to do slice shifting. They send this certificate to the replicas of S for attestation. Post this, each miner

works on a new slice. Once, they discover the nonce, they initiate the process of penalizing Ms.

Timer Initialization. POC miners, who have exhausted their slice search space and do not have a
valid nonce, need a mechanism to make progress. We follow existing BFT works and require each miner to
set a timer before it starts mining a slice. Specifically, each miner sets a timer § for the b-th block and stops
0 when it has a valid nonce for the b-th block.

Malicious Miner. If M’s timer § expires and it does not have access to a valid nonce, M announces
to all the other miners that it wishes to initiate the slice shifting protocol. The slice shifting protocol runs
for at most f rounds and deterministically switches slices assigned to each miner. A round of slice shifting
only takes place when at least fo + 1 miners request to do so. Specifically, when a miner M; timeouts, it
creates a message SHIFT(b,r) and broadcasts this message to all the other miners. Here, r represents the
slice shifting round, which is initially set to zero. When M receives SHIFT messages from fyq + 1 distinct
miners, it requests the replicas of system S to help reach a consensus on slice shifting. To make this request,
each miner must broadcast a certificate C that includes foq + 1 SHIFT messages.

Shift Attestation. When replicas of S receive a signed C from fy; + 1 PoC miners, they agree to
attest this slice shift. This attestation requires the replicas to run consensus on this certificate C; the next
proposer for a S-block includes C as a transaction in its block. Note: consensus on C is like consensus on any
transaction where C acts as the transactional data. Post consensus, all the replicas gossip this block to the
miners. Once a miner M receives a S-block from fz + 1 replicas that include a committed certificate C, it
assumes it is time to shift its slices. Following this, it increments the shift round r by one and mines the next

slice. If in shift round r, M; was responsible for mining slices {S;,S;+1,...,S;}, in round r + 1, M; will mine
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slices {Sit+1,..-,S;,S,}, where 0 = (j + 1) mod u, and u is the total number of slices. Again, before mining
for round r 4+ 1, M; restarts the timer § for the k-th block. It is possible that the timer ¢ again timeouts, due
to more failures. In such a case, M; would need to initiate another round of slice shifting. However, under
a standard adversary and reliable network, for each mined block, we need to run the slice shifting protocol
only r = f, times.

No nonce — Merge. Although infrequent, POC miners may encounter cases where no nonce satisfies
Equation 2.1. This no nonce situation is scarce in POW because miners work on different blocks, but it is
possible in POC because all the miners collaborate on the same block. We resolve this situation as follows.

If even after r = f); rounds honest miners do not have access to a valid nonce, we require the miners
to terminate their search for the nonce and initiate the merge process, which requires miners to mine two or
more consecutive mined blocks together, with the hope that mining multiple blocks together increases the
probability of finding a nonce. For instance, for the b-th block, if a miner M receives a certificate C from S
replicas, which has shift round r = £, M concludes that no valid nonce exists for the b-th block. Following
this, M creates a new block that merges contents of the b-th and (b + 1)-th blocks. This merged block now
serves as the b-th block and miners attempt to find the nonce for this block. The merged block includes a
Merkle root, which is the hash of all the transactions in b and (b + 1)-th blocks.

Penalty for Slice Shifting. Frequent slice shifting due to malicious miners is detrimental to the
performance of POC; it forces honest miners to do more work and wastes their resources. To discourage
these attacks, we penalize malicious miners. We require each miner to track the number of shifts (r) it took
to find a valid nonce and to identify the miners that failed to perform this task.

In PoC, identifying malicious miners responsible for r shifts is a trivial task for honest miners. When
a miner M; receives a valid nonce for the b-th block in shift round r (1 < r < fuy), it identifies malicious
miners based on the slice containing the valid nonce. Let S; be the slice, then M; looks into the genesis block
to find the initial assignment of the slice. Using this information, M; determines the miners who held this
slice in subsequent r — 1 rounds and adds these miners to the set of malicious miners M.

To penalize these malicious miners, we again invoke the replicas of S. Once a miner M has the knowledge
of set Minai, it sends a message PENALTY (M,q1, b, ) to all the miners. Once M receives PENALTY messages
from faq + 1 miners, it creates a certificate (like it created for slice shifting) that includes these PENALTY

messages and broadcasts this certificate to each replica in S.
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When the replicas of S receive a PENALTY certificate signed by faq + 1 distinct miners, they add it
to a new block for consensus. Post consensus, honest miners penalize malicious miners by deducting their

account balances.

2.5.3. Advanced Adversary: Long-Range Attacks. An advanced adversary, unlike a standard
adversary, has access to the private keys of honest replicas/miners. It can use these keys to forge any
message that has a digital signature. In the context of our system, the following attacks are possible: (1)
Multiple committed S-blocks with the same sequence number, (2) Forgery of nonce, shift, or penalty messages
by honest miners. (3) Forgery of S-blocks, containing nonce, shift, or penalty transactions. If an adversary
can compromise the keys of honest replicas/miners, POC can not guarantee fairness and accountability;
honest miners may get penalized. However, POC only guarantees that it is computationally expensive for
the adversary to rewrite the existing ledger.

To illustrate that POC guards against long-range attacks, we theoretically analyze its hardness. We
follow Example 1 where starting from the k-th block, malicious parties want to rewrite the ledger. To do
so, malicious replicas would first create an alternate set of S-blocks using the compromised private keys of
honest parties. Next, these malicious replicas would forward these S-blocks to the malicious miners, who
will attempt to forge the POC ledger by creating new mined blocks. These malicious miners will not receive
any help from honest miners as they have a local copy of the ledger.

As the combined computational power of honest miners is more than malicious miners, it is safe to
assume that in any round of PoC, malicious miners control at most 50% slices and have a 50% chance of
finding a valid nonce.? So, % is the probability that malicious miners find the solution for an “alternate
block” in their set of slices. The probability that malicious miners find the solution for the b consecutive
alternate blocks in their set of slices is (%)b. If b > 7, the probability is 0.7%. Clearly, if Byzantine miners
have to create a large number of alternate blocks, it is impossible for them to find the nonces by just mining
their own set of slices. Alternatively, they can search for the nonce in all the slices (entire solution space)
but this at least doubles their work.

Next, we measure the actual time required to create an alternate chain by taking into account two

parameters: (1) the age of the chain « (in months) and (2) the hashing power ratio of the malicious miners

h

m) over the honest miners (h), 2. Essentially, it takes a x <+ months for the malicious miners to reconstruct
> h Y, m

2Assurning that an adversary has access to the private keys of honest nodes is orthogonal to the assumption that an adversary
also has more computational power than honest nodes. If an adversary controls more computational power, then it can rewrite
even the POW ledger.

22



an a-month-old chain given their overall hashing power ratio of 7. For example, if the malicious miners
hold % of the mining power and want to reconstruct a 1-year old chain, it would require two years’ worth of
computation to create an alternative chain of equal length.

During these two years, the following two things can happen: (1) The original chain will continue growing,
which further increases the task of malicious miners. (2) The system is at a stall and honest miners/replicas
detect that nothing is getting appended to the ledger and will leave the system. These arguments help us to
demonstrate that simply compromising the private keys of honest miners/replicas is insufficient to launch a

long-range attack on PoC.

2.6. Discussion

Difficulty. As discussed in Section 2.3.3, difficulty refers to the hardness of finding a valid nonce; it is
the rate at which miners produce new blocks. For POW consensus, its difficulty depends on the following
two parameters: (1) the number of miners and the hardware technology available to the miners, and (2) the
probability of ledger forks. In POC, replicas work on the same block, under the standard adversary model,
so there is no possibility of forks. Consequently, we need to increase/decrease PoC’s difficulty based on the
number of miners and the characteristics of the latest hardware technology.

Miner Reconfiguration. PoOC assumes that reconfigurations are possible; we allow old miners to
leave and new miners to join the system. Like most POS/BFT systems [11, 46, 58, 59], we assume that (1)
each miner only leaves at the boundary of consensus; no miner leaves during an ongoing consensus. (2)
despite reconfigurations, less than 50% of the total number of miners are malicious. (3) reconfigurations take
place under a reliable network.

If a miner M wants to join or leave POC mining, it creates a message (JOINMINER(pk, ¥)), and
(LEAVEMINER(pk))y, respectively, and broadcasts this message to all the replicas of S. We use pk to
denote the public key of the miner, and ¥ to denote the monetary resources a new miner wants to stake. ¥
also helps to calculate the total number of slices for the new miner.

The next proposer (or leader) on receiving a join/leave request, needs to do the following: (1) create a
transaction that includes the join/leave message received from the miner, (2) check if the difficulty of the
system needs to be changed and if so, create a transaction that includes the updated difficulty of the system.
(3) redistributes the slices among the miners and creates transactions that map each miner to its set of slices.
The proposer collects these transactions and proposes a special S-block. Once replicas reach a consensus on

this special block, they forward it to the miners. When miners finish appending this S-block to the ledger,
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they create/delete accounts for the joining/leaving miner and update their set of slices. Note: the miner
who sent a LEAVEMINER message needs to participate till the end of this step, and only then will its stake
be released and it can leave the system..

Challenges for PoC. Although PoC helps to meet the four desirable properties G1 to G4, it faces two
challenges:

(1) Fortunate miner. As discussed earlier, a Byzantine miner M may not follow the POC protocol and
skip searching for nonce in its set of slices. If M is fortunate and a valid nonce exists in the slice of an honest
miner, then M will receive a reward without doing any work. Due to the collaborative nature of PoC, it is
impossible to detect such a malicious miner.

(2) Restricted access than POW. As described in Section 2.4.5, despite requiring miners to solve a puzzle
like POW, PoC requires miners to stake their resources and undergo a reconfiguration protocol before they

can join or leave the POC mining.

2.7. Theoretical Guarantees: Security, Liveness Arguments

We now state and prove the security properties of POC under the standard adversary model (Section 2.2).
We assume that PoC is appended to a decentralized system S, which provides the safety and liveness
guarantees stated Section 2.2. POC adopts the same partial synchrony model adopted in most consensus
systems [11, 29]. It guarantees safety in an asynchronous environment where messages can get lost, delayed
or duplicated. However, liveness is only guaranteed during the periods of synchrony [11, 29, 60]. PoC
guarantees fairness for rewards and penalties only under synchrony.

Security Assumptions of PoC. PoC’s security against long-range attacks relies on the following

explicit assumptions, which are strictly weaker than those required by prior countermeasures:

e Computational bound: The adversary controls less than 50% of the total mining power (i.e., number
of slices). This is identical to Bitcoin’s security assumption. Under this bound, the probability
that an adversary can find a valid nonce for a block faster than the honest miners is negligible for
sufficiently deep chains.

e Network partial synchrony: Message delays are bounded after a Global Stabilization Time (GST),
but the value of GST is unknown. Before GST, messages may be arbitrarily delayed or re-
ordered. PoC’s timer-based progress (slice-shifting) ensures liveness even before GST, as shown

in Lemma Lemma 3.
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e Honest majority among miners: At least n_M - f_ M miners are honest and follow the protocol. This

is the same assumption used in standard BFT and PoS systems.

Under these assumptions, we now prove safety, liveness, and fairness.

Safety Argument. We argue the safety of POC by relying on the agreement property of the system S.
Intuitively, POC ensures that every miner witnesses an identical sequence of discovered nonces. This coher-
ence is achieved by sequencing each discovered nonce into the underlying POS/BFT protocol. Consequently,
irrespective of the number of solutions found to the Proof of Work (PoW) puzzle, all miners eventually

converge to a unified nonce.

THEOREM 1 (Safety). No two conflicting blocks are settled by the POC protocol. That is, if two honest

miners M; and M; add blocks B; and B; at sequence number b, then B; = B;.

PROOF. Assume that honest miners M; and M; added two conflicting blocks B; and B; at sequence
number b. We know that each mined block has ¢ contiguous S-blocks (Section 2.4.4). So each mined block,
including B; and B; have the same number of S-blocks. As both conflicting blocks B; and B; have the
same sequence number b, it is safe to assume that mined blocks at sequence number < b — 1 have the same
set of S-blocks. This implies that B; and B; have at least one distinct S-block. Miners M; and M; must
have received this distinct S-block from replicas of S. This can only happen if replicas of S committed two
distinct blocks at the same sequence number. But, this is a contradiction as we assume that S guarantees a
globally consistent view of the transactions.

Similarly, each miner submits a NONCEFIND message to replicas in S when it has access to a valid nonce.
The replicas of S add this message as a transaction in the next S-block. Assume that this NONCEFIND
message is in blocks B; and B; and it is the transaction on which miners differ. If this is the case, then

replicas of § committed different nonce in their S-blocks, which contradicts our assumption on S. ]

Liveness Argument. We argue the liveness of POC during periods of synchrony.

LEMMA 1 (Commit Availability). An honest miner eventually receives the k-th S-block committed by an

honest replica.

PRrROOF. We argue this lemma by induction over the serialized communication of committed S-blocks.
Assuming a history of k—1 committed S-blocks for which this property holds, we consider the k-th committed

3We note that Ethereum [27] uses a similar technique to ensure that all replicas observe the same set of signatures generated
by its finality gadget [61].
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S-block. When an honest replica has a committed S-block, it reliably broadcasts that block to the miners.
It is thus guaranteed that an honest miner will receive all the committed S-blocks. The inductive base case
involves assuming that all replicas are initialized with a committed genesis (k = 1) block, which we can

ensure axiomatically. O

LEMMA 2 (Nonce Search). The first time an honest miner M; obtains the b-th block containing o > 0

committed S-blocks, it searches for a valid nonce n in slice S;.

PRrROOF. Upon receiving the k-th committed S-block for the first time, correct miners wait to check if
there are o > 0 S-blocks available, since the last S-block added to the ledger, for mining. If so, M; aggregates

these S-blocks into mined block b and starts to search for a nonce in its set of slices. O

LEMMA 3 (Shift Liveness). If a correct miner does not find a valid nonce n in slice S; to settle block b

within time &, another miner eventually tries it.

Proor. While finding nonce, if the timer § expires for an honest miner, it broadcast a message SHIFT
to other miners. When it receives SHIFT message from fu( + 1 miners it creates a certificate C comprising
of these SHIFT messages and broadcasts this C to all the replicas. When an honest replica receives C from
at least foq + 1, it proposes it in the next block. The liveness property of S ensures that these messages
are eventually committed, and Lemma 1 ensures that honest miners are eventually notified of the commit.
On receiving a committed S-block with a certificate C, an honest miner M; resets its timer and restarts the
nonce finding process in slices {S;+1,...,S;, S, }, where o = (j 4+ 1) mod u (u is the total number of slices) if
it has not already attempted to find a nonce for the block for fo4 + 1. Otherwise, it assumes that no nonce
can be found for this block and starts a new mining. As a result, honest miners keep shifting and searching

for each other nonces until they are all found. (Il
LEMMA 4 (Block Settlement). All honest miners settle block b if a valid nonce n for block b exists.

PRrOOF. When an honest miner M; finds a nonce 7, it broadcasts n to the other miners. Following this,
each miner submits 7 to the replicas of S. The liveness property of S ensures that 7 is eventually committed
by all honest replicas. Lemma 1 then ensures that all honest miners obtain the corresponding committed
S-block. We conclude the proof by noting that if the S-block contains a valid nonce 7, correct miners will

settle b. O

THEOREM 2 (Liveness). Each committed block at S is eventually settled by PoC.
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PROOF. Through the liveness property of S and Lemma 1, we conclude that honest miners eventually
obtain a block committed by replicas of S. Lemma 2 then ensures that miners search for a valid nonce 7 to
settle this committed S-block as part of a block b. Finally, an honest miner can find a nonce in its slice S;
within time § with non-zero probability. If it doesn’t, Lemma 3 ensures that honest miners will try again
until they succeed. As a result, honest miners eventually find a nonce 7 for block b in their slice within time

0. Lemma 4 then ensures that honest miners use 7 to settle block b and thus the committed S-block. ]

Fairness Argument. In Section 2.8, we argue that POC is fair and no correct miners are penalized

during periods of synchrony.

2.8. Theoretical Guarantees: Fairness Analysis

We argue that PoC is fair and no correct miners are penalized during periods of synchrony.

LEMMA 5 (Penaly Certificate). There cannot be a penalty certificate (PENALTY(b,r,C)) s unless the

timer § of at least one honest miner expires.

PROOF. We start by assuming that there exists a penalty certificate (PENALTY (b, r,C)) o4 and the timers
of none of the honest miners have expired. As each penalty certificate needs signatures of at least foq + 1

miners and at most fo; miners are malicious, such an assumption is a contradiction. O

THEOREM 3 (Fairness). No honest miner receives a penalty if (i) it can find a nonce n within time 0

and (i) the network is experiencing a period of synchrony.

PROOF. Let’s assume an honest miner M; receives a penalty based on shift round r. This implies the
existence of a penalty certificate including miner M; in its list of miners to penalize. Lemma 5 states that this
certificate can only exist if the timer ¢ of at least one honest miner expires. Since at least foq + 1 miners are
honest, they will only penalize M; if they did not receive its nonce before §. This implies that either miner
M; did not find its nonce before § (which is a direct contradiction of assumption (i)), or that its nonce did

not reach the £ + 1 honest miners before their timer expires (which is a direct contradiction of assumption

(i1)). |
2.9. Experimental Evaluation: PoC’s Performance and Impact

Our evaluation aims to answer the following:

(1) Performance of POC vs. POW. (Section 2.9.5)
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(2) Failure handling of PoC. (Section 2.9.6)

(3) Impact of appending PoC to real-world systems. (Section 2.9.7)

2.9.1. Implementation. We implement the POC protocol in the the Apache ResilientDB (Incubat-
ing), written in C++ [44]; RESILIENTDB is a blockchain framework that provides scalable APIs to implement
and test new protocols. It also provides access to an optimized implementation of the PBFT consensus pro-

tocol. Our PoC implementation has an LOC count of 4,000, while RESILIENTDB has 50,000 LOC.

2.9.2. Evaluation Setup. We run experiments on AWS c5.9xlarge (36 vCPUs and 72 GiB memory)
with up to 128 miners and clients. In all experiments, except Section 2.9.7, unless explicitly stated, we use
the following setup: deploy 128 replicas in RESILIENTDB to run PBFT consensus on S-blocks of size 100. In
each experiment, first 20% of the time we set as warmup and results are collected over the remaining time
period. We average results over five runs to remove noise. We use £ED25519-based DS for signing messages;
PBFT makes use of CMAC for replica-to-replica communication. Clients issue requests in a closed-loop; a

client waits to send its next transaction after it receives response for its previous transaction.

2.9.3. Benchmark. We run two types of experiments: (1) impact of appending PoC to PBFT. (2)
impact of appending PoC to real-world blockchains. For the first experiment, clients create YCSB [62, 63]
transactions from the Blockbench [63] framework and issue these transactions to the PBFT consensus. These
single-operation transactions are key-value store operations that access a database of 600k records.

For the second experiment, we extend the Diablo benchmarking framework [45], which issues client

transactions to four state-of-the-art blockchain platforms.

2.9.4. Scalability of ResilientDB. First, we illustrate the scalability of RESILIENTDB fabric. This
experiment will serve as a baseline for the future experiments, where we will illustrate the impact of PoC
on the system throughput. In Figures 2.5(a) and (b), we measure the peak throughput (transactions per
second) and latency for PBFT consensus protocol on varying the block size (S-block) from 1 to 1k on a
system of 128 replicas.

We observe that although PBFT hits its peak throughput at S-block size of 150, the optimal S-block
size is 100 as the throughput is only 11.5% less than the peak, while the latency is 3x lower.

Beyond an S-block size of 150, there is no increase in throughput because the queues that store messages
at replicas are full and can no longer process newer requests, which increases the wait time (latency) for

clients.
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FIGURE 2.5. Evaluation of RESILIENTDB architecture.
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FIGURE 2.6. Time to find a nonce by a system of 128 miners while ensuring that these
mining protocols meet RESILIENTDB PBFT’s throughput of 1k blocks per second.
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FIGURE 2.7. The number of possible solutions on different difficulties.

Next, in Figures 2.5(c) and (d), we evaluate the scalability of PBFT on increasing number of replicas
from 16 to 128, while setting the S-block size to 100. Unsurprisingly, on increasing the number of replicas,
there is a drop in the peak throughput (consequential increase in latency) because there is a corresponding
increase in the number of messages communicated per consensus; on moving from 16 to 128 replicas, the

throughput drops by 86.8%.

2.9.5. Scalability of PoC. In this set of experiments, we measure the time it takes for various mining
schemes to append a block to the ledger. In Figure 2.6, we compare POC against three baselines: (1) Bitcoin’s
POW consensus, where each miner selects value uniformly at random and checks if it is a valid nonce. (2)

POW consensus where each miner sequentially iterates over each value in the search space (starting from 0)
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FIGURE 2.8. Peak throughput and average latency attained by POC under different con-
ditions at D = 8.

until it finds a valid nonce, (3) POW with 30% miners running POC, which allows us to approximate the
impact of the largest centralized mining pool in Bitcoin [64].

In this experiment, we want to meet the following three goals: (1) The mining scheme reaches the same
throughput (blocks added to the ledger per second) as RESILIENTDB’s throughput at 128 replicas, which
is approximately 100k txns/s (or 1k blocks per second). (2) Aggregate precise number of S-blocks into a
mined block so that we can observe least latency (difference between time an S-block is received to the time
it is added to the ledger). (3) PoC can address multiple solutions. For example, for POC, the time to
mine a block at D = 8 is 3s, so we add 3k S-blocks in each mined block. The latency for each experiment
is approximately twice the mining time because each transaction waits for a time equivalent to the mining
time during the block generation phase and the mining process. We observe that sequential POW mining
requires at least 2x more mining time and latency than randomized mining. In comparison, POW with 30%
mining pool does reduce the mining time and latency. However, at D = 10, PoC yields up to 4.2x and 29x
less mining time than 30% PoC and PoW, respectively. In Figure 2.7, we also demonstrate that multiple
solutions may be located in different slices when D is smaller. Like at D = 8, each block contains around 5
solutions. However, POC ensures that each miner obtains the same solution to guarantee the safety of the

block.
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FIGURE 2.9. Impact of appending POC (running at difficulty D = 8) to different Diablo

blockchains.
Next, in Figures 2.8(a) and (b), we increase the number of miners from 64 to 128 while fixing the
difficulty, D = 8. For each setting, there is a specific size of mined block at which it sustains the throughput
of PBFT and achieves least latency. We observed 3k, 5k, and 7k to be such block sizes. We know that the
peak throughput of PBFT is 100k txns/s and latency at D = 8 is around 6s. Thus, a POC protocol with 64
miners hits the peak performance at 7k while a POC protocol with 96 miners hits peak performance at 5k.

Thus, we can conclude that PoC is non-invasive and has minimal impact on the system throughput.

2.9.6. Resilience to Failures. Next, we illustrate the effect of failures on PoC by studying two types
of failures: 1 malicious miner and No nonce (Section 2.5.2) in Figures 2.8(c) and (d). In the malicious miner
experiment, we simulate a Byzantine miner, which does not broadcast the solution of the 10-th block, which
causes remaining miners to timeout and perform one round of the slice-shifting protocol. In the no nonce
experiment, we ensure that no nonce satisfies the 10-th block, which leads to fiq + 1 rounds of slice shifting.
These experiments cause the latency to shoot up for the 10-th block (up to 5x for the no nonce case). To

quickly bring latency and throughput to the steady state, we merge the blocks in the no nonce case.

2.9.7. Appending PoC to Blockchains in the Wild. Finally, we illustrate that POC can be inte-
grated to state-of-the-art blockchain systems to guard them against long-range attack with minimal impact.
Specifically, we append PoC to four popular blockchains part of the Diablo [45] framework: DIEM [46],
ALGORAND [28], QUORUM [47] and ETHEREUM [27]. Our primary goal is to showcase that appending PoC

to these blockchains causes minimal impact on their performance.
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Diablo benchmarking suite provides access to a framework, written in Golang, for evaluating popular
blockchain systems. Diablo is composed of three types of nodes: primary, secondary, and chain nodes.
The primary node is responsible for generating transactions and delivering them to the chain nodes via
secondary nodes (mimicking a mempool functionality). The secondary nodes assist the primary node in
reducing resource overhead, e.g., CPU and network bandwidth, by disseminating transactions to the chain
nodes and collecting results. The chain nodes run various blockchains.

To incorporate RESILIENTDB into Diablo framework, we developed a Go SDK that provides an interface
to send transactions from Diablo to RESILIENTDB. To append PoC to different chains, we implement a
Go-Server agent on each chain node that periodically fetches blocks from the local chain on the chain node
through their SDKs implemented using Golang. Specifically, the Go-Server provides a unified entry for
PoC to obtain the block data. Note that in Diablo clients submit requests in an open loop.

Setup. Like Diablo authors, we use AWS c5.9xlarge (36 vCPUs, 72 GiB memory) machines. For each
blockchain, we deploy one primary and 10 secondaries. We run each experiment on the workloads provided
by Diablo. The maximum observed throughput (in transactions per second or TPS) of these blockchains as
per the original paper is: NasDAQ (168 TPS), Visa (1000 TPS), Fifa (3483 TPS), Dota 2 (13303 TPS), and
Youtube (37976 TPS).

Results. Figure 2.9 summarizes our findings. DIEM can sustain 1000 TPS and QUORUM only 204 TPS;
their performance drops significantly when the workload increases. ETHEREUM attains a consistently low
throughput in part due to its default block generation period (15 seconds). ALGORAND exhibits a more stable
performance of 500-600 TPS across workloads. All blockchains suffer from higher latency (as expected) when
the load increases, in a sense, artificially over-saturating the system. We observe that RESILIENTDB can
achieve a high throughput of 37,967 TPS, which nearly matching the injected load. When PoC is added to
any system, we observe that the throughput drops at most by 10%-20% due to an increased communication
and added network latency. We argue that this is a negligible cost as POC helps these blockchains prevent

long-range attacks, which continues to be a major vulnerability in their design.

2.10. Related work

BFT has been studied extensively in the literature [29, 31, 65, 66, 67, 68, 69, 70, 71, 72, 73, 74, 75, 76].
A sequence of efforts [11, 29, 48, 77, 78, 79, 80, 81, 82, 83, 84| have been made to reduce the communication
cost of the BFTprotocols: (1) linearizing BFT consensus [11, 60], (2) optimizing for geo-replication [85], and

(3) sharding [86, 87, 88, 89, 90]. Nevertheless, all of these protocols face long-range attacks [91].
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Alternatively, prior works have focussed on designing POS protocols that permit the node with the
highest stake to propose the next block [28, 49, 92, 93, 94] However, even these protocols suffer from long-
range attacks if adversary has access to the private keys.

Existing work to protect against long-range attacks includes: (1) checkpointing the state through a
trusted committee [13, 95, 96, 97], (2) key-evolving cryptographic techniques [28, 94, 98], (3) verifiable delay
functions [99], and (4) appending the state to Bitcoin [34, 52].

(1) Trusted Committee solutions aim to periodically checkpoint the state of a POS blockchain on another
canonical chain, which is maintained by a committee of trusted members [13, 95, 96, 97]. These systems
assume that the trusted members cannot be compromised, and thus, new nodes that wish to join the system
can distinguish between the POS blockchain and the canonical chain. Moreover, small size committees mimic
a centralized system, while large committees increase latency for checkpoints.

(2) Key-evolving cryptographic techniques force participants to periodically discard old keys and generate
new keys [28, 94, 98]. These works assume that honest nodes will discard their old keys after they generate
a new pair; the onus is on the honest nodes.

(3) Verifiable delay functions provide proof that helps differentiate between a ledger created long ago
versus a recently created adversarial ledger [99]. However, nothing prevents an adversary from initiating the
creation of the adversarial ledger at the time of genesis. Once it has access to the private keys of other nodes,
it can build blocks on top of this ledger, which makes it impossible for a new node to distinguish between
the two ledgers.

(4) Appending the state to Bitcoin is a popular solution against long-range attacks for many recent
papers [34, 51, 52]. Bitcoin employs POW consensus, which requires miners to compete and thus wastes
computational resources. Prior solutions to improve POW or Bitcoin [50, 100, 101] do not eliminate this
competition.

With PoC, we show how to make it computationally expensive for an adversary to rewrite the ledger
while forcing miners to collaborate and conserve their computational resources. Further, we show experi-

mentally that collaboration helps POC to waste fewer resources for a given difficulty.

2.11. Summary and Discussion

In this dissertation, we presented our novel POC protocol, which, when appended to existing POS/BFT

protocols, guards them against long-range attacks. Like POW, POC makes it computationally expensive
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for an adversary to rewrite the ledger. However, unlike POW, POC introduces collaborative mining that

requires miners to work with each other instead of competing.
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CHAPTER 3

Scaling Execution: Thunderbolt for Concurrent Smart Contracts

in Sharded DAGs

3.1. Introduction: The Bottleneck of Smart Contract Execution

The emergence of blockchain technology has spurred significant interest in developing resilient systems
capable of processing data and transactions under Byzantine conditions, including software errors, hardware
failures, network disruptions, and coordinated malicious attacks [20, 89, 90, 102, 103, 104]. These systems
enhance reliability and security by enabling collaboration among multiple independent participants [1, 12,
105, 106, 107, 108, 109, 110, 111].

Smart contracts [112, 113], as programmable transaction frameworks embedded in blockchain platforms,
empower developers to address real-world challenges through decentralized solutions [114, 115]. However,
their adoption is often hindered by execution delays caused by runtime contract code analysis [116]. To
overcome this limitation, researchers are actively exploring performance optimization strategies for contract-
based blockchain systems.

Several strategies have emerged to improve execution within blockchain systems.

Transaction Processing Models: One practical approach involves enhancing transaction processing.
Most blockchain systems adopt the Order-Execute (OF) model, where transactions are ordered through
consensus before execution [11, 29, 117, 118]. OFE-based systems often employ deterministic concurrency
controls by constructing transaction dependency graphs to optimize parallelism [119, 120, 121, 122]. How-
ever, platforms like Hyperledger Fabric [20] utilize the Execute-Order-Validate (EOV') model, executing
transactions before consensus, to enhance flexibility and Optimistic Concurrency Control (OCC) [123] to
improve the concurrency.

Scalability via DAG and Sharding: Another critical area for advancement in blockchain technology
is scalability, particularly in supporting parallel execution. Recent advancements leverage Directed Acyclic

Graph (DAG)-based consensus protocols to improve scalability. These protocols enable replicas to submit
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proposals concurrently by building a DAG that links new proposals to historical ones. This architecture has
gained significant recognition in the industry due to its robust security features, exceptional scalability, and
capability to support smart contracts [124, 125, 126, 127, 128, 129, 130, 131, 132, 133, 134]. Complementary to
DAG-based approaches, sharding techniques allow parallel transaction processing across each shard, reducing
consensus overhead [22, 135, 136, 137, 138, 139, 140, 141, 142].

However, the above approaches do not effectively improve the execution of smart contracts:

Challengel: Enhancing Transaction Parallelism without advanced knowledge. While OF-
based solutions leverage dependency graphs to optimize parallelism, they require prior knowledge of trans-
action read/write sets,a constraint incompatible with dynamic smart contracts. Conversely, EOV-based
approaches face high transaction conflict rates, necessitating advanced conflict resolution algorithms.

Challenge2: Efficient Cross-Shard Transaction Processing. Existing solutions for cross-shard
atomicity, such as relay-based protocols (Sharper [143], BrokerChain [144], and SharDAG [145]) and tra-
ditional Two-Phase Commit (2PC) [138, 146], introduce significant delays due to inter-shard coordination.
While multi-shard consensus [143, 147] mitigates 2PC limitations, it sacrifices scalability in large-scale net-
works with high contention.

The challenges described above raise the question of whether it is possible to design a sharding system
that does not depend on understanding the read and write sets of transactions, nor requires additional
coordinators to manage cross-shard transactions.

We propose Thunderbolt, an innovative sharding architecture that seamlessly processes both single-
shard (Single-shard TXs) and cross-shard transactions (Cross-shard TXs) without centralized coordinators.
Thunderbolt effectively integrates the OF and EOV models, where the FOV model enhances parallelism in
the execution of Single-shard TXs, while the O F model minimizes the abort rate when handling Cross-shard
TXs across different shards. Furthermore, the OF model ensures a coordinated execution order between
these two types of transactions, maintaining the overall correctness of the execution process.

Similar to conventional sharding systems, Thunderbolt organizes transactions into distinct shards to
mitigate potential conflicts. In particular, each replica within Thunderbolt corresponds to a single shard
and acts as a shard proposer, proposing transactions within that shard. Thunderbolt employs a DAG-based
consensus protocol [124, 125, 126, 127, 128, 129, 130, 131, 132, 133] to reach an agreement on the execution

results provided by each shard proposer.

36



[ T1:A=B + 1 (Read B -> Write A -> Commit)
(] T2: A=A+ 1 (ReadA-> Write A -> Commit)

Read B Read A i Write A | Write A Write A Commit Commit

Reschedule

FIGURE 3.1. A transaction rescheduling to avoid abortion by moving the WriteA on T}
after the WriteA on Ty. They all obtain the correct result based on their operations.

Inspired by Sui’s epoch switching [148], Thunderbolt employs round-robin scheduling [149] to rotate
shard proposers periodically, enhancing the system’s security and liveness. Proposer rotation is triggered on-
demand if a shard fails to propose transactions within a timeout, with seamless DAG transitions preserving
protocol continuity.

Thunderbolt also introduces a concurrent executor (CE) designed to improve the execution of Single-
shard TXs before reaching consensus. Unlike traditional concurrency protocols that primarily manage con-
flicts based on the order of arrival [150, 151, 152], the C'E utilizes a non-deterministic ordering system based
on the execution run-time states of each transaction. This innovative approach minimizes the abort rate,
thereby reducing transaction latency. As illustrated in Figure 3.1, the C'E effectively reschedules transactions
based on their run-time executions to prevent aborts. For instance, transaction T, which would ordinarily
conflict with the write operation of transaction 77 can be successfully committed without cancellation.

In summary, this chapter makes the following contributions.

e To our knowledge, Thunderbolt is the first sharding consensus mechanism that combines the OF
and EOV models based on DAG-based protocols without requiring any additional coordinators to
determine the order between Single-shard TXs and Cross-shard TXs.

e We introduce a new concurrency paradigm that implements a parallel preplay for Single-shard TXs
(concurrent consensus execution). Thunderbolt preplays Single-shard TXs followed by parallel
verification without needing prior knowledge of the read/write sets.

e Thunderbolt features a non-blocking shard reconfiguration protocol that allows for the rotation of
shard assignments without pausing either DAG dissemination or the consensus layer.

e We have implemented a concurrent executor to enhance the parallelism of executing smart con-

tracts without prior knowledge of the read/write sets on Single-shard TXs. The execution engine
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dynamically arranges transactions based on current assessments to reduce abort rates due to con-
flicts.

e Our evaluation of Thunderbolt demonstrates an impressive 50x speedup over Tusk [124] with
sequential execution using the SmallBank workload on 64 replicas built on Apache ResilientDB

(Incubating) [44, 117].

3.2. Challenges: Parallelism Without Prior Knowledge and Efficient Cross-Shard Processing

3.2.1. Smart Contract. A smart contract is a digital protocol, introduced by Nick Szabo in the
mid-1990s [113], designed to facilitate, verify, or enforce the negotiation or performance of a contract au-
tomatically. Unlike traditional contracts, which rely on legal systems for enforcement, smart contracts are
self-executing and operate on blockchain technology. They are written in code and run on decentralized
platforms like Ethereum, ensuring transparency, security, and immutability. Smart contracts eliminate the
need for intermediaries, reduce the risk of fraud, and enable trustless transactions between parties. They are
widely used in various applications, including decentralized finance (DeFi), supply chain management, and
digital identity verification.

These contracts consist of custom functions that operate on user accounts with associated balances.
Once deployed to the network, transactions invoking the functions specified in the contract are proposed to
execute predefined operations that interact with the user accounts. However, the execution of the contract
code occurs within the Ethereum Virtual Machine (EVM) [153], which results in the read and write sets of

the contract being indeterminate prior to execution.

3.2.2. DAG-based protocols. Thunderbolt leverages a Directed Acyclic Graph (DAG) structure to
address scalability challenges in blockchain systems. This architecture enables efficient transaction proposal
mechanisms while maintaining robust security, high throughput, and native support for smart contracts.
DAG-based protocols have gained significant traction in the industry due to their ability to decouple trans-
action dissemination from consensus processes [124, 125, 126, 127, 128, 129, 130, 131, 132, 133, 134].

In contrast to traditional linear blockchains, DAG-based protocols allow multiple replicas to propose
transactions concurrently. These transactions are constructed into a deterministic DAG structure, ensuring
a consistent topological ordering across all honest replicas. Recent advancements in this domain, including
Tusk [124, 125], BBCA-Chain [133], Shoal/Shoal++ [130, 131], Mysticeti [154], and Cordial Miners [127],

demonstrate how DAGs streamline consensus by separating data propagation from finality mechanisms.
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F1GURE 3.2. Overview of a DAG-based protocol on Tusk generated by 4 replicas. Each
vertex contains both data and a certificate. Each data refers to 2f + 1 certificates from
the previous round. Each certificate is generated from its corresponding data, which has
received signatures from 2f + 1 replicas. The leader vertice for round r, the solid vertice
used to commit the data in its causal history, will be determined before processing round
r—+2.

The protocol operates in synchronized rounds, where each DAG vertex in a round consists of two

components:

e Data Payload: Contains transactions and references to at least 2f + 1 certificates from the prior
round.
e Certificate: A quorum of 2f + 1 cryptographic signatures attesting to the validity of the vertex and

its dependencies.

During each round, replicas broadcast their proposed vertices to the network. A vertex becomes certified
once 2f + 1 signatures are collected, enabling it to serve as a dependency for new vertices in subsequent
rounds. This iterative process ensures liveness while preserving the DAG’s causal ordering.

Vertex finalization occurs at fixed intervals, typically every two rounds in Tusk [124] or three rounds in
DAG-Rider [126]. A designated leader (selected via round-robin scheduling [149] or distributed randomness [?
]) proposes a vertex for commitment. A leader vertex in round r is eligible to be committed during round
r 4+ 2 (as in Tusk): 1) The replica must have received at least 2f + 1 vertices from round r + 1, and 2) The
leader vertex must be referenced by a minimum of f + 1 vertices in round r + 1.

DAG-based protocols provide the following properties:
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e Validity: if an honest replica R has a vertice B in its local view of the DAG, then R also has all
the causal history of B.

e Consistency: if an honest replica R obtains a vertice B, in round r from replica P, then, eventually,
all other honest replicas will have B,..

e Completeness: if two honest replicas have a vertice B, in round r, the causal histories of B, are

identical.

3.3. System Overview: Thunderbolt’s Unified Sharding and DAG Architecture

Thunderbolt advances smart contract execution efficiency through an innovative sharding architecture
augmented by a dynamic shard reconfiguration mechanism. This mechanism counters potential censorship
attacks, such as post-execution transaction suppression or biased transaction selection, ensuring network
integrity.

Unlike conventional sharding systems that partition replicas into isolated groups governed by separate
consensus protocols, Thunderbolt employs a single unified consensus protocol jointly maintained by all
replicas. Each replica operates as a shard proposer, processing transactions specific to its assigned shard. To
coordinate cross-shard transaction ordering and execution, Thunderbolt leverages a DAG-based consensus
protocol, enabling global agreement on transaction validity while preserving shard-level parallelism via the
predetermined leaders underlying the consensus.

Thunderbolt employs both EFOV model and OF model to address Single-shard TXs and Cross-shard
TXs.

e Single-shard TXs (EOV Model): Transactions confined to a single shard are processed non-
deterministically by a Concurrent Executor (C'E) within the corresponding shard proposer. After
the local preplay, results undergo a consensus across all shards to ensure state consistency.

e Cross-shard TXs (OE Model): Cross-shard TXs employ an optimistic concurrency control protocol
with deterministic finalization. Atomic commitment is achieved post-consensus, allowing tentative

execution optimistically while guaranteeing rollback-free confirmation.

Figure 3.3 demonstrates an example where two shard proposers propose two single-shard transactions.
Further details on Single-shard TXs and Cross-shard TXs are provided in Section 3.4 and 3.5.
Thunderbolt also allows the migration of each shard to another replica to avoid a censorship attack,

such as dropping transactions.
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F1GURE 3.3. The dataflow of Single-shard TXs.

3.3.1. System, Threat and Data Model. In this section, we describe the system, threat and the data
model. We leave the discussion of the Single-shard TXs, the Cross-shard TXs, and the shard reconfiguration
in in Section 3.4, 3.5, and 3.6.

3.3.2. System Model. Thunderbolt is composed of n replicas, each of which serves a dual purpose:
functioning as a shard and a replica. As a shard, a node maintains a distinct set or partition of data. In
its role as a replica, it preserves a copy of the transaction log. Thus, each replica may also be designated
as a shard proposer. Furthermore, clients direct transactions to the appropriate shards, and every replica
engages in the consensus process to establish a cohesive order for these transactions.

In summary, a node in Thunderbolt assumes three essential roles: 1). It operates as a shard proposer,
managing Single-shard TXs within each shard in an independent manner. 2). It acts as a replica that
contributes to the consensus process. 3). It serves as a leader that commits Cross-shard TXs in a total order
in accordance with the consensus protocol. For clarity in the accompanying illustrations, the terms ”replicas”
and ”shard proposers” may be used interchangeably. We will utilize the term ”shard proposers” when

delineating shard procedures and will revert to “replicas” in discussions regarding the consensus protocols.

3.3.3. Threat model. We consider a set of n replicas (or shards), where at most f of these replicas
can be faulty and n = 3f 4+ 1. The f faulty replicas may exhibit any arbitrary behavior, including Byzantine
failures, while the remaining replicas are assumed to be honest and will adhere to the protocol’s specifica-
tions at all times. Additionally, we assume that clients are not trustworthy and would not expect to send
transactions to all of the shards associated with their transactions. The network is expected to be even-
tually synchronous [155], meaning that messages sent from a replica will eventually arrive within a global

stabilization time (GST), which remains unknown to the replicas. Communications between replicas use
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authenticated point-to-point channels, with messages signed by the sender using a public-private key pair

for authentication.

3.3.4. Data model. The data model assumes that each transaction includes a contract code with
functions to access data belonging to the sender in the shard. The contract involves two types of operations:
< Read, K > and < Write, K,V >. Here, K represents the key required for access and V is the value that
needs to be written to the key K. The contract code is Turing-complete and users could not obtain any
information without execution. We also assume that the functions of the contract are idempotent.

Our system is designed with the understanding that data must be partitioned and that each key is
assigned a shard ID (SID) before it can be utilized. These SIDs are predefined and recognized across all
shards. They fulfill a dual function: they guide transactions to the appropriate shard proposer and support
parallel processing among multiple shards, thereby enhancing overall system efficiency (Section 3.5). The
actual method for partitioning is orthogonal to our work and any existing techniques can be utilized [156,

157, 158, 159, 160).

3.4. Core Mechanism 1: The Concurrent Executor (CE) for Single-Shard Transactions

Thunderbolt processes Single-shard TXs through three core components: preplay, execution scheduling,
and validation. During each round, a shard proposer initiates the workflow by preplaying a batch of Single-
shard TXs. This generates a block containing critical preplay outcomes, which the proposer propagates to
other shards via a DAG-based consensus protocol. During consensus, these blocks undergo parallel validation

across shards. Once a replica commits a block, it applies the preplay results to its storage.

3.4.1. Preplay. In Thunderbolt, shard proposers play a pivotal role by preplaying transactions to
determine their outcomes before block creation. A concurrent executor (CE) is employed to preprocess
batches of transactions efficiently, producing detailed outputs for each transaction. These outputs include:
the read /write sets accessed during execution, the corresponding execution results, and a scheduled execution
order (as depicted in Figure 3.3).

The scheduled order establishes a deterministic serialized sequence, ensuring transaction results remain
consistent when executed in the prescribed order. The read/write sets reveal the specific data accessed by
each transaction. Crucially, these sets cannot be predetermined and are derived exclusively via the preplay

process.
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3.4.2. Execution Scheduling. Thunderbolt integrates with any DAG-based dissemination layer that
employs a consensus protocol to establish a total block order across replicas. In each round r, a shard
proposer R proposes a CFE-generated block to the DAG, creating a new vertex in the graph. This vertex
links to all prior vertices, including those proposed by R in round r—1. For clarity, ”vertices” in the DAG are

hereafter referred to as ”blocks” in the following sections, implying they have been certified by the protocol.

3.4.3. Validation. When a replica receives data for round r via the DAG (Section 3.2.2), Thunderbolt
initiates a rigorous validation process to verify the integrity of preplay results within the blocks. Validators
construct a local dependency graph using the read/write sets to enable parallel transaction validation rather
than sequential checks, optimizing system throughput. Notably, blocks from round r — 1 are validated before
those from round r for the same shard proposer.

During re-execution, validators confirm that the computed read sets match the values recorded in the
block. A valid dependency graph guarantees consistent read-set results and ensures the final state of each
key aligns with the block’s declared values. If discrepancies in read-set values are detected, the block is
flagged as invalid and discarded. Until blocks are committed, replicas retain preplay results in local storage,

either to process Cross-shard TXs (Section 3.5) or until DAG reconfiguration occurs (Section 3.6).

3.5. Core Mechanism 2: Coordinating Single-Shard and Cross-Shard Transactions

Cross-shard TXs involve multiple shards and require consensus to establish a total execution order. This
total order ensures that all Cross-shard TXs are executed consistently across the involved shards. However,
each shard proposer preplays Single-shard TXs independently and replicates the results; in contrast, the
total order for the Cross-shard TXs must be determined first before they can be executed (for instance,
preplay optimization cannot be employed for Cross-shard TXs). Therefore, Thunderbolt must coordinate
the sequencing between the Cross-shard TXs and the Single-shard TXs to guarantee consistent execution
outcomes across all replicas. Prior approaches often rely on coordinators to establish inter-shard order [137,

138, 139, 143, 144, 145, 146, 147], but these introduce communication overhead that degrades performance.

3.5.1. Rules for Proposals. To address issues, Thunderbolt leverages the DAG’s predetermined lead-
ers to enforces a consistent partial order between single-shard and cross-shard transactions via the following

rules:

G1) If a leader L commits both a Single-shard TX and a Cross-shard TX, the Single-shard TX must

be committed first.
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FIGURE 3.4. An example illustrates the commitment of each leader in the process of convert-
ing Single-shard TXs to Cross-shard TXs on Tusk. In this DAG, Si denotes a Single-shard
TX, while Ci({X}) represents a Cross-shard TX associated with shards {X}. The leaders
in the odd rounds are selected using round-robin selection. The blocks committed by the
same leader have borders of the same color. Si will be converted to C' if there is any conflict
blocks (510) or could not receive the leader block in time (524).

G2) If leader L; commits Cross-shard TX X in round 7, any Single-shard TX Y committed by leader

L; in round j (where j > i) cannot execute until X is finalized.

It is worth knowing that Leaders are predetermined per round using deterministic methods (e.g., round-

robin or
P1)

P2)

P3)

P4)

P5)

global random coins). To enforce these rules, Thunderbolt applies the following proposal rules:

Cross-shard TXs are submitted directly to the DAG, bypassing the C'E.
Leaders committing a batch of transactions must finalize all Single-shard TXs before Cross-shard
TXs.
If a shard proposer SL proposes a Single-shard TX X in round r, and the current round’s leader
L differs from SL, SL must:

e Wait for L’s proposal before preplaying X.

e Convert X to a Cross-shard TX if any uncommitted Cross-shard TX Y in L’s history conflicts

with X.

e Otherwise, preplay X and submit the results.
If a shard proposer SL proposes a Single-shard TX X in round r, and a prior leader’s uncommitted
Cross-shard TX Y (in round q j r) conflicts with X, SL converts X to a Cross-shard TX.
If leader L in round r commits a Cross-shard TX X related to shard A but lacks A’s proposal in
round 7 — 1, L defers committing A and A’s subsequent proposals.
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FIGURE 3.5. An example of proposing skipping blocks to restart the preplay of the Single-
shard TXs. The Single-shard TXs (517,521, and S522), which would be converted to Cross-
shard TXs after round 5 in Figure 3.4, can replay their executions before delivering to the
DAG.

P6) If a shard proposer SL proposes a Single-shard TX X in round r but the leader L’s proposal is

delayed beyond a timeout, SL converts X to a Cross-shard TX.

These rules enable Thunderbolt to process Cross-shard TXs without blocking shards while maximizing

parallelism for single-shard transaction preplay.

EXAMPLE 5. Figure 3.4 illustrates Thunderbolt’s handling of single-shard and cross-shard transactions
on Tusk: Single-shard TXs will be executed before Cross-shard TXs under the same leader (Rule P2). S10
is converted to Cross-shard TX C1 due to its dependency on S9’s leader history (Rule P3). S13 and S14
become C4 and C5, respectively, because C1 remains uncommitted until round 5 (Rule P4). Leader S18 in
round 5 skips C2 and subsequent transactions due to missing S11 (Rule P5). In round 7, S24 converts S4

to Cross-shard TX C9 after failing to receive leader S23’s proposal (Rule PG).

3.5.2. Parallel Execution. When processing Cross-shard TXs, Thunderbolt preserves all sharding
metadata for each transaction. Rather than sequential execution, Thunderbolt employs deterministic concur-
rency control mechanisms, such as QueCC [119], to construct dependency graphs using cross-shard metadata

(SID). This enables parallel execution while maintaining consistency across shards.

3.5.3. Message Failures. In practical deployments, network unreliability may delay message delivery.

To mitigate this:
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FIGURE 3.6. An example of DAG reconfiguration. Shard 1 in DAG 1 which is a malicious
replica that delays the blocks from round 2, which triggers a reconfiguration to a new DAG
(K = 2). Additionally, a further reconfiguration to DAG 2 will take place after the replicas

have proposed six rounds (K = 6).

e If a leader L cannot include all Single-shard TXs linked to a Cross-shard TXs due to network
delays (e.g., missing shard proposals), L bypasses the affected Cross-shard TX and subsequent
transactions from the same shard (C2 in Figure 3.4 on Rule P5). This prevents violations of global
ordering G2 by excluding incomplete transaction sets. These transactions are later finalized by
subsequent leaders.

e If a shard proposer fails to receive the leader’s proposal within a round’s timeout window, it cannot
preplay its Single-shard TX (Rule P6). The proposer instead promotes the transaction to a Cross-
shard TX and submits it directly to the DAG (such as 524 in Figure 3.4).

3.5.4. Preplay Recovering. Under Rule P3, a shard proposer SL must convert a Single-shard TX
to a Cross-shard TX if it detects conflicting uncommitted Cross-shard TXs in prior leader histories. While
this ensures safety, it forfeits the performance benefits of preplay, such as the blocks in shard 3 after round
3 in Figure 3.4.

To recover preplay, SL must verify that all conflicting Cross-shard TXs have been finalized by preceding
leaders. Since a leader C'L, in round r is finalized within two subsequent rounds (Section 3.2.2), SL can
safely preplay new single-shard transactions once: 1) It receives 2f + 1 certificates in round r + 1, and
2) CL, is referenced by at least f + 1 blocks in round r + 1. If SL identifies any conflicting Cross-shard
TXs while proposing Single-shard TXs, SL submits skip blocks to the DAG until prior leaders are finalized.
For instance, $10, S13, and S14 in Figure 3.5 are converted to skip blocks. Consequently, subsequent

transactions, like S17 and 522, are reverted to the EOV model, restoring preplay capabilities.
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3.6. Enhancing Robustness: Non-Blocking Shard Reconfiguration

In Byzantine environments, compromised replicas may enable attackers to launch censorship attacks,
threatening the integrity of transactions within their assigned shards.
Thunderbolt employs a round-robin selection mechanism [161] to rotate shard proposers if a leader fails
to propose transactions for K rounds or at fixed intervals of K rounds (where K ‘> K ).
This rotation serves dual purposes:
e Preventing transaction duplication (DDOS [162, 163]): Proposers perform local deduplication to
block malicious clients from flooding the system with redundant transactions, a known challenge
in DAG-based protocols [125, 129, 148].
e Mitigating censorship: Regular rotation limits the window for a compromised proposer to disrupt

operations.

Unlike traditional consensus protocols that depend on notification messages to alter primary replicas,
Thunderbolt introduces an innovative mechanism that uses the underlying DAG protocols to facilitate the
seamless transition to a new DAG and reconfigure shard proposers. We leverage a round-robin approach to
select a new proposer that if the current proposer of shard X is replica R;, the subsequent proposer of shard
X will be R mod n)+1-

However, the transmission of blocks to a new proposer may experience delays or omissions due to network
issues or the actions of a malicious proposer. If the new proposer for round r is unable to receive the proposal
committed in round r — 1 from the previous proposer, the new proposer will stop operations until the block
arrives to ensure safety.

To address this challenge, Thunderbolt introduces Shift blocks to reach agreements among shards when
a shard reconfiguration should be initiated and switch to a new DAG to process further transactions.

A replica R in a shard broadcasts a Shift block in round r under the following conditions:

1) R receives no block from a shard proposer after round r — K.

3

(1)

(2) R has proposed blocks for at least K rounds.

(3) R received f + 1 Shift blocks from distinct replicas at round r — 1.
(4)

4) R does not broadcast the Shift block before.

EXAMPLE 6. In Figure 3.6 where K = 2 and K = 6, shards 2 and 3 broadcast Shift blocks in round
4 after failing to receive blocks from shard 1 in rounds 2-3. Despite receiving a block in round 4, shard 4

broadcasts a Shift block in round 5 upon receiving two Shift blocks from peers, prioritizing liveness assurance.
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FI1GURE 3.7. The architecture of the C'E consists of a set of executors that execute trans-
actions. The concurrency controller utilizes a dependency graph to determine the order of
transactions and their execution results.

3.6.1. Non-blocking Reconfiguration. Since at 2f 4+ 1 honest replicas will commit the same block
during the same round (Section 3.2.2), we designate the round of the first commit block that includes 2 f + 1
Shift blocks as the ending round for the current DAG. Then, each replica will begin a new DAG from
the same ending round to ensure the system’s safety. For instance, shard 2 will propose block 15 at
round 5 after proposing a Shift block at round 4. Finally, block 19 from shard 3 at round 6 is selected as
the leader during the consensus process. Subsequently, shard 3 commits all historical blocks from block 19,
including the Shift blocks from other shards. At this point, all shards will transition to the new DAG (DAG
2) and start executing transactions within the new shard. Moreover, each replica will propose a Shift block
every K = 6 blocks in the new DAG (DAG 2) to facilitate a transition to the next DAG. This measure is
intended to protect against censorship attacks, which may involve dropping transactions, failing to propose
blocks, or prioritizing certain transactions over others. Additionally, the non-blocking mechanism provides
protection against malicious proposers as the reconfiguration process requires a minimum of 2f + 1 Shift

blocks to be effective.

3.6.2. Uncommitted Transactions. Due to the two-round leader commitment latency, transactions
uncommitted in the ending round of a DAG are discarded and must be resubmitted. Only transactions
from the last two rounds or those excluded by the leader are affected. Clients will automatically retransmit

transactions lost due to the reconfiguration.
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TABLE 3.1. An example of generating the dependency while executing the transactions
{T1,T>, T3} that access the data D and determining the execution order.

3.6.3. Censorship Attacks. Malicious replicas may attempt censorship via message drops, transac-
tion rescheduling, DDoS attacks, or proposal halting [162, 163]. As each replica governs an entire shard in
Thunderbolt, such attacks can paralyze specific shards. The reconfiguration mechanism counters this by

periodically reassigning shards to new replicas, limiting the impact window of compromised replicas.

3.7. Correctness Analysis: Safety and Liveness in Thunderbolt

The concurrent executor (CE) is a critical component enabling Thunderbolt to process Single-shard TXs
concurrently during the preplay phase. As a nondeterministic concurrency control executor, CE generates
a serialized execution order, read/write sets, and execution results for transaction batches. These outputs
allow any replica to independently verify correctness, even though the C E-derived order may differ from the
transactions’ arrival sequence.

The architecture of C'E is illustrated in Figure 3.7, where a set of executors executes the transactions,
and a concurrency controller (CC') determines the execution results among the transactions.

Transactions progress through a two-phase data flow: an execution phase (operations processing) and a fi-

nalization phase (commit/abort decisions). Table 3.1 exemplifies this workflow using transactions {17, T5,T5}.
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Fi1GURE 3.8. Dependency Graph on Thunderbolt. Edges with the same color represent a
dependency graph with a specific key.

3.7.1. Execution Phase. During the execution phase, the executors access the data within CC di-
rectly and C'C maintains a dependency graph to keep track of the relationship between transactions and
all the results are stored in the graph directly to avoid accessing the disk 10. The critical characteristic of
CC is that CC only maintains the graph based on the current operations among the transactions without
requiring any read/write set knowledge. Furthermore, CC mechanism is nondeterministic, which means it
can arrange transactions in any order based on their current states. The order of two transactions will not be
established until a dependency is created. For instance, in the case of two conflicting transactions, denoted
as T7 and T5, which both only write the same key, either transaction may be ordered first. Both execution
orders, [T1, T3] and [T5, Ty], are considered valid. A dependency is established based on the commit times of
these transactions. If T} commits before T5, the execution order [T}, T5] indicates that T} is prioritized over
Ts. Additionally, a third transaction, T3, can influence this dependency. A dependency is formed if T3 reads
the value following T»’s write before 77 and T5 commit, resulting in a unique execution order of [T7, T», T3]
As a result, a dependency indicator will be generated for the two conflicting transactions once a read-write
conflict arises or when both transactions have been committed.

While receiving an operation from a transaction 7" sent by the executors, identified by accessing the key
K, denoted as Oy, C'C checks the relationships among the transactions. If 7" conflicts with other transactions

or has been aborted by other transactions, the operation O will not be considered valid. For instance, T5 at
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time 9 in Table 3.1 is an example of an invalid operation, as it was aborted by T; at time 5 due to its outdated
read in D. Transaction 7" will be aborted in such cases and require reexecution. Otherwise, if the operation
Oy, is valid, it will be added to the dependency graph (section 3.8.1) and obtain the operation result, such as
the value V' that Oy intends to read. We can obtain the operation results from other transactions directly

based on the dependency graph to allow reading uncommitted data, such as Ts reads D on T} at time 2.

3.7.2. Finalization Phase. During the finalization phase, the executor informs C'C that the executor
has completed all the operations. Then C'C will update the results to the storage asynchronously once all its
dependencies have been committed and assign the execution order to the transactions. If C'C has terminated
the transaction due to conflicts with other transactions, CC aborts the transaction and notifies the executor

to restart the execution.

3.8. Dependency Graph in Concurrency Controller

This section explains the dependency graph G, which is central to the CC component. It plays a crucial
role in maintaining the causal relationships between transactions during the preplay process in CE. The

CC component ensures that the sequential order of execution defined by G is valid.

3.8.1. Dependency Graph Construction. A Dependency Graph is a graph G(V, E) that plays a
crucial role in tracking the causal relationship between transactions in CC. Each node v € V represents a
specific transaction. Additionally, each edge e(u,v,k) € E indicates a connection between two transactions
u and v on a key K. This relationship is represented as u — rv. For example, in Figure 3.8, transaction
T5 generates an edge e(13,75, D) from T5 because T5 acquires the value 3 of key D from T3. Without loss
of generality, we have assigned a root node denoted R and added edges e(R,u,k) € E for each u € V that
accesses the key K but does not have any incoming edge on key K, such as 77 and T3 in Figure 3.8.

If the graph G is acyclic, a sequential order can be established by generating a topological order. It
is crucial that every transaction must obtain the same causal order in any topological order from G to
ensure consistency. Therefore, G is considered a valid graph only if any sequential order generated from the
topological order is a valid serialization order and produces the same results. By following any correct order,
all transactions will yield the same execution results. However, because of the nondeterministic characteristic,
the results may not be the same as those executed in their arrival order. Each node v maintains all records
of the operations triggered by a transaction w, including the resulting values. The sequence of the linking

nodes establishes the order of commitment between the two transactions.
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FI1GURE 3.9. An example of incorporating operations into the dependency graph and ad-
justing the graph to ensure correctness. a) Ty writes A=3. b) T4 reads A. c¢) T, reads key
A on its existing node and retrieves the value from T3.

Since a transaction is an atomic commitment, we combine the internal operations to simplify the in-node
states. However, to trace the conflicts between two nodes, we must retain the first operation if it is a read
and the last operation if it is a write, to ensure that the causal relationship is not lost. Thus, we remain at
most two operations in the nodes: the first read and the last write.

To help illustrate the algorithm, we define the types of each node depending on the operations it contains

on a key:

e A node v € V is a read node R¥ if the first operation on key K is a read.
e A node v € V is a write node W} if v contains write operations on key K.

e The root node R is a write node.

3.8.2. Generating New Nodes. This section presents the process of adding operations from a new
transaction to the dependency graph G.

CC' creates a new node whenever an operation Oy, is received from a new transaction 7. If Oy is a
write operation, T needs to establish a connection to each casual relation. To avoid pointing to the root
and assuming that the earlier transaction will commit first, the non-write nodes v on key K, which only
contains reads, without any outgoing edges (not dependent by other nodes) are selected, and edges e(v,u, k)
are added, pointing to u (Figure 3.9 (a)).

On the other hand, when a read operation is performed, C'C selects the latest write node u to obtain the
latest value or selects the root to read the data value from storage if no write nodes exist. If the write node
u is selected, we need to make all other write nodes W’ contain a path to u to guarantee the correctness

for the read after write between v and v. Finally, the operation and its result {Type, Key, Result; will be
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FIGURE 3.10. Cycle of conflicts and cascading aborts. a) T} reads B and adds a dependency
from T3 following the rules in Section 3.8.2. b) Cascading aborts from T} since 77 wants to
write A that breaks the read on T5.

written into the node u. An example of adding a new read operation on A from T} is depicted in Figure 3.9
(b). Ty selects T3 to read to obtain A = 3 and adds an edge from T5 and a record |R, A, 3; is logged down

in the node. Then T3 will add two edges from 77 and 75, respectively.

3.8.3. Operations on Existing Nodes. When receiving an operation Oy for the key K from an
existing transaction T in G, C'C will select the corresponding node u to attach the record. If Oy is a read
operation, the result will be directly retrieved if w contains the record for key K. Otherwise, it will proceed
with the new node operation as specified in Section 3.8.2 to choose a previous one to access the value.
Figure 3.9 (c) illustrates an instance where Ty reads key A as its second operation and retrieves the value

from T5. If Oy, is a write operation, the operation will be appended to the node.

3.8.4. Conflict Detection. Appending the records to an existing node may lead to transaction con-
flicts. For instance, a transaction updates the value again but it has been read by another transaction or a
dependency cycle is created due to the dependency on another key since we always find the latest write to
retrieve the value. Figure 3.10 (a) depicts a scenario in which 7} attempts to retrieve the value of B from
T3, which has established a dependency from 77 due to key A, which results in the creation of a dependency
cycle. In this case, CC will try to read the value from its ancestor, like B reads the value from the Root
Figure 3.10 (a). If there is still any conflict with other transactions, CC will trigger the abort process.

Once conflicts are detected, C'C triggers an abort process as follows:

(1) If u only contains read operations, abort T itself.

(2) If u contains write operations, cascading abort from T'.
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In Figure 3.10 (b), we need to abort Tp and T3 since T; contains a write operation. However, in

Figure 3.10 (a), we only need to remove T} and keep T3 alive.

3.9. Correctness Analysis: Safety and Liveness in Thunderbolt

In this section, we conduct an analysis of the safety and liveness properties of Thunderbolt. Safety is
defined as if two conflicting transactions, 77 and T, are executed within an honest replica in a specific order
O (for instance, T} < Ty), it is expected that all other honest replicas will also execute T} and T5 in the same
order O. Liveness, on the other hand, is characterized by the assurance that client requests will consistently

receive a response.

3.9.1. Proof of Safety. We prove the safety of Thunderbolt. We will first analyze the safety within
the same DAG.

THEOREM 4. In the case of two conflicting transactions, Th and Ts, which may occur as either Single-
shard TXs within the same shard or as Cross-shard TXs, if Ty is executed prior to Ty in an honest replica,

any other honest replica will also execute Ty before Ts.

ProoOF. The DAG protocol ensures that the sequence of two blocks proposed by the same proposer
aligns with their commit order. Consequently, the order of two Single-shard TXs proposed by the same
proposer will be preserved. Furthermore, the order of Cross-shard TXs is established by the consensus,
resulting in a consistent global order. This leads to the uniform execution of transactions 77 and 75 across

all honest replicas, irrespective of whether the transactions are Single-shard TXs or Cross-shard TXs. 0O

THEOREM 5. In the scenario where two conflicting transactions occur,where Ty is a Single-shard TX
and Ty as a Cross-shard TX, if an honest replica executing Ty prior to Ts, any other honest replicas will

execute Ty before Ty as well.

ProOF. Consider a contradiction scenario in which replica Ry executes T; prior to Ty, while replica Ro
executes Ty before T). We also suppose leader X commits 77 and leader Y commits 75. Then it can be
shown that R is the proposer of T} and T} is not converted into a cross-shard transaction. Since Ry executes
T, ahead of T7, the round of leader Y must be less or equal to the round of leader X (Y < X). However, if
the round r to T3 occurs before Y (r < Y), then T5 cannot be committed (Rule P5). Conversely, if r > Y,
then according to Rule P4, T3 should be converted into a Cross-shard TX if 75 remains uncommitted. Thus,

it is impossible for R; to execute T} before Ty while Ry executes Ty before T7. O
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THEOREM 6. When two conflicting transactions, Ty and Ts, are executed by honest replicas in the order
of T1 < Ty across two different DAGs, it is ensured that all other honest replicas will execute T and Ts in

the same order within a single DAG.

PROOF. Section 3.6.1 illustrates that all honest replicas will transition to the new DAG starting from
the same ending round. Refer to the consistency and completeness property of the DAG (Section 3.2.2), all

honest replicas will execute transactions 77 and T, within the same DAG. O

Consequently, we can draw the conclusion that: If two transactions are isolated, they can be executed
in any order. Otherwise, all the honest replicas will execute them in the same order. Thus, Thunderbolt

holds its safety guarantees.

3.9.2. Proof of Liveness. In an environment where all replicas operate effectively, they will propose
blocks within the same DAG. Each block suggested by the respective shard proposers will ultimately be
committed. When a malicious replica is identified, the honest replicas will respond by proposing a Shift
block. If fewer than 2f 4 1 Shift blocks are proposed, the DAG will remain unchanged, and all replicas will
continue functioning within the current DAG while proposing new blocks. Conversely, if there are 2 f 41 Shift
blocks, all honest replicas will transition to the new DAG within the same round, as detailed in Section 3.2.2.
After a minimum of 2f 4 1 honest replicas successfully relocate to the new DAG, they will be empowered
to propose new blocks. Provided that all replicas maintain proper behavior, they will consistently propose

blocks within the same DAG, ensuring that each shard proposer’s proposed blocks are duly committed.

3.10. Serializability Proof of the Concurrency Controller

In this section, we will present the proofs that establish the correctness of CC. We will start by defining
key concepts related to serializability, followed by a detailed analysis of our findings regarding correctness.

We consider a set of transactions T = {T;} (where 1 < ¢ < n) alongside a predefined commit order
CO. CC generates a sequential order denoted as SO = [T1,T5,...,T,], producing an outcome represented
as OUT = [OUT,,OUTs,...,0UT,] that each transaction reads and writes some values on some keys. Let
SE denote one of the possible sequential orders of SO, with OUT" reflecting its corresponding outcomes.

CC is deemed serializable if the condition OUT = OUT" holds true.

Definition 7 (Read-Complete). If T; reads a value updated by T; in SO, T; will also read the value updated
by T; in SE. If transaction T; reads a value updated by a transaction Tj; in SO, then T; will also read the

value updated by T; in SE.
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Definition 8 (Write-Complete). If transactions T; and T; both write new values to key K, but T; commits
before T}, which generates an order T; < Tj in SO, then T; will also write the values to K before 1§ when
in SE.

THEOREM 9. CC' is considered both Read-Complete and Write-Complete when the dependency graph G

is always valid.

ProOF. Firstly, if G is valid, we know that when a read node RF (representing a node u that reads
on key K) retrieves a value from a write node W} on key K, all the write nodes that are updating values
on K either have a direct path to w or a path from v. This guarantees the correctness of read-after-write
operations. Consequently, if transaction 7; reads values updated by transaction T on key K, where Tj
always exists (with the root being a write node), it follows that no other transactions updating values on
K will be located between T; and 7). Therefore, for any execution order SO generated by G, where T;
reads the value updated by 7}, it can be inferred that 7} will also read the same value from T; in SE. This
demonstrates that CC' is Read-Complete. Secondly, since SO is an execution order in CC, if T; commits
before 7}, then T; will precede T in SO. Consequently, T; will update the values after T; in SE as well.

Therefore, we can conclude that C'C is Write-Complete. (]
THEOREM 10. CC is serializable if CC' is both Read-Complete and Write-Complete.

PrOOF. Since C'C is Read-Complete, every transaction 7T; that reads the values of certain keys will
retrieve the same values regardless of the order generated by G. Additionally, since CC is Write-Complete,
every transaction T; that updates the values of certain keys will maintain a consistent order among all the
orders generated by GG. Therefore, the transactions will yield the same outcomes in any generated orders SO

and SE (OUT = OUT"). O

3.11. Experimental Evaluation: Concurrency Executor Evaluation

This section evaluates Thunderbolt by assessing its performance on the C'E and the Thunderbolt pro-
tocol. We implement all the baseline comparisons using Apache ResilientDB (Incubating) [44, 117]. Apache
ResilientDB is an open-source incubating blockchain project that supports various consensus protocols. It
provides a fair comparison of each protocol by offering a high-performance framework. Researchers can focus
solely on their protocols without considering system structures such as the network and thread models.

We will begin by comparing CE with two baseline protocols: OCC' [123] and 2PL-No-WAIT [164].

Additionally, we will analyze the performance of Thunderbolt, which is built on Tusk [124], and we will also
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use Tusk as a baseline for our comparisons. For our input workload, we will utilize SmallBank [165, 166], a
benchmarking suite that simulates common asset transfer transactions. This suite is also used to evaluate

variant block systems [102, 167, 168, 169, 170, 171, 172].

3.11.1. Baseline Protocols. We implement OCC [123] and 2PL-No-WAIT [173, 174] to compare the
performance against our concurrent executor. We set up our experiments on AWS cb5.9xlarge consisting of
36 vCPU, 72GB of DDR3 memory. We use LevelDB as the storage to save the balance of each account.

OCC Each executor is responsible for locally executing transactions. When an operation within a
transaction T requires reading the value of a key K that the executor has not previously accessed during the
execution, the executor will retrieve the value from the storage. Each value also contains a version to indicate
the time the value was obtained. Any write operation will update the values locally. Upon completion of T,
all the updated values will be forwarded to a central verifier. The verifier will cross-check the value versions
by comparing them with the current versions in the storage. If there is a mismatch, the commit will be
rejected, necessitating the re-execution of 7.

2PL-No-Wait Each executor performs transactions by directly accessing the storage through a central
controller. When an operation within a transaction T' requires the read or update of a key K, the controller
will lock K to prevent conflicts. If an operation seeks to access K but discovers that another executor has
locked it, the executor will release all locks and re-execute 1. Upon the completion of T, all the results will

be transmitted to storage, and all locks will be released.

3.11.2. Experiment Setup With Smallbank. SmallBank [165] is a transactional system that com-
prises six distinct transaction types, five of which are designed to update account balances, while the re-
maining transaction is a read-only query that retrieves both checking and saving the account details of a
user. Our focus is on two types of transactions: SendPayment and GetBalance, which are used to transfer
funds between two accounts and retrieve account balances, respectively. Our objective is to evaluate the
performance under varying read-write balance workloads. During a SendPayment transaction, the account
balances are updated by reading the current balance and then writing the new values back. We created
10,000 accounts and conducted each experiment 50 times to obtain the average outputs.

We evaluated the impact of parallel execution. We measured the performance by uniformly selecting
GetBalance with a probability of P, while SendPayment with 1 — P.. We follow a Zipfian distribution to

select accounts as transaction parameters and set the Zipfian parameter . The value of 6 determines the
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FIGURE 3.11. Evaluation of C'E on different numbers of executors.

level of account contention, with higher values leading to higher contention. We focus only on data workloads

with high contention by setting 6 = 0.85.

3.11.3. Impact from Concurrent Executor. We first evaluate the impact of increasing the number
of executors to execute the transactions, then measure the aborts produced by each protocol. We ran two
batch sizes 300 and b500 for each protocol: Thunderbolt-b300, Thunderbolt-b500, OCC-b300, OCC-b500,
2PL-N0-WAIT-b300, and 2PL-NO-WAIT-b500. We set P, = 0.5 to measure a read-write balanced workflow
and P, = 0 on an update-only workflow.

Number of Executors In the read-write balanced workflow, the results depicted in Figure 3.11 (a) show
that 2PL-NO-WAIT protocols with different batch sizes all experience a performance drop when increasing
the number of executors beyond 8. However, Thunderboltand OCC protocols with all the batch sizes obtain
their highest throughputs on 12 executors and maintain stable throughput. Thunderbolt-b500 obtained 43K
TPS while OCC-b500 achieved 35K TPS.

In the update-only workflow, the results shown in Figure 3.11 (b) indicate that OCC and 2PL-No-
WAIT stopped increasing earlier in 4 executors (both around 22K TPS) while Thunderboltprovides a peek

throughput (28 K TPS) in 12 executors.
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These experiments demonstrate that all the protocols do not obtain significant benefits for a large number
of executors in a high-competition workflow. However, Thunderboltcan still achieve more parallelism with
more executors.

Evaluation of Abort Rates As we increased the number of executors, we also measured the average
number of re-executions for the transactions. The results in Figure 3.11 indicate that when the number
of executors goes beyond 8, all 2PL-NO-WAIT protocols experience a significant increase in the rate of
abortions, leading to a drop in throughput from 24k to 18k in the read-write balanced workflow. While
OCC protocols provide a lower rate within the read-write balanced workflow. However, Thunderboltachieves
the lowest abortions, with Thunderbolt-b500 reducing 50% of the abortions from OCC-b500 and 90% from
2PL-No0o-WAIT-b500 in all the experiments.

Evaluation of § We will now provide an evaluation with various 6 values, using a read-write balance
workload of P, = 0.5. In particular, we examine high contention workloads where 0.75 < 6 < 0.9, as this
range represents the primary focus of our study. The results illustrated in Figure 3.12 (a and b) demonstrate
that at § = 0.75, both OCC and Thunderbolt show comparable performance. However, as # increases to
0.9, OCC experiences a significant decline in performance, while Thunderbolt continues to achieve higher
throughput levels. In contrast, the 2PL-NoO-WAIT approaches steady throughput, attributable to its locking

strategy.
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Evaluation of P, In this evaluation, we will look at how different values of P, affect the read and
write ratio in the workload, with # = 0.85. The results in Figure 3.12(c and d) show that when P, =1
(all read), all protocols behave similarly. However, the OCC protocol performs slightly better because it
allows non-blocking local executions. When conflicts happen, the 2PL-NO-WAIT shows a sharp decline in
performance. In contrast, both Thunderbolt and OCC also perform worse when we decrease P,., which leads
to more conflicts. On the other hand, as we increase the value of P,., Thunderbolt achieves better throughput
and lower latency than OCC, even when all operations are write-only. All protocols show similar latency at
P, =1, but as P, increases, the latency for 2PL-NO-WAIT rises, while Thunderbolt continues to perform

better than OCC.

3.12. Experimental Evaluation: System Evaluation

We conducted evaluations to determine the impact of Thunderbolt built on Tusk. In our evaluation, we
compared the performance of Thunderbolt with Tusk, which executes transactions in order after reaching
a total order after DAG protocols. We evaluated the impact of different components of the protocol by

comparing the results between three systems:

e Thunderbolt: Leverage CE + parallel verification.
e Thunderbolt-OCC: Combine OCC + parallel verification.

e Tusk: Utilize the OF model.

As the serialized verification will execute the transactions in order to verify the results, we will expect that
any DAG-based protocols with serialized verification will provide the same behavior with Tusk. We also
leveraged SmallBank as the input workload.

Each replica was configured with CFE comprising 16 executors to process transaction batches of 500,
alongside 16 validators to verify blocks post-consensus. We scaled the system from 8 to 64 replicas. By
default, K was set to a sufficiently large value to disable shard rotation. In the final phase of our evalu-
ation, we examined the impact of varying K ' values, which govern the frequency of shard reconfiguration
(Section 3.12).

SmallBank Throughout the system evaluation, we focus on the SmallBank workload with a read-write
balanced scenario (P, = 0.5), where half of the transactions are read-only.

In the smallbank workload, Transaction addresses were selected from a pool of 1000 users with a skew

parameter 6 = 0.85 to simulate a high-contention workload.
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F1GURE 3.13. Throughput and average latency within different replicas within P. = 0.5 in
LAN and WAN.

The LAN results, as shown in Figure 3.13, demonstrate that Thunderbolt significantly outperformed
Tusk’s sequential execution model, achieving a 50z speedup. Specifically, Thunderbolt reached 500K TPS
with 64 replicas, compared to Tusk’s 11K TPS. This improvement highlights the benefits of executing
transactions in parallel.

We also compared Thunderbolt with Thunderbolt-OCC, which replaces the CE with OCC. While
Thunderbolt-OCC matched Thunderbolt’s throughput at 8 replicas, it lagged behind at scale, achieving
only 400K TPS with 64 replicas. Furthermore, Thunderbolt maintained a low transaction latency of 5
seconds, whereas Tusk’s latency soared to 100 seconds under the same conditions.

The WAN results demonstrate similar behavior but with higher latency. The latency gap between
Thunderbolt and Tusk becomes smaller because the WAN latency begins to dominate cost, becoming a
bottleneck.

Cross-shard Transactions Next, we evaluated the impact of Cross-shard TXs using 16 replicas. We
randomly assigned a percentage P% (0 < P < 100) of transactions to be processed by two shards. Addi-
tionally, we assessed the benefits of parallel execution by comparing Thunderbolt-OCC.

As shown in Figure 3.14, the performance of both Thunderbolt and Thunderbolt-OCC declined as the
percentage P increased. In scenarios with only single-shard transactions (P = 0), both systems achieved

100K TPS. However, when P increased to 8%, Thunderbolt-OCC’s throughput dropped to 16 K TPS, while
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Thunderbolt maintained a significantly higher throughput of 64K TPS. Thunderbolt-OCC’s performance
aligned closely with Tusk, achieving approximately 10K TPS. In contrast, Thunderbolt delivered 19K TPS
even when all transactions were cross-shard, demonstrating the advantages of its parallel execution model
and non-deterministic ordering on C'E.

Latency metrics further highlighted Thunderbolt’s superiority. Under high-contention workloads, Thun-
derbolt achieved a transaction latency of 24s seconds, while Thunderbolt-OCC’s latency was nearly double
at 50 seconds.

Reconfiguration Periods Now, we analyze the performance using different reconfiguration periods
K’ to transition the shard proposers into a new DAG on 8 replicas. Figure 3.15 demonstrates that Thunder-
boltexhibited lower performance with smaller K " values (80K TPS with K f= 10), attributed to the costly
transition between DAGs. Conversely, when K " was increased to over 1000, Thunderboltdemonstrated signif-
icantly improved stability, achieving a throughput of 180K TPS. Additionally, the average latency decreased

from 1.9s to 1.7s as K increased from 10 to 5000. Figure 3.16 also shows the average run time of com-

mitting proposals per 100 rounds, that is T%o (Teommit (i)
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FIGURE 3.16. Average latency per 100 rounds and reconfigure the shard per 300 rounds.

committing round i. We set K " as 300 and it was demonstrated that Thunderboltwill not get stuck during
the reconfiguration. The runtime of each round is around 0.07s to 0.1s.

Failures Finally, we evaluated the impact of replica failures within 16 replicas. We forced f replicas
(f = 1or f =2) to stop working during the experiments. We randomly designated a percentage P%
(0 < P < 100) of the transactions to be processed by two shards.

Figure 3.17 reveals that Thunderboltstill can provide higher throughputs when some shards stop working.
When one replica failed to propose transactions, Thunderbolt
1 (f = 1) obtained 78 K TPS working on all Single-shard TXs (P = 0) and 17K TPS on all Cross-shard
TXs while when two replicas failed to propose transactions, Thunderbolt
2 (f = 2) obtained 66 K TPS on all Single-shard TXs and 15K TPS on all Cross-shard TXs. However, the
results show that the latency remains stable even if some replicas fail to process, benefiting from the leader

rotation of the DAG protocols.

3.13. Related work

Sharding on DAG-based protocol: Several studies [22, 135, 136, 137, 138, 139, 175, 176] have un-
derscored the necessity of implementing sharding to enhance scalability within blockchain systems. Directed
Acyclic Graph (DAG)-based blockchains [124, 124, 125, 125, 126, 126, 127, 128, 129, 130, 131, 132, 133, 134,
177,178, 179, 180, 181, 182] present a promising alternative for improving concurrent transaction processing
through the utilization of the DAG data structure. However, it is noteworthy that only a limited number
of approaches offer effective sharding strategies for DAG protocols [138, 143, 144, 145, 147] These strategies
often depend on account-based mechanisms to achieve eventual atomicity, employing incentive mechanisms

through either the two-phase commit (2PC) protocol or additional coordinating entities.
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Execute-Order-Validate: Hyperledger Fabric [20] introduces the Execute-Order-Validate (EOV) frame-
work, which demonstrates high performance primarily in low-contention workloads. To enhance this frame-
work, various techniques have been developed [102, 171, 183, 184, 185, 186], including methods for reordering
transactions within a block and improving execution processes. In contrast, Thunderbolt addresses scala-
bility by distributing transactions across multiple shards, thereby enabling each shard proposer to execute
transactions in parallel.

Concurrent Execution: Deterministic approaches [119, 120, 121] have been proposed to improve
the efficiency of transaction execution by creating a dependency graph. This graph allows for concurrent
execution while minimizing conflicts between transactions. Furthermore, segmenting transactions [187, 188,
189, 190] has been introduced as an effective method for reducing these conflicts. CHIRON [191] and
BlockSTM [192] offer nondeterministic execution by extracting dependencies from smart contracts or by
determining the execution order based on transaction arrival times. Conversely, Thunderbolt adopts a
different methodology that it does not depend on arrival times or read/write set information for transaction
processing. Instead, it dynamically assigns execution orders to effectively minimize transaction conflicts.

Concurrent Consensus: A robust and scalable blockchain framework is crucial for the implementa-
tion of real-world applications [193, 194, 195, 196]. For example, the PoE [118] model utilizes speculative
execution protocols, and protocols, including RCC [117], FlexiTrust [197], and SpotLess [198], incorporate
multiple leaders to enhance parallel processing capabilities. However, these protocols currently do not sup-

port reconfiguration.

3.14. Summary and Discussion

We introduce Thunderbolt, an innovative sharding system designed to enhance smart contract execution

by integrating the Order-Execute and Execute-Order-Validate models to efficiently handle both single-shard
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transactions (Single-shard TXs) and cross-shard transactions (Cross-shard TXs). We have developed a
concurrent executor that significantly improves the performance of Single-shard TXs without requiring prior
knowledge of read/write sets. Additionally, Thunderbolt effectively distributes transactions across multiple
shards and utilizes Directed Acyclic Graph (DAG)-based protocols to maintain consistency between single-
shard and cross-shard transactions. A key feature of Thunderbolt is its ability to utilize the inherent
properties of the DAG to facilitate a non-blocking transition to a new DAG structure. This allows for the
rotation of proposers for each shard, helping to prevent malicious activity from any single proposer. Our
performance evaluations show that Thunderbolt achieves an impressive speedup of up to 50x compared to

the native execution provided by Tusk.
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CHAPTER 4

Ensuring Availability: CASSANDRA for Partial Progress Under

Network Asynchrony

4.1. Introduction: The Achilles’ Heel of Leader-Based Protocols—Network Partitions

Blockchain technology has emerged as a leading solution in modern distributed transaction systems.
It has significantly advanced decentralized digital transformation by facilitating peer-to-peer transactions
and removing the necessity for intermediaries. This technology incorporates essential features such as de-
centralization, transparency, immutability, and traceability, which enhance its applicability across various
use cases. At the core of blockchain are consensus protocols, which are vital for ensuring that transactions
achieve a global order. Protocols such as Practical Byzantine Fault Tolerance (PBFT) [29] are instrumental
in guaranteeing data security among all participants involved in the system.

Consensus protocols have garnered significant attention within the field of distributed systems as es-
sential mechanisms for establishing reliable systems. These protocols are widely recognized as fundamental
components and have undergone extensive research focused on enhancing throughput, minimizing latency,
and improving scalability. Research in the area of consensus has distinctly outlined the boundaries related
to safety and liveness (or progress) guarantees that can be provided. The CAP theorem [199], introduced by
Brewer, illustrates a critical trade-off inherent in distributed systems: the inability to simultaneously ensure
both safety and liveness. To clarify, an algorithm is deemed safe, or consistent, if it ensures that no adverse
events occur; that is, every response sent to a client is accurate. Conversely, an algorithm is considered live
if it guarantees that some positive outcome will eventually occur. Within distributed systems, availability
serves as the liveness property, ensuring that every request ultimately receives a response. Consequently,
in an unreliable distributed system, designing a system that maintains both consistency and availability,
particularly during network partitions, remains a significant challenge [15, 16, 17, 200].

Unfortunately, blockchain systems operate in unreliable networks, and network failures occur frequently.
These network partitions can cause the system to stop functioning, leading to financial losses. For example,

shortly after the introduction of the first Bitcoin failure on December 11, Bitcoin experienced an 80% loss
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in value within the following year [201]. In 2020, Ethereum faced significant network outages and a possible
chain split on the morning of November 11, caused by the infrastructure provider Infura’s use of outdated
client software and an unexpected code change [202]. Similarly, Solana experienced disruptions in 2021 due
to high load from NFT minting and duplicate transactions [203]. Therefore, enterprise blockchain projects
face challenges in addressing availability issues during network partitions [204, 205]. This brings us to the
question of whether a system can keep processing or undergo particle progress under network failures.

In the realm of large-scale distributed systems, leader-based partial-synchrony replication protocols are
integral to ensuring consistent results for clients such as Paxos [24] in Crash Fault Tolerant (CFT) systems
while PBFT [29] and HotStuff [11] in Byzantine Fault Tolerant (BFT) systems.

While these protocols effectively maintain data consistency, they rely on a single leader for transaction
commitment and do not guarantee availability. Common occurrences of replica crashes and network parti-
tions [206] often lead to diminished system responsiveness and potential operational impasses. To address
these challenges, contemporary clusters integrate fault-tolerant coordination engines, such as Chubby [207],
Boxwood [208], or ZooKeeper [209], to oversee leader election and coordination. These engines enable seam-
less leader changes and transaction relocation in the event of leader failures. Notably, these protocols heavily
rely on timeouts due to their partial-synchrony assumptions. Consequently, in the event of leader failure,
a non-trivial leader selection process is triggered, potentially resulting in decreased system liveness under
adverse network conditions.

While current leader-based methodologies have presented various solutions to improve the consistency
and availability of systems, the performance of the protocols continues to be a significant challenge. Raft [25],
MultiPaxos [210], and RCC [117] seek to enhance throughputs by operating multiple instances in parallel, yet
they still rely on a single leader to propose transactions. Conversely, DAG-based consensus mechanisms such
as ePaxos [211] and Tusk [26] function without a designated leader, allowing replicas to achieve transaction
consensus as long as a majority is formed. The adoption of leaderless consensus protocols has demonstrated
effectiveness in upholding system consistency and availability. However, in cases where the system encounters
partitions and replica failures to form a quorum for consensus, these protocols still suffer from system outages.

In this chapter, we present CASSANDRA, a system designed to support both crash-fault tolerant (CFT) and
Byzantine-fault tolerant (BFT) systems. CASSANDRA operates as a leaderless protocol, allowing each replica
to independently propose transactions from clients. CASSANDRA functions in rounds, and each proposer
commits proposals in two phases: proposal exchange and proposal commitment. In the proposal exchange

phase, proposers share their respective proposals with one another. Subsequently, each proposer selects the
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strongest proposal from the sharing received and votes for that proposal. During the proposal commitment
phase, these votes facilitate an agreement on a global strongest proposal, which is then committed by each
proposer.

Proposals are structured as a Directed Acyclic Graph (DAG) to establish a partial order among all the
proposals. When the strongest proposal is committed, all proposals that are in a partial order with respect
to this strong proposal will also be committed. This allows CASSANDRA to achieve partial progress even
when the network is partitioned. If the strongest proposals selected by each proposer do not receive enough
votes, the proposers will skip the commitment and move on to the next round.

This chapter makes the following main contributions:

e We propose a leaderless protocol called CASSANDRA aiming with an Auto-Synchronous replication
model to achieve non-zero throughput on both CFT and BFT systems. Proposers in CASSANDRA
are able to process progress under network partition by building a Direct Acyclic Graph (DAG).

e CASSANDRA does not rely on timeouts to avoid waiting for the commitments of previous rounds,
leading to system blocking.

e Novel adaptation techniques enabling CASSANDRA to optimize its leader choice to avoid suffering
from leader failures or leader attacks.

e We deploy our CASSANDRA protocol in the wild over the Twitter data on social interactions such
as tweeting (with mentions) and re-tweeting along with quoting, replying, and liking a tweet. Our
results show that once the network is restored, the system throughput peeks at 6x of the steady
state due to partial progress made during the partition.

e We evaluated a prototype of CASSANDRA on Apache ResislientDB (Incubating) [212] against Multi-

Paxos [42] for CFT setting while Tusk [26] and RCC [117] for BFT setting.

4.2. System Design: CASSANDRA'’s Leaderless, DAG-Based Protocol

In this section, we provide the design of CASSANDRA for both CFT and BFT.
We first illustrate a basic protocol in this section which contains two phases to commit the transactions.
Then, we propose an optimized version, Fast CASSANDRA, to reduce two phases into one to improve the

performance.

4.2.1. System Model. Prior to explaining the design of CASSANDRA, we lay out the system model.
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We make standard assumptions also made by existing CFT protocols [24, 25] and BFT protocols [29]. We
assume a replicated system & = {R,C}, where R denotes the set of replicas, and C denotes the set of clients.
Each client C' € C can send its transactions to any of the replicas R € R.

This replicated system has a total of n replicas, of which at most f are faulty. The f faulty replicas can
fail from stopping or crashing in CFT while they can behave maliciously in BFT. We adopt the same partial
synchrony model as existing CFT and BFT protocols; We assume an eventually synchronous network [155] that
messages sent from a replica will ultimately arrive in a global stabilization time (GST'), which is unknown
to the replicas. Safety is guaranteed under asynchrony, while liveness is only guaranteed during periods of
synchrony.

We assume the number of replicas in CFT is n_2f, 1 while it is n_3f, 1 in BFT setting. Furthermore, we
refer to M P as the majority of replicas as f + 1 in CFT and 2f + 1 in BFT systems.

To simplify the description, in the following sections, we refer to replicas as honest replicas, which are

non-faulty.

®
@ Proposal Exchange @ Choose the ® Vote for the
P 9 Strongest Proposal Strongest Proposal
@
© Commit the
Strongest Proposal

FIGURE 4.1. CASSANDRA workflow overview.

4.2.2. Cassandra Workflow Overview. Figure 4.1 illustrates the workflow of CASSANDRA, in which
each replica, also called a proposer, runs in rounds to propose transactions. In each round, each replica
shares a proposal with each other proposer in the proposal exchange phase ((I)). The proposal not only
includes the new transactions from the clients but also refers to the received proposals to provide a change
to those uncommitted proposals to be committed, which forms a directed acyclic graph (DAG). Then, each
proposer chooses the strongest proposal as the leader proposal among the proposals received in this round

(®). A proposal voting phase is followed to vote for the leader proposal utilizing a consensus protocol ((3)).
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If a majority of the replicas agree on the same proposal, each replica will commit all the proposals referred
by that leader proposal (@) and start the next round ((5)). Otherwise, if the consensus protocol fails to
commit due to divergent voting or some failures, like network partitions or malicious leaders, the replicas
will stop waiting and start exchanging the new proposal in the next round ((6)).

However, unlike most of the DAG-based protocols [26, 125], CASSANDRA does not rely on a reliable
broadcast. Each proposer will go to the next step even if it does not receive enough messages from other
proposers by starting a timer in each step. These timers allow CASSANDRA with the capability to process

the proposals partially under an unhealthy network.

Data
Hash List
Round r-2
Status
Hash
Signature
Data Data Data
Hash List Hash List Hash List
Round r-2 Round r-1 Round r
Status Status Status
Hash Hash Hash
Signature Signature Signature
Data Data
Hash List Hash List
Round r-2 Round r-1
Status Status
Hash Hash
Signature Signature

FIGURE 4.2. The strongest proposals in CASSANDRA generate a single chain, while each
strongest proposal may include the proposals not being chosen as the strongest proposals.
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Process transactions in round r by replica R; :

Let G be the local graph in R

Let M P be the set containing a majority of the proposers.

event Receive a transaction T from the client in round r do
Generate a proposal p by build a graph connecting all the proposals R; has received in previous rounds
Broadcast p and wait for the proposals P from all the proposers or the timer times out.

for Each proposal p, in P do
’
Merge p with G
Select the proposal SP,. with highest priority from resp
Vote(SPy)

© 003 O Uk WwN -

FIGURE 4.3. Proposal Exchange in round r to share proposals among the replicas and vote
for the strongest local proposal.

4.2.3. Proposals. Each proposer will generate a proposal in each round including the transactions
received from the clients and broadcast the proposal to other proposers. Each round will vote for one proposal
as the leader proposal called the strongest proposal (SP). The voted proposals must have a reference to the
last SP chosen in the previous round. Thus, these strongest proposals (SPs) generate a unique single chain
in CASSANDRA.

As only one proposal will be chosen, to allow other proposals to have a chance to be committed, each new

proposal will refer to the unchosen proposals as well, resulting in a directed acyclic graph (DAG) (Figure 4.2).

4.2.4. Proposal Exchange. CASSANDRA, similar to traditional consensus protocols [24], operates in
rounds to designate the strongest proposal as the leader responsible to commit the proposals. In each round,
every proposer presents a new proposal (Section 4.2.3) to all other proposers and awaits the proposals of all
the proposers. The new proposal must connect to the last SP the proposer obtained.

To guarantee that the network issue will not stop the liveness of the system, the proposer will set up a
defined time period T¢,. If the proposer cannot receive all the proposals within time T, it will stop waiting
and go into choosing the strongest proposal, called local strongest proposal (LSP).

Unlike traditional timeouts, Ty, is set to a sufficiently small value to not interfere with the system. The
purpose of employing a timer in this context is to maximize the collection of responses from other replicas,
thereby facilitating each proposer to share their proposals even under adverse network conditions.

4.2.4.1. Proof of Awailability. As shown in Section 4.2.3, each new proposal will refer the unchosen
proposals in previous rounds with their digests. Once a proposer P receives a new proposal from other
proposers, it will validate the referred proposals. If P has not obtained those proposals, P will ask their

proposers to resent their contents. If P fails to obtain the content, P will discard this proposal.
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However, this will bring a challenge for a malicious attack. If a malicious proposer delivers distinct
proposals to proposers A and B, each of which is referred by the new proposals, they need to send additional
messages to exchange these two proposals. These additional messages may result in a DDOS attack [? ].

To resolve this malicious attack, CASSANDRA only allows each proposer to refer to its own proposals. If
a proposer refers to some existing proposals in its new proposals, it will suffer from a heavy request to ask

for the contents. Figure 4.3 shows the procedure for exchanging proposals in round 7.

From
Proposer R1

'
'
'
1 From
' Proposer R2

FIGURE 4.4. Merge proposals from three replicas.

4.2.5. Select the Strongest Proposal. Upon reception of proposals from distinct replicas, the pro-
poser will proceed to assign priorities to each proposal. This process aims to designate a proposal as the
leader to commit the history to the proposal graph. In the event that the number of proposals is less than
M P, the proposer will still choose the leader to notify other replicas of the decision on this round.

As only one proposal is selected as the leader proposal to be committed, each proposal will connect to
the proposals in previous rounds to form a DAG . Those proposals connected to the leader proposal will also
be committed. We will discuss the priority algorithm in Section 4.2.9.

The priority assignment is a benefit for the proposers running in a Byzantine environment in which
malicious proposers can choose their favorite ones in their subgraph, resulting in the delay of other proposals.
The priority assignment is deterministic and predicated on the commit history of each proposer. The proposal

with the highest priority will be chosen as the local strongest proposal in that round.
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<VOTE, SPr, r> <Commit, SPr, r>

L RZ
X

crFT Commitment

<VOTE, SPr, r> <Prepare, SPr, r> <Commit, SPr, r>

e

BFT Commitment

FIGURE 4.5. Strongest proposals voted from each proposer will be committed by a consen-
sus agreement.

: event Vote for the strongest proposal SP,. in round r do

Broadcast {VOTE, SP,, r;,

: event Received f + 1 identical vote messages for a strongest proposal SP, in round r do

Broadcast jCommit, SPy, r;
Mark SP, as Voted

: event Received f + 1 identical commit messages in round r do

Commit SP,
Mark SP, as Committed

: event Received all vote messages in round r but no f + 1 vote messages for a strong proposal SP,. do

Go to next round.

: event A timer T times out but no f + 1 vote messages for a strong proposal SP,. do

Go to next round.

posal, SP,, in round r, the proposer initiates the proposal commitment phase to agree on a global strongest

FIGURE 4.6. Proposal Commitment for CFT.

4.2.6. Consensus on Strongest Proposal. Following a proposer’s vote for the local strongest pro-

proposal for round 7.

message < VOTE,SP,,r >. Then, the proposal will go through a series of phases to reach an agreement: 2

In the proposal commitment phase, each proposer broadcasts its local strongest proposal S P, via a vote
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1: event Vote for the strongest proposal SP, in round r do
2: Broadcast a vote message {VOTE, SP,, r;

event Received f + 1 identical vote messages for a strongest proposal SP, in round r do
Broadcast a prepare message jPrepare, SP, r;
Mark SP, as Voted

: event Received 2f + 1 identical prepare messages in round r do

Broadcast a commit message Commit, SP,., rj

Mark SP, as Prepared

9: event Received 2f + 1 identical commit messages in round r do

10: Commit SP,.

11: Mark SP, as Committed

12: event Received all vote messages in round r but no 2f + 1 vote messages for a strong proposal SP,. do

13: Go to next round.

14: event A timer T times out but no 2f + 1 vote messages for a strong proposal SP, do

15: Go to next round.

FIGURE 4.7. Proposal Commitment for BFT.

Partition 1
P
1,3

Partition 2

Round 1 Round 2 Round 3 Round 4 Round 5

Proposer R1

Proposer R2

Proposer R3

Partition 1 Partition 2

R4

Proposer R4

€2

R2

FIGURE 4.8. Partial Progress in two partitions while network failures. Two partitions are
converged when the network is recovered. Proposals in previous rounds (round 1-4) are
committed by the new proposal P(3,5). Proposals only need to be transferred between the
replicas in each partition.

phases in CFTwhile 3 phases in BFT. Figure 4.6 and Figure 4.7 show the algorithms to commit the strongest
proposals in CFT and BFT.

4.2.6.1. crT. For CFT, upon the receival of identical vote messages < VOTE, SP,,r > from M P, like
f+1 replicas, each replica broadcasts a commit message < COMMIT, SP,,r > and mark the proposal SP,
as Voted. Upon the receipt of identical commit messages from M P, commit the proposal SP, for round r
and the proposals in its subgraph and mark the SP,. as Committed.

4.2.6.2. BFT. For BFT, there will be an additional phase. upon the receival of identical vote mes-
sages < VOTE,SP,,r > from MP, like 2f + 1 replicas, each proposer broadcasts a prepare message <
PREARE, SP,,r > and mark SP, as Voted. Upon the receipt of identical prepare messages < PREARFE,SP,.,r >

from M P, each proposer broadcasts a commit message < COMMIT, SP,,r > marking S P, as PreCommitted.
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Upon the receipt of identical commit messages from M P, commit the proposal S P, for round r and the pro-

posals in its subgraph and mark SP, as Committed.

1: Let G be the local graph.
2: event Vote for the strongest proposal SP, in round r with its history graph Gsp do
3: Broadcast {VOTE, SP,., Gsp, 7}

4: event Received f + 1 identical vote messages {VOTE, SP,, Gsp, rj for a strongest proposal SP, in round r do
5 CheckCommit(Gsp)

6: Broadcast jCommit, SP,, Gsp, r{

7 Mark SP, as Voted

8: event Received f + 1 identical commit messages {Commit, SP., Gsp, 7{, in round r do

9: CheckCommit(Ggsp)

10: Broadcast jCommit, SP,., Gsp, 1

11: Mark SP, as Committed

12: Commit SP,.

13: event Received all vote messages in round r but no f + 1 vote messages for a strong proposal SP,. do
14: Go to next round.

15: event A timer T times out but no f + 1 vote messages for a strong proposal SP,. do
16: Go to next round.

17: function CheckCommit (Graph Ggsp)

18: Merge Gsp into G.

19: for Each proposal p in Ggp do

20: if The f + 1 messages contain p then
21: if p is marked as Voted then
22: Mark p as Committed

FI1GURE 4.9. Commit proposals and recovery the history for CFT.

1: Let G be the local graph.
2: event Vote for the strongest proposal SP, in round r with its history graph Gsp do
3: Broadcast {VOTE, SP., Gsp, 7

4: event Received f + 1 identical vote messages {VOTE, SP,., Gsp, r; for a strongest proposal SP, in round r do
5 CheckCommit(Gsp)

6: Broadcast jCommit, SP., Gsp, 7}

7 Mark SP, as Voted

8: event Received f + 1 identical commit messages jCommit, SP,, Gsp, r{, in round r do

9: CheckCommit(Gsp)

10: Broadcast jCommit, SP,., Gsp, 7}

11: Mark SP, as Committed

12: Commit SP,.

13: event Received all vote messages in round r but no f + 1 vote messages for a strong proposal SP, do
14: Go to next round.

15: event A timer T times out but no f + 1 vote messages for a strong proposal SP,. do

16: Go to next round.

17: function CheckCommit (Graph Ggsp)

18: Merge Gsp into G.

19: for Each proposal p in Ggp do

20: if The f + 1 messages contain p then
21: if p is marked as Voted then
22: Mark p as Committed

FIGURE 4.10. Commit proposals and recovery the history for BFT.

4.2.7. Failures. As a replica may experience message delay or network partition, the replica may not
obtain sufficient voted messages for the local strongest proposal. To guarantee the liveness of the replicas, we
assign a commit timer T.ommit. When a timer Teopmme¢ times out, and the replica could not receive enough
vote messages for a proposal, or the replica has received all the proposals, the replica will skip the commit

phase and go into the next round.
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As a replica will skip the current round due to the timeout, a committed proposal may be skipped as
well. Thus, while making an agreement on the strongest proposal in the current round, it needs to replay
the decisions in the previous round. However, it is hard to determine if a proposal has been committed
without a single leader. To address this challenge, when we vote for the strongest proposal SP, for round r,
the proposal will include the history as well. Therefore, while processing the consensus for SP,., we can also
replay the consensus for the previous strongest proposals. Figure 4.9 and Figure 4.10 show the algorithm to
run a consensus on the history of SP,.. For each consensus phase, if a majority of replicas have confirmed

the strongest proposal can be committed, then this strongest proposal will be marked as Committed.

4.2.8. Commitment. Before replica R commits the strong proposal S P, after the consensus in round
r, R needs to determine all the globally strongest proposals in previous rounds. However, the recovery process
in Section 4.2.7 already helps us to recover the status of each strongest proposal. Thus, while committing
SP,., we will go through each round 4 in its history graph and commit each global strongest proposal SP;
that has been marked as Committed in round 4. If no global strongest proposal in round r, that round will

be skipped. Figure 4.11 shows the procedure to commit the strongest proposal in round r.

1: Let ler be the last round to commit the strongest proposal.
2: event Commit the strongest proposal SP, in round r do
’
3: for round r from ler + 1 to r do
!
4: Let p is the strongest proposal in round r
5: If p does not exist, skip this round
6: Commit each proposal in the graph of p

FIGURE 4.11. Commit the strongest proposal SP, in round r.

4.2.9. Calculation of the Priorities. For a given set of proposals P = {p1,p2,...,pn} in round r
received from M P, we will choose one of the proposals SP, € P as the strongest proposal. The selection
contains two parts: the hash value Hash(p;) and if the proposal contains the proposal with some status
marked in the consensus ( Section 4.2.6) in round r — 1. For any proposal that includes the proposal with

some status in round r — 1, the smaller the hash value it provides, the higher priority the proposal obtains.

(4.1) SP, = argmin Hash(sp) and ContainSP(sp)
speP
(4.2) SP, = argmin |sp.sourcel D — coinV alue| and ContainSP(sp)
speP
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Proposer 1 Proposer 2 Proposer 3
Committed Voted

Round 1 P1 P2 P3 P1 P2 P3 P2 P3

u Hash: ‘ Hash: H Hash: ’ Hash: ‘ Hash: H Hash: Hash: H Hash: ’

01234 12345 23456 01234 12345 23456 12345 23456
P4 P5 P6 P4 P5 P6 P6

Round 2 ‘ Hash: ’ Hash: ‘ Hash: ’ ‘ Hash: ’ Hash: Hash: Hash:

u 0003 0002 0001 0003 0002 0001 0001

FIGURE 4.12. Example to choose the strongest proposal among three proposers in CFT. In
round 1, P; has been chosen as the global strongest proposal SP; in round 1. However, only
proposer 1 marked P; as Committed while proposer 2 marked P; as Voted as proposer 2 has
not received the commit message and proposer 3 does not receive P;. In round 2, proposers
1 and 2 will select P5 as the local strongest proposal, although they have received Pgs from
proposer 3 with a smaller hash value. Proposer 3 will choose P as the local strongest
proposal since it does not contain any proposal with status in round 1.

where ContainSP(sp) is the hash of the proposal in round r — 1 not marked as None is included SP,
or no such proposal. Figure 4.12 shows an example with three proposers. In round 1, the proposal SP;
with Hash 01234 has been committed but it is only marked as Voted within proposer 2 due to the message
delay while proposer 3 does not receive the proposal. In round 2, proposer 1 and proposer 2 will not count
the proposal with hash 0001 from proposer 3 as it does not include the proposal SP; in the previous round.
Thus they choose the proposal with hash 0002 as the strongest one. However, since proposer 3 does not
contain the proposal SP;, it can choose any proposal according to their hash values. Thus, the proposal
with 0001 will be selected. Consequently, if two proposers receive the same set of proposals in round r, they
will vote for the same local strongest proposal SP.. However, if two proposers generate disparate graphs due
to receiving different sets of proposals, some proposals could not arrive within the time 7', they may vote for

different local strongest proposals in that round.

4.3. Achieving Partial Progress: The Power of Proposer Exchange and Rapid Convergence

It is common for replicas to crash or get network partitioned [206]. These failures not only impact a
system’s responsiveness to its clients but also have the potential of making the system stuck.

However, CASSANDRA will keep proposing proposals in rounds by connecting the proposals in the pre-
vious round to be extended, even though no quorum of replicas is formed.

This partial progress allows replicas to recover in a fast way as once the network is recovered, replicas

only need a smaller number of messages to exchange the proposals to help them catch up with each other.
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Suppose two groups of replicas are isolated from each other, and the number of replicas in each group is Ny
and Np. The number of transactions needed to be exchanged is N7 + Ny which is less than the protocol
without any partial process which needs (N + N2)? messages. This is because replicas will share their DAGs
in the new round and the replicas in the first group can ask any of the replicas in the second to fetch all the
content of the missing transactions. For instance, Figure 4.8 shows two groups that replicas R; and Ry are
partitioned from R3 and Ry4. In the first 3 rounds, transactions in these two partitions are only processed
internally and no strongest proposals are committed as could not receive enough referring proposals. In
round 4, the network is recovered, and Rs receives all other replicas. Next, all the proposers select P(2,4)
as the strongest one. Thus, in round 5, all the replicas will commit P(2,4) that will cover the same DAGs.
Since the graph included by the proposals only contains the digests, Rs needs to query the contents from

other replicas. However, Ry only needs to access R3 or R4 since both R3 and R4 maintain the contents.

Round 1 Round 2 Round 3 Round 4 Round 5

FIGURE 4.13. Chain CASSANDRA Overview.

4.4. Correctness Analysis: Safety and Liveness Guarantees Under Asynchrony

In this section, we provide the evidence that CASSANDRA guarantees the correctness of the system by

analysing the safety and liveness of the system.

4.4.1. Safety. Now in this section, we will provide the proofs that the CASSANDRA is safe. We say a

system is safe if every honest replica obtains the same state in a specific round.

LEMMA 6. If a local strongest proposal S Py, has been committed as the global strongest proposal in round
r1, at least f + 1 replicas contain SP,, with status Voted or Committed in CFT and at least 2f + 1 replicas

contain SP,, with status Prepared or Committed in BFT.
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LEMMA 7. If a local strongest proposal SP,, has been committed as the global strongest proposal in round
r1, and a replica R commmits a local strongest proposal SP,, in round ro (r1 < r3), SP., will be committed

in R as well.

PROOF. In CFT, since R commits SP,, in round 72, at least f 4+ 1 proposers vote for SP,, in round
ro. Among these proposers, at least one proposer contains SP,, before voting SP,, (Lemma 8). Thus,
while receiving f + 1 votes from different proposers, at least one of the votes contains SP,, in its history.
After merging the graph, the proposers broadcasting the commit messages will include SP,, in their graphs.
Therefore, at least f + 1 replicas contain SP,, with status Voted or Committed. Finally, SP,, will be
committed once receiving f + 1 commit messages from SP,, including SF,, in their graphs with Voted.

Similarly, in BFT, while R commits SP,, in round 2, at least 2 f + 1 proposers vote for SP,, in round 72,
of which at least one proposer contains SP,, before voting SP,, (Lemma 8). Thus, after merging the graph
from 2f + 1 messages, the proposers broadcasting the commit messages will include SP,, in their graphs.
Therefore, at least 2f + 1 replicas contain SP,, with status Prepared or Committed. Finally, SP,, will be

marked as Committed once receiving 2f + 1 commit messages of SF,,. O

LEMMA 8. Only one local strongest proposal SP, will be committed as the global strongest proposal in

round .

PROOF. If there are two different local strongest proposals being committed from two replicas, there
should be at least one honest replica vote for both of these proposals. Thus, it is impossible that two different

local strongest proposals are committed in the same round. (Il

4.4.2. Liveness. Next we will discuss the liveness in CASSANDRA.

LEMMA 9. If the network is healthy and all the replicas can communicate with each other, a global

strongest proposal will be chosen.

PRroOF. If the network is healthy, all the replicas will obtain the set of proposals and generate the same
graph. Thus, they will choose the same local strongest proposal and finally this proposal will be committed

as the global strongest proposal. |

LEMMA 10. If a proposal proposed by a proposer will be eventually committed, the system is alive.
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Process transactions in round r by replica R; :
: Let G be the local graph in R
: Let M P be the set containing a majority of the proposers.
Let S be the status containing a majority of the proposers.
: event Receive a transaction T from the client in round r do
Generate a proposal p by build a graph connecting all the proposals in G with the proposal status.
Broadcast p and wait for the proposals P from M P or time out.

for Each proposal p/ in P do
’
Merge p with G
9: Select the proposal SP, with highest priority from the proposal in round r in resp
10: Update the state of SP,. as Vote

A BN i e

11: for Each proposal p,_j in round r — 1 in resp do

12: if The state of p,_1 is Vote and resp contains f + 1 same proposals p,,_; then
13: Mark p,_1 as Commit

14: Commit p,r—1

FIGURE 4.14. Chain CASSANDRA for CFT.

Process transactions in round r by replica R; :

Let G be the local graph in R

: Let M P be the set containing a majority of the proposers.

Let S be the status containing a majority of the proposers.

: event Receive a transaction T from the client in round r do

Generate a proposal p by build a graph connecting all the proposals in G with the proposal status.
Broadcast p and wait for the proposals P from M P or time out.

for Each proposal pl in P do

Merge pl with G
9: Select the proposal SP,. with highest priority from the proposal in round r in resp
10: Update the state of SP, as Vote

W N O Ut WN -

11: for Each proposal p,—1 in round r — 1 in resp do

12: if The state of p,_1 is Vote and resp contains f + 1 same proposals p,_; then

13: Mark p,_1 as Prepare

14: for Each proposal p,_2 in round r — 2 in resp do

15: if The state of p,_1 is Prepare and resp contains f + 1 same proposals p,_; then
16: Mark p,—1 as Commit

17: Commit p,_1

FIGURE 4.15. Chain CASSANDRA for BFT.

4.5. Process Cassandra in Chain

As discussed in previous sections, CASSANDRA leverages the proposal exchange phase to share their
proposals and select the strongest one as the leader proposal, then leverages the consensus to agree on this
leader proposal. However, CASSANDRA still needs to process the history to determine the proposal status in
the previous rounds. Moreover, each of the consensus phases involves all-to-all broadcasting communications.

Thus, we create a chain CASSANDRA which combines all the all-to-all broadcasting communications that
pipelines the phases in one step. In each pipeline phase, we can also determine the proposal status in previous

rounds.

4.5.1. ProposalExchange. Fast CASSANDRA has the same proposal exchange as CASSANDRA. Each
proposer shares the proposal in each round and waits for the proposals from others in a bounded time. Once
receiving proposals from M P or the timer times out, each proposer selects the strongest proposal in their

local graph.
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As we pipeline each round by combining each broadcasting communication, we add one more status
Selected for the proposal in the new round. Once having selected the strongest proposal in round r, mark
the proposal as Selected then go to next round.

Thus, we will have status {Selected, Vote, Commit} for CFT and {Selected, Vote, Prepared, Commit}
for BFT for each proposal.

Then, while having selected the strongest proposal in round r, we need to update the status in previous
rounds. Since we pipeline the steps, we need to check some previous rounds.

4.5.1.1. crr. If the proposer receives at least f+1 strongest proposal with Selected in round r — 1, then
making it as Voted. If the proposer receives at least f + 1 strongest proposal with Voted in round r — 2,
then making it as Committed. If the strongest proposal in round r — 2 has been marked as Committed,
then commit the proposal.

4.5.1.2. BFT. If the proposer receives at least 2f + 1 strongest proposal with Selected in round r — 1,
then making it as Voted. If the proposer receives at least 2f 4 1 strongest proposal with Voted in round
r—1, then making it as Prepared. If the proposer receives at least 2f 4 1 strongest proposal with Prepared
in round r — 2, then making it as Committed. If the strongest proposal in round r — 2 has been marked as

Committed, then commit the proposal where it also becomes the global strongest proposal in round r — 2.

4.5.2. ProposalCommit. While committing the globally strongest proposal in round r — 2, we also
need to recover the global strongest proposal in previous rounds as discussed in Section 4.2.7. Then we

commit the global strongest proposal round by round.

4.6. Experimental Evaluation: Performance During and After Network Partitions

In this section, we evaluate the performance of CASSANDRA on both the CFT and BFT versions.

4.6.1. Evaluation on cft Cassandra. We first evaluate CFT CASSANDRA with a multi-paxos [213].
MultiPaxos consensus protocol remains the popular choice among major large-scale production systems such
as Chubby [207], Google Spanner [214], Azure Storage [215], and Amazon DynamoDB [216].

MultiPaxos is a well-known optimization from the paxos protocol [24] by reducing unnecessary messages.
In MultiPaxos, once the leader is elected, it gains the ability to directly propose values for an unbounded
number of instances during the Accept Phase, thus eliminating the need for the repeated Prepare messages.

The Prepare Phase only comes into play in the event of a leader crash.
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FIGURE 4.16. Performance between CFT CASSANDRA and MultiPaxos protocol
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FIGURE 4.17. Impacts of network partition on throughput and latency when partial
progress is enabled.

4.6.1.1. Experiment Setup. Our experiments were conducted on an AWS cbh.4xlarge instance, featuring
16 vCPUs and 32GB of DDR3 memory. Each experiment had a duration of 60 seconds, and the results were

then averaged. Additionally, transactions are grouped into batches to optimize network utilization.

4.6.2. cft Cassandra on Twitter Data. To evaluate our partial progress conjecture in practice, we
deploy our CASSANDRA protocol in the wild over the Twitter data. We aim to capture social interactions such
as tweeting (with mentions) and re-tweeting along with quoting, replying, and liking a tweet, all modeled with
transactional semantics. More importantly, we further evaluate the impacts of delays introduced by network
partitions that may occur due to possible adversarial attacks in order to disrupt the flow of information or
by injecting misinformation (i.e., conflicting transactions) into a partitioned social network. Our aim is to
study the effects on throughout and latency upon network recovery to demonstrate partial progress as the
system heals itself.

Setup and Benchmark. We run our experiments on a local cluster and deploy each replica on a
virtual machine having a 4-core CPU and 8 GB memory. We run CASSANDRA on 100 replicated machines,
where the primary mode of communication is gossip to exhibit decentralized deployment. We inject 10,000

transactional tweets per second, where each transaction has a payload of under 1KB. The experiments are
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run for 260 seconds, where at the 60 seconds mark, the network undergoes partition, the partition lasts for
60 seconds, and the network is restored at 120 seconds. To collect results after reaching a steady state, we
discard the measurement during the warmup period, and measurement results are collected over three runs.

Promise of Partial Progress. We evaluate the throughput and latency of the CASSANDRA in a parti-
tioned setting where no partition has the majority of replicas. We observe during the partition, CASSANDRA
enters a speculative ordering and execution phase, where transactions are only softly committed and finality
is only established once the partitions are recovered. Therefore, once the network is restored, we observe
throughout peeks at 6x of the steady state made possible by enabling partial progress. As expected, the

finality latency is delayed proportionally to the length of the network outage. The results are shown in

Figure 4.17.
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FIGURE 4.18. Evaluation of different batch sizes.

4.6.3. Tolerant Abritary Failure Cassandra. In this section, we evaluate the throughputs of CAs-
SANDRA compared to RCC and Tusk. We implemented BF'T CASSANDRA as well as RCC and Tusk on top of
Apache ResilientDB (incubating), an open-source blockchain platform. We also evaluate the behavior when
the cluster is partitioned. In this section, we will conduct an evaluation of the throughputs of CASSANDRA
in comparison to RCC [117] and Tusk [26].

4.6.3.1. BaseLine. We compare CASSANDRA with two base line protocols: RCC and Tusk.

RCC. RCC is a multi-leader consensus protocol. RCC runs many instances, each of which runs an
individual Byzantine commit algorithm (BCA) to commit transactions. Each instance is also a primary to
propose transactions concurrently and does not require any coordination with other instances.

RCC operates in rounds. In each round, RCC proposes transactions in three phases: concurrent BCA,
ordering phase and execution phase. The overview of RCC is shown in Figure ??. In Concurrent BCA,
m transactions are proposed by m instances running m lead-base consensus protocols in parallel in each

round. These m instances do not need to coordinate with each other. Instance X is allowed to propose
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FIGURE 4.19. Overview of Tusk.

transactions for future round 7 + 1 while instance Y is still processing the transactions in round i. The
wait-free proposing enables each replica to propose transactions at its maximum throughput by utilizing its
entire outgoing network bandwidth. However, in ordering phase, each replica must wait for m transactions
in each round to obtain a deterministic order using the same set of transactions and execute the transactions
in that order in the Execution Phase.

The throughput of RCC' is determined by the throughput of each BCA. By default, RCC leverages
pbft [29] as the BCA which commits a transaction in three phases.

Tusk.

Tusk [26] is a DAG-based consensus protocol. Tusk runs in rounds and contains two types of blocks:
Data Block and Certificate Block. In round r, each data block db; of replica R; contains at least 2f + 1
certificate blocks of round r — 1 from different replicas. each certificate block cb; of replica R; contains the
digest of the data block db; and 2f + 1 certificates signed from different replicas in round r. Figure 4.19

shows the overview of Tusk.

84



In round r, replica R; generates the data block db; including the new transactions and at least 2f + 1
certificate blocks of round r — 1, then signs db; and broadcasts to each replica. When a replica R; receives a
data block, R; verifies the contents and responds R; with the signatures. R; generates the certificate block
cb; once receiving 2f 4 1 signatures for db; and broadcasts cb; to other replicas. When a replica receives at
least 2f 4+ 1 certificate blocks of round r, it starts generating the data block in round r + 1.

Tusk leverages wave to commit blocks. When round r starts, one of the replicas will be selected as the
primary P of round r» — 2. The data block alb;f2 proposed by P and all the blocks included by db;’2 will
be committed. We say if block b; includes block b;, b; can reach b;. If block b; can reach block b; and block
b; can reach block by, then block b; can reach block b;. Then, all the data blocks in the previous rounds
that can be reached by db]’;’2 will be committed if db;”f2 is committed in round r — 2. Since all the replicas
contain the same DAG graph, if two replicas commit the data block dbj, in round r, they will commit the
same blocks that can be reached from dbj,.

However, since a data block only includes 2f + 1 certificate blocks in the previous round, if a certificate
block arrives after 2f 4 1 certificate blocks, it will be delayed which will increase the latency for the clients.
On the other hand, broadcasting the data block will take time since the payload is large. However, before
proposing a new data block, the replicas need to wait for the certificate blocks from the previous round,
which will delay the data block.

4.6.3.2. Experiment Setup. Our experiments were conducted on an AWS cbh.4xlarge instance, featuring
16 vCPUs and 32GB of DDR3 memory. Each experiment had a duration of 60 seconds, and the results were
then averaged. Additionally, transactions are grouped into batches to optimize network utilization.

4.6.3.3. Impact of Batch Size. In our initial experiments, we conducted tests using various batch sizes
on 64 nodes to determine a suitable base size we will use in the following experiments, and the outcomes are
depicted in Figure 4.18. The findings indicate that augmenting the batch size results in increased throughput.
However, it also reveals a corresponding increase in latency with larger batch sizes. The majority of protocols
achieve peak throughputs, 2.8 M tps, with a batch size of 600. Consequently, we have chosen to adopt 600
as the default batch size for our forthcoming experiments.

4.6.3.4. Performance Results. Next, we conducted experiments with various replica sizes, ranging from
16 to 64, without any partitions. As depicted in Figure 4.20, it is evident that CASSANDRA achieves compa-
rable throughputs to Tusk and RCC, with all protocols reaching 3M transactions per second (TPS). This is
because under a healthy and fast network, all proposals from the replicas in each round will be committed

simultaneously across the three protocols. It is noteworthy that CASSANDRA exhibits a lower latency of 2
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FIGURE 4.20. Evaluation of different protocols.
seconds with 32 replicas, while Tusk achieves 4 seconds, benefiting from the isolated data dissemination on
our dissemination network. CASSANDRA demonstrates similar latency as RCC, as RCC benefits from its

out-of-order processing, while Cassandra reduces latency by streaming the pipelines.
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FIGURE 4.21. Recovery Behaviour with two partitions (23,9) of 32 replicas are partitioned
during time 15-30.

4.6.3.5. Network Fvaluation. Then, we demonstrate the behavior of two partitioned groups. Specifically,
we partitioned 32 replicas into two smaller groups, with one containing 23 replicas and the other containing
9 replicas. At time 10, the connections between these two groups were deliberately terminated, and sub-
sequently reestablished at time 30. The throughput timeline (each second) of each group is illustrated in
Figure 4.21. A 5-second timer was set in CASSANDRA to wait for all the proposals, allowing the rounds to
proceed further if the timer timed out.

It was noted that CASSANDRA and Tusk experienced a decline in throughput from 3M to 15K and 120K
TPS respectively due to a decrease in proposed transactions, as the smaller group was unable to commit
any transactions. However, RCC diminished to zero due to its global ordering of proposals required by all
replicas.

Upon reconnection, both groups were able to recover within a timeframe of 10 seconds and reach a stable

throughput of 3M TPS. Notably, Tusk exhibited higher throughputs than Cassandra during the partition,
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as it required only 2f + 1 replicas to process in each round, while Cassandra was constrained by waiting for

a timeout.

4.7. Related work

Brewer’s CAP theorem [15] argues that while designing an application, the application designer can only
select two out of the following three properties: consistency, availability and partition tolerance. Follow-
ing this, several new models have appeared, which present fresh perspectives for an application designer.
PACELC [217] captures the following double trade-off: if partitions occur, then trade between availability
and consistency; else trade between latency and consistency. FIT [218] re-imagines the problem of a parti-
tioned system as the problem of fairness and envisions fairness as a metric for latency. CAC [219] redefines
consistency as causal consistency and compares it against availability and convergence. BASE [220] pro-
poses a diametrically opposite model to ACID semantics. Unlike pessimistic nature of ACID transactions,
BASE vouches for optimistic execution and accepts that the database consistency will be in a state of flux.
CALM [221] proponates the ideas proposed by Conflict-replicated data types (CRDTSs) [222]. Prior works
on designing fault-tolerant database systems include Google’s Spanner [223] and Sequoia [224], which have
been adopted in practice. None of these works discuss the possibility of partial progress under CAP model,

which is the theme of this chapter, and we meet this aim with the help of our CASSANDRA protocol.

4.7.1. RCC. RCC is a multi-leader consensus protocol. RCC runs many instances, each of which runs
an individual Byzantine commit algorithm (BCA) to commit transactions. Each instance is also a primary
to propose transactions concurrently and does not require any coordination with other instances.

RCC operates in rounds. In each round, RCC proposes transactions in three phases: concurrent BCA,
ordering phase and execution phase. In Concurrent BCA, m transactions are proposed by m instances
running m lead-base consensus protocols in parallel in each round. These m instances do not need to
coordinate with each other. Instance X is allowed to propose transactions for future round 7+1 while instance
Y is still processing the transactions in round ¢. The wait-free proposing enables each replica to propose
transactions at its maximum throughput by utilizing its entire outgoing network bandwidth. However, in
ordering phase, each replica must wait for m transactions in each round to obtain a deterministic order using
the same set of transactions and execute the transactions in that order in the Execution Phase.

The throughput of RCC' is determined by the throughput of each BCA. By default, RCC leverages

pbft [29] as the BCA which commits a transaction in three phases.
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4.7.2. Tusk. Tusk [26] is a DAG-based consensus protocol. Tusk runs in rounds and contains two types
of blocks: Data Block and Certificate Block. In round r, each data block db; of replica R; contains at least
2f 41 certificate blocks of round r — 1 from different replicas. each certificate block ¢b; of replica R; contains
the digest of the data block db; and 2f + 1 certificates signed from different replicas in round r.

In round r, replica R; generates the data block db; including the new transactions and at least 2f + 1
certificate blocks of round r — 1, then signs db; and broadcasts to each replica. When a replica R; receives a
data block, R; verifies the contents and responds R; with the signatures. R; generates the certificate block
cb; once receiving 2f + 1 signatures for db; and broadcasts cb; to other replicas. When a replica receives at
least 2f + 1 certificate blocks of round r, it starts generating the data block in round r + 1.

Tusk leverages wave to commit blocks. When round r starts, one of the replicas will be selected as the
primary P of round r — 2. The data block db;fZ proposed by P and all the blocks included by db]f,’2 will
be committed. We say if block b; includes block b;, b; can reach b;. If block b; can reach block b; and block
b; can reach block by, then block b; can reach block b;. Then, all the data blocks in the previous rounds
that can be reached by db;~? will be committed if dbj,~* is committed in round r — 2. Since all the replicas
contain the same DAG graph, if two replicas commit the data block dbj, in round r, they will commit the
same blocks that can be reached from dbj,.

However, since a data block only includes 2f + 1 certificate blocks in the previous round, if a certificate
block arrives after 2f + 1 certificate blocks, it will be delayed which will increase the latency for the clients.
On the other hand, broadcasting the data block will take time since the payload is large. However, before
proposing a new data block, the replicas need to wait for the certificate blocks from the previous round,

which will delay the data block.

4.8. Summary and Discussion

In this chapter, we illustrated that it is possible to design a system that is consistent, available, and
makes partial progress under network partitions. We claim that this partial progress can help an application
be responsive to a subset of its clients and allow it to achieve non-zero throughput. To prove our claim,
we present the design of our novel CASSANDRA protocol that allows replicas to continue ordering client
transactions even under failures. CASSANDRA achieves this goal by requiring each replica to vote for the
strongest proposal among all the proposals. Selecting the strongest proposal requires comparing the rank of

a proposal and observing the suffix of its log. Our experiments demonstrate that CASSANDRA works in the
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wild and the partial progress during network partition helps to yield high throughputs once the network is

restored.
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CHAPTER 5

Chapter 5: ResilientDB — A High-Throughput Fabric for

Validating and Comparing BFT Protocols

5.1. Introduction: From Protocol Design to a Practical System

The preceding chapters have presented novel consensus and execution protocols—Po0C, Thunderbolt,
and CASSANDRA—each designed to address specific challenges in Byzantine fault-tolerant systems. However,
the practical validation of such protocols requires more than theoretical analysis or isolated simulations.
Researchers need a unified, high-performance platform that allows fair comparison, flexible integration of
new protocols, and systematic evaluation under realistic conditions.

The preceding chapters have introduced three novel consensus and execution protocols—PoC, Thun-
derbolt, and CASSANDRA—each designed to address critical challenges in Byzantine fault-tolerant systems.
PoC (Chapter 2) enhances the security of existing PoS/BFT systems against long-range attacks through
collaborative mining. Thunderbolt (Chapter 3) improves smart contract execution scalability by integrat-
ing Order-Execute and Execute-Order-Validate models within a sharded DAG architecture. CASSANDRA
(Chapter 4) ensures system availability during network partitions through a leaderless protocol that achieves
partial progress.

However, the rigorous validation of such protocols demands more than theoretical analysis or isolated
simulations. Researchers require a unified, high-performance platform that enables fair comparison across
different consensus algorithms, supports flexible integration of new protocols, and provides systematic eval-
uation capabilities under realistic deployment conditions. This need is particularly acute in the blockchain
research community, where inconsistent experimental setups and ad-hoc implementations often make it dif-
ficult to compare results across different studies.

ResilientDB was designed to address this gap. Founded in 2018 at UC Davis [212], ResilientDB was
open-sourced in late 2019. Following a complete re-architecture in 2022, the project entered the Apache

Incubation process in October 2023, establishing itself as a community-driven, open-source platform.
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ResilientDB provides a modular, high-throughput permissioned blockchain fabric that serves as a com-
mon testbed for evaluating BFT protocols. Its system-centric architecture separates transaction ordering
from execution, enabling deep pipelines and out-of-order processing. This design allows even slower consen-
sus protocols—when deployed on a well-optimized system—to outperform less-optimized platforms running
faster algorithms. This observation underscores a central theme of this dissertation: system-level optimiza-
tions are as critical to blockchain performance as protocol-level innovations.

This chapter presents Resilient DB as both a robust blockchain platform and, more importantly, a flexi-
ble research infrastructure. We describe its layered architecture, the key design decisions that underpin its
performance, and its capabilities as a benchmarking framework. We demonstrate how researchers can im-
plement their own consensus protocols atop ResilientDB without modifying underlying system components,
ensuring fair and reproducible comparisons. Finally, we present performance benchmarks that characterize

the platform’s capabilities and illustrate its utility for protocol evaluation.

5.2. System Architecture: A Modular Platform for Performance and Flexibility

The architecture of ResilientDB is composed of four principal layers, each designed with clear separation
of concerns and optimized for high throughput.

Network Layer. The Network Layer, which manages all communication between replicas and clients,
is implemented through two cooperating components: the RDBC Driver and the Network Substrate. The
RDBC Driver (ResilientDB Database Connectivity) handles connections from client SDKs using a coroutine-
based model built upon the Boost Asio library[???]. This design enables a single thread to manage thousands
of concurrent connections with minimal context-switching overhead. When a worker coroutine receives a
message, it places it into an input queue, from which it will later be consumed by the consensus manager.
Decoupling message reception from processing ensures that the network layer continues to operate even
when consensus processing is temporarily backlogged. The Network Substrate, on the other hand, manages
replica-to-replica communication. It applies several key optimizations. First, batch processing aggregates
multiple messages destined for the same replica into a single transmission, reducing the number of network
round trips. Second, copy-on-write broadcasting ensures that when a message must be sent to all replicas,
only a single copy is maintained in memory and referenced by each recipient, drastically reducing memory
usage and copying overhead. Third, asynchronous delivery via coroutines permits non-blocking message

transmission, so that a slow network operation never stalls other processing tasks. Together, these design
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FIGURE 5.1. ResilientDB Architecture.

choices reduce CPU and memory overhead and allow ResilientDB to sustain high message rates under heavy
load.

Consensus Manager. The Consensus Manager is responsible for establishing a global order of client
transactions. Its most critical design property is that it is protocol-agnostic: any BFT consensus protocol
can be integrated through a clean, minimal interface. That interface exposes only three essential operations:
submit a batch of transactions for ordering, cast a vote for a proposed block, and finalize a block once
consensus is reached. Researchers can implement protocols such as PBFT[?], HotStuff[?], RCC[?], or PoC[?]
entirely within this interface, without modifying network, storage, or execution components. This isolation
guarantees that performance differences observed between protocols reflect algorithmic choices rather than
artifacts of implementation. Internally, the consensus manager deploys a pool of worker threads operating in

a multi-threaded framework. Workers follow a pull strategy, obtaining requests from the queue maintained
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by the RDBC Driver, and they sleep on condition variables when the queue is empty to avoid wasteful CPU
spinning. As of the time of writing, ResilientDB has successfully integrated PBFT [29], PoE [118], PoC [225],
HotStuff [11], RCC [117], GeoBFT [135], RingBFT [176], SpotLess [198], and several DAG-based protocols
such as Tusk and Bullshark [26]. Each integration was accomplished without requiring any changes to other
system components, demonstrating the effectiveness of the modular design.

Transaction Manager. Once transactions are totally ordered by the consensus manager, the Trans-
action Manager executes them against the application state. By default, execution follows the sequence
determined by consensus, ensuring deterministic outcomes across all honest replicas. However, researchers
can alternatively plug in their own execution engines to explore different concurrency control techniques. The
transaction manager natively supports three execution models. The first is a high-performance Key-Value
Store. The second model is Smart Contract Execution, which includes a built-in service supporting Solidity
contracts that are compiled to EVM bytecode and executed on an embedded Ethereum Virtual Machine.
Contract deployment and invocation can be performed through low-level JSON-based tools, the ResCon-
tract CLI, the ResVault wallet, or GraphQL services. The third model is the UTXO Model, intended for
cryptocurrency-style applications, which supports transaction chaining and balance verification. Architec-
turally, the transaction manager consists of a set of background workers that execute transactions in parallel
whenever dependencies permit. Because transaction ordering and execution are fully decoupled, replicas can
continue ordering new transactions while previously ordered ones are still being executed, forming a deep
pipeline that overlaps communication, computation, and I/0.

Chain State and Storage Manager. The Chain State and Storage Manager is the component that
persists blockchain data, chain state, and metadata. It uses LevelDB [226] as the default storage engine,
with RocksDB [227] available as an alternative. The chain state maintains the current world state after all
committed transactions have been executed—for key-value applications, this is the latest value of each key;
for smart contracts, it includes account balances and contract storage. The storage manager retains the
complete transaction history, enabling audit, recovery, and re-execution. To support fast crash recovery, a
restarting replica first loads the most recent checkpoint from the chain state, then replays any committed

transactions that were executed after that checkpoint. This approach balances recovery speed with durability.

5.3. Ecosystem and Developer Tooling

Beyond the core node, ResilientDB ships with a comprehensive ecosystem of tools Table 5.1 that lower

the barrier to application development and system evaluation.
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Component Description

GraphQL & REST APIs | HTTP services for committing and querying transactions, en-
abling easy integration with web backends and AI workflows.

SDKs Python ORM (resdb-orm), Rust SDK, and ResVault SDK provide
higher-level abstractions for building applications.

ResVault Browser extension wallet for key management, user authentica-
tion, and transaction signing.

ResLens Monitoring UI and middleware for visualizing cluster health, per-
formance metrics, and profiling data.

Grafana Dashboards Pre-configured dashboards for real-time performance monitoring.

Deployment Tools Ansible playbooks, Docker containers, and Orbit desktop deployer
for rapid cluster setup on local or cloud environments.

ResContract CLI Command-line interface for creating accounts, deploying con-
tracts, and invoking contract methods.

TABLE 5.1. Development Tools in ResilientDB

GraphQL and REST APIs serve as the primary HTTP interfaces for committing and querying transac-
tions. The GraphQL endpoint allows clients to request precisely the data they need, avoiding over-fetching,
while the REST API provides compatibility with conventional web backends. Together, these services fa-
cilitate integration with web applications, data services, and Al workflows without requiring developers to
understand the internal consensus mechanisms.

A set of Software Development Kits (SDKs) provides higher-level abstractions for building applications.
The Python ORM (resdb-orm) allows developers to model blockchain assets as Python classes and interact
with ResilientDB through either GraphQL or REST interfaces. The Rust SDK targets performance-sensitive
scenarios with memory safety and concurrency guarantees. The ResVault SDK is purpose-built for integra-
tion with the ResVault browser extension wallet. These language-specific libraries drastically reduce the
effort required to build decentralized applications on top of ResilientDB.

ResVault itself is a browser extension wallet responsible for key management, user authentication, and
transaction signing. It binds on-chain write operations to user-controlled identities and is an essential
component for end-user-facing decentralized applications.

Monitoring and observability are covered by ResLens and pre-configured Grafana Dashboards. ResLens
is a monitoring Ul and middleware that visualizes cluster health, performance metrics, and profiling data.
Grafana dashboards provide ready-to-use panels for real-time throughput, latency, and resource utilization

monitoring, enabling operators to assess system behavior at a glance.
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A variety of Deployment Tools enable rapid cluster setup. Ansible playbooks automate the configuration
of ResilientDB nodes on bare-metal or cloud instances. Docker containers guarantee environment consistency
across development, testing, and production. The Orbit desktop deployer offers a graphical interface for local
or cloud deployment, further lowering the technical barrier.

For smart contract developers, the ResContract CLI provides a command-line interface to create ac-
counts, deploy contracts, and invoke contract methods. These tools collectively form a complete pathway
from user-facing applications down to the consensus layer, enabling researchers to deploy a ResilientDB
cluster, submit transactions, and collect performance data with minimal setup overhead—capabilities that

are essential for systematic protocol evaluation.
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5.4. Key Design Decisions: System-Centric Optimizations

ResilientDB’s high performance stems from a set of foundational design principles that prioritize system-
level efficiency over protocol-specific micro-optimizations.

Separation of Ordering from Execution. Traditional blockchain platforms often tightly couple
transaction ordering and execution, causing the two phases to block each other. ResilientDB decouples them
so that they proceed independently and asynchronously. Replicas can continue ordering new transactions
while previously ordered ones are still executing, forming a deep pipeline where communication, computation,
and I/O overlap. Moreover, the concurrency levels of ordering and execution can be tuned independently to
match workload characteristics. This design was directly motivated by the observation that a well-optimized
system running a slower consensus protocol can outperform a less-optimized system running a faster one.

Multi-Threaded Architecture with Coroutines. ResilientDB combines the concurrency benefits
of asynchronous I/O with the simplicity of synchronous programming. Each thread runs multiple coroutines
that yield control only when waiting for I/O, minimizing context-switch overhead. This allows a single
thread to handle thousands of concurrent connections with far lower memory consumption than a thread-
per-connection model. The code written in this style resembles synchronous code, which simplifies debugging
and maintenance. Within the consensus and transaction managers, worker pools are employed with threads
pinned to specific cores to maximize cache locality and reduce lock contention, while queue-based task
distribution ensures load balancing.

Batched Message Processing. Network communication is often the primary bottleneck in distributed
systems, and ResilientDB mitigates this through multiple complementary techniques. Messages destined for
the same replica are aggregated into batches before transmission to reduce round trips. Copy-on-write
broadcasting maintains a single in-memory message copy referenced by all recipients. Additionally, message
payloads can be compressed before transmission, with configurable thresholds that allow operators to trade
off CPU cycles for network bandwidth.

Modular Consensus Interface. The consensus manager’s protocol-agnostic interface is central to
ResilientDB’s value as a research platform. The interface exposes only Propose, Vote, and Commit, giving
implementers maximum flexibility. Because protocol implementations do not interact directly with the
network, storage, or execution components, performance comparisons are fair: the underlying system remains

constant, and only the consensus logic changes. To further ease development, the consensus manager provides
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built-in utilities for common tasks such as leader election, quorum management, certificate storage, and
timeout handling. Implementers may use these utilities or provide their own.

Support for Multiple Execution Models. By supporting key-value, smart contract, and UTXO
models through a common execution interface, ResilientDB enables workload diversity without forcing re-
searchers to reimplement consensus logic. All protocols are tested on identical execution engines, eliminating
variability from execution-layer differences. New execution models can be added by implementing the exe-

cution interface, without any modification to the consensus or network layers.

5.5. Performance Benchmarking: Evaluating the Fabric’s Capabilities

ResilientDB includes a comprehensive benchmarking suite located under the benchmark/ directory. The
suite supports YCSB-style workloads with configurable read/write ratios, request distributions (uniform,
Zipfian), and operation mixes; the SmallBank workload, which simulates banking transactions such as ac-
count transfers, balance queries, deposits, and withdrawals; and custom workloads that researchers can define
by implementing a simple client interface.

All experiments reported in the dissertation were conducted on AWS c5.9xlarge instances (36 vCPUs,
72 GiB memory). A uniform experiment protocol was followed: a 60-second warm-up period was discarded
from the results, measurement periods lasted 60 to 120 seconds depending on the experiment, and each
experiment was repeated five times with results averaged. Unless otherwise noted, the client model was
closed-loop, meaning a client waits for a response before sending its next transaction.

The performance of several consensus protocols implemented on ResilientDB is presented in Figure 5.2,
with a batch size of 400 and replica counts ranging from 16 to 128. PoE outperforms PBFT because it elim-
inates one communication round, illustrating the impact of protocol-level reductions in message complexity.
HotStuff exhibits lower throughput due to its three-phase commit latency, which limits how many rounds
can execute in parallel. This aligns with the dissertation’s broader thesis: protocol speed alone does not
determine system performance. All protocols degrade gracefully as the number of replicas increases, due to
the quadratic growth in communication. Critically, ResilientDB’s PBFT implementation outperforms other
permissioned blockchains that rely on faster consensus protocols (such as Zyzzyva), directly validating the
system-centric design philosophy that a slower protocol on a well-optimized platform can surpass a faster

protocol on a less-optimized one.
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FI1GURE 5.2. Peak throughput and latency of different consensus protocols.

5.6. Summary: ResilientDB as a Research and Development Platform

ResilientDB fulfills two essential roles within this dissertation. It serves as the validation platform for the
protocols presented in preceding chapters: PoC was integrated as a consensus protocol module, Thunderbolt
leveraged the concurrent executor and DAG integration, and CASSANDRA extended the consensus manager
with leaderless semantics. At the same time, it constitutes a flexible research infrastructure that enables
fair, reproducible comparison of BFT protocols through its modular architecture, high-performance core,
and comprehensive benchmarking tooling.

The key contributions of ResilientDB can be summarized as follows. First, its system-centric design
demonstrates that thoughtful system optimization can yield performance gains that exceed those achiev-
able through protocol-level improvements alone. Second, its protocol-agnostic architecture allows new BET
protocols to be implemented and evaluated without modifying any underlying infrastructure, ensuring that
performance comparisons are both fair and reproducible. Third, its rich ecosystem of tools—including
GraphQL APIs, multiple SDKs, monitoring dashboards, and deployment tools—lowers adoption barriers for
researchers and practitioners alike. Fourth, its open-source availability under the Apache Incubator ensures
free access for academic and industrial use, with a community-driven development model that guarantees
ongoing maintenance and feature evolution. Fifth, its support for multiple execution models—key-value,
smart contract, and UTXO—enables workload diversity and extensibility.

Several limitations remain. Performance degrades significantly under high network latency, and
protocols such as GeoBFT require further optimization. EVM execution remains a bottleneck for contract-
intensive workloads; future versions could explore WebAssembly-based execution engines. Support for adding
or removing replicas without service interruption is not yet complete. Expanding SDK support to additional

languages such as Java and Go would also broaden the platform’s accessibility.
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ResilientDB stands as a testament to the value of system-level thinking in blockchain research—a theme
that runs throughout this dissertation. By providing a common, high-performance platform for protocol
development and evaluation, it enables the kind of rigorous, reproducible research that advances the state
of the art. Its ongoing evolution under the Apache Incubation process ensures that it will continue to serve

the research community and industry for years to come.
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CHAPTER 6

Future Work — Leveraging RDMA for Scalable Transaction

Execution

The preceding chapters have advanced the state of blockchain systems in security (PoC), scalability
(Thunderbolt), and availability under asynchrony (CASSANDRA), culminating in a high-performance testbed
(ResilientDB). Nevertheless, as blockchain networks continue to grow, the volume of on-chain data and the
complexity of transaction execution pose new challenges. One promising direction to address these challenges
is the integration of Remote Direct Memory Access (RDMA) technology. This chapter explores how RDMA
can be harnessed to overcome memory bottlenecks and enable horizontal scaling of transaction execution in

permissioned and permissionless blockchains.

6.1. Residual Bottlenecks in the Current Fabric

The preceding chapters have advanced the state of blockchain systems in security (PoC), scalability
(Thunderbolt), availability (CASSANDRA), and system performance (ResilientDB). However, several fun-
damental bottlenecks remain that cannot be fully eliminated by protocol-level or system-level optimizations
alone. These bottlenecks motivate the exploration of hardware-assisted networking technologies such as
Remote Direct Memory Access (RDMA).

Communication overhead in consensus. Despite the optimizations in Resilient DB — batched mes-
sage processing, copy-on-write broadcasting, and a multi-threaded coroutine architecture — the underlying
TCP/IP stack still imposes significant CPU overhead. Each message transmission involves kernel crossings,
context switches, and multiple memory copies. In a BFT system with, say, 128 replicas, each consensus round
generates thousands of messages. For small transactions, the CPU cost of processing these messages often
dominates the end-to-end latency. This overhead is inherent to the traditional network stack; eliminating it
requires a kernel-bypass approach.

Memory bottleneck in stateful execution. Thunderbolt’s sharded execution reduces contention
among transactions but does not reduce the total state size that each replica must store locally. As the

ledger grows over time — an Ethereum-compatible state can exceed 500GB — replicas eventually resort to
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disk accesses. Even with SSDs, random access to disk-resident Merkle tree nodes incurs latencies tens to
hundreds of times higher than memory access. This memory wall limits the scalability of Thunderbolt in
long-running deployments, as the working set of hot keys may exceed available RAM, causing frequent page
faults.

State replication overhead across replicas. In a permissioned BFT system, fault tolerance requires
each replica to maintain a full copy of the state. While this redundancy ensures resilience, it multiplies the
total memory requirements by the number of replicas. For a state of several hundred gigabytes, deploying
16 or 32 replicas becomes prohibitively expensive in terms of memory hardware and energy consumption.
This cost is particularly acute in geo-distributed deployments, where replicas are spread across multiple data
centers.

These three bottlenecks — communication, memory capacity, and replication cost — represent the next
frontier for improving permissioned blockchain performance. The remainder of this chapter examines whether

RDMA can address them.

6.2. Overview of Remote Direct Memory Access (RDMA)

Remote Direct Memory Access (RDMA) is a networking technology that allows data to be transferred
directly between the memory of two computers without involving the operating system, CPU caches, or
buffers of either machine. Traditional network communication (e.g., TCP/IP) requires data to be copied
from application memory to kernel buffers, then to network interface buffers, and the reverse process on the
receiving side. These multiple copies and context switches introduce significant latency and consume CPU
cycles.

RDMA bypasses the kernel entirely. Key features include:

e Kernel bypass: Data is transferred directly from the memory of one application to the memory
of another, with the network interface controller (NIC) handling the transfer.

e Zero-copy: No intermediate buffer copies are required, reducing memory bandwidth consumption
and latency.

e CPU offload: The remote CPU is not involved in the data movement; it only receives a completion
notification. This frees CPU cores for other computation.

e Low latency and high throughput: RDMA achieves microsecond-scale latencies (as low as

1-2ps for small messages) and line-rate throughput (e.g., 100 Gb/s or higher).
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RDMA is typically implemented over InfiniBand or RoCE (RDMA over Converged Ethernet). Infini-
Band [228] is a dedicated high-speed interconnect common in high-performance computing (HPC) clusters,
while RoCE [229] allows RDMA to run on standard Ethernet networks with lossless configuration. Today,
RDMA is widely available in data centers through cloud providers (e.g., AWS EFA, Azure InfiniBand) and

commodity NICs that support RoCE.

6.3. Benefits of RDMA for Blockchain Consensus and Execution

RDMA directly addresses the three bottlenecks identified in Section 6.1. This section details the specific
performance benefits.

Overcoming communication overhead. By enabling kernel bypass and zero-copy transfers, RDMA
can reduce the per-message latency from tens of microseconds (typical for TCP/IP) to 1-2pus for small
messages. In a BFT protocol like PBFT or HotStuff, each consensus round involves multiple all-to-all
message exchanges. Replacing TCP with RDMA has been shown to cut consensus latency by 50-80% [230]
and increase throughput by 3-5x, while freeing CPU cores for other tasks. This directly eliminates the first
bottleneck.

Eliminating the memory bottleneck via remote state access. RDMA supports one-sided reads
and writes: a replica can fetch a key’s value or a Merkle tree node directly from a remote memory pool
without interrupting the remote CPU. This enables a decoupled state architecture: the full state resides
on a cluster of memory-rich storage nodes, while consensus replicas only keep a hot cache. Accesses that
miss the cache are served via RDMA reads with microsecond latency — orders of magnitude faster than disk
I/0. Consequently, the total state can grow far beyond the memory capacity of any single replica, and the
working set no longer needs to fit entirely in RAM.

Reducing state replication overhead. Because RDMA allows replicas to access a shared remote
state, the system no longer requires every replica to store a full copy of the state. Fault tolerance can be
achieved by replicating state across a smaller set of storage nodes (using RDMA-based replication or erasure
coding) rather than forcing each consensus replica to hold a complete copy. This reduces total memory
requirements by a factor roughly equal to the number of consensus replicas, making large-scale deployments
more cost-effective. Additionally, crash recovery becomes faster: a failed replica can directly pull the latest
state via bulk RDMA transfers at line-rate throughput (e.g., 10Gb/s), reducing recovery time from minutes

to seconds.
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6.4. Enabling Scalable Execution via Remote Memory Access

This section outlines a concrete architecture for integrating RDMA into a permissioned blockchain
fabric, extending the design of ResilientDB and Thunderbolt. We also discuss the key research challenges
that remain to be solved.

Proposed architecture: disaggregated state with RDMA. The system consists of two types of

nodes:

e Consensus replicas: run the BFT protocol (e.g., PBFT, HotStuff, or CASSANDRA) and execute
transactions. They maintain a local cache of frequently accessed state but do not store the full
state.

e Storage nodes: a cluster of memory-rich nodes that collectively store the entire state (e.g., key-value
pairs, Merkle tree nodes). Each storage node exposes its memory regions for one-sided RDMA read

and write access.

When a transaction executes, the replica issues RDMA reads to fetch required keys from storage nodes. Write
operations are buffered locally and then applied via RDMA writes, possibly with atomic compare-and-swap
(CAS) for single-location updates. Consensus ordering ensures that concurrent writes to the same key are
serialized.

Research challenges. While RDMA offers clear benefits, its adoption in Byzantine environments raises

several open problems:

e Atomicity across multiple remote writes: RDMA CAS only works on a single memory location.
For transactions that update multiple keys, the system must ensure that a replica never observes
a partially updated state. One solution is to use a distributed logging protocol over RDMA, but
this adds latency.

e Crash consistency and recovery: If a storage node fails, its memory contents are lost. The system
must replicate state across storage nodes (e.g., using RDMA-based replication or erasure coding)
and provide crash-consistent checkpoints. Recovery protocols must avoid long blocking periods.

e Byzantine resilience of RDMA operations: A malicious replica could issue malformed RDMA writes
to corrupt storage node memory. Protecting against this requires cryptographic integrity verifica-
tion, but verifying every remote access may negate RDMA’s performance gains. Lightweight,

Byzantine-resilient RDMA protection mechanisms are an open research direction.
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e Network partition handling: RDMA relies on lossless networks (e.g., InfiniBand, RoCE). Under
partition, RDMA connections may time out. CASSANDRA’s leaderless partial-progress approach

could be adapted, but RDMA’s lack of fine-grained failure detection makes this non-trivial.

These challenges are not insurmountable, but they require careful design. Existing RDMA-based systems
(FaRM [230], FaSST [231]) are designed for crash-fault environments; extending them to tolerate Byzantine

faults is the core contribution that future work must address.

6.5. Concluding Remarks on Future Directions

RDMA technology offers a compelling path to overcome the memory bottlenecks that constrain blockchain
transaction execution. By enabling remote, one-sided access to state data, RDMA allows the state to be
horizontally scaled across a cluster of memory-rich nodes, decoupling state size from the memory capacity
of individual consensus replicas. This approach is particularly relevant for permissioned blockchains and
enterprise applications, where state can grow into terabytes and performance requirements are stringent.

The integration of RDMA into blockchain systems is still in its infancy. We believe that combining
RDMA with the protocols and platforms presented in this dissertation—PoC for security, Thunderbolt for
scalable execution, CASSANDRA for availability, and ResilientDB as a testbed—could yield a new generation
of high-performance, memory-scalable blockchain fabrics. Future research should address the concurrency
control, fault tolerance, and security challenges outlined above, and evaluate the resulting system on realistic
workloads. We hope that the ideas presented here will inspire both the academic community and industrial

practitioners to explore RDMA as a cornerstone of next-generation blockchain infrastructure.
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CHAPTER 7

Conclusions

In this work, we presented protocols and design methodologies that can help scale large-scale distributed
database systems. These large-scale distributed applications often face crash-failures and byzantine attacks.
As a result, there has been a growing interest in designing resilient distributed applications, which is also
the principal philosophy behind blockchain technology. The key focus of this work is to scale permissioned
blockchain fabrics and to ensure they remain consistent.

The first work of this thesis focuses on scaling POW protocols, which leverage distributed mining to
eliminate long-range attacks. POC is noninvasive as it works on the output of the underlying PoS/BFT
consensus protocol and has minimal impact on the performance of existing decentralized systems. PoC
advocates for collaborative mining, which, like POW, requires miners to solve a compute-intensive puzzle,
but all the miners are now working together (instead of competing) to solve the same puzzle.

The most closely related work, Bitcoin’s centralized mining pools, also attempts to reduce the costs
associated with mining. As the name indicates, these mining pools are centralized and managed by an
organization. The organization sets the rules for the mining pool, decides which node should receive a
reward and how much reward, and controls which node can participate in the pool. Not only is the existence
of centralized mining pools against the ethos of a decentralized system, but the managing organization
charges fees for management without spending any computational resources. Further, attempts to create
a decentralized mining pool have been unsuccessful due to nodes not doing designated tasks and a lack of
accountability: the last block added by any decentralized mining pool in Bitcoin was in 2019.

PoC, in essence, functions as a single decentralized mining pool where all the nodes collaborate to find a
solution for the compute-intensive puzzle. Like POW, nodes are still spending their computational resources
to find the nonce, which makes it computationally expensive for the adversary to create an adversarial ledger.
However, we need to ensure that, like centralized mining pools, we reduce the wastage of computational
resources while also guaranteeing decentralization and fairness. We do so by splitting the compute-intensive
puzzle into a set of unique sub-problems, and each node works on a unique subset of these sub-problems;

the solution to the original compute-intensive problem is present in these subsets. We also need to provide

105



accountability and deter malicious nodes from not doing work, as it can delay the discovery of the solution.
PoC does so through our slice-shifting protocol, which identifies and penalizes a malicious miner and transfers
its work to honest miners.

This additional phase is to introduce the Thunderbolt protocol to resolve the concurrency control issues
during scaling and sharding the systems. Thunderbolt organizes transactions into distinct shards to miti-
gate potential conflicts. Most blockchain systems adopt the Order-Execute (OF) model, where transactions
are ordered through consensus before execution. OFE-based systems often employ deterministic concurrency
controls by constructing transaction dependency graphs to optimize parallelism. However, platforms like Hy-
perledger Fabric utilize the Execute-Order-Validate (EOV') model, executing transactions before consensus,
to enhance flexibility and Optimistic Concurrency Control (OCC) to improve the concurrency.

Scalability via DAG and Sharding: Another critical area for advancement in blockchain technology
is scalability, particularly in supporting parallel execution. Recent advancements leverage Directed Acyclic
Graph (DAG)-based consensus protocols to improve scalability. These protocols enable replicas to submit
proposals concurrently by building a DAG that links new proposals to historical ones. This architecture
has gained significant recognition in the industry due to its robust security features, exceptional scalability,
and capability to support smart contracts. Complementary to DAG-based approaches, sharding techniques
allow parallel transaction processing across each shard, reducing consensus overhead.

However, the above approaches do not effectively improve the execution of smart contracts. The chal-
lenges raise the question of whether it is possible to design a sharding system that does not depend on
understanding the read and write sets of transactions, nor requires additional coordinators to manage cross-
shard transactions.

We propose Thunderbolt, an innovative sharding architecture that seamlessly processes both single-
shard (Single-shard TXs) and cross-shard transactions (Cross-shard TXs) without centralized coordinators.
Thunderbolt effectively integrates the OF and EOV models, where the EFOV model enhances parallelism in
the execution of Single-shard TXs, while the O F model minimizes the abort rate when handling Cross-shard
TXs across different shards. Furthermore, the OF model ensures a coordinated execution order between
these two types of transactions, maintaining the overall correctness of the execution process.

Similar to conventional sharding systems, Thunderbolt organizes transactions into distinct shards to
mitigate potential conflicts. In particular, each replica within Thunderbolt corresponds to a single shard
and acts as a shard proposer, proposing transactions within that shard. Thunderbolt employs a DAG-based

consensus protocol to reach an agreement on the execution results provided by each shard proposer.
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Thunderbolt introduces a concurrent executor (CE) designed to improve the execution of Single-shard
TXs before reaching consensus. Unlike traditional concurrency protocols that primarily manage conflicts
based on the order of arrival, the C'E utilizes a non-deterministic ordering system based on the execution
run-time states of each transaction. This innovative approach minimizes the abort rate, thereby reducing
transaction latency.

Finally, to evaluate our scalable BFT protocols, we designed ResilientDB, a high-throughput yielding
permissioned blockchain fabric.

ResilientDB platform is an Apache Incubating open-source project providing a blockchain ecosystem with
high performance. ResilientDB allows researchers to develop their own protocols much more conveniently
without considering any system infrastructure so that they can have a fair comparison.

ResilientDB stands out as the first platform to deliver a high-performance blockchain ecosystem. It is
designed to operate within private environments tailored for industrial applications.

Our ResilientDB fabric proves that designing such a well-crafted system is possible and even if such a
system employs a three-phase protocol, It can outperform other systems utilizing a single-phase protocol.
This endeavor requires us to dissect existing permissioned blockchain systems and highlight different factors

affecting their performance.
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