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Running Head: Ensuring eligibility in online research

ABSTRACT

Background: Internet-based surveys are increasimgy for health research as they offer
several advantages including greater geographahyéacreased participant anonymity, and
reduced financial/time burden. Though, there ie alseed to address inherent challenges, such
as the likelihood of fraudulent responses and gradifficulty in determining eligibility.

Methods: We conducted an online nationwide sunfey8e29-year-olds living with HIV in the
United States, to assess willingness to particijpak#V cure research. To ensure that
respondents met age and HIV serostatus inclusiteria; we instituted screening procedures to
identify ineligible respondents utilizing tools thaere built into the survey platform (e.g.,
ReCAPTCHA, geolocation), and required documentabioage and serostatus before providing
access to the incentivized study survey.

Results: Of 1,308 eligibility surveys, 569 wereantplete or ineligible due to reported age or
serostatus. Of the remaining 739 potentially elegiespondents, we determined that 413 were
from fraudulent, bot, or ineligible respondents. ¥¢at individual study survey links to 326
(25% of all eligibility survey respondents) pantiants whose eligibility was reviewed and
confirmed by our study team.

Conclusion: Our multi-component strategy was eifector identifying ineligible and fraudulent
responses to our eligibility survey, allowing usend the study survey link only to those whose
eligibility we were able to confirm. Our findingsggest that proactive fraud prevention can be
built into the screening phase of the study to enéwasted resources related to data cleaning

and unretrievable study incentives, and ultimait@grove the quality of data.
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INTRODUCTION

With the increased consumption of social netwotahsas Facebook, Twitter, and
Instagram, Internet and social networking platfoaresbeing used by researchers for study
recruitment and data collection in HIV and othealtterelated researcft. These platforms are
beneficial due to the cost-effectiveness of onfideertisements and the volume of potential
participants/users who may interact with the adsement*®®Further, internet-based research
expands the geographic reach of recruitment effogthices participation burdens (e.qg.,
financial, travel, time commitment), and improvédity to reach and provide increased
anonymity to participants that have been margiedlie.g., people of color or LGBTQ+ people)
and/or those experiencing stigma (e.g., due to geidentity or HIV serostatusy®°*°

Despite its benefits, online recruitment is a caaw@nd indirect form of communication
involving third parties that collect, aggregated atore participant dafaOther challenges of
online research include recruiting ineligible indwals (fraud), “bots” (computer software
designed to complete automated tasks), and penfeerey duplicate responsgs®%1
Therefore, strategies are needed to ensure thatdatcollected from individuals who are
eligible for research participation.

There are a number of available automated datéysatechanisms (e.g., Completely
Automated Public Turing Test to tell Computers &hunans Apart (reCAPTCHA), bot
detection, anti-ballot stuffing) in survey softwdret studies show that human participants and

sophisticated bots can bypass thét Other mechanisms from prior survey studies have



included questions requiring a meaningful open-dridgt responses. In one study, by reviewing
responses to questions like “How has coronavir@\YID-19) affected your life?”, the authors
identified a considerable number of bots (13.3%wkact duplicate text respons&gnother
study recommended open-ended responses with “tragtigns” that could not be true for
anyone (e.g., “l was born in the™8entury)*2

Other strategies involve rigorously examining syrdata for duplicate, inconsistent, or
suspicious responses. For example, geolocationcdatalentify respondents outside of the
recruitment area, names and email addresses aawibwed to identify duplicates or unusual
formats, and phone numbers can be reviewed toifgdémactive numbers or duplicatés:*° As
part of a national online survey of young adully with HIV in the United States, we describe
a series of measures we used to ensure that ahhetigible human respondents were enrolled

in our study.

METHODS
Study Design

We conducted a cross-sectional online survey woting adults (18-29 years old) living
with HIV (YLWH) in the United States to examine iiiigness, motivators, and deterrents of
participating in HIV cure researcfi’* Consent was received and all procedures were aggro
by the University of California, San Francisco ingional Review Board (IRB).

Between April 2021 and August 2021, we recruitedigipants using social media, ads
on mobile dating apps, and through organizatiomsddinics that serve YLWH. Recruitment ads
were included clear language about eligibilityemig (“Are you 18-29 and living with HIV?”),

the study purpose (“We are looking for people ke to participate in a survey about HIV cure



research”), and incentive (“You can receive $40pfarticipating.”). Eligible participants were:
18-29 years old, living in the US, living with HI\&ble to complete the study survey in English,
and willing to give consent. Interested personsmeted an online eligibility survey. Prior to
this eligibility survey, they were presented withneent information and were instructed, “by
completing this survey, you are consenting to alhgws to use the information in this brief
screening survey for our research.” Age was vetifigth an image of their ID showing their
name and date of birth, and HIV status was verifwgth a photo of their antiretroviral
medication vial, a letter of diagnosis from theioyider, or lab report showing their HIV status.
Eligible participants were emailed or texted infedrconsent information and a unique Health
Insurance Portability and Accountability Act (HIPAs8ompliant Qualtrics survey link. Upon
completion of the survey, participants were paidd®via a cash transfer app or e-gift card.
Measuresto Ensure Enrollment of Eligible Participants

The online screening survey included several lagerseasures to ensure the accurate
recruitment of YLWH. Initially, a ReCAPTCHA verifation asked users to identify items in a
series of photos. Next, they were given the optoonpload HIV and age verification documents
directly into the survey, or to have the study tdalow-up with them to receive the documents
via encrypted text message, on a study mobile pboheaccessible by the Study Coordinator,
or through university-issued, HIPAA compliant anmate/pted email. The survey question that
requested an upload of documents was a barriesttodetting to the end of the screening survey
because if they responded ‘yes’ to being able toaghimages but were unable to do so, they
would not be able to complete this screening surWdyile we considered activating the

protection against “ballot stuffing,” which usesok&ees to identify users who have already



completed the survey, we opted not to so as nolbick legitimate responses from two people
who might live together or use the same computer.

Further, a number of individuals who completedgsberey uploaded images of people,
things, or fraudulent identifications. For examgge verification documents included digitally
manipulated identification cards using photos délogties or politicians (e.g., President Barrack
Obama). Another example included a diagnosis letteonfirm HIV status that did not include
the respondent’s name or was on the letterheadlaiia located in Montreal yet signed by a
physician practicing in Florida, while the screensurvey indicated that the respondent lived in
California. The Study Coordinator (SC) conductetktailed review of each screening survey to
identify valid and complete surveys and those thatained incomplete information or
fraudulent documents prior to sending the incernéigtisurvey link. When survey responses did
not include required verification documents, thegd@mpted to contact the respondent to obtain
legitimate documents. Few respondents who did platag verification documents chose to
provide them after being contacted, and there wenastances in which respondents who
uploaded fraudulent documents replied and providgitimate documents.

Bots were also detected by screening for similantwoations of names, email addresses,
phone numbers, and Internet Protocol (IP) addreSgese indicators were first and last names
entered.in all lower-case letters with no spact#evi@d by what appeared to be random,
additional letters or numbers (e.g., samanthadpesthbined with email addresses that followed
similar, repeated patterns (e.g., samathadoekt9ga&gd com). Other indicators included
responses using the same or similar names butifférent email addresses and/or phone
numbers. Further, in cases where the SC attempteahtact these respondents, phone numbers

were not active. Each completed online eligibiityeening survey was reviewed by the SC to



confirm eligibility. The SC sent participants theiwn unique web link to complete the
incentivized study survey only after receiving tegate age and HIV status verification
documents and reviewing the screening survey regsoi hese unique links were the final step
of ensuring integrity of study enrollment as theyld not be shared with others or accessed by
bots.

Time requirements for these detailed reviews vateoughout the recruitment period,
peaking immediately after placements of new ads. 3G@’s effort on this study was 0.5 FTE
and, during peak periods, reviewing screening s@veontacting participants to retrieve
verification documents, and sending consent fornasumique study links to eligible participants
required the SC'’s full effort. For example, whenpigced a one-week advertisement on a gay
dating app, we received 202 screening surveys mwittdays. During slower periods, the SC
allocated more time to reminding participants whd hlready received a study link to complete
the survey and following up with those who had pralvided age and HIV status verification.
RESULTS

The results of our eligibility verification meaggrare detailed iRigure 1. We received
a total of 1308 eligibility surveys, of which fo(1iB%) were incomplete, 50 (3.8%) indicated they
were no longer interested before providing themtaot information, and 48 (3.6%) were
determined to be duplicates (i.e., surveys comglbiethe same person more than once).
Duplicates occurred if a participant completedstevey twice in a short period of time or had
already participated in the study once yet comgl#te screening survey again at a later date.
Finally, 470 (35.9%) respondents were ineligiblechese they were under 18 or over 29
(n=142), or reported their HIV status as unknowme&gative (n=240). Others opted not to

provide documentation of their HIV status or age8@®). Importantly, these are distinct from



another group of responses that did not includéieation documents as we discuss below.
These were determined to be real human responfEntpposed to bot responses) based on
having responded directly to ads, and becausepiweyded working phone numbers and emalil
address. In three cases, the SC was able to freachdpondents via email or phone. These three
participants indicated that they were not comfdeadvoviding the requested documentation,
while others did not respond to our requests.

Of the remaining 739 potentially eligible respas€l3 (55.8%) were determined to be
fraudulent or bot responses. These included 4®regs with uploaded images that did not
confirm age (e.g., a selfie; n=5), HIV status (glake diagnosis letter, photo of non-
antiretroviral medication; n=24), or both (n=169,v@ell as those who, according to geolocation
data, were outside of the US (e.g., Zambia, Vietndexico; n=28). Because we opted not to
use the “prevent ballot stuffing” Qualtrics featuse as not to exclude partners or roommates
using the same compulter, it was possible for melsprveys to be completed using the same IP
address. Upon review by the SC, we identified 9¥esys that we determined to be “repeated bot
responses,” a category that included some combimafiIP address, name, email, or phone
number repeated in multiple surveys over a sharog®f time (typically within a few minutes),
and if none of those responses included complegesing information and verification
documents. For example, on May 3, 2021, we recesietesponses from the same IP address
within 33 seconds of each other. These responkespalted detectable HIV viral loads,
contained invalid phone numbers, and all resporidetiwhen asked to upload age and status
verification documents. These 91 “repeated botaeses” included only 37 IP addresses, 33
unique names, and 14 names that were repeateddreB#8 times within a few seconds or

minutes of each other.



A final 246 surveys did not include age or HIV s&verification documents which was
due to, presumably, automated responses that niereupted due to lack of document upload.
In addition to not uploading verification documeriteese survey responses also had inactive
phone numbers, unusual names or email addressgsoonbination of these factors. A total of
326 (24.9% of all received eligibility surveys) goe survey links were sent to eligible
participants, and 271 surveys were included irfitted sample, giving us a survey completion

rate of 83%.

DISCUSSION

We describe a new combination approach to redweéhtieat of fraudulent participants
and bot responses in online surveys. In anticipatidraudulent responses and bots, we created
a screening survey with various security measurgdaice. In addition to using built-in Qualtrics
features (e.g., reCAPTCHA), we implemented a docurapload step and human review
processes to evaluate screening data prior torsgtice incentivized survey link.

Importantly, two of our most important recruitmemtiegrity strategies were built into our
study design by including individuals who were 18-+y2ar of age and living with HIV. We
required potential participants to upload a ph@ishowing their name, birthdate, and
documentation of their HIV serostatus. Becauséisfdocument upload, bots were prevented
from completing the survey and ineligible humarpmsients who uploaded fraudulent
documents (e.g., photoshopped ID, faked lettetsagfnosis) or did not respond when contacted,
were excluded. Finally, study procedures includattigig separate and unique Qualtrics survey

links to each eligible participant which could het shared with others or accessed by bots.



A number of verification strategies have been usemhline-based studies such as having

participants enter their names multiple times mgshrvey (e.qg., for e-gift card receipt, emails,
consent to be contacted for future research) wtachbe cross-referenced by the research feam.
Similar to other researchwe reviewed names to identify possible duplicasponses and were
able to identify screening surveys with repeat rgremails, and IP.addresses (mostly completed
within a short period of time). We also identifiedusual names or name formats, which were
often paired with an unusual and repeated patteemail addresses (e.g., names followed by a
series of random numbers or letters), which isnaication of bot email generatiGri®*>*’
Lastly, geolocation data showed that the resposdeate located outside of the United States.
While built-in fraud detection settings are usefutletecting bots, they are grossly insufficient.
Therefore, the review of names, email addressesphone numbers by the study team can be
an effective check to ensure participant eligipiptior to enrollment in the incentivized study.

There are challenges to our approach worth noReguiring participants to upload 1D
and HIV status may lead to under sampling of sanqp@ortant groups (people who use drugs,
incarcerated or undocumented) who may not havdifaetion or may not be comfortable
uploading these documents. Inconsistent accese&alband and slow internet speeds also
present challenges. Lastly, human review of datinis-intensive and tedious, and there is
inherent subjectivity when discerning the validifyself-reported data. Thus, we may have
overlooked a fraudulent entry or denied a validipgrant when evaluating screening survey
data. Despite these potential limitations, oureciag strategies were effective in identifying a
large number of bot and fraudulent human respori$esuse of technologies that may be useful
in this process. For example, we may be able tadgeial intelligence in place of human

review of images and documents. This can reduceebd for research coordinator time to



review each image and it may be more precise iectiagy fraud (e.g., detecting photoshopped
images).

Innovative and multi-component fraud protectiontpools are necessary to avoid threats
to data security and improve data quality, but degsiire greater burdens to persons to pass
these protections. Our approach and findings stdlgasproactive fraud prevention can be built
into the screening phase of the study to identifeptially fraudulent responses, prevent wasted
resources related to data cleaning and unretrievatbtly incentives, and ultimately improve
data quality. We encourage researchers to implearehshare additional strategies in
implementing valid online surveys and for journditers and the peer review process to further

scrutinize papers using online research methodology
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Figure 1: Results of Screening and Data Integnibc®dures
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Figure 1: Results of Screening and Data Integrity Procedures
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