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ABSTRACT OF THE DISSERTATION

Reasoning About Emergent Behaviors at Runtime
By
Caio Batista de Melo
Doctor of Philosophy in Computer Science
University of California, Irvine, 2023

Professor Nikil Dutt, Chair

As Autonomous Vehicles (AVs) become more common in the market, the development of
new technologies and solutions for them advances quickly. However, there still are safety
concerns regarding the increasing presence of AVs on public roads. For example, the Cali-
fornia Department of Motor Vehicles reported an approximate average of 3 disengagement
events for each AV under test in 2021 and 1 event for every 1,500 driven miles. Considering
that a vehicle drives, on average, 15,000 miles per year, an AV would have ten such incidents
annually. With this in mind, work needs to be done to enable AVs to handle unexpected sit-
uations (i.e., emergent behaviors) that can arise while driving, increasing the safety for both
humans and AVs on the road. This dissertation discusses possible approaches to improve

the detection and reasoning of emergent behaviors at runtime.

First, it describes SAFER, a framework to monitor individual systems using runtime verifica-
tion alongside machine learning anomaly detection to detect emergent behaviors at runtime.
SAFER achieves an average Fl-score of 83% over four different example systems, showcas-
ing its efficacy to be on par with related work while being applicable to different classes
of applications. Next, it discusses DRIVE, a framework for monitoring collective systems
that can work together to find global anomalies that affect collective safety by identifying

violations in local properties. Throughout a state-of-the-art inspired truck platooning case



study, DRIVE can detect all safety property violations, with most queries resolved under
1 ms and a maximum latency of 11 ms per query, demonstrating its promise. Lastly, it
presents LOCoCAT, a low-overhead framework for emergent behavior reasoning to classify
anomaly types based on vehicular data. LOCoCAT achieves an Fl-score of up to 99.16%
within the first 50 ms of the anomaly, allowing the system to react quickly. These three

techniques can be combined to allow future AVs to operate more safely on the road.

x1



Chapter 1

Introduction

Emergent (mis)behavior often means complex systems operate in unexpected ways that are
not easily predictable from the behavior of components [59]. This happens not only in
components at different levels of abstraction, such as hardware, software, operating systems,
or computer networking, but also in fully-integrated computer systems, as well as unforeseen
interactions between them. For example, protocols/controllers such as SCSI provide various
techniques optimized for stability in the operation of a large number of physical drives
in datacenters. However, the vibrations generated by adjacent drives adversely affect the
stability of the entire system [81]. In another example, well-known issues such as priority
inversion in operating systems can result in the blocking of higher-priority tasks because
they require resources held by low-priority tasks, which can also be considered an emergent

behavior [33].

These problems are exacerbated when computer systems are integrated into Cyber-Physical
Systems (CPS) that sense environmental signals, perform computations, and control for
actuation in the physical world. Furthermore, CPS are often systems-of-systems, which

result in a complex interplay of individual system behaviors that open the door for many



yet-unseen emergent behaviors. As such, emergent behavior is almost impossible to detect
by checking only the fragmented side of the system, and this requires a holistic system-level

analysis.

A CPS is a non-terminating system that continuously reacts to external inputs and usually
operates within stringent safety and security constraints. With increasing complexity, an
executing CPS can — maliciously or inadvertently — steer system behavior in unanticipated
ways through emergent behaviors that have the potential to affect lives and compromise
large investments or critical assets. Emergent behaviors could result from several factors
[27], such as incomplete verification, inadequate modeling, hardware or software failures, or
by malicious agents (i.e., an adversary or an insider) and attacks that can compromise the

safety and integrity of these systems.

The CPS must address not only the issues of emergent behaviors of computer systems but
also external influences, such as sensors and actuators, that affect the system. The bigger
problem is that CPS systems — such as autonomous vehicles and medical devices — have an
overall impact on human life and safety. Besides insufficient system-level analysis, malicious
attacks also contribute to the emergence of emergent behaviors such as cyber-physical (e.g.,

side-channel) attacks, which can often cause irreversible damage in system execution.

Since emergent behavior manifests through a complex execution profile of the system, formal
verification techniques such as model checking and runtime verification (RV) can be deployed
to check system correctness. In model checking, a complete model allows one to take into
account any location of the trace. On the other hand, RV — especially when dealing with on-
line monitoring — takes into account finite executions of increasing size. For this, the monitor
must be designed to take into account the execution incrementally. RV can respond nicely
to predefined and predictable system states but may pose difficulty in detecting emergent

behaviors.



Anomaly detection (AD) techniques can find an anomaly or outlier that is significantly
different from the remaining data and thus flag anomalous execution in computer systems.
For example, network intrusion detection, credit card fraud detection, sensor network error
detection, medical diagnostics, and many other fields are well-known areas utilizing the AD
technique [1]. AD can be particularly useful at runtime to detect an execution out of the
normal range, and thus can play a significant role in detecting emergent behavior. However,
since the important system state is not preserved and is only determined based on stateless
input values, further optimization and backtracking of the system state are almost impossible

by using AD alone.

As such, runtime verification and AD are useful in their respective domains but previously
have not been used in combination effectively to detect emergent behaviors. In this disser-
tation, I first propose SAFER: a novel methodology that complements runtime verification,
anomaly detection, and system recovery resulting in successful emergent behavior detection
and resolution. The SAFER methodology is illustrated through four case studies, including

a life/safety-critical example — a collision avoidance implementation of autonomous vehicles.

However, RV for autonomous distributed embedded systems (particularly in the automo-
tive context) becomes even more challenging due to the need to support failover, resource
sharing, and data-centric design flows. First, each node operates independently and has its
own trace. Second, it is difficult to have a centralized monitor, and thus traces may have
an undefined global state. Third, it is hard to express the properties of such distributed
autonomous systems in existing formal languages. Fourth, many emerging systems can self-
reconfigure and self-organize at runtime, increasing the difficulty in defining an expected
global behavior. Lastly, many of these systems use Al and ML algorithms (e.g., object
detection in autonomous driving pipelines [52]) which can generate unpredictable behavior
at runtime. Besides, as systems complexity increases, so does the challenge of performing

runtime verification at the architecture level. All of these issues point to a critical gap in the



applicability of RV to distributed self-reconfigurable autonomous cyber-physical systems.

Many types of self-reconfigurable autonomous CPSs have emerged, e.g., smart traffic inter-
sections [42, 78] and truck platooning [43]. These systems are made from smaller individual
ones and need to quickly reconfigure as their structure changes with new participants joining
and old ones leaving. For the rest of the dissertation, we will focus on truck platooning as the
exemplar of such a distributed autonomous system that requires runtime self-configuration

[43].

Truck platooning allows multiple trucks to drive cooperatively to improve, e.g., safety [43]
and fuel consumption [88]. To this end, truck platooning must guarantee safe collective be-
havior in addition to individual vehicle safety in dynamic settings, which intrinsically requires
runtime verification. However, prior work in RV has mostly focused on verifying individual
systems or statically configured distributed systems, with a gap in the literature for mon-
itoring distributed systems that can self-reconfigure at runtime. Additionally, some of the
work that has studied RV applied to distributed systems cannot handle self-reconfiguration
(e.g., [60, 84]) or consider changes as the system degrades and treat them as slow and
more permanent (e.g., [56]). Thus, there is a need to apply RV for distributed autonomous
CPSs that can quickly self-reconfigure at runtime in emerging use cases for safe, collective
autonomy, as exemplified by truck platooning. Furthermore, distributed RV critically re-
quires efficient mechanisms to maintain global state and parallel execution traces, enable

non-intrusive monitoring, and perform spatio-temporal queries to check safety properties.

To address these challenges, this dissertation then presents DRIVE, a novel methodology
that combines Runtime Verification with distributed data sensing and storage, to overcome
the challenges of coordinating distributed runtime verification that must verify overall system
safety properties by combining the local traces and data distributed across multiple parallel
embedded platforms. We validate our approach through a case study using a state-of-the-art

inspired truck platooning scenario, where random events are inserted to disturb the steady-



state platooning of the observed vehicles.

The combination of the DRIVE and SAFER frameworks allow both individual and collective
CPSs to monitor their runtime execution and detect emergent behaviors. However, as the
literature shows that similar emergent behaviors can be appropriately resolved with the same
reaction [22], it is essential for systems to understand the type of emergent behaviors they
face in order to choose the best reaction. Thus, the last contribution of this dissertation is
LOCoCAT, a framework that can classify particular types of vehicular emergent behavior
allowing systems to understand the threats they face. We validate the feasibility of LOCo-
CAT using a low-power resource-constrained platform and compare its results with the few

related works that analyze similar concerns using three widely-explored datasets.

The rest of this dissertation is structured as follows: Chapter 2 introduces background
concepts and discusses related work for the proposed frameworks; Chapter 3 depicts the
SAFER methodology for single systems monitoring and recovery and evaluates it using mul-
tiple case studies, including an autonomous driving example; Chapter 4 details the DRIVE
methodology for collective system monitoring using a real-world-inspired case study to show
its applicability; Chapter 5 discusses the LOCoCAT framework for characterizing detected
emergent behaviors; and, lastly, Chapter 6 summarizes all contributions presented in this

dissertation and suggests paths for future work.



Chapter 2

Background

2.1 Correctness vs. Normalness

According to [27], any system software can be represented with a Finite State Machine
(FSM). The FSM used to represent the software shows the input and output needed for each
state of the program. Also, the transition between the states is illustrated with the FSM.
Besides all the expected states of each software, some meaningless weird states can occur
unintentionally. Once one of these states has been reached, a new computing device, also
named a weird machine, is needed to sneak away from the unexpected states and return to

the predictable ones.

Moreover, the states occurring for a system’s FSM are divided into two categories, predicted
states (behavior) and unpredicted ones [27]. In both categories, having both desired and
undesired behaviors are probable. The predicted desired behaviors are the ones included
in the system’s design. The predicted undesired behaviors are known to the designer as
existing problems. The surprisingly pleasant behaviors are unpredictable manners of the

designed system. It is worth understanding why the system is acting in a way that it was



%

Correct-
Normal

System’s
Behavior

SSOU|BW.ION

<

Emergent
Correctness Behavior

Figure 2.1: Classifying a Cyber-Physical System’s Behavior.

not designed. The last category is the unpredictable undesired behavior, which may cause

severe problems for the system, and is also the source of emergent behaviors of the system.

Consequently, it is essential to distinguish between correct normal behavior and abnormal
behavior of a system. This dissertation distinguishes between correct vs. incorrect and
normal vs. anomalous behaviors. The correct/incorrect dichotomy is orthogonal to the
normal /anomalous dichotomy, as shown in Figure 2.1. By correct, we mean behavior that
satisfies system specifications, and by normal, we mean behavior that follows (in a statistical
sense) frequently observed patterns of the system. Note that not every correct behavior is
normal. Even if the system is implemented correctly (according to some specification), some
correct behaviors can still be anomalous. Many computing systems, whether embedded or
general-purpose, receive user inputs that can, maliciously or inadvertently, alter or steer

system behavior in unanticipated ways, resulting in emergent behaviors.



2.2 Emergent Behavior

Emergent behavior refers to a system behavior that is unexpected and sometimes hard to
manage. Based on [59], nearly all emergent behavior instances have some characteristics
in common, like an amplification of seemingly minor behaviors. Researchers have identified

emergent behaviors of a system as one of the reasons for system malfunctions.

Given the nature of cyber-physical systems, emergent behaviors in such systems can happen
in both computer systems and the physical processes they control. As an illustrative ex-
ample, consider the problem of a single-camera-based collision avoidance example shown in
Figure 2.2. The physical laws of vehicles inform the design of a controller system, which is a
finite state machine (FSM) with four states that monitors safe braking distance and either
"Increase Speed” or ”Decrease Speed” through the collision avoidance (CA) state. As de-
scribed in [27], emergent behavior can be attributed to the implementation of the FSM and
the controller system complexity (e.g., operating system, processor, memory). If unforeseen
circumstances (e.g., environmental changes) yield an emergent state in the controller system
(i.e., CameraCtrl in Figure 2.2), these emergent states will also manifest in the physical
system (i.e., Camera and Stop in Figure 2.2). An important insight given by this example is
that an attack on the physical system can expose latent states to emergent software states
and vice versa. That is, physical laws allow for a vehicle to turn into the camera malfunction
due to the weather or an unexpected ”Stop” such as a crash or engine failure. Even though
these were not taken into account in the FSM, they can still arise at runtime. In other words,
physical systems are an integral part of unintended programming models that can play an

enormous role in emergent execution.
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Figure 2.2: Emergent Cyber and Physical States in an Automotive Collision Avoidance
Cyber-Physical System.

2.3 Anomaly Detection

Due to the problems caused by undesired emergent behaviors, it is essential to distinguish
between anomalous behaviors and normal ones. A possible way to detect violations in sys-
tem behavior (i.e., anomalous behaviors) is through anomaly detection. Anomaly detection
techniques can be split into three categories [1]: (i) statistical-based methods, (ii) proximity-

based methods, and (iii) deviation-based methods.

In statistical-based techniques (e.g., [54]), the input data will be represented as a statistical
distribution. To determine whether a new datapoint is an anomaly, the model will try to fit
the new data to that specific distribution. If the model can successfully fit the new data, it

will be considered as normal. On the other hand, the model will detect data as abnormal.

In proximity-based methods, the model will try to find whether a datapoint is close to the
majority of input data or not. If data is close to the majority, it will be considered normal; if
not, it will be deemed abnormal. Clustering methods (e.g., [30]) are a well-known technique

that is considered a proximity-based anomaly detection model.

For deviation-based anomaly detection, a method is first used for dimensionality reduction



like Principal Component Analysis (PCA) (e.g., [86]) or autoencoders (AE) (e.g., [72]). In the
second step, these data with the reduced dimensionality will be reconstructed. Finally, the
model will calculate the reconstruction error between the original data and its reconstructed
one. This reconstruction error determines whether the data is an anomaly or not [2]. Based
on the results shown in [72], by using dimensionality reduction with autoencoders (AEs),

the model can detect more anomalies compared with the dimensionality reduction using

PCA-based models.

All the aforementioned categories can be viewed as supervised or unsupervised learning
algorithms, and there are some hybrid methods that are a mixture of these two types of
algorithms [2] (e.g., [31]). Nonetheless, out of these three categories, deviation-based anomaly
detection methods have recently received significant attention in the research community

with promising results.

The PCA anomaly detection approach has been widely used for monitoring systems with
highly correlated variables. As mentioned in [86], PCA can find the latent variables of the
data with high dimensions. In other words, not only will it reduce the dimension of the
input data, but also, it has the power to retain a large portion of the characteristics of the
data. PCA will compress the input data to the latent variables, which will then be used to

classify the test data into normal or abnormal behavior of the system.

Using an autoencoder as a non-linear way of dimensionality reduction shows its effectiveness
in representing input data’s hidden features. Hence, it has been widely considered in the
anomaly detection problem. In [72], the dimensionality reduction of both real and artificial
data is being made by autoencoders. The authors have claimed that by using AEs, the model
could detect anomalies that were not seen by the PCA-based models. This idea motivated
others to pursue doing more experiments on autoencoders. In more recent years, authors in
[89] have utilized the effectiveness of deep autoencoders by considering the low possibility of

having access to clean data. They have shown that the model is still capable of detecting

10



anomalies regardless of not having clean training data. Another novelty of the authors was
using the idea of robust principal component analysis, which splits the data into two parts,
the one that can be reconstructed by AEs and the anomalies and outliers existing in the real

data.

The autoencoder-based anomaly detection methods have been improved using a more so-
phisticated neural network model called Variational AutoEncoders (VAE) [5]. The two
advantages of using VAE are: (i) it reduces the dimensions in a probabilistically sound way;
and, (ii) the definition of anomaly score is related to the probability measure rather than
reconstruction error, which was used in PCA-based and AE-based anomaly detection. The
proposed anomaly detection in [5] uses normal instances and applies the semi-supervised
method using a probabilistic encoder and decoder. For testing the generated model, some
samples are obtained from the probabilistic encoder, then fed to the probabilistic decoder to
gain the required parameter. Then, the average probability of original data generated from

the distribution is calculated as the reconstruction probability.

Motivated by successful applications of VAEs, as a proof of concept, we choose to use a
VAE-based anomaly detection method in the SAFER implementation (Chapter 3). Thus,

we will take a deeper look into the specifics of this method.

A variational autoencoder (VAE) is a directed probabilistic graphical model consisting of
an autoencoder-like structure, and the model is approximated by a neural network[5]. In
Figure 2.3, the VAE represents the complex model resembling a pair of an encoder and a

decoder structure.

The VAE has an encoder gg(z|z) and a decoder py(z|z) where z is the latent variable, which
is the encoder output through sampling from ¢y (z|f(x,2)) where f is a neural network
representation. Also, the reconstruction x, which is reconstructed from z, is sampled from

po(z|g(z,0)) where g is a neural network representation. In a reduced space (dimension) z,

11



Encoder Latent variable Decoder

~)-o"

C i O Q “};}

‘/"\v

\ \ 4/
A\ ‘ ;-1’ Ui

M !’,‘. ,A'\ ‘{VI‘ ‘ '/! (A f.i’
W ‘

%\\

Backward Propagation

q,(z1 x) py(x12)

Figure 2.3: Variational autoencoder consisting of 1) an encoder, 2) a latent space, and 3) a
decoder.

we can use a Multivariate Gaussian distribution function to analyze trace data that will be

in continuous form.

Backpropagation updates @, 6 by a deterministic transformation h(e,x) where € is from a

standard normal distribution. The objective function of a VAE (the marginal likelihood) is:

log po(«'?) = Dicr(gp(2])lIpo(2)) + L(8, 327 (2.1)

where Dy Kullback—Leibler divergence and L is the variational lower bound. The algorithm
for training the VAE is shown in Algorithm 1. After this encoder/decoder pair is trained,
the detection process consists of (1) encoding the original data z, into x.; then, (2) decoding
T, into z4; and finally, (3) comparing the difference (i.e., reconstruction error) between z,

and z4. If the difference between x, and z. is above a threshold, this datapoint is considered

12



anomalous.

Algorithm 1: Variational autoencoder training

Input: Trace Dataset (), ..., 2"
Output: encoder fg, decoder gy
1 initialize @, 0;
2 do
3 for i=1 to n do
4 draw L samples from € ~ N(0,1);
5 200 = hy (€@ )
6 end
| B=5¥, — Dicu(ao(za)lpo(2)) + 5L, (log pu(a]260)); // Equation (2.1)
8
9

update @, 0 using gradients of F;
while not convergence of parameters &, 0;

2.3.1 Anomaly Classification

Anomalies can either be correct or incorrect behavior, as discussed in Section 2.1. When
an anomaly is a correct behavior, it usually means a lack in the system specification [22],
and including this behavior in the overall system spec should be enough to resolve the issue.
However, when an anomaly is an incorrect behavior, the system needs to fix it. Even more

so, often, an incorrect-behavior anomaly means a malicious agent is attacking the system.

Thus, anomaly classification is vital to systems as it allows for better reactions to ongoing
events and prepares for future ones [80]. Anomaly (and attack) classification has been widely
discussed in different fields, e.g., CPS [45], IoT [23], Automotive [77]. Additionally, it has
been shown in the literature (e.g., [22]) that similar anomalies can be resolved with the same
fix, allowing systems to manage multiple issues easier. However, as Chapter 5 discusses, there
are some specific types of anomalies in automotive systems that have not been appropriately

analyzed for a classification problem in a real-time system.
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2.4 Formal Verification

Another possible manner to detect abnormal behaviors is through formal verification. Let
us look at the difference between two typical formal verification techniques in (i) model
checking and (ii) runtime verification (RV). In model checking — typically through offline
analysis — all executions of a given trace are checked to investigate whether they satisfy the
given accuracy attribute ¢ explicitly or implicitly when using symbolic techniques, causing

the language inclusion problem.

Conversely, RV, mostly for online analysis, addresses a given word, requiring much less
complexity than the inclusion problem [76, 55]. Model-checking, such as a symbolic model
checking technique [19], considers infinite traces, so it understands the position of a trace.
However, because RV handles a small window of finite traces, a monitor for RV must consider
executions in an incremental fashion [14]. Given the focus of this dissertation in observing the
runtime of systems, there is a need for online analysis; thus, we consider Runtime Verification

for our proposed approaches.

Runtime verification can be used to detect that a property does not hold by constructing only
part of the system model [32]. A popular way to achieve this is using the Linear Temporal
Logic (LTL) language. LTL defines a formula as an infinite word of elements which can have
operations applied to them. It is possible to state safety properties using such formulas.
Furthermore, we can use data from the system to verify if these properties hold or were

violated [32]. Multiple extensions and alternatives to LTL have been proposed.

Unlike LTL, regular expressions are more symmetric with respect to the arrow of time. The
semantics of regular expressions are defined using the satisfaction relation (w,t,t') = ¢

which holds whenever the subsequence of w starting at ¢ and ending in t satisfies expression

¢ [10].
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Temporal logic is often good for describing global behaviors and the expected relations be-
tween the events and the states that evolve over time. In contrast, regular expressions are
convenient for expressing local temporal patterns (consecutive sequences of events at states)
that happen in a behavior [10]. The necessary expressiveness and succinctness of the spec-
ification language are only truly achieved when temporal logic is combined with regular

expressions.

Signal Temporal Logic (STL) [53] is an extension of (propositional) LTL by moving from
discrete to dense time and using predicates on numerical values in addition to basic (atomic)
propositions. STL [53] extends the continuous-time Metric Temporal Logic (MTL) [47] with
numerical predicates over real-valued variables. In particular, STL enables reasoning about

real-time properties at interfaces that exhibit both discrete and continuous dynamics.

The pure time-domain nature of STL limits its applicability to cyber-physical systems. In
particular, abnormal signal behaviors such as undesirable oscillations and complex topolog-
ical requirements (i.e., the spatial distribution of the entities generating signals) are very
challenging to capture using only the time domain. For example, the time-frequency logic
(TFL) is a unified formalism to express the time-frequency properties of a signal. TFL
extends STL with predicates evaluating the magnitude of a particular frequency range at
a point in time. The semantics of TFL operates over a spectrogram generated using a

short-time Fourier transform (STFT).

2.4.1 Spatial-Temporal Properties

Because of the limitations of timed formalism and the importance of spatial awareness to
some domains, spatial-temporal properties are introduced. Thus, new extensions, languages,
and methods that consider both time and space are developed. Particularly, multiple exten-

sions to STL are proposed. Spatial-Temporal Logic (SpaTeL) [35] extends STL to reason
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over quadtrees, spatial data structures that are constructed by recursively partitioning the
space into uniform quadrants. Signal Spatio-Temporal Logic (SSTL) [17] extends STL with
three spatial modalities somewhere, everywhere and surround, which can be nested arbi-
trarily with the original STL temporal operator. Spatio-Temporal Reach and Escape Logic
(STREL) [8] extends STL with two novel spatial operators reach and escape from which
is possible to derive other spatial modalities such as everywhere, somewhere and surround.
These operators enable a monitoring procedure where the satisfaction of the property at
each location depends only on the satisfaction of its neighbors, opening the way to future

distributed online monitoring algorithms.

Additionally, different methods for monitoring such properties are introduced (e.g., [63, 9, 87,
79]). The authors of [63] use the spatio-temporal logic STREL and its expressivity to specify
and monitor spatio-temporal behaviors over complex dynamical and spatially distributed
systems. The design of a spatial logic is strictly related to the description of the space in
which the dynamics take place. The monitor introduces Boolean and quantitative semantics:

Reach, Escape, Somewhere, Fverywhere, Surround.

2.4.2 Runtime Verification for Distributed Systems

The openness of CPS with the possibility for new actors to join or to leave the system, the
local interactions among the system components, and the unknown environment in which
they operate may cause undesired spatio-temporal emergent behaviors (i.e., congestion) often
impossible to predict at the design-time. Indeed, their complexity restricts the exhaustive
verification of their models’ runtime only to relatively small examples. Many works (e.g.,

[11, 8,9, 13, 61, 12, 49]) have tried to solve this problem.

Spatio-Temporal Reach and Escape Logic (STREL) [8] enables the specification of spatiotem-

poral requirements and their monitoring over the execution of mobile and spatially dis-

16



tributed CPS. STREL proposes both a qualitative and quantitative semantics based on
constraint semirings, an algebraic structure suitable for constraint satisfaction and opti-
mization. STREL is a flexible framework to formulate properties of CPS that allows freely
mixing spatial and temporal operators to build complex queries, and to automatically con-

struct monitoring algorithms.

Basin et al. propose a framework [12] that uses temporal structures (T'Ss) and a centralized
specification language to provide monitoring across the system. The system uses a slicer
to send the observed events to different submonitors, which can detect violations of global
properties for that subset. Individual results of each submonitor are sent into a merger,

which combines all violations in the system.

The authors extend their work by allowing the system to observe multiple data-sources
[11]. Each data-source demands a separate slicer, which separates its data and sends it to
the appropriate submonitor. Due to the time nature of TSs, it is necessary to introduce
some synchronization so the submonitors can know the order of events coming from different
slicers. This is accomplished by implementing a low-resolution global clock, which allows
the different data-sources to watermark their data so they can be partially ordered for the
submonitors. The final framework provides scalability by allowing the system to increase

the number of data-sources, slicers, and submonitors as demand increases.

Similarly, Momtaz [60] proposes a framework that allows different components to synchronize
their local clocks into a bound-global one. Their framework implements a rewriting-based
method, where local timestamps are converted into bounded-global global ones, which allow
for a partial ordering of the event traces. The bounded-clock synchronization allows the

system to verify properties as a single cohesive entity.

Mostafa and Bonakdarpour [61] propose a sound and complete method for runtime ver-

ification of asynchronous distributed programs. Their proposed method uses the 3-valued
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semantics of LTL defined over the global state of the program. Similar to [11], their proposal
enables distributed computing of predicates through event slicing. The methodology uses
distributed components that verify parts of the event data for violations and then determine
their local state. The combination of all local states is used to determine the global state,

which verifies global predicates.

Ye et al. [84] focus on self-adaptive systems. Their proposed framework models the exter-
nal factors as a probabilistic model, allowing a single system to reason about all possible
outcomes. On top of the probabilistic reasoning of the external environment, the system

performs runtime verification in a formal way to enable the system to regulate itself.

Marmsoler and Petrovska [56] propose a methodology to perform runtime verification in
dynamic architectures. Their framework monitors a single system for architectural erosion
(i.e., modifications) throughout the system’s lifetime. It observes architectural events that
can impact the system negatively and uses architectural constraints so the system monitor
can adapt its behavior as the system changes. By adapting the monitor to system changes,

their proposal allows continuous runtime verification even as system properties change.

However, none of the literature has proposed a methodology that is able to verify distributed
cyber-physical systems that can constantly self-reconfigure at runtime, e.g., trucks in a pla-

toon that can transition from leader to follower.

2.5 Distributed Databases

A main premise of DRIVE (Chapter 4) is that safety properties of a distributed cyber-
physical system can be checked at runtime as continuously running queries over the set of all
event traces generated by its nodes. Such traces can be persisted in a database distributed

across the entire system. A distributed database (DDB) is a collection of multiple logically
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interrelated databases distributed over a computer network, and a distributed database
management system (DDBMS) is a software system that manages a distributed database

while making the distribution transparent to the user [29, Chapter 25].

The concept of transparency extends the general idea of hiding implementation details from

end users. The following types of transparencies are possible:

e Data organization transparency (also known as distribution or network trans-
parency) refers to freedom for the user from the operational details of the network and

the placement of the data in the distributed system. It may be divided into:

1. Location transparency refers to the fact that the command used to perform a
task is independent of the location of the data and the location of the node where

the command was issued.

2. Naming transparency implies that once a name is associated with an object,
the named objects can be accessed unambiguously without additional specification

as to where the data is located.

e Replication transparency: Copies of the same data objects may be stored at multi-
ple sites for better availability, performance, and reliability. Replication transparency

makes the user unaware of the existence of these copies.
e Fragmentation transparency. Two types of fragmentation are possible:
1. Horizontal fragmentation distributes a relation (table) into subrelations that
are subsets of the tuples (rows) in the original relation.
2. Vertical fragmentation distributes a relation into subrelations where each sub-
relation is defined by a subset of the columns of the original relation.
A global query by the user must be transformed into several fragment queries. Frag-

mentation transparency makes the user unaware of the existence of fragments.
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e Other transparencies include design transparency and execution transparency, refer-
ring to freedom from knowing how the distributed database is designed and where a

transaction executes.

In the generic schema architecture of a pure DDBMS, a consistent, unified view, represented
by the global conceptual schema (GCS), shows the logical structure of underlying data across
all nodes, which provides network transparency. To accommodate potential heterogeneity in
the DDB, each node has its own local internal schema (LIS) based on physical organization
details at that particular site. The logical organization of data at each site is specified by
the local conceptual schema (LCS). The GCS, LCS, and their underlying mappings provide

the fragmentation and replication transparency.

The component architecture of a pure DDBMS is an extension of its centralized counterpart:

e The global query compiler references the GCS to verify and impose defined constraints.

e The global query optimizer references both GCS and LLCS and generates optimized local
queries from global queries. It evaluates all candidate strategies using a cost function
that estimates cost based on response time (CPU, 1/0O, and network latencies) and
estimated sizes of intermediate results. The optimizer then selects the candidate with

the minimum cost for execution.

e The global transaction manager is responsible for coordinating the execution across

multiple sites in conjunction with the local transaction manager at those sites.

e Each local DBMS would have its local query optimizer, transaction manager, and

execution engines.

One of the most popular DDBMS available is BASE [68]. BASE consistency model is

basically the subsumption of properties resulting from a system that provides availability
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and partition tolerance but no strong consistency. While a strong consistency model is
provided by ACID, which implies that all subsequent reads after a write yield the new,
updated state for all clients and on all nodes of the system, this is weakened for BASE.
Instead, the weak consistency of BASE comes up with an inconsistency window, a period in

which the propagation of the update is not yet guaranteed.

e Basically available: The availability of the system, even in case of failures, represents

a strong feature of the BASE model.

e Soft state: No strong consistency is provided, and clients must accept a stale state

under certain circumstances.

e Eventually: consistent consistency is provided in a ”best effort” manner, yielding a

consistent state as soon as possible.

2.5.1 Distributed Query Processing

A DDBMS that supports full distribution, fragmentation, and replication transparency, must
have a query decomposition module that breaks up or decompose a query into subqueries
that can be executed at the individual sites. [29, Chapter 25] Additionally, a strategy
for combining the results of the subqueries to form the query result must be generated.
Whenever the DDBMS determines that an item referenced in the query is replicated, it

must choose or materialize a particular replica during query execution.

To determine which replicas include the data items referenced in a query, the DDBMS refers
to the fragmentation, replication, and distribution information stored in the DDBMS catalog.
For vertical fragmentation, the attribute list for each fragment is kept in the catalog. For
horizontal fragmentation, a condition sometimes called a guard, is kept for each fragment.

This is basically a selection condition that specifies which tuples exist in the fragment (only
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tuples that satisfy this condition are permitted to be stored in the fragment). For mixed

fragments, both the attribute list and the guard condition are kept in the catalog.

A distributed database query is processed in the following stages:

1. Query Mapping. The input query on distributed data is specified formally using a
query language. It is then translated into an algebraic query on global relations in the

global conceptual schema.

2. Localization. This stage maps the distributed query on the global schema to separate

queries on individual fragments using data distribution and replication information.

3. Global Query Optimization. A list of candidate queries can be obtained by permut-
ing the ordering of operations within a fragment query. DDBMS query optimization
algorithms consider the goal of reducing the amount of data transfer as an optimization

criterion in choosing a distributed query execution strategy.

4. Local Query Optimization. This stage is common to all sites in the DDB. The

techniques are similar to those used in centralized systems.

A semijoin operation R X s—g .S, where A and B are domain-compatible attributes of R and
S, respectively, produces the same result as the relational algebra expression mr(R <i4—p S).

Notice that the semijoin operation is not commutative; that is, R x S # S X R

In a distributed environment where R and S reside at different sites, the semijoin is typically
implemented by first transferring F' = 75 (.S) to the site where R resides and then joining F’
with R, thus leading to the strategy behind distributed query processing using the semijoin
operation, which reduces the number of tuples in a relation before transferring it to another

site.

Intuitively, the idea is to send the joining column of one relation R to the site where the other

22



relation S is located; this column is then joined with S. Following that, the join attributes,
along with the attributes required in the result, are projected out and shipped back to the
original site and joined with R. Hence, only the joining column of R is transferred in one
direction, and a subset of S with no extraneous tuples or attributes is transferred in the
other direction. If only a small fraction of the tuples in S participate in the join, this can be

quite an efficient solution to minimizing data transfer.

2.6 System Recovery

When evaluating the efficiency of the existing methods in system recovery, four different
aspects should be considered. (i) The standard operation overhead, which refers to the extra
latency added to the system by running the system recovery method when failure will not
happen. (ii) The extra latency added to the system in the occurrence of failure. (iii) The
amount of similarity between the recovered state and the state before failure, and (iv)The

resource efficiency of the system recovery method.

System recovery techniques can be divided into three different categories [51]: (i) Amnesia,
(ii) Active Replication, and (iii) Rollback Recovery mechanism. In amnesia, a new copy of
the failed process will start execution from the point of recovery. The low complexity of the
method results in high efficiency as one of its benefits. On the other hand, the loss of data

or state can occur, which will result in low recovery precision.

In the active replication technique, multiple copies of the tasks will be executed in the
parallel systems. The main issue with this method is the trade-off between consistency and
availability. Techniques used in the systems like Borealis [7], provide some flexibility in the
system by configuring the consistency trade-off. In comparison to Borealis, mechanisms like

Flux [75] will provide more relaxed synchronization methods. Although the active replication
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technique suffers from low resource efficiency due to the parallel execution of the same tasks,

these techniques have high recovery precision and low overhead.

Rollback recovery techniques are considered the third category of system recovery methods.
In these techniques, the system will reset to some previous state and start execution from
that state. The two strategies are (i) logging and replay and (ii) checkpointing. In the
logging and replay strategy, just the system’s changes will be logged, not the whole state.
In the checkpointing method [16], the entire state (snapshot of the system) will be recorded
within the predetermined time slots. The rollback strategy has been used in various systems,
such as MillWheel [3], and Flink [21]. Although this strategy is good at recovery precision

and resource efficiency, it suffers from high latency overhead.
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Chapter 3

Monitoring a Single System

3.1 The SAFER Framework

This chapter will discuss the SAFER, (Safety Assurances for Emergent Behavior) framework.
SAFER allows users to model systems using state machines and automatically trains and
deploys AD and RV models for runtime emergent behavior detection. Figure 3.1 depicts
an overview of SAFER, which consists of (a) a design-time methodology and (b) runtime

verification (online monitoring) using non-intrusive hardware or software instrumentation.

The design-time methodology (Figure 3.1 (a)) first develops a state-based model (1). The
state-based model automatically implements the skeleton of the system (e.g., PSM code) and
key functions (e.g., import/export) and includes instrumentation. It provides the user with
complete source code, and all that is required is for the user to complete the user-defined
functions. The compiled binary contains instrumentation-based annotations, and running it
on a real machine produces one or more sets of stateful traces (2). The state-based model
(1) performs formal model construction. This constructs a runtime verification model (3),

which is platform-independent, as its output. The stateful trace (2) and the RV model (3)
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Figure 3.1: Overview of SAFER methodology for (a) design-time, and (b) runtime.

cross-reference each other to perform AD and model updates, respectively. This gives a

golden model for runtime verification, including monitorable properties.

The runtime methodology (Figure 3.1 (b)) performs runtime verification based on the golden
model. The monitor can be non-intrusive hardware-based such as TAL hardware [70], NUVA
hardware [70], or intrusive middleware. Finally, we enable the system to trigger recovery

techniques when an emergent behavior is detected through our analysis.

The remainder of this section details each step in the SAFER methodology.

3.1.1 Periodic State Machines

SAFER allows users to model systems using Periodic State Machines (PSMs). PSMs in-

tegrate the concepts of periodic finite state machines with explicit definitions of data com-

26



munication and synchronization between state machines in hardware and between hardware
and software components. SAFER uses a conceptually simplified PSM model compared to

[46]; the PSM model used in SAFER is defined below.

Definition 3.1. A periodic state machine (PSM) is a tuple G =< P,S,Sy,0,IM,EX >

where:

P s the period at which the state machine executes. The period P is defined as an

explicit time unit, e.qg., 200 ns.

S is a finite and non-empty set of vertices, where each vertex represents a state. A

state is fired at multiples of P time units.

So is an initial state, an element of S.

0 s the state-transition function: where X is a transition condition.

IM is a set of shared variables from other PSMs that are imported into this PSM.

EX s a set of shared variables that are exported from this PSM that can be imported
to other PSMs.

Definition 3.2. A state S in a PSM G is a tuple S =< V;, A, V., > where:

e V; is a shared variable that can be imported, V; € IM;
o A is a set of actions (statements) executed in state S;

o V. is a shared variable that can be exported, V, € EX.

3.1.2 Runtime Monitorable Properties

Runtime verification handles verification techniques that can check whether the execution

of the system being monitored satisfies or violates given properties [74]. Based on the PSM
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definition and architecture, SAFER checks the system at runtime for the following properties:

1. Only one state can be executed in a PSM.

2. Export statement queues value of the variable into the message queue.

3. Import statement waits until the message queue has a relevant Export variable.

4. Execution time in a state in a PSM cannot exceed time defined in period p.

5. Each state will evaluate transition condition(s) every period p.

6. Each state in different PSMs can be executed simultaneously.

7. Execution of statement(s) in a state must be done within period p.

8. A state S must be moved to one of state(s) in §(S, *) after transition, where * = any.

9. Variable used in a PSM must be allocated locally and cannot be used outside of the
PSM.

The above properties are divided into two categories: safety properties and liveness proper-
ties. A safety property (pl, p3, p4, p5, p7, p8, and p9) states that the attribute must be true
for all paths for the system to work safely. A liveness property (p2, p3, and p5) ensure the
progress of the workflow. Note that p3 and p5 exhibit both safety and liveness properties.
As a proof of concept, SAFER uses a Python framework called pyModelChecking® to verify
the RV properties outlined above. Additionally, SAFER uses timed linear-time temporal
logic3 (TLTL3) [14] to formally define these properties, which is a language able to verify

timed conditions and supports three truth values: true, false, and inconclusive.

thttps://github.com/albertocasagrande/pyModel Checking
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3.1.3 Source Code Generator & Trace Analyzer

PSM models can generate skeleton code that satisfies the SAFER properties. The pthread
library creates concurrent execution threads, one for each PSM, and each PSM is structured
as a switch-case statement, where we consider what state it should execute and statements
from the PSM model as is. Functions are generated with a boilerplate code that returns a
random number and adds delays corresponding to the PSM’s period. This is to (i) emulate
the expected timing after the full implementation is included in those functions and (ii)

ensure that all states have a fair chance to execute before the correct code is implemented.

Later, when the user implements each PSM’s complete behavior, these delays and boilerplate
code can be removed, and the generated models will still work if the expected timing was

estimated correctly.

The skeleton code is instrumented so that each PSM exports its execution trace with its
current state when that starts executing, as well as which state it is transitioning to after
it is done. Traces are then generated using this code, which produces a sequence of time-
stamped messages indicating which state each PSM is executing, and what is the next state
and the reason that triggered the transition to this new state (i.e., the transition context).
From these traces, we can extract a stateful trace that has information regarding the global
state (i.e., the aggregated local current state of each PSM) and data from that state (e.g.,

how long it has executed).

Finally, the global trace is also parsed to extract a stateful trace that contains current global
state, next global state, execution time for the current state, time taken to transition to the
next state, and the context that led to the transition. The final stateful trace is a dataset
where each message from the global trace is converted into a datapoint that has five sets
of features: (1) the current global state, (2) the next global state, (3) the current state

execution time, (4) the time to transition, (5) and the transition context (i.e., what system
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conditions are triggering the next transition).

3.1.4 Anomaly Detection Runtime Model

After collecting traces from the correctly generated software, SAFER trains an anomaly
detection model using the stateful trace as input for a variational autoencoder (VAE). We
use Tensorflow 1.15.2 to create a VAE model based on the stateful data we extracted from

the implementation model.

The goal of using the autoencoder is to reduce the dimensionality from the stateful data
(which could vary based on the global state length) into five dimensions. Originally, each
datapoint has 2N + 3 features, where N is the number of PSMs of the specification: we
consider the current global state, the next global state, the execution time of the current

state, the time to transition to the next state, and the transition context.

Reducing the dimensionality of our data helps to combine relevant information in the latent
space. The model then tries to decode the latent space variables back to the original number
of dimensions. Later, the reconstruction probability of each state is used to determine if it
is an abnormal state or not. The reconstruction probability represents how well the state
can be recreated based on the values of the latent variables. If this probability is below a

certain threshold, then the datapoint is considered abnormal.

Once the model is trained with the stateful traces, we embed it into the generated code with
the frugally-deep library?. A new supervisor thread is created that can monitor the state of
the other PSMs as a whole and use this embedded model to detect anomalies as the system

executes.

2https://github.com /Dobiasd /frugally-deep
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3.1.5 System Recovery

The final part of the SAFER infrastructure consists of recovering the system after a property
is violated or an anomaly is detected. If the system is deployed with a recovery method
enabled, the supervisor thread that runs the anomaly detection model will have access to all

data from the system.

When using the Amnesia recovery method, the supervisor thread will reset all system data
to its starting values when an anomaly is detected. If using the Checkpointing recovery
method, the supervisor thread will make a copy of the current execution context when a
normal state is detected; then, when it detects an anomaly, it will restore the stored system

context from the last successful check.

Finally, it is important to note that, due to the way the system is instrumented from scratch,
we assume that error-free sensing of the system state is possible. This assumption might
not hold true in a real-world scenario. In such cases, it would be possible to incorporate
existing literature that can estimate the system state [85], which can increase the robustness
of the SAFER implementation. However, these exceptional situations are topics for future

research.

3.2 Application Classes

To validate our framework’s applicability, we conducted four case studies: Producer-Consumer,
Integer Overflow, Stack-based Overflow, and Collision Avoidance. These four case studies
highlight different aspects of the proposed methodology. The Producer-Consumer is a small

example to demonstrate rate-based systems, i.e., systems with periodic behavior.
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The Integer Overflow® and Stack-based Overflow* examples were chosen to represent real-
world systems that suffer from emergent behaviors, and there are many dangerous weaknesses
related to them, which represent systems that can have unexpected critical behaviors. Ad-
ditionally, the integer overflow example showcases the need for anomaly detection on top of

runtime verification.

Lastly, the Collision Avoidance is an event-driven system, i.e., its behavior is not periodic;
instead, it changes based on specific events. It depicts a subsystem of an autonomous vehicle’s
collision avoidance logic, which represents a safety concern if the system misbehaves. Thus,
with our goal of providing safety assurances in mind, we give more focus and conduct further
experiments for the Collision Avoidance system due to the potentially catastrophic nature

of its emergent behaviors.

3.3 Evaluation

We conducted five experiments for each case study, where in each instance, we corrupted
one of the stateful trace features. That is, after training the model using the training data,
we evaluated the performance of the model using test data in 5 adversarial conditions: (1)
corrupted current global state, (2) corrupted next global state, (3) corrupted state execution
time, (4) corrupted transition time, and (5) corrupted transition context. These corruptions
could indicate problems in the system, such as an imminent hazard [70] or an attacker trying
to exploit a vulnerability of the system. In both cases, it is vital to detect corruption in a
timely manner so that the system can respond appropriately. To achieve this, we duplicated

the test data and corrupted half of it accordingly.

Table 3.1 shows the average F'1 score results we obtained for the test data on each experiment.

3https://cwe.mitre.org/data/definitions/190.html
4https://cwe.mitre.org/data/definitions/121.html
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Table 3.1: F1 Scores for PSM Anomaly Detection Experiments

Current Next Execution Transition Transition

Case Study State State Time Time Context Average
Producer g 220/ 43500 0021%  90.21%  66.96% O>49F
Consumer 8.57%
Integer 85.45+
Overflow 76.61% 77.25% 96.47% 96.47% 80.45% 9.09%
Stack-based 90.704+
Overflow 83.29% 77.67% 97.52% 97.52% 95.52% 8.53%
Collision 76.65+
Avoidance 74.55% 75.18% 83.76% 80.73% 69.02% 5.13%
Average 78.79+ 78.61+ 91.99+ 91.23+ 78.48+ 83.82+
verag 3.20% 3.45% 5.51% 6.68% 12.13% 9.47%

We chose the F1 score as the evaluating metric, as it takes both false positives and false
negatives into account. By doing so, we consider both normal behaviors that were incorrectly

deemed anomalous and anomalous behaviors that were not detected.

Each row on the table shows the F1 scores obtained for each case study, where each column
represents the type of anomaly that was introduced. The last column shows the average F1
score observed for all anomaly types for each case study. Similarly, the bottom row shows
the average F1 score for each anomaly type across all case studies, and the last column on

the bottom row shows the average F'1 score across all experiments.

For all average results, we included the average F1 score 4 the standard deviation across
the results, e.g., the average F1 score for the Producer-Consumer case study is 82.49%, and
the standard deviation for the F1 scores across the different experiments for this case study

is 8.57%.

Across all experiments, we observed an average F1 score of over 83% when considering the
best threshold for each system. In addition, the average false positive rate across the four

case studies was approximately 16%, and the false negative rate was approximately 18%.
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Table 3.2: Comparison of Anomaly Detection F1 Scores in Other Domains

Approach Dataset Supervised or Unsupervised F1 Score
SVM [31] KDD99 Supervised 79.11%
SVM with PCA [31] KDD99 Combination of Both 90.51%
Robust Deep AEs [89] MNIST Semi-supervised ~ 75%
Outlier Detection [36] Real-time network traffic Unsupervised 29.82%
SVM [36] Real-time network traffic Supervised 57.25%
CkNN [36] Real-time network traffic Supervised 42.99%
VAE [5] MNIST Semi-supervised ~ 40%
SAFER Real-time execution trace Semi-supervised 83.82%

These results show great promise for the applicability of the SAFER framework. The F1
scores show that this approach can detect the desired anomalous behaviors and not er-
roneously flag normal system execution. In particular, it is worth pointing out that the
transition time was the most accurate measure overall. This makes sense since the transition
time is generally short, so our approach should straightforwardly detect an unusually long

transition.

Additionally, the execution time also proved to be a useful metric, performing very well in
all studies. This can be related to the PSMs; since they have a defined period, a state’s
execution time should not change a lot, and it has an upper threshold. Thus, our anomaly
detection model accurately detected the corrupted times that deviated from the expected

system behavior.

Furthermore, the average false negative rate across all case studies when considering only
Execution Time and Transition Time anomalies was under 5%. This result reinforces our
hypothesis that, due to the time-sensitive nature of PSMs, such anomalies would be easily

detected.

Lastly, the results obtained are encouraging when compared to existing anomaly detection
techniques. Because — to the best of our knowledge — there is no existing work that is directly

comparable to SAFER, we chose to compare anomaly detection works from other domains.
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Table 3.3: Methodology overhead

Overhead Amnesia Checkpointing

o Producer  Integer Stack-based  Collision Producer  Integer Stack-based  Collision
Consumer Overflow  Overflow  Avoidance Consumer Overflow  Overflow  Avoidance

binary size 2.498x 2.501x 2.498x 2.495x 2.501x 2.502x 2.501x 2.496x
- detection 99.99%  99.88% 99.99% 99.85% 99.86%  99.86% 99.86% 99.80%

- recovery 0.01% 0.12% 0.01% 0.15% 0.14% 0.14% 0.14% 0.20%
memory footprint 2.759x 2.759x 2.758x 2.752x 2.760 2.759x 2.760x 2.753x
- detection 99.94%  99.94% 99.94% 99.88% 99.91%  99.92% 99.90% 99.83%

- recovery 0.06% 0.06% 0.06% 0.12% 0.09% 0.08% 0.10% 0.17%
performance 1.090x 1.065x 1.154x 1.041x 1.107x 1.077x 1.183x 1.113x
- detection 98.77%  97.28% 94.84% 98.25% 97.24%  96.18% 92.58% 91.91%

- Tecovery 1.23% 2.72% 5.16% 1.75% 2.76% 3.82% 7.42% 8.09%

Table 3.2 shows that through the PSM modeling and stateful trace generation, SAFER is
well equipped to detect anomalies in a wide range of applications. The only approaches that
obtained comparable results [31, 89] were geared towards, and applied to a single dataset,
whereas SAFER can demonstrably be applied to diverse systems and still maintain a high

F1 score.

Thus, these results support our hypothesis that SAFER can achieve great anomaly detec-
tion results while providing extreme flexibility by allowing users to define their applications.
Additionally, although SAFER is semi-supervised, the anomaly detection part of the frame-
work is unsupervised since it does not require any user input after the user has modeled their
custom application. In comparison, the existing work that provides unsupervised anomaly

detection [36] achieves much lower results than our proposed approach.

3.4 SAFER Overhead

The SAFER methodology does incur overheads that need to be assessed in a cost-benefit
analysis. Table 3.3 shows the overhead added by our approach in terms of binary size,
memory footprint, and performance using the two different approaches of system recovery.

For each of these metrics, we consider three different overheads: (i) the total overhead; (ii)
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the overhead added only by the anomaly detection model; and (iii) the overhead added only

by the system recovery technique deployed.

The binary size overhead for both recovery techniques is similar at around 2.5x across all
case studies. However, it is interesting to notice that the Collision Avoidance system had a
slightly lower overhead. Further investigation showed that the added binary size has around
2.5MB extra due to the AD runtime model and libraries it requires. Moreover, as the
original system’s binary size grows, this extra size will represent a smaller relative increase.
Additionally, the systems with Checkpointing also had a slightly higher overhead, as in order
to enable the system to save and restore checkpoints, it needs to have extra copies of the

variables it wants to recover, whereas restarting will reset variables to their start value.

The memory footprint overhead is also similar between all case studies at around 2.7x. Since
the most significant factor in increasing memory is the anomaly detection model, the smaller
original system shows a higher overhead due to the size of the AD model being relatively
bigger. Furthermore, the Checkpointing technique exhibits a higher overhead once again

since it needs extra memory to store checkpoints.

Lastly, to compare performance overhead, we executed each binary for a total of 1,000,000
PSM transitions and measured how long each of them took to finish. For the performance
overhead, there is a more considerable variance across the different case studies. However, the
AD model inference still appears as the bottleneck, accounting for at least 91% of the added
overhead. Although the recovery part accounted for only a small portion of the performance
overhead, it is relevant to note that the Checkpointing method included a higher overhead
than Amnesia. This makes sense since Checkpointing executes before it has to recover by
taking snapshots of the system to prepare for a rollback, whereas Amnesia only executes

when it has to recover the system.

In summary, while SAFER adds overheads to the final system in providing emergent behavior
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detection and recovery at runtime, the designer can adjust the overheads to meet the require-
ments for each application. In particular, the fixed-size overhead of binary size and memory
footprint due to the anomaly detection model embedding does not vary significantly between
different case studies; and thus can be considered at design time. Additionally, SAFER’s
performance overhead (due to runtime anomaly detection inferencing) can be controlled by
adjusting how often the supervisor thread should run the inference process; this enables a
trade-off between performance and safety. Overall, SAFER provides excellent benefits in
terms of safety due to emergent behavior detection and recovery while giving users ways to

adjust the framework’s overhead to an acceptable level for their use case.
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Chapter 4

Monitoring Collective Systems

4.1 The DRIVE Framework

This chapter will introduce and discuss the DRIVE (Distributed Runtime Verification for
Monitoring Safe Collective Autonomous Systems) framework. DRIVE aims to allow dis-
tributed collective systems to perform runtime verification of global properties through dis-
tributed data processing. Figure 4.1 depicts the DRIVE methodology, which is split into two
layers. The application layer is in charge of overseeing the interaction between vehicles and
recording distributed execution traces (e.g., real-world data sensor inputs, software state,
vehicle state ), local to a single vehicle. Thus, in the application layer, each vehicle stores
data corresponding to its own sensing and actuation without knowledge of other vehicles in
the platoon. The distributed runtime verification layer is in charge of combining the local
data for each vehicle, which is distributed into local datastores, and providing mechanisms to
perform global queries with local data to verify the system’s safety properties. By doing so,
the application layer enables the platoon to observe the global platoon behavior, even though

this data is spread out across all vehicles. Figure 4.1 highlights the interactions between the
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two layers and how the platoon-level data is distributed across the vehicles in our proposed
DRIVE methodology. The remainder of this section will detail the implementation of each
layer and how they can be used to achieve distributed runtime verification. Section 4.1.1
details the platform used to simulate the Application layer, and Section 4.1.2 introduces
challenges faced and how they can be mitigated with our proposed Distributed Verification

layer.

4.1.1 Application Platform

As a proof of concept, we use the SUMO simulator [50] in the application layer. SUMO
is a traffic simulator that allows traffic systems modeling, enabling users to define diverse
simulation scenarios by creating elements such as road networks and vehicles of different
types. SUMO has a significant focus on the interactions between vehicles due to traffic
circumstances. Therefore it has a more limited feature set in regards to graphical elements
(e.g., object detection), which are supported through other simulators (e.g., CARLA [26]).
However, this allows for faster simulation runs due to reduced resource utilization. As our
experiments focus on the safety properties defined, SUMO proves to be a good fit with its
quicker simulations and ability to observe, calculate, and export the data we require to verify

that each vehicle meets its desired properties.

Additionally, SUMO provides an extension point called Traffic Control Interface (TraCI) [82],
which allows for retrieving and injecting values during simulations. This interface is illus-
trated at the bottom of Figure 4.1. Through TraCI, SUMO provides extended features with
existing plugins and allows developers to interact and modify the simulation during its ex-
ecution. Omne such plugin is simpla [25], which enables vehicle platooning. Simpla allows
users to define groups of vehicles that can form platoons to drive together. It does so by

user-defined parameters that control the maximum gap between vehicles and the speed each
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vehicle should follow based on its role in the platoon (e.g., leader, follower). However, we
need to modify simpla with new features for our purposes; these additions will be described

below with the other required SUMO modifications.

Since SUMO provides a global view of the simulation to all vehicles, they can observe all
events without constraints. However, in a real-world situation, vehicles are limited by their
sensors with physical limitations (e.g., sensing range). Thus, we extend SUMO using TraCI
by adding simulated sensors to vehicles (i.e., Sensor Abstraction). These sensors enable
limiting each vehicle’s field of view (i.e., range, angle) to depict the sensors a vehicle could
have available in a real-world situation (e.g., lidar, camera). At each time step of the
simulation, we retrieve all the relevant information for each vehicle, modify the data to reflect
what is observable based on the equipped sensors, and then send SUMO this calculated data
back. Also, we modify specific properties (e.g., lane change available) based on this sensed
data instead of the actual data measured by SUMO. By these means, we allow SUMO to
simulate vehicle behavior based on data that depicts what would be available with real-world

sensors (i.e., Scenario Control).

In addition to including sensors, we add two new features with TraCI that are not available
with simpla regarding vehicle platooning. First, we enable vehicles to sense when a platoon
is nearby in a different lane, which is not supported out-of-the-box — simpla only supports
sensing platoons in the same lane. Second, after detecting a nearby platoon, we allow the
vehicle to coordinate a merge in the middle of the platoon (i.e., Network Simulator) — simpla
only supports joining at the front or back of the platoon. These two additions help improve

simulations, as both actions are usually included in truck platoons [43].

Finally, in order to simulate the multiple local datastores, we use Docker [57] containers
to deploy an individual DBMS instance to each vehicle. For each vehicle inserted into the
simulation, the SUMO extension will create a new container connected to this vehicle. At

each simulation step, vehicles log data concerning their sensed environment (e.g., open lanes,
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sensed distances) and physical changes (e.g., speed changes) to their connected containers
(i.e., Vehicle-level Trace generation), and when they exit the simulation, we export the data
stored in their individual DBMS. Based on the exported data, we are able to extract vehicle-
level Events (e.g., joined /exited a platoon, changed lane), which are used in the Runtime Ver-
ification layer to verify safety properties. Through this process, the entire platoon-level data
is effectively distributed through the vehicles’ datastores, similar to a traditional DDBMS
horizontal fragmentation, as each vehicle stores only values pertaining to itself. Additionally,
the combination of vehicle-level data allows new features to be queried at a platoon level

(e.g., violations of defined properties), similar to a DDBMS vertical fragmentation.

4.1.2 Distributed Runtime Verification Platform

Distributed RV poses several challenges, such as specification, communication, security,

higher rates of errors, non-determinism, and suitable specification languages.

First, it is a well-known fact that certain specifications cannot be appropriately verified
at runtime. Due to the distributed clock, partial alignment for specific distributed events
prevents the monitoring of time specifications that require a specific relative order of these
events. Thus, since there is no global system view, there are far fewer specifications that
can be monitored at runtime. Other works in RV (e.g., [60, 12, 11]) assume there is a

low-resolution global clock that is able to order these events.

Second, the runtime verification performed by the monitor must be distributed and managed
across multiple execution nodes. The decomposition and placement of property checkers are
crucial decisions that actually affect the overhead that arises, such as the number and size
of messages, communication delay, and computational complexity between monitors. Such
placement also affects the admin domain where the event data is analyzed, compromises

confidentiality restrictions, and can lead to security breaches due to the communication
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required for the monitor to reach a verdict.

Third, the opposite aspect of security and confidentiality constraints translates into addi-
tional observability constraints that limit the specifications that can be monitored in practice.
Distributed monitors may have to compete with traces where event data may be obfuscated
or removed to maintain confidentiality, which affects the nature of the verdicts that may be

provided.

Fourth, runtime verification must compete with errors that occur in distributed systems.
Fault tolerance of each runtime monitor can be improved using techniques involving repli-
cation and dynamic reconfiguration of the monitor. More interestingly, fault tolerance mon-
itoring algorithms can provide stability to the monitor. A theory that can determine the
specifications combined with a monitoring algorithm can determine the warranties that need

to be investigated.

Fifth, since monitoring has to be done in a distributed architecture, it essentially leads to
non-deterministic calculations. Nonetheless, monitoring analysis and reported verdicts are
characterized by solid consistency or observational verdict determinism and need to hide
internal non-determinism. In practice, this cannot be easily achieved. Non-deterministic
monitor behavior can also compromise the accuracy of RV settings and the validity of re-
ported verdicts. To go around this issue, as mentioned above, some existing work relies on

the assumption that there is a synchronous global clock available. (e.g., [60, 12, 11]).

Sixth, distributed systems impose additional restrictions on the class of properties that can
be detected. Regarding the challenge of navigating a new specification language to monitor
decentralized systems, it needs to be able to identify violations in a dynamic manner, as

limits and properties might change as the system restructures itself.

In face of all these challenges, for the Distributed Verification layer, we propose the extension

of the local datastores so they are split into (i) Distributed Runtime Monitor, (ii) Event Trig-
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ger, and (i) Temporal Query Translator as shown in Figure 4.1. These three components

work together as follows:

Distributed Runtime Monitor (DRM). The monitor’s primary role is to perform a
given query specification and return a result of whether it was violated. Also, it lowers its
overhead by using functions and stored procedures. These are compiled internally according
to the DBMS implementation and shorten the execution time. Normally, timed monitor M
returns True (i.e., satisfied) if observation O (Result of query statements) satisfies knowledge
base K (Distributed Metadata) and property P (Property) shown in Figure 4.2. If O does
not satisfy K and P, the monitor returns False to indicate that the property was violated

or the check was inconclusive.

Event Trigger (ET). In case that a row related to a property is inserted/changed, the
verification is performed using a database trigger, i.e., the database checks new data as it
is inserted for a defined condition, and when the condition is satisfied, it triggers a second
procedure. The trigger-based method uses fewer resources than the periodic method, which
provides an opportunity to verify more properties. An event trigger is equivalent to an event
emitter used in an RV system, where a validation monitor takes as input a series of events

e from the event emitter (the system being monitored) and produces a result as an output.

Temporal Query Translator (TQT). It enables temporal queries using window-based
SQL-99 queries and timestamped data and enables spatial queries by combining the user-
defined queries with a knowledge of the system (e.g., mapping node names to physical enti-
ties). The temporal query translator can generate three different kinds of queries to support
the event-based verification mentioned above: (i) a query statement creates a user-level pro-
cedure (i.e., a user-defined function to execute arbitrary code), (ii) a trigger statement creates
an ET, and (iii) a monitor statement creates a DRM for the property. This process is ex-
emplified in Figure 4.2. Additional examples of the conversion process from properties into

SQL queries are provided later in Section 4.3.
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The query is executed for each distributed node, which runs in parallel (Q; — Qy). When all
query executions are finished, it goes through aggregation and reports whether the property
is violated. The detection latency (L) is the time difference between the moment of actual
failure (T) and the time at which the system detects a property violation (Ty) as shown in
Figure 4.3. A distributed query is executed when data is inserted into a column registered
in Insert Trigger. In RV, this latency plays an important role depending on the situation.
In the case of a safe-critical system, the smaller this value is, the faster the action required

for recovery can be taken.

Although the distributed queries across datastores serve a similar purpose to existing event-
streaming frameworks, our proposal has a significant difference: it allows the system to
reorganize itself. Popular event-streaming frameworks (e.g., Apache Kafka ') use a client-
server model, where the server is deployed as a central point of processing power for all
clients. DRIVE proposes a methodology that allows processing queries in-platoon without
the need for a powerful remote resource available. This local processing allows for runtime
self-organization as vehicles join and leave the platoon since any vehicle can act as the server
that combines the global data. Such re-organization would not be possible with a resource-

intensive server requirement, as all vehicles would need to have the whole server capabilities.

Additionally, existing event-streaming frameworks might not be applicable in the embedded
context. Dunne et al. [28] show that popular event-streaming clients might not be able
to perform well in an embedded context with limited resources. In fact, out of the tested
frameworks, only two had clients that produced acceptable latency: Redis 2 and RabbitMQ 3.
However, Redis and RabbitMQ still require a centralized service that demands significant

resources for processing all events, which hinders the deployment of the entire pipeline in-

thttps:/ /kafka.apache.org/
Zhttps://redis.io/
3https://www.rabbitmq.com/
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platoon as DRIVE does. An onboard RV system can detect events and trigger responses
with minimal latency, which is critical for a real-time application. A client-server model,
where the server is remote, cannot work reliably within these real-time constraints due to

the largely unpredictable latency.

4.2 Case Study

In order to verify the applicability of DRIVE in a real-world scenario, we simulate a case
study based on a popular truck route between Los Angeles and Seattle, shown in Figure 4.4.
A platoon is formed with a given number (n) of trucks in a parking lot right before a highway
entrance in Los Angeles. Out of the n trucks, n, (front) trucks are destined to San Francisco
(SF), while ny, (rear) trucks are destined to Seattle. New trucks join from behind (if going to
Seattle) or in the front (if going to SF). The platoon splits into two platoons at the junction
of I-5 (Seattle) and I-580 (SF). Sometimes rogue vehicles cuts-in through the platoon or
slow down in front of it, requiring gap adaptations for safety. In such situations, emergency
braking may be enforced to prevent an accident. Figure 4.4 shows the platoon’s route,

highlighting the key points where the platoon splits and arrives.

Additionally, we must note that we make the following assumptions for the experiments.
First, we assume that there is a reliable and safe communication channel for the platoon.
Second, we assume the latency of the communication channel is near-instantaneous. And
third, we choose the leader truck as the platoon vehicle to aggregate the local results. There-
fore, to verify the real-world applicability of DRIVE, a complete overhead analysis, including
communication latency, would be required. First, a state-of-the-art communication method
needs to be considered and factored in the results with, e.g., security threats, latency, and
dropped packets [6]. Additionally, more work is needed to decide which platoon node should

be responsible for aggregating the results. Since one of the goals of platooning is to conserve
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the followers’ energy [43], removing the aggregation responsibility from the lead truck would
make sense. Another factor in this decision, if the communication latency is considered, is
how long the platoon is and how long it would take for the violation notification to reach all
nodes. If the platoon is considerably large, it can make sense to have multiple aggregation
nodes, resulting in a hierarchical structure. In that case, the verification problem would

become much more complex, and a significant extension of DRIVE would be required.

4.2.1 System States and Safety Properties of Example Scenario

During this scenario, the platoon follows the state diagram shown in Figure 4.5. This state
machine describes the possible states that the platoon can operate and which orderings could
happen. Based on these possible states, the following safety properties are defined. Note

that TLT Ls [15] grammar is chosen to show properties in a formal language.

Additionally, in order to describe the scenario and the properties below, we use the following

notation:

e Ti]: each truck (1 <7 < n,i=1: leading truck, 2 < i < n: following trucks, i = n:

49



trailing truck)
e v[i]: each truck’s velocity (measured by Ti])
e afi]: each truck’s acceleration (measured by 77[i])
e dali]: each truck’s deceleration (measured by T'[i])
e r[i]: each truck’s lateral offset to the lane center (measured by 7T7[i])

e d[i|[j] is the distance between T'[i] and T[j]

GJi][j]: the time gap between T'[i] and T'[j], defined by dgﬂj[ﬂ, with ¢ < j.

Properties for steady-state platooning:

Property 1. Time gaps between trucks should be within t,,;, and t,,q.; (Vi € [1,n —

1]|:|tmzn S T(Z,Z + 1) S tmax)

e Property 2. Platoon velocity v should be within v,,;, and vmez; (O(Vmint < v A

Umaz-t >V ))

e Property 3. Platoon acceleration a should be within a,,;, and amez; (O(amin.i < a A

Upmaz-i > @ ))
e Property 4. Lateral offset difference between adjacent trucks should be within r,,;,
and Tap. (O(Tmint <7 A Tpged > 1))

Properties for joining from behind:

e Property 5. Time gap between T'[n| and T'[new| should be within ¢,,;, and ¢4, for k
seconds before the join is confirmed; (OBack.JoinRequest(new) Aty < T(n, new) <

tmaz € [k, k] = BackJoinCon firm(new) )
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e Property 6. Lateral offset difference between T'[n| and T[new] should be within r,,,

and 7,4, for k seconds before the join is confirmed.

Properties for joining from the front:

e Property 7. Time gap between T'[new] and T[1] should be within ¢,,;, and ¢4, for k
seconds before the join is confirmed; (O FrontJoinRequest(new) Aty < T(new,1) <

tmaz € [k, k] = FrontJoinCon firm(new))

Properties for splitting (between T[i] and T'[i + 1]):

e Property 8 Time gap between T[i| and T'[i 4+ 1] should be within ¢s,,;, and ¢S,4s
for k seconds before the split is confirmed and T'[i + 1] immediately takes the role of a

leading truck.

(OSplit Request (i, i+ 1) AtSmin < T(i,i+1) < tSpas € [k, k] = SplitCon firm(i,i+1))

Since a platoon can self-reconfigure itself at runtime, these properties are dynamically in-
stantiated with appropriate values to consider all vehicles that are a part of the platoon at
the verification time.  Additionally, we assume that a truck(7[i]) can only measure the
distance from its immediate follower (d[i — 1][7]). If we need a distance over multiple trucks,

it has to be collectively estimated by the trucks in between.

4.2.2 Scenario Implementation in SUMO Simulator

Figure 4.6 depicts an example of this scenario in SUMO with three trucks leaving from
Los Angeles. Two trucks have San Francisco as their destination, while one is going to

Seattle. Figure 4.6a shows this original platoon, with the leader marked with the color
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green. Figure 4.6b shows a new truck joining in the front to go to San Francisco; the new
truck is shown as yellow, which illustrates that it is not a part of the platoon yet. The
old leader is shown as red, depicting that it is catching up with the solo platoon ahead of
it. Figure 4.6c shows a new truck joining from behind to go to Seattle; the new truck is
shown as red to illustrate that it is catching up with the platoon. Finally, Figure 4.6d shows
the platoon splitting at the appropriate exit. The two last trucks take the exit heading to

Seattle, while the front three trucks stay on the road heading to San Francisco.

To validate the safety properties verification in these different states, we run this case study
scenario multiple times in SUMO, and each run is unique due to the addition of random
rogue vehicles to disturb the platoon. Two types of rogue vehicles are considered: (i) slow
vehicles that cause an emergency braking situation (Figure 4.6e), and (ii) fast vehicles that

cut in between the platoon to exit the highway (Figure 4.6f).

4.3 Experimental Results

We run experiments using the scenario described in Section 4.2, with an initial platoon of
three trucks and one truck joining on each side for a total of five trucks. To emulate heavy
traffic conditions, we insert up to 40 random vehicles, with up to 20 simultaneously, during
each simulation run. These vehicles are added to the simulation in random starting locations

and speeds, but in the platoon’s route so the chance of interaction is maximized.

The Runtime Verification (RV) is run in a non-intrusive manner. This means that the RV
results are not fed back to the vehicles for appropriate measures, and they are used solely for
verification purposes. Additionally, we consider imperfect sensing to the platoon vehicles,

where they are limited by the physical limitations of their sensors.

Section 4.3.1 will discuss the performance of the distributed queries and their effectiveness
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Figure 4.6: Scenario implementation in SUMO with three trucks departing Los Angeles.
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in detecting safety property violations. Section 4.3.2 discusses promising preliminary results

showing the benefits of the distributed verification for an example use case.

4.3.1 Distributed Query Performance

This subsection shows an example of how we handle properties and introduces the properties
used in the experiment. Trigger, function, join status, detection rate, and latency are dis-
played as a result and analyzed. This experiment was performed using PostgreSQL version
13 as DBMS (acting as the datastores) and an Intel(R) Xeon(R) E-2176G CPU @ 3.70GHz.
We will first look at a local property (i.e., a property that depends on data from a single
truck) that does not require distributed queries (Property 3), and then extract and verify

global properties that require distributed queries.

Local property: Deceleration of any truck in a platoon never exceeds A.

VO(dali] < A)

We are interested in the occurrence of an event, i.e., when a new trace is added to each local
table, and we create a trigger to handle the event. The queries processed by Temporal Query

Translator are as follows.

1 CREATE TRIGGER loc_prop_trigger
2 BEFORE INSERT OR UPDATE ON "speed_change"
FOR EACH ROW

EXECUTE PROCEDURE loc_prop_function();

Listing 4.1: Trigger to create an event

Listing 1 defines an event that checks the predicate in the user-defined function and calls

the defined loc_prop_function() function when the property is violated.

I CREATE FUNCTION loc_prop_function() RETURNS trigger AS

o4



5

6

BEGIN
IF (NEW.data->>deceleration > A) THEN
Notify ()
END IF;
RETURN NULL;

END ;

Listing 4.2: A function to handle an event

Listing 2 defines an event that checks the predicate in the user-defined function and calls

the defined Notify() function defined as follows in Listing 3.

CREATE FUNCTION notify(integer) RETURNS integer
AS ’c_impl_motify’, ’notify’
LANGUAGE C STRICT;

-- C native implementation notifies all nodes

Listing 4.3: A function written in native language to notify violation of property

The local property above has a detection latency of < 1ms. From this property, the extracted

global properties related to the entire platooning are shown below. For properties 9 and 10,

we introduce the detailed queries as follows.

Property 9. A deceleration event initiated by any truck X in the platoon never
results (during the next T seconds) in an acceleration event of any truck Y in the
platoon (behind or ahead of X).

VXODecel Bventx, = A(Accel Bvent preq(x), V Accel Event gyee(x), Where tg <

t <to+T.

-- for each distributed node

CREATE TEMPORARY TABLE tbl_prop_accel;

3 CREATE TEMPORARY TABLE tbl_prop_decel;
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-- for each distributed node
CREATE TRIGGER prop_decel
ON "speed_change"

EXECUTE PROCEDURE prop_decel_function();

-- for each distributed node
CREATE FUNCTION prop_decel_function() RETURNS trigger AS
BEGIN
IF (NEW.data->speed > cur_speed) THEN
UPDATE prop_accel
ELSE IF (NEW.data->speed < cur_speed) THEN
UPDATE prop_decel
END IF;

END;

-- function to perform global query (lead truck)
CREATE FUNCTION monitor ()
RETURNS void AS $$
-- global query
IF EXISTS (SELECT ((tl.isBraking OR ... OR tn.isBraking) AND (t1.
isAccelerating OR ... OR tn.isAccelerating))
-- distributed linked datastore
FROM LINKED ti1...tn
) THEN
notify ()
END IF;

$$ LANGUAGE SQL;

Listing 4.4: Distributed query details for property 9

Listing 4.4 shows how Property 9 can be verified as a SQL query. First, each truck keeps
track of its speed changes by (1) creating a temporary table to store changes on this property

and (2) updating its property tracker when it accelerates. Then, this local data is combined
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N

to verify the global property. The truck in charge of combining the results uses the monitor
function to (3) verify the status of the local property of each truck. If the distributed query
returns a result where a violation is detected (i.e., a truck decelerated and other trucks

accelerated), (4) it notifies the platoon of this violation.

Property 10. A lane change is never initiated by the lead truck (more specifically,
its driving software) unless there is enough gap G in the target lane per every other
vehicle in the platoon.

dTarget LanedLaneChangeStarted(T arget Lane) —
VXOr(LateralGap(X, Target Lane) > MinGap)

-- for node tl1 (leading truck)

CREATE TEMPORARY TABLE tbl_prop_lanechange

-- dinsert initial value

INSERT INTO tbl_prop_lanechange VALUES (0, true)

-- for node t1

CREATE TRIGGER prop_lanechange ON "lane_change"

-- for node ti
CREATE FUNCTION prop_lanechange_function() RETURNS trigger AS
BEGIN
IF (NEW.data->>lane_changed) THEN
UPDATE tbl_prop_lanechange SET isLaneChanged
RETURN NULL;

END;

-- for all nodes but t1 (follower trucks)

CREATE TEMPORARY TABLE tbl_prop_distchange

—-—- dinsert initial value
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INSERT INTO tbl_prop_distchange VALUES (0, true)

-- for all nodes but t1l

5 CREATE TRIGGER prop_distchange ON "distance"

-- for all nodes but til
CREATE FUNCTION prop_distchange_function() RETURNS trigger AS
BEGIN
IF (NEW.data->>lane_change_gap < G) THEN --G: Minimum gap for lane
change
UPDATE tbl_prop_distchange SET isDistTooClose
END IF;

END ;

-- function to perform global query
CREATE FUNCTION monitor ()
-- global query
IF EXISTS (SELECT (tl1.isLaneChanged AND ( t2.isDistTooClose OR ... OR
tn.isDistTooClose))
-- distributed node query
FROM LINKED t1...tn
) THEN
notify ()

END IF;

Listing 4.5: Distributed query details for property 10

Similarly, Listing 4.5 shows how Property 10 can be verified as a SQL query. First, the
leading truck creates a new temporary table to store lane change actions, while the follower
trucks create temporary tables to store the gaps for possible lane changes. Then, the truck
in charge of combining the results uses the monitor function to combine the local data and

verify the global property. It queries the distributed datastores to find an event where the
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leading truck (77) had a lane-change action while a follower truck (75...T,,) did not have
enough space to change lanes. If there is such an event that satisfies the proposed violation,

the truck notifies the rest of the platoon.

We believe the description of how these two properties can be verified is a good illustration
of the applicability of our framework. The conversion from property to SQL is simple and
allows for the distribution of complex queries to local nodes. Therefore, the authors decided
to omit the implementation details for properties 11 15, as they would not add essential
information in addition to the details provided for properties 9-10. Thus, only the definitions

are presented for the remaining global properties.

Property 11. A lane change is never initiated by the lead truck unless all trucks
have already been in the same lane for at least T seconds.
O(3Laney, Lanes, LaneChangeStarted(Laney, Lanesy) — v1I €

Trucks(Cy,,,, InLane(T, Laney)))

Property 12. A lane change initiated by the lead truck is followed by a lane
change of every other truck in the platoon within T seconds.
O(3Laney, Lanes, LaneChangeStarted(Laney, Lanes)

= VT € Trucks(Qs,,,, LaneChangeComplete( Lane,, Lanes)))

Property 13. A truck X spontaneously leaving the platoon (by switching lanes)
always results in the gap ahead of all remaining vehicles narrowed down to the
specified following distance (within tolerance).

O3x € Trucks, Leaves PlatoonComplete(X) —
(Otnun TimeGap(Pred(X), Suce(X))))
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Table 4.1: Performance of Runtime Verification on Distributed datastore for local (1-8) and
global (9-15) properties.

Property Triggers Functions Tables Detection % Latency

pl 4 4 0 100% <1 ms
p2 4 4 0 100% <1 ms
p3 4 4 0 100% <1 ms
p4 4 4 0 100% <1 ms
pd 4 4 0 100% <1 ms
p6 4 ) 0 100% <1 ms
p7 4 ) 0 100% <1 ms
P8 4 5) 0 100% <1 ms
P9 4 8 4 100% <5 ms
pl0 4 12 4 100% <10 ms
pll 4 12 4 100% <I1lms
p12 4 8 4 100%  <bms
pl3 4 12 4 100% <10 ms
pl4 4 8 4 100% <3 ms
plo 4 8 4 100% <5 ms

Property 14. No truck X can leave the platoon while another Y is trying to join
(i.e., after Y has signaled its intent to join but before it physically joins).

O(3X € TrucksJoinsPlatoonStart(X)

= (VY # XO=LeavesPlatoonStart(Y )U JoinsPlatoonComplete(X)))

Property 15. A platoon X can only join another platoon Y, of size n, by adjoining
its leader to the rear end of Y (no interleaving).

O(MergedPlatoons(X,Y) = Succ(Y,) = X1 AVT € X, Suce(T) € X ANVT €

Y, Pred(T) € Y

Table 4.1 shows the performance results for all queries executed, both for local and global
properties. The detection latency across all queries has excellent results and demonstrates
the applicability of DRIVE in the real world. Additionally, as we are able to verify all

properties (i.e., detected 100% of violations for all properties), our framework enables the
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platooning vehicles to verify their local properties by themselves and, after joining a platoon,
they can contribute to the verification of the global behavior. By doing that, the platoon
does not have the need to collect new information, only the sharing of the existing data is

required.

Table 4.1 shows the number and latency of trigger, function, and table creation according
to the complexity of the property: n triggers are required to detect n state changes (e.g., a
change in a specific value). If checks of sub-properties, nested, or higher-level properties are
needed, it is possible to create functions that support them. Finally, a stored procedure for
global-level monitoring is required, and it takes computing power equal to the Latency of

Table 4.1, calculated as shown in Figure 4.3 as: Timepetected — 1T1MEFqiture-

In this experiment, the system is also verified by periodically executing queries (not by event
trigger), and in the worst case, 11 ms requires 1.1 % out of the 1000 ms periodic query,
assuming that we have an empirically-defined 1-second period. Since several independent
queries benefit from the database system’s compiled query cache and parallel execution,
the actual execution of all properties p;-p, converges within 30 ms latency on average.
The average is close to 1/3 of the shortest latency required by tasks in truck platooning

applications, meaning that latency does not affect application performance.

4.3.2 Preliminary Result from A Use Case

While not the primary focus of DRIVE, which aims to provide a methodology for performing
distributed runtime verification, we conducted preliminary experiments to showcase how

applying this distributed runtime verification can be beneficial to autonomous systems.

In this experiment, we show that DRIVE can smooth out the brake intensity curve of a

follower truck in an emergency braking scenario. Vehicles can significantly benefit from

61



0.25

0.20

o
N
[6)]

Brake Intensity
o
=

0.05

0.00

-0.05

0.25

0.20

o
N
@]

Brake Intensity
o
S

0.05

0.00

-0.05

Figure 4.7: Benefits from Distributed Runtime Verification.

—— Leader
—— Follower
__ —— Emergency Brake

50 100

150 200

Simulation Step

(a) Brake Intensity without RV.

] —— Leader
—— Follower
—— Emergency Brake

AVANN

50 100

150 200

Simulation Step

(b) Brake Intensity with RV.

62



starting braking actions earlier, in a smooth lower-intensity manner. For instance: (i) it has
a significant negative correlation with the number of crashes [71], which can help vehicles
drive more safely; (ii) it can reduce their fuel consumption considerably [62] and gain up to
17% increase in energy recovery for regenerative-braking-equipped vehicles [83], which can
increase the driving range; and, (iii) it can reduce brake and tire wear by decreasing the
particulate matter emission (PME). A recent study reveals that the brake intensity has a
significant role in particular matter emission: the higher the brake intensity, the more the
PME [66]. Moreover, heavier vehicles, such as trucks, tend to emit more particles and can

benefit greatly from this decrease in particle emission.

The experimental setup consists of a two-truck platoon and a slower passenger car (i.e.,
the obstacle). We use a two-truck platoon without loss of generality; we discuss how this
experiment can scale up at the end of this section. The platoon’s driving speed is double the
obstacle’s, and all cars use the state-of-the-art Cooperative Adaptive Cruise Control (CACC)
car-following model [24]. The obstacle starts at a large distance ahead of the platoon, so the
platoon drives at a fast speed until it suddenly has to brake harshly to avoid a collision with
the obstacle due to its sensing limitations. We then perform this experiment twice, once
with distributed runtime verification and once without it. Finally, we considered a detection
delay of 1 simulation step, as we set the simulation step to match the worst distributed query

latency measured in Section 4.3.1.

Figure 4.7 shows the brake intensity of the platooning vehicles, measured as the negative
speed change in the simulation, over the course of the simulations. On the left plot (Fig-
ure 4.7a), the data depicts the brake intensity of the vehicles without distributed runtime
verification. In this situation, both vehicles have to do emergency braking once the platoon

gets close to the obstacle and the CACC model adjusts its behavior.

The right plot (Figure 4.7b) shows how the vehicles would act with distributed RV. In this

scenario, once the leader performs the initial emergency braking, it sends a notification to
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the follower on the next simulation step, which accounts for the property violation detection
latency. The follower then can start braking earlier to open a gap between itself and the
leader. This proactive measure allows for less intense braking action in future simulation
steps, as the vehicle has already started slowing down earlier and has opened an extra gap

between the vehicle ahead.

The brake intensity reduction is significant, as in the second experiment, the follower vehicle
has to brake at less than 50% of the original intensity from the first experiment. This reduc-
tion allows the follower-vehicle to reduce the amount of torque used in braking, decreasing

the chance of violating the safe limit defined by the vehicle’s safety properties.

These results are promising for the applicability of distributed runtime verification, which
could also produce good results for different scenarios and properties. Finally, although these
results only depict the behavior of a two-truck platoon, the change to a scaled version with
a larger platoon is trivial: the leader would broadcast the notification to all vehicles. Since
each vehicle processes this notification and acts individually, the results for additional trucks

added at the end would be similar to those for the follower truck above.
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Chapter 5

Reasoning About Emergency

Through the deployment of SAFER and DRIVE together, a user can enable the runtime
monitoring of individual and collective systems. However, both frameworks aim to detect
emergent behaviors, and while SAFER, proposes recovery methods, it uses blanket actions
for all anomalies. Thus, there is still a lack in the overall system design, as it does not reason

about the detected unexpected behaviors.

In this chapter, I will analyze a particular type of anomaly that can be detected at runtime:
CAN (Controller Area Network) bus attacks. Modern vehicles are a distributed system by
design, where all their functionality is spread out to different electrical component units
(ECUs) that have specific goals. Due to this distributed design, some vehicles need over 70
ECUs to operate correctly [39]. In order to enable the many ECUs to communicate necessary
information with each other, most vehicles use the CAN bus. Although the industry standard
since 1996 [4], the CAN bus is still vulnerable to attacks from bad actors. Since messages
are neither encrypted nor signed, if a malicious agent can gain access to the CAN bus, it can
read all shared messages and send messages that other ECUs will receive [39, 38, 73, 37].

Such attacks happen in our day-to-day lives outside of academic and industry experiments,
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e.g., [34].

Much work has been proposed in the literature to detect intrusions in the CAN bus, e.g.,
48, 38, 40, 4, 73, 37]. However, similar to SAFER and DRIVE, most Intrusion Detection
Systems (IDSs), e.g., [38, 48, 73, 37|, stop the analysis at the detection stage, so there is no
analysis after an intruder has been detected, and thus do not present pathways to facilitate
safe responses. These proposed frameworks block the messages from being processed at
ECUs but do not analyze if there is a better response for the ongoing attack. Attack type
classification is vital to safety-critical systems as it allows systems to better react to ongoing
attacks and prepare for future ones [45]. The few works that have approached the issue of
attack classification on the CAN bus [40, 4], do not analyze how much overhead their complex
classification models add to the system runtime; and high overheads can compromise safe

responses.

With this lack in the literature in mind, I introduce LOCoCAT (Low-Overhead Classification
of CAN bus Attack Types), an attack-type classification system that can identify what type
of attack the intruder is executing with very little overhead. The proposed approach can ex-
tend any state-of-the-art IDS and adds minimal power, memory, and processing requirements
to the overall system. It works by (i) grouping detected malicious messages into attack blocks,
(ii) calculating discrete features for each attack block, and (iii) using a lightweight classifier
model to identify the type of each attack. We evaluate the applicability of our proposal using
three of the most popular available CAN bus datasets in the literature [38, 73, 37], observ-
ing excellent classification results with low latency in an energy- and resource-constrained

environment.

The rest of this chapter is structured as follows: Section 5.1 discusses the CAN bus protocol,
CAN bus attacks, existing solutions, and their shortcomings; Section 5.2 introduces the
LOCoCAT framework in detail; and, finally, Section 5.3 evaluates LOCoCAT and compares

its results to existing literature.
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5.1 Controller Area Network

The Controller Area Network (CAN) bus is an international standard first defined in 1993,
intending to replace complex automotive wiring with a simple two-wire bus [41]. A CAN bus
differs from most common networks as it allows nodes to send large amounts of data to a
specific destination; instead, a node in the CAN bus broadcasts multiple short messages to all
the nodes in the system. The idea is that if a node broadcasts many short messages on the bus
(e.g., RPM measurements over time), the data should be consistent throughout the network.
However, due to its design, where nodes broadcast their readings to the entire network, and

there is no verification or signing of data, the CAN bus is vulnerable to malicious attacks [18].

5.1.1 CAN Bus Attacks

When the CAN bus was initially proposed, security was not its primary consideration since
it was used to connect very few ECUs and was not accessible by the user [18]. However,
the automotive industry changed drastically over the years, and now there are significantly
more ECUs connected to the CAN bus, and it can even be required by law for the bus to be

accessible for diagnostics [20].

Therefore, although the CAN bus has some security features in its design (e.g., error check-
ing), it can still be attacked. A lack of authentication allows any node to join the network
and communicate with all the other nodes regardless of its intent. A lack of encryption
allows any node, malicious or not, to listen and understand the data. The combination of
these two also allows an attacker to gain knowledge about the system and inject malicious

data back into it.
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5.1.2 Attack Datasets

Three main attack datasets in the literature are openly available and explored by novel work

that proposes new IDSs. They are:

1. SynCAN: introduced by Hanselmann et al. [38], SynCAN is a synthetic CAN bus
dataset, to serve as a benchmark for CAN bus IDSs. SynCAN has up to 4 signal
values per message depending on the ECU sending it, and contains five different attack
types : (i) continuous, (ii) plateau, (iii) playback, (iv) suppress, and (v) flooding.
The length of SynCAN attacks ranges from 4 to 8 seconds. SynCAN is available at

https://github.com/etas/SynCAN.

2. Survival-IDS: introduced by Han et al. [37], Survival-IDS is a dataset containing real
CAN bus data from 3 different vehicles — Hyundai Sonata, Kia Soul, and Chevrolet
Spark. Survival-IDS has up to 8 signal values per message depending on the ECU
sending it, and contains three different attack types: (i) flooding, (ii) fuzzy, and (iii)
malfunction. The length of Survival-IDS attacks is 5 seconds. Survival-IDS is available

at https://ocslab.hksecurity.net/Datasets/survival-ids.

3. Car-Hacking: introduced by Seo et al. [73], Car-Hacking is a dataset containing real
CAN bus data from a Hyundai YF Sonata. Car-Hacking has up to 8 signal values per
message depending on the ECU sending it, and contains four different attack types: (i)
denial of service, (ii) fuzzy, (iii) drive gear spoofing, and (iv) RPM gauge spoofing. The
length of Car-Hacking attacks ranges from 3 to 5 seconds. Car-Hacking is available at

https://ocslab.hksecurity.net/Datasets/car-hacking-dataset

68


https://github.com/etas/SynCAN
https://ocslab.hksecurity.net/Datasets/survival-ids
https://ocslab.hksecurity.net/Datasets/car-hacking-dataset

5.1.3 Intrusion Detection Systems

Many Intrusion Detection Systems (IDSs) have been proposed in the literature to detect CAN
bus attacks. Among them, Hanselmann et al. [38] propose an IDS based on a combination of
various neural networks, achieving around 87% accuracy in detecting anomalous messages on
the SynCAN. Han et al. [37] propose an IDS using heuristic-based algorithms to perform a
survival analysis. Their approach achieves an F1-score of over 95% for detecting each attack
type. Seo et al. [73] propose a neural network based IDS that achieves 97.725% accuracy.

Their model uses a powerful GPU-equipped computer, but no overhead analysis is provided.

Kukkala et al. [48] propose LATTE, an IDS based on a combination of neural networks and
support vector machines to detect CAN bus attacks with an average improvement of 18.94%
in accuracy compared to other previous IDSs for CAN bus data. Additionally, Kukkala et
al. provide a complete overhead analysis of LATTE using an NVIDIA Jetson TX2 as their
platform, where it achieves a latency of 193us. The Jetson TX2 is a powerful GPU-equipped
embedded device often used as an additional ECU in the literature, showing the applicability

of LATTE in a real-world system.

5.1.4 Attack Types

In addition to gaining access to the bus, an attacker can craft malicious messages with
different intents and outcomes. If the attacker has domain knowledge about the vehicle,
they can spoof the RPM gauge and drive gear [73], make the vehicle malfunction [37], or
even steal it by opening its doors and turning it on to drive away [34]. Furthermore, even
if the attacker does not have domain knowledge, they can still affect the vehicle by, e.g.,
flooding the CAN bus to achieve a denial of service attack [38, 37, 73] or sending messages
with random values to make actuation fuzzy [73, 37]. Thus, it is essential to detect CAN

bus attacks and identify the attacker’s intent so the system can react appropriately [45].
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Existing literature that identifies the types of CAN bus attacks is limited. To the best of our
knowledge, [4] and [40] are the only works that analyze CAN bus attacks as a multi-class

classification problem.

Amato et al. [4] propose an IDS for Car-Hacking that uses a neural network model to
classify Car-Hacking attacks in multi-class labels achieving a weighted Fl-score of 96.8%.
However, the authors do not mention the platform where experiments were run or analyze
their approach’s overhead. Hossain et al. [40] propose an IDS for Survival-IDS that uses
a neural network model to classify Survival-IDS attacks in multi-class labels achieving a
weighted F1-score of 98.84%. Their model uses a powerful GPU-equipped desktop computer,
but no overhead analysis is provided. Since neither work provides a complete overhead
analysis and [40] uses a powerful platform, it is unknown whether their approaches are
feasible in the context of a real-time safety-critical system. In Section 5.3, we compare our

approach’s accuracy results with [4, 40] and provide a complete overhead analysis.

5.2 The LOCoCAT Framework

Figure 5.1 outlines the entire process for type classification of attacks on the CAN bus. Fig-
ure b.1la shows an attacker that has gained access to the bus and can send malicious messages.
Next, Figure 5.1b depicts a state-of-the-art IDS from the literature that can detect malicious
messages among normal data in the CAN bus. As a proof of concept, we use LATTE [48] as
the framework’s IDS due to its high accuracy and low latency; however, replacing it in the
overall framework would be easy as new models appear in the literature. Lastly, Figure 5.1c
shows our contribution — a framework that can classify the attack type of groups of malicious
messages detected by the IDS into previously known types. As Figures 5.1a and 5.1b are
well covered in the literature, the rest of this section will focus on Figure 5.1c¢, which is our

main contribution.
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Figure 5.1: Step-by-step process for classifying CAN bus attacks.
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LOCoCAT aims first to quickly, accurately, and non-intrusively identify the type of an
ongoing attack so that the system can choose the best reaction available. Additionally, since
our approach requires an IDS to flag malicious messages and the most accurate IDSs in the
literature (e.g., [48, 38]) use complex models that require a GPU-equipped board to function
(e.g., NVIDIA Jetson TX2), LOCoCAT does not significantly affect the overall overhead

added to the system.

We achieve both of these goals by exploring models that (i) have good accuracy results, (ii)
can run on low-end hardware, (iii) are lightweight, and (iv) have an acceptable latency when

considering the usual length of CAN bus attacks.

Our proposed classification methodology analyzes messages flagged as malicious by an ex-
isting IDS. Firstly, we group malicious messages with timestamps close to each other into
attack blocks. Secondly, we choose a window at the start of the attack blocks to analyze, as
we want a classification result before the ongoing attack ends. Thirdly, we calculate discrete
features for the attack block window, resulting in a finite set of features for all attack blocks,
regardless of how many messages were a part of the attack. Finally, we feed this discrete
featureset into a classifier model to get the attack type. The rest of this section describes

the steps of our approach in more detail.

5.2.1 Attack Blocks and Features

Each CAN bus attack consists of a sequence of messages that the attacker sends during a
short time among the normal messages. Since LOCoCAT already knows which messages
are malicious due to the IDS, we group the malicious messages into blocks while an attack
occurs. An attack block will then have a finite number of features. We calculate three
metrics for each signal in the messages: (i) median, (ii) average, and (iii) standard deviation.

We also count how many messages are a part of this attack block. Overall, we have a total

72



of 13 features for each attack block of the SynCAN dataset [38], as it has up to 4 signals per
message, and 25 features for each attack block of the Car-Hacking [73] and Survival-IDS [37]

datasets, as they each have up to 8 signals per message.

5.2.2 Window Selection

One of the goals of identifying the type of attack is to give the system more information on
how to best react. Thus, it is crucial to have a classification result before the attack is over.
Since the length of each CAN bus attack on the literature datasets [38, 73, 37| range from 3
to 8 seconds, we decided to use at most 1s of the attack for classification. This gives enough
time for the system to decide and execute a reaction to the ongoing attack. Therefore, we
explore models that consider messages up to 50ms, 100ms, 200ms, 500ms, and 1000ms from

the start of the attack.

5.2.3 Model Selection

To develop our framework, we use Python3 with the scikit-learn [67] library to train all
models and run all inferences. Scikit-learn provides an easy way to train and export models
that can run on CPU-only platforms. We consider the following multi-class classification
models available in the library: Adaptive Boosting, Decision Tree, Gaussian Naive Bayes,
k-Nearest Neighbors, Quadratic Discriminant Analysis, and Random Forest. We perform a
parameter grid search for each model to find the best results considering each window length
option. The results shown in Section 5.3 are obtained from the best parameter combination

of each model.
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Table 5.1: Weighted F1-Score for Car-Hacking

Model 1000ms 500ms 200ms  100ms 50ms

AdaBoost 73.75% 73.75% 73.75% 73.75% 73.75%
Decision Tree 79.58% 83.33% 97.50% 98.75% 96.66%
Gaussian NB 84.58% 84.58% 97.08% 98.75% 99.16%
kNN 70.83% 76.25% 94.58% 97.08% 95.41%
QDA 20.41% 20.41% 20.41% 20.41% 20.41%
Random Forest 84.58% 84.16% 97.50% 97.91% 97.91%

5.3 Evaluation

All experiments were executed on a Raspberry Pi Zero W with a 1GHz single-core ARMv6
CPU and 512MB of memory, and all scripts and results are made available online at https:
//github.com/cbdm/LOCoCAT. We use three datasets with malicious CAN bus data from
the literature for all experiments: (i) SynCAN [38], (ii) Car-Hacking [73], and (iii) Survival-
IDS [37].

We prepare all datasets for our experiments by (i) filtering out the normal messages, (ii)
creating attack blocks with malicious messages that are part of the same attack, (iii) shuffling
the attack blocks, and (iv) splitting these blocks into 80% for training and 20% for testing.
In the following two subsections, we analyze two different aspects of our approach. First,
in Section 5.3.1, we analyze our proposal’s performance in correctly identifying the ongoing

attack. Then, in Section 5.3.2, we analyze the added overhead of the models.

5.3.1 Correct Classification

Tables 5.1 and 5.2 depict the weighted F1-scores for the different models and windows ex-
plored for the Car-Hacking and SynCAN datasets, respectively. We chose to omit the com-
plete results for Survival-1DS as there were too few attack blocks to make a thorough analysis.

When grouping the malicious messages of each dataset in attack blocks, the Survival-IDS
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Table 5.2: Weighted F1-Score for SynCAN

Model 1000ms 500ms 200ms  100ms 50ms

AdaBoost 77.06% 75.22% 58.71% 60.55% 47.70%
Decision Tree  76.14% 77.98% 71.55% 58.71% 44.03%
Gaussian NB 63.30% 65.13% 59.63% 53.21% 45.87%
kNN 73.39% 68.80% 61.46% 55.04% 43.11%
QDA 41.28% 14.67% 27.52% 23.85% 19.26%
Random Forest 76.14% 77.06% 74.31% 57.79% 53.21%

dataset had only 29 separate attacks, while Car-Hacking (1,200) and SynCAN (545) had
considerably more. However, it is still worth mentioning that a decision tree model was able
to achieve a weighted F1-score of 100% with a 100ms window, which is on par with Hossain

et al. [40], whose work uses a neural network running on a GPU to classify the dataset.

As Table 5.1 shows, our proposal works exceptionally well for the Car-Hacking dataset,
achieving an F1-score of over 99% with a Gaussian Naive Bayes model considering only the
first 50ms of each attack block. These results are extremely promising to the applicability
of our approach in a real-world system, as using a resource-constrained platform with very
low power requirements, we can still achieve outstanding classification results for a 4-class
problem. LOCoCAT is vastly superior to a random classifier, where a scikit-learn Dummy-
Classifier model was able to achieve 27.91%. It also shows better F1 scores than the existing
work that analyzes this dataset as a multi-class problem — Amato et al. [4] propose a neural

network model that achieves an Fl-score of 96.8%.

Although the scores for the SynCAN dataset shown in Table 5.2 are not as high as the ones
observed for Car-Hacking, the results are also promising. The SynCAN dataset contains one
extra attack, which brought the DummyClassifier F1-score down to 27.52%. Unfortunately,
to the best of our knowledge, no other work has analyzed the SynCAN dataset as a multi-
class problem, so we cannot compare our results to other existing literature. Nonetheless,

LOCoCAT can achieve an Fl-score of nearly 78%, using a decision tree and the first 500ms
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Table 5.3: Average Inference Latency (ms)

Model 1000ms 500ms 200ms 100ms 50ms
AdaBoost 93.6 25.9 68.7 69.2 68.7
Decision Tree 3.3 3.3 3.3 3.3 3.3
Gaussian NB 9.2 9.2 9.2 9.3 9.3
kNN 15.6 15.5 15.4 15.5 15.6
QDA 15.5 15.5 15.5 15.5 15.5

Random Forest 75.7 52.1 40.4 33.4 59.5

of each attack, which is an improvement of over 2.8X on the DummyClassifier.

5.3.2 Framework Overhead

First, we look at the inference latency, as we want the classification process to conclude
before the attack is over to allow the system to react. Table 5.3 shows the average latency in
ms for each model-window combination over a total of 174,500 inferences. The two models
that perform most accurately, Gaussian Naive Bayes (50ms) and Decision Tree (500ms) (see
Section 5.3.1), had very low inference times with 9.3ms and 3.3ms. For the Car-Hacking
dataset, this would account for a total classification time of 59.3ms — 50ms of receiving
messages and 9.3ms of inference. Since the Car-Hacking attacks range from 3s to 5s, the
system would have at least 2.94s to react. For the SynCAN dataset, this would account for
a total classification time of 503.3ms — 500ms of receiving messages and 3.3ms of inference.
Since the SynCAN attacks range from 4s to 8s, the system would have at least 3.49s to react.
In both cases, the system should have enough time to choose and deploy the appropriate

reaction for the ongoing attack type.

Next, we analyze the space requirements. Table 5.4 shows the average sizes in KB for each
considered model. The most accurate models, Gaussian Naive Bayes (50ms) and Decision
Tree (500ms), would only require 1.9 KB and 5.8 KB, respectively. These sizes are much

smaller than more complex neural network models in the literature, e.g., LATTE requires
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Table 5.4: Average Trained Model Size (KB)

Model 1000ms 500ms 200ms 100ms 50ms
AdaBoost 174.2 56.0 174.2 1742 174.2
Decision Tree 42.4 5.8 3.4 4.3 13.2
Gaussian NB 1.9 1.9 1.9 1.9 1.9
kNN 1496.5 1496.5 1496.5 1496.5 1496.5
QDA 156.6 156.6  156.6 156.6  156.6

Random Forest 40.2 19.1 228.4 20.3 26.9

1,439 KB [48].

These results show the feasibility of running LOCoCAT under strict resource constraints.
Additionally, by using a low-power platform such as the Raspberry Pi Zero W, we can
significantly reduce the power consumption we add to the system. A Raspberry Pi Zero W
operating at its maximum CPU usage consumes 1.512W [58], whereas an NVIDIA Jetson

TX2 can use nearly ten times that at 15W [64].
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Chapter 6

Conclusion and Future Work

Autonomous vehicles (AVs) have emerged as the future of transportation and promise many
benefits as they become more widely adopted [69]. However, as complex safety-critical
cyber-physical systems, AVs face many challenges. In particular, AVs must correctly and
safely operate in real-world scenarios that are hard to predict at design time and, in most
cases, unfeasible to explore all possibilities. Therefore, much work has to be done to ensure
that AVs can operate correctly in the face of uncertainty and unexpected situations. This
dissertation introduces three frameworks to help with such concerns: SAFER, DRIVE, and
LOCoCAT.

First, the SAFER methodology aims to detect emergent (mis)behaviors to ensure the reli-
ability and safety of complex systems. SAFER’s utility is illustrated through four diverse
case studies, with a greater focus on a safety-critical Collision Avoidance system. Across all
case studies and experiments, SAFER showed an average of 83.82% F1 score for PSM-guided
anomaly detection. This score is on par with the current state of the art, with the advantage

of being applicable to diverse systems.

Next, this dissertation introduced the DRIVE methodology, which aims to enable distributed
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runtime verification in collective autonomous systems. Through a state-of-the-art-based
truck platooning case study, the usefulness of the proposed approach is validated. Across
the experiments, the distributed runtime verification detected all safety property violations,
with most queries resolved under 1 ms and a maximum latency of 11 ms, demonstrating
the feasibility of deploying DRIVE in practice. Additionally, preliminary results support the
benefits of using DRIVE as a distributed verification method to gain energy efficiency and

braking wear-out.

Lastly, this dissertation proposes LOCoCAT, a framework that can identify the type of
ongoing attacks on the CAN bus with very little overhead. LOCoCAT’s efficacy is evaluated
using three existing datasets used in the literature to develop intrusion detection systems for
the CAN bus, and we can accurately classify attacks with better results than related works.
Additionally, the classification latency is appropriate for the attack lengths, as it allows the
system plenty of time to react, and the memory and power requirements are much lower

than related works.

Through the combination of SAFER, DRIVE, and LOCoCAT, the work in this dissertation
contributes to enabling individual and collective systems to detect unexpected situations and
reason about them at runtime. Additionally, it lays the groundwork for a rich set of future
work. SAFER enables future work such as complex verification with anomaly detection
via unmodified open-source Common Vulnerabilities and Exposures (CVE) cases, detection
latency analysis, and hardware implementation for non-intrusive monitoring for detection.
DRIVE can be extended to enable vehicles to automatically modify their reactions according
to the sensed data with online runtime verification and continue our experiments on the
ancillary benefits of energy efficiency and truck lifetime. It would also be interesting to
extend the current experiments from SUMO to TruckSim !, which can produce results with

more detailed physics and extended traffic simulations. Combining the TruckSim results

Thttps://www.carsim.com /products/trucksim/
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with small-scale simulations would enable a digital twin [44] analysis of DRIVE, as we can
connect the physics-rich results from TruckSim with real-world experiments using truck
models. LOCoCAT can be expanded to work with attack types that are unknown to the
system or are a mix of existing attacks. Additionally, as its overhead results show extreme
promise, an analysis to explore the feasibility of running it on a platform with even lower

resource requirements, such as the Raspberry Pi Pico, would be interesting.
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