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Investigation of STEEP Using Phase-Shift-Keying
Signaling for Secure Communications

Moontasir Rafique and Yingbo Hua

Abstract—Secret-message transmission by echoing encrypted
probes (STEEP) using phase-shift-keying (PSK) constellation
of asymmetric sizes is investigated, and compared with a
prior scheme which is limited to binary signaling. While both
schemes can yield positive secrecy rates over a wiretap channel
with eavesdropping channel being stronger than user’s, PSK-
STEEP is more general and results in higher secrecy rates than
the prior scheme. The secrecy rate of PSK-STEEP is shown to
be increasing with the size of PSK constellation in phase 1 but
is maximized by a binary PSK constellation in phase 2.

Index Terms—Secure communication, physical-layer secu-
rity.

1. INTRODUCTION

Secure communications between two nodes (or users)
with limited pre-shared secrecy is an important problem, for
which the existing solutions fall under two broad categories.
One is known as cryptography, which is largely based on
certain functions that are computationally hard (but not
impossible) to invert. The other is physical layer security,
which is based on information-theoretic security and is
unbreakable by computation. This paper is concerned about
the latter.

The problems of physical layer security are typically
divided into two groups: wire-tap channel (WTC) problems
since Wyner’s work in 1970s [1], and secret-key generation
(SKG) problems since Maurer’s work in 1990s [2]. Although
the benefits from solving WTC and SKG problems can be
both quantified by a common measure such as the number
of secret bits mutually established by two nodes against an
eavesdropper (Eve), most works on WTC continue to require
Eve’s channel to be weaker (at least in some time windows)
than users’ in terms of channel gains and/or number of
antennas [3], and most works on SKG continue to require
reciprocal and randomly fading channels between users [4].
Very little of the synergy between WTC and SKG has been
exploited until recent years [S]-[11].

The two-way scheme in [5]-[6] and the scheme called
“secret-message transmission by echoing encrypted probes
(STEEP)” in [8]-[11] are related. But the former scheme is
limited to binary signaling while the latter is much more
general and includes the former as a special case. STEEP
is a round-trip scheme with two phases of transmission: a
probing phase (phase 1) from node 1 to node 2, and an
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echoing phase (phase 2) from node 2 to node 1. Inspired by
SKG capacity and an encryption lemma [8], STEEP enables
an application of WTC coding in phase 2 to achieve a
positive secrecy rate, under an asymmetric power allocation,
even if Eve’s receive channel is constantly stronger than
user’s. Unlike numerous prior works such as [12], [13],
STEEP does not need secure feedback channel, or require
legitimate users to know Eve’s channel; nor does STEEP
require full-duplex or collaborative 3rd party.

In this paper, we dive deeper into a special case of STEEP
where asymmetric phase-shift-keying (PSK) signaling is
used in phases 1 and 2. One advantage of PSK is its tolerance
to nonlinearity of amplifiers and/or channels. We will start
with a description of the WTC system of interest and PSK-
STEEDP, followed by secrecy analysis of PSK-STEEP and a
revisit of the prior scheme in [6]. The secrecy performances
of the two schemes are compared via simulation results
based on selected cases and satellite channel models.

II. ROUND-TRIP WTC SYSTEM

Let us consider a round-trip WTC system as follows. Let
x1(k1) be the signal transmitted by node 1 in phase 1, and
the corresponding signals received by node 2 and Eve are
respectively

y1(k1) = z1(k1) + w1 (kr), (1
yp1(k1) = z1(k1) +wgi (k). ()

Let z5(k2) be the signal transmitted by node 2 in phase 2,
and the corresponding signals received by node 1 and Eve
are respectively

Y2(k2) = z2(k2) + wa(ks), 3)
yp2(k2) = x2(k2) + wpa(ka). “4)

The sample indices k; and ko for phases 1 and 2 respec-
tively will be dropped for notational convenience. But our
discussion will mostly refer to an arbitrary k; € {1,--- , K}
and the corresponding ky; = k. We will also assume a
sufficiently large K for the validity of secrecy rate to be
discussed.

Here all channels are SISO AWGN channels. Without
loss of generality, all channel gains are normalized to be
one, but the (zero-mean) noises wy, we, wgy and wgy have
the variances 0%, 03, 0%, and 0%, respectively. We will
denote the PDF of the circular complex Gaussian distributed



random variable X with mean m and variance o2 by

CN(m,0%) = —L; exp (— |$;72"|2

In all conventional WTC coding schemes [3], there is no
dependency between x; and xo. In this case, the achievable
secrecy rate in each phase is zero if oy = 0% /0%, > 1 and
g =03 /0%, > 1.

Unlike all conventional WTC schemes, STEEP is a round-
trip scheme where node 2 chooses zo as an encrypted
function of z;. The secret used by node 2 to encrypt
this function is meant to be received by node 1 after the
transmission in phase 2.

III. PSK BASED STEEP

In this work, we assume that x; is a random symbol of
unit power from M;-PSK constellation Cjy,. Furthermore,
x9 is defined to be (a multiplicative encryption of ss by Z7)

To = 52'182 (5)

where 77 is the MMSE estimate of z; from g, and so
is a random (secret) symbol of unit power from Ms5-PSK
constellation Cpy,. It is known that

D arecy, TS (yile)
=G(y1). (6)

> cen, Fila)

Here f(yi|x1) denotes the PDF of y; given xj, i.e.,

CNy, (z1,07). We will also consider the following choice
of xo:

T = E{zi|y } =

To = T} 82 @)

where 7/ is the LMMSE estimate of z; from y, i.e.,
B =y/(1+0) =G'(1). ®)

IV. SECRECY RATE ANALYSIS OF PSK-STEEP
Applying the established WTC theory to the above trans-

mission in phase 2, an achievable secrecy rate from node 2
to node 1 via WTC coding on s is

Co L (s0; 21, y2) — (525 y8) = I(s2; yalar) — I(s2;y )
= H(sz2lyr) — H(s2|z1,y2) )

where Y = [yg1,yr2|T. Note that ; is unknown to node
2 but known to node 1 (used for =), and is independent of
So (used for g). Since the transmission of each sample of so
from node 2 requires a sample of x; previously transmitted
from node 1, the above Cj is in (secret) bits per round-trip
sample interval. It follows from (9) that

S: YE{ Z

(s2lyE)logp(szlye)}

82€CM,
+ Eqy 0 { Z (s2|z1,y2) logp(sa|z1,y2)}.  (10)
52€CM,
Here
f(yels2)
p(s2lyr) = an
ZS2€CA12 f(yE|82)

where f(ypls2) = 51 Y ecy, fupLle)f(yp2ley, s2).

flypile1) is CNyp, (z1,0%,). and f(ymalzi,s2) =
Ey, {CN s, (G(z1 + w1)s2,0%,) }. Furthermore,

f(y2|x17 52)
ZSzGCMQ f(yalz1, 52)

with f(y2‘x17 32) = Ewl {CNyz (G(‘Tl + w1)827 J%)}

In [6], both M7 and M5 are limited to be 2, and ;1 in (5)
is chosen to be a binary hard decision on z;. While both
hard and soft decisions at Eve are considered in [6], they
also assume that node 2 only makes a binary hard decision
on so.

The above described C' in (10) for PSK-STEEP with any
My, > 2 and M5 > 2 is based on soft-decision at both node
1 and Eve, i.e., for each symbol of s, node 1 and Eve
yield p(sz2|z1,y2) and p(sa|yg) respectively. And the final
decoding of the packet containing a stream of sy symbols
is based on p(sa|z1,y2) at user 1, or on p(s2lyg) at Eve.

To make a comprehensive comparison with [6], we will
also examine the situations where node 1 and/or Eve make
a hard decision on each symbol of sy for My = 2. Note
that PSK-STEEP always chooses an estimate of z; (rather
than a hard decision on z;) by node 2 in phase 1 for any
M; > 2, which is in contrast to [6] where only M; = 2 is
chosen and only hard decision on x; is made by node 2 in
phase 1.

p(s2|T1,92) = (12)

A. For My =2

Let p.p be the error rate of making (optimal) hard
decision on sz by Eve using y g, and pji be the error rate
of making (optimal) hard decision on sy by user 1 using z;
and ys. Also let

—p)log(1 —p). (13)

If Eve applies hard decision on each sg, then H(sz|yg) in
(10) should be replaced by h(p|g). Similarly, if node 1 (or
user 1) applies hard decision on each so, then H(sz|z1, y2)
in (10) should be replaced by h(p.|r).

It should be clear that H(52|yE) > h(pe|g) if and only if
Ip(s2lyEe)— 3| < |pejp— |- And a similar statement applies
to H(sz\xl’m) vs h(pejv)-

1) Secrecy rate of PSK-STEEP for My = 2: If the hard
decision is made at both node 1 and Eve, then (10) is
replaced by

h(p) = —plogp — (1

h(pejvr)- (14)

Here p denotes PSK-STEEP, and p z denotes hard deci-
sions at node 1 and Eve.

If the hard decision is made at node 1 but soft decision
is made at Eve, then (10) is replaced by

Cspus =By, {n(ee(ye))} —h@eu)  (15)

where eg (yg) = p(32|yE)82:1 which is (11) with s9 =1
and M> = 2. Note that Co = {1, —1}.

Cs.pa,H = h(Pe|E) —



If the soft decision is made at both node 1 and Eve, (10)
is replaced by

Cs,ps,5 =By {n(ep(yn))} — Eoy g, {n(ev(z1,91))}
(16)
where ey (z1,y1) = p(s2|r1,y2),,—, which is (12) with
My =2.
If the soft decision is made at node 1 but hard decision
is made at Eve, then (10) is replaced by

—Egy o {h(ev(21,92))}. (A7)

2) Maximum likelihood decision at node 1: The (opti-
mal) hard decision Sy on sz at node 1 is the maximum
likelihood decision, i.e.,

Cs,p5,5 = h(pe|E)

Soip = arg max f(yz|z1,s2), (13)

52€Cn,
where f(y2|xla 52) = Eun {CNyz (G(Il + w1)527 J%)}

If the MMSE estimate G(y1) of x; is replaced by
the LMMSE estimate G'(y;) of xi, then f(ya|z1,s2) =
CN (1+02x13271+02 +02

3) Maximum likelihood decision at Eve: The (optimal)
hard decision S5 on so by Eve using yg is the following
maximum likelihood decision:

91 = arg ,Inax f(yEels2) (19)
S2

My

where

f(yels2) = f(ye1, ym2ls2)
=Eup w {f(WEr]l21) f(yp2|G (21 + w1)s52)}

- Milel{ Z fye1lz1) f(yp2|G(z1 + w1)s2)}

z1ECMy

with f(ypilz1) = CNyg (21,0%,) and f(ypa|G(a1 +
w1)32) = CN(G(Z‘l + ’w1)82,0%~2).

If the MMSE estimate G(y;) is replaced by the LMMSE
estimate G’ (y1), then

~/
Yg2 = T1S2 + WE2 = I J%ZC182 + T U%w182 + wgs
and hence
f(yE|52) = a5 Z CNyEl (xlvngl)
z1€CM;
1 0'% 9
CNyE2 (O_%LIHSQ, m + Or2 | - (20)

V. REVISIT OF THE PROTOCOL IN [6]

In order to have a precise comparison between our PSK-
STEEP and the scheme in [6], let us revisit the latter below.
In phase 1, node 1 sends a sequence of binary symbols
(=1)% € {1, —1} (or equivalently b; € {0,1}), and node 2
and Eve receive y; = (—1)" +w} and yp1 = (—1)" +wly,

respectively. Also node 2 makes a binary decision by on by
based on y;. The decision error is

Q(1/a1) (21)

Here w} and w'y, are equivalent to the real parts of w; and
wp respectively. Then of? = Jo7.

In phase 2, node 2 generates a uniform binary bit by €
{0,1}, and transmits b; @ by (Exclusive OR) via public
channel. So, node 1 can make a decision on by by computing
bg =b @bl @® by = Aby @by with Ab1 =b @bl The error
rate of bg is the same as that of bl, which is p. as shown
above.

As discussed next, two options of decision on by at Eve
are considered in [6].

Pe =

A. Hard decision on by at Eve

The optimal hard decision 32‘ g on by by Eve is based
on her knowledge of yp1 = by + wgy and b = by ® by =
Aby @ by @ by. It follows that

132|E = argmax f(yE1,b|b2) (22)
2

where f(yg1,b|b2) is the joint (probability-density and prob-
ability) distribution of yz1 and b given b2. We know

Zf (yE1,b,b1|b2) = Zf (ye1,b|b1, ba)

pr blby, ba) f

Here p(0[b1,b2) = pe if by # bo, (O\bl,bz) =1—pe if
by = b, and f(yg1|b1) :N(( 1) 072 ) Hence

1

f(yElv b|b2

(yE1]b1)- (23)

F(ye1,blb2) = 5 [P(6]0, b2) £ (y£1|0) + p(bI1, b2) f (y£1[1)]
_ 1 A, (b, b2) = (170)1 (07 1);
_2{B7®wﬁ=ﬂiﬂ&®; o

where A = p. f(yp110) + (1= p) f(y 1) and B = (1 —
pe) f(yE1(0) + pe f(yp1[1).
Let p/ 5= P{by g # b2} where P denotes the probability
of a condition. Then
Pop = P{I;2|E = 1|by =0}
= P{byp = 1|b=0,by = 0}P{b = 0[b, = 0}
+2{byp = 1|b=1,by = 0}P{b=1|b, = 0}.  (25)

Since b; is uniform, so is b = Ab; @ by @ by given by, i.e.,
P{b=0[by = 0} = P{b=1|b, = 0} = 1. Hence,

1 -
p/e|E = iP{b2|E = 1|b =0,b = 0}

1 .
+ 5P{bap = 1lb=1,0, =0}

1 1
= 3B {A> Blb=0,0, =0} + ;P{A < Blb=1,b, = 0}.
(26)



TABLE I: Key features of PSK-STEEP and a prior scheme in [6]

Methods M, Mo Decision at node 2 in phase 1

Decision at node 1 in phase 2

Decision at Eve | Power from node 2 in phase 2

[6] 2 2 hard
PSK-STEEP | >2 | >2 soft (MMSE or LMMSE)

hard or soft

unlimited
limited or unlimited

hard hard or soft
hard or soft

. 1
Assuming p, < 5, We have

Pp = %P{f(yEl‘l) > f(yE1]0)[b = 0,b2 = 0}
5P Wn0) > fmb =10 =0}, @7
Here
P{f(yE1l1) > f(yE1/0)[b = 0,02 = 0}
= (1= pe)P{f(yr1[1) > f(ym1|0)[b = 0,b1 = 0,b2 = 0}
+peP{f(ye1|l) > f(ye1]0)|b=0,by = 1,by = 0}
= (1 = pe)pe,p1 + Pe(l — pe,E1) (28)
and
P{f(yr1|0) > f(yE1|1)[b = 1,b2 = 0}
= peP{f(yE1]0) > f(ye1[1)[b=1,b1 = 0,ba = 0}
+ (1 = pe)P{f(yE110) > f(ye1[1)|b=1,b1 = 1,by = 0}
(1 — pe)pe,B1- (29)

where p. g1 is the error rate of the hard decision on b; using
yg1. Therefore,

= pe(]- _pe,El) +

+ (1 = pe)pe,E1- (30)

This is the error rate of optimal hard-decision on b, by Eve
based on yg; and b without explicit hard decision on b;.
But the above result shows that the (optimal) hard decision
on by using yg; and b automatically implies the (optimal)
hard decision on by using yp1.

The secrecy rate of the above protocol is

Csp = 1(b1,b;02) — I(yg1, b; b2)
= [H(bg) — H(b2|b1, )] — [H(b2) — H(b2|ye1,b)]
= H(b2|yE1,b) —H(b2|b1,b) 31

Here H(b2|b1,Ab) = H(bQ 5] bl ® b|b1,b) = H(Ab1|b1, b) =
H(Aby) = H(by).
If we replace “by given yg1 and b” by the hard decision

bQ,E, then

Pop = Pe(1 = pe,m)

H(by ) — H(b1) = h(p};5) — h(pe).  (32)

Here Cjp parq is based on hard decision at both nodes 1
and 2 as well as hard decision at Eve.

Cs,p,hard =

B. Soft Decision on by at Eve
The soft decision on b, at Eve is the determination of the

probability of by given yg; and b, which is

>, f(ym]b, br, ba)p(blby, ba)

33
>, Fmilb,br) &3

p(b2|yE17 b) =

where we have used p(by) =
Also note f(yEl\b b1,be) =
N((=1)b1,0%2)). Hence,

f(E1]0)p(b]0,0) + f(ym1|1)p(b[1,0)

p O?JE 7b =
(Ol Feal0) + i)
(I1=pe) f(YE1]0)+pe f(yp1]l) - —_ 0
{ £ f\(5’>’9+1f§)+f§?’<“'1il> et b0
Pet (YEL —Pe YE1 - _
fye110)+f(ye1|l) =1- E(yE1)7 b=1.

Note that p(1|yg1,b) = 1 — p(0|yg1, ). It follows that

p(ba) = § and p(blby) = 3.
f(yE1]b,b1) = f(ye1lb1) =

H(bolys1,b) = B{= > _ p(balym1,b)log p(bs|ym:, b)}
ba
=E{- Zp(bﬂym, 0)log p(b2|yE1,0)}
ba
= E{n(cy(ym))}. (34)

Then the secrecy rate of the above protocol subject to soft-
decision at Eve is

Cs,p,soft = H(b2|yE1’ b) - H(Bl)
= EyEl {h(elE(yEl))} - h(pe)

=5 [ B + Sy~ nm) 39

2 — 00
/ _ (A=pe) fF(Y|0)+pe f(y|1)
where  €5(y) = L TemEh
fwo) = h-ew(-lYh) ad f@) =

1

2
2mo’, exp(— éalz) )
Both (32) and (35) are consistent with the results stated
in [6].
The key features of PSK-STEEP in comparison to the
two-way scheme in [6] are highlighted in Tablze L

For both schemes, we can define oy = 5~ = Zh as
oy 73

Eve’s channel advantage in phase 1, ay = Z& = 24 as
E2 E2

Eve’s channel advantage in phase 2, p; = 2 = —261,2 as the

effective transmission power from node 1 1n phase 1, and
Py = Mﬁ” o 1,2 as the effective transm1ss10n power
from node 2 in phase 2. If the LMMSE estimate &} (instead
of the MMSE estimate 1) of x1 is used for PSK STEEP,

E{z1?} _ 1 ~r2y _ 140}
ot = 3o Note that E{|Z}|°} = (ETE

then po =
and

B(101 ) = By (IG)P} = 5 3 Bu{[Glar + wn)P)

=E,, {|G(1 +w1)*}. (36)

VI. SIMULATION

Due to the PSK signaling, the secrecy rate expressions
shown earlier do not have closed-form expressions. In this



section, we show Monte Carlo simulation results using
up to 10® independent runs. To reduce the complexity of
simulation, we focus on PSK-STEEP using LMMSE, which
is expected to be a lower bound on the secrecy rate of PSK-
STEEP using MMSE.

We will also use Cs_p pard,soft for Cs p m,s, for example.
As in [6], we let p]p,q = maxy, Csphaa and pj on =
maxpy, Cs,p,soft-

A. Selected Cases

Figs. 1a and 1b show that the secrecy rate Cs p g g of
PSK-STEEP is maximized by M, = 2. Here M; = 2, p; =
DY sofi> and p2(dB) = p1(dB) + 15dB. The same finding was
observed for M; > 2 and other choices of parameters.

M,=2,p, =-59dB,p,=9.1dB M,=2,p, =-4.3dB, p, =10.7 dB

0.014 005
2> >Coot-soft 2 ~>Coot-soft
© S
80.012 S0.04
@© ©
[$] o
> >
g oo 80.03
e e
3 3
o 0.008 (7]
0.02
2 4 8 16 2 4 8 16
M2 (Modulation Order) M2 (Modulation Order)

(a) Secrecy capacity vs Mo, for (b) Secrecy capacity vs My for
or =4, a0 =1 ar =2, a3 =1

Fig. 1: Cs p 5,5 versus Ms.

Figs. 2a, 2b, 2c¢ and 2d show that Cs ps.s, Cs p,s.H,
Cs,pu,s and Cs p g g are increasing functions of M,
although they are saturating quickly after M; becomes 4
or 8. Here p;(dB) = 0 and p2(dB) = 15dB in Figs 2a
and 2b. And p, is chosen to be pj ;.4 OF P g5 and
p2(dB) = p1(dB) + 15dB in Figs 2c¢ and 2d.

We see that the use of soft decision at user 1 in phase
2 is not to user’s advantage. Instead, user 1 should apply
the hard decision in phase 2. We also see that the use of
soft decision at Eve is not to Eve’s advantage either. So,
after ruling out soft decision at either user 1 in phase 2 or
at Eve, the resulting secrecy rate of PSK-STEEP should be
represented by Cs p g7 pr.

Furthermore, we see that C;_p g g is positive for all cases
where o« equals 2 or 5 (Eve’s channel is 2 or 5 times
stronger than user’s in phase 1). Although ay is chosen to be
1 in all four figures, the secrecy rate of PSK-STEEP is not
very sensitive to values of ap > 1 since py is 15dB higher
than p;. If oo decreases, the secrecy rate always increases.

Figs. 3a, 3b, 3c and 3d show that PSK-STEEP using
M; > My = 2 outperforms the scheme in [6]. Figs. 3a
and 3b use p; = 0dB, and Figs. 3c and 3d use p1 = D] ;,4rd
or p; = piso t (as functions of «). In all cases here and
later, po is 50dB higher than p; in order to mimic the public
channel assumed in [6] for phase 2. With such a large ps,
typical values of as would not have any impact.

When choosing M7 = My = 2 and hard decision at node
1 in phase 2, PSK-STEEP has the same performance as

M,=2,p, =0.0dB,p,=15.0dB

o
)

Bl cs,P,soﬁ,soﬁ cs,P,hard,soft
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Fig. 2: Cs.ps,s, Cs,ps,u, Cs,pu,s and Cs p g vs M.
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Fig. 3: Comparison between PSK-STEEP and the scheme
in [6]

[6] if Eve also applies hard decision. But if Eve applies
soft decision, PSK-STEEP outperforms [6] even with M; =
My = 2.

An explanation of the above is not straightforward. But in
[6] node 2 makes a hard decision on z; in phase 1, which has
caused Cs p soft < Cs p hards 1.€., sOft decision at Eve is to
Eve’s advantage. But in PSK-STEEP, node 2 uses an (soft)
estimate of =1, which has caused Cs p s > Cs p pr a1,
soft decision at Eve is not to Eve’s advantage. Note that
hard or soft decision at Eve directly affects the first entropy
terms in (14), (15), (16), (17), (32) and (35).



B. Application to satellite channel model

We will follow the satellite channel model given in [6].
Satellites can be Geostationary (GEO), Low earth orbit
(LEO) and Medium earth orbit (MEO). Depending on trans-
mitter, receiver and eavesdropper positions, we have two
different cases. Case I: node 1 is ground-station, node 2
is GEO, and Eve is LEO, MEO or GEO. Case II: node 1 is
GEO, node 2 is ground station, and Eve is LEO, MEO or
GEO.

We consider a RF large scale satellite channel model with-
out considering the impact of small scale fading. We also
consider the situation where Eve has the most advantage.
According to the models shown in [6], the maximum oy
can be shown below:

&1 max,LEO &1 max,M EO
Case | 240 7.2
Case II 1.058 2.25

&1 max,GEO
1.00002
36000

TABLE II: a1 max values for different orbits of Eve.

The optimal values of p; for the scheme in [6] are as
follows. If hard decision is used at Eve, these values of
p1(dB) for LEP, MEO and GEO are (—24.7,-9.5,—1.7)
for Case I, and (—1.9,—4.7,—46.4) for Case II. But if soft
decision is used at Eve, those values are (—25,—10, —2.3)
for Case I, and (—2.5,—5.3, —46.80) for Case IL

Cases | Cswpohard | Cs,pHm | Cs,pHH | CspHH

[6] (M= 2) (My=4) (M= 16)
LEO.I 0.0011 0.0012 0.0016 0.0017
LEO,II 0.2058 0.2063 0.2666 0.2744
MEO,I 0.0360 0.0358 0.053 0.0055
MEO,II 0.109 0.1101 0.1512 0.1551
GEO,I 0.2144 0.2139 0.2812 0.2813
GEO,IT 7.5421e-6 7.63e-6 1.11e-5 1.19e-5

TABLE III: Using hard decision at Eve.

In Tables III and IV, we show the secrecy rates for various
cases. We see that PSK-STEEP consistently outperforms the
scheme in [6]. Note that the averaged secrecy rate of Cases
I and II is also a meaningful metric.

Cases Cs,p,soft C1s,P,H,S CS,P,H,S CS,P,H,S
(6] (M1=2) | (M1=4) | (M1=16)
LEO,I 9.16e-4 0.0029 0.0031 0.0038
LEO,II 0.1649 0.3705 0.4195 0.4200
MEO,I 0.0294 0.0935 0.0957 0.0966
MEO.II 0.0870 0.236 0.2557 0.2570
GEO,I 0.1725 0.3745 0.4325 0.4338
GEO.II 6.110e-6 1.536e-5 2.081e-5 2.272e-5

TABLE IV: Using soft decision at Eve

VII. CONCLUSION

We have investigated STEEP using PSK signaling for
secure communication over a wiretap channel where eaves-
dropper (Eve) has a higher receive SNR than user’s. We
considered PSK of asymmetric constellation sizes: M; > 2

for phase 1, and M, > 2 for phase 2. It turns out that
using My = 2 consistently resulted in the highest secrecy
rate Cs p of PSK-STEEP. We also found that C; p is an
increasing function of M; although C; saturates quickly
when M, is larger than 4 or 8. We also compared C p
with the secrecy rate C,, of the scheme in [6], the latter
of which is restricted to M; = Ms = 2. We found that
Cs p with My = My = 2 is virtually the same as C,
if (symbol-wise) hard decision is performed at Eve. But if
soft decision is performed at Eve, C p is increased while
Cs,p is decreased. This is a surprising advantage of PSK-
STEEP over [6]. A key difference between the two schemes
under M; = My = 2 is that the binary probing symbol z;
transmitted from node 1 to node 2 in phase 1 is estimated
(without quantization) by node 2 in PSK-STEEP, but is
detected (i.e., a binary quantization) by node 2 in [6]. The
results of our investigation indicate that a quantization by
node 1 in phase 1 is not to user’s advantage if Eve performs
soft decision using her observations from both phases 1 and
2. We also applied PSK-STEEP to satellite channel models,
which resulted in positive secrecy rates despite the channel
advantages of Eve over users. These secrecy rates are larger
than those from [6].
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