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Abstract

Probabilistic Performance Analysis of Fault Diagnosis Schemes
by
Timothy Josh Wheeler
Doctor of Philosophy in Engineering-Mechanical Engineering
University of California, Berkeley

Professor Andrew K. Packard, Co-chair
Professor Peter J. Seiler, Co-chair

The dissertation explores the problem of rigorously quantifying the performance of a fault
diagnosis scheme in terms of probabilistic performance metrics. Typically, when the perfor-
mance of a fault diagnosis scheme is of utmost importance, physical redundancy is used
to create a highly reliable system that is easy to analyze. However, in this dissertation, we
provide a general framework that applies to more complex analytically redundant or model-
based fault diagnosis schemes. For each fault diagnosis problem in this framework, our
performance metrics can be computed accurately in polynomial-time.

First, we cast the fault diagnosis problem as a sequence of hypothesis tests. At each
time, the performance of a fault diagnosis scheme is quantified by the probability that
the scheme has chosen the correct hypothesis. The resulting performance metrics are
joint probabilities. Using Bayes rule, we decompose these performance metrics into two
parts: marginal probabilities that quantify the reliability of the system and conditional
probabilities that quantify the performance of the fault diagnosis scheme. These conditional
probabilities are used to draw connections between the fault diagnosis and the fields of
medical diagnostic testing, signal detection, and general statistical decision theory.

Second, we examine the problem of computing the performance metrics efficiently
and accurately. To solve this problem, we examine each portion of the fault diagnosis
problem and specify a set of sufficient assumptions that guarantee efficient computation. In
particular, we provide a detailed characterization of the class of finite-state Markov chains
that lead to tractable fault parameter models. To demonstrate that these assumptions enable
efficient computation, we provide pseudocode algorithms and prove that their running time
is indeed polynomial.

Third, we consider fault diagnosis problems involving uncertain systems. The inclusion
of uncertainty enlarges the class of systems that may be analyzed with our framework. It
also addresses the issue of model mismatch between the actual system and the system used



to design the fault diagnosis scheme. For various types of uncertainty, we present convex
optimization problems that yield the worst-case performance over the uncertainty set.

Finally, we discuss applications of the performance metrics and compute the perfor-
mance for two fault diagnosis problems. The first problem is based on a simplified air-data
sensor model, and the second problem is based on a linearized vertical take-off and landing
aircraft model.



Soli Deo gloria.
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Chapter 1

Introduction

In safety-critical applications, a system must not only be highly reliable, but that reliability
must be certifiable in some way. For example, the Federal Aviation Administration (raa)
requires designers of civil aircraft to demonstrate that their products will have no more
than 1079 catastrophic failures per flight-hour [18]. Such demonstrations are based on two
factors: the reliability of the system hardware in a given operating environment and the
ability of the system to detect when that hardware has failed. In the aviation industry, both
of these issues are addressed by the use of parallel redundant components [18,103,104]. This
type of redundancy, known as physical redundancy, ensures the availability of the system,
even in the presence of component failures. In a physically redundant configuration, a failed
component is detected by directly comparing the behavior of each redundant component.
Hence, these schemes tend to detect faults accurately, and their performance is relatively
simple to certify using fault trees [41,77].

However, in some applications, such as unmanned aerial vehicles (uavs), the designer
cannot afford the extra size, weight, and power needed to support multiple redundant com-
ponents. In such situations, the analytical redundancies between dissimilar components
can be exploited to detect faults. More specifically, mathematical models of the system are
used to establish analytical relationships that hold only when the constituent components
of the system are functioning properly. Then, when a component fails, one or more of these
relationships is violated and the failure can be detected and diagnosed. This approach,
known as model-based fault diagnosis [24,48], certainly reduces the number of individual
components needed; however, there are two main drawbacks to consider. First, merely iden-
tifying a fault cannot prevent system-wide failure if the failed component is indispensable
(i.e. no other components can perform the same critical function). Second, the performance
of fault detection schemes based on analytical redundancy can be difficult to quantify if the
analytical relationships are dynamic or nonlinear. While the first difficulty is unavoidable,
this dissertation addresses the second difficulty.

Although there is a vast body of literature on model-based fault diagnosis (see [9, 24, 48]
and references therein), little attention is given to the rigorous performance analysis of
model-based fault diagnosis schemes. In this dissertation, we present a set of probabilis-



tic metrics that rigorously quantify the performance of a reasonably general class of fault
diagnosis schemes that includes many model-based schemes. Of course, such metrics
are only useful if they are efficiently computable. Monte Carlo methods [79] provide a
general-purpose solution to this problem, but it can be difficult to quantify the error present
in the results. Moreover, component failures are inherently rare by design, so a thorough
Monte Carlo analysis would entail the subtleties and complications of rare-event simu-
lation [1]. In this dissertation, we take a more practical approach—we establish a class
of linear systems and fault diagnosis schemes for which the performance metrics can be
efficiently computed without resorting to approximations. We also consider the effects of
adding uncertainty to various aspects of the fault diagnosis problem. Again, emphasizing
the need for computational tractability, we describe a set of uncertainty models for which
the worst-case performance can be efficiently and accurately computed without the need
for approximation.

1.1 Thesis Overview

The terminology and notation used throughout this dissertation are established in Chapter 2.
For the sake of brevity, only the most basic concepts of probability and reliability theory
are introduced. In addition to the core definitions, we present two probabilistic models for
component failure times. In this chapter, we also give a brief survey of the field of fault
diagnosis. After defining the key terminology used in fault diagnosis, we present a survey
of some of the most popular techniques used to design fault diagnosis schemes, and we
discuss some of the strategies used to design more reliable systems. Finally, we present a
survey of the existing performance analysis techniques that can be found in the literature.

Chapter 3 examines the quantitative performance analysis of a class of fault diagnosis
problems, in which faults affect the system via a stochastic parameter. First, we cast the
problem of fault detection as a sequence of hypothesis tests regarding the value of the fault
parameter at each time. Building on the vast hypothesis testing literature, we establish a
set of joint probabilities that fully quantify the time-varying performance of a given fault
diagnosis scheme. Bayes’ rule is then used to decompose these performance metrics into
two parts: conditional probabilities that characterize the performance of the fault diagnosis
scheme and marginal probabilities that characterize the reliability of the underlying system.
The receiver operating characteristic, a popular tool in hypothesis testing, medical diagnostic
testing, and signal detection theory, is used to develop a set of informative visualizations.
Finally, the performance analysis framework is extended to the more general problems of
fault isolation and fault identification.

In Chapter 4, we examine the computational issues involved in evaluating the perfor-
mance metrics. By examining each component of the fault diagnosis problem separately,
we arrive at a set of sufficient conditions and assumptions, which guarantee that the per-



formance metrics can be computed in polynomial time. In particular, we state and prove a
number of theoretical results regarding Markov chains with finite state spaces. In this chap-
ter, we also explore a simplified class of systems, based on independent faults with additive
effects, for which the performance metrics can be computed even more efficiently. Finally,
we present pseudocode algorithms for computing the performance metrics and we prove
that their running time is indeed polynomial, given that the aforementioned conditions are
met.

Chapter 5 extends the results of Chapters 3 and 4 by considering fault diagnosis prob-
lems with some uncertain aspect. In particular, we examine systems with uncertain inputs,
unknown disturbances, uncertain fault signals, and unmodeled or uncertain system dynam-
ics. For each type of uncertainty, we consider the problem of computing the worst-case
values of the performance metrics over the given uncertainty set. Hence, these performance
analyses take the form of optimization problems. We show that, under some reasonable
assumptions, these optimization problems can be written as convex programs, which are
readily solved using off-the-shelf numerical optimization packages.

Chapter 6 describes some practical applications of the performance metrics and demon-
strates these applications on numerical examples. More specifically, we discuss how the
performance metrics can be used in engineering applications such as trade studies, se-
lecting a fault diagnosis scheme, and safety certification. We demonstrate some of these
applications using two examples. The first is an air-data sensor system, which measures an
aircraft’s airspeed and altitude. The second example is a linearized model of the longitudinal
dynamics of a fixed-wing vertical take-off and landing (vroL) aircraft.

Finally, Chapter 7 summarizes the conclusions drawn from this research work and
discusses some avenues for future research.

1.2 Thesis Contributions

1. Performance of fault detection schemes: In Chapter 3, we present a rigorous proba-
bilistic framework that can be used to assess the performance of any fault diagnosis
scheme applied to a system with a parametric fault model. Unlike existing perfor-
mance analyses, the performance metrics produced by this framework capture the
time-varying nature of the fault-diagnosis problem. Moreover, this framework can be
applied to the problems of fault detection, fault isolation, and fault identification.

2. Time-complexity analysis: By closely examining the time-complexity of each step
in computing the performance metrics, we arrive at a broad class of fault diagnosis
problems for which our performance analysis is computationally tractable.

o Efficient Algorithms: We present algorithms for efficiently and accurately computing
the performance metrics without resorting to Monte Carlo methods or approxima-



tion.

o Complexity of Markov Chains: We establish sufficient conditions on the structure
of a finite-state Markov chain, which guarantee that the number of paths with
nonzero probability grows polynomially. For time-homogeneous Markov chains,
the conditions are necessary, as well as sufficient. In each case, the conditions are
easily and efficiently verified using a graph-theoretic test.

3. Worst-case performance of fault detection schemes with uncertain elements: We
extend our performance analysis by considering systems with uncertain input signals
and model uncertainty. The worst-case values of the performance metrics are defined
as the optimum points of two optimization problems. We show that, under reasonable
assumptions, these optimization problems may be written as convex programs that
are easily solved using off-the-shelf numerical optimization routines.



Chapter 2

Background

2.1 Introduction

The purpose of this chapter is to establish the context and background for our discussion
of probabilistic fault diagnosis problems. First, we provide a brief summary of the key
definitions of probability theory. Then, we review some standard terminology and definitions
from reliability theory. Finally, we provide a brief survey of fault diagnosis. This survey
includes a list of commonly-used terminology, an outline of the key techniques used to
design fault diagnosis schemes, and some comments on existing performance analyses for
fault diagnosis problems.

2.2 Probability Theory

In this section, we review the basic definitions of probability theory and establish some
notation. A complete survey of probability theory is beyond the scope of this dissertation,
and the informal definitions stated here are only meant to clarify the subsequent usage of
probability notation. See Rosenthal [81] or Williams [99] for a rigorous measure-theoretic
introduction to probability theory, and see Papoulis and Pillai [72] or Jazwinski [50] for an
introduction to stochastic processes.

2.2.1 Foundations

Suppose that Q2 is a nonempty set called the sample space. Each point w € Q is an outcome.
Assume that % is a g-algebra of subsets of Q). Each set E € & is called a event. Let P be a
measure on the measurable space (Q2, %), such that P(Q2) = 1. Then, P is called a probability
measure and the triple (Q, %,P) is called a probability space.

Given a space S, let 9 be a topology defined on S. Then, a Borel set is any subset of S that
can be formed by taking a countable union, a countable intersection, or the complement of
open sets in 9. The collection of Borel sets in S, denoted Z4(S), forms a o-algebra known as
the Borel o-algebra. We use the simpler notation 28 when the space S is clear from context.



Given an event B € & with P(B) > 0, the conditional probability of any event A € &,

given B, is defined as
P(ANB)

P(B)

Essentially, the function P(e | B) is a probability measure on the space (B,%), where

P(A|B) =

4G ={AnNB:Ae F}cZ.

Note that the conditional probability P(A | B) is undefined if P(B) = 0.

2.2.2 Random Variables

Given a probability space (Q2,%,P) and a measurable space (S,8), a random variable is
a measurable function x: Q — S. That is, for all E € &, the preimage x !(E) is in &. In
this dissertation, we mainly use random variables taking values in the measurable space
(R”,%(R”)). Given a random variable x and a measurable set B € 28(R"), the event

x'(B)={weQ: x(w) e B}

is often written using the informal notation {x € B}. The cumulative distribution function
(cpF) of x is defined for all c € R” as the probability

Pio)=P({xi=calnix<cln--nix, <cul).

Informally speaking!, the probability density function (pDF) of x is a function p,: R" — R,

such that
P(x e B) :f dP:f px(s) ds,
x~1(B) B

for any B € B8(R"). If the partial derivatives exists, then p, can be defined for all c € R" as

mwkzgzjﬁz;

X=C

If x takes countably many values in R”, then the probability mass function (PMr), defined as

px(c) =P(x=0),

for all c € x(Q), takes the place of the PDF.
If two random variables are defined on the sample space, then they are said to be jointly

ITechnically, the probability density function of x, if it exists, is defined as the Radon-Nikodym derivative
of the measure Po x~! with respect to Lebesgue measure on R”. Precise conditions for the existence of the
Radon-Nikodym derivative can found in [82].



distributed. Let x: Q — R™ and y: Q — R". The joint cDF of x and y is defined as
Px,y(cy d) = P({xl scab--Nixm=<cpininpn=di}---n{y, < dn});

for any c € R™ and d € R", and the joint pPDF is a function p,,): R™ x R" — R, such that

P(xeA,yeB):f dP:ffpx,y(s, t)dsdt,
x 1 (Any~1(B) AJB

for any A € B(R™) and B € B(R"). If x and y are jointly distributed, then the marginal
density of y is defined as

py(d) = fR pay(ndyds,

for all d € R". The marginal density p, is similarly defined. The conditional distribution of x

given y is defined as
px,y(S, t)

dy(s] D)=
Pxiy(s] 1) Py (1)

)

for all s€ R™ and all ¢ € R", such that p () > 0.

2.2.3 Expectation, Mean, and Variance

Given a function f: R" — R™ and a random variable x: Q — R", the expected value of the
random variable f(x) is defined as

E(f(x) ::fo(x(a))) dP(w),

when the integral exists. If the PDF py exists, then E(f(x)) may be written as

E(f(x) :fRnf(S)px(S) ds.

This integral naturally becomes a sum if p, is a pmMr. The mean of x is defined as E(x) and
the variance of x is defined as

var(x) := E((x — B@) (x— B) ).

Given jointly distributed random variables x: Q — R™ and y: Q — R” and a function
f: R™ — RP, the conditional expectation of f(x) given y can be stated in terms of the
conditional density (if it exists) as follows:

B0 17)= [ f@pay(sl ) ds



Note that E( fx) | y) is a random variable taking values in R”. See [99] for a more rigorous
definition of conditional expectation.

2.2.4 Independence

Let (Q2,.%,P) be a probability space. There are three notions of probabilistic independence:
e Two events, E; € & and E, € &, are independent if P(E; N E,) = P(E1)P(E>).

e Two o-algebras ¥, c & and %, c & are independent if, for all G, € ¥, and G, € 9%,
P(G1 N Gy) =P(G1)P(Gy) (i.e., the events G and G, are independent).

* Two jointly distributed random variables x: Q — R and y: Q — R" are independent
if, for all B; € (R™) and B, € %(R"), the events x ! (B;) and y~!(B,) are independent.
This independence is denoted as x 1L y. Note that x 1L y implies that, for all a € R and
beR",

Pxy(a, b) = px(@)py(b),

if these densities exist.

2.2.5 Stochastic Processes

Given an index set T, a stochastic process is a function x: T x Q — R”, such that x; is a
random variable, for all ¢ € T. Alternatively, we could view x as a random variable which
takes values in the set of functions mapping T to R". We often use the notation {x;}scr
or simply {x;} to distinguish the stochastic process x from a single random variable. If
the index set is T = [0,00), then {x,} is called a continuous-time stochastic process, and if
T=7,=1{0,1,...}, then {x;} is called a discrete-time stochastic process. Given a discrete-time
stochastic process {x,}, define the notation x;.; := {x;, Xj+1,..., X}, forall i, j€ Z,.
A stochastic process {x;} is called a Markov process if

Px(Xt, | Xty5eees Xp,y) = Px(Xg, | X)),

for any set of indices {11, f»,...,t;} < T, such that f; < t, < --- < t,,. A white stochastic process
{x;} is defined as a Markov process, such that

Px(Xs, | X1) = px(xs,),

for all 1;,%, € T. A discrete-time Markov process {zi} taking values in some countable set
M cR™ is called a Markov chain.
Given a stochastic process {x;: Q — R"};c7, the mean function of x is defined as

my (1) .= E(x;),



for all ¢ € T, the autocorrelation function of x is defined as
Ry(s, 1) = E(x;x7),
for all 5,7 € T, and the autocovariance function of x is defined as
T
Cu(s, 0):=E( (%= ma(9) (x = ma(0) "),
for all s,z € T. The random process {x;} is said to be strictly stationary if
PXty Xty ooy X)) = P(Xty 475 Xty 475005 Xty 1)

for all finite sets of indices #;, fo,...,tn € T, where m € N, and all 7 = 0. The random pro-
cess {x;} is said to be wide-sense stationary (wss) if for some constant m € R",

mx(t) = m!
forall te T,and forany 7€ T,
Ry (s+71,8) =Ry (t+7,1),

for all s,z€ T. If {x;} is wss, then Ry only depends on the difference between its arguments
and we may write Ry(s+T,s) = Ry(1), for all s,7 € T. Given a wss process {x;}, the power
spectral density of x is defined as

Sx(&) =F(Ry) (&) = f e 2"TR (1) d1,

where F is the Fourier transform operator.

2.2.6 Common Probability Distributions

1. A Gaussian random variable x: Q — R" with mean p € R" and variance X € R™*", such
that X > 0, is defined by the PDF

1 Ty-1
Px(8) = eXp(—E(s—u) z (s—,u)).

1
vV (2m)" X

This distribution is denoted x ~ NV (u,X). If we define z = >V (x - W), then z ~ N (0, 1),
which is known as the standard Gaussian distribution. If z is scalar, then the cpF of z can

be written as .
c
P =—11 fl—11,
() 2( e (\/E))



for all c € R, where

2 ¢ _p
elrf(c)::ﬁf0 e dt,

is known as the error function. Similarly, in the scalar case, the cDF of x can be written as

1 c—u
Pt =5 1ert( L)),
c 2 er N

Although there is no closed-form solution for computing the cpr of a Gaussian, there are
many strategies for computing accurate numerical approximations [17, 38].

The following fact is perhaps the most useful property of the Gaussian distribution.

Fact 2.1. Suppose that x ~ N (u, %) takes values in R". Then, for all A€ R™" and b e R™,
the random variable y = Ax + b is also Gaussian with mean Au+ b and variance A AT .

. A Gaussian stochastic process is a stochastic process {x;} 1, such that x; is a Gaussian
random variable, for all ¢ € T. If {x;} is also a white process, then

Cx(t; S) = Q(t)(s(t_ S)y

where Q; > 0 for all £ € T. Hence, the power spectral density of a white Gaussian process
is a constant function.

. An exponentially-distributed random variable T: Q) — R, with parameter A > 0 has the
PDF
pr(0) = Ae M

and the cDF
P.(t)=1-e,

for all £ = 0. This distribution is denoted 7 ~ Exp(A).

. A geometrically-distributed random variable x : Q) — Z with parameter g >0 has the pmF
pe)=01-9"q,

and the cpr
P =1-1-qF,

for all k € Z,. This distribution is denoted x ~ Geo(qg).
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2.3 Reliability Theory

In this section, we present a select set of definitions and results from the vast field of
reliability theory. The purpose is to establish two useful probabilistic models for the failure
time of a system or component. For a thorough treatment of reliability theory, see Rausand
and Hoeyland [77] or Singpurwalla [85].

Let (O, %,P) be a probability space, and let 7: Q — R, :=[0,00) be a random variable that
represents the time at which some system or component fails. As in the previous section,
let P; and p; denote the cumulative distribution function (cpF) and probability density
function (pDF) of 7, respectively.

Definition 2.2. The mean time to failure (MTTF) of 7 is defined as E(7).

Definition 2.3. The failure rate is defined as the expected number of failures in some interval
of time, given that no failure has occurred yet. For A > 0, the failure rate of 7 at time =0 is

Pit<t<t+AlT>1) B P (t+A)— P (1)
A - A(1-P(D)

pat) =

Definition 2.4. The hazard rate of T at time ¢t =0 is defined as

pz (1)

o) = i o (0= 775,

Suppose that, for a given sample time T > 0, the failure time is modeled as a discrete-
valued random variable x: Q — Z, :={0,1,...}. That is, for all k € Z,, the event {x = k}
indicates a failure at time kT;. In this case, the interval A must be a multiple of the sample
time Tj, so the hazard rate converges to

Py (k+1) = Py (k)
Ts(1 - P (k)

h(k) = pr,(k) =

However, there are cases where the discrete failure time x does not have an underlying
sample time. In such cases, the hazard rate is defined as

Py (k+1) — Py (k)

hik) = pr(k) = =5

For many physical systems, the graph of the hazard rate takes the shape of a “bathtub
curve”, shown in Figure 2.1 [77,85]. Initially, the system goes through a break-in phase where
failures are more likely. If the system survives the break-in phase, the hazard rate remains
roughly constant until the systems begins to wear out and failures become more likely again.
In modeling physical systems, it is common to assume that the break-in phase has already

11



Hazard Rate

break-in wear-out

0 tl t2

Time

Figure 2.1. “Bathtub” shape of the hazard rate curve for a typical system. Failures are more likely as
the component is broken in (¢ < #;) and as the component wears out (¢ > f,). In the intermediate
period (#; < t < 1), the hazard rate is roughly constant.

taken place, but the wear-out phase has not yet begun. Hence, the class of random variables
with a constant hazard function play an important role in reliability theory.

Definition 2.5. A random variable with constant hazard rate is said to be memoryless.

Next, we consider two useful probability distributions, one defined on R; and one
defined on Z., that yield memoryless failure times. Verifying these facts is simply a matter
of applying the definition of the hazard rate to their respective cDrs and PDFs.

Fact 2.6. If 7 ~ Exp(A), then 1 is memoryless with h(t) = A, for all t.

Fact 2.7. If x ~ Geo(q), then x is memoryless with h(k) = %, forallkeZ,, where Ts >0 is
either the underlying sample time of the model or the constant Ts = 1.

Suppose that 7 ~ Exp(1) models the failure time of some component. For a given sample
time T, > 0, it is often useful to define a discrete-valued random variable x: Q — Z,, such
that the cpr P, approximates the cpr P;. The following fact shows that the geometric
distribution provides an ideal discretization of the exponential distribution.

Fact 2.8. Fix T; >0, let T ~ Exp(A), and let k ~ Geo(q), such that g =1—e *'s. Then,
PK(k) = Pr(kTs);

for all k. Moreover, the hazard rate of x at time step k is

A2T,
h(k) =2~ = > +0(T?),

12



so the hazard rate of x converges to the hazard rate of T as T; — 0.
Proof. For k =0, the cDF of x is
Pe(k)=1—(e ™)k =1-e M = p (kA).

Since the second-order Taylor approximation of the exponential function is
2
X
e =1-x+ ?+O(x3),

the hazard rate of x is approximated by

g 1-e 'k A2 Ty )
hk)=—=——=2A- O(T,
(k) T, T, 5 T (T)

Hence, h(k) — A as Ts — 0. O

2.4 Fault Diagnosis

This section provides a brief survey of the fault diagnosis literature. To begin, we establish a
lexicon of common fault diagnosis terminology. Then, we briefly review some of the existing
techniques used to design fault diagnosis schemes. Although this dissertation is focused on
performance analysis, rather than design, this survey provides some context for our analysis.
Similarly, we survey some of the ways in which redundancy can be used, in conjunction with
fault diagnosis schemes, to produce more reliable systems. Finally, we discuss the existing
approaches to analyzing the performance of fault diagnosis schemes.

2.4.1 Basic Terminology

Because fault diagnosis research spans many engineering disciplines, there is some dis-
agreement about even the most basic terminology. In the late 1980s, the International
Federation of Automatic Control (1rac) formed the Technical Committee on Fault Detection,
Supervision, and Safety of Technical Processes (SAFEPROCESS). One key contribution of the
IFAC SAFEPROCESS committee was to establish a set of commonly accepted definitions. The
following list, taken directly from [49], is comprised of these definitions:

ault — an unpermitted deviation of at least one characteristic property or
p prop
parameter of the system from the acceptable/usual/standard condition.

failure — a permanent interruption of a system’s ability to perform a required
function under specified operating conditions.

13



malfunction — an intermittent irregularity in the fulfilment of a system’s desired
function.

disturbance — an unknown (and uncontrolled) input acting on a system.

residual — a fault indicator, based on a deviation between measurements and
model-equation-based computations.

fault detection — determination of the faults present in a system and the time
of detection.

fault isolation — determination of the kind, location and time of detection of a
fault. Follows fault detection.

fault identification — determination of the size and time-variant behaviour of a
fault. Follows fault isolation.

fault diagnosis — determination of the kind, size, location and time of detection
of a fault. Follows fault detection. Includes fault identification.

reliability — ability of a system to perform a required function under stated
conditions, within a given scope, during a given period of time.

safety — ability of a system not to cause danger to persons or equipment or the
environment.

availability — probability that a system or equipment will operate satisfactorily
and effectively at any point of time.

2.4.2 Brief Survey of Fault Diagnosis

In this section, we present a brief survey of the vast field of fault diagnosis. For a thorough
treatment, see Chen and Patton [9], Ding [24], or Isermann [48]. Consider the general fault
diagnosis problem in Figure 2.2. The system G is affected by known inputs u, stochastic
noises v, unknown deterministic disturbances w, and an exogenous signal f representing
a fault. The fault diagnosis scheme is comprised of two parts: a residual generator F and
a decision function 6. The residual generator F uses the known input z and the measured
output y to produce a residual r, which carries information about the occurrence of faults.
The decision function 6 evaluates the residual and determines what type of fault, if any, has
occurred. The output of the residual generator, d, is called the decision issued by the FpI1
scheme. Typically, d takes values in some finite set of decisions 2. This separation of a fault
diagnosis scheme into two stages was first proposed in [13].

There are a number of approaches to constructing meaningful residual signals. In a
structured residual set, the residual r is a vector such that each component r; is sensitive to
a subset of faults. If each residual component r; is sensitive to a single component f; of the
fault vector, then r is said to be a dedicated residual set. Another approach is to make each
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Figure 2.2. General fault diagnosis problem. The plant G is subject to a known deterministic input u,
a random input v, a deterministic disturbance w, and a fault input f. The residual generator F uses
the plant input © and output y to produce a residual r, and the decision function 6 uses the residual r
to produce a decision d about the current value of f. Together, F and 6 form a fault detection scheme
denoted by V = (). Figure adapted from [9, p. 21].

component r; sensitive to all faults except f;, in which case r is called a generalized residual
set. For all structured residual sets, the occurrence of fault f; is determined by comparing
the components of the residual vector.

Taking a more geometric approach, the residual generator F may be constructed in
such a way that when fault f; occurs (and no other faults occur) the residual r lies in some
subspace C;. Using this approach, faults are detected by determining which subspace C; is
closest to the residual vector r, in some geometric sense. Such residual vectors are called
directional residual vectors in the literature.

There are many techniques for constructing residual generators. Here, we present a brief
survey of some of the most popular methods. Because this dissertation focuses on the per-
formance analysis of Fp1 schemes, rather than design, this survey is neither exhaustive nor
self-contained. The presentation, especially the section on parity equation-based methods,
closely follows the survey given in [9, Chap. 2].

Observer-Based Methods

Let the dynamics of G be described by a finite-dimensional ordinary differential equation
with state x. In observer-based methods, the residual generator F is an observer that
produces an estimate z of some linear function of the output, Ly, where L is chosen by the
designer of the fault diagnosis scheme. The residual is defined as

r:=Q(z-Ly),
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where the matrix Q is chosen to appropriately weight the estimation errors. The idea behind
observer-based methods is to construct the observer F and the weighting matrix Q such that
the residual is sensitive to faults. Early presentations of the observer-based method (e.g., [3])
assumed that there were no disturbances or noises affecting the system. For such systems, F
consists of a Luenberger observer [64] with weighted estimation error. For systems affected
by noises, a Kalman filter [50-53] may be used to obtain an estimate of Ly that minimizes
the mean-squared estimation error [67]. For systems affected by a disturbance, an unknown
input observer is used to decouple the residual from the effect of the disturbance [10, 58].
Typically, unknown input observers are not full-order and the remaining degrees of freedom
may be used to address some other design objective. For example, in systems affected
by disturbances and noise, the remaining degrees of freedom may be selected such that
mean-squared estimation error is as small as possible [8,9].

Parity Equation-Based Methods

The parity equation approach is similar to the notion of physical redundancy, in the sense
that the residual is formed by comparing the system outputs y. For simplicity, assume that
the output y € R is given by

y=Cx+v+f,

where v is a noise process and f is a fault signal. Note that parity equation methods typically
assume that there are no disturbances affecting the system. The residual is defined as

r=Qy,
where Q # 0 is chosen such that QC = 0. Hence, the residual can be written as

r=Q+fl=q(nn+ )+ +qgmWm+ fm),

where ¢; is the ith column of Q. Since each fault f; enters the residual in the direction of
the vector q;, faults are isolated by choosing the largest component (in magnitude) of the
vector QTr. See [78] for an early survey of parity equation-based methods.

Of course, the requirement that QC = 0 can only be met with a nonzero Q when C has a
nontrivial null space. For systems where this requirement is not met, a form of temporal
redundancy may be used [14,68]. This approach is usually restricted to discrete-time systems
with no disturbances or noises. Suppose that the system is of the form

Xi+1 = AXg + Brug + Ry fi
Vi = ka+Dkuk+R2fk.
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Fix s €N, and consider the following temporal relations:

Yi—s Uk—s Jie—s
Yi—s+1 B uk—.s+1 Wi+ M fk—s+1 ,
Yk Ug fx
Yi Uk D
where
D 0 -0 Ry 0 - 0 C
CB D - 0 CR; R, -0 CA
H:= ) . . Ly M= ) ) . S W=
CAS"'B CAS2B .- D CAS"'R, CA’%R, -+ R, CA?

The residual is defined as
re'=Q(Yr—HU) = QWxj_s + QM Dy,

Hence, Q should be chosen such that QW =0 and QM # 0. By the Cayley-Hamilton Theorem
[59], these conditions can always be satisfied if s is large enough [14].

Parameter Estimation-Based Methods

In the parameter estimation approach to fault diagnosis it is assumed that faults cause
changes in the physical parameters of the system, which in turn cause changes in the system
model parameters [47]. Consider the block diagram shown in Figure 2.3. The system Gy is
parameterized by a vector of model parameters 0 taking values in some parameter set O.
Since faults enter the system Gy via changes in the parameter 8, no exogenous fault signals
are considered. The general idea is to detect faults by observing changes in 6. Since 0 is
not measured directly, its value must be estimated using the system inputs u# and outputs y.
If 8y is the nominal value of the model parameter and 6 is the estimate, then the residual
may be defined as
ri=0- 6o.

Another approach to defining the residual is to compare the output of the nominal system
(i.e., Gg,) with the measured output y, in which case the residual is defined as

r:=y-Gg,u.

Typically, fault isolation is more difficult using parameter estimation-based methods [9].
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Figure 2.3. General parametric fault diagnosis problem. Here, faults affect the system G via the
parameter 6, rather than an exogenous fault signal f, as in Figure 2.2.

2.5 Designing for Reliability

2.5.1 Physical Redundancy

In physically redundant configurations, multiple components performing the same function
are used in parallel. A physically redundant system of four sensors is shown in Figure 2.4.
Note that each identical sensor S is affected by different noises v;, disturbances d;, and
faults f;, making each of the outputs y; different. The outputs are aggregated into a single
measurement j using some sort of averaging or voting scheme. To detect a component
failure, each output y; is subtracted from the aggregate output y to form a residual r;.

Advantages of physical redundancy

Generally speaking, physically redundant systems can survive multiple component failures
and still perform their prescribed function. For example, a quadruplex system of four
components, such as the sensor system in Figure 2.4, can survive two component failures.
After one failure, the failed component is taken off-line and the remaining three components
function in a triplex configuration. Note that the voting scheme must adapt to this new
configuration. If a second failure occurs, the failed component is taken off-line, and the
system functions in a duplex configuration. In the event of a third failure, the system is
unable to determine which component is healthy and which is failed, rendering the whole
system in a failed state.
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Figure 2.4. System of four physically redundant sensors. Although each sensor S; is affected by the
same input u, each sensor is also affected by a distinct noise v;, disturbance w;, and fault signal f;.
The Voting Scheme uses the vector of measurements y to produce a single aggregate output jy. The
residual vector r is formed by directly comparing each component of the measured output vector y to
the aggregate output j.

Disadvantages of physical redundancy

The most apparent disadvantage to using physically redundant components is the additional
size, weight, power, and cost needed to support multiple copies of the same component. For
some systems, such as commercial airliners, the need for reliability justifies the additional
cost and physical redundancy is used extensively [18,69]. However, for other systems, such
as Unmanned Aerial Vehicles (uavs), the use of physically redundant components is less
practical.

2.5.2 Analytical Redundancy

An alternative approach to physical redundancy is analytical redundancy. In analytically
redundant configurations, analytical relationships are used to derive redundant estimates of
measured quantities. Consider, for example, the sensor system shown in Figure 2.5. Each
of the distinct sensors S; senses a different physical quantity u; and produces a different
measurement y;. Suppose that, under ideal conditions (i.e., no noises v;, disturbances w;,
or faults f;), the measurements satisfy known analytical relationships:

=812, y3),
V2= 8(y1, ya),
V3= 83(¥2, ya),
Va=81(y1,¥3).
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These relationships can be used to form residual signals. For example,

rn =Yy3— 82, ya),
r2 = Y1~ 84(¥1,¥3),
r3=Y2—82(¥1,y4),
ry=y1— 8 (y2, ¥3).

Fori=1,2,3,4, let £; > 0 and define

0, if|ril<e;,
S = .
1, otherwise.

Then, faults can be detected based on the following symptom table [48, §17]:

Symptoms
Fault s; s s3 84

—_— - - O

1
0
1
1

= W N -
—_— O =
O = =

Note that when Sensor i fails (i.e., Fault i occurs), all of the residual except r; are affected.
Hence, this is an example of a generalized residual set. For this example, when two sensors
fail, all the symptoms are present and there is no way to determine which faults have
occurred.

Advantages of analytical redundancy

The key advantage of using analytical redundancy is the reduced physical complexity of the
system. For example, in Figure 2.5, four sensors are used to measure four different quantities
Y1, ¥2, ¥3, and y4. Thus, each sensor is performing a unique useful task and no extraneous
hardware is being used. By moving the redundancy to the software side, the overall system
consumes less space, weight, and power.

Disadvantages of analytical redundancy

In general, analytically redundant configurations are less reliable. Since each component
performs a unique function, the loss of a single component may compromise an entire
subsystem. For example, suppose that Sensor 1 in Figure 2.5 fails. Then, the system no
longer has access to a measurement of the quantity y;. At best, the signal y; = g(y2, y3)
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Figure 2.5. System of four analytically redundant sensors. Each sensor S; is affected by a distinct
input u;, noise v;, disturbance w;, and fault signal f;. The block labeled g represents a set of analytical
relationships, which use the vector of measurements y to produce a residual vector r. Then, the
decision function 6 uses the residual vector r to produce a decision d.

can be used as a substitute. Also, the ability of the system to detect other sensor failures is
reduced, because y; enters into all four of the residuals.

2.6 Existing Performance Analyses

2.6.1 Standard Approaches

In the fault detection literature, there are two primary ways to assess the performance of
a fault detection scheme: simulation and design criteria. The simulation-based approach,
used in [12,15,25,32,42,62,89,107-109], involves simulating a number of realizations of the
residual r given that a particular fault occurs at a particular time (see Figure 2.6 for a typical
plot of a single simulation). From these simulation data, one can generally get a sense of
how well the fault detection scheme detects the fault in question. However, the number of
simulations—usually just one—is often too small to say anything statistically meaningful
about the performance. Moreover, it is impractical to produce such a plot for every possible
fault that may affect the system. By simulating the effect that a particular fault has on the
residual, these simulation-based performance assessments assume that either the residual
has reached steady-state when the fault occurs or, for some other reason, the time at which
the fault occurs is irrelevant. Such assumptions are only meaningful when the residual is
completely decoupled from the known inputs, unknown disturbances, and noise signals.
The second approach to assessing the performance of fault detection schemes is to quote
the numerical value of design criteria. Examples of design criteria are given in Section 2.4.2.
This approach, used in [10, 12, 14, 26, 39], is most useful for comparing fault detection
schemes designed using similar criteria. Although it may be possible to produce a scheme
using one set of design criteria and then assess their performance with respect to another set,
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Figure 2.6. Typical plot of the response of the residual to the occurrence of a particular fault at time
T¢. The residual crosses the threshold ¢ at time Ty, giving a detection delay of T — TF.

the actual values of the criteria may be hard to interpret in terms of the desired system-level
performance (e.g., overall reliability, false alarm rate).

2.6.2 Probabilistic Approaches

Recognizing the need for more rigorous and informative performance metrics, some authors
in the fault diagnosis community (e.g., [8,24, 100]) have proposed the probability of false
alarm as a performance metric. For a fixed time k, a false alarm is defined as the event that
the fault detection scheme indicates a fault at time k, given that no fault has occurred at
or before time k. Conditional on the event that no fault has occurred, the only source of
randomness in the residual {ry} is the noise signal {v;}. In many cases, the distribution of
the stochastic process {ry} is easily computed, and the probability of a false alarm can be
evaluated (or at least bounded above).

However, the probability of false alarm alone cannot characterize the performance of
a fault detection scheme. Consider, for example, the trivial decision function defined as
0o: (k,ri) — 0, for all k and ry. Paired with any residual generator F, the fault detection
scheme V = (F,§() will have zero probability of false alarm, but V is incapable of detect-
ing faults. Hence, it is also necessary quantify the probability of detection, which is the
probability that the fault detection scheme correctly detects a fault when one is present. In
general, the probability of detection must be computed for each fault or each class of faults.
Performing these computations can be intractable unless special care is taken. For example,
the class of fault signals considered in [100] is restricted to the set of randomly occurring
biases, which are easily parameterized by the time of occurrence and the magnitude of the
bias. More commonly, authors use simulation or design criteria, as in the previous section,
to complement the probability of false alarm (e.g., [8]). One of the main objectives of this
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thesis is to provide a probabilistic framework, in which the probability of detection can
be efficiently computed for a large class of random fault signals.

2.6.3 Quickest Detection Problem

A related problem, which lends itself to more rigorous probabilistic analysis, is the quickest
detection problem. Suppose that we measure a sequence of independent random variables
{Vi}k=0- Initially, the random variables are independent and identically distributed (11p)
according to some distribution Py. Then, at some random time f¢, a change or fault occurs
which alters the distribution of the random sequence. After ¢, the sequence {yy}> ” is still
11D, but the distribution is P;. The goal is to detect that the distribution of {y} has changed,
as quickly as possible, after the fault time ¢¢. This problem is also known as statistical
change-point detection or simply change-point detection.

A quickest detection scheme is a procedure that processes the measurements {y;} and
produces an alarm time #,, which is an estimate of the fault time ¢¢. Given a quickest
detection scheme, the performance is typically assessed by two performance metrics [2, 76,
84]. First, the mean time between false alarms is defined as

T:=E(tg| ta < ty),
Second, the mean delay is defined as
T:=E(t;— [f+1 |ty = tf).

Although these metrics quantify the performance of the scheme in a meaningful way, their
application to fault diagnosis problems is limited. When the sets of measurements {yi} <,
and {yi}i> i are each 11D, these metrics are easy to compute. However, for more complex
fault diagnosis problems, as in Figures 2.2 and 2.3, the distribution of y; changes at each
time step and the measurements are usually correlated in time. Hence, computing T and 7
is intractable for most fault diagnosis problems. Moreover, these metrics do not generalize
to the case where many types of changes may occur (i.e., the distribution may change from
Py to any member of the set {Py, P»,..., Py} at time #7). Despite the strong assumptions re-
quired, some authors (e.g., [44]) have successfully applied the quickest detection framework
to fault detection problems.
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Chapter 3

Probabilistic Performance Analysis

3.1 Introduction

The goal of this chapter is to provide a rigorous probabilistic analysis of fault diagnosis
systems. In Section 3.3, fault detection is treated as a type of statistical hypothesis test and
the accuracy of the test is analyzed probabilistically. Basic performance metrics, as well as
common aggregate measures of performance, are presented. In Section 3.4, the limits of
achievable fault detection performance are considered. In Section 3.5, some approaches
for certifying and visualizing the time-varying performance of a fault detection system are
considered. Finally, Section 3.6 briefly considers some extensions of this analysis to the
more general fault isolation problem.

3.2 Problem Formulation

The main objective of this dissertation is to provide a rigorous probabilistic performance
analysis of fault diagnosis schemes. Our analysis focuses on the parametric model shown in
Figure 3.1. Both the system Gy and residual generator F are assumed to be discrete-time
dynamic systems. The time-varying model parameter {0} is a discrete-time stochastic
process taking values in some set ©, where 6 = 0 is the nominal value (i.e., no faults or
failures). The system Gy is affected by a known deterministic input {u;}, an unknown
deterministic disturbance {wyg}, and a stochastic noise signal {v;}. We assume that the
distributions of {84} and {v;} are known and that {w;} lies in some convex bounded set.

In the parametric framework, the designer of the fault diagnosis scheme partitions the
parameter space into two or more disjoint subsets

@:@()IJ@lU"'I_I@q,

where U denotes the disjoint union and ©y := {0} is the nominal parameter value. The
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Figure 3.1. General parametric fault diagnosis problem. Faults affect the physical parameters of
the system, which in turn affect the system model parameter 6. The plant G is subject to a known
deterministic input u, a random input v, and a deterministic disturbance w. The residual generator
uses the plant input u and output y to produce a residual r, and the decision function 6 uses the
residual r to produce a decision d about the current value of §. Together, F and § form a fault
diagnosis scheme, denoted V = (F,§).

corresponding set of possible decisions is defined as
2:={0,1,...,q}.

The purpose of the fault diagnosis scheme V = (F,§) is to produce a decision dj € &, at each
time k, indicating which subset ©, < © most likely contains the parameter 6. Of course,
the scheme V does not have direct access to the parameter. Instead, V must make a decision
based on the known input {u;} and the measured output {ys}, which is corrupted by the
noise signal {vx} and the disturbance {wy}. Therefore, the performance of the scheme V is
quantified by the probability that the correct decision is made.

The number of partitions g determines what type fault diagnosis problem the scheme V
is designed to address. If g =1, the set ©; contains all faulty parameter values, and V is
interpreted as a fault detection scheme. If g > 1, each subset ©; < © represents a different
class of faulty behavior, and V is interpreted as a fault isolation scheme. If the parameter
space O is finite and each partition ©; a singleton set, then V achieves fault identification,
as well. In Section 3.3, we define probabilistic performance metrics for the fault detection
problem (g = 1). Then, in Section 3.6, these results are extended to the more general fault
isolation problem (g > 1).

In this chapter and in Chapter 4, we assume that the deterministic input {u} is known
and fixed, that there is no deterministic disturbance {wy}, and that Gy is a known function of
the parameter {6;}. Chapter 5 extends these results by considering how uncertainty impacts
the performance metrics. In particular, Chapter 5 presents some techniques for computing
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the worst-case performance under a given uncertainty model.

3.3 Quantifying Accuracy

Our performance analysis of fault detection is rooted in the theory of statistical hypothesis
testing. This approach not only allows us to utilize the tools and terminology of hypothesis
testing, it also allows us to draw connections between fault detection and other fields,
such as signal detection [54,61,75,93], medical diagnostic testing [31,73,111], and pattern
recognition [34,57]. For a standard mathematical treatment of statistical hypothesis testing,
see Lehmann and Romano [60].

3.3.1 Fault Detection and Hypothesis Testing

For the sake of simplicity, this section focuses on the problem of fault detection, while the
more general fault isolation problem is treated in Section 3.6. Hence, the parameter space is
partitioned into two sets: the set containing the nominal parameter, ©( = {0}, and the set
containing all faulty parameter values, ©; = ©;. At each time k, define the hypotheses

%o'ki HkEG)Q,
A k. Ore0B,

and let H;  be the event that hypothesis ./ i is true, for each i. Since exactly one hypothesis
is true at each time, the sets Hy; and H, ; form a partition of the sample space Q. The
fault detection scheme V is interpreted as a fest that decides between the hypotheses A i
and /4 ;. Although the input data wup.x = {up,..., ux} are known and deterministic, the
distribution of the output data yg.x = {yo,..., Y} clearly depends on which hypothesis is
true. Together, ug.x and y.; are interpreted as a fest statistic, which is used by the test V to
produce a decision dj in 2 = {0, 1}, at time k. Let Dy i be the event that di = 0 and let D i
be the event that dj = 1. Of course, exactly one of these events is true at each time, so the
sets Dy r and D, ;. form another partition of the sample space Q.

3.3.2 Probabilistic Analysis

Let the prior probabilities of the hypotheses be denoted

Qo, k= P(Ho, 1),
Q1,k = P(Hy, ).

Since exactly one hypothesis is true and exactly one decision is made at each time k, the
performance of the test V is characterized by the probability that the events D; x and Hj
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are simultaneously true, for each i and j. The four possible cases are typically given the
following names [61, 73]:

Dy N Hy i is a true negative,
Dy N Hy i is a false positive,
Dy N H i is a false negative,

Dq N Hy i is a true positive.

The corresponding probabilities of these events are denoted

Py, =P (Do,x N Ho 1), 3.1)
Prp i = P(D1,x N Ho ), (3.2)
Pk ==P(Do,x N Hy, k), (3.3)
Prp i :=P(Dy,r N Hy ). (3.4)

In the literature (e.g., [31,34,73]), these event are often organized into an array

PTN,k PFN,k

) (3.5)
pFP,k PTP,k

called a confusion matrix or contingency table. Since, for each k, the collection of events
{Dix N Hj : i,j €2} forms a partition of the sample space, the probabilities (3.1)-(3.4)
satisfy the following useful identities:

Pk + Pex ke = P(Do, 1), (3.6)
Prp i + Prp k. = P(D1 k), 3.7)
Py + Pep k. = P(Hp ) = Qo 1 (3.8)
Pry i+ Pro x = P(Hy 1) = Qi (3.9)
Pin i+ Pep i + Pen i + Pro g = 1. (3.10)

The identity in equation (3.10) implies that there are only three independent probabilities.
In the sequel, we refer to the probabilities Py k, Pep,k» Pex k» and Prp i as the performance
metrics for the test V at time k.

Although the probabilities (3.1)-(3.4) quantify every possible state of affairs, with respect
to the hypotheses # r and /8 i, the numerical values of these probabilities may be difficult
to interpret. For example, suppose that Q; ; = 0. By equation (3.9), Q; x = 0 implies that
Piy .k =0 and Prp i = 0. From the small numerical values of Ppy x and Py i, it may be difficult
to get a sense of how the fault diagnosis scheme will behave in the event that a fault actually
occurs. An alternative approach is to consider the relative magnitudes of the probabilities.
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For example,
PTP,k _ P(Dl,k N Hl,k)

PFN,k + PTP,k - P(Hl,k)

Hence, we consider the following conditional probabilities:

=P(Dyx | Hy ).

Py =P(Dy | H i), (3.11)
Pg i =P(Dyk | Hyi). (3.12)

Typically, Py, i is called the probability of detection and Py . is called the probability of a false
alarm [54,61]. Note that the other conditional probabilities P(Dy . | Hy,x) and P(Dg x | Hp k)
are given by 1 - Py, ; and 1 — Py i, respectively.

Proposition 3.1. The probabilities { Py .} and {Py, i}, together with the prior probabilities {Qp i},
provide a set of performance metrics that are equivalent to the joint probabilities (3.1)—(3.4).

Proof. At each time k, the original performance metrics (3.1)—(3.4) are directly computed
from Py k., Pp k, and Qp i as follows:

P,k =P(Do i | Ho ) P(Hp i) = (1= Py i) Qo
Prp i =P (D1, | Ho i) P(Ho k) = P i Qo

Py =P(Dox | Hy,x) P(Hy, i) = (1= Pp i) (1 = Qo ),
Prp . =P(Dy i | Hy k) P(Hy k) = Pp i (1= Qo).

Also, these equations can be inverted to compute Py i, Pp i, and Qg i as follows:

P(Dl,k N HO,k) PFP,IC
PF,k = =
HO,k PTN,k + pFP,k
P(Dl,k N Hl,k) pTP,k
PD,IC = =
Hl,k PFN,k + PTP,k
Qo,k = P(Do,x N Hy ) + P(D1 i N Ho k) = Prn g + Prp k- O

Remark 3.2. Since the sequence {Q i} quantifies the reliability of the system Gy, using the
conditional probabilities {Pr} and {Py, ;} as performance metrics decouples the perfor-
mance of the test V from the underlying system. In the sequel, we will often assume that
the system Gy, as well as the probabilities {Qg t}, are fixed, in which case the pair (P, Pp i)
will completely capture the performance of the test. &
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3.3.3 Aggregate Measures of Performance

Although the performance metrics {Pry i}, {Pep,k}, {Pen k), and {Prp i} fully characterize the
time-varying behavior of the fault detection scheme V = (F,§), it is often useful to aggregate
these probabilities into a single meaningful quality. In this section, we consider two com-
mon aggregate performance measures. These approaches are included to further elucidate
the connection between statistical hypothesis testing and performance analysis for fault
detection schemes.

Probability of Correctness

The probability of correctness of a test V, denoted cy, is defined as the probability that the
decision dj corresponds to the correct hypothesis. More precisely, for each time k,

Ck = Prx g + Prp,k = (1 = Pg i) Qo,k + Po,k Q1,k-

Equivalently, one may consider the probability ey := 1 — cx, which is known as the probability
of error [61].

Bayesian Risk

To generalize the concept of accuracy, we utilize the concepts of loss and risk used in
hypothesis testing [60] and general statistical decision theory [4,22]. Fix a time k. In general,
a loss function Ly: ©® x 2 — R is a nonnegative bounded function that quantifies the loss
L (9, dy) incurred by deciding dy when 9 is the true state of affairs. Since the parameter
space is partitioned as ® = Oy U ©; and the set of decisions is 2 = {0, 1}, a loss function for
the fault detection problem can be expressed as a matrix L; € R?*? with nonnegative entries.
The value Li(i, j) can be interpreted as the loss incurred by deciding dj = j “averaged” over
all 9 € 0;.

The loss matrices {Li} =0 provide a subjective way to quantify the importance of making
the correct decision in each possible case. The Bayesian risk R;(Q, V) is defined to be the
expected loss incurred by the test V at time k, given that the parameter {0y} is distributed
according to Qg = {Qo k, Q1,x}. More precisely, for each time &k,

1 1
Re(Q,V):=E(LOk di)) = Y. 3 Lili, )IP(D 0 Hi ).
i=0j=0

In terms of the performance metrics, the risk is

Rr(Q,V)=L(0,0) Pry+ L(1,0) Ppy+ L(0,1) Ppp + L(1,1) Prp
(3.13)
= L(0,0) Qo + L(1,0) Qy + (L(o, 1) —L(O,O))PF Qo+ (L(l, 1) —L(l,O))PD Q1,
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where the subscript k has been omitted for the sake of clarity.

Example 3.3 (0-1 Loss). Suppose that the loss matrix

01
1 0

L=

is used for all time. This is typically referred to as “0-1 loss” in the literature [4,61]. By equa-
tion (3.13), the corresponding Bayesian risk of a test V' at time k is

Ri(Q, V) = Pyp i + Pry i
=gk QO,k +(1- PD,k) Ql,k
=1-cg.

Thus, placing an upper bound on the 0-1 risk R (Qg, V) is equivalent to placing a lower bound
on the probability of correctness cy. &

3.4 Characterizing the Range of Achievable Performance

In Section 3.3, the performance of a test was given in terms of the probabilities {P ;}
and {Py, ¢}. In this section, we consider the complementary problem of determining what
performance values (Py, i, Pp i) € [0, 112 are achievable by some test. Again, we draw on the
tools of statistical hypothesis testing to address this issue. Namely, we use the Neyman-
Pearson Lemma [71] and the receiver operating characteristic (roc) [57] to characterize the
limits of achievable performance. To facilitate our discussion, we first introduce the concept
of a randomized test.

3.4.1 Randomized Tests

Up to this point, we have focused our attention on tests V = (F,§), where both the residual
generator F and the decision function § are deterministic. However, it is possible to design
and implement tests that are nondeterministic. In this section, we introduce nondetermin-
istic or randomized tests and use them to characterize the set of achievable performance
points.

Definition 3.4. A hypothesis test V is said to be a randomized test if, for a given realization
of the test statistic (Z.x, Yo:x), the decision dy = V (fig.k, Jo:x) is a random variable.

Define 7 to be set of all deterministic and randomized hypothesis tests, and define #%

to be the set of all performance points (a, ) € [0,1]? that are achieved by some test V€ 7,
at time k. The following example shows how to derive randomized tests from the class of
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deterministic tests.

Example 3.5. One common way to produce a randomized test is to randomly select a test from
some finite collection of deterministic tests {V1, V»,..., Vj;,} €7 and use the decision produced by
that test. More precisely, let p be a point in the simplex

Sm:={p€[Rm : pi =0, ipi:l}’
iz
and define A to be a random variable that takes values in the set {1,2,..., m}, such that
P(A=1)=p;.
Let the randomized test V), be defined by
Vp (Uo:k> Yo:i) = Va(Uo:kr Vo), (3.14)
for all k and all (ug.x, yo:x). Then, probability of a false alarm for V), at time k is

Py (Vp) =P(Dy, | Ho k)

m
Y P(D1 x| HypyA=DPA=1)
i=1
m
= Pei(Vi) pi.
i=1
By a similar calculation, the probability of detection for V), at time k is

m
PD,k(Vp) = Z Py (Vi) pi.
i=1

The case m = 4 is shown in Figure 3.2, where the shaded region represents the performance
points achieved by the family of randomized tests {V)}es, obtained using this method. &

Fact 3.6. The set of achievable performance points Wy is convex.
Proof. Let (a1, B1) and (a2, B2) be any two points in #%, and let V; and V,, respectively, be

tests in 7 that achieve these performance points at time k. Let y € [0, 1]. To show that #} is
convex, we must exhibit a test with performance

(a,B) =v(a1, 1) + (1 —7)(az, B2),

at time k. Since the point p := (y,1—7v) is in the simplex S,, we can use the procedure
outlined in Example 3.5 to construct a randomized test V), that utilizes V; and V2. The
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Figure 3.2. Illustration of Example 3.5 showing the range of performance points (shaded region)
achievable by randomly selecting the decision made by one of four deterministic tests.

probability of a false alarm for this test is
Py (Vp) = Pex(V1)y + P (V2) (1 —y) = ary + a2(1 —7) = a.
Similarly, the probability of detection is
Py (V) = Pp (V)Y + Pp i (Vo) (1 =) = Bry + B2(1—7) = B.
Hence, V), has the desired performance at time k, and #% is convex. O
Fact 3.7. The set Wi contains the points (0,0) and (1,1).

Proof. Let Vo € 7 be the test makes the decision dy = 0, for all k. Similarly, let Vyes € 7 be
the test that makes the decision dj = 1, for all k. The performance of the test V;, is clearly
(0,0), while the performance of Vyes is (1,1). O

Since #j is convex and always contains the points (0,0) and (1,1), #} also contains the
point (y,7), for any y € (0,1). One test that achieves performance (y, ), is the randomized
test that uses V;,, with probability 1 -y and Vyes with probability y. Since such tests make
random decisions, independent of the value of the test statistic (1., yo:x), they are often
called uninformative tests [73]. Hence, we are mostly concerned with tests whose perfor-
mance point is above the diagonal (i.e., Py, ;. > Py ). However, the following fact shows that
a test whose performance point falls below the diagonal can also be useful.
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Figure 3.3. Visual summary of Facts 3.6-3.8. At each time k, the set #} is conve, it contains the

extreme points (0,0) and (1,1), and it is symmetric about the point (%, %)

Fact 3.8. The set W} is symmetric about the point (%, %), in the sense that if (a, B) € W, then
1-a,1-p)eW;, as well.

Proof. Let (a, B) € #; and take V € 7 to be a test whose performance, at time k, is given by
(a, B). Define V to be the test that always decides the opposite of what V' decides. Then, the
probability of a false alarm for V is 1 — a, and the probability of detection for Vis 1—- . O

To summarize, at each time k, the set of achievable performance points #} is a convex
set that is symmetric about the point (%, %) and contains the extreme points (0,0) and (1, 1)
(see Figure 3.3). Although Facts 3.6-3.8 are well known and can be found in the literature
(e.g., [61]), the brief proofs provided here provide some insight into the structure of the
sets {(#k}k=o-

3.4.2 Receiver Operating Characteristic

The ideal performance point (P, Py ) = (0,1) is achieved by a test that always chooses
the correct hypothesis. However, such perfect tests rarely exist, because the test statistic
(Uo:k, Yo:x) contains only partial information about the parameter 6. Indeed, the test statistic
is related to the parameter through the dynamics of the system Gy, which is unlikely to
yield a one-to-one relation. Moreover, the exogenous noise process {vy} corrupts the limited
information available about 0. Therefore, the set #} of achievable performance points is
separated from the ideal (0, 1) by a curve passing through (0,0) and (1, 1).
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Definition 3.9. The upper boundary between the set #}. and the ideal point (0,1) is called
the receiver operating characteristic (roc) for the set of all tests 7.

Since the set #}. changes with time, the roc is time-varying, as well. Also, since #; is
convex (Fact 3.6), the roc is concave. By Fact 3.8, there is a equivalent convex curve that
separates #j from the point (1,0). However, the term roc only refers to the upper boundary.

Characterizing the ROC

Although it may not be possible to compute the roc for the set of all tests 7, the set of
tests whose performance points lie on the roc can be characterized theoretically. For any
a € (0,1], let 7, be the set of tests for which Py i < a, at time k. The set of Neyman—Pearson
tests are defined as
Vap =argmax Pp (V). (3.15)
Very,

In general, the set 7 is too abstract to properly formulate and solve this constrained opti-
mization problem. However, the following lemma shows that Vj, is nonempty and explicitly
characterizes one element in Vyp.

Lemma 3.10 (Neyman-Pearson [71]). The likelihood ratio test with Py = « is in Vyp.

Therefore, the roc is given by the set of likelihood ratio tests (see [61] for details).

In the optimization problem (3.15), the probability of a false alarm is constrained to
be less than some « € (0, 1]. However, we can also interpret the roc in terms of the vector
optimization problem

1"1;12;( (_PF,]O PD,k)- (3.16)

Since the objective takes values in [0, 1], it not immediately clear what it means for one
point to be better than another. Clearly, the ideal point (0,1) is the best and points on the
diagonal are of little use. The notion of Pareto optimality provides one way to compare
values of the objective (- Py, i, Pp, ). We say that a point (P k, Pp ) = (@, B) is Pareto optimal
if no other test can simultaneously improve both Py ;. and Py, ;. That is, for any other test
with performance (a/, ) # (a, 8), either @’ > a or ' < . Hence, the roc can be defined
as the set of Pareto optimal points for the vector optimization problem (3.16). One well-
known method for generating the set of Pareto optimal points (i.e., the roC) is to solve the
“scalarized” optimization problem

max —yPgi+(1—7)Ppi (3.17)
Vev

for all y € [0,1] [5,106]. Since the roc is concave, a lower bound may be computed by
solving (3.17) at a finite collection of points 0 <yy <y; <:-- <Yy, <1 and linearly interpo-
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lating between the achieved performance values. (By Fact 3.7, the points (0,0) and (1,1)
should also be included in this lower bound.) However, as mentioned above, the set 7 is
too abstract to make this approach practical. Therefore, in the next section, we consider an
extended definition of the roc that applies to more concrete sets of tests.

Extending the ROC to Specific Families of Tests

In Definition 3.9, the roc is defined with respect to the set of all tests, including randomized
tests. This definition allowed us to characterize the roc in terms of likelihood ratio tests, via
the Neyman-Pearson Lemma (Lemma 3.10), or in terms of Pareto optimality. In practice,
however, we want to be able to evaluate the performance of a given test or a given family of
tests. For example, consider the parameterized family of fault detection schemes

V={V.eV : V.= (E&8,) and £ > 0}, (3.18)
where the residual generator F is fixed and § is a threshold function defined as

0, if|ri<e,
Oe(r) = .
1, otherwise.

Clearly, V; — Vyes as € — 0, regardless of the choice of F. Similarly, V; — Vo as € — oco.
Hence, the set of achievable performance points is a curve passing through (0,0) and (1,1)
(see Figure 3.4). Using randomization, as in Example 3.5, the tests in 7 can be used to
achieve any performance point between this curve and the diagonal (i.e., any point in the
convex hull of the curve). Hence, we have the following natural extension of the definition
of the rRoc.

Definition 3.11. Let ¥ < 7 be some subset of tests. Define 7l7k c ¥} to be the set of perfor-
mance points that are achieved by some test in ¥. The upper boundary of the set #j is
called the receiver operating characteristic (roc) for the class of tests ¥ at time k.

3.5 Certifying and Visualizing Performance

3.5.1 Bounds on Performance Metrics

Given a fault detection scheme V, the system Gy is said to be available at time k if no fault
has occurred and no false alarm has been issued. Hence, the probability of availability is
given by the performance metric Py . In a physical system affected by wear and deterio-
ration, Q; x — 1 as k — 0o, s0 Py x — 0 as k — oo. Therefore, any bound on Py ; can only
be enforced over a specified time window. Given N € N and a > 0, one criterion for system
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Figure 3.4. Set of performance points achieved by the family of tests given in equation (3.18). Varying
the threshold ¢ yields a curve of performance points passing through (0,0) and (1, 1). Randomization
can be used to achieve any performance in the convex hull of this curve (shaded region).

availability is to require that
P ™k = 4

for k=0,1,...,N. This type of bound is shown in Figure 3.5(a), where the constraint fails to
hold for k > k. In terms of the performance metrics, the availability may be written as

PTN,k =(1- PF,IC)QO,IC’

for all k. Thus, the lower bound on availability can be translated to a time-varying upper
bound on Py g, as follows:

P.ir<1 a
F, k - S
Qo,k

for k=0,1,...,N. This type of bound is shown in Figure 3.5(b). Note that no fault detection

scheme can satisfy the bound on availability once Q. < a.
Given > a > 0, another natural performance criterion is to assert that the performance

metrics Py i and Py, i satisfy the constraints
Pex<a and  Poi>p,

for all k. A visualization of this type of bound is shown in Figure 3.6. In Figure 3.7, this
constraint can be visualized in rRoc space by plotting the rRoc curves at a number of time
steps {ko, k1,...,kn}. Unlike Py which eventually converges to 0, the metrics Py and
Py, i often converge to steady-state values, so the visualization in Figure 3.7 can depict the
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Figure 3.5. Visualization of a constraint on availability. On the top axes (a), the performance metrics
{Prn.k» Prp,i» Pen, ko Prp,ic} are plotted against time, and the constraint on availability is represented by
a horizontal blue line. On the bottom axes (b), the corresponding conditional probability metrics
{Pp,k, Pr,x}, as well as the marginal probability {Qp x}, are plotted against time. Note that the lower
bound on availability a translates to an upper bound (blue line) on {Py ¢} that decreases in proportion

to {Qok}-
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Figure 3.6. Visualization of a constraint on the performance metrics {Pg} and {Py, ;} over time. Here,
the constraint is Py, > f and Pgx <, for k=0,1,..., N. The marginal probability that the system is
in the nominal mode, denoted {Qy }, is shown for reference.

steady-state performance metrics if k,, is large enough.

3.5.2 Bound on Bayesian Risk

As discussed in Section 3.3.3, the Bayesian risk provides a general linear framework for
aggregating the performance of a fault detection scheme into a single performance metric.
For the sake of simplicity, assume that the loss matrix L € R? is constant for all time. Given a
sequence {Ry}, such that Ry > 0 for all k, the bound on the Bayesian risk at time k is

Ri(Q,V) = LooQo,x + Lo1Q1,x + (Lo1 — Loo) P,k Qo,k + (L11 — L10) Pp, Q1 < R

At each k, the set of performance points (Py,k, Pp, ) satisfying this bound is the intersection
of some half-space in R? with the roc space [0,1]? (see Figure 3.8). The boundary of this
half-space is determined the loss matrix L and the probability Qg . Clearly, if the ideal
performance point (0,1) does not lie in this half-space at time k, then the bound Ry < Ry is
too stringent.

Note that as Qg x — 1, the bound on risk approaches

. R— Ly
Loo+ (Lo1 — L()())PFJC <R — PF,k <—
Lo1 = Loo
Similarly, as Qg x — 0, the bound approaches
Lop—-R

Lot + (L1 —Lig)Ppy<R < Pop>———.
Lio— L1
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Figure 3.7. Visualization of a constraint on the performance metrics Py and Py in ROC space.
Unlike Figure 3.6, which shows the performance for a single test V = (F,0), this visualization shows
the performance over an entire family of tests. However, it is less clear in this visualization which

curve corresponds to a given point in time.

1 -
Q2
&
CC; k increasing
*§ (Qo,x decreasing)
©
0 05
ke
2
8
Qo
[©)
o
0 1

0 0.5 1
Probability of False Alarm, P i

Figure 3.8. Visualization of a constraint on Bayesian risk in rRoc space. Each blue line represents the
Bayesian risk bound at a different time step. Note that as Qg ; decreases with time, the slope of the
bound decreases and the probability of detection Py, ; plays a more significant role in satisfying the
constraint. A roc curve corresponding to a single time step is plotted for reference.
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In general, as Qg decreases, the slope of the boundary line that delineates the set of
acceptable performance points also decreases. Hence, from a Bayesian risk perspective,
when Q . is large and faults are unlikely to occur, it is more important to avoid false alarms.
On the other hand, when Qg ; is small and faults are likely to occur, it is more important
to detect faults. Figure 3.8 shows a typical plot of the evolution of the Bayesian risk bound
through time.

3.6 Extension to Fault Isolation and Identification

In this section, we extend our performance analysis to fault isolation and identification prob-
lems. As in the fault detection case, there is a set of joint probabilities that fully characterizes
the performance, and a set of conditional probabilities that characterize the performance
relative to the marginal probabilities of the hypotheses being considered. We show that
these sets of performance metrics are equivalent. We also show how the concept of Bayesian
risk is defined in the multi-hypothesis case. Finally, we provide some brief comments on
how the roc curve can be extended, as well.

3.6.1 Quantifying Accuracy

Consider the general fault isolation problem, where the parameter space is partitioned as
® =0y, IJ---IJ@q,

for some g > 1. As in the simpler fault detection case, ®y = {0} represents the nominal
parameter value, while the set ©;, for i > 0, represents the ith class of faulty behavior. If ©®
is finite, fault identification can be achieved by taking each ©; to be a singleton set. The
corresponding set of decisions is

2:={0,1,...,q}.

At each time k, define the events
Di,k = {dei} and Hj,k = {9k€®j},

for all i, j € 2. The performance metrics (3.1)—(3.4) are extended to the multi-hypothesis
case by the performance matrix Ji € R+tD*@+D which is defined as

Jik(@,j)=PWD;rnHjy), i,jeD.

Hence, J; can be viewed as a confusion matrix for the multi-hypothesis case. Because
{Do,k» D1,k»---»Dg x} and {Ho, Hy k..., Hg } form partitions of the sample space (, the
performance matrix satisfies identities analogous to those in equations (3.6)—-(3.10). As in
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equations 3.6 and 3.7, the ith row-sum of Ji is
q q q
Y Jieli, )= PD;rnHji) = P(Di,k n Y Hj,k) =PD; NQ)=P(D;x).
Jj=0 Jj=0 j=0
Similarly, the jth column-sum of Ji is
q q
Y Jili, )= PD; kN Hjx) =P(Hj), (3.19)
i=0 i=0

as in equations 3.8 and 3.9. Of course, summing all the entries of J; gives P(Q2) =1, as in
equation 3.10. This implies that there are only (g +1)?> -1 independent performance metrics
that need to be evaluated in the multi-hypothesis case.

As in the fault detection case, it is often useful to decouple the issue of test performance
from the reliability of the underlying system. Consider the matrix of conditional probabilities
Cr € RTD>*@+1) defined as

Celi, ) =PDix | Hip)y,  i,j€D. (3.20)
Also, define the matrix Qi € R{*D*@*+D of prior probabilities as
Qp = diag{P(Ho,k),P(Hl,k), . .,P(Hq,k)}. 3.21)

Proposition 3.12. The matrix Ji. and the pair of matrices (Cy, Qx) provide equivalent sets of
performance metrics.

Proof. By the definition of conditional probability (see Section 2.2.1),

q
(CeQu) (i, ) =Y Crli, O)Qk (L, )
/=0

= Cx(i, NQk(j, J)
=P(D; x| Hj ) P(Hj )
=PWD;rNHj)

= Ji(i, J),

for all i,j € 9, so Jr = CxQg. Also, by equation (3.19), the matrix Qi can be computed
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from Ji by taking column-sums. If Q]t is the pseudoinverse of Qy [46], then

q
UkQD G, )= Y Jkli, 0QL, j)
(=0

= Jili, NQLGL 1)

_ { P(D; N H; ) P(H; )™, if P(Hji) #0,
0, otherwise

=P(D; x| Hj)

= C (i, j),

for all i,j € 9, so Cy = ]kQ; Hence, the pair (Cy, Qx) provides an alternate means of
quantifying performance that is numerically equivalent to the performance matrix J. O

Remark 3.13. At a high level, evaluating (Cy, Qx) requires the same amount of effort as
evaluating J, in the sense that both formulations have the same number of independent
quantities to compute. Indeed, the jth column-sum of Cy is

q q
Cr(i,j) = Z P(D; | Hjk) = P(

q
Dkl Hj,k) =PQ|Hji) =1,
0 =0 =0

1

1

so Cy has (g +1)? - (g + 1) independent entries. Also, the sum of all the elements of Qy is
q q q
Y Qulini) =Y. P(H ) = P(U Hk) _P@)=1,
i=0 i=0 i=0

so Qi has g independent entries. Therefore, in total, there are (q + 1)2-1 quantities that
must be computed to obtain C; and Qg, which is the same as the number of independent
entries of Ji. However, it is often the case that computing a single entry of Ji is more
straightforward. &

3.6.2 Bayesian Risk

As in the fault detection case, we can define a loss matrix L € R@*+D*@+D wwith nonnegative
entries, such that L;; reflects the subject loss of deciding dy = j when hypothesis 7 i is
true. The corresponding Bayesian risk is given by

a 4q q 4q q 4q
Re(QV)=) Y LijPDjrnHj) =Y Y LijJx(j,0) =) Y LijCr(j, Q).

i=0j=0 i=0 j=0 i=0j=0

Of course, a different loss matrix Ly can be used at each time step.
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3.6.3 ROC Curves for Multiple Hypotheses

Recall that the performance of a fault detection scheme is decoupled from the reliability of
the underlying system by considering the conditional probabilities Py and Py, ;. Similarly,
the performance of a fault isolation scheme is given by the matrix Ci, which has g(g +1)
independent entries. In [33] and [30], the roc for fault isolation is defined as the set of Pareto
optimal values of Cj plotted in the hypercube [0, 1194@+Y  As in the binary case, the set of
achievable performance points #4 is a convex set [88]. The interpretation of the volume
of this set is given in [45] for g =2 and in [36,43] for the general case. Unfortunately, it is
difficult to visualize the time-varying nature of the multi-hypothesis roc surface.
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Chapter 4

Computational Framework

4.1 Introduction

In this chapter, we discuss the computational issues involved in evaluating the performance
metrics defined in Chapter 3. First, we give an overview of these computational issues, which
serves as a framework for the remainder of the chapter. Then, we address these issues by
imposing assumptions on each component of the fault diagnosis problem: the fault model,
the dynamics of the system and residual generator, and the decision function. Together,
these assumptions ensure that the performance metrics can be computed efficiently. Finally,
we provide algorithms in pseudocode form and prove that the assumptions do indeed result
in algorithms with polynomial running time.
Recall that the performance metrics, at time k, are given by the formula

Je(i,j)=P(DjxnH;i)=P(Dj N {0k €O;}) = f P(Dj N {0 =9}) do,

i

for each i, j € 2. Because the residual ry is the output of a dynamic system, each of the
random variables vy, v1,..., v, has an impact on r¢, as well as the decision dy. However,
the relationship between r; and the noise sequence vy is not specified unless the entire
parameter sequence 0y.x is known. This issue is addressed by marginalizing over the random
variables 6.;_; as follows:

P(Djrn{0r=9}) = f@k P(Dj N {00k = o:x}) do:k—1
= f@kp(Dj,k | Bo:k = Do:k) Po (Do:1) dDo:k—1,

where © is the k-fold Cartesian product ©x---x®. Thus, the (i, j)th element of the matrix .
can be written as

Ji(i, j) =f® f@kP(Dj,k|90:k=190:k)l79(19o:k) ddo.f—1 dOg. (4.1)

44



Writing the performance metrics in this manner reveals the following computational issues:

1. We must be able to efficiently evaluate the probability density function pg(6g.x). This
issue is addressed by assuming that {0} is a Markov chain with known distribution.

2. The integral must be taken over all 9¢.; € OF x ®;. Unless a closed-form analytical
solution exists, this integral must be evaluated numerically, in which case the high
dimensionality makes computation intractable. To address this issue, we make the
assumptions necessary to reduce OF x ©; to a finite set of manageable size.

3. For each 9. € ©% x ©;, computing the probability
P(Dj i |00:x = o:k) = Pldi = j | 0o:k = Do:10) (4.2)

requires knowledge of the conditional density pg9(di | Oo.x). This issue is addressed
in two stages. First, we assume that the system Gy and the residual generator have
a sufficient structure to ensure that p,g(rx | 0o.x) is a Gaussian density with known
mean and variance. Then, we consider classes of decision functions, such that the
probability in equation (4.2) can be efficiently computed.

4.2 Fault Model

Assume that the fault parameter process {0} o is a Markov chain with finite state space
0:={0,1,...,m}.

At each time k, let 1 € R™*! be the probability mass function (pMF) of 0y, and let Iy €
RU7*+D>(m+1) he the transition probability matrix. That is,

1) =POr=i), i€®

and
(i, ) =POks1=jl0r=1), i,jeO.

Assume that the initial pmMF 7y and the transition probability matrices {II;} are known.
Note that the triple (@, {I1}, no) completely defines the probability distribution of the fault
parameter sequence {0;}. We write 6 ~ (@, {Hk},no) to denote this fact.

The first computational issue raised in Section 4.1 is the efficient evaluation of the
probability mass function pg(0y.r). The following simple fact about Markov chains indicates
that, under mild assumptions, this computation takes only O(k) time.
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Fact 4.1. Given a Markov chain 6 ~ (©,{I1}},m¢), let ¢ >0 and 9y € O+ If Ik (i, j) can be
computed or retrieved in O(1) time, for any k=0 and any i, j € ©, then

po(Do.0) = P(Oo.¢ = Do.¢)
can be computed in O(¢) time.

Proof. By definition, P(@y = 99) = mo(9p). Let 0 < 7 < £. Because {0} is Markov, the probabil-
ity of the event {0y.; = Jo.;} can be factored as

P(GOZT = 190:'[) = P(Hr = 791 | 90:1—1 = 190:1—1) P(HOZT—l = 19Ozr—l)
= P(HT = 191 | 91—1 = 791—1) P(HOIT—I = 19O:T—l)
= Hr—l(ﬁr—lyﬁr) P(HOZT—l = 190:1—1)-

Hence, by induction on 7,
P(Oo.0 = 0o:0) = Hp-1(0¢-1,00) Mp—2(0¢-2,9¢-1) -+ - o (Do, 1) 70 (o).

Since this computation requires ¢ evaluations of the transition probability matrices and ¢
scalar multiplications, the overall time-complexity is £0(1) + £0(1) = O(¢). O

The second computational issue raised in Section 4.1 is the high dimensionality of
the integral in equation (4.1). Since the fault parameter space O is assumed to be finite,
equation (4.1) can be written as

Jei, )= Y. PWDjkl00k =00k POox = Dok, (4.3)
Dok €OF x©;

for all i, j € 2 and all k = 0. Of course, exchanging an integral for a summation is of little
use if the summation has an intractable number of terms (i.e., the number of terms grows
exponentially with k). In general, the summation (4.3) has mk m; terms, where m; ;= |9;]|.
The following example illustrates the practical implications of this exponential growth.

Example 4.2. Suppose that {y} =0 is a stochastic process taking values in R such that the condi-
tional density pyg(yk | Oo:x = Do:x) is Gaussian for all k and all J¢.x € ©%*1, Then, the marginal
density of y; can be written as the sum

Py = Y. PyuoWk 0ok = 90:) POo:k = o:)-

Dok € Ok+1

In this sum, each term is represented by three scalars: the mean and variance of the Gaussian
density py9(yx | Oo.x = Do.x) and the probability P(6g.x = Jo.x). If these data are stored in IEEE
single precision (i.e., 32 bits per number), then each term requires 3 x 32 = 96bits or 12bytes
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of storage. In the simplest case, where © = {0, 1}, there are 2k+1 terms to store. For example,
at k = 36, the total storage needed is

12 x 23571 = 1.65 x 10'? bytes > 1terabyte!

Since physical systems are often sampled at twice their bandwidth or more, the amount of time
represented by 36 discrete samples is small compared to the time-scale of the system. &

4.2.1 Limiting Complexity with Structured Markov Chains

Although the number of paths in ©F grows exponentially with k, not all of the paths need
to be considered in computing equation (4.3), because some paths have zero probability
of occurring. That is, some sequences of faults cannot occur under the given model. This
section explores, from a theoretical perspective, what properties the Markov chain must
have in order to reduce the number of terms in equation (4.3) to a tractable number.

Terminology

Definition 4.3. Given a Markov chain 6 taking values in 0, let £ =0 and 9./ € Of*!, If the
event {0y., = 9y.¢} has nonzero probability, then 9., is said to be a possible path of {0}.
Otherwise, 9., is said to be an impossible path.

Definition 4.4. A Markov chain is said to be tractable if the number of possible paths of
length ¢ is O(¢¢), for some constant c.

Definition 4.5. Let 6 be a Markov chain taking values in ©. A state 9 € © is said to be
degenerate if P(0; = 0) =0, for all k (i.e., no possible path ever visits 9). A Markov chain with
one or more degenerate states is said to be degenerate.

Remark 4.6. Our definition of a tractable Markov chain is based on the conventional notion
that polynomial-time algorithms are tractable, whereas algorithms requiring superpoly-
nomial time are intractable [19]. This idea is known as Cobham’s Thesis or the Cobham—
Edmonds Thesis [16,29]. &

Remark 4.7. Suppose that 6 ~ (©,{II;},7) is a Markov chain with a nonempty set of degen-
erate states © c ©. Let § be the Markov chain formed by removing the degenerate states
from O and trimming the matrices {II;} and the pmF 7y accordingly. Clearly, any possible
path of 6 is a possible path of §, so the tractability of 6 can be determined by analyzing the
non-degenerate Markov chain 6. &

Since the goal is to relate the tractability of Markov chains to properties of directed
graphs, we must first establish some definitions from graph theory.
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19°
o

Figure 4.1. Simple example of a directed graph with four vertices and five edges.

Definition 4.8. A directed graph is a collection of points, called vertices, and ordered pairs of
vertices, called edges, that begin at one vertex and end at another. More precisely, a graph is
a pair (V, E), where the set of vertices V is any nonempty set, and the set of edges Ec V' x V
is such that if (i, v) € E, then the graph contains the edge u — v. The same graph may be
represented by the pair (V, A), where A € {0,1}!V*IV! is a matrix, such that (u, v) € E if and
only if A(u,v) =1. The matrix A is called the adjacency matrix of the graph (V, E).

Definition 4.9. Given a directed graph (V, E), a cycle is defined as a sequence of vertices

{vlr UV2y.cey Umy Ul}y

such that
Vi = UVUp— - — Uy — V.

That is, (v;,v;+1)e Efori=1,2,...,mand (v,,, v1) € E. A directed graph with no cycles is
said to be acyclic.

Example 4.10. Consider the directed graph shown in Figure 4.1. The set of vertices is
V ={v1,v2,v3, v4},
and the set of edges is
E ={(v1,v2), (11, v3), (U2, U3), (U3, V4), (Va, V2)}.

The corresponding adjacency matrix is

S O O
= o O O
S O =
o~ o o

Note that this graph contains the cycle {vy, v3, v4, V2}. &
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Main Results

The following theorems relate the tractability of Markov chains to easily-verifiable properties
of directed graphs.

Theorem 4.11. Given a non-degenerate, time-homogeneous Markov chain 6 ~ (0,11, my),
define the matrix A as follows:

.. 1 ifi#]j, 13, J) #0,
A, j) = fi#] ] J (4.4)
0 otherwise,

foralli,je®. Then, the Markov chain 0 is tractable if and only if the directed graph with
vertices ©® and adjacency matrix A is acyclic.

Theorem 4.12. Given a non-degenerate Markov chain 6 ~ (0, {Ils},7) with time-varying
transition probabilities, define the matrix A as follows:

o 1 ifi#j, Ug(i,j)#0 for some k=0
A, j) = fi#] ] ] f (4.5)
0 otherwise,

foralli, j € ©. Then, the Markov chain 0 is tractable if the directed graph with vertices ©® and
adjacency matrix A is acyclic.

Remark 4.13. Note that Theorem 4.11 gives a necessary and sufficient condition for tractabil-
ity, while Theorem 4.12 only gives a sufficient condition. Indeed, Example 4.18 (below) shows
that the graph-theoretic condition stated in Theorem 4.12 is not necessary for tractability. &

Remark 4.14. The presence of cycles in a directed graph G = (V,E) can be determined
using the Depth-First Search (prs) algorithm in O(|V|+ |E|) time, where V is the set of
vertices and E is the set of edges [19,21]. For the graphs considered in Theorems 4.11
and 4.12, the number of vertices is |®| = m + 1, and the number of edges is no more than
(m+1)%2—(m+1) = m?+ m, since the diagonal entries of A must be 0. Hence, the tractability
of a given Markov chain can be verified using pFs in O(m?) time. &

Example 4.15. Suppose that © = {0,1} and

1 0

= ,
1-p p

49



for some p € (0,1). Then, the corresponding adjacency matrix is

0 o0
1 0

A=

The graph corresponding to (0, A) is

OO

which is clearly acyclic, so (0,11, ) is tractable.

Example 4.16. Suppose that © = {0, 1} and

p 1-p
l-qg ¢q

for some p, g € (0,1). Then, the corresponding adjacency matrix is

01
1 0

A=

The graph corresponding to (0, A) is

OO

which has the cycles {0,1,0} and {1,0, 1}, so (0,11, ) is intractable (see Example 4.2).

Example 4.17. Suppose that ® ={0,1} and

1 0

I =
k max{0,1—-kp} min{l, kp}

)

for some p € (0,1) and all k= 0. Then, the corresponding adjacency matrix is

0 o0
1 0

A=

The graph corresponding to (0, A) is

OO

which is clearly acyclic, so (0, {I1;}, 7o) is tractable.

Example 4.18. Suppose that © ={0,1} and

M =

P 1-pk
1-g q |
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where g € (0,1) and

0.5 ifk<10
Pk = .
1 otherwise.

Then, the corresponding adjacency matrix is

01
1 0

A=

As in Example 4.16, the graph (0, A) contains cycles, so Theorem 4.12 does not apply. However, in
this simple case, we can see that the Markov chain 0 ~ (@, {I1 k},]'[()) is tractable. Indeed, consider
a path 9y € ©f*1, where ¢ = 10. Split the path into two parts, 9y.9 and 9;q.¢, and let 0 be a
Markov chain, such that 9k =0j_10, for all k = 0. The first part 9.9 can take 2!° different values,
while the second part 9., can be considered as a path of the shifted Markov chain 6. Since 6
has the same time-homogeneous distribution as the tractable Markov chain in Example 4.15, the
number of possible paths of the original Markov chain § must be polynomial. &

Before proving Theorems 4.11 and 4.12, we establish a series of lemmas, each of which
is useful in its own right. Then, these lemmas are used to formulate succinct proofs of the
main results.

Supporting Lemmas

The first two lemmas state the notion of tractability in terms of the structure of the transition
probability matrices.

Lemma 4.19. Let 6 ~ (O, {I1i}, 7o) be a Markov chain, such that 11y is upper-triangular, for
all k. Then, every possible path 9., € ©*! satisfies the inequalities

Po<91=<---<0p_1=9y.
Proof. Let 9., € ©/*! be a possible path. Then, the inequality
Mp-1(9¢-1,90) My—2(0¢-2,0¢-1) -+ Lo (Do, 91) 7o (90) =P(Oo.¢ = Do:¢) > 0.

implies that I1;(9;-1,9;) >0, for i = 1,2,...,¢. Since each II; is upper triangular, it must be
that 9,1 <9;,fori=1,2,...,¢. O

Lemma 4.20. Let 0 ~ (G), {Hk},ﬂo) be a Markov chain, such that © = {0,1,...m} and I1; is
upper-triangular, for all k. Then, the number of possible paths 0., € ©°*! is

gm
— +0@™h,
m!
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Proof. Let 9.0 be a possible path. By Lemma 4.19, 9;_; <9;, for i =1,...,¢, so the remainder
of the path 9,., makes at most m — 9y transitions from one state to another. If n such
transitions occur, then there are at most (m '90) distinct sets of states that 9., may visit,
and there are no more than (f;) combinations of times at which these transitions may occur.
Therefore, the total number of possible paths up to time ¢ is upper-bounded by

m m—iy 9 Vi
o820
99=0 n=0 n

The bound

0\ _e-v-@-n+y _¢"
n| n! n!’

implies that

m m—iy 9n\ o7 gm
co<y ¥ (m 0) o, 0
990 120 n m!

Of course, the structure of the transition probability matrices {II;} depends on how
the states of the Markov chain are labeled. Since a relabeling of the states is affected by a
permutation, the following lemma analyzes the relationship between a Markov chain and its
permuted counterpart.

Lemma 4.21. Let 0 ~ (G), {Hk},ﬂo) be a Markov chain, and let o: ® — © be a permutation.
Define
fro(i) = mo (0 (1)), ico, (4.6)

and for all k = 0 define
kG, j) =Ni(o(),0(), i,je®, (4.7)

Then, the Markov chain O ~ (@, {11 k},fto) has the same number of possible paths as 0.
Proof. Fix ¢ >0 and let Qo;g be a path of 6. For i =0,1,...,¢, define 9; := 0(d;). Then, the
equality
PBo.0 = Do.0) =11 p—1,9¢) -+ (Do, D)) (Do)
=(0(9;-1),0@p) -+ (Do), a(91)) 7(0(Dp))

=T1(9¢-1,9¢) --- [1(Dp, 1) m(Ip)
= P(QO:[ = 190:4)

implies that 9., is a possible path of § if and only if 9., is a possible path of 6. Since the
permutation o is a bijection, 8 and 6 have the same number of possible paths. O
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Since relabeling the states of a Markov chain does not alter its tractability, the next step
is to seek conditions under which the states can be permuted to achieve upper-triangular
transition probability matrices. The following lemmas show that the existence of such
permutations can be related to the presence of cycles in the graph (0, A).

Lemma 4.22. Let © = {0,1,..., m}. Given a matrix I1 € RU+D*0n+D) " dofine the matrix A as in
Theorem 4.11. Then, there exists a permutation o: ® — O, such that the matrix

G, j)=M(c),0(j)), i,j€O (4.8)

is upper-triangular if and only if the directed graph with vertices © and adjacency matrix A
is acyclic.

Proof. Suppose that the permutation o makes I upper triangular. Let > 0 and let
Vo= U1, == Uy

be a path on the graph (0, A). For i =1,..., n, the existence of the edge v;_; — v; implies
that v;_7 # v; and
(vi1,v7) =M(0" (vi-1), 07 () #0.

Since I1 is upper-triangular,
-1 -1 -1
o (Vg <o (v))<:---<0 (vy).

Therefore, no path can never visit the same vertex twice, i.e., the graph (0, A) is acyclic.
Now, suppose that the graph (0, A) is acyclic. The Depth-First Search (prs) algorithm

generates a pre-visit and post-visit number for each vertex v € © as it begins exploring v

and finishes exploring v, respectively. Because (0, A) is acyclic, A(u, v) =1 if and only if

pre(u) < pre(v) < post(v) < post(u) (4.9)

(see [21] for details). Define the map p: v +— pre(v), for all v € ©. Since each vertex has a
unique pre-visit number in ©, the map p is a permutation. Let o := p~! and define IT as in
equation (4.8). Note that for any i, j € ©, such that i > j,

Alo(),0(j)) =0 = (o), 0(j)) =11, j) = 0.

Therefore, the permutation o makes IT upper-triangular. O

Lemma 4.23. Let © = {0, 1, ..., m}. Given a sequence of matrices {I1;} in RO+ (m+1) define
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the matrix A as in Theorem 4.12. Then, there exists a permutation o: ® — O, such that the
matrices
MG, ) :=(c@),0()), i,j€O, k=0, (4.10)

are upper-triangular if the directed graph with vertices ©® and adjacency matrix A is acyclic.

Proof. Assume the graph (0, A) is acyclic, and run DFs to get the pre-visit number for each
vertex. Define the map p: v — pre(v), for all v € ©, and define o := p_l. Using o define the
matrices {II;}, as in equation (4.10). If i, j € ®, such that i > j, then Ao (i),0(j)) =0, which
implies that

(o), o)) =M, j) =0,

for all k. Therefore, the permutation o makes all the matrices {II;} upper-triangular. O

Proof of the Main Results
The preceding lemmas provide all the machinery needed to prove Theorems 4.11 and 4.12.

Proof of Theorem 4.11. Suppose that the graph (0, A) is acyclic. By Lemma 4.22, there exists
a permutation o, such that the matrix I1, defined in equation (4.8), is upper-triangular.
Define 7ip = mpoo. By Lemma 4.20, the Markov chain O ~ (®, f[,fto) is tractable. Therefore,
by Lemma 4.21, the Markov chain @ is also tractable.

Lemma 4.22 states that if the graph (0, A) contains a cycle, then there is no permutation
o that makes I1, defined in equation (4.8), upper-triangular. Hence, the proof is complete if
we can show that the non-existence of such a permutation implies that 0 is not tractable.
Suppose that no such permutation exists, and suppose that the graph (0, A) has the cycle

Yo—0 = — 01— 0j="7,

for some 9y € ® and j > 0. Because A is only nonzero where II is nonzero (see equation (4.5))
and 60 is non-degenerate, the cycle dy.; is a possible path of . Hence, 6 has a set of possible
paths that repeatedly visit 9y by traversing this cycle. Since a longer cycle would only
increase the number of possible paths, it suffices to consider the simplest case where j = 1.
This case is equivalent to the two-state Markov chain considered in Example 4.2, which was
shown to be intractable. O

Proof of Theorem 4.12. Lemma 4.23 states that if the graph (0, A) is acyclic, then there exists
a permutation o, such that the matrices {Il;}, defined in equation (4.10), are all upper-
triangular. Define /iy = 7; o 0. By Lemma 4.20, the Markov chain 0 ~ (@, {f[k},fto) is tractable.
Therefore, by Lemma 4.21, the Markov chain 0 is also tractable. O
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4.2.2 Special Case: Fault Model Based on Component Failures

Consider a system with L components (e.g., sensors and actuators), and suppose that each
component may fail independently of the others. The term fail is used to indicate that the
component stops working altogether and never resumes normal function. The status of
each component (failed or not) at each time k is encoded by a binary variable b, where
b =0 indicates that the component has not failed at or before time k, while b =1 indicates
otherwise. Thus, the status of all L components at each time k is encoded by a L-bit binary
string by, € {0, 1}X. One possible parameter space for this model is the set of 2- nonnegative
integers whose binary representations require no more than L bits. That is,

®=10,1,...,2F—11.

Converting each element of O into its binary representation reveals which component
failures are encoded by that state.

Proposition 4.24. Let 0 be the stochastic process taking values in ©, such that 0. represents
which components have failed at or before time k. Then, 0 is a Markov chain.

Proof. Let k>0 and 9¢.x € ©F+1, Consider the conditional probability
PO = 9k | Oo:x-1 = Do:k-1)- (4.11)

Let iy,iy,...,ip be the indices of the components whose failure is encoded by the state
Or-1. Also, let ipi1,i¢42,...,ir+j be the components whose failure is encoded by 9; but
not J_;. Since a failed component must remain in a failed state, the probability (4.11) is
determined by the probability that components iy.y,..., iy fail at time k, given {0¢.x—1 =
9o0.k_1}. Although the event {0y.x_; = 9.1} indicates at what times components iy,..., i
failed, this information is irrelevant, since the failure times are independent. The only
meaningful information contained in the event {0.x—; = 9¢.k-1} is the fact that components
i¢+1,..., ¢4 fail at time k, which is also indicated by the event {6y = 9;_1}. Therefore,

POk = Ok | 00:k-1 = Do:k-1) = POk = g | 01 = Dg-1),
which implies that 0 is a Markov chain. O

Proposition 4.25. The transition probability matrices {I1} for the Markov chain 6 are upper-
triangular.

Proof. Suppose that 6 transitions from i € © to j € © at time k. Let b; and b; be the binary
representations of i and j, respectively. The transition from i to j has zero probability unless
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every 1-bit of b; is a 1-bit of b; (i.e., components failures are irreversible). Since i # j, there
must be at least one bit, say the sth bit from the right, such that b;(s) = 0 but b;(s) = 1.
Hence,

jzi+25 >

In other words, I (i, j) is only nonzero where j = i. O

Corollary 4.26. The stochastic process 0 which encodes the independent irreversible failures
of L components is a tractable Markov chain.

Proof. Propositions 4.24 and 4.25 imply that 6 is a Markov chain with upper-triangular
transition probability matrices. Hence, by Lemma 4.20, 0 is a tractable Markov chain. O

Example 4.27. Consider a system with L =2 components. The corresponding state space is
©={0,1,2,3}.

If, for example, 8 =2 = (10),, then component 1 has failed by time k but component 2 has not.
Assume that the components fail at random times x; ~ Geo(q;) and x» ~ Geo(q-), respectively,
where x; and «» are independent. Then, the transition probability matrix for {0} is

I1-g)d-q2) A-q1)g2 q1(1—q2) 192

M= 0 1- (h 0 fh
0 0 1-qg» q2
0 0 0 1
Note that IT is upper-triangular, so by Lemma 4.20, the Markov chain is tractable. &

4.3 System Dynamics

Recall that the third computational issue presented in Section 4.1 is computing the proba-
bility
P(Dj,k | HO:k = 19O:k) = P(dk = ] | HO:k = 19O:Ic)

for each j € ® and 9y € OF*1. The first step toward ensuring that this computation is
tractable is to require that the conditional density p,g(ri | 0o.) is Gaussian with known
mean and variance. Conditional on the event {0y.; = 0.k}, the only source of randomness
in the fault detection problem is the noise sequence {vy}. Hence, we assume that {vy} is
a Gaussian random process. Without loss of generality, we may also assume that {vy} is
1D with v; ~ N (0, I), for all i [50]. Although it is well-known that linear dynamical systems
driven by Gaussian noise have Gaussian outputs [50], we consider the following more general
class of systems with conditionally linear dynamics.
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Definition 4.28. Let xy be a random variable, and let {v;} be a stochastic process. The
system Gy is said to be conditionally linear if, conditional on the event {0.x = 0.}, the
system output yi is an affine function of the random variables xy, vy, v1,..., Uk, as well as the
deterministic input ug.. If xo is Gaussian and {vy} is a Gaussian process, then the output {yy}
is a Gaussian process and the system Gy is said to be conditionally linear-Gaussian (CLG).

Our approach to ensuring that p,g(r | 0o.r) is a Gaussian density is to impose certain
assumptions on the structure of Gg and F. The class of cLG systems plays a central role in
these assumptions.

4.3.1 Assumptions Regarding the System Dynamics

In this section, we make assumptions about the structure of the system Gg and the residual
generator F. After writing the combined dynamics of the interconnection of these systems,
we show that the conditional density p,g(r | Oo.1) is Gaussian, such that the mean and
variance are easily computed by simulating a set of linear recurrences.

Assumed Structure of the System

Let xo ~ N (X0, Ax,0), assume that {v} is Gaussian 1ip with v; ~ N(0, I), and assume that Gy
is given by

Xk+1 = ApO) Xk + By k Ox) ur + By k01 vi + By fi0o:10),

N . . . (4.12)
Vi = Ce(0) Xk + Dy Or) g + Dy 0) v + Dy fi(0o:1),

Gy

where the sequence of functions

i O =R,

represents an additive fault signal. Assume that f;(0,0,...,0) =0, for all k, so that {fi} does
not affect the system when 6 remains at the nominal value 0. Conditional on the event
{00:k = Dok}, the sequence {fi(9o.)} may be viewed as another deterministic input driving a
linear-Gaussian system. Hence, the system Gy given by equation (4.12) is cLG.

Remark 4.29. Since {0;} is assumed to be a finite-state Markov chain, the cLc model Gy
described by equation (4.12) closely resembles a jump-Markov linear system [20] (also called
a state-space regime switching model in finance [56]). However, the inclusion of the additive
fault signal {fy} is a departure from the traditional jump-Markov linear framework. We
include this additional term, because it facilitates the modeling of sensor and actuator faults
and preserves the cLG structure of the system. O
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Assumed Structure of the Residual Generator

Given the Gaussian assumptions on xy and {vy} and cLG structure of the model Gy, the

conditional density pyg(yx | 60:x) is Gaussian, for all k. To ensure that pyg(rx | 6o:x) is also

Gaussian, assume that the residual generator F is a linear time-varying (Ltv) system of the
form

= A+ By rur+B ,

F { $kr1 = AxSr + By kUi + By e Vi (4.13)

e = CikSk+ Dy g+ Dy g Vi

Note that this system is unaffected by changes in the parameter {0}, except through the
measured output {yy}.

Combined Dynamics

Assuming that Gy is cLG and F is linear, the interconnection of the two systems is a single
cLG system that takes {uy}, {vy}, and {fi} as its inputs and outputs the residual {r}. For
each k, let ny := (xx,¢x) be the combined state of the system. The combined dynamics can
be written as

Ni+1 = Ak@ONk + By k(0 ug + By (0r) vk + B fr (0o.1), (4.14)
Tk = Ck(0Nk + Dy, kOr) i + Dy, (0) Vi + D fic(Bo:10), (4.15)
where
A0 0
ArBrp) =] = A -,
<O | By,kCk(0k)  Ag
By k(00 B, k(0 By
B0 =] « e ., ByrOn=|~ " , =|."7. 1,
kO _Bu,k+By,kDu,k(9k)] uk®k) By,kDy,k(Hk)‘ By Dy
Cr(01) = | Dy, 1Cr(6) Ck],
Dy k©Ox) =Dy +DyrDy 1 (0p), Dy (0k) = Dyx Dy (0p), Dy:=D,Dy.

At this point, some remarks about the initial condition of F are in order. Intuitively, the
expected value of the residual at time k = 0 should be zero. Hence, assuming that 0y =0
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almost surely and Xy = E(xp), the initial condition ¢y should solve the equation
Xo
¢o

= Dy,()éo(()))?fo + C()f() + Duy() U
=0.

E(rp) = Co(0) +Dy0(0)ug

Since this equation may not always have a solution, a sensible choice is to take ¢, to be the
minimum-norm solution [23] of the optimization problem

. . ~ A ~ ~ 2
min [E(ro) I = min || Dy,0Co (0) 2o + Coé + Dy oo | (4.16)
S

4.3.2 Computing the Conditional Mean and Variance

If the system Gy and the residual generator F satisfy the assumptions stated above, it is
straightforward to compute the conditional mean and variance of the residual {r}, given
a particular parameter sequence. Fix a final time step N € N and a parameter sequence
9o:n € ON*L. For all k, define the conditional expected values

N (Do:k) = EMk | Oo:x = Do:x)
and
P (Do:x) = E(ri | Oo.x = Do:x)-

The simpler notation 7); and 7 will be used when the sequence 9., is clear from context.
The sequences {f);} and {7} are given by the linear recurrence

fk+1 = AxO) Ak + Buk (1) g + By fr(Do:x), (4.17)
i = Co(ONk + Dy ik (Or) g + D s fr(Do.1). (4.18)

Similarly, define

Ak (Do:x) == var(ng | Oo:.x = Do),
and

2 (Do:x) == var(rg | Oo.x = Do.x)-
Then, the sequences {A} and {Z} are given by the linear recurrence

Aks1 = Ac@D) AL AL (O1) + By (91) B, (1), (4.19)
2k = Ck@) AkCL (0r) + Dy () D, (). (4.20)
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Therefore, conditional on the event {6.; = 9y.r}, the residual r; has the Gaussian distribution
N (7, Zk), which is easily computed by simulating equations (4.17)—(4.20).

4.3.3 Special Case: Models with Only Additive Faults

As noted in Remark 4.29, the term fi(0y.x) in the cLG model (4.12) facilitates the modeling of
additive sensor and actuator failures. In many treatments of fault detection, additive inputs
are the only source of faults considered (see [9] and [24] for surveys of fault models used in
the literature). As we will see in Section 4.5, this assumption can greatly reduce the amount
of computational effort required to evaluate the performance metrics.

Suppose that {0;} is a Markov chain representing the independent irreversible failures
of L components, as in Section 4.2.2. Hence, the parameter state space is

®=10,1,...,2F-1}.

Recall that if the jth component is in a failed state at time k, then the jth bit (from the left)
of the binary representation of 0y is 1. Thus, the time at which component j fails can be
determined by examining the realized values of {04}. For j=1,..., L, define the map

i if component j failed at time i < k,
K j(Do:x) =

oo otherwise,

for all k € N and 9., € ©F*!. That is, if the value of 9. indicates the failure of the jth
component at or before time k, then x;(do.¢) is the corresponding failure time. Otherwise,
K j (Do) just returns oo.

For j =1,...,L, let the effect of the jth component failure be modeled by a function

@j:{—oc}uZ —R",

such that ¢;(z) =0, for all z <0. That is, until component j fails, the function ¢; has no
effect on the system. For each k, the combined fault signal is defined as

L
fe@ox) =) @j(k—x;DBox)),
Jj=1

for all 9g. € ©%*1. In other words, each component failure causes an additive fault signal ¢ ;
to “switch on” at some random time « j, which depends on the Markov chain {0}.
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4.4 Decision Functions

The final step in evaluating the performance metrics is to compute the probabilities
P(di = j10o.k = Do:k) = fE prio(re | Oo:x = 9o:x) dri, (4.21)
Jk

where
Ej:=1{rp:6(k,ri) = j}.

Assuming that the dynamics are conditionally linear-Gaussian, as in Section 4.3, the con-
ditional distribution py g (rx | Oo:x = Do:x) is the Gaussian N (7, Zi). Although these assump-
tions generally make computation easier, the set E; ; must be simple enough to enable
computation of the integral (4.21). In this section, we provide some practical examples of
decision functions for which computation is tractable.

4.4.1 Threshold Decision Functions

First, consider the case where {r;} is scalar-valued. One common decision function, used
frequently in fault detection [9, 32], is a time-varying threshold function of the form

0, if|ril<eg,

Ok, ry) =
1, otherwise,
where €5 >0, for all k. Hence, Ej . = [—€, €], and the integral (4.21) can be written in terms
of the density of N'(7,Zx) as
P(Dox |00 = o) = | — ex( (rk_f’“)z)dr (4.22)
0,k | 00:k 0:k e VITER p 25, k- .

Since ry is scalar, the error function, defined in Section 2.2.6, can be used to write the
conditional cumulative distribution function of ry ~ N (7, Zx) as

C—fk)

No>w

for all c € R. Similarly, the integral (4.22) can be written as

)

1+erf(

1
P(ri <c|Op.x =0ox) = 5

P(Do i | 0o.k = Do.k) =

o) =)

erf| ——| —erf| ————| |-

2%k 22k

Since the error function can be approximated by a rational function with a maximum relative
error less than 6 x 10719 [17], this expression can be evaluated accurately in O(1) time.

1
2
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In the non-scalar case (i.e., ri € R"), we define a threshold decision function as follows:

0, if|(ry);l<(er);, i=1,2,...,n
5(k,rk):: | kl| kJi r
1, otherwise,

where € € IRT is a vector-valued threshold, for all k. In this case, we must integrate the
conditional pDF over the hyper-rectangle

Eo=[- (€1, €] x [ €2 €Q2] x...x [ (€n,» €n,]-

If the residual is low-dimensional (n, < 4), the integral

1 e R
P(Dy | 00:x = Do:x) = —=(re = F) 2 e — ) | drk,

1
Fo VDI A 2
can be computed using adaptive quadrature methods [37, 38]. Although experimental
evidence shows that these methods are typically accurate and fast [37], their running time
has not been rigorously characterized. For higher-dimensional residuals (7, = 4), there are a
number of quasi-Monte Carlo integration methods available [38], which are significantly
less accurate than the low-dimensional quadrature methods.

4.4.2 Dynamic Decision Functions

Next, we consider two examples of tractable decision functions that are dynamic. Consider
a decision function of the form

Zk = 8(2k-1,Tk), (4.23)
di = h(zy), (4.24)

where the functions g and h, as well as the initial condition z_;, are known and deterministic.
Notice that because zj is defined in terms of z;_; and ry, it is possible for the residual ry
to have an immediate effect on the decision di. Although equations (4.23) and (4.24) can
represent a large class of decision functions, the original goal of computing (4.21) efficiently
must still be met. Our approach is to consider cases where {z;} is a Markov chain.

Proposition 4.30. Suppose that the sequence {ri} is Gaussian and that the initial condition
z_1 is known and deterministic. The sequence {z}} is a Markov process if and only if the

residuals r; and r; are uncorrelated, for all i, j = 0.

The proof of this well-known proposition can be found in [50, §3.9].
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0 Zmax = 10

Figure 4.2. State-transition diagram of an up-down counter with parameters (Cp, Cy, T, Zmax) =
(2,4,8,10). The threshold 7 is shaded in blue.

Up-Down Counters

The up-down counter provides an intuitive means to improve the performance of an existing
decision function 6 taking values in 2 = {0,1}. Let {di}r=0 be the sequence of decisions
produced by 6, and assume that, for all k=0 and 9.k € O+ the probability

P(dk =0] 6O:k = 19O:k)

is efficiently computable. The up-down counter produces another sequence of decisions
{dk}kzo» defined by the recurrence

min{Zmay, 2k-1+ Cy}, ifdp=1,
Zk =
max{0, z; — Cp}, otherwise,

A 0, ifzp<r,
dy = .
1, otherwise,

where z_; =0 and the parameters Cy, Cy, T, Zmax, and €y are scalars, such that
0<Cp=Cy=T7< Zmax-

For simplicity, assume that Cp,, Cy, and zpax are all natural numbers, so the state space of

the sequence {z} is
Z = {0, 1,...,Zmax}.

The graph depicted in Figure 4.2 is the state-transition diagram of a simple up-down counter
with parameters (Cp, Cy, T, Zmax) = (2,4,8,10). The arrows indicate which transitions are

possible.
Since z_; = 0 almost surely, the initial distribution of {z;} is

A1) =10 =0), i€Z,

where 1 is the indicator function. Let 9¢.x € ©%*! and assume that, conditional on the
event {0y.r = 9o.k}, the sequence {ry} is uncorrelated and Gaussian. By Proposition 4.30,
the sequence {zy} is conditionally a Markov chain, given {6y.r = Jo.x}, and the transition
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probability matrix is given by

(Ak(f)o:k))ij =Pz = jl zk-1 = 1,00k = Do:x)
P(dr =0]00.x = Do), if j =max{0,i - Cp},
= P(dk =1 | HO:k = 80:](?)! ifj = min{zmax, i+ CU},

0, otherwise,
for all i, j € Z. The conditional distribution of zj, defined as
(Ae@0:0)); =Pz = i | g = Do:i), i€Z,
is computed via the equation
At Qo) = AL} Ao(09) A1 (00:) -+ Ak (Do:k)-

The probability that the up-down counter exceeds the threshold 7 is

Zmax Zmax
P(di =1100:x = Vo:x) = Z P(zr =i |60:k = Do:x) = Z (Ak({)O:k))i-
i=T i=T

Suppose that, for some k;, the underlying decision function 6 decides that a fault has
occurred in such a way that d, = 1, for ¢ = k;. If z;, = 0, then the decision sequence {Lfk}
will remain at 0 until [7/c,] time steps have passed. That is, the up-down counter has an
inherent detection delay, specified by the ratio 7/c,. Of course, this delay provides a degree
of robustness when the underlying decision function is prone to false alarms. When a
false alarm does occur, [Cv/c,] time steps with no further false alarms must pass before the
counter state {zy} falls below its original value. Hence, the ratio Cv/c, specifies how long it
takes for a spurious up-count to be “forgotten.”

Similarly, suppose that for some k,, the effect of a fault subsides and d, = 0, for all
¢ = k. If zx, happens to be at zyay, then the decision sequence {a?k} will not return to 0 until
[(zmax—7)/C,] time steps have elapsed. As in the previous scenario, the up-down counter has
an inherent delay, specified by the ratio (zmax—7)/c,,. This particular delay provides a degree of
robustness against missed detections.

Although the up-down counter seems to have inherent delays in these idealized scenar-
ios, the robustness provided by the up-down counter can actually lead to a more responsive
fault detection scheme. Figures 4.3(a) and 4.3(b) show the realizations of the counter state
{zr} and the residual {ry}, respectively, for a typical up-down counter based on a e-threshold
decision function. In this particular simulation, a fault occurs at time k; and subsides at
time k. The delay in the up-down counter can clearly be seen in Figure 4.3(a). However, the
original decision function has a large number of false alarms. If the threshold ¢ is increased
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Figure 4.3. Comparison of the behavior of an up-down counter (a) and the behavior of the underlying
threshold decision function (b). The horizontal blue lines indicated the threshold regions, and the
vertical shaded bands indicate the ranges of time where the respective decision function signals that a
fault has occurred. The actual fault starts at time k; and stops at time k.

to the point where the number of false alarms is reasonable, the delay of the original thresh-
old decision function would be even greater. Therefore, in this case, the up-down counter

actually responds more quickly.
Note that for @ > 0, the parameters (Cpa, Cya, T, zmax@) define an equivalent up-down

counter with state space
Zqa=10,a,2aq,..., Zmaxa}.

In the special case where
Co=Cy=T7=Zmax

the decisions produced by the up-down counter are identical to those produced by the
original decision function (i.e., cik =dy, for all k).
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Figure 4.4. State-transition diagram for a system that reconfigures when a fault occurs. The state sy
represents the nominal configuration, while state s;, i # 0, represents the configuration that is used
when d. = i. Since the fault diagnosis problem essentially restarts when a reconfiguration occurs, only
one level of reconfiguration is shown.

Systems that Reconfigure when a Fault is Detected

Thus far, we have considered fault diagnosis problems in which the decision sequence {d}
may be nonzero at one instant and then return to zero at the next. Sometimes, however,
it is useful to consider the case where some action is taken once {d;} is no longer zero. In
particular, we consider the case where the system is reconfigured when dj # 0. For example,
if di = i indicates that component i has failed at or before time k, then the system Gy
should be reconfigured to no longer use that component. Similarly, the fault diagnosis
scheme V = (F,6) must also be reconfigured. Once the system Gy and scheme V have been
reconfigured, a new fault diagnosis problem begins. In this section, we demonstrate that
such reconfigurations can be modeled by a dynamic decision function, so that the property
of being in a given configuration can be computed efficiently using our performance analysis
framework.

Suppose that V = (F ) is a fault diagnosis scheme designed for the plant Gy in its
nominal configuration, such that d; = 6 (k, ri) takes values in the set 2 = {0, 1,..., g}. Let sg
denote the original configuration of Gy and V. Similarly, for i =1,..., g, let s; denote the
reconfiguration of the system and scheme that takes place when dj = i. Assume that, after
reconfiguration, there is no returning to the original configuration so. Hence, the set of
possible reconfigurations is governed by the state-transition diagram shown in Figure 4.4.

Let the sequence {z;} represent the configuration at each time step, and let {d}} be a
new sequence of decisions that is given by the recurrence

6(k,ri) if zxk_1 =0,

Zj—1 otherwise,

Lk =
dk = Zf

where z_; = 0. This recurrence defines a dynamic decision function that decides which con-
figuration is in use at each point in time. Note that the state space of {z;} is Z=1{0,1,...,g}.
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If we assume that the system Gp and the residual generator F meet the assumptions of
Section 4.3, then given a particular mode sequence {9}, the conditional distribution of
the residual {ry} is Gaussian, at each k. Hence, {zx} is a stochastic process, and by Propo-
sition 4.30, {z;} is a Markov chain if and only if the sequence {ry} is uncorrelated in time.
Otherwise, if {ry} is correlated, then

P(z; =010 =99.1) = P(5(k, ) =0,6(k—1,1._1)=0,...,6(0,r9) =0 | Og. = 190:k)-

for all k. Clearly, as k becomes large, the joint probability on the right hand side becomes
intractable to compute numerically.

Assume that the sequence {ry} is Gaussian and uncorrelated. Since {z;} is a Markov
chain conditional on the event {# = 9}, the probability distribution of {z;} is given by the
initial distribution and transition probability matrices. Since z_; = 0 almost surely, the initial
distribution is

A1) =13 =0), i€z,

where 1 is the indicator function. Given {0y.x = 9.k}, the transition probability matrix at
time k is
(Ak(ﬁozk))ij =P(zr=j|zk-1 =1, Oo:k = Do:k)
P(5(k, re) =j 100k = ﬁo:k) ifi=0,
=41 ifi=j,1<i=<gq,

0 otherwise,
for all i, j € Z. The conditional distribution of zi, defined as
(A@0:0)); =P(zk =i 100k = Do),  I€Z,
is computed via the equation
Ai Do) = AL} Ao(Bo) A1 (Do:1) -+ Ar(Dox).

Therefore, the main challenge in computing A (9.x) for a given 9. € Okl s computing
the probability
P(é(k’ re) =]l Oo:x = 19O:k)»

for all i € Z. Section 4.4.1 demonstrates how this probability is computed for threshold
decision functions.
If we define the event Di, k= {cik = i}, for each i € Z and each k =0, then the performance
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metrics at time k are defined as
Jel, ) =PDjxnHix), i,jeD.

For each k, the value J (i, j) is the probability that the system is in configuration s; when it
should be in configuration s;. Note that the event D j,kN Hj x may or may not represent a safe
state of affairs, depending on the values of i and j. For example, when the jth fault occurs
(i.e., {0} enters the set ©;), the system is designed to reconfigure to a back-up mode s;.
Hence, it would be unsafe to continue operation in the nominal configuration sy when the
jth fault occurs. In any case, the probability that the system is in a safe configuration at
time k can be computed by summing the appropriate entries of Ji.

4.5 Algorithms for Computing Performance

In this section, we present high-level algorithms for computing the performance metrics.
First, we consider systems that satisfy the restrictions discussed in Sections 4.2-4.4. Then,
we consider a special case, based on Sections 4.2.2 and 4.3.3, that consists of an LTV system
with L independent additive faults. Finally, this special case is further simplified by assuming
that the dynamics are r11. For each system class, the time-complexity of computing the
performance metrics is analyzed.

4.5.1 Sufficiently Structured Systems

Suppose that the fault parameter sequence 0 is a tractable Markov chain satisfying the
conditions of Theorem 4.11 or 4.12. Also, assume that the combined cLG dynamics of Gy
and F can be written in the form of equation (4.12), and assume that the decision function
6 is such that the probability

P(Do,k | 90:k = "90:k)

can be computed in O(1) time. The most common class of decision functions meeting this
last criterion is the class of threshold functions.

If all these assumptions hold, then the joint probability performance metrics {Pry i},
{Pgp i}, {Pen k), and {Prp i} are computed using Algorithm 4.1. This algorithm consists of two
nested for-loops. The outer loop (Lines 1-21) considers all possible mode sequences, while
the inner loop (Lines 2-20) updates the performance metrics at each time step. The inner
loop can be divided into three parts, as follows:

e Lines 3-7 compute the probability of the fault parameter sequence 9. .

e Lines 8-11 update the recurrences for the mean 7; and variance X of the residual,
conditional on the event {0y.;. = 9o.1}.
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Algorithm 4.1. General procedure for computing the performance metrics, where the decision func-
tion § is a time-varying threshold.

Require: A final time N €N, a Gaussian initial state g ~ N (7)o, Ag), a sequence of thresholds
{ex} such that &; >0, and a fault model 0 ~ (O, {I1x}, 7).

for all 9.y € ®V*! with nonzero probability do
for k=0,1,...,N do

if k=0 then

P(90 = 1()0) =Ty (1()0)
else

P(Oo.x = Do:) = M1 (01, 9%) POo:k-1 = o:k-1)
end if

k1 = AcOR)A K + By k() ug + By fi (Do:1)
P = CrONk + Dy (Or) ug + fok(ﬂo:k)
Akr1 = Ar@R) AR AL (1) + By k(91 B,  (9x)
2k = CrOR Ak CL (Ox) + Dy (1) D] L (91)
Compute P(Dg x | 0o.x = o:x)
if 9, €0y then
PTN,k = PTN,k + P(DO,k | HO:k = 190:k) P(HO:k = 190:]6)
Prp k= Ppp i + (1 —P(Dox | 0o: = ﬁo:k)) P(00:x = Do:x)
else
PFN,k = pFN,k + P(DO,k | HO:k = ﬁO:k) l)(HO:k = "90:k)
PTP,k' = PTP,k + (1 - P(DO,IC | HO:k = 19O:Ic)) P(HO:k = 19O:k)
end if

end for
end for

* Line 12 computes the conditional probability P(Dg i | 6o.x = 9o.k), and then Lines 13-19
use this probability to update the performance metrics. Note that Line 18 is technically
superfluous, because the performance metrics must sum to one.

Remark 4.31. While most of the computation is straightforward, Line 1 is the most difficult
portion of this algorithm, as it requires all possible parameter sequences to be generated.
One option is to generate and store all the sequences in an array. However, this size of
such an array would be prohibitively large. Another option is to dynamically generate the
sequences while bookkeeping which sequences have already been considered. This is the
approach taken with the special cases in Sections 4.5.2 and 4.5.3. However, we have not yet
discovered a practical implementation for this portion of the algorithm. &

69



Proposition 4.32. Let N be the final time used in Algorithm 4.1, and let © = {0,1,..., m}.
In additions to the assumptions on {0}, Gy, F, and 6 made above, assume that the fault
input fi(9o.x) can be computed in O(1) time, for any k and 9q.;.. Then, the total running time
of Algorithm 4.1 is O(N™*1).

Proof. Because 0 is assumed to be a tractable Markov chain, the for all-loop over possible
sequences Yoy executes O(N™) times. Line 4 is a simple look-up and Line 6 is a single
multiplication, so Lines 3-7 take O(1) time to compute. Since fi(9¢.x) can be computed
in O(1) time, Lines 8-11 can be computed in O(1) time, as well. By assumption, the decision
function 6 is such that Line 12 can be computed in O(1) time. Clearly, the remaining
computations (Line 13-19) can also be computed in O(1) time. Since each individual line
takes O(1) time, we conclude that each iteration of the for-loop over k takes O(1) time.
Therefore, the total running time of Algorithm 4.1 is O(N"**1). O

4.5.2 LTV Special Case Based on Component Failures

In this section we present a special system structure, based on Sections 4.2.2 and 4.3.3, that
permits a more straightforward implementation of Algorithm 4.1. Suppose that the system
consists of L components that fail independently at random, and assume that system is
only affected by additive faults. Hence, the combined dynamics of the system Gg and the
residual generator F are given by

L
Nk+1 = ATk + Bu ki + By v+ Br Y ¢ (k—x(00:x)),

j=1

L
e = Cenie+ Dyt + Dy v+ Dyr Y @ j(k—x00:0)),
j=1
where « j(0o.) is the random time at which the jth component fails. Because 0., only affects
the system via the random failure times, specifying a particular parameter sequence 9.y is
equivalent to specifying the corresponding failure times « ; := x ; (Jo.n), for j =1,2,..., L.

Another important feature of this special case is the additive structure of the fault input.
Since each ¢; enters additively, the portion of the residual due to each ¢; can be computed
separately and then combined using the principle of superposition. Similarly, the portion
of the residual due to the initial condition 1y and the known input uy.y can be computed
separately. Because ¢; has no effect until the jth component fails (i.e.,, ¢j(k—%;) =0,
for k <« ), we only need to compute the portion of the residual due to ¢; for k >« ;.

The procedure for computing the performance metrics for this special case is split
into two parts: Algorithm 4.2 computes each portion of the residual, while Algorithm 4.3
computes the performance metrics. Although Algorithm 4.2 applies to any system of L
components, Algorithm 4.3 focuses on the case L = 2. This greatly simplifies the presentation
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of the algorithm, and it is a straightforward matter to write a version of Algorithm 4.3 for
any finite number of components. Algorithm 4.2 consists of two parts:

e Lines 1-7 simulate the portion of the conditional mean of the residual due to the
initial condition 1 and the known input ug.. Lines 1-7 also simulate the conditional
variance of the residual, which does not depend on the fault input }_; ¢ j(k —« ;).

* Lines 8-16 simulate the portion of the conditional mean of the residual due to each
component failing at each possible time.

Algorithm 4.3, on the other hand, consists of four parts:
* Lines 2-4 compute the performance metrics Pry x and Pgp k.

* Lines 5-10 update the performance metrics Pgy r and Py i by considering all possible
cases where component 1 fails but component 2 does not.

* Lines 11-16 update the performance metrics Pgy  and Py, . by considering all possible
cases where component 2 fails but component 1 does not.

* Lines 17-24 update the performance metrics Pgy x and Pyp ;. by considering all possible
cases where both components fail.

Proposition 4.33. Assume that the probability P(x; = k) can be computed in O(1) time,
for all j and k. Also, assume that the decision function 6 is such that P(Dy i | Oo:x = 90:)
can be computed in O(1) time for any 9.y € OV and all k = 0. Then, the running time
of Algorithm 4.2 is O(LN?) and the running time of Algorithm 4.3 is O(LN™). Therefore,
computing the performance metrics requires a total of O(LN™*2L11) time.

Proof. First, we show that the running time of Algorithm 4.2 is O(LN?). Since updating the
recurrences in Lines 3-6 takes O(1) time, Lines 2-7 take O(N + 1) time to compute. Similarly,
Lines 12-13 take O(1) time to compute. The number of times that Lines 12-13 must be
executed is

Therefore, Lines 8-16 take O(LN?) to compute, and the total running time of Algorithm 4.2
is O(LN?).
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Algorithm 4.2. Procedure for computing the components of the mean and variance of the residual for

the L1V special case.

Require: A final time N € N and a Gaussian initial state 7o ~ N (]g, Ao).

~(0,0) _ »

Let Ny =To
for k=0,1,...,N do
70 = A% + By jux

~(0,0 ~(0,0

PO = CenY? + Dy ug

Apr1 = AgApAL + B,,,kBUT,k

Si= ckAkc,{+Dv,kD5k
end for

for j=1,2,...,L do
for k;=1,2,...,N do

Let f]gj'Kj) =0

for k=x;,k;j+1,...,N do
NOES) L (jK}) N
o] = A" +Brpjk =k ;)

P75 = ™ + Do k- ))

end for
end for
end for
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Algorithm 4.3. Procedure for computing the performance metrics for the rrv special case with two

components.

Require: A final time N €N, a sequence of thresholds {€;} such that €; > 0, the conditional
variance of the residual {Z;}, and the components of the conditional mean of the residual

f,(co’o), f,(cl's), and f,(cz’s), for k=0,1,..., Nand s=1,2,...,N.

for k=0,1,...,N do

Compute P(Dg x | k1 > k, k2 > k)

Pixk =P(Dox | k1> k,x2 > k) P(x1 > k) P(x2 > k)

Popi = (1-P(Do |51 > k2 > K)| P11 > k) P(ic2 > )

for s=1,2,...,k do

Fre= P00 + 7Y

Compute P(Dg x| k1 = 5,k2 > k)

Pen ke = Pen i + P(Dok | K1 = 8,52 > k) P(k1 = 5) P(x2 > k)

Prok=Proi+ (1 —P(Dy s | K1 =5,%2 > k)) P(x; = k) P(kz > k)
end for

for r=1,2,...,k do
Fr= P00 4 p B0

Compute P(Dq x| k1 > k, k2 = t)

Pen ke = Pen i + P(Do k| K1 > Kk, k2 = 1) P(k1 > k) P(k2 = 1)

Prpie=Pyp i+ (1= P(Do 151> K, = 1)) P(x1 > K) P(icz = 1)
end for

for s=1,2,...,k do
for t=1,2,...,k do
Fro= P00 4+ 00 4 720
Compute P(Dq i | k1 = s,k2 = 1)
Penk = Penk +P(Do k| K1 = 8,k2 = 1) P(x1 = s) P(k2 = 1)
Pipk = Pro+ (1= P(Do |51 = 5,5 = 1) P(x1 = 5) P12 = 1)
end for
end for
end for
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Second, we show that the running time of the L-component version of Algorithm 4.3
is O(LN"). For i =0,1,..., L, we must consider all cases in which i components fail at or
before time N. There are (f) ways to choose which i components fail, and each component
can fail at any time « € {1,2,..., N}. By the binomial theorem [40], the total number of cases

to consider is
L

L\ .
> ( .)N’ =1+MEt=0owh.
i=0

In Algorithm 4.3, Lines 2-4, 6-9, 12-15, and 19-22 are essentially identical. In general, these
four lines must be executed for each possible case. By assumption, the probabilities of the
form

P(Doylxj=sjj=1,...1),

as well as the component failure probabilities P(x; = s;) and P(x; > k), can be evaluated
in O(1) time. Since we must compute L such component failure probabilities in each
possible case, the running time of Algorithm 4.3 is O(LN%). Therefore, the total time required
to compute the performance metrics is O(LN?) + O(LN') = O(LN™&2.L}), O

Remark 4.34. At first glance, the combined running time of Algorithms 4.2 and 4.3, seems lit-
tle better than the polynomial running time of the general procedure given in Algorithm 4.1.
However, as shown in Section 4.2.2, a system with L components leads to a Markov chain
with state space ® = {0, 1,. ..,2L —11. Therefore, the running time of Algorithm 4.1 would be
O(NZL_I), which is significantly worse than O(LN*) for practical values of L and N. &

4.5.3 LTI Special Case Based on Component Failures

The special case considered in the previous section can be simplified further by assuming

that the dynamics are time-invariant. That is, we assume the combined dynamics are of the
form

L
Ni+1 = ANg+ Buu+Byve+Br Y ¢ (k—x(60:x)),
j=1
L
re=Cng+Dyur+Dyvi+Dr Y ¢j(k—x;(00x)),
j=1

As in the LTV case, superposition is used to reduce the amount of computation required.
However, because the system is now 11, the portion of the conditional mean of the residual
due to component j failing at time x ; can be obtained by time-shifting the portion due to
component j failing at time 1. For all n € N, let the n-shift operator z” be defined by

n,
Z 1 Xg:N— {O,...,0,x0,x1,...,x1\]_n},
——

n zeros
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Algorithm 4.4. Procedure for computing the components of the mean and variance of the residual for
the 11 special case.

Require: A final time N € N and a Gaussian initial state 79 ~ N (g, Ao).

£(0,0) _ »

Let Ny =To

for k=0,1,...,N do
(0,0 (0,0
Ment = A" + Bu
PO Z RO 4 D

A1 =AM AT + B, B
Y =CACT+D,DI

end for
for j= 1,2,...,L do
Let 75" =0
for k=0,1,...,N do
INCAY YNGR Y]
k+1_Ank +Bf(pj(k—1<j)
fl(c])l) = CTA]SC]'U +Df(pj(k—Kj)
end for
end for

for all xo.y. Then, using the notation established in Algorithms 4.2 and 4.3,
Ak ) 17401
ro:]A’r(j =2z" 1(r(§:]N))’ (4.25)

for all j, k, and « ;.

The procedure for computing the conditional mean and variance of the residual for the
LTI special case is given in Algorithm 4.4, which is the 111 analogue of Algorithm 4.2. The
analogue of Algorithm 4.3 for the 11 case (not shown here) is obtained by applying the

formula (4.25) to each term f,(cj i),

Proposition 4.35. The running time of Algorithm 4.4 is O(LN).

Proof. Lines 3-6 each take O(1) time to compute. Thus, Lines 1-7 require O(/N) time in total.
Similarly, Lines 11-12 take O(1) time to compute, so Lines 8-14 require O(LN) time in total.
Therefore, the overall running time of Algorithm 4.4 is O(LN). O

The process of time-shifting the simulation results of Algorithm 4.4 can be done using
careful array indexing, so we assume that the time-shifing process does not increase the
complexity of evaluating the performance metrics. Hence, we have the following corollary
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Table 4.1. Time-complexity of computing the performance metrics using Algorithms 4.1-4.4. The
column labeled “Simulations” indicates the number of times the recurrence for the conditional mean
of the residual (equation (4.17)) must be simulated.

Problem Type Simulations  Total Complexity Algorithm

General O(m+DN*Y)  O(Nm+DN) 41

Structured O(N™) O(N™1) 4.1

v Special Case  O(LN?) O(LN") 4.2 &4.3

11 Special Case  O(LN) O(LN%) 4.4 & 4.3 (shifted)

to Proposition 4.35.

Corollary 4.36. The time to compute the performance metrics for the LTI special case using
Algorithm 4.4 and a time-shifted version of Algorithm 4.3 is O(LN").

Proof. By Proposition 4.33, the running time of the time-shifted version of Algorithm 4.3 is
O(LN*), which dominates the running time of Algorithm 4.4. O

The time-complexity results established in Propositions 4.32-4.35 and Corollary 4.36 are
summarized in Table 4.1.

4,6 Comments on Continuous-Time Models

In Chapter 3, as well as the present chapter, the model Gy and the residual generator F
are assumed to be discrete-time dynamic systems. Generally speaking, there is no reason
to assume that the model Gy is discrete. Indeed, continuous-time jump-Markov linear
systems are treated in detail in [65] and [66], and more general hybrid stochastic differential
equations are considered in [105]. The biggest difficulty in using continuous-time models is
extending the Markov chain {0;} to the more general class of jump processes [105]. In prac-
tice, however, the residual generator F only has access to discrete observations {y(#)} >0
of the output signal, where {f;} >0 is a sequence of discrete observation times. Hence, the
problem is greatly simplified by assuming that Gy is a discrete-time system, as well.
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Chapter 5

Worst-Case Performance Analysis

5.1 Introduction

In this chapter, we consider the performance of a fault detection scheme under uncertain
conditions. First, we establish some notation and discuss the various types of uncertainty
under consideration. Next, we formulate well-defined optimization problems that char-
acterize the worst-case performance in terms of the probability of false alarm and the
probability of detection. Since these optimization problems are, in general, intractable, we
impose additional assumptions on the fault diagnosis problem, which yield much simpler
optimization problems. Using these assumptions, we consider two classes of optimization
problems: those with uncertain signals and those with model uncertainty. Finally, for each
class of problems, we show how the worst-case probability of false alarm and the worst-case
probability of detection can be formulated as convex programs that can be solved using
readily-available numerical optimization software. The results in this section are restricted to
fault detection problems involving scalar-valued residuals and threshold decision functions.

5.1.1 Notation

Up to this point, we have used the notation {ui}i>o to denote a discrete-time signal or
stochastic process. To simplify notation, we represent sequences by a single letter (e.g.,
u = {u}) and the action of a dynamic system is represented in more compact operator
notation. For example, if the system G maps the input {uy} to the output {yy}, we write
¥y = Gu. Let #" be the set of one-sided deterministic sequences taking values in R". For
p € [1,00), define

1
00 »
oy ::{uey" : ||u||p::(;)||uk||§) <oo}.

In the case where p = oo, define

00 = {u €L ulloo :=sup || tglloo < oo}.
k=0
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For p € [1,00], the £;,-norm ball centered at u°ed Z with radius y > 0 is defined as
BZ(u",y) ={u+u’eS" : |ul, <y}

We may write Bp(u°,)/) when the dimension of the sequence is clear from context or of
little significance. Given an input-output operator G: ), — ¢, with p € [1,00], define the
induced norm

Gl IGull,
ip = Sup .
Pz Nl

For p € [1,00] and y > 0, define the set of norm-bounded operators
A;’fx"()f) ={A: LT =" Al <y}

Similarly, for p € [1,00], ¥ >0, and g € N, define the set of block-structured norm-bounded
operators

q q
Af,“ ") ::{A:diag{Al,Ag,...,Aq} D A e AT (Y), Y mi=m, Zni:n}.
i=1 i=1

We may write A, (y) or A p(y) when the dimension of the operator is clear from context or of
little significance.
For each s €N, define the s-step truncation operator

731 "= S u—A{ug,u, ..., us1,us,0,0,...}.
The one-step shift operator z is defined as
z: =S u—{0,up, uy,...}.
An operator G: " — ™ is said to be time-invariant if
Gz =zG.
Otherwise, G is said to be time-varying.

5.1.2 Types of Uncertainty Considered

Although there are many distinct ways to include uncertainty in the fault detection problem,
we consider the following four types of uncertainty:

1. Families of Inputs: In Chapters 3 and 4, the performance metrics are computed
for a single fixed input sequence u. Since this input sequence affects the values of
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the performance metrics, a comprehensive performance analysis would consider all
possible values of u, which is clearly not feasible. One reasonable compromise is to
compute the worst-case performance over a specified family of inputs. To this end,
we consider families of inputs that have the following form:

By, y) = {u+u’ €™+ lul, <y},

where u° € !Z” is a fixed nominal input, p € [1,00] specifies the £,-norm, and y >0 is
the desired bound.

. Bounded Disturbances: Thus far, we have assumed that the system Gy is affected by
a noise signal v. It is also useful to consider the case where a deterministic signal w,
called a disturbance, affects the system in such a way that the fault diagnosis scheme
cannot use w to generate a residual. We consider disturbances in the bounded set

B, (0,y) ={we L™ : |wl, <y},

where p € [1,00] specifies the £,-norm, and y > 0 is the desired bound.

. Uncertain Fault Signals: In Chapters 3 and 4, it is assumed that the fault signal f
at time k is a known, fixed function of the fault parameter sequence 60,.;. While this
approach may work for certain types of faults, it often useful to consider the worst-case
performance of a fault diagnosis scheme over a set of possible fault signals. Hence, for
a given parameter sequence 9, we assume the fault signal lies in a bounded set of the
form

B, (F@)°,7)={f+ @ e :fl, <y}

where f°(9) € é;f is the nominal value of the fault signal, p € [1,00] specifies the
¢p-norm, and y >0 is the desired bound.

. Model Uncertainty: In model-based fault diagnosis schemes, the residual generator
is usually designed according to the nominal system model Gy. However, it useful to
consider cases where Gj does not perfectly model the system or the designer of the
residual generator does not have accurate knowledge of the true model. Both of these
cases are addressed by assuming that the parameterized system Gy is uncertain. In
particular, we assume that the system consists of an interconnection of the system Gy
and an uncertain operator A. We consider two classes of uncertain operators. First,
we consider the class norm-bounded linear time-invariant uncertainties

Az (y) = {A € Ay(y) : Ais LTI, causal, stable},

where y > 0 is the desired bound. Second, we consider the class of norm-bounded
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linear time-varying uncertainties
Az prv(y) :={A € Ax(y) : Ais L1V, causal, stable},

We may also assume that the uncertain operator A is block-structured, in which case
the uncertainty sets are

Az () = {A € Ay(y) : Ais L, causal, stable},

and
Ay v(y) = {A € Ay(y) : Als Lrv, causal, stable}.

The overall uncertainty in the fault diagnosis problem depends on which of these four
types of uncertainty are included in the model. For simplicity, we consider two classes of
problems. The first class has no model uncertainty, and the overall uncertainty set is

2, ={(ww, f0)) : ue B, ,71), we By(0,72), F(0) € By(£° ), 73)},

where u°, 9 and f°(9) are fixed signals and y1,y2,y3 > 0 are fixed bounds. The second class
only has model uncertainty, and the overall uncertainty set 22, is either A, ;1; or Ay (v (Or
one of their block-structured counterparts, Ag,m or Ag,mv).

For a given point p in either &2 or 25, the fault diagnosis problem is well-defined and
we can compute the performance metrics. Hence, the goal is to determine which value of p
leads to the worst-case performance in some well-defined sense.

5.1.3 Worst-case Optimization Problems

In order to find the worst-case value of an uncertain signal or operator, we must establish
quantitative criteria that lead to well-defined optimization problems. More precisely, we
must establish a meaningful way to transform the sequences {P; ;} and {Py, ;} into scalar-
valued objective functions. Because the procedure is the same for both uncertainty sets, &
and 22, we let 2, represent the unspecified uncertainty set. From the outset, we assume
that the residual is scalar-valued and that 6 is a time-varying threshold function.

Maximizing the Probability of a False Alarm

For any p € 2,), the probability of false alarm at time k is

P k() =P(Ir(0)] = € | Og:1 = Op:k)
=1-P(Ire(p)l <&k | 6ok = 00:k),
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where 0y.; denotes the sequence of k+1 zeros. Clearly, uncertainty has a negative impact on
performance when the probability of false alarm increases. Hence, a worst-case parameter
p* € 2,.), with respect to the probability of a false alarm, is defined as an optimum point of

the following optimization problem:
P = max max P
¥ ped. 0sk=N rk(p) 5.1)

=1-— min min P(|r <€r|060:%=00%),
Jnin  min, (Ire ()] < €k | Bo:k = Oo:k)

where N = 0 is a fixed final time.

Minimizing the Probability of Detection

We analyze the effect of uncertainty conditional on the occurrence of particular fault. Fix a
final time N, and let 9.y € ©V*! be a possible fault parameter sequence, such that 9 # 0.
Define

kf:=min{k = 0:9; # 0}. (5.2)

That is, the fault represented by the sequence 9.y occurs at time k. For any p € 2,), the
probability of detecting the fault at time k is

Py (0,90:8) =P(Irk(0)] = €k | 0.k = Do:k)
=1-P(Iri(p)| <&k | Oo:k = Do)

With respect to the probability of detecting the fault parameterized by 9.y, a worst-case
parameter p* € &) is defined as an optimum point of the following optimization problem:

P* 19 . = min max P ’19 -
o (Po:n) PER kp<sksN o,k (0, Yo:N) .
=1- max min P(|r <er 1001 =901). .
PEP ) kysksN (I k(P <€k | Bo:k o.k)

In other words, a worst-case parameter p* € &,, diminishes the effect of the fault parame-
terized by 9y.n as much as or more than any other parameter p € 2.

5.2 Formulating Tractable Optimization Problems
Both optimization problems (5.1) and (5.3) involve the expression

kfr;l]irslN P(Irk(0)| < €k | Bo:k = Do:kc) (5.4)
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for the appropriate choice of k¢ and 0¢.n. The chief difficulty in solving (5.1) and (5.3) is
expressing the minimum (5.4) as a function of p, which can then be minimized or maximized
to compute P or P}, respectively. To properly address this difficulty, we must make some
additional assumptions about the sequence {ri(p)}. Then, under these assumptions, we
develop a heuristic that allows us to write the minimization (5.4) in a more tractable form.

5.2.1 Simplifying Assumptions

Fix p € 2., and let 7 (p,o:x) and Zi(p,Jo.x) be the mean and variance, respectively, of
the residual r¢(p) conditional on the event {0y.y = Jy.n}. To make the minimization (5.4)
tractable, we make the following assumptions:

Assumption 1. The variance {Z;} does not depend on the uncertain parameter p.
Assumption 2. The variance {Z} does not depend on the sequence 9y.y.

Assumption 3. The threshold € is chosen in proportion to the variance Zy. That is, for
some fixed v >0, e = vXy, for all k.

Remark 5.1. The purpose of Assumption 1 is to simplify the relationship between the un-
certain parameter p and the function being minimized in (5.4). Similarly, Assumption 3
simplifies the minimization (5.4) by removing the effect of the time-varying threshold {e}.
Because the sequence of thresholds {¢x} must be chosen a priori, Assumption 3 is only
possible when Assumptions 1 and 2 hold. An important special case where Assumptions 1
and 2 hold is the case where the noise signal v is added directly to the system output y
before it enters the residual generator F. &

Proposition 5.2. Let p € 2., 0< kf < N, and 9.x € ©*1. If Assumptions 1-3 hold, then

f1.(p, o
argmin P(Ire(p)] < ex | Oou = Dout) = argmax L EL20]
kp<k<N kp<k<N VZk

To facilitate the proof of this proposition, we first establish the following lemma:

Lemma 5.3. Let the function L: [0,00) x R — [0, 1) be defined as

v _ 2
LV, W) ::f \/%exp(—(s zu) )ds.
-V V4

For anyv >0 and all uy,us €R,

il < lpzl <= Lv,u1) > LV, u2).
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Proof. Using the error function, defined in Section 2.2.6, we can write the function £ as

erf(%) + erf(v\;;) .

Since the map u— L(v, ) is clearly even, it suffices to consider 0 < y; < u. We prove the
claim by showing that u— L(v, u) is monotonically decreasing on [0,00). The derivative of £
at uo=01is

L(v,) !
vV, 1) ==
K 2

0L(v, 1) 10 (v—u) (v+p)
=—— |erf|—— | +erf
o ly=p, 20m V2 V2 e,

_1r2 _M)(—_l) 2 (_M)(L”
—Z[ﬁexp( 5 7 +ﬁexp 5 7
1 _(V+Mo)2)_ (_(V—ﬂo)z)]

= _\/ﬁ exp( — exp — ||

Since o =0,

(v—po)* < (v+ o),
with equality if and only if pyy = 0. This inequality, together with the fact that the map
x— e~ * is monotonically decreasing, implies that
0L(v, )
Ok lu=po

<0,

with equality if and only if po = 0. O

Proof of Proposition 5.2. Define the “scaled” residual

re(p)
k(p) = ,
VZi
and let v > 0 be such that €5 = vZ, for all k. Note that the conditional mean of u(p) is
N Fr(0,00:x)
L (o, Do:x) == E(u(p) | 0.k = Vo) = ——=——,
( ) VZi

and the conditional variance of ui(p) is

1
E((x(0) - e, 90:)) | B0k = Dok ) = z—kE((rk(p) ~ 710, 90:0)” | Ok = Do) = 1.
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Hence, it is straightforward to show that

rr(p) Ek )
P < Oo-x =99:x) =P < —— | Bg.x = V.
(Irk()| < €k | 6ok = Do:k) ( N \/Z_k‘ 0:k = VYo:k

=P(lux(0) <V 0o = 9o.1)
=L (v, ik (p, 90:1))-

Let k1, k2 € N be any two time points in the interval [k, N]. By Lemma 5.3,
P(174, (0)] < €k, 1 80:k, = Do:ky) <P(I75,(0)] < €k, 1 B2k, = Dcky)

if and only if
|ljk1 (p7"90:k1)| > |ﬂk2 (p700:k2)|' O

5.2.2 Simplified Worst-case Optimization Problems

The section demonstrates how Assumptions 1-3 and Proposition 5.2 are applied to the
problems of computing P} and P}.

Maximizing the Probability of False Alarm

Suppose that Assumptions 1-3 hold and assume that no faults have occurred (i.e., 9 = 0).
The worst-case probability of false alarm is

P¥=1- min min P(|r < &r | 0% = 0p-
> [min | min (Irk()| < €k 1 Bo:k = 00:k)

By Proposition 5.2, optimum values of p and k are obtained by solving

~x 17 (o) 17k (p)]
Md = max max = max max
PEP.) 0sk=N /2 0<ksN peP. /2

Because X does not depend on p, this optimization may be solved in two separate stages.
First, for k=0,1,..., N, solve the optimization

Pt = max |7 (p)l, (5.5)
40!

and then compute

(1* = max r—k

0<k=N /2
At this point, we must consider what additional assumptions are needed to ensure
that the optimization (5.5) can be written as a convex program. Because the residual is
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scalar-valued, we can write f]’: as the solution of the optimization

Ak _ . _

e = mln{pr?ézn Tr(p), pmén) rk(p)}
This problem is convex if . is a convex set and both 7 (p) and — 7 (p) are convex functions
of p (i.e., 7x(p) is affine in p). Once optimum values k* and p* have been obtained, the
worst-case probability of false alarm is given by

P} =1-P(Irix (™) < &g+ | O.1ex = 0p:1ev)-

To summarize, the problem of computing P} is a convex optimization if ., is a convex set
and 7 is affine in p, for all k.

Minimizing the Probability of Detection

Suppose that Assumptions 1-3 hold. Let 9 be a fault parameter sequence such that 9y # 0,
and let k¢ be the fault time, as defined in equation (5.2). The worst-case probability of
detection is

P} =1- max mln P17k ()| < €k | Oo:k = Do:k)-
PEP kf< <N

By Proposition 5.2, optimum values of p and k are obtained by solving

4* = min max lrk(p)l

PEP) kpsksN /X

If we define the vector

i, ()
. Frp+1(0)
Rpy=|""
n(p)
and the diagonal matrix
1 1 1
W :=diag e (5.6)
zkf Zkf+1 ZN

then we may write

or = mln ||W1/2R(p)||
PEDP

Since the matrix W is fixed, taking the co-norm is equivalent to taking the weighted point-
wise maximum of 7 (p),..., Fn(p). Because the pointwise maximum of convex functions is
convex [5], computing P} is a convex optimization if &.) is convex and each 7 is a convex
function of p, for k = ky,..., N. Once an optimum value p* has been computed, let k* be
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Figure 5.1. Uncertain fault diagnosis problem with uncertain signals but no model uncertainty. The
signals u, w, and f(f) are constrained to lie in some bounded, convex uncertainty set.

such that k¢ < k* < N and
|Fx (0™)]
Zk*

=0~
Then, the worst-case probability of detection is given by

Py =1-P(Ire= (0" < &4 | Opuir = Douer)-

To summarize, the optimization to compute P} can be written as a convex program if &,
is a convex set and 7y is a convex function of p, for k = k¢,..., N.

5.3 Problems with No Model Uncertainty

First, we consider the class of problems with no model uncertainty. Fix a parameter sequence
0 =9, an ¢,-norm with p € [1,00], and constants y1,Y2,y3 > 0. The uncertainty set under
consideration is

P, ={(u,w, f®) : ue By, 1), we By(0,y2), fO) € By(f°),73)},

where ©° and f°(9) are fixed. Decompose the input and fault signals into nominal and
uncertain parts, as follows:

u=u+i  fO) =09 +f.
If the system Gy is partitioned as

Gop=|Gro G0 Gso Gaol,
then the system output can be written as

Y=Grou+Gov+Gsgw+ Gy f(0).
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If the residual generator is partitioned as
F= [Fl Fg] ,
then the residual can be written as

r=Fy+Fu
=(F1G9+ F)u+ F1Gy v+ F1Gz gw + F1Gy,9 f ()
= (FiGr9+ F2)(u° + @) + FiGo gV + Fi Gz 9w + F1 Gy 9(f°(9) + f).

Divide the residual into the sum of its nominal, uncertain, and random parts as follows:

unc rnd

r=r0M 4 it 4 e

where

Fhom _ (g Gi9+ F) u’+F G4,qf)fo (O,
runc = (Fl Gl,’ﬁ + Fz) 11 + Fl G3,19 w + Fl G4'19f’

rrnd = Fl Gzﬂg V.
Since v is zero-mean by assumption, the conditional mean of the residual at time k is
Pk =E(r | 0ok = o) = 120 + 107,
and the conditional variance at time k is

S =E((rx - #1)?) = E((r,rcnd)z).

Note that Assumption 1 holds because the variance X is not affected by any of the uncertain
signals i@, w, or f . However, Assumption 2 only holds if the operator G, 9 does not depend
on the fault parameter 9. That is,

Go=|Gr9 G2 Gspg Gagl-

A convenient choice is to take G, = I, which corresponds to additive measurement noise
injected between the plant Gy and the residual generator F.
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Maximizing the Probability of False Alarm

Assume that no faults have occurred (i.e., 9 = 0). The worst-case probability of false alarm is

P*=1- min min P(|r] <€k |00k = 00:k)-
E Qi min (Irel < €k 1 Oo:k = 00:1)

As explained in Section 5.2.2, the crux of computing P} is computing

Ak nom unc
fr= max |r +r
k (u,w)(—:9’3| k k |

for k=0,1,...,N. More formally, this optimization can be written as

P =maximize |rp®™ + ™|
u,w

subjectto "™ =(F1G1 0+ F)u’,
r' = (F1Go+ R)i+ FiGspw,
lal, <vy1,

lwly <7ya,

for p € [1,00] and y1,Y2 > 0. Note that the signal r"°™ is fixed. Since r""¢ is a linear function
of @ and w, the mean of the residual 7 = rllc“’m + r}cmc is an affine function of the decision
variables &t and w. For p € [1,00], the norm bounds on the decision variables are convex
constraints. Therefore, this optimization can be written as a convex program, for all k. In
particular, if p € {1,00}, this optimization can be written as a pair of linear programs (Lp),
and if p = 2, this optimization can be written as a pair of second-order cone programs (socp).
Both rps and socps are readily solved with optimization packages, such as SeDuMi [90].

Minimizing the Probability of Detection

Let 9 be a fault parameter sequence such that 9y # 0, and let k¢ be the fault time, as defined
in equation (5.2). The worst-case probability of detection is

P*=1- max min P(|ri| <& | 0ok = Jo:x).
. (,w,f(9) € P kp<k<N (7l <1 Bozk = Do)

By Proposition 5.2, optimum values of u, w, f, and k are obtained by solving

~ % . Ifkl
= min max ———.
(ww,f(D)ePs kr<ksN /2
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As in Section 5.2.2, if the matrix W is defined by equation (5.6), then this optimization may
be written more formally as

(* = minimize HWUZ}?”OO
i, w, f
subjectto R; = r,rcljf’ﬂ_l + r,‘:;‘fl._l, i=12,..N=ks+1,
M = (FG g+ F)u’+F,Gyof°,
U = (F,Gy g+ F2)fi+ Fy G ow + Fi Gy o f,
Izl <y1,
lwllp <7ya,

171, <7a

for p € [1,00] and y1,y2,73 > 0. Since the signal r"°™ is fixed, Ry, is an affine function of the
decision variables i@, w, and f , for each k. Since the pointwise maximum of convex functions
is convex [5] and the matrix W is fixed, the objective function is convex. For p € [1,00] the
norm bounds on i, w, and f are convex constraints. Therefore, this optimization is a convex
program. In particular, if p € {1, 00}, this optimization is a linear program (rp), and if p =2,
this optimization is a second-order cone program (socp). Both Lps and socps are readily
solved with optimization packages, such as SeDuMi [90].

5.4 Problems with Model Uncertainty

In this section, we consider systems of the form shown in Figure 5.2, where the linear
operator A represents model uncertainty and the signals u and f are known. Note that this
system is not affected by a disturbance w. If the system Gy is partitioned as

_|Gie Gz Gizg Grae

G@ - )
G219 Gag Gozp Gosp

then the signals labeled in Figure 5.2 are related as follows:

B =Aq,

a =GP+ GV +Gizpf(0)+Gupu,

Y =G21,0B+ G0V +Gazpf(0) +Gagpu.
Recall that Proposition 5.2 only applies if Assumptions 1-3 of Section 5.2.1 hold. Since the
residual generator F is a known linear operator with no uncertainty, the validity of these

assumptions depends on the manner in which the noise v affects the system output y.
Let T,—., denote the map from v to y. If the interconnection shown in Figure 5.2 is
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Figure 5.2. Uncertain fault diagnosis problem with model uncertainty. The uncertain operator A
is constrained to lie in some bounded, convex uncertainty set. For simplicity, we assume that the
signals u and f(6) are known.

well-posed (i.e., the inverse of I — Gy} 9A exists for all J € ® and all admissible A), then
a=I- G11,0A)_1(G12,9 v+ Gi3of(0) + Gagu),

which implies that
Ty—y = G21,06AU — G11,9A) "' Gr20 + Gozy0.

Therefore, Assumptions 1 and 2 hold if the noise v does not pass through the uncertain
operator A (i.e., G129 = 0), and the map Gy 9 does not depend on the parameter 6. That is,

Gy 0 Gizp Guap
G219 Goo Gozg Gosp

The important special case G2y = I corresponds to additive measurement noise.
Fix a parameter sequence J and an input u. Assuming that Gj29 =0 and 6 = 9, the
signals @ and f are given by the equations

a=(I-Gy19A) " (Gi30f () +Grapgu),
B=A2Aa=A(Giz0f(0)+ Gapu). (5.7)

Since the signals f(9) and u are known and A is constrained to be a member of the set Z,,
these equations can be interpreted as a constraint on the signal . Hence, our approach
to computing the worst-case performance is to compute the worst-case 3, such that equa-
tion (5.7) is satisfied by some A € 25. The theoretical results that yield such constraints on
B can be found in the literature on interpolation theory and model invalidation.
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5.4.1 Interpolation Results

The general problem of interpolation consists of finding an operator A in some prescribed
set 2, such that A maps some fixed input data ag. to some fixed output data fy.ny. This
section states, without proof, a number of relevant results from interpolation theory. The key
feature of these results is that, for a given ay.y, an interpolating operator exists if and only if
Bo:n lies in some convex set. Therefore, these results can be used as convex constraints on
Po.n in the previously-defined worst-case optimization problems.

First, we establish some useful notation. For any a € %" and any ¢ > 0, define the
block-Toeplitz matrix

[ a, 0 0 cee 0]
a) ap 0 0
T[(a) — |a a ag e 0 € Rm(£+l)><(€+l).
| d¢ a¢— g2 - 4o

Let M: ¥ — " be a causal linear operator with the impulse response
{Mli, jleR™™:i=j=0}.

That is, if y = Mu, then

k
yi=)Y_ Mik, jlu;,
j=0

for all k = 0. For any such M and any ¢ > 0, define the block lower-triangular matrix

[ M[0,0] 0 0 0
Mi1,0] MIJ1,1] 0 0
T3 (M) = Mi[2,0] Mi[2,1] Mi[2,2] --- 0 ERn(hl)xm(ﬁl).
[ M[¢,0] M[¢,1] MI[£,2] --- ML, €]

Note that if M is time-invariant and y = Mu, then the matrix 9, (M) is block-Toeplitz and
To(y) =T (M) Ty(w),

for all ¢=0.

Now, we are ready to state some key results from interpolation theory. These results
are summarized at the end of this section in Table 5.1. The following extension of the
Carathéodory-Fejér Theorem [80] is due to Fed¢ina [35] and is used in a number of model-
invalidation studies [11, 74, 87].
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Figure 5.3. Block diagrams for the interpolation results. Theorems 5.4 and 5.9 apply to diagram (a).
Corollaries 5.5 and 5.10 apply to diagram (b). Theorem 5.6 applies to diagram (c) and Theorem 5.7
applies to diagram to diagram (d).

Theorem 5.4. Given sequences a € ¢} and f € ' and constants’y >0 and N €N, there exists
an operator A € Ay 1 (y), such that

InB=1TNAC
if and only if
Thn(B) Tn(B) <y T (@) Tn(a).

For many applications, it is appropriate to impose additional structure on the inter-
polating operator A. One structure that appears frequently in the robust control litera-
ture [28,86,110] is the class of block-diagonal operators, which we denote A p(¥). As shown
in [11], Theorem 5.4 is extended to operators in set A, ;1,(y) by simply treating each block-
partition separately. Hence, we state this extension as a corollary of Theorem 5.4.

Corollary 5.5. Given sequences a € £} and 5 € £]' and constants’y >0 and N € N, there exists
an operator A = diag{Ay,...,A4l € Az_m (), such that

InB=1TNAC

if and only if
Trn(B)Tn(Bi) <y* Ty (@) Tn (),

fori=1,2,...,q, where a and 3 are partitioned such that f; = A;«;.
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The following extension of Theorem 5.4, due to Chen and Wang [11], is useful when the
interpolating operator A is in a feedback interconnection with another operator.

Theorem 5.6. Consider the feedback interconnection shown in Figure 5.3(c), in which
B=AI-MA 'z

Fixy >0 and let M: 0" — ¢} be a linear time-invariant operator, such that | M||; < % Then,
given sequences z € ¢} and f € 0] and N € N, there exists an operator A € Ay 11,(y), such that

TnB=1nA-MA) 2z
if and only if

TPBTTMTT2)+T2)"T(MTB)+T(2) T(2) T’

=0
T(B) (#I—PT(M)TE’T(M))

)

where the subscript N on the operators T and 9 has been omitted for clarity.

As in Corollary 5.5, Theorem 5.6 can be extended to the case where A is block-diagonal.
However, for general M, the matrix inequality in Theorem 5.6 becomes a nonconvex con-
straint on S, and there is no computationally tractable way to check for the existence of a
block-diagonal interpolating operator [11,92]. However, Chen and Wang [11] show that this
matrix inequality is convex in § if M is sufficiently structured. The necessary structure is
stated in the following theorem.

Theorem 5.7. Consider the feedback interconnection shown in Figure 5.3(d), in which
B=A(I-MA 'z

Fixy >0, assume A = diag{A1,...,A4l, and let M: (7' — (7 be a linear time-invariant opera-
tor, such that
M = diag{M,, Ms,..., M},

where the dimensions of M; are compatible with A;. Further, assume that | M;|l;» < %, for

all i. Then, given sequences z € [é’ and P € 01, there exists an operator A € Ag,m (y), such that

TnB=1NA-MA) 'z

93



if and only if

TP T M) T(z)+ T(z)T T (M)T(B) + T(z) I T(z)) TB)T

-1
T(B;) (Y—lzl—f(Mi)Tﬂ(Mi))

>0

)

fori=1,2,...,q, where § and z are partitioned compatibly with A and M.
Remark 5.8. The statement and proof of Theorems 5.6 and 5.7 involves the relationship
Tn(a@) =INM)TN(B) + Tn(2),

which only holds when M is time-invariant. To the best of our knowledge, there is no
extension of these results in which M is time-varying. &

The following time-varying extension of Theorem 5.4 is due to Poolla et al. [74] and used
in the model-invalidation context by [27,87,92].

Theorem 5.9. Given sequences a € ¢} and f € (' and constants’y >0 and N €N, there exists
an operator A € Ay v (y), such that
InB=1TNAC

if and only if
Itefllz = viTKal?,

fork=0,1,...,N.

As in Corollary 5.5, this result is easily extended to the case where A is block-diagonal
by considering each block-partition separately. Hence, we have the following corollary of
Theorem 5.9.

Corollary 5.10. Given sequences a € ¢ and f € (' and constants y >0 and N € N, there
exists an operator A = diag{Ay,...,A4l € Az,m,()f), such that

TNB=TNnAa

if and only if
ITkBillz = vlTRaill2,

fork=0,1,...,Nandi=1,2,...,q, where a and 3 are partitioned such that ; = A;«a;.

Remark 5.11. The condition 70 = TyAa used in these interpolation theorems implies that
the values a; and f3; are irrelevant for j > N. In the model invalidation literature, this
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Table 5.1. Summary of interpolation results for linear operators with and without feedback. The
column labeled Diagram indicates which part of Figure 5.3 applies.

Result Diagram Uncertainty Set Feedback Operator

Theorem 5.4 (a) Ao (Y)

Corollary 5.5 (b) Ao i1 (y)

Theorem 5.6 (c) Ao (Y) M 1, |[M] o < %

Theorem 5.7 (d) As i (y) M tr1, M = diag{M;, ..., Mg}, | Mill;» < %
Theorem 5.9 (a) A1 (Y)

Corollary 5.10 (b) Ao 1rv(Y)

condition is imposed because only a finite amount of data can be used to invalidate the
model. Although the theorems may be more naturally stated in terms of finite sequences
ao:ny and So.n, the truncation operator 7 is more compatible with the operator-theoretic
notation used throughout this chapter. &

Remark 5.12. In some instances, the time-invariance assumption of Theorems 5.4 and 5.6
is too restrictive and the time-varying assumption of Theorem 5.9 is too conservative. In
the model invalidation literature [91, 101], similar theorems are stated for a time-varying
operator A such that the rate of variation v, defined as

v(d):= |z A=Az,
is bounded. However, these theorems are stated in the frequency-domain and cannot be
used to formulate worst-case optimization problems using Proposition 5.2. To the best of
our knowledge, there are no time-domain interpolation results that take into account the
rate of variation. &

5.4.2 Using the Interpolation Results to Find Worst-case Performance

Having established a variety of interpolation results, we now consider how these results
are used as constraints in the worst-case optimization problems. For the sake of simplicity,
we only treat the cases where the uncertain operator A is unstructured. In each case, the
extension to the block-diagonal case is straightforward.

Suppose that Assumptions 1 and 2 of Section 5.2.1 are met by taking Gj29 = 0 and
letting G2, be independent of the fault parameter 6. Then, the system output is given by

B=Aa
a=G1,P+Gi39f(0)+Grapu
¥ =Go1,0B8+Gopv+ Gazpf(0)+Gospu
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Fix a parameter sequence 6 = 9 and let the residual generator F be partitioned as F = [F; F].
Divide the residual into its non-random and random parts, as follows:

F = punc rrnd,

where

' = FGo19B+ FoGasp f(0) + (FoGoap + Fi)u
rmd = Fz ng V.
Since v is zero-mean by assumption, the conditional mean of the residual at time k is

fr =B(ri | 0. = Do) = 1",

and the conditional variance at time k is
i =E((ri - ?) =B((r")?).

Note that, as desired, the sequence {Z;} does not depend on S or 6.

Maximizing the Probability of False Alarm

Assume that no faults have occurred (9 = 0). Recall that the worst-case probability of false
alarm is

P*=1—min min P(|r¢] <&k |00k =00k).
i Jmin min (ITkl < €k | Oo:k = 0o:k)

As explained in Section 5.2.2, the crux of computing P} is solving

P = max |y,

for k=0,1,...,N. There are two cases to consider: s = Ay ;1;(y) and 2 = Ay 11y (y).

Case 1. Suppose that A belongs to the set A ;1;(y) and assume that Gy is an LTI operator
with |Gy lli2 < % Then, for k = 0,1,...,N, applying Theorem 5.6 yields the following
optimization:

unc

el

77 =maximize |r
k p

subjectto  r'""“ = F,Go1 08+ (F2Gogo+ F1)u
z=Gi3,0f(0) + Giapu
FZ(B) =0,
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where

TP T (G0 T2+ T2 TT (G TP +T(2) T(z) T

B):= 1.
F T(p) (E1-T (G110 T (G

Note that the subscript N has been omitted from the operators T and J for clarity.

Since u and f(0) are known, r""¢ is an affine function of §. Also, the signal z is fixed, so
the function _#(p) is linear in §, and the constraint _#(f) = 0 is a linear matrix inequality
(Lmi). Therefore, this optimization can be cast as a semidefinite program (spp), which is a
type of convex program that is readily solved with numerical optimization packages, such as
SeDuMi [90].

Case 2. Suppose that A belongs to the set A, 1v(y) and assume that G;;0=0 (i.e., A does
not experience feedback). Then, for k=0,1,..., N, applying Theorem 5.9 yields the following
optimization:

P = maxiﬁmize ||

subject to rine = FgGgL(),B +F Ggg,of(()) + (FoGogo+ F)u
@ =G3,0f(0) + Gaou
lzeBlo<ylTeal,,  €=0,1,... k.

As in Case 1, r'" is affine in . Since the k + 1 inequality constraints are quadratic in
Bo:n, this optimization problem is a socp. As previously mentioned, socps are readily solved
with numerical optimization packages.

Minimizing the Probability of Detection

Let 9 be a fault parameter sequence such that 9y # 0, and let k¢ be the fault time, as defined
in equation (5.2). Recall that the worst-case probability of detection is

P*=1—max min P(|ri|<éer|0pr=90.x).
b AePy kysksN (k k170:k O'k)

By Proposition 5.2, the optimum values of A and k are obtained by solving

g% = min max el
ANeP) kakSN \/Zk.
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As in Section 5.2.2, if the matrix W is defined as in equation 5.6 and the vector R is defined

as ) i
unc
r
kg
unc
R — rkf +1

unc
| 'n

then this optimization may be written as

A~ x . 1/2 H
= min |W" "Rl s-
H ANRZN °

There are two cases to consider: 2\ = Ay 111 (y) and Pa = A 11y (7).

Case 1. Suppose that A belongs to the set Ay 1;(y) and assume that G g is an LTI operator
with |Gyy,9lli2 < % Then, applying Theorem 5.6 yields the following optimization:

A

or = max%rnize IWY2R| o

subject to }?i:r,‘j;lfi_l, i=1,...,N—-kf+1,
' = F,Goy1,9B + F2Ga3,0f () + (F2Gaa9 + F)u

z=Gy39f(0) +Gigou

Z(B) =0,
where
6 TPBLTT (G119 T(2)+ T TT (G11,9)TB) + T(2) T(2) T(B)T
= -11.
T(p) (1= (Gu) T (Gue))

Note that the subscript N has been omitted from the operators T and I for clarity.

Since the matrix W is fixed, the objective function is a weighted pointwise maximum
of r ..., ry'c. Of course, r' is an affine function of §, so the objective is convex in .
Since z is fixed, _#(p) is linear in f, and the constraint _#(f) > 0 is a Lm1. Therefore, this

optimization is a SDP.
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Case 2. Suppose that A belongs to the set Ay 11v(y) and assume that Gy;,.9 =0 (i.e., A does
not experience feedback). Then, applying Theorem 5.9 yields the following optimization:

A

ar = ma.x%mize IWY2R| o

unc

subject to }?i:rkfﬂ._l, i=1,...N—kf+1,
' = F,Goy1,9B + F2Ga3,9 f () + (F2Gaa9 + F1)u
a=Giz9f () + Gy ou
ITeBllo < vllTeal,  €=0,1,...,k.

As in Case 1, the objective is a weighted pointwise maximum of affine functions of 8, which
implies that it is convex. Since the signal «a is fixed, each of the k + 1 inequality constraints
is quadratic in  and the optimization problem is a socp.
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Chapter 6

Applications

6.1 Introduction

In this chapter, we explore various applications of the performance analysis framework
developed in the preceding chapters. To begin, we examine, from a high level, the various
usages of the performance metrics. Then, we demonstrate how the performance metrics
are computed for two aerospace examples. The first example is a simplified air-data sensor
system consisting of a pitot-static probe and a flight path angle measurement. The second
example is a linearized model of a vertical take-off and landing (vrovr) fixed-wing aircraft. For
the first example, we consider the effects of uncertain signals, and for the second example,
we consider the effects of additive model uncertainty.

6.2 Types of Studies

Although there are many ways to interpret the performance metrics, the following types of
studies stand out as natural applications of our performance analysis framework:

1. Selecting a fault detection scheme: Given a fixed system Gy, the performance met-
rics can be used to select the best fault diagnosis scheme from a finite set of schemes

VO =FD,6%) :i=1,2,...,m}.

This type of application is most useful when the fault diagnosis schemes are designed
using disparate methodologies with incomparable design criteria.

2. Trade studies: Given a collection of systems
@ . _
{Gy 1i=12,...,m}
and a collection of fault diagnosis schemes
v =FD 6Dy :i=1,2,...,m}
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let ¢; be the cost of implementing the system G(gi) with the scheme V®, for all i. A
trade study examines the trade-off between the cost ¢; and the performance of the
scheme V¥, with respect to the system G, for each i. For example, each system G’
may consist of a different combination of sensors and components, in which case
a trade study may be used to decide if it is more beneficial, from a fault diagnosis
standpoint, to use higher-quality components or to use redundant copies of a lower-
quality component. In addition to size, weight, and monetary costs, ¢; may also
include a measure of how difficult it is to compute the performance metrics for the
fault diagnosis problem given by G}’ and V).

3. Certifying system safety: Suppose that when a fault is detected, the system Gg and
the fault diagnosis scheme V are reconfigured, as in Section 4.4.2. Recall that in
Section 4.4.2, we showed that

Jx(i, j)) =PD; N Hi )

is the probability of the system being in configuration s; when it should be in config-
uration s;. Note that for some (i, j) pairs, the event D j,k N H; . is safe, while for other
pairs it is not. For example, it is safe to be in the nominal mode when no faults have
occurred, but it is unsafe to be in the nominal mode when a critical sensor has failed.
Therefore, by computing and analyzing the matrices {J}, we can quantitatively certify
that the probability that system is in a safe configuration, at time k, is within some
acceptable range [1—«, 1].

6.3 Air-Data Sensor Example

Nearly all aircraft use a pitot-static probe to determine airspeed V and altitude /. Because
these data are essential for flying, the pitot-static probe is integrated into the flight control
feedback loop. These sensors are prone to a number of failures, such as icing and blockage,
that cause them to produce incorrect values. If such a failure goes undetected, the autopilot
system or the pilot may use the erroneous values to issue commands that cause the aircraft
to crash. To avoid such disasters, large commercial aircraft, such as the Boeing 777 [103,104],
have multiple pitot-static probes in different locations. However, most aircraft designers
have developed a set of standard operating procedures that allow safe recovery of the aircraft
when a pitot-static probe failure is detected [6]. In this application we explore the detection
of such faults by exploiting the analytical redundancy between airspeed, altitude, and flight
path angle. This example was also studied less extensively in the conference papers [97,98].
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Figure 6.1. Block diagram of a pitot-static probe with a fault detection scheme based on analytical
redundancy. The map ¢ (shown graphically in Figure 6.2) represents the system G, while the shaded
region, labeled F, is the residual generator.

6.3.1 Problem Formulation

Consider the fault detection problem shown in Figure 6.1, in which a pitot tube measures
the total pressure p;, and a static port measures the static pressure p;. These measurements
are corrupted by adding Gaussian white noise processes, v; and vs, and randomly occurring
faults, f; and f;. From the measured pressures, airspeed and altitude are derived using the

relations :
Cq ) 2

sign(p:—ps)cs (‘(% N 1) -1

a1-(3))

|4
h

=¢(pr, ps) = , 6.1)

where the constants

c1 =44.331km,
¢ =0.1903,

c3 = 760.427m/s,
cy =2/7,

po = 101.325kPa

model the troposphere (up to 17km) [18]. These equations are plotted in Figure 6.2 for
subsonic flight in the troposphere. We use the notation V for the derived airspeed and £ for
the derived altitude to indicate that these quantities are corrupted by random disturbances
and faults. Note ¢ actually gives the indicated airspeed, which is the airspeed that would
be measured if the sensors were at standard atmospheric conditions. To obtain the true
airspeed, we would also need a measurement of the outside air temperature [18]. However,
we ignore this issue for the sake of simplicity.
The fault signals are randomly-occurring biases, defined as

[t :=b W=7y and fs(2):= bWt =7y),

for £ =0, where b; and by are known, fixed bias magnitudes, and 7; and 7 are independent
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exponential random variables 7, ~ Exp(A;) and 75 ~ Exp(Ay).

The dynamic portion of the fault detection scheme F is contained in the shaded region of
Figure 6.1. The input y is the flight path angle of the aircraft, which we assume is measured
exactly with no noises or faults. Consider the following analytical relationship between V, h,
and y:

t

h(1) :h(0)+f0 y(V(s),y(s)ds

t
= h(0)+f V(s)siny(s) ds,
0

which is used to derive & from y and V. The fault detection scheme attempts to detect the
faults f; and f; by analyzing the difference h— h. However, as the noisy signal v (V,y) passes
through the integrator, the noise accumulates and & diverges from /. To counteract this
effect, a high-pass or “washout” filter of the form

s
Wi(s) = , a>0,
s+a

is applied to the difference i — I to produce the residual r. The drawback of using this filter
is that it removes the steady-state or “pc” component from the signal /1 — /1. We assume that
the decision function (not depicted in Figure 6.1) is a threshold function with threshold € > 0.

6.3.2 Applying the Framework

To apply the computational framework developed in Chapter 4, the system G must be LTv.
As shown in Figure 6.2, the map ¢ is only mildly nonlinear for modest changes in differential
pressure pg:= p; — ps and static pressure p;, so we take the first-order approximation

Ut
Us

G(pe+ ve+ f:0), ps+vs+ f5) = d(pr, ps) + @ +®

ft(H)]
s |

where @ := (D¢) (p;, ps) is the Jacobian linearization of ¢. Then, the linearized system G is
given by the static equation
y:ﬁuu+ﬁyv+ﬁff,

where

Ut

, u=op ps), V=

(v
Y=k

, f:[ft},

s

and D,=Iand D, =D = ®. Note that for a given flight path angle y, the map y can be
interpreted as a linear function of V. Hence, the residual generator F can be written as the

Us
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Figure 6.2. Visualization of the air-data sensor equations. Plot of (a) the (indicated) airspeed V as a
function of differential pressure p; = p; — ps and (b) the altitude # as a function of static pressure p;.
The values plotted here are typical for subsonic flight in the troposphere.

linear system
&= Af+Byy,

F -
r=C{+Dyy,

where
A=-aq, B, = [sin()/) a], C=-1, D,= [0 1].

The final step in applying our performance analysis framework is to convert everything to
discrete time. Let T > 0 be a fixed sample time, and let N € N be the final time step (i.e., N T
is the time horizon considered). We use the “zero-order hold” method [7] to discretize the
continuous-time dynamics. For each k = 0, define the input u == ¢(p: (), ps(tx)), where
tr = kT;. Since the discrete-time analogue of Gaussian white noise is an up Gaussian
sequence [50,72], we define the ip sequences {v; i} x>0 and {vs k} k=0 with v;; ~N (0,0%) and
vs.i ~N(0,02), respectively, for all i. The fault signals are represented in discrete-time by
frr = bk =2 x;) and f; ;. = b1k = k), for all k, where x; ~ Geo(q;) and x5 ~ Geo(q,) are
geometric random variables. As shown in Fact 2.8, the best discrete-time model is achieved

when g, =1-¢ 4" and g =1- AT,

6.3.3 Numerical Results

First, we compute the joint probability and conditional probability performance metrics
defined in Chapter 3. For these simulations, the following parameters values are used:
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e Sample time: T =0.05s

¢ Time horizon: N =72,000 (i.e., NT; = 1hour)

* Flight path angle: 0.5° (constant)

e Airspeed: V =45m/s (constant)

e Initial Altitude: h(0) =200m

¢ Noise standard deviations: o; =2.5Pa, o0, =2.5Pa

e Bias fault magnitudes: b; = —0.04kPa, bs; = 0.05kPa
 Continuous failure time models: 1; = A, =0.001hr 1 =2.78 x 10775~}
« Discrete failure time models: q; = g; = 1.389 x 10~/
e Filter pole: a =0.003 (before discretization)

e Threshold: e =2m

The resulting performance metrics are plotted in Figures 6.3(a) and 6.3(b). Note that, in this
case, the component failure rates are so small that the plots of {Pgy r} and {Pp i} are barely
distinguishable from zero.

Next, we plot the roc curves as the threshold ¢ varies from 0.1 m to 50 m. The curves
shown in Figure 6.4 correspond to times ranging from 1 minute to 1 hour. Note that, in
Figure 6.3(b), the probability of detection {P;, i} dips at about 7 minutes. Hence, some of the
RocC curves in Figure 6.4 cross over one another. However, the general trend is that the roc
curves pass closer to the ideal point (0, 1) as time increases.

For our third numerical experiment, we observe that the probability of detection, plotted
in Figure 6.3(b), converges to a steady-state value. To better understand the effects of
changing the washout filter pole a and the noise standard deviation o, we compute the
steady-state values of {Py x} as a and o vary. In Table 6.1, these steady-state values are
tabulated for a ranging from 0.0005 to 0.004 and o ranging from 2Pa to 10Pa. Note that the
value of a listed in Table 6.1 corresponds to the continuous-time washout filter W before
discretization. Also, the same standard deviation o is used for both noise signals, {v; i}
and {v;}. All other parameters remain the same as in the previous experiments.

In our fourth experiment, we seek to find the worst-case flight path, with respect to
the probability of false alarm. For these optimizations, we use the values a = 0.003 and
o;=0=2.5Pa, as in the first two experiments. We assume that there is no disturbance w
or model uncertainty A affecting the system. The class of uncertain inputs considered is

Bo(w®,y)={a+u° : lal, <y},

where u° = (V, h) is the flight path described in the first experiment. Since we only consider
additive input faults, the conditional variance of the residual, {X;} does not depend on the
fault parameter sequence 6 or the uncertain input. Hence, we can fulfill Assumptions 1-3 of
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Figure 6.3. Performance metrics for the air-data sensor system. Plot (a) shows the joint probability
performance metrics, and plot (b) shows the conditional probability performance metrics. Note that
the sequences {Pyy } and {Prp i} have small values and are barely distinguishable from zero.

Table 6.1. Steady-state performance of the air-data sensor system for various values of the washout
filter pole a and the noise standard deviation o. Note that the values of the pole a refer to the
continuous-time dynamics before discretization, but the standard deviation o refers to the discretized
up Gaussian noise sequences (i.e., 03 =0; =0).

Noise Standard Deviation, o (Pa)

Pole, a 2 4 6 8 10

0.0005 0.9742 0.9482 0.9216 0.8943 0.8662
0.001 0.9739 0.9469 0.9183 0.8875 0.8534
0.0015 0.9736 0.9454 0.9137 0.8756 0.8211
0.002 0.9732 0.9435 0.9064 0.8423 0.7303
0.0025 0.9729 0.9410 0.8879 0.7631 0.5968
0.003 0.9725 0.9373 0.8427 0.6517 0.4692
0.0035 0.9720 0.9291 0.7687 0.5387 0.3680
0.004 0.9715 0.9104 0.6790 0.4411 0.2933
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Figure 6.4. Performance metrics for the air-data sensor system plotted in roc space. Each roc curve
represents the performance of the fault detection scheme shown in Figure 6.1 at a particular time step
as the threshold € on the decision function § is varied.

Section 5.2.1 by using the proportional threshold
Ex=VVZk,

where v = 2.25. We use the yarmip interface [63] to SeDuMi [90] to solve the optimization
problem. The resulting worst-case values P} (y) are plotted in Figure 6.5 for y ranging from 0
to 10.

Finally, we compute the worst-case fault signal, with respect to the probability of detec-
tion. For this computation, we assume that there are no other sources of uncertainty. Let 9
be the fault parameter sequence in which both sensors fail at k = 18,000 (15 minutes). The
class of uncertain fault signals considered is

Bo(f,7) =4{f+ 2 : lIfla <7},

where f°(0) is the nominal bias fault with magnitudes bs and by defined above. The time
horizon of the simulation is shortened to 17 minutes (i.e., N = 20,400 time steps). Hence, the
signal f must decrease the probability of detection (i.e., suppress the effect of the nominal
fault f°(9)) over a 2 minute interval. Again, we use the yaLmip interface [63] to formulate the
optimization problem and SeDuMi [90] to solve it. The resulting worst-case values P} (y) are
plotted in Figure 6.6 for y ranging from 1.5 to 2.0. Note that, for each y, the value of P} (y)
would increase as the number of time steps N is increased, because the perturbation f
would have to suppress the effect of f°(9) over a longer time span. That is, increasing N
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Figure 6.5. Worst-case probability of false alarm for the air-data sensor system with an uncertain
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Figure 6.6. Worst-case probability of detection for the air-data sensor system with an uncertain fault
signal of the form f(9) = f(9)°+ f, where 9 is a fixed fault parameter sequence, f(?) is a fixed nominal
fault signal, and [ fll, <7y.

and decreasing y have a similar effect on the worst-case performance. The relatively short
time span (2 minutes) used for these simulations was chosen to keep the computations
manageable.
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Figure 6.7. Block diagram of a linearized vertical take-off and landing (vroLr) aircraft model with
additive model uncertainty.

6.4 VTOL Aircraft Example

In this section, we examine the effects of additive model uncertainty on the performance of
an observer-based fault detection scheme. The system under consideration is is a linearized
model of the longitudinal dynamics of a vertical take-off and landing (vrovr) aircraft. The
original modeling and linearization of this system are due to Narendra and Tripathi [70].
Since the publication of [70], variants of this model have been used in a number of fault
detection studies (e.g., [83,94-96,102]).

6.4.1 Problem Formulation

Consider the block diagram shown in Figure 6.7. The additive uncertainty affects the map
from the input u to the output y. Assume that both W; and W, are fixed square matrices,
and assume that A € A, ;(y). The continuous-time dynamics of the system are of the form

X=Ax+Byu+By,v+Bff(0),
y=Cx+ (Dy+WoAWi)u+ Dy,

where the states and inputs are defined as

horizontal velocity (knots)
vertical velocity (knots) . collective pitch control
pitch rate (deg/s) ’ ~ |longitudinal pitch control
pitch angle (deg)
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The following matrices correspond to the linearized vror model at an airspeed of 135 knots:

[-9.9477 —0.7476 0.2632  5.0337
L | 521659 27452 55532 —24.4221
~126.0922 26361 -4.1975 —19.2774|’
0 0 1 0
0.4422  0.1761 00
3.5446 —7.5922 0 1
Bu: ) BU: ) Bf:Bu7
~5.5200  4.4900 10
|0 0 00
10 0 0 00 0 02
010 0 00 0 0.1
C= . D, = . D, = . Df=D
001 0 ““1o 0 *“ 103 0 f=Hu
01 11 00 0 0

Residual Generator

The residual generator is based on a Luenberger observer [64] with the observer gain L € R**4.
Hence, the continuous-time dynamics of the residual generator F are of the form

E=AE+Buu+Ly-7),
F{ y=C¢+Dyu,
r=M(y-7).

To obtain a scalar-valued residual, we take M to be
M=o 1 0 ol
We consider the following observer gain matrices:
1. Gain proposed by Wei and Verhaegen [96]:

0.6729 -1.4192 -0.0396 1.7178
5.0829 0.0881 0.2018 —1.5150
=5.0978 10.5595 3.4543 -11.2687
0.5041 -1.0298 -0.0012 1.0785

1=
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2. Gain proposed by Wang, Wang, and Lam [95]:

4.3021 -10.0144 -3.5587 4.8599
6.3561 -1.6791 -0.9140 -2.4219
—-21.1044  47.6843 17.6497 -—-22.7378
2.9567 —6.7268 -2.7124 3.4869

3. Gain proposed by Wang and Yang [94]:

0.6953 -1.3907 0 1.7402

Ly= 4.9745  0.0509 0 -1.6751
—5.1998 10.3996 3.3333 -11.3239
0.5100 -1.0201 0 1.0781

The resulting residual r is passed to a threshold decision function &.

Input Signals

For the system input u, we use the signals defined in [96], where u is the output of a
controller K. It is difficult to obtain the exact form of u without also implementing K, which
would add unnecessary complexity to our example. However, the plots of u shown in [96]
can be closely approximated by the following continuous-time signal:

1.5-0.03(¢ mod 100) + 0.25sin ()

, 6.2
—0.75+0.03(¢ mod 50) 6.2

u(t) = [

where the terms of the form 7n(tf mod m) are due to the “sawtooth wave” reference command
used in [96].

For the fault model, we assume that there are two components that fail independently
at random. For the sake of simplicity, we follow [96] and take the faults to be randomly
occurring biases:

b 1(t=1y)
by 1(t =15)

o]

where 7] ~ Exp(A1;) and 72 ~ Exp(A,) are the random failure times. Section 4.2.2 demon-
strates that the discrete-time version of this fault model (see Fact 2.8) can be parameterized
by a tractable Markov chain 6.

Finally, we assume that the noise signal v is a Gaussian white noise process.
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6.4.2 Applying the Framework

The main task in applying our computational framework is to convert the continuous-time
vToL aircraft model to a discrete-time system. For a fixed sample time T > 0, we use the
“zero-order hold” method [7] to discretize the system and the residual generator. The input
signal in equation (6.2) is sampled to obtain u; = u(kT;), for all k = 0. Using Fact 2.8,
we convert the random failure times 7, and 7, to discrete failure times x; ~ Geo(q;) and
k2 ~ Geo(q,), respectively, where g; = 1 — e*i’s, Finally, we assume that the noise {vy} is an
up Gaussian process with v; ~ A/(0,021), for all i.

6.4.3 Numerical Results

First, we compute the joint probability and conditional probability performance metrics
defined in Chapter 3. For these simulations, the following parameter values are used:

e Sample time: T5 =0.05s

¢ Time horizon: N =72,000 (i.e., NT; = 1hour)

* Noise standard deviation: o0 =5

* Bias fault magnitudes: by =2, b, = -2.

e Continuous failure time models: 1; = 1, = 0.002hr ! =556 x 10775~}
e Discrete failure time models: q; = g, =2.778 x 1078

e Threshold: &, = vy/Zg, v=2.25

Note that the threshold ¢ is proportional to the residual standard deviation /Xy, for all k.
This choice, which fulfils Assumption 3 in Section 5.2.1, is possible because the noise v
does not pass through the uncertain operator and the map from v to the output y does not
depend on the fault parameter 6 (see Section 5.4). The performance metrics generated with
observer gain L, are plotted in Figures 6.8(a) and 6.8(b). Since the component failure rates
are so small, the plotted values of {Pgy i} and {Prp i} are barely distinguishable from zero.

Next, we compare the performance of the three residual generators parameterized by
the observer gain matrices L;, Ly, and L3. Because the performance metrics plotted in
Figures 6.8(a) and 6.8(b) converge to steady-state values, we compare the performance of
the residual generators by examining their values at the final time step N. The resulting
steady-state performance metrics are listed in Table 6.2. Note that the probability of false
alarm is the same for all three cases. This is because the residual is zero-mean when no
faults occur and the threshold is proportional to the noise standard deviation /. Thus,
the parameter v can be chosen to achieve a desired false alarm probability.

Our next experiment involves finding the worst-case additive uncertainty, with respect
to the probability of false alarm. The uncertainty set considered here is

Ao (y) = {A: ﬁ% — 83 : A rrv, causal stable, [All; <7y},
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Figure 6.8. Performance metrics for the vroL aircraft example with observer gain L;. Plot (a) shows
the joint probability performance metrics, and plot (b) shows the conditional probability performance
metrics. Note that the sequences {Ppy x} and {Pyy i} are barely distinguishable from zero.

Table 6.2. Steady-state values of the performance metrics for the vroL aircraft example. For each
observer gain L;, the steady-state value is taken to be the value achieved at the final time step N.

Performance Metrics

Gain PryN Prp, N Pey,N Prp N Pr N Py N

Ly  0.9735 0.02439 1.082x107> 1.998x 1073 0.02444 0.9946
L, 0.9735 0.02439 4.496x107°> 1.965x1073 0.02444 0.9776
Ly 09735 0.02439 1.082x107> 1.998x1073 0.02444 0.9946
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Figure 6.9. Worst-case probability of false alarm P} for the vroL aircraft example with additive model
uncertainty (see Figure 6.7), where A € Ay 11 (y).

and the weight matrices are W, = I« and W, = I4.4. Because the worst-case optimization
problems involve a large number of constraints and decision variables, we shorten the time
horizon to 1 minute (i.e., N = 1,200). We use the residual generator based on the observer
gain L;. The maTLAB toolbox vaLmrp [63] is used to formulate the optimization problem,
which is solved by SeDuMi [90]. The resulting worst-case values are plotted in Figure 6.9
for y ranging from 0 to 0.015.

Finally, we consider the problem of finding the worst-case additive uncertainty, with
respect to the probability of detection. As in the previous experiment, we assume that
W) =1, W, =1, and A lies in the set

A rv(y) = {A: ﬁg — 63 : A LTV, causal stable , ||A]lj» < y}.

Again, to keep the size of the optimization problem manageable, we reduce the time horizon
to 1 minute. Let 9 be the fault parameter sequence in which both faults occur at £ =10s
or k =200. Again, yaLMIP [63] is used to formulate the optimization problem in maTLAB, and
SeDuMi [90] is used to compute an optimal solution. The resulting worst-case values are
plotted in Figure 6.10 for y ranging from 0.11 to 0.18. As in the air-data sensor example
(Section 6.3), computing the worst-case probability of detection P} is a matter of suppressing
the nominal fault signal. In this case, it becomes increasingly difficult to find a A with
bounded induced 2-norm to suppress the effect of the fault signal as the simulation time
horizon NT is increased or as the norm-bound vy is decreased.
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Chapter 7

Conclusions & Future Work

This dissertation considers the problem of rigorously quantifying the performance of a fault
diagnosis scheme using accurate and efficient numerical algorithms. In Chapter 3, we estab-
lished a set of quantitative performance metrics, based on a sequence of hypothesis tests,
that apply to the class of parametric fault diagnosis problems. We also showed how these
performance metrics can be decoupled into two parts: one quantifying the reliability of the
underlying system and the other quantifying the performance of the fault diagnosis scheme.
Throughout the dissertation, we emphasized simpler problems with exact solutions over
more complex problems with approximate solutions. Hence, in Chapter 4, we established
a set of sufficient assumptions, which limit the class of fault diagnosis problems in such
a way that the performance metrics can be computed efficiently and accurately. To make
these assumptions less restrictive, and to address the common problem of modeling errors,
we considered the effects of uncertainty in Chapter 5. For various types of uncertainty,
we formulated convex optimization problems that define the worst-case performance of a
given fault diagnosis scheme. Finally, in Chapter 6 we demonstrated the application of our
framework on two aerospace examples.

The framework developed in this dissertation is just a preliminary step toward a more
rigorous approach to the design and analysis of fault diagnosis schemes. Although there
are many avenues open for future research, the following issues seem to provide natural
extensions to the results presented here.

1. Tractable Markov chains: As discussed in Remark 4.13, the graph-theoretic condition
stated in Theorem 4.12 is sufficient but not necessary for a Markov chain with time-
varying transition probability matrices to be tractable. The simple case considered in
Example 4.18 seems to suggest that there may be more complex conditions involving
multiple graphs that are indeed necessary for tractability. Finding such a necessary
condition would make it possible to study the tractability of a wider class of non-time-
homogeneous Markov chains.

2. Decision functions: Although threshold decision functions are commonly found in
the fault diagnosis literature, there are a number of other popular decision functions

116



that deserve equal attention.

e Likelihood ratio tests: As stated in Chapter 3, likelihood ratio tests provide the high-
est probability of detection for a given probability of false alarm (see Lemma 3.10).
A decision function based on a likelihood ratio test between two hypotheses Hy i
and H)  can be written as

0 if A(rg.) > €
80k, ror) = o) > £
1 otherwise,

where the likelihood ratio test statistic is defined as

pr(ro.x | Hox)

A(ro.p) = .
ok pr(ro.x | Hy i)

Note that, at each time k, the decision function 6 depends on the entire sequence of
residuals ry.x. Therefore, 6 must be written in terms of a dynamic decision function
with a state that “remembers” the past values of r, or the decision function must
become increasingly complex with each time step.

e Decision functions based on norms: There are a number of decision functions in
the fault detection literature that are based on taking some norm of the residual
signal. For example, when the residual is vector-valued, the decision function may
be of the form

8k, i) = lrilly > ex),

where 1 is the indicator function. Similarly, one may define a norm over some time
window T, as follows:

1 k 1/2

— 2
I7o:xll2,7 = T > rells
f=max{0,k—T+1}

The corresponding decision function is

8k, ro:x) = Nl roxllo, T > €).

Both of these norm-based decision functions can be found in the literature (see [24]
and references therein); however, neither of them fit the computational framework
presented here.

» Dynamic decision functions applied to correlated residuals: Recall that in Sec-
tion 4.4.2, the state of the dynamic decision function is a Markov chain if and
only if the residuals are Gaussian and uncorrelated in time. This strong assumption
usually only occurs when the noise signal is added directly to the system output as

117



measurement noise. Hence, the applicability of dynamic decision functions would
be significantly increased if the Gaussian residuals were allowed to be correlated in
time. Even if exact results cannot be obtained, bounds on the performance metrics
could still be useful in most applications.

3. Model uncertainties: In Section 5.4.1, we present interpolation results in which the
induced 2-norm of the interpolating operator A is bounded. Then, in Section 5.4.2,
we show how these results can be used to form convex optimization problems that
yield the worst-case performance. Using a similar approach, we may also consider
uncertainties with bounded induced co-norm. Indeed, in [74], Poolla et al. prove an
interpolation result, where A is LTI casual, stable, and

(LG

IA]ljoo = sUp
k0 lalls

)

for some y > 0. The necessary and sufficient conditions for the existence of such an
interpolating operator are stated in terms of the feasibility of a linear program (rp).
The linear constraints in this Lp are readily incorporated into our worst-case optimiza-
tion problems. The r1v version of this result, due to Khammash and Pearson [55], can
also be used as constraints in our worst-case optimization problems.

4. Approximations: Although the emphasis throughout this dissertation has been placed
on exact computation, there is considerable value in computing approximate solu-
tions with known error bounds. Such approximate algorithms would fulfill the same
practical purpose of their more exact counterparts while saving a great deal of com-
putation time. Indeed, such algorithms could be used for preliminary analyses to
determine which input and fault signals are most interesting. Then, the exact algo-
rithms could be used to refine the approximate solutions.

118



References

[1]

(2]

3]

(4]

[5]

6]

[7]

(8]

(9]

(10]

(11]

S. AsMusseN AND P. W. GLYNN, Stochastic Simulation: Algorithms and Analysis,
Springer, New York, 2007.

M. BasseviLLE AND 1. V. NIKIFOROV, Detection of Abrupt Changes: Theory and Applica-
tion, PTR Prentice Hall, Englewood Cliffs, NJ, 1993.

R. V. BEaRrD, Failure Accommodation in Linear Systems Through Self-Reorganization,
Ph.D. Thesis, Massachusetts Intitute of Technology, 1971.

J. O. BERGER, Statistical Decision Theory and Bayesian Analysis, Springer-Verlag, New
York, 2nd ed., 1985.

S. BoyD AND L. VANDENBERGHE, Convex Optimization, Cambridge University Press,
New York, 2004.

D. CArRBAUGH, D. FORSYTHE, AND M. MCINTYRE, Erroneous flight instrument informa-
tion, AERO Magazine, 8 (1998), pp. 10-21.

C.-T. CHEN, Linear System Theory and Design, Oxford University Press, New York, 3 ed.,
1999.

J. CHEN AND R. J. PatTON, Optimal filtering and robust fault diagnosis of stochastic sys-
tems with unknown disturbances, IEE Proceedings—Control Theory and Applications,
143 (1996), pp. 31-36.

J. CHEN AND R. ]. PaTTON, Robust Model-Based Fault Diagnosis for Dynamic Systems,
Kluwer Academic, Boston, MA, 1999.

J. CHEN, R. J. PaTTON, AND H.-Y. ZHANG, Design of unknown input observers and robust
fault detection filters, International Journal of Control, 63 (1996), pp. 85-105.

J. CHEN AND S. WANG, Validation of linear fractional uncertain models: Solutions via
matrix inequalities, IEEE Transactions on Automatic Control, 41 (1996), pp. 844-849.

119



(12]

(13]

(14]

(15]

(16]

(17]

(18]

(19]

(20]

(21]

(22]

(23]

(24]

(25]

R. H. CHEN, D. L. MINGORI, AND J. L. SPEYER, Optimal stochastic fault detection filter,
Automatica, 39 (2003), pp. 377-390.

E. Y. CHow AND A. S. WILLSKY, Issues in the development of a general design algorithm
for reliable failure detection, in Proceedings of the 19th IEEE Conference of Decision
and Control, Albuquerque, NM, Dec. 1980, pp. 1006-1012.

, Analytical redundancy and the design of robust failure detection systems, IEEE
Transactions on Automatic Control, AC-29 (1984), pp. 603-614.

W. H. CHUNG AND J. L. SPEYER, A game theoretic fault detection filter, IEEE Transactions
on Automatic Control, 43 (1998), pp. 143-161.

A. CoBHAM, The intrinsic computational difficulty of functions, in Proceedings of the
1964 Congress for Logic, Methodology, and the Philosophy of Science, Jerusalem, Aug.
1964, pp. 24-30.

W. J. Copby, Rational Chebyshev approximations for the error function, Mathematics of
Computation, 23 (1969), pp. 631-637.

R. P. G. CoLLINSON, Introduction to Avionics Systems, Kluwer Academic, Boston, MA,
2nd ed., 2003.

T. H. CorMEN, C. E. LEISERSON, AND R. L. R1vesT, Introduction to Algorithms, MIT Press,
Cambridge, MA, 3rd ed., 2009.

O. L. V. Costa, M. D. FraGoso, AND R. P. MARQUES, Discrete-Time Markov Jump Linear
Systems, Springer-Verlag, London, 2005.

S. Dasgupta, C. PApADIMITRIOU, AND U. VAZIRANI, Algorithms, McGraw-Hill, Boston,
MA, 2008.

M. H. DeGroor, Optimal Statistical Decisions, McGraw-Hill, New York, 1970.

J. W. DEMMEL, Applied Numerical Linear Algebra, Society for Industrial and Applied
Mathematics, Philadelphia, PA, 1997.

S. X. DING, Model-Based Fault Diagnosis Techniques: Design Schemes, Algorithms, and
Tools, Springer-Verlag, Berlin, Jan. 2008.

D. A. pos SanTtos AND T. YONEYAMA, A Bayesian solution to the multiple composite hy-
pothesis testing for fault diagnosis in dynamic systems, Automatica, 47 (2011), pp. 158-
163.

120



(26]

(27]

(28]

(29]

(30]

(31]

(32]

(33]

(34]

(35]

(36]

(37]

(38]

(39]

R. K. DoucLas AND J. L. SPEYER, Robust fault detection filter design, Journal of Guidance,
Control, and Dynamics, 19 (1996), pp. 214-218.

G. DurLLErUD AND R. SmITH, A nonlinear functional approach to LFT model validation,
Systems & Control Letters, 47 (2002), pp. 1-11.

G. E. DuLLERUD AND E Pacanini, A Course in Robust Control Theory: A Convex Ap-
proach, Springer, New York, 2000.

J. EDMONDS, Paths, trees, and flowers, Canadian Journal of Mathematics, 17 (1965),
pp. 449-467.

D. C. Epwarps, C. E. METz, AND M. A. KuPINskl, Ideal observers and optimal ROC
hypersurfaces in N-class classification., IEEE Transactions on Medical Imaging, 23
(2004), pp. 891-895.

J. P. EcaN, Signal Detection Theory and ROC Analysis, Academic Press, New York, 1975.

A. EMAMI-NAEINI, M. M. AKHTER, AND S. M. Rock, Effect of model uncertainty on failure
detection: The threshold selector, IEEE Transactions on Automatic Control, 33 (1988),
pp. 1106-1115.

R. EVERSON AND J. FIELDSEND, Multi-class ROC analysis from a multi-objective optimi-
sation perspective, Pattern Recognition Letters, 27 (2006), pp. 918-927.

T. FaAwceTT, An introduction to ROC analysis, Pattern Recognition Letters, 27 (2006),
pp. 861-874.

I. P FEDCINA, A criterion for the solvability of the Nevanlinna—Pick interpolation prob-
lem, Matematicheskie Issledovaniya, 7 (1972), pp. 213-227.

C. FERRI, ]J. HERNANDEZ-ORALLO, AND M. A. SALIDO, Volume under the ROC Surface
for multi-class problems, in Machine Learning: ECML 2003. Proceedings of the 14th
European Conference on Machine Learning, Cavtat-Dubrovnik, Sept. 2003, pp. 108-
120.

A. Genz, Numerical computation of rectangular bivariate and trivariate normal and
t probabilities, Statistics and Computing, 14 (2004), pp. 251-260.

A. Genz anD E Brerz, Computation of Multivariate Normal and t Probabilities,
Springer-Verlag, Berlin, 2009.

J. GERTLER AND Q. Luo, Robust isolable models for failure diagnosis, AIChE Journal, 35
(1989), pp. 1856-1868.

121



(40]

(41]

(42]

(43]

(44]

(45]

[46]

[47]

(48]

(49]

(50]

(51]

(52]

(53]

R. L. GrRanamM, D. E. KNuTH, AND O. PatasHNIK, Concrete Mathematics: A Foundation
for Computer Science, Addison—-Wesley, Reading, MA, 2nd ed., 1994.

M. S. Hamapa, A. G. WiLsoN, C. S. Reesg, AND H. E Martz, Bayesian Reliability,
Springer, New York, 2008.

E HAMELIN AND D. SAUTER, Robust fault detection in uncertain dynamic systems, Auto-
matica, 36 (2000), pp. 1747-1754.

D. J. HanD anD R. J. TiLL, A simple generalisation of the area under the ROC curve for
multiple class classification problems, Machine Learning, 45 (2001), pp. 171-186.

S. HANSEN, M. BLANKE, AND J. ADRIAN, Diagnosis of UAV pitot tube failure using sta-
tistical change detection, in Proceedings of the 7th IFAC Symposium on Intelligent
Autonomous Vehicles, Lecce, Italy, Sept. 2010.

X. HE anD E. C. Frey, The meaning and use of the volume under a three-class ROC
surface (VUS), IEEE Transactions on Medical Imaging, 27 (2008), pp. 577-588.

R. A. Horn AND C. R. JouNSON, Matrix Analysis, Cambridge University Press, New York,
1985.

R. ISERMANN, Process fault detection based on modeling and estimation methods—
A survey, Automatica, 20 (1984), pp. 387-404.

, Fault-Diagnosis Systems: An Introduction from Fault Detection to Fault Tolerance,
Springer-Verlag, Berlin, 2006.

R. ISERMANN AND P. BALLE, Trends in the application of model-based fault detection and
diagnosis of technical processes, Control Engineering Practice, 5 (1997), pp. 709-719.

A. H. Jazwinski, Stochastic Processes and Filtering Theory, Academic Press, New York,
1970.

T. KatLaTH, A. H. SAYED, AND B. HassiB1, Linear Estimation, Prentice Hall, Upper Saddle
River, NJ, 2000.

R. E. KALMAN, A new approach to linear filtering and prediction problems, Transactions
of the ASME, Series D: Journal of Basic Engineering, 82 (1960), pp. 35-45.

R. E. KALMAN AND R. S. Bucy, New results in linear filtering and prediction theory,
Transactions of the ASME, Series D: Journal of Basic Engineering, 83 (1961), pp. 95—
107.

122



[54]

[55]

[56]

[57]

(58]

(59]

(60]

(61]

(62]

(63]

(64]

(65]

(66]

[67]

S. M. Kay, Fundamentals of Statistical Signal Processing, Volume II — Detection Theory,
Prentice Hall PTR, Upper Saddle River, NJ, 1998.

M. KHAMMASH AND J. B. PEARSON, Performance robustness of discrete-time systems with
structured uncertainty, IEEE Transactions on Automatic Control, 36 (1991), pp. 398-
412.

C.-J. Kim anD C. R. NELSON, State-Space Models with Regime Switching: Classical and
Gibbs-Sampling Approaches with Applications, MIT Press, Cambridge, MA, 1999.

W. Krzanowski AND D. Hanp, ROC Curves for Continuous Data, Chapman and
Hall/CRC, May 2009.

P. Kupva, N. VISWANADHAM, AND A. RAMAKRISHNA, Observers for linear systems with
unknown inputs, IEEE Transactions on Automatic Control, AC-25 (1980), pp. 113-115.

P. D. LAx, Linear Algebra and Its Applications, John Wiley & Sons, Hoboken, NJ, 2nd ed.,
2007.

E. L. LEnmaNN AND J. P RoMmaNo, Testing Statistical Hypotheses, Springer, New York,
3rd ed., 2005.

B. C. Levy, Principles of Signal Detection and Parameter Estimation, Springer, New
York, 2008.

X. L1 anD K. ZHou, A time domain approach to robust fault detection of linear time-
varying systems, Automatica, 45 (2009), pp. 94-102.

J. LoFBERG, YALMIP: A toolbox for modeling and optimization in MATLAB, in Proceed-
ings of the 2004 IEEE International Symposium on Computer Aided Control Systems
Design, Taipei, Taiwan, Sept. 2004, pp. 284-289.

D. G. LUENBERGER, Observing the state of a linear system, IEEE Transactions on Military
Electronics, 8 (1964), pp. 74-80.

M. Marr1TON, Detection delays, false alarm rates and the reconfiguration of control
systems, International Journal of Control, 49 (1989), pp. 981-992.

M. MARITON, Jump Linear Systems in Automatic Control, Marcel Dekker, New York,
1990.

R. K. MEHRA AND J. PESCHON, An innovations approach to fault detection and diagnosis
in dynamic systems, Automatica, 7 (1971), pp. 637-640.

123



(68]

(69]

[70]

[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]

[79]

(80]

(81]

L. A. M1roNovsKl, Functional diagnosis of linear dynamical systems, Automation and
Remote Control, 40 (1979), pp. 1198-1205.

I. MoIr AND A. G. SEABRIDGE, Civil Avionics Systems, Professional Engineering Publish-
ing, London, 2003.

K. S. NARENDRA AND S. S. TriraTHI, Identification and optimization of aircraft dynamics,
Journal of Aircraft, 10 (1973), pp. 193-199.

J. NEYymAN AND E. S. PEARSON, On the problem of the most efficient tests of statistical hy-
potheses, Philosophical Transactions of the Royal Society. Series A, Containing Papers
of a Mathematical or Physical Character, 231 (1933), pp. 289-337.

A. Paroulis AND S. U. PiLral, Probability, Random Variables and Stochastic Processes,
McGraw-Hill, Boston, MA, 4th ed., 2002.

M. S. PepE, The Statistical Evaluation of Medical Tests for Classification and Prediction,
Oxford University Press, Oxford, 2003.

K. PooLrra, P KHARGONEKAR, A. TikkU, J. Krausg, AND K. NaGPAL, A time-domain ap-
proach to model validation, IEEE Transactions on Automatic Control, 39 (1994),
pp- 951-959.

H. V. Poogr, An Introduction to Signal Detection and Estimation, Springer-Verlag, New
York, 2nd ed., 1994.

H. V. Poor anD O. Hapjiuiapis, Quickest Detection, Cambridge University Press, Cam-
bridge, 2009.

M. RausanD AND A. HovLAND, System Reliability Theory: Models, Statistical Methods,
and Applications, Wiley-Interscience, 2nd ed., 2004.

A. Ray AND R. Luck, An introduction to sensor signal validation in redundant measure-
ment systems, IEEE Control Systems Magazine, 11 (1991), pp. 44-49.

C. P. RoBERT AND G. CASELLA, Monte Carlo Statistical Methods, Springer, New York,
2nd ed., 2004.

M. RoseNBLUM AND J. RovNyak, Hardy Classes and Operator Theory, Oxford University
Press, New York, 1985.

J. S. RosSENTHAL, A First Look at Rigorous Probability Theory, World Scientific, Hacken-
sack, NJ, 2nd ed., 2006.

124



(82]

(83]

(84]

(85]

(86]

(87]

(88]

(89]

(90]

(91]

[92]

(93]

[94]

H. L. RoYypeN AND P. M. FitzpaTrIcK, Real Analysis, Prentice Hall, Boston, MA, 4th ed.,
2010.

M. Sar1r AND Y. GUAN, A new approach to robust fault detection and identification, IEEE
Transactions on Aerospace and Electronic Systems, 29 (1993), pp. 685-695.

A. N. SHIRYAEV, On optimum methods in quickest detection problems, Theory of Proba-
bility and Its Applications, VIII (1963), pp. 22-46.

N. D. SINGPURWALLA, Reliability and Risk: A Bayesian Perspective, John Wiley & Sons,
Chichester, Aug. 2006.

S. SKOGESTAD AND 1. POSTLETHWAITE, Multivariable Feedback Control: Analysis and
Design, John Wiley & Sons, Chichester, 2nd ed., Dec. 2005.

R. SmitH, G. DULLERUD, S. RaNGAN, AND K. PooLra, Model validation for dynamically
uncertain systems, Mathematical Modelling of Systems, 3 (1997), pp. 43-58.

A. SRINIVASAN, Note on the location of optimal classifiers in N-dimensional ROC space,
Technical Report (PRG-TR-2-99), Programming Research Group, Oxford University
Computing Laboratory, 1999.

J. StousTtRUP, H. NIEMANN, AND A. LA COoUR-HARBO, Optimal threshold functions for
fault detection and isolation, in Proceedings of the 2003 American Control Conference,
Denver, CO, June 2003, pp. 1782-1787.

J. E Sturwm, Using SeDuMi 1.02, A MATLAB toolbox for optimization over symmetric
cones, Optimization Methods and Software, 11 (1999), pp. 625-653.

A. Tikku aND K. PooLLa, Robust performance against slowly-varying structured pertur-
bations, in Proceedings of the 32nd IEEE Conference on Decision and Control, San
Antonio, TX, Dec. 1993, pp. 990-995.

O. Toker AND J. CHEN, On computational complexity of invalidating structured uncer-
tainty models, Systems & Control Letters, 33 (1998), pp. 199-207.

H. L. VAN Tregs, Detection, Estimation, and Modulation Theory. Part 1: Detection,
Estimation, and Linear Modulation Theory, John Wiley & Sons, New York, 2001.

H. WANG AND G.-H. YANG, Fault detection observer design in low frequency domain, in
Proceedings of the 15th IEEE International Conference on Control Applications, Oct.
2007, pp. 976-981.

125



[95]

[96]

[97]

(98]

[99]

(100]

[101]

[102]

[103]

[104]

[105]

[106]

[107]

H. B. WANG, J. L. WANG, AND ]. Lam, Worst-case fault detection observer design: Op-
timization approach, Journal of Optimization Theory and Applications, 132 (2007),
pp. 475-491.

X. WEI AND M. VERHAEGEN, Robust fault detection observer design for linear uncertain
systems, International Journal of Control, 84 (2011), pp. 197-215.

T. J. WHEELER, P. SEILER, A. K. PACKARD, AND G. J. BaLAs, Performance analysis of fault
detection systems based on analytically redundant linear time-invariant dynamics, in
Proceedings of the 2011 American Control Conference, San Francisco, CA, June 2011,
pp- 214-219.

, Performance analysis of LTV fault detection systems with additive faults, in Pro-
ceedings of the 50th IEEE Conference on Decision and Control, Orlando, FL, Dec.
2011.

D. WiLLiams, Probability with Martingales, Cambridge University Press, New York,
1991.

A. S. WiLLsky AND H. L. JoNEs, A generalized likelihood ratio approach to the detection
and estimation of jumps in linear systems, IEEE Transactions on Automatic Control,
21 (1976), pp. 108-112.

G. WoropkiN AND K. PooLLa, Spectral power distribution using time-varying operators,
in Proceedings of the 1994 American Control Conference, Baltimore, MD, June 1994,
pp. 3147-3151.

Y. X1ioNG AND M. Sar¥, Robust fault isolation observer design, in Proceedings of the
1999 American Control Conference, San Diego, CA, June 1999, pp. 2077-2081.

Y. C. YeH, Triple-triple redundant 777 primary flight computer, in Proceedings of the
1996 IEEE Aerospace Applications Conference, Aspen, CO, Feb. 1996, pp. 293-307.

—, Safety critical avionics for the 777 primary flight controls system, in Proceed-
ings of the 20th Digital Avionics Systems Conference, Daytona Beach, FL, Oct. 2001,
pp.- 1.C.2.1-1.C.2.11.

G. G. YiNv anp C. Znu, Hybrid Switching Diffusions: Properties and Applications,
Springer, New York, 2010.

L. A. ZapeH, Optimality and non-scalar-valued performance criteria, IEEE Transactions
on Automatic Control, AC-8 (1963), pp. 59-60.

M. ZHONG, Q. DING, AND P. SH1, Parity space-based fault detection for Markovian jump
systems, International Journal of Systems Science, 40 (2009), pp. 421-428.

126



[108] M. ZHONG, S. X. DING, AND E. L. DING, Optimal fault detection for linear discrete time-
varying systems, Automatica, 46 (2010), pp. 1395-1400.

[109] M. ZHONG, J. Lawm, S. X. DING, AND P. SH1, Robust fault detection of Markovian jump
systems, Circuits, Systems & Signal Processing, 23 (2004), pp. 387-407.

[110] K. ZHou, J. C. Dovrg, AND K. GLOVER, Robust and Optimal Control, Prentice Hall,
Englewood Cliffs, NJ, 1995.

[111] X.-H. ZHou, N. A. OBucHOWSKI, AND D. K. McCLisH, Statistical Methods in Diagnostic
Medicine, John Wiley & Sons, Hoboken, NJ, 2011.

127



	List of Figures
	List of Tables
	List of Algorithms
	Introduction
	Thesis Overview
	Thesis Contributions

	Background
	Introduction
	Probability Theory
	Foundations
	Random Variables
	Expectation, Mean, and Variance
	Independence
	Stochastic Processes
	Common Probability Distributions

	Reliability Theory
	Fault Diagnosis
	Basic Terminology
	Brief Survey of Fault Diagnosis

	Designing for Reliability
	Physical Redundancy
	Analytical Redundancy

	Existing Performance Analyses
	Standard Approaches
	Probabilistic Approaches
	Quickest Detection Problem


	Probabilistic Performance Analysis
	Introduction
	Problem Formulation
	Quantifying Accuracy
	Fault Detection and Hypothesis Testing
	Probabilistic Analysis
	Aggregate Measures of Performance

	Characterizing the Range of Achievable Performance
	Randomized Tests
	Receiver Operating Characteristic

	Certifying and Visualizing Performance
	Bounds on Performance Metrics
	Bound on Bayesian Risk

	Extension to Fault Isolation and Identification
	Quantifying Accuracy
	Bayesian Risk
	ROC Curves for Multiple Hypotheses


	Computational Framework
	Introduction
	Fault Model
	Limiting Complexity with Structured Markov Chains
	Special Case: Fault Model Based on Component Failures

	System Dynamics
	Assumptions Regarding the System Dynamics
	Computing the Conditional Mean and Variance
	Special Case: Models with Only Additive Faults

	Decision Functions
	Threshold Decision Functions
	Dynamic Decision Functions

	Algorithms for Computing Performance
	Sufficiently Structured Systems
	LTV Special Case Based on Component Failures
	LTI Special Case Based on Component Failures

	Comments on Continuous-Time Models

	Worst-Case Performance Analysis
	Introduction
	Notation
	Types of Uncertainty Considered
	Worst-case Optimization Problems

	Formulating Tractable Optimization Problems
	Simplifying Assumptions
	Simplified Worst-case Optimization Problems

	Problems with No Model Uncertainty
	Problems with Model Uncertainty
	Interpolation Results
	Using the Interpolation Results to Find Worst-case Performance


	Applications
	Introduction
	Types of Studies
	Air-Data Sensor Example
	Problem Formulation
	Applying the Framework
	Numerical Results

	VTOL Aircraft Example
	Problem Formulation
	Applying the Framework
	Numerical Results


	Conclusions & Future Work
	References



