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Spoofing and jamming optimization over Rayleigh
fading channels of a cognitive radio adversary

Madushanka Soysa, Student Member, IEEE, Pamela C. Cosman, Fellow, IEEE,
and Laurence B. Milstein, Fellow, IEEE

Abstract—We examine the performance of a cognitive radio
system in a hostile environment where an intelligent adversary
tries to disrupt communications by minimizing the system
throughput. We investigate the optimal strategy for spoofing
and jamming a cognitive radio network with a Gaussian noise
signal over a Rayleigh fading channel. We analyze a cluster-
based network of secondary users (SUs). The adversary may
attack during the sensing interval to limit access for SUs by
transmitting a spoofing signal. By jamming the network during
the transmission interval, the adversary may reduce the rate
of successful transmission. We present how the adversary can
optimally allocate power across subcarriers during sensing and
transmission intervals with knowledge of the system, using
a simple optimization approach specific to this problem. We
determine a worst-case optimal energy allocation for spoofing and
jamming, which gives a lower bound to the overall information
throughput of SUs under attack.

Index Terms - Cognitive radio, intelligent adversary, partial-
band spoofing, partial-band jamming

I. INTRODUCTION

Although the demand for wireless spectrum has been grow-
ing rapidly, a large portion of the assigned spectrum is used
only sporadically. The limited available spectrum and the
inefficiency in spectrum usage necessitate a new commu-
nication paradigm to exploit the existing wireless spectrum
opportunistically. Cognitive radio (CR) [1], which allows
dynamic spectrum access, has been widely investigated as
a solution. In CR systems, the users are defined as primary
users (PUs) if they have priority of access over the spectrum,
and secondary users (SUs) otherwise. Any time an unlicensed
SU senses a licensed band is unused by the PU, it can
dynamically access the band. Thus, spectrum sensing is a
key concept for CR but it is also a vulnerable aspect. An
adversary intending to disrupt the communication in a CR
network has two ways to attack. The first way is to exploit
the inherent vulnerability of spectrum sensing, by transmitting
a spoofing signal emulating a PU during the sensing interval
[2]. Here the SU might mistakenly conclude that the channel
is occupied by a PU and not available for transmission. In this
way, an intelligent attacker reduces the bandwidth available for
the SU. Such exploitations and their impact are discussed in
[3]-[10]. Further, the adversary can disrupt communications
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using jamming techniques during the data transmission phase
[11]. Jamming in a cognitive radio network dynamically, using
stochastic game models, was studied in [12], [13].

In this work, we analyze the impact of an intelligent
adversary on a tactical, spread spectrum, CR system. In [3],
the presence of such an intelligent adversary disrupting the
sensing by spoofing with a noise signal in an additive white
Gaussian noise (AWGN) channel was discussed. This work
was extended in [4], to obtain spoofing performance bounds
under Rayleigh fading, when the adversary is aware of instan-
taneous channel state information (CSI). In [5], the design of
an adversary with optimal power allocation for spoofing and
jamming under an AWGN channel was investigated. In this
work, we extend the analysis to a Rayleigh fading channel,
and include forward error correction (FEC) coding, which
reduces the effectiveness of jamming. Assuming knowledge
of the SU system at the adversary, we determine a worst-
case optimal energy allocation for spoofing and jamming.
We further propose an optimization method specific to this
problem, to find the optimal power allocation over subcarriers
to minimize throughput. This enables us to perform the
optimization when a closed form expression for the objective
function is not available. In [12] and [13], jamming attacks
are analyzed as a dynamic game, where the users and the
adversary use the probability of successful jamming as a
predetermined parameter. In the jamming section of this work,
we analyze the probability of successful jamming by the
adversary, and optimize the adversary power allocation to
maximize the average probability of successful jamming.

In Section II, we present the system model, and derive the
performance metrics as functions of spoofing or jamming pow-
ers under fast and slow Rayleigh fading. Sections III and IV
discuss the spoofing and jamming optimization, respectively,
where we prove that the performance metric functions derived
in Section II have the required properties that enable the
optimization method in Appendix A to be used, in almost all
cases. In Section V, we discuss the optimal energy allocation
between spoofing and jamming. Section VI contains system
simulation results and Section VII presents the conclusions.

II. SYSTEM MODEL

We investigate the impact of an adversary on a cluster based
SU network, as shown in Figure 1. We denote the cluster head
serving the SUs by CHg, and A is the adversary. We consider
the downlinks from the cluster head to the users of a multi-
carrier direct sequence code division multiple access (MC-
DS-CDMA) system with N7 bands (or subcarriers). The Np
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Fig. 1: The system network model

bands are shared among PUs and SUs. Allowed bands are ones
unoccupied by PUs. The CHg periodically performs spectrum
sensing, and uses a subset of allowed bands to transmit data
to the SUs. Busy bands are bands that the SU network cannot
use due to PU activity. An allowed band may appear busy
due to background noise and spoofing. This is called a false
detection. We ignore the effects of missed detections in this
analysis, as the adversary cannot do anything to increase the
probability of missed detections. The cluster head uses power
control to maintain constant average link signal-to-noise ratio
(SNR) for all SUs. We denote the length of the sensing interval
by Tp and the length of the data transmission interval by 77.
Let B={1,2,..., Nt} be the set of bands, and B, C B
be the subset of bands used by the SU network for communi-
cation in one transmission interval. The throughput (I') of the
SU network during the data transmission interval is given by

r=>" ZLP 1—pl%)log, M;.,, (1)

1€ Bg, u=1

where €Q; is the number of SUs in the i-th band, Lp is the
packet length in symbols, pi"*) is the probability of packet
error of the w-th user in the i-th band, and log, M, ,, is
the number of bits per symbol in the alphabet used by the
u-th user in the i-th band. The SUs use a single 4-QAM
alphabet for fast fading, and may use either a single alphabet
or adaptive modulation at slow fading. The adversary uses
a Gaussian noise signal to attack by spoofing or Jamming
Spoofing reduces |B,|, and jamming increases pg ) in 0,
thus reducing I'.

In Subsection II-A, we discuss the portion of the system
involved in sensing, and derive expressions for the probability
of false detection. The transmission and receiver structures of
SUs, i.e. the portion of the system involved in the transmission
interval, is presented in Subsection II-B, with the derivations
of the expressions for the packet error rate. The assumptions
regarding the knowledge available for the adversary are de-
tailed in Subsection II-C.

A. Sensing subsystem

The CHg uses an energy detector for sensing (Fig. 2). Let
W be the bandwidth of one subcarrier. The energy detector
output Y( ), When there is no PU signal present is given by

ft To \/O[J tl)né(h) + no(tl))thl, where ()éj(t)
the gain of the channel from adversary to CHg, ns(t) is the
spoofing signal, and ng(t) is the noise after passing through
the bandpass filter. The signal n4(t) is Gaussian with double
sided PSD 2 in the band, ng(t) is Gaussian with PSD £

lnput4ﬁ{ Pre-filter }——{ ()2 }——{ J g, dty }—'Y(i)

Fig. 2: Energy detector block diagram

in the band, and «;(t) is exponentially distributed with mean
a ;. The integrand can be expressed as

s(t) +no(t) = (Vo (H)ns,i(t) + no,i(t)) cos wet
— (Vay(t)nsq(t) + no,q(t)) sinwet

a;(t)n,

where w, is the subcarrier frequency, ng;(t),nsq(f) are
Gaussian with PSD 7 in the frequency range (—%7 %), and
no,i(t),no,q(t) are Gaussian with PSD Ny in the frequency
range (—5, 5 ).
From [14], we have
| ToW , )
Y(t)= 5o > (al+agy) @)

k=1

where a; =1 /a s (t—To+L ) ns ; (t—Tot 1) + 10, (t-Tot+s)
and aq,k:\/omizw(pTﬁ%) +10,q(t —To+ ).

1) Fast fading: Under fast fading, we assume the channel
coherence time is much smaller than the sensing duration 7y,
and the channel varies significantly during the sensing interval
so that the channel samples in time are mutually independent.
We have Ela? ] = ansW + NOW Ela},] = 6a%n?W? +
6a‘]773N0W2—&—3N2W2 and Var(a2,) = Ea Tl E[a W=
5ain?W?+4a ]nSN()WQ + 2N2W2 Followmg the same ap-
proach we can show Elfa? g ' az ] =2(amsW 4 NoW) and
Var(a?,, + a2 ) = 2(5a%3m2W? + 4amsNoW? + 2NgW?).
Since Var(a2 k +a k) is finite, we can use the Lindeberg-Lévy
CLT to apprOXimate Y (t) in (2). Therefore, for large ToW,

Y (t) ~ N (ToW (anstNo ), ToW (5a3n2+4a ns Not2NE) /2).
A band is detected as occupied by PUs if the energy detector
output is greater than the threshold K+/TyW. Let prq,¢(Ps.;)
be the probability of false detection under fast fading, as a
function of the spoofing power in that band Ps ;. Then,

t) > K/ T()W)

pra.f(Psi) =Pr(Y

Q( KyToW — ToW (as(Ps,./W) + No) )
VToW (5&2%(Ps;/W)2 + 4a;(Ps;/W)No + 2N2) /2
3)

2) Slow fading: Under slow fading, we assume the channel
coherence time is larger than the sensing duration 7j. There-
fore, the channel gain remains constant during the sensing
interval and we denote it by «; . When conditioned on
oy, aip = ame; (t—To+ 5) + noi (t—To+ 4) ~
N0, aynW + noW) and similarly, agr ~ N0, amW +
nOW) Therefore, E[a? ik +aq ples] = 2(ansW +noW) and
Var(a;, +a; ylay) = 4(()(]7’]5W + noW). Using these results
in (2), for large ToW, we conclude, when conditioned on «y,
Y (t) ~ N(ToW (s + 1m0), ToW (sns + m0)?).

The average probability of false detection under slow fading
(pfd,s), when the spoofing signal PSD is g ;, is given by

Y t) > K\/ T()W|775,i)
= / Pr(Y(t) > K\/ToW|ay =y, 1s,i) fa, (y)dy (4

0
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Fig. 3: Transmitter block diagram of a single subcarrier of
MC-DS CDMA

where f, ,(y) is the probability density function of the channel

gain « ;. Since the channel has Rayleigh fading, f,,(y) =
T

L ¢7 %7 . Substituting this in (4) yields

ay
Pr(Y(t) > K/ToW|ns,:)
1 > K _ v
= ( — TOW) e cvdy (5
ag Jo 1s,iY + Mo
Note that Ps; = ng,;W. Hence, the probability of false

detection in a band, as a function of the spoofing power
allocated for that band under slow fading, is given by

Ps ;
Pras(Psi) = Pr (Y(t) > K+\/ToW| Vf/ )

(6)

B. Transceiver subsystem

The transmitter model is adapted from [5]. A block diagram
of the transmitter for a single user is given in Figure 3. Low
density parity check (LDPC) codes are used for FEC. The
output bit sequence of the FEC block of the wu-th user is
denoted by dgff ). This binary sequence is mapped to a symbol
sequence sggu) from an alphabet a;, based on the predicted
instantaneous CSI. Note that sg) is generally complex
valued, and normalized to have unit average energy, i.e.
E[|sk|2] = 1. The {c”'} are the chips of a pseudo-random
spreading sequence, and there are NN, chips per symbol.
The sequence s,(cu)c%“) modulates an impulse train. After
passing through both the chip-wave shaping filter g(¢) and
modulator, the transmitted signal takes the form xz(t) =
where ES is the energy per chip, T, is the chip duration,
Q,, is the number of users sharing the band, ¢,, is the carrier
phase of the u-th user, k = |n/N.| and g(t) is a root raised
cosine chip-wave shaping filter, such that

. 1-8
=3 % (1+oos (e (wl-72))) » i SR <lwI<FE @)

0, elsewhere

where G(w) is the Fourier transform of g(¢) and g is the roll-
off factor.

() fal (et H(?—»?—» 0

T (£)
o) |

ny(t)

Fig. 4: Channel response and jamming

V2 cos(wet + du + g)(b“:)

P =) jr(m Soft decision FEC Decoder
k kit ka demodulator

Fig. 5: u-th user receiver block diagram

Figure 4 shows the channel fading and jamming experienced
by the I-th user in one subcarrier. The transmitted signal z(t)
is attenuated by Rayleigh fading, and corrupted by AWGN
and jamming. The jamming signal undergoes Rayleigh fading,
independent of the source-user channel.

The received signal of the u-th user (y(*)(t)) is given by

Qo e’}
y(t) = 8?{\/ 2E£u)a(5u) (t)ej(/’(su)(t) Z Z s,ﬁ“)c;'”

u=1n=—o0

x g(t — nTC)ejWCt+¢u + nw(t) + aSU) (t)nJ(t)}
where o0 (t) and ¢{")(t) are the power gain and phase
components of the response of the channel from the source to
the wu-th user. The power gain of the jammer to user channel
is o) (t). We assume the channel gains o2 (¢) and o (1)
are mutually independent. The background noise n,(t) is
AWGN with a double-sided PSD 2o and 1/a” (t)n; (1)
is the received jamming signal. The receiver block diagram
is given in Figure 5. We assume the gains and phases of
fading channels remain constant during a symbol detection.
We denote the gain and phase components of the response
of the channel from the source to the w-th user during k-th
symbol detection by agf,)c and ¢gf,)€, respectively. The gain of
the jammer to user channel is denoted by a(jfli.
output samples are given by

A 2 1) o

=/ ES ol st +

where E(Su) = Egu)NC, is the symbol energy, njj is the
jamming signal, 7, is the background noise and I is
the interference from other users occupying the same band.
Further, nj, ~ CN(0,n) and ny,, ~ CN(0, Ny), where
k is the time index and %" is the double sided PSD of the
jamming signal. We assume the users in the downlink are syn-
chronized at the transmitter, and hence the interference can be

The complex

Oé,(ﬁ;znm + N ke + I

®)
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Probability of p:

SINR

(a)
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10°

1 15 2 25 3 35 4
Average SNR (7 dB)
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Fig. 6: (a) Step function approximation for the probability of
packet error r.. (b) Average probability of word error of DVB-
S2 LDPC code of rate % using 4-QAM vs. average SNR.

removed by using mutually orthogonal spreading codes (e.g.,
Walsh-Hadamard codes). The received instantaneous signal-
to-interference-plus-noise ratio (SINR) at the k-th symbol
detection can be written as

o)

(w), (1) (w) Eg” - ]
_ Bstagy  agpRg &S )
M= (u) 4+ N, o (w) ns +1 o af;‘,z _
N1G s, T N0 QyknN, =50+ 1
B0 -
where yé",z = a(S“,)H\%O and v(,u,z £ a%% Vs = Elvs] =
ag" B and 7; = 700 where @ = E[a(")} and ay; =
No TE N () s %ﬁ T
E[a(]“lz] We define ags s, = Z(S’; and Gy = aai =* to simplify
S

the analysis, so that

_ Qsks

= — (10)
agrys+1

and G, &y, ~ Exp(l). Since Pjy; is the jamming power

allocated for the subcarrier, we know Pj,; = n;W, so that
__ayPyy

= —= 11

T N (11

1) Fast fading: Under fast fading, we assume the channel

coherence time is significantly lower than the transmission

duration of one codeword, T7. The adversary models the

probability of packet error as a step function of the received

average SINR over a word, as shown in Fig 6(a). Therefore,

0, if7>nr

12
Loify <ar 12

Pr(packet error) = {

where 7 is the SINR at the receiver averaged over the duration
of the word, and 7 is a threshold parameter dependent on
the alphabet and the FEC used. Note that vy is determined
through simulations, and in Fig 6(b), the simulation results of
the word error rate of the DVB-S2 rate % LDPC code with
4-QAM modulation under Rayleigh fading are presented.

In fast fading, as the channel coherence time is significantly
smaller than the duration of a codeword, we approximate the
average SINR over a codeword with the ensemble average
over the channel gains &g, and &z . The average SINR over
a word in this case can be calculated as follows:

O
Y(37.4) = ———e¢ "e7Y dady
Y34) /0 /o Y+ 1

1
e
S < =
VI VI
where Ei(z) = — [* ¢
function [16, Eq. 5.1.2].
Lemma 2: ¥(7;;) is a monotonically decreasing function of
7..4» and the range of 74 is (0, yg].
Proof in Appendix D.

From lemma 1, we know a unique 7% exists V vy € (0,%s],
such that ¥(7%) = ~r, and 77, <7y < 7 > 7. Using (11),
we define P} £ NOTVZV" Since the jamming power in the
band Pj; o< 77, Pr; < P7 < 454 <75 & 7 > 7. Using
this result and (12), we can write the packet error rate as a
function of jamming power under fast fading, r. s(Pys;), as

13)

) [15, Bq. 4.2.6]  (14)

dt is the exponential integral

0, if Pj; < P;

. (15)
log, M, if Py; > Pj

Te,f(Pri) = {
where log, M is the number of bits per symbol.

2) Slow fading: In slow fading, we assume the coherence
time is larger than T4. Therefore, the channel gains & j and
a ), and instantaneous SINR, +j, remain constant over a
word. The adversary again models the probability of word
error with a step function of the SINR.

0, if yg>n~r

. (16)
17 if Tk < YT

Pr(packet error) = {
where -y, is the instantaneous SINR at the receiver, and 7 is
a threshold parameter dependent on the alphabet and the FEC
used. Through simulations of word error rates of an ensemble
of LDPC rate % codes of code length L,, yr is estimated.
Therefore, from (12), the probability of packet error in a band
jammed with power Pj;, as a function of 7, = @1\“;0131/‘1]/1 is
given by

< '7T>
¥y, DT

- /000 /0 - Jasx (@) fa,, (y)dzdy

as.ivs

Pr(packet error|7;;) = Pr (~
(b 7s:) agivs:+1

o (y”YJ,E'Jrl)’YT
s —o —y
:/ e e Ydxdy
o Jo

_ar
e s

= 1 _—
YJ,iYT
('775 + 1)

a7
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Fig. 7: (a) The probability of word error given an alphabet
a; (Pr(e|4;)). The shaded area represents the region of SNR
in which the alphabet a; is used. (b) Average word error rate
of DVB-S2 LDPC code of rate % for alphabets 4-QAM and
16-QAM vs. SNR.

The packet error rate per user per band, reysyl(P J7i) under
slow fading for a single alphabet size, as a function of the
jamming power allocated to the band Pj; is given by

ayPy

NoV > logy M

3) Slow fading with adaptive modulation: If the SU net-
work is experiencing slow fading due to low mobility, the
system may use an adaptive modulation scheme to improve
the system throughput. Here, we analyze the jamming opti-
mization in an adaptive modulation system under slow fading.
We assume the SU network has a choice of N4 alphabets,
which is known to the adversary.

Let a; denote the i-th alphabet and A; denote the event that
a; is used for transmission. The probability of a received word
being in error for a given alphabet a; (Pr (e|A4;)), is a step
function of the instantaneous SINR (v, Eq. (10)).

0, if v >y1y4
Prieldi ) = {1 i e < o

Tes1(Pyi) =Pr <packet error| (18)

19)

As shown in Fig 7(a), the alphabet (a;) is used if the SNR
(vs.x) € (0v1,:,077,i+1). Fig 7(b) shows the word error
rate of the DVB-S2 rate % LDPC code for alphabets 4-
QAM and 16-QAM in an AWGN channel. Consider the
probability a word is received in error, when the alphabet a;

is selected (Pr(e N A;)). Since alphabet a; is selected when

~ Oyr,i OyT,it1
ask € (Ts s e ) we have

e~ Oyr,i OyT,it1
1, ifagy € (7’7/5 P T e

Pr(A;las,) = { (20)

0, otherwise

aS kS

A word is received in error when =—22""—
ageys+1

< yr.,i, so that

Pr(eﬂA,;) :/ / Pr(eﬂAi|o~zg,k :x,dJ7k :y)
0 0
X f&Sk(x)f@Jk(y)dxdy

6—1 T, it1
YJ ¥s
[T @
0 oL
x_ ~ ~
xPr —_ < Yrildsky =z, a5 =y | dedy
yys +1 ’

Ovriti 1 Ovr,it1

('VTz’Y/' 771) s
v 4
;{ s

J s

«Pr (7 <
yys +1
Oy, it1

o0 ;{’S
* /(9WT71'+1‘ _L) /m

YrivJg o Vg s

Vril@se =z, &g = y) dzdy

fds,k (aj)fdJ,k (y)

« Pr (ms
yys +1
I, ( (Lot (e"Tﬂ”uLT‘i“l))
=——— (e \7s "/ —¢ s ITiYIS g 21
YIVT,i +s
The average packet error rate per user per band, re s 2(Pj ;)

under slow fading with adaptive modulation, as a function of
Pj; is given by

< vrildisg = @) = y) dady

Na
ZPr eN A;j)logy M;
Jj=1

TesQ PJ’L (22)

where log, M; is the number of bits per symbol when using
the alphabet a;.

C. Adversary

The adversary uses Gaussian noise signals when it spoofs
or jams. The objective of the adversary is to disrupt the
communication, and we use the average throughput as the
performance metric. We assume, in accordance with [3]-[5],
that the adversary is aware of the basic characteristics of the
system, including the receiver structure, type of spreading,
bandwidth of the waveform, sensing and transmission times,
background noise power spectral density (PSD), that all links
undergo Rayleigh fading and whether it is slow or fast fading.
We also assume that the links from the adversary to the SUs
in the cluster have equal average gain in each band, which is
known by the adversary.

We assume that the adversary has knowledge of the system
false alarm probability, i.e., the probability of false detection
caused only due to background noise with no spoofing. The
adversary senses and detects the bands used for transmis-
sion before jamming, and hence knows B, U B,,, where
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By, € {1,2,...,Nr} is the set of bands occupied by PUs.
The average SNR of SUs maintained by the CHg through
power control is assumed to be known by the adversary. We
further assume that the adversary is aware of the type and
rate of FEC, alphabet sizes and thresholds used. However, the
adversary is not aware of instantaneous system parameters,
such as the instantaneous CSI, the instantaneous numbers of
secondary users in the ¢-th band (€2;), and which alphabet each
user is using.

Because a practical adversary cannot have all the assumed
knowledge, including the average channel gain, the work done
here is a worst-case analysis, which gives a lower bound to
the throughput with jamming and spoofing.

III. SPOOFING POWER OPTIMIZATION

During the sensing interval, the adversary attacks the system
by spoofing to reduce the bandwidth available to the SUs. Let
B, C B be the set of allowed bands in the current sensing
interval. The objective of the adversary when spoofing is to
minimize the number of allowed bands accessible to SUs.
Following the same approach as in [3, Eq. 1], we can show
that the expected number of allowed bands accessible to SUs
is Yiep,, (1 — pgf)), where pgfc)l is the probability of false
detection of the i-th band, given that the ¢-th band is vacant.

At the start of the sensing interval the adversary does not
know which bands are allowed for SUs. Therefore, from the
adversary’s perspective, every band has an equal probability
of being vacant. Hence, the objective of the adversary is to

NT . NT
max Y pl), sty Ps; < Ps (23)
=1 =1

where Pg ; is the spoofing power allocated for the i-th band
and Ps is the total spoofing power available.

A. Fast fading
For fast fading, from (3), we have

P} =pras(Psys)

_0 ( KToW — ToW (a;(Ps,i/W) + No)
24)

Therefore, the objective of the optimization in (23) is to maxi-
mize Zf\fl pra,f(Ps,;), under the constraint ZiV:Tl Pg,; < Ps.
Proposition 1: p;y ; has properties PO, P1 and P2 stated in
Theorem 1.

Proof in Appendix C.

Therefore, we can use Theorem 1 to solve this optimization
problem.

B. Slow fading
(@)

For slow fading, p,; = Prd,s(Ps,i), from (6).
Proposition 2: Pr(Y (t) > K+/ToW|ns,;) has properties PO,
P1 and P2 stated in Theorem 1.
Proof in Appendix C.
Therefore, we can use Theorem 1 to solve this optimization
problem.

\/T0W(507L2](PS’Z-/W)2 + 4@J(Ps’i/W)NO + 2Ng)/2

IV. JAMMING POWER OPTIMIZATION

In Section III, we analyzed the interference from the ad-
versary during the sensing period, and discussed optimizing
the adversary power allocation during the sensing period. In
this section, we look at the interference from the adversary
during the data transmission period, and the jamming power
optimization of the adversary.

From (1), to minimize the throughput of the network
by jamming, the adversary ideally aims to maximize
> ieB.. PO LppS™ log, M;.,,. However, the adversary is
not aware of instantaneous system parameters, such as the
instantaneous CSI, the instantaneous numbers of secondary
users in the i-th band (£2;), and which alphabet each user is
using. Further, the adversary cannot differentiate between the
bands occupied by PUs and SUs through observations during
the transmission interval. Therefore, to minimize the average
throughput without this information, the objective function to
maximize is changed to be max} ;. p p  7Te(Pr;), under
the constraint ZieBquBm P;; < Pj, where Py is the total
power available for jamming, Pj;; is the jamming power
allocated for the i-th band, r.(Py;) is the expected value of
pi log, M, ,, and the expectation is taken over the fading
gains of the links from the CHg to the SUs, and the adversary
to the SUs.

A. Fast fading

Under fast fading, the objective is to maximize
2_ieB.uUBy Teuf (Pri), under the constraint
ZieBwqu Pj; < P;. From (15), we have

0, if Py, < P}
re,f(Pri) = P (25)
log, M, if Pj; > Pj

If the adversary has a total power P; for jamming, to maxi-
mize ZieBwqu re,f(Py;), according to (25), the adversary
aims to maximize the number of bands with P;; > Pj.
Therefore, the optimal number of bands to jam is n}

['%)

min ( L%
Since the first and second derivatives of r. ¢(P;) do not
)exist, we cannot use Theorem 1 here. Fortunately, we do not
need Theorem 1, since the packet error rate as a function of
jamming power (re s(Py;)) is a step function, as shown in
(25), so the optimal jamming strategy is trivial.

B. Slow fading

Under slow fading with a single alphabet, the objective
is to maximize ), 5 | 7Tes1(P;), under the constraint

su pu

> ieB.,uB,, P1i < Pr.

Proposition 3: Pr(packet error|7y;;) satisfies the conditions
PO, PO and PO of Theorem 1.

Proof:

1) PO is satisfied by definition.

o
2) =4 Pr(packet error|y;;) = d;” (1 — T ) =
7 )

dyg,:

YT 7—17T
Fo € ’YS . .
s = > 0. .. P1 is satisfied.
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T
— 7S
1 T e v

Ay, ¥J,i7T 2
' ( s +1)

d? -
3) ﬁPr(packet errorlyy ;) =
T
Fge s yr .
m(_2)ﬁis < 0- ..
_p.(packet a;P;;
From (18), we have r¢ 5 1(Py;)=Pr (error Bnva )log2 M
Since Pr (packet error| 1\‘} V“’/ PO, P1 and P2,

Tes,1(Pyi) also satisfies PO, P1 and P2. Therefore, we can
use Theorem 1 to solve this optimization problem.

P2 is satisfied.

satisfies

C. Slow fading with adaptive modulation

Under slow fading with adaptive modulation, the objective
is to maximize ), BouUBy. Te,s,2(Pyi), under the constraint
ZiEBSuUBpu PJ,i <Py
Proposition 4: r. ; o(Pj ;) satisfies the conditions P0, P0 and
PO of Theorem 1.

Proof:

1) By definition, we have r. s 2 (P ;) < Z
PO is satisfied.

2) Define t; . Note that & > 1 and ;41 > t; > O
Covre <741 by demgn) From (21),

,Pi
resQ P]z Zh (O;;I/LII/’>
0

1 logy, M;. Hence,

A ATy

(9ti+1+

tig1f
where ()£ 5ot (001 55%) o {onene =),
i

From Appendix E, Eq. (51), we show that h(xz) > 0. As a

ag Py, L) > 0.

N
ayg A/
h NoW

NoW

consequence, dg Tes2(Pyi) =
Therefore, P1 is satlsﬁed
3) From Appendlx E, Eq. (63), we see that SN h!/(z) <

0< x> 2%, and so
d2
7Te,s,2(P7,i)
ary,

as )\ & ayPy; ayPy;
= ' hY ) <0s = >t (26
<N0W> 2N (N0W> Now (20
Therefore, P2 is satisfied.
Hence, we can use Theorem 1 to solve this optimization
problem.

V. JOINT SPOOFING AND JAMMING OPTIMIZATION

Suppose the adversary has an energy budget E for a single
sensing-plus-transmission duration 7Ty + 77. It can be shown
that the average throughput of the SUs is proportional to
sominNeNa=Nra) (0 _ 1. (P),)), where T is the average
number of packets per user per band per transmission interval,
N, is the average number of bands required by SUs, N, is
the average number of allowed bands, and N4 is the average
number of false detections per sensing interval. The average
number of bands occupied by PUs is N7 — N,. The objec-
tive of the adversary is to minimize me(N“N ~Nsa) (Ty —
r¢(Py;)), under the constraint ToPs + 11 Py = E. Let {E be
the amount of energy allocated for spoofing, where ¢ € [0, 1].

Therefore, Pg = T— and Pjy = UZ9F 5)

allocation for spooﬁng (&*) is given by

. The optimal energy

Neu(§)

&* = argmin Nsu(g)rl - Nsu(f) + Nt — Na

£elo,1]
(1-9F
T

X F(re, s Now (&) + Np — Na) 27
where Ny, (€) = min(NT,Na — Na P (pfa, %NT)).

The adversary can estimate N, and N, by detecting the
average number of occupied bands in the Ty and T} intervals,
using an energy detector before it starts spoofing or jamming.
From (28), we know that the threshold z* in F(f, X7, N)
does not depend on X7 or N. Therefore, the thresholds in
F(re, Y292 N, (€) + Nr — N,) and F(pga. 52, Nr) do
not depend on &. Hence, (27) only involves direct evaluations
of re(Py;) and prq(Ps,;). Therefore, the optimal fraction of
energy allocation for spoofing, £*, can be found from (27)
using a single parameter search [17].

VI. SIMULATION RESULTS

We consider a cluster-based SU system, sharing Np DS-
CDMA subcarriers with PUs. In the simulations, in each
transmission and sensing interval, the PUs occupy |Bp,| =
min(Np,, N7) bands at random, where N,, is a Poisson
random variable with mean parameter N,. The number
of SUs (€,) in each transmission interval is modeled as
a Poisson random variable with mean parameter {),,. The
number of bands used by SUs in each transmission interval
is |Bsy| = min ([Q;] |B — Byy| ), where €, is the maxi-
mum number of SUs that can share a single band. We select
ajy =1, =02, N. = 256, Qp = 8, Ty = 12875 and

= 10247, where T, is the symbol time. For FEC, we
use rate % LDPC codes with block lengths varying from 1024
bits to 6144 bits. We assume the CHg uses power control to
maintain 7g = 10 dB at each SU. We define the jamming-
to-signal power ratio (JSR) as the ratio of adversary-power-
to-signal-power per user. That is, the adversary power J is
taken to be the sum of the jamming and the spoofing power
available in all bands, and the signal power S is taken to be the
transmission power available for a single SU. When there is
no knowledge of the system other than its operating frequency
range, the adversary can perform equal power spoofing or
jamming across the total bandwidth. We use this equal power
spoofing and jamming strategy as a reference, to which the
performance of the optimized strategy is compared.

A. Spoofing

Figure 8(a) shows the average number of false detections
per sensing interval versus the JSR under slow fading, when
the adversary employs the optimal jamming and spoofing
strategy (solid curve). For comparison, the average number
of false detections if the adversary spoofed all bands at
equal power is also presented (dashed curve). The optimal
spoofing power allocation increases the average number of
false detections by more than 5 in JSR € (0,6) dB region,
compared to equal spoofing power allocation across bands

0090-6778 (c) 2013 |EEE. Personal use is permitted, but republication/redistribution requires |EEE permission. See
http://www.ieee.org/publications_standards/publicationg/rights/index.html for more information.



This article has been accepted for publication in afuture issue of thisjournal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI

10.1109/TCOMM.2014.2331964, | EEE Transactions on Communications

o]
o

—+—— Optimal spoofing power allocation
k| — * — Equal spoofing power allocation 4

~
o

(=2}
o

a
o

w
o

Average number of false detections
N B
o o

15
JSR (dB)

(a)

100 PR

ool —©6— Optimal spoofing power allocation |
— * — Equal spoofing power allocation

Percentage throughput loss

15

JSR (dB)

(b)

Fig. 8: (pfq,r(0) = 10%, N, = 256, T, = 1287, Ny = 100,
?27 = 50, Npu = 50): (a) Average number of false detections
under slow fading (b) Percentage loss of throughput under fast
fading.

without optimization. As JSR is further increased, the optimal
spoofing power allocation strategy shifts from partial band
spoofing to full band spoofing, and hence the curves overlap
at high JSR. Figure 8(b) shows the average throughput loss
in the SU network due to spoofing, under fast fading. At a
JSR of 7 dB, the optimal spoofing power allocation reduces
the throughput by 35.1%, while the equal power allocation
reduces the throughput only by 10.2%. For JSR > 10dB, the
optimal spoofing strategy is equal power allocation across all
bands.

B. Jamming

In the simulations of the slow fading system, we use the
alphabets BPSK, 4-QAM, 16-QAM and 64-QAM for adaptive
modulation. Figure 9 shows the comparison of the average
PER versus JSR per band, calculated using the step-function
approximation and the simulations. We note that the values
of the PER calculated using the approximation are notably

05 : . : ; = :

——— Approximation &
045} pproxt : A 57
— — — Simulation : : 5

Average PER

Fig. 9: Average packet error rate vs. JSR per band. (/V. = 64,
¥s =12 dB, 8 = 2 dB)

different from the simulation results. The two vertical dotted
lines show the threshold JSR, on which the decision for partial
band jamming or full band jamming is made. We note that
using the approximation, the adversary would decide to move
to full jamming at a lower JSR than the optimal value given
by the simulations. The gray shaded region represents the
reduction in the average PER, i.e., the performance loss of the
adversary due to the use of the step function approximation
when calculating the PER, to decide on the optimal jamming
strategy. The horizontal-striped region represents the increase
in the average BER using optimization based on the step
function approximation, over jamming all bands at every JSR.
Therefore, we note that, even though the average PER value
given by the approximation is different from the simulations,
the optimization based on the approximation yields results
comparable to the optimal achievable with perfect information
of the FEC performance by the adversary.

Figure 10(a) shows the average PER versus JSR, with total
power put into jamming by the adversary, under slow fading.
We note that the optimal jamming power allocation based on
the step function approximation performs very close to the
optimal power allocation with perfect FEC information. The
average PER of the system when all transmitting bands are
jammed at equal power without any attempt at optimizing is
also presented for comparison. The optimization significantly
increases the average PER at low JSR. Figure 10(b) shows the
average PER due to jamming under fast fading. The optimal
jamming power allocation achieves a 10~2 average PER at a
JSR more than 10 dB below the JSR required for the same
average PER with equal jamming power allocation.

C. Joint optimization of spoofing and jamming

Figure 11(a) shows the SU throughput-per-transmission
interval versus JSR when the adversary jointly optimizes the
jamming and spoofing power allocation under slow fading.
It is compared with the throughput if the adversary spoofed
and jammed bands at equal power. Notice that for JSR in the
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Fig. 10 Average packet error rate vs. JSR (g = 12 dB, N, =
64, Qb“ = 10, N, = 10, Ny = 20): (a) under slow fading
(b) under fast fading.

vicinity of 25dB, the use of the optimization technique by the
adversary reduces the CR throughput by a factor of 4 to 5,
relative to an adversary who divides power equally across all
bands. At low JSR, below about 18dB under simulated system
parameters, spoofing is ineffective, as the system is lightly
loaded. However, the optimized adversary is able to reduce
the throughput slightly through increased packet error rate by
jamming. Beyond 18dB, the system throughput is significantly
reduced, predominantly due to successful spoofing. Figure
11(b) shows the SU throughput-per-transmission interval ver-
sus JSR under fast fading. We note that the optimal power
allocation can significantly reduce the throughput of SUs at
a JSR 10.5 dB lower than constant power allocation, under
simulated system parameters.

VII. CONCLUSION

In this paper, we analyze the optimal spoofing and jamming
power allocations across subcarriers, in a Rayleigh fading
channel, with an optimization approach which enables simpli-
fied calculation of threshold JSRs, below which partial-band

—+—— Optimal power allocation ¥
— -k — - Constant power allocation

Average throughput per transmission interval (bits)
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Fig 11: Throughput vs. JSR (Iy = 1287, Th = 10247,
5“ =10, N, pu = 10, Ny = 100, N, = 256): (a) under slow
fadmg (b) under fast fading.

attacks are optimal. We derive the optimal jamming power
allocation based on a simplified step-function approximation
of the word error rate of LDPC codes. Through comparisons
of the throughput with optimal spoofing and jamming power
allocation with the throughput for equal power spoofing and
jamming, we observe that the optimization has notable gains
in the low and medium JSR regions.

We learn that it is generally optimal to attack with both
spoofing and jamming, whereby the optimal energy allocation
between the two methods of attack is dependent on system
parameters and JSR. While successful spoofing has the most
noticeable impact on SU throughput, we observe that when the
system is not heavily loaded, spoofing is not effective at low
JSR, and the optimal method of attack is jamming. An increase
in the average number of subcarriers required by SUs, or a
decrease in the sensing duration relative to the transmission
duration, would lower the JSR, at which point the optimal
strategy shifts from jamming to spoofing.
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APPENDIX A: OPTIMIZATION APPROACH

In this section we present the optimization approach we use
in this work.
Theorem 1
Let f : RT™ — R™ be a function such that
PO: f is bounded above, i.e., IM < oo, s.t. f(z) < M Va €
[0,00)
P1: f is an increasing function, i.e., f’(x) > 0, where f'(z)
is the first derivative of f(x),
P2: f”(z) = 0 has at most one root in = > 0, where f”(x) is
the second derivative of f(z). Also, define g : RT — R, as
g(z) & f(x) — f(0) — xf'(x). Then, if Zfil x; < Xr and
x; 2> 0,

N Nf(3F), if X2 > g
2l {<N ) F0) +nt F(AR), i X <
(28)

where n* = )ET and z* is the largest root of g(x) = 0. Also,
the set of arguments, S, that correspond to the equality when

*

n* is an integer, is given by

N
S, = argmax F(zy)
SN @i=Xr, 220 \;—1
X X
{ll} if &2 > 2%
N N N
N elements
)X Xr N (29)
{n*""’F’O""’O}’ lfTT<Z'*
H/—/
n* elements (N—n*)
When );T is not an integer, we use the approximation

n* = argmax (N —n)f(0)+nf(££), to arrive at
o={|32] [22)
a suboptimal set S,.

In optimizing power allocation for spoofing, f(z) is the
probability of false detection in one band as a function of the
spoofing power allocated for that band. A false detection is
mistakenly detecting a vacant band as being occupied by the
PUs. In jamming, f(z) is the packet error rate per user in a
band, as a function of the jamming power allocated for that
band. Geometrically, g(z;) is the difference between f(0) and
the y-intercept of the tangent to f(x) at x.

Proof of theorem 1
Case 1 : % > z* : From Appendix B, Eq. (39), we know

F@) < F(F) + @ =) () -

S () ¢ () ()

i=1
=Nf (ff) (30)
Case 2 : 0 < % < «* : From Appendix B, Eq. (40), we have
f(@) < f(0) + 2 (f(=") — £(0))
N N .
> @) <30 (FO) + ZH(F@) - £0))
=1 =1
= (N =n")f(0) +n" f(z7) 31

10

XT
. From (30) and (31),

T*

where n* =

N
Zf(l’i) < F(f, X7, N)

A JNF(ZR), if z > a* 32)
(N = n*)f0) + n* f(z*), if T <a*

Lemma 1: g(z) = 0 has at most one solution in z > 0
Proof of Lemma 1

Taking the derivative of g(x) = f(x) — f(0) — = f'(z) with
respect to x, we have ¢'(z) = —af”(z). From property P2,
we know f”(z) < 0Vz >0 or 3zo > 0 such that f”(z) <0
for x € (zg,00) and f"(x) >0 for z € (0, xp).

If Vo > 0 f”(z) <0, then ¢'(x) > 0 and g(z) > 0 because
g(0) = 0. Therefore, g(x) = 0 does not have any solutions
inz>0and 2* = 0. If f/(x) > 0 for 0 < z < x, then
for z € (0,20), ¢’(x) < 0 and g(x) < 0. But, xlirgo g(z) =

Jim (/@) = F(0) = af (@) = Jim_f(x)=F(0)=0 > ,be-

cause f(x) is an increasing function (P1) and lim zf’(z) =0
Tr—r 00

(see (34) below). Therefore, g(x) = 0 for some z € (zg, ).
Since ¢'(z) > 0 for « € (xg, 00), there is only one root.
Since we defined z* is the largest root of g(x) = 0, from

the above analysis we have

Proof lim zf’(z) = 0.
TrT—r 00

We prove this by contradiction. Suppose lim zf'(z) # 0.
T—>00

Because xf'(x) > 0, we have lim, o, xf’(x) > 0. Since
f/(x) is decreasing in x > xo, we know z f'(z) does not have
oscillations and 3L > 0,z > g, s.t. xf'(x) > LY x > xp.

L
= fl(z)>= Vo >z
f(z)dz > lim —dz
L T1—00 zr X

lim (f(z1) — f(zz)) > lim L(ln(xy) — In(zr))

T1—>00 T1—>00
limg, o0 (f(21) — f(zL))
limg, oo(In(z1) — In(zr))
(. f(z) is finite, from property PO0)

lim
Ir1— 00

=

=

= L< =0

= L < 0, but this is a contradiction.
Therefore, we conclude that

lim zf'(z) =0

Tr— 00

(34)

APPENDIX B : PROOF OF UPPER BOUNDS TO f(z)
Define d,, (z) = f(xo)+ (x—x0)f'(x0) — f(x). Taking the
derivative with respect to x, we obtain d}, (z) = f’(zo)—f'(x)

and
dy, (z) = —f" ()

From (33) and P2, we know f”(z) < 0 for z
therefore, d;; (z) > 0 for x > z*.
Let xg > z*. We have

dyo () >0V > 20 (-

(35)

> x* and

dy (20) = 0, dy (20) = 0) (36)
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Further, from (35) and P2, we know d; (r) = 0 has at
most one root in (0, ). Therefore, d;, (x) has at most one
root in (0,z0) because d}, (zo) = 0. Since dj (z9) > 0,
lim d, (zo) = 07. ., 31 € [0,20) s.t. dy (z) > 0 Vr €

I*}IO

(0,21) and d, (x) < 0Vx € (21,70). From the definition of
dyo(x), we have d,,(0) = g(z¢) and from Appendix A, we
know g(zg) > 0 Vao > z*.

. dy(x) > 0V € [0,21] 37)
Further,

dyo(x) > 0V € (21, 0] (38)
because d), () < 0 Vo € (1,%0), dy (7o) = 0. From
(36),(37) and (38), we know when g > z*, dy, (z) > 0 Vz >

0. Therefore, when % > a*, dxy (x) >0, and
No

f@»sf(§§>+(x—f3)f<§§) (39)

Further, since d,-(z) > 0, f(z) < f(z*) + (z — z*) f' (z*).
From the definition of z*, g(z*) = f(2*)— f(0)—a* f'(z") =
0, and f'(z*) = w. Substituting this in (VII), we have

f(@) < fa*) + (o — oy LEL=TO)

(40)

APPENDIX C: PROOFS OF PROPOSITION 1 AND
PROPOSITION 2

Proposition 1: pyq s has properties PO, P1 and P2 stated in
Theorem 1.
Proof:

Define

WNOy)

95(y) = pray ( &

_Q KV2/No — V2T, W — 2T, Wy
- (by? + 4y +2)

=Q <bay> (41)
V/by? + 4y + 2

where b = 2ToW and a = /21,W. As long

as the detector threshold is selected so that the false alarm

probability (false detection without spoofing) is less than 0.5,

then pfq,r(0) < 0.5 < g(0) < 0.5 < b > 0. We now show

that the conditions of Theorem 1 are satisfied.

1) From the definition of psq f(Ps;), condition PO is obvi-

ously satisfied by prq, r(Ps,;).

2) From the definition of gy (y), we have

ayPs;
pras(Psi) =g (&@) (42)
and from (41),

d b—ay
/
91y) = —Q | ————ms
W) =gy <\/5y2+4y+ )

ay— 2
_ ((2a+5b)y+2a+2b) i “3)

(592 + 4y + 2) 22

From (43), g4(y) > 0 Vy > 0, because a,b > 0. From

_ 5, Ps ;
42), gppras(Psi) = winds (avjwvs(; ) >0 VPs; > 0.
Therefore, condition P1 is satisfied.

3) From (43),

(ay—b)?

P(y) ¢ I D (44)

(5% + 4y + 2)2/21

g5 (y)= ddygf(y)

where p(y) = cay® + c3y® + coy® + 1y + co, co = —16a —
4b+4a2b+8ab® +4b3, c3 = —250a —400b— a(2a+5b)?
¢4 = —50(2a + 5b) < 0 and

¢1 = —100a — 88b — 4a® + 24ab® + 2063

= 5cyp — 20a — 68b — 4a® — 20a2b — 16ab?, (45)
¢o = —216a — 270b — 8a® — 24ab + 25b°
= ch —91a — 160b — 3a® — 24a%b — 30ab®.  (46)

According to Descartes’ rule of signs, the number of real
positive roots of the polynomial p(y) = 0 equals the number
of sign changes between nonzero c¢;s (ordered from c4 to cg),
or is less than the number of sign changes by a multiple of 2.
Note that ¢4, cs < 0. From (45), we see that co < 0 = ¢; < 0,
and from (46), ¢c; < 0 = ¢9 < 0. Therefore, if ¢y < 0, all non-
zero coefficients are negative and there are no sign changes,
i.e., there are no positive roots.

Let us consider the case ¢y > 0. If ¢; < 0, then ¢ < 0,
and there is only one sign change in the coefficients (." cg >
0,cq1,c2,c3,c4 < 0). If otherwise, i.e., ¢y > 0, there will be
only one sign change irrespective of the sign of ¢y (. cp,c1 >
0, c3,cq < 0). Therefore, we can see that the number of sign
changes between coefficients is either 0 or 1. Hence, there
will be at most one positive root for p(y) = 0. Further, since
ey <0, yli_{gop(y) — —o00. We conclude that p(y) < 0Vy >0

or Jyp > 0, s.t. g(y) < 0 Vy > yo and p(y) > 0 Vy <

Yo. From (44), we know gi(y) has the same sign as p(y).

Therefore, we conclude that g;(y) satisfies the condition P2.
2

From (42), dP2 Dy, #(Ps;) = W2N2 g7 (av‘l’,lj\i;i). Therefore,
prd,f(Ps.i) satlsﬁes the condition P2

Proposition 2: ps, ;(Ps ;) has properties PO, P1 and P2 stated
in Theorem 1.

Proof : Consider Pr(Y (t) > Kv/ToW|ns,i).

1) Condition PO is obviously satisfied from (5).

2) We have, ﬁ Pr(Y(t) > KVToWlns:) =

3 (7 VW)

e dy > 0.

K fOO Yy e
asv2er JO0 (ynsi+No)? = .
Tﬁerefore, condition P1 is satisfied.

3)
d2
T Pr(Y (1) > K\/TWins,:)
7731
/ e i e (s VW)’
Oé]\/ 2
Y 2{K(K — (yns,; + No)VToW) — 2(yns,; + No)*} dy

(yns,i + No)®
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/ et (S VEW) 2
OéL]\/%
RV (N 2N IOy
g (y + No)® 77?5',1'
where I(ns;) = fOOOL(y)efﬁsvi dy and (y) 2
Ky (K K VT W (5t No) 2t N0)>) .~ 3 (7355 VW) N

asV2r(y+No)®
that the sign of «(y) depends only on the sign of the quadratic

polynomial K? — K/ToW (y + No) — 2(y + No)?. Further,

t(y) >0 K2—K\ToW (y+No)—2(y + No)? > 0 < y+
N, € K(\/TUW+8+\/T0W) K(\/T0W+8—\/T0W)). Define

K(/ToW+8—+ToW)

Yo £ max ( — Ny, 0. From the definition
of Yo, ¥y > yo = (y )<Oand0<y<yo:>L( ) > 0. Also,

d 1 > v
- / yu(y)e "sicrdy
0

/ . A —
I (775,1) dns. 1(77571) dﬂﬁq’i

t
1 Yo __ v o0 oy / _
<=3 </ Yyor(y)e "Sv“’”dy+/ yor(y)e ”S"“"’dy) hi(w) =
0

®JNs
Yo /Oo -l

= — L y e "s,i%J dy

OKJU%,i 0 )

Yol (1s,:)

I'(ns,) < ==~

(ns.1) S
From (48), we have I(ns;) < 0 = I'(s;) < 0. Therefore,
if Is; > 0 s.t. I(7s;) <0, then I(ns;) <0V ns; > fs,-

2

Further, from (47), dn Pr(Y( ) > KvVToWns,:) < 0 &
I(ns,:) < 0.

d2 i
. W Pr(Y(t) > K\/T‘Oiw‘ns,i)(nsyi) <0
S,

= I(7s:) < 0= I(nsi) <0V ns; > s,
d2 -
- ) > K\/ToW(ns,i) <0V ns; > s,
S,i
Therefore, Pr(Y (t) > K/ TyW|ng,;) satisfies condition P2.
Note that prq.(Ps;) = Pr (Y( ) > KT W \PSl)
Pr (Y (t) > K\V/ToW|ns,;). Since Pr(Y (t) > K/ToW|ns,;)

satisfies the conditions PO, P1 and P2, psq ;(Ps,;) also satis-
fies the conditions PO, P1 and P2.

Yo

(48)

= Pr(Y (¢

APPENDIX D: PROOF OF LEMMA 2
Lemma 2: 5(%,,) is a monotonically decreasing function of
7., and the range of 4 is (0,7g].
Proof:
From (13), we can see (9s;) is monotonically de-

creasing in %y, From (13), we further have (0) =
0 o yngl e %e ¥ dedy = 7. and from (14), we have
1
Naoe Vi 1
lim (%) = _ lm -— ’ysie Ei (— )
N,i—>00 ¥.J,i—>00 VJ,i Vi

. 1 -1
x lim — —1log| = =0 (49)

V500 Y Vi

Note that lin%)Ei(as) o« logz [16]. Hence, we have shown
T—r

¥(#..;) is a monotonically decreasing function in R™, and the
range of 5(%,) is (0,7s].

APPENDIX E : DERIVATIONS SUPPORTING THE ANALYSIS
IN SECTION V-D

I. Proof hl(z) >0

tieiti 10g2 M;

hi) = T {(W’ 0 (1 " t1~"6> i 1>

o (00 (1022)) _ (oo (11:5))

X ((ti+16 —t;) <1 + tlx) + 1)}

Define ¢;(x) = (0 —t;) ( tlx) and qy(z) = (ti+10 —
t;) (1 + i) Note g, (x) > qi(z) > 0.

(50)

e_(tq‘,"l‘(Iv(I))(qt(x) + 1) 10g2 M.
(1+tx)?

(o 1220

S tie_(t'i'i'qu(x))(qt(x) + 1) 10g2 MZ
(1 + tiJ?)Q

x (@0 — (14 (g,(2) - ai(x)))) 0 1)

II. Proof Jz* > 0 s.t. ZNA h!(x) <0e x> a*

i = (5

ey ) ){((tie—tn(l“ﬂ)qf(x)

21+ tix)®
— 260%(go(2) + 1))@ — ((ti20 — 1) (L + i) g (x)
~ 2020 (@) 1)) (52)
3 eti h// |
logQ() = ((tie — ti)Qe_qt(I) _ (ti+10 _ ti)ze_qv(l))

! (124?5;3 {(qf;a?) +aqi(x) + 1) )
- (qgéx) + qu(®) + 1) e_%(z)}

Substituting y = 1 +

(53)

Tz I, we can rewrite (53) as follows:

A tixdelihl! (z)

i\Y) = 54
9i(y) og, M, (54)
_ _ 2 [[(k2y?

= ek e - 2 [( Yt by +1

k2 2

xe Rty ( U2y + ko,y + 1) y}
where k;, = t0 — t, k,, = tiy10 — t; and
Yy = 1+ t_l ( ) We have kvi — kti = (tiJrl — tz)g > 0.
Further k;, = ¢(0 — 1) > 0. Therefore, we have
ky, > ki > 0. Further, g;(y) = —kjehuv 4

3 _—k 6 ket Ok y —k

ky. e Fei¥ 4 e L+ +hky+1)e Y-
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3 3 2 2 )
(k”gy k“gy v Y+ 1) e"%y]. We have ﬁyi = % and k;, = (0 — 1)t; = (%) ky, .
) log, M,
Vel _ 9i yz 2
Giy) + ki, 9u(y) = K2k, — ki )eRos? + = {[kf 7+ kg (w) Z fret
log, M; d
+ 6]€_kf,iy — (6 4+ 4k, y + kin)e_k“iy [1 + (ko, — ke,)y _ Z i (y:) 2%2 Yi
t;eti dyy
(3 + thiy)(kvi - kti)QyQ (kvz — kti)3y3 } Ng gl (y )log "
6 + 4k, y + k2 y2 6 + 4k y + k2 y2? = i \Ji) 252 2
(6+4key +kiy®)  (6+4kyy + ki y?) ; o 7

(6 4 4ky,y + k7 y?)e Fvi¥

> k2 (ky, — ke, )eMi¥ +

! kf ; Ji (yv) 10g2 tl
" >; e 4
X {e(kvi_kti)y _ (1 + (kvl _ kn)y"— %ny
= —k Z gi (i) logy M,
+(k—’ft)3y3) tiels
° = —’ftiG( 1) (60)
>0 (55) Further, because 41 = 1 = y; = 1 and g;(1) < 0 from (56),
h
because k., > k;, > 0 and y > 1. Further, we have (1o 11
i 2
£ <0 61)
gi(1) = =2[(kr, + e — (ky, + 1) Fu] Z fet:

—2(ky, + 1)e ks <€(kvi ki) — <1 + M)) and because y; — 00 = y; — 0o and limy, 00 g; (y;) = 07

L+ ke, from (57), we have
< =2(ky, + 1)e P (e mh) — (1 (ky, — k) ;
. _ i (ys) Og2
<0 (56 Jlim Gly) = lim 3 Z ok
Na ;.
because k,, > k;, > 0, and B limy, o0 gi (yi) logs M;
2 -3 e dlon ot e
lim g;(y) = lim kZe " — k2 e hui¥ — =t
Y—>00 y—oo ° K Y
12 02 12 o2 From (61) and (62), we know G(y;) = 0 has at least one
% [( Y + ke y+ 1) e kY _ <“y + ky oy + 1) 6kviy]ﬁnite solution in y; € (1, 00). From (60) we know at a root
2 ' 2 ' of G(y1) = 0, G'(y1) > 0, i.e., at the roots the function is
= lim l<:2 — kgie_k“iy increasing, and therefore, must go from negative to positive.
ymree Hence, there can be only one solution for G(y;) = 0. Define
=0t (57)

yi, s.t. G(yi) = 0. From (61) it follows that, G(y1) < 0
y1 < yi. Define z* £ ﬁ Therefore, y1 < yj < = > z*

21In
because kZe k¥ — k2 e vy > 0 &y > M from and G(y1) <0< ZNA hY(x) < 0 from (58).

T, —Ft
(64). Na

We need to show that ZNA hY'(x) has only one zero for Zh;'(z) 0o z>* (63)
x € (0,00) and goes from positive to negative with iz1

increasing x. From (54),
g (>4) IL Proof Jy* > 0 s.t. ke " — kIl e™mi¥ <0 &y < y*

Na o N logy Migi (1+ %) Define Q% : Rt — R, QW (y) 2 kf ket — kgt ey,
Zh’i (x) <0& _ t;x3eti <0 where 0 < k;, < k,, are constants. Note that Q(Z)( 0) =
=t =1 k' — k. < 0, because k¢, < k,,. Further, Qn (y) =0«
Zgz (v kng <0 (58) kie Ry greheuy = 0 o elkuiThuly = I;ff Sy =
t eti ) 7 2 ti
ko,
nln kt? . i ]
where y; = 1+ 7. Define kvz<k’“z)’ 1€, Q%)(y) = 0 has exactly one solution at y =
) nin( =
M € (0, 00). Therefore,
9i (yi) logy M, ko, —ke;
Z (59)
et nln ( )
. ke,
1 ‘ Q,(f)(y)<0(:>y<ﬁ (64)
where y;= s = rntl-3% . Therefore, we have v T Rty
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