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ABSTRACT OF THE DISSERTATION

Towards Robust Heterogeneous Computing in Diverse-Scale Systems

by

Mujahid Al Rafi
Doctor of Philosophy in Electrical Engineering and Computer Science
University of California, Merced, 2026

Professor Hyeran Jeon, Chair

Modern computing systems increasingly rely on heterogeneous architectures that inte-
grate general-purpose processors with specialized accelerators such as GPUs and deep learning
engines. To meet the performance and energy demands of modern workloads, these systems
depend heavily on optimization techniques including speculative execution, transfer learning,
hardware acceleration, and dynamic power management. While these mechanisms substantially
improve efficiency, they also introduce new forms of shared state, resource contention, and
externally observable behavior, thereby expanding the attack surface. As a result, security vulner-
abilities in modern platforms often emerge not from a single component, but from interactions

across multiple layers of the computing stack.
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This dissertation investigates such cross-layer vulnerabilities in heterogeneous computing
systems and develops new insights into how performance-oriented design choices can uninten-
tionally expose sensitive information. It presents three case studies spanning machine learning
systems, edge GPU platforms, and CPU microarchitecture.

First, this dissertation presents Decepticon, a model extraction attack on large-scale
transfer-learned models. Decepticon exploits execution fingerprints inherited from shared pre-
trained models to identify the underlying model used by a black-box victim and significantly
reduce the effort required to reconstruct a high-fidelity clone. The results demonstrate that even
large transformer-based models remain vulnerable when transfer learning and GPU execution
characteristics are jointly exploited.

Second, this dissertation investigates the power and frequency behavior of edge GPU
platforms and their security implications. Through detailed characterization of instruction-level
and application-level telemetry on commercial NVIDIA Jetson devices, this work demonstrates
that GPU and deep learning accelerator behavior can be leveraged to construct covert channels. It
further evaluates mitigation strategies based on telemetry access restriction, resolution reduction,
and perturbation, highlighting the trade-offs between observability and security.

Third, this dissertation introduces SCPC (Securing Cross-Process Collision-Based Tran-
sient Attacks), a low-overhead defense against cross-process collision-based transient execution
attacks in modern CPUs. SCPC protects speculative execution structures by selectively virtu-
alizing vulnerable predictor state while preserving much of the performance benefit of shared
hardware resources. Evaluation shows that the mechanism significantly improves security with
minimal performance overhead and can be generalized to other speculative structures.

Together, these contributions show that information leakage in modern heterogeneous
systems is often a byproduct of the same mechanisms that enable high performance. This
dissertation argues that securing future computing platforms requires a cross-layer perspective
in which machine learning frameworks, accelerator behavior, and processor microarchitecture

are analyzed jointly rather than in isolation. By exposing these vulnerabilities and exploring
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corresponding defenses, this work advances the design of more secure and robust heterogeneous

computing systems.
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Chapter 1

Introduction

Modern computing systems are rapidly evolving toward heterogeneous architectures
that combine general-purpose CPUs with specialized accelerators such as GPUs and deep
learning engines. This evolution is driven by the increasing computational demands of emerging
workloads, including artificial intelligence, autonomous systems, and large-scale data analytics.
To meet these demands, system designers rely heavily on performance optimization techniques
such as speculative execution, hardware acceleration, power management, and transfer learning.

While these optimizations are essential for achieving high performance and energy
efficiency, they fundamentally reshape how hardware and software interact. In particular, they
introduce new forms of shared state, resource contention, and observable side effects, which
unintentionally create opportunities for information leakage. As a result, modern systems are
increasingly vulnerable to cross-layer security threats that emerge not from a single component,
but from the interaction between multiple layers of the computing stack.

Recent research has shown that microarchitectural side channels can leak sensitive infor-
mation through shared hardware resources such as caches, predictors, and memory subsystems.
At the same time, machine learning systems introduce new attack surfaces due to their unique
execution patterns, large model sizes, and reliance on shared pre-trained models. Furthermore,
edge computing platforms introduce additional security challenges because they operate in

physically exposed and potentially untrusted environments while handling privacy-sensitive



data. Together, these trends indicate that security vulnerabilities in modern systems are no
longer confined to a single layer, but instead emerge from the interaction between performance
optimizations and shared resources across the entire computing stack.

This dissertation argues that performance-driven design decisions across heterogeneous
computing systems introduce systematic information leakage channels, and that securing modern
systems requires a cross-layer understanding of these vulnerabilities. To support this claim,
this dissertation presents three works across different layers of the computing stack: machine
learning systems, GPU-based edge accelerators, and CPU microarchitecture.

First, Chapter 2 of this dissertation presents Decepticon, the first model extraction attack
targeting large-scale transfer-learned models such as Transformers. Unlike prior works that focus
on CNN architectures or rely on fine-grained memory probing, Decepticon introduces a novel
execution fingerprinting technique that uniquely identifies the pre-trained model underlying a
black-box victim. By leveraging the observation that execution fingerprints are preserved across
transfer learning, Decepticon reduces the search space of model extraction and enables practical
large-scale weight recovery, which was previously considered infeasible.

Second, Chapter 3 of this dissertation demonstrates that power and frequency behaviors
of edge GPU and Deep Learning Accelerator (DLA) platforms introduce previously unexplored
covert channels. To the best of our knowledge, this is the first work to expose covert channel
vulnerabilities in NVIDIA DLAs and the first to construct covert channels using frequency
utilization statistics on mobile GPUs. Through systematic characterization of instruction-level
and application-level power and frequency behaviors, this work demonstrates that passive
monitoring of hardware telemetry can enable stealthy communication channels, highlighting
previously unexplored security risks in edge Al systems.

Third, Chapter 4 of this dissertation addresses security vulnerabilities in modern CPUs
caused by speculative execution. It introduces SCPC (Securing Cross-Process Collision-Based
Transient Attacks), a defense mechanism against cross-process transient execution attacks.

Unlike prior approaches that rely on static partitioning or complete isolation, SCPC introduces



selective virtualization of speculative state, enabling secure sharing of hardware resources
without sacrificing performance benefits. This design achieves strong security guarantees while
maintaining low overhead, addressing a key limitation of existing mitigation techniques.

Finally, Chapter 5 outlines ongoing and future research directions that extend the con-
tributions of this dissertation. In particular, I am now investigating the security implications of
emerging disaggregated memory systems. Our preliminary results suggest that CXL-attached
disaggregated memory can amplify transient and cache timing attacks.

Together, these works demonstrate that information leakage in modern computing systems
is fundamentally a byproduct of performance optimization and resource sharing, and that these
vulnerabilities manifest across multiple layers, from machine learning frameworks to hardware
accelerators and processor microarchitecture. This dissertation therefore advocates for a cross-
layer approach to secure heterogeneous computing systems, where security mechanisms are

designed with awareness of performance optimizations and shared hardware behaviors.



Chapter 2

Decepticon: Attacking Secrets of Trans-
formers

2.1 Introduction

Machine learning (ML) models are widely used for almost all computing solutions,
including smart homes, autopilot programs of self-driving vehicles, and so on. In many ap-
plications that handle critical data for the users’ safety or privacy, any perturbed predictions
lead to tragic consequences. Such an ML prediction perturbation is one of the major targets
of cyber attacks, which is enabled by stealing important parameters of the target ML model.
Recently, a few studies demonstrated that it is feasible to steal ML model topology and hy-
perparameters through various side channels (e.g., performance counters, cache access timing,
etc.) [74, 118, 161]. Most existing attacks target convolutional neural network (CNN) models.
While the model topology and hyperparameters provide important hints about the victim model,
knowing the weight values shifts the security surface to another level by enabling more advanced
model extractions, including constructing local (clone) models with extremely high fidelity (i.e.,
compromising model privacy) and empowering adversarial inputs attacks (i.e., tampering model
integrity).

Stealing model weights is extremely challenging for two main reasons. First, modern
ML workloads are very different from traditional security-sensitive applications (e.g., crypto

programs) in that there is no explicit secret dependent control/data flows, making it almost
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Figure 2.1. Decepticon Architecture

impractical to accurately reveal model weights using a conventional side channel (e.g., via
caches). Second, even if stealing can be done in real systems, state-of-the-art ML models are
very large with tremendous amounts of weights. Any such attack will require model stealing at
an extremely large scale. Such challenge is further exacerbated in today’s gigantic transformer
models that come with billions/trillions of weights (e.g., BERT [61], GPT [124, 51], Llama
2 [145]). As aresult, pure side channel-based model stealing in such use cases is unlikely to
be practical. For instance, very recent work in [126] repurposed row-hammer as a side channel
to exfiltrate bit-level information for model weights. However, to reveal part of the weight,
thousands of rounds of row-hammer are needed. Such a method may not scale to today’s large-
scale models. Then, can we conclude that large-scale (billion- to trillion-parameter) models are
secure enough?

In this work, we present the first investigation of model extraction attacks on large-scale
models. We first show an in-depth characterization of large models (240 models downloaded
from popular model zoos [25, 13, 7, 18, 19]) and propose a novel two-level model extraction
attack, namely Decepticon. Unlike existing approaches that run rigorous memory probings
directly on every single bit of individual weights, we show that an indirect (two-level) approach
makes large-scale model extraction practical. The two-level approach especially leverages the
unique characteristics of transfer learning that most large models use.

Transfer learning enables large-scale model development with significantly reduced

training time. With transfer learning, individual developers and research teams can develop



their own models by fine-tuning a pre-trained model with task-specific datasets. The pre-trained
models are either publicly shared through popular model zoos [13, 16, 7] or privately shared
within individual companies or institutions. In any scale, pre-trained models are purposely shared
by multi to many ML developers. For example, some BERT-base and GPT-2 pre-trained models
on Huggingface model repositories have been downloaded more than 10 million and 20 million
times, respectively [8, 11]. Security and privacy-sensitive domains such as medical and defense
applications also share their pre-trained models with limited accesses [128, 115, 6, 152]. We
focus on this unique training process of large-scale models.

What if an adversary grabs an access to a pre-trained model? Can he/she derive
the secrets of a black-box fine-tuned model with the pre-trained model? According to
our experiments, pre-trained models provide ample secrets of the fine-tuned model including
very similar weight values. But, can we identify the pre-trained model? Our exhaustive
investigation shows that individual ML models have unique execution fingerprints. Unlike
existing studies have assumed [74], the fingerprints are substantially different across models even
when the models use the same architecture, dataset, and task. More importantly, the fingerprint
is inherited from a pre-trained model to its fine-tuned models. Thus, the fingerprint can be
leveraged to identify the pre-trained model.

With these observations, Decepticon first identifies the pre-trained model with the finger-
print of the blackbox model’s execution on off-the-shelf GPUs. Then, it extracts the entire model
weights based on the pre-trained model’s weight values. Decepticon uses two design methods to
increase the attack success rate with minimal extraction effort; 1) selective weight extraction that
exploits the diverse impact of individual weights and layers towards the final prediction output
and 2) model fingerprint classification with CNNs that is inherently noise tolerant. The clone
model that is created by the extracted model’s secrets is used for an adversarial attack to perturb
the victim model’s prediction. We also show that Decepticon is applicable for any ML models
that use transfer learning by using a CNN model example (Section 2.7.7). Figure 2.1 shows the

end-to-end attack scenario of Decepticon.



Our contributions are:

1. To our best knowledge, this is the first study that demonstrates model extraction attack
(including entire weight extraction) for large-scale models (e.g., Transformers). The

proposed attack is applicable for any ML models that use transfer learning.
2. We provide in-depth characterization of transfer-learned models.

3. We apply a noise-tolerant image classification algorithm for model architecture extraction

and introduce a selective weight extraction.

4. We demonstrate the impact of weight extraction through a clone model construction and

an adversarial attack evaluation.

2.2 Background
2.2.1 Model Extraction Attacks

Model extraction attack is a security concern where an attacker aims to recover the secrets
of ML models and reconstruct a copy of a victim model. The architecture and parameters of
a victim model are the main targets of these attacks. The architecture of a model includes the
number, type, and dimension of individual layers of the target ML model. The parameters include
hyper-parameters, weights, and biases. Model extraction attack is a threat to the intellectual
property of the ML solution providers. Moreover, the detailed knowledge about the victim model
helps the attacker craft adversarial examples to fool the victim model or even extract sensitive
training data. Several studies demonstrated various model extraction attacks [74, 172, 109, 161,
118, 146, 162, 131, 126, 167]. These studies leveraged various leakage vectors through EM

side-channels, PCI-e bus snooping and message trapping, cache timings, and memory probing.
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Figure 2.2. BERT-large Architecture

2.2.2 Transformer Models

Though any models that use transfer learning can be a target of Decepticon, we explain
our attack scenario mainly with Transformer models. Transformer models use transfer learning
as the default training method. Transformers have proven their effectiveness in various domains
including natural language processing and computer vision [149]. Transformers are efficient to
be adapted to several diverse tasks such as question answering, sentiment analysis, etc. with a
task-specific last layer. A Transformer model runs multiple rounds of attention computations
that check relations across all tokens of the given input in parallel. Transformer models consist
of either encoder or decoder (or both). Each encoder is comprised of two layers: self-attention
and feed-forward, as illustrated in Fig. 2.2. In a self-attention layer, input tokens are multiplied
with three weight matrixes; Key, Query, and Value and generate K, Q, and V vectors. These
vectors for each token are used for understanding the importance of the token in the input context.
Decoders are similar to encoders, except the masked self-attention. Popular Transformer models
are BERT[61], RoBERTa[105], ALBERT[92], and GPT-2[124]. These reference models use a

fixed number of encoders/decoders such as 12 (BERT-base) and 24 (BERT-large).



2.3 Threat Model

The goal of our threat model is to steal the secrets of a black-box large model. The secrets
are used for creating a clone model, which can be used for an adversarial attack. The victim
model is assumed to be developed through transfer learning. The attacker is assumed to have
no information about the victim model, while he/she can 1) collect architectural hints such as
GPU kernel execution time and memory addresses and 2) query the victim model and check the
prediction outputs. Note that various studies demonstrated that kernel execution time and memory
addresses can be monitored through EM-side channels and bus probing on the interconnects
between CPU and GPU [53, 74, 118, 161]. We leverage the existing side-channels but exploit
the unique/novel characteristics of transfer-learned models for a novel model extraction attack.
We assume that the attacker has a pool of candidate pre-trained models. The models can be either
collected from public repositories or from internal spy routes if the victim model is designed with
private pre-trained models. But, the attacker does not know which one was used for fine-tuning

the victim model.

2.4 Transformer Model Vulnerabilities

We tested 70 pre-trained and 170 fine-tuned models downloaded from various model
repositories on an NVIDIA GeForce RTX 3050 (Ampere) GPU with CUDA v11.8. We used
Python v3.8, PyTorch v1.11.0, and TensorFlow v2.8.0 for evaluations. More details can be found

from Section 2.7.

2.4.1 Pre-trained vs. Fine-tuned Models

Amount of weight updates during fine-tuning: To understand the relation between a
pre-trained model and its fine-tuned model, we checked the significance of weight updates. We
measured the absolute weight value gap for each pair of a pre-trained model and a fine-tuned

model that use the same model architecture; weights on the same location of the two models were
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Figure 2.4. Impact of Weight Value to Amount of Updates

compared. Fig. 2.3 shows example results where the graphs with (XP-XF) are the comparisons
between a pre-trained model and its fine-tuned model and those with (XP-YF) are between a
pre-trained model and a fine-tuned model that used different pre-trained model. Note that there
was not a pair of pre-trained and fine-tuned models designed for the same task.

In all cases, the distribution follows long tail. For (XP-XF) cases, the majority of weights
encounter less than +0.01 value distance (thus looks like a sharp vertical line in the graph).
Almost 50% weights show less than +0.002 distance. Any pair of pre-trained and its downstream
models in our tested models showed similarly small weight gap. The weight value ranges of the
tested models were at least 1.74 up to over 26.3.

On the other hand, (XP-YF) cases show at least 20 higher gap. While most weights
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Figure 2.5. Avg. Weight Differences of 9 BERT-base Models Trained for Different Tasks

encounter less than +0.2 distance, the difference stretches up to over £0.6. Only less than 3%
weights are within +0.002 distance.

Impact of weight values on updates: To understand the impact of weight values for
the update amount, we measured the average value gap per pre-trained model weight value
range. Fig. 2.4 shows example results of the models of (XP-XF) cases in Fig. 2.3. X-axis is the
pre-trained weight value and Y-axis is the update amount during fine-tuning. Most of the layers
show U-shape graph, which means that the weights further from zero encounter over 3x higher
weight changes than those closer to zero. Relating to the weight value gap result, the outliers
such as outermost 10% weights (outside the £0.25 boundary in Fig. 2.4) are the sources of the
long tail region in Fig. 2.3.

Impact of downstream tasks on updates: As a pre-trained model can be fine-tuned
for different tasks, we also evaluated if we can still observe weight similarities if different task
models share the same pre-trained model. We downloaded a BERT-base pre-trained model, fine-
tuned it for nine tasks by using Huggingface GLUE benchmark [12], and compared the weight
values among the nine models. As shown in Fig. 2.5, all layers except for the task-dependent
last layer show almost zero distances (< 0.002 on average). This shows that the main updates
are made in the last layer during the fine-tuning and the remaining layers might be very similar

across fine-tuned models.

11



3 6 9 12 15 18 21 24 27 30
Epoch

@ . 0.008 .
0.0014 . .
] Encoder-22 W, QA Output W
C 09.0012
k3 . 0.006
& 0.0010 |, .
- ©.0008 . 0.004
™ ©0.0006 . T
L o.0004 . 0.002 -
w ©0.0002 e .,
2 * | 0.000 .

3 6 9 12 15 18 21 24 27 30
Epoch

Figure 2.6. Avg. Weight Updates during Fine-tuning

Impact of learning rates and epochs in fine-tuning: Fine-tuning typically uses small
learning rates (and weight decay) and a limited number of epochs (up to three epochs typically),
which may lead to little change in weight values during fine-tuning. To understand the impact of
the short epochs, we tested the weight changes along longer fine-tuning epochs. Fig. 2.6 shows
the average weight value changes of a layer (encoder 22) and the task-specific last layer of a
BERT-large pre-trained model during 30 epochs of fine-tuning. Until epoch 9, the average weight
value gap between epochs increases up to 0.0015 and then drops linearly to below 0.0002 at
epoch 30. In the meantime, the output layer’s weight value gap saturates exponentially as plotted
in the second graph, which means that the fine-tuning converges well. This result shows that the
weight gap may be increased with longer epochs but it is not significant (quickly saturated).

The theoretical reason of using small learning rates and epochs in fine-tuning is to prevent
catastrophic forgetting [111, 87], which is a known phenomenon for neural networks that forget
what they have previously learned given a new task or new data distribution. Catastrophic
forgetting is one of the risks in the context of foundation models [50], particularly when the
models are adapted to a new task with small data (e.g., few-shot learning). Therefore, the weight
value similarity is not sourced from premature fine-tuning but is an unavoidable side-effect of
transfer learning.

Contribution of layers towards model prediction: Inspired by the small weight

value change during fine-tuning, we examined if a pre-trained model’s weights can be reused
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Table 2.1. Downstream Task Accuracy with Frozen Layers

Number of Frozen Layers | Accuracy (%)
0 80.1325
1 80.2271
2 79.1485
3 76.5279
4 719111
5 68.543
6 64.579

without hurting fine-tuning prediction output. For a BERT-base model [9] fine-tuned for question
answering task, we tested downstream task accuracy by replacing the first a few layers with
the pre-trained model’s weights. Table 2.1 shows the results when replacing up to sixth layers.
When freezing the first 2-3 layers, the fine-tuned model experiences only 1-3% accuracy drop.
Summary: Here are our observations.
Observation 1. Fine-tuned models have meaningfully close weight values to their baseline pre-
trained models, which is at least 20X closer than with other pre-trained models.
Observation 2. Few outlier weights change by over 3x more and are the sources of the long tail
weight gap distribution.
Observation 3. Fine-tuned models show very similar weights for all layers except for the last
layer if they use the same pre-trained model even when fine-tuned for different tasks.
Observation 4. The impact of layers towards the downstream task’s accuracy is different. The
first layers may reuse pre-trained model’s weights without hurting accuracy.
Decepticon leverages these for extracting secrets of a blackbox victim model from its

pre-trained model.

2.4.2 Model Execution Fingerprints

To extract the weights of a victim model by leveraging the weight value similarity, it
is required to locate the pre-trained model from the victim black-box model. To identify the
pre-trained model, there should be distinguishable model signatures. We tested if models have
unique signatures.

Model signature in architecture hints: We compared kernel execution times of the
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Figure 2.7. Diversity in Time-series Kernel Execution Times

models having the same architecture. Fig. 2.7 shows the example results of different versions of

BERT-large models measured on the same GPU with the same inputs. Each dot indicates the

execution time of a kernel and the same-colored dots are the multiple invocations of the same

kernel. Each BERT-large model is fine-tuned and released by different repository/developer as

stated. Note that ROBERTa uses the same architecture with BERT. Interestingly, we couldn’t

find common patterns among them. On the other hand, when we tested the models released

by the same repository/developer, the statistics showed high consistency even when they were

fine-tuned for different tasks, as shown in Fig. 2.8.

Impact of algorithms and software interfaces: We observed that such model finger-

print is highly influenced by the algorithms and software interfaces (e.g., framework), which
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Table 2.2. Impact of Model Fingerprint for CNN Layer Detection Accuracy

Error Rate Kernel Seq. # of Unique

Models (LER) Length Kernels
DeepSniffer Original Results [74] 0.091 222 16
DeepSniffer Pytorch Model [2] 0.567 256 16
Nvidia PyTorch Model [23] 2.628 1235 38
Google Tensorflow Model [29] 6.274 3399 50
Amazon Mxnet Model [17] 6.768 2652 59

lead to different GPU kernel selections. Fig. 2.9 shows an example list of kernels executed by
BERT-large models of different sources. Though the same model architecture is executed, only a
handful of kernels out of hundreds are commonly used across the models. We found that the
framework is one of the main contributors that make the differences. TensorFlow models run up
to 8 x more kernel executions and use almost 40 more unique kernels than PyTorch models.
Also, TensorFlow models tend to use their GPU backends, while PyTorch models use more GPU
library functions. Developer-specific kernel preferences were also observed. Though different
frameworks were used, NVIDIA models were commonly optimized to leverage their Tensor
Core by running functions using half-precision data types. On the other hand, Meta models tend
to run many short kernels such as reduction operations and hence the statistics had crowded
kernel executions on the bottom of the graph as shown in Fig. 2.7. Similarly, we observed
unique signatures from most of the 70 pre-trained models used in our evaluation (Section 2.7).

Fine-tuned models showed very similar signatures with their pre-trained models.
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Figure 2.9. Kernels Executed by BERT-large Models

Existing model extraction attacks do not work due to fingerprint: We also observed
the model fingerprints from non-Transformer models but existing model extraction attack studies
ignored the impact. When we fed a state-of-the-art CNN extraction framework [74] with statistics
of CNN models that were developed by different sources, the layer prediction accuracy dropped
significantly, as shown in Table 2.2. LER means how many layer sequences are incorrectly
predicted per layer [74]. Thus, the prediction results with LER over 1 are not countable. We
instead leverage the fingerprint for locating pre-trained model.

Model signature in query outputs: Though most of the models are recognizable with
the unique model fingerprints, we found that there are cases that can’t be distinguished through
architectural hints. For example, in large language models (e.g., Transformers), 1) models
that are trained with different languages (CamemBERT [110] and RuBERT [168] are French
and Russian versions of BERT), 2) models that are trained with different training datasets
(RoBERTa is trained with more datasets than BERT), and 3) models that are trained differently

(e.g., cased vs. uncased) may not be distinguished if they are released by the same source
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and use the same architecture. For these cases, we found that query outputs can be used as
a secondary fingerprint. For example, the dataset differences in ROBERTa and BERT can be
checked with their vocabulary file (vocab.txt or vocab.json). When BERT was tested with
queries including {debugging, capitalize, cloves, indignation, hijab, selfies,
misogynist, acupuncture}, the predictions were incorrect while RoOBERTa performed well.
Summary: Here are our observations.

Observation 1. Models have unique execution fingerprint even when using the same model
architecture. The fingerprint is inherited from a pre-trained model to its fine-tuned models.
Observation 2. Query outputs can be used as a secondary model fingerprint if architecture hint
is not distinguishable.

Decepticon leverages these for finding the pre-trained model of the victim model.

2.5 Decepticon Design

We propose Decepticon, a new model extraction attack that exploits weight similarity

and model fingerprints.

2.5.1 Decepticon Architecture

Fig. 2.1 shows the architecture of Decepticon. Decepticon uses one architectural hint
(time-series kernel execution time) and model query outputs as leakage vectors. The pre-trained
model extractor receives the inputs in 2-dimensional image formats and finds the most matching
pre-trained model out of the candidate models with an image recognition algorithm. For some
models that show very similar model fingerprint, query outputs are used to improve the prediction
accuracy in the input-dependent model variant detector. The output of Decepticon is the pre-
trained model name. Once the pre-trained model is revealed, the attacker can try a variety of

gray (or almost white) box attacks such as weight extraction and adversarial attacks.
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2.5.2 Architectural Hints

Out of various side-channels (Section 4.2), we observed that time-series GPU kernel
execution time reflect model fingerprints well. A model runs hundreds to thousands of kernels.
Thus, individual kernel execution time does not reflect the model identity. Instead, we use a
time-series kernel execution time, which shows the invocation timing and duration of all kernels
during the model inference time. Thus, the attacker collects (Tjocations Trermination) Of all kernels,

where 7 is timestamp.

2.5.3 Query Outputs

As noted in Section 2.4.2, if there are multiple models having similar architecture hints,
the attacker uses a special set of query inputs as the secondary fingerprint. By targeting large
language models (e.g., BERT-uncased/cased, CamemBERT, RuBERT, RoBERTa, etc.), the set is
compiled with several queries in different languages, special vocabularies that each candidate is
uniquely trained with (by using the vocabulary file released with the pre-trained model or through
exhaustive testing), and special words that have different meanings in upper/lower characters
(e.g., Apple as a company name vs. apple as a fruit name). As attacker knows the differences of
candidate pre-trained models, he/she can compile a query list with such knowledge. Note that
the attacker is only aware of the pre-trained models in his/her model pool, not the downstream

training datasets or architecture of the victim fine-tuned model.

2.5.4 Pre-trained Model Extractor

Model Fingerprint Recognition

The shapes of the model fingerprint are different for different types of ML models (e.g.,
CNN and Transformers use totally different architecture). Pre-trained model extractor uses a
proper pattern recognition algorithm for the target model architecture. We describe Transformer
model extraction.

Transformer models run identically-shaped encoders or decoders repeatedly (Section 4.2).
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Figure 2.10. Layer Boundary Identification

Thus, architecture hints also show repetitive patterns. Therefore, a group of repeated mea-
surements can be considered as one layer. However, the detection of the repeating groups
is challenging because the number of layers, the volume of per-layer computations, and the
intra-layer structure are pretty diverse in different Transformer models. Thus, the pre-trained
model extractor for Transformer is designed to recognize diverse patterns of repetition from
time-series kernel execution data. Fig. 2.10 shows example time-series kernel execution graphs
where the group of kernels in the box is repeatedly executed. Though the shape and size of the
group in the two models are very different, it is clearly seen that the repeating count matches
the number of layers of each model (BERT-base has 12 group executions and BERT-large has
24). We observed similar patterns from most of the tested Transformers, while the shape of each
group is pretty diverse due to model signatures.

Along with the number of layers, the size of layers is also an important parameter that
determines different Transformer architectures. For example, DeBERTa-xsmall [73] uses 12
layers with 384 hidden states. GPT-2 [124] also uses 12 decoders but includes 768 hidden states.
Due to the different number of hidden states, the layer size of the two models is notably different.
The model extractor recognizes the layer size through the peak execution time in each kernel
group. In Fig. 2.10, BERT-base’s peak kernel execution time is around 0.6ms while BERT-large’s

is around 0.8ms because BERT-base uses 768 hidden states while BERT-large uses 1024 states.
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Model Extraction through Image Recognition

As the shape and count of kernel groups vary from one model to another, it is undesirable
to manually detect the model fingerprint. Therefore, the pre-trained model extractor internally
runs an automated detection method.

To automate the attack process, there are two challenges: the automation needs to 1)
detect kernel groups having different size and shape and 2) process 2-dimensional information of
time-series kernel execution data ((Tiuvocation> Ttermination) @S noted in Section 2.5.2). We found
that this problem can be reduced to a pattern recognition problem for 2-dimensional inputs,
which is similar to image recognition. The repetitive kernel groups are the target patterns to
detect and the time-series kernel execution graph can be considered as an input image. We chose
to use a CNN model that can detect patterns from images efficiently.

Architecture Hint Data Conversion: To apply CNN on the kernel execution time data,
we convert the data to 2-dimensional images. We first plot the time-series kernel execution graphs
with the same x- and y-scales (square shape) and convert them into images. Then, all other
information (x- and y-axis, numbers, and texts) except for the execution patterns are removed.
The images are then converted to gray-scale to remove any color bias. Finally, the images are
re-shaped to 1024x1024 equal-sized images to be fed to the same CNN model. The example

images are shown in Fig. 2.11. We collected 1787 images from 70 pre-trained and 170 fine-tuned
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models (Section 2.7). 80% of them were used for training and 20% for testing. As the goal of the
detection is to recognize the pre-trained model, we labeled each graph image with each model’s
pre-trained model name. For example, a MobileBERT fine-tuned model’s image was labeled as
google _mobilebert-uncased.

CNN Model Training: The CNN model receives a kernel execution time image of a fine-
tuned model and predicts the pre-trained model name. We explored various CNN architectures
and finalized the CNN model with seven hidden layers: two convolution and pooling layers
interleaving each other and followed by three fully connected layers - conv (in: 3, out: 6, kernel:
5x35), pool (kernel: 8 x8, stride: 8), conv (in: 6, out: 16, kernel: 5x35), pool (kernel: 88, stride:
8), fc (in: 3600, out: 120), fc (in: 120, out: 84), fc (in: 84). We used PyTorch for training with
learning rate and epochs as 0.001 and 10 respectively. The ground truth of each prediction is the
pre-trained model name of the input image. If multiple pre-trained models are high-ranked in the

CNN classification, we locate one through the query outputs (Section 2.5.3).
Handling Corner Cases

There are some models that have indistinguishable layer boundaries, mainly due to some
optimizations (e.g., NVIDIA TensorFlow in Fig. 2.7 shows irregular execution pattern due to
such optimizations (e.g., XLA [32])). Fig. 2.12 shows three example execution patterns of
BERT-large models that a simple layer boundary detection can’t be used. For these cases, layers
can be detected in the regions excluding the gray-colored regions (marked as XLLA region and
output layer). XLA optimization runs compiler optimization operations in the middle of the
inference and the executions for encoders are at the beginning and the end of the inference. In
both encoder regions, we can find 24 repetitive kernel group executions. For these models, we
do pre-processing to find the encoder regions and feed the CNN model with the image of the

encoder regions.
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2.6 Gray/White-box Attacks with Decepticon

Decepticon enables various gray-box attacks. We explore two attack scenarios 1) stealing
intellectual property by creating a clone of the victim model and 2) perturbing victim model’s

prediction through adversarial attack.

2.6.1 Stealing Proprietary Fine-tuned Model

Once the pre-trained model is recovered, we can use the weights of the pre-trained
model for extracting the victim model weights. The weights of the pre-trained model and the
fine-tuned model are very similar but not identical. According to our experiments (Fig. 2.17),
the pre-trained model itself cannot be used for downstream tasks, unless the attacker has the
fine-tuning datasets. In our threat model, we do not assume to have fine-tuning datasets because
fine-tuning is normally done with multiple in-house training datasets. Thus, the attacker needs to
further reduce the weight value gap to clone the victim model.

We leverage an existing side-channel (row-hammer-based bit value checking [126]) to
recover the actual weight value (weight address is collected (Section 2.3)). Unlike the existing
study that had to check every weight value bits [126], we use the recovered pre-trained model as
a baseline and check only the essential bits that are likely to be updated during fine-tuning. We

design a selective weight extraction that systemically finds these essential bits to check.

22



sign exponent (8 bits) fraction (23 bits)

3130 2322 0

9.01908 > 0 01111001 00111000100110110101001
Fine tuning — ©-018 > © 01111001 00100110111010010111100

V

Identical

y .
Region to adjust Ignorable region
: < 0.002 range : Insignificant for accuracy
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Selective Weight Extraction

Selective weight extraction significantly reduces the scope of bit checking to those that
cover the weight value gap between a pre-trained model and its fine-tuned model. We describe
the process with float32 data while the algorithm can be applied to any data type. From our
experiments, sign and exponent fields rarely change; an average of 99% weights keep their
sign when fine-tuned. Only the fraction fields are updated mostly where only a handful of bits
are corresponding to the small value gap (e.g., 0.002-0.01 in our earlier examples). Fig. 2.13
shows an example when weights use IEEE 754 format. Suppose that a weight in a pre-trained
model is 0.018 and is fine-tuned to 0.01908. The fine-tuned weight value is black-box. Thus, the
attacker should estimate the value, 0.01908, from the pre-trained model’s weight value, 0.018.
As illustrated, the sign, exponent, and first a few bits of the fraction field are identical. Only the
two bits in blue color are responsible for the value gap, thus need checking. The remaining 18
bits in the fraction field do not need to be checked because those make very subtle differences
(Iess than 0.001). From our experiments, the model prediction accuracy is almost the same (F1
score is dropped by less than 0.01) when discarding all weight values below 0.001.

The selective extraction identifies the bits of individual weights that do not need to be
checked based on the pretrained model weight values through two steps; 1) excluding the weights
less than 0.001 and 2) for the remaining weights, excluding all the bits except for a small number
of bits that correspond to the weight value gap. In the second step, the bit locations to check may

vary depending on the exponent field value. For example, in Fig. 2.13, the blue bits are checked
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because they are corresponding to 0.00097 (=27'0) and 0.00048 (=2~!1) respectively (together

cover the estimated weight value gap (e.g., 0.002)) as the first bit value of fraction field is 2’

(=2121-127=1y according to IEEE 754. As weights are updated differently (U-shape distribution

in Section 2.4.1), we check the essential bits for the estimated weight value gap based on the

pre-trained weight value. We found that checking up to two bits per weight is sufficient for most

cases. Algorithm 1 summarizes the process.

Algorithm 1: Selective Weight Extraction
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target_weight < W; in fine-tuned model
base_weight <— W; in pre-trained model
abs_base_weight <— abs(W;) in pre-trained model
if abs _base weight < 0.001 then
| clone model's W; < base_weight
end
else
min <— base_weight —weight_dist
max <— base_weight + weight_dist
k <— most significant non-zero bit in fraction
int_base + 2¢P=127 of abs_base_weight
while up to 2 iterations do
fr_base + pexp=127-k f abs_base_weight
if min < (int_base + fr_base) < max then
check k;, bit of target_weight.
clone model’s k;, bit of W; < ky, bit of
target weight

end

k< k+1
end

20 end

Leveraging the lower impact of first a few layers towards the downstream task accuracy

(See Table 2.1), we begin the extraction from later layers and gradually recover earlier layers

while checking the prediction accuracy of the clone model. The extraction stops when the clone

model’s accuracy becomes similar to the victim model.
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For the task-dependent last layer, the pre-trained model does not have the baseline weight
values because the layer is newly added while fine-tuning. Thus, we use row-hammer for all bit
values. As the last layer has much fewer weights than the other layers, our selective extraction
still reduces significant bit checking efforts. For all Transformer model sizes (from tiny to large),

the last layer only contributes from 0.0005% to 0.009% of the total weight count (Section 2.7).

2.6.2 Adversarial Attack

The cloned model enables various white-box attacks, such as an adversarial attack. The
adversarial attack finds adversarial inputs that perturb the prediction accuracy of the victim model.
Suppose a victim model M has an output Y for a given input X (i.e., ¥ = M(X)). The attacker
wants to find o that makes Z = M(X+a) where Y # Z. To demonstrate an adversarial attack,
we generated adversarial inputs by using our clone model, tested the victim model with the
adversarial inputs, and checked how many of the adversarial inputs led to incorrect predictions.
We compared the effectiveness of our clone model with eight other substitute models. The
substitute models (M’) were fine-tuned from randomly selected pre-trained models with the

victim model’s (M) prediction records (i.e., Y = M’(X) where Y = M(X)).

2.7 Evaluation

2.7.1 Methodology

We examined 70 pre-trained models and 170 fine-tuned models downloaded from various
model repositories [13, 12, 18, 19, 9, 10, 16, 25]. The models use diverse Transformer archi-
tectures and sizes such as tiny, mini, distill, medium, base, large, xlarge, and xxlarge of BERT,
GPT-2, RoBERTa, MobileBERT [139], CamemBERT [110], ALBERT [92], DeBERTa [73],
XLNet [164], BART [96], TS5 [125], and SpanBERT [80]. We selected these models based on
their download counts (at least 100K downloads per month). The models are trained for various

tasks but there is no single pair of pre-trained and fine-tuned models that are trained for the

25



100.00% 100.00%

2 80.06% N‘.—O_\ > 80.00% \H——o—._.
© 60.00% © 60.00%
O 40.00% § 40.00%
< 20.00% < 20.00%
0.00% 0.00%
e 1 2 4 8 16 32 © 5 10 15 25 30 45
# Kernels Having Noise Noise Range (us)

Figure 2.14. Extraction Accuracy: (left) impact of kernel count having noise (right) impact of
noise lengths

same task. A ResNet-18 model was also downloaded from PyTorch vision repository [25] and
fine-tuned to examine the generalization of our approach to non-Transformer models. We tested

these models on an NVIDIA GeForce RTX 3050 (Ampere) GPU with CUDA v11.8.

2.7.2 Model Extraction Accuracy

We tested the model extraction accuracy with 350 data (of 1787 total training data). We
evaluated the prediction accuracy by adding two types of noise to the kernel execution time
measurements: 1) varying the scope of kernels impacted by noise and 2) varying significance
of noise for individual kernel. Based on the typical kernel duration, we set the noise in the first
test as 20us. We randomly selected 1 to 64 kernels from each input image and adjusted their
execution times to original execution time +=20us. For the second test, we selected 16 kernels
from each validation image and changed their execution times to original execution time + K s,
where K is varied from 5 to 45us. Then, the adjusted time-series kernel execution images
were fed to the CNN model for prediction. Fig. 2.14 shows the averaged accuracy results.
The accuracy is 90.78% without noise and dropped slowly for both types of noises thanks to

inherently error-tolerant CNN [97].

2.7.3 Cloned Model Accuracy

We tested the cloning accuracy by comparing the inference outputs of the victim model
and the cloned model. Fig. 2.15 shows the results on a BERT-large victim model and the extracted

clone model on 10570 SQuAD inputs. The accuracy and F1 score of the clone model had only
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0.2% difference from the victim model. 94% of the cloned model’s predictions matched with

victim model.

2.7.4 Weight Extraction Efficiency

To understand the efficiency of selective weight extraction, we examined the weight
values of a randomly selected fine-tuned model and its pre-trained model and counted the total
number of bits that needed to be checked. If the actual weight value gap was larger than expected
amount or the sign bit was changed, we considered that the selective weight extraction led to
incorrect extraction. Fig. 2.16 shows the breakdown of the reduced weight checking. The Weights
bar shows the total number of weights correctly pruned. The Bits bar shows the total number

of bits correctly excluded from checking. 90% weights and 85% bits of weights were correctly
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Figure 2.17. Cloning Accuracy with Fine-tuning Data

excluded from checking. The last layer hammering did not incur much overhead because the
last layer contributes only up to 0.009% of the entire model weight count even in the smallest

Transformer model, as plotted in Fig. 2.16.

2.7.5 Weight Extraction Necessity

To check if weight extraction is necessary, we also measured cloning accuracy by
assuming that an attacker has access to limited amount of fine-tuning dataset. Fig. 2.17 shows
the results of fine-tuning a pre-trained BERT-base with different amounts of downstream data.
The attacker needs at least 40% fine-tuning data to copy the model with less than 5% accuracy

drop, which is unrealistic.

2.7.6 Adversarial Attack Effectiveness

To compare the effectiveness of adversarial attack, we developed eight other substitute
models besides our extracted clone model. The eight models were developed by downloading
random pre-trained models and fine-tuning them with the victim model’s prediction records that
were collected from 18K inferences. Fig. 2.18 shows the success rate of the nine models when

10K sample inputs were tested to locate adversarial inputs. The adversarial inputs identified by
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our clone model showed a superior attack success rate (90.62%) than the other models (up to

38% accuracy).

2.7.7 Attack Generalization

To check if weight value similarity is a universal symptom of transfer learning, we
measured weight similarity of a CNN model, ResNet-18, between a fine-tuned model and its
pre-trained model as plotted in Fig. 2.19. We fine-tuned a pre-trained model with Hymenoptera
dataset. For a comparison, we trained another ResNet-18 model with the same dataset from
scratch (without using transfer learning) and compared the weight values with the fine-tuned
model. The darker blue bars are the weight difference between the fine-tuned model and its
pre-trained model. The lighter bars are the difference from the model trained from scratch. The
fine-tuned model had almost zero weight difference from its pre-trained model in almost all

layers, while it showed at least 20x higher difference from the other model, even when they
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were trained with the same dataset, which is consistent with our observations from Transformer

models.

2.8 Related Work

Several studies showed ML model extraction attacks. [74, 118] proposed a framework
to extract a black-box CNN model architecture by using performance counter and bus/memory
probing on GPUs. [172] proposed a technique to clone CNN model weights by monitoring
unencrypted PCI-e bus traffic. [161] extended the cache-timing attack for model extraction on
CNNs . [126] leveraged row-hammer attack [85] to recover weight values of victim models that
use int8 weights. All these studies targeted small CNN models, while we propose a new
model extraction attack for billion-parameter models. Decepticon is the first approach
using two-level attack model.

Some studies [89, 158, 108] demonstrated security concerns in Transformer models
by cloning a BERT model with prediction records. These studies did not extract model
architecture and Decepticon showed a superior cloning accuracy than these approaches as

can be seen in the adversarial attack result (Fig. 2.18).
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Chapter 3

Uncovering Power and Frequency Behav-
iors and Their Security Implications in

Edge GPU Platforms

3.1 Introduction

With the increasing demand for computing power in robots, personal assistance solutions,
and medical devices, mobile platforms are widely adopting accelerators such as GPUs and
deep learning accelerators (DLAs). Though these accelerators enable real-time processing for
complex applications with their massive parallelism, their power and thermal behaviors, and the
security implications, have not been evaluated in detail. While there have been extensive studies
about power-efficient edge computing [91, 68, 90], most of them have focused on optimizing the
application algorithms and utilizing the given compute resources better.

In this work, we uncover the hidden power and frequency behaviors of GPUs and DLAs
on multiple edge GPU platforms on multiple levels, from individual instructions, data widths
and values, and to application. With these observations, we demonstrate, for the first time, that
edge GPUs and DLAs are vulnerable to covert channel attacks. By exploiting the unique power
and frequency behaviors of GPUs and DLAs on edge platforms, we develop three novel covert
channels that provide 31 x more communication bandwidth than state-of-the-art covert channels

[112].
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Why do we need a separate security study on the edge platforms? Almost all prior
works on GPU covert channels [117, 64, 65, 40, 112] limited their scope to server GPUs. Though
some researchers started exploring edge GPU security [120], those leveraged SoC platform
components, such as the refresh management units of low-power DRAMs (e.g., LPDDR), which
are not uniquely equipped in edge GPU platforms. To the best of our knowledge, this is the first
study that reports covert channels that leverage power and frequency behaviors of edge GPUs and
DLAs. It is noteworthy that edge GPUs could be more vulnerable to security attacks, because
they are deployed closer to the end users, who have direct access to the source of confidential
or private data, thus more lucrative to attackers. Edge GPUs and DLAs, like in NVIDIA
Jetson platforms, are deployed in autonomous vehicles, industrial automation, surveillance, IoT
devices, and medical applications — all of which handle sensitive data, e.g., surveillance feeds,
medical imaging data, financial transactions etc. while operating in untrusted environments
[142, 138, 58, 5, 26, 31, 134]. Unlike server GPUs that operate in controlled data centers, edge
GPUs are deployed in public, remote, or exposed locations, making them vulnerable to physical
tampering, cyber threats, and unauthorized access. Furthermore, edge GPUs and DLAs offer
unique opportunities for the attackers, which are not present in server systems. For example,
server GPU covert channels can be susceptible to noise from other benign applications. However,
edge DLAs and some lower-end edge GPUs allow executing one kernel at a time. Thus, they
offer a relatively noiseless channel for covert communication between two attacker processes.
Given these unexplored security threats, we need more security studies tailored for edge systems.

The contributions of this paper are as follows.

* To the best of our knowledge, this is the first study that provides in-depth power, energy, and
frequency characterization for edge GPUs and DLAs on multiple levels, from instructions,

SoC components, and to the application.

* We design micro-kernels to characterize power and frequency behaviors in PTX instruc-

tions, which can be used for testing different edge GPUs. Our results show surprisingly
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Figure 3.1. Jetson AGX Orin Architecture

different power and energy statistics among the tested platforms.

* With the characterization results, we design novel power- and frequency-based covert
channels in edge GPUs and DLAs. The GPU frequency-based covert channels achieve
31 x more bandwidth than the state-of-the-art frequency-based covert channel in server-
scale GPUs [112]. Our DLA-based covert channel achieves 4x more bandwidth than
the covert channels that use other special-purpose engines, such as video encoder and
decoder [112]. To the best of our knowledge, this is the first study that demonstrates covert
channel communication using NVIDIA DLAs. Our proposed covert channels are robust
to conventional mitigations [159]. Unlike existing covert channel attacks that leverage
resource contention, our proposed attacks allow the spy process to passively read system
statistics to decode data. Such a passive nature makes our attack harder to detect because
the trojan and spy processes look just like benign applications without causing intentional

resource contentions.

* We suggest several mitigation methods, such as limiting the accessibility, resolution, and

accuracy of the power and frequency monitoring tool, and evaluate their effectiveness.
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3.2 Background & Related Work
3.2.1 GPU System on Chip

Figure 3.1 shows the baseline SoC architecture of one of our target embedded GPU
platforms, NVIDIA Jetson Orin. NVIDIA Jetson platforms use high-end mobile GPU SoCs
designed to support robots and edge Al solutions. The GPU SoC includes integrated GPUs
(1GPUs), ARM-based CPUs, and various specialized compute units such as a DLA, video
encoder, and decoder. The CPU and GPU share the same physical memory. To support battery-
powered systems, the platforms integrate various low-power components, such as Low-Power
Double Data Rate (LPDDR) memory devices for their main memory and power management

integrated circuits (PMIC), voltage regulators, and a power tree for their power management.

3.2.2 Deep Learning Accelerator (DLA)

Figure 3.1 also illustrates NVIDIA DLA [20], which is a fixed-function accelerator
designed for convolutional neural network (CNN) inference workloads. It enables a hardware-
software co-design where the DLA software compiles the target CNN model into a DLA loadable
binary and the DLA hardware executes that binary. DLA is equipped with specialized execution
units for several neural network layers, such as convolution, fully connected, activation, pooling,
and batch normalization. Currently it only supports INT8 or FP16 precision. Depending on the

NVIDIA Jetson board architecture, each SoC can have up to two DLA cores.

3.2.3 Power Characterizations for GPUs

GPU power efficiency has been extensively studied [76, 153, 147]. To better understand
power consumption, some studies also proposed power stressmarks for CPUs (e.g. MAMPO [70]
for the multicore systems and SYMPO [69] for single-core CPU systems) and for GPUs (e.g.,
Guser [137]). These studies design a software tool to maximize peak power dissipation through

concurrent executions of various combinations of instructions. These stressmarks can test the
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power vulnerabilities of the target processors, rather than providing detailed power characteriza-
tions. Thus, these studies mostly focused on instruction-level power variations for CPUs and
discrete GPUs. Various architecture simulators (e.g., GPUWattch [95] and Accel-Wattch [82])
have been used for evaluating the GPU power consumption. However, these tools support only a
handful of discrete GPUs. There have been several studies that tackle the power efficiency for the
embedded GPUs [93, 133]. However, these studies did not show detailed power characteristics
such as power factors of individual instructions and SoC components. Without a clear under-
standing of the power consumption, they passively monitor the power sensors while running
benchmarks on the embedded GPUs.

On the other hand, in this paper, we delve into detailed power characterizations of GPUs
and DLAs on edge GPU platforms. We design micro-benchmarks and show diverse power
impacts of instructions, data lengths, and data contents. With these detailed characterizations,

we evaluate the security vulnerability of edge computing.

3.2.4 Covert Channels on GPUs

When two entities communicate with each other through a channel not intended for
regular communication, this stealthy communication is called a covert channel. Typically,
this involves two malicious processes where only one of them has access to some sensitive
information and the legitimate communication channels are protected in a way that the sensitive
information cannot be transmitted between them. To bypass the system’s security policy, the
malicious processes rely on some system features not intended for communication, such as
hardware or software side effects and they cooperate to establish a stealthy channel to transmit the
sensitive data. Covert channels have recently been extensively studied for GPUs. Naghibijouybari
et al. [117] demonstrated covert channel attacks based on various shared resources including
L1 and L2 caches, special function units, and memory. Nayak et al. [119] and Ahn et al.
[40] developed covert channels based on GPU translation lookaside buffer (TLB) and on-chip

network respectively. Leaky buddies [64] demonstrated cross-component covert channel attack
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in integrated CPU-GPU systems where the trojan (sender) and spy (receiver) are located in GPU
and CPU. They utilized the last-level cache (LLC) shared between CPU and GPU to build their
cross-component covert channel. Spy in the GPU-box [65] built a cross-GPU covert channel
in multi-GPU systems utilizing the shared remote L2 cache. Veiled Pathways [112] explored
covert channels based on GPU uncore components like GPU DRAM, PCl-e, and special purpose
engines like NVENC, NVDEC, and NVJPEG. Thermal and electromagnetic emanation have
been used to build covert channels in edge NVIDIA GPUs [71, 72]. While these studies leveraged
most of the core components in GPU platforms, none of them utilized the power and frequency

of edge GPUs and DLAs for covert channels.

3.3 Methodology

Among several GPU SoC platforms, we investigate NVIDIA Jetson platforms because
of their popularity and strong support by NVIDIA [45, 99, 78]. We tested four platforms,
TX2, Xavier, Orin Nano, and AGX Orin to understand the impact of different CUDA and
SoC architectures on power consumption. We intentionally limited the scope of the study to
the CUDA architecture to delve deeper into the characterizations of the CUDA instruction set
architecture (ISA) rather than providing shallow investigations over multiple ISAs. We used
tegrastats [24] to measure power, energy, and frequency of GPUs and SoC components.
To reduce any interference among tests, we ensured that the platforms returned to their idle
state before each experiment. The idle state can be recognized via resource utilization, power
consumption, frequency, and temperature. Out of them, we observed that temperature takes
the longest time to become idle (i.e., the platform can still be hot while frequency, power, and
utilization are stabilized). Thus, we enforce that the platform’s temperature becomes the idle
state (i.e., below 42°C). Specifically, the platform was left idle for at least 10 minutes between

tests to cool down. We used the platform’s temperature sensors for verification.
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Table 3.1. Evaluated GPU SoC Platforms

Category TX2 AGX Orin Orin Nano  AGX Xavier
Architecture Pascal Ampere Ampere Volta
CUDA cores 256 2048 1024 512
Tensor cores 0 64 32 64
DLA cores 0 2 0 2
Memory 8 GB 64 GB 8 GB 32 GB
GPU max frequency 1122 MHz 1300 MHz 918 MHz 670 MHz
DLA max frequency N/A 1369 MHz N/A 115 MHz
Power Mode MAXP_CORE_ARM MODE 30W MODE 25W MODE_15W
CUDA Driver Version 10.2 11.4 12.6 114

(ON Ubuntu 18.04 Ubuntu 20.04 Ubuntu 22.04 Ubuntu 20.04

3.3.1 GPU Benchmarks

Micro-Benchmarks: To understand the power impact of individual instructions, we
built micro-benchmarks where we run different PTX instructions [22] in a kernel with a loop of 1
million iterations for TX2 and 100 million iterations for Orin. The Orin required more iterations
per micro-benchmark in order to saturate the power measurements, mainly due to much faster
execution time. Note that we used PTX instructions to test the same micro-kernels for both
platforms. The PTX code is compiled and run with the platform-specific SASS instructions
on the two platforms. Figure 3.2 shows an example kernel. To reduce potentially unnecessary
instructions, we implemented the micro-kernels directly with PTX instructions, instead of CUDA
C. Once the input is set, the target instruction is executed for the given number of iterations.
To offset the influence from all the other parameters except for the target instructions, we used
fixed-size kernels that use 640 thread blocks of 1024 threads each. We configured the kernel size
that the execution time is measurable (i.e., not too short) while reflecting execution variations
of individual instructions (i.e., not too long). We used the highest compiler optimization level
(-03) to reduce the interference from activities in the pipeline (e.g., control branches) and also to
minimize unnecessary instructions. We used different input values depending on the instruction
type and operation. For example, we used a positive float, a negative float, and an unsigned
integer value as input data for sqrt . £32 (floating-point square root), abs.£32 (floating-point

absolute), and add.u32 (unsigned integer addition), respectively.
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__global__ void ADDCS64Kernel(int iterations , void =xvalue)
{
asm volatile (
7. regm.s64m%r17 ,m%r18;\n\t”
“mov.s64m%r17 ,m0x7FFFFFFFFFFFFFFF;\ n\t”
“mov.s64m%r18 ,m0x7FFFFFFFFFFFFFFF;\ n\t”
)3
for (int i = 0; i < iterations; ++i)
asm volatile ("addc.s64m%r17 ,m%r17 ,m%r18;\n\t”); // target instruction

longs+ 1_val = (long=x)value;
asm volatile ("mov.s64m%0,m%r17;\n\t” : 7=1"(x1_val) :);

}

Figure 3.2. addc.s64 Kernel

Instruction Classes: We classified instructions based on the execution units used for
the instructions. A widely used GPU power simulator, AccelWattch [82] uses different power
weights for each execution unit and operation. By following similar classification, we categorize
instructions into INT, FP, DP, INT_MUL, FP_MUL, SF, DP_MUL, TENSOR, and LDST. The
meanings of each class are described in Table 3.2.

Table 3.2. Instruction Classes Based on Execution Units

Class Meaning

INT Integer ALU instructions
FP Single-precision float
DP Double-precision float

INT_MUL Integer Multiply instructions
FP_MUL  Single-precision Multiply
SF Special function instructions
DP_.MUL  Double-precision Multiply
TENSOR  Tensor Core instructions
LDST Load and store instructions

3.3.2 DLA Benchmarks

To measure the architectural behaviors of DLA, we ran four DLA reference ONNX
models provided by NVIDIA [21] as listed in Table 3.3. We used trtexec [30], a command-line
tool provided by NVIDIA TensorRT, to run the inference of these models with INTS8 precision.
We used TensorRT version 8.5.2. These models have DLA-compatible layers like convolution,
activation, pooling, batch normalization, and elementwise layers. They are heavily optimized

for DLA inference, and all the layers of each model were merged into a single DLA-compatible
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Figure 3.3. Power and Energy of 1 Million Executions of Various Instructions on TX2
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3.4 Observations

3.4.1 Instruction-Level Power and Energy Consumption

Figures 3.3 and 3.4 show the average power and energy dissipation of 113 and 115 PTX

instructions on TX2 and AGX Orin, respectively. Orin includes an additional two Tensor Core

instructions. Due to architectural similarities, Xavier’s results were similar to TX2 and Orin

Nano’s statistics follow similar trend as AGX Orin. Thus, we show only the results of two

represenative platforms (TX2 and AGX Orin) in this section. We include all four platforms in
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Figure 3.4. Power and Energy of 100 Million Executions of Various Instructions on AGX Orin

our security evaluation in Section 3.5. Each graph shows the sorted list in terms of each of the
two metrics in each instruction class. For example, addc.s64 and mov.s64 in Figure 3.3a are
the most and least power-hungry INT instructions on TX2, respectively. Each instruction is
tested five times and the mean values with +2 standard deviations are plotted. For instructions
whose mean energy exceeds the axis limit, bars are truncated and only the visible portion of the
error bar is shown; the annotated labels indicate the true mean values.

Overall, all two metrics show dramatic differences among instructions. We can see
an almost linear power consumption trend for the sorted instruction list even within the same
instruction class. For example, addc.s64 consumes over 2x more power than mov. s64. This
is because addc . s64 is an extended precision instruction, which consumes more energy as it
accesses an implicitly specified condition code register having a carry flag bit. In Figure 3.3a, the
15 most power-hungry instructions are all extended precision instructions. The special registers
are accessed only by extended precision instructions. Some 32-bit instructions consume more

power than 64-bit instructions. This is mainly due to two reasons. First, the compute intensity of
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single-precision is much higher as TX2 has 128 single-precision units while having only four
double-precision units. Second, the complexity of some single-precision instructions is higher.
Instructions like rcp. £32 and rem. s32 use multiple compute units, such as multiply and special
function units, which require extra power dissipation.

When comparing the two metrics, we also observe that power consumption does not
have a high correlation with energy consumption, especially for SF instructions, as Figure 3.3b
has a different sorted order with Figure 3.3a. This is because power-hungry instructions do
not necessarily have a longer execution time. For example, rsqrt.£64 is not the most power-
consuming instruction within the SF instruction class, but because of its longer duration, it
consumes the most energy among all SF instructions.

Impact of Architecture: Figure 3.4 shows the same evaluation results on AGX Orin.
Note that, though we used the same tool (tegrastats) for both architectures, AGX Orin does
not support GPU-only power measurement [24]. The tegrastats reports a combined power
consumption of GPU and SoC. Therefore, the results in Figure 3.4a includes SoC power. When
we compare the relative power intensity across instructions, there is no single class of instructions
that shows the same order as TX2’s results, even when we used the same copy of micro-kernels
for the two platforms. This strongly shows that different power factors should be considered for
different architectures.

AGX Orin consumes significantly higher power for TENSOR and LDST instructions.
We believe this is because of the compute intensity of TENSOR core instructions and the
6 larger memory capacity of Orin platform than TX2. Overall, AGX Orin consumes 3 X
higher average power than TX2’s. Besides the SoC power included in the measurements, the
increased complexity of the architecture contributes to the high power consumption. AGX
Orin is incorporated with 4x more CUDA cores, 8 x more memory, and also embeds Tensor
Cores, which are not included in the Pascal GPU used by the TX2. Unless using fine-grained
component-level power management, all compute and memory resources dissipate at least

leakage power for individual instruction execution, even when some components are not used
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for the target instructions. While Jetson platforms support various power management, they do
not gate the clock or power of individual architecture components based on their idleness. Given
the increasing size and complexity of edge computing, effective power management should also
be incorporated; otherwise, we will need huge battery capacity.

Impact of Instruction Modifiers It is also worth noting that, for the instructions sup-
porting optional modifiers, the modifiers influence power and energy consumption signifi-
cantly. For example, div.rn.f32 (round modifier) consumes significantly more energy than
div.approx.f32 (approximate modifier) and div.full.f32 (full modifier) (47x and 40x
in TX?2 and Orin respectively). Both div.approx.£32 and div.full.f32 compute fast and
approximate divisions, but div.rn.f32 computes IEEE 754 compliant rounding which is more

complex and time-consuming.

e D

Observation 1. Instructions consume notably different power and energy even on the same
platform and within the same instruction classes.

Observation 2. The power and energy trends are different in different GPU architecture
generations. This means that the impact of instructions for power and energy should be
measured per platform.

Observation 3. Due to the resource size and lack of power management, emerging GPUs
consume significantly higher power. As battery lifetime is one of the most important
aspects in embedded systems, GPUs should be equipped with a fine-grained power

management method, e.g., power gating inactive logics.

3.4.2 Impact of Data Width

To better understand the impact of data width on power consumption, we compare
the average power consumption of instructions which have both 32-bit and 64-bit versions.

Figure 3.5 shows the results. Interestingly, almost all the floating-point instructions and some

42



4000 .
3 32 bits

1 1l . I
3000 its
=00l s '"W .. 5" . ‘Fl‘m Al

0,

Instruction

mW

Avg. GPU Power

Figure 3.5. Effects of Data Width on Instruction Power (TX2)

integer instructions show higher average GPU power with the 32-bit version. Some instructions
show almost 1.5 x higher power consumption with the 32-bit version, such as add.f, fma.rn.f,
mad.rn.f, mul.rn.f, and sub.f. This is because of significantly higher 32-bit compute
resources than 64-bit units; there are 128 single-precision units and only 4 double-precision
units in each SM on TX2. 32x more single-precision units lead to denser computations in
a short period of time. Thus, if peak power consumption is a more critical concern (e.g.,
power supply limitation) than performance, a hardware power management logic may consider
scheduling the single-precision instructions sparsely, rather than consecutively. However, the
overall energy consumption of single-precision instructions is several orders of magnitude lower
than double-precision instructions as shown in the FP and FP_MUL, and DP and DP_MUL
instruction groups of Figure 3.3b. This is because of the inherently higher complexity of double-
precision computations as well as longer execution times with fewer execution units. For the
other instructions, 64-bit versions show up to 5% higher power consumption than 32-bit version

instructions.

3.4.3 Impact of Data Value

Even for individual instruction execution, depending on the input data, the gate-level
activities can be different. To understand the influence of data on the instruction power con-
sumption, we measured the time-series power consumption of four instructions, as shown in

Figure 3.6. Based on individual instructions’ operations, we chose extreme data inputs that
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will lead to the least or the most gate-level activities. For example, brev.b32 reverses the bit
order (e.g., 10000. .. will be reversed to ...00001). Thus, reversing alternate bit patterns (e.g.,
101010...and 11110000...) results in much more bit flips than bit patterns like ...0001000.
Similarly, for xor.b32 instruction, XORing a value with itself can consume different power
based on the value. For example, XORing bit pattern 101010. . . with itself causes more Hamming
distance in the result than XORing bit pattern ...00001 with itself. More Hamming distance
leads to more transistor-switching and thus increases dynamic power consumption. In general,
if the Hamming weight of the input is high (more 1s than Os), more power can be consumed
because there are more active transistors. This effect of Hamming weight can be observed for
all the instructions in Figure 3.6 where low Hamming weight data values consistently consume
lower power. Surprisingly, some instructions (e.g., brev.b32 and xor.b32) consume almost
1000mW more power only by changing the data value. Also, the impact of data value is different

in different instructions. add . s32 exhibits only subtle differences for different values.
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Figure 3.6. Effects of Data Value on Instruction Power (TX2)
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equivalent instructions.

cially those that have higher Hamming weight. The impact of data value on the instr

1000mW more power by simply changing the input value.

Observation 5. Instructions consume notably more power for certain data values,

Observation 4. Counterintuitively, 32-bit instructions consume significantly higher power
than 64-bit equivalent instructions for some instruction classes because of the larger
volume of 32-bit execution units than 64-bit units. However, due to the higher complexity

and longer execution time, 64-bit instructions consume much more energy than 32-bit

espe-

uction

power consumption varies on different instructions, some instructions consume almost

3.4.4 Instruction-Level Frequency Utilization

To measure the impact of instructions on GPU frequency utilization, we coll

quency logs of PTX instruction-level micro-benchmarks described in 3.3.1 with various compute

loads, 8K, 12K, and 16K iterations, in the TX2 platform. We used 8K as the minimum iteration

because if we set the iterations lower than 8K, most of the micro-benchmarks finish t

capture any frequency data. Figure 3.7 shows the maximum frequency utilization of various PTX

instructions. We omit 16K results because all instructions reach 100% frequency utilization. For

the majority of instructions, both 8K and 12K iterations consume almost 100% frequen

tion for both cases. However, some INT, INT_MUL, FP, and FP_MUL instructions utilize lower
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Figure 3.8. Time-series Frequency of DLA and GPU core from ResNet-50 (Orin)

frequencies, especially at 8K iterations. Instructions like abs.f32, abs.s32, and.b32, and.b64,
add.u32, and dp2a.hi.s32 utilize lower frequency even with 12K iterations. This is an interesting
statistic because we ran a sufficiently high number of compute loads in each micro-benchmark:
640 thread blocks of 1024 threads each on a GPU having 2 SMs with 128 CUDA cores per SM.
This indicates that instructions induce diverse compute intensity even with the same degree of
parallelism, and the GPU’s frequency scaling mechanism increases the frequency level gradually,

depending on the compute intensity, not by the application’s parallelism degree.

Observation 6. Instructions bring about diverse compute intensity even for the same
degree of parallelism in the application level. GPU frequency is scaled based on the

compute intensity, which leads to certain instructions to exhibit lower frequency utilization

even with massive parallel micro-kernel execution.

3.4.5 Behaviors of DLASs

An AGX Orin has two DLAs for CNN inference. As a specialized ASIC accelerator
for CNNs, it is impossible to design instruction-level micro-kernels for DLAs. Therefore, to
characterize the architectural behaviors of DLAs, we ran four DLA-compatible CNN models,
listed in Table 3.3. We used tegrastats for measurements. trtexec is used to build the
TensorRT engine to run inference on these models. Figure 3.8 shows the time-series frequency
of both GPU and DLA while executing ResNet-50.

The model execution can be broken down into two phases: the TensorRT engine build

phase and the inference phase. During the engine build phase, the model is offloaded to DLA
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several times to select the optimum tactics and tensor formats. Tactics selection involves
identifying the fastest low-level implementation of each layer from various library functions
such as cuBLAS, cuBLASLt, cuDNN, etc. These dry-runs of testing memory mappings and
low-level algorithms cause the six spikes in the DLA frequency plot of Figure 3.8. Note that, it
is not necessary to build the engine every time to run inference on a DLA-compatible model.
The engine can be saved after it is built, and can be loaded later for inference. Once the optimal
format is selected, the inference is quick; the one DLA frequency spike highlighted with bold
blue color in the figure indicates the inference phase length.

One interesting characteristic of DLA execution is that the DLA frequency is almost
binary; either the highest (1369 MHz) or the lowest (0 MHz), unlike GPU frequency, which is
gradually increased or decreased based on the compute load. The other three models also showed
a similar frequency trend. We believe this could be because GPU is equipped with dynamic
frequency scaling, while DL A operates as a passive co-processor that is turned on upon kernel
invocation. It is also noteworthy that DLAs do not support multiprogramming (i.e., only one
kernel can execute at a time). Therefore, DLA frequency measurement can indicate the DLA

utilization by the target application with almost zero noise.
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Figure 3.9. Power and Frequency of DLA Core from 8 Convolution Workloads on AGX Orin
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To understand the finer-grained behaviors of DLA, we ran one convolution layer on one
DLA core. We ran the same layer multiple times while posing a 5-second sleep period between
two consecutive executions. The convolution layer has 3 input channels, 3 output channels, and
a 1x1 kernel size. Figure 3.9 shows the power and frequency measurements. The built-in sensors
in the AGX Orin report the frequency of DLA cores separately. But, the power consumption
results include both CPU and DLA cores. To indicate the contribution of DLLA cores towards
the power consumption in Figure 3.9a, we show the frequency measurements in Figure 3.9b
that are plotted with the identical time scale on the x-axis. As observed in the CNN evaluation,
Figure 3.9b shows sharp rises and drops of DLA core frequency, which clearly indicate the DLA
activities. We can see that whenever DLA is activated, the total power consumption increases
rapidly by around 250 mW in Figure 3.9a. However, it is challenging to isolate DLA power

consumption due to the noise from CPU activities.

Observation 7. Unlike GPU frequency, which scales with the compute loads, DLA fre-
quency shows sharp rises and drops. This indicates that DLA doesn’t have frequency
scaling. As DLA does not allow multi-programming, DLA activity is easily detectable

without any noise from frequency statistics, but not from power statistics.

3.5 Security Vulnerabilities of Edge GPUs

In the earlier section, we characterized the power, energy, and frequency behaviors
of GPUs while executing various instructions in different data widths and values, as well as
DLAs while running full and a layer of CNN models. One notable common behaviors that we
were able to observe from the measurements was that the statistics vary notably depending on
instructions. Such asymmetric behaviors are the main sources of various hardware-based security
attacks. Especially, covert channel attacks leverage asymmetric characteristics of architectural
components, such as access latencies and power consumptions, to encode data and transmit

sensitive information to spy applications. In this section, we will show how our observations can
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be leveraged to design various covert channel attacks against mobile GPU platforms.

3.5.1 Challenges in Developing Covert Channels on Edge GPUs

Covert channels have recently been extensively studied for GPUs [117, 64, 65, 40, 112].
Almost all prior works on GPU covert channels have limited their scope to consumer and
server GPUs. Few studies [71, 72] have incorporated edge GPUs in their covert channel attacks.
One of the key challenges in constructing covert channels in NVIDIA edge GPUs is the lack
of Multi-Process Service (MPS) [36] support. MPS allows concurrent kernel execution from
multiple processes. Most of the prior works on GPU covert channel exploited MPS to collocate
and content for resources in the same GPU for covert communication between two different
processes [119, 117,40, 112, 120]. However, MPS feature is not supported in most NVIDIA edge
GPUs [33]; NVIDIA started MPS support for Volta embedded GPUs very recently while their
other edge GPU architectures still lack this support [35]. As a result, prior works on contention-
based GPU covert channels are not readily applicable to edge GPUs. Another challenge is the
lack of NVIDIA management library (NVML) [37] support for edge GPUs [38]. The prior
attacks that leveraged NVML library functions [112] cannot be implemented in edge GPUs.
We propose covert channels that neither require MPS nor special management libraries, which
enables wider deployment on any NVIDIA Jetson platforms. We evaluate our attack models on

all four platforms listed in Table 3.1.

3.5.2 Threat Model

Figure 3.10 depicts the covert channel threat model. We assume two processes where a
trojan process’s goal is to send data to a spy process through an indirect channel not intended for
communication. Both of these processes are user-level processes without any root privileges.
The trojan and spy processes run on the same integrated CPU-GPU edge device, such as a Jetson
board. The trojan (sender) process is executed on the GPU or DLA core, and the spy (receiver)

is executed on the CPU. The trojan and spy do not explicitly share any memory objects for direct
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Figure 3.10. Edge Device Covert Channel Attack

communication, and they are not permitted to communicate with each other. We assume the
attacker has no physical access to the device; remote access is sufficient for implementing the
attack. Command line utilities like tegrastats [24] or jtop [15] are assumed to be available
in the system to query system statistics. Finally, we assume there is no noise from a third process
concurrently running on the GPU when the trojan tries to covertly send data.

Multi-tenancy in Edge Platforms: We assume two processes to run on the same edge
device in our threat model. This is a realistic scenario because such a multi-tenancy does
not necessarily mean the concurrent execution by multiple users; rather, the coexistence of
multiple trust domains (e.g., applications and software modules) is sufficient. Several real-world
applications consist of multiple modules that are developed by third party entities, which could
carry trojan and spy modules. For example, due to the cost and efforts required to develop
deep learning models, many Al applications integrate with third-party models from model zoos
like huggingface [14], ultralytics [79], Jetson Zoo etc. Plugin ecosystems are also common in
edge video/Al stacks on Jetson platforms, where the plugin could embed a malicious process.
The widely used video analytics libraries, DeepStream and GStreamer, explicitly support the
addition of custom/third-party plugins [1]. Such concurrent executions of third-party models,
plugins, and services from different vendors on an edge device easily make mutually untrusted
software components share the same GPU resources, even when the platform is not shared by
multiple users. As a result, even when a device is operated within a single administrative domain

(i.e., user), co-resident applications or modules may belong to different trust boundaries. In
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such settings, an adversarial module can intentionally modulate GPU workloads to transmit
information through shared hardware resources, while a colluding receiver observes the resulting
hardware-level side effects.

Reducing Noise with Dynamic Parallelism: One common hurdle of covert channels
is the presence of noise from a different process other than the trojan. To mitigate this noise,
we implement our covert channels using the dynamic parallelism feature in CUDA [4], where
the trojan GPU kernel internally forks child processes that run the micro-kernels that actually
transmit information. Without using dynamic parallelism (i.e., a CPU process calls each micro-
kernel directly), the GPU would yield to other waiting GPU kernels after each micro-kernel
finishes, which makes the subsequent bit delivery interfere with other applications. Dynamic
parallelism allows the trojan kernel to occupy GPU resources exclusively as long as the children
micro-kernels finish the transmissions. Note that many edge GPUs, such as our target NVIDIA
Jetson TX?2 used for GPU power and frequency covert channels, do not support multi-process
service (MPS). Therefore, during the trojan kernel’s execution, no other process’s kernels are
allowed to execute on the same GPU. We use this dynamic parallelism-based noise reduction for

both GPU power (Section 3.5.3) and frequency-based (Section 3.5.4) covert channels.

3.5.3 GPU Power-Based Covert Channel

Power-based covert channels are difficult to construct in NVIDIA GPUs as the built-in
power sensors are inherently error-prone. A recent study [163] found the error rate in NVIDIA’s
built-in sensors to be 5% as only 25% of the runtime is sampled for power consumption. The
coarse-grained sensory data of NVIDIA GPU platforms make it challenging to design accurate
side or covert channels. In this work, we show that it is still possible to build power-based covert

channels with such coarse-grained sensory data.
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Algorithm 1. Trojan Gadget for GPU Power Covert Channel
Input: bit_pair ...bit_pairy
function POWERTROJANFUNCTION(bit _pair]])
N < length(bit_pair)
fori< 1toN do
if bit_pair; = 00 then
launch abs.f32 kernel
else if bit_pair; = 01 then
launch sad.s32 kernel
else if bit_pair; = 10 then
launch ex.f32 kernel
else if bit_pair; = 11 then
launch addc.s64 kernel
end if
CUDADEVICESYNCHRONIZE( )
SLEEP(1500ms)
end for
end function

Single-bit Transmission

With the coarse-grained power measurements, it is impractical to rely on fine-grained
power fluctuations during individual instruction executions. Instead, we propose to leverage our
Observation 1, which showed the diverse maximum power levels of different instructions. From
our observation, we found that instructions inherently consume notably different amounts of
power. If the attack gadget runs each instruction sufficiently many times, similar to our micro-
kernels, to enable the built-in sensors to capture the maximum power level of the instruction, we
can encode information by leveraging the different power levels. One simple example covert
channel is to use just one instruction. Suppose that the trojan and the spy know what instruction
is used in the covert channel gadget and how much power is dissipated when the gadget is
executed.

Trojan Methodology: The trojan delivers binary information by either executing or not
executing the gadget regularly (i.e., bit 1 is encoded by executing the gadget, bit 0 is encoded by

not executing the gadget).
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Spy Methodology: Spy will monitor the power sensor data and recognize the information

by simply checking if the sensor data reaches the anticipated power level.

=N w
o O o
o O o
o o o

GPU Power (mW)

o

0 500 1000 1500 2000 2500
Sample

Figure 3.11. Sending Bits 0100000110100101101110000111000110000011 through GPU
Power-Based Covert Channel

Multi-bit Transmission

By leveraging our observation that shows the notably different power levels across in-
structions, we further propose to deliver multi-bit information. To build the multi-bit power-based
covert channel, we should choose a combination of instructions, which consume significantly
different power from each other. As a prototype, we use four different instructions and run the
micro-benchmark for each instruction as described in Section 3.3, to produce a stable power level
for each instruction. Each micro-benchmark runs one instruction for 80K times. It is assumed
that the trojan and the spy know the instructions that are used in the covert channel gadget and
their power consumptions when the gadget is executed.

Trojan Methodology: Algorithm 1 shows our power-based covert channel. We use four
PTX instructions addc . s64, ex2.£32, sad.s32, and abs . £32 to transmit a 2-bit information 11,
10, 01, and 00, respectively. Note that this is just an example; any combination of instructions can
be used as long as the instructions’ power levels are distinguishable. After each 2-bit transmission,
we use a sleep period of 1500 ms to reduce noise from the transmission by dropping the GPU
power consumption.

Spy Methodology: The receiver (i.e., spy) passively keeps reading the GPU power sensor

and interprets the different power peaks as different 2-bit information, as shown in Figure 3.11.
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Figure 3.12. Effectiveness of GPU Power Covert Channel with Diverse Sleep Periods: Shorter
sleep period between data transfer improves attack bandwidth but increases noise due to the
coarse-grained power measurements of NVIDIA built-in sensors. The attacker can expect the
best leakage performance by setting the sleep period to between 1250 ms and 1500 ms, which
produces the highest leakage bandwidth (solid lines) at a low error rate (dotted lines).

In our experiment, the receiver monitors data transmission every 1 ms by using tegrastats
with a sampling interval of 1 ms.

From this attack, we achieved a superior covert channel bandwidth, 1.3 bps, compared
to earlier studies that showed 10 times lower bandwidth, 0.16 bps [60]. We observed that this
covert channel induced 0% bit error rate when we transmitted 1K random bits in the Jetson
TX?2 board. The error rate was calculated using the Levenshtein edit distance [113] following
standard methodology [120].

Error rates: The attack effectiveness is determined based on the leakage bandwidth
and error rates, which are controlled by sleep lengths between transmissions. We evaluated the
bandwidth and error rate across different platforms by testing the proposed attack gadget while
changing the sleep period from 1000 ms to 1750 ms, as shown in Figure 3.12. The longer sleep
period leads to a lower error rate due to less interference between signals. However, as the longer
sleep period elongates the data transfer interval, the information leakage bandwidth also drops.
Therefore, a sleep period should be set to produce a good leakage bandwidth at a sufficiently
low error rate. We plot the error rate (dotted lines) with the effective channel bandwidth (solid
lines) together in Figure 3.12. The effective channel bandwidth is calculated based on the binary

symmetric channel model [121]. Suppose raw bandwidth is B and error rate is p, the channel
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Algorithm 2. Trojan Gadget for Frequency Covert Channel

Input: bit,...bity
function FREQUENCYTROJANFUNCTION(Dit| |)
N < length(bir)
fori<+< 1toN do
if bit; = 0 then
launch abs.f32 kernel with 8000 iterations
else
launch abs.f32 kernel with 80000 iterations
end if
CUDADEVICESYNCHRONIZE( )
SLEEP(100ms)
end for
end function

capacity C (effective bandwidth) is calculated as C = B- (1+ ((1 —p)-log, (1 —p) + p-log,(p)))-
In all four tested platforms, the error rate drops linearly when a longer sleep period is used;
at around 1250 ms, the error rates become almost saturated. The effective channel capacity
increases until the sleep period becomes 1250 ms due to the quickly dropping error rate. Then,
the capacity drops slightly until 1500 ms, and then decreases more significantly afterwards due
to the saturated error rate and slower data transmission. This means that after error rates are
saturated, the additional sleep period only increases the latency to the transmission. Therefore,
around 1250 - 1500 ms can be the best candidate sleep period. We used 1500 ms for the attack

evaluation.

3.5.4 GPU Frequency-Based Covert Channel

While the GPU power-based covert channels have been considered impractical due
to the coarse-grained sensor measurements, GPU frequency-based covert channels have been
implemented by several studies. One limitation of frequency-based attacks is the low bandwidth
due to the challenges of controlling the frequency especially on GPUs. GPU dynamic frequency
scaling requires hundreds of milliseconds to transition from one frequency level to another,

whereas CPU DVEFS reacts within microseconds [150]. Hot Pixels [141] achieved only up to
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0.1 bps from their GPU frequency-based covert channels on the Apple integrated GPUs and
NVIDIA discrete GPUs. Veiled Pathways [112] achieved slightly higher bandwidth, 0.5 bps
by using GPU on-device memory frequency, rather than GPU frequency for covert channels on
NVIDIA discrete GPUs. However, as the GPU DRAM frequency stays high even after a kernel
finishes, they had to use cudaDeviceReset CUDA API function [34] to force drop the DRAM
frequency. The requirement of frequent usage of reset APIs makes the attack ineffective; as
the APIs release all the allocated memories and reset the DRAM frequency, the attack is easily
detected and mitigated by simply monitoring such bulky memory release and DRAM frequency
reset.

To develop a high-bandwidth covert channel, we do not directly use the GPU frequency as
the attack source. The tegrastats utility has a GR3D_FREQ statistic that reports both the current
running frequency of the GPU engine and how much of this frequency is actually used at a given
time. According to our Observation 6, some instructions, such as abs.f32 and mad.rn.f32,
consume notably different GPU frequency utilization, depending on the compute loads. Inspired
by this observation, we propose to use the frequency utilization instead of the current running
GPU frequency. As the frequency utilization is controllable by simply launching different
amounts of executions of certain instructions that show diverse frequency utilization, using
the frequency utilization enables a more proactive and fine-grained controllable attack model.
Note that GPU frequency is relatively hard to control and has higher noise as the frequency
is determined based on the target platform’s dynamic voltage-frequency scaling algorithm in
coarser-grained intervals. For example, while the GPU frequency stays high for quite some time
even after a kernel finishes, the frequency utilization quickly returns to the idle state as soon as
the computation finishes.

Trojan Methodology: Algorithm 2 shows the proposed trojan gadget that sends an
N-bit information by leveraging the frequency utilization. Bit O and 1 are encoded by running
a different number of abs.f32. Any other instructions can be used as long as the instruction

shows notably different frequency utilization depending on the compute loads. After each bit

56



1000 1 1 1 1
0 0 0 0

| L bl L

0 50 100 150 200 250
Sample

v
o
o

GPU Frequency
Utilization (%)

GPU Running
Frequency (MHz)

Figure 3.13. Sending Bits 10110010 through GPU Frequency-Based Covert Channel
Table 3.4. Comparison of GPU Frequency-Based Covert Channels

Study Leakage Source Tested Architecture Bandwidth
Hot Pixels [141] GPU engine frequency (Hz) Apple iGPUS and NVIDIA dGPUs 0.1 bits/s
Veiled Pathways [112] GPU DRAM frequency (Hz) NVIDIA dGPUs 0.5 bits/s
Our proposed approach | GPU engine frequency utilization (%) NVIDIA iGPUs upto 15.65 bits/s

transmission, we used a sleep period of 100 ms to drop the frequency utilization to reduce noise.

Spy Methodology: Spy will monitor the GR3D_FREQ value of tegrastats and recog-
nize the bit values. In our experiment, the receiver samples the frequency data every 1 ms by
using tegrastats with a sampling interval of 1 ms. The spy sanitizes the collected frequency
trace by clamping frequency utilization values below 20% to zero, which removes idle-state jitter
and small frequency fluctuations. It then scans the time stamps and extracts a bit whenever the
trace rises and then falls, recording the local maximum of that segment as the peak value for one
transmitted bit. Finally, the spy applies a threshold-based decoding: if the peak is greater than
20% but less than 90%, the symbol is classified as bit O; if the peak is above 90%, it is classified
as bit 1. Note that tegrastats can sometimes miss some samples [39], but this didn’t affect the
receiver’s ability to interpret the transmitted bits.

Calibration procedure: Before measuring channel performance, we calibrate the de-
coding thresholds using a short training transmission with known symbols, similar to earlier
studies [77]. The trojan first sends a short preamble of a pre-determined number of repeated Os
and repeated 1s. The spy records the resulting frequency utilization peaks and determines the

approximate peak ranges for each class.

Figure 3.13 depicts an example attack scenario when the trojan sends an 8-bit information
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Figure 3.14. Effectiveness of GPU Frequency Utilization-Based Covert Channel with Diverse
Sleep Periods: Shorter sleep period between data transfer improves attack bandwidth but in-
creases noise. The attacker can expect the best leakage by setting the sleep period to around
100 ms for TX2, Orin Nano, and Xavier, and 70 ms for AGX Orin, which produces the highest
leakage bandwidth (solid lines) at a low error rate (dotted lines).

(10110010) to the spy. The GPU running frequency (blue line) gradually reaches 1122 MHz and
stays at this peak until after the attack gadget finishes its computation. So if we want to use the
GPU running frequency as the leakage source, we have to either use a much longer sleep period
or force the frequency to drop using reset APIs such as cudaDeviceReset explicitly, which is
time-consuming and detectable. Even when the individual bit transfer can be distinguished with
a longer sleep period, the running frequency level cannot clearly encode bits either Os or 1s as
the peak frequency is the same (1122 MHz) for both bit O and 1. The earlier studies, such as
Veiled Pathways [112], manipulated the duration of the peak frequency to encode different bits,
which makes it slow (i.e., low bandwidth) and error-prone. On the other hand, in our approach,
GPU frequency utilization (orange line) reaches a peak of 99% while transmitting bit 1, and
64% for delivering bit 0. As the frequency utilization changes promptly, as shown in the figure,
our attack model shows a much higher bandwidth. When we transmitted 1K random bits in the
Jetson TX2 board, we achieved 13.36 bps with 0.1% bit error rate while for AGX Orin achieved
upto 15.65 bps capacity. Table 3.4 shows a comparison of different frequency-based channels
with our approach. Our approach shows 31X to 156 higher leakage bandwidth compared to
two state-of-the-art solutions [141, 112].

Error rates: Similar to the power-based covert channel, we also evaluated error rates
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and leakage bandwidth while changing sleep periods. The result is shown in Figure 3.14, where
bandwidth and error rates are the average of 10 rounds of covert communication for each sleep
period. Across all four platforms, increasing the sleep period reduces the error rate while the
channel bandwidth increases until the error rate becomes saturated. However, the best sleep
periods are slightly different. In AGX Orin, at around 70 ms, the channel capacity peaks (15.65
bps) and the error rate significantly stops decreasing further. Therefore, 70 ms is the best sleep
period for the effective attack outcome. On the other hand, the other platforms, TX2, Orin Nano,
and Xavier show the best attack bandwidth at around 100 ms. We believe such disparity is
sourced from the advancement of SoC design. As AGX Orin is the latest Jetson platform among
the four tested platforms, it provides a more stable dynamic frequency scaling, which enables
significantly lower error rates at a shorter sleep period than older generations. It is noteworthy
that our novel GPU frequency utilization-based covert channel requires an even shorter sleep
period than our proposed GPU power-based covert channel, which requires 15x longer sleep

period to enable stable attack bandwidth than frequency utilization-based covert channel.

3.5.5 DLA Frequency-Based Covert Channel

So far, we have demonstrated covert channels leveraging GPU statistics. We show that
our observations can be used to effectively mitigate the limitations of existing attack models to
enable high-bandwidth and error-resilient covert channels. In this subsection, we would like to
step forward by demonstrating a novel covert channel utilizing the integrated accelerators. We
will show that the integrated accelerator, such as DLA in NVIDIA Jetson platforms, can also be
a source of attack. To the best of our knowledge, this is the first covert channel that uses DLA.

Inspired by our Observation 7, we exploit DLA frequency to build a covert channel.
As shown in Figure 3.9, DLA frequency peaks during the DLA execution and immediately
drops upon completion of the kernel. This characteristic enables almost noiseless indication of
computing activities on DLA. Other sensory data, such as DLLA power statistics, can be noisy

because the power sensors of Jetson boards do not provide DLA’s power consumption separately
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Figure 3.15. Sending Bits 01101100 through DLA Frequency-Based Covert Channel

but with the CPU power consumption.

To build a DLA frequency-based covert channel, we can encode the information either
with the length of DLA’s active cycles, where the frequency reaches the maximum value, or with
that of DLA’s idle cycles, where the frequency stays zero. Between them, we use idle cycles
because the active cycles are harder to control, as we should identify the convolution layer sizes
that derive notably different execution times. Instead of finding and using different convolution
kernels, we simply place variable-length idle times between any two convolution executions to
encode information.

Trojan Methodology: To control the DLA core frequency, the trojan process keeps
launching a 1x1 convolution layer in the DLA core and adds a sleep period between two
consecutive convolution workloads. The sleep period essentially encodes the secret data. In our
prototype, the sleep period is set to 0.7 and 1 seconds to encode bits 0 and 1, respectively.

Spy Methodology: The receiver spy keeps checking the DLLA frequency from the built-in
sensor regularly (e.g., every 5 ms in our evaluation).

Figure 3.15 shows the DLA core frequency observed by the spy process when the trojan
process tries to covertly send 01101100 as the message. The short period when DLA frequency
is zero is interpreted as bit 0, and the longer period when DLA frequency is zero is interpreted as
bit 1. The high DLA frequency period acts as a boundary between two bits. The bandwidth of
this covert channel is 1.13 bps with 0% bit error rate when we transmitted 1K random bits in
the Jetson AGX Orin board. We further improved the bandwidth to 2.27 bps by using both the

DLA cores in parallel. We also tested the DLA frequency-based covert channel in an NVIDIA
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Jetson AGX Xavier platform achieving an average bandwidth of 2.1 bps with 0% bit error rate.
Our DLA frequency-based covert channel has 4 x higher bandwidth than other special-purpose

engine-based covert channels, such as NVENC-based covert channels proposed by [112].

3.6 Discussion
3.6.1 Limitations

Our attack models implement error-tolerant covert channels, achieving superior band-

width compared to the state-of-the-art solutions. However, there are still some limitations.
Long Sleep Time for Noiseless Transmission

Our covert channel attacks require the power and frequency to return to an idle state after
each round of transmission to minimize the interference among the transmissions. While the
frequency relatively quickly returns to the idle state, the power takes much longer time to become
idle. Therefore, in our experiment, we had to use a sleep period of 1500 ms after transmitting
each bit pair through the power covert channel without compromising the bit error rate, as shown
in Algorithm 1. Due to such a long idle time, the power-based covert channel shows relatively
low bandwidth, 1.3 bps. We leave the task of building a faster power-based covert channel as

future work.
Inter-Kernel Interference

To avoid inter-kernel interference, we leverage dynamic parallelism, where a parent
trojan kernel internally forks micro-kernels that deliver information, which prevents another
application from being launched on the GPU. While this offers the trojan kernel a noiseless
window to covertly send data, this window is still limited because, in the edge GPUs where
MPS is not supported, the GPU is shared in a time-sliced manner due to GPU preemption
feature [46]. To evaluate the effect of noise, we ran our power-based covert transmission

of 1 Kb data while running a set of general-purpose GPU applications and machine learning
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models. For the general-purpoase applications, we used 14 CUDA applications from Rodinia
benchmark [55]. For the machine learning (ML) workloads, we continuously ran inference tasks
with 6 YOLO detection models [129] (YOLO11 and YOLO26 families with nano, small, and
medium variants [79]) on COCO dataset [100]. With the introduction of noise, the bit error rate
was changed from 0% to 11.2% when general-purpose applications are used, and to 9.3% when
ML models were used on TX2. We found that when multiple GPU workloads are scheduled,
our trojan kernel was allowed to run for a period of ~30 seconds before being preempted. This
means that, to ensure an absolute noiseless covert communication, the entire communication
should be split into multiple intermittent sessions where each session is finished within a time

slice of 30 seconds.
Multi-bit Transmission Limitation

We demonstrated multi-bit leakage in Section 3.5.3. Though we showed 2-bit encoding as
an example, our attack model can theoretically encode more bits by mapping multiple instructions
to distinct power states. However, as more distinct power levels must be used in that case, the
encoded data could be incorrectly decoded unless the power levels are sufficiently different. As
more instructions are used for generating the power signals, the power gap between adjacent
instruction-induced states becomes smaller, reducing the distinguishability of the transmitted
symbols. Given the inherent noise by power and frequency sensors as well as the runtime
dynamics that cause extra noise, it will be challenging to deliver longer bit values without
significant errors. For instance, we tested 3-bit encoding by selecting eight instructions with
distinct power consumption profiles. Although this configuration increases the raw transmission
bandwidth to 1.9 bps, the higher bit error rate significantly reduces the effective channel capacity.
After accounting for decoding errors, the maximum achievable capacity across all four evaluated
platforms is limited to 1.25 bps. These results indicate that while multi-level modulation can
improve covert channel transmission bandwidth, the effective information leakage will be limited

due to a higher error rate.
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Figure 3.16. Impact of limiting the sampling rate of telemetry monitors.

3.6.2 Mitigations

Unlike other covert channels that induce shared resource contention and hence the
communication is detectable through resource monitoring, our covert channels do not require
resource contention between the trojan and spy processes. Therefore, the mitigations designed
for contention-based covert channels like GPUGuard [159] will not work. Temporal partitioning-
based mitigations [154] are also ineffective because we use dynamic parallelism to reserve the
GPU resource as much as possible, and also the attack is short enough to be successfully tested
on the edge platforms that already implement temporal resource sharing (30-second time quota
as discussed in Section 3.6.1). Here, we discuss some mitigation strategies for the proposed
security attacks.

1. Access Restriction: To prevent unprivileged attackers from building the power and
frequency-based covert channels, the power and frequency monitors (e.g., tegrastats and jtop)
can be restricted to be used by priviliged user. This might be effective, but could unnecessarily
limit the useful usages of the sensory data.

2. Resolution Restriction: Limiting the sampling frequency of the power and frequency
monitor can degrade the covert channel accuracy and bandwidth. tegrastats allows monitoring
different system statistics like frequency, power, temperature, and memory usage etc. at regular
intervals. The sampling interval can be specified in milliseconds (ms), and it can be as short as 1
ms. The default sampling interval is 1 ms, which is used for our other evaluations. We evaluated

the effect of limiting the sampling rate on different covert channels. We ran our proposed attack
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Figure 3.17. Impact of telemetry perturbation on covert-channel error rate.

gadget using the same trojan-spy methodology used in Figure 3.11 and 3.13. Figure 3.16a
depicts that the frequency covert channel can retain its low error rate even when the sampling
interval is restricted to 10 ms (0% bit error rate in case of TX2). However, once the sampling
interval exceeds 10 ms, the error rate increases approximately linearly across all platforms. This
occurs because longer sampling intervals begin to miss short-lived GPU frequency transitions
that encode covert bits. At 40 ms, the frequency-based covert channel loses accuracy by almost
half, leading to an almost random guess. Figure 3.16b presents the results for the power-based
covert channel. Compared to frequency telemetry, power telemetry appears significantly more
resilient to sampling-rate restriction. Even when the sampling interval is increased to 100 ms,
the observed error rates remain relatively low (e.g. 5.9% for TX2, and 6.8% for Xavier). This
robustness stems from the fact that our power-based covert channel uses longer intervals and
lengths of data transmissions (i.e., sleep periods and the time persisting the encoded power
value) than the frequency-based channel, which makes it possible to capture data correctly even
with coarse samplings. The power-based attack uses a longer transmission window due to the
longer transition time between power values than frequency, which limits the attack bandwidth.
However, such a limitation makes the attack more robust. Overall, these results indicate that
resolution restriction alone is insufficient to eliminate our proposed covert channels, particularly
the power-based attack.

3. Telemetry Perturbation: Instead of completely restricting the telemetry monitoring

utility to privileged users or reducing the monitoring resolution, calibrated perturbation (software
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dither) can be added to telemetry only for unprivileged users. For a privileged user, the true
telemetry can be reported. We evaluated a lightweight randomized telemetry perturbation
mechanism that reduces the fidelity of observable GPU telemetry (i.e., power and frequency
data in our attack model) without modifying the underlying hardware behavior. Specifically,
we propose to add a new software module, a noise injection function, to the tegrastats. The
power and frequency sensors pass the telemetry signals to the noise injection module and the
module injects low-probability transient spikes, emulating natural background interference. For
each sample, we select a small probability (p) of telemetry values and perturb the selected
signals with a pre-determined noise magnitude (M). For example, we used 2% probability,
which means every 100 signals, 2 signals are chosen to be perturbed. The noise magnitude is
determined based on the scales of frequency and power values of signals. For example, we
used 50% as the baseline frequency noise magnitude for all platforms, as frequency utilization
scales up to 100% for all platforms. For power noise magnitude, we used 1000 mW for TX?2
and Xavier, and 400 mW for AGX Orin and Orin Nano as the baseline noise magnitude, which
is the power gap between any two signals. We evaluated this mitigation by using the same
gadget and data that were used in the resolution restriction mitigation evaluation. As a sensitivity
study, we varied the magnitude values by taking 25%, 50%, and 75% of the base magnitude
for frequency attack mitigation and 50%, 75%, and 100% of the baseline magnitude for power
attack mitigation. Figure 3.17 shows the results. With telemetry perturbation, the error rate
increases significantly: for frequency-based channels, the error rate rises to as high as 14.01%
and 29.9% with 50% and 75% perturbation, respectively. This demonstrates that a small number
of randomized perturbations on the frequency data substantially degrade the attack accuracy.
Unlike heavyweight approaches such as restricting access or reducing telemetry resolution, the
proposed perturbation mechanism operates entirely in software and maintains realistic signal
characteristics, making it a practical defense against passive observers relying on high-resolution
GPU telemetry traces. However, this mitigation remains insufficient for power-based channels,

as the observed error rates remain below 5.4% across the evaluated platforms, even at 100%
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magnitude, as shown in Figure 3.17b.

4. MPS Support: Adding MPS support for edge GPUs can allow multiple kernels
to run concurrently on the same GPU. This can induce noise from benign applications to the
attacker-encoded power and frequency data.

Summary: While the proposed mitigations could make it challenging to design an
accurate covert channel, they inversely limit the benign uses of those tools and sensory data
significantly. Also, MPS cannot be an ultimate solution because contention-based covert channel
attacks leverage MPS as the attack source. Thus, more efforts are needed to build practical

mitigations for our proposed novel covert channels.

3.7 Conclusion

In this work, we show an in-depth characterization of power and frequency behaviors
of individual instructions and applications on GPUs and DLAs on NVIDIA edge platforms.
Based on the observations, we discover the security vulnerabilities of edge platforms; we
demonstrate three novel covert channels, which are more noise-tolerant and have high bandwidth
compared to existing attack models. We suggest various mitigations such as limiting the
accessibility, resolution, and accuracy of the sensor data monitoring utility. However, none of
them successfully alleviates all of our proposed covert channels; a more comprehensive approach

will be needed.
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Chapter 4

SCPC: Securing Cross-Process Collision-
Based Transient Attacks

4.1 Introduction

Since Spectre and Meltdown have been introduced, transient execution attacks have
been growing in numbers, targeting various microarchitecture components such as the branch
predictor, branch target buffer, caches, etc. [88, 101, 54, 157, 127, 114, 130, 48]. The intuition
behind all these attacks is the ability of an attacker to steer the speculative execution of a victim
process by mis-training a prediction unit. Through separate covert or side channels, such as
shared caches, attackers can identify the secret data.

Recently, a new out-of-place transient attack, namely Spectre-CTL, targeting speculative
store bypass predictor (SSBP) has been discovered [102]. SSBP is incorporated in several
generations of AMD CPUs to help run memory instructions out of order by predicting whether
a load instruction can bypass an earlier store instruction before the dependency between the
load and store pair is resolved. SSBP runs an eight-state finite state machine (FSM) to predict
dependencies of each pair of load and store instructions. Once the attacker acquires an SSBP entry
that aliases with a victim process, the attacker can not only steer the victim to misspeculatively
bypass a dependent store instruction but also identify the secret data by checking the updated
FSM state. This attack differs from Spectre-v4 (also known as Spectre-STL) in that the attacker

and victim do not need to share the address space, making this attack more feasible in real
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Figure 4.1. Normalized cycles per instruction (lower is better) when SSBP is disabled.

systems [102].

This Spectre-CTL attack garnered significant attention because of its high impact (ap-
plicable for multiple AMD processors) and its criticalness (unlike other transient execution
attacks, it does not require an additional channel to deliver the secret; the SSBP’s internal state
change is sufficient to identify the secret value). Therefore, the existing mitigations on the secret
delivery channels (e.g., shared caches) cannot completely prevent information leakage from the
Spectre-CTL attack. It is also undesirable to disable SSBP for security purposes because SSBP
contributes significantly to performance. Figure 4.1 shows the performance drop (average 8%
and up to 12%) when SSBP is disabled (details in Section 4.5). Mitigations for Spectre-STL,
such as using memory fence instructions, have similar (or worse) performance issues.

To tackle the root source of leakage, we can consider two approaches: 1) isolating SSBP
for each process and 2) hiding SSBP state changes from other processes. Isolating SSBP entries
could fundamentally obstruct any information sharing among processes. However, a proactive
resource partitioning (regardless of static or dynamic partitioning) needs a clear understanding
of resource utilization of the target applications [151, 143]; otherwise, sub-optimally partitioned
resources will cause unnecessary resource contention, thereby leading to significant performance

overhead for benign executions. Due to the limited resource capacity, it is especially challenging
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to use partitioning for most small on-core components, such as the SSBP. Instead, if the state
transition is hidden from other processes, the malicious process can only cause a load to bypass a
store, but cannot identify the secret without an extra side or covert channel. Those channels can
be alleviated by other conventional solutions [155, 106, 166, 86, 171, 75, 43, 156, 104, 123, 62].

In this work, we propose SCPC, the first Spectre-CTL attack mitigation. SCPC limits
the visibility of SSBP state transitions among processes, without explicit resource partitioning.
We propose to hide only certain state transitions that can be leveraged for secret leakage. In the
Spectre-CTL attack, an attacker owns and trains an SSBP entry and catches the secret when a
victim, which shares the same entry, updates the entry’s FSM state upon a misspeculation. Thus,
out of all possible transitions, we hide the one that is triggered by a sharer’s misspeculation.
Upon a misspeculation, SCPC spawns a new SSBP entry to protect the shared SSBP entry’s state
from being updated. This mechanism allows the corresponding state transition to occur in the
new entry, while the original shared entry remains untouched. Once a process is linked to a new
entry, it no longer uses the previously shared entry. Therefore, the victim’s speculative execution
results are not visible to the attacker.

As SCPC isolates SSBP selectively upon a certain condition, processes are technically
allowed to benefit from the SSBP full capacity, unlike explicit resource partitioning. SSBP entries
are shared by multiple processes, allowing benign information sharing (e.g., sharing predictions
among load-store pairs that have similar dependency behaviors without separate training). Note
that other transient execution attack mitigations, such as using complex or multiple hashing
algorithms [81, 171] are orthogonal to SCPC. While complex hashing makes it challenging
to find the aliased resources, SCPC blocks the secret leakage by isolating suspicious resource
sharing.

To enable the victim process to use a new SSBP entry while its load address aliases with
the attacker’s SSBP entry, SCPC incorporates a small virtual table. Similar to a page table in a
virtual memory system that maps a virtual page address to a physical page address, the virtual

table maps a hashed load instruction address to an SSBP entry index. Unlike virtual memory, a
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new mapping is created selectively under a certain condition. Therefore, we name it selective
virtualization (S-VLT). Each virtualized mapping is associated with a specific process. Therefore,
the other sharers can continue using the previously shared SSBP entry.

S-VLT disables the sharing of the insecure FSM state transition among processes and
effectively reduces resource contention of explicit resource sharing. However, S-VLT could still
suffer from insecure resource utilization and resource starvation, if one process dominates all
entries and evicts other processes’ entries. To tackle this, SCPC incorporates self-replacement
and self-invalidation mechanisms. The self-replacement makes each process replace its owned
entries only, and the self-invalidation makes each process voluntarily release its own entries after
a certain threshold. The released entries can be used by any process. Note that the conventional
replacement policies such as least recently used (LRU) can also resolve the starvation problem,
but it is known to be vulnerable because the eviction sequence can be another source of leakage.

Another potential downfall of S-VLT is the hardware and performance overhead intro-
duced by the indirect SSBP access through the virtual table. To alleviate the overhead, we
introduce a cost-effective S-VLT design. The cost-effective S-VLT promotes the virtual table
as a secondary SSBP table by directly storing the SSBP FSM states instead of storing mapping
information. By allowing parallel accesses to both SSBP and virtual table, the cost-effective
S-VLT reduces both area and performance overhead.

While our primary target is the Spectre-CTL mitigation, SCPC is more generally ap-
plicable for other cross-process resource collision-based transient attacks. We demonstrate
the generality of SCPC by adapting it to protect the branch history table (BHT). This means
that, while the idea is generic, SCPC can still be selectively optimized for different predictor
structures. For example, our mechanism can be used alongside a mitigation for branch target
buffer protection [94], while our defense secures the SSBP. This generic but selectively tailorable
idea helps SCPC achieve significantly better performance than generic mitigations [155, 166],
which obstruct all potential channels across all predictors.

Our evaluation leverages 6 workload-mixtures, where each mixture includes 8 bench-
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marks from the SPEC CPU 2017 benchmarks [52] to show that SCPC achieves superior per-
formance and reduced attack surface compared to state-of-the-art defenses for branch predic-
tors [171] and simultaneous multi threading (SMT) [143], when the proposed schemes are
adapted to SSBP. We also show superior performance than the security oracle solutions, such as
static partitioning and SSBP disabling, as well as a generic mitigation [166].

Our contributions are as follows:

* To the best of our knowledge, this work proposes the first Spectre-CTL mitigation,

which can protect CPUs using SSBP-like memory disambiguation units.

* Our proposed SCPC mitigation reduces the amount of information leakage and
the risks of resource contention and starvation. Our security evaluation demonstrates
superior protection capability of SCPC with zero attack successes for an attack gadget
designed following earlier study [171], compared to the state-of-the-art solution [171],

dynamic resource partitioning [143], and flushing.

* SCPC allows applications to benefit from the full capacity of the shared resources.
Unlike conventional isolation mechanisms, the proposed mitigation allows applications to
continue sharing benign predictions, which leads to superior performance than resource

partitioning-based mitigations.

* SCPC’s mechanism is more generally applicable to various cross-process collision-
based transient attacks. We demonstrate the generality with a BHT-based implementation

in Section 4.6.

* Unlike most other mitigations, SCPC results in almost zero performance overhead,

while notably reducing the attack surface.

71



4.2 Background & Motivation
4.2.1 Transient Execution Attacks

Meltdown [101] and Spectre [88] were the first attacks disclosed in the category of tran-
sient execution attacks that leverage delayed exception handler execution and branch predictor,
respectively. Both attacks create speculative execution windows by mistraining prediction units,
during which attackers can access secret data. Then the accessed secret can be retrieved using
cache side-channel attacks, such as Flush+Reload [165].

While original transient attacks leverage cache side-channels to extract the secret data,
several studies demonstrate variants of transient attacks using various other microarchitecture
components [102, 98, 66, 54, 57, 88, 169]. These studies demonstrate that any resources shared
across processes can be a potential source of leakage. In this paper we focus primarily on

defending against attacks that leverage memory disambiguation units.

4.2.2 Transient Execution Attacks leveraging the Memory Disambigua-
tion Unit

Modern out-of-order processors use several optimizations to hide pipeline stalls. One
such optimization is the memory disambiguation unit (MDU). The MDU helps run memory
instructions out of order. Typically when a store instruction’s address takes time to be calculated,
any younger load instruction’s address may be aliased with the awaiting store instruction’s
address. The MDU predicts whether a load instruction has data dependencies with any older
store instruction. If a data dependency is predicted (i.e. store-load pair’s addresses are the same),
the younger load instruction waits for the store instruction to verify that their addresses actually
match, in the conservative approach. A more aggressive strategy allows the load to issue before
the dependency is confirmed, and the load simply uses the value directly from the store instead
of reading it from the cache. If no data dependency is predicted, the younger load instruction is

speculatively executed, bypassing the store instruction. If this prediction is wrong, the load and
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void victim_function () // idx == idx2
{

array2[idx] = 0;

temp = array2[arrayl [array2[idx2]]]
}
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Figure 4.2. Spectre-CTL Attack Gadget and Execution Flow.

its dependent younger instructions are flushed. Typically the MDU is implemented as a table
of counters which is indexed with the address of the load instruction. For example, AMD uses
a combination of a Predictive Store Forwarding (PSF) and Speculative Store Bypass Predictor
(SSBP) table [44, 102]. The PSF is used for a single load following a single store. The SSBP,
which is indexed with the IPA (Instruction Physical Address) of the load, is used to compare
against a number of preceding stores. Each SSBP entry uses a FSM to predict, and the states
are represented with an 8-bit value. Upon a memory order violation (incorrect bypassing of a
store), the state is updated to reflect the aliasing nature of the load instruction and subsequent
loads simply fetch the value from the predicted aliasing store instruction (as described in the
aggressive approach). When two aliasing mis-predictions are recorded, the predictor falls back
to forcing subsequent load instructions to block and wait until the address of both instructions
(load and store) can be confirmed to be the same (the conservative approach).

AMD Spectre-CTL: Recently, a study leveraged an SSBP as a side-channel source [102].

This attack exploits the resulting values fetched with a load instruction upon the SSBP state
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transition after misspeculation. Figure 4.2 shows the attack gadget and the interaction with the
SSBP, where the nested array accesses in the attack gadget (Figure 4.2a) are illustrated on the
timeline in the blue box in Figure 4.2b.

Suppose that the target secret is in arrayl [array2[idx2]] (data loaded by the 2nd
load in the timeline). To initiate a transient window within the victim gadget, the attacker first
finds a store-load pair within its address space so that both the attacker-controlled load @ and
the victim gadget’s 1st load @ are mapped to the same SSBP entry @ (Aliased Entry 1 in
Figure 4.2b). To achieve this collision, the attacker process must train its entry and wait for the
victim load to access and potentially update the same entry. If the attacker later finds the same
entry’s prediction to be deviant from its own training, it can detect that the victim load is using
the same entry. The attacker then poisons this entry by executing its store-load pair and when the
victim gadget is executed again, the 1st load is incorrectly predicted as independent of the earlier
store (the first line of the gadget) and bypasses the store operation.

Before this memory order violation is detected and the pipeline is flushed, the secret can
already be encoded by the 2nd load in a side channel. In the original Spectre-STL, cache side
channel is leveraged to leak the secret. One notable difference between Spectre-STL and the
target Spectre-CTL is that Spectre-CTL can leak the secret directly from the SSBP without a
cache side-channel. The attacker finds another load @ in its address space that uses the same
SSBP entry @ (Aliased Entry 2) with the load instruction that uses the secret value as the index
of array?2 (3rd load) @. If the secret data matches the idx, this 3rd load also has a dependency
on the store instruction (first line of the gadget) and will encounter misspeculation, updating
the SSBP state. Thus, by simply checking if SSBP Entry 2’s state is changed, the attacker can
recover the secret value. To trigger the vulnerable transient window and to encode the secret in
the SSBP predictor state, the attacker and the victim have to take turns updating the same SSBP

entries.
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4.2.3 Transient Attack Mitigations

Several mitigations have been introduced for transient attacks [171, 157, 54, 144, 86,
103, 106, 155, 166, 81, 143]. First, to avoid speculative data access, various memory fence
techniques have been introduced (e.g., using LFENCE instruction before data loads) such that
the data is not loaded until speculative conditions are satisfied [75, 43, 122, 144]. Second,
some methods limit cross-process resource sharing (e.g., flushing upon a context switch, logical
or physical resource partitioning) such that the attacker process cannot access the victim’s
secrets [106, 41, 170, 160, 151, 143]. Third, some solutions apply randomization or encryption
for shared resource indexing mechanisms to disassociate the address of an instruction from the
accessed index, complicating the attacker’s goal of finding an entry that they share with the
victim [123, 140, 132, 67, 104, 81]. However, these solutions incur significant performance and
area overhead due to restricted resource sharing and complex indexing.

Can existing general mitigation solutions work? Some studies presented more general
solutions (e.g., NDA [155] and STT [166]) that protect against all possible transient-execution
attacks, instead of mitigating individual attack variants. Rather than focusing on the target
predictor’s behavior, they focus on the data and control flows and block any channels that
potentially leak information. These solutions could mitigate Spectre-CTL, like many other attack
variants. However, such a high protection coverage comes at the cost of performance overhead,
because they unnecessarily disallow many benign predictions. Our evaluation results also verify
STT’s uncomparably high performance overhead than the specialized mitigations (Section 4.5).
It is noteworthy that industry is also moving towards mitigating individual attacks, rather than
using a general solution, due to the performance concerns. On ARM processors, CSV2 [27]
is used for Spectre v2 attacks, and user pointer sanitization is used for Spectre vl. On x86
processors, IBRS and IBPB are used for Spectre v2, while usercopy, swapgs barriers, and user
pointer sanitization are used for Spectre V1 [28]. We aim at providing a practical solution for

Spectre-CTL mitigation without hurting overall performance.
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4.3 Threat Model

We assume the same threat model as the one assumed in the Spectre-CTL work [102].
The attacker and victim run in different processes on the same processor core. The attacker’s
goal is to extract sensitive information leveraging the shared SSBP [102]. The attacker leverages
the prediction outcome of an aliased SSBP entry by executing a load instruction after the victim
executes. The target core can support simultaneous multithreading (SMT). Since AMD isolates
the SSBP per logical SMT core, the attacker and victim must run on the same logical core to
ensure they observe the same SSBP state across context switches. The attacker is aware of the
source code of the victim application, but does not have direct access to the victim’s code nor
its physical mappings. The attacker can execute unprivileged instructions that are necessary to
perform the Spectre attack gadgets.

In this work we focus on the unique attack surface of Spectre-CTL, where the SSBP
itself is a source of leakage without additional side channels. We consider the leakage through
other side-channels, such as caches, to be out of scope. We assume that those side-channels can
be mitigated with orthogonal solutions [83, 160, 155, 106, 166]. Attacks involving non-transient
side-channels and intra-process attacks, such as Spectre-V1, Spectre-STL, and cross-privilege

boundary attacks (e.g., user and kernel mode), are also out of scope.

4.4 SCPC: Securing SSBP from Cross-Process Collision-
based Transient Attacks

4.4.1 Overview

In this work we propose a Secure Cross-Process Collision (SCPC) sharing structure to
mitigate the Spectre-CTL attack. SCPC is inspired by the Copy on Write (COW) mechanism
commonly used in Linux memory management [47]. In SCPC, SSBP entries are shared across
processes by default. Only when a sharer process attempts to update the shared predictor state,

the process’s state is copied to a new SSBP entry. We leverage the observation that as long as
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no state is updated in the SSBP table, then no information can be derived through the structure,
since the distinct victim’s execution flow is decoupled from the state encoded in the predictor
table.

Unlike many other transient execution attack mitigations, we do not completely isolate
SSBP because 1) resource partitioning requires a clear understanding or runtime monitoring of
individual applications’ resource utilization, which incurs performance overhead and complex
code analysis, and 2) complete isolation limits the potential benefit of sharing the store bypass
prediction results across load-store pairs having similar behaviors i.e., we can prevent similar
predictor values from redundantly occupying the limited SSBP resource.

Instead, SCPC allows benign SSBP sharing across processes as much as possible by
isolating processes only when a security-critical state transition is about to happen. As described
in the previous section, SSBP uses an FSM for each load-store pair to predict their equivalence.
When a prediction is incorrect, the FSM is updated, and the attacker can recognize that the
victim aliases with the entry and has dependency in the load-store pair. The Spectre-CTL attack
(Figure 4.2) leverages the transition that is caused by the victim’s misspeculation. To hide the
victim’s transition from the attacker, when a state update is required, a new SSBP entry is created.
The process that encounters the event that necessitates a state update uses the new entry from
then on, leaving the shared entry unchanged.

To make processes use a dedicated entry only upon a certain condition, SCPC incorporates
selective virtualization (S-VLT (Section 4.4.2). While S-VLT tackles the limitations of resource
partitioning-based transient execution attack mitigations through selective isolation, if more
processes are mapped with new dedicated entries, the risk of resource starvation increases. To
reduce such concern, SCPC also uses self-invalidation (Timer) (Section 4.4.3). Together with
S-VLT and Timer, SCPC reduces the SSBP attack surface with almost negligible performance

and area overhead.
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Figure 4.3. SSBP with SCPC: new components in green color.

4.4.2 Selective SSBP Virtualization (S-VLT)
Baseline S-VLT Design

Owner and Sharers: Figure 4.3 shows the SSBP when SCPC is applied. The changes
made for SCPC are highlighted with green color. To distinguish the attacker’s behavior from the
victim’s, we augment the SSBP table with two new fields: PID field, which marks the owner
process ID and Valid field, which is a one-bit flag indicating if the entry is owned by any process.
When a process occupies a new entry, that process becomes the owner of that entry and marks
the PID and Valid fields with its process ID and 1, respectively. When another process’s load
aliases with an already owned entry, the process uses the prediction as a read-only sharer. Only
the owner process has the right to update the predictor entry state (i.e., the counters). The aliased
process can continue to use another process-owned entry for its prediction as long as it does
not encounter an event that necessitates the updating of the counters. When the sharer process
encounters an event that requires the updating of the predictor state, another entry is allocated in
the SSBP where the aliased process becomes the new owner. The sharer’s FSM transition upon
misspeculation is written to the new entry. Therefore, the original shared entry remains the same
(i.e., the attacker cannot recognize victim process’s behavior).

Virtual Table: To make the sharer process use a new entry without changing the hash
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function for indexing, we incorporate a virtual table, which redirects the index to another SSBP
entry. As shown in Figure 4.3, each entry of the virtual table has the linked SSBP entry id
(marked as Ptr in the figure). While the SSBP uses set-associative indexing, the virtual table
uses fully-associative mapping such that the small virtual table can be better utilized. To lookup
the virtual table with the original SSBP index (i.e., hashed load instruction address), the index
value is stored in Hashed IPA field in the virtual table.

Virtual Table Indexing: An entry is created in the virtual table only for the process that
needs an isolated entry. In other words, all the owner processes of the SSBP entries and the sharer
processes that do not encounter misspeculation bypass the virtual table. The 2-to-1 MUX in the
figure is used to choose either the index retrieved from the virtual table or the original hashed
index value to find the proper SSBP entry. For example, when a load instruction is decoded,
to check if it can bypass earlier stores, the virtual table is searched first with the hashed load
instruction address. If the search hits and the PID field matches with the process’s PID, the Ptr
field of that entry is used to access the corresponding SSBP entry. If there is no matched entry
in the virtual table, it means the process does not have an isolated entry so the SSBP is directly
looked up. If the corresponding SSBP entry’s Valid field is zero, the process becomes the owner
of the entry and sets the Valid field. Otherwise, the process uses the SSBP entry as a sharer as
long as it does not encounter a misspeculation.

Benefits of S-VLT: Unlike earlier resource partitioning methods [151, 143], S-VLT
allows most of the benign data sharing, which limits performance overhead, while making
victim’s behavior invisible to the attacker. S-VLT has little area overhead because it can maintain
a small virtual table as an isolated virtual entry is created only when a sharer process encounters
a misspeculation. We configured the virtual table to be 12.5% of SSBP size as a baseline in the
evaluation. More importantly, SSBP does not need to change its original hash-based indexing,
unlike state-of-the-art solutions that use randomized and complex indexing for transient execution
attack mitigation [171]. Although the fully-associative virtual table needs to be accessed before

accessing the SSBP, this additional search does not cause significant performance degradation
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Figure 4.4. SSBP with optimized S-VLT.

because the memory dependence prediction can start at the decode stage, while the prediction
outcome is not due until the load reaches the issue queue [84]. We further reduce the prediction

latency with an optimized design, in which both tables are accessed in parallel.
Cost-effective S-VLT Design

The Ptr field in the virtual table needs to have logN bits when the SSBP has N entries.
For bigger SSBP tables, the Ptr field is longer, and may incur additional area overhead. On the
other hand, the predictor states (i.e., counters) of each SSBP entry use only 8 bits. If SSBP has
more than 256 entries (which requires 8 bits in Ptr), the Ptr field is longer than the Counters field
in the SSBP. Thus, instead of storing the pointers to the SSBP entry, in the optimized S-VLT
design, we directly store the counters in the virtual table. As in the baseline S-VLT, an SSBP
entry is shared by multiple processes. Only when a sharer process needs an isolated entry upon a
misspeculation, an entry is created in the virtual table. Unlike the baseline S-VLT, the virtual
table entry stores the counter values; SSBP does not map a new entry. From then on, the sharer

process uses the virtual table entry for prediction.
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As the virtual table is no longer a mapping table but an additional SSBP storage, we can
look up the virtual table and the SSBP in parallel. Figure 4.4 shows the optimized architecture. To
predict if a load should bypass outstanding stores, both the virtual table and SSBP are searched in
parallel. If an entry is found in the virtual table, the counters in that entry are used for prediction.
Otherwise, the SSBP entry is used for prediction. Though the virtual table uses fully-associative
mapping, thanks to its small size and the parallel lookup, the optimized S-VLT does not incur

any delay over the SSBP access latency, according to our CACTI measurement.

4.4.3 Timer for Secure Resource Replacement

Self-Replacement for Secure Resource Utilization

So far, we discussed how SSBP and virtual table entries are owned and shared across
processes. To make the resource sharing secure, we also need to design a safe replacement policy.
If a process can evict another process’s entry to acquire a new entry, a new attack model could
be designed that intentionally victimizes a certain process’s entries. Thus, we allow a process to
replace one of its own entries only (i.e., self-replacement). Among the entries of its own, each
process replaces one of the most inactive entries. To do that, we design a Timer, which tracks the
access activities.

Timer can be designed in various ways. One way would be to track the Least Recently
Used (LRU) entry among each process’s owned entries. Though it may be effective to release the
most inactive entry, LRU is costly to implement because all entries owned by a process should
update their timer values whenever any of the entries are accessed. Instead, we use a lightweight
reference-bit-based activity checking, inspired by the operating system’s page activity tracking
method [63]. We add a one-bit Reference field per SSBP entry. Each process sets the reference
bit of an entry that it owns whenever it accesses it. Then, when the process needs a new entry,
it replaces one of its own entries that does not have the Reference bit set. The Reference bit is
periodically reset. If all of its entries have Reference bit set, a process randomly selects one of

its own entries for replacement.
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If a process does not have any entry to replace (i.e., the process has not occupied any
entries before) and there is no available entry, the process falls back to not use predictions and
makes the load not to bypass any earlier stores. Note that this does not stall the process’s
execution. Only the timing of load execution is delayed until all prior store addresses are

calculated.
Self-Invalidation for Resource Starvation Avoidance

Though our proposed self-replacement policy limits the cross-process interference by
allowing each process to evict its own entries, when few processes occupy all entries, other
processes cannot enjoy the performance benefits of SSBP prediction, and the delayed load
executions could induce a timing side channel. To tackle this, we propose to make each process
voluntarily release (i.e., self-invalidate) its own entries after a certain time period. The released
entries can be reused by any process. As processes cannot invalidate other processes’ entries,
this approach reduces the risk of being leveraged by another attack model. To implement the
self-invalidation, we leverage the Timer approach. In our Timer-based replacement policy, the
Reference bits are periodically reset, and the processes reuse one of their own entries that have
not been accessed since the reset time. By extending this mechanism, each process periodically
checks its owned entries and releases the entries that have not been accessed since reset time,
even when they do not need a new entry.

The checking interval is set in terms of SSBP accesses per process. Note that counting the
total SSBP accesses across processes (i.e., a global Timer) might be insecure in self-invalidation,
because a malicious process could access all its entries frequently and make the global Timer
reach the checking interval quickly with the intention to invalidate the victim process’s entries.
To count the number of SSBP accesses and check if it reaches the checking interval, we add
a counter per process. The counter can be implemented with one 32-bit register per process.
Whenever an SSBP entry is accessed by an owner process, the counter is incremented. Then, the

counter value is compared with the pre-determined checking interval threshold. If the values

82



match, we invalidate all the SSBP entries owned by the process that have the reference bit unset.
Both the entry’s Valid field and Counters field are reset to zero so that another process can claim
this entry. The checking interval threshold is set to a bigger value than the number of SSBP
entries so that the entries are not released before the predictors are fully trained.

Corner Case Handling: In case some processes terminate while leaving their owned
entries unreleased, those entries cannot be released because the access counter can’t reach the
interval threshold. To resolve this problem, we can use two solutions: self-cleanup and periodic
garbage collection. In the self-cleanup, when a process terminates, its owned SSBP entries are
also released altogether. In the periodic garbage collection, SSBP entries are checked periodically
(e.g., every several context switches) and the entries that are not owned by active processes are
released. We use garbage collection in our evaluation.

Alternative Design: While the private counter-based self-invalidation reduces cross-
process intervention, some malicious processes could still own all SSBP entries and never release
them by quickly accessing all of them before the checking interval threshold. To prevent this,
we can consider an alternative design at the cost of area overhead. Instead of recording the
activity, we record the time when each entry is owned. Then, we periodically scan the SSBP
and release the entries that have been allocated longer than a threshold period of time. By
eliminating the activity factor from the release condition, attackers cannot manipulate the release
of the entries. Furthermore, if we change the release interval periodically to a randomly chosen
number, attackers cannot estimate the timing of release, and hence the risk of starvation can be
significantly reduced. One drawback of this randomization approach is the area overhead. The
private counter-based self-invalidation needs one bit for the Reference field. On the other hand,
the alternative designs need to have a longer Reference field to store the time of ownership. For
example, if clock cycle count is used, the cycle count can easily span several billion, so the field

may need to be at least 32 bits or longer. We evaluate both solutions in our experiments.
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4.4.4 Support for simultaneous multi-threading (SMT)

SMT is used by modern processors for better parallelism and resource utilization. With
SMT, one physical CPU core can work like multiple logical cores. The logical cores share
the hardware resources provided by the physical core. Due to this intra-core resource sharing,
security concerns have been raised by several studies [49, 157, 42, 88, 148]. SMT makes the
sharing of hardware resources easier to realize, increasing the attack surface of many attacks.
SCPC is not vulnerable to cross-SMT attacks because the Spectre-CTL paper reverse engineered
that AMD processors employ a separate SSBP per logical core [102]. Even when an SSBP is
shared across logical cores, SCPC can still effectively mitigate Spectre-CTL as the selective
SSBP entry isolation happens immediately when a process encounters a state transition, and
the isolation is enforced with PID. Mitigations like flushing cannot protect against cross-SMT

attacks because flushing only occurs at context switch boundaries.

4.4.5 Generality

Though we designed SCPC by considering the architecture of SSBP, the proposed
mechanisms, the selective isolation and self-invalidation, can be more broadly applied to similar
attacks. SCPC can be tailored to mitigate the transient execution attacks that leverage the cross-
process shared resource aliasing to infer secrets from the updates of the aliased resource contents.

We demonstrate and evaluate the effectiveness with BHT in Section 4.6.

4.4.6 Hardware Overhead

SCPC adds a virtual table and three new fields per entry in the SSBP table. The baseline
512-entry SSBP is 768 bytes as each entry stores an 8-bit counter and a 4-bit tag. The SSBP
with S-VLT is 1152 bytes, where each of the 512 entries has a 12-bit PID, a 1-bit Valid field, and
a 1-bit Reference field. The virtual table is 256 bytes, where each of the 64 entries has a 9-bit
Hashed IPA field, a 12-bit PID, a 1-bit Valid field, a 1-bit reference field, and a 9-bit Ptr. Besides

that, a 2-to-1 MUX and a 32-bit timer per process are added.
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Table 4.1. gem5 Simulation Configuration

| Parameter | Configuration
ISA ARMvS
Frequency 3 GHz

Processor type | 8-decode,8-issue,8-commit
ROB/LDQ/STQ | 192/32/32 entries

L1 ICache 32KB, 4-way, 64B line

L1 DCache 48KB, 4-way, 64B line

L2 Cache 512KB, 16-way, 64B line
DRAM 2GB, Dual Channel DDR4 2400
SSBP 512 entries, 2-way set associative
Virtual table 64 entries, fully-associative
Kernel linux-kernel-5.4.49

Table 4.2. 8-Workloads Mixtures: SSBP access intensity of each benchmark is in parentheses (h:
high, m: medium, 1: low).

ID Benchmarks

Mix-1 | mcfr (h), parest_r (h), xz_r (1), bwaves_r (m), cactuBSSN_r (m), om-
netpp_r (m), xalancbmk _r (1), imagick r (1)

Mix-2 | parest_r (h), leela_r (h), povray_r (h), bwaves_r (m), exchange2_r (m),
nab_r (m), roms_r (1), xalancbmk_r (1)

Mix-3 | povray.r (h), parestr (h), leela_r (h), blender_r (m), deepsjeng_r (m),
nab_r (m), Ibm _r (1), roms_r (1)

Mix-4 | mcf_r (h), blender_r (m), omnetpp_r (m), deepsjeng_r (m), nab_r (m),
xz_r (1), xalancbmk_r (1), Ibm_r (1)

Mix-5 | mcf_r (h), parest_r (h), blender_r (m), omnetpp_r (m), cactuBSSN_r (m),
exchange?2 r (m), namd_r (1), xz_r (1)

Mix-6 | leela_r (h), povray_r (h), exchange2 r (m), bwaves_r (m), nab_r (m),
cactuBSSN _r (m) , xalancbmk 1 (1), roms_r (1)

4.5 Evaluation

4.5.1 Methodology

We model the proposed SCPC using a full system simulator, gem5 [107]. Gem) is
configured as shown in Table 4.1. To understand the effectiveness of SCPC for cross-process
collision-based attacks, we run eight applications concurrently for each evaluation. Applications
from SPEC CPU2017 [52] are grouped based on the SSBP access intensity, as shown in Table 4.2.
We fast-forward the first one billion instructions and collect simulation statistics for the next

2 billion instructions. For S-VLT, the virtual table has 12.5% of the total SSBP entries. We
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Figure 4.5. Overall performance comparison normalized by baseline (lower is better).

evaluated SCPC with optimized S-VLT. We measured the latency of accessing a 64-entry fully-
associative virtual table and a 512-entry 2-way set-associative SSBP with CACTIv7.0 and found
that both take 3-cycle access latency. Since the virtual table and the SSBP are accessed in parallel
under the optimized S-VLT architecture, we did not add extra delay for accessing virtual table.

We compare SCPC against an insecure baseline and several existing mitigations:

1. Flush: SSBP is flushed to all 0’s upon each context switch. SSBP with 0’s means all loads
are predicted to be independent (bypassing all stores) so this might increase the number of
transient windows and reduce attacker’s effort. But, the counter values are not propagated

among processes.

2. SecSMT [143]: We adapted the SecSMT’s adaptive partitioning for SSBP by partitioning

the SSBP based on the runtime application demand.

3. HyBP [171]: HyBP protects branch predictor tables with a mixture of replication and
index randomization. We adapted this defense for SSBP by using a randomized index
keys table (codebook) with the same number of entries as the SSBP. The codebook is
periodically re-encrypted with a 263-cycle overhead. Each load first uses the baseline
SSBP index to get a random index key from the codebook and that key is XORed with the
baseline index to get the encrypted index. The counters and tags are also encrypted with a

content key.

4. SSBD: This design is an AMD-provided mitigation that completely disables the SSBP
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structure to avoid store bypassing. Loads are serialized and must wait for all the older

stores’ data addresses to be resolved before issuing.

5. STT [166]: STT is a generic spectre mitigation that allows forward progress in a spec-
ulative window as long as any speculatively read data does not reach any transmitter

instruction that encodes the data in a covert channel.

4.5.2 Performance overhead

We compare SCPC performance with the six mitigation solutions listed in Section 4.5.1
and we normalize values against the insecure baseline design. Figure 4.5 shows the normalized
cycles per instruction (CPI) results when tested with a 512-entry SSBP with a 64-entry virtual
table. Overall, most mitigation methods show non-trivial performance overhead, except Flush
and SCPC. STT incurs the highest performance overhead of 30% because it generically tries to
secure both branch and memory dependency speculation. But in absence of safe instructions
in between the data load instruction and the transmitter instruction, STT in essence can incur
similar performance overhead as fencing-based mitigations. The overhead of HyBP comes from
the increased latency of choosing a random encrypted index for each load. SCPC also has a
virtual table lookup overhead, but the latency of this table lookup is hidden as both the virtual
table and the SSBP are looked up in parallel, and both lookups take 3 cycles. On the other hand,
when SSBP is disabled, the SSBD design, the performance drops by 8% on average, and up to
12% in the worst case. This means that many independent load-store pairs are unnecessarily
stalled without SSBP. Therefore, SSBP is an essential optimization component in the core design,

which justifies our mitigation efforts.

4.5.3 Security Evaluation

To evaluate the effectiveness of different mitigations along with SCPC, we take inspiration
from proof-of-concept (PoC)-based attack evaluation for branch predictor in [171] and adapt

it for SSBP. In the PoC attack, the victim has 20 dependent load-store pairs and each of them
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(No Mitigation)
Mitigations

Figure 4.6. Effectiveness of mitigations: successful attacks out of 2K attempts triggered by the
same PoC-based attack gadget.

are executed 4 times while the attacker runs many more load-store pairs that are independent
to mistrain the SSBP to bypass stores. In each iteration of this attack, the attacker process tries
to mistrain SSBP entries used by the victim process and induce transient windows in victim
to leak secret data. We define a successful attack as a victim load incorrectly bypasses a store
more than once per iteration due to attacker interference, by following the earlier study [171].
We assume once a successful malicious transient window is triggered, the loaded secret value
can be encoded in any covert channel like cache. We run 100 iterations of this PoC attack with
different mitigations and show the number of successful attacks in Figure 4.6. We excluded
SSBD and STT from this evaluation because SSBD is a security oracle solution and STT 1is
almost impractical due to performance overheads.

Without any mitigation, this PoC leads to 1081 attack successes out of a total of 2000
attack attempts on the insecure baseline. This is because some victim loads could not be
mistrained by the attacker loads as no attacker load coincides with the victim load’s SSBP entry.
SCPC successfully defends against the attack because the loads of victim and attacker that point
to the same SSBP entry are diverged after the first attack attempt. On the other hand, Flush suffers
from even higher success rates than the baseline; 1979 successes. This is because, in Flush, as

long as the attacker can trigger a context switch while the victim is running, it can successfully
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reset all the SSBP entries to zero and eventually when the victim is switched in again, all the
subsequent victim loads are incorrectly predicted to be independent. This technically eases
the attacks because the attacker doesn’t need to spend time to train the target SSBP entries to
predict bypassing; he/she can simply yield to be context switched, then wait for the victim load
to incorrectly bypass a store and encode the secret value to some general purpose covert channels
like cache. Note that, no SSBP collision between victim and attacker is needed for Flushing as far
as the attacker knows where the secret will be encoded in the covert channel. Flushing triggers
the transient window needed for the attack without carefully crafted mistraining. SecSMT and

HyBP are also effective, but some attacks still manage to evade them.

4.5.4 Sensitivity Study
SSBP size

We tested with 512- (default), 256-, and 128-entry SSBPs with 12.5% virtual table size
with the same 6 workload-mixtures from Table 4.2. The average CPI of different mitigations
normalized by the insecure baseline using each table size is shown in Figure 4.7. SCPC incurs
almost 0% performance overhead even with smaller SSBPs, mainly because the SSBP entries
are shared across processes, with a small number of isolated entries maintained in a separate
virtual table. On the other hand, partitioning based SecSMT exhibits a notable performance drop
when a smaller SSBP table is used, due to limited resources provided for each process. SSBD’s

absolute CPI is stable across different SSBP sizes, because SSBD always forces loads to stall.
Virtual table size

We applied SCPC to a 512-entry SSBP using a virtual table with 64, 32, and 16 entries.
All three configurations showed almost zero performance overhead. We also observed no
successful attack from all three configurations. From this result, we can conclude that even a

small 16-entry virtual table can effectively reduce security surface without performance overhead.
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Figure 4.7. Normalized performance with different SSBP sizes.

Concurrency

We also tested how different defense mechanisms react to different concurrencies using
different number of workloads running concurrently in the same core. Along with the 6 mixtures
of 8 concurrent workloads from Table 4.2, we also tested 6 mixtures of 4 concurrent workloads
and 12 mixtures of 2 concurrent workloads. We also tested with another security oracle baseline,
static partitioning (Partition) to understand its efficiency. An SSBP is partitioned into equal
sized chunks so that each workload can use a dedicated entries without any information sharing.
Figure 4.8 shows that partitioning-based mitigations, partition and SecSMT, show notably
higher overhead as concurrency increases. This proves that complete isolation through resource
partitioning cannot be a scalable solution. Due to the increased contention, the potential security
and performance gains can be easily diminished, regardless of static or dynamic methods.
HyBP is also sensitive to the number of workloads. On the other hand, SCPC did not show
a performance drop because of SCPC’s benign sharing and selective isolation can alleviate
resource contention. Both SSBD and STT are also not sensitive to different concurrencies, but

their performance overhead is always worse than the other mitigations.

Timer alternate designs

We compared the two Timer designs, discussed in Section 4.4.3, while varying the release

interval from 100K to 1M per-process SSBP accesses for private counter and the same number
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Figure 4.9. SCPC Performance with various Timer schemes.

of clock cycles for timestamp. Figure 4.9 shows that the lightweight private counter provides
almost identical performance with the timestamp. We did not observe a significant performance
impact of release interval either, which is due to the limited resource contention among the SPEC

benchmark processes.

4.6 Broader Applicability of SCPC

In this section, we demonstrate the general applicability of SCPC besides SSBP with an

example application of the S-VLT approach used on the branch history table (BHT).

4.6.1 Vulnerable Components of TAGE-SC-L Branch Predictor

The state-of-the-art branch predictor, is the TAGE-SC-L [136]. This branch predictor
incorporates various components to be able to capture the most amount of information to make

accurate predictions on a branch direction. There are a total of four components: the global
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predictor, the loop predictor, the tagless predictor and the statistical corrector.

Of those, the components maintaining the branch information learned across processes
thus vulnerable to the cross-process contention-based transient execution are the global predictor
(GP) and the loop predictor (LP). These are the only predictors that use the branch instruction’s
address (PC) and history to generate both a tag and an index for their respective entries. In
contrast, the statistical corrector collects both local and global information and makes predictions
based on a tagless state—similar to a tagless predictor (which does not rely on tag aliasing
to cause collisions). Flushing these structures on a context switch should serve as a sufficient
mitigation without incurring more area overhead. Additionally, the statistical corrector rarely
overrides the global predictor [135].

The GP is a skewed set-associative structure. It leverages the global history register,
implemented as a shift register, to index into several tables of varied history lengths. The global
history register keeps track of the branch direction of the last a few branches. The varied history
lengths are subsets of this register. The GP also uses a subset of the branch instruction address
to construct the index. The other part of the instruction’s address is used to construct a tag. An
access to the GP hits if the tag matches the requested tag. Each entry includes a counter in
which the sign bit indicates the direction in which the branch should be predicted. The counter
increases every time the prediction is correct, and decreases otherwise. If the overall prediction
is incorrect, a new entry is allocated in a prediction table with a longer history than the one that
provided the prediction. To do this, the controller searches for an entry with a zeroed useful
counter in the tables with longer history lengths. The useful counter () tracks how much each
entry contributes to prediction accuracy: it is incremented when the prediction is correct and
decremented otherwise. The branch prediction controller periodically resets this counter to zero.

The loop predictor (LP) is a skewed set-associative table used to predict highly repetitive
branch instructions (i.e., fixed loops) based on their local history. The LP table is indexed using
both the instruction’s address and its history, and it uses a portion of this information as a tag for

entry identification.
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4.6.2 SCPC for Securing TAGE-SC-L

Our objective is to secure the TAGE-SC-L branch predictor by creating a separation
between contexts, in which one process cannot alter the branch prediction of another process.
To accomplish this goal we propose to adapt the S-VLT idea to the GP and LP tables in the
TAGE-SC-L predictor.

We start by describing the changes to the GP table. Leveraging the optimized implemen-
tation of SCPC on the SSBP, the virtual table is implemented as a small structure that is accessed
in parallel to the main GP table and contains the same information as the original structure. The
SCPC virtual table is a fully-associative structure where the tag is constructed using a hash of the
full PC of the branch and a portion of the global history register. Each entry also has an added
field that indicates the PID that first occupies the entry (shown in Figure 4.10). The PID field is
also added to the main table, to identify the owning process.

In the original design, the GP is constructed of several tables that use varying lengths
from the global history register as part of the index. To maintain the same accuracy as the
original design, we also assume the same number of virtual tables as in the main table. The main
difference in the virtual tables is the usage of the global history bits as part of the tags and not
the indexing, given that the tables are fully associative. This design choice is to ensure that no
information is lost from the original design.

The reclamation of entries of the main table remains unchanged. The reclamation process
of the entries in the virtual table relies on the same process as the main table, which uses the u
bit to identify entries that are no longer productive.

For LP, to be able to separate the updating of the information for each process, we
add a new field to the LP table entries, the PID, and also add the virtual table (with the same
modifications as for the GP). This PID information is used to determine if a process is allowed to
update the information in the entry. If the PID is the same as the one in the entry, it is allowed to

update the prediction metadata. Otherwise, a new entry is allocated in the virtual table. Just like
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Figure 4.10. SCPC applied to the Global Predictor of the TAGE-SC-L branch predictor: new
components in green color.

the GP, both tables (the main and virtual tables) are accessed in parallel.

Prediction: During branch prediction, the virtual address of an instruction and the
corresponding history are used to access the GP and the LP. The GP (both main and virtual tables)
uses the global history register, while the LP (both main and virtual tables) uses local history
to find the entry that matches the target tag. This access is done in parallel for both predictors,
the GP and LP. If a match is found in the virtual table, the entry’s prediction takes precedence
over the main tables. Similar to the original design, the entry with the longest history length has
priority. If none of the tags match (neither in the virtual nor main tables), the prediction from the
tagless table is used. Otherwise, whichever table has a matching tag is the one used to produce
the prediction.

Updates: When updating a mispredicted branch, the corresponding entry that provides
the prediction is only updated if the instruction’s PID matches that of the entry. Otherwise, a
new entry is allocated in the virtual table (for either the GP or the LP, according to the original

design).
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Figure 4.11. Performance comparison normalized to the insecure baseline for the branch
predictor.

Insertion: When a branch instruction is mispredicted and none of the entries had a
matching tag, or the entry that provided the prediction has a different PID, the controller inserts
a new entry for the target instruction. Similar to the original design, to find a new entry, the
branch predictor searches for the first entry that has a u counter set to zero. The controller first
searches the entries in the GP virtual tables that have a longer history than the one that provided
the original prediction. If no entries are found, then the controller searches in the main tables
with the same heuristic on the history length. If the branch is determined to be a loop, the same
process is used for the LP. First, the controller tries to allocate a new entry from the virtual table
where an entry has a NULL age (same as in the original design). If no entry is found, then the

main table is searched. If no entries are found, then no new allocations are made.

4.6.3 Performance Evaluation

We compare the performance of our SCPC branch predictor against an insecure baseline.
For our experiments, we use the TAGE-SC-L predictor configured with a 64KB budget. The
virtual table predictors are sized to be 12% of the combined size of the GP and LP tables,
matching the overhead of the SSBP design. To determine whether our modifications introduce

critical path delays in the pipeline, we used CACTIv7.0 [116]. We found that the virtual
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table predictor, which interfaces with the GP tables, lies on the critical path with an access
time of 0.7 ns and a cycle time of 1.2 ns. Holding all other design parameters constant (see
Table 4.1), we model a 4-cycle penalty on all conditional branch instructions to account for
the prediction latency. Figure 4.11 shows the CPI overhead of the SCPC BHT implementation,
normalized to the baseline. On average, we observe a 4% performance overhead, which proves
the efficiency of SCPC, given that branch predictor attack mitigations normally suffer from
significant performance penalty (A state-of-the-art solution reported 0.5 to 21% IPC drop [171]).
Further analysis reveals that the branch misprediction rate remains largely unchanged and that

conditional branch instructions comprise only 9% of the total simulated instructions.

4.7 Related Work

ISA-based mitigations: Many defense mechanisms that address transient execution
attacks have been proposed [157, 54]. Intel and AMD introduced new instructions that restrict
the execution of branches under certain conditions (e.g., IBRS, IBPB) [75, 43, 3]. For the store
bypassing attacks, the existing defenses fall under the pipeline detection and limitation of the
transmission of transient data [106, 155, 166]. These mitigations are effective at hindering the
cross-process attacks that transmit data through transient state but come with high hardware
and performance costs. In contrast, our proposed defense offers lightweight selective isolation
of shared structures without creating interference across processes while also maximizing the
structure’s utilization.

Randomized indexing-based mitigations : Several other pieces of work apply defense
mechanisms into the microarchitecture by either randomizing the indexing function to access
predictors or use the Address Space identifier (ASID) to separate entries across processes [56,
170, 171]. While these defenses result in low overheads and effective mitigations of the targeted
attacks, they are unable to prevent attackers from leveraging cross process information leakage

to steal sensitive data. Even with randomized indexing, there is still interference across context
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switches as new updates modify existing entries. In contrast, our proposed defense mechanism
strictly separates prediction histories across processes without enforcing strict static partitioning,
and leveraging the benefits of adding a level of indirection to eliminate interference.

Indirect indexing-based mitigations : Several studies, such as NewCache [104] also use
indirect mapping for security purposes. NewCache uses a CAM-based mapping table for indirect
cache block indexing to mitigate cache timing side-channel attacks. NewCache effectively
decouples the address of a block from its location in the cache. However, as CAM uses direct
mapping for individual processes, each process can encounter more conflict misses, leading
to a performance overhead. Also, NewCache uses the random replacement policy, where any
entries, regardless of the ownership of the entry, can be selected for replacement. Therefore,
cross-process interference cannot be completely avoided.

Compared to the aforementioned studies, SCPC introduces a novel selective isolation
and self-invalidation to mitigate both information leakage and resource contention. SCPC
mechanisms are also broadly applicable for any attacks that exploit shared prediction outcomes
among processes. Unlike other proactive approaches using resource partitioning, SCPC allows

benign sharing as much as possible, which can support high-performant mitigation strategies.

4.8 Discussion

This paper presents SCPC, the first Spectre-CTL mitigation. By exploiting the fact
that the information leakage is triggered upon the updation of the shared SSBP state, SCPC
incorporates a novel selective isolation (S-VLT). S-VLT allows benign information sharing while
enforcing isolation when a process attempts to update other process’ SSBP entry. For secure
SSBP utilization, SCPC also proposes self-replacement and self-invalidation, which prevent
malicious eviction and resource starvation. Our security and performance evaluations show that

SCPC enforces secure computing with almost zero performance overhead.
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Chapter 5

Ongoing and Future Works

This dissertation demonstrates that performance-oriented design choices in heteroge-
neous computing systems introduce new and often subtle security vulnerabilities across multiple
layers, including machine learning frameworks, accelerator architectures, and processor microar-
chitecture. While the presented work provides concrete attacks and defenses in each of these
domains, it also opens several important directions for future research. This chapter outlines
promising future directions that build upon the insights of this dissertation and aim to advance
the design of secure and robust heterogeneous systems.

Emerging memory technologies, particularly Compute Express Link (CXL)-based mem-
ory disaggregation [59], introduce new dimensions to the security landscape. By decoupling
memory from compute and enabling access to remote memory with higher and more variable
latency, these systems fundamentally alter microarchitectural behavior.

As part of ongoing work, I am currently investigating the security implications of memory
disaggregation enabled by Compute Express Link (CXL) in collaboration with researchers at
Pacific Northwest National Laboratory (PNNL). In this effort, we study how the increased
latency and disaggregated nature of CXL-attached memory affect transient execution attacks.
Our preliminary findings indicate that CXL-based memory can amplify transient execution
windows, thereby increasing the effectiveness of speculative attacks compared to traditional

DRAM-based systems. This observation suggests that emerging memory architectures may
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unintentionally strengthen existing microarchitectural vulnerabilities. We are actively extending
this investigation through both real-system measurements, and a paper describing these findings
is currently under preparation for submission.

Additionally, new defense mechanisms must be designed to account for heterogeneous
memory hierarchies. These may include latency-aware speculative execution controls, secure
memory allocation strategies, and hardware-software co-design approaches that selectively place
sensitive data in low-latency memory regions. Compiler-assisted data placement and prefetching
strategies also present promising directions for mitigating the security risks introduced by

memory disaggregation.
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Chapter 6

Conclusion

Modern heterogeneous computing systems derive their performance and efficiency from
aggressive optimization mechanisms such as transfer learning, speculative execution, hard-
ware specialization, and dynamic power management. However, this dissertation shows that
these same optimizations can also create systematic security vulnerabilities. Across machine
learning systems, edge accelerators, and processor microarchitecture, shared resources and
performance-driven behaviors expose observable signals that attackers can exploit to recover
sensitive information or influence system behavior.

This dissertation presented three case studies that collectively support this thesis. First, it
introduced Decepticon, a model extraction attack that exploits execution fingerprints inherited
from shared pre-trained models. The results showed that transfer learning, while highly effective
for model development, also creates structural similarities that can be used to identify the pre-
trained model and enable high-fidelity reconstruction of a victim model. Second, this dissertation
characterized power and frequency behaviors on edge GPU platforms and demonstrated that
these telemetry signals can be used to build covert channels on commercial devices. These
results reveal that low-level monitoring interfaces, though useful for performance tuning and
debugging, can unintentionally expose a communication medium to adversarial software. Third,
this dissertation proposed SCPC, a low-overhead defense against cross-process collision-based

transient execution attacks. SCPC showed that it is possible to improve isolation in speculative
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execution structures while still preserving most of the performance advantages of modern
processor optimizations.

Taken together, these contributions highlight a common theme: security weaknesses
in modern systems increasingly arise from cross-layer interactions rather than isolated flaws
within a single component. Machine learning frameworks inherit vulnerabilities from their
training methodology, accelerators leak information through power-management behavior, and
processor optimizations expose transient side effects through shared prediction structures. These
findings suggest that securing future heterogeneous systems requires security analysis and
defense mechanisms that span the full stack, from software frameworks and runtime systems to
hardware resource management and microarchitectural state.

This dissertation therefore advocates for a cross-layer approach to secure heterogeneous
computing. Rather than treating performance and security as separate concerns, future system
design must recognize that optimization decisions often reshape the attack surface. Building
robust computing platforms will require hardware-software co-design strategies that explicitly

account for information leakage, observability, and resource sharing.
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