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Editor’s notes:

With the continuous growing of analog circuit complexity, identifying critical
failure modes is of great importance today. This article develops an information-
theoretic framework to rank important parameters based on presilicon data.
The proposed framework is further used to design the optimal test set that
maximizes the probability of observing out-of-specification failures. A
phase-locked loop example is adopted to validate the proposed framework.
—Xin Li, Carnegie Mellon University
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Bl WiTH THE CONTINUED scaling of CMOS technol-
ogy, the complexity of analog/mixed-signal design
has grown over time. Along with bigger and more
complex circuits, we are forced to deal with in-
creasing design uncertainties such as startup con-
ditions; signal and power noise; and process
variation. Slight parametric shifts in analog compo-
nents can cause the output to change significantly
in such a scenario. More importantly, multiple
parameters may interact nonlinearly to cause
out-of-specification failures. Detecting such out-of-
specification failure mechanisms in the presilicon
domain [1] helps, but presilicon assumptions about
design uncertainty may not be entirely accurate.

Color versions of one or more of the figures in this paper are available online
at hitp://iecexplore. ieee.org.
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Moreover, downstream effects of out-of-
specification failures on system-level
performance are not always known,
making postsilicon testing of such fail-
ure mechanisms critical.

It is impossible to test for functional
failures under every possible input and
parametric variation, making design for
test (DfT) indispensable. Identifying
what parameters to control, and what
values to excite, is especially difficult in high-
dimensional, highly nonlinear systems since linearity
and worst case corner assumptions no longer apply.
Traditional sensitivity-based approaches find it diffi-
cult to scale as a result. We instead start with prior
work on identifying presilicon failure mechanisms
[1] and demonstrate a novel way to excite these fail-
ure mechanisms. More specifically, the contributions
made in this work are twofold.

1) We develop an information-theoretic parame-
ter ranking scheme to assist with design-for-test
decisions. This parameter ranking is only
meant to serve as a guide, as designer inter
vention is still required for the actual design of
test structures.

We then demonstrate how a test set can be
selected to maximize the probability of ob-
serving out-ofspecification failures. This holds
true even when dealing with limited design-
fortest budgets as demonstrated on a high-
dimensional phase-locked loop test case.

2)
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|dentifying failure mechanisms

We start by treating the design under test as a sta-
tistical model where any design variable that can af-
fect the outcome is treated as an input distribution.
Individual distributions may be part of the specifica-
tion (e.g., input jitter and voltage swing), obtained
from measurement data (e.g., process parameters) or
may simply reflect a designer’s belief about a system
(e.g., input signal expectations). Treating circuit pa-
rameters as statistical quantities is actually common
practice in areas such as yield estimation [2]-[4].

Assuming there are m such parameters, every
point in this joint parameter space x € X is a multidi-
mensional vector of the form {xi,...,x;,}. Of these,
k < m parameters will be controllable in the post-
silicon domain and may be represented as
¢ ={x1,...,xx}. The remaining parameters ¢|c =
{Xp41,...,Xm} are uncontrollable. The set of all
legal values of ce C is the

failure region R; in [1] already contains some
amount of information regarding a given parame-
ter x;. If the parameter x; is critical for region R;,
[aj, bjj] does not default to [—oco,00], where g; <
x; < b; defines bounds for x; in R;. Removing these
bounds from region R; might cause the resulting
region (denoted by R; ) to additionally encom-
pass many nonfailure points.

For example, let us assume that a circuit has
two parameters x; and x; and the circuit only fails
if one of the parameters (let us say x;) exceeds a
certain bound a;. This means that failure region
Ry = {x1,x2|x1 > a1} is made up entirely of failure
points. Removing this bound from R; would cause
the resulting region R;_,, to encompass many non-
failure points (meaning that its population is not
as pure). On the other hand, the presence or ab-
sence of xo makes no difference as the failure

controllable space.
Being able to predict the

probability of functional fail- ™
ure P(F|x) at a given point in
the parameter space x € X is
critical to both contributions «
detailed in this work. The sim-
plest such knowledge repre-
sentation scheme is a set of
hypercubes lying in a high-
dimensional parameter space
such as the 2-D example in
Figure 1. Such “failure regions”
of the form R; = Nja; < x; < b,/
can be constructed from simu-
lation data using standard ma- -
chine learning algorithms [1].
While any model that returns
P(F|x) may be used for the
purpose of failure excitation,
an advantage to the “failure-
region”-based approach is that
it is easy to map chosen tests ?

to preidentified failure modes.

Parameter ranking

In this section, we describe

how the failure regions we dis-
cuss previously may be used
to rank parameters to guide
design-fortest decisions. Each

September/October 2016

Figure 1. Region primitives: Two-dimensional example. X1 and X2 are
two independent Gaussian parameters. Regions that do not satisfy
specifications are marked in red. Each rectangle corresponds to a
failure region primitive we wish to generate.
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mechanism is determined by the value of x
alone. Clearly, x; is a better choice for a design-
fortest structure than xsy in this case.

Since all our circuit parameters have been
modeled as random variables with known distribu-
tions, this concept can be more formally captured
by the expected information gain [5]. Information-
gain-based feature selection has been extensively
studied in decision tree algorithms [6] and can be
easily extended to ranking circuit parameters. To
do so, we must first describe entropy which serves
as a measure of impurity within a given region. In
our case, this measure reduces to

HR) ==Y phlR)logp(hlR) (1)

fe(f.f)

where f (fail) and f (pass) are the two classes of
observations in the training data set indicating

whether specifications are violated. p(f|R;) is the
proportion of observations belonging to class £, in
R;. The value of H is highest when p(f|R;) = 0.5
and lowest when p(£|R;) =1 or 0. For example,
P(f|R1) in the 2-D example described earlier is 1
meaning that H(R;) = 0.

Intuitively, if the addition of the bound g; <
X; < by helps reduce the entropy of R;_,,, parame-
ter x; is critical in defining R;. The expected infor
mation gain from the introduction of parameter x;
to region R;_y; is given by

G(Riy) =H(Ri) = H(Royly) @

with the entropy of R;,, when split using
a;j < x; < by, and H(R;_y|x;) can be evaluated as

H(Royby)= > p(olRy )H(Ryl) (3

vevals(x;)

where vals(x;) can take one of

X2

X R

+

two values [a;;, b;] (bounds for
X; in R;) or [—oo,00] — [aj, bj]
(entire legal range of values
excluding the obtained
bounds for x;).

IG(R;—|x;) also refers to the
information lost if parameter x;
is removed from R; which gives
us the relative importance of
parameters in a given region
R,. 1If we were to obtain
IG(Ri—y|x;) Vi, we can then
evaluate IG(R|x;) over the en-
tire set of regions as

]G(R|Xj) =
R{Ry,....Rn}

P(Ris J1G(Ris ;).

Ranking parameters in de-
creasing order of IG(R|x;) thus
allows us to identify which pa-
rameters were most important

€Y

in describing the set of failure
3 regions.
It is to be noted that this
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Figure 2. Selecting values for controllable test parameters. X1 is the
controllable parameter. For every sampled point on X1, the expected
uncertainty along X2 is demonstrated. The expected uncertainty is

based on presilicon assumptions.

manner of ranking is an arti-
fact of the failure rules and not
the circuit itself and is there-
fore not perfect. Notably, the
information gain may be
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biased when applied to parameters that can take
on a large number of distinct values. This occurs
piecewise R =
Nja; < x; < b; need too many regions to capture
complex interactions. Since we are dealing with
low failure probabilities, this does not prove to be
a problem in our case.

when the constant bounds

Test set selection to maximize
observed failures

Implementing DfT structures where we can vary
the value of a parameter over its entire legal range
is usually very expensive. Practically, DfT structures
are designed to operate in one of a few different
modes which can be controlled with a digital
knob. Effectively, the continuous space C gets dis-
cretized into a finite set of controllable points
S C C. The goal of test-set selection is to pick a set
of ¢ points C c S such that the probability of excit-
ing a failure P(F|C) is maximized.

Intuitively, we simply wish to boost the number
of points falling within the set of failure regions R;
instead of dealing with P(F|c,¢). This is empirically
demonstrated in Figure 2. An added benefit of a
failure-region-based approach is that it now be-
comes possible to ensure that both R; and R;
(where i # ) have a nonzero probability of being
covered by C [as compared to just maximizing
P(F|C)]. This is possible even if the effect of un-
controllable dimensions is higher for R;.

More formally, we wish to sample a set of points
C C S such that the probability of exciting regions

R={Ri,...,Rn}, P(R|C’) is maximized. To do so,
we observe that
P(Rlc) = > P(Rlc,c)p(clc) (5)
ceC
P(RIC) = P(Rlc) (6)
ceC

where P(R|c,c) is either 0 or 1 depending on
whether x = {c,c} € R, and p(c|c) represents the
expected distribution along the uncontrollable di-
mensions for a given controllable point c.

In the presilicon domain, both p(c) and p(c|c)
are approximately known (based on certain as-
sumptions). This leaves P(F|c,c) = P(F|x) that
can be directly ascertained from any failure
model as described previously. Thus, test-set selec-
tion using failure regions can be performed in two
steps: 1) Monte Carlo sampling over ¢ € C to
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estimate P (R|c) over all candidate test points
c €S; and 2) maximize P(R|C) by sampling ¢ € C
with probability P(R|c). The pseudocode in Algo-
rithm 1 performs both these functions.

Algorithm 1: GenTestParams (p(C),p(C|C),R =

{R1,...,Rn})

1: S« sample c € C with probability p(c)

2: forceSdo

3: S « sample ¢ € C using p(c|c)

4: for ¢ € S do

5: if {c,c} € R then

6: P(R|c,T) «— 1

7 Else

8: P(R|c,C) < 0O

9: end if

10: end for

11: P(RI6) — Yees P(RIcOP(El0

12:  end for

13: C«—sample ceS with probability
P(RIC)/ S s P(RIC)

Computation of P(R|c) for every c €S forms
the majority of pseudocode given in Algorithm 1
(lines 2-12). The inner loop (lines 4-10) com-
putes P(R|c,c) Vcle. The outer loop computes
P(R|c) Vc € S. Line 1 simply generates the candi-
date set S. Line 13 picks C from S using
P(R|c) VceS.

It is to be noted that the simplest way to maxi-
mize (6) is by simply ranking all ¢ € S by P(R|c) and
picking the first ¢ controllable points. Howevey, this
may cause C to be concentrated in debugging a sin-
gle failure mechanism. Instead, we use a weighted
sampling scheme [7] where the probability of se-
lecting ¢ € S is proportional to P(R|c). Points with
the highest P(R|c), of course, have the highest prob-
ability of being selected where P(R|c) = 0 will en-
sure that a point is never selected. The goal here
is to ensure that C is not completely clustered
around the same failure mechanism as that is not
very interesting from a debug perspective.

It is to be noted that the “failure regions” (or
any other alternate knowledge representation)
need not be perfect. This is because the observed
P(F|c) during actual measurements will show a
high degree of variance due to small sample size,
given the effect of the uncontrollable parameters.
This variance is far larger than the error arising
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Parameter Space

SPICE level netlist

Property Space

Input frequency Settling time

Input jitter Fin Output frequency
Divider Ratio —»|  pPhase [ Charge Voltage Fout Peakto-peak voltage
Supply voltage Frequency Pump > Filter > Controlled » | Max overshoot
Channel lengths (31) Detector [, Osciliator Duty cycle

Filter R,C (3) Jitter

Temperature I . g 1, Rise time

Output load 1 equeney e I Fall time

Total: 40 parameters

Integer-N Phase Locked Loop (PLL)

Total: 8 properties

Figure 3. Test case setup.
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from an imperfect presilicon model. As long as the
most important trends are captured, the computa-
tional cost of building an exact presilicon model
far outweighs the benefits.

Results

The basic structure of our phase-locked loop
test case is described in Figure 3. The parameters
are chosen so as to demonstrate the versatility of
the proposed methodology. Specifically, the ability
to deal with multiple parameter distributions (cir
cuit parameters such as channel lengths and filter
Rs and Cs are Gaussian; everything else is uni-
form) and a mix of discrete and uniform data
types (divider ratio is discrete; everything else is
continuous) is demonstrated. Last, correlations be-
tween parameters have been modeled either ex-
plicitly (by defining the joint distribution in such a
manner) or implicitly (as a part of the SPICE
models used in simulation). For example, transistor
channel lengths display both systematic and ran-
dom variations.

An out-ofspecification response along any of
our output properties is considered to be a para-
metric fault. Some of these properties depend on
the input parameters as well. For example, the out-
put frequency specification depends on both the
input frequency and the divider ratio. The objec-
tive of this work is simply to maximize the proba-
bility of observing such failures, especially in the
presence of nonlinear interactions. Since the prob-
ability is highly dependent upon parameter distri-
butions, we assume that chosen controllable
parameters are only varied in their legal range of
operation. We do not excite parameters outside

their input specifications, since that means exciting
failures we are not really interested in.

Parameter ranking

The parameter rankings for PLL1 and PLL2
are listed in Tables 1 and 2, respectively. Optimally,
our design-fortest structures would allow for control-
lability of all these parameters. However, process re-
lated parameters such as R, C values and channel

|
Table 1 Top five parameters in PLL1 ranked based
on the importance metric described in text.

Parameter IG(R|parameter)

CH 0.0307
DividerRatio 0.0157
R1 0.0129
InputdJitter 0.0102
InputFrequency 0.0046

|

Table 2 Top five parameters in PLL2 ranked based
on the importance metric described in text.

Parameter 1G(R|parameter)
DividerRatio 0.0765
InputFrequency 0.0359
VDD 0.0098
LCP5 0.0069
Cc2 0.0065

IEEE Design & Test
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lengths are hard to control in practice though experi-
ments show up to a 5x increase in P(R|C) should we
be able to control these parameters. For the purpose
of this article, we assume that the same four parame-
ters (input frequency, divider ratio, supply voltage,
and temperature) are controllable for both variants
of the test case PLL1 and PLL2.

As can be seen, the choice of DividerRatio and
(to a lesser extent) InputFrequency as controllable
parameters was justified for PLL1. The remaining
three parameters identified as important are un-
controllable by their very nature. Once again, this
analysis is based upon the legal range of operation
for both DividerRatio and InputFrequency. If the in-
put specifications change, this ranking would
change as well.

PLL2 on the other hand has DividerRatio, Input-
Frequency, and the Supply Voltage VDD as the top
three parameters, i.e., the testset selection can be
expected to perform a lot better for PLL2. Our re-
sults justify this expectation. The rankings for PLL2
are particularly significant since the generated fail-
ure regions are numerous and hard to analyze
manually. The parameter ranking is not just desir-
able but indispensable in this case.

Test set selection

Assuming that the failure regions [1] form a
fault dictionary we wish to exercise, P(R|C) =
Y et P(R|c)p(c|C) gives us a good indicator of the
number of failures we should expect to see when
exercising C. Comparing P(R|C) with P(R|S) also
gives us an indicator of how good we expect the
test set to be, compared to randomly sampling
the test plan. Since we are dealing with a very lim-
ited test budget (20 points), there may be a high

1.5

m Randomly Sampled P(RIS) m Proposed Approach P(RIC)

P(R) in % -

1.1

1.2 1.3 2

Region Number >

Figure 4. PLL1 test-set selection. Probabilities of
regions demarcated by one or more controllable
parameters are effectively boosted. If the region is
bounded by uncontrollable elements alone, no test
set can perform better than randomly sampling

the test plan.

degree of variability for a single experiment. As a
result, the comparisons in Figures 4 and 5 are
based on the failure rates averaged over 100 inde-
pendent experiments.

The effect of applying our test-set selection meth-
odology on PLL1 is shown in Figure 4. The reason
why some regions are boosted more effectively than
others becomes immediately obvious if we refer to
the parameter ranking in Table 1. The most impor
tant controllable parameter happens to be the
DividerRatio. As a result, rules demarcated by
DividerRatio (R, and Rs) are boosted more effec-
tively than the others. On the other hand, some
rules (R;3 and Ry) are not affected at all since they
are not demarcated by any controllable parameter.
Their probability remains unaffected for all test sets.

A similar trend is seen if we run Algorithm 1 on
the failure regions generated for the alternate

m Randomly Sampled P(R|S) m Proposed Approach P(Rlé)

Regions with most controllable parameters

1.3 1.4 1.5 1.6

1.8

1.7 19 (1.10) 1.1

Region Number »

Figure 5. PLL2 test-set selection. Regions with failure probability above 0.5% when excited with
chosen test parameters will be considered statistically significant and used for postsilicon debug.

September/October 2016
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design PLL2 as seen in Figure 5. As expected, rules
which feature the most important parameters from
our parameter ranking in Table 2 are boosted most
effectively as well. Also, given that the DfT for PLL2
is better, we get a much higher chance of observ-
ing failure than with PLL1.

It is to be noted that the proposed methodology
works very well even if the postsilicon reality dif-
fers significantly from presilicon expectations.
While we do not show the detailed analysis here,
the difference between P(R|C) and the observed
probability of failure P(F\C') is negligible unless
the shift in the expected value of an uncontrollable
parameter x; is of the same order of magnitude as
|b,‘j — G,‘j| VR,‘.

IN THIS WORK, we demonstrate a test-set selection
methodology that best uses (possibly approximate)
presilicon knowledge to choose a test set to ex-
cite real silicon with. We also demonstrate an
information-theory-based parameter ranking scheme
that helps in determining which parameters to con-
trol and observe in the first place. These contribu-
tions together allow us to maximize the probability
of observing postsilicon failures even when dealing
with limited measurement budgets and large cir
cuits with highly nonlinear dynamics. More impor-
tantly, it does so in a manner that ensures we are
not testing around a single failure mechanism.
While the contributions detailed in this article are
built upon a simple “failure-region”-based knowl-
edge representation scheme, the algorithms and
methodologies described herein can be easily ex-
tended to use more complex presilicon models. If
interpretability of failure modes is not a concern,
the only bottleneck in doing so may be the compu-
tational cost incurred in querying the (possibly
more expensive) model. [ |
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