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ABSTRACT OF THE THESIS

Developing safety metrics for human-system interaction in heavy-duty automated vehicles

by

Anna Sofia Cosmin-Spanoche

Master of Science in Aerospace Engineering
University of California, Los Angeles, 2024

Professor Ali Mosleh, Chair

Incorporating automated driving technologies in commercial heavy-duty operations aims
to increase traffic efficiency and safety. However, developers, fleet operators, and regulators
must address the unique safety risks that Automated Driving System (ADS) technology
introduce. Potential Heavy-Duty Automated Vehicle (HD-AV) fleet operations envision a team
of human and machine agents, including the ADS, an onboard safety driver, a fleet operations
center, and, in some cases, an onboard safety operator. The complex interactions between these
human and machine agents must be addressed when determining the system’s safety
requirements and design. Safety metrics usually focus on ADS performance, but to adequately
inform system design and safety requirements, these metrics must also focus on human-system

interactions. This work proposes a system model-based approach to develop human-system



interaction metrics focusing on hardware, software, and human impacts on the operational safety

of automated driving system fleets.
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Introduction

Automated driving technology has received significant attention in a variety of
transportation-related applications, including passenger transport, onboard driver assistance
features, and commercial applications Automated driving systems (ADS) and their associated
technologies possess significant implications for transportation, commercial sectors, and legal
frameworks, and the degree to which they are adopted in the future resides heavily on in-depth
identification and response to the risks associated with them. The Society of Automotive
Engineers (SAE) categorizes automation into six levels, ranging from 0 to 5, based on the degree
of human versus automated agent involvement in the Dynamic Driving Task (DDT). At Levels 0
to 2, the human driver is primarily responsible for performing the DDT, albeit with support from
driving assistance features. For Levels 3 and 4, the ADS assumes responsibility for the DDT
within a defined Operational Design Domain (ODD), with varying degrees of fallback
requirements from a human operator. At Level 5, the ADS is capable of performing all DDTs
and fallback functions independently, without restrictions to a specific ODD (SAE International,
2021).

The integration of Automated Driving Systems (ADS) technology into heavy-duty
commercial transport operations is driven by the objectives of reducing traffic collisions and
incidents attributable to human errors, while enhancing efficiency and extending operational
hours (Bhoopalam et al., 2023). Heavy-duty vehicles, defined as those weighing over 26,001
Ibs., encompass buses, construction vehicles, trucks, and other applications. Predominantly,
heavy-duty vehicles are utilized in commercial trucking operations, which account for
approximately 70% of the annual freight tonnage in the United States(Talebian & Mishra, 2022).

Various reports have evaluated the impact of replacing human drivers with automated
1



technologies, estimating crash reduction rates from 50% (Shetty et al., 2022) to 90% (Bonnefon,
2021). Furthermore, the operational hours of commercial trucking are currently restricted by the
Hours-of-Service regulation of the U.S. Department of Transportation (USDOT). Increased
automation could potentially extend these hours towards continuous 24/7 operation.
Additionally, incorporating platooning and live traffic data could enhance fuel efficiency,
thereby reducing operational costs (Talebian & Mishra, 2022). Heavy-duty automated vehicle
(HD-AV) operations can encompass a range of trucking applications, including middle-mile,
drayage, and long-haul, which each present unique challenges, tasks, operational profiles, and
safety requirements. While there are over twenty companies in various stages of HD-AV
development internationally, this technology has not reached deployment on public roads yet.
Therefore, efforts must be directed towards understanding and assessing the new risks that arise
by increasing the number of heavy-duty automated vehicles on the road, expanding their
operational hours, and the use of these emerging technologies.

HD-AV operations currently envision operations within the range of Levels 2-4 of
driving automation, with many planned operations including human agents in some capacity
(Bhoopalam et al., 2023). These agents may serve as fleet operators, safety drivers, or safety
operators. Their roles include performing sections of driving prior to entering the ODD,
conducting control transitions, and responding to emergency scenarios. Therefore, it is critical to
assess the safety implications of these human-ADS interactions. To quantify the safety of HD-
AV systems, a set of metrics including the unique aspects of human-system interaction must be
defined. Guidelines for creating and implementing ADS safety and performance metrics are
detailed in standards such as UL4600, 1SO26262, and SOTIF (International Standardization

Organization., 2018; International Standardization Organization, 2022; UL Standards and



Engagement, 2023).However, these do not fully consider the role of safety drivers in the current
planned use cases of HD-AVs. While current discussions about safety drivers in HD-AVs are
limited to testing phases before public deployment, safety drivers are likely to remain present
during nominal operations due to legal and regulatory requirements. Metrics for assessing ADS
performance are mostly limited to assessing the functional safety of the system itself rather than
operational processes and the hybridity of human-system interactions. Traditional safety metrics,
referred to as lagging metrics, record the occurrence of failure events such as accidents, injuries,
and fatalities. Examples of these metrics include the incident rate per miles driven or number of
fatalities. However, there is growing interest into developing leading metrics, which collect data
related to safety-relevant events that do not lead to a catastrophic event. These surrogate safety
metrics (SSMs), such as Time-To-Collision (TTC), Deceleration Rate to Avoid the Crash
(DRAC), and DeltaV, aim to quantify interactions with other road vehicles during “near misses”
and non-failure events (Wang et al., 2021). Leading metrics may provide further indications of
system safety, enabling standardization and comparison of non-failure events before vehicles
enter public deployment and high-severity incidents occur (Reiman & Pietikdinen, 2012).

A systematic model-based approach is needed to construct metrics related to human-
system interactions in HD-AV operations. Qualitative model-based risk assessment methods
such as CoTA and System-Theoretic Process Analysis (STPA) can serve as a basis to conduct
hazard identification for quantitative risk models used in probabilistic risk assessment (PRA)
such as Event Sequence Diagrams (ESDs) and Fault Trees (FTs). The human-system interaction
in autonomy (H-SIA) method using CoTA models was initially applied to analyze autonomous

maritime vessels with remote operators (Ramos et al., 2020a).



This work aims to explore potential human-system interaction and collaboration metrics
in the context of HD-AV operations. It is structured as follows: a general reference fleet that
covers most commercial HD-AV operations is developed, forming a system breakdown and
definition of operational phases based on system interactions. The system is further decomposed
into scenario-based modeling through ESDs and critical task identification through CoTA. To
analyze the safety of human-system interactions, the models focus on the most critical

interactions between humans and ADS, using this information to construct relevant metrics.

Heavy-Duty Vehicles and ADS

Automated driving technology is becoming increasingly common in various
transportation applications worldwide, including passenger “robotaxi” transport, driver support
features integrated in passenger vehicles, and commercial transport applications. The wide range
of potential large-scale applications have underscored the importance of adequately identifying,
characterizing, and estimating the risks introduced by this new technology in the transportation
environment. The degree of driving automation across applications is varied, depending on the
Dynamic Driving Task (DDT) division and allocation between human and machine agents. The
DDT is defined as the operational and tactical functions required to operate a vehicle in on-road
traffic, however it excludes functions such as trip scheduling and selection of destinations and
waypoints. A description of DDT functions, and whether they are classified as operational or
tactical are given in Table 1. Subtasks 3 and 4 are also referred to as the object and event

detection and response (OEDR).



Table 1: DDT functions.

DDT Description Operational/Tactical
Function
Num.
1 | Lateral vehicle motion control via steering Operational
2 | Longitudinal vehicle motion control via acceleration and Operational
deceleration
3 | Monitoring the driving environment via object and event Operational and
detection, recognition, classification, and response Tactical
preparation
4 | Object and event response execution Operational and
Tactical
5 | Maneuver planning Tactical
6 | Enhancing conspicuity via lighting, sounding the horn, Tactical
signaling, gesturing, etc.

SAE classifies the extent of a vehicle’s automation into six levels, ranging from 0-5.
Levels 0-2 refer to driving assistance features, where the human driver remains in charge of the
DDT. Levels 3-5 gradually transfer the DDTs to the ADS (SAE International, 2021). The ADS
agent is referred to as “the hardware and software that are collectively capable of performing the
entire DDT on a sustained basis, regardless of whether it is limited to a specific Operational
Design Domain (ODD)”. Distinctions between Level 3 and Level 4 reside in that in the former,
the human driver is still responsible for acting as a fallback-ready user. Similarly, Level 4 and
Level 5 differ in that the operation — including DDT fallback — is not restricted to specific ODD
requirements. A summary of the SAE Levels of Autonomy and their relation to DDT and OEDR

tasks are given in Table 2.

Table 2: SAE autonomy levels.

Lat./
Long. DDT
Level | Name Definition Vehicle OEDR ODD
. Fallback
Motion
Control
0 No Driving | The performance by the driver | Driver Driver | Driver N/A
Automation | of the entire DDT, even when
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Level

Name

Definition

Lat./
Long.
Vehicle
Motion
Control

OEDR

DDT
Fallback

ODD

enhanced by active safety
systems.

Driver
Assistance

The sustained and ODD-
specific execution by a driving
automation system of either the
lateral or the longitudinal
vehicle motion control subtask
of the DDT (but not both
simultaneously) with the
expectation that the driver
performs the remainder of the
DDT.

Driver
and
System

Driver

Driver

Limited

Partial
Driving
Automation

The sustained and ODD-
specific execution by a driving
automation system of both the
lateral and longitudinal vehicle
motion control subtasks of the
DDT with the expectation that
the driver completes the OEDR
subtask and supervises the
driving automation system.

System

Driver

Driver

Limited

Conditional
Driving
Automation

The sustained and ODD-
specific performance by an
ADS of the entire DDT with
the expectation that the DDT
fallback-ready user is receptive
to ADS-issued requests to
intervene, as well as to DDT
performance-relevant system
failures in other vehicle
systems and will respond
appropriately.

System

System

Fallback-
ready user
(Becomes
the driver
during
fallback)

Limited

High
Driving
Automation

The sustained and ODD-
specific performance by an
ADS of the entire DDT and
DDT fallback without any
expectation that a user will
need to intervene.

System

System

System

Limited

Full Driving
Automation

The sustained and
unconditional (i.e., not ODD-
specific) performance by an
ADS of the entire DDT and
DDT fallback without any
expectation that a user will
need to intervene.

System

System

System

Unlimited




The development of HD-AVs is a rapidly growing field, with over 20 unique companies
in various stages of innovation internationally. Heavy-duty vehicles are defined as Class 7-8
vehicles, or vehicles weighing over 26,001 pounds (11,794 kg). The classes are denoted by the
limitations of Class 7 being between 26,001 and 33,000 pounds (11,794 to 14,969 kg), and Class
8 being over 33,000 pounds (14,969 kg). The functions that heavy-duty vehicles perform are
varied, ranging from construction vehicles (such as dump trucks and cement mixers) to garbage
trucks, to large transit buses. However, their most common use is in commercial transport
operations, which can be either short-haul or long-haul. These are further categorized into
drayage, freight, less-than-truckload, and intermodal trucking, among other distinctions.

Motivations for the development of ADS include the potential reduction of collisions
caused by human error, increases in commercial transport efficiency, and an eventual
progression toward 24/7 operations. Various media sources have inferred that replacing humans
with automated driving technologies would reduce over 90% of crashes (Bonnefon, 2021).
However, this report notes that this estimate does not imply that the drivers are at fault in all the
associated collision scenarios (Zhai et al., 2023). A more realistic estimate of crash reduction
when replacing humans with automated driving technologies may, in fact, be closer to 50%
(Shetty et al., 2022). Nevertheless, soon, humans will continue to interact with ADS systems as
drivers, passengers, or supervisors, inside and outside of the vehicle.

In the United States, the safe operation of heavy-duty vehicles is principally overseen by
NHTSA, who publish yearly safety reports detailing crash and fatality statistics. In 2021, there
were almost 14 million medium- and heavy-duty vehicles registered. In this year, large trucks

made 9% of all the vehicles involved in fatal traffic crashes despite only making up 5% of all



registered vehicles that year. In addition, 72% of fatal crashes involving a large truck resulted in
an injury or fatality to occupants of another vehicle, compared to 11% being occupants of the
truck. (National Highway Traffic Safety Administration, 2023). To increase reliability and
reduce incidents while also increasing operational coverage, many heavy-duty operators are
exploring ADS as an option. However, efforts must be directed towards understanding and
assessing the new risks that arise by introducing this new technology.

Currently, there are multiple prospective models of HD-AV operations, with levels of
driving automation ranging from 2-4 depending on the specific application. Many of these
contemplate interactions with human operators and safety drivers, either in monitoring roles or
by completing sections of the drive. For instance, shorter-term applications such as “middle
mile” operations consider safety drivers to complete sections of the driving operation prior to
entering and after exiting the ODD. In addition to the safety driver, these commercial operation
contexts may also consider the active participation of a fleet operations center (FOC), and, in
some cases, an additional onboard safety operator. The human operators are not only expected to
interact with the HD-AV during planned sections of the operation, but also to collaborate with
the vehicle in emergency situations, manage planned and unplanned control transitions, and
conduct post-incident procedures.

Control transitions between the human and the ADS occur when there is a limitation of
the ADS capabilities at certain levels of autonomy. A control transition can allow the human to
take control of the vehicle and operate it outside of its ODD, considering, for example,
geographic or weather restrictions, vehicle or sensor failures, and encounters of traffic scenarios
outside of the scope of the ODD. Additionally, while the vehicle is within the ODD, a control

transition can allow the human to transfer control of the driving task to the ADS.



As a convention for this work, when the control is transferred from the driver to the ADS
it is referred to as a “handover”, while when the control is transferred from the ADS to the
driver, it is referred to as a “takeover”. The driver initiates a control transition through physical
mechanisms, either by directly engaging with the steering wheel, brakes, or throttle pedals when
or by requesting a handover through buttons installed in the steering wheel (Camila Correa-
Jullian et al., 2024). For a handover or takeover event to occur, the HD-AV system design must
clearly include the order and coordination of tasks needed to transfer control, and this can be
modeled through a task-based analysis like CoTA.

Since human operators are involved in various stages of HD-AV operations, it is of
interest to analyze the safety implications of the interaction of these human agents with the
vehicles. To support claims that HD-AV systems are safe, data on these systems needs to be
collected, and a set of universal metrics needs to be defined to conduct fair comparisons and

safety assessment.

Metrics to Assess Human-System Interaction

Safety metrics are an effective framework to analyze overall system safety in tandem
with other indicators of risk, and are used in a variety of industries, such as maritime, nuclear,
and aviation. Metrics can either be considered lagging—based on past incidents, or leading—
measuring non-accident scenarios that point to the likelihood of an accident (Reiman &
Pietikdinen, 2012). While crash data is widely used in safety analysis, crashes are relatively rare
occurrences, so it is often difficult to find meaningful patterns due to the limited data points.
Thus, surrogate safety metrics (SSMs) have been developed to measure traffic conflicts, which
are statistically linked to crashes, but do not necessarily result in a crash (Bin-Nun et al., 2023).

In addition, there have been several SSMs developed to analyze ADS performance (Automated
9



Vehicle Safety Consortium, 2021; Wang et al., 2021). SSMs have been proposed to measure and
contrast the driving safety performance of automated vehicles, some stemming from traffic
engineering metrics created for human-driven vehicles, and others proposed following results
from real-life and simulator environments. Some metrics proposed through this analysis include
Time-to-Collision (TTC), which is the time until a collision between two vehicles in the scenario
environment if they maintain present velocities. In addition, Aggressive Driving (AD), a binary
metric, assesses whether an autonomous vehicle performs “repeated maneuvers (longitudinal and
lateral accelerations) above specified thresholds completed by the ego vehicle that are defined as
less safe” (Wishart et al., 2020).

When considering humans operating non-autonomous vehicles, there have been several
onboard driver monitoring systems as part of Advanced Driver Assistance Systems (ADAS)
developed. These systems aim to assess the degree of attention the driver has when manually
driving, through physical cues and eye movements which are analyzed through computer vision
(Masala & Grosso, 2014).In addition there are retroactive self-reported assessment methods,
namely the driving inattention scale (ARDES), which dictates the propensity of drivers to make
attention-related errors. Originally developed in Argentina, ARDES has been validated to
observe cross-cultural driving inattention patterns across various countries including Spain, the
UK, and the USA (Castro et al., 2024).

In addition, there has been research done with regards to takeover requests (TORS) and
the metrics associated with them. These human factors studies have analyzed characteristics like
attention, fatigue, and reaction time, which are all relevant for HD-AV systems. Other studies

have focused on emergency situations, and the associated task load and complexity of takeover

10



events. When providing a full view of operational scenarios, modelling emergency situations is
also important and highlights the criticality of safety metrics.

To develop effective metrics to assess interactions between humans and the ADS system,
analysts and developers should rely on a combination of quantitative and qualitative metrics. For
instance, metrics assessing TORs are based on not only the operator’s reaction time, but also the
quality of the takeover. They are used to identify system and operation design elements that
hinder or enhance the performance of the safety driver and the ADS (DeGuzman et al., 2021;

Morales-Alvarez et al., 2020; Zhang et al., 2019). Sources for human and ADS safety metrics

are shown in Figure 1.

Humans
- Driving Inattention
Scale
- Post Incident
Reports/

ADS
- CAV-Related
Surrogate Safety
Metrics
- Post Incident
Reports
- Post-Shift Data
Collection

Questionnaires
- Driver Behavior
Analytics

Figure 1: Depiction of metric sources for humans and ADS.

Since there has been limited research done into metrics assessing the quality of
interactions between human operators and the ADS system, there is a need to explore metrics
that can help to explain these interactions and compare them across systems. Driving simulators,
such as OpenCDA and CARLA, have been helpful to study aspects of driving including vehicle
functions and behavior, as well as human factors. They are relatively low-cost, safe, and have the
potential to more adequately model potential incidents where there is limited data (Dosovitskiy
etal., 2017; Xu et al., 2021, 2023). Not only do simulators allow for the collection of data
regarding vehicle performance, but when experimenting with safety drivers, certain factors of the

human-system interaction stage can be assessed. Several studies have observed variables like

11



ADS takeover decision-making, trust calibration, and organizational factors that leading to
perception of ADS through data sources like physiological state and post-experiment

questionnaires (Chu et al., 2023).

System Modeling and Hazard ldentification

An operational safety hazard identification methodology developed for complex socio-
technical systems is employed to develop new metrics for human-system interaction. This
structured process combines several risk assessment techniques, including ESDs, CoTA, FTs,
and STPA to analyze the interactions between agents in a complex system and identify hazards.
It was initially developed to study human-system interactions in ADS operations, specifically for
the case of Level 4 fleets used in Mobility as a Service (MaaS) passenger transport providers.
This hazard identification method is divided into three stages: system modelling, scenario
modelling, and hazard identification (Correa-Jullian et al., 2024). The present work utilizes the
first stages of the hazard identification methodology for the HD-AV scenario, applying the ESD
and CoTA steps to derive metrics specifically for human-ADS interactions. Stage 1 includes
modelling the system by defining agents and their high-level tasks (Step 1) and defining
operational phases and the transitions between them (Step 2). Stage 2 (scenario modelling)
involves documenting operational phases through ESDs (Step 3) and modelling tasks and
interactions using CoTA (Step 4). Stage 1 was implemented for the HD-AV system, and a list of
preliminary human-interaction metrics based on the functional breakdown and operational
phases were developed (Cosmin-Spanoche et al., 2024). In this work, Steps 3 and 4 from Stage 2
are implemented to identify and refine the metrics employing a structured, task-oriented

approach. Further details on the method and extended results can be found in (Correa-Jullian et

12



al., 2024). A depiction of the initial tasks utilized to derive metrics and hazard scenarios is shown

in Figure 2.

Agents & subsystems ]

Agent Functional
Breakdown

Functional dependencies |- -

—)[ Dynamic agent functions ]4--'

Operational Phase
Definition

—)[ Phase transition conditions } -~

—)[ Initiating Events ]( -

Operational Phase

Sequence Model >I' Key Events |—> Idem'Lya:';?Q;Level
(ESD) ) ,
—)[ End-States ] .
Agent's Tasks —-)[ Key Event Success ]4 - l
Decomposition ~ ——
Link Task Failures to Risk Reduction
©o™ _)[ Agent goals, tasks & plans l—) Hazard Scenarios > Activities

Figure 2: Operational safety hazard identification methodology.

The first two steps of the method involve modelling the system by performing a
breakdown for each agent and defining operational phases. A generic model of HD-AV
operations was developed by analyzing companies currently developing HD-AV technology and
following NHTSA guidance for ADS system design. The relevant agents in the reference HD-
AV are the ADS, safety driver, safety operator (optionally), and fleet operations center (FOC).
After this, an operational system breakdown was created to model the nominal stages of
operation and transitions between these stages. The tasks leading to stage transitions were further
analyzed through ESDs, and the key events occurring in these ESDs were decomposed into

CoTA models.
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Reference Fleet

In the United States, commercial trucking corporations are primarily structured under two
different paradigms. The first model is led by owner-operators, who are independent contractors
that lease their services to trucking companies or directly to shippers. The second consists of
fleet operators, which rely on companies that own and operate their own fleet of trucks and are
responsible for hiring drivers to operate these vehicles. Operators of a commercial truck must
possess a valid Commercial Driver’s License (CDL) and must undergo extensive background
checks and training prior to operation. The Federal Motor Carrier Safety Administration
(FMCSA) regulates standards relating to commercial trucking, including creating appropriate
CDL tests and enforcing regulations.

For this work, a reference fleet was defined based on a current sample of companies
developing and testing in the HD-AV space. These include Aurora, Kodiak Robotics, Torc
Robotics, TuSimple (which ceased operations in the United States in late 2023), and Ike
(currently acquired by Nuro). Each of these companies were selected because they created and
published a Voluntary Safety Self-Assessment (VSSA), and information on their safety
operations was presented in their respective documents.

Characteristics such as ODD restrictions, vehicle sizing, and human-autonomy teams
were selected to construct a representative model of HD-AVs in the industry. In addition,
guidance from NHTSA for design of ADS systems was employed. Although many existing HD-
AV companies have significant differences in their designs and processes, this general case is
representative of the designs and processes of the short-term development of this industry

(National Highway Traffic Safety Administration, 2017).

14



The reference fleet consists of retrofitted Class 8 commercial vehicles owned by fleet

operators, who are responsible for developing and implementing the ADS (in coordination with

an ADS developer), training safety drivers, and monitoring operations through a fleet operations

center. These vehicles operate on highways and on/off ramps, which are denoted the “middle

mile” for commercial goods transport, as depicted in Figure 3. A summary of characteristics of

the reference fleet are given in Table 3.

O O :
" L
Human Operator Entry Truck Middle Mile" ADS Operation Exit Truck Human Operator
Depot Depot

Figure 3: Depiction of ADS middle mile operations.

Table 3: Reference fleet characteristics.

Reference Fleet
Characteristic

Description

Operational Profile

Highway and on/off ramp operations — “Middle mile” for commercial goods
transport.

Fleet operator owns vehicles and is responsible for training safety drivers.
Pre-shift inspection checklists and special maintenance requirements for
ADS components.

Vehicle Characteristics

Retrofitted Class 8 commercial vehicles (>33,000 Ibs./14,969 kg)

ODD Map Restrictions

Location restricted through geofenced maps.

ODD Road & Weather
Conditions

Highway roads; Fair weather; High visibility conditions; Clear to mild rain

Human-Autonomy
Teams

Case 1: 1 trained onboard safety driver, 1 trained onboard safety operator,
fleet operations center, ADS
Case 2: 1 trained onboard safety driver, fleet operations center, ADS

ADS Capabilities

Take input from sensor data to perform DDT task, automatic detection of
moving to fallback/MRC state, notify driver/operator if approaching limits of
ODD.

The reference HD-AV fleet operates in a restricted ODD with location constrained by

geofenced maps. The ODD is also restricted by weather conditions, with operations taking place

in high visibility and fair-weather conditions, with the most severe weather condition being light

rain. Although the idea of dedicated autonomous lanes has been proposed, ideally HD-AVs
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should be able to operate in mixed traffic scenarios, so those conditions are considered here.

These vehicles operate at a nominal Level 4 of autonomy, which denotes that the vehicle itself

must be able to initiate fallback autonomously if triggered by ODD exits, vehicle safety-critical

failures, and other emergency situations. In the event the HD-AV exits the ODD under

unplanned circumstances a DDT fallback is triggered until a Minimal Risk Condition (MRC) is

achieved. In addition, operations consider the presence of a trained safety driver onboard and, in

some cases, a trained safety operator, to oversee operations and intervene in the vehicle’s

operation for safety reasons (Aurora, 2021; Ike, 2019; Kodiak, 2020; Torc, 2021; TuSimple,

2020).

System Breakdown and High-Level Tasks
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Figure 4: System functional breakdown.
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To analyze the reference fleet’s operations, the operations of the HD-AV system are

broken down into different functional agents. The HD-AV system includes four main agents:
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ADS, safety driver, safety operator (optional), and fleet safety operator. These agents and their

main task categories are defined in Figure 4 and described in depth in the following sections.

ADS

The first agent present in the HD-AV system is the ADS itself, which is the software and

hardware responsible for performing the DDT within the limits of the ODD. The ADS has a

nominal Level 4 of autonomy, which means that it is designed to function without the need for a

human to take over the vehicle while operating within the ODD. The ADS can perform the DDT

fallback to reach MRC if required. However, current operations still require a safety driver to

perform sections of transit outside of the ODD (i.e. before and after middle mile operations) and

provide backup in emergency cases. In addition, the ADS contains a driver monitoring system

(DMS) to assess driver attention(Ayas et al., 2023). A description of the ADS high-level tasks is

shown in Table 4.

Table 4: ADS task categories and descriptions.

Task Category

Description

Inspection

Collect and process sensor input data coming from GPS, camera, radar, and
LiDAR systems.

Vehicle Control

Plan and implement the DDT (Dynamic Driving Task) while the vehicle is
under computer control.

Issue actuation commands to the vehicle, including steering, throttle,
braking, and indicator commands.

Respond to physical inputs from Safety Driver.

Assume fallback state when vehicle begins to exit ODD.

Vehicle Control
Management

Determine autonomy readiness based on road conditions and ODD.
Monitor Safety Driver behavior through DMS.
Inform Safety Driver/Operator about automated system state.

Communication

Communicate with Safety Driver and Operations Center if there is an
unexpected event while ADS is activated.

Vehicle Diagnostics

Assess and report status of vehicle subsystems, both related to ADS and
non-automated systems.
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Safety Driver

The safety driver is a commercial vehicle operator who possesses a valid CDL and has
undergone training for commercial driving operations and interactions with the built-in ADS. It
is expected that the safety driver is trained in identifying the ODD requirements, ADS
limitations, and is instructed on emergency procedures. Their high-level responsibilities include
driving the vehicle outside its ODD and engaging and disengaging the automated driving phase.

A description of the safety driver’s high-level tasks is shown in Table 5.

Table 5: Safety Driver task categories and descriptions.

Task Category Description
Inspection Conduct pre-trip inspection of safety-critical vehicle
systems.
Inspect truck and trailer every time the truck stops.
Monitoring Monitor road and behavior of vehicle.
Autonomy Engage and disengage vehicle’s autonomy system.
Engagement/Disengagement Take control of the vehicle in case of a disengagement.
Manually drive the vehicle when it is outside of its ODD.
Communication Communicate with Operations Center about issues.
Safety Operator

The safety operator is an additional human agent onboard the vehicle in the passenger’s
seat whose responsibility is to monitor road conditions and the state of the HD-AV. These
operators may interact with dedicated Human Machine Interface (HMI) display to identify any
potential issues internally with the ADS or externally in order to warn the safety driver. In
addition, they serve as a party that enables communication between the safety driver and fleet
operations center. In the event the fleet operations do not include a safety operator, the safety
operator’s tasks are incorporated into the safety driver’s responsibilities. A description of the

safety operator’s high-level tasks is shown in Table 6.
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Table 6: Safety Operator task categories and descriptions.

Task Category

Description

Communication

Communicate ADS intentions, status, and misbehavior to Safety Driver.
Communicate with operations center.

Monitoring

Monitor the operation of the ADS via HMI internal display.

Monitor HSI for missed detections, false detections, unsuitable motion plans, and
poor data quality.

Warn safety driver to disengage ADS.

Record notes about system and road conditions and incidents for post-shift debrief.

Fleet Operations Center (FOC)

The fleet operations center is a physical space in which hired operators monitor the HD-

AV fleet in a control room environment. Each fleet operator may be tasked to monitor multiple

HD-AYV systems through a dashboard and provide warnings to safety drivers and/or safety

operators on board. In addition, fleet operators receive incident notifications automatically and

play a role in traffic, route, and accident management. A description of the high-level tasks of the

operators at the fleet operations center is shown in Table 7.

Table 7: Fleet Operations Center task categories and descriptions.

Task Category Description

Backup Perform a backup support role for Safety Driver and Safety Operator.

Supervision Monitor fleet of vehicles and their statuses from control room environment via
dashboard.

Reporting Communicate with Safety Driver/Safety Operator about potential obstacles and

risks coming ahead.

Respond to alerts of Safety Driver inattention.

Warn safety driver to disengage ADS.

Respond to accident scenarios, alert emergency services, and participate in post-
accident debrief.

A summary of the overall HD-AV high-level tasks and their divisions are compared in

Table 10. As shown, the ADS and the driver divide the DDT and related tasks and coordinate

this task allocation based on control transitions (Camila Correa-Jullian et al., 2024). The high-

level tasks are described in Table 8.

19




Table 8: HD-AV high-level task descriptions.

High-Level Task Description

Monitor DDTs Perform Object and Event Detection Tasks

Plan DDTs Perform the planning stage of the Object and Event Reaction tasks
Execute DDTs Perform the execution stage of the Object and Event Reaction.
Control Vehicle Physically control the vehicle.

Monitor Teammate Monitor the state of the driver/operator.

Request Support Request support from other agents to perform shared tasks.
Initiate Control Transitions | Initiate a handover or takeover request.

Four levels of engagement, described in Table 9, are used to categorize the participation

of the agents in each of the high-level tasks.

Table 9: Level of engagement for HD-AV high-level tasks.

Level of Description

Engagement

Always This task is continuously performed or available during the system’s operation

Partial This task is performed temporarily (while the ADS or manual driving is engaged)
or up to a partial degree (the remote operator is engaged with multiple vehicles)

Backup This is a safety-backup task only performed if another agent has failed to perform a
main or temporary task

Never The agent does not perform this task during operation.

Table 10: HD-AV task division summary.

Tasks/Agent ADS Driver | FOC
Monitor DDTs Always | Partial Backup
Plan DDTs Partial | Partial | Never
Execute DDTs Partial Partial Never
Control Vehicle Partial | Partial | Never
Monitor Teammate Always | Always | Partial
Request Support Partial Backup | Backup
Initiate Control Transitions | Always | Always | Never
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Operational Profile

The operation of the reference fleet and the functions each of the human and machine

agents perform may vary depending on certain conditions. For this work, the high-level tasks of

the agents described in the previous section are organized into an operational phase diagram

depicted in Figure 5. A brief description of the five phases is presented specifically for middle

mile HD-AV operations. The operational profile and further modeling stages do not include the

safety operator since it is not present in most planned commercial HD-AV operations.
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Pre-Shift Inspection

The first operational stage of a HD-AV is a pre-shift inspection, which is conducted by
the safety driver prior to beginning the driving shift. This pre-shift inspection is typical for
commercial trucks and involves inspecting safety-critical components (i.e. brakes, fluid levels,
and tire pressure) and tracking this analysis through a standardized checklist. With the
introduction of the ADS, this pre-shift inspection also includes a thorough inspection of the
retrofitted ADS sensors, connectors, and mounts. Additionally, the safety driver is required to
conduct a similar inspection every time the truck stops, for instance: during refueling, mealtimes,
and breaks. If the vehicle is not in adequate condition, it is reported to the fleet operations center
and the vehicle is dispatched to the maintenance operation center (MOC), whose job it is to
conduct any repairs or tests that will render the vehicle operational. If the vehicle is in adequate

condition, it is then approved to move on to begin the shift and proceed to Manual Driving.

Manual Driving

The first section of the driving stage is Manual Driving. The Manual Driving phase refers
to the stage when the safety driver takes full control of the DDT while it is outside the ODD.
This stage can involve navigating non-highway roads leading to the truck depot, or any stage
during the middle-mile journey in which the truck is not in its ODD and the safety driver is in
control of the vehicle. The fleet operations center monitors the vehicle’s location, status, and any
upcoming obstacles on the road. This stage can be interrupted by any incidents outside expected
operations, such as system failures or unplanned route changes. In this stage, the safety driver is
responsible for fallbacks and incident management. If an incident occurs, this stage is

interrupted, and the fleet operations center is notified. The driver monitoring system (DMS),

22



which is a component of the ADS, monitors the drivers to ensure that they are fully aware and

attentive to the driving task at hand.

Manual Driving—Ready to Engage

Manual Driving—Ready to Engage denotes when the vehicle has entered its ODD and
the ADS has determined that it is feasible to activate the automated driving phase, but the safety
driver remains in control. This stage is communicated to the safety driver through a combination
of visual and auditory messages. In this stage, the safety driver decides whether to engage the
Automated Driving. This stage can also occur if the safety driver disengages Automated Driving
for any reason while the vehicle remains in its ODD. The driver has the option to reengage it
while still in the Manual Driving—Ready to Engage phase. The fleet operations center continues
to monitor the vehicle’s location, status, and upcoming obstacles. Like the Manual Driving
phase, the safety driver is responsible for fallbacks and incident management. If an incident

occurs, this stage is interrupted, and the fleet operations center is notified.

Automated Driving Engaged

This stage occurs when the ADS is performing the DDT and is controlling the steering,
brake actuation, and road monitoring. The vehicle enters this stage when the safety driver
activates the automated driving function via a button built into the steering wheel. In this stage,
the safety driver remains in the car and monitors road conditions for any unexpected scenarios.
While the vehicle is in this stage, the ADS is responsible for fallback, but the safety driver can
also intervene and take manual control at this stage. For instance, this can occur when the

triggers for fallback are not autonomously detected. The ADS at this stage also detects when the
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vehicle is nearing the limits of its ODD and alerts the driver with visual and auditory cues in this
case, notifying them to resume manual control. Additionally, if the ADS detects that the driver is
inattentive, the driver and fleet operations center are notified, and they can proceed accordingly.

If the vehicle exits its ODD and the safety driver has not taken control, or if an incident occurs,

then the vehicle enters the Fallback/MRC stage of operations.

Fallback/MRC

The fallback stage can be triggered by several incidents, for instance: internal system
failures, breaches of the ODD environment, rapid changes in weather or road conditions, or
incidents with other vehicles or pedestrians on the road. In the event a DDT fallback is triggered,
it is expected that the ADS plans and implements a DDT fallback strategy, and achieves an MRC
—i.e., the vehicle implements a safe stop, unless the safety driver intervenes to resume Manual
Driving. After an MRC occurs, the post-incident procedures are triggered and the safety driver
and fleet operator decide the course of action to take, whether that be remotely assisting the
vehicle, or recovering it for return to the maintenance operations center. In addition, a post-shift

debrief is conducted to collect information about the fallback trigger and the result of the MRC.

Scenario Modeling through ESDs

The third step of the hazard identification methodology is developing ESDs representing
each operational phase and the transitions. Here the primary focus is developing qualitative
ESDs representing the transitions between the Manual Driving, Ready to Engage, and
Automated Driving operational phases. The critical scenarios modelled were the safety driver
requesting an ADS handover (ESD 1.1), the safety driver performing a take-over (ESD 1.2), the

manual driving phase transitioning to the ready to engage phase (ESD 2.1), and the ADS vehicle
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approaching the ODD limits (ESD 2.2). ESDs 1.1 and 1.2, representing the control transition
events, were adapted from Correa-Jullian et al., 2024, and are provided in the appendix. If an end
state serves as an initiating event for a different ESD, these are noted as transition states. ESDs
2.1-2.2 contain transition states to ESDs 1.1-1.2 depending on if a takeover or handover is
requested. The defined end states in the ESDs, shown in Table 11, denote a successful trip (ES1),
a delayed trip (EF2), or a collision risk (EF3). With real-world and simulation data, quantitative

probabilities and risk levels could be attached to the events and end states in the ESD.

Table 11: End states for ESDs.

End Name Description

State

ES1 Trip completed The HD-AV safely arrives at the destination driven by the ADS agent or
successfully on-board driver.

EF2 Trip is delayed The trip has been interrupted by a failed takeover or handover event,
leading to the driver implementing MRC or the HD-AV implementing
FMS. This can lead to an interruption or delay in the shift.

EF3 Collision risk The ADS agent or the safety driver fails to correctly perform a DDT
fallback, and the HD-AV is at risk of collision. This can refer to collision
with property, another vehicle, or a pedestrian.
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Figure 6: ESD 2.1 — Manual driving.
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Table 12: ESD 2.1 — Event descriptions.

Event Name Agent
2.1 Vehicle cleared to begin shift. -
2-A Driver correctly performs manual driving task outside of ODD. | DRI
2-B ADS correctly detects ODD entrance. ADS
2-C ADS determines that it is safe to engage autonomy. ADS
2-D ADS notifies driver of handover request. ADS
2-E Driver requests handover DRI
2-F Driver correctly performs manual driving task inside ODD DRI
2-G DMS detects driver inattention ADS
2-H DMS alerts driver of inattention. ADS
2-1 Driver responds to alert and is able to complete DDT. DRI
1-J Vehicle can implement FMS. ADS
ESD 1.1 | Driver requests handover. DRI

ESD 2.1, pictured in Figure 6, with events described in Table 12 initiates with the ADS
vehicle being cleared to begin its shift. The safety driver is expected to correctly perform the
manual driving task prior to the vehicle entering the ODD. If the vehicle enters the prescribed
ODD, the ADS detects this entrance and whether it is safe to engage the ADS. If it is deemed
safe (i.e. there is no imminent collision risk and the vehicle remains in the ODD), the ADS
notifies the driver of a handover request. The driver can decide whether to approve the handover
request, which then leads into ESD 1.1. If the driver decides to not approve the handover request,
they are responsible for completing the DDT, even with the vehicle in the ODD. This can also
lead to a successful trip although automated driving was not engaged. If the safety driver does
not correctly perform the DDT, whether this occurs inside or outside of the ODD, the DMS, a
component of the ADS, nominally detects and alerts the driver of inattention. If the driver
responds to the DMS alert and can complete the driving task, then this is denoted as a successful
trip. Alternately, the vehicle can implement FMS in the case of driver inattention, leading to a
trip delay. If the vehicle is unable to successfully implement FMS, this can lead to a vehicle

collision risk.
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Table 13: ESD 2.2 — Event descriptions.
Event Name Agent
2.2 Vehicle approaches limits of ODD. -
2-J ADS detects ODD limit approach. ADS
2-K ADS notifies driver that vehicle is approaching ODD limits and requests takeover. | ADS
2-L Driver detects ODD limit approach and ADS takeover request. DRI
2-M Driver detects ODD limit approach. DRI
2-N Driver performs takeover of vehicle. DRI
1-J Vehicle can implement FMS. ADS
2-0 Vehicle remains in ODD. -
2-P ADS is able to perform the entire DDT within ODD. ADS
1-K Driver detects that DDT-fallback is needed. DRI
2-Q ADS detects ODD limit exit. ADS
2-R ADS notifies driver and FOC that vehicle has exited ODD and requests takeover. | ADS
2-S Driver detects notification of ODD exit and ADS takeover request. DRI
2-T Driver detects ODD limit exit. DRI
2-U FOC detects ODD limit exit. FOC
2-V FOC notifies driver that vehicle has exited ODD. FOC
ESD 1.2 | Driver performs take-over. DRI

The event sequence diagram pictured in Figure 7 and described in Table 13 starts with

automated driving engaged, and the ADS vehicle approaching the limits of the ODD. The ADS

is expected to detect the ODD limit approach and notify the safety driver. The driver may also
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preventatively respond to DDT fallback triggers, independent of whether the ADS alerts the
driver. The safety driver could choose to take over, leading to ESD 1.2. If the driver does not
detect the limit approach, the ADS is expected to implement a failure mitigation strategy (FMS),
which involves allowing the vehicle to come to a safe stop, leading to a trip delay. Hence, the
safety barriers are constructed hierarchically, with the first being ADS detection, then driver
detection and intervention, and finally implementing FMS. If the vehicle exits the ODD, the
ADS is expected to alert the safety driver. Even if the ADS does not detect or alert the driver of
the ODD breach, the safety driver may independently detect and respond to the ODD breach. If
neither the safety driver nor the ADS detect the ODD breach, and the FOC receives a breach
notification, the FOC can notify the driver of the need to perform a takeover. If the FOC does not
detect the ODD breach, there is an issue in performing the takeover, or FMS fails, this may lead

to an unmitigated risk of collision.

Modeling critical tasks through CoTA

The fourth step involves modelling agents’ tasks and interactions through CoTA. CoTA
is a technique which decomposes high-level goals of each agent into a series of tasks and
subtasks to analyze interactions between agents and how they relate to overall goal success. It
decomposes tasks based on Hierarchical Task Analysis (HTA), where tasks are re-described until
fundamental tasks relating to the interactions between agents appear (Ramos et al., 2020D).
These tasks are categorized based on the IDA (Information, Decision, Action) cognitive model
(Chang & Mosleh, 2007). IDA was initially developed for human agents, where tasks are
decomposed into receiving information from a system (1), planning a course of action (D), and
performing the action (A), but it has been also applied to the maritime industry in the context of

Autonomous Ships (AS). Each task and subtask in CoTA is categorized into a series of plans
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which denote the order in which the tasks are carried out. The task categories comprising these

plans are summarized in Table 14.

Table 14: CoTA task plan categories.

Task Type | Symbol | Meaning

Parallel 1//2 Perform Tasks 1 and 2 at all times
Sequential | 1->2 Perform Task 1 then Task 2

Triggered | 1--2 Perform Task 2 only if triggered by Task 1.
Exclusive | lor?2 Perform Task 1 or Task 2.

CoTA models were developed for the Safety Driver, ADS, and FOC agents in this
system. For illustration purposes, simplified versions of the Safety Driver (DRI) and ADS
CoTAs are presented in Figures 8-9, but as needed, connections to other agent CoTAs are shown.
The complete FOC CoTA is shown in Figure 10. Relevant CoTA subtasks used for metric
creation are also shown in the appendix.

The role of the safety driver in the HD-AV was decomposed into six high-level tasks
described in Table 15. These tasks involve continuous monitoring of driving conditions (Task 1)
and communicating with the FOC (Task 6) when required. During the Manual Driving
operational phase, the safety driver is responsible for performing DDT planning and execution
(Task 2). Even while the ADS is engaged, the safety driver is expected to use the information
from Task 1 to determine whether a DDT fallback is needed (Task 3). If a DDT fallback is
needed, Task 3 triggers Task 4, executing the DDT fallback plan. Throughout all operational
phases, the safety driver also interacts with the ADS vehicle (Task 5). The driver monitors the
control status, can request transitions and receives transition requests from the ADS, and transmit
and receive ADS alerts. The safety driver’s Task 5 interfaces with ADS’s Task 5, where the ADS
also monitors control status, can request control transitions, and receive handover requests, and

transmits and receives driver alerts.
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Table 15: Safety Driver CoTA tasks.

Num.

Subtask

Type

Description

Monitor driving
conditions

Parallel

The safety driver performs monitoring tasks during
all phases of operation. This involves monitoring
the ADS vehicle operation, driving environment,
alerts from the ADS vehicle, and communications
from the FOC. Information gathered from this task
supports the other tasks.

Perform DDT
planning and
execution

Triggered

This occurs during the Manual Driving phase or is
triggered by Task 5, when a control transition
occurs to transfer DDT control to the safety driver.
When triggered, the driver uses the information
from task 1 to fully plan and execute the DDT. The
DDT involves employing OEDR functions,
following local traffic rules, and, if necessary,
implementing tactical maneuvers.

Determine if a
DDT fallback is
required

Parallel/ Trigger

At all operational phases, the safety driver
determines if the situation requires a DDT fallback
plan. A DDT fallback plan can be triggered by an
ODD breach or limit approach, a vehicle or sensor
failure, or by a perceived risk of collision.

Execute DDT
fallback plan

Sequential/Triggered

This task is triggered by Task 3. The driver
determines the DDT fallback strategy and
implements a fallback plan. The strategy requires
the driver to assess the vehicle condition and
determine what the end state should be, either
allowing the ADS to continue performing the DDT,
requesting a control transition, or requesting an
emergency stop. Once planned, the driver
implements the fallback plan and evaluates the
outcome.

Interact with the
ADS vehicle

Parallel

The driver continuously receives and transmits
commands to the ADS regarding vehicle control
transitions, emergency stop requests, and
navigational inputs. Additionally, here the driver
manages the vehicle control transitions. The driver
may request control transitions, i.e., driver-initiated
handovers or takeovers and respond to system-
initiated requests.

Communicate
with FOC

Parallel

At all operational phases, the safety driver
communicates with the fleet operations center. For
this task, the safety driver receives communications
from the FOC, plans a response, and then responds
to the FOC.
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Figure 8: Simplified Safety Driver CoTA model.

The role of the ADS in HD-AV operations was decomposed into seven high-level tasks

described in Table 16. These tasks involve continuous analyzing sensor data to observe the

driving environment (Task 1) and performing self-diagnostic tasks to observe ADS operation

(Task 6). During the Automated Driving operational phase, the ADS is responsible for

performing DDT planning and execution (Task 2), determine whether a DDT fallback is needed

(Task 3), and if needed, executing the DDT fallback plan (Task 4). Throughout all operational

phases, the ADS also interacts with the safety driver (Task 5). The ADS transmits and receives

alerts to the driver regarding control transition events, emergency stops, and navigational inputs,
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directly interfacing with Task 5 of the safety driver. Additionally, the ADS communicates with

the safety driver and FOC about ADS and physical vehicle status, also initiating DMS alerts

(Task 7).
Table 16: ADS CoTA tasks.

Num. | Subtask Type Description

1 Perform DDT Parallel The ADS gathers and processes sensor data to gain
OEDR information about the vehicle, environment, and
supporting ODD to support the other parallel tasks.
functions

2 Perform DDT Triggered This task is triggered by Task 5, when a control
planning and transition occurs to transfer DDT control to the
execution ADS. The ADS continuously uses information

from Task 1 to fully plan and execute the DDT.

3 Determine if a Parallel/ Trigger At all operational phases, the ADS continuously
DDT fallback is determines if the situation requires a DDT fallback
required plan, which can be triggered by an ODD breach or

limit approach, a vehicle or sensor failure, a
perceived risk of collision, or by an emergency
stop request initiated by the driver.

4 Execute DDT Sequential/Triggered | This task is triggered by Task 3. The ADS
fallback plan determines the DDT fallback strategy and

implements a fallback plan. The strategy can
involve continuing the DDT, implementing MRC
or SSC. Once planned, the ADS implements the
fallback plan and evaluates the outcome.

5 Interact with Parallel The ADS continuously receives and transmits
safety driver commands to the driver regarding vehicle control

transitions, emergency stop requests, and
navigational inputs.

6 Perform self- Parallel The ADS monitors its subsystems and sensor data
diagnostic tasks to determine if there are any malfunctions in the

hardware or software. To do this, it performs self-
diagnostic tests that notify the driver.

7 Communicate Parallel At all operational phases, the ADS alerts the safety

with safety driver
and FOC

driver and the FOC about ADS status, vehicle
status, and DMS system alerts.
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Figure 9: Simplified ADS CoTA model.

The role of the FOC was decomposed into three high-level tasks described in Table 17.

These tasks involve continuous monitoring of operations (Task 1), including ADS, physical
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vehicle, and driver monitoring alerts. Additionally, the FOC has access to information about

ODD exits so that operators are aware of the physical location and status of the HD-AVs. The

next parallel task is communicating with the driver and ADS (Task 2) about status and vehicle

alerts. If there are any issues outside of nominal operation, the FOC provides a backup support

role and can communicate with the driver about fallback procedures, however the FOC does not

provide direct vehicle input or control. Finally, at all stages the FOC assesses the need for and

initiates incident response support tasks (Task 3). Again, while the FOC does not intervene with

the vehicle, they coordinate with third party individuals that can provide incident support and

coordinate information for a post-incident debrief.

Table 17: FOC CoTA tasks.

Num. | Subtask Type Description
1 Monitor Parallel The FOC views information about ADS, physical vehicle
operations status, and driver status on a control room dashboard. While
this information is limited due to the necessity to monitor
multiple vehicles, the FOC receives the information that is
relevant.
2 Communicate Parallel At all operational phases, the FOC communicates with the
with driver and ADS and the safety driver. The FOC receives DMS alerts and
ADS other communications from the ADS through the dashboard
and verbal communications from the safety driver.
3 Incident Parallel/ | At all operational phases, the FOC continuously determines if
response Triggered | there is a need for incident response, which can be triggered by

a vehicle or sensor failure, a perceived risk of collision, an
actual collision, or by an emergency stop request initiated by
the driver. The FOC communicates with first responders and
coordinates data collection for the debrief. Additionally, if
there is a need to collect the vehicle and transport it back to the
maintenance operations center, the FOC coordinates this aspect
of the incident response.
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Figure 10: Complete FOC CoTA model.

As shown in Tables 15 and 16, the safety driver and ADS are responsible for similar
high-level tasks, such as performing aspects of the DDT planning, execution, and fallback, but
they perform these at different operational phases, dictated by control transitions. The safety
driver performs DRI Task 2 only during the Manual Driving Phase, and the ADS performs ADS
Task 2 only during the Automated Driving Engaged phase. Both the safety driver and ADS can

assess the need for and implement a DDT fallback at any stage of operation. Task 5 for both DRI
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and ADS include the control transitions that lead to changes in the operational state of the
subsystem. The distinction in driver and ADS DDT fallback is that driver DDT fallback can lead
to a takeover request or emergency stop request, but the ADS fallback leads to a Minimal Risk
Condition (MRC) or Stable Stopped Condition (SSC), which are initiated by the vehicle and can
lead to an operational delay.

To demonstrate the interfacing between separate agent CoTAs for the case of takeover
and handover events, the full decomposition of subtask 5.2.1 for the safety driver and ADS is
shown in Figures 11 and 12. Task 5.2.1 is a subtask of Task 5.2, which denotes the “Manage
control transitions” task. This task is divided into managing driver-initiated and system-initiated
control transition events. For the case of driver-initiated takeovers, the driver first determines
whether a takeover is needed or desired using information from DRI Task 5.1.2, which takes
information from DRI Task 1 (driving conditions) and DRI Task 3 (assessing the need for a DDT
fallback). If a takeover is desired, the driver performs the takeover (DRI 5.2.1.1.2), and the ADS
is required to detect the takeover input (ADS 5.2.1.1.1). For the driver-initiated handover, first
the driver determines whether an ADS handover is feasible (DRI 5.2.1.2.1) and initiates a request
(DRI 5.2.1.2.2). This interfaces with ADS 5.2.1.2.1, which is receiving the handover request, and
ADS 5.2.1.2.2, which is the ADS determining whether the handover is feasible. The ADS then
communicates the status of the request, which can be an approval or a denial of the request (ADS
5.2.1.2.3). The driver is responsible for determining whether the handover is approved (DRI
5.2.1.2.3), and if it is approved the ADS performs the desired handover (ADS 5.2.1.2.4). Once
the handover occurs, the ADS transmits a confirmation (ADS 5.2.1.2.5), which the driver is
responsible for detecting (DRI 5.2.1.2.4). It can be noted that a takeover or handover can be

unsuccessful due to a lack of detection, an ADS operation failure, or other issue, and
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unsuccessful rates of takeovers and handovers are quantified. The control transition can be
attempted again after the fact, or if there is a critical issue, the Fallback/MRC stage or an
emergency stop can be triggered. The CoTA provides a structured way to observe agent

interactions on the same hierarchy and assess which of these interactions can point to operational

risks.
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Figure 11: DRI Task 5.2.1 CoTA decomposition.
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Figure 12: ADS Task 5.2.1 CoTA decomposition.
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Table 18: Interface tasks and triggering Events for DRI/ADS CoTA 5.2.1.

Agent | Task Num. | Task

DRI 5.1.2 Determine if vehicle control change is desired
ADS |5.21.22 Determine if driver is in control of the vehicle
ADS |5.21.21 Determine if ADS is in control of the vehicle

Derived Human-System Interaction Metrics

In observing failure paths from the ESD and the tasks that leading to failure modes in the
CoTA, a list of human-system interaction metrics was developed and grouped by categories. The
metrics were created by determining which factors of the CoTA tasks could be measured to point
out potential operational safety weaknesses. The proposed metrics for the modelled HD-AV
system are summarized in Tables 19-23. If not included in earlier figures, the subtasks with the
CoTA origins for these metrics are in the appendix. Ideally, these metrics can be tracked in HD-
AV simulation and testing to inform design of components like HMI and operational tasks in
initial stages and validate the system in later testing stages. Additionally, many metrics can be
used during nominal operation and are not incident-based, so data trends can be assessed. Most
of these metrics would be collected from the ADS data log, which keeps track of sensor and
alarm data, operational phase changes including takeover and handover events and quality of
takeovers based on vehicle dynamics. For qualitative metrics, questionnaires, surveys, and
interviews can be employed to determine possible root causes leading to decisions made by the

safety drivers and FOC operators assess the quality of the ADS post-incident response.
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Table 19: Control transition metrics.

# | Name Definition Unit | Data Use case | Origin

source

1 | Rate of Ratio of successful driver | % Data log Testing/ | DRI CoTA
Successful handovers to total number operation | 5.2.1.2.4, ADS
Driver-Initiated | of handover requests. CoTA5.2.1.2.5,
Handovers ESD 1.1

2 | Rate of Ratio of successful driver | % Data log Testing/ | DRI CoTA
Successful takeovers to total number operation | 5.2.1.1.2, ADS
Driver-Initiated | of takeover attempts. CoTAL5.2.1.1.1,
Takeovers ESD 1.2

3 | Rate of Ratio of successful driver | % Data log Testing/ | DRI CoTA
Successful handovers to total number operation | 5.2.2.2.3, ADS
System-Initiated | of system-initiated CoTA5.2.2.25
Handovers handover requests.

4 | Rate of Ratio of successful driver | % Data log Testing/ | DRI CoTA
Successful takeovers to total number operation | 5.2.2.1.2, ADS
System-Initiated | of system-initiated CoTAL5.22.1.3
Takeovers takeover requests.

5 | Rate of ADS Ratio of driver approval of | % Data log Testing/ | DRI CoTA
Handover system-initiated handovers operation | 5.2.2.2.2
Approval to system-initiated

handover requests.

6 | Reason for Category for reason safety | n/a Survey or | Testing/ | ESD 1.2, DRI
Driver-Initiated | driver initiated a takeover interview | operation | CoTA 5.2.1.1
Takeover (e.g. lack of trust,

unnoticed ODD breach).

7 | Reason for Category for reason ADS | n/a Data log Testing/ | ADS CoTA
System-Initiated | initiated a takeover request operation | 5.2.2.1.1
Takeover (e.g. ODD breach,

collision risk).

8 | Quality of Minimum time to collision | sec Data log Testing/ | Literature/
Takeover (TTC- | and maximum resulting operation | system model
Based) lateral and longitudinal

acceleration after the
initiated takeover request.

9 | Quality of Maximum resulting m/s”2 | Data log Testing/ | Literature/
Takeover weighted sum of lateral operation | system model
(Dynamics- and longitudinal
Based) acceleration after the

initiated takeover request.

10 | Quality of Takeover time (TOT) sec Data log Testing/ | Literature/
Takeover (TOT- | interval between takeover operation | system model
Based) request (TOR) and the

driver’s first maneuver
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Within the control transitions category, the metric “Rate of Successful Driver-Initiated
Takeovers” was determined by observing the interaction between DRI and ADS Task 5.2.1.1,
shown in Figures 11 and 12. A failure in detection of driver takeover input would lead to an
unsuccessful takeover, which could highlight a potential software or hardware ADS risk. Hence,
recording the possible root causes of the driver-initiated takeover can then support system design
improvement decisions (e.g., control transition mechanisms) or temporary restrictions in the
ODD during operation.

Further control transition metrics relate to success rates for other control transition
events, and the reasons these control transitions occur. Although the reason for a control
transition can be obtained qualitatively through surveys and interviews, by gaining information
from initial studies, the potential reasons can be categorized and then tracked in a more systemic
manner. In terms of quality of takeover measurements, there has been research into the creation

of standardized metrics, three of which are chosen here (Cao et al., 2021).

Table 20: Alert-related metrics.

# | Name Definition Unit | Data Use case | Origin
source
1 | Alerts Resulting from | Ratio of alerts coming from % Data Testing/ | DRI
Vehicle-Related vehicle sensor, ADS or vehicle log operation | CoTA
Malfunctions malfunction to total number of 5.4.2
alerts
2 | Alerts Resulting from | Ratio of alerts generated by the | % Data Testing/ | DRI
Onboard Safety driver monitoring system to log operation | CoTA
Driver total number of alerts 5.4.3
3 | Alerts Resulting from | Ratio of alerts coming from % Data Testing/ | DRI
Environment road conditions, ODD breach to log operation | CoTA
total number of alerts 54.1
4 | Alerts Not Acted On Ratio of alerts not responded to | % Data Testing/ | ESD 2.2,
by safety driver to total number log operation | Event 2-1
of alerts

The alert-related metrics were used to measure the ratio of alerts arising from diverse

sources (i.e. vehicle-related malfunctions, driver monitoring system, ODD breaches, etc.) as well
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as the ratio of alerts not responded to by the safety driver. For instance, while it is important to
assess Whether alerts are detected by the safety driver, this presents significant difficulties.
Hence, the metric “Alerts Not Acted On” can serve as a partial indicator that indicate a need for

developing improvements being at HMI display, alert design, or driver training level.

Table 21: Incident-related metrics.

Name Definition Unit | Data Use case | Origin
source
Incident Rate - Rate of incidents (collision, #/vmt | Data Operation | FOC
Driver in Control property damage) leading to an log CoTA3
initiation of post-incident
procedures while safety driver is
in control
Incident Rate - Rate of incidents (collision, #/vmt | Data Operation | FOC
ADS in Control property damage) leading to an log CoTA 3
initiation of post-incident
procedures while ADS is in
control
Incident Rate — Rate of incidents while safety #/vmt | Data Operation | FOC
Driver in Control — | driver is in control that only result log CoTA3
Disruption Only in a traffic disruption
Incident Rate — Rate of incidents while safety #/vmt | Data Operation | FOC
Driver in Control — | driver is in control that only result log CoTA 3
Property Damage in property damage
Only
Incident Rate — Rate of incidents while safety #/vmt | Data Operation | FOC
Driver in Control — | driver is in control that result in a log CoTA3
Collision collision with a pedestrian or
vehicle
Incident Rate — Rate of incidents while ADS isin | #/vmt | Data Operation | FOC
ADS in Control — control that only result in a traffic log CoTA 3
Disruption Only disruption
Incident Rate — Rate of incidents while ADS isin | #/vmt | Data Operation | FOC
ADS in Control — control that only result in property log CoTA 3
Property Damage damage
Only
Incident Rate — Rate of incidents while ADS isin | #/vmt | Data Operation | FOC
ADS in Control — control that result in a collision log CoTA 3
Collision with a pedestrian or vehicle

The incident metrics track incident rate per vehicle miles traveled (vmt), and these rates

are classified into incidents with the driver in control and ADS in control. Additionally, they are

disaggregated into incident severity levels, with the levels being “Traffic Disruption Only”,
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“Property Damage Only”, and “Collision”, which includes incidents with damage to other
vehicles, fatalities, and injuries. These are all derived from FOC CoTA Task 3, which denotes

incident response.

Table 22: Fallback-related metrics.

Name Definition Unit | Data Use case Origin
source

Rate of Rate of times a driver requests | #/vmt | Data Testing/ DRI
Emergency an emergency stop (per vehicle log operation CoTA
Stop Requests | miles driven). 5.3.2
Rate of ADS- | Rate of ADS initiated FMS #/vmt | Data Testing/ ADS
Initiated FMS | being implemented per mile log operation CoTA 4
Rate of Safety | Rate of safety driver takeovers | #/vmt | Data Operation DRI
Driver Manual | when fallback is needed log CoTA 4
Fallback
ADS Fallback | Rate of ADS initiated fallback, | #/vmt | Data Operation ADS
Due to Driver | specifically when driver log CoTA 4
Inaction monitoring system (DMS)

detects inattention and lack of

response
Delay Per-shift time delay resulting hours | Data Testing/operation | FOC
Resulting from | from implementation of log CoTA3
Fallback fallback procedures

The fallback metrics refer to rates of FMS, emergency stops, and cases of ADS fallback
resulting from driver inaction. Additionally, the “Delay Resulting from Fallback™ aims to
quantify the physical time delay resulting from fallback procedures. The fallback metrics can be
used to assess fallback scenarios, even though an incident may not occur and determine the rates

at which the ADS and the safety driver initiate fallback procedures.

Table 23: Human-ADS trust metrics.

# | Name Definition Unit Data Use case | Origin
source
1 | Divergence from | Ratio of maneuvers conducted by | % Data Testing DRI
ADS Decisions | safety driver during Automated log CoTA
Driving phase differing from 5.1.2
ADS maneuver intention
2 | Time Spent in Time spent in the Manual hours/vmt | Data Testing/ | System
Ready to Driving—Ready to Engage phase log operation | model
Engage Phase without engaging ADS
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The Human-ADS Trust metrics consist of measurements of disagreement with ADS
maneuvers and a measure of the time spent in the Ready to Engage phase without engaging the
ADS. These trust metrics can also be supplemented with existing human factors studies on ADS
trust (Yang et al., 2018).

While the derived human-system interaction metrics serve as a starting point for
observing trends in HD-AV system behavior, they may not be relevant for all HD-AV
operational scenarios. Thus, the way they are derived from the ESD scenario modelling and
CoTA task decomposition can be utilized to develop metrics for a more specific HD-AV
configuration. The aim in creating these metrics is to implement leading measures that can point
to potential hazards, as well as increase a focus on operational safety and trends rather than
solely focusing on functional safety. While many metrics have been developed and validated
specifically for ADS systems as well as for certain control transition events, there is a lack of
implementation of human-system interaction metrics in a systemic way. Arriving at these
measures of human-system interaction using task and agent-based models allows for a direct

observation of the interactions that occur and how they can affect the overall system safety.

Discussion

Although not all events leading to potential risk can be directly measured, safety metrics
can point to contributing factors that can be addressed to manage the system’s risk. Further,
leading metrics can be measured prior to incidents occurring, providing a proactive view of risk
assessment. For instance, while it is important to assess whether alerts are detected by the safety

driver, this presents significant difficulties. Hence, the metric “Alerts Not Acted On” can serve
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as a partial indicator that indicate a need for developing improvements in HMI display, alert
design, or driver training level.

One of the primary topics that has been assessed in ADS research is the degree of trust
that human operators inside and outside the vehicle have on the system (Yang et al., 2018).
Although somewhat of a qualitative assessment, trust can be estimated in a numerical sense by
employing metrics in addition to qualitative information gleaned from surveys and interviews.
Another consideration of human system interaction for heavy duty vehicles involves the team of
human operators onboard, if there is both a safety driver and a safety operator. The dynamics
between these two operators can affect the decision-making and action-taking processes
regarding the ADS. For instance, if a safety operator notes a potential collision risk or need for
takeover, but the driver ignores them and is reliant on either their own perspective or that of the
ADS sensors, these disagreements may develop into more complex hazard scenarios. Although
the disagreements between safety driver, safety operator, and ADS can be observed in a
numerical manner denoting number of times a disagreement occurs, it is likely that a more
complete picture will be formed through incorporating a post-shift debrief, in which
questionnaires will assess the motivation behind such a disagreement.

Model-based approaches to metric creation can allow for analysis of low-level tasks that
can point to areas for system safety improvement. A combined approach relying on model-based
risk assessment and benchmarked simulators, such as CARLA or OpenCDA, can lead to overall
improvements prior to the system development and implementation (Dosovitskiy et al., 2017; Xu
et al., 2021, 2023). The advantage of combining simulation- and model-based approaches lies in
the systematic methods available to model the system’s hardware, software, and human

elements. Model-based approaches provide traceability as opposed to purely data-driven metrics
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derived directly from simulations or testing, with the added benefit of being able to be integrated
into early design stages, and evolving during system development, certification, and operational
phases. Indeed, developing quality safety metrics can play a significant role when assessing
operational safety at later stages of system deployments, assessing their evolution over extended
periods of time or miles driven.

The autonomy level of current commercial HD-AV systems is commonly advertised at an
SAE Level 4, which is defined as the ADS performing the entire DDT and all associated fallback
procedures. However, in current testing scenarios, there is always a safety driver in the vehicle
who can intervene in case of emergencies. The active role of the safety driver is not expected to
be removed due to current automated vehicle legislation and recent events in driverless
passenger transport applications (Mickle et al., 2023). Thus, the effective level of autonomy may
decrease to Level 3 according to current J3016 definitions; however, since the ADS nominally
plans and implements the DDT fallbacks, further discussions may be required to assess
intermediate levels of automation. There has been criticism of the currently defined SAE Levels,
especially that their strictly linear progression overlooks the necessary hybridity of interactions
between human and automated technologies (Hopkins & Schwanen, 2021). The HD-AV system
can be referred to as existing at a nominal Level 4 of automation; namely it has characteristics of
a Level 3 system, however at a nominal state it can perform all the tasks expected of a Level 4
system. As HD-AV companies more clearly define roles and tasks, the autonomy state and the
presence of safety drivers and operators can be reassessed.

Since the interplay between safety drivers and the ADS plays a large role in the division
of tasks and operation of heavy-duty systems, there is a need to include safety metrics about how

these humans and systems interact. This can help inform the designs of ADS systems in turn; for
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instance, making HMIs more effective for safety drivers, developing more robust driver
monitoring systems, and designing alert functions. In addition, observing these metrics can help
with designing HD-AV operations for both efficiency and safety without promoting one at the
expense of the other.

A focus on human-centered metrics has been applied in various industries such as nuclear
and maritime, to develop effective human reliability assessments (HRAS) which are conducted
through models such as Phoenix, SPAR-H, and IDAC (Chang & Mosleh, 2007; Ekanem et al.,
2016). Existing HRA methods can be expanded upon to also incorporate automated vehicles in
their models and potentially be used to expand current Probabilistic Risk Assessments (PRAS)
conducted to inform the design and regulation of these automated driving systems. Additionally,
many industries such as occupational health and safety and commercial aviation have been
beginning to prioritize leading metrics as a proactive view of operational safety (Bayramova et
al., 2023; Sheehan et al., 2016) A combination of leading metrics and human-system interaction
metrics represents a necessarily push to operational safety for novel automated driving

technologies and should be implemented in the upcoming HD-AV industry.

Conclusion

With the increased interest in incorporating ADS into heavy-duty commercial operations,
the role that human-autonomy teams play has not been fully assessed in the HD-AV framework.
Due to regulatory and legal framework, safety drivers will likely continue to be involved in HD-
AV operations beyond testing, therefore it is necessary to observe the interactions between the
human and machine agents in this system to assess their safety. Using a comprehensive set of
human-system interaction metrics will inform operational and system design during preliminary

testing phases. These metrics can improve the design of components such as HMI in the vehicle
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and inform the design of operational tasks. Additionally, metrics can assess trends or point to
needed changes during road testing stages and eventual public deployment. This work
demonstrates a methodology to use ESD and CoTA models to derive human-safety interaction
metrics that can inform design and development of safe HD-AV systems. Future work can be
done towards incorporating STPA and other methods to provide alternative characterization of
the HD-AV systems, leading towards a more comprehensive hazard identification analysis and
surrogate safety metric construction. The metric derivation methodology presented here can be
adapted by HD-AYV fleet operators to reflect the respective company’s specific operational
scenarios and agent tasks. Additionally, the evolution of selected metrics can be observed over

time or miles driven in operation in order to make decisions and assess changes made.
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Appendix
The appendix includes the control transition ESDs representing the takeover and
handover events, and CoTA model diagrams relevant for the creation of the derived human-

system safety metrics.
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Figure 13: ESD 1.1 — Driver requests handover.
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Figure 14: ESD 1.2 — Driver performs takeover.
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