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ABSTRACT OF THE DISSERTATION
Coding for Efficient and Robust Storage
By
Marwen Zorgui
Doctor of Philosophy in Electrical and Computer Engineering
University of California, Irvine, 2019

Professor Zhiying Wang, Chair

Driven by the growth of data-centric applications, efficient data storage and retrieval has
become crucial for modern service providers. Storage systems are becoming increasingly
complex, in response to the various challenges rising from the different layers of storage
systems. This dissertation aims at designing novel data coding techniques improving the

device-level reliability and reducing storage and communication costs at the system level.

We consider the repair problem in distributed storage systems (DSSs), which refers to the
process of regenerating the content of inaccessible or failed nodes. Repairing failures is neces-
sary to maintain a desired level of fault-tolerance in DSSs. Specifically, we consider the repair
problem of multiple erasures in a centralized manner. Using information-theoretic tools, we
derive fundamental limits for the problem. Our analysis suggests a fundamental tradeoff
between the storage overhead required for reliability and the amount of data being trans-
ferred during repair. Based on that, we propose several data coding techniques operating at

various points of the tradeoff, with provable optimality for certain configurations.

A standard assumption in coding theory for distributed storage is that messages are static,
and the write and the read are completed instantaneously for every non-failed storage node.
In this work, we study the fundamental problem of storing evolving information in distributed

networks, from a coding-theoretic perspective. Specifically, we study the design of storage-

x1



efficient algorithms for emulating atomic shared memory over an asynchronous, distributed
message-passing system, a fundamental question in the field of distributed algorithms, as well
as a ubiquitous problem in distributed computing applications. We propose new erasure-
code based algorithms and compare their merits to existing algorithms. In particular, our
algorithms feature a parameter v that allows a system designer to tradeoff between the
storage size and liveness of read operations, while guaranteeing the strictest consistency

requirement, atomicity.

Finally, on the device level, we study the reliability of resistive memories (RRAMs). RRAMs
are a promising non-volatile memory technology with high storage densities. However, the
readout reliability of RRAMs is impaired due to the sneak path problem. In crossbar arrays,
sneak paths result in storage cells with different reliability levels. Motivated by this problem,
we study the framework of polar coding over channels with different reliability levels, and
we propose a coding technique improving its bit error rate (BER) performance. We then

apply our framework to the crossbar array and demonstrate a significant reduction in BER.

xil



Chapter 1

Introduction

Driven by the growth of data-centric applications, efficient data storage and retrieval has
become crucial for modern service providers. Network solution providers such as Cisco [1]
estimate that overall mobile data traffic is expected to grow to 77 exabytes per month by
2022 (see Figure 1.1). Therefore, service providers face urgent challenges for maintaining a
reliable, scalable, and efficient data storage layer, which constitutes the backbone of today’s
big data systems. These challenges call for improvements at all levels of storage systems,

from the device to system level.

Information theory constitutes a mathematical framework for studying the compression,
storage, and communication of information. It has proved to be a powerful tool for analyz-
ing the fundamental limits of information systems and generating insights improving their
performances. In particular, with the proliferation of big data systems, further research into
modern storage systems has been called for and undertaken by both industrial and academic
researchers. The present dissertation pertains to this line of research and seeks to develop
new efficient and reliable techniques for data storage through information-theoretic tools.
Issues related to modern storage systems at both the system level and the device level are
investigated in the dissertation. In particular, three main subjects are considered: coding for
distributed storage, coding for resistive memories, and coding-based distributed algorithms

for consistent distributed storage.
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Figure 1.1: Mobile data traffic will grow at a compound annual growth rate (CAGR) of 46
percent from 2017 to 2022 [1].

1.1 Coding for distributed storage systems

1.1.1 The repair problem

Facing an ever-growing demand for data storage, distributed storage systems (DSSs), con-
sisting of several nodes connected over networks, have become an appealing architecture in
current file systems. Such systems are expected to store, distribute, and access large amounts
of data on a daily basis. Examples of such systems include Google’s Big Table [7], Hadoop
HDFS [8], and Microsoft Azure [9].

A serious challenge for DSSs, however, is node failure, which may occur for several reasons.
Naturally, as the system scales, the number of node failures scales with it. Moreover, for cost
reduction purposes, DSS providers usually opt for using a large number of cheap, fault-prone
storage devices rather than a small number of expensive highly reliable devices. For these
reasons, node failure frequency has become a challenging factor for DSSs. For instance,
in [10], it is reported that the annual replacement rate of the storage disks is commonly
around 2 to 4 %, and can be as high as 13 % in some systems. While the aforementioned
failure rate takes into consideration only hardware failure, another common type of node

failures are temporary failures, in which the node content is temporarily unavailable. The



temporary unavailability of a node can be triggered by several factors, such as power outage,
maintenance interrupts, and software crashes and updates. For example, it is reported in [11]
that in a system of 3000 nodes at Facebook, it is quite typical to have 20 or more node failures

per day.

The robustness of a DSS is related to its capacity to tolerate permanent and/or transient
failures. In the presence of failure, the storage system’s functionality should not be dis-
turbed and the user data should still be available. To meet such a robustness requirement,
redundancy should be provisioned in the design of the storage system. Traditionally, simple
replication of data has been adapted in many systems. For instance, Google file systems
opted for a triple replication policy [12]. However, for the same redundancy factor, replica-
tion systems fall short of providing the highest level of reliability. On the other hand, erasure
codes can be optimal in terms of the redundancy-reliability tradeoff. In erasure codes, a file
of size M is divided into k fragments, each of size % The k fragments are then encoded
into n fragments using an (n, k) maximum distance separable (MDS) code and then stored
at n different nodes. Using such a scheme, the data is guaranteed to be recovered from any
n — k node erasures, providing the highest level of worst-case data reliability for a given

redundancy. Examples of MDS codes are Reed-Solomon (RS) codes. A (14,10) RS code is

used in Facebook distributed storage systems [13].

When a failure occurs, the content of the failed node needs to be regenerated in order to
maintain the system reliability or to satisfy a user request. This process is known as repair.
The amount of information transmitted during a repair process is termed bandwidth. Band-
width is a significant parameter in DSSs, since it directly translates to network traffic cost
and data access latency. Proportional to the data size of the failed node, bandwidth becomes
more and more critical with the growth of the storage node capacity. In a replication-based
scheme, repair is easy, since identical copies of the content of a failed node are available,

and it is enough to make a new copy from a surviving replica. However, traditional erasure



symbol 1 | symbol 2 | symbol 3 | symbol 4
a c a+c a+d
b d b+d b+c+d

Table 1.1: EVENODD code [6]: an example of an MSR code. The code uses the binary
field Fy. “4” denotes XOR.

codes exhibit a limiting drawback when it comes to repairing a node. Indeed, to repair a
single node storing a fragment of size %, traditional erasure codes require downloading the
entire data of size M. This k-expansion factor makes erasure codes impractical for some

applications in DSSs.

In the last decade, the repair problem has gained increasing interest and motivated research
for a new class of erasure codes with better repair capabilities. The seminal work in [14]
proposed a new class of erasure codes, referred to as regenerating codes, which addresses the

repair bandwidth problem.

An (M,n,k,d,«a, 3) regenerating code consists of n storage nodes, each storing o amount
of information. Regenerating codes satisfy the reconstruction property. That is the entire
data M can be recovered from any k of the n nodes. Moreover, the repair is carried out
by downloading 5 < a amount of information from any d > k nodes (also called helpers).
We illustrate below an example of a minimum storage regenerating (MSR) code, known as

EVENODD code [6].

Example 1.1. Consider (n,k,d) = (4,2,3). The code is described in Table 1.1. We refer
to the codeword symbols as symbols. Fach symbol is a binary vector of length 2, namely, an
element of F5. Therefore, a = 2. The information bits are a,b,c,d € Fy. That is, M = 4. It

can be checked that from any 2 symbols, all the information bits can be recovered. Therefore,

k=2.

The repair of each of the 4 symbols can be carried out efficiently. For example, to repair

symbol 1, symbol 2 sends c, symbol 3 sends a+ ¢, and symbol 4 sends (a+d)+ (b+c+d) =

4



(a4 ¢) +b. Other symbols can be repaired in a similar way. Since each helper contributes

1

L of its size (B =1 = «/2), we say that each helper contributes a half symbol in F3 in the

repair process. More generally, the contribution of a helper in the repair process is a fraction

of a symbol.

In the regenerating codes framework, the goal is to reduce the repair bandwidth by contacting
a large number of helpers, where d > k. It is also desirable in some systems to have a repair
strategy where the number of involved helpers is small, that is d < k. The number of helpers
in the latter scenario is known as locality, and codes with a specific locality parameter
are known are locally repairable codes. Various bounds and code constructions for locally
repairable codes have also been proposed in the literature, e.g., [15, 16]. The focus of this

dissertation is on the regenerating codes framework.

1.1.2 Multi-node recovery

In many practical scenarios, such as in large scale storage systems, multiple failures are
more frequent than a single failure. Moreover, many systems (e.g., [17]) apply a lazy repair
strategy, which seeks to limit the repair cost of erasure codes. Instead of immediately
repairing every single failure, a lazy repair strategy waits until e erasures occur, e < n — k,
then, the repair is done by downloading the equivalent of the total information in the system
to regenerate the erased nodes. A natural question of interest is whether one can still reduce
the amount of download in such scenarios, similar to the single erasure case. We distinguish

between two ways of repairing multiple failures.

Cooperative regenerating codes: In this framework, the repair is done in a distributed way.
Each replacement node of the lost nodes first downloads information from d nodes (helpers).
Then, the replacement nodes exchange information between themselves before regenerating

the lost nodes.



Centralized regenerating codes: Upon failure of e nodes, the repair is carried out in a cen-
tralized way by contacting any d helpers, and downloading # amount of information from

each helper.

In this dissertation, the focus is on studying the fundamental limits of the centralized multi-
node repair problem. A centralized repair of multiple node failures can be desirable in many
scenarios. For instance, there are situations in which, due to architectural constraints, it
is more desirable to regenerate the lost nodes at a central server before dispatching the
regenerated content to the replacement nodes [17]. One may think of a rack-based node
placement architecture [18] in which failures frequently occur to nodes corresponding to
one rack. In this scenario, a centralized repair of the entire rack is favorable as opposed
to repairing the rack on a per-node basis. Furthermore, [18] showed that a centralized
repair framework can have interesting applications in communication-efficient secret sharing.
Finally, centralized repair can be used in a broadcast network, where the repair information

is transmitted to all replacement nodes (e.g. [19]).

For clarity of exposition, we include Table 1.2, which contains a list of symbols and abbre-

viations used throughout our study of the centralized multi-node repair problem.

Prior to our works, no explicit expression for the storage-bandwidth tradeoff was known
for multi-node centralized repair. Moreover, explicit code constructions only existed for
high-rate and minimum storage regenerating codes (codes with smallest «). In the first
part of the dissertation, we present the explicit tradeoff for functional repair, where the
repaired information is not exactly the same as the lost information, and we show several
impossibility results for ezact repair. We find, contradictory to the single-node repair, the
functional tradeoff point with minimum bandwidth [ is not achievable under exact repair.
Besides, we present explicit codes for exact multi-node repair, including low-rate minimum
storage regenerating codes, adaptive minimum bandwidth codes, and codes for the interior

points between these two extreme points.



Symbol Meaning

File size

Number of storage nodes

Storage per node

Bandwidth per helper

Normalized storage per node

Normalized bandwidth per helper
Reconstruction parameter

Number of helpers

Total bandwidth from all helpers

Number of erasures

Maximum distance separable

MSR Minimum storage regenerating

MBR Minimum bandwidth regenerating

MSMR  Minimum storage multi-node regenerating
MBMR  Minimum bandwidth multi-node regenerating
MBCR  Minimum bandwidth cooperative regenerating

2 /QUF W ™R 33

=
o
5

Table 1.2: List of symbols and abbreviations for regenerating codes.

1.2 Coding for resistive memories

Transistor-based memories are rapidly approaching their maximum density per unit area,
which has stimulated growing research into new storage devices. Emerging nonvolatile mem-
ories (NVMs), such as phase change memory (PCRAM), ferroelectric memory (FeRAM),
spin transfer torque magnetic memory (STT-MRAM), and resistive memory (RRAM), have
shown high potential as alternatives for floating-gate-based nonvolatile memories [2]. Fig-

ure 1.2 shows the emerging NVMSs’ capacities in the recent years.

RRAMs are considered one of the best candidates for the next generation nonvolatile memory
due to their high reliability, fast access speed, multilevel capabilities and stack-ability creating
3D memory architectures. Moreover, RRAMs have been proposed as an attractive candidate

for hardware-based implementation of neuro-inspired computing [20].

Crossbar arrays are a common architecture for RRAMS. To achieve higher density memories,
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Figure 1.2: Trends in memory capacity for emerging NVMs adopted from [2].

switching devices are sandwiched between the crossbar metal layers, without using access
devices such as transistors, diodes and selectors. The main disadvantage of the selector-less
(gate-less) crossbar-based memories is the sneak path effects which limit the readability of

the array.

The sneak path problem arises because of two reasons. First, the existence of many paths
from the inputs to the outputs through which current flows. Fig. 1.3 illustrates the sneak
path problem in a (2 x 2) crossbar array. The sneak path currents highly disturb the desired
current which is proportional to the stored resistance. This can be ideally eliminated by
parallel reading of the entire row, where all the columns (bitlines) are grounded to absorb
the current as illustrated in Fig. 1.3 [21]. Second, the existence of wire resistance is inevitable
in nano-crossbar arrays and can reach up to 90 €2 per cell for nano feature sizes (i.e.F’ =
5nm) [21]. The wire resistance creates voltage drops, which are functions of the stored data
and accumulate throughout the array. Fig. 1.4 shows the measured current of each cell in
a (32 x 32) array with 25Q wire resistance, storing random data. Clearly, the sensed current
of low resistance state decreases in both vertical an horizontal directions in the array. The
top left cells have less disturbed behavior and stored ones and zeros are distinguishable. On
the other hand, the bits of the right-bottom cells are indistinguishable due the read margin
overlap. Figure 1.5 shows the histogram of the measured currents of the 1-st, the 16-th and

the 32-nd bitline (column), respectively. Clearly, the larger the bitline index is, the more



| —ana

Figure 1.3: Crossbar array with the sneak path problem with (a) one port reading, on the
left and (b) parallel reading technique, on the right.

errors occur. Thus, the crossbar array cells have varying reliability levels.

While traditional error correcting codes can be used in resistive memories, they are not
adapted for the specific type of storage channel and do not give the best reliability level.
In this dissertation, we propose error correcting codes that address the varying reliability
nature of the crossbar array cells induced by the sneak path currents, and evaluate their

performance using a SPICE-like simulator [21].

1.3 Coding for distributed computing

We study the fundamental problem of storing evolving information in distributed networks
from a coding-theoretic perspective. A standard assumption in coding for distributed storage
is that a static message is to be written and read, and the write and the read are completed
instantaneously for every non-failed storage node. On the other hand, emulation of shared
memory in an asynchronous and unreliable message passing network is a fundamental ques-
tion in the field of distributed algorithms. Such emulation algorithms make it possible to
view the shared-memory model as a higher-level language for designing algorithms in asyn-
chronous distributed systems. In practice, shared memory emulation forms an integral part

of several data storage products, such as Amazon Dynamo [22], Apache Cassandra [23], and
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CouchDB [24].

In this problem, one allows many writes and reads with delays that are not known a priori,
and each write has a version of the dynamic message to be stored. An emulation algorithm
should be robust to a predetermined level of node failures (i.e., fault-tolerance capability),
which requires the introduction of some form of redundancy in the system. Moreover, shared
memory emulation algorithms need to satisfy certain consistency and liveness requirements.
Informally, a consistency requirement specifies what operation executions are allowed to
happen in the system, while a liveness requirement specifies the conditions under which
client operations should complete. In particular, of relevance to our work, we describe the

following two properties which are desirable properties in practical systems:

Atomicity: A shared atomic object is one that supports concurrent access by multiple clients
and where the observed global external behaviors look like the object is being accessed

sequentially.

Wait-freedom: An operation of a non-failed client is guaranteed to terminate provided that
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the number of server failures is bounded, and irrespective of the failures of other clients.

Atomicity and wait-freedom are among the strictest consistency and liveness requirements,
and variations of these requirements exist and have been implemented in several practical

systems [25].

The seminal paper [26] showed for the first time that it is possible to emulate an atomic wait-
free shared memory in an asynchronous and unreliable message-passing networks. Attiya,
Bar-Noy, and Dolev [26] proposed a fault-tolerant algorithm (ABD algorithm) that is based
on replication. The ABD algorithm is quorum-based, where read and write operations
communicate with a quorum of nodes (a quorum is a group of at least N — f servers,
N = 2f + 1 being the number of nodes, and f is the server failure tolerance level of the
system) through read and write protocols. As ABD uses replication, and since the read and
write protocols require multiple communication phases where entire replicas are sent, the

algorithm incurs high storage and communication costs.

In order to reduce the storage and communication overhead of replication-based algorithms,
it is natural to seek to apply erasure codes to the shared memory emulation problem. How-
ever, compared to the assumptions of the shared memory emulation model, traditional era-
sure coding for distributed storage neglects two temporal aspects: (1) the stored messages are
dynamic, and (2) the write and the read progress over time. Introducing these new factors
makes the problem non-trivial and requires careful management. For instance, assume that
a read operation is concurrent with several writes, including failed writes, i.e., writes invoked
by failed writers. Then, in erasure coding, it is possible that the reader obtains information
of different values, but does not have a sufficient number of coded symbols to decode and
return any value. With various guarantees, several algorithms based on traditional erasure
codes have been proposed [27, 28, 29]. The structure of the algorithms are more compli-
cated than ABD algorithm in order to handle the difficulty brought by concurrent writes

and coding. Moreover, the storage and/or communication cost of these algorithms still calls
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for further improvement.

In this dissertation, we are interested in storage-efficient shared memory emulation algo-
rithms. We utilize multi-version codes [30], which are erasure codes tailored to mimic the
above temporal aspects. We propose new erasure-code based emulation algorithms and com-
pare their merits to existing erasure-code based algorithms. In particular, our algorithms
feature a parameter v that allows a system designer to tradeoff between the storage size
and liveness of read operations, while guaranteeing the strictest consistency requirement,
atomicity. Several of our algorithm has the advantages of simple algorithm structure, which
requires little computing and memory for the storage nodes. Moreover, the storage cost of

our algorithm is reduced by up to a factor of 2 compared to previous methods.

1.3.1 Dissertation organization

The centralized repair problem is the main focus of this dissertation, and is studied over
the next three chapters. In Chapter 2, we study centralized functional repair and also
derive outer bounds for exact repair. In Chapter 3 and 4, we present our exact-repair code
constructions and analyze their properties. The problem of coding for resistive memories is
studied in Chapter 5. In Chapter 6, we investigate the shared memory emulation problem
and propose our corresponding schemes. Finally, Chapter 7 concludes the dissertation with

summary and future directions.

In each chapter, we will introduce the respective motivation, related work, problem settings,
and our contributions. Some technical details such as proofs of certain theorems are relegated
to the appendix after each chapter. Most of the results of this dissertation are a result of

our work in [31, 32, 33, 34, 3, 35, 36, 37|.

Notation. Throughout the dissertation, we will use the following notation. Chapter-specific

notations will be introduced where needed. For two sets A, B, A\B denotes the set of
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elements that are in A but not in B. |.A| denotes the size of A. The symbol 1z} denotes the
indicator function of an event F, which is 1 if E is true, and 0 otherwise. The notations e | k
and e { k are used to denote whether & is a multiple of e, or not, respectively. For a matrix A,
|A| denotes its determinant, A" denotes its transpose, and A, ; refers to its entry at position
(1,7). I, denotes the identity matrix of size n and diag{A1,...,\,} denotes the (n x n)
diagonal matrix with the corresponding elements. Vectors are denoted with lower-case bold
letters. u = [uyg,...,u,] denotes a vector of length m. [n] denotes the set of elements
{1,...,n}. Note that the notation [k] may refer to a vector of size 1, or the set {1,...,k},
however the meaning is clear from the context. [m,n] denotes the set {m,m + 1,...,n}.
e; denotes the i-th standard basis vector whose dimension is clear from the context. The

notations [-], || represent the ceiling and the floor functions.
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Chapter 2

Converse bounds for centralized multi-node

regenerating codes

2.1 Introduction

Ensuring data reliability is of paramount importance in modern storage systems. Reliabil-
ity is typically achieved through the introduction of redundancy. While traditionally simple
replication has been adopted in many systems, erasure codes have been gaining more grounds
in practical systems thanks to their reduced storage fingerprint. The repair problem, con-
sisting of regenerating the content of failed or unavailable nodes is a frequent task in modern
distributed storage systems (DSSs), generating huge amount of traffic across networks. Tra-
ditional erasure codes are oblivious to the repair problem, which makes their integration in
DSSs impractical. Regenerating codes [14] were introduced to tackle the repair problem,

while leveraging the benefits of erasure codes.

If we recover the exact same information as the failed node, we call it exact repair, otherwise
we call it functional repair. Using network coding [38, 39], the authors in [14] proved that it is
possible to construct functional regenerating codes. Interestingly, [14] showed that the repair
bandwidth per node 3 can be reduced, if the storage per node « is increased. Moreover, the

entire storage-bandwidth region has been characterized under functional repair [14]. Namely,
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an optimal (M, n, k,d, a, B) regenerating code satisfies

M = Zmin{a, (d — )3} (2.1)

The parameters and notations are introduced in Table 1.2 in Chapter 1. Equation (2.1)
describes the fundamental tradeoff between the storage capacity o and the bandwidth 3,

under functional repair. Two extreme points can be obtained from the tradeoff. Minimum

M
k)

storage regenerating (MSR) codes correspond to the highest storage efficiency with a =
while minimum bandwidth regenerating (MBR) codes achieve the lowest possible bandwidth
at the expense of extra storage per node. Following [14], there has been a flurry of interest in

designing exact-repair regenerating codes that achieve the optimal tradeoff, focusing mainly

on the extreme MSR and MBR points, e.g., [40, 41, 42, 43, 44, 45, 46, 47, 48, 49].

In this chapter, we consider the centralized repair problem of multiple failures. Our first
objective is to characterize the functional repair tradeoff between the storage per node «
and the repair bandwidth 5. We then seek to investigate converse bounds for exact repair,
and as a result understand the achievability of the functional tradeoff and derive outer bounds

under exact repair.

Related work

There has been a growing literature focused on understanding the fundamental limits of
exact-repair regenerating codes for single erasure. The authors in [50] showed that most
points that are between the MBR and MSR points in the tradeoff of (2.1), are not achiev-
able for exact repair. Other outer bounds for exact repair include [51, 5, 52] for general

parameters, and [53] for linear codes.

Cooperative regenerating codes (also known as coordinated regenerating codes) have been
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studied to address the repair of multiple erasures [54, 55] in a distributed manner. The
functional repair tradeoff for cooperative repair has been established in [55], and various
exact-repair code constructions and outer bounds under the cooperative repair model has

been proposed [55, 56, 57, 58, 59].

In [18], the authors studied the centralized repair of multiple failures for two family of codes:
MDS codes and minimum bandwidth multi-node repair codes, defined as codes satistying
the property of having the downloaded information df matching the entropy of e nodes*.
The authors in [19] studied the problem of broadcast repair for wireless distributed storage
which is equivalent to the model we study in this paper. Specifically, the functional repair

tradeoff is obtained as the solution to an optimization problem, which is solved numerically.

Contributions of the chapter

The main contributions of this chapter are summarized as follows.

e We first establish the explicit tradeoff between the repair bandwidth and the storage
size for functional repair (Theorems 2.1, 2.2, 2.3). We obtain the tradeoff using in-
formation flow graphs. From the functional tradeoff, we characterize the minimum

storage multi-node repair (MSMR) point, and the minimum bandwidth multi-node

repair (MBMR) point.

e We prove that, to our surprise, functional MBMR point is not achievable for linear
exact repair codes for 1 < e < k (Theorems 2.4, 2.5), while linear codes achieve such

point for single erasure [60].

e We show that the functional repair tradeoff is not achievable under exact repair for

interior points between MBMR and MSMR points, except for maybe a small portion

*The definition of minimum bandwidth multi-node repair codes in this dissertation is simply the minimum
bandwidth point on the functional tradeoff, which is different from [18] for e { k as shown later in this chapter.
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near the MSMR point, for k,d being multiples of e and k > 2e (Theorems 2.6, 2.7),

which parallels the results for single erasure repair [50].

e Finally, for linear codes, we derive exact-repair outer bounds that improve upon the
functional repair outer bounds for certain configurations (Theorem 2.8), and illustrate

its performance under several settings.

2.2 Functional storage-bandwidth tradeoff

2.2.1 System model

The centralized mutli-node repair problem is characterized by parameters (M, n, k,d, e, , 3).
We consider a distributed storage system with n nodes storing M amount of information.
The data elements are distributed across the n storage nodes such that each node can store
up to a amount of information. Every node corresponds to a codeword symbol. The system

should satisfy the following two properties:

e Reconstruction property: a data collector (DC) connecting to any k& < n nodes should

be able to reconstruct the entire data.

e Regeneration property: upon failure of e nodes, a central node is assumed to contact d
helpers, k£ < d < n—e, and download S amount of information from each of them. New
replacement nodes join the system and the content of each is determined by the central

node. [ is called the repair bandwidth. The total bandwidth is denoted v = df.

We consider functional repair and exact repair. In the former case, the replacement nodes
are not required to be exact copies of the failed nodes, but the repaired code should again

satisfy the above two properties. Our objective is to characterize the tradeoff between the
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storage per node « and the repair bandwidth g under the centralized multiple failure repair

framework.

In the chapter, we write k = ne + r, such that n = L%J and 0 < r < e—1. We now
study the fundamental tradeoff between the storage size o and the repair bandwidth g for e
erasures under functional repair. We use the technique of evaluating the minimum cut of a
multicast information flow graph similar to the single erasure codes [14] and the cooperative

regenerating codes [55].

2.2.2 Information flow graphs

The performance of a storage system can be characterized by the concept of information
flow graphs (IFGs). Our constructed IFG depicts the amount of information transferred,
processed and stored during repair. We design our IFG with the following different kinds
of nodes (see Figure 2.1). It contains a single source node s that represents the source of

the data object. Each storage node x%,i € [n], of the IFG is represented by two distinct

7
out"*

nodes: an input storage node z!, and an output storage node x Each output node

i

¢ is connected to its input node x! with an edge of capacity a, reflecting the storage

x
constraint of each individual node. The information flow graph is formed with n initial
storage nodes, connected to the source node with edges of capacity co. The IFG evolves
with time whereupon failure of e nodes, e new nodes simultaneously join the system. Each

of the replacement nodes z7,j > n, is similarly represented by an input node a:fn and an

J

L, linked with an edge of capacity «. To model the centralized repair nature

output node x

i
virt?

of the system, we add a virtual node z!, ,,7 > 1, that links the d helpers to the new storage

nodes. The virtual node z, , is connected to the d helpers through d incoming edges each of

capacity 8. The same node z,, is also connected to the input nodes z7_ of the replacement
nodes, with edges of capacity co. We define a repair group to be any set of e nodes that have

been repaired simultaneously. In an IFG, a repair group is then associated with the virtual
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Figure 2.1: Example of an information flow graph: k& = 3,d = 4,n = 6,e = 2. The
unlabeled edges have capacity co. Nodes 1 and 2 are repaired in the first stage and nodes 3
and 8 are repaired in the second stage. A data collector connecting to any 3 nodes should
be able to recover the entire information.

node that performs the repair operation.

Each IFG represents one particular history of the failure patterns. The ensemble of IFGs is
denoted by G(n, k,d, e, «, ). For convenience, we drop the parameters whenever it is clear
from the context. Given an IFG G € G, there are (z) different data collectors connecting to
k output storage nodes in G with edges of capacity co. The set of all data collectors (DCs)
nodes in a graph G is denoted by DC(G). For an IFG G € G and a data collector t € DC(G),
we partition the nodes of G into two disjoint sets, U, U, s € U,t € U, and a cut is the sum
of the capacities for all edges from nodes in U to nodes in U. The minimum cut (min-cut)

value separating the source node s and the data collector t is denoted by mincutg(s,t).

2.2.3 Network coding analysis

The key idea behind representing the repair problem by an IFG lies in the observation that
the repair problem can be cast as a multicast network coding problem [14]. Celebrated
results from network coding [38, 39] are then invoked to establish the fundamental limits of

the repair problem.

According to the max-flow bound of network coding [38], for a data collector to be able
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to reconstruct the data, the min-cut separating the source to the data collector should be
larger than or equal to the data object size M. Considering all possible data collectors and
all possible failure patterns, and assuming that the number of failures/repairs is bounded,
the following condition is necessary and sufficient for the existence of centralized multi-node

repair codes [14, Proposition 1]

i minedta(s ) > M. 2.2
min ter}glé?g) mincutg (s, t) > M (2.2)

Analyzing the minimum cut of all IFGs results in the following theorem.

Theorem 2.1. For fized system parameters (M, n,k,d, e, «, ), assuming that the number
of failures/repairs is bounded, regenerating codes satisfying the centralized multi-node repair
condition exist if and only if

M < min f(u), (2.3)

uepP

where

f(u) = Z min (e, (d — Z u;) ), (2.4)

g
P:{u:[ul,...,ug]:1§ui§e,g€N,Zui:k;}. (2.5)

i=1

Note that g in (2.5) corresponds to the support of u, and it satisfies ff} < g < k. We call
the vector u € P a recovery scenario.

Proof. Consider a data collector that connects to a subset of k& nodes {xf,ut :j € I}, where
I is the set of k contacted nodes. Then, the reconstruction process can be described by a
scenario u € P as follows. The size of the support of u corresponds to the number of repair

groups of size e taking part in the reconstruction process, while u; corresponds to the number
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of nodes contacted from repair group <.

We first show that the min-cut minimized over all possible IFGs and over all data collectors

is lower bounded by mi7I31 f(u). As all incoming edges of DC have infinite capacity, we only
uc

examine cuts (U,U) with s € U and {2, : i € [} C U. Every directed acyclic graph has

out

a topological sorting, which is an ordering “<” of its vertices such that the existence of an
edge x — y implies x < y. We recall that nodes within the same repair group are repaired
simultaneously, hence it is possible that all input (or output) nodes in a repair group are
adjacent in the ordering. We thus order the g repair groups connected to DC according to
the sorting. Since nodes are sorted, nodes in the i-th repair group do not have incoming
edges from nodes in the j-th repair group, with j > 4,4, j € [g]. Considering the i-th repair
group, we consider two cases:

o 1., €U: asz',, is connected with edges of capacity oo to 27, for j in repair group 4,
J

we only consider the case xfn e Uz, €U, forall jin repair group i such that z’ ,

is connected to the DC. The contribution to the cut is u;a.

b ‘I’f}ir
i—1 _
> u; edges come from output nodes in U and are not part of the cut. The contribution
j=1

. € U: since the i-th repair group is the topologically i-th repair group, at most
. i—1
to the cut is at least (d — Zluj)ﬁ.
‘]:

i—1

Thus, the contribution of the i-the repair group is at least min(w;c, (d — > u;)3). Finally,
j=1

summing all contributions from different repair groups and considering the worst-case for

u € P implies that

g i—1
Iélellgl teI]gl(ijI(lG) mincutg(s,t) > 1316171)1(; min(u;a, (d — ]Z:; u;)f)),

with P defined as in (2.5).
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Now, considering a scenario u € P, we show that there exists an information flow graph
where the the min-cut is equal to f(u). In this graph, there are initially nodes labeled
from 1 to n, and we consider g repair groups (i.e., eg newcomers). Nodes in the i-th repair
group are labeled from n + e + 1 to n + ie. The i-th repair group connects to nodes
n—d— (Zi w;) + 1,...,n, and the first u; nodes from repair group j, for j < ¢ — 1.
Figure 2.1]T111ustrates the graph for n = 6,k = 3,d = 4,e = 2,u = [1,2]. Consider a DC
that connects to the first u; nodes from the i-th repair group, for i € [g]. According to
the first part of the proof, the min-cut (U,U) should be as follows. For each i € [g], if
wa < (d— Z_Zzu])ﬁ), then we include the u; output nodes of the contacted nodes from the
j=

i

i-th repair group in U and their corresponding output nodes in U; otherwise, we include ¢, ,

in U. Then, this cut (U,U) achieves f(u). Hence, the min-cut minimized over all graphs
and over all data collectors should be equal to mi7r)1 f(u). The theorem follows according to
uc

the necessary and sufficient condition in (2.2). O

Our characterization of Theorem 2.1 relies on the boundedness assumption of the total
number of failures/repairs. A future direction is to investigate the correctness of Theorem

2.1 for arbitrary number of failures/repairs, similar to [55, 61].

2.2.4 Solving the minimum cut problem

In this section, we derive the structure of the optimal scenario u in (2.3) for any set of
parameters («, 3). For instance, we show that for me < k& < (m + 1)e, the number of
optimal repair groups ¢g* (the support of u) is equal to m + 1. The result is formalized in

the following theorem. Recall that we denote n = |k/e],r =k — ne.

Theorem 2.2. For fized system parameters (M, n, k,d, e, a, B), functional regenerating codes
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satisfying the centralized multi-node repair condition exist if and only if

K i1
M< )= min(uia, (d - u)B),
=1

J=1

where
[k]7 ka? S e,
e, ... €], else if k = ne,
\_y_/
n times
= (2.6)
[rye,....e], elseif k=ne+r and a < dJrT]:*ne&,
n times
le,...,e,r], otherwise,
o
n times

\

where 0 < r < e.

Note that [k] in (2.6) means a vector with a single entry k. We note that [18, 19] have
independently developed Theorem 1 or an equivalent of Theorem 1, without entirely char-
acterizing the optimal solution. The authors of [62] independently proved via a different

approach Theorem 2, except for the last case in (2.6).

We denote by [v,u, w] the vector that is the concatenation of the vectors v, u, w. The next
lemma shows that the minimum cut can be obtained by optimizing any subsequence of u

first. The proof follows directly from the definition of f() in (2.4) and is omitted.

Lemma 2.1. Consider vectors v,w,u,u’ such that ), u;, = Y . ul. If f(u) > f(u'), then,

f(v,u,wl) = f([v, o', w]).

Lemma 2.2. Let a, 8 be non-negative reals, uy, us, d, e, s,l be non-negative integers such that
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uy + us = s < e, then the following inequality holds

f(ui,e, ... e us]) > min(f([s,e,...,€]), f([e,...,e,8])),
——— —— —_——

l times l times l times

where f(u) is defined as in (2.4).

Proof. To prove the result, we cast it as an optimization problem:

-1
min[imiz]e min(uya, df) + Z min(ea, (d —ie — up)f) + min(uscey, (d — (I 4+ 1)e — up)f)
u=[u1,us 0
subject to 0<u <s,
0<uy <e,
uy + ug = s. (2.7)

Substituting uy by s — w; in (2.7), using the identity min(z,y) = ”y_T‘x_y‘ and after elimi-
nating constant terms, (2.7) becomes equivalent to

-1

minliLmize —wlf — Jlupe — df| — Z lea — df +ief + ui B — |sa — uy (o — ) — (d — le) |

=0

subject to 0<u <s. (2.8)

The objective function in (2.8), as a function of w,, is concave over the interval [0, s]. The
concavity is due to the convexity of z — |z|. Therefore, the minimum is achieved at one of

the extreme values. Equivalently, u} = s or uj = 0. ]

Lemma 2.2 addresses the case u; +us < e. Generalizing it to the case where e < u; +uy < 2e

follows the same approach.

Lemma 2.3. Let o, 8 be non-negative reals, uy, us, d, e, s,l be non-negative integers such that
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uy+us =e+sand 0 < uy,ug, s <e. Then, the following inequality holds

f(ui,e, ... e us]) > min(f([s,e,...,€]), f([e,...,e,8])),
—— —— —_——
l times I+1 times I+1 times

where f(u) is defined as in (2.4).

Proof. First, we notice that u1 = e 4+ s —uy > s as us < e. Then, the proof follows along

similar lines as that of Lemma 2.2 by replacing the constraint in (2.8) by s < uy < e. O

In proving the result of Theorem 2.2, we first characterize the optimal solution in the case
of k£ < e. Insight and intuition gained from this case are used to motivate and derive the
general optimal solution. We state the following lemma, which represents a key step towards

proving our result.

e Case k<e

In this scenario, the data collector connecting to k£ nodes from the same repair group yields
the worst-case scenario from an information flow perspective. Given a particular repair
scenario characterized by a vector u, for any two adjacent repair groups (i.e., two adjacent
entries in u) with u; and wus nodes respectively, we have u; + us < e. One can combine
these two groups into a single repair group to achieve a lower cut value. Indeed, from the
cut expression in (2.3), the contribution of the initial set [u, us] to the cut is min(uiav, I3) +
min(ugc, ([ —uqp)B), for some non-negative integer [. After combining the groups into a single
repair group, the contribution of the newly formed repair group is min((u; +us)a, [3), which
is lower than the initial contribution by virtue of Lemma 2.2, thus achieving a lower cut.
This means that starting from an IFG, we construct a new IFG that has one less repair group

and lower min-cut value. This process can be repeated until we end up with a single repair
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group consisting of k& < e nodes, which corresponds to the minimum cut over all graphs in

this case.

Therefore, the tradeoff in (2.3) is simply characterized by M < min(ka, df). Moreover,
OMSMR = OMBMR = % and Syismr = OMBMR = %. Equivalently, the functional storage
bandwidth tradeoff reduces to a single point given by (anmsmr, Susmr) = (AMBMR, SMBMR) =

(5 47).

e Case e < k

Motivated by the previous case, the intuition is that, according to Lemmas 2.1, 2.2, and 2.3,
given a scenario u, one should form a new scenario which exhibits as many groups of size e
as possible. Subsequently, one constructs a scenario u such that all its entries, except maybe

one entry, are equal to e.

For a fixed (3, we denote the cut corresponding tou = [e,...,e,r, e, ..., €], as a function of «,
—— =
7 times n—j times

by Cj(«),j = 0,...,n. As will be shown later in the proof of Theorem 2.2, a careful analysis
of the behavior of the n + 1 different scenarios Cj(a),0 < j <7, is needed to determine the
overall optimal scenario. We state the result in the following lemma, whose proof is relegated

to Appendix 2.9.1.

Lemma 2.4. Assume et k. There exists a real number a.(n) € [£8,4] such that, for any

0<j<n,
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with

_d+nr—mne
N T

ae(n) B. (2.10)

Proof of Theorem 2.2. Now that we have the necessary machinery, we proceed as follows:
given any scenario u, we keep combining and/or changing repair groups by means of suc-
cessive applications of Lemma 2.2 and Lemma 2.3 on subsequences of u until we can no
longer reduce the minimum cut. By Lemma 2.1 we reduced the overall minimum cut. The
algorithm terminates because at each step, either the number of repair groups in u is reduced
by one, or the number of repair groups of full size e is increased by one. As the number of
repair groups is lower bounded by 1 + 1, and as the number of repair groups of full size e is
upper bounded by 7, the algorithm must terminate after a finite number of steps. It can be

seen then that the above reduction procedure has a finite number of outcomes, given by

e u=le, ..., e]if k =ne,
——
n times
eu=/le...,ere, ... el when k =ne+r,
——

Jtimes n—j times

with 0 <r <eand j €{0,...,n}.

Therefore, if e | k, then the optimal scenario corresponds to considering exactly n repair
groups. On the other hand, if e { k, then, it is optimal to consider exactly n+ 1 repair groups.
However, the optimal position of the repair group with r nodes needs to be determined. Then,

using Lemma 2.4, the result in Theorem 2.2 follows. O

Example 2.1. Letu = [1,3,2,3,2] withe = 3. Then, one can start by reducing the first three
repair groups [1,3,2]. This leads to u = [3,3,3,2]. Another approach would be to consider
the last three repair groups [2,3,2]. Reducing this vector leads to either u = [1,3,3,3,1] or
u=[1,3,1,3,3]. Reducing further u=[1,3,3,3,1] leads to u = [2,3,3,3] oru=[3,3,3,2].

Reducing u = [1,3,1,3,3] leads to u = [3,2,3,3] oru = [2,3,3,3]. It remains to compare
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the cuts given by u = [3,3,3,2], u=[3,3,2,3], u=[3,2,3,3] and u = [2,3,3,3]. Following

Theorem 2.2, either u = [2,3,3,3] or u = [3,3,3,2] gives the lowest min-cut.

2.2.5 Explicit expression of the tradeoff

Having characterized the optimal scenario generating the minimum cut in the last section,
we are now ready to state the admissible storage-repair bandwidth region for the centralized

multi-node repair problem, the proof of which is in Appendix 2.9.2.

Theorem 2.3. For an (M,n,k,d, e, a, B) storage system with total bandwidth v = d3, there
exists a threshold function o*(M,n,k,d,e,) such that for any o > o*(M,n,k,d e, ),
regenerating codes exist. For any o < o*(M,n,k,d, e, ), it is impossible to construct codes
achieving the target parameters. The threshold function o*(M,n,k,d e v) is defined as
follows:

o ifk <e, then: o* = %, v € M, +00),

o if k =mne,n>2, then:

T 7 € [foln = 1), +00),

M—;yego(i)’ v e lfoli = 1), fo(d)],i=n—1,...1,

eifk=ne+r withn>1,1<r<e—1, then:

%7 e [fr(n_1)7+oo)7

of = M0 e [f (i 1), f()]i=n—1,...1, (2.11)
Mf'ygv“(o) aM _
T € [(n+1)d—e(n;1)7fr<0)]7
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Figure 2.2: Multi-node functional repair tradeoff: £ = 8,d =10, M = 1,e € {1,2,3,4,8}.
When e { k, the point with eav = df is not the MBMR point.

where
2ed M
N 2.12
M) = S e =) + 2kd = E(E 4 9) — Zier .
. —i)(=2r +e+2d —ne — ei
gr(Z)Zm X : )

2d

The functional repair tradeoff is illustrated in Figure 2.2 for multiple values of e € {1, 2,3, 4,8}
and k= 8,d =10, M = 1.

Remark 2.1. In the case of elk, e|d, the following equality holds for all points on the tradeoff

n—1 M n—1 J
M= ;mm@a, (@=ie)f) = =3 minfa, (G ~0)8).

Therefore, the tradeoff between o and B is the same as the single erasure tradeoff of a system

Mk _

e’ e

with reduced parameters given by n and g. The expression of the tradeoff in this

case can be recovered from [14] with the appropriate parameters.
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We next present the expressions of the two extreme points on the optimal tradeoff. We focus
on the case e < k, as otherwise the optimal tradeoff reduces to a single point. The point
corresponding to the minimum storage size is refereed to as minimum storage multi-node
repair (MSMR) point, while the point corresponding to the minimum repair bandwidth is

referred to as minimum bandwidth multi-node repair (MBMR) point.

MSMR. The MSMR point is the same irrespective of the relation between k£ and e, and it

is given by
M M ed
_ - - 2.13
AMSMR = 77 IMSMR = 7 5 kte ( )
MBMR. Interestingly, the MBMR point depends on whether e divides k or not.
o If k = ne, we obtain
2ed M dmM
= = 2.14
TMBMR k2 1 ok + 2kd dn—e(g)’ ( )
QMBMR = WM]ZMR- (2.15)

The amount of information downloaded for repair is equal to the amount of information
stored at the e replacement nodes. This property of the MBMR point is similar to the
minimum bandwidth point in the single erasure case [14] and also the minimum bandwidth

cooperative repair point [55].

o If £ = ne+ r, we obtain

B 2ed M _ dM (2.16)

YMBMR (k—r+e)(2d—Fk+r) d(77+1)—6<’7;r1)’ )
d+nr—e

. % | (2.17)

This situation is novel for multiple erasures as the e nodes need to store more than the overall
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downloaded information. This is an extra cost in order to achieve the low value of the repair
bandwidth. Figure 2.2 illustrates this situation with e = 3,k = 8. However, later we will
see that for both e|k and e 1 k, the total bandwidth at MBMR is equal to the entropy of the

failed nodes (see Lemma 2.6 and Lemma 2.11):

where E C [n] is any subset of nodes of size e and W is the information stored across the

nodes in F.

Remark 2.2. From the statement of Theorem 2.2, we note that if we only consider points
between the MSMR and the MBMR points, then the scenariou = [r,e, ..., €| always generates
the lowest cut. In fact, the scenariou = e, ..., e,r] corresponds to points beyond the MBMR

point, namely, points with o > aypur, B = BuBug-

Case study: centralized strategy v.s. separate strategy. We compare the centralized
repair scheme repairing e nodes to a separate strategy repairing each of the e nodes separately
using single erasure regenerating codes. We fix k, a and M.

Case I: both strategies use d helpers. The separate strategy requires a total bandwidth
given by edf;, while the centralized repair requires df., where the subscript indicates the
number of erasures repaired at a time. For simplicity, we assume that e | k. The case e { k

can be treated in a similar way. For points on the multi-node repair tradeoff, we have
n—1

M = Z min(eq, (d — je)s.).

J=0
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Consider a point with the same «a, k, d, M on the single erasure tradeoff, we write

n—1
M =Y min(ea, (d— je)B.) = Zmln (d—7)5)

7=0
n—1 e—1

= min(a, (d —i — je)pr)
j=0 =0
n—1

< emin(co, (d — je)p) Zmln ea, (d — je)eS).
j=0

It follows that 8. < ef3; with equality if and only if e = 1. Therefore, for any storage capacity
«, multi-node repair requires strictly less bandwidth than a separate strategy for the same
number of helpers d.

Case II: multi-node repair uses d — e + 1 helpers, and separate repair uses d helpers. In
this case, the original number of available nodes that can serve as helpers is assumed to
be d, and e > 1 erasures occur within the available nodes. Then a separate strategy may
require a smaller bandwidth for some values of «, as illustrated by Figure 2.3. However, as
d is sufficiently large, we observe numerically that multi-node repair with d — e + 1 helpers
performs better than a separate strategy for all values of a. Moreover, for the MSMR point,

the separate repair bandwidth is edf$ msr = € and centralized repair bandwidth is

M_d
k d—k+1>
(d—e+1)Bevsmr = /;: e(jTej:ll) It follows that a centralized repair is always better that a

separate repair strategy, specifically, for e > 2,

(d —e+ 1)5€7MSMR _ d — (6 — 1)
edB1 Mmsr d

< 1.

2.3 Non-existence of exact MBMR regenerating codes

Recall that the MBMR point is defined as the minimum bandwidth point on the functional

tradeoff. In this section, we explore the existence of linear exact MBMR regenerating codes
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Figure 2.3: Centralized multi-node repair vs separate repair strategy: k£ = 7, M = 1.
Separate repair strategy uses d = 9 to repair 3 nodes successively while multi-node repair is

plotted for d =7 and d = 9.

for 1 < e < k. Unlike the single erasure repair problem [60] and the cooperative repair
problem [58], we prove that linear exact regenerating codes do not exist. Following [58,
60], we proceed by investigating subspace properties that linear exact MBMR codes should

satisfy. Then, we prove that the derived properties over-constrain the system.

2.3.1 Subspace viewpoint

Linear exact regenerating codes can be analyzed from a viewpoint based on subspaces. A
linear storage code is a code in which every stored symbol is a linear combination of the M
symbols of the file. Let f denote an M-dimensional vector containing the source symbols.
Then, any symbol x can be represented by a vector h satisfying = f'h such that h € FM,
F being the underlying finite field. The vectors h define the code. A node storing o symbols
can be considered as storing « vectors. Node ¢ stores hgi) e th). It is easy to see that
linear operations performed on the stored symbols are equivalent to the same operations

performed on the these vectors: > v;f'h; = f/(>_ v;h;), 7; € F. Thus, each node is said to
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store a subspace of dimension at most a. We write W4 to denote the subspace stored by all
nodes in the set A, A C [n]. For repair, each helper node passes § symbols. Equivalently,
each node passes a subspace of dimension at most 5. We denote the subspace passed by
node j to repair a set R of e nodes by SJR. The subspace passed by a set of nodes A to
repair a set R of e nodes is denoted by S¥ = jeA ST, where the sum denotes the sum of

subspaces.

Notation. The notation (P; X; denotes the direct sum of subspaces {X;}. For a general
exact regenerating code, which can be nonlinear, we use by abuse of notation Wy, S% to
represent the random variables of the stored information in nodes A, and of the transmitted
information from helpers A to failed nodes R. Properties that hold using entropic quantities
for a general code do hold when considering linear codes. For instance, consider two sets A

and B. Then, we note the following

H(WA) — dim(WA),
H(WA’WB) — dlm(WA) — dlm(WA N WB),

[(WA, WB) — dim(WA N WB>,

where the symbol — means translates to. When results hold for general codes, we only
prove for the entropy properties, and the proof for the subspace properties of linear codes is
omitted. All results on entropic quantities are for general codes, and all results on subspaces
are for linear codes. Moreover, all results in this section refer to properties of optimal exact
multi-node repair codes with k > e, some of which are specific to MBMR codes and will be

noted.

In this section, we assume that the codes are symmetric. Namely, the entropy (or subspace)
properties do not depend on the indices of the nodes. Note that one can always construct

a symmetric code from a non-symmetric code [63], hence our assumption does not lose
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generality. We now start by proving some properties that exact regenerating codes, satisfying
the optimal functional tradeoff, should satisfy. We note that the following property is also

presented in [64, Lemma 4].
Lemma 2.5. Let B C [n] be a subset of nodes of size e, then for an arbitrary set of nodes
A, such that 0 < |A| <d,BNA=0,

H(Wp|Wa) < H(Wp|SF) < min(ea, (d — |A])5).

Proof. If nodes B are erased, consider the case of having nodes A and nodes C' as helper

nodes, |C| = d — |A|. Then, the exact repair condition requires

0=H(Wg|SY,58) = HWg|SE) — I(Wg, SE|SE)
> H(Wg|S3) — H(SE)

> H(W5|S%) — (d — |A])B.

Moreover, we have H(Wg|S%) < H(Wpg) < |Bla, H(Wg|Wa) < H(Wg|S%), and the results
follows. 0

In the next two subsections, we focus on the cases where e | k and e 1 k, respectively.

2.3.2 Casee|k

Note that in this case since e < k, we have k > 2e. Recall from Theorem 2.2 that points
n—1

on the optimal tradeoff satisfy M = > min(eq, (d — je)3). Points between and including
=0

MSMR and MBMR satisfy <53 < o < 45.

Lemma 2.6. (Entropy of data stored): Consider points on the optimal tradeoff. For an

arbitrary set L of storage nodes of size e, and a disjoint set A such that |A| = em < k for
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some integer m,

H(Wp) =ea, HWL|W4) = min(eq, (d — em)[).

For linear codes,

dim(Wp) = ea, dim(W) — dim(W, N Wy4) = min(eq, (d — em)[).

Hence, the contents of any group of e nodes are independent. In particular, for a set A of

nodes, 1 < |A| <e, HWj4) = |Ala.

Proof. By reconstruction requirement, we write

1
M=HWp) = HWig)+ > HWiji,..eir1)} Wie)

1

3

J
n—1
< min(eq, df) + Z min(eq, (d —ej)5) = M,

J=1

where the inequality follows from Lemma 2.5. Thus, all inequalities must be satisfied with

equality. O]

Corollary 2.1. At the MBMR point, for any set L of size e and disjoint set A of size

|A| = em < k, we have
dim(W, N Wy4) = emp.
Proof. By Lemma 2.6 and ea = df3,
dim(Wp) — dim(W, N W4) = min(eq, (d — em)5) = (d — em)[3.

Using the fact that dim(Wp) = ea = df3, we obtain the result. O

36



Lemma 2.7. For any set E of size e, and a disjoint set A of size d, the MBMR point

satisfies

We =@ SF, dim(Sf) = 5.

JEA

Hence, the subspaces SJE and SjF7 are linearly independent. For every set () C A, dim(Sg) =

|Q|B. Moreover, each subspace S]E has to be in Wg, namely, SJE C Wg.

Proof. For exact repair, we need Wg C > SJE . Thus,
J

dB = ea = dim(Wy) < dim() _ SJ) < dB.

J
Thus, every inequality has to be satisfied with equality. O]

Lemma 2.8. At the MBMR point, for any set E of e nodes and any other disjoint set Q) of

size |Q| < k — e, we have
SE = Wi N W, dim(Wg N W) = dim(SE) = Q5.

Proof. Consider () nodes such that |Q] < k — e helping in the repair of a set E of e nodes.
Let J contains ) such that |J| = k — e. Denote Q¢ = J\@. From Corollary 2.1, we have
dim(WgNWj) = (k—e)B. On the other hand, from Lemma 2.7, we have dim(S%) = (k—e)3
and S¥ C Wg. Moreover, by definition, S¥ C W;. Thus, S¥ C WrNW);. As the dimensions
match, it follows that Sf = Wg N W;. Note that SE C Wg N W4 holds for any subset A of

size |A| < d. Now, we write
SJE:WEQWJ:WEQ(WQ—FWQc) QWEQWQ—FWEQWQL- 255+Sgc :S(J]E

This implies that all inclusion inequalities have to be satisfied with equality and the result
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follows. O

The next lemma plays an important role in establishing the non-existence of exact MBMR
codes. It only holds true when e > 2, which conforms with the existence of single erasure

MBMR codes.

Lemma 2.9. Consider the MBMR point. When e > 2, for any set of e + 2 < k nodes,

labeled 1 through e + 2, it holds that

dim(We+2 N W[e+1]) = dim<We+2 N W[e]) = ﬁ

Proof. We have

dim(W[e_i_g}) = dim(W[e]) + dim(Weyq + Weyo) — dim(W[e] N (Weiq + Weio))

=ea + 2o — 20,

where the second equality follows from Lemma 2.6, Lemma 2.8. On the other hand, we write

dim(W[e_,_Q}) = dim(W[e]) + dim(We+1) - dim(We_H N W[e])
+ dim(We+2) - dim(We+2 N W[6+1})

= e+ 2a — 3 — dim(Wepo N Wieiq)).

The lemma follows from equating both equations. O

Theorem 2.4. FExact linear regenerating MBMR codes do not exist when 2 < e < k and

el k.

Proof. Assuming that there exists an exact-repair regenerating code, we consider the first e

nodes. Then, these nodes store linearly independent vectors. We write, fori =1,...,e, W; =
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{Vi Vi } where V; ; contains 3 linearly independent columns and V; » contains the remaining
(a — B) basis vectors for node 7. Now, consider node e + 1. We have dim(Wey N W) =
by Lemma 2.9. That means that node e + 1 contains S columns, linearly dependent on
the columns from the first e nodes. Since the first e nodes should be linearly independent,
w.l.o.g, we can assume that the 5 dependent vectors of node e + 1, denoted by V.11 1, is of

the form

Verin = Z Viaxi, (2.18)
i=1

such that x; # 01 Vi = 1,...,e. Now, consider node e + 2. From Lemma 2.9, node e + 2
contains (o — ) vectors linearly independent from vectors in nodes 1 through e + 1. The
remaining basis vectors of node e + 2 (which are linearly independent of the (o — ) vectors)
are denoted by V.i21. Now, to repair any set of e nodes out of the set of first e + 1 nodes,
node e + 2 can only pass Vei91. Otherwise, Lemma 2.8 will be violated. Then, this implies
that Voio1 € Wy, for all J C {1,...,e+ 1} such that |J| = e. Then, it can be seen that

Veto1 can only be of the same form in (2.18)

‘/e+2,1 = Z%’lyi’ such that Yi 7é 0/3><1 Vi = 1, NN

i=1

Similar reasoning applies to node ¢ for ¢ = e+3,...,k+1 to conclude that V;; can be written

as in (2.18).

Now, assume the first e nodes fail. Then, node 7 can only pass V;; fori =e+1,...k+ 1.
We recall from Lemma 2.8 that Si[e} = W; N Wy. The total number of vectors passed by
these nodes is (k—e+1)5 > (e+1)5. On the other hand, from (2.18), all V;; are generated
by ef vectors. Thus, the set {V;1,i =e+1,...,k+ 1} must be linearly dependent, which
contradicts the linear independence property of the passed subspaces passed for repair, as

stated by Lemma 2.7. O
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2.3.3 Caseetk

Recall that from the analysis of Theorem 2.2, for k =ne +r, 1 <r <e —1, at the MBMR
point, two scenarios generate the same minimum cut: u; = [r,e,...,e] and us = [e, ..., e, 7].
Equivalently, we have M = f(u;) = f(uz), where f() is defined as in (2.4). Moreover, all

points between and including MSMR and MBMR on the tradeoff satisfy

n—1
M = min(ra,df) + Z min(ea, (d —r —ie)B) = f(uy),
i=0
Wﬁgagwﬁ (2.19)

Properties satisfied by exact regenerating codes developed in the previous section extend to
the case e 1 k with slight modifications. We state the properties without detailed proofs as

the techniques are the same.

Lemma 2.10. Consider points on the optimal tradeoff. For an arbitrary set R of storage
nodes of size r, and a set A such that |A| = je +r < k for some integer j < n— 1, for all

exact-regenerating codes operating on the functional tradeoff, it holds that

H(Wg) =ra, HWg|W,4) = min(ea, (d — r — je)3).

For linear codes,

dim(Wg) = ra, dim(Wg) — dim(Wg N W4) = min(eq, (d — r — je)B).

Proof. The result can be derived by proceeding as in Lemma 2.6 and using the fact that

M = f(uy) from (2.19). O

Remark 2.3. In the case of et k, a set of e nodes are no longer linearly independent. This

1s expected as e > df3. Instead, it can be seen from Lemma 2.10 that any set of r nodes are
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linearly independent.

Lemma 2.11. For exact-regenerating codes operating at the MBMR point, given sets E, A, R
and B such that |E| = e, E and A are disjoint, R and B are disjoint, |A| = je with j < n—1,
|R| = r and |B| = ne, it holds that

H(Wg) = dp,
H(Wg|Wa) = (d - je)s,

H(Wg|Wg) = (d — ne)B.

For linear codes,

dim(Wg) = dg,
dim(Wg) — dim(Wg N W) = (d — je)B,

dim(Wg) — dim(Wr N Wg) = (d — ne)S.

Proof. The result can be derived by proceeding as in Lemma 2.6 and using the fact that

M = f(uy) and ea > df,ra > (d — ae)p. O

It is easy to see that Lemma 2.7 and Lemma 2.8 hold true for the case e 1 k, and for
conciseness we do not repeat these lemmas. The following lemma is used to derive the

contradiction in our non-achievability result.

Lemma 2.12. Let k = ne—+r, then exact linear MBMR point is not achievable when d > k.

When d = k, for any set of r + 1 nodes, it holds that

dim(WH_l N W[r]) = f.
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Proof. We have

dB = dim(Wig) = > _ (dim(W;) — dim(W; N Wyi—y)) = ea — Y dim(W; N Wj;_y),

i=1 i=r+1

where the last equality follows from the fact that the first r nodes are linearly independent.

Thus, it follows that

> dim(W; N Wii—y) = ea — df = (e — r)(a — nB), (2.20)

i=r+1

where we used a = (d + 1 — en)S/r for MBMR point. Now we write

(e—r)(a—n8) =Y dim(W;NW,_y)> Y dim(W; N W)

i=r+1 i=r+1

= (e —r)dim(W, 1 N W),
where the last equality follows using symmetry. Then, it follows that
dim(W, .y N W) < a—np. (2.21)
Combining (2.20) and (2.21), we obtain

> dim(Wi N Wii—y) > (e — r = 1)(a — ). (2.22)
=742

On the other hand, we have
> dim(W; N Wiey) < Y dim(W; N We,) = (e — 7 — 1), (2.23)

i=r+42 i=r+42

where &; is a set of e nodes containing the first ¢ — 1 nodes and arbitrary e — ¢ + 1 nodes,

excluding node i, and the equality follows from Lemma 2.8. Combining (2.22) and (2.23), it
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follows

(e—r—1(a—np)< > dim(W; N W_y) < (e —r—1)8. (2.24)

i=r+2
It follows that a — npg = @ﬁ < (. The inequality holds only when d = k and a — g3 = .
Indeed, when d > k, we have o« — nf > (. Therefore, we only consider the case d = k.

Hence, it follows from (2.24) that

> dim(Wi N Wyi—y) = (e — 7 — 1)B.

i=r+2
Using (2.20), we obtain dim(W, 1, N W},) = B. O

Theorem 2.5. Ezact linear regenerating MBMR codes do not exist when e < k and e{ k.

Proof. From Lemma 2.12, exact linear MBMR codes may only be feasible when d = k. Next
we show that in fact such codes do not exist. Consider repair of the set of nodes £ containing
nodes 1 through e. Consider helper node i. As dim(W; N W) = dim(W; N W) = B, it
follows that W; N W) =W, N W, = SE. Then, each helper node sends vectors in the span
of W,. Thus, the span of all sub-spaces Si[e] is included in the span of Wj,: Z SE C Wy
This implies that dim(z SF) < dim(Wp). Namely, we should have df < ;oz: this is a

contradiction as df > ra. m

2.4 Infeasibility of the exact-repair interior points

In this section, we study the infeasibility of the interior points on the optimal functional-
repair tradeoff for e | k,e | d,2e < k, similarly to [50]. We note that all interior points
satisfy (d — k + e)B < ea < df. This can be written as (d —n+ 1) < a < d'3, where

/

d = g and n = % This is similar to the single erasure case with reduced parameters. The
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proof techniques in this section follow along similar lines as [50] and some of the proofs are

relegated to the appendix.

Parameterization of the interior points. Let a = (d'—p)S—0, namely eav = (d—ep)S—el
with p € {0,1,...,n7— 1}, 6 € [0, 8) such that § = 0 if p = n — 1. Points on the functional

tradeoff satisfy

n—1
M = eZmin(a, (d' —1i)B).
i=0

2.4.1 Properties of exact-repair codes
We present a set of properties that exact-repair codes, satisfying the optimal functional
tradeoff, must satisfy.

Lemma 2.13. For a set A of arbitrary nodes of size ej, a set L of nodes of size e such that

LNA=0, we have

0, J<p,
LW, Wa) = q e((j —p) - ), p<j<n,
€ Jjzn
Proof. See Appendix 2.9.3. O

Corollary 2.2. For an arbitrary set L of size e, and a disjoint set A such that |A| = em < k

for some integer m, we have

H(Wp|S%) = HWL|W,) = min(ea, (d — em)p).

Proof. From Lemma 2.5, we have H(W|S%) < min(ea, (d — em)3). On the other hand,
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from Lemma 2.6,
H(W|S%) > HW,|W,) = min(ea, (d — em)f).

Thus, H(Wy|S%) = H(W|W,) = min(ea, (d — em) ). O

Lemma 2.14. In the situation where node m s an arbitrary helper node assisting in the

repair of a second set of arbitrary nodes L of size e, we have
H(Sy,) = B,

wrrespective of the identity of the other d — 1 helper nodes. Moreover, for set B of size
|B| <d—k+e with BNL =10, we have

H(Sp) = |B|B.
Proof. See Appendix 2.9.4. m

Helper node pooling. Consider a set F' consisting of a collection of f < d + e nodes (f is
a multiple of €), and a subset R of the set F' consisting of er’ nodes, v’ > 1. A helper node
pooling scenario is a scenario where upon failure of any e nodes L C R, the d helper nodes
include all the f — e remaining nodes in F'. The remaining d — f + e helper nodes are fixed
given L. Consider a subset of nodes M C F\R. Partition the nodes in R into arbitrary
but fixed sets Ry, Rs, ..., R, each of size e. Denote by S = (Sﬁl, e Sﬁ“) the collective

transmitted information from helper nodes M to repair Ry, ..., R,/, respectively.

Lemma 2.15. In the helper node pooling scenario where min(n, f) >p+2>71', for any set

of e arbitrary nodes M C F\R, we have

H(SE) < e(28—0).
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Proof. See Appendix 2.9.5. O

Lemma 2.16. In the helper node scenario where min{n, é} >p+1>71, for an arbitrary

set of e nodes M C F\R, and an arbitrary pair of set of e nodes Ly, Lo, it must be that
H(S371837) < ef,

and hence
H(Sy) < e(B+ (' = 1)0).

Proof. See Appendix 2.9.6. n

2.4.2 Non-existence proof

For interior points, 1 < p < n — 2. First, we consider the interior points for which e« is a

multiple of f. That is: ea = (d — ep)3,0 = 0.

Theorem 2.6. Ezxact-repair codes do not exist for the interior points with 6 = 0.

Proof. Consider a sub-network F' consisting of d + e nodes. The parameters satisfy the con-
dition in Lemma 2.16. Note that by the regeneration property for any set of e nodes L C F,
H(Wp|SE_ ;) = 0. Moreover, for distinct M, Ly, Ly C F, with § = 0, we have H(S5}|51?) =

0. We partition the nodes in F' into groups of size e, denoted L;,i = 1,2,...,d 4+ 1. Then,
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we write

M S H(Wr) < H(SP 00 Sp0, ) = HISETP L SE )

F—Ld/+1 ) Ld’+1
d'+1
<> s
=1
d'+1
< Zeﬁ (d+e)s (2.25)

where the inequality (2.25) follows from Lemma 2.16. On the other hand,

d-1
M = Z min(ea, (d — ie)s Z min((d — ep)B, (d — ie) )
=2(d —ep)B+ Z min((d — ep)B, (d — ie)3)
> 2(d —ep)B+ (n—2)ep
> 2ef+ (d—ep)B+ (n—2)eB
=(d—2e)f+ (k—2e—ep)p

Z (d - QG)ﬁa

where we assume 1 < p < 1 — 2 (non-MSMR point). Thus, ep 4+ 2e < k < d. Both bounds

are contradictory, thus proving the impossibility result in the case of = 0. O

Theorem 2.7. For any given values of M, exact-repair regenerating codes do not exist for

the parameters lying in the interior of the storage-bandwidth tradeoff when 6 # 0, except
possibly for the case p+2 =n and 0 > %ﬁ;eﬂ.

Proof. See Appendix 2.9.7. O]
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2.5 Outer bounds for linear exact-repair codes

In this section, we derive an outer bound on the storage-bandwidth tradeoff of linear exact-
repair regenerating codes. The performance is evaluated under various parameter settings.
We derive the bound by constructing a rank lower bound on the parity check matrices of
linear centralized repair codes. This approach is inspired by [65], which fist applied it to
the single erasure regeneration codes, and [59] which applied it to the case of cooperative

regenerating codes. The following theorem describes the proposed outer bound.

Theorem 2.8. Consider a linear exact repair regenerating code with parameters

(M,n,k,d e a,p), the file size M satisfies

M<s—1

2 & "
<71 (d+e)a+ NEF) hZ:; min(slye, hlpa, (d —k + Z I)B), (2.26)

t=1

where 1 = [ly,...,1;] € P, given by (2.5), and s is an arbitrary integer with 1 < s < g.

Notation. For a non-negative integer n, define [n] = {1,...,n}. We use the concept of

thick columns and thick rows. Let M be a matrix consisting of mn submatrices as

S(M) denotes the column space of M. For sets I C [m], J C [n], let M;; be the matrix con-

structed by collecting submatrices whose indices 7 and j belong to I and J, respectively. For
t

i € [ml,j € [n],let M;p) = [Mi ... M) be the i-th thick row and Mp,; = {ij o Mﬁm]

be the j-th thick column.
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2.6 Properties of linear exact repair codes

In this section, we define linear exact repair regenerating codes, and establish some of their

properties.

An (M, n, k,d, e, a, B) centralized repair regenerating code encodes a (1 x M) message vector
m into a (1 x na) codeword vector c¢. The first a symbols of ¢ are stored in the first node,
the next « symbols in the second node, and so on. Let c; denotes the vector of symbols

stored at node 7, such that

c= |:Clac2a--~acni| '

A linear exact repair regenerating code is an exact repair regenerating code where the en-
coding and decoding processes, performed during data collection and multi-node repair, are
linear. Thus, a linear exact repair code can be regarded as an (na, M)-linear code, such
that there exists an (M X na) generator matrix G and an ((naw — M) x na) parity check

matrix H which satisfy

c=mG,GH' =0,

rank(G) = M, rank(H) = na — M.

In the following, we restrict n = d + e, as any (n,k,d,e) regenerating code contains a
(d+ e, k,d, e) regenerating code. We now derive a key lemma that will be used in the proof

of Theorem 2.8, establishing conditions that must be satisfied by matrices G and H.

Lemma 2.17. Consider an (M,n,k,d, e, «, 3)-linear centralized exact repair regenerating

code with n = d + r. The parity check matrix H satisfies the following two conditions.

1. The rank of a matriz constructed by collecting n — k arbitrary thick columns is full
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(n—k)a.

2. For any index set R = {iy,...,i.} C [n], where iy < ... <. and |R| = e, there ezists

an (ea X na) matric

R R
A o AL,
HR = : . : )
R R
Ai671 e Air7n

where Af; is of size (o X ), such that

(CL) AgR = Ira;
(b) for j € D2 [n]\R, we have mnk(Ag,j) < B,

(¢c) S(Hp)  S(H").

Proof. The proof of (1) is similar to [59, Proof of Lemma 1] and is omitted. It follows from

the data reconstruction property. We now prove (2).

Consider a repair process where the e nodes in R are centrally repaired with the help of the
d nodes in D. Node j € D sends a (1 x ) vector sg;, which is a linear combination of

elements of c¢;. That is, there exists an (a x ) matrix ®g; such that
SRj = qu)Rjaj eD.

According to the repair property, c¢; can be reconstructed by linearly combining df symbols

of {sg;,j € D} as

_E R _E ) TR AE AR

jeD JjeD jeb
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where ij are encoding matrices of size (8 x «). For i € R, define

1., if j =1,
R oo
Aij =\ —(@r LR, ifje D,
Oaxas otherwise.
\

Then, it follows that
Vi€ R, [Ale AZRQ Aﬁn} c!=0 = Hpct=0.

Moreover, for j € D,

t _
(Hr)p; = [(Ag,j)t (Aﬁ,j)t}
= {—(ijLﬁ,j —CI’RijZJ]
:@Rj [_Lﬁ,j _Lﬁm] .
Thus,
sl (Hi)) = k(o |18, o L]

<rank(®g;) < .

Finally, since Hrc! = 0 for every codeword ¢, S(H%) is orthogonal to S(G') and hence
S(HY) C S(HY). O

2.7 Outer bound for linear exact repair codes

In this section, we prove Theorem 2.8 via the following steps:
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1. Choose an arbitrary vector 1 € P, defined in (2.5).
2. Construct an (no x na) repair matrix, Hyepqir1, oObtained using Lemma 2.17.

3. Find a lower bound of rank(H,¢pqeir1). This will also be a lower bound of rank(H) as

S(Hp) € S(H").

4. The lower bound on rank(H) is translated to an upper bound on M, using the relation

M = na — rank(H).

2.7.1 Construction of H, .41

g9
Consider a vector 1 € P, and let [y = n — k. Then, Y [, = n = d + e. Consider the sets

h=0
h—1 h
Rh :RhUNhaRh = [th+17zlt]7
t=0 t=0

h—1
where | R, | = I, and N, is chosen arbitrarily to satisfy N, C [>_ 1], |Nu| = r — Ij,. For each
=0

set Ry, which is of size e, by Lemma 2.17, there exists a matrix Hg, of size (ra x na). From

this matrix, we collect the last [}, thick rows, in a matrix Aﬁfl of size (lpa X na).

hin]’

Let H be constructed by taking the first (n — k) thick columns of H and HT its left-inverse.

H,epairy is constructed as follows:

HY = | (FTE LT U Bro el
repair,l (H H) (ARl,[n]) (ARg,[n])
The thick rows of H,epqeir have lpa, L1y, . . ., [ Tows, respectively. By grouping the columns
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by the same pattern, H,epqr1 consists of (g + 1)? submatrices as

Hoo -+~ Hoy

)

Hrepair,l - : . : )

where Hy,; is of size (I, X ;) and

Hoo Ho1 -+ Hoy :HTH;
Hy, =A%  for1<h<g0<t<g.
’ Ry Ry

Moreover, Hy,, is the h-th diagonal submatrix with the size of (I a x l,a). It can readily

verified that Hyo = H'H = I,_a, and from Condition(2)-(a) in Lemma 2.17, it follows that

Hh,h = [lha,for 1 S h S g.

2.7.2 An alternative proof of the functional repair bound

Using the above machinery, we first derive a bound for the linear exact repair codes, that

coincides with the functional repair cut-set bound. Define §y = rank(H, 0,g,0) and

5h = rank(H[07g]7[07h]) - rank(H[Oyg]7[07h_1}), for 1 S h S g.
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Then, d,, represents the increment of rank after the h-th thick column is added. Note that

do = (n — k)a. For 1 < h < g, looking at the h-th thick row, we have

Op > rank(Hp o 5) — rank(Hp o p-1)
> rank(Hh,h) — rank(Hh[O,h_l})

_ _ Ry,
=« rank(AR/M[E?:,O1 " ).

Ry,
But rank(A R

zero. Thus, L, = | ?:_01 ]\ Np. By Condition (2)-(b) in Lemma 2.17, we have

) = rank(AgfL . ), where Ly is the set of thick columns that are non-
holh

rank(Agfl ) < rank(AgZJ-) < B,Vj € [n]\Rs.

i)

Note that Ly, C [n]\Rp, and |Ly,| = S0 1, — Ny = Syl — 7 = d — k+ 31, ;. Therefore,

we have

h
rank(AT ) <Y rank(Ag,:J) < BILi| = Bld—k+_1).
t=1

holvh .
JeLy

Thus, we have

g h
> (n—k)a+ Y [lha—(d—k+ > W)

=(n—kKa+)> [ha-(d- Y L)J"
h=1

t=h+1
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as Y7 I, = k, where [z]* £ max(0,z). Therefore, we have

M =na —rank(H)

< na — Tank(Hrepairl)

2.7.3 Derivation of Theorem 2.8
In this subsection, we obtain a different lower bound on rank(H,epar1) using the following
theorem.

Theorem 2.9 ([59]). Suppose a matriz M has n thick columns and n thick rows (i.e., M
has n* submatrices). The number of columns (rows) in each thick column (thick row) does
not have to be identical. My, ..., M, denote the n thick columns and M, ; (i,j € [n]) denote

the submatrices of M. If M satisfies the following conditions

1. For any i € [n], the thick column M; has linearly independent columns,

2. rank(M; ;) = rank(M;) for i € [n],
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then, for every integer s > 1, rank(M) is lower bounded by

1
s(s + )mnk(M) >
Z max(0, (s — i + 1)rank(M,;), s rank(M,;) —T;), (2.27)
where
0, ifi=1,
T, =

Z; _) rank(M; ), if2<i<n.

Proof of Theorem 2.8: For a given vector 1, H,¢pqir1 has (g + 1)? submatrices. Moreover,
the diagonal submatrices are identity matrices. Thus, Hyepair1 satisfies conditions (1) and

(2) of Theorem 2.9. Consider an integer s > 1. Using (2.27), we obtain

g
)rank(H,nepmJ) > s(n—k)a+ Z max(0, (s — h)lpa, slpa — Tj),
h=1

h—1
where Tj, = S0 vank(Hy,,) = 3. rank(Ag,h )~ Note that
=0 notte

T, < Zglt rank(Agzyj) => rank(ARh DS ILB=(d—k+ Xh: 1B A A
=0 jEL t=1
Thus, we write
rank(H,epair1) > 2(2 —l_- ]f) GrD) Z max (0 h)lpa, sl — Ap)
22(21? s—l—l Zsh —|— i—l Zmax —slpa, —hlpo, —Ap),
— jial B 5(53—1 me (slpa, hlpo, Ap).

h=1
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In terms of M, we have M < na—rank(H,epair1), which simplifies to (2.26) in Theorem 2.8.

While (2.26) holds for s > 1, following [59, Remark 6], it is sufficient to consider s € [g].

Remark 2.4. When s =1, (2.26) coincides with the bound in (2.3). Theorem 2.8 is at least

as tight as the functional repair bound

2.8 Evaluation of the bound in Theorem 2.8 and dis-

cussion

We evaluate Theorem 2.8 under various parameter settings in Fig. 2.4. The bound improves
upon the functional repair bound when d is close to k, and the improvement increases as k
increases. In particular, for a (k + e, k, k, e) system, we observe that the gap between the
region of the exact repair bound and the best known achievable region from [3] decreases as k
increases, for fixed e. We note however that Theorem 2.8 does not rule out the achievability of
the minimum bandwidth point of the functional tradeoff, which is known from Theorem 2.4
and Theorem 2.5 to be not achievable under linear exact repair. As a result, an open problem

is to tighten the bound of Theorem 2.8.

2.9 Conclusion

In this chapter, we studied the problem of centralized repair of multiple erasures in dis-
tributed storage systems. We explicitly characterized the optimal functional tradeoff between
the repair bandwidth and the storage size per node. For instance, we obtained the expres-
sions of the extreme points on the tradeoff, namely the minimum storage multi-node repair
(MSMR) and the minimum bandwidth multi-node repair (MBMR) points. Furthermore, we
proved that the functional MBMR point is not achievable for linear exact repair codes for

1 < e < k. We also showed that the functional repair tradeoff is not achievable under exact
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Figure 2.4: Exact repair bound of Theorem 2.8 vs. functional repair bound vs. achievable
points from [3].
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repair, except for maybe a small portion near the MSMR point for e < k,e | k, e | d. Finally,

we presented outer bounds for linear exact repair codes.

Appendix

2.9.1 Proof of Lemma 2.4

We first state the following lemma which will be useful in the proof.
Lemma 2.18. For fized (3, the scenario u = [e, ... e, r| achieves the lowest final value of
minimum cut:

lim f(u)> lim f([e,...,e,r]),Yue P,

a——+00 a——+00

where f(u) and P are defined in (2.4) and (2.5), respectively.

Proof. for a specific cut u, we have
g i—1 g 1—1 g—1
Jm fw) =) (d- ;W =dBg—FY D uj=gdf - @;uxg — 1)

i=1 i=1 j=1

g—1 g-1 g
=B(dg— g ui+ Y iu)=B((d—k)g+ > _iu).
i=1 i=1 i=1
To obtain the smallest minimum cut value, we need to solve the following problem
9
minimize (d—k)g + Tu;
imize  (d - k)g ;

subject to 1 < wu; <e, (2.28)

g

i=1
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Figure 2.5: Values of the cut function for different vectors u for k =9,d = 10,8 =1

It can be seen that the solution to (2.28) is given by u = e, ..., e, r]. O

We now study the different functions C;(«) for j = 0,...,n. An example of the different
functions to be analyzed is given in Figure 2.5, with £ = 9,d = 10, 8 = 1. It is observed that
u = [1, 3,3, 3] generates the lowest cut before some threshold o* = 5, after which the lowest
cut is generated by u = [3,3, 3, 1]. In the following, by analyzing C;(«) for j =0,...,n, we

prove that the above observation holds true in general.

Case j=0: We have

n—1
Co(e) = min(ra, df) + Z min(ea, (d —r — ie)f)
i=0
n—1 .
= rmin(a, #) + ; e min(c, M).

Co(a) is a piecewise linear function with breakpoints given by

{d_r_i"_l)eﬁ, d_r_in_meﬁ, .., E18,48}. Cy increases from 0 at a slope of k. Its slope is

then reduced by e by the successive breakpoints and then finally by r until it levels off.
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Figure 2.6: relative positions of the breakpoints of Cy(a) and C;(«) (with = 1)
Case 1 < j <mn: For each j, we have
j—1
Cj(a) = » min(ea, (d —ie)B) + min(ra, (d — je)s) + Z min(ea, (d —r — ie)f)
=0
j—1
(d—1ie)p (d—je)B (d—r—ie)s
- , + )+
2 e min (o . ) + r min(c, Z e min(«a . )

Cj() is also piecewise-linear function with non-increasing successive slopes. Its breakpoints

are given by {dr—nl)eﬁ, _——— 385, ] Deg ., gﬁ}u{@ﬁ}. The exact relative posi-
tion of the breakpoint % B with respect to the other breakpoints of C';(«) depends on the

system’s parameters. However, we give a lower bound on %= ]66 )

d—je d—r—(j—1e ed—rd—re+r*—j(e*—re)

r e re
(e —71)d —re+1r*—n(e* —re)
- re
S (e —r)k —re+1? —n(e* —re)
re
=0,

where the first inequality follows by noticing that the expression is decreasing in j and letting

7 =n, and the second inequality follows as the corresponding expression is increasing d.

Figure 2.6 illustrates the relative positions of all the breakpoints of Cy(«r) and Cj(«),j > 1,

where for example &2 € [r=t=le d_r_ij_z)e]. We denote by Cj(00) = lim Cj(a).

€ a——+00
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Lemma 2.19. For 1 < j <), there ezists a point o.(j) € [2, 4] such that

CO(ac<j)) = Cj(ac<j))7
Co(a) < Cj(a) if @ < a.(j), (2.20)
Co(a) > Cj(a) if a > a.(j),

Gla) = Cylo0) i a > acl).

Proof. W.l.o.g, assume 3 = 1. First, we note that

d—r—(j—1)e
. :

Co(a) = Cj(a) = ka for a <

Next, we analyze the behavior of each of the functions Cy(a) and C;(«) over the successive

intervals I; £ (d=r=t d_r_éi_l)e] forie {j—1,7—2,...,1}. Let z; = d_re_ie and define

s;(1;) as the slope of Cj(«a) just before @ = z; . Consider a given interval I; = (z;, z;_1], we
have
e Cy(«) has no breakpoint inside /;. Thus, Cy(«) increases by

Co(xi—1) — Co(z;) = so(I;) — e.

e (j(«) has either one or two breakpoints inside I;.

Case 1: Cj(«) has a single breakpoint inside I; (at o = 4=), then, C;j(c) increases
by
r e—r
Cj(ima) = Cjlas) = s;(Li)— + (s;(Ls) — ) —— = s;(L;) —e+r.

d

Case 2: Cj(«) has two breakpoints inside I;, namely at o = _T]e and o = %. Let
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A= @ — d=r=ic (¢ f. Figure 2.6). Assuming % < %= then, Cj(a) increases by

e—r. e—r
Cj(ioa) = Cjlag) = (85(1i) = 1)1 = A = ——) + ——(s;(Ls) —r —€) +5;(1) A
=s;(1;) — e+ Ar.
Assuming &3¢ > 4= then, () increases by
r r
Cj(ia) = Cjlas) = —s5(Li) + (k= e)(A = =) + (s(L) = —e)(1 = A)

= s;(l;) —e+ Ar,

which shows that the increase does not depend on the relative position of the two

breakpoints.

Now that we have computed the increase increment of each C; over I;, we proceed to compare

Co(a) and Cj(a) for 1 < j <n. We discuss two cases:

d_rje € I;, for some jy € [1,j—1]. jo may not exist, which will be discussed

Case 1: Assume

in the second case. Based on the above discussion, it can be seen that
Ci(a) > Cp(a), for o < ;.

This can be seen by noticing that Vi < jo, so(l;) = s;(1;) and that
(Cj(wi—1) — Cj(:)) — (Co(wiz1) — Co(xi)) =1 > 0.

Over I, C; also dominates Cy at every point as so(1;,) = s;(Ij,) and

(Cj(wiz1) — Cj(@:)) — (Colwim1) — Colzi)) = Ar = 0.
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For i > j,, we have so(l;) — s;(1;) = r. Moreover, over each I;,i > jo, we have
(Cj(@i—1) = Cj(x;)) — (Comi—1) — Co(z:)) = (s;(L;) —e+71) — (s0(L;) —€) = 0.

Combining the last equation and the observation that C;(z;,—1) > Cj(xj,—1), it follows that
C; continues to dominate Cy over the successive intervals I;,¢ > jo. So far, we have shown

that Cj(ar) > Co(e), for a < £

For a > d%, we observe that C; increases with a slope of e and levels off at g while

Cy increases at smaller slope given by r and levels off at % > g. Moreover, we know

from Lemma 2.18 that Cj levels off at a higher value than that of C;. Thus, there exists

a.(j) € [4, 2] that satisfies (2.29).

el r

Case 2: Assume % < d;—” < 2 then, using similar arguments as in the first case, it

r?

follows that for o < £, Cj(%2) > Co(£2). At a = £2, Cj(w) has a slope of 7 + e, which

e

is higher than that of Cj, given by r. Thus, the slope of C; remains higher than than of Cy
until C; levels off. Combining these observations with the fact that Cj levels off at a higher
value, it follows that both curves will intersect only once. Moreover, the intersection is at a
point at which C; has leveled off i.e., we have a.(j) > max(2, ©=2¢). Therefore, (2.29) holds

also in this case. O

Using Lemma 2.19 and the fact that C,, achieves the smallest final value from Lemma 2.18,

that is C; (00) < Cj(00), j € [0,n—1], it follows that (2.9) holds for any j € [0, 7]. Moreover,

as a.(n) € [4, 4], ac(n) satisfies
- w41
rac() + ) _(d—r—ie)f = (n+1)8d - ef=——,
i=0
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which implies that

2
raun) +nd —r -+ £)8 = (+1)d - epT.

Simplifying the last equation yields (2.10).

2.9.2 Storage-bandwidth tradeoff expression

We start with the case k = ne + r. The optimization trade-off is

minimize «
=0 (2.30)
subject to C(a) > M.

The constraint is a piece-wise linear function C'(«) given by

(
(n+1)Bd —efn(n+1)/2,a > a,

n—1
ra+ Yy bjac€ [bgo,ac],
Cla) = =0 - (2.31)
(r+ie)a+ > bj,a€ [%,bi’l],i: 1,...,n—1,

J=t

by 1

ka,a <
\

with a, = wﬂ,bi = (d—r —ie)p and

-1

b = B —i)(d—r -

)

3

(n—1i)(—2r+e+2d—ne —ei) A

R - 2 54.(0),

2

(2.32)

65



such that

. —i)(—2r+e+2d—ne—ei
iy = D2 e v 2 e i)

The expression C(a) increases from 0 to a maximum value given by 3((n+1)d — (";')). To

solve (2.30), we let a* = C~}(M) under the condition M < B((n+1)d — ("}")). Therefore,

we obtain,
(
kb,
%, M e [0, =]
M—nif b n—1 b n—1
= M [(r+ie)% + 2_) bj, (r +ie) =L + z_j b;l,
of = Jj=t j=i
fori=n—1,...1,
n—1
M=3" b; n—1 n—1
= Moe 24 Y by rae+ Y byl
L 7=0 j=0
with
-1
rb; < —n?e* + ne? — 2aer + 2dae — €%i? — e%*i — 2eir — 2r? + 2dr)
— +ib; b, =
€ T JZZ ! 2de 7
=k —r? +e(k —r)+2kd — €(i® + 1) — 2ier
B 2ed 7
2 M
f@@)
such that
, 2ed M
fr(i) =

—k2—r2+e(k—r)+ 2kd — e2(i®> + i) — 2ier
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Therefore, fixing M and varying -, we write

kgr(n—
%, MG[O, gr(n l)w],

e

ot = { M=yg:(i) M e []jr_/(\:l), fj(?:ll)

M) = —1,...1,

M_’Ygr(o)’ M e [%’ (gr(o) + d+a:l—ae>,y]'

(2.33)

As a function of ~, after simplifications, we obtain the expression of a* as in Theorem 2.3.

We note that there are n piece-wise linear portions on the curve. Moreover, the minimum

bandwidth point y\pMg is given by

M dM

gr(0) + =2 d(n+1) — (")

TYMBMR =

The expression of aypur 1S given by

M — ynrg(0) d+nr—en

OMBMR — = YMBMR
r rd

(2.34)

In the case of e | k, we have r = 0. The expression of the tradeoff is obtained from (2.33)

by setting » = 0 and eliminating the last line. We note that in this case, there are n — 1

piece-wise linear portions on the trade-off curve.
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2.9.3 Proof of Lemma 2.13

Proof. First, we note that when j > n, I(W,, Wa) = HWy) — HW_|A) = HWL) = ea.

In the following, we assume j < 1. We write

I(Wp, Wa) = HWy.) — H(WL|A)
— ea — min(eq, (d — je)B) (2.35)
= e(o — min(e, (d' — j)B))
=e(a—(d—7)8)"

=e((j—pB-0)",

where we use the notation (z)* = max(z,0). Here (2.35) follows from Lemma 2.6. O

2.9.4 Proof of Lemma 2.14

Proof. Partition the set of d helpers into A and B such that |A| =k —e and |B| =d—k+e,
such that m € B. We have H(W;|S%) = min(eq, (d — k +¢€)3) = (d — k + ¢)f3, as ea >
(d—k+e)3 for all points on the tradeoff. Moreover, exact repair requires H (W |S%, SL) = 0.
Thus, H(SL) > (d — k + e)3. This implies H(S%) = (d — k + €)3. Moreover, it must hold
that H(SL) = B in addition to S and SZ, being independent if m # m/. Moreover, by

choosing M C B, one obtains H(S%,) = ef. O

2.9.5 Proof of Lemma 2.15

Proof. If the statement holds true for some f,7’, then it also holds true for all f' > f and
r” <r’. Thus, for the proof, we only need to consider F = RUM, |F| = f =e(p+3),|R| =

r'e=(p+2)e, |M| =e.
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Consider repair of an arbitrary set of e nodes L C R, where the set of helpers include M

and the e(p + 1) remaining nodes in R. Then, we write

1(Sy;; Wr) = 1(Sy;; Wi, Wr-1)
= I(Sy;; Wr-r) + 1(Sy; WLIWg_1)
> ISy WilWe-1)
= HW|Wg_1) — HW|Wg_1, Sy;)
> H(Wi[Wr-r) — H(W|Sg 1. S)
— min(ea, (d — e(p + 1))8) — min(ea, (d — e(p +2))8) (2.36)

=(d—elp+1))f—(d—elp+2))5=ef.

Here (2.36) follows from Lemma 2.6 and Corollary 2.2. Then, we obtain

H(Sy|Wr) = H(Sy) — I(Sy; Wr) < ef — e = 0.

Hence, H(S%|Wg) = 0. Since L is arbitrary, it follows that H(S%|Wx) = 0. It follows from

Lemma 2.13 that

H(Sf) = I1(S5: W) < I(Wy; Wg) = e(28 — 6).

Hence the proof is completed. O
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2.9.6 Proof of Lemma 2.16

Proof. The set is R assumed to consist of |R| = er’ = e(p + 1) nodes, and the set F' is such

that ' = RU{M}, |M| = e. Similar to Lemma 2.15,

](S]I\'/[; WR) > H(WL|WR—L) - H(WL’SIL%fL, Slﬁ)
= min(ea, (d — (r' — 1)e)8) — min(eq, (d — r'e)3)
=(d—pe)f—ed—(d—(p+1)e)s

=e(B8—0).

Then, it must be that

H(Sy|Wr) = H(Sy;) = I(Sy;; Wr) < e — (8 — 0) = ef. (2.37)

Note that the last inequality holds for any set L C R. Next, consider L, Ly C R. For this,

consider

< I(Wr; Way) + H(Sy}, Sy Wr)
= I(Wg; War) + H(S3} [Wr) + H(S3?Wr, Si})

<e(B—0)+ed+ed=e(B+0), (2.38)

where the last inequality follows from Lemma 2.13 and (2.37). Then, we have

H(Sy|Sy?) = H(Sy},Sy?) — H(Sy) = H(Sy}, Sy2) —eB < e(B+0) —ef = eb,
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where the first equality follows from Lemma 2.14. Finally, partitioning the nodes in R into

sets Ry, Ra, ..., R, of size e, it follows

!

H(SF) < H(S§) + > H(SISy™) < eB+e(r — 1)
=2

Thus the proof is completed. n

2.9.7 Proof of Theorem 2.7

Proof. Take a subnetwork F' of d+ e nodes. Let L, M C F' be two disjoint groups of e nodes.
Partition the d — e remaining nodes into two sets, A of cardinality ep and B of cardinality

d — ep — e. Exact repair requires
H(WL‘Sga Séa S]@) =0, H(WM‘S%’ Sg[a Sg/f) =0.
It follows that

HWp, Wy |[Wa, Sg, Sy, S%) = HWL|Wa, S5, Sy, S%) + HWy W, Wa, Ss, SY, St

= 0.
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Therefore, we have

H(Sg, S, Sy) > H(Wr, Wa|[Wa)
= HWL|Wa) + H(Wy|[Wa, W)
= HWpr) = I(Wr; Wa) + HWar) — I(Wa; Wa, W)
=ea—0+ea—e(f—0) (2.39)
= 2ea —ef3 + el
=2((d—ep)B —eb) —ef + eb

= (2d —2ep —e) — €b. (2.40)

Here (2.39) follows from Lemma 2.13. We note that the lower bound does not depend on

whether d is a multiple of e. Next, we obtain an an upper bound on the same quantity.

Partition B into sets of size e, denoted by L;. We will use R = L U M,r’ = 2, in the helper

node pooling.

case: p+ 2 <n: In this case, the parameters satisfy the condition in Lemma 2.15.

H(Sg, Sy, Sw) < > H(SE, 8! + H(S)

L,eB

<> e(28-0)+e¢p (2.41)

LieB
= (d—pe—e)(26—-0)+ef

=(2d—2ep—e)B — (d—ep —e)b, (2.42)

where the inequality (2.41) is obtained using Lemma 2.14 and Lemma 2.15. Equations
(2.40) and (2.42) are in contradiction if d —ep —e > e <= d > e(p + 2), which is true as

d>k=ae> (p+2e.
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case: p+2 =1n: In this case, Lemma 2.16 is used to derive an upper bound on H(S%, SM SL).
Lemma 2.16 does not hold if n = 2. It holds for n > 2 <= k > 2e. Thus, we consider

k > 2e. We have

H(SE, Sy, Sy) < Y H(SE, St + H(Sy) < Y e(B+6) +ef

LieB LieB
= (d—ep)B+ (d—ep—e). (2.43)
Equations (2.40) and (2.43) are in contradiction when § < %2=¢3 O

d—ep
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Chapter 3

Exact-repair code constructions

3.1 Introduction

In the previous chapter, we introduced the problem of centralized repair of multiple failures.
We distinguished between two repair modes: 1) functional repair, in which the replacement
nodes may store different content than the replaced nodes, as opposed to 2) exact repair,
where the replacement nodes should recover exactly the lost content. The functional re-
pair tradeoff was solved through the concept of information flow graphs. The exact repair
scenario is of paramount importance for most practical applications. Thus, understanding
its fundamental bounds as well as designing multi-node repair codes are of interest. In the
previous chapter, we derived outer bounds for exact-repair codes. In this chapter, we aim at
designing exact-repair regenerating codes with minimum storage. Specifically, our target is
to design (i) exact multi-node repair codes operating at the minimum storage point (MSMR
point) of the functional repair tradeoff and (ii) Reed-Solomon codes that repair a single
erasure with varying number of helpers. Constructions for other points of the tradeoff are

presented in Chapter 4.
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Related work

Constructing exact-repair regenerating codes for multiple failures has spawned a lot of inter-
est in the research community. Several constructions with different characteristics have been
proposed. Based on subspace interference alignment, the authors in [66] presented a maxi-
mum distance separable (MDS) code with asymptotic optimal repair for all e < n — k and
k < d < n— e simultaneously. In [67], the authors presented an approach that enables single
erasure MSR codes to recover from multiple failures simultaneously with near-optimal band-
width. Based on simulations, [67] showed that their approach can provide efficient recovery
of most of the failure patterns, but not all of them. In [64], the authors proved that Zigzag
codes, which are MDS codes designed initially for repairing optimally single erasures [48],
can also be used to optimally repair multiple erasures in a centralized manner. In [18], the
authors independently proved that multiple failures can be repaired in Zigzag codes with
optimal bandwidth. These constructions are suitable for high-rate codes, however, low-rate

MSMR codes remains open.

Reed-Solomon (RS) codes [68] are widely used in practice, and thus repairing RS codes is of
practical importance. The repair problem of RS codes has been investigated first in [69] for

single erasure and in [70, 71, 72, 73, 74] for multiple erasures.

In [18], it is argued that cooperative regenerating codes can be used to construct central-
ized repair codes. The total bandwidth in this case is obtained by taking into account the
bandwidth obtained from the helper nodes and disregarding the communication between
the replacement nodes. Codes corresponding to the extreme points on the cooperative func-
tional tradeoff have been developed [55]: minimum storage cooperative regenerating (MSCR)
codes [56, 57, 55] and minimum bandwidth cooperative regenerating (MBCR) codes [58]. In
particular, MSCR codes achieve the same performance as MSMR codes. In [75], the au-

thors proved that the interference alignment MSR, construction of [41], originally designed
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for repairing any single node failure, can recover from multiple failures in a cooperative way.
Specifically, it is shown that any set of systematic nodes, set of parity-check nodes, or pair

of nodes can be repaired cooperatively with optimal bandwidth.

We note that most regenerating code constructions in the literature are designed for a fixed
number of helpers d. Encoding and decoding is changed as the number of helpers d varies and
consequently, the structure of the code, including the content of the nodes, changes. This
aspect presents a considerable practical limitation as the number of helpers may vary due
to several reasons, for example due to the unavailability of some nodes for maintenance or
upgrade activities. As such, it is desirable to have regenerating codes with efficient repair for
various number of helpers, simultaneously. The authors in [76] termed the above property as
opportunistic repair and showed that for single-erasure functional repair regenerating codes,
it is possible to construct codes that are simultaneously optimal for different numbers of
helper nodes. The work in [77] studied the problem of designing MSR codes with efficient
repair for various number of helpers, and this property is termed progressive engagement.

Optimal constructions of MSR codes with flexible number of nodes appear in [73, 47, 78, 79)].

Contributions of the chapter

The main contributions of this chapter are summarized as follows.

e When the number of erasures e satisfies e > k, k being the minimum number of nodes
needed to reconstruct the entire data, the tradeoff reduces to a single point, for which

we provide an explicit code construction.

e We formalize a construction for exact-repair MSMR codes. Given an instance of an
exact linear MSR code, we present a framework to construct an instance of an exact
linear MSMR code. We note here that [56] and [67] used a similar approach for MSCR

codes and their numerical results, respectively.
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e Based on this framework, we study the product-matrix (PM) MSR codes [60] and
the interference alignment (IA) MSR construction in [41]. We prove the existence of
PM and IA MSMR codes for any number of failures e, ¢ < n — k (Theorems 3.1,
3.2, 3.6). Moreover, for the IA code, we prove that the code can always efficiently
recover from any set of e < n — k node failures as long as the failed nodes are either
all systematic nodes or all parity nodes (Theorem 3.3); for failures including both
systematic and parity nodes, we derive explicit design conditions under which exact
recovery is ensured, for some particular system parameters (Theorems 3.4, 3.5). We
note here that unlike previous constructions, our codes are applicable when the code

rate is low and they use a small subpacketization size of « = k — 1 or k.

e Finally, we investigate two approaches for repairing Reed-Solomon codes with varying

number of helpers that allows repair with progressive engagement.

3.2 Construction when £ <e

In the case of k < e, the optimal tradeoff reduces to a single point, so our MSMR construction
in this section is also an MBMR code. The optimal parameters satisfy a = %, £ = % and
v = M. We note that the overall repair bandwidth df and the reconstruction bandwidth
ka are the same. Therefore, one can achieve o and v by dividing the data into k£ symbols
and encoding them using an (n, k) MDS code (for example, a RS code). The repair can be
done by downloading the full content of any k& out of d helpers while not using d — k helpers.
Such repair is asymmetric in nature. We describe one alternative approach for achieving the

repair with equal contribution from d helpers.

1. Divide the original file into kd symbols (that is M = kd) and encode them using an
(nd, kd) MDS code.
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2. Store the encoded symbols at n nodes, such that each node stores @ = d encoded

symbols.

3. For reconstruction, from any k nodes, we obtain kd different symbols. By virtue of the

MDS property, we can reconstruct the data.

4. For repair, each helper node transmits any 5 = % = k symbols. The replacement
nodes receive dk different coded symbols, which are sufficient to reconstruct the whole

data and thus regenerate the missing symbols.

Remark 3.1. The above procedure works for a specific predetermined d. However, it can
be generalized to support any value of d satisfying k < d < n — e. For instance, let 6 =
lem(k,k+1,k+2,...,n—e) (lem denotes the least common multiple). Assume M = kd. The
file of size M is then encoded using an (nd, kd) MDS code. Each node stores o = 24 = %‘5 =9
coded symbols. To repair with d helpers, for any k < d < n — e, each node transmits any

B = % = %5 coded symbols for his node. Similarly, it can be seen that reconstruction is

always feasible.

3.3 Minimum storage codes framework

In the following sections, we discuss an explicit MSMR code construction method using
existing MSR codes designed for single failures for £ > e. We first describe the general
framework, and then present two specific codes. We use the total bandwidth v = df in this

chapter. We denote the code parameters by (n, k,d, e, «,7).

The framework described in this section has been developed in [67] for numerical simulations.

We present it here in a formal and analytical way. Consider an instance of an exact linear

(n,k,d,a, 5) MSR code, where f = —% Consider e nodes, indexed by fi,..., f., and

d—k+1"°

other distinct d — e + 1 nodes, indexed by hi,...,hg_cy1, such that d —e +1 > k. Let
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H={fi..... fe;h1,... , ha_es1} and define Hy, = H\{f;}. Consider the single-node repair
algorithm corresponding to failed node f; and helper nodes Hy,. We denote by sﬁfj the
information sent by node h to repair node f;, for helpers h € Hy,. We drop the superscript

H when it is clear from the context. The size of sy, is 8 symbols.

Now we construct an (n,k,d — e + 1,e,,¢f) MSMR code. Upon failure of the e nodes
fi,-.., fe, the centralized node carrying the repair connects to the set of d — e + 1 helpers
hi,...,hq_ey1. Each helper node h; transmits e symbols given by U§:1{Shi, fj}. One can

check that the parameters of an MSMR code in (2.13) are satisfied with equality.

The approach consists in using the underlying MSR repair procedure for each of the e failed
nodes. Note that sy, s, can be obtained from the d — e + 1 helpers, for i € [d — e + 1]. To
this end, the MSR repair procedure requires S}f,fj for all {(i,7) : 4,j € le],i # j}, which we
treat as unknowns. Let E; ;(-) denote the encoding function used to encode the information
sent from node h; to node f;. Also, let D;(-) denote the decoding function used by the MSR

code to repair node f; given information from d helpers. Then, we write

st = Eij(wp,)

= E;;(Di(sjy,. h € Hy,)), (3.1)

where w; denotes the content of node j, and i,j € [e],i # j. Equation (3.1) generates
e(e— 1)/ linear equations in e(e — 1) unknowns. Let s be a vector containing the unknowns

sy,.f;- Then, we seek to form a system of linear equations as
As = b, (3.2)
where A is a known (e(e — 1)8 x e(e — 1)3) matrix and b is a known (e(e — 1)8 x 1) vector.
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If A is non-singular, one can thus recover s. Then, the centralized node can recover the
failed node wy, as wy, = D;(sp 5, h € Hy,). We adopt the above framework throughout the

section.

Remark 3.2. While the described framework applies to codes with arbitrary rates, we focus
in the sequel on low-rate codes. High-rate MSMR constructions have been presented in [80].
However, in the low-rate regime, our constructions perform better. For instance, for a target
MSMR code with rate 3, the construction in [80] yields a storage size o = E**7', while
applying the above approach to IA codes [41] or to PM codes [81] results in a smaller storage

size a = k and o = k — 1, respectively.

3.4 Product-matrix codes

In this section, we construct MSMR codes for any e erasures based on product-matrix (PM)
codes [81]. The PM framework allows the design of MBR codes for any value of d and the
design of MSR codes for d > 2k — 2. Moreover, the PM construction offers simple encoding
and decoding and ensures optimal repair of all nodes. Product-matrix MSR codes are a
family of scalar MSR codes, i.e., § = 1. We first focus on the case d = 2k — 2. Under this
setup, a =d—k+1=%k—1, M = k(k—1). The codeword is represented by an (n x «)
code matrix C such that its i-th row corresponds to the v symbols stored by the i-th node.

The code matrix is given by

S1
Cz\IfM,\Ifz{cp A@],M: ,

S

where WU is an (n x d) encoding matrix and M is a (d X «) message matrix. S; and Sy are

o X «) symmetric matrices constructed such that the (*I1) entries in the upper-triangular
2

a+1

part of each of the two matrices are filled up by ( N

) distinct file symbols. @ is an (n x )
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matrix and A is an (n x n) diagonal matrix. The elements of ¥ should satisfy:

1. any d rows of ¥ are linearly independent;
2. any « rows of ® are linearly independent;

3. the n diagonal elements of A are distinct.

The above conditions may be met by choosing ¥ to be a Vandermonde matrix, in which

case its i'" row is given by ¢! = [1 ) VR )\g—l] It follows that A = diag{\{,...,\%}
for some coefficients Ay, Ag, ..., \,. In the following, we assume that ¥ is a Vandermonde
matrix.

Repair of a single erasure in PM codes: The single erasure repair algorithm [81] is
reviewed below. Let w! denote the content stored at a failed node. Let ¢! be the i*" row of
®. Then, wi = YIM = {qbf )\g@?] M = ¢S1 + A ¢lSs. Let H; = {h1,..., hq} denote the
set of d helpers. Each helper h transmits s,; = w},¢; = ¢, M¢; to the replacement node,
who obtains Wy, M¢;, where W), = {¢h1 ¢hd:| .

Note that Wy, is invertible by construction. Thus, using the symmetry of S; and S;, we

obtain (M¢;)" = [¢§S1 ¢§SQ} . We can then reconstruct w! = ¢tS; + A\¢@LSs.

Repair of multiple erasures in PM codes: Given the symmetry of PM codes, we
can assume w.l.o.g that nodes in &€ = {1,...,e} have failed. Define & = E\{i}. Let
H ={1,...,d+ 1}. The centralized node connects to helper node h € {e +1,...,d + 1},
and obtains {¢} M¢;,j € £}.

Let s = [S12,521, 3816, Sely- - s Se—1loes 3676_1]’5. Our goal is to express explicitly A and b

as in (3.2).
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Consider the repair of node i € € by the set of helpers in H; = H\{i}. From the single-node

repair, we write

Wi = |I, A°I,| Wy, sn,, such that

\Ijg‘[i: 1o Ui Yy v ¢d+1]7

¢
SHi = |51t Sic1i Sivlg 3d+1,i:|‘

It follows that

Sij = ¢§-Wi
= ot 0] RS e
leEH;
d+1
= Z([cbﬁ- A?cbﬁ-} Wyler)sii+ Y ([gb; )\?gbﬂ Uter)s- (3.3)
le&; l=e+1

Here, for [ € [d + 1]\{i}, we use the column standard basis e; and define

N €, l < 1,
€, =

€1, [ > 1.

Note that the second term in (3.3) is known from the helpers. Moreover, to compute (3.3),

one may use the inverse of Vandermonde’s matrix formula [82]. Let h € {1,...,d}, we have

"yh(l,i) _ ’Yh(lai) (34)

(\I/_iel,i)h = = —,
" HmE'Hi\{l}<>\l - )\m) Z;‘lzl Vj(l7 Z)/\g '

where the subscript h in (+), means the h-th entry, and

(l,i) = (=1)¢" > Ay - Ay (3.5)

m1<..<mg_p€H;\{l}
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We obtain

e n(9) + A na ()N

toaot| Ute,; = 3.6
R R S e T @)

Therefore, one can construct A and b in (3.2) as follows:

e The entries of b are indexed with (3, j), corresponding to s; ;. The entry of b at index

(1,7) is given by

d+1

e t1( [¢§ )\?9254 \Ijiiel,i)sl,i-

e Index the e(e — 1) rows (and columns respectively) of A with (7, 7). A has zero in all

entries except: For every row in A indexed by (i, j):

— the entry at column indexed by (7, ) is -1.

— for | € &;, the entry at column indexed by (I,7) is given by [(p; )\?gb;] \I/;éem- as
in (3.6).

For clear presentation, we first prove the existence of product-matrix MSMR codes for 2

erasures, and then prove the result for general e.

Theorem 3.1. There exists (n,k,2k — 3,2,k — 1,2) product-matric MSMR codes, defined

over a large enough finite field, such that any two erasures can be optimally repaired.

Proof. In this case, the matrix A of (3.2) is given by

—1 {@ Awa] W5 e

A f—
[¢i A%«bﬁ] 127 ~1
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From (3.4), noting that H;\{2} = H>\{1}, we obtain the determinant of A to be

A= 1= ot x| Wadens 05 dget] Uiers

(2 A7 (n(1,2) + A hia(1,2))

=1--"= y O M7 o (1,2) + Aymra(1,2)))
> AT m(1,2) 30 M T (1,2) =
h=1 h=1
Y 1— N<)\17"'7)\d+1)
D(A1, .5 Aas1)
|A| can be viewed as a rational function of (A1,...,A\s11), as N and D are polynomials in
(A1, .-, Agr1). We want to show that the following polynomial is not identically zero:

P(Al, .. .,)\d+1) é D()\l, .. .7Ad+1)’A| = D()\l, e ,/\d+1) - N()\17 .. .7Ad+1>.

Let yo = (—1)%A3+ - Aasos Yao1 = (—1)* A3+ - Ayp1. Then, it can be seen that P contains

the term
yaya71<)‘L1171 + Agil - )\{11/\371 - Ag)‘tljhl%

which is not zero. Hence, P(Aq,...,\g41) is a non-zero polynomial. The PM construction,
when based on a Vandermonde matrix, requires A§ # ¥ [81], or equivalently, g(A1, A2) £
AY =AY # 0. Let Q(A1,...,\,) denote the polynomial obtained by varying the set of
helpers and failure patterns, taking the product of all corresponding polynomials P, and
also multiplied by all g for all pairs of two nodes. Then, @) is not identically zero. By
Combinatorial Nullstellensatz [83], we can find assignments of the variables {\1,...,\,}
over a large enough finite field, such that the polynomial is not zero. Equivalently, we can

guarantee the successful optimal repair of any two erasures among the n storage nodes. [J

Theorem 3.2. There exists (n, k,2k—e—1,e,k—1, e) product-matric MSMR codes, defined

over a large enough finite field, such that any e erasures can be optimally repaired.
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Proof. We only consider e > 2, as the case of e = 2 is covered by Theorem 3.1. Entries
in each column indexed by s;; in A is either —1 or some other (e — 1) non-zero entries
whose denominator is the same and given by  [[ (A — A). We multiply this common
denominator to all entries in the column s; ;, f:rG:l\l{gairs i # 7. When \;’s are chosen to be

distinct, this does not change the singularity of A. Denote this transformed matrix by B.

Using (3.6), the entry of B in row (i, 7) and column (/,m) is a polynomial in Ay, ..., Ag1:

.
o Zizl Vh(iaj)Azh_lv [ =i,m=j,

Big)am) = 4 Snsy (L DN+ hpa(L AN, m =1,

0, otherwise.

\

Notice that e+ a—1<k—1+a—-1=d—1. Let y = (1) Xey1 -+ Aeya_1, which is a
term in y,11(4,7) for all (4, 7) by (3.5). We observe that there is a single term £yA¢ in the

polynomial By; ;) ,m) for the non-zero entries of B.

Recall that the Leibniz formula for determinant of a (m x m) matrix B is given by |B| =
> sgn(0) [T bo(),i,where o is a permutation from the permutation group S, sgn is the sign

o

function of permutations, and b; ; is the entry (4, j) of B.
Claim 1. The term 7' = [[;_, (yA¥)*"! in | B has a non-zero coefficient.

Claim 1 implies that |B| is not a zero polynomial. Then, proceeding as in the proof in
Theorem 3.1, by Combinatorial Nullstellensatz [83], we can find assignments of the variables
{A1,..., A\, } over a large enough finite field, such that the code guarantees optimal repair of

any set of e erasures.

Next, we prove Claim 1. Note that the term T can be created if and only if we take the
single term +yA?® in the non-zero entries of B (depending on the permutation o). Therefore,

it is easy to see that the coefficient of term 7 in |B| is the determinant of the following
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(e(e — 1) x e(e — 1)) matrix C

1, l=i,m=j
Cijam =41, m=i,

0, otherwise.

\

One can verify that C' is diagonalizable, and the eigenvalues satisfy:

e Eigenvalue e—2 has multiplicity 1, with the corresponding (right) eigenvector (1,1, ..., 1)".

e Eigenvalue —2 has multiplicity e—1, with the corresponding eigenspace { (1,2, ..., Zee—1)" :

T = 212,V) € [e\{1}, 2y = 231, Vi € [e]\{1},V) € [e]\{i}, 12 + D 7 521 = O} of

dimension e — 1.

e Eigenvalue —1 has multiplicity e(e—2), with the corresponding eigenspace {(x12,...,%cc1)":

D iciceizj Tig = 0,V € [e]} of dimension e(e — 2).

To ensure that |C| # 0, a sufficient condition is to require the finite field to have a character-
istic such that the eigenvalues {e — 2, —2, —1} are non-zero and |C| # 0. Therefore, Claim

1 is proved and the theorem statement follows. O

Remark 3.3. There exists product-matrixc MSMR codes, defined over a large enough finite
field, that simultaneously repair any e € [n — k| erasures with optimal bandwidth. Indeed,
let @ = HZ;; Q., where Q. is the polynomial corresponding to the code constraints for e
erasures such that matriz A in (3.2) is invertible. Recall that the reconstruction process for

PM codes requires that of — of # 0 for a; # ;. Let g(A1, ..., M) = [Licicjcn (AT — AF)-

Let Q(M\i,..., ) =g\, .., A)Q(A1, - .., An). By Theorem 3.1 and Theorem 3.2, Q) is not

zero and the result follows by Combinatorial Nullstellensatz.

We note that the sufficient condition that matrix C' is invertible in the proof of Theorem
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3.2 is not necessary for the existence of PM codes. Indeed, as it will be shown in Example
3.1, we can construct PM codes with optimal multi-node repair property over finite fields of

characteristic 2.

Example 3.1. Consider the product-matriz code withn = 11,k = 6,d = 10, « = 5. The code
is defined over Fos with A = diag{\$, ..., 4} and \; = g"~ ' with g being the generator of the
multiplicative group of Fas. Recall that with the above choice of \;, any field of size at least
na = 55 is sufficient to meet the PM code requirements [81]. We first consider repair of e = 2
erasures. One can check that out of the (121) = b5 possible 2 failure patterns, 2 patterns are not
recoverable according to (3.2): € € {{1,2},{10,11}}. Considering the same code structure,
for e = 3 erasures, one observes that out of the (131) = 165 possible 3 failure patterns,
5 patterns are not recoverable: £ € {{1,2,11},{2,3,7},{2,4,8},{3,4,7},{5,9,10}}. It is
worth noting that a lazy repair strategy can be beneficial in the following way: if nodes 10 and
11 fail, i.e., € = {10, 11}, then, one can optimally repair any 3 erasures € € {{i,10,11},1 #
10,7 # 11}. Finally, as suggested by Theorem 3.1 and Theorem 3.2, we find that increasing

the underlying field size to Fas suffices to ensure optimal repair of all two and three erasure

patterns in this scenario.

Remark 3.4. Following the code shortening procedure described in [81], we construct an
(n,k,d—e+1,e,k—1,e) product-matric MSMR code C with optimal repair for any e € [n—k]
erasures such that 2k — 2 < d < n — 1. First, as described in Remark 3.3, we consider an
(n+(d—2k+2),k+(d—2k+2),d+ (d—2k+2)—e+1e,d—k+1,5 =1) product-matriz
MSMR code C' in systematic form with varying e € [n — k]. Note that the code C' exists
because the parameters satisfy Theorem 3.2. The first (d — 2k + 2) systematic nodes of C'
are set to zeros. Then, the target code C is formed by deleting the first (d — 2k — 2) rows in
each code matriz of C'. It can be seen that the repair procedure for e erasures in C can be

done by invoking that of the original code C', which leads to the result.
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3.5 Interference alignment codes

In this section, we give explicit code coefficient conditions for optimal MSMR, codes from
IA codes [41] for e = 2,3,4 erasures, and for any e < k erasures from only the systematic
(or only the parity) nodes. Moreover, we show the existence of MSMR codes for any e < k

erasures.

The scalar MSR TA code construction is based on interference alignment techniques. The
code is systematic and defined over a finite field F, with optimal repair bandwidth for the

case & < 1and d > 2k—1. We focus on the case n = 2k,d = 2k —1, 8 = 1. In this scenario,

n — 2

the storage sizeisa=d—k+1=k.

Notation. For an invertible matrix B, we define its inverse transpose to be B’ = (B~!)t.
The columns of B’ constitute the dual basis of the column vectors of B. Recall that B;
denotes the (i, j)-th element of matrix B. We use the following symbols to denote the
transmission of information during repair operations.

e s;;: from systematic node 7 to parity node j.

e 1; ;i from systematic node 7 to systematic node j.
5;;: from parity node ¢ to systematic node j.
e 7;;: from parity node ¢ to parity node j.

The TA code is constructed as below. Consider & linearly independent vectors {vy,...,vg},

v; € Fr i € [k]. Let

V= |:V1, e ,Vk:| U=rV'P, (3.7)
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where every submatrix of the (k x k) matrix P is invertible and x is an arbitrary non-
zero constant in F, satisfying k? — 1 # 0. Let w;,l € [k] denote the content of systematic
node [ and w; the content of parity node i ,i € [k]. Let u;, v;,u;,v; be the i-th column of

U, V,U', V', respectively. Then, by the construction in [41],
k . .
v‘vf = Z W§G§-Z), G;Z) = uiv§ + P,
j=1

such that the matrix Gy) indicates the encoding submatrix for parity node 7, associated with

information unit j, and I is the identity matrix of size (k x k) .

Repair of a systematic node: Assume that systematic node [ fails. The general repair
procedure is described in [41]. In this section, we explicitly develop the exact expression of
w; as it is needed later in repairing multiple erasures. Each systematic node j € [k]\{{}
transmits r;; = w'v,. Each parity node i € [k] transmits §;; = wiv,. Noting that Gy)v; =

Lyj—pyu; + PMVE, it follows that
Si0=wi(u; + Pz,z'VZ) + Z Pjirji.
JelRN\{i}

Canceling the interference from systematic nodes, and arranging the contributions of parity

nodes in matrix form, we write

S 1 P‘7 Tl /
1 je%{u v i+ Pavi 1
. = W; = —Pt([ =+ /felef)V_l,
K
Ski— 2. Pigrj ul + Pl,ngt
JERN1}

where the last equality is obtained by substituting U by its expression in (3.7). Using the

Sherman-Morrison formula, for an invertible square matrix A of size (k x k) and vectors u, v
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of length £,

A tuvt AL
A t\—1 — A—l s
(4+uv) 1+ vtA-lu’
we obtain that (£ P!(I + keiel)V 1)1 =U" — —VelelPl, it follows that
Siu— >, Purg
JElRN{}
v Ve elP') : (3.8)
: 1+ ’
Ski— 2. Pigrj
JERIN1}

Repair of a parity node: The repair of a parity node is optimally achieved through the
duality property of IA codes resulting in a structure that is also conducive to interference
alignment. Indeed, inverting the roles of parity and systematic nodes, it follows from [41]
that

(Z () 1 ro 1y 2 1/

Assume parity node [ fails, then systematic node ¢ transmits s;; = wiu, and parity node j

sends 7, = v’v}ul. Note that G; u, = 1 —(— K*uj + L=y v; )). Tt follows that

1 —/‘i2 ro_
Sil = mwl( — KR P IUZ) Z mpi’jrj,l.
JERIN{1}

Combining information from different helpers, we obtain after simplification

2
K
Sl»l + 1—k2 ) Z P ,]’r]’ V/t _ KL2P, ut
JeRN{T} ] 1 LE=
K /
. _ t + —
= : w; = P (I — reje W
2 L= T ( 1e) Uy,
2 !’ /t 2 / t
Ski+ T2 > Pk,jrj,l Vi — K Pk,lul
| JeRN{I}
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where the last equality is obtained by replacing V-! = xP'U*. Inverting the system of

equations and using the Sherman-Morrison formula, we obtain

51,z+% > P T
JelRN{t}

W, = (1= &)V + (1 + &)U ee, P! : . (3.9)

Skt % > Pl;,jfjl
FERNI}

Repair of multiple erasures. The goal is to construct the system of linear equations as in
(3.2). We need to derive the equations relating the information transferred across the failed
systematic and parity nodes according to (3.1). Consider a systematic node [ € [k] and a

parity node m € [k], from (3.8), we write

S1.0— > Parj

) jelknn
=W U - . u! VeelP) :
Ski— . Pigrj
JERN{I}
Siu— ., Puarj
JERN}
K i
= (el = 7 Pimel P) : (3.10)
Ski— . Pigri
JERN{I} i
= (el — T leelP Zs] e — Z ri Ple;)
JERN{I}
K ’ _
=(1- HKPz,sz,m)sm,z— | > (1+mp“" )50 — Z Pt (3.11)
JEKN\{m} (KI\{7}

Here (3.10) is obtained by noting that U'V = 1P! and (3.11) follows using P'P* = I.

Similarly, consider two systematic nodes ly,ly € [k],l; # lo, starting from (3.8) and noting
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that V''U’ = kP’ we obtain after simplification

- /t - ! _
Tige = VisW, = Y (KB}, )50 — KT, (3.12)
JEK]

Proceeding in a similar way, for a systematic node [ € [k] and a parity node m € [k], starting

from (3.9), we obtain

Sy = V"W = (1 — K% + k(1 + &) P, Pim) Stm + Z K(1+ )P,y Pim)Sjm
K\{T}

+ > (5P jm. (3.13)

Finally, consider two parity nodes my, ms € [k], m1 # mso, starting from (3.9), we obtain

2

‘Pj7m2)5j,m1 + ’%sz,ml‘ (314>

B P 1—x
Tmi,me = umgwml = E ( P

JElk]

The details of deriving (3.12), (3.13) and (3.14) can be found in Appendix 3.7.1. Equations
(3.11), (3.12), (3.13) and (3.14) can thus be used to derive A and b as defined in (3.2).

In the following theorem, we show that the IA code already provides optimal repair for

systematic (respectively parity) failures, without the need to modify the coding matrices.

Theorem 3.3. In the interference alignment MSR code [41], it is possible to optimally repair

any set of e < k systematic (respectively parity) failures.

Proof. Assume w.l.o.g that nodes {1,...,e} have failed. Let s = |1 5,791, ..., Te1e, Fee1
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Then, from (3.12), it follows that A is a block-diagonal matrix given by

e(e—1)

It follows that |A] = (1 — x*)" 2 # 0 as k* # 1 by design. The same procedure applies to

any set of e failures among parity nodes using equation (3.14). O
Theorem 3.4. The interference alignment MSR code achieves optimal simultaneous repair

of one systematic node | and one parity node m if Ppy,(P~ "), # 1.

Proof. Assume that systematic node [ and parity node m failed. Let s = [s;, Sy ,]". From

(3.11), we obtain

K ’ _
+ ﬁpl,mljhm)sm,l + C1,

Sl,m = (1 —
where ¢; is a known quantity independent of s. Similarly, from (3.13), we obtain
Sy = (1 — K2+ R(1+ /i)Pl,mPl:m)sm,l + ¢,

where ¢, is a known quantity independent of s. It follows that A, as defined in (3.2), is given

by

s -1 1 =5 Bmb,,

1— k2 + k(14 k)PP, —1

After simplification, we have [A] # 0 <= k*(PP,, — 1> #0 <= Pp(P my # 1, as
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Kk # 0. O

Combining Theorems 3.3 and 3.4 we know that (2k, k,2k — 2,2,k,2) MSMR codes for 2
erasures can be constructed through IA codes. We point out that Theorems 3.3 and 3.4 have
been derived in [75] for cooperative repair, using a different technique. Recall that MSCR
codes are in particular MSMR codes [18]. However, their technique cannot be extended to

more than two node failures including systematic and parity nodes [75].

Theorem 3.5. The interference alignment MSR code achieves optimal simultaneous repair

of

e two systematic failures li,ly and one parity failure m if

1 - Pl1,M(P71>m7ll - Pb,m(Pil)m,lz 7é 07

e one systematic failure I and two parity failures my, ms if

1 - Pl,ml (Pil)ml,l - Pl,m2<P71)m2,l 7é 07

e three systematic failures 1y, ls, l3 and one parity failure m if

1— ‘Pll,m(P71>m,l - Bg,m(Pil)m,lg - ‘Plg,m(P71>m,l3 7£ 07

e one systematic failure [ and three parity failures mq, mq, ms if

- Pl,ml (P_l)ml,l - Pl,m2<P_1)m2J - Pl,m3(P_1)m3,l 7é 07
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e two systematic failures ly,ls and two parity failures my, moy if

1- Pl1,m1 (P_I)M1,l1 - Pl1,m2(P_1)m2,l1 - Pl27m1 (P_l)m1,l2
- Pl27m2(P_1)m27l2 + Pl1,7711 (P_l)mhhplz,mz (P_l)mz,lz
+ Pl17MQ(P_1)m2,l1PlQ,m1 (P_l)m1,l2 - Pl1,m1 (P_l)m1,lzplz,m2(P_l)mQ,h

- Pl1,m2(P_1)m2712Plz,m1(P_l)m1,l1 7é 0.

Proof. The proof follows along similar lines as Theorem 3.4 by constructing A using (3.11),
(3.12), (3.13) and (3.14). The explicit expression of |A| can then be obtained for example
by using the Symbolic Math Toolbox of MATLAB, from which the above conditions can be

readily obtained (the MATLAB source code is available online*.) O

Combining Theorems 3.3 and 3.5 we know that (2k, k,2k—e, e, k, e¢) MSMR codes for e = 3,4

erasures can be constructed through IA codes.

Remark 3.5. Deriving an exact condition under which the recovery of multiple failures for
large e is not straightforward. However, we suspect that the general formula is given by the

following expression

A == B (1= 3 S S sn(@)sonte) [T oo [T Plrr))

LCS,JCP, o€l j o' eTly, i€l jeJ
|L]=J],
|J]<min(s,p)

(3.15)

where 1, ; is the group of permutations between the two sets L and J (L and J are ordered
in increasing order), and element of order h in L is mapped to element of order h in J) and
sgn(o) refers to the sign of a permutation o. For example, if L = {1,2,3}, J = {2,3,4}
and (1) = 3,0(2) = 4,0(3) = 2. Then, sgn(oc)=1. One can check that the formulas in

Theorems 3.3, 3.4 and 3.5 satisfy (3.15). A general proof of (3.15) is still open.

* https://github.com/Marwen-Zorgui/Centralized_repair_IA
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Example 3.2. Consider the IA code withn = 8,k =4,d =7, a = 4,8 = 1. The code is
defined over the finite field Fos and let g be the generator of its multiplicative group. Let P

be a Vandermonde matrixz given by

1 ¢* ¢ ¢

_1 g3 g6 g9

Using Theorems 3.3, 3.4 and 3.5, one can check that any two, three and four erasures can

be repaired optimally using our repair framework.

In the following theorem, we provide an existence proof of IA MSMR codes for multiple

erasures.

Theorem 3.6. There exists (2k, k, 2k — e, e, k,e) interference alignment MSMR codes, de-

fined over a large enough finite field, such that any e < k erasures can be optimally repaired.

Proof. From Theorem 3.3, we know that if the errors are all either systematic or parity
nodes, then efficient repair is possible. Thus, we only need to analyze the case of a mixture

of systematic and parity failures.

Consider e < k failures consisting of ¢ systematic nodes and p parties nodes, indexed by
the sets Q@ and P. W.lo.g, assume that Q = [g] and P = [p]. Let s denote the vector
of unknowns such that pairs (r; ;,7;,), (7;,7;:) and (s;;, 5;;) are grouped together. Using
(3.11), (3.12), (3.13) and (3.14), we construct A as in (3.2). Denote the determinant of
A as F(k, P, P,

27‘77

i € Q,7 € P) = |Al. The rows and columns of A are indexed by
{ri;, sij Tij,Sij}. Let M;; denote the minor in A corresponding to A;;. Similarity, N; ;

denotes the minor in P corresponding to P ;. As P’ = (P71, P . = DN

i = P one concludes

that I is a rational function in (k, P, ;, 1,7 € [k]).
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Claim 2. F' is not identically zero for any ¢,p > 0,q+p =¢ < k.

If Claim 2 holds, then the theorem is proved due to the following argument. By symmetry
among the systematic (respectively parity) nodes of IA codes, any e-erasure pattern corre-
sponds to a non-zero rational function F. Recall from [41] that the reconstruction process
requires that every submatrix of P is invertible. This can be translated into a polynomial
constraint given by g(P,;,i € Q,j € P) # 0. Let T £ g]1, sacures F- Here the product
is over all possible e erasures, and the rational function F' depend on the erasure pattern.
Then, it follows that 7" is a non-zero rational polynomial in (k, P, j, (i, ) € [k] X [n — k]). By
Combinatorial Nullstellensatz [83], we can find assignments of the variables (x,{P;;}) over
a large enough finite field, such that the code guarantees optimal recovery of any set of e

erasures.

Next, we prove Claim 2. We assume first that ¢ < g Let
P,;=0V(ij)eQxP. (3.16)

Note that one can always construct a (normalized) invertible matrix P satisfying (3.16), so

we can assume |P| = 1. Thus F is a polynomial. We will show

F(/{,Pi,j:(),P(

2,37

(i,7) € Qx P) = F(k, P, :O,Pi'J =0,(i,j) € A xP)#0,
which implies
F(’@ Pi,jaPi/,j7 (Zaj) € Q X P) 7é 0.

To this end, we first prove that F(k, P,; = 0, P/

27‘77

(i,7) € Q x P), viewed as a polynomial
of (k,{P;;}), does not depend on {le]} From (3.12) and (3.13), one can check that P;j

appears in A at entries given by
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o A, s, for 1€ Q\{i},

o A for m € P\{j}.

gm,iafj,m
For any [ € Q\{i}, consider the two columns in A indexed by 7,; and 7;;. Both columns
have non-zero entries only at rows indexed with r;; and r;;. Then, after removing entries at
row 1, it follows that both columns become linearly dependent, as both columns are scalar

multiples of the same standard basis vector. Thus, M, s, = 0.

The example in (3.18) illustrates the case of two systematic failures, given by systematic
nodes 1 and 2, and one parity failure, given parity node 1. In this case s = S1.1,81.1,71.2, 72,1, 2.1, 512 | -
Setting P;; = 0 for all ¢ = 1,2,j = 1 and looking at the submatrix of A by removing row
r12 in (3.18), it can be seen that columns 79,79 are dependent, hence its corresponding

minor M, , 5, = 0.

Similarly, for any m € P\{j}, consider the two rows in A indexed by 7;,, and 7, ;. Both
rows have non-zero entries only at columns indexed with 7;,, and 7, ;. Then, after re-
moving entries at column 7; ., it follows that both rows become linearly dependent. Thus,

Mg - O

m,iTj,m

The minors in A of all terms corresponding to Pi/’j are thus equal to zero. Therefore, w.l.o.g,

one can assume that PZ-/J = 0,V(i,j) € Q@ x P. It follows that A is block-diagonal matrix

such that
. -1 —kK
e Row/column pairs (r; ,7;,) correspond to :
-k —1
' -1 &
e Row/column pairs (7 j,7;,) correspond to ,
Kk —1
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e Row/column pairs (s; ;,5;,) correspond to

e Other entries are 0.

Therefore, |A] = £2%(1 — 52)(§)+(§) #0,as k # 0 and £? # 1.

k

Assume now that ¢ > 3. Then, p < g Proceeding similarly, one can show that if PZ/] =

0,V(i,7) € Q x P, then, all terms P;; have no impact on |A| and one obtains similarly

A] = k2r(1 — 52) () (),

A= (3.17)
81,1 S1,1 71,2 ro1 S2.1 $1,2
[ -1 1-— ’ipnli_ﬁ“ 0 —P21 0 0 | S1,1
1— k24 k(s +1)P1 P}, -1 0 0 k(k+ 1) Py Py, 0 511
0 KPy, -1 —x 0 0 1.2
0 0 | 0 kP, o1
0 0 ~Py 0 -1 1— iy
| k(k+1)PuPy 0 0 0 1—r2+k(k+1)PyPy —1 | Fip
(3.18)
]

3.6 Progressive repair of Reed-Solomon codes

RS codes are widely used in practical distributed storage. For example, RS codes with
parameters (n = 14, k = 10) are reported to be used in Facebook clusters [11]. Moreover, as
discussed in the literature, it is desirable to a have a code obstruction where the number of

helpers involved in the repair process is flexible, while achieving efficient repair bandwidth

99



[77]. In this section, we study the repair of RS codes with various numbers of helpers.
We first review the repair procedure of RS codes from [69] and show how one can use this
procedure for repairing RS codes for various number of helpers. Our focus in this section is

on repairing single erasures.

3.6.1 Repairing Reed-Solomon codes overview

Consider a finite field F. F[X] denotes the set of polynomials with coefficients in F.

Definition 3.1. The Reed-Solomun code RS(A, k) of dimension k over a finite field F with

evaluation points A = {ay, s, ..., a,} CF is the set

RS(A k) ={f(a1), f(az2),..., flam) : f € F[X] is a polynomial of degree at most k — 1}.

The k coefficients of the polynomials in the definition of RS(A, k) correspond to information

symbols.

The work in [69] provides a characterization of (linear) exact repair schemes of RS codes.
The repair problem is shown to be equivalent to a search of a set of polynomials satisfying
certain rank constraints. We note that the original field F as a vector space over any subfield
B. For a set of points Z C F, dimp(Z) is the dimension of the vector space generated by the

elements in Z when viewed as elements of the vector space over B.

A repair strategy over a subfield B is a repair scheme where each helper node transfers
symbols from the subfield B. The repair bandwidth b is the total number of symbols in
B transmitted by all helper nodes. Using all the information collected from the helpers, a
replacement node can exactly repair its stored symbol. The following theorem states the

polynomial characterization of the linear exact repair of RS codes.

Theorem 3.7 ([69]). Let B be a subfield of F, where the degree of ' over B is t. Let
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A C T be any set of evaluation points. The following statements are equivalent for the code

RS(A, k).

1. There is a linear repair scheme for RS(A, k) over B with bandwidth b.

2. For each o* € A, there is a set P(a*) C F[X] of ¢ polynomials of degree less than

d— k + 1, so that

dimg({p(a*) : p € P(a")}) =1t,

max Z dimp({p(cr) : p € P(a™)}) <.
acA\{a*}

Here a* corresponds to the lost node, and P(«*) is the set of polynomials used during repair.
The dimension conditions in the theorem states that the ¢ evaluations of the polynomials
P(a*) should have full rank when evaluated at the lost point o*, and a low rank when

evaluated at the helper points o € A\{a*}.

Using the RS repair characterization in this theorem, one can repair any given node with
a varying number of helpers (i.e., evaluation points) without having to change the code
structure. For instance, as the number of helpers changes, the number of available evaluation
points for repair changes and one can repair a lost node by specifying a new set of polynomials
satisfying the constraints in Theorem 3.7. Then, the specified polynomials are used to

instantiate the repair algorithm as in [68, Remark 5.

3.6.2 Trace polynomials approach

Trace polynomials have been shown in [69] to approach a lower bound for RS codes in case
A =T. One can use trace polynomials also for a number of evaluation points less than the

field size. The construction proceeds as follows. First, one chooses a basis £ for F over B.
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Let a* denote the evaluation point at the lost node, then, ones chooses the set of polynomials

given by

pr - 2B, )

=1
with the field trace given by trg/s(a) = > o and |B| is the size of B. Each polynomial
i=0

|F|

has degree I Thus, for a fixed B and d, to use trace polynomials, the condition
% — 1 < d+1— k should be satisifed. Equivalently, the number of helpers d has to satisfy

k+ %l' < d+ 1 < |F|, achieving a bandwidth (in bits) of [69]

b = log,(B) Z dimp {p(a) : p € P(a*)} = (d — 1) log,(B).
aFa*

We note that increasing the number of available evaluations (i.e., d), allows us to repair over

a smaller subfield B, resulting in a lower bandwidth.

Figure 3.1 illustrates the performance achieved with trace polynomials for £ = 6 and F =
GF(2%). Figure 3.1 illustrates also a lower bound that was developed in reference [69] for
RS codes and the performance obtained by a naive scheme. A decrease in the overall repair
bandwidth is obtained each time the number of helpers d increases enough to allow the repair

over a smaller subfield.

3.6.3 Search-based approach

From Theorem 3.7, the repair performance depends on the specific choice of polynomials.
As the optimal choice of polynomials is not known when d + 1 is less than the field size |F|,
we propose a computer-based search to find a good set of polynomials achieving low repair
bandwidth. We recall that the degree of each of the ¢ polynomials is less than n — k, with

n = d+ 1. Then, the search space is of size |F|"=*). To make the computer search feasible,
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Figure 3.1: Bandwidth achieved with trace polynomials.

one can for instance reduce the search space by considering only polynomials of degree
n — k — 1 with roots from the set of evaluation points A \ {a*} as in [69]. The computer
search is computationally expensive as it involves rank operations and computations over
a finite field. However, as for practical storage systems, the number of repair scenarios
is limited, the search algorithm may be run ahead of time and the obtained polynomial

coefficients may be stored for when they are required by the system.

Figure 3.2 illustrates the results obtained for a RS code with k¥ = 4 and F = GF(2®). The
results are shown for two sub-fields B which are B = GF(2?) and B = GF(2*), corresponding
to t = 2 and t = 4, respectively. As expected, the results obtained using a larger subfield
are no-better than using a smaller subfield. For instance, a set of polynomial that is feasible

for a larger B provides a feasible set for a smaller subfield.

Remark 3.6. Assume one has a scheme for repairing a RS code defined over a field F with

dimension ¢ over a subfield B;. That is we have a set of ¢ polynomials {py,...,p:}, each of
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degree less than n — k such that

dimg, ({p;(a®) : 1 =1,...,t}) =1t,

b> > dimg, ({pie) mi=1,....1}).

acA\{a*}

Now, we consider another subfield B, that is a subfield of B;. This means that B; can be
seen as vector space over By with dimension r. Consider a basis {by,...,b.} of By over B,.
We note also that F is a vector space over By with dimension rt. Consider the set of rt
polynomials {g;;(X) = b;p;(X),7 < rand j < t}. Then, as we are multiplying by elements

from B;, we have
dimg, {g;j(o) :i=1,...,r,j=1,...,t} <rdimg {pj(e) : j=1,...,t}.

Moreover, the degree of each polynomial ¢;;(X) is at most n — k and one can check that
{g:;(a*) = bipj(a*),i < rand j < t} has dimension rt over B,. Finally, noting that
log,(|B1|) = rlog,(|Bs|), one can see that the overall bandwidth is at most the same band-

width achieved over B;.

Remark 3.7. To compute the rank of a set of field elements over a given subfield, one
can use the primitive normal polynomial over finite field [84] to generate a basis for rank
computations. A normal basis of GF(¢") over GF(q) is a basis of the form {n,79,..., 77" '}
for some n € GF(¢"). Using a primitive normal polynomial f(x) in the construction of the
finite field, a root 7 of f(x) generates a normal basis of GF(¢g") over GF(¢?) for all d divisor
of n [84, Theorem 3.43]. We refer the reader to [85] for more details about normal basis over

finite fields and to [84] for a list of primitive normal polynomials.
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Figure 3.2: Bandwidth achieved with a restricted search.

3.7 Conclusion

In this chapter, We studied the problem of designing multi-node exact-repair regenerating
codes. In the case of e > k, the functional tradeoff reduces to a single point, for which we
provided a code construction achieving it. We described a general framework for converting
single erasure MSR codes to MSMR codes. Then we applied the framework to product-
matrix codes and interference alignment codes. Finally, we investigated the repair Reed-

Solomon codes with varying number of helpers.
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Appendix

3.7.1 Derivations of (3.12), (3.13) and (3.14) for IA codes

Consider two systematic nodes ly,lo € [k],l1 # o, starting from (3.8) and noting that

V''U' = kP, we obtain after simplification

810 = 2 PiaTih
9 / J#lh

t .
Ve,e, P )

o It . 't /
Tl = Vi, Wy = VZQ(U - 1+x

Skiy — D PikTih
Jj#h

5100 — 2 PiaTin
i

ot P : _ r o

= '%elzp - § :("{Plzu')s]}ll — RTy0 -

B JElk]

Skiy — 2 PikTih
J#h

Consider two parity nodes my, mg € [k], m1 # ma, starting from (3.9), we obtain

w2 o
S1,my + 1—k2 Z Pl,jrjvml
JFmi

=, (1 =)V + (14 &)U epe,, P

I{2 ;7
Skvml + 1—k2 Z Pk},jrj»ml

| Jj#m1 i

KQ ’

St + 152 2o PryTim

J#mMy
1—r*, i 1— k2 _
- < emzp . = § ,( F>j,m2)sj,m1 + RT'mg,my -

2 . JE[K]

Skyma + 1—r2 Z Pk7jrj,m1

| Jj#m ]
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Proceeding in a similar way, for a systematic node [ € [k] and a parity node m € [k], starting
from (3.9), we obtain

’
— t —
Sm, = V; Wi

2 ’
. _
S1,m T 12 Z Py Tjm
i#m

=vH (1 =r)V + (1 +r)U ene,, P

52 !’
Skm T 152 Z Pk,jrj,m
JFm

K)Q o
Stn + 152 20 PiTim
Jj#Em

= (1 — w)el + (1 + #)KP, e, P

H2 /.
Skm T 152 Z Pk,jrj,m
J#Em ]

= (1 — l€2 + li(l + H)Pl/,mpl,m)sl,m + Z ('Li(l + K’)Pl/,mpﬁm)sjvm
JeR\{1}

+ Z (HQPI’j)fLm.
Jelk]
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Chapter 4

Code constructions for interior points

4.1 Introduction

In Chapter 2, we studied the problem of centrally repairing multiple node failures in DSSs
and introduced regenerating codes, parameterized with (M, n, k,d, e, «, §), as a solution to
the repair problem. We use a@ = ¢, B = % to denote the normalized storage size and
repair bandwidth, respectively. In particular, we characterized the functional repair tradeoff
between v and 3 for multi-node recovery. Let g = (%Lt =k — (g9 — 1)e. The normalized
functional tradeoff can then be written as follows
92
min(ta, df) + Z min(ea, (d —t — pe)B) > 1, (4.1)
p=0

Inequality (4.1) gives g — 1 linear bounds:

g—2
(t+pe)a+y (d—t—ie)f>1, p=0,...,g—2 (4.2)

i=p
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On the functional tradeoff, the MSMR and MBMR points are given by

_ |
(nsmr, Busmr) = (E’ m), (4.3)
2(d -k + gt) 1

). (4.4)

(@nBrR, BuBrER) = (gt(Qd —k+1t) dg— e(g)

In Chapter 3, we presented a framework for designing exact-repair MSMR codes. In this
chapter, we go beyond the MSMR point and seek to construct codes operating at inte-
rior points. Interior points exhibit various tradeoffs between the storage per node and the

bandwidth per helper, and can be of interest for storage system designers.

Definition 4.1. We define interior points to be points that lie between the functional MSMR
and MBMR points, given by (4.8) and (4.4), respectively. Precisely, an (&, () point is an
interior point if it satisfies: & > aysur. B > Busur. (&, B) # (Gmsur, Busur), (@, B) #

(QmBMR, BMBMR) .

Related work

For single erasure, several works have investigated construction of exact-repair codes operat-
ing at interior points [4, 86, 87, 88]. In particular, for a (k+1, k, k, 1) system, the exact-repair
tradeoff region, when restricted to linear codes [4, 87]. We recall that cooperative regenerat-
ing codes can be used to construct centralized repair codes. Of interest to us in this chapter
are minimum bandwidth cooperative regenerating (MBCR) codes [58]. MBCR codes can be
used as centralized repair codes, but do not correspond to MBMR codes. The MBCR point

is given by

2d+e—1 2e )
(2d—k+e) k(2d—k+e)”

(@apors Busor) = (k (4.5)
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An important family of MSMR. codes is universal MSMR codes. Universal MSMR. codes
achieve simultaneously the optimal repair bandwidth for all e < n — k,k < d < n —e.
Universal MSMR codes are the building blocks in our code constructions for interior points
in this chapter. The interference alignment codes in [66] are asymptotically universal. In
[78], the authors presented two families of universal MSMR codes. Given integers n and
n — k, the first family of codes satisfy o = s™, where s = lem(1,2,...,n — k), lem being the
least common multiple, and they can be constructed over any base field F of size |F| > sn.
The second family of codes satisfy the optimal access property. That is, the repair can be
accomplished by accessing the amount of data that equals the optimal Sy;syr in (4.3). The
codes in the second family satisfy also a = s™, where s = lem(1,2,...,n — k), and they can
be constructed over any base field F of size |F| > n + 1. The authors in [57] constructed
universal MSCR codes (and thus MSMR codes), which can be constructed over a base field

of size |F| > (n — k)n, with a = I1 ((e+s—1)(s— 1)6_1)(2), where s =d — k + 1.

1<e<n—d<n—k

Contributions of the chapter

The main contributions of this chapter are summarized as follows.

e We show that exact-repair MBCR codes achieve an interior point, that lies near the

MBMR point, when £ =1 mod e (Theorem 4.1).

e We improve upon the layered construction presented in [87], which is concerned with
single node repair, to construct a family of regenerating codes that is capable of re-
pairing multiple failures (Construction 4.1 and Construction 4.2). To the best of our
knowledge, this is the first known construction for multiple erasures in the interior
points of the tradeoff. Moreover, our code possesses the universal repair property:
it allows a varying number of failures and a varying number of helpers, such that

1<e<n—kk<d<n-—e.
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e For the (k+e,k, k,e) system, we first prove the optimality of a particular constructed
code using the functional repair tradeoff (4.1) (Theorem 4.2); combining the achievable
points via our construction and also the MBCR point, we then determine the best

achievable region obtained by space-sharing among all known points.

e Finally, we study the adaptive repair problem of multiple erasures in MBR codes and
present an MBR construction with optimal repair, simultaneously for varying numbers

of helpers and varying numbers of erasures (Theorem 4.3).

4.2 MBCR codes as centralized repair codes

MBCR codes, given by (4.5), can be used as centralized multi-node repair regenerating
codes [18]. In the case e | k, it is shown that MBCR codes achieve the MBMR bandwidth,
i.e, YMmBcrR = YMmBMRr- In the case of e 1 k, by imposing a certain entropy accumulation
property on the entropy of any group of r nodes, [18] showed that the bandwidth achieved
by MBCR codes is optimal. It is important to note here that, it can be checked that the
entropy constraint condition results in yvpcr > YmBMR for e 1 k. Moreover, in both cases, it
is not clear whether MBCR lies on the exact tradeoff of centralized repair. The next theorem
determines the cases in which MBCR codes meet the centralized functional repair tradeoff
(but does not correspond to the minimum bandwidth point on the functional repair curve).

As a consequence, for such cases, MBCR codes meet the exact repair tradeoff as well.

Theorem 4.1. Assume 1 < e < k, then, minimum bandwidth cooperative regenerating codes

meet the centralized functional repair tradeoff if and only if Kk =1 mod e.

Proof. We write k = ne + r, such that n = |£] and 0 < r < e — 1. When e | k, from
(44), it follows that YMBMR — YMBCR and OMBCR = OMBMR T+ %. ThUS, aOMBMR <

amvper. When ek, from (4.4) and the functional repair tradeoff expression in the previous
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Figure 4.1: Optimal functional repair tradeoffs for fixed e = 3 and different k& € {7,8,9}.
The MBCR point lies on the tradeoff only in the case of £k = 7.

chapter, one can check that yypymr < YmBor < f-(0). It follows that the optimal storage size

corresponding to yypcr and achieving the centralized functional repair tradeoff is given by

M — '7MBCR9T(0) . M(Zd +e— 7”)

a* (’YMBCR) =

r - k(2d—k+e)
. B M(r—1)
T OMBOR Tk 2d =k +e)
Therefore, o*(ympor) < amper With equality if and only if r = 1. ]

Figure 4.1 illustrates the functional tradeoff for fixed e = 3, M = 1 and multiple values
of k € {7,8,9} such that d = k. As proved in Theorem 4.1, MBCR, codes are optimal
centralized repair codes only when r = 1, which corresponds to £k = 7 in Figure 4.1. When
e | k, MBCR codes achieve the same bandwidth as MBMR codes, but have a higher storage

cost.

Remark 4.1. Theorem 4.1 proves that, when k =1 mod e, MBCR codes achieve an interior

point on the functional tradeoff that lies near the MBMR point. We note that the existence
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of this exact-repair interior point does not contradict the infeasibility result of interior points,

where we assume elk.

4.3 First construction for interior points

4.3.1 Code construction framework

We first describe the code construction which is an improvement upon [87]. The construction
is based on a collection of subsets of [n], called a Steiner system. Information is first encoded
within each subset, and then distributed among the n nodes. We recall the definition of

Steiner systems.

Definition 4.2. A Steiner system S(t,r,n), t < r < n, is a collection of subsets of size
r, included in [n], such that any subset of [n] of size t appears exactly once across all the

subsets.

The existence of Steiner systems is not known in general when ¢ < r < n. But for large n,
[89] proved the existence of Steiner systems as long as the parameters ¢, 7, n satisfy certain
divisibility conditions. When ¢ = r, Steiner systems always exist, and the subsets in this case
are all r-combinations of the set [n]. We call this case trivial Steiner systems. The family
of (M, n,k,d, e, a, ) codes we describe below is parameterized by t,m,r, for e <m < r <

n,t <r, where

Jk=n—m. (4.6)
Note here that N is the number of subsets in the Steiner system S(¢,r,n), and the integrality
of N and « follows from properties of Steiner systems [90].

Construction 4.1. Precoding step: We consider a Steiner system S(t,r,n) and generate
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B
7

S(t,r,n). Block J corresponds to r — m information symbols over an alphabet of size q,

N = subsets, also referred to as blocks, such that each block is indexed by a set J €

—

which is then encoded using a universal MSMR code with length r and dimension r —m over
an alphabet of size q. The MSMR codeword symbols, called the repair group J, is comprised
of {cz.s : ¥ € J}. The total number of information symbols is M = N(r —m), each symbol

being of size log, q bits.

The code matrixz: The code structure can be described by a code matrix C, of size n x N.
The rows of C' are indexed by integers in [n], corresponding to the different storage nodes,

and its columns are indezxed by sets in S(t,r,n), arranged in some arbitrary chosen order.

We formally define C' as

Cx,J, fo S JJ
Coy= (4.7)

)

-, otherwise,

where ” =" denotes an empty symbol. Node i € [n] stores all the non-empty symbols of row i

n—1
in the code matriz C'. It can be checked that the storage per node is given by o = % = EH; :

t—1
By abuse of notation, the terms block and repair group are used interchangeably. For each
block, the universal MSMR code possesses the optimal repair bandwidth (4.3) for any number
of erasures [, 1 <[ < m, and any number of helpers d, r — m < d < r —[. The requirement
on the alphabet size ¢ is dictated by the existence of a universal MSMR code. As discussed

in the introduction, such MSMR codes are known to exist.

Example 4.1. Consider a Steiner system S(t,r,n) = S(3,4,8). So the number of blocks is
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N = 14 and each node number appears in o = Y =7 blocks. The 14 blocks are given by

n

Jy={1,2,4,8}, Jo = {2,3,5,8}, J5 = {3,4,6,8}, Jy = {4,5,7,8}, J; = {1,5,6,8},

JG = {2767 7a8}7 J7 = {1737 7a 8}7 JS = {37 576a 7}7 J9 = {174a677}7 JlO = {1727 57 7}a

Jll = {17273a6}7 J12 = {273747 7}7 J13 - {1a37475}7 J14 = {2747 5a 6}

The code matriz is given by (4.8).

C1,7,

Czle

C4,Jl

C8,.J

C27J2

C3,J5

C5.Jy

8, J;

C3,J3

C4,J3

667J3

€8,.Js

c4,J4

C5,J4

Cr.J4

C8,J,

017J5

C5,Js

667J5

8, Js

C27J6

C6,Jg
C7.Js

€8, Js

cl7J7

C3,J7

Cr.J7

C8,J;

C3,Js

Cs,Js
Ce,Jg

Cr.Js

017J9

C4.Jy

CﬁaJQ

C7.Jy

C1,J10

€2,J10

C5,J10

C7,J10

C1,J11
€2,J11

€3,J11

€2,J12
C3,J12

C4,J15

C1,J12

C1,J13

C3,J13
C4,J13

C5,J13

€2,J14

C4,J14
C5,J14

€6,J14

Letm =2,e =2,d=n—e = 6. For each block, we use the EVENODD code in Table 1.1,

so every symbol ¢, ; € F3, ¢ = 4. Then we can repair nodes 1 and 2 simultaneously, by

downloading

o symbols cy4 j,,cs.5, from nodes 4 and 8, respectively. These help repair symbols c; 5, and

€271,

e symbols cs 1., 7.1, from nodes 5 and 7, respectively. These help repair symbols c; j,, and

C2. J10s
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e symbols c3 1,,, Cs,.1, from nodes 3 and 0, respectively. These help repair symbols ¢ j,, and

C2,J11 )

symbol from each of the nodes 5,6 and 8, to repair ¢y g,

N[ =

symbol from each of the nodes 3,7 and 8, to repair c; .,

N =

symbol from each of the nodes 4,6 and 7, to repair c j,,

N =

symbol from each of the nodes 3,4 and 5, to repair ¢ j,,,

N |—=

o and similarly for node 2 to repair ca j,,Ca,J5, C2,0,, aNA Ca ., -

In total, we download 18 symbols. Each helper transmits 3 symbols.

From the example above, we see that each repair group J tolerates the failure of m nodes.
Therefore, the code C' also tolerates the failure of up to any m nodes. Thus, it can be checked
that for Construction 4.1 from any £ = n — m nodes, we can recover the data, which is the

reconstruction parameter. Namely, the code can recover from any m failures.

Therefore, it is possible to repair any e failures, for a flexible number of failures such that
1 < e < m. The number of helpers is flexible, and satisfies k¥ < d < n — e. In other
words, Construction 4.1 possesses the universality of repair for flexible e and d. The repair
bandwidth is given in Propositions 4.1 and 4.2 for two different scenarios in the next two

subsections.

4.3.2 Code construction with trivial Steiner systems

Proposition 4.1. Using Construction 4.1 with t = r, it is possible to repair simultaneously

any set of 1 < e < m nodes, usingn —m < d <n — e helpers, such that the contribution of
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each helper, denoted by B.(d), is given by

o e e min(n—d—e+s,r—1) d—1 n—d—e s y
LCED M D S e O e 9

s=1 p=max(s,r—d)

Proof. In the repair procedure, any subset of missing symbols belonging to the same repair
group is repaired via MSMR repair procedure, using all available helpers from the same
group among the chosen helper nodes. Fixing the set of helper nodes, we argue that the
repair is feasible. Indeed, let H be the set of d helpers. For each repair group J, we denote
the set of remaining nodes in J as J. Using |H U J/| <n-—eandd>k=mn—m, it follows

that
J NH|=|H|+|J|—-|HUJ|>d+r—e—(n—¢)=r+d—n>r—m.

Thus, for each repair group, we have enough information across the set of helpers to recover

the missing components.

We now analyze the contribution of a single helper h: h helps in the simultaneous repair of s
missing symbols of the same repair group, such that 1 < s < e. For each size s, we count all
possible cases in which the repair can be done through the help of r —p coded symbols among
all the d helpers, because the number of available coded symbols determines the contribution
of each helper, as dictated by the MSMR repair bandwidth (4.3). It follows that, for the
corresponding repair group, r — p — 1 can be chosen from the set of d — 1 helpers (helper h
already belongs to the repair group by assumption), while the remaining p — s elements of
the repair group can be chosen from the remaining n — e — d nodes. Figure 4.2 summarizes
the repair situation for given parameters s and p. Summing over all repair contributions,

and analyzing the limit cases of p for a given s, (4.9) follows. m

Example 4.2. Consider a Steiner system S(t,r,n) = S(4,4,5). So the number of blocks

N — 5 symbols. The 5 blocks are given by J; =

" =

is N = 5 and each node stores o =
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dr+p p-s n-d-e-p+s

[—e failed noﬂ d helper nodes———————»| (n-d-e) remaining nodes—»

Figure 4.2: A repair situation associated with given parameters s and p.

{2,3,4,5}, o = {1,3,4,5},J3 = {1,2,4,5},Jy = {1,2,3,5},J5 = {1,2,3,4}. The code

matriz is given by (4.10).

— Cig Cig; Ci1g, Ci1Us

C2.Jq - Cag; Cog, C2Js
= €3, €30, — C3g, C3.J5)| - (4.10)
Ca,gy C4a,Jy C4,Js — C4.s

_C5,J1 C5,J2 C5,J3 C5,J4 -

Let m =2,e=1,d =3. Then, k = 2. Consider the repair of node 1 with the helper nodes
2,3,4. We download: 1 symbol from each of the nodes 3 and 4 to repair ¢y ,; 1 symbol
from each of the nodes 2 and 4 to repair ¢y j,; 1 symbol from each of the nodes 2 and 3 to
Tepair ci j,; % symbol from each of the nodes 2,3 and 4 to repair c¢; j,. Each helper transmits
g symbols, as given by (4.9). The first three cases correspond to p = 2, and the last case

corresponds to p = 1.

Remark 4.2. It can be seen that the repair procedure can benefit from the MSMR repair
property in the case n > k + 1. In particular, the advantages of using MSMR codes in
our construction over mazimum distance separable (MDS) codes as in [87] are: 1) lower
repair bandwidth, 2) symmetric repair among helper nodes, which obviates the need for the
expensive procedure of duplicating the block design in [87], and 3) universality, meaning non-
trivial repair strategies for multiple erasures, 1 < e < m with the help of varying number
of helpers d, such that n — m < d < n —e. Figure 4.3 shows a comparison between the

performance of the layered code in [87] and Construction 4.1, for an (n,k,d,e) = (10,7,7,1)
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system. The MSMR repair property clearly helps reduce the bandwidth.

(n.k,d,e)=(10,7,7,1)

= functional tradeoff

0.16 space sharing -
A Construction 1
=—©— Layered code [1]

= B = Exact-repair tradeoff

0.12

0.1

Normalized bandwidth per helper

0.06 [~

0.14 0.16 0.18 0.2 0.22 0.24 0.26
Normalized storage per node

Figure 4.3: Using the MSMR repair property improves upon the layered code repair per-
formance. The exact-repair tradeoff is achieved in [4], with lower bound derived in [5].

Example 4.3. We note that for large n and n — k, the complexity of designing universal
MSMR may lead to large subpacketization size a. However, for small n and n — k, universal
MSMR can be competitive and may not entail additional overhead, compared to using MDS

codes as in [87].

Consider (n,k,d) = (5,3,3), (r,m) = (4,2). We compare the performance achieved by [87]

and Construction 4.1, considering the repair of a single failure.

e The construction in [87, Figure 3] uses an MDS code with dimension 2 and length 4.
Assume the MDS code is defined over a field of size 4, then, every codeword symbol of
the MDS code corresponds to 2 bits. Then, the code generated in [87, Figure 3] achieves the
following: M = 60 bits and oo = 24 bits. In the repair process, a replacement node downloads

48 bits; each helper transmits 16 bits. The code achieves (a,8) = (3, %).
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e In Construction 4.1, assume we use the EVENODD code as the underlying MSR code.

Then, M = 20 bits, « = 8 bits. In the repair process, a replacement node downloads 15 bits;

(5 1)

each helper transmits 5 bits. The code achieves (@, [3)

SN
=

Y

Therefore, for the same & = %, Construction 4.1 achieves smaller subpacketization size and

also strictly smaller normalized repair bandwidth f.

Remark 4.3. The technique of using MSR codes as building blocks for outer code construc-
tions has been used in the literature, for instance in constructing codes with local regeneration
[91, 92] and exact-repair regenerating codes for single failure [88]. In particular, it can be
checked that the construction in [88] uses copies of trivial Steiner systems, and achieves
the same normalized points (&, ) as Construction 4.1. However, the construction in [88]
uses higher subpacketization size due to the necessity of code duplication in order to achieve
symmetry across all nodes. Moreover, Construction 4.1 allows the use of general balanced
incomplete block designs (c.f, Remark 4.6) in order to further reduce the subpacketization
size. We note that determinant codes in [4] achieve the same normalized interior points as
Construction 4.1 for an (k + 1,k, k, 1) system. Moreover, unlike Construction 4.1, deter-
minant codes achieve the same set of normalized interior points for any number of nodes
n > k+1, which is better than Construction 4.1. The authors in [86] provide a construction
that improves upon [93] for certain parameter sets [86, Theorems 3.1, 3.2]. For a numerical
example, for a (9,7,8,1) system, when & < 0.1538, Construction 4.1 outperforms [86], when
a > 0.1538, [80] is better.

Remark 4.4. Using (4.3), it can be argued that B.(d) in (4.9) is decreasing in d. For fized

n, k,m,e, the minimum bandwidth per helper is then achieved with d = n — e, and is given
by
e\ [n—e—1\ s e x—fe—1\/n—e—1 e (n—2
e R [ _— = — = — 5 41]_
feln—e) ;(s)(r—s—l)m m;(s—1)<r—s—1) m(r—Q) ( )
where the last equality follows from Vandermonde’s identity. Moreover, we obtain after
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simplification

M:(r—m)(n)a:;B:E rir=1) (4.12)

We argue in the next example that for some parameters, one can use a regenerating code
corresponding to an interior point instead of an MSMR code as the inner code per repair

group, and achieve the same performance.

Example 4.4. Consider the case (n,k,d,e) = (5,4,4,1). Letr =t =4,m =1 in (4.6).
The code matriz is given by (4.10). Thus, the code per column of C' is of length r = 4 and
its reconstruction parameter is v —m = 3. We use the interior code: (ay, Bo) = (%, %1) per
repair group. Let Fy be the information size per column. Thus, M = 5F, and o = 3£, [t

follows that & = 13—0. To repair node 1, we download a total bandwidth of 3Fy. Thus, 8 = %.

We obtain the achievable point (&, f) = (1%, 23—0) The same point is equally achievable using
Construction 4.1 with (t,r,n,m,e) = (3,3,5,1,1) with an MSMR code as the interior code.
This point is optimal on the exact-repair tradeoff of the (5,4,4,1) system [93, 4], and is the

optimal point next to the minimum bandwidth regenerating point.

4.3.3 Code construction with general Steiner systems

In Proposition 4.1, we considered Construction 4.1 with Steiner systems such that ¢ = r. We
study next the use of a general Steiner system for the specific (n,n — m,n — e, e) system,

such that 1 <e<m,d=n—e.

Proposition 4.2. Construction 4.1 generates an (M,n,n—m,n—e, e, «, 3) code such, that
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during repair of e < m nodes, each helper contributes B, symbols and we have

(1) () e (125)
M=(r—-m N e A 4.13
Sl R ) MY v 1
_ r 5 _ € r(r—1)
“= n(r—2)’ﬁe mn(n—1)(r—2) (4.14)

Proof. We consider a Steiner system S(t,7,n). Recall that &k = n—m, which implies that the
system can tolerate any e < m failures. Let £ = {e;,,...,e;.} denote a set of e failed nodes.
The set of helpers H consists of all the remaining nodes, H = [n]\E. The repair proceeds
by recovering the blocks which contain at least one failed node. Consider a helper h € H

()

and a failed node i;,j € [e]. By basic counting argument, nodes h and ¢; share A, = =)
t—2

blocks. Let J be one of these Ay blocks, and denote by s the number of failed nodes within

J. Note that 1 < s < e. As the non-failed nodes within J are helpers, the contribution

S

of node h in the recovery of block J follows from (4.3), and is given by =

S —_—
—s)—(r—m)+s ~ m

symbols. That is, the average amount of information A contributes to the repair of i; is %

Thus, node h contributes % symbols in the repair of node i; across all blocks containing
(h,i;). Summing over all failed nodes, (4.13) follows. Using (4.6) and (4.13), (4.14) follows

after simplification. O

The repair in Example 4.1 is an illustration of Proposition 4.2. Similar to Proposition 4.1,
the repair bandwidth is identical among the helper nodes, and independent of the choice of
the failed nodes and helpers. One can observe that for each helper, it transmits 1 symbol
from 1 block, and two half symbols from 2 blocks. In particular, for helper h and failure
nodes 1,2, the number of blocks containing any subset of {h, 1,2} is independent of the
choice of h. Therefore, we observe this symmetry in the repair. In fact, such symmetry
occurs when t > e + 1 and is due to the fact that every subset of ¢ appears exactly once in

the Steiner system.
Remark 4.5. We note here that a, 3 do not depend on t by (4.14). The advantage of using
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Steiner systems with smaller t, whenever they exist, is that they induce smaller o and f,
for the same normalized parameters. Indeed, it can be shown that «, as given by (4.14),
18 strictly increasing in t. Therefore, to reduce the storage size per node, and therefore the
repair bandwidth, it s advantageous to use a Steiner System with the smallest t, t < r.
Moreover, when d = n —e,t = r, Proposition 4.1 and Proposition 4.2 give the same &, B (cf.
Remark 4.4). Finally, the value of 3 for general Steiner systems and arbitrary d > n — e is
an open problem. We conjecture that the normalized bandwidth should be identical to that of

Proposition 4.1.

Example 4.5. Consider a Steiner system S(t,r,n) = S(2,4,13). Then, N = 13,a = 4. The

blocks are given by

J1={1,2,4,10}, Jo = {2,3,5,11}, J5 = {3,4,6,12}, Jy = {4,5,7,13}, Js = {1,5,6,8},
Jo =1{2,6,7,9}, J = {3,7,8,10}, Js = {4,8,9,11}, Jy = {5,9, 10,12},

Jio = {6,10,11,13}, Ji; = {1,7,11,12}, J1o = {2,8,12, 13}, Ji5 = {1,3,9,13}.

Let m=2,e=2,d=n—e=11. We use the EVENODD code for each block. Nodes 1 and

2 can be repaired simultaneously by downloading

e symbols ¢y j,, c10.5, from nodes 4 and 10, respectively. These will help repair symbols

c1,, and cg j,.

° % symbol from each of the nodes 5,6 and 8, to repair ¢; j,.

° % symbol from each of the nodes 7,11 and 12, to repair ¢ y,,.
° % symbol from each of the nodes 3,9 and 13, to repair ¢ j,.
° % symbol from each of the nodes 3,5 and 11, to repair ¢y j,.
° % symbol from each of the nodes 6,7 and 9, to repair ¢y j;.

123



° % symbol from each of the nodes 8,12 and 13, to repair ¢z j,,.

While each helper transmits one symbol, the nature of the repair is different across helpers.
For instance, node 4 transmits an entire symbol that contributes to the recovery of block
J1, while node 5 transmits two half symbols that contribute to the recovery of blocks J, and
Js, respectively. This scenario happens because ¢ < e, which implies that some helpers may
share a block with the set of e failed nodes, while other helpers may not. In all scenarios,

the repair bandwidth is identical across helpers, as shown in Proposition 4.2.

Remark 4.6. Construction 4.1 can be extended to general balanced incomplete block design
(BIBD) systems. A BIBD system BIBD(t,r,n,\), t < r < n, is a collection of subsets of
size r, included in [n], such that any subset of [n] of size t appears exactly A\ times across
all the subsets. In particular, a Steiner system is a BIBD system with A =1. Whent =r,
a BIBD system can simply be obtained by duplicating a Steiner system S(t,r,n) X times.
Therefore, in this case we restrict our attention to Steiner systems as they provide smaller
storage cost, for the same parameters. Moreover, it can be seen that the proof of Proposition
2 holds for any BIBD system, with the only difference being in the number of blocks any two
(1=5)

nodes share. For instance, for a BIBD(t,r,n,\) system, any two nodes share \ (,:2) blocks
t—2

[90] and we obtain

() () e (15)
M:)\T—m ’a:)\r—l’ e:)\_ TN 4.15
S O R () M () (1.15)
_— r 3 _ ¢ r(r—1)
a_n(r—2)’”8e mn(n—1)(r—2) (4.16)

Therefore, when designing the code, for fized parameters n,r, one can optimize over existing

t—1

block designs and chooses the block design that results in the smallest o = )xgn;;. Recall

T
t—1

that the trivial design always exists and satisfies A = 1,t = r.
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4.4 Analysis of the achievability for a (k+e¢e,k, k, e) sys-

tem

In this section, we analyze the achievable region for an (n, k,d,e) = (k+e, k, k, €) system by
means of Construction 4.1, using a Steiner system S(¢,r, k + e) with the choice of t < r as

indicated in Remark 4.5.

Corollary 4.1. Construction 4.1 with m = e generates a set of achievable points for an

(M, k+e k ke a,p) system, such that

<k+e) (k-i-e—l) (k+6—2)
F=(r—e)Qmhra= " 0= (4.17)
() (1) (--1)
_ r = r(r—1)
= = 1<r<k+e. 4.18
-0 Tkt ok te-Dir—e CTIETshte (1.18)
Proof. The proof follows from Proposition 4.2. O

4.4.1 Optimality of one achievable point

Theorem 4.2. For the (k+ e, k, k,e) system, the point achieved in (4.18) forr =k+e—1

18 an optimal interior point.

Proof. From (4.17) when r = k + e — 1, we obtain

k+e—1 k+e—2
(k;—i—e)(k—l)’(k’vLe)(k—l))'

(@,8) = ( (4.19)
Substituting (4.19) in (4.2) and setting p = g — 2, we obtain

(t+ge—2e)a+ (k—t—ge+2e)B=(k—e)a+el=1.

125



Therefore, the above point lies on the functional repair lower bound and hence is optimal. It
lies on the first segment of the bound near the MSMR point, and it is not the MSMR, point

nor the MBCR point, as indicated by (4.3) and (4.5). O

We note that the optimality of the point in Theorem 4.2 for the case of (k + 1,k k, 1)
was also shown in [87, Proposition 3|. Figure 4.4 illustrates the optimality of the point
achieved by Theorem 4.2 for two different systems. The achievable point, corresponding to
(r,m) = (n — 1,e), lies on the functional tradeoff, which proves also its optimality under

exact repair.

= = = Functional tradeoff of the (4,3,3,1) system
0.35 O Optimal point: r=3, m=1
- = Functional tradeoff of the (5,3,3,2) system

-, O Optimal point: r=4, m=2

03[ N O~

0.25 F -

Normalized bandwidth per node
,

0.2 ~

0.15 I I I I I I I
0.32 0.34 0.36 0.38 0.4 0.42 0.44 0.46 0.48 0.5

Normalized storage per node

Figure 4.4: Functional tradeoff and optimal points achieved by Theorem 4.2.

4.4.2 Optimal extension property

From Theorem 4.2, Construction 4.1 gives us an optimal point for any (k+e, k, k, €) system.

Construction 4.1 also offers the following optimal extension property.

Proposition 4.3. Consider a (k+e,k, k,e) system and consider the optimal point achieved

by Construction 4.1 in Theorem 4.2 with t = r, one can extend the system to a (k + e +
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1,k k, e+ 1) system, operating at the optimal point of Theorem 4.2, by adding another node

to the system and increasing the storage per node, while keeping the initial storage content.

Proof. Let «y, B;, F;, for ©+ = 1,2, refer to the parameters of the old and the new systems,
respectively. Then, ay —a; = 1,8, — 1 = 1, F5, — F; = k — 1. Moreover, the number of
blocks N is increased by 1. Let k + e + 1 be the index of the new node to be added. The
new code is obtained by simply adding another block, whose set is {1,...,k+e}, and adding
to each of the old sets the element (k + e + 1), and thus generating another coded symbol
for the corresponding repair group. Note here that the dimension of the MSMR code in
each block does not change. A key requirement is to assume the use of an MSMR code that
can accommodate the addition of extra coded symbols, when needed. This can be done by
choosing the number of symbols of the MSMR code to be as large as needed (this may result
in an increase in the underlying field size). Each old node will store an extra symbol coming
from the new repair group, while the new node stores the newly generated coded symbols

from the old repair groups. O

Example 4.6. We illustrate the process of extending a (4,3,3,1) system to a (5,3,3,2)

system. Initially, each repair group is of size 3. The code blocks are given by

J1=142,3,4}, J, = {1,3,4}, Js = {1,2,4}, J, = {1, 2,3}.

The code matriz is given by

- CJ Cj; Ci

C2.J; —  C2g; C2.J,

Gy

C3,J1 C3,J - C3.

Ca,g1 C4a,Jy Ca,Js -

Adding node 5 to the system, we add another block Js = {1,2,3,4}, whose symbols will be
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distributed across the old nodes {1,2,3,4}. The old blocks become

Jy=1{2,3,4,5}, Jy = {1,3,4,5}, J5 = {1,2,4,5}, J, = {1,2,3,5}.

The new node 5 stores newly generated coded symbols of each of the old repair groups
{J1,...,Ju}. The new code matriz is given by (4.10). The two points corresponding to

this example are illustrated in Figure 4.4.

The above property is useful for systems for which the fault tolerance may be deemed
insufficient. Therefore, one can increase the fault tolerance of the system without sacrificing
the optimality on the exact-repair tradeoff, or changing the existing data. We note also that
by a successive application of Proposition 4.3, we can increase the fault tolerance of the

system by any desirable factor.

4.4.3 Acheivability region for the (k+ e, k, k,e) system

In this subsection, we seek to determine the convex hull of the known achievable points
for the (k + e, k, k, e) system, which corresponds to the best known achievable points. The
convex hull, denoted by R, is the smallest convex set containing all known achievable points,
obtained by all convex combinations (i.e., space-sharing) among the points achieved by
Construction 4.1, described in (4.18), and also the MBCR point given by (4.5). Therefore,
the objective is to determine which points are sufficient to describe R. We refer to these

points as corner points of R.

Figure 4.5 presents the achievable points for a (17,14, 14, 3) system. The achievable points
of (4.17) are parameterized by r, such that e + 1 < r < e + k. For each r, we denote
the corresponding point as (&,, 3,). As r decreases, the storage o, increases. By abuse of

notation, we refer to the point (@, 3.) as point . We state some guiding observations for
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(n,k,d,e)=(17,14,14,3)

r=16 ——Functional tradeoff B
= =Space sharing: MBCR and MSMR
N =& =Our construction B
\ Space sharing: MBCR and r=8

\ = =Space sharing: MBCRandr=9 |7
===Exact repair bound

I I I I I I I I I I
0.07 0.08 0.09 0.1 0.11 0.12 0.13 0.14 0.15 0.16

Figure 4.5: Achievable points by Construction 4.1 for a (n, k,d,e) = (17, 14, 14, 3) system.
The x-axis is @ and the y-axis is .

our subsequent analysis. First, one can eliminate some of the achievable points obtained by
Construction 4.1. For instance, point r = 5, with & = 0.1471, achieves a similar bandwidth
as its neighbor point » = 6, but a larger storage size. Points to the right of @ = 0.1471,
such that r < 5, can be also immediately eliminated, because they can be outperformed by
space-sharing between the MBCR point and some interior point. Interestingly, we observe
that point r = 8 lies exactly on the segment joining point »r = 9 and the MBCR point.
This means that, while point » = 8 is not outperformed by space-sharing, it is nonetheless
not necessary for the description of R, and thus it is not considered as a corner point. In
the following, we show that the observations from Figure 4.5 can be generalized and we
explicitly determine the corner points of R, depending on the system parameters e and k.
Our characterization of the corner points is presented in Propositions 4.4 and 4.5. In order

to prove them, we first prove some facts about the corner points in Lemmas 4.1 to 4.4.
Lemma 4.1. The achievable points in (4.17), with r < 2e, are not corner points in R.

Proof. From (4.17), it can be seen that a(r), seen as a function of r, is decreasing. B3(r)

is a fractional function in r, with a pole at » = e. For r > e, () is convex in r. It
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can be shown that it decreases and then increases monotonically. Therefore, as a(r) is
decreasing, the points of interest are those for which 3(r) increases. Moreover, by noticing
that 3(2¢) = B(2e — 1), it follows that points with r < 2e — 1 do not contribute to the
acheivability region (@, 3) as they are outperformed by the point r = 2e in terms of both,

storage and bandwidth. O

Lemma 4.1 implies that it is sufficient to consider the range 2¢ < r < k + e. We define
the non-negative integer p such that r = 2e + p. We now show that the achievable points
r = 2e,...,k + e can not be eliminated by space-sharing between themselves, when not

considering the MBCR point.

Lemma 4.2. The achievability region of the points (&, 3,),r = e+ 1,...,k + e has points

with r € {2e, ...,k + e} as corner points, when not considering the MBCR point.

Proof. By virtue of Lemma 4.1, points with e +1 < r < 2e can be eliminated. We consider
the segment joining the points (&, 3,) and (@41, B,41). The slope of the segment, denoted

sl(r), is given by

_ Br-i-l _Br o —T(T—2€—|—1)

l
si(r) Qpi1 — Qp e(k+e—1)

The slope sl(r) is strictly decreasing in r for r > 2e. This means, for any three consecutive
POIntS (@42, Br42), (@rs1, Bri1) and (Gy, B,), the point (@rsr, Bre) lies below the segment
joining the other two extreme points. Therefore, space-sharing between (&,42,,42) and

(@, By) is suboptimal. ]

Now, we analyze the achievability region when adjoining the MBCR point to the points in

(4.17) with 2e <r <k +e.

Lemma 4.3. The MBCR point is a corner point for R .

130



PT’OOf. NOtng that OMBCR — —2(2—:_66)_k1 > (Qige = _(kie) and BMBCR = —(kiee)k < B?e = —(k+26()2(7€:-18)—1)7

along with Lemma 4.2 concludes the result. O]

By Lemma 4.3, we only need to analyze whether space-sharing between the MBCR point

and any other point r may outperform some of the other achievable points r .

Lemma 4.4. If a point r, r > 2e, is not outperformed by space-sharing between the point
r + 1 and the MBCR point, then, all points r' such that v > r, are corner points of the

achievability region.

Proof. The assumption of the lemma implies that the slope of the segment joining the points
(@, Br) and (&mpcr, Supcr) is smaller than the slope of the segment between (@1, Br41)
and (@ypcr, Amser). As from Lemma 4.2, the slope of the segment between (a,., 3,) and
(Qry1, Brg1) is decreasing in 7, it follows that no point 7 > 7 can be outperformed by

space-sharing across any two other achievable points, including the MBCR point. O]

Therefore, to determine the corner points of R, we need to successively test for increasing
values of p, such that 0 < p < k — e, whether the point r = 2e + p is outperformed by
space-sharing of MBCR and point r + 1. Let p* denote the smallest p such that r = 2e + p
is not outperformed by space-sharing, it follows by Lemma 4.4 the following achievability

region.

Proposition 4.4. The achievability region R is given by the corner points

{(a,,B,):r€{r:r=2e+pandp* <p<k—e}} U{MBCR}, (4.20)
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where 1 < p* < k — e, and p* is given by

e—k—22+1++VA
20e+k—1)

pr= +1,

A=2*—e+k—1>2+8k+e—1ele—1)(k—e—1). (4.21)

Proof. Consider r = 2e + p,0 < p < k —e — 1. We consider space-sharing between the
MBCR point and the point r + 1. We compute the normalized bandwidth, denoted by
B’T, achieved by the considered space-sharing, at the intermediate point o = a., and then

determine whether ', > B,. Using (4.18) and (4.5), we obtain after simplification

B.—B = k(=2e*+2e+p? +p) —p(=2e* +e+1) +2e(e? — 1) +p*(e — 1) o Ni(k)
o (e+k)e+p)lethk—1)(e2+pe+k—p+kp—1) D

(4.22)

C(kte—1)p*+pR2e’+k—e—1)+2(e—1)(e+1—Fk) o, Na(p) (4.23)
 (e+k)e+pet+tk—1)(2+pe+k—p+kp—1) D = 7

We regard N as a function of k, for fixed e and p, and N, as a function of p, for fixed e and

k. In this proof, we are interested in analyzing N,. We analyze N; in a later proof.

Clearly D > 0. Thus, sign(8’, — §,) = sign(Na(p)). Therefore, it suffices to study the sign
of Ny(p). We note that 8/, — 5, < 0 implies that point r = 2e + p can be eliminated by
space-sharing and thus it is a not a corner point. Ny(p) is a quadratic function in p. Let A

denote the discriminant of Ny(p). It can be checked that

A=2*—e+k—-1>2+8k+e—1ele—1)(k—e—1)>0.

Thus, there exists pg 1, po2 such that No(po1) = Na(po2) = 0. As the leading coefficient of
Ny (p) is positive, and Ny(0) = —2e(e — 1)(k — e — 1) < 0, it follows that one solution, say
Do.1, is negative and the other solution py 9 is non-negative. That is, pp; < 0 and pyo > 0.

Then, it follows that VO < p < pgo, Na(p) < 0, which implies that the set {p : p < po2}
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can be eliminated. In particular, p = 0 is always eliminated. Let p* = [po2| + 1, as in
(4.21). Thus, p* outperforms space-sharing and so do all p > p*. As No(k —e —1) =

(k—e)(k+e—1)(k—e—1)>0,it follows that poo <k —e—1, and thus p* <k —e. [

Proposition 4.4 agrees with known particular cases. 1) When e = 1, we have p* = 1 and the
only eliminated point (p = 0) coincides with the MBCR point, in agreement with [87]. 2)
The optimal point in Theorem 4.2 (p = k—e— 1) is not a corner point for £ = e+ 1, because
of p* = k — e > p and Proposition 4.4. Indeed, the point with p = k — e — 1 lies exactly on

the segment joining the MBCR and the MSMR point. 3) When & > e+ 1, the optimal point

(k—c)(k—e=1) o o

in Theorem 4.2 is a corner point, as 3., 1 — Brie—1 = oD

While Proposition 4.4 describes exactly R, it does not give insight into when a particular
point 7 = 2e+p is a corner point or not. We focus on the analysis of the sign of N; (k) in (4.22).
N (k) is linear in k. Depending on the sign of its the leading coefficient —2e?+2e+p?+p, there
may exist an integer ki, such that when k > ki, space-sharing enhances the achievability
region (i.e., N1(k) < 0 ) and does not enhance it when k < ky,. That is, a point with the
same r may be a corner point for some (k+e, k, k, €) systems and may be not a corner point

for other systems, with higher reconstruction parameter k.

For example, for e > 1, let p = e — 1, we have Ni(k) = e(l — e)(k — 5e + 1). It follows
that, for systems with & > 5e — 1, the point r = 2e + (e — 1) = 3e — 1 is outperformed by

space-sharing. For systems with 2e — 1 < k < 5e — 1, the point » = 3e — 1 is a corner point.

The next proposition addresses the cases in which a particular point r = 2e + p is a corner

point, using a similar argument as the above example.

Proposition 4.5. Consider the achievable point r = 2e + p, for fized (e, k),e > 1. Let

Pmaz = B( 8e(e—1)—1— 1)J and kg(p) = {(1 — e)%—‘. Then, Table 4.1

specifies the scenarios in which (&, B3,) is a corner point in R.
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(O_éragr) k< kth(p> k > kth(p>

P < Prmax v X

P > Pmax v

Table 4.1: Summary of cases for which (., 3,) is a corner point in R. The symbol v/
means (&, [3,) is a corner point while the symbol X denotes the other case.

Proof. We examine N;(k). First, we note that when —2e? + 2e + p*> + p > 0, the point
r = 2e+p is a corner point for all systems. Indeed, as Ny(e+ 1) = 2ep(e +p) > 0,p > 0, we
have Ny(k) > 0,Vk > e+ 1,p > 0. It follows that, for a fixed (e, p), we need to determine

the sign of —2e? + 2e + p? + p. We have

1
—2e*+2+p*+p<0 < plp+1)<2ele+1) < (p—;— )<2(§>, (4.24)
1 1 1
<:>p<q/262—2e—1—§:§( 8e(e —1)—1—1).
(4.25)

We note that right hand side of (4.25) can not be an integer, as otherwise /8e(e — 1) — 1
should be an odd integer, implying 8e(e — 1) —1 =1 mod 4, which leads to a contradiction
as 8e¢(e — 1) — 1 = 3 mod 4. This also implies that the slope of N;(k) cannot be 0, for

e > 0,Vp > 0. The maximum value of p satisfying (4.25) is given by

P = E( Re(e—1)—1- 1)J. (4.26)

Thus, a point 7 = 2e + p, p > Pmax 1S a corner point for any (k + e, k, k, e) system such that
r < k+e. For each 0 < p < puax, the point r = 2e + p is a corner point if and only if

sign(8', — B,) = sign(No(k)) > 0. From (4.22), Let ko be the solution to the linear equation
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Ni(k) = 0. Then, after simplification, we have

(1 —e)(2e* + 2ep + 2e + p? + p)
—2e2+2e+p*+p

ko =

= (1—¢) (4.27)

As p < Prmax, we have —2¢? + 2¢ +p? + p < 0, which also implies that kg > 0. As Ni(e+1) =
2ep(e + p), we have ky, > e + 1, with equality iff p = 0. It can be checked from (4.27) that
when p=e —1, kg = 5e — 1. For k > ky, point r is not a corner point. As k is an integer

and kg is not necessarily an integer, it follows that k > ky <= k > [ko] £ k. H

Using Proposition 4.5, Corollary 4.2 follows.

Corollary 4.2. For a (k+ e, k,k,e) system with e > 2, we have

e p*in (4.21) can also be expressed as

p*=1+max{p:p < Pmax and k > ky(p)} (4.28)

=1+max{p:p< B( 86(6—1)—1—1>J (4.29)
("3 +2(%5) + ﬂ

and k> | (1 —e T . . 4.30

> -0 B ) .

o The number of corner points in R is given by n. = [{r:2e +p* <r <k+e}|+1=

kE—e+2—p*.
e As a function of k, p* levels out at k = ky,(Pmas) and its final value is given by 1+ ppas-

Example 4.7. We consider the setting of Figure 4.5: e = 3,k = 14. We obtain ppe: =
2,p* = 3. This means the points r, for 6 < r < 2e 4+ p* — 1 = 8 are not corner points in R
and the number of corner points is n. = 10. This clearly matches the observations made in

Figure 4.5.
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4.5 Second construction for interior points

In this section, we present another family of codes improved upon [87] that encapsulates

Construction 4.1 as a special case.

Let G denote the (N(r —m) X na) generator matrix after vectorization of the code in (4.7),
with ¢ = r. Every node corresponds to a set of a columns of G. Different from Construction
4.1, we allow k < n — m, hence we may feed F, £ (r — m)N dependent symbols to the
generator matrix. Let T be ka columns of G corresponding to k out of the n nodes. Let
G|r be the submatrix of G consisting of the columns of 7. Then the rank of G|r, denoted

by pk.m.r, is independent of the choice of the k& nodes, and is given by [87]

min(k,r) L n—k ‘
Phmr = Z ) min(p, r — m). (4.31)
)

’r’ J—
p=max(1l,r—(n—=k p

The maximum amount of information that can be stored in the system, M, is upper bounded
by prmr, i.6., M < pg . For instance, when m = n — k, it can be checked that py ,,, =

(r—m)N = F..

To generate the F,. dependent symbols, we add another layer of inner code to Construction
4.1. Moreover, the information symbols are assumed to be over Fy, for the finite field F, and

an appropriately chosen positive integer k.

Construction 4.2. For an (n,k,d,e) system, similarly to Construction 4.1, the code con-
struction is parameterized by m,r, such thate < m <n—k andm+1 <r <n (we assume

t =r). For each pair (r,m), let M be given by (4.51), a = (’::’{) First, the M information

symbols {v;}M,, v; € F%

g, are used to construct a linearized polynomial

M

flz) = Z vr? (4.32)

=1
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The linearized polynomial is then evaluated at F, elements of Fy to obtain { f(0;),1 <i < F.},
which when viewed as vectors over I, are linearly independent. Finally, the evaluation points

{f(6;),1 <i < F.} are fed to the encoder in Construction 4.1.

Repair: The repair of e nodes is similar to Construction 4.1, and the contribution of each

helper is given by (4.9).

We note that the elements in Construction 4.1 are defined over an alphabet of size ¢, while the
evaluation points are defined over Fy. This difference can be resolved by viewing {f(6;),1 <
i < F.} as vectors over F, and applying Construction 4.1 to each of their components.
Similarly, the repair is carried out component-wise. The linearized polynomial evaluations
are an instance of rank-metric codes. In [87, Proposition 5], it is shown that the use of rank-
metric codes guarantees the reconstruction property of the regenerating code. Moreover,
[87] shows that when x > F., the symbols {f(6;),1 < i < F.} can be made independent
over F,. In fact, rank metric codes may be replaced by other linear codes, as long as the
reconstruction property is satisfied, so as to reduce the field size [87]. Furthermore, we note
that when m = n — k, the use of rank-metric codes is not needed, and the code obtained is

simply the code in Construction 4.1.

Remark 4.7. Construction 4.2 generalizes the non-canonical construction in [87], which is
designed for repairing single erasures. Moreover, the non-canonical construction in [87] is
based on MDS codes, rather than MSMR codes, and its repair scheme is based on the naive
repair scheme of MDS codes. Finally, non-canonical codes in [87] set m = n — d, while in

Construction 4.2, m takes arbitrary values, such that e <m <n — k.

Remark 4.8. The repair process in Construction 4.2 does not take into account the depen-
dency introduced by rank-metric codes among the F, = (r — m)N intermediate symbols. It

may be possible to reduce further the repair bandwidth by leveraging such dependency.

By varying m and r in Construction 4.2, we obtain various achievability points. Construction
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Figure 4.6: Achievable points using Construction 4.2 for an (n,k,d,e) = (19,13,14,3)
system. The x-axis is the normalized storage per node & and the y-axis is the normalized
bandwidth 5. When m = n — k = e + 3, the corresponding curve with circles coincides with
Construction 4.1.

4.1 is a special case of Construction 4.2, corresponding to m = n — k. In particular, when
k = d,n = k + e, Constructions 4.1 and 4.2 coincide as m = n — k = e. For other
parameters, simulation shows that Construction 4.1 performs better close to MSMR while
Construction 4.2 with m = e performs better close to the MBCR. Figure 4.6 plots the
achievable points by Construction 4.2 for an (n, k,d,e) = (19, 13,14, 3) system, for various

values of m,e < m <n — k.

4.6 Adaptive multi-node repair for MBR codes

In this section, we study multi-node repair for MBR codes, allowing a varying number of
helpers and a varying number of failures. In the first chapter, we proved that MBMR codes
are not achievable for linear exact repair codes, when 2 < e < k. When e = 1, exact MBMR
codes are MBR codes and their existence is well established in the literature [81]. Adaptive

regenerating codes possess the extra feature that the number of helpers involved in the repair
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process can be adaptively selected, which provides the storage system with robustness to the
network varying conditions [54, 76]. Adaptive MSR codes have been constructed in [80]. On
the other hand, adaptive MBR codes have been investigated in [94], in which case optimal
repair means that the total repair bandwidth for each number of helpers d is the lowest
possible, and is given by v = @, Vdyin < d < dpax (assuming the storage per node contains
no redundancy). Here dpn, dmax are between k and n — 1. Tt is shown in [94] that adaptive
MBR codes, designed for arbitrary d, dyi, < d < dpax, are equivalent to MBR codes that
are designed for the worst-case number of helpers d,,;,, and they satisfy optimal repair for
arbitrary number of helpers dyi, < d < dpnax. Namely, adaptive MBR codes satisfy for any

drnin S d S dmaX7

o = QdmiHM o dminM
o —k24+k+ demin B dmink - (g)

7d/8:a7

where the storage size o corresponds to the MBR code with dy,;, helpers.

A natural question of interest is whether there exists an MBR code that efficiently recover
from varying number of failures simultaneously. In this section, we investigate the problem
of repairing multiple failures in MBR codes under exact repair, for varying number of helpers
d and varying number of failures e, such that dy;, < d < dpax, 1 < e <k, e+ d < n. First,
we derive a lower bound on the multi-node repair bandwidth for MBR codes, which applies
to exact and functional codes. We assume that an MBR code is designed for d helpers, and
we want to repair e failures. To emphasize the dependency on e, denote the total repair

bandwidth by YMBR (6) .

Theorem 4.3. Consider an (n, k,d, o, ) MBR regenerating code, the total repair bandwidth

yusr(€) needed to repair any set of 1 < e < k nodes satisfies

YmBr(€) > ea — (;) %. (4.33)
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Proof. Assume w.l.o.g that the first e nodes are to be repaired. From [95], at MBR point, for
any set of A nodes of size m < k and for i ¢ A, we have H(W;|Wy4) = (d —m)f. Therefore,

H(Wiq)) = ZH(HHW[z‘—l}) = Z(d —i+1)8=(ed— (;))5-

Noting that at the MBR, a = df, (4.33) follows. O]

We now briefly describe a construction of adaptive MBR codes that simultaneously and
efficiently repair single node failures, presented in [94]. Then, we show how to optimally

repair multiple failures in this construction.

4.6.1 Adaptive single-failure MBR construction

dmax
The construction is based on product matrix codes [94, 81]. Let a = [] d. Define z =
d=dmin

e

dmin

and construct the (o x a)) data matrix M as

M, O --- O

O My --- O
M= ,

O - O M,

where O is a (duin X dmin) zero matrix and each of the submatrices M, is filled with information
symbols, and is symmetric and satisfies the structural properties of a product-matrix MBR
code for parameters k and d,,;,. For instance, M; is given by

N; L

Mi = )
L o
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where N is a symmetric (k x k) matrix, L; is (k X (dmin — k)) matrix, and O is (dmin — k) X
(din — k) zero matrix. let ¥ be an (2n X dy;,) Vandermonde matrix, with rows denoted by

;, for 1 < j < zn. Then, storage node [ is associated with

t
Wy

- [¢€z-1)z+1v~-=¢fz} M = {¢fz-1)z+1M1w--7¢szz

Single node repair. Denote the set of helpers by H such that |H| = d and dyin < d < dpax.

Let 2 be an (z X z) matrix such that Qf is a Vandermonde matrix. Assume that node f
fails. Let €24 be an (§ x z) matrix containing the first § rows of (2. Moreover, let ®; be an

(o X z) matrix
Y(i-1)2+1

7~/)iz

Each helper node i; € H transmits sﬁj, P = Wf»j Q0. After simplification, the replacement

node obtains
Wj“ |:CI)“Qtd, RN ®zd921 = Wﬁ‘@’H

Noting that ©4 is invertible [94], the replacement node can thus recover w}.

4.6.2 Adaptive multi-node repair in MBR codes

We state our result in the following theorem.

Theorem 4.4. Adaptive single-failure MBR regenerating codes with storage per node o and
arbitrary number of helpers duyin < d < dpax, presented inf[94], can simultaneously and

optimally repair e failures with d helpers, for all dpy, < d < dpay, 1 <e <k, e+d<n.
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Proof. Assume w.l.o.g that the first e nodes failed and d helpers are used, where d,;;, < d <
dmax, 1 < e <k, e+d < n. Denote the helpers by the set H = {i1,...,iq}. First, the repair
of node 1 is done by contacting all the d helpers and downloading § symbols from each one
of them, using the procedure described for single node repair. Node 2 is then repaired using
only dp,in, helpers, comprising repaired node 1 and any other d,,;, — 1 helpers in H, such that

— = z symbols. The same procedure is then applied repeatedly until

each helper provides T

recovering the last node e by contacting any d,,;, —e+ 1 helpers in H and using contributions

from the e — 1 already repaired nodes. The overall repair bandwidth is given by

e—1
e . e\ «
dg + ;:1 2(dpin — 1) = e — (2) .

which matches the bound in (4.33), establishing the optimality of the repair procedure. [

Remark 4.9. Repairing e failures in an (n,k, dym, o, ) MBR code separately requires a
bandwidth of size ea. However, simultaneously repairing e failures using d > dy;y, reduces

the bandwidth by (;)ﬁ )

Remark 4.10. The repair procedure of multiple erasures in Theorem 4.4 is asymmetric.
However, one can always duplicate the code a sufficient number of times to achieve a sym-

metric repair strategy (e.g. [63]).

4.7 Conclusion

In this chapter, We studied the problem of designing multi-node exact-repair regenerating
codes operating at interior points. We first described a construction, termed Construc-
tion 4.1, that achieves a new set of interior points. In particular, we proved the optimality of
one point on the functional centralized repair tadeoff. Moreover, considering minimum band-
width cooperative repair codes as centralized repair codes, we determined explicitly the best

achievable region obtained by space-sharing among all known points, for the (k + e, k, k, €)
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system. We then described another construction, Construction 4.2, that includes Construc-
tion 4.1 as a special case, and that generates various achievable points for a general (n, k, d, )
system. Finally, we studied the problem of designing MBR codes with multi-node repair ca-

pabilities.
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Chapter 5

Polar codes for resistive memories

5.1 Introduction

In the previous chapters coding for storage systems are considered. The focus of this chapter

is coding for storage devices, and in particular, for resistive memories (RRAMs).

Resistive memories (RRAMS) represent a promising memory technology with a high poten-
tial as an alternative for floating-gate-based nonvolatile memories. In RRAMs, the high/low
cell resistance represents the stored bit. In order to retrieve the stored data, resistive sensing
(reading) techniques are adopted. To achieve higher density, access devices such as transis-
tors, diodes and selectors are removed. However, the main disadvantage of the selector-less
(gate-less) crossbar-based memories is sneak paths which are undesired current paths and
voltage drops limiting the readability of the array. In this paper, a parallel reading of an
entire crossbar row [96] is adopted as shown in Figure 1.3. It eliminates the multi-path
problem in single-cell reading [97], one of the causes of sneak paths. But, the inevitable
wire resistances lead to undesired voltage drops, another type of sneak paths. These voltage
drops are functions of the stored data and the wire resistance. At the expected feature size
of F' =5 nm of RRAMs, the wire resistance per cell reaches as high as 90 €2 [21], leading to

large voltage drops. We recall from Figure 1.4 that the sneak path effect results in cells of
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different reliability levels. In this chapter, we propose error-correcting codes adapted to the
crossbar array problem and evaluate their bit error rate (BER) performance under various

scenarios.

Related work

Addressing the sneak path problem has attracted a lot of interest from both research and
industry communities. Proposed solutions include hardware-based approaches, e.g., tran-
sistor gating [98], and/or techniques based on communication and coding theory [99, 100].
The focus of this paper is on the latter approach and our scheme is based on polar codes.
Polar codes [101] are the first family of explicit error-correcting codes to provably achieve
the capacity of binary symmetric channels, with a low-complexity encoding and successive
cancellation decoding. For a code of length N, encoding/decoding has a complexity of
O(Nlog N). For the above reasons, polar codes constitute an attractive error correction

scheme.

Contributions of the chapter

Our contributions are summarized as follows:

e We study polar coding for channels with different reliability levels, termed non-stationary

polar codes.

e We argue that the ordering of the channels is important and propose an ordering with

a numerically competitive performance.

e We then apply the framework of non-stationary polar codes to the sneak path problem

and demonstrate significant improvement in terms of bit error rate (BER). In partic-
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ular, we discuss modeling the array cells as either binary symmetric channels (BSCs)

and as binary asymmetric channels (BACs) and compare their BER performances.

e Finally, we propose a technique for biasing the number of high-resistance values in the
crossbar through puncturing, and show by simulation that the proposed technique can

help reduce the BER in certain scenarios.

Notation. A permutation 7 over the integers {0, ..., N—1} is denoted as 7 = [7(0), ..., 7 (N
1)], where m(j) is the image of j under 7. For a vector x = [zo,...,Zy_1], X, denotes the

vector X = [Tr(0), - - - » Ta(N-1))-

5.2 Non-stationary polar code construction

For a binary-input discrete memoryless channel (B-DMC), W, with output alphabet ), we

denote its transition probabilities by W (y|z),z € {0,1},y € ), and define the symmetric

channel output probability as W (y) = W (y|0) + W (y|1). Define the symmetric capacity

I(W) as

W (y|x)
Wi(y)

)23 3 Syl los (5.1)

yey ze{0,1}
Arikan’s polar transformation [101] manufactures out of N independent copies of a given
B-DMC channel, a second set of N synthesized binary-input channels. The channels show a
polarization effect, namely, as N becomes large, the symmetric capacities of the synthesized

channels tend towards 0 or 1 for all but a vanishing fraction.

In our framework, in contrast to the original polar codes, we consider the extension of
polar codes to the setting where the underlying channels are of varying reliability levels (see

Figure 5.1 and Figure 5.2). Using the terminology in [102], we refer to such polar codes as
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U Wy —> Y,

U, W, —V,

Figure 5.1: Basic channel polarization.

non-stationary polar codes.

Polar Transformation: Let u = [ug,uy,...,uny_1] and x = [z, z1,...,2xx_1] be the input
and the output of a length-N polar code, respectively, with N = 2" for some integer n. The

polar transformation is given by

®n

where the symbol " denotes the n-th Kronecker power operator.

When n = 1, N = 2, the basic polarization transformation is applied to two independent
channels Wy : {0,1} — Yy and Wy : {0,1} — Y, resulting in two channels, W’ : {0,1} —
Yo x Yy and W”:{0,1} — Yy x V1 x {0,1}, given by

1
W' (o, yrluo) = 5 D Wolyoluo & ua) Wi (sn ),
ur€{0,1} (5.2)

1
W (yo, y1, uolur) = §Wo(yo|uo @ up) Wi (y1]ur),

where yo € Vo, 11 € V1, and ug,u; € {0,1}. We denote this single-step transformation by
(Wo, Wh) = (W, W7).
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Channel Polarization: The transformation preserves the average symmetric capacity,

while exhibiting a polarization effect.

Lemma 5.1 ([102]). Suppose (Wo, Wy) — (W', W"). Then,

I(W") + I(W") = I(Wy) + I1(W), (53)
IW < I(W;) < I(W"),i=0,1. '

The Bhattacharyya parameter of a binary discrete memory-less channel W : {0,1} — Y,
denoted by Z (W), is a measure of the reliability of W, and has been used to bound the error

probability of polar codes in [101]. The parameter Z (W) is defined as

ZW)£ Y VW)W (yl).

yey

Lemma 5.2. Let Wy : {0,1} — Yo and Wi : {0,1} — Yy and (W, Wy) — (W', W").
(i) The following relations hold:

Z(W') < Z(Wo) + Z(Wy) — Z(Wo)Z (W), (5.4)
ZW") = Z(Wo)Z(Wh), (5.5)
Z(W') >\ Z(Wy)2 + Z(W1)2 — Z(Wy)2Z(Wy)2. (5.6)

(ii) Equality (5.4) holds with equality if and only if Wy or W1 is a binary erasure channel.
(11i) Equality (5.6) holds with equality if and only if both Wy and Wy are binary symmetric

channels.

In Lemma 5.2, parts (i) and (iii) are from [103, Lemma 2.15 and Lemma 2.16] and [104,
Lemma 9], and part (ii) can be proved following similar lines as [101, Proposition 5].

Lemma 5.2 implies that reliability improves under a single-step channel transformation in
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the sense that
ZW') +ZW") < Z(Wy) + Z(Wh),

with equality if and only if Wy or W is a binary erasure channel (BEC).

The single-step transformation, as described in (5.2), can be generalized to the case of N = 2"
binary, memoryless, but not necessarily stationary channels {W;}*;;!. In particular, let Wi
denote the i-th bit channel after m levels of polarization of the sequence {W; fi’ol, where
Wo.i 2 W, i=0,...,N —1. Applying Arikan’s polar transformation results in a collection

of synthesized channels, such that, for any level 1 <1 <mn, for 0 < j < 2710 <m < 2",

we have

(m—1,2lm+j7 I/Vl—l,21m+2l*1+j) — (VVl,le—i-ja I/Vl,21m+2l*1+j>- (5.7)

In [102], it was shown that the fraction of non-polarized channels approach 0, i.e., for every
0<a<b<l,

1
liminfﬁ|0 <i<N:I(W,;) € [a,b]}| =0.

N—o0

The work in [104] proved that in the asymptotic regime where the blocklength N is large, the
effective average symmetric capacity I({W;}2,) £ A}linoo ~ Zfil I(W;) is achievable. More-
over, the polar coding scheme is constructed based on Arikan’s channel polarization trans-
formation in combination with certain permutations at each polarization level. However,
it is not clear whether such permutation choices yield attractive performances for practical

lengths. In this work, we are concerned with the performance of non-stationary polar codes

in the finite blocklength regime.
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Encoding and Decoding: After the polar transformation, one obtains N synthesized
channels {IWW () & W,.i,0 < < N—1}. A polar code of dimension k transmits k& information
bits in the k synthesized channels with the highest I(W®) (we denote the corresponding
information set by Z), and N — k arbitrary but fixed bits in the remaining N — k synthesized
channels (denoted by F). Decoding of polar codes is carried out using successive cancellation
decoding as in [101], taking into account the appropriate likelihood ratios of the original

channels.

Remark 5.1. The information set of a non-stationary polar code can be determined as long
as I(W(i)) are computed. However, their computational complexities are generally unman-
ageable. Instead, we propose that the reliability parameters of the synthesized channels can
be approzimated efficiently by Z(W®) using (5.4) and (5.5) in Lemma 5.2. We call this
method the Bhattacharyya bound approach. It is a generalization of the algorithm in [105],
developed for reqular polar codes. Let Z,; denote the Bhattacharyya parameter of channel
Wi Then, we apply the following recursion: for level 1 <1 < n, for 0 < j < 271 and

0 <m < 2" we have

Z1gtmtj = Z1-120m+j + Z1-12tma2i-145 — Zi—120mtj L1-1,20m+21- 14

Zl,2lm+2l—1+j = Zlfl,21m+jZlfl,21m+21—1+ja

where {Zy,;,0 < i < N} are the initial channel Bhattacharyya parameters. The indices of
the lowest N — k values in the set of N final stage values form the set F. This algorithm is
an evolution of the Bhattacharyya parameters of channels from right to left (see Figure 5.2),

preferably applied in log-domain to avoid underflow.

Role of the Channel Ordering: The performance of polar codes depends on the syn-
thesized channels of the information set Y, ., I(W®) [101]. As illustrated in Figure 5.2, to

construct a non-stationary polar code, we propose to apply a permutation 7 to the vector x
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Figure 5.2: Polar encoding with NV = 8 channels, with permutation 7 = [0,4,2,6,1,5,3,7].

in order to enhance the overall performance. Ideally, we want to find a permutation 7* such

that for all permutation m,

S IRy = > 1w, (5.8)
1€L * i€lr
where [ (Wéz)) is the symmetric capacity of the i-th synthesized channel under permutation

m and Z, is its information set.

Remark 5.2. See Figure 5.3 for a schematic picture of the full encoder and decoder. The
permutation w is defined such that z. = x, or equivalently z = X,-1. Then, zyu) =
implying that symbol x; goes through channel Wy, for 0 < i < N. Correspondingly, a
reverse permutation is required for the output of the channels. The polar decoder receives as

input the vector y' = [yr(0): - - -, Yx(N-1)] = ¥r-

Remark 5.3. In general, the channel symmetric capacities can be given in any arbitrary
order. In this case, to study the effect of permutations in a canonical way, we apply the
composition permutation T,q 0 ™ to the output X, where w,q 1S a permutation that orders
the channels in increasing order of symmetric capacities: that is I(Wx, i) < I(Wr, .0));

for i < j. Thus, the output of the polar encoder x; is mapped to channel Wy orey,i.€.,7; =
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Zﬂ'ordoﬂ'(i) :

We next show that some channel orderings are equivalent after polarization.

Definition 5.1. Given N B-DMC' channels {VVi}iA;Bl, an equivalence class of permutations
over {0,..., N — 1} consists of all channel permutations © such that the n-level polarization

transformation of the channels {Wp oL results in the same symmetric capacities.

Lemma 5.3. The number of permutation classes is upper bounded by Z,{,V—_'l

Proof. Consider the two single-step transformations (W, W) — (W], W) and (W, Wy) —

(W3, W3). From (5.1) and (5.2), we have

sWo(yoluo ® ur) Wi (ys|ua)
W{/(QO, Y1, Uo)

Wo(yolur) Wi (y1]uo © uy)
Wlll(y(h Y1, UO)

1
W= >3 7 Wolyoluo & u1)Wi(yr|ur) log

Y0,Y1,u0 U1

1
= > ZgWo(yolul)Wl(yl\uo@ul)log

Y0,Y1,u0 U1

, (5.9)
where the second equality is obtained by a change of variable. On the other hand, we have

W1 (Yo, Y1, o) = Z Wo(yoluo & ur) Wi (y1|us)

u1€{0,1}

- Z Wo(yolun) Wi (yi|uo © uq)

u1€{0,1}

= WQH(y07y1au0)' (510)

From (5.9) and (5.10), we obtain I(W{) = I(WJ). From (5.3), it follows I(W{) = I(W}).
Thus, the single-step transformation is symmetric in the sense that exchanging the order
of Wy and W7 does not impact the symmetric capacities of the synthesized channels. It

follows that for N = 2™ channels, permuting channel W5; and channel Wy; 1, for 0 < i <

N

> — 1 does not change the symmetric capacities of the synthesized channels obtained at

the end of the polarization process. Extending the above reasoning to level 2, permuting
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Figure 5.3: Full system model.

(Wi, Wain1) with (Wyipe, Wains), 0 < i < % — 1 results in the same symmetric capacities
of the synthesized bit channels. At level 3, we can permute (Ws;, Wg; 11, We;iy2, Wsiy3) with
(Waita, Wsivs, Waite, Wainr), 0 < @ < % — 1 without changing the symmetric capacities.
Similar observation applies to all polarization levels [, for 1 <[ < n. Thus, the number of

N! N! NI NI 0

permutation classes is upper bounded by T = g T = P = T

Remark 5.4. Fquivalent classes of permutations can be equally defined in terms of the
Bhattacharyya parameters instead of symmetric capacities, and the statement of Lemma 5.3

holds.

Example 5.1. Figure 5.4 illustrates the polarization process for N = 4 channels consisting
of two different binary erasures channels (BECs). Based on Lemma 5.3, it can be checked
that in this example, the number of permutation classes is 2, as shown in Figure 5.4. For a
target rate of %, the rightmost permutation in Figure 5.4 is advantageous as it corresponds

to the highest sum-rate of the two best synthetic channels.

Example 5.1 shows that in the finite blocklength regime, the ordering of the channels mat-
ters, depending on the code rate. For N = 4 BECs with different erasure probabilities,

Proposition 5.1 determines the best ordering depending on the target rate.

Proposition 5.1. Consider N = 4 BECs with parameters ¢;,1 < ¢ < 4. Then, the

permutation T.q0 7, where T = (0,3, 1,2], satisfies (5.8).
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Figure 5.4: Two different ordering of the four BECs, with their synthetic channel rates. The
permutation on the left is 7 = [0, 1, 2, 3] and the permutation on the right is 7 = [0, 2, 1, 3].

Proof. See Appendix 5.4.1. O

Extending the analysis in Proposition 5.1 is not tractable. In the following, we consider the
bit-reversal permutation defined below. We note that such permutation was used in [106]
in the context of rate-compatible punctured polar codes and was shown to yield attractive
performance compared to other existing or random puncturing patterns. We explore the

performance under bit-reversal permutation through various numerical examples.

Definition 5.2. We define ¢ to be the bit-reversal permutation. For each integer i €
{0,...,2" — 1}, (i) is the integer obtained by reversing the binary representation of 1.
That is, let i = Y7 0,277, then (i) = >70_,0;2"7. As an evample, when N = 8,
v =10,4,2,6,1,5,3,7], as illustrated in Figure 5.2.

From the proof of Proposition 5.1 and Lemma 5.3, when ¢y = €; or €5 = €3, then 1) satisfies

(5.8) and is optimal.

Example 5.2. We consider N binary symmetric channels (BSCs) with varying cross-over
probabilities, linearly spaced and centered at value p € {0.05,0.065,0.08,0.095,0.11}, with
mazimum deviation of 0.045. We consider a rate % and a block size N = 21°. We evaluate
the performance of a reqular polar code designed for the average BSC channel, with pe.,, sat-
isfying N (1 —h(pavg)) = Zfi_ol(l — h(p;)), where h(-) is the binary entropy function and p;’s

are the cross-over probabilities of the channels. The default ordering of the channels is such
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Figure 5.5: Performance evaluation for BSCs with linearly spaced cross-over probabilities.
N =1024, k = 512.

that the channels’ Bhattacharyya parameters are ordered in a descending order (i.e., decreas-
ing order of p;’s). We evaluate the performance with the default ordering (no permutation)
and the performance with the bit-reversal permutation. We also evaluate the performance
obtained by averaging 200 random permutations. For each scenario, we evaluate the frame
error rate (FER) and the bit error rate (BER) with non-systematic encoding and systematic
encoding [107], for 10* runs. Figure 5.5 illustrates the results. Similar to [107], we ob-
serve that systematic encoding of non-stationary polar codes enhances the BER performance
compared to non-systematic encoding, while keeping the FER unchanged. The regular polar
code With payg exhibits the worst BER, while the non-stationary polar code under systematic
encoding with ™ = 1 performs the best. In particular, the latter scenario outperforms all 200

random permutations for all values of p.

Based on the observation that bit-reversal permutation achieves competitive BER numeri-
cally, we choose to apply m = ¢ for our non-stationary polar codes, so as to mitigate the

sneak path problem in crossbar arrays.
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5.3 Application of the proposed polar codes to RRAMs

5.3.1 General framework

As outlined in the introduction, the crossbar array cells exhibit different reliability levels.
For this reason, we propose the application of non-stationary polar codes to address the

problem. We apply a two-step approach:

Step 1). We first estimate a single detection threshold for each wordline (row) to minimize
the overall uncoded BER per word. The threshold for each wordline is estimated by generat-
ing large training data and then applying a good binary classifier. For instance, we observe
that a logistic regression-based classifier gives superior performance in terms of accuracy and

speed.

Step 2). Based on the estimated thresholds in Step 1), we model the read channels as BSCs
or BACs. In particular, we estimate the cross-over probabilities of each cell in the array.
Our simulation shows that the channels are indeed varying. We then apply non-stationary

polar codes using the cell characterizations.

In [35], we proposed to encode each row separately. In this work, we focus on encoding the
entire array. This can be suitable for applications such as archival data and image storage.
Assuming the crossbar array size is (N; X Ny), then, the blocklength is N = N;N,. The
encoded output symbol z;,4;,0 < i < m,0 < j < n, is stored at the (7, j)-th entry in the
crossbar array (i.e., we vectorize the array row by row). Instead of using high-level models
for the sneak path problem, such as in [99, 100], we use a SPICE-like simulator that is built
based on accurate modeling of the resistive crossbar array [21]. This numerical simulator
offers a fast alternative to SPICE simulators while maintaining the same simulation accuracy.

In our simulations, the high resistance state, representing 1, and the low resistance state,
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Figure 5.6: Performance evaluation for a (32 x 32) crossbar array, code rate 0.8.

representing 0, are set to 1M € and 1k €2, respectively.

5.3.2 BSC and BAC channel modeling

First, the array cells are modeled as BSCs. The cross-over probability is found to match the

BER of each cell.

Example 5.3. In Figure 5.6, we simulate the BER performance of systematic polar codes
for four cases: (i) equivalent regular polar codes correspond to BSCs with parameter payg,
similar to Example 5.2, (ii) no permutation, (iii) permutation T.q, and (iv) permutation
T = Topg © W, where o 1S as defined in Remark 5.3. Clearly, the BER permutation under

T = Torg © Y outperforms the other permutations.

Analyzing further the uncoded error distribution, as one may infer from Figure 1.5, we find
that the conditional error distributions under 0’s and 1’s are different, i.e., P(error|0) #
P(error|1). Taking this observation into consideration, we model the crossbar array cells as

binary asymmetric channels (BACs) and apply the non-stationary polar codes.

Example 5.4. In Figure 5.7, we compare the systematic BER performance under both BSC

and BAC modeling using the bit-reversal permutation. As expected, the BER performance
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Figure 5.7: BER performance under BSC and BAC modeling for a (32 x 32) crossbar, code
rate 0.8.

under the more accurate BAC model is better. The improvement is 3X — 9X for wire resis-

tance between 27 € and 30 €.

5.3.3 Punctured polar codes

In this subsection, we propose a technique that can enhance the BER performance in some
scenarios by biasing the fraction of high resistance cells. The sneak paths exist through the
cells having low resistances, causing inter-cell interference [99]. Intuitively, having more high
resistances in the array helps mitigate the sneak path problem. To leverage this intuition,
we investigate the use of a (punctured) polar code of a shorter length, say N — N, while
storing high resistances in the corresponding punctured NV, cells in the array. Clearly, there
is a trade-off between two opposite factors: puncturing reduces the number of redundant
codeword symbols, hence degrading the performance of polar codes, while high resistances
decrease the sneak path effect resulting in fewer read errors. In the following, we investigate

the application of the above approach to the crossbar array.

A punctured polar code is obtained from the N-length parent polar code using a binary

puncturing vector w = [wp, wy, ..., wy—_1], where the zeros imply the punctured positions.
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We note that the information set Z should be recomputed as in Remark 5.1, when we consider

puncturing.

Punctured polar codes have been investigated by many works, and several efficient punc-
turing patterns have been proposed in the literature [106]. In [106], the authors proposed
an empirically good puncturing algorithm, termed quasi-uniform puncturing (QUP). QUP-
polar codes were shown through simulations to outperform the performance of turbo codes
in WCDMA (Wideband Code Division Multiple Access) or LTE (Long Term Evolution)
wireless communication systems in the large range of code lengths. We adopt QUP as our

puncturing pattern and we highlight its advantages below.

Definition 5.3 ([106]). The QUP is described as follows:

1. Initialize the vector w as all ones, and then set the first N, bits of w to zeros;
2. Perform bit-reversal permutation on the vector w and obtain the puncturing pattern.

Example 5.5. Let N = 8, N, = 3. The initial puncturing vector is w = [0,0,0,1,1,1,1,1].

After bit-reversal permutation, the puncturing vector becomes w = [0,1,0,1,0,1,1,1].

By employing QUP in conjunction with the permutation 7,q o %, puncturing N,y positions
corresponds to not using the N, cells with the worst reliability levels for data storage. By
placing high-resistance values (i.e., 1’s) in the punctured locations, we increase the frequency

of 1’s in the codeword by ;V—]{'}

Lemma 5.4. For a punctured polar code length of N — N,, the frequency of 1’s in the array

o N,
s given by % + 55

Proof. Let i be chosen uniformly at random in {0, ..., N—1}, and let z; be the corresponding

codeword symbol. Let B, be the set of punctured locations. The size of B, is N — N,,. Then,
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Example 5.6. Figure 5.8 illustrates the systematic BER performance of QUP for a (32x 32)
array with 358 wire resistance, m = myq0. We observe that the BER decreases as more bits
(N,) are punctured and as the frequency of 1’s increases. This gain is reversed for N, > 40
and the BER increases as N, and the codeword redundancy decrease. The BER 1is improved

by a factor of 5.7 for a symmetric channel model and by a factor of 38.5 for an asymmetric

channel model.
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5.3.4 Gaussian channel modeling

Instead of hard decoding as in the previous subsections, one can leverage the read value at
the read output, and employ soft decoding. Towards that, we need a model of the read cells.
However, the conditional read cell distributions vary, as a function of the bitline and the
wordline indices. For simplicity, we model each conditional cell distribution as Gaussian
with mean p and variance o2, denoted as A (u,0). To construct polar codes under the
Gaussian modeling, we again use the algorithm in Remark 5.1, in conjunction with the

following lemma.

Lemma 5.5. The Bhattacharyya parameter of an (asymmetric) Gaussian channel, where

W (y|0) ~ N (o, 00), and W (y|1) ~ N (p1,01), is given by

0 \/ﬁexp(— (H02—I~L1%2 )
Z =/ VW (y0)W (y[1)dy = = 4(”;’1”1) : (5.11)
- o o
Proof. The proof follows standard integration techniques and is omitted. ]

Example 5.7. Fig. 5.9 illustrates the systematic BER performance under Gaussian modeling
for a (32 x 32) array with m = Ty 01, and wire resistance € {30,...,35}Q (a higher range
compared to Fig 5.6). Soft decoding clearly outperforms hard decoding (compare the BER
for wire resistance of 30 §2). Moreover, the same relative performance behavior between
the permutations hold also in this case, with the bit-reversal permutation giving the best

performance.

5.4 Conclusion

In this paper, motivated by the sneak path problem in resistive memories, we studied po-

lar coding over channels with different reliability levels. In particular, we argued that the
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Figure 5.9: BER with Gaussian modeling, for a (32 x 32) crossbar, k/n = 0.85.

channels’ ordering is important and proposed a channel ordering whose attractive perfor-
mance was shown numerically. We then applied our framework to the sneak path problem
in resistive memories. Simulation results on SPICE-like resistive crossbar simulator showed
significant bit-error rate performance improvement, especially for low uncoded BER. Ad-
ditionally, it is shown that biasing the frequency of high-resistance values in the array can
mitigate the sneak path occurrences. Finally, using a more accurate binary asymmetric
channel modeling, the BER is further reduced. We note that while in this work, we modeled
each cell individually, the cost of such modeling can be amortized by using the same char-
acterization over several crossbar arrays, which makes the model parameter costs justifiable
from a practical perspective. Moreover, it is possible to cluster multiple cells together in a

way to reduce the number of overall crossbar model parameters.

162



Appendix

5.4.1 Proof of proposition 5.1

Proof. Assume that €; > €3 > €3 > €4. As for a BEC W, Z(W) = 1 — I(W), we can
equivalently study the Bhattacharyya parameters. By Lemma 5.3, it can be checked that

we need only consider 3 different permutations.

e Case 1: m = [0, 1,2, 3]: using Lemma 5.2, we obtain
Zfr?) =€+ et ezt — 6 —ezeq — (€1 + €2 — €162) (€3 + €4 — €364),
ZW1) = €165 + €364 — 1626364,

Z7(r21) = (€1 + €2 — €162) (€3 + €4 — €3€4),

3
Z7(r1) = €1€9€3€4.

e Case 2: my = [0,2, 1, 3]: exchanging the roles of €; and €5 in the previous case, we obtain

[ 7 z%

Zfé) B €1€3 + €964 — €1€9€3€4

Zfé’ (€1 + €3 — €1€3) (€2 + €4 — €2€4)
2 Zz)

e Case 3: m3 = [0,3,1,2]: we obtain

ES 78

Z{ B €1€4 + €263 — €1€2€3€4

Zg) (€1 + €4 — €1€4) (€2 + €3 — €3€3)
z8) z%
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Analysis: Note that 322 z0) =52 70 — 5% 70 Thus, 280 + 28 = 20 + 28 =
Z(l) + Z7r3 . Under 7y, it follows by Lemma 5.2 that Zfé’) > Zﬂ? and Z7r2 > Z7(r2). Moreover,

we have

ZW -2 = (1 —ea)(l —e)(es+ ) + (@1 — ) (ea — &) + (1 —e3) (1 — &) (&1 + €2) >0,

Zg) - Z7(r?2)) = €163 + €964 — 2€1€9€3¢4 > 0.
It follows that Z < min(Z%), Z\;)) < Z%). Similarly, one obtains

3 - (7(2) (1 0
AR mln(Zle),Zle)) < zO

T )

3 : 2 1 0
Z® <min(z?, zV) < 7.

Given the exact expressions of the Bhattacharyya parameters, we can determine the permu-
tation satisfying (5.8), depending on the size of Z, i.e., depending on the code rate. Clearly,
except for the rate %, all permutations satisfy (5.8). For example, if R = 1/4, we choose the
same best channel corresponding to Zg) for all permutations. Thus, we only need to analyze
the rate %, i.e., |A| = 2. We first compare permutations my and 3.

Z0 — 70 = 7@ — 7 = (& — &)(e3 — €1) > 0,

m3 T
1) _ 7@ _ »Q) _ 7(2)
Z7r3 Z7r2 = Z7r2 Z7r3
= €1€9€3 — €364 — €1€9 + €1€9€64 + €1€364 + €2€364 — 2€1€9€3€4

= —e364(1 — €1)(1 — €2) — €162(1 — €3)(1 — €4)

<0.

It follows that Zg) < min(Z%), Zg)) < Zfri). Similarly, one obtains Z%) < min(ZT(&), ZT(F?)) <
Zfé). Therefore, Zg) is the second best synthetic channel across all 3 permutations, which

implies that 73 satisfies (5.8). O
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Chapter 6

Atomic storage with multi-version codes

6.1 Introduction

While previous chapters assume storage of fixed information, this chapter investigates the
problem of storing changing information. More precisely, the problem of shared memory

emulation is considered.

The emulation of a consistent fault-tolerant shared memory in a distributed asynchronous
message-passing network has been an active area of research in distributed computing theory.
Several applications demand concurrent and consistent access to the stored value by multiple
writers and readers. In their celebrated paper [26], Attiya, Bar-Noy, and Dolev proposed
a fault-tolerant algorithm (ABD algorithm) for emulating a shared memory that achieves
atomic consistency (also known as linearizability) [108, 109]. ABD uses a replication-based
storage scheme at the servers to attain fault tolerance. In [110], a two-layer replication based
system is also presented, in which one layer is dedicated exclusively to metadata, and the
other layer for storage. Variations of replication-based system algorithms appear in practical

systems [23, 111].

Erasure coding is well known to lead to smaller storage costs compared to replication [112].

In erasure coding, each server stores a function of the value called a coded symbol. A
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decoder can recover the value by accessing a number (called the coding parameter) of coded
symbols. The number of bits used to represent a coded symbol is typically much smaller
than the number of bits used to represent the value. However, introducing erasure coding

in asynchronous networks raises several challenges that need careful management.

Example 6.1. To illustrate some of the challenges raised from the use of erasure codes, we
consider an asynchronous network with N = 7 servers. A writer uses an erasure code with
coding parameter 2 for each version. Due to asynchrony, each reader observes different coded
symbols corresponding to different versions. Figure 6.1 illustrates one particular scenario of
read and write executions. A writer has finished writing 8 versions of a data object, and
verston 4 of the same object is being written to the servers. Some coded symbols may not
arrive at their destinations, and this can be due to hardware failures, or asynchrony. Read
client 1 and read client 2 observe different coded symbols from different versions. We highlight

below some of the questions that should be addressed.

Is it acceptable for read client 1 to return version 1, even though it observes but cannot

decode later versions?

What should read client 2 return, if any?

How many versions should each server store?

What coding parameters (e.q., code length, dimension, minimum distance) would be a

good choice?

Following [26], several papers [113, 114, 27, 28, 115, 29, 116] developed algorithms that use
erasure coding instead of replication for fault-tolerance, with the goal of improving storage
efficiency. Erasure-code based implementations of consistent data storage appear in [27, 115,
117, 118, 119] for crash failures. In [114, 28, 29] erasure codes are used in algorithms for

implementing atomic memory that tolerate Byzantine failures. In [115, 120, 121], the authors

166



Version 1 B a
Version 2 x a
Version 3 x x

Version 4 =

a;, 3, by, ¢, d,? Q Q dy, Gy, 3, dy, bs?
= =

Read client 1  Read client 2

Figure 6.1: Erasure coding in asynchronous message-passing networks.

provide algorithms that permit repair of crashed servers, while implementing consistent

storage. Bounds on the performance costs for erasure-code-based implementations appear

in [122, 123, 119].

Since f-tolerant shared memory emulation is impossible with less than 2f + 1 servers [25],
ABD algorithm uses the lowest number of servers, given by 2f + 1, to emulate an atomic
shared object, with a total storage cost of 2 f+1 units. We assume throughout the paper that
ABD uses 2f + 1 servers. On the other hand, erasure-code-based emulations use a higher
number of servers N > 2f + 1, such that the overall storage is reduced to less than that
of ABD. References [122, 119] showed that the overall storage cost of emulation algorithms
fundamentally grows with the server failures f and the number of concurrent writes at a
point, denoted by p. In particular, when p is large compared to f, it is shown that the
storage cost of ABD is optimal [122, 119]. On the other hand, a result that applies to
most emulation algorithms is that the worst-case overall storage cost is lower bounded by
#ﬁlq for p < f+1 [122], but its achievability remains an open problem. A main question

of interest in this chapter is the following:

uN_ 9

Question 1: Can coding across p versions reduce the worst-case storage to gy
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Recently, multi-version code [30], answered this question in the affirmative for a coding-
theoretic model. While the model in [30] differs from the model of interest in a number of
ways (e.g., it lacks formal notions of write and read protocols, and decoding requirement is
loosely based on the concept of atomicity), a key result is that one can jointly code u versions
using a simple yet asymptotically optimal scheme, which encodes each version separately and
stores enough data of only the latest version observed in each server. In this work, we leverage
the insights from [30] in the design of storage-efficient shared memory emulation algorithms,

and analyze the merits of using multi-version codes.

System model: We study the emulation of shared atomic memory in an asynchronous
message-passing network. Shared atomic storage can be emulated by composing individual
atomic objects [108, 25]. Thus, we seek to implement only one atomic read/write memory
object. We consider a network with fixed nodes and reliable channels. Nodes can have crash
failures. An arbitrary number of client nodes can fail. Every new invocation at a client waits
for a response of a preceding invocation at the same client (called well-formedness). The
stored value is of size 1 unit. We assume fixed system parameters N, f,v, where N is the
number of servers, up to f server failures can be tolerated, f < (N — 1)/2, and v is called

the liwveness parameter, explained below.

System requirements and costs: We require the following safety and liveness properties,

irrespective of the number of client failures.

e Atomicity: The algorithm must emulate a shared atomic read-write object that supports
concurrent access by the clients in the system, where the observed global external behaviors

“look like” the object is being accessed sequentially [109].

e v-concurrency wait-freedom: We require a write operation to terminate if the number of
server failures in the execution is bounded by f, and a read operation to terminate if the

number of server failures is bounded by f and the number of concurrent writes with the read

168



is less than v. We call such liveness property v-concurrency wait-freedom. Note that the
number of concurrent writes at any point in an execution is allowed to be arbitrarily large,

and not limited by the liveness parameter v.

Trading-off between consistency and liveness has been an active research and engineering
topic, with different algorithms and implementations proposed. For instance, BigTable, a
distributed storage system by Google, prioritizes safety over liveness [7], whereas Amazon’s
Dynamo does not compromise liveness at the expense of providing a weaker eventual consis-
tency [22]. The algorithms in [27, 121] provide v-concurrency wait-freedom. In practice, our
algorithms do not need to know the exact worst-case concurrency level over all executions.
Instead, it can use v as an estimate of the concurrency, say, for 90% of the read operations.
If a reader is not able to return the value, it can re-try and complete the read once the

number of concurrent writes reduces to less than v.
We consider storage and communication costs defined below.

e Storage cost: The storage cost is defined to be the total amount of data stored across all
servers, at a point during the execution of an algorithm. We assume that metadata (e.g.,
timestamp) is of negligible size compared to the stored value, and is hence ignored. The
steady-state storage cost corresponds to a steady-state point, for which there is no ongoing
write, and the completed writes have delivered their messages to all live servers. The worst-

case storage cost is the largest storage cost among all points in all executions.

o Communication cost: The read (resp. write) communication cost is the largest amount
of the total transmitted data, among all read (resp. write) operations of all executions.

Metadata cost is again neglected.
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Related work

Assume that a read operation is concurrent with several writes, including failed writes, i.e.,
writes invoked by failed writers. Then, in erasure coding, it is possible that the reader obtains
information of different values, but does not have a sufficient number of coded symbols to
decode and return any value. In order to handle the difficulty brought by concurrent writes,

several techniques and liveness guarantees have been proposed, described below.

Algorithms in [27, 28, 29] store history of received coded symbols, and hide ongoing writes
from a read until enough number of coded symbols have been propagated to the servers.
However, the worst-case storage cost grows unbounded with the number of concurrent writes.
Algorithms in [115, 117, 118] propagate full replicas at a first phase before performing erasure
coding at a second phase. In SCCK [119] a writer communicates full replicas, and each server,
upon receipt of a full replica, either stores a coded symbol or the full replica depending on
its state, leading to a worst-case storage of 2N units. ORCAS-A [115] is similar to our
algorithms in that the server stores only the latest version. However, the read operation uses
reader registration to be explained later. The algorithm in [117] achieves the lowest overall
storage in the steady state at the expense of costly write communication on the order of N?
units. In [118], replicas of all ongoing writes are stored in an edge layer of servers, and coded
symbols are stored in a back-end layer. The total worst-case storage can be unbounded even

with garbage collection in the edge layer.

The strongest liveness guarantee for read operations is wait-freedom, which guarantees that
all operations invoked by correct clients eventually terminate despite the concurrent invo-
cations of other clients, implemented by reader registration in [114, 115, 117, 118]. That
is, a read operation registers itself at the servers it contacts, and keeps receiving symbols
from them until successful recovery of a value. However, the amount of communication of

a read operation can be unbounded and depends on concurrent writes with the read. In
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contrast, our algorithms guarantee liveness if the number of concurrent writes with a read is
smaller than v, and only uses 2 or 3 phases of communications. A similar liveness setting is
found in CASGC [27], but we will demonstrate the advantage of our algorithms in Section
6.7 in terms of the storage cost and protocol simplicity. SCCK [119] satisfies the finite-write
termination liveness, namely, in every execution with finitely many writes, every read oper-
ation invoked by a non-failed reader terminates [124]. In HGR [29], read operations satisfy
obstruction-freedom, that is, a read returns if there is a sufficiently long period during the

read when no other operation takes steps.

Contributions of the chapter

We summarize our contributions below.

e We first propose a single-writer multi-reader (SWMR) atomic shared memory emula-
tion algorithm, Algorithm 6.1. Algorithm 6.1 can be regarded as non-trivial extension
of the ABD algorithm. Write operations complete in one-round of communication with
the servers. We illustrate through examples the challenges and intuitions behind the

correctness of Algorithm 6.1.

e Based on Algorithm 6.1, we propose several atomic multi-writer multi-reader (MWMR)
algorithms: Algorithm 6.3, its variant Algorithm 6.3-A for a specific setting to be

specified, and Algorithm 6.4.

e Our algorithms, except Algorithm 6.4, have a simple structure reminiscent of the ABD
algorithm as servers only need to store information associated with the latest value

they observe, without any logs or history. We call this in-place update.
e All algorithms satisfy v-concurrency wait-freedom.

e The write and read operations only consist of 2 or 3 communication phases. We analyze
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Alg. 6.3-A] Alg. 6.3 Alg. 6.4 |ABD [26]|CASGC [27]|SCCK [119]
Worst-case 2f+1
storage % —|—% % + Nw—]\2[f 2f + 1 W IN
Steady-case N N N N N
storage % % T 2f +1 NV_Qf N3
Write (k2 JIC)(—|—+1k ) ;
N 1) (v+k— N N
comm. T + . Tt va7 2f +1 37 N
Read BLEL,
comm, | m |EMEE by feren] @y | o
Write
CONCUIT. <v-1 UB UB UB UB UB
Read V- V- V- wait- V- FW ter-
liveness concurr. CONCUIT. concurr. freedom concurr. mination
In-place
update yes yes yes yes no no

Table 6.1: Comparison of the storage and communication (comm.) costs for fixed N, f,v.
Here k = [N+2f1 satisfies (6.1). Assume ABD uses only 2f + 1 servers, CASGC uses
parameters (kcasae, 0) = (N—2f,v—1), and SCCK uses coding parameter kscox = N—2f.
w and weasqge are parameters associated with the number of ongoing writes at a point,
which can be arbitrarily large. UB means unbounded. wv-concurrency (concurr.) means
v-concurrency wait-freedom.

the storage and communication costs of our algorithms. In particular, we prove that

Algorithm 6.3-A has an asymptotic optimal worst-case storage cost matching the lower

bound in [122], which answers Question 1 affirmatively. We also show that for all

parameters Algorithm 6.3-A is better than known algorithms by a factor of up to 2.

The storage and communication costs of our MWMR, algorithms, ABD, and two previous
coding-based algorithms are shown in Table 6.1. The two coding-based algorithms are listed

because they employ somewhat similar protocol structures as ours. Detailed discussions can

be found in Section 6.7.

Organization: In Section 6.2, we introduce useful definitions and lemmas. The SWMR

and MWMR algorithms are presented and analyzed in Sections 6.3, 6.4 and 6.6. Detailed

comparisons with previous algorithms and conclusions are drawn in Section 6.7.
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6.2 Preliminaries

In this section, we introduce necessary definitions, the principles of erasure codes and multi-

version codes, and a lemma that is used to prove atomicity throughout the paper.

We consider algorithms that tolerate f failures out of IV servers, with a liveness parameter v.
We define a quorum @) to be a subset of the server nodes, such that its size satisfies |Q| >
N — f. Tt follows that for any two quorums Q1, @2, we have |Q1 N Q2| > N —2f. We assume
that every data value comes from a finite set V. In this paper we refer to log, |V| as 1 unit.
We also arbitrarily choose vy from V to be a default value. Different versions of the data

value are associated with different tags.

Erasure codes: Let ® be an (/V, k) maximum distance separable (MDS) code (e.g. Reed-
Solomon code) that takes a value in V as input and outputs N coded symbols in W, where
log, [W| = 1log, |V|, corresponding to + unit. Any k of the N coded symbols suffice to
decode the value. We say that a tag t is decodable if the read operation collects at least &

distinct coded symbols with tag ¢.

Multi-version codes: An (N, f,v) multi-version code [30] is an erasure code that encodes
a total of v value versions. Every server gets an arbitrary non-empty subset of the v ver-
sions and stores a function of them without knowing other servers’ subsets. The decoding
requirement is that from any N — 2f servers, the common version among these servers with

the highest tag, or some newer version, can be recovered.

The intuition of our coding strategy is explained informally below. A naive code can encode
each version separately with k being N — 2f, which is the size of the intersection of two

quorums. It needs to store all the v concurrent versions at the servers to ensure a correct

vIN

Na7 1S smaller than that of

read. The benefit of erasure code is that the worst-case storage
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ABD, 2f 4+ 1, when, for example, v < 2f + 1, N > f.

We intend to jointly code v concurrent versions and further reduce the storage. Motivated

by the asymptotic optimal multi-version code in [30], we encode each version separately

using k = [N ;2f |, and store only the version of the highest tag at each server, resulting
in a worst-case storage of N/[2=2[7 (see details in Algorithm 6.3-A). We will show by
the Pigeonhole principle that this modification of k, together with careful handling of the
decodable versions, guarantees correctness if a read is concurrent with less than v writes.

For fixed N, f,v, compared to naive code, our code reduces the storage size by a factor of

up to 2. Moreover, the algorithm can employ an in-place update at the servers.

Example 6.2. Let N = 11,f = 2,v = 3. ABD uses the minimum number of servers,

2f +1 =05, and the storage is 5. The naive code and our Algorithm 6.3-A both use N = 11

servers, and have the worst-case storage of N”_]\gf =4.71 and N/ [%1 = 3.67, respectively.

Remark 6.1. For fized system parameters N, f,v, the coding parameter is k = [N_Qf]. In

fact, we can use only N = (k—1v+2f+1< N servers and do not use the remaining,
while keeping the same the coding parameter [@} = [waw Throughout the paper, we

will use the reduced number of servers N = Kf, and thus the integer k satisfies
N—(2f+1)

N;2f1:1+f. (6.1)

E=1

Next we state a lemma of a sufficient condition for atomicity, which will be used to prove

correctness for our algorithms.

Lemma 6.1 (Lemma 13.16 of [25]). Let § denote a sequence of actions of the external
interface of a read/write object. Suppose B is well formed for each client and contains no
incomplete operations. Let I be the set of all operations in 5. A sufficient condition for
atomicity of B is: there exists a partial ordering < of all the operations in 11, satisfying the

following properties:
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(1) If the response for m precedes the invocation for m in 11, then it cannot be the case that
o < 7.
(2) If m is a write operation in 11 and my is any operation in 11, then either m < my or
o < T1.
(3) The value returned by each read operation is the value written by the last preceding write

operation according to < (or the default value, if there is no such write).

We now define the partial ordering that we use in conjunction with Lemma 6.1 in the
correctness proofs. We define tags of operations for each algorithm in its corresponding

section.

Definition 6.1 (Partial Ordering <). Consider an execution a and consider two operations
71, T that complete in o. Let T'(my) and T'(my) respectively denote the tags of operations m
and my. Then we define the partial ordering on the operations as: m < o if

(1) T(m) < T(m); or

(2) T(my) =T (ma) if m is a write and 7o is a read.

6.3 Single-writer multi-reader algorithm

6.3.1 Algorithm description

In this section, we describe our SWMR algorithm (See Algorithm 6.1). The different phases
of the write and read protocols are executed sequentially. In each phase, a client sends
messages to servers to which the non-failed servers respond. Termination of each phase

depends on getting responses from at least one quorum.

The write protocol has one phase, where a tag is incremented and the associated value is
encoded using an (N, k) erasure code and propagated to at least a quorum. For a tag-value

pair r = (t,v), we write tag(r) = t.
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The read protocol is carried out in two phases, one for getting values, and one for writing
back. The write-back phase is triggered whenever the reader can recover a certain value v
from the responses and safely return it. The read returns a value with tag ¢ that is decodable
and also satisfies some conditions, as specified by Lines 14 through 18 in Algorithm 6.1. The
intuition behind Line 15 is that coded symbols corresponding to any old write operation
can only be stored in at most f servers at any point of the execution. Line 16 ensures that
the returned value does not violate atomicity. The read protocol has an _abort_ internal
action. In case the _abort_ action is invoked, the client does not return and the operation
which invokes it does not terminate. The action indicates to the reader that the liveness
bound is violated causing the read not to terminate. From the viewpoint of a practical
storage system, we note that the _abort_ action can prompt the reader to invoke a read
request again; however, we do not formally incorporate such an invocation in the description
of Algorithm 6.1. We comment on the possibility of invoking multiple rounds of read briefly
in Section 6.3.3. If v > N — 2f, the code used in Algorithm 6.1 reduces to the replication-
based ABD algorithm. We have k = 1, i.e., every server stores a full replica. Moreover, the
reader recovers the value corresponding to the highest tag observed among the responses
and the value satisfies the condition in Line 16. Throughout the section, we assume that
v > 2 and k > 1. Algorithm 6.1 possess the in-place update property: a server only needs
to store information associated with the value of the highest observed tag. This property is
reminiscent of the ABD algorithm. However, unlike ABD and because of the use of erasure
codes, a careful handling of the read protocol is required in order to satisfy atomicity. Unlike
most erasure-coded atomic shared memory emulations, Algorithm 6.1 does not store any
additional tag at the servers to keep track of the latest finished write. This allows Algorithm
6.1 to enjoy a simple one-round write protocol without compromising atomicity. From these
perspectives, Algorithm 6.1 can be regarded as a non-trivial extension of the ABD algorithm.
We illustrate below through examples the intuition behind the read protocol of Algorithm 6.1.

A formal analysis of the correctness of Algorithm 6.1 follows in the subsequent subsections.
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Algorithm 6.1 SWMR algorithm

13:
14:

15:
16:

17:

Write client protocol
state variable: Tag t, t € N. Initially, ¢ < 0.
function WRITE(v)

t—t+1

Let (y1,92,...,yn) = ®(v).

|| for s € {1,2,..., N}

Send put(t,ys) to server s,

wait until receive acknowledgments
from a quorum.
end function

Read client protocol

: function READ( )
10:
11:
12:

|| for s € {1,2,..., N}
Send request get() to server s,

wait until receive responses from a quo-
rum.
Let R be the set of response pairs.

Let T be the set of decodable tags t oc-
curring in R such that

(7) t has at least f + 1 coded symbols, or

(73) the number of tags strictly higher
than ¢ is at most v.

if T # () then

18:

19:
20:
21:
22:

23:
24
25:
26:
27:

28:

29:

30:

31:

32:
33:

Let t = max(T") and v its value.
write-back phase
Let (y1,92,...,yn) = ®(v).
|| for s € {1,2,...,N}
Send put(t,ys) to server s,
wait until receive acknowledgments
from a quorum.
return v.
else
_abort_.
end if
end function

Server s protocol
state variable at server s: A pair (¢,y), where
teN,yeWw.
Initially, server s stores (t,y) = (0, ys), where
Ys is the sth component of ®(vp).
Upon receipt of get() do

respond with (¢, ys).
Upon receipt of put(tnew, Ynew) do

If theww > ¢, then set t < tpen and
Y < Ynew- In any case respond with acknowl-
edgement.
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Example 6.3. Let N =7, f =2,v =2. Then, Algorithm 6.1 uses k = 2. For value v;, we

denote by y; s the coded symbol sent to server s € {1,...,7}.

Assume the writer has finished writing successively the values vy, v9,v3 such that servers 1
and 2 store v11 and vy o, respectively. Servers in {3,...,7} constitute the quorum replying
to the write operations of vy and vs. The writer then starts writing vy such that server 5

updates its content to vyp.

Consider a first read operation that started after the write of vy completed and before the
write of vz started. The servers in {1,...,5} constitute the read quorum and the reader
collects {v11,v19,V23,V34,045}. The read is concurrent with 2 write operations. Clearly,
only the value vy can be recovered by the reader. However, returning vy violates atomicity.

Indeed, neither Line 15 nor Line 16 in Algorithm 6.1 are satisfied.

Consider a second read operation that started after the write of vo completed and before the
write of vz started. The servers in {1,...,5} constitute the read quorum and the reader
collects {vy 1,v19,V23,V24,035}. The read is concurrent with 1 write operation. Both values
v and vy can be recovered by the reader. However, to guarantee atomicity, only vy can be
returned. In Algorithm 6.1, while both vy and vy satisfy Line 16, only vy is allowed to be

returned by virtue of Line 18.

Consider a third read operation that started after the write of vo completed and before the
write of vs started. The servers in {3,...,7} constitute the read quorum and the reader
collects {va3, Va4, Va5, Vo, Us7}. The read is concurrent with 2 write operations. Only vy can
be recovered by the reader and it can be safely returned. In Algorithm 6.1, vy satisfies Line

15 and is returned by the read protocol.

It is worth noting that while the first read and the third read above are both concurrent with
2 write operations, only one of them completes. We investigate formally the read liveness

guarantees in Theorem 6.3 and Remark 6.5.
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6.3.2 Safety properties

In this section, we present safety properties satisfied by Algorithm 6.1. We first show in
Lemma 6.2 that there always exists some value that can be recovered from the servers during
the execution of Algorithm 6.1. Then, we show that Algorithm 6.1 emulates an atomic shared
memory in Theorem 6.1, using Lemma 6.1 on the partial ordering < in Definition 6.1. To
show this, we prove Lemmas 6.3, 6.4, 6.5 and 6.6. We finally prove a safety property in

Lemma 6.7 that will be used in Section 6.3.3 where we describe liveness properties.

We now define the tag of an operation. In the definition, we use the fact that every completed
read or write operation propagates put messages to the servers with a particular tag. Note
that the tag of an operation is defined for every operation that completes in an execution.
Furthermore, the tag is not defined for read operations that abort, since these operations do

not propagate a put message and are not considered complete.

Definition 6.2 (Tag of an operation 7). Let m be an operation in an execution o. The tag
of operation 7 is defined to be the tag associated with the put messages that the operation

propagates to the servers.

Lemma 6.2 (Persistence of data). The value written by either the latest complete write or

a newer write is available from every set of at least N — f servers.

Proof. Let @), denote the quorum of servers that replied to the put message of the latest
finished write 7, (if no write has finished in the execution, @), can be any quorum from the
set of live servers, and T'(m,) is assumed to be 0). Thus, each server in @, has a tag that
is at least as large as T'(m,). Because there is at most one single ongoing incomplete write
operation for a single writer, the number of tags in @, is at most 2. Thus, one of the tags,
say t, appears in at least f@} > [2=217 = k servers and ¢ > T'(r,,). Therefore, the value

corresponding to t is available in the system. O]
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Lemma 6.3. Consider any execution « of the algorithm and consider a write or read op-
eration m that completes in «. Let T(my) denote the tag of the operation m and let @4
denote the quorum of servers from which responses are received by m to its put message.
Consider a read operation 7, in « that is invoked after the termination of the write operation
1. Suppose that the read m,. receives responses to its get message from a quorum Q.. Then,
(1) Every server s in Q1 N Q, responds to the get message from m, with a tag that is at least
as large as T(my).

(2) If, among the responses to the get message of m, from the servers in Q1 NQ,, the number
of tags is at most v, then there is some tag t such that (i) t > T(m), and (ii) from the

servers in Q1 N Q,, operation m, receives at least k responses to its get message with tag t.

Proof. Proof of (1). Consider any server s in ()1 NQ,. From the server protocol we note that
at every point after the reception of m;’s put message, it stores a tag that is no smaller than

T'(m1). Thus it responds to the get message with a tag that is at least as large as T'(m).

Proof of (2). Among the responses from @)1 N Q,, the read 7, receives at most v different
tags. By the Pigeonhole principle, there is at least one tag t such that it receives at least
[M} responses with ¢. Since |Q1NQ,| > N —2f, we infer that the operation 7, receives

at least [Y=2L] = k responses with tag t. From (1), we infer ¢ > T'(m) to complete the

v

proof. O]

Lemma 6.4. Consider an execution o of Algorithm 6.1. Let 7w be a write or read operation
that completes in «, and let m be a read operation that completes in «. Let T(m) denote
the tag of operation m and T(ms) denote the tag of operation my. If wo begins after the

termination of my, then T'(my) > T'(m).

Proof. Let Q1 denote the quorum that responds to m;’s put message. Let ()2 denote the

quorum that responds to my’s get message. Let Q = Q1 N Q3. We prove the claim by
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contradiction. Suppose that T'(m2) < T'(m;). Either Line 15 or Line 16 should be satisfied so

that m completes.

From (1) in Lemma 6.3, we infer that every server in ) responds to the get message of my
with a tag that is at least as large as T'(m;). Because T'(m) > T(ms), the value returned
by 7o must have been obtained using the responses from servers in Q2\@Q;. Thus [{u =
T(mg)|u = tag(r), for some r € R}| < |Q2\Q1] < N — (N — f) = f. Thus Line 15 cannot be
satisfied. Assume Line 16 is satisfied. Because every server in () responds with a tag that
is at least as large as T'(m;), which is greater than 7T'(my), and because ) C ()2, we infer
that the number of distinct response tags from (@ is at most v. Property (2) in Lemma 6.3
implies that there exists a tag t > T'(m;) that appears in at least k responses from ). From
the read protocol, we infer that the tag of the read operation should be at least as large as

t. That is, T'(my) > t. But we know that ¢t > T'(my) > T'(ms), which is a contradiction. [

Remark 6.2. There can be multiple values that can be safely returned by a read opera-
tion. Indeed, as can be inferred from the proof of Lemma 6.4, any value satisfying Line 15
wn Algorithm 6.1 can be returned safely, even if a higher tag can be recovered by the read

operation.

Remark 6.3. If k > f, the reader protocol is simplified so that Lines 15 and 16 are omitted.
Indeed, any decodable tag has at least k > f + 1 coded symbols, which automatically satisfies

Line 15 in Algorithm 6.1 and can be safely returned because of the previous remark.

Lemma 6.5. Consider an execution o of Algorithm 6.1. Let my be a write or read operation
that completes in «, and 7o be a write operation that completes in . Let T'(my) denote the tag
of operation w1 and T(my) denote the tag of operation my. If wo begins after the termination

of w1, then T'(mq) > T(m).

Proof. The result follows from the single writer assumption and the fact that the writer

increments its tag at the beginning of a new write in Line 3. O
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Lemma 6.6. Let 7w, m be write operations that terminate in an execution o of Algorithm

6.1. Then, T(m) # T(ms).

The proof follows because of the SWMR setting and Lemma 6.5. The following theorem
states the main result on atomicity, and the proof follows from Definitions 6.1 and 6.2,

combined with Lemmas 6.1, 6.4, 6.5, and 6.6.

Theorem 6.1. Algorithm 6.1 emulates an atomic read-write object.

Proof. Let B denote a sequence of actions of the external interface of a read/write object
satisfying the conditions in Lemma 6.1. Let Il be the set of operations in 5. Note that
because II consists of operations that complete, every operation in 7 has a tag. Definition
6.1 imposes a partial order < on the set II. Let 7m; and w5 be two operations in II. Let T'(m)
denote the tag of operation m; and T'(m) denote the tag of operation m. We show that

operations m; and 7y satisfy Properties (1), (2) and (3) of Lemma 6.1.

Proof of (1): We consider two cases. First, we consider the case where 7, is a read. Second,
we consider the case where 7y is a write. In the first case, if 7y is a read, then Lemma 6.4
implies T'(my) > T'(m). As per Definition 6.1, we infer that it is not the case that my < 7.
In the second case, if my is a write, then Lemma 6.5 implies that T'(mwe) > T'(m). As per

Definition 6.1, we infer that it is not the case that m < 7.

Proof of (2): Recall that 7 is a write operation. First consider the case where 7, is a read
operation. There are only two possibilities: either T'(m) > T'(my), then m < ;. Otherwise,
m < me. Now consider the case where my is write operation. From Lemma 6.6, either
T(m) > T(mg), which implies mo < 7y, otherwise, T'(mg) > T'(m), which implies m < 7.

This completes the proof of (2).

Proof of (3): Consider a read operation m; that returns value v. Let T'(m) denote the tag

of the read operation.
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We first consider the case of T'(m;) = 0. By Lemma 6.4 and since the tag of a write operation
is greater or equal to 1 by Line 3, there are no writes preceding 7;. By the read protocol, the
read receives at least k responses with codeword symbols obtained by applying the encoding

function ® on the default value vy, decodes and returns vy.

We now consider the case of T'(m) > 0. From the server protocol, we note that a write
operation 7y encoded a value w with codeword symbols corresponding to tag T'(m). From
our definition of the tag of an operation, we note that the tag of the operation 7 is equal to
T'(m). From our definition of partial order, we note that m, is the last write operation that
precedes m; as per <. To complete the proof, we need to show that m; returns w. From the
read protocol, we note that the read operation receives at least k messages from k distinct
servers with tag 7'(m ) and the corresponding codeword symbols. From the write and server
protocols, we infer that these k& codeword symbols were obtained by applying the (N, k) code

to w. Therefore, the reader decodes w and returns. This completes the proof. ]

Next, we use Lemma 6.3 to show a safety property that will be used later.

Lemma 6.7. Consider any execution o of Algorithm 6.1. Let w, denote a read operation
in « that receives a quorum @, of responses to its get message. Let S denote the set of all
writes that terminate before the invocation of m, in a. If S is non-empty, let t,, denote the

largest among the tags of the operations in S. If S is empty, let t,, = 0.

If the number of writes concurrent with the read m, is smaller than v, then there is some tag

t such that

(1)t > t,,
(2) 7, receives at least k responses to its get message with tag t, and

(8) the number of tags that are higher than t is smaller than v.

Proof. We first argue that among the responses to the read’s get message from (@),., the reader

183



gets fewer than v distinct response tags that are larger than t,,. By definition of the tag t,,,
if the read receives a tag t that is larger than t,,, then the tag ¢ corresponds to the tag of a
write operation 7 that is concurrent with 7. Since the number of writes that are concurrent
with the read is smaller than v, the read receives fewer than v distinct tags that are larger

than t,,.

We assume that S # (). The case S = () can be treated in a similar way. Consider the
write operation 7, in § whose tag is t,,. Let @), denote the quorum of servers from which
responses were received by the writer to the put message of m,. Property (1) in Lemma 6.3
implies that every server s in (0, @, responds with a tag that is at least as large as t,,. Note
that we have already shown that m, receives fewer than v distinct tags to its get message
that are larger than ¢,. That is, among the responses received by m, from the servers in
Qv N Q, to its get message, there are at most v — 1 distinct tags that are larger than t,,.
Since some of the servers in @), N @), may respond with tag t,, we infer that among the
responses received by m,. from servers in Q),, N Q),., there are at most v distinct tags. Property
(2) of Lemma 6.3 implies the statement of the lemma, since it implies that there is at least
one tag t which is no smaller than ¢, such that at least k responses with tag ¢ are received

by 7,. It can be seen that (3) holds. O

Remark 6.4. A write operation m; needs to be counted as “concurrent” with the read m, only
if its tag T'(my) is larger than t,, defined in Lemma 6.7, and 7 starts before the termination of
. In particular, suppose w is a failed write operation, then it is not counted as concurrent

with the read unless T'(my) > t,,.

6.3.3 Liveness properties

We first state the v-concurrency wait-freedom of Algorithm 6.1 in Theorems 6.2 and 6.3.

Then we show in Theorem 6.4 that Algorithm 6.1 satisfies finite-write termination if the
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read operation is allowed to take several phases.

Theorem 6.2 (Termination of writes). Consider any fair execution o of SWMR Algorithm
6.1 where the number of server failures is at most f and the write client does not fail. Then,

every write operation terminates in a.

Proof. Consider a fair execution o and let m denote an arbitrary write operation in «.
Consider a non-failing server s in . In a fair execution, eventually server s receives the put
message of operation 7. From the server protocol, we note that server s responds to the put
message of the write with an acknowledgement. Therefore, in a fair execution, eventually
operation 7 receives an acknowledgement from every non-failing server s. Since the number
of server failures is no bigger than f, there is at least one quorum () consisting entirely of
non-failing servers. Therefore, the write operation 7 receives acknowledgments from at least

one quorum of servers. From the write protocol, we infer that operation 7w terminates. [

Theorem 6.3 (Termination of reads). Consider any fair execution « of Algorithm 6.1 where
the number of server failures is at most f. Consider any read operation that is invoked at a
non-failing client in «. If the number of writes concurrent with the read is strictly smaller

than v and the read client does not fail, then the read operation completes in c.

Proof. Consider a fair execution a and consider a read operation 7, in « such that the
number of writes that are concurrent with 7, is smaller than v. We show that m, completes
in . Since the number of server failures in « is at most f, we note that 7, receives responses

from a quorum (), of servers to its get message. To show completion of 7,, we show that

(1) there is a tag that is decodable, and
(2) it satisfies either Line 15 or Line 16, and
(3) the write-back phase terminates.

Since « is an execution where there are at most f failures, there is at least one quorum
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consisting entirely of non-failing servers. Since every server eventually responds to the get
message of the read, the read gets responses from some quorum of servers (). Lemma 6.7
implies that there is a tag ¢t such that the read , receives at least k responses with tag t.

In other words, Lemma 6.7 implies (1).

We now show (2). We distinguish two cases. If Line 15 is satisfied, then (2) follows. Other-

wise, by virtue of Lemma 6.7 (iii), Line 16 is satisfied and (2) follows.

The termination of the write-back phase follows from the fact that the number of server
failures in « is at most f. Thus, there is at least one quorum of servers that eventually
responds to the put message from the read m,.. We have thus shown (1), (2) and (3), which

imply that the read operation 7, terminates. O

Remark 6.5. The condition of concurrency being smaller than v in Theorem 6.3 is a suf-
ficient condition for the termination of a read operation, but it is not necessary. Indeed, as
highlighted in Remark 6.2 and Remark 6.3, the reader may safely return a value v with tagt
when the number of tags strictly higher than t, denoted by u, satisfies u > v. The third read

i Example 6.3 is an illustration of the aforementioned cases.

In practice, if a read operation aborts, the reader in Algorithm 6.1 can repeatedly invoke
new read operations until it can decode a value that it can safely return. Due to asynchrony,
a read may sample symbols from different writes at different times. Consequently, a read
may not be able to see k matching pieces of any single new value for an indefinite long
period, as long as new values continue to be written concurrently with the read. Therefore,
we require reads to return in executions where a finite number of writes are invoked, thus

only guaranteeing finite-write (FW) termination.

In Figure 6.2, we describe the read protocol for FW termination. We define a read iteration
to be an execution of Lines 2 through 16 in Figure 6.2. The variable L represents the list

of received (tag,values) pairs, T is the set of valid tags to return, once indicates whether
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the current iteration is the first iteration or not, and I' is the highest tag in the first iter-
ation. Unlike the read protocol in Algorithm 6.1, a read invoking multiple iterations can
combine responses from different iterations to form a quorum of responses that would allow
it to reconstruct a value it can return. This is reflected in Line 12. Each decodable tag t
corresponds to a quorum of servers and each server contributes only one (tag,value) pair,
which can come from any iteration. Informally, decoding ¢ with such a quorum is equivalent
to a single-iteration read operation as in Algorithm 6.1 if Line 13 or Line 14 is satisfied.
Moreover, a read is allowed to return any value with a tag that is at least as large as the

highest tag it observed in the first iteration (Lines 9 and 15).

Algorithm 6.2 Read protocol for FW termination

1: function READ( ) at read client ¢; 2) one of the following condition is sat-
Initialize L < 0, T < 0, once < false, T’ « isfied
0. 13: (i) t appears in the responses of at
2: repeat least f + 1 distinct servers, or
3: || for s € {1,2,...,N} 14: (73) the number of tags in the quorum
4: Send query request get() to server that are strictly higher than ¢ is at most v,
s, or
5: wait until receive acknowledgments 15: (7i7) t > T
from a quorum. 16: until 7" ().
6: Let R be the set of response pairs. 17: Let ¢t = max(7T) and v its value.
T L+ LUR. write-back phase
8: if once = false then 18: Let (y1,92,...,yn) = ®(v).
9: Let I' be the maximum tag in R; 19 | for s € {1,2,...,N}
10: once < true. 20: Send put(t,ys)
11: end if 21: wait until receive acknowledgments
12: Let T be the set of decodable tags t from a quorum.
in L such that: 22: return v.

1) there exists a quorum of responses in  23: end function
L from which t is decodable,

Theorem 6.4 (Finite-write termination). Algorithm 1 with re-invoked reads as in Figure

6.2 guarantees atomicity and FW termination.

Proof. We first prove atomicity using a similar proof to Theorem 6.1. Note that Lemmas 6.3,
6.5 and 6.6 still hold. So we only need to prove the statement of Lemma 6.4. Let ¢; denote

the tag of a preceding write or read and (); the quorum that replied to its put message.
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First, assume Line 15 in Figure 6.2 is satisfied. Let @) f;s+ denote the quorum of servers that
replied to the read in its first iteration. As Qpirst N Q1 # 0, it follows that T' > ¢;. That is,
the tag I', selected in Line 9, is higher than or equal to the tag of all preceding writes and
reads. Thus, a value returned by a reader with tag satisfying Line 15 satisfies the statement
of Lemma 6.4. Otherwise, Line 13 or Line 14 is satisfied. Since at most one response from
each server is used in decoding, Lemma 6.4 can be proved in the same manner as the case

with single-iteration read.

Next, we show FW termination. Consider a fair execution with a finite number of writes.
Since non-failed writes terminate, let P be a point that all writes either completed or failed.
There can be at most v — 1 failed writes (in fact, since there is a single writer, there is at
most 1 failed write). Suppose there is a read that does not complete by point P. Because
the execution is fair and at most f servers fail, the read can take steps and start a new
iteration. Hence the read is re-invoked after point P. There is at most ¥ — 1 concurrent
writes (corresponding to failed writes) with the read, and because v > 2, the read terminates

by Theorem 6.3. O

6.3.4 Storage and communication costs of Algorithm 6.1

By the design of Algorithm 6.1, the result below follows.

Theorem 6.5. The worst-case storage cost of Algorithm 6.1 is % = {Nme units. The write

communication cost is % The read communication cost is %
Remark 6.6. A reader does not need to write-back a value v with tag t if the reader has

observed a tag higher than t among the responses. By the well-formedness assumption, the

write client does not start a new write until it completes the previous one.
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6.4 First algorithm for multiple writers

6.4.1 Algorithm description

Assume in this section that v < N —2f, v > 1 and thus k > 1. We extend Algorithm 6.1
to the MRMW setting, in which we assume the presence of an arbitrary number of writers
and an arbitrary number of readers. The proposed algorithm, referred to as Algorithm 6.3,
combines replication and multi-version codes while achieving consistency and low storage

costs.

Algorithm 6.3 contains a description of the protocol. Each server maintains a (tag, element)
tuple, where element can be a full replica or a coded symbol. We assume that tags are tuples
of the form (z,id), where z is an integer and id is an identifier of a write client. The ordering
on the set of tags T is defined lexicographically, using the usual ordering on the integers
and a predefined ordering on the client identifiers. Note that the servers only maintain the

highest tag and the corresponding element.

In the write protocol, the query phase first obtains the tags of the servers in order to generate
a higher tag. In the pre-write phase, a writer propagates a full replica to at least k+ f servers
to ensure that the consistency of the data is not compromised in the presence of concurrent
writers. In the finalize phase, coded symbols are sent to a quorum of servers. As k = (Nf?‘fw,

it follows that N — f > f+ k+ (v — 1)k > f + k. Hence, the pre-write quorum is smaller

than the finalize quorum.

The read protocol of Algorithm 6.3 is essentially similar to Algorithm 6.1, except that a
reader can receive coded symbols and/or replicas. In particular, a decodable tag may come
from a replica and/or k& matching coded symbols. The write-back in the read is the same as

the write protocol, but with no query phase.
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Algorithm 6.3 First MWMR algorithm

10:
11:
12:
13:

14:

15:

16:

17:

18:

19:
20:

21:

22:

Write client protocol

: function WRITE(v)

query phase

| for s € {1,2,...,N}

Send get_tag() to server s,

wait until receive responses from a quo-
rum.
Select the largest tag from the query
phase; let its integer component be z.

Form a new tag ¢ as (z + 1,id), where id
is the identifier of the client performing the
operation.
pre-write phase

|| for s € {1,2,...,k+2f}

Send put(t,v) to server s,

wait until receive responses from k + f
servers.
finalize phase

Let (y1,y2,...,yn) = (v).

|| for s € {1,2,...,N}

Send put(t,ys) to server s,

wait until receive responses from a quo-
rum.
end function

Read client protocol
function READ( )

| for s € {1,2,...,N}

Send get() message to server s,

wait until receive responses from a quo-
rum.
Let R be the set of response pairs.

Let T be the set of decodable tags t oc-
curring in R such that

(i) t appears in at least f 4 1 responses,
or

(7i) the number of tags strictly higher
than ¢ is at most v.

23:
24:

25:
26:
27:

28:
29:
30:
31:

32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:

44

45:

46:

if T # () then
Let t = max(7T") and v its value.
write-back phase
|| for s € {1,2,...,k+2f}
Send put(t,v) to server s,
wait until receive responses from k-
f servers.

Let (y1,92,...,yn) = ®(v).
|| for s € {1,2,...,N}
Send put(t,ys) to server s,
wait until receive responses from a
quorum.
return v.
else
_abort_.
end if

end function

Server s protocol
state variable at server s: A pair (¢, z), where
teT,xeVUW.
Initially, server s stores (t,y) = (to,¥s),
where y; is the sth component of ®(vyp).
Upon receipt of get_tag() do

respond with the stored tag ¢.
Upon receipt of get() do

respond with (¢,%), where % can be a
coded symbol or a full value.
Upon receipt of put(tnew, Unew) such that
VUnew € V, do

If t,ey > t, then set t < t,ep and
T 4 Upew. In any case, respond with ac-
knowledgement.
Upon receipt of put(tnew, Ynew) such that
Ynew € W7 do

If thew > ¢, then set t < tpen and
T < Ynew. In any case, respond with ac-
knowledgement.
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Pre-write phase role: Algorithm 6.3 extends Algorithm 6.1 and preserves its in-place
update property. It can be argued that if servers overwrite coded symbols with newer coded
symbols, then the storage system may lose the data indefinitely, even if the number of server
failures is less than f. Indeed, one can imagine a scenario with N writers. Each writer
updates one specific server with coded symbols corresponding to a different new version,
then, the N writers fail. Each server stores coded symbols of a different value, and no
single version can be recovered. Furthermore, it can be checked carefully through specific
examples, or through Lemma 6.8, that k+ f is the minimum number of servers that need to
store full replicas in the pre-write phase in order to avoid losing the stored data, irrespective
of the number of concurrent writes. Furthermore, under a specific constraint on the write
concurrency, the need for a pre-write phase is indeed obviated and the in-place property is

maintained. See Section 6.5 for details.

Remark 6.7. During the finalize phase of the write protocol, the writer does not need to send
coded symbols to all the servers. Indeed, the writer sends full replicas to the first k+2f servers
in the pre-write phase. Then, during the finalize phase, the writer sends coded symbols to
the remaining N — k — 2f servers and only a finalize message with the corresponding tag to

the first k + 2f servers so as to minimize the write communication cost.

6.4.2 Safety properties

Definition 6.3 (Tag of an operation ). The tag of operation w in an execution « is defined
to be the tag associated with the put messages that the operation propagates to the servers.
The put message used in the definition can be from either a pre-write or a finalize phase

since they have the same tag.

Lemma 6.8 (persistence of data). The value with the highest tag can be fully recovered at

any point of an execution, as long as the number of server failures is bounded by f.
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Proof. We analyze the storage content of the system, at an arbitrary point P of an execution.
Let ¢ be the maximum tag in the system, at point P. If ¢ is stored with a full replica at
some server, then we can immediately recover the value with tag t. Otherwise, let u be the
number of the different coded symbols with tag ¢ that are stored in the system. Since there
is no full replica with tag t, it follows from the write protocol that the writer of tag ¢ has
finished its pre-write phase and started its finalize phase. Thus, the value with tag ¢ has
been stored in at least k + f servers. Moreover, these replicas must have been replaced by
their corresponding coded symbols, or are stored in failed servers. Finally, noting that at
most f servers can fail, it follows that u > (k + f) — f = k. This means that there exists a

sufficient number of coded symbols that allow recovery of the value with tag t. m

The proof of atomicity follows along the lines of the SWMR algorithm, with appropriate
modifications. In particular, the statements of Lemmas 6.3, 6.4 and 6.5 hold by considering
the write quorum to be the finalize quorum. The statement of Lemma 6.6 follows from the
query phase. We start by stating the equivalent of Lemma 6.3 in the context of Algorithm
2.

Lemma 6.9. Consider any execution o of Algorithm 2 and consider a write or read operation
m1 that completes in . Let T'(my) denote the tag of the operation m and let Q1 denote the
quorum of servers from which responses are receiwed by m; to its finalize message. Consider
a read operation w, in « that is invoked after the termination of the write operation .

Suppose that the read m, receives responses to its get message from a quorum Q,. Then,

1. FEvery server s in Q1 N Q, responds to the get message from 7, with a tag that is at

least as large as T(my).

2. If, among the responses to the get message of m, from the servers in Q)1 N Q,, the
number of tags is at most v, then there is some tag t such that

(i)t > T(m), and
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(ii) from the servers in Q1 N Q,, m, receives a full replica or k coded symbols with tag

t.

Proof. Proof of (1). Similar to the proof of (1) in Lemma 6.3.

Proof of (2). Among the responses from Q1 N @, the read m, receives at most v different
tags. If among these responses, the reader receives a full replica, then the Lemma follows.
Otherwise, all the responses from @)1 N @), are associated with coded symbols. The rest of

the proof is similar to Lemma 6.3. O]

Lemma 6.10. Consider an execution o of Algorithm 2. Let m be a write or read operation
that completes in «, and let mo be a read operation that completes in «. Let T(m) denote
the tag of operation m and T(ms) denote the tag of operation me. If wo begins after the

termination of my, then T'(my) > T'(my).

Proof. Similar to Lemma 6.4. [

Remark 6.2 holds in the context of Algorithm 6.3. In particular, a reader can safely return

a value for which it has received at f + 1 responses (which can be coded or non-coded).

Lemma 6.11. Consider an execution o of Algorithm 2. Let 7w be a write or read operation
that completes in a, and To be a write operation that completes in «v. Let T'(my) denote the tag
of operation w1 and T'(my) denote the tag of operation ms. If mo begins after the termination

of w1, then T'(my) > T'(m).

Proof. The operation m; terminates after completing its finalize phase, during which it re-
ceives responses from a quorum, @ ¢(m;). From the server protocol, we can observe that every
server s in () stores a tag that is at least as large as T'(m;) at the point of responding

to the second put message of ;. We denote the quorum of servers that respond to the
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query phase of Ty as Q,(m2). It follows that 7, receives tags that are no smaller than 7'(7)
from every server s € Qs(m) N Q,(m2). Because the integer part is incremented, the largest
integer part of the tag z that the writer in 7y observes is no less than 7'(m). It follows that

T(?Tg) > T(’ﬂ'l). ]

Lemma 6.12. Let my, my be write operations that terminate in an execution o of Algorithm

2. Then T(m) # T(ma).

Proof. Let m, my be write operations that terminate in an execution a. Let C, C5 respec-
tively indicate the identifiers of the client nodes at which operations 7, 7y are invoked. We

consider two cases.

Case 1: Cy # Cy: From the write protocol, we note that T'(m;) = (2;, C;). Since Cy # Cy we

have T'(my) # T'(m2).

Case 2: Cy = (C5: Recall that operations at the the same clients are well-formed: where
a new invocation awaits the response of a preceding invocation. It means that one of the
operations should complete before the other starts. Suppose that, without loss of generality,
the write operation m; completes before the write operation w9 starts. Then, Lemma 6.11

implies that T'(mg) > T'(my). This implies that T'(me) # T'(7y). O

Theorem 6.6. Algorithm 6.3 emulates an atomic read-write object.

Proof. Same steps as in Theorem 6.1, with Lemmas 6.4, 6.5 and 6.6 replaced by Lemmas

6.10, 6.11 and 6.12, respectively. O

The statement of the safety property in Lemma 6.7 holds also in the setting of Algorithm

6.3, and can also be used to prove the liveness properties of Algorithm 6.3.

Lemma 6.13. Consider any execution a of Algorithm 6.3. Let w, denote a read operation

i « that receives a quorum Q. of responses to its get message. Let S denote the set of all
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writes that terminate before the invocation of m, in «. If S is non-empty, let t,, denote the

largest among the tags of the operations in S. If S is empty, let t,, = 0.

If the number of writes concurrent with the read m, in « is smaller than v, then there is some
tag t such that

(1)t > t,,

(2) 7. can recover the value with tag t, and

(3) the number of tags that are higher than t is smaller than v.

6.4.3 Liveness properties

The proofs of the liveness properties of Algorithm 2 are similar to those of Algorithm 1, and

are omitted.

Theorem 6.7 (Termination of writes). Consider any fair execution a of Algorithm 6.3 where
the number of server failures is at most f, and the write client does not fail. Then, every

write operation terminates in .

Theorem 6.8 (Termination of reads). Consider any fair execution « of Algorithm 6.3 where
the number of server failures is at most f. Consider any read operation that is invoked at a
non-failing client in «. If the number of writes concurrent with the read is strictly smaller

than v, and the read client does not fail, then the read operation completes in «.

Similar to Algorithm 6.1, if a read operation aborts, the reader in Algorithm 6.3 can re-
peatedly invoke new read operations until it can decode a value that it can safely return.
When the read operation takes many iterations, we use the same read protocol as in Figure
6.2. Next we consider FW termination of a read. The challenge lies in the fact that even if
there are finitely many writes, there can be infinitely many read operations that write back,
preventing the read from satisfying Lines 13, 14 or 15 in Figure 6.2 in any iteration. In our

proof, we make use of Lemma 6.8.

195



Lemma 6.14 (Finite-write termination). Algorithm 6.3 with re-invoked reads as in Figure

6.2 guarantees atomicity and FW termination.

Proof. The proof of atomicity is similar to Theorem 6.4. We present the proof for the

termination of a read operation.

Consider a fair execution with a finite number of writes. Consider a read operation 7. For
1 > 1, let s; denote the point such that 7, initialed iteration ¢ and ¢; denote the point that

7, received responses from a quorum of servers, denoted @);.

Assume that 7, did not terminate at the end of iteration i for some i > 1. If Q; = Q;11
and the responses from each server s € (); = ;41 are the same in both iterations, then, it
follows that each server s € Q); = ;41 has not changed its state, and hence its response,
between points ¢; and s;,1. Thus, 7, has observed an instantaneous image of the system at
point ¢;. By Lemma 6.8, using its responses from @);, 7, could have recovered a value with
tag satisfying Line 14 in Figure 6.2. Henceforth, m,. could have terminated, a contradiction.
It follows that either Q; # Q;11 or Q; = Q;11 and there exists a server s € (); = ;41 that

has responded with different (tag, element) pairs in @; and Q.

Note that each server can only increase the stored tag, or change from a replica to a coded

symbol for the same tag. Because we assume an execution with a finite number of writes, each

server may change its stored (tag, element) pair, and thus its responses, only a finite number

of times. Moreover, as there are finitely many quorum sets, there must exist an iteration

j > 1 such that if 7, failed in iteration j, then (); = @41, and each server in s € Q; = Q11

replies with the same (tag, element) pair. By the previous argument, 7, will terminate at
N

the end of iteration j + 1. Moreover, j is finite and satisfies j < 2((N_f) +...+ (%))Nw =

2N+ — 2N=F\N,,, where N,, is the number of writes during the execution. O
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6.4.4 Storage and communication costs of Algorithm 6.3

Theorem 6.9. The worst-case storage cost of Algorithm 6.3 is k+2f + W The steady-
state storage cost is given by % The write communication cost is k + 2f + %ﬁf The

read communication cost is 2(k + 2f + N_Tk_f) Here k = [M=21].

Proof. The first k + 2f servers stores a full replica in the worst case and stores a coded
symbol in the steady state; the remaining servers stores a coded symbol. Hence the storage

cost results hold.

A write operation proceeds in three phases. As we do not account for the cost of tags, the
cost of a write operation is dominated by the cost of its pre-write and finalize phases. A
writer sends its uncoded value to the first k 4+ 2f servers in the pre-write phase. Based on

Remark 6.7, in the finalize phase, the writer needs to send coded symbols to only N —k —2f

N—k—2f

i’ The worst-

servers. In total, the write communication cost is at most k + 2f +
case read cost corresponds to twice the write communication cost and it corresponds to a

situation in which a reader needs to write back its value. O

Remark 6.8. A reader’s write-back proceeds in two phases: pre-write and finalize. If a
reader has received at least one coded response with tag t, then the pre-write phase of tag t
must have already completed. The reader does not need to carry out the pre-write step and
it may only perform the finalize phase. Moreover, the write-back procedure can be entirely

skipped if the read observes N — f coded symbols with tag t.

197



6.5 Algorithm 6.3-A: algorithm with asymptotically op-

timal storage cost

In this section, we assume that v > 2 and k£ > 1. We present a MRMW algorithm that is

similar to Algorithm 6.3, except that the write procedure is limited to two phases.

Definition 6.4. Consider an execution o and a point P. Let t,, denote the largest tag among
all write operations that completed before P (t,, = 0 if no write has completed). The number
of concurrent writes at point P is the number of write operations that started before P such

that their tag is greater than t,,.

The above definition allows us to ignore write operations due to failed writes while counting
the write concurrency at a point P, as long as the failed writes are followed by a successful
write before point P. It is worth noting the difference with Remark 6.4, which counts the
number of concurrent writes with the read operation, while Definition 6.4 counts the number
of concurrent writes at a given point. Throughout this section, we assume that the following

condition is satisfied:

Condition 1: at any point during the execution, the number of concurrent writes is smaller

than v.

Algorithm 6.3-A description: By virtue of Condition 1, the write protocol in Algorithm
6.3 can be simplified as the need for a pre-write phase is obviated. After acquiring its tag, a
writer propagates coded symbols to a quorum of servers before terminating. The read and

server protocols are exactly the same as in Algorithm 6.1.

We note that if the number of writers is less than v (e.g., in applications with pre-determined

write clients), then Condition 1 is ensured by default. In particular, the SWMR setting is a
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special case of Condition 1. That is the reason that Algorithm 6.3-A is almost the same as

Algorithm 6.1.

The proof techniques used for Algorithm 6.1 hold for Algorithm 2-A. For instance, the
persistence of data property follows from Lemma 6.7. The only difference lies in showing
that any two write operations have distinct tags, which follows from the query phase of
Algorithm 2-A. Finally, atomicity and liveness, i.e., Theorems 6.6, 6.7, and 6.8 can be proved
for Algorithm 2-A.

Theorem 6.10. Let 2 < v < f+2, the storage cost of Algorithm 6.3-A is # at any point
of the execution. Moreover, the storage cost of Algorithm 6.3-A is asymptotically matches

the lower bound of [122] for v>> 1, N > 1, f = o(N).

Proof. The storage cost at any point is (N]_Vz,f] = T = N72’}JL71 by Equation (6.1).

On the other hand, a careful analysis of [122, Theorem 6.5] shows that a worst-case storage

lower bound of =LY

gy v holds under the following weaker liveness requirement*:

Liveness requirement for [122, Theorem 6.5]: Consider a fair execution where the number of
server failures is no more than f, the number of writers is less than v, v < f + 2, and there
is one reader. Each client invokes at most 1 operation. A write operation should terminate
if the writer does not fail. If, at a point in the execution, all the writers fail, and a read

operation is invoked, then the read operation should terminate.

In particular, this liveness condition is satisfied by Algorithm 2-A under Condition 1. More-

v N—f—-24v

over, the ratio of the storage cost of Algorithm 2-A to the lower bound, given by P s

approaches 1 as NV, v increase, such that f = o(NV). ]

The bound in [122, Theorem 6.5] applies also to CASGC [27] and SCCK [119]. In particular,

*In [122, Theorem 6.5], the algorithm is restricted to one that write protocols consist of phases and at
most one phase in a write operation sends messages dependent on the object value, which is satisfied by our
Algorithm 6.3-A.
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we consider CASGC with parameters (kcasae,d) = (N — 2f,0), where each server stores

latest observed § + 1 finished writes. Both CASGC and SCCK with parameter kscox =

Nv
N-2f"

N — 2f have worst-case storage of which also matches the lower bound of [122] for
v> 1,N > 1,f = o(N). Note that while Algorithm 2-A satisfies v-concurrency wait-
freedom, CASGC and SCCK do not guarantee liveness of a read operation if the read is

concurrent with at least one write operation.

Algorithm 2-A has a worst-case storage of N/ [N+2f], which is smaller than SCCK and

CASGC by a factor of up to 2. See Example 6.4 in Section 6.7 for illustration.

For executions such that there are less than v concurrent writes at any point, a worst-case
storage lower bound of Q(min(f,v)) is given in [119] under lock-freedom, which is a weaker
liveness than v-concurrency wait-freedom and FW-termination. Hence this lower bound
also applies to SCCK and Algorithm 2-A. SCCK achieves a total storage of min(3v,6f)
units for N = 3f, matching asymptotically the bound Q(min(f,v)) [119]. When N =
3f, Algorithm 2-A has a worst-case storage which matches Q(min(f,v)) with a smaller

multiplicative constant. Indeed, when v > f, Algorithm 2-A reduces to ABD (i.e., k = 1)

with a worst-case storage of 2f + 1. When v < f, then k > 1 and the storage is N/[2=201,

v

which is smaller than SCCK.

6.6 Second algorithm for multiple writers

6.6.1 Algorithm description

In Algorithm 6.3, replication is used to allow for the concurrency of multiple writers. New
writes are done in-place at the server as higher tags overwrite older tags. One drawback is
that a write operation needs to send its unencoded value to the servers during the write.

Thus, it uses larger messages compared to implementations which do not send any unencoded
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values to the servers [27, 115].

Contrary to Algorithm 6.3, Algorithm 6.4 preserves momentarily some history related to
finished writes in order to accommodate the presence of concurrent writers. A write operation
proceeds in 3 phases. 1) query: a write operation acquires a suitable tag to use with its value.
2) propagate: coded symbols are first propagated to a quorum, and 3) finalize: older versions

are deleted to reduce the cost of storage.

Additionally, each server stores an extra local variable ¢, that indicates the highest written
tag in the system, that is known to the server. Upon receipt of a put message with tag ¢,
the server adds the corresponding coded symbol to its list only if ¢4, < t. Upon receiving
a finalize message from a write operation, a server updates ty;,, and discards coded values

with tags smaller than t;,.

Similar to Algorithm 6.1 and Algorithm 6.3, Algorithm 6.4 handles garbage collection and
liveness guarantees using the idea of multi-version codes. However, multi-version codes
require the use of higher storage size per coded symbol, compared to other erasure-coded
register implementations. To account for this discrepancy, Algorithm 6.4 uses two coding

parameters during each write operation. Namely, it uses £’ = N — 2f during the second

N—

v

phase of the write, and uses k = | 2f | during the last phase. Hence, the finalize phase
consists in increasing the size of the coded symbol of the current write, in addition to deleting

older writes.

While the writer can send the full encoded symbols to the servers in the last phase, we
propose the use of the following technique to reduce the write communication cost. We
define the following variables: r = lem(k,k’),2 = 7,2" = 5. In the second phase of the
write, the value is encoded using an (Nz,x) MDS code. Then, the writer stores 2z’ fragments
at at least N — f servers. In the third phase, the writer communicates z — 2’ fragments to

the servers who responded to the second phase of the write, and communicates z fragments
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to the remaining f servers. The write operation terminates by receiving acknowledgments

from at least N — f servers. Note that the last phase ensures that each acknowledging server

stores a fraction % of the unencoded value. We note that a similar technique was used in
ORCAS-B [115], where the objective was to ¢rim the stored encoded value at the servers,

while our objective is to enlarge the stored encoded value.

Definition 6.5 (Tag of an operation 7). We define tags of operations and the partial ordering

in the same way as in Definition 6.2 and Definition 6.1.

6.6.2 Safety and liveness properties

We first state a lemma that proves that some version of data can be always recovered, as long
as the number of server failures is bounded by f, irrespective of the number of (concurrent)

writers.

Lemma 6.15 (persistence of data). The value of the completed write with the highest tag or
a newer value can be fully recovered from the servers lists, as long as the number of server

failures is bounded by f.

Proof. We analyze the storage content of the system, at an arbitrary point P of an execu-

tion. Let m, denote the write that finished the propagate phase with the highest tag in the

execution at point P, and let t,, be its tag. Note that ¢, is at least as large as the tag of the

latest finished write. Let @), be the quorum that replied to the propagate phase of m,. By

design, ts, < t, at every server s € (), and each server s € (), stores a fraction of size at

least % with tag t,,. As no more than f servers fail in an execution, the size of the available
N-2f

coded symbols with tag t,, across the servers is of size at least @;C# > = = 1. Hence,

the value with tag t,, can be recovered. O]

The proof of atomicity and liveness follows along the lines of the proofs in Algorithm 6.3,
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Algorithm 6.4 Second MWMR algorithm

10:
11:
12:

13:
14:
15:

16:

17:

18:
19:
20:
21:
22:
23:

24:
25:

26:
27:

28:

Notation: k = [Y=2L] k' = N - 2f,
r=lem(k, k'), z=%,2 = 5.

Write client protocol

function WRITE(v)

query phase

|| for s € {1,2,...,N}

Send get_tag() to server s

wait until receive responses from a quorum.

Select the largest tag from the query phase;
let its integer component be ¢,,.

Form a new tag t as (t,+1,id), where id is the
identifier of the client performing the operation.
pre-write phase

Encode v using an (Nz,z) MDS code to get
Nz codeword symbols.

Divide the Nz codeword symbols into N
groups 41, Y, - .., YN, each of size z.

For each y;, denote by y; .- any subset of y; of
size 2’

|| for s € {1,2,...,N}

Send put(t,ys, ) to server s,

wait until receive responses from a quorum,
denoted @p,.
finalize phase

Forie{l,...,N}, let Yi,z' = yi\yi,z/-

|| for se {1,...,N}

If s € Qy, send finalize(t, §s /) to server s,
otherwise, send finalize(t, ys),

wait until receive responses from a quorum,
denoted Q.
end function

Read client protocol
function READ( )
|| for s € {1,2,...,N}
Send get() to server s,
wait until receive responses from a quorum.
Let R be the set of response lists.
Let T be the set of decodable tags t occurring
in R such that
(i) t appears in at least f + 1 lists,
(#¢) Or, the number of tags strictly higher
than ¢ is at most v.
if T # () then
Let t = max(T), and v its value.
write-back phase
Encode v using an (Nz,z) MDS code to

29:

30:

31:
32:
33:

34:
35:
36:

37:
38:
39:
40:

41:
42:

43:

44:

45:

46:

47:
48:

49:
50:

51:
52:

53:
54

get Nz codeword symbols.

Divide the Nz codeword symbols into N
groups 41, %2, -- -, YN, each of size z.

For each y;, denote by y; . any subset of
y; of size 2’.

|| for s € {1,2,...,N}

Send put(t,ys,.) to server s,

wait until receive responses from a quo-
rum, denoted Q.

For 1 € {1, . ,N}, let gi,z’ £ yi\yi,z’-

|| for s e {1,...,N}

If s € Qp, send finalize(t, s /) to s,

otherwise, send finalize(t,ys).

wait until receive responses from a quo-
rum, denoted Q).

return v.

else
_abort._.
end if

end function

Server s protocol
state variables at server s: A list of pairs (¢, z),
where t € T, x correspond to coded symbols with
tag t; a tag tpin € 7.
Initially, server s stores the default pair (0, ys),
where y; is of size % and corresponds to the sth
component of ®(vg); ¢4y, is initialized to 0.
Upon receipt of get_tag() do

respond with the list of stored tags.

Upon receipt of get() do
respond with the list of stored tuples (¢, z).

Upon receipt of put(t,ys ) do
If t > tfin, add (t,ys ) to the stored list. In
any case respond with acknowledgement.

Upon receipt of finalize(t,ys) do

If t > tyin: delete (t,ys,./) in case it is stored
locally; add (¢,ys) to the stored list; delete all
pairs with tag smaller than ¢; set ¢y, < t. In
any case respond with acknowledgement.

Upon receipt of finalize(t, s, ) do

If £ > tfin: add (t,7s,.r) to the stored list;
delete all pairs with tag smaller than ¢; set ¢ 4, <
t. In any case respond with acknowledgement.
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using )¢ in Algorithm 6.4 for the quorum of write. We state the equivalent theorems in the

context of Algorithm 6.4 and omit the proofs.
Theorem 6.11. Algorithm 6.4 emulates an atomic read-write object.

Theorem 6.12 (Termination of Writes). Consider any fair execution o of Algorithm 6./
where the number of server failures is no bigger than f, and the write client does not fail.

Then, every write operation terminates in «.

Theorem 6.13 (Termination of Reads). Consider any fair execution o of Algorithm 6./
where the number of server failures is no bigger than f. Consider any read operation that
18 invoked at a non-failing client in «. If the number of writes concurrent with the read is

strictly smaller than v, then the read operation completes in .

Lemma 6.16 (Finite-write termination). Algorithm 6.4 with re-invoked reads as in Figure

6.2 guarantees atomicity and FW termination.

6.6.3 Storage and communication costs of Algorithm 6.4

As servers store coded symbols of writes operations before performing garbage collection,
the overall storage can be unbounded. In the following we give a bound on the storage cost
of an execution of Algorithm 6.4. Toward that, we define the notion of a superseded write
operation at a point in an execution. The definition is provided in [27], and is stated here

for completeness.

Definition 6.6 (superseded write operation). In an ezecution o of Algorithm 6.4, consider
a write operation ™ that completes its query phase. Let T(w) denote the tag of the write.
Then, the write operation is said to be superseded at a point P of the execution if there are
at least one terminated write operation, with a tag that is bigger than T(w), such that every

message on behalf of this write operations has been delivered by point P.
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Servers do not store values of superseded writes, as stated below.

Lemma 6.17. Consider an execution o of Algorithm 6.4 and consider any point P of . If
a write operation 7 1s superseded at point P, then no non-failed server has a coded element

corresponding to the value of the write operation 7 at point P.

Proof. Consider an execution « of Algorithm 6.4 and a point P in «. Consider a write
operation 7 that is superseded at point P. This means that there exists at least one write
operation 7y such that: i) operation 7y terminates in «, ii) the tag T'(m) of m; is greater than
T'(m), and iii) every message on behalf of operation m is delivered by point P. In particular,
every non-failed server s has received a finalize message with tag T'(m;). Furthermore, the
finalize message with tag T'(71) arrives at server s by point P. It follows that either Line 52
or Line 54 has been executed. In both cases, coded symbols with tags smaller than T'(m;)
are deleted, including any stored symbols with tag 7'(m). Moreover, beyond this point, any
put or finalize message with tag T'(m) are discarded at every non-failed server s. Hence, the

statement of the lemma follows. O

Theorem 6.14. Consider an execution a of Algorithm 6.4 such that, at any point of the
execution, the number of writes that have completed their query phase by that point and are

not superseded at that point is upper bounded by w + 1. The storage cost of the execution

f

wN i
k/

o units. The read

18 at most % + units. The write communication cost is at most % +

communication cost is at most 2 + %5 + % units. Here k = [N+2f1 kK =N—-2f.

Proof. Consider an execution o where at any point of the execution, the number of writes
that have completed their query phase by that point and are not superseded at that point
is upper bounded by w + 1. Consider an arbitrary point P of the execution «, and consider

a server s that is non-failed at point P.

We infer from the write and server protocols that, at point P, server s does not store a

coded element corresponding to any write operation that has not completed its query phase
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by point P. We also infer from Lemma 6.17 that server s does not store a coded element
corresponding to an operation that is superseded at point P. Therefore, if server s stores
a coded element corresponding to a write operation at point P, we infer that the write
operation has completed its query phase but is not superseded by point P. By assumption
on the execution «, the number of coded elements at point P of « at server s is upper

bounded by w + 1. Moreover, from the write and server protocols, we infer that at point P,

1

r» in addition to other

server s can only store a single tag whose coded symbols are of size

1

coded symbols of size ;;, corresponding to other write operations that are not superseded.

1

+» in addition to

Thus, the worst-case of server s corresponds to storing coded symbols of size

1

storing extra w coded symbols, each of size 1,

which correspond to w write operations that
are not superseded and such that none of these w write operations has delivered a finalize

message to server s. The overall worst-case storage follows.

The write communication cost is at most N2/ + (N — f)(z—2')+ fz = Nz + f2 = Fa+ %x
As z coded symbols amount to one unit, the result follows. The read communication cost
is obtained by considering the worst-case total storage and accounting for the write_back

operation. O

Remark 6.9. The write operation in Algorithm 6.4 can be modified in a way to have data
communicated only during one phase. This is done by: 1) acquiring a suitable tag in the
same way; 2) communicating % fraction of the data to every server in the second phase and
waiting for an acknowledgment from a quorum; 3) communicating a finalize message with

the tag of the current write, such that a server upon recewving it, updates its t ¢y, and deletes

N(14w)

older tags. The write cost in this case is & units, while the worst-case storage is ’

k
units, in the context of Theorem 6.14. The write cost is then smaller while the storage cost
15 larger, compared with Theorem 6.14. Thus, the storage and communication costs can be

traded-off from this perspective.
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6.7 Discussion and conclusion

Different from most previous erasure-code-based algorithms, our algorithms are parameter-
ized by the liveness parameter v. We discuss now the merits and the disadvantages of our

approach. We mainly focus on MWMR  algorithms listed in Table 6.1.

Our MWMR algorithms guarantee atomicity and satisfy v-concurrency wait-freedom. Algo-
rithm 6.3-A is suited for environments where the write concurrency is bounded at all points
of the execution. Algorithm 6.3 and Algorithm 6.4 tolerate any arbitrary write concurrency
level. However, Algorithm 6.4 is suitable if we expect that, for most of the time, not many
writes are invoked concurrently. Moreover, Algorithm 6.3 and Algorithm 6.3-A possess the

in-place update property.

For v < 2f + 1, N > f, and sufficiently large number of ongoing writes, in descending
order of the worst-case storage cost, we have CASGC, Algorithm 6.4, SCCK, Algorithm
6.3 and ABD. In descending order of the steady-state storage cost, we have ABD, CASGC,

Algorithm 6.3/Algorithm 6.4, and SCCK. Detailed comparisons are given below.

We compare Algorithm 6.3 and Algorithm 6.4 with the MRMW version of ABD [27]. While
our algorithms have higher worst-case storage than ABD, for v < 2f 4 1 their steady-state

storage outperforms ABD by

N (N—2f-D@Ef+1-v) k-1
S Y S B

2f +1-). (6.2)

Compared to ABD, our algorithms make use of a higher number of servers to offer storage
reduction, at the expense of liveness if a read operation is concurrent with at least v write

operations.

Next we compare Algorithm 6.3 and Algorithm 6.4 with SCCK [119], which is a MWMR
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algorithm that combines replication and erasure codes. Assume its coding parameter is
ksccx = N — 2f, such that the steady-state storage is minimized. The worst-case storage
of SCCK is 2N, which is at least twice the storage of ABD and Algorithm 6.3, and smaller
than that of Algorithm 6.4. Meanwhile, SCCK has a steady-state storage %ﬂ’ which is
lower than Algorithm 6.3 and Algorithm 6.4. Note that SCCK only provides finite-write

termination guarantees and also a weaker safety guarantee, namely regularity [119].

We compare Algorithm 6.3 and Algorithm 6.4 to CASGC [27] with parameters (kcasco,
0) = (N —2f,v—1). All algorithms satisfy v-concurrency wait-freedom. A main difference

between Algorithm 6.4 and CASGC lies in the third phase of the write operation. CASCG

vIN
N—2f"

has a steady-state storage given by Algorithm 6.4, along with Algorithm 6.3, improves

upon CASCG in terms of its steady-state storage, which can be close to twice as efficient

wN
N-=2f"

(c.f. Example 6.4). From Theorem 6.14, the worst-case storage of Algorithm 6.4 is % +

while that of CASCG is NV—A; 7+ wcﬁfg? N where weasce is related to the write concurrency

at a point and can be unbounded.

Example 6.4. Consider the case of v = N — 2f — 1. Then, Algorithms 6.3 and 6.4 use

—(2f41) _ 9.

coding parameter k = 1 + N > The steady-state storage of our algorithms is

L. The steady-state storage of CASCG with parameters (kcasce,0) = (N —2f,v — 1) is

N”_N2f =N(1- N+2f) — N as N — 2f increases. Therefore, our algorithms can be close to

twice as efficient as CASGC. Moreover, for the same choice of v = N — 2f — 1, whenever

v<2f+1 <= N <4f + 2, our algorithms improve upon ABD for steady-state storage.

While the optimality of the worst-case storage of Algorithm 2-A is shown asymptotically
in Theorem 6.10, it is worth noting that Algorithm 2-A is competitive for non-asymptotic
regimes. For instance, assuming f—1 < v < f+1,k > 1, then the storage cost of Algorithm

2-A is within a factor of 2 from the lower bound in Theorem 6.10. Indeed, the ratio of the

storage cost of Algorithm 2-A to the lower bound satisfies ﬁ% < ﬁ%f_l =

1+ % < 2. Gaps from the lower bound can be derived similarly for other regimes of
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interest. To the best of our knowledge, Algorithm 6.3-A dominates all known algorithms for
executions with less than v concurrent writes at any point, for worst-case storage. However,
it is worth noting that, unlike SCCK, Algorithm 6.3-A does not tolerate higher levels of

write concurrency.

In conclusion, we proposed fault-tolerant algorithms for emulating a shared memory over an
asynchronous, distributed message-passing network. Our algorithms guarantee liveness of
the read as long as the number of writes concurrent with the read is smaller than a design
parameter v. The parameter v illustrates the tradeoff between liveness of read operations and
the storage size per node. The overall steady-state storage and communication costs of our
algorithms outperform ABD when v < 2f-+1. While the steady-state storage of the MRMW
algorithms presented in this paper is higher compared to some other coding-based schemes,
the coding-based liveness guarantee and the in-place update property of Algorithm 6.3 and
Algorithm 6.3-A make them appealing from practical perspective and easy to implement.
We note that the worst-case storage of Algorithm 6.3 is incurred during each write operation.
Hence, an open problem is how to dynamically adapt to the concurrency level when it changes

over time, so that the liveness condition is strengthened and the storage cost is lowered.
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Chapter 7

Concluding remarks

The problem of designing regenerating codes has received a lot of interest in the research
community over the last years. For functional repair, a good understanding of the storage-
bandwidth tradeoff has been established for single and multiple node failures. The situation
is different under exact repair where, even for the single erasure case, a full characterization
of the exact-repair region is not known in general, except for small cases and the (k+1,k, k, 1)
system under linear setting. In this dissertation, our goal was to study the problem of re-
generating codes in the context of multiple erasures. We obtained several results, including
outer bounds and code constructions. Outer bounds include a full characterization of the
functional repair tradeoff, infeasibility results and outer bounds for linear codes. Code con-
structions include a framework for constructing MSMR codes from MSR codes and a family
of codes operating at various interior points. Open problems include the generalization of the
non-existence proof of linear exact-repair MBMR regenerating codes to non-linear codes. It
is interesting to determine the storage and bandwidth values of an exact minimum bandwidth
regenerating code. Moreover, characterization of the storage-bandwidth tradeoff for exact
repair for the interior points is still not known. Another important research direction is the
study of adaptive regenerating codes under exact-repair. Adaptivity of regenerating codes
includes flexibility with respect to the number of helper nodes [76, 94] and/or the number

of erasures that can be non-trivially repaired [80]. The progressive repair constructions for
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Reed-Solomon codes, the family of interior point constructions, and the adaptive multi-node
repair MBR code design presented in this dissertation are steps toward this direction. Re-
cently, work [125] showed that determinant codes, developed for single erasures, can recover
multiple erasures, and the corresponding bandwidth is computed. However, developing outer
bounds for adaptive regenerating codes is still an open problem and it is of interest in order

to assess the performance of existing and future code designs.

In the second part of this dissertation, motivated by the sneak path problem in resistive
memories, we studied polar coding over channels with different reliability levels. In partic-
ular, we argued that the channels’ ordering is important and proposed a channel ordering
with empirically attractive performance. We then applied our framework to the sneak path
problem in resistive memories using SPICE-like resistive, with significant bit-error rate im-
provement. Our work represents another step toward coding for the resistive crossbar arrays,
a research area with plenty of room for improvement. For instance, by the sneak path na-
ture, errors in neighboring cells are not independent. A future direction for research is to
investigate enhanced polar decoding algorithms, taking into consideration such correlations.
Another avenue for research is to investigate techniques for biasing the distribution of high-
resistance values, along with techniques of coding for asymmetric channels as in [126], which
may reduce the sneak path occurrences. Likewise, combinations of constrained coding and
polar codes, and other coding techniques, notably spatially-coupled LDPC codes, are worth

investigating.

In the last part of this dissertation, we studied the problem of storing evolving information in
asynchronous distributed systems, which is of relevance for large-scale distributed systems.
Several challenges face the integration of erasure codes for such systems in order to fully
capture the advantages of coding over replication. Specifically, we studied the problem of
emulating an atomic shared memory in asynchronous message-passing networks, for which

we proposed new erasure-code based algorithms. In particular, our algorithms feature a de-
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sign parameter v, that provides a tradeoff between liveness of read operations and the storage
size per node, while guaranteeing the strictest consistency requirement. We here mention
few interesting research directions. Existing emulation algorithms assume the nodes to be
entirely distributed and the encoding of a node in entirely based on its own received versions.
However, it is natural to consider a model with node collaborations, as node collaboration
may be facilitated by architectural design or geographical proximity. Moreover, the previous
models assume the client to be able to perfectly decode his message. Relaxing strict de-
coding/encoding requirement to a probabilistic decoding/encoding may reduce significantly
the storage overhead while ensuring a (parameterized) low probability of decoding failure.
Finally, along the lines of [119, 123, 122], and for all the considered models, deriving lower

bounds on the smallest required storage size is of high practical and theoretical importance.
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