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Towards Secure and Adaptive Healthcare AI: Intelligent Monitoring and Data Privacy
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Ziyu Wang
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Professor Amir Rahmani, Chair

Artificial intelligence is transforming healthcare from episodic assessment into continuous 

and personalized monitoring. In practice, a monitoring system rarely ends at the sensor: 

physiological measurements, contextual observations, model updates, or learned representa-

tions may pass from a wearable device to a phone, an edge gateway, a cloud service, or an 

institutional platform for storage, collaborative learning, clinical interpretation, and model 

reuse. These flows make intelligent monitoring scalable and adaptive, but they also expand 

the privacy surface beyond conventional identifiers. This dissertation develops a continuous 

research program around this operational tension: it begins with user-aware data acquisition, 

adds privacy-preserving adaptive learning, and then progressively examines what sensitive 

information can remain in the data and artifacts that move through the healthcare AI life-

cycle.

The first part of the dissertation focuses on adaptive health monitoring. A context-aware 

active reinforcement-learning framework learns when to request ecological momentary as-

sessments by considering prediction uncertainty together with time, response history, and 

smartphone context. The framework progresses from offline label selection to real-time de-

ployment and personalized stress detection, showing how a monitoring system can collect 

xvii



informative labels while reducing unnecessary user burden. Once these data are collected, 

limited on-device samples and the need to improve models across users motivate collaborative 

learning infrastructure. A differential private federated transfer-learning framework therefore 

combines public-data pretraining, decentralized user adaptation, and protected aggregation. 

This approach supports learning from sparse and distributed health data while reducing the 

need to centralize raw observations and limiting disclosure through shared model updates.

Federated learning and protected aggregation reduce exposure at a specific stage, but they 

do not eliminate the broader need to share, process, and reuse healthcare information. Raw 

records may later be de-identified for research, representations may be transferred to down-

stream applications, and pretrained encoders may be deployed through cloud or institu-

tional interfaces. The second part therefore follows the residual privacy risk as information 

changes form along this pipeline. An interpretable analysis of electrocardiogram (ECG) 

data demonstrates that physiological morphology itself can reveal demographic attributes 

and participant identity across heterogeneous datasets. TransECG extends this analysis to 

transformer representations and uses model-intrinsic attention to localize identity-related 

evidence within physiologically meaningful ECG regions. The dissertation then moves from 

measuring biometric information to evaluating its operational consequences: a linkage at-

tack shows how de-identified ECG records can be connected across data sources under partial 

adversarial knowledge, while a membership-inference audit shows that reusable ECG founda-

tion encoders can reveal whether an individual or cohort participated in pretraining through 

exposed scores or embeddings. Together, these studies demonstrate that removing explicit 

identifiers or decentralizing training does not make the remaining lifecycle artifacts inherently 

anonymous: privacy leakage can arise from the signal itself, from learned representations, 

from cross-dataset sharing, and from deployed model interfaces.

The central conclusion is that secure healthcare intelligence must be adaptive at two levels: 

it must adapt interaction and learning to the user, and it must adapt privacy safeguards to 
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the changing attack surface across the data and model lifecycle. No single mechanism, such 

as de-identification or decentralized training, is sufficient on its own. Trustworthy health-

care AI instead requires burden-aware sensing, privacy-preserving learning, interpretable risk 

analysis, realistic adversarial evaluation, and continuous auditing of the interfaces through 

which data and models are shared.
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Chapter 1

Introduction

1.1 The Dual Imperative of Healthcare AI

Intelligent health systems are moving from episodic clinical measurements toward continu-

ous, data-driven monitoring. Wearable devices, smartphones, and connected medical sensors 

can observe health outside the clinic, while machine-learning models convert these observa-

tions into personalized assessments and opportunities for earlier intervention. This transition 

is especially valuable in settings such as mental-health monitoring, where physiological and 

contextual signals vary substantially across people and labeled data are often sparse. The 

same opportunities and constraints extend to high-dimensional clinical imaging and biome-

chanical measurements. In ophthalmic applications, semi-supervised learning can reduce 

expert annotation for retinal ganglion cell identification in three-dimensional adaptive op-

tics optical coherence tomography (AO-OCT), while unified learning frameworks can jointly 

detect cone photoreceptors and measure inner- and outer-segment lengths from AO-OCT B-

scans [155, 156]. Machine-learning systems have also been used to detect keratoconus from 

Ocular Response Analyzer waveforms, estimate ocular stiffness through adaptive temporal 
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mixtures of experts, and automate the montaging of multi-gaze ultrasound scans for mea-

suring ocular globe shape [154, 152, 153]. These examples illustrate a broader healthcare AI 

challenge: useful models must learn from complex, specialized, and often sparsely labeled 

measurements while remaining reliable across people and acquisition settings. A practical 

monitoring service, however, rarely consists of an isolated sensor and a model running perma-

nently on one device. Measurements or derived artifacts commonly move through a pipeline 

that can include a wearable, a smartphone, an edge gateway, cloud infrastructure, a clinical 

platform, and a research repository. Storage, cross-user learning, remote analysis, longitudi-

nal review, and reuse of pretrained models all depend on some form of communication across 

this pipeline.

The movement of information is not incidental to intelligent monitoring; it is part of how 

monitoring becomes scalable, adaptive, and clinically useful. It is also how a local mea-

surement acquires a broader privacy surface. Raw signals may be replaced by gradients, 

embeddings, predictions, or model parameters, and explicit identifiers may be removed be-

fore records are shared, but each artifact can preserve information about the person from 

whom it originated. Federated learning can reduce raw-data centralization, and differential 

privacy can bound particular disclosures during training, yet neither mechanism automat-

ically anonymizes a physiological signal, a released dataset, a learned representation, or a 

deployed model interface. Privacy must therefore be evaluated not only where data are col-

lected, but also whenever information is transformed, transmitted, aggregated, released, or 

queried.

This dissertation begins from the premise that adaptivity and privacy are connected design 

objectives across this full lifecycle. An adaptive model benefits from learning individual 

structure, whereas a private system must control how that structure is exposed as data and 

models move between operational contexts. The research develops this argument in three 

phases that follow the path of healthcare information. It first makes everyday monitoring 
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responsive to user context and supports protected learning from sparse, distributed observa-

tions. It then investigates the residual identity information contained in physiological signals 

and increasingly expressive representations. Finally, it tests whether that information can 

be exploited through shared datasets and reusable foundation encoders under realistic ad-

versarial conditions. The resulting progression connects collection, decentralized training, 

data sharing, representation learning, and deployment as stages of one healthcare AI system 

rather than as separate technical problems.

1.2 From Adaptive Interaction to Privacy Auditing

The technical progression of the dissertation follows information through a real-world health-

monitoring system. Each phase begins with an operational need—acquiring timely labels, 

learning across users, sharing data for research, or reusing trained models—and then exam-

ines the privacy consequences of the artifact that enables it. This organization makes the 

transition from monitoring to privacy analysis explicit: the data flows required for useful 

monitoring are also the pathways through which sensitive information may be exposed.

1.2.1 Adaptive interaction and privacy-preserving learning

The first phase asks how a monitoring system can obtain useful supervision and adapt 

to individuals without imposing unnecessary burden or unnecessarily centralizing sensitive 

observations. Continuous health monitoring depends on labels that connect sensor mea-

surements to an individual’s lived experience, yet ecological momentary assessments become 

intrusive when they are frequent or poorly timed. Chapter 2 addresses this problem with 

a context-aware active reinforcement-learning framework that uses prediction uncertainty, 

time, response history, and smartphone context to decide when to request stress labels [7]. 
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The work progresses from an offline analysis of query efficiency to an online deployment that 

triggers assessments in real time and supports personalized stress detection. The resulting 

labels remain limited, imbalanced, and privacy-sensitive. At the same time, learning a model 

that generalizes beyond one device or one person requires knowledge to be aggregated across 

users, often with coordination by cloud or institutional infrastructure. Chapter 3 develops 

differential private federated transfer learning for this setting [141]. A model is pretrained 

with a larger nonsensitive source dataset, adapted through federated fine-tuning, and pro-

tected by noise applied to aggregated updates. Taken together, these chapters establish two 

complementary forms of adaptation: the system adapts its interaction to the monitored per-

son and its model to distributed user data, while reducing raw-data movement and protecting 

the updates needed for collaborative learning.

1.2.2 From interpretable ECG features to learned identity repre-

sentations

Federated and differentially private training address how a model learns from distributed 

records, but their guarantees are scoped to that learning procedure. A functioning health-

care ecosystem may still retain signals for longitudinal analysis, release de-identified datasets 

for reproducible research, transfer embeddings to downstream tasks, or provide access to pre-

trained encoders. The second phase therefore asks what privacy-sensitive information sur-

vives as monitoring data are transformed and reused beyond their original collection context. 

Electrocardiogram (ECG) is a particularly important case because its morphology reflects 

anatomy, cardiac conduction, demographic factors, and stable individual physiology. Chap-

ter 4 uses transparent machine-learning models and SHAP analysis across heterogeneous 

real-world datasets to identify the PQRST features that support gender, age-group, and 

participant re-identification [134]. This analysis establishes that ECG privacy risk originates 

in the signal itself, is interpretable, and is not confined to opaque deep networks. Hand-
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crafted features, however, reveal only part of the privacy surface because modern represen-

tation learners can integrate information across much longer temporal contexts. Chapter 5 

consequently introduces TransECG, a Vision Transformer-based framework that improves re-

identification performance while mapping model attention back to physiologically meaningful 

ECG regions [136]. Its attention analysis shows that identity-related evidence is distributed 

across depolarization, conduction, and repolarization components. The progression from 

interpretable features to transformer representations exposes a central dual-use property of 

healthcare AI: the representations that improve analytical utility and enable model reuse 

can also preserve and amplify latent identity structure.

1.2.3 From re-identification capability to deployment-level privacy 

auditing

Demonstrating that a signal contains identity information does not by itself establish whether 

that information is exploitable under realistic adversarial constraints. The third phase there-

fore moves from re-identification capability to operational privacy threats. Closed-set iden-

tity classification assumes that every target belongs to a known class, which overstates 

an attacker’s knowledge and poorly represents open data ecosystems. Chapter 6 relaxes 

this assumption through a linkage attack in which an adversary has only partial auxiliary 

knowledge and must distinguish known from unknown individuals [135]. A two-stage Vision 

Transformer attack with a dynamic confidence threshold shows that public ECG records can 

still be linked to identities across heterogeneous sources. The final step extends the system 

boundary from released data to reusable models. In the setting studied in Chapter 7, neither 

raw waveforms nor identity labels need to be disclosed; an adversary instead queries scalar 

scores or latent representations and asks whether a person or cohort participated in pretrain-

ing. The chapter evaluates score-only, learned, and embedding-based membership inference 

attacks across contrastive and masked-reconstruction objectives [138]. Its results reveal het-
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erogeneous, objective-dependent leakage, with particularly substantial participation risk for 

small or institution-specific cohorts. These two chapters show that privacy auditing must 

account for both the ways data are shared and the behavior of the model interfaces through 

which learned representations are deployed.

1.3 Research Questions

This dissertation addresses six research questions:

1. How can context, response history, prediction uncertainty, and reinforcement learning 

be combined to request informative stress labels while limiting user burden?

2. How can transfer learning, federated learning, and differential privacy be integrated to 

support personalized health monitoring under limited and imbalanced user data?

3. Which interpretable ECG features expose demographic and participant identity across 

heterogeneous real-world datasets?

4. How do transformer representations encode identity-related information over long-

duration ECG signals, and which physiological regions drive their decisions?

5. How well can an adversary link anonymized ECG records under partial-knowledge and 

open-set conditions?

6. Do reusable ECG foundation encoders reveal whether an individual or cohort partici-

pated in pretraining through score or embedding interfaces?

Together, these questions connect human-aware data acquisition and privacy-preserving sys-

tem design with adversarial evaluation. They follow the same information as its operational 

role expands: from interactions with the monitored individual, to learning across distributed 
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local records, to the reuse of shared signals and representations, to cross-dataset identity 

linkage, and finally to participation leakage from deployed models.

1.4 Contributions

The principal contributions of this dissertation are:

• A context-aware active reinforcement-learning framework that schedules ecological mo-

mentary assessments using user context and response history, progresses from offline 

label selection to online triggering, and evaluates personalization in everyday stress 

monitoring.

• A differential private federated transfer learning framework that combines public-data 

pretraining, decentralized user adaptation, and protected aggregation for data-scarce 

mental-health monitoring.

• An interpretable, multi-dataset analysis of ECG re-identification that quantifies gen-

der, age-group, and participant identity risks and traces them to clinically meaningful 

PQRST features.

• TransECG, an attention-based transformer framework for studying how long-duration 

ECG representations encode biometric identity beyond handcrafted features.

• A realistic ECG linkage-attack formulation that incorporates partial adversarial knowl-

edge, unknown participants, heterogeneous datasets, and confidence-aware identity 

matching.

• A subject-centric membership-inference audit of self-supervised ECG foundation en-

coders across model objectives, datasets, attacker knowledge, and deployment inter-
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faces.

• A unified account of healthcare intelligence as a lifecycle property, showing that user-

aware adaptation and privacy protection must begin during data acquisition and con-

tinue through learning, sharing, and deployment.

1.5 Dissertation Organization

Chapter 2 presents context-aware, online label acquisition and personalized stress monitor-

ing. Chapter 3 builds on this setting with privacy-preserving adaptive learning from sparse, 

distributed data. Chapter 4 establishes the biometric privacy risk of shared ECG data using 

interpretable models. Chapter 5 examines how transformer models capture and localize iden-

tity information. Chapter 6 converts re-identification capability into a realistic cross-dataset 

linkage attack. Chapter 7 extends the privacy analysis to participation inference against 

reusable ECG foundation encoders. Finally, Chapter 8 synthesizes the findings and outlines 

future directions for adaptive, privacy-aware healthcare AI.
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Chapter 2

Enhancing Performance and User 

Engagement in Everyday Stress 

Monitoring: A Context-Aware Active 

Reinforcement Learning Approach

This chapter is based on material published in ACM Transactions on Computing for 

Healthcare (HEALTH).

2.1 Introduction

As per data from the American Institute of Stress [6], approximately 55% of individuals in the 

United States encounter stress throughout their day. The American population stands as one 

of the most stressed globally, with their current stress levels surpassing the global average by 

20 percentage points. The impact of stress extends to the physical body, cognitive processes, 
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emotions, and behavior [80, 137]. Unaddressed stress can contribute to several health issues, 

including high blood pressure, heart ailments, obesity, and diabetes [80]. Consequently, 

daily life monitoring of stress has garnered significant significance within our society, and the 

advancement of techniques for diagnosing human stress holds paramount importance [3, 4].

The presence of stress within the human body can be diagnosed by analyzing psychophys-

iological signals such as Photoplethysmography (PPG) and Electrocardiogram (ECG) [22,

70, 134]. PPG is a simple optical sensing technique for detecting blood volume alterations 

within peripheral circulation [5, 138]. With the rapid advancements in technology and the 

development of the Internet of Things (IoT) [147, 140, 67, 2], the acquisition of PPG sig-

nals has been greatly facilitated, primarily through the utilization of wearable devices like 

smart rings or smartwatches [20, 135]. Consequently, monitoring stress levels in everyday 

life becomes an attainable endeavor by analyzing the PPG signals garnered from the afore-

mentioned wearable devices. Furthermore, the evolution of mobile apps designed for context 

logging has provided a means to consistently observe and record a user’s contextual data, 

including elements like their location, activities, weather conditions, and other relevant vari-

ables, all in real-time [104]. Prior studies have already demonstrated the significance of this 

contextual information in understanding and identifying stressful experiences encountered 

by individuals [119, 17, 59]. In everyday situations, biosignals vary widely among individuals 

due to physiological and lifestyle differences, as well as the diverse activities one might par-

take in. Additionally, the perception of stress levels differs from person to person, leading to 

biases in the data collected. Therefore, there is a significant need to tailor predictive models 

to each individual across their various activities. These adjustments, which are essential at 

the time of deployment, present both conceptual and technical challenges.

The evolution of stress monitoring in daily settings has seen a significant transformation. 

Originally, stress monitoring was largely confined to controlled environments such as lab-

oratories, which allowed researchers to closely observe and study physiological responses 

10



under stress [49, 118]. Such controlled studies laid the groundwork for understanding stress 

responses in a structured setting. Over time, advancements in technology enabled the tran-

sition to more naturalistic and dynamic environments. This shift paved the way for methods 

like Ecological Momentary Assessments (EMAs) [16]. EMAs revolutionized stress monitor-

ing by allowing real-time data collection about participants’ stress levels throughout their 

day-to-day activities. Using self-reported stress (EMA) as the labeling source, users are 

asked to respond to real-time queries that link the data gathered by sensors to stress labels 

in everyday situations. One of the main challenges is optimally collecting these labels (stress 

levels) from individuals in their daily lives [77]. Frequently triggering EMAs or sending them 

at inappropriate times, such as when a user is busy with work or sleeping, could burden the 

user. This could lead to a significantly lower number of reported labels. Moreover, selecting 

the optimal moments to send the EMAs, especially during instances when an individual is 

experiencing stress, poses a considerable challenge and holds the utmost importance.

To tackle these challenges, in this work, we introduced a contextual variant of active learn-

ing, based on Deep Q-Learning, which incorporates the contextual information pertaining 

to an individual into the decision-making process. In the initial phase of our research, a 

context-aware active reinforcement learning algorithm was utilized in an offline setting [126]. 

This approach was implemented to thoroughly evaluate the effectiveness of our proposed 

method. We demonstrated that the utilization of such an algorithm in a stress detection 

task can lead to a reduction of up to 88% in the required EMAs when compared to a random 

selection approach, and up to 32% when compared to traditional active learning methods. 

Furthermore, we observed that employing such an algorithm can increase the performance of 

stress detection tasks by up to 21% compared to a random selection method, and up to 8% 

when compared to traditional active learning approaches. However, an offline context-aware 

active reinforcement learning algorithm abstains from employing active learning to initiate 

EMAs. However, this approach may still entail user burdens and result in triggering EMAs 

at inappropriate times.
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In this article, an extension of our previous work [126], we improve the proposed algorithm 

for application in an online setting by using active learning to initiate EMAs. In the online 

setting, the algorithm initiates EMAs at different points during the study, guided by con-

textual information about the user. The active learning algorithm analyzes this information 

in real time to determine appropriate moments for requesting stress labels. This adaptive 

approach is designed to reduce query burden while improving label utility. We evaluate the 

offline and online variants in two longitudinal study cohorts collected during different peri-

ods and compare their performance using identical classification algorithms and evaluation 

metrics. The results show higher stress-detection performance for the online cohort and 

motivate the use of context-aware, real-time EMA triggering. Lastly, we employ a person-

alization technique to investigate the effects of personalized customization in enhancing the 

model’s performance.

Novelty Beyond Prior Offline Work. This manuscript extends our prior offline context-

aware active reinforcement learning study [126] in several important directions. First, instead 

of performing label selection only after data collection, we deploy the RL policy online to 

decide whether to trigger an EMA in real time, enabling adaptive label acquisition under 

realistic user constraints (e.g., availability and burden). Second, we integrate real-time con-

textual signals and user response history into the decision loop, which was not supported in 

the offline setting. Third, we conduct a new longitudinal, IRB-approved online study (March 

2022–May 2023) and evaluate the end-to-end system with real-time sensing, transmission, 

and EMA triggering. Finally, we systematically investigate personalization effects in the 

online pipeline, demonstrating how subject-specific fine-tuning improves stress prediction 

robustness in everyday settings.

In summary, the key contributions of this paper are as follows:

• Propose a new form of active learning, utilizing Deep Q-learning, aimed at enhancing 
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interaction with the monitored individual during data collection.

• Develop a sensor-edge-cloud layered system architecture for the acquisition and la-

beling of the data aimed at real-time stress detection. We further demonstrate the 

effectiveness of our proposed system through the utilization of actual real-time data 

and comparing it with an identical offline variant of the algorithm.

• Incorporate the contextual features into the stress detection models for the purpose 

of systematically monitoring the influence of contextual factors within the context of 

stress detection.

• Examine how the performance of our algorithm is enhanced with the inclusion of 

subject-specific data during the training phase in order to explore the influence of 

personalization on stress detection.

• Conduct a two-stage IRB-approved study on 54 individuals across undergraduate 

and graduate student populations over two periods: June 2020 to June 2021 (offline 

method) and March 2022 to May 2023 (online method), generating a total of 132,598 

filtered samples.

This paper is structured as follows: Section 2 offers a comprehensive review of stress assess-

ment methods and associated research, highlighting the importance of personalizing models 

and the crucial role of user behavior and contextual data in real-time labeling. It also empha-

sizes the need to enhance user engagement in everyday settings. Section 3 details the plat-

form developed for data collection and analysis. Section 4 outlines the dataset we gathered 

and our data processing methods. Section 5 introduces our proposed context-aware active 

learning approach, which incorporates user behavior and context into its query mechanism, 

along with temporal data correlations, to enhance query scheduling. Section 6 reports on 

the outcomes of various querying techniques in relation to personalization. Finally, Section 

7 concludes the paper and includes a discussion.
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2.2 Related Work

Stress-related research often delineates its origins from both exogenous factors—such as 

lifestyle, interpersonal relationships, and financial stability—and endogenous factors like in-

dividual psychological constitution and thought processes. These factors act as progenitors 

for negative affective states, including anxiety and fear, and instigate corresponding physio-

logical responses. The physiological aspect of stress, denoted as a stress response, is a series 

of bodily reactions to environmental stimuli or stressors. Within the scientific discourse, the 

construct of stress is categorized into psychological, behavioral, and physiological dimen-

sions. Historically, self-report measures such as the Perceived Stress Scale (PSS), formulated 

by Cohen et al. [32], and the stress inventory by Holmes and Rahe [64], have been the 

standard for gauging stress levels retrospectively.

Nonetheless, the accuracy of survey-based assessments of stress is compromised by measure-

ment biases, including response bias, which reflects the influence of the query’s framing on 

the participant’s responses. Additionally, while some behavioral expressions of stress—like 

facial expressions—are spontaneous, they may also be subject to volitional control, thus 

potentially skewing data accuracy. Consequently, recordings of such behaviors must be crit-

ically examined for systematic errors that may misrepresent the actual stress magnitude.

Given these constraints, and paralleling the evolution of high-precision sensor technology, 

there is an augmented demand for veritable detectors of physiological stress markers. Biosig-

nal attributes of stress episodes are typically involuntary, and such data can be acquired 

through methodologies like electrocardiography (ECG), photoplethysmography (PPG), elec-

tromyography (EMG), skin conductance (SC) or electrodermal activity (EDA), respiratory 

rate (RSP), skin temperature (ST), pupil dilation (PD), and cerebral activity as captured 

by electroencephalography (EEG) [54].

The current methodologies for monitoring stress in daily life utilize EMAs to inquire about 
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participants’ stress levels throughout the day [77]. The task of effectively gathering accurate 

stress level indicators from individuals in the context of their everyday activities presents 

a significant challenge [111]. The over-frequent activation of EMAs or their issuance at 

times that clash with a user’s schedule, such as during work hours or rest periods, can be an 

imposition. This may culminate in a reduced quantity of reported stress labels. Additionally, 

pinpointing the precise moments for sending EMAs, particularly in moments when stress 

levels are elevated, is of paramount significance and presents a notable challenge.

Existing methods in the literature for the deployment of EMAs in daily life stress monitoring 

studies can be categorized into three distinct categories: 1. Random, 2. Time-based, and 3. 

Statistical-based.

Within the random triggering methods, EMAs are dispatched at random intervals through-

out the course of the study. Random sampling is often the preferred approach in situations 

where the research topic’s indicators cannot be reliably ascertained [35]. However, when the 

research topic possesses specific objectives and focus, alternative methods tend to yield more 

favorable outcomes.

Time-based triggering methods involve sending EMAs at fixed pre-defined intervals through-

out the day. The majority of existing research endeavors in daily life stress monitoring in the 

literature employ this algorithm for their label querying system, as documented in previous 

studies [149, 150, 86, 133, 12]. While this algorithm boasts simplicity of implementation and 

uniform coverage of the study period, it imposes a considerable burden on participants due 

to untimely EMA deliveries. Consequently, this may result in an increased prevalence of 

missing data and a reduction in the utility of collected labels.

In the context of statistical-based triggering methods, EMAs are dispatched based on the 

distribution of samples [125]. Under this triggering algorithm, a label is requested for a 

specific sample based on the number of unlabeled samples within its vicinity. Although this 
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policy can effectively mitigate the incidence of undesired EMA deliveries, it may still impose 

a burden on users and lead to missing data, as it fails to consider contextual information 

about users, which is pivotal in determining the optimal times for EMA deployment.

In this study, we propose a context-aware active reinforcement learning approach to effec-

tively trigger EMAs throughout the day.

Initially we conducted an offline study where we employed a statistical-based triggering 

method to send EMAs throughout the day. In this phase, the probability of selecting each 

sample for labeling is proportionate to the quantity of prior unlabeled samples in its prox-

imity. This approach increases the likelihood of requesting a user label for a sample situated 

in a region with a substantial number of unlabeled samples. Upon accumulating a sufficient 

number of labeled samples for each region, the data collection process is terminated. We 

implemented three distinct algorithms offline for optimal label selection in model develop-

ment: 1. Random, 2. Traditional Active Reinforcement Learning, and our novel approach 3. 

Context-Aware Active Reinforcement Learning. Our findings revealed that using a context-

aware active reinforcement learning algorithm in stress detection significantly decreases the 

necessity for EMAs enhances the effectiveness of stress detection over random or traditional 

active learning methodologies. As previously noted, statistical-based triggering algorithm 

may still impose a user burden and result in missing data due to its failure to incorporate 

user contextual information into the label-querying decision-making process.

In the next phase, we propose an online context-aware active reinforcement learning algo-

rithm to utilize RL agent for decision making in real time to further improve the performance. 

This algorithm actively utilizes a context-aware active learning approach in real-time based 

on Deep Q-Learning to determine whether an EMA should be triggered for a given sample. 

By considering real-time contextual information related to each user in the decision-making 

process of whether to trigger an EMA for a specific sample, our approach is poised to sig-

nificantly reduce the user burden associated with untimely EMA deliveries, consequently 
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leading to an increase in the acquisition of high-utility labels. Table 2.1 provides a summary 

of the comparison between our work (offline and online studies) and existing literature on 

this subject.

Table 2.1: Comparison of our study vs existing works
Study Trig-

gering 
Method

EMA Fre-
quency

Real-time 
Analysis

Data-
based 
queries

Context-
based 
queries

Online 
triggering 
method

Yu et al. 
[149]

Time-
based

1.5 hours 
apart, 
10/day

No No No No

Yu et al. 
[150]

Time-
based

1/day No No No No

Mundnich 
et al. [86]

Time-
based

1/day No No No No

Wang et al. 
[133]

Time-
based

Every 
three 
months

No No No No

Battalio et 
al. [12]

Random 
and Time-
based

End of the 
day, varies

Yes Yes No No

Our Offline 
Study

Statistical-
based

A cap 
of seven 
EMAs per 
day

Yes Yes No No

Our 
Online 
Study

Active 
Rein-
forcement 
Learning

A cap 
of seven 
EMAs 
per day

Yes Yes Yes Yes

2.3 Offline Study

Data Flow and Outputs. In the offline study, the system processes PPG signals collected 

from a smartwatch and optionally includes contextual features from the smartphone (e.g., 

screen status, call activity, and time of day). The PPG signals are preprocessed using 

the HeartPy library to extract heart rate variability features, which, along with contextual 

features, serve as inputs to a machine learning classifier (e.g., Random Forest). The output 
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Figure 2.1: System Architecture - Offline Study

is a binary stress label (stressed or not stressed), inferred using supervised learning based on 

user-annotated EMA responses.

In the initial stage of this work, we target to evaluate the effectiveness of our proposed label 

triggering method [126]. The EMAs are dispatched to participants’ phones on a statistical-

based basis. Once data collection was completed, we applied our proposed method of context-

aware active reinforcement learning for the labeling process. Our offline study involved an 

Institutional Review Board (IRB)-sanctioned study on human subjects, during which we 

gathered over 2,629 days of data in everyday environments from college students.

The collected dataset encompasses PPG and motion measurements, including acceleration, 

gyroscope, and gravity readings, and is partially annotated with stress levels, emotional 

states, and physical activities obtained through EMAs delivered at statistically determined 
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intervals.

Our data collection initiative, spanning from June 2020 to June 2021, involved 20 volunteers 

selected from undergraduate and graduate student populations. The demographic break-

down of the participants included 13 male and 7 female students, ranging in age from 19 to 

29 years. During the study, we gathered 109,586 samples over a period of 2,629 days. Par-

ticipants contributed to the study for periods ranging from 11 to 287 days, with an average 

participation duration of 131 days. On average, each subject contributed 5,479 instances to 

the dataset.

2.3.1 Proposed System Architecture

Creating a reliable system to gather real-time physiological and contextual data while using 

active learning from participants is challenging. Wearable devices like smartwatches can be 

affected by motion artifacts, requiring extensive processing for stress detection [110]. Timing 

label requests is crucial to ensure participant engagement and label reliability. Figure 2.1 

depicts our offline proposed three-layer system including a sensor layer for data acquisition, 

an edge layer for data transmission and user interaction, and a cloud layer for data process-

ing and decision-making respectively. This system architecture illustrates the architectural 

composition of our proposed three-layer system, called ZotCare [115].

2.3.2 Sensor layer

This study employs Samsung Galaxy Gear Sport Watches as the designated wearable devices. 

These smartwatches are outfitted with sensors capable of recording PPG (20Hz), accelerom-

eter, and gyroscope (motion) signals [106]. To facilitate the acquisition of these unprocessed 

PPG and motion signals, we have developed a smartwatch application tailored for Samsung 
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Galaxy Gear Sport Watches operating on the Tizen operating system [130]. When the watch 

is connected to a local Wi-Fi network, it efficiently transmits the amassed data to the cloud 

layer. In situations where a local Wi-Fi network is unavailable, the data is transmitted via 

Bluetooth to a synchronized smartphone. The raw signal acquisition program comprises two 

distinct services and a user interface (UI). The initial service manages the periodic delivery 

of sensor data to the cloud, with data transmissions occurring every fifteen minutes and data 

intervals set at two-minute increments.

2.3.3 Edge layer

We employ the AWARE framework [9] to collect contextual data in everyday scenarios. 

AWARE is an open-source mobile tool designed for recording, sharing, and reusing context-

related information on mobile devices. It utilizes the built-in sensors of smartphones to 

capture various aspects of daily life, including battery status, weather conditions, location, 

screen activity, and more. In situations where Wi-Fi connectivity is unavailable, we utilize 

an alternative smartphone application installed on the edge of our network. This application 

collects raw PPG signals and accelerometer data from the sensor layer through Bluetooth 

and subsequently transmits this data to cloud storage. To obtain stress level ratings from 

our study participants, we have developed an additional smartphone application. This appli-

cation employs an EMA approach to request stress level assessments from the participants.

2.3.4 Cloud layer

This layer comprises two distinct modules:

• Data Processing: This module focuses on processing data retrieved from the edge 

layer, with its primary objectives being encryption and the storage of data in the 
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appropriate format on ZotCare servers.

• Statistical-based EMA Triggering: Our label triggering method is consists of two 

phases:

– Initial Stage: To obtain an initial approximation of the sample distribution 

within the sample space, we start the procedure with observation. During the 

first N samples (100 samples in our configuration, equivalent to approximately 25 

hours of wearing the watch), no EMAs are initiated. By the conclusion of this 

phase, an estimation of the sample distribution in the sample space is obtained.

– Query Stage: Subsequent to the initial phase (from N+1 onward), EMAs are 

triggered (labels requested) for a subset of samples. The selection probability 

for labeling each sample is proportionate to the number of preceding samples 

(unlabeled) in its proximity. This approach ensures that samples in regions with 

a substantial number of unlabeled counterparts are more likely to be queried for 

labels. Once a sufficient number of labeled samples are acquired for a particular 

region, the label collection for that region ceases. Nonetheless, the minimum 

probability of triggering an EMA for a sample is set at P = 0.1. Consequently, 

even if a sample is situated in an area with few or no previous samples, the 

probability of a query remains nonzero. This design enables exploration of unseen 

regions as well as regions with higher densities while maintaining a balanced 

approach.

2.3.5 Preprocessing

Following the conclusion of study and data collection, the collected raw PPG signals are 

preprocessed in order to extract relevant features for model building.
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Data Cleaning

The bio-signals from wearable devices, which are inherently noisy, are stored directly in 

the cloud. The goal of this step is to remove clearly erroneous data points. We use the 

motion data to remove noises and artifacts in the bio-signals. In our study, we primarily 

focus on refining PPG signals and heart-rate data. For PPG signals, we utilize a bandpass 

Butterworth filter with cutoff frequencies between 0.7 Hz and 3.5 Hz. To ensure consistency, 

the filter is of the third order, and we adopt a sampling rate of 20 Hz, which aligns with our 

data collection parameters. Additionally, we implement a moving average over a 1-second 

window to smoothen the PPG data, mitigating artifacts commonly induced by body gestures 

and movements in daily environments.

Data Normalization

Normalization is indispensable when aiming to minimize variances specific to individual 

participants and countering the repercussions of subpar bio-signal samples. A standout 

method in this context, particularly in statistical analyses and machine learning, is the min-

max normalization. This technique scales feature values consistently within a predetermined 

range, commonly [0, 1]. By doing so, it ensures the inherent structure of the data remains 

intact, which becomes crucial for algorithms that might be affected by the magnitude of 

the features. For our PPG bio-signals, we’ve employed the min-max normalization as our 

primary estimator to ensure that each feature aligns appropriately within a range dictated 

by the training set.
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Feature Extraction

In our investigation, a feature extraction module was employed to analyze PPG data in 2-

minute intervals. This facilitated the identification of PPG peaks and the derivation of key 

metrics such as heart rate. Utilizing the HeartPy library [128] for comprehensive PPG signal 

processing, we extracted 12 features from both electrical activations and pressure waveforms 

in the dataset. The extracted PPG features are presented in Table 2.3.

2.3.6 Context-aware Active Reinforcement Learning Algorithm

Our study utilizes the Context-aware Active Reinforcement Learning algorithm to label 

the collected data in our offline study. In this section, we provide a detailed explanation 

of this method and compare it with the random selection method and traditional active 

reinforcement learning methods for label querying.

In traditional supervised learning, the entire labeled dataset was utilized for training [74]. 

However, within our personalized data collection approach, we accumulated labeled data 

from diverse sources over time. To leverage this, we iteratively queried our users for new 

annotations. Commencing with a subset of labeled data, we employed a query mechanism 

to identify the most informative unlabeled instances with the assistance of human experts.

Active learning played a pivotal role in this process, strategically selecting data samples for 

labeling to enhance model accuracy while minimizing data usage. Strategies encompassed 

uncertainty sampling (opting for ambiguous data) and diversity sampling (choosing unique 

and indicative data). Nevertheless, real-world queries incurred costs, necessitating a delicate 

balance between query expenses and model improvement.

In our scenario, we encountered distinctive challenges. User behavior influenced data quality 

and availability, contingent on factors such as activity, time, query frequency, and phone 
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interaction. A lack of response resulted in the denial of labeling and delayed responses, 

diminishing data quality alignment. Consequently, our active learning approach needed to 

consider not only data quality but also future label accessibility. We proposed the use of Deep 

Q-Learning, where an agent modeled user behavior to ensure sustained user engagement.

Deep Q-learning

Why DQN? We adopt DQN rather than simpler heuristics or contextual bandits because 

EMA triggering is inherently sequential and exhibits delayed effects. Issuing an EMA at 

an inconvenient moment may reduce the participant’s future responsiveness, while spacing 

queries appropriately can improve long-term engagement and label yield. Such long-horizon 

trade-offs are naturally modeled as a Markov Decision Process (MDP), where the optimal 

policy depends not only on the current stress uncertainty but also on temporal context (e.g., 

time of day and time since last query) and user-specific response dynamics. Contextual 

bandits optimize myopic reward without modeling state transitions, and rule-based heuris-

tics require hand-crafted schedules that do not generalize well across participants or daily 

routines. DQN provides a principled framework to learn an adaptive policy that balances 

label utility and user burden over time.

Deep Q-Learning (DQN) [62] is a model-free reinforcement-learning method that can learn 

online from off-policy experience. At its core, DQN seeks to estimate the action-value func-

tion, denoted as 𝑄(𝑠, 𝑎), which predicts the expected return after taking an action 𝑎 in state 

𝑠. The Bellman equation, which is fundamental to Q-learning, is given by:

𝑄(𝑠, 𝑎) = 𝑟 + 𝛾 max
𝑎′

𝑄(𝑠′, 𝑎′) (2.1)

Where 𝑟 is the immediate reward, 𝛾 is the discount factor, and 𝑠′ is the subsequent state 

after taking action 𝑎 in state 𝑠. The primary distinction between traditional Q-learning 
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and DQN is the utilization of deep neural networks to approximate the Q-values. This is 

paramount for tasks with large state spaces. The loss ℒ during training is defined as:

ℒ(𝜃) = 𝔼(𝑠,𝑎,𝑟,𝑠′)∼𝑈(𝐷) [(𝑟 + 𝛾 max
𝑎′

𝑄(𝑠′, 𝑎′; 𝜃−) − 𝑄(𝑠, 𝑎; 𝜃))
2
] (2.2)

Where 𝐷 is the replay buffer, 𝑈(𝐷) is a uniform random sample from 𝐷, 𝜃 are the network 

parameters, and 𝜃− are the target network parameters.

In the following part, we will elaborate the detailed definitions in our DQN.

State Representation

The state vector, denoted by 𝑠, encodes crucial information leading to decision-making. 

The intention is to refine and personalize the stress detector to optimize accuracy while 

minimizing user queries. The state comprises:

• Uncertainty Factor: Originating from the raw output of a pre-trained classifier. 

This factor measures the distance from the decision boundary, effectively quantifying 

the confidence of the prediction.

• Time-aware Response Rate: This accounts for the time of the day (in hourly 

intervals) and embodies the user’s responsiveness across different hours.

• Time since Last Query: To enhance user experience and prevent excessive querying 

in short time frames.

• Time of Day: Represents the current hour and is used to model potential variations 

in stress levels throughout the day.
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Reward Formulation

The reward function integrates components from the ‘n_state‘ vector for holistic decision-

making. It is formulated as:

𝑟0 = 1
1 + 𝑒−𝛼0(𝑛state[0]−0.5) (2.3)

𝑟1 = reward_F(𝑛state[1]) (2.4)

𝑟2 = 1
1 + 𝑒−𝛼2(𝑛state[2]−0.5) (2.5)

Here, 𝛼0 and 𝛼2 are hyperparameters controlling the slope of the sigmoid functions, tuned 

empirically during training to balance responsiveness and stability of the reward signals.

The overall reward function, 𝑅, based on the action taken, is:

𝑅(action) =
{





reward_p if action is True

3 − reward_p if action is False
(2.6)

Q-Network Design

The Q-network constitutes the backbone of our framework. The structure and features are 

enumerated below:

• The core is a densely connected neural network geared towards estimating Q-values.

• Input: The network takes in 4 nodes, matching the count of state variables.

• Hidden Layers: The architecture consists of variable hidden layers, as specified by the 

26



list ℎ. In the provided example, four hidden layers are employed with 5, 9, 7, and 

5 nodes, respectively. Each of these nodes uses the ReLU activation function and 

incorporates both 𝑙1 and 𝑙2 kernel regularizers, with the 𝑙2 regularization strength set 

at 1𝑒−2.

• Output: The network furnishes 2 output nodes, indicative of the duo of feasible actions, 

with a linear activation function.

Additionally, in our experiments, the agent employed an 𝜖-greedy policy accompanied by a 

linear annealing schedule for its exploration factor. This strategy ensures a gradual transition 

from exploration to exploitation during the learning process, thereby enhancing convergence 

and robustness in diverse environments. For our implementation, we leveraged the Keras-RL 

library [96]. To elucidate, the 𝜖-greedy policy in reinforcement learning can be characterized 

as follows:

𝜋(𝑎|𝑠) =
{





𝜖 + 1−𝜖
|𝐴| if 𝑎 = argmax𝑎′∈𝐴𝑄(𝑠, 𝑎′)

1−𝜖
|𝐴| otherwise

(2.7)

Where:

• 𝜋(𝑎|𝑠) is the probability of taking action 𝑎 in state 𝑠.

• 𝜖 is the exploration probability.

• 𝐴 is the set of possible actions.

• 𝑄(𝑠, 𝑎′) is the estimated value of taking action 𝑎′ in state 𝑠.

For our experiment, we employed a sequential memory architecture with a capacity limited 

to 50,000 instances and a window length set at one. The DQN agent was initialized with 

27



parameters set as follows: a discount factor 𝛾 at 0.95, a warm-up phase consisting of 100 

steps, and a learning rate of 1𝑒−2 for the target model update. Optimization was carried 

out using the Adam optimizer, and the performance was gauged using the Mean Absolute 

Error (MAE) metric.

Policy Strategy

The decision strategy, symbolized by 𝜋𝜃(𝑠, 𝑎), selects the action that corresponds to the 

optimum Q-value for a specified state 𝑠. To guarantee a complete traversal of the state 

space:

• On an estimated 5% of occasions, a query is initiated randomly. This procedure 

considers the potentially undiscovered areas within the state space.

• Following every 𝐾 = 100 occasions, which ideally occurs once in a 24-hour span, 

the user’s response frequency metrics are re-calibrated according to their interaction 

patterns. This adjustment acknowledges individual variability and revitalizes the query 

selection methodology tailored for each user.

• The stress detection module undergoes periodic retraining. This process assimilates 

the most recent subjectively labeled information, amalgamated with the prior objective 

data procured from diverse subjects.

2.4 Online Study

Data Flow and Output. In the online deployment, real-time contextual features and user 

response history are used as inputs to an RL agent that decides whether to trigger an EMA 

at each decision interval. If triggered, the EMA collects a binary stress label from the user. 
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Recent PPG and context features are processed by the cloud-based stress-detection pipeline, 

while newly collected labels support scheduled personalization updates. The system outputs 

(1) EMA trigger decisions and (2) real-time stress predictions.  We note that “online” in 

this work refers to real-time system deployment and decision making for EMA triggering, 

rather than continuous online model adaptation or streaming parameter updates.

In our online study, we use the same context-aware active-learning DQN (context-aware AL-

DQN) examined offline. We evaluate it in a real-time setting where user responses inform 

the agent’s decisions. By choosing when to request labels, this approach is designed to 

reduce unnecessary queries and improve stress-detection performance relative to the offline 

approach.

We assessed data from a cohort of 34 individuals. The study spanned from March 2022 

to May 2023. Participants ranged in age from 19 to 29 years. After filtering anomalous 

and noisy records, we retained 23,012 samples collected over 420 participant-days, with an 

average of 676 samples per participant. The study protocol was approved by the responsible 

Institutional Review Board.

2.4.1 Proposed System Architecture

The proposed system architecture is illustrated in Figure 2.2. Consistent with our offline 

study, we maintain a three-layer system, denoted as ZotCare. A comparison with the ar-

chitecture presented in Figure 2.1 reveals that, although the sensor layer and the edge layer 

remain unchanged, substantial modifications are implemented in the cloud layer. These alter-

ations are undertaken to render the system conducive to real-time label querying through the 

utilization of our proposed context-aware active reinforcement learning algorithm explained 

in 2.3.6.
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Figure 2.2: System Architecture - Online Study

The cloud layer comprises four modules that replace the statistical triggering method with 

the proposed context-aware triggering algorithm.

• PPG Signal Preprocessing and Feature Extraction: To effectively identify moments 

conducive to experiencing stress, we continuously monitor participants’ stress levels 

in real time using PPG signals from their watches. However, to make these signals 

suitable for stress prediction, several preprocessing steps are required. This module is 

dedicated to preparing the PPG signals for stress detection. More details can be found 

in Section 2.4.2.

• Stress Detection: We utilize the data from our previous study [126] to construct our 
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stress detection module. The features extracted from the PPG signals are input into 

this module for stress detection. The level of certainty regarding stress is then for-

warded to the context-aware active reinforcement learning module to aid in identifying 

stressful moments.

• Context Recognition: Within this module, we extract contextual information pertain-

ing to each user, which is subsequently provided to our active learning module for 

decision-making purposes. This includes factors such as the time elapsed since the last 

query, the time of day, and the time-aware response rate. The time-aware response rate 

considers the user’s responsiveness within the current hour based on their historical 

activity.

• Context-Aware Active Reinforcement Learning: The primary objective of this module 

is to determine whether it is appropriate to trigger an EMA at any given moment. 

Stress certainty, time elapsed since the last query, time of day, and time-aware response 

rate are all input into this module to inform the decision-making process. If an EMA 

needs to be triggered, a notification is dispatched to the user’s mobile device on the 

edge layer, prompting them to rate their current stress level. In the following section, 

we will delve deeper into the training process of the active reinforcement learning agent.

2.4.2 Preprocessing

PPG signals, contextual AWARE data, and user-reported stress levels are collected from the 

cloud for stress model construction. However, raw cloud-stored PPG and AWARE data need 

preprocessing before building the model. This section explains our data preparation steps.
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Data Cleaning and Normalization

This study employs the same modules for data cleaning and normalization as discussed in 

the offline study section (see Section 2.3.5).

Feature Extraction

• PPG Features: This module was discussed in Section 2.3.5; Table 2.3 lists the extracted 

PPG features.

• Contextual Features: The raw contextual information obtained from AWARE is not 

ready for building the stress detection models. We transform both categorical and 

numerical raw features into solely numerical features. We show the features extracted 

from raw AWARE data in Table 2.2.

Table 2.2: AWARE Features
 Feature  Definition
 Call  Call duration, type, and count
 Notification  APP source and count
 Screen & Touch  User screen interactions
 Battery  Battery charge duration and level
 Message  Message type and count
 Time  Time of the day (24-hour format)
 Location  Longitude, latitude, altitude

Data Labeling

The EMA protocol is configured to prompt participants up to seven times per day to report 

their perceived stress on a five-point scale: (1) not at all, (2) a little bit, (3) some, (4) a 

lot, and (5) extremely. Each EMA response is timestamped and stored in the cloud for 

subsequent alignment with sensor data.
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Table 2.3: PPG Features
 Feature Definition
 BPM Heart beats per minute
 IBI Inter-Beat Interval, the average time interval between two successive heartbeats 

(NN intervals)
 SDNN Standard deviation of NN intervals
 SDSD Standard deviation of successive differences between adjacent NNs
 RMSSD Root mean square of successive differences between the adjacent NNs
 PNN20 The proportion of successive NNs greater than 20ms
 PNN50 The proportion of successive NNs greater than 50ms
 HR_mad Median absolute deviation of NN intervals
 SD1 and SD2 Standard deviations of the corresponding Poincare plot
 S Area of ellipse described by SD1 and SD2
 BR The number of breaths per minute (breathing rate)

Physiological data, including raw PPG signals, is collected in 2-minute windows every 15 

minutes. This periodic schedule balances energy efficiency with sufficient physiological reso-

lution. After each collection, sensor-derived features and contextual indicators (e.g., screen 

activity, call frequency) are uploaded to the cloud on the same 15-minute cycle.

To assign stress labels to each 15-minute interval of sensor data, we implemented a nearest-

neighbor alignment strategy: each interval is labeled based on the closest subsequent EMA 

response provided by the participant. This approach allows for temporally relevant labeling 

while preserving the naturalistic conditions of the study. Although this introduces a minor 

delay between data collection and labeling, it reflects the realistic constraints of real-world 

deployments and follows practices established in prior ubiquitous sensing research [86]. The 

resulting distribution of stress labels is illustrated in Figure 2.3.

Following common practice in everyday stress monitoring, we additionally report binary 

stress detection results by mapping EMA ratings of “a lot” and “extremely” to stressed and 

the remaining ratings to not stressed. This binarization mitigates sparsity at the highest 

stress levels and reduces subjectivity between adjacent categories, enabling more stable learn-

ing and evaluation. We acknowledge that the 15-minute alignment may introduce temporal 
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Figure 2.3: Distribution of Stress Labels

smoothing (e.g., if stress changes rapidly within the window); however, this design reflects 

realistic deployment constraints and prioritizes consistent, low-burden sensing and labeling.

2.5 Evaluation and Results

In this section, we present a comprehensive evaluation of our proposed context-aware active 

reinforcement learning approach, organized into two main parts: the offline study and the 

online study. This clear separation enables a more coherent understanding of each phase of 

the experiment, respective methods, and findings.
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2.5.1 Offline Study: Evaluation and Results

Offline Model Pre-training and Setup

We initiated the pre-training of the stress detector, which was subsequently utilized to derive 

the state and reward in constructing the active learning framework. A random forest classifier 

with n = 500 estimators (number of trees) and max depth = 5 for each tree was employed. 

Participants were requested to assess their stress levels on a five-point scale: (1) not at all, 

(2) a little bit, (3) some, (4) a lot, and (5) extremely. We translated the stress labels into 

two categories: a lot and extremely as 1 (stressed), and the remaining three labels as 0 (not 

stressed).  This binary formulation is consistent with prior ubiquitous stress monitoring work 

and helps reduce ambiguity across adjacent EMA categories while addressing imbalance in 

high-stress labels.

We conducted training for the model using labeled data from 14 different subjects, reserv-

ing one subject for personalization. The newly trained model on this subject exhibited a 

recall value of recall = 0.238 for the minority class (class stressed). The Q-learning agent 

underwent pre-training with an offline sequential objective dataset. Upon completing a se-

quence (referred to as one episode), we restarted from the beginning until reaching the total 

number of steps. The model underwent training for K=200,000 steps. The total reward 

achieved during the episodes reached a saturation point before this stage, indicating the 

model’s convergence.

Training Modes of the Agent

The agent underwent training in two distinct modes. Initially, we employed a ”traditional” 

approach, where the agent’s attention was solely on the state and reward associated with 

the classifier’s raw output. The agent received significant rewards for executing the ’submit 
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query’ action for instances within the classifier’s uncertainty region, while being rewarded for 

the ’do not submit query’ action for other instances. In this mode, the agent operated with-

out capturing contextual information and functioned akin to a conventional active learning 

selection policy.

Subsequently, a modification was introduced by incorporating contextual information into 

the reward function, as previously described. High rewards were assigned for the ’submit 

query’ action for instances not only within the uncertainty region but also from a time 

interval when the user demonstrated increased responsiveness. Moreover, instances not in a 

short time distance from the preceding ’select’ action were considered. For other instances, 

the agent received rewards for executing the ’do not submit query’ action.

Query Efficiency Analysis

We conducted an analysis on the quantity of queries needed to achieve a particular level of 

personalization. The experiment was repeated N = 100 times to mitigate the influence of 

random selection. The average number of instances is presented in Figure 2.4. Notably, a 

substantial disparity exists between random selection and DQN agents, with the context-

aware agent demonstrating the capability to attain high performance with a significantly 

lower number of queries. Specifically, the context-aware selection policy reduces the required 

queries by up to 88%, in contrast to the random selection method. While the number of 

necessary labels remains consistent for the two DQN agents throughout the analysis (as 

expected), the context-aware agent manages to reduce the required queries by up to 32%. 

These findings, derived from a subject with a higher number of labels, exhibit similar trends 

when extended to data from other subjects.
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Figure 2.4: Number of queries needed to reach a certain performance level during personal-
ization.

Personalization across Selection Policies

We examined the effectiveness of two agents and a random selection policy in achieving the 

primary objective of personalizing the classifier, and the findings are illustrated in Figure 2.5. 

The number of instances selected for querying remained consistent across each step for all 

selection methods. However, a subset of these selected instances stayed unlabeled, resulting 

in different quantities of instances available for personalization depending on the selection 

policies. Aside from this, the selected instances had varying impacts on personalization 

under different policies, comparing random selection to the other two methods.

From a single subject, we obtained a total of 12,700 instances, with 922 labeled. We reserved 

230 labeled instances (from the end of the sequence) as test data from one subject, leaving 

the remainder for training (25% - 75%). The process started without any personalization, 

gradually progressing through partially labeled subjective data. A subset of this data was 

chosen for querying, and a part of the selected data was labeled, with the labeled data being 

utilized for personalization. At each step, the context-aware agent selected fewer instances 

than the non-context-aware agent. To ensure a fair comparison, we randomly down-sampled 

the number of queries from the larger group. Additionally, for random selection, we randomly 
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Figure 2.5: Personalization Recall in Previous Work

picked a number of partially labeled samples equivalent to the number of queries from the 

agents. To mitigate the impact of random selection, at each step, we selected instances 

and personalized the models N = 100 times. Figure 2.5 displays the mean and standard 

deviation of recall (True Positive Rate) for the stressed class on test data for the three 

selection methods.

Qualitative Summary

Instances that are selected by the random agent do not improve the performance signifi-

cantly since they include samples from the entire region of the input space of the classifier, 

including samples whose class is ‘trivial’ to be extracted. Instances that are selected by 

a non-contextual active learning method (blue curve) increase the performance. However, 

with an equal number of queries, the best result is achieved when the agent is context aware 

(green curve), since it results in a higher number of impactful instances which also have a 

higher chance to receive the label.
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2.5.2 Online Study: Evaluation and Results

We now present the evaluation results of the online context-aware active learning method. 

This complements the findings from the offline study and provides further insight into real-

time stress detection performance.

In order to conduct a comprehensive comparison between our online context-aware active 

learning method for stress detection and previously offline variant, we have deliberately 

employed identical classification algorithms for both studies.

Three distinct classification techniques have been used: Support Vector Machines (SVM) 

[61], Random Forest [14], and XGBoost [24]. SVM finds a hyperplane in high-dimensional 

space to separate data classes. Random Forest uses multiple decision tree classifiers on 

dataset subsets, improving predictive accuracy while avoiding overfitting. Additionally, XG-

Boost is employed, providing an effective gradient-boosted trees implementation.

The utilization of these diverse classification techniques enables a comprehensive and robust 

evaluation of our proposed stress detection algorithm.

Our stress detection models are classified into two categories: single-modal and multi-modal 

algorithms. Within the single-modal algorithm, solely the PPG signal is employed for con-

structing the stress detection models. On the other hand, the multi-modal algorithm utilizes 

both the PPG signal and contextual information (AWARE data) in the development of the 

proposed models.

Experiment Detail

We use 5-fold stratified cross-validation to ensure a fair and robust evaluation across partic-

ipants and to mitigate overfitting under class imbalance. K-fold cross-validation splits the 
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data into multiple subsets for training and testing. It helps assess model robustness across 

data partitions and makes fuller use of the available data. Averaging results across folds 

provides a stable basis for model comparison and hyperparameter selection.

Evaluation Metrics

To evaluate our stress monitoring system, we use three key metrics: F1-score, precision, and 

recall. The F1-score assesses binary categorization test accuracy, calculated from precision 

and recall, where precision measures correctly identified ”true positive” results and recall 

identifies all ”true positive” results. F1-score is a weighted average of precision and recall, 

important for binary classification tests.

Classification Performance Results

Table 2.4 presents a comprehensive performance analysis of our novel stress detection algo-

rithm, incorporating an online context-aware active learning approach, compared with the 

offline variant.

The online cohort has higher values than the offline cohort across the reported metrics. For 

Random Forest, F1 increases by 0.11, from 0.21 to 0.32. Because the cohorts were collected 

during different periods and include different participants, this comparison does not isolate 

the causal effect of online triggering; it provides evidence that motivates further controlled 

evaluation.

This outcome also underscores the considerable advantage of incorporating contextual aware-

ness into our model, resulting in significant enhancements across various classification metrics 

and reaffirming the pivotal role of context in stress detection tasks.
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Table 2.4: Classification performance results (mean ± SD) across participants using 5-fold 
cross-validation.
Active learning 
method

Data Model  F1 (mean ± SD)  Precision  Recall

Offline 
Context-Aware

PPG Random Forest  0.21 ± 0.02  0.27  0.17

Offline 
Context-Aware

PPG XGBoost  0.31 ± 0.03  0.35  0.27

Offline 
Context-Aware

PPG SVM  0.41 ± 0.03  0.32  0.58

Online 
Context-Aware

PPG Random Forest  0.32 ± 0.03  0.43  0.25

Online 
Context-Aware

PPG XGBoost  0.39 ± 0.03  0.43  0.35

Online 
Context-Aware

PPG SVM  0.50 ± 0.03  0.41  0.64

Online 
Context-Aware

PPG + 
Context

Random Forest  0.36 ± 0.02  0.49  0.28

Online 
Context-Aware

PPG + 
Context

XGBoost  0.40 ± 0.02  0.45  0.36

Online 
Context-Aware

PPG + 
Context

SVM  0.52 ± 0.03  0.45  0.61

2.5.3 Personalization Performance

Leveraging the unique physiological and behavioral variations in individuals can significantly 

enhance the efficacy of generic models. Inspired by the potential advantages of individualized 

prediction models, we hypothesize that personalizing reinforcement learning models might 

similarly elevate data quality. To validate this premise, we initially trained a generalized 

representation model using the aggregated training data from all users. Subsequently, we 

fine-tuned this model for each user individually, aiming to discern potential enhancements 

in prediction accuracy. Our evaluation centered on contrasting these generalized and per-

sonalized models to elucidate the tangible benefits of our individual-based personalization 

strategy in data collection.
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Experiment Detail

To evaluate the effect of personalization in our data-collection mechanism, we implemented 

a temporal train-test splitting strategy. The dataset comprises data from multiple users. We 

adopted a leave-one-subject-out cross-validation scheme in which the held-out user’s data 

are divided temporally into two parts. The initial half is used for model personalization, 

while the latter half is reserved for testing.

Two distinct models were constructed for comparative assessment:

• Plain Model: This model is trained using the entire dataset except for the data of 

the user currently under consideration. For testing and evaluation, the latter half of 

this user’s data is employed.

• Personalized Model: This model, on the other hand, is trained using the complete 

dataset (excluding the data of the current user) combined with the initial half of the 

current user’s data. Again, the latter half of the user’s data is utilized for testing.

Comparing these two models helps us gauge the effectiveness of our personalization strategy. 

By contrasting their performance, we can see how incorporating user-specific data for training 

improves accuracy significantly compared to using a generic global dataset.

Personalization Performance Results

Table 2.5 and Figure 2.6 compare the personalized and non-personalized stress-detection 

models. The ROC curves show the relationship between the true-positive and false-positive 

rates across decision thresholds, while the area under the curve (AUC) summarizes discrim-

ination performance. Personalization improves the AUC for all three classifiers; the largest 

increase is 0.10 for XGBoost, from 0.47 to 0.57.
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Figure 2.6: Personalization ROC Curves

Table 2.5: Personalization Results
 Training method  Model  F1  Precision  Recall

 Not Personalized  Random Forest  0.60  0.55  0.64
 Not Personalized  XGBoost  0.60  0.54  0.68
 Not Personalized  SVM  0.62  0.59  0.66

 Personalized  Random Forest  0.64  0.61  0.66
 Personalized  XGBoost  0.66  0.61  0.71
 Personalized  SVM  0.65  0.66  0.65

2.5.4 Comparative Evaluation with Baseline Models

To evaluate the effectiveness of our proposed context-aware RL-based stress-monitoring 

framework, we conducted comparative experiments with traditional machine-learning and 

deep-learning baselines. These evaluations were performed separately for the offline and 

online datasets using binary stress labels.

We implemented three classical models—Random Forest, XGBoost, and SVM—which have 

been extensively used in prior physiological stress detection studies [55]. To explore the 

contribution of feature selection, each model was evaluated using both the full set of fea-

tures and a subset of HRV-only features (e.g., RMSSD, SDNN, pNN20, pNN50, SD1, SD2, 

SD1/SD2), which are standard metrics of autonomic nervous system activity [124, 105].
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Table 2.6: Performance comparison for binary stress detection (Offline setting) using classical 
and deep learning models. Only full-feature models are shown.

 Model  F1  Accuracy  Precision  Recall
 Random Forest (All)  0.53  0.63  0.57  0.50
 MLP (All)  0.54  0.64  0.46  0.66
 CNN (All)  0.45  0.61  0.42  0.48

Table 2.7: Performance comparison for binary stress detection (Online setting) using classical 
and deep learning models. All-feature models outperform HRV-only models.

 Model  F1  Accuracy  Precision  Recall
 Random Forest (All)  0.64  0.70  0.67  0.61
 Random Forest (HRV)  0.43  0.58  0.40  0.47
 MLP (All)  0.66  0.72  0.63  0.68
 MLP (HRV)  0.47  0.60  0.42  0.53
 CNN (All)  0.61  0.67  0.59  0.63
 CNN (HRV)  0.46  0.55  0.39  0.54

Additionally, we implemented two neural network architectures to capture nonlinear pat-

terns: a multilayer perceptron (MLP) with two hidden layers and ReLU activations, and a 

one-dimensional convolutional neural network (CNN) with a convolutional layer, max pool-

ing, and a dense output. These have been applied in prior wearable emotion and stress 

recognition research [109, 116].

All models were evaluated using 5-fold stratified cross-validation. We addressed class imbal-

ance using SMOTE and report results in terms of F1 score, accuracy, precision, and recall. 

Tables 2.6 and 2.7 present the performance of all baselines for the offline and online datasets, 

respectively.

2.5.5 Ablation Study on System Components

To better understand the contribution of each system component, we perform an ablation 

study by incrementally adding modules to a base configuration and reporting the resulting 

F1, precision, and recall, as shown in Table 2.8. For consistency, all results are based on a 
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Table 2.8: Incremental evaluation of measured online stress-monitoring configurations using 
a Random Forest classifier. The final row reports the complete system and does not isolate 
the effects of RL triggering and personalization.

 System Configuration  F1  Precision  Recall

 PPG-only + Offline Inference  0.21  0.27  0.17
 + Context Features  0.32  0.43  0.25
 + Online Inference  0.36  0.49  0.28
 + Random EMA Triggering  0.47  0.52  0.39
 Full System (RL + Personalization)  0.64  0.61  0.66

Random Forest classifier. We start with a baseline that uses only PPG features and performs 

offline inference with fixed query timing. This minimal configuration yields an F1 score of 

0.21, indicating limited performance due to the lack of contextual signals and real-time 

adaptation.

Adding contextual features such as screen activity, message count, and time of day improves 

the F1 score to 0.32. Transitioning to an online inference setup increases the F1 score to 

0.36. A random triggering policy reaches an F1 score of 0.47. The complete system, which 

combines RL-based triggering and personalization, achieves an F1 score of 0.64, precision 

of 0.61, and recall of 0.66. Because the experiment did not evaluate RL-based triggering 

without personalization, the separate causal contributions of these two components cannot 

be estimated from these results.

Overall, the measured configurations show cumulative gains as context integration and online 

inference are added. The comparison supports the complete system but does not by itself 

isolate every component’s contribution.
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2.5.6 Energy and Transmission Overhead Analysis

We estimate the sensing and transmission overhead of a hypothetical high-frequency base-

line that collects a 2-minute PPG window every 5 minutes. This baseline is distinct from 

the deployed study schedule, which collects a 2-minute window every 15 minutes. Because 

hardware-level energy measurements were not performed, the estimates use published spec-

ifications for representative commercial-grade sensors and communication protocols.

Sensing Energy. We model PPG sensing energy consumption using the MAX30101 optical 

sensor, which draws approximately 5.5 mW during active operation and 3.5 𝜇W in standby 

mode [97, 78]. Under the hypothetical 5-minute baseline and a 24-hour window, the esti-

mated daily sensing energy is 190.26 J.

Table 2.9: Estimated Daily Energy Consumption for Baseline Method
 Component  Baseline (Continuous Sensing)

 PPG Sensing Energy
 (5.5mW active mode)  190.26 J

 BLE Transmission Energy
 (1Mbps BLE 5)  415.38mJ

Transmission Energy. Data transmission is modeled based on Bluetooth Low Energy 

(BLE 5.0) using parameters from Silicon Labs documentation [76]. Assuming a data rate of 

1 Mbps, a power draw of 18.78 mW during active transmission, and a sampling rate of 20 Hz 

with 4-byte float values, the estimated total transmission energy for the baseline method is 

415.38 mJ per day.

We do not report measured energy consumption for the deployed method because direct 

runtime measurements were not performed. Its lower sampling frequency implies fewer 

sensing and transmission events than the hypothetical baseline, but the resulting energy 

savings should be verified through device-level measurement.
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2.6 Discussion

This study presents a context-aware RL framework for optimizing the timing of EMAs in 

stress monitoring applications. While our results demonstrate improvements in user engage-

ment, sensing efficiency, and classification performance, there are several limitations and 

broader implications that warrant discussion.

2.6.1 System Limitations and Real-World Generalizability

During online deployment, the core stress detection model and reinforcement learning policy 

parameters remain fixed for a given period and are updated only through scheduled retraining 

using newly collected labeled data. Continuous online parameter tuning was not performed, 

as the study prioritizes deployment stability and participant safety in a long-term human-

subject setting.  Our implementation is currently limited to a controlled environment using 

a Samsung Galaxy Active 2 smartwatch and a paired Android smartphone. The sensing 

frequency, communication interval, and available contextual data are specific to this device 

setup. While this serves as a valuable proof of concept, real-world deployments will require 

adaptation to heterogeneous hardware, including wearables with different sampling rates, 

operating systems, and communication protocols. We discuss these limitations explicitly 

and outline potential solutions, such as device-specific policy fine-tuning and adaptive feature 

scaling, for future deployments.

Additionally, our participant pool primarily consisted of undergraduate and graduate stu-

dents. While this cohort provides a meaningful testbed for feasibility, it limits the general-

izability of our findings. Stress patterns and engagement behaviors may vary significantly 

across demographics, including older adults, professionals, and clinical populations. To im-

prove ecological validity, future work will expand data collection to include more diverse 
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cohorts and stress-inducing environments beyond academic life.  Deploying the system in 

an online setting introduced practical challenges not present in offline evaluation, including 

real-time data transmission, intermittent connectivity, delayed or missing user responses, 

sensor noise, error handling, and the need to balance EMA frequency with sustained partic-

ipant engagement. Evaluating the proposed approach under these realistic constraints is a 

primary motivation of the online study.

2.6.2 Privacy Considerations

Wearable health systems process sensitive physiological and contextual data, making pri-

vacy protection essential. In the deployed architecture, raw sensor and contextual data are 

transmitted from the paired devices to ZotCare cloud services for processing and storage. 

The system therefore requires secure transmission, access control, and storage practices con-

sistent with the approved study protocol. Future implementations could reduce exposure 

through on-device feature extraction or inference and could incorporate federated learning 

and differential privacy.

Building upon this work, our recent study [141] demonstrates a differentially private federated 

transfer learning framework for stress detection, which provides robust privacy guarantees 

while maintaining model performance. We envision incorporating similar techniques into 

future versions of our system to address data privacy and security concerns at scale.

2.6.3 Reward Function Design and Policy Interpretability

The reinforcement learning policy that drives EMA triggering was trained using a reward 

function that balances sensing cost with anticipated label utility. The coefficients in this func-

tion were derived through empirical hyperparameter tuning. The mathematical formulation 
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reports these values to support transparency and reproducibility. In future work, automated 

reward-tuning methods, such as meta-optimization or inverse reinforcement learning, could 

reduce heuristic bias and enhance policy interpretability.

2.6.4 User-Centered Evaluation and Engagement

This study evaluates engagement indirectly through query efficiency and the availability of 

usable EMA labels. It does not include qualitative assessments of participant experience, 

and user perceptions of prompt timing, burden, and trust remain unmeasured. Future 

studies should incorporate diary studies, interviews, and usability metrics to evaluate these 

dimensions directly and guide refinement of the triggering strategy and user-facing interfaces.

2.6.5 Stress Modeling: Binary vs. Continuous

Our experiments adopt binary stress classification, in line with common practices in stress-

monitoring literature. However, stress is inherently multidimensional and continuous, and 

binarization discards distinctions among adjacent self-reported levels. Evaluating multi-

class, ordinal, or continuous stress models remains an important direction for future work, 

particularly for personalized wellness applications.

2.6.6 Statistical Reliability and Class Imbalance

All reported performance metrics are based on stratified 5-fold cross-validation, and standard 

deviations of F1 scores across participants reflect variability. This reporting improves the 

robustness and interpretability of the evaluation.

Class imbalance is expected in real world health data because participants experience fewer 
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high stress episodes than low stress episodes. We use SMOTE only within each training 

fold; validation and test folds retain their original distributions. This prevents synthetic 

samples from altering evaluation prevalence while allowing the classifier to learn from a less 

imbalanced training set. The RL-based decision-making framework further adapts EMA 

frequency based on expected label utility.

2.6.7 Model Comparisons and Baselines

To address concerns about feature selection and baseline comparisons, we expanded our 

experiments to include both traditional HRV-based features and representative machine-

learning and deep-learning baselines, including Random Forest, XGBoost, SVM, MLP, and 

CNN models. These comparisons show that the full-feature models outperform their HRV-

only counterparts in the online setting. The incremental system comparison further quantifies 

measured gains from context features and online inference, while the separate effects of RL 

triggering and personalization remain a limitation.

2.6.8 Computational Overhead and Energy Usage

We estimated the daily energy consumption of a hypothetical high frequency PPG sensing 

and Bluetooth transmission baseline using specifications from commercial sensors. These 

estimates contextualize baseline system costs, but we could not profile the complete latency 

and energy use of the adaptive framework because device-level instrumentation was unavail-

able. Future work should conduct on-device profiling to evaluate latency, runtime load, and 

real-time responsiveness.
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2.6.9 Future Directions

Our findings provide a promising starting point for intelligent, context-aware EMA schedul-

ing in real-world stress monitoring. Looking ahead, we aim to (i) deploy the system across 

larger and more diverse populations, (ii) incorporate longitudinal user feedback, (iii) model 

stress continuously or ordinally, (iv) implement differential privacy and federated learning, 

and (v) optimize the RL reward function through automated techniques. These extensions 

will help improve the scalability, interpretability, and fairness of next-generation wearable 

mental health systems.

2.7 Conclusions

In conclusion, this work introduced a novel contextual variant of active learning, leveraging 

Deep Q-Learning to incorporate individual contextual information into the decision-making 

process [126, 125]. In the initial phase, the implementation of a context-aware active re-

inforcement learning algorithm in an offline setting showcased its efficacy, resulting in a 

significant reduction of up to 88% in required EMAs compared to random selection and 

up to 32% compared to traditional active learning methods. Additionally, stress detection 

performance exhibited notable improvements, with up to a 21% enhancement compared to 

random selection and up to 8% compared to traditional active learning.

Moving to the second phase, our online implementation used active learning to initiate 

EMAs based on real-time contextual information. Comparisons across the offline and online 

study cohorts showed an increase of up to 11% in stress-detection performance for the online 

cohort under the reported evaluation. Incorporating contextual features improved results by 

an additional 4%, while personalization further improved model performance.

This study not only contributes a valuable advancement in stress detection methodologies 
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but also underscores the pivotal role of context-awareness and online implementation in 

achieving superior results. The demonstrated reductions in participant burden and improve-

ments in label accuracy signify the potential practical impact of this research in real-world 

applications. Future directions may explore additional personalization techniques and ex-

tend the application of context-aware active learning to diverse domains, fostering continued 

advancements in intelligent and user-centric systems.

Data Availability

The authors are preparing de-identified versions of the datasets for public release in accor-

dance with institutional and IRB data-sharing requirements. Repository metadata and a 

persistent link will be added when the release is complete.
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Chapter 3

Differential Private Federated 

Transfer Learning for Mental Health 

Monitoring in Everyday Settings: A 

Case Study on Stress Detection

This chapter is based on material published in the proceedings of the 2024 46th Annual 

International Conference of the IEEE Engineering in Medicine and Biology Society 

(EMBC).

3.1 Introduction

Mental health concerns impact a diverse demographic cross-section of the population [99]. 

The prolonged effects of these mental health conditions can have detrimental impacts on 

physical health [27, 146], psychological states, and overall quality of life [158, 28, 157]. 
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In response, the field of mental health monitoring has increasingly turned to data-driven 

methodologies [15, 3]. These methods, utilizing advanced analytics and machine learning 

algorithms, provide precise, real-time assessments of various mental health states [51]. How-

ever, the ascendancy of data-driven techniques in mental health monitoring brings forth 

pressing concerns regarding data privacy [67]. The sensitive nature of the data involved 

demands methodologies that are not just accurate and efficient in monitoring mental health 

but also stringently protective of individual privacy [140, 48, 2].

Recent studies in mental health monitoring (e.g., mood, loneliness, depression, stress) in-

creasingly adopt federated learning to enhance privacy [143, 1, 26, 122, 100, 18, 147], showing 

promise in using local data for model training. For example, [122] developed a framework for 

depression detection using smartphone data (location, accelerometer, call logs) for training 

on devices, although vulnerable to privacy breaches like membership inference attacks. [100] 

and [18, 112] similarly leveraged federated learning for loneliness and stress detection, uti-

lizing sensor and PPG signal data from smartphones and wearables, respectively, to update 

models locally, thus preserving personal data privacy.

Although existing approaches have shown success in enhancing privacy in certain domains, 

they still exhibit vulnerabilities to a range of cyber threats, notably backdoor and inference 

attacks. The absence of more sophisticated privacy-preserving mechanisms, such as those 

offered by differential privacy, represents a gap in the current approaches for mental health 

monitoring. Furthermore, a significant hurdle in the practical deployment of federated learn-

ing in mental health studies stems from the reliance on limited data sources [65, 30]. When 

models are trained locally in such studies, there’s often a marked inconsistency in the diver-

sity and volume of data, as noted by Dixit et al. [34]. This variability can lead to inadequate 

training of decentralized models, especially when real-world data lacks the comprehensive-

ness or balance needed for effective training [29]. Therefore, resolving this issue is imperative 

for the effective application of federated learning in practical scenarios.
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⓵ Pre-training on Public Dataset

 ⓶ Differential Private Federated Fine-tuning
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Figure 3.1: Overview of the proposed framework.

In this study, we propose a differential private federated transfer learning framework for 

mental health monitoring. We incorporate a differential privacy mechanism into federated 

learning by introducing noise into the combined updates prior to their transmission back to 

the central server. Furthermore, we utilize transfer learning to tackle data insufficiency and 

imbalance in stress detection as a case study. Specifically, we commence by pre-training a 

universal model on an extensive, non-sensitive dataset, subsequently refining it with indi-

vidual user data on-device. We evaluate the proposed framework via a case study on stress 

detection on a dataset from a longitudinal study. The dataset includes physiological and 

contextual data gathered from Samsung Galaxy Active 2 Watches and smartphones from 54 

individuals. The label stress levels of these individuals were collected through multiple daily 

ecological momentary assessments (EMAs) conducted via their smartphones.

3.2 Methodology

Our methodology addresses data scarcity and privacy challenges in mental health monitoring 

by integrating transfer learning with federated learning, enhanced by differential privacy 

techniques. We initially pre-train a foundational model on a comprehensive public dataset 

to capture broad health trends. This model is then fine-tuned on sparse, user-specific data in 

a distributed manner, improving accuracy with limited data. Differential privacy is applied 

55



during weight updates to protect individual data privacy. This combined approach effectively 

balances privacy concerns with the need for precise health monitoring. Our methodology is 

depicted in Figure 3.1.

3.2.1 Differential Private Federated Transfer Learning Framework 

for Mental Health Monitoring

The learning process consists of three stages, which are explained in depth in the subsequent 

sections. First, a universal model is pretrained on a large public dataset. Second, each client 

fine-tunes a copy of that model using private local data, clips the resulting gradients, applies 

Laplacian noise, and returns a protected update to the server. Third, the server aggregates 

the protected client updates to produce the next global model.

Pre-training

In real-world scenarios, gathering extensive, high-quality data for mental health studies is 

often fraught with difficulties. Participants in such studies may not consistently engage, 

leading to gaps or irregularities in the data. Additionally, the collected data often contains 

artifacts and noise, further complicating its utility and quality. These factors combine to 

create a scenario where the available data is scarce, inconsistent, and noisy.

We initiate our approach by pre-training our model ℳ on a comprehensive publicly available 

dataset 𝒟pt. This dataset, rich in both quantity and quality, comprises 𝑁  pairs of well-

curated features and labels:

𝐷𝑝𝑟𝑒−𝑡𝑟𝑎𝑖𝑛 = (𝑥1, 𝑦1), (𝑥2, 𝑦2), ..., (𝑥𝑁 , 𝑦𝑁). (3.1)
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The pre-training phase utilizes the binary cross-entropy loss, and is aimed at learning gen-

eralized mental health patterns:

ℒ = − 1
𝑁

𝑁
∑
𝑖=1

[𝑦𝑖 ⋅ log(ℳ(𝑥𝑖)) + (1 − 𝑦𝑖) ⋅ log(1 − ℳ(𝑥𝑖))] . (3.2)

Differential Private Federated Fine-tuning

To tackle the critical privacy concerns in mental health monitoring, our approach incorpo-

rates differential privacy (DP) within the federated learning paradigm, specifically through 

the Federated Averaging (FedAvg) algorithm [82] enhanced with Laplacian noise. This im-

plementation is key to defending against sophisticated privacy attacks against traditional 

federated learning frameworks, including model inversion [50], membership inference [87], 

and backdoor [10], which pose risks to user data confidentiality.

Federated Averaging FedAvg is a widely-used algorithm in federated learning that in-

volves averaging model updates (weights) from multiple clients. In our implementation, 

each client represents a participant in the mental health monitoring study, first trains a local 

model using their private data. The local models are then aggregated to update the global 

model. This process is formalized as:

ℳglobal = 1
𝐾

𝐾
∑
𝑘=1

ℳ𝑘, (3.3)

where ℳglobal represents the global model, ℳ𝑘 is the model trained on the 𝑘-th client, and 

𝐾 is the total number of clients.
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Laplacian Noise for Differential Privacy To ensure differential privacy, we add Lapla-

cian noise to the model updates during aggregation. The noise is calibrated to the sensitivity 

of the model’s gradients and the privacy budget 𝜖. For a model parameter 𝜃, the update 

with Laplacian noise is:

𝜃updated = 𝜃 + Lap (Δ𝑓
𝜖

) , (3.4)

where Δ𝑓 denotes the sensitivity of the function (gradient norm), and Lap(⋅) represents the 

Laplacian noise.

Fine-tuning Following the pre-training phase, the model ℳ utilize private, user-specific 

datasets, represented as 𝐷𝑓𝑖𝑛𝑒−𝑡𝑢𝑛𝑒 = {(𝑥′
𝑗, 𝑦′

𝑗)}𝑀
𝑗=1 to fine-tune. This process occurs within 

a federated learning framework and is essential for adapting the generalized model to the 

specific mental health profiles and solve the data scarcity issue of the private dataset. During 

fine-tuning, the model parameters are adjusted according to each user’s data. The fine-

tuning employs the same loss function, as Eq. 3.2, used in the pre-training phase, ensuring 

consistency in the optimization approach across both stages of model development.

3.2.2 Case Study on Stress Detection

The efficacy of our framework is showcased through a case study in stress detection, lever-

aging data from an extensive longitudinal study [126]. This study engaged distinct groups 

of participants across its two phases, with 30 individuals in the initial phase and 24 in the 

subsequent phase, including both undergraduate and graduate students. Data collection 

occurred over two periods: from June 2020 to June 2021 and from March 2022 to May 2023, 

resulting in 109,586 and 23,012 refined samples for each period, respectively. The dataset 

from the first phase, 𝐷𝑝𝑟𝑒−𝑡𝑟𝑎𝑖𝑛, was critical for the pre-training process, and the dataset 
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from the second phase, 𝐷𝑓𝑖𝑛𝑒−𝑡𝑢𝑛𝑒, was essential for fine-tuning. Conducted using our Zot-

Care health monitoring system [115], this strategy leveraged the comprehensive dataset from 

the first phase for initial model training, while the more constrained dataset from the second 

phase was used for precise model enhancement, effectively tackling the challenges posed by 

data scarcity.

Dataset

The collected dataset comprises raw PPG and motion data, along with partial annotations 

for stress levels, emotions, and physical activity through EMA at semi-random intervals. To 

comprehensively process the PPG signals, we employ the HeartPy library [128], extracting 

12 specific features from both electrical activations and pressure waveforms in the dataset. 

These features1 are heart rate (HR) and heart rate variability (HRV) measures. Stress levels 

equal to or less than 2 are categorized as ’unstressed,’ while higher values indicate ’stressed’ 

individuals.

Stress Detection Model

To develop our stress detection model, we began with a pre-processing stage to refine bio-

signals from wearable devices. Initial data cleaning eliminated erroneous readings by using 

motion data to filter out noise and artifacts, utilizing a bandpass Butterworth filter specific 

to PPG signal frequencies. This was followed by a moving average technique to smooth 

the data, minimizing motion-related distortions. We then applied min-max normalization, 

scaling feature values uniformly between 0 and 1, to reduce individual data variations and 

enhance bio-signal interpretability.

To model stress levels, we opted for a Multilayer Perceptron (MLP). This MLP is structured 
1BPM, IBI, SDNN, SDSD, RMSSD, pNN20, pNN50, MAD, SD1, SD2, S, SD1/SD2, and BR1.
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with a three-layer design, including hidden layers that consist of 128 and 32 neurons, re-

spectively. It processes an input comprising the 12 extracted features related to heart rate 

(HR) and heart rate variability (HRV). The output of the MLP is a binary classification, 

differentiating between states of stress and no stress.

3.3 Evaluation

This section is dedicated to the evaluation of our proposed framework. We establish a base-

line using the pre-trained model to highlight the benefits of incorporating transfer learning. 

Additionally, we explore the delicate balance between privacy preservation and model accu-

racy by adjusting the privacy budget parameter, 𝜖.

Implementation Details

We train the proposed stress detection model by the Adam optimizer (learning rate=0.001) 

and cross-entropy loss function. A dropout strategy (rate=0.5) is implemented after the 

initial hidden layer to reduce overfitting. Differential privacy via Laplacian noise addition 

to the gradients was introduced, with an 𝜖 value of 1, aiming for a balance between privacy 

protection and model accuracy.

We pre-train on 𝐷𝑝𝑟𝑒−𝑡𝑟𝑎𝑖𝑛 with 3271 labeled samples for 50 epochs to capture a wide array 

of stress signals. Subsequently, we applied FedAvg to fine-tune the model on 𝐷𝑓𝑖𝑛𝑒−𝑡𝑢𝑛𝑒, 

consisting of 1220 labeled samples, over 30 epochs for personalized user data adaptation.

The dataset 𝐷𝑓𝑖𝑛𝑒−𝑡𝑢𝑛𝑒 was divided in a manner that allocated the last 30% of each user’s 

chronologically ordered data to the test set, ensuring the model was trained on past data 

and evaluated on future data. Client partitioning for federated learning was conducted based 

60



Figure 3.2: Overview of the proposed approach.

on individual users, reflecting a real-world scenario where fine-tuning occurs on each user’s 

client device in a personalized manner.

Results

The results of our proposed framework for stress detection are shown in Table 3.1. The 

Plain model, trained solely on the original dataset 𝐷𝑓𝑖𝑛𝑒−𝑡𝑢𝑛𝑒 without incorporating transfer 

learning techniques, yielded an accuracy of 0.43, an F1 Score of 0.39, a recall of 0.54, and 

a precision of 0.31. Conversely, training the model on the public, more extensive dataset 

𝐷𝑝𝑟𝑒−𝑡𝑟𝑎𝑖𝑛 resulted in improved metrics: accuracy rose to 0.51, F1 Score to 0.44, recall to 

0.25, and precision to 0.36. Notably, the integration of transfer learning within our differential 

privacy federated learning framework enhances performance, achieving an accuracy of 0.53, 

an F1 Score of 0.52, a recall of 0.75, and a precision of 0.40.

Table 3.1: Stress Detection Performance of Different Models

 Model  Accuracy  F1 Score  Recall  Precision

 Plain  0.43  0.39  0.54  0.31
 Pre-trained  0.51  0.44  0.58  0.36
 Fine-tuned  0.53  0.52  0.75  0.40
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Privacy Budget Analysis

In the final stage of our analysis, we conducted comparisons of our outcomes with two 

reference benchmarks: one involving the identical neural network framework without the 

implementation of federated learning or differential privacy, and the other utilizing the same 

neural network structure with federated learning but absent differential privacy. This com-

parative evaluation was performed across two scenarios lacking differential privacy, with 𝜖

values set at 0.5 and 1, respectively. It’s important to note that a lower 𝜖 value signifies en-

hanced privacy safeguards. As depicted in Figure 3.2, integrating differential privacy within 

a federated learning context did not significantly alter the metrics of the receiver operating 

curve (ROC). This observation suggests that it is feasible to strike an effective equilibrium 

between preserving model efficacy and upholding privacy standards.

3.4 Discussion

In this study, we introduce a differential privacy federated transfer learning framework and 

evaluate it on stress detection. By applying transfer learning, our approach effectively lever-

ages the strengths of both public and private data sources, enhancing the model’s perfor-

mance in real-world scenarios. Especially noteworthy is the improvement in recall indicates 

that our framework is effective in reducing potential overlooking true stress cases. This ad-

vance is crucial, minimizing missed detections of stress and thereby mitigating their potential 

adverse effects on individual well-being and public health. Additionally, the implementation 

of differential privacy within the framework ensures the protection of sensitive health data, 

which is a critical concern in the field of mental health. By infusing noise into the model 

updates, our framework mitigates risks associated with several cyber attacks [50, 87, 10].

This study’s limitation is its focus on stress detection, which may not encompass other 
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mental health conditions or capture long-term trends effectively due to its design for short-

term analysis. Future efforts could aim to broaden the framework’s applicability to various 

mental health states and for different cohorts. This could improve its predictive power for 

both immediate and extended periods that were shown feasible in prior research [145].

3.5 Conclusion

This study proposed a differential private federated transfer learning framework addressing 

the challenges of data scarcity and privacy protection in mental health monitoring. The pro-

posed framework exhibited strong performance in stress detection while effectively preserving 

data privacy. Specifically, our framework achieved a substantial 10% improvement in accu-

racy and a noteworthy 21% enhancement in recall. These results highlighted the potential 

of our approach to provide more effective and privacy-conscious mental health monitoring, 

addressing the pressing need for efficient solutions in this domain.
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Chapter 4

ECG Unveiled: Analysis of Client 

Re-identification Risks in Real-World 

ECG Datasets

This chapter is based on material published in the proceedings of the 2024 IEEE 20th 

International Conference on Body Sensor Networks (BSN).

4.1 Introduction

The digitization of health records and the proliferation of wearable biosensors have revolu-

tionized e-health [3], enabling continuous monitoring and real-time analysis of physiological 

signals [3, 7]. Among these, Electrocardiogram (ECG) signals capture the heart’s electrical 

activity through distinct PQRST complexes, providing vital insights into heart health and 

enabling the detection of various cardiac abnormalities [46]. While ECG signals are primarily 

used for medical diagnosis and treatment, they have unique biometric properties that can 
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Figure 4.1: Overview of the threat model illustrating ECG data aggregation from various 
sources to e-health platforms, creating an attack surface for potential client re-identification.

be exploited to identify individuals [52].

As ECG data becomes more accessible through digital-health platforms and health record 

databases, the risk of client re-identification from public datasets significantly increases [91,

141]. Public datasets are essential for research in healthcare. These datasets can be exploited 

through various machine learning-based attacks, such as linkage attacks [98] and member-

ship inference attacks [113], further exacerbating client re-identification risks (Figure 4.1). 

Attackers can leverage the distinct biometric features of ECG signals to re-identify clients, 

leading to significant privacy breaches [48] and potential misuse of personal health informa-

tion. This highlights the urgent need for robust privacy-preserving mechanisms to safeguard 

clients’ identities in publicly accessible datasets [41].

Recent studies have shown that ECG signals can be used for biometric authentication, re-

vealing privacy risks as ECG statistical variants can disclose individual identities [52]. These 

vulnerabilities allow for pinpointing individuals within subgroups based on demographic 

information and health conditions [42, 47]. Similar privacy risks exist in other biosignal 
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data types, such as Photoplethysmograph (PPG) and Electroencephalogram (EEG), high-

lighting the need for robust privacy-preserving techniques across all biosignal health sys-

tems [140, 147]. The unique variants of ECG signals, illustrated by the PQRST peaks and 

key features (Figure 4.2), can be exploited for client re-identification. Existing studies often 

rely on homogeneous datasets and controlled conditions that fail to capture the diversity and 

complexity of practical applications [42]. For example, homogeneous datasets may consist of 

ECG recordings from a single demographic group or clinical setting, while controlled condi-

tions involve standardized environments that do not reflect everyday variability. In contrast, 

real-world data is inherently diverse, covering various demographic groups, clinical condi-

tions, and recording environments. Therefore, a comprehensive study and analysis of client 

re-identification risks in diverse, real-world ECG datasets is needed to better understand and 

mitigate these risks.

Research Gaps and Our Contributions

The primary challenges in current research include the following: (i) existing research has 

not adequately considered real-world threat models, limiting their applicability [52]; (ii) the 

reliance on deep learning models is problematic because these models extract latent space 

features that lack explainability and cannot be interpreted by humans [30], leaving domain 

experts without the necessary information to develop effective privacy-preserving mecha-

nisms [40]; and (iii) previous works did not thoroughly investigate the factors contributing 

to client re-identification risks. Their methods often rely on trial experiments or observations 

on small samples, leading to inadequate and inefficient examination of key features [42].

In this study, we address these gaps by investigating the re-identification risks associated 

with ECG data using transparent machine learning models. A key aspect of our approach 

is the use of SHAP analysis to identify the most influential features contributing to re-
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identification. By building interpretable models, we evaluate the effectiveness of ECG signals 

in re-identifying individuals across diverse demographic groups and clinical conditions within 

real-world heterogeneous datasets. This analysis provides valuable insights that can guide 

the development of privacy-preserving techniques and inform clinical experts.

In summary, our contributions are as follows:

• We provide a comprehensive analysis of re-identification risks using transparent ma-

chine learning models, applied to heterogeneous datasets from multiple sources, to 

accurately reflect real-world scenarios.

• We offer findings that highlight the need for robust anonymization techniques and 

privacy-preserving mechanisms, providing a foundation for future research aimed at 

protecting sensitive health information.

• We conduct a rigorous investigation into the factors contributing to re-identification, 

utilizing feature importance assessment and SHAP analysis to provide insights that 

are interpretable by domain experts.

4.2 Analysis of Re-identification Risks

4.2.1 Method

Our primary objective is to assess the re-identification risks associated with ECG data. To 

achieve this, we extract key PQRST features, which represent distinct electrical activities 

of the heart and are crucial for identifying individual-specific patterns [66]. Focusing on 

these features allows us to build interpretable models that reveal re-identification factors 

and provide actionable insights for clinical experts.

67



Feature Extraction from ECG Signals
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Figure 4.2: ECG signal with detected PQRST peaks and key features, highlighting its bio-
metric properties.

We extracted key PQRST features from ECG signals using the NeuroKit2  [39] library. The 

process involved three main steps: ECG signal cleaning, R-peak detection, and delineation 

of P, Q, S, and T peaks to identify precise fiducial points. Signal cleaning was essential to 

address noise and baseline wander in raw ECG signals. We applied a highpass Butterworth 

filter to remove slow drifts and direct current (DC) bias, followed by a powerline filter to 

eliminate 50 Hz interference from electrical sources.

To capture distinctive ECG characteristics for identifying patterns associated with individ-

uals, we derived several statistical features, such as mean amplitude differences and interval 

durations. Previous studies have shown that these statistical features effectively distinguish 

individual-specific cardiac patterns in the PQRST complex, making them suitable for re-

identification tasks [52, 42]. Specifically, the P, Q, R, S, and T peaks represent different 

phases of the cardiac cycle and are critical for capturing the heart’s electrical activity [66]. 

These peaks can be used to extract clinically significant features. We computed the Mean 
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Amplitude Differences between the P, Q, S, T peaks and the R-peak:

Mean Amplitude Difference (X-R) = 1
𝑁

𝑁
∑
𝑖=1

(𝐴𝑋,𝑖 − 𝐴𝑅,𝑖) (4.1)

where 𝑋 represents the P, Q, S, or T peaks, 𝐴𝑋 and 𝐴𝑅 are the amplitudes at these peaks, 

and 𝑁  is the number of valid peak pairs. Additionally, we calculated the Mean Intervals 

between the clinically significant P, Q, R, S, and T peaks to capture temporal features. 

These include:

Mean Interval (X-Y) = 1
𝑁

𝑁
∑
𝑖=1

(𝑡𝑌 ,𝑖 − 𝑡𝑋,𝑖) (4.2)

where 𝑋 and 𝑌  represent different peaks (i.e., P, Q, R, S, T), and 𝑡𝑋 and 𝑡𝑌  are the times 

of these peaks.

As illustrated in Figure 4.2, we identified and highlighted the key PQRST features on an 

ECG signal. The figure shows the amplitude differences (e.g., 𝑃 − 𝑅, 𝑄 − 𝑅, 𝑆 − 𝑅, 𝑇 − 𝑅) 

and intervals (e.g., 𝑃 − 𝑄, 𝑄 − 𝑅, 𝑅 − 𝑆, 𝑆 − 𝑇 ) between significant points. Unlike deep 

learning models, which often generate features in latent spaces that are difficult to interpret 

and understand [79], these explainable features capture unique physiological variations in 

heart activity among individuals, considering demographic, health, lifestyle, and genetic 

factors, which are particularly effective for re-identifying individuals [44].

Data Processing

Our experiments targeted three main tasks: binary gender re-identification, age group re-

identification, and participant ID re-identification. These tasks were chosen because they are 

common targets in privacy leakage practices, making understanding their re-identification 
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Table 4.1: Summary of ECG Datasets Used in Experiments
Dataset Sub-

jects
Age 

range
Sex 

(M/F)
Rate 
(Hz)

Health condition

MIT-BIH 
Arrhythmia [85]

47 23–89 25/22 360 Arrhythmias

SHAREE [83] 139 55–72 90/49 128 Hypertension
BIDMC CHF [11] 15 22–71 11/4 250 Congestive heart failure
Brno University of 
Technology [89]

15 21–83 9/6 1000 General population

MIT-BIH 
Long-Term [85]

7 46–88 6/1 128 Long-term monitoring

Combined 223 21–89 141/82 Multiple Multiple

risks crucial [45]. Binary gender and age group re-identification are essential due to their 

frequent use in demographic analyses and targeted services, where age-related information 

is often sensitive [147, 45]. Participant ID re-identification assesses the risk of uniquely 

identifying individuals within a dataset, highlighting the privacy implications in longitudinal 

data [91]. The data splitting methodologies for these tasks are summarized in Table 4.2.

Table 4.2: Data Splitting Methods for Re-identification Tasks
 Target  Train  Test  Label
 Gender  80% participants  20% participants  Binary
 Age Group  80% participants  20% participants  Age groupa

 Participant  First 80% of each  Last 20% of each  Unique
 ID  participant’s data  participant’s data  ID

Note: aAge groups: 21–30, 31–40, 41–50, 51–60, 61–70, and 71–89 years.

4.2.2 Experiment

Model Training To investigate re-identification risks in ECG data, we used interpretable 

and explainable models including logistic regression, decision trees, and random forest. Lo-

gistic regression offers straightforward coefficient interpretation, decision trees provide clear 

decision paths, and random forests offer feature importance scores [43]. SHAP works well 
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with these models by attributing each feature’s contribution to the prediction, providing 

consistent and locally accurate explanations. This approach helps identify key features and 

provides actionable insights for clinical experts, ensuring the safe use of ECG data while 

maintaining privacy.

Model Evaluation and Interpretability Analysis The tuned models were evaluated 

using standard classification metrics, including accuracy, precision, recall, F1-score, and 

ROC AUC, and confusion matrices were generated to visualize performance across different 

classes. We conducted SHAP analysis to understand the contributions of each feature to the 

model’s predictions. Let 𝑓 be the model, 𝑥 be the feature vector, and 𝑥𝑖 be the value of the 

𝑖-th feature. SHAP values 𝜙𝑖(𝑥) represent the contribution of 𝑥𝑖 to the prediction 𝑓(𝑥):

𝑓(𝑥) = 𝜙0 +
𝑀

∑
𝑖=1

𝜙𝑖(𝑥) (4.3)

where 𝜙0 is the base value (mean prediction) and 𝑀  is the number of features.

Dataset In our experiments, we utilized five distinct real-world ECG datasets, each offering a 

diverse range of demographic and clinical conditions (refer to Tab. 4.1). For each dataset, we 

extracted appropriate segments (30-120 minutes) of ECG recordings to capture continuous 

data and reflect real-world scenarios. This diverse, multi-sourced approach enhanced the 

robustness of our assessment of re-identification risks associated with ECG data.

4.2.3 Results

Re-identification Risk

The models were trained and validated on data from the multi-sourced datasets, comprising 

223 participants. The gender re-identification model achieved an accuracy of 0.755, the 
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Table 4.3: Performance Metrics for Re-identification Models
 Re-identification Task  Accuracy  Precision  F1
 Gender  0.755  0.766  0.760
 Age Group  0.671  0.623  0.633
 Participant ID  0.819  0.817  0.810

age group re-identification model achieved an accuracy of 0.671, and the participant ID 

re-identification model achieved an accuracy of 0.819. Detailed performance metrics are 

presented in Table 4.3.

High accuracy in gender and age group classification indicates that even without access 

to the target client’s specific data during training, it is possible to infer the data owner’s 

age range and gender using a small segment of ECG data or statistical features. This 

capability poses a significant threat to privacy, as adversaries can categorize individuals 

based on demographic attributes from minimal data. For participant ID re-identification, 

the model’s high accuracy (0.819) suggests that an attacker can confidently match a small 

segment of a client’s ECG data to their identity among 223 participants. This poses a severe 

threat to e-health systems, as depicted in Figure 4.1, facilitating unauthorized identification 

and potential misuse of personal health information.

These privacy breaches can lead to unauthorized access to sensitive health data, discrimi-

nation based on health status, and loss of trust in e-health systems. E-health systems have 

increasingly relied on machine learning enhancements in recent years to improve diagnostics, 

personalize treatment plans, and predict patient outcomes [141, 140]. Consequently, these 

systems often utilize Machine Learning as a Service (MLaaS) to manage large datasets and 

deploy complex models efficiently. However, unauthorized information obtained through 

re-identification can be combined with other attacks, such as attribute inference and mem-

bership inference attacks, further compromising privacy [113]. As highlighted by studies 

on linkage attacks and profiling attacks [98], these risks threaten the integrity of MLaaS 

systems. Therefore, robust privacy-preserving techniques are crucial to mitigate these risks 
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and protect individual privacy when deploying ECG data in clinical and research settings.

Re-identification Factors

 
(a) Gender re-identification

 
(b) Age-group re-identification

 
(c) Participant-ID 
re-identification

Figure 4.3: SHAP analysis for re-identification tasks: (a) gender, (b) age group, and (c) 
participant ID.

The combined analysis in Figure 4.3 reveals the factors behind re-identification risk and offers 

actionable insights for clinical experts. Notably, features such as S–R and P–R amplitude 

differences were consistently significant across tasks, indicating their strong influence on 

re-identification.

For gender re-identification (Figure 4.3a), the R-S interval and S-R amplitude difference 

were prominent. Clinically, the R-S interval, representing the time between the peak of 

the R wave and the end of the S wave, varies significantly due to gender differences in 

cardiac structure and function [66]. Larger S-R amplitude difference can indicate variations 

in ventricular depolarization, which often differ between men and women due to anatomical 

and physiological differences in the heart [44]. Additionally, differences in P-R amplitude 

difference reflect anatomical differences, which can be influenced by gender-specific factors 

such as hormonal effects on the autonomic nervous system.

In age group re-identification (Figure 4.3b), the T-R amplitude and P-Q interval played 

crucial roles. Age-related changes in the cardiovascular system, such as increased arterial 

stiffness and altered atrial conduction, affect these intervals [44]. The variability in T-R am-
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plitudes among different age groups reflects these physiological changes. The P-Q interval, 

which measures atrial to ventricular conduction time, also varies with age due to structural 

and functional changes in the heart’s conduction system. For participant ID re-identification 

(Figure 4.3c), Q-R amplitude difference and P-R amplitude difference were particularly im-

pactful. The Q-R amplitude represents the voltage difference between the Q and R waves, 

which can vary significantly among individuals due to differences in myocardial mass and 

conduction pathways. Also, the P-R amplitude difference highlights individual variations 

in atrial depolarization and ventricular depolarization dynamics [44]. These insights help 

address privacy concerns by identifying critical ECG attributes that need protection. Un-

derstanding how specific ECG features contribute to re-identification allows for the devel-

opment of more secure and transparent biometric systems, safeguarding individual privacy 

while utilizing ECG data for clinical and research purposes.

4.3 Conclusion

This study comprehensively analyzed the re-identification risks associated with ECG data 

using traditional statistical features and transparent machine learning models. By validat-

ing our approach across five diverse datasets, we demonstrated that ECG signals contain 

sufficient biometric information to significantly compromise privacy, achieving high accuracy 

in re-identifying individuals. Through SHAP analysis, we identified the most impactful fea-

tures, providing critical insights for clinical experts and guiding the development of effective 

anonymization techniques. These findings highlight the urgent need for robust privacy-

preserving mechanisms to safeguard patient biosignal data in real-world health applications.
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Chapter 5

TransECG: Interpreting Biometric 

Identity Leakage in ECG Signals via 

Vision Transformers

This chapter is a reprint of material published in the proceedings of the 22nd IEEE-

EMBS International Conference on Body Sensor Networks (BSN 2026).

5.1 Introduction

Electrocardiogram (ECG) signals support cardiovascular diagnosis, continuous monitoring, 

wellness and athletic sensing, and biometric authentication [129]. Their morphology, includ-

ing the P–R interval, QRS complex, ST segment, and T wave, exhibits stable variation across 

individuals and demographic groups [121]. While this makes ECG valuable for personalized 

health systems, it also means that ECG streams can reveal sensitive identity information. As 

wearable and clinical ECG data are shared across digital-health pipelines, re-identification 
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Figure 5.1: ECG data support digital-health applications but can also leak biometric identity. 
TransECG probes how transformer models encode identity-related ECG regions.

and linkage attacks remain barriers to open data sharing [53, 135, 71, 138].

Deep learning has improved ECG inference and identification [137], and transformer archi-

tectures are increasingly used in ECG foundation models because they capture long-range 

temporal dependencies [69, 81]. Yet these models remain opaque: they may expose identity, 

but the ECG regions driving leakage are unclear. Understanding where identity is encoded 

is therefore essential for trustworthy sensing.

We study how transformer-based models capture biometric identity from long-duration ECG, 

focusing on interpretability rather than proposing a new foundation model. Vision Trans-

formers represent inputs as patch sequences and learn global representations through self-

attention [36]; this fits ECG identity because it appears through repeated morphology across 

cardiac cycles rather than isolated samples. Figure 5.1 illustrates the motivation. Our contri-

butions are: (i) a systematic study of ECG identity leakage with a transformer architecture; 

(ii) TransECG, an attention-based pipeline mapping model focus to physiological ECG com-

ponents; and (iii) evaluation on four real-world datasets showing strong re-identification 

performance and task-specific identity cues.
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Transformer Encoders for ECGs
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Figure 5.2: Overview of TransECG. Filtered ECG sequences are divided into temporal 
patches, encoded by a ViT-style transformer, and classified with a task-specific head. Final-
layer class-token attention is mapped back to ECG morphology for interpretation.

5.2 Method

TransECG analyzes how transformer models encode biometric identity in long-duration 

ECG. As shown in Figure 5.2, it includes preprocessing, patch embedding, transformer en-

coders, a task-specific classifier, and attention-based interpretation. The goal is to probe a 

ViT-style architecture aligned with modern ECG representation learning, not to introduce 

a new foundation model.

5.2.1 Patch-based Modeling of Long-duration ECG

Raw ECG signals are preprocessed for quality and cross-dataset consistency. We apply 

a Butterworth bandpass filter to remove baseline wander and high-frequency noise, reduce 

motion artifacts, resample to a uniform frequency, and normalize amplitudes while preserving 

physiologically meaningful waveforms.

Conventional time-series transformers that tokenize individual samples can be inefficient on 

long ECG recordings because of excessive token length and diffuse attention [23]. Biometric 

identity is also not encoded at isolated time points, but emerges from recurring morphology 

across cardiac cycles. TransECG therefore divides each preprocessed sequence into fixed-
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length, non-overlapping temporal patches. These computational units can include portions 

of the P wave, QRS complex, or T wave.

Given patch x𝑖, TransECG flattens and projects it into a 𝐷-dimensional embedding:

z𝑖 = Flatten(x𝑖)E, 𝑖 = 1, … , 𝑁,

where E is a learnable projection matrix. A learnable class token and positional embeddings 

are added to preserve temporal order:

Z0 = [z0; z1; … ; z𝑁 ] + Epos.

The sequence is processed by 𝐿 transformer encoder layers with multi-head self-attention 

(MHSA) and feedforward networks (FFN):

Z′
ℓ = LN(Zℓ−1 + MHSA(Zℓ−1)),

Zℓ = LN(Z′
ℓ + FFN(Z′

ℓ)).

For each attention head ℎ, attention is computed from query, key, and value matrices as

Aℎ = softmax (
QℎK⊤

ℎ
√𝐷ℎ

) Vℎ.

The output class token is passed to a task-specific MLP head for gender, age-group, or 

participant-ID classification. This design preserves a direct mapping between token positions 

and ECG time regions, enabling model behavior to be analyzed over long temporal contexts.
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5.2.2 Attention-based Identity Pattern Analysis

We analyze how the transformer distributes importance across ECG signals when performing 

re-identification tasks. Rather than treating attention as a definitive causal explanation, we 

use it as a consistent model-intrinsic signal for probing how identity-related information is 

distributed across temporal regions. In the final transformer layer, the class token aggregates 

information from all patch tokens. For attention head ℎ, the class-to-patch weights are

aℎ = Aℎ[0, 1 ∶ 𝑁], Attention𝑖 = 1
𝐻

𝐻
∑
ℎ=1

𝑎ℎ,𝑖.

Patch scores are projected back to the ECG timeline and aligned with physiological com-

ponents, including the P wave, P–R interval, QRS complex, ST segment, Q–T interval, 

and T wave. Aggregating scores across samples and cycles reveals whether re-identification 

relies on high-amplitude QRS components, conduction intervals such as P–R, or broader 

repolarization patterns, without claiming attention alone establishes causality.

5.3 Experimental Results

5.3.1 Dataset and Experimental Setup

We evaluated TransECG on gender classification, five-class age-group classification, and par-

ticipant ID re-identification. Age groups are 0–18, 19–35, 36–50, 51–65, and 66+ years. Four 

ECG databases were merged: MIT-BIH Arrhythmia [85], MIT-BIH Long-Term ECG [56], 

CHF Congestive Heart Failure [11], and the Brno University of Technology ECG Signal 

Database [11]. The final dataset contains 87 participants with diverse ages, genders, and 

cardiac conditions.
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For preprocessing, a Butterworth bandpass filter (0.5–40 Hz) was applied to remove noise 

and baseline drift, followed by Pan–Tompkins R-peak detection. Participants with fewer 

than 2,000 samples were excluded to ensure consistent sequence lengths. Each ECG signal 

was resampled to 250 Hz, segmented into 2,000 time steps, and normalized using min–max 

scaling at the sequence level. The dataset was split into training (70%), validation (15%), 

and test (15%) sets with no participant overlap, supporting evaluation on unseen subjects. 

TransECG uses six transformer layers, six attention heads, hidden dimension 256, patch 

size 20, MLP dimension 128, AdamW with learning rate 1 × 10−4, stochastic-depth survival 

probability 0.8, and early stopping over 45 epochs.

5.3.2 Baselines

We compare TransECG with ECG Unveiled [134], CNN-based [52], and LSTM-based [72] 

models. ECG Unveiled uses interpretable machine learning methods, including logistic re-

gression, decision trees, and random forests, with manually engineered ECG features for re-

identification risk analysis. It further applies SHAP to identify important PQRST features 

for gender, age, and participant identification. CNN and LSTM baselines represent com-

monly used deep-learning alternatives, with CNNs capturing local morphology and LSTMs 

modeling sequential dynamics.

5.3.3 Accuracy Assessment

Table 5.1 preserves all performance metrics. TransECG consistently achieves the best accu-

racy, precision, and F1-score: 0.899/0.900/0.899 for gender, 0.899/0.901/0.899 for age, and 

0.886/0.889/0.882 for ID re-identification. These results outperform ECG Unveiled, CNN, 

and LSTM baselines, indicating that transformer attention captures identity-related ECG 

cues beyond manually engineered PQRST features while retaining interpretable localization.
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Table 5.1: Performance comparison between TransECG and baselines.
Task Model  Acc.  Prec.  F1 Explain-

ability
Cost Prepro-

cess

Gender

TransECG  0.899  0.900  0.899 High High High
ECG Un-
veiled [134]

 0.755  0.766  0.760 Medium Low Moderate

CNN [52]  0.857  0.860  0.855 Low Medium Moderate
LSTM [72]  0.863  0.870  0.865 Low Med.-

High
Moderate

Age

TransECG  0.899  0.901  0.899 High High High
ECG Unveiled  0.671  0.623  0.633 Medium Low Moderate
CNN  0.834  0.840  0.832 Low Medium Moderate
LSTM  0.849  0.855  0.847 Low Med.-

High
Moderate

ID

TransECG  0.886  0.889  0.882 High High High
ECG Unveiled  0.819  0.817  0.810 Medium Low Moderate
CNN  0.842  0.845  0.840 Low Medium Moderate
LSTM  0.855  0.858  0.852 Low Med.-

High
Moderate

ROC analysis further evaluates discriminative ability (Figure 5.3). AUC values are 0.95 for 

gender, 0.99 for age, and 0.99 for ID re-identification, with the top four ID classes displayed 

due to the number of participants. These scores reinforce that healthcare and wearable ECG 

can support reliable demographic and individual re-identification.

5.3.4 Attention-based Explainability

Figure 5.4 visualizes representative attention maps. For gender classification, attention con-

centrates on the R peak and QRS complex. The R wave is clinically meaningful because 

gender-related amplitude differences have been associated with heart size and ventricular 

mass [121]. Attention also appears on the S wave, T wave, and S–T interval, which re-

flect repolarization and sex-related QT differences [21], as well as P–Q/P–R conduction 

regions [142].
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(a) Gender classification

 
(b) Age classification  

(c) ID re-identification

Figure 5.3: ROC curves for (a) gender classification, (b) age classification, and (c) participant 
ID re-identification.

 
(a) Gender

 
(b) Age

 
(c) Participant ID

Figure 5.4: Representative attention maps for (a) gender classification, (b) age classification, 
and (c) participant re-identification, showing task-specific ECG patterns emphasized by the 
model.

For age classification, attention highlights the P–R interval, Q–T interval, and R/T-wave 

amplitudes. P–R emphasis is consistent with age-related slowing of atrioventricular con-

duction [123], while Q–T and repolarization attention reflects age-varying ventricular recov-

ery [68, 107]. R and T wave attention also aligns with structural and electrical remodeling 

over aging [120, 114].

For participant ID re-identification, attention emphasizes the QRS complex, especially the 

R wave and Q–R/R–S segments, whose amplitude and morphology provide biometric cues 

linked to cardiac anatomy and conduction. The model also attends to S–T, T wave, and 

T–Q repolarization regions [84, 63], as well as the P wave and P–R interval [8], indicating 

that identity is distributed across multiple stages of the cardiac electrical cycle.

Figure 5.5 aggregates final-block attention over physiological intervals. Gender classification 

is driven mainly by R-wave/QRS depolarization, age classification by P–R and Q–T con-
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Figure 5.5: ECG regions consistently emphasized across gender, age, and participant ID 
re-identification tasks.

duction/recovery intervals, and ID re-identification by QRS morphology plus repolarization 

and conduction intervals. Compared with handcrafted baselines, TransECG dynamically 

identifies morphology-aware and long-range cues, including S–T and recovery regions that 

may be underused in manual pipelines.

5.4 Discussion

TransECG provides strong predictive performance and task-specific interpretability for ECG 

identity leakage. The attention patterns bridge accuracy-driven ECG modeling and trans-

parent privacy analysis, which is important for personalized health ecosystems where data 

may be shared among patients, clinicians, vendors, and research platforms. The findings 

also show that privacy-preserving ECG sharing should go beyond metadata removal: even 

without explicit identifiers, morphology-level cues in QRS, conduction, and repolarization 

regions can support re-identification. This is especially relevant to long-duration intelligent 

sensing, where richer temporal context improves utility but may amplify identity leakage.

Limitations remain. Although we use four real-world datasets, the cohort size is moderate, 

and broader population diversity is needed. Attention-based interpretability is informative 

but not causal. Future work will use larger multi-institutional and wearable datasets, com-
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bine attention with attribution and causal methods, and develop privacy-preserving trans-

formations that reduce re-identification while preserving clinical utility.

5.5 Conclusion

We presented TransECG, a ViT-based framework for analyzing ECG re-identification risks 

with attention-based evidence. Across gender, age, and participant ID tasks, TransECG 

achieves strong performance while localizing identity cues to physiological ECG components. 

The results show that long-duration ECG can encode demographic and individual identity 

through stable morphology across cardiac cycles. By combining performance with structured 

interpretability, TransECG supports privacy-conscious ECG data sharing and trustworthy 

digital-health sensing.
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Chapter 6

Linkage Attacks Expose Identity 

Risks in Public ECG Data Sharing

This chapter is based on material published in the proceedings of the 2025 47th Annual 

International Conference of the IEEE Engineering in Medicine and Biology Society 

(EMBC).

6.1 Introduction

Electrocardiograms (ECG) capture the heart’s electrical activity, serving as a key diagnostic 

tool for conditions like heart failure and arrhythmias [108, 7]. Beyond clinical use, ECG 

signals exhibit unique morphological and temporal patterns influenced by heart anatomy, 

conduction pathways, and autonomic regulation, making them suitable for biometric iden-

tification [52]. Unlike fingerprints, ECG signals are dynamic and vary naturally due to 

physiological changes, enabling intrinsic condition detection, which reduces susceptibility to 

spoofing and enhances security in authentication systems [91]. As telehealth platforms and 
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Disclosed Identity

Wearables

Medical Services
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Figure 6.1: Illustration of a linkage attack on public anonymous ECG data. A telehealth 
platform integrates data from multiple sources, including wearable devices and medical in-
stitutions. An attacker with partial knowledge cross-references public and private datasets 
to re-identify individuals, compromising privacy and trust in medical data sharing.

wearable devices integrate ECG data for remote monitoring [3, 4], the increasing availability 

of publicly shared datasets raises significant privacy concerns [134].

Due to their biometric nature, ECG signals are vulnerable to linkage attacks, where adver-

saries exploit overlaps between public and private datasets to re-identify individuals. Unlike 

demographic data, ECG retains distinctive patterns over time, making de-identification chal-

lenging. An attacker with partial knowledge can aggregate ECG samples from wearables, 

telehealth platforms, or leaked records and cross-reference them with public datasets using 

machine learning [13]. Leveraging membership inference [113] and record linkage techniques, 

attackers can link anonymized ECGs to identities, compromising patient privacy. This risk 

grows as ECG datasets proliferate across research, clinical, and commercial domains without 

adequate safeguards.
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Figure 6.1 demonstrates this problem, showing how telehealth platforms consolidate ECG 

data from diverse sources, creating a rich repository that attackers can exploit [140, 147]. 

By correlating leaked or externally obtained ECG signals with public datasets, adversaries 

can disclose identities, leading to privacy breaches. Beyond compromising confidentiality, 

linkage attacks undermine trust in medical data sharing, discourage research participation, 

and threaten the security of digital health infrastructures [141]. As healthcare increasingly 

relies on open data initiatives, mitigating these risks is essential to preserving patient privacy 

and trust [134, 136].

Despite these risks, existing ECG privacy studies often make overly simplified assumptions 

about adversarial capabilities [75], assuming full data access or controlled re-identification 

settings. In reality, attackers operate with partial and noisy knowledge, handling heteroge-

neous datasets from varying devices, medical conditions, and recording environments. More-

over, prior studies struggle to distinguish known from unknown individuals [52, 94], inflating 

success rates in controlled settings while overlooking real-world challenges like within-person 

variation due to aging, disease progression, or sensor differences [139]. These gaps hinder a 

true understanding of ECG privacy risks and the development of effective protective mea-

sures.

To address ECG privacy risks, we propose the first framework to assess re-identification under 

realistic linkage attacks. Unlike prior studies assuming full adversarial knowledge, we model 

a practical threat where attackers with partial knowledge cross-reference auxiliary ECG 

data with public repositories to link identities, simulating real-world risks from wearables, 

telehealth, and leaked medical records. We implement a Vision Transformer (ViT)-based 

model [36] to assess how well attackers can match ECG signals while correctly distinguishing 

unknown individuals. Our study provides an accurate evaluation of linkage attack risks 

in biosignal data sharing, demonstrating the urgent need for stronger privacy-preserving 

measures in healthcare.
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Our contributions are as follows:

• We define and formalize ECG linkage attacks, illustrating how adversaries exploit 

overlaps between public and private datasets for re-identification.

• We introduce the first realistic attack model that quantifies re-identification risks under 

partial adversarial knowledge, aligning with real-world telehealth and data-sharing 

constraints.

• We provide empirical evidence of ECG privacy vulnerabilities across diverse datasets, 

establishing benchmarks to guide privacy-preserving research.

6.2 Methodology

ViT Encoders for ECGs
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Figure 6.2: Overview of the proposed linkage attack method.

The biometric nature of ECG signals makes publicly shared datasets vulnerable to linkage 

attacks, where adversaries exploit overlaps between public and private data to re-identify 

individuals. Figure 6.2 illustrates our ViT-based framework. First, raw ECG signals undergo 
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pre-processing, segmentation, and embedding. A ViT encoder extracts identity-specific fea-

tures, followed by an Multi-Layer Perceptron (MLP) classifier. Stage 1 (Identity Matching) 

leverages an adversarial dataset—collected from public or leaked sources—to train a ViT 

model that maps ECG signals to latent space representations, assigning identity probabilities 

via softmax. Stage 2 (Unknown Detection) applies a dynamic confidence threshold to reject 

uncertain matches, reducing false identifications. This framework quantifies re-identification 

risks, showing that adversaries can link ECG data even with partial knowledge, underscoring 

the need for stronger privacy safeguards.

6.2.1 Problem Definition

Let 𝒟pub = {(𝑥𝑖, 𝑦𝑖)}𝑁
𝑖=1 be a public ECG dataset, where 𝑥𝑖 ∈ ℝ𝑇  is an ECG signal of 

length 𝑇 , and 𝑦𝑖 ∈ 𝒴 is the corresponding identity label. Similarly, let 𝒟priv = {𝑥𝑗}𝑀
𝑗=1

be a private dataset containing ECG signals from both known participants, whose identities 

exist in 𝒟pub, and unknown participants, who are absent from 𝒟pub. Given 𝑥𝑗 ∈ 𝒟priv, an 

attacker seeks to assign a label ˆ𝑦𝑗 ∈ 𝒴 ∪ {unknown}, identifying whether the signal belongs 

to a known or unseen individual.

We investigate linkage attack risks, where an adversary attempts to re-identify individuals 

by cross-referencing ECG samples in 𝒟priv with identities in 𝒟pub. The attacker uses an ad-

versarial dataset—ECG signals collected from public sources, leaked medical data, or unau-

thorized means, containing identifiable records. Unlike standard classification, the attacker 

operates under partial knowledge, meaning they do not know whether a given identity exists 

in 𝒟pub. This introduces practical challenges, such as dataset mismatches, ECG variability 

across devices and conditions, and the need to differentiate between known and unknown 

individuals. Our study formalizes this threat model and quantifies the re-identification risks 

posed by such attacks in real-world data-sharing scenarios.
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6.2.2 Framework for Linkage Attack Evaluation

The proposed framework evaluates re-identification risks by simulating an attacker attempt-

ing to link ECG samples from 𝒟priv to individuals in a black-box public dataset 𝒟pub. Unlike 

traditional attacks that assume full adversarial knowledge [134, 52], our framework simulates 

real-world constraints, where the attacker has limited visibility and no prior knowledge of 

the overlap between 𝒟priv and 𝒟pub. The attacker employs a machine learning-based attack 

using a ViT, training on an adversarial dataset (ECG data collected from public records, 

leaks, or unauthorized sources) without explicit knowledge of which identities exist in the 

target dataset.

6.2.3 ViT-Based Representation Learning

To effectively encode ECG signals, the ViT-based model [36] applies self-attention mech-

anisms to capture both local and global dependencies in the signal. Unlike convolutional 

architectures [75], which primarily rely on spatial locality, the ViT capture long-range de-

pendencies, making them well-suited for biosignals.

Patch Embedding and Positional Encoding Given an ECG sequence 𝑥𝑖 ∈ ℝ𝑇  from 

𝒟priv, we divide it into fixed-length patches of size 𝑃 , resulting in 𝑁 = 𝑇 /𝑃  patches. Each 

patch is linearly projected into a 𝑑-dimensional space:

𝑧0 = 𝑊𝑝𝑥𝑖 + 𝑏𝑝

where 𝑊𝑝 ∈ ℝ𝑑×𝑃  is a learnable projection matrix. A learnable classification token 𝑧cls

is prepended to the sequence, and positional encodings 𝐸 are added to retain temporal 
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structure:

𝑍 = [𝑧cls, 𝑧0, 𝑧1, ..., 𝑧𝑁 ] + 𝐸

This embedding is passed through multiple transformer layers for feature extraction.

Multi-Head Self-Attention Mechanism Each transformer layer consists of a multi-

head self-attention module that computes relationships between input patches across multi-

ple attention heads. The attention scores for each head are computed as:

𝐴ℎ = softmax (𝑄ℎ𝐾𝑇
ℎ

√𝑑𝑘
)

where 𝑄ℎ, 𝐾ℎ, 𝑉ℎ are the query, key, and value matrices for head ℎ, and 𝑑𝑘 is the scaling 

factor. The outputs from all heads are concatenated and linearly transformed:

𝑍′ = Concat(𝐴1𝑉1, 𝐴2𝑉2, ..., 𝐴𝐻𝑉𝐻)𝑊𝑂

where 𝐻 is the number of attention heads, and 𝑊𝑂 is a learnable projection matrix. This is 

followed by layer normalization and a feedforward network. The final feature representation 

is extracted from 𝑧cls and passed to a classifier, encoding the ECG signal into a latent feature 

space where identity-specific characteristics are captured.

6.2.4 Two-Stage Classification for Known and Unknown Partici-

pants

With latent space representations from the ViT, the attacker seeks to match an ECG sample 

to an identity in 𝒟pub. However, without prior knowledge of the target dataset’s composition, 

direct classification is uncertain, risking false matches for unseen individuals. Notably, this 

attack remains practical—the attacker trains a model solely on their adversarial dataset, 
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without external knowledge or privileged access. Rather than relying on handcrafted rules, 

the model autonomously learns patterns, demonstrating that re-identification is feasible even 

with limited adversarial knowledge.

To address this challenge, the attack follows a two-stage classification process:

Stage 1: Identity Matching The ViT model processes the input ECG sample and 

outputs a probability distribution over the set of known identities:

𝑃 (𝑦|𝑥𝑗; 𝜃) = softmax(𝑊𝑧 + 𝑏),

where 𝑊  and 𝑏 are trainable parameters. The identity with the highest probability is selected 

as the predicted label:

ˆ𝑦𝑗 = arg max 𝑃 (𝑦|𝑥𝑗; 𝜃).

This step assumes that if the sample belongs to an individual already present in 𝒟pub, the 

model will confidently assign the correct identity. However, if the sample comes from an 

unknown participant, the model may still attempt to match it to the closest known identity, 

leading to misclassification.

Stage 2: Unknown Detection with Dynamic Confidence Threshold Since the 

attacker lacks full knowledge of 𝒟pub, it is critical to determine when a test sample does 

not match any known identity. To mitigate false positive matches, we introduce a dynamic 

confidence threshold Φ, which adapts based on the confidence scores of known samples:

Φ = percentile({𝜏(𝑥) ∣ 𝑥 ∈ 𝒟pub}, 𝑝),

where 𝜏(𝑥) is the confidence score of the highest prediction, and 𝑝 is a tunable percentile 

parameter. This means that the threshold is determined by the confidence levels observed 
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in the public dataset, making it adaptable to different distributions of ECG signals.

If the model’s confidence in its highest prediction for 𝑥𝑗 is below Φ, the sample is classified 

as unknown, rather than being forcefully assigned to a known identity. This approach allows 

the attack to selectively reject uncertain predictions, reducing the risk of misidentifying 

individuals who are not in 𝒟pub. By dynamically adjusting Φ, the model balances sensitivity 

and specificity, improving the robustness of the attack. Despite these constraints, this attack 

remains effective because the attacker leverages only their own independently trained model, 

making no assumptions about external datasets, manually crafted decision rules, or privileged 

knowledge about 𝒟pub.

6.2.5 Design Considerations and Practical Constraints

Our framework simulates real-world adversarial conditions, ensuring the attack reflects prac-

tical constraints rather than an idealized setting. Since ECG signals encode both biometric 

and physiological variations, the ViT model effectively extracts distinguishing features while 

handling variability. A dynamic confidence threshold mitigates false matches by prevent-

ing identity assignments under high uncertainty. This study provides a realistic assessment 

of privacy risks in publicly shared ECG data, highlighting the limitations of traditional 

anonymization techniques like noise addition, which often degrade diagnostic value. Alter-

native privacy-preserving strategies, such as differential privacy [141] and federated learn-

ing [31], are needed to mitigate re-identification risks while preserving ECG utility.

6.3 Experiments and Results

We conduct a comprehensive evaluation of our framework for ECG linkage attack analysis, 

focusing on re-identification risks, robustness under adversarial settings, and benchmarking 
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against state-of-the-art methods. Additionally, we analyze the impact of different data splits 

and perform an ablation study to assess key framework components.

6.3.1 Datasets

To ensure a robust evaluation, we utilize publicly available ECG datasets covering diverse de-

mographics, recording conditions, and health states, summarized in Table 6.1. Each dataset 

undergoes preprocessing, including resampling to a consistent sampling rate, segmentation 

into fixed-length windows (e.g., 10s intervals), and z-score normalization.

Table 6.1: Summary of ECG Datasets Used in Experiments
Dataset Sub-

jects
Age 

range
Sex 

(M/F)
Rate 
(Hz)

Health condition

MIT-BIH 
Arrhythmia [85]

47 23–89 25/22 360 Arrhythmias

MIT-BIH Malignant 
Ventricular [57]

22 22–78 – 250 Ventricular tachycardia

BIDMC CHF [11] 15 22–71 11/4 250 Congestive heart failure
Brno University of 
Technology ECG 
Quality [89]

15 21–83 9/6 1000 General population

MIT-BIH 
Long-Term [56]

7 46–88 6/1 128 Long-term monitoring

Combined 106 21–89 Varies Varies Multiple

6.3.2 Experimental Setup

Adversarial Scenarios To evaluate the robustness of our framework, we simulate realistic 

attack conditions under different levels of adversarial knowledge. The attacker’s goal is to re-

identify individuals in the public dataset 𝒟pub using an adversarial dataset 𝒟priv. However, 

the attacker does not know in advance whether an individual in 𝒟priv exists in 𝒟pub. We 

consider the following scenarios:
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• Partial Knowledge (Realistic Scenario): The attacker trains on 𝒟priv, which 

includes ECG samples from individuals who may or may not exist in 𝒟pub. Without 

prior knowledge of dataset overlap, the attacker relies on independently collected data 

to attempt re-identification, reflecting real-world constraints.

• Full Knowledge (Upper Bound): The attacker has full access to 𝒟pub during 

training, ensuring all target individuals are present. This reduces the task to standard 

classification rather than true re-identification, representing an unrealistic but best-

case scenario for attack performance.

• Noisy Data (Robustness Test): To evaluate the framework’s resilience, we intro-

duce synthetic noise into 𝒟pub, simulating real-world distortions such as sensor errors 

or variations in ECG recordings. This tests the model’s ability to generalize under 

imperfect data conditions.

Data Splits To systematically assess re-identification risks, we design training-validation-

testing splits that reflect practical adversarial constraints. The attacker’s dataset is con-

structed by sampling from 𝒟pub, but the attacker does not know in advance which individuals 

are present in the test set. Specifically, we divide 𝒟pub into three subsets:

• Known Individuals: Participants whose ECG data appears in both 𝒟pub and the 

attacker’s training set. The attacker learns to classify these individuals but does not 

have access to their full ECG sequences.

• Unknown Individuals: Participants in 𝒟pub whose data is completely absent from 

the attacker’s training set. The attacker must recognize that these individuals are not 

part of the known set and classify them as unknown rather than incorrectly linking 

them to an existing identity.
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• Test Set: A mix of known and unknown individuals used to evaluate the model’s 

ability to correctly match identities while minimizing false positives and false negatives.

We employ multiple data splits (e.g., 50/25/25, 60/20/20, and 70/15/15 for training, vali-

dation, and testing) to assess how different levels of data exposure influence attack success. 

These splits simulate a practical attack scenario where the adversary is trained only on a 

subset of known individuals and must distinguish between known and unknown participants 

in the test phase. Since the attacker does not have full visibility into the dataset, they must 

generalize from limited observations, making this a realistic evaluation of re-identification 

risks in public ECG data sharing.

Evaluation Metrics To comprehensively assess model performance, we employ the fol-

lowing evaluation metrics:

• Sample-Level Metrics: Accuracy, precision, recall, and F1-score measure how well 

individual ECG samples are correctly identified. Higher precision indicates fewer false 

positives, while higher recall reflects fewer missed identifications. These metrics capture 

the reliability of ECG-based identity matching.

• Participant-Level Metrics: Re-identification rate measures how often the model 

correctly links individuals from the adversarial dataset to the target dataset. Pro-

tection rate quantifies how well the system prevents unknown individuals from being 

misclassified as known identities. These metrics assess identity leakage risks in practi-

cal settings.

• Unknown Detection Metrics: True Negative Rate (TNR) measures the ability to 

correctly reject unknown individuals, while False Positive Rate (FPR) captures how 

often they are mistakenly linked to known identities. Confidence thresholds regulate 

the decision boundary, helping the model avoid overconfident misclassifications in real-
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world deployments.

• Threshold-Based Metrics: Since confidence thresholds critically impact classifica-

tion performance, we evaluate Equal Error Rate (EER) [90], defined as the threshold 

where the False Acceptance Rate (FAR) equals the False Rejection Rate (FRR):

EER = arg min
𝜃

|FAR(𝜃) − FRR(𝜃)|

To compute EER, the threshold is varied to generate a Receiver Operating Char-

acteristic (ROC) curve, with EER located where FAR and FRR intersect. A lower 

EER indicates better privacy preservation by reducing both false matches and missed 

identifications, balancing identity protection with classification accuracy.

Data Processing To ensure consistency across datasets, ECG signals are preprocessed 

through standardization and segmentation. The raw signals are first resampled to a target 

frequency of 250 Hz to unify different sampling rates. Following this, each signal is nor-

malized using min-max scaling and divided into fixed-length segments of 2000 samples per 

window to maintain uniform input sizes for the model. A label encoding process is applied to 

standardize participant identities across datasets. Additionally, synthetic data augmentation 

is incorporated to introduce variations through transformations such as additive noise, sig-

nal scaling, polarity flipping, and temporal shifting [117]. This processing pipeline maintains 

the integrity of the ECG signals while making the model robust to real-world variations in 

biosignals.

Implementation Details The attack model employs a ViT to extract identity-specific 

representations from ECG signals, processing sequences with a patch size of 20, an em-

bedding dimension of 256, and six transformer layers with eight self-attention heads. Each 

layer includes an MLP of dimension 128, with stochastic depth regularization (0.8 survival 
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probability) for stability. The model is trained using AdamW with a learning rate of 0.0001, 

weight decay of 10−4, and a cosine schedule, with early stopping based on validation F1-score. 

Training runs for 300 epochs with a batch size of 64 on an NVIDIA RTX 4090 GPU, using 

data augmentation techniques such as jittering, cropping, and scaling. The attack follows a 

two-stage classification, where a discriminator first determines if an ECG sample belongs to 

a known identity before ViT refines the classification. The discriminator is a fully connected 

network with a hidden dimension of 128, ReLU activation, batch normalization, and dropout 

(0.3). Overconfident misclassifications are mitigated using a dynamic confidence threshold.

6.3.3 Results and Analysis

Baseline Comparison Table 6.2 compares our framework against state-of-the-art models. 

Our approach consistently outperforms traditional machine learning methods across all eval-

uation metrics. Accuracy represents the proportion of correctly classified samples. Precision 

measures the fraction of correctly predicted positive instances among all predicted positives, 

indicating the model’s reliability in classification. Recall quantifies the proportion of ac-

tual positives correctly identified, assessing the model’s sensitivity. F1-score is the harmonic 

mean of precision and recall, providing a balanced measure of classification performance. 

EER represents the threshold at which the FAR equals the FRR, meaning the probability 

of misclassifying an unknown individual as a known participant is equal to the probability 

of failing to recognize a known participant. A lower EER enhances privacy by minimizing 

both false identifications and misclassifications. Our ViT-based approach achieves an EER 

of 0.127, significantly lower than traditional machine learning models such as Random For-

est (0.232) and Logistic Regression (0.289). This result confirms the model’s robustness in 

preventing unauthorized identity matching, reinforcing its effectiveness in linkage attacks.
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Table 6.2: Baseline Comparison on Sample-Level Metrics.
 Model  Accuracy  Precision  Recall  F1-Score  EER

 Random Forest [134]  0.54  0.58  0.56  0.57  0.232 ± 0.006
 Logistic Regression [94]  0.33  0.34  0.30  0.32  0.289 ± 0.005
 XGBoost [132]  0.60  0.60  0.59  0.60  0.198 ± 0.007
 CNN [52]  0.72  0.71  0.72  0.72  0.151 ± 0.004
 Ours  0.85  0.83  0.82  0.83  0.127 ± 0.003

Impact of Data Splits Table 6.3 examines the effect of different training splits on the 

model’s performance under the partial knowledge attack scenario. As the proportion of 

training data increases, the model achieves better generalization, leading to higher scores. 

The best performance is observed in the 70/15/15 split, where a larger training set provides 

the model with a more diverse representation of known individuals, improving classification 

capability. However, increasing the training proportion may also raise re-identification risks 

in real-world scenarios. Attackers often accumulate ECG data from wearables, telehealth 

services, or leaked medical records, gradually improving their ability to match anonymized 

signals to individuals. This underscores the need for limiting public data exposure and 

implementing privacy-preserving techniques such as differential privacy to mitigate these 

risks.

Table 6.3: Performance Under Different Data Splits (Partial Knowledge).
 Data Split  Accuracy  Precision  Recall  F1-Score
 60/20/20  0.71  0.95  0.70  0.79
 50/25/25  0.72  0.96  0.71  0.80
 70/15/15  0.74  0.97  0.73  0.82

Adversarial Scenario Analysis Table 6.4 compares model performance under different 

levels of adversarial knowledge. As expected, the full knowledge attack scenario achieves the 

highest performance across all metrics, demonstrating the privacy risks associated with fully 

exposed datasets. If an attacker gains unrestricted access to an ECG dataset, the likelihood 

of identity disclosure increases significantly, highlighting the importance of implementing 
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access control mechanisms in public health repositories.

In contrast, the partial knowledge scenario represents a more realistic setting where the 

attacker has limited prior information. While the attack success rate is lower than in the full 

knowledge scenario, the model still achieves a high F1-score of 0.82, suggesting that even 

limited exposure to known identities enables significant re-identification potential.

The noisy data scenario simulates real-world distortions, such as sensor errors and pre-

processing variability. Despite a slight performance drop, the model maintains a notable 

re-identification capability (F1-score = 0.70), indicating that simple noise-based anonymiza-

tion is ineffective. More robust privacy-preserving techniques, including federated learning, 

differential privacy, and cryptographic methods, are needed to mitigate adversarial inference.

These findings demonstrate that linkage attacks on ECG data pose a persistent privacy 

risk, even under limited adversarial knowledge and signal distortions. This underscores 

the necessity of privacy-aware data-sharing strategies, such as minimizing public exposure, 

enhancing anonymization, and enforcing access controls to reduce re-identification risks.

Table 6.4: Performance Under Adversarial Scenarios.
 Scenario  Accuracy  Precision  Recall  F1-Score
 Partial Knowledge  0.74  0.97  0.73  0.82
 Full Knowledge  0.86  0.84  0.83  0.84
 Noisy Data  0.72  0.70  0.71  0.70

Misclassification rates of the Attack Table 6.5 presents the misclassification rates of 

different models in the linkage attack. The FPR represents the proportion of unknown 

individuals mistakenly classified as known, indicating a privacy risk, while the FNR quan-

tifies the proportion of known individuals misclassified as unknown, reflecting the attack’s 

effectiveness in re-identifying participants. The overall misclassification rate aggregates both 

errors, providing a holistic measure of model reliability.
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Traditional machine learning models, such as Random Forest and Logistic Regression, ex-

hibit high FPR (0.28 and 0.35, respectively), frequently misidentifying unknown participants 

as known, significantly increasing the risk of privacy breaches. In contrast, deep learning 

models, including CNN and our ViT-based approach, achieve substantially lower FPR (0.15 

and 0.12, respectively), indicating better resistance to erroneous re-identifications. Notably, 

the FNR remains relatively low for CNN (0.20) and ViT (0.18), highlighting the enhanced 

ability of deep learning methods to re-identify known individuals while reducing misclassifi-

cation of unknown participants.

Our approach achieves the best trade-off between privacy preservation and attack efficacy, 

with an FPR of 0.12, FNR of 0.18, and an overall misclassification rate of 0.15. These 

results indicate that while our model improves re-identification accuracy, it also reduces 

false matches, leading to a more precise yet privacy-conscious attack. However, this also 

implies that as adversaries gain access to better architectures, linkage attacks on ECG data 

may become increasingly effective, underscoring the necessity for stronger privacy defenses.

Table 6.5: Misclassification Rates of Linkage Attack.
 Model  FPR  FNR  Misclassification Rate
 Random Forest [134]  0.28  0.32  0.30
 Logistic Regression [94]  0.35  0.38  0.36
 XGBoost [132]  0.22  0.26  0.24
 CNN [52]  0.15  0.20  0.18
 Ours  0.12  0.18  0.15

Confidence-Based Misclassification To further analyze misclassification behavior, Ta-

ble 6.6 reports the percentage of unknown individuals misclassified as known (U → K) and 

known individuals misclassified as unknown (K → U) at varying confidence thresholds.

Lower confidence thresholds (e.g., 0.01) result in higher misclassification rates, as the model 

assigns identities more aggressively, increasing privacy risks. At this threshold, 40.5% of 

unknown individuals were incorrectly classified as known, resulting in an overall misclassi-
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fication rate of 38.1%. As the threshold increases, the model becomes more conservative, 

reducing both false positives and false negatives. At a threshold of 0.05, misclassification 

rates drop to 15.6% for U → K and 12.8% for K → U, with an overall error rate of 14.2%.

Table 6.6: Confidence-Based Misclassification in Linkage Attack.
 Thres.  U → K (%)  K → U (%)  Total (%)
 0.01  40.5  35.8  38.1
 0.02  35.2  30.5  32.9
 0.03  28.6  24.3  26.4
 0.04  22.1  18.7  20.3
 0.05  15.6  12.8  14.2

Note: U → K: Unknown misclassified as Known. K → U: Known misclassified as Unknown. 
Total: Overall misclassification rate.

These results underscore the necessity of selecting an appropriate confidence threshold to 

balance privacy protection and identification accuracy. Lower thresholds allow for higher 

attack success rates but significantly increase the risk of identity leaks, while higher thresh-

olds mitigate privacy risks at the cost of reduced re-identification capability. Our findings 

suggest that thresholds between 0.04 and 0.05 offer an optimal trade-off, where the model 

effectively distinguishes between known and unknown individuals while limiting unnecessary 

identity matches.

Implications for Privacy Risks Our results show that deep learning-based linkage at-

tacks remain effective even with partial adversarial knowledge. Lower confidence thresholds 

increase attack success but heighten privacy risks by misclassifying unknown individuals, 

while higher thresholds reduce false positives but hinder re-identification of known indi-

viduals. This highlights the limitations of confidence-based filtering as a standalone privacy 

measure. Effective ECG data protection requires a combination of differential privacy, access 

control, and encrypted computation to mitigate adversarial inference.
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6.4 Discussion and Conclusion

This study systematically evaluates re-identification risks in publicly shared ECG datasets, 

demonstrating that linkage attacks remain effective even under partial adversarial knowl-

edge. While the full knowledge scenario—where attackers have unrestricted access to public 

datasets—serves as an upper bound, the partial knowledge setting is more realistic, relying 

on externally collected ECG samples. Despite this constraint, our results show that attack-

ers can still achieve high re-identification accuracy by cross-referencing external datasets 

with anonymized ECG records. This highlights the limitations of simple anonymization 

techniques, such as noise injection, and underscores the urgent need for stronger privacy-

preserving strategies.

To mitigate these risks, future work should explore differential privacy, federated learn-

ing, and cryptographic techniques to limit adversarial exploitation while preserving data 

utility. Extending this framework to other biosignals, such as EEG and PPG, would of-

fer broader insights into biometric privacy risks. Stricter data-sharing policies, combined 

with privacy-aware machine learning approaches, are essential to securing biosignal datasets 

against linkage attacks and promoting ethical data sharing in healthcare.
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Chapter 7

Membership Inference Attacks 

Expose Participation Privacy in ECG 

Foundation Encoders

This chapter is a reprint of material published in Smart Health, vol. 41, Art. no. 

100680, 2026, doi: https://doi.org/10.1016/j.smhl.2026.100680.

7.1 Introduction

Electrocardiograms (ECGs) are among the most widely deployed physiological modalities in 

connected health [38]. They are routinely collected in emergency departments and inpatient 

wards, and increasingly measured through ambulatory and at-home monitoring, supporting 

applications from rapid clinical triage and arrhythmia screening to long-term risk assessment. 

Beyond clinical utility, modern biosignal ecosystems are becoming increasingly shareable and 

deployable at scale: public repositories and community benchmarks such as PhysioNet [56] 
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and PTB-XL [131] enable reproducible research, while real-world connected-health pipelines 

rely on cross-institution data exchange across hospitals, vendors, and cloud platforms to 

improve robustness in heterogeneous populations [140, 141].

Motivated by the rapid progress of foundation models in language [93, 37, 144], biosignal 

modeling is undergoing a similar shift from task-specific supervised training to foundation-

style representation learning. In this paradigm, a general-purpose encoder is pretrained 

on large unlabeled corpora and then reused across downstream tasks, domains, and insti-

tutions. For ECG, recent progress includes contrastive learning of cardiac signals across 

patients and time (e.g., CLOCS) [73], universal time-series SSL (e.g., TS2Vec) [151], and 

masked reconstruction objectives (e.g., MAE) [60]. Importantly, this foundation trend is not 

unique to ECG: large-scale wearable data have enabled open foundation models for optical 

physiological signals such as photoplethysmography (PPG), including Pulse-PPG [102] and 

PaPaGei [95], alongside industry efforts that train and deploy wearable biosignal foundation 

models in practice [101, 127]. Together, these developments make it increasingly common 

to package pretrained encoders as reusable components accessed through APIs for scoring, 

monitoring, and downstream personalization.

However, broad reuse of biosignal foundation encoders raises a subtle but consequential 

privacy question: does the model reveal whether a specific individual contributed data to 

pretraining? This is a form of participation privacy risk—membership in a training corpus 

can itself be sensitive, even when raw waveforms and diagnostic labels are never disclosed. 

In connected health, membership may imply that a person visited a particular institution, 

participated in a study, or belongs to a cohort associated with stigmatized conditions, cre-

ating downstream harms from discrimination to unwanted health inferences. Such concerns 

are amplified for biosignals because physiological traces often contain stable subject-specific 

morphology and can support biometric recognition [75, 135, 136]. Crucially, unresolved 

participation leakage can also degrade trust in clinical AI and discourage institutions and 
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individuals from contributing or sharing data, limiting the scale and diversity of corpora 

that foundation-style biosignal models rely on for generalization [58, 134].

We study this risk through membership inference attacks, which aim to determine whether 

a target individual was included in a model’s training data. Membership inference has 

been extensively demonstrated in computer vision and language modeling [113, 148, 19, 88], 

yet systematic evidence for self-supervised and foundation-style biosignal encoders remains 

limited. This gap matters because the biosignal setting differs from canonical image/text 

benchmarks: training data are often cohort-based with relatively few distinct subjects, each 

contributing many correlated windows, making subject participation potentially more sepa-

rable. At the same time, connected-health deployments rarely expose full model internals; 

they instead expose limited observable interfaces such as scalar quality or anomaly scores, 

or derived statistics aggregated across repeated queries. Therefore, participation risk in 

biosignal foundation encoders cannot be assumed from prior domains and must be measured 

directly under deployment-aligned access constraints. Figure 7.1 illustrates this deployment 

pipeline and its resulting participation-leakage surface.

A key driver of participation leakage is what the attacker can observe. Many realistic deploy-

ments return only scalar outputs such as reconstruction errors for quality control, anomaly 

scores, or similarity-derived metrics, restricting adversaries to score-only inference. More-

over, practical adversaries can often query multiple windows from the same individual and 

aggregate evidence across time, which is particularly relevant for ECG where recordings are 

long and windowed. Some connected-health systems additionally expose latent represen-

tations as “feature APIs” to support retrieval, clustering, personalization, or downstream 

training. Such embedding-access interfaces substantially enlarge the attack surface: repre-

sentation geometry itself may encode subject-specific stability induced by pretraining. In 

this work, we therefore extend our audit beyond scalar-only interfaces to explicitly evalu-

ate embedding-space membership inference, modeling deployments where feature vectors are 
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Figure 7.1: Motivation and threat surface in connected health. A foundation encoder trained 
on biosignal cohorts may be deployed through exposed interfaces, enabling membership 
inference and participation privacy leakage.

accessible to external components or partners. Our evaluation follows a subject-centric proto-

col with window-to-subject aggregation and calibration at fixed false-positive rates. Because 

real-world cohorts are often near-exhaustively used for pretraining, we audit membership 

using a cross-dataset non-member construction in which non-members are drawn from aux-

iliary ECG datasets disjoint from the training dataset. This protocol models a realistic 

cross-distribution participation leakage threat (e.g., across institutions or data sources), and 

may include dataset-level confounding factors (such as acquisition or resampling artifacts).

We summarize our contributions as follows.

• We present an implementation-grounded audit of membership inference against self-

supervised ECG foundation encoders across multiple real-world ECG datasets and 

model families.

• We formalize a deployment-grounded participation privacy threat model for connected 
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health, organized by observable interfaces (e.g., scalar scores, aggregated statistics, and 

embedding access), and discuss stronger representation-access surfaces as an important 

future direction.

• We propose an operational, subject-centric auditing protocol calibrated at fixed fpr 

operating points and report standardized leakage metrics (auc, tpr@fpr, and at-

tacker advantage), revealing objective- and cohort-dependent participation leakage 

under a cross-dataset auditing protocol.

7.2 Background and Related Work

Foundation-style representation learning for ECG and biosignals. Inspired by the 

rapid progress of foundation models in language [93, 37, 144, 139, 137], ECG modeling is 

shifting from task-specific supervised learning to foundation-style representation learning, 

where general-purpose encoders are pretrained on large unlabeled corpora and reused across 

tasks and institutions. This shift is enabled by public resources such as PhysioNet [56] and 

PTB-XL [131], and accelerated by modern SSL objectives. Contrastive frameworks (e.g., 

SimCLR [25]) have inspired ECG-specific methods such as CLOCS [73] and general time-

series SSL such as TS2Vec [151], while masked reconstruction (e.g., MAE [60]) provides 

an alternative route to transferable encoders. Foundation pretraining is also expanding 

beyond ECG to wearable biosignals, including open PPG foundation models trained across 

lab and field settings (Pulse-PPG) [102] and optical physiological foundation models such 

as PaPaGei [95], alongside large-scale industry efforts trained on wearable biosignals for 

deployment [101, 127]. While these models improve data efficiency and generalization, they 

also concentrate sensitive information into reusable latent spaces, raising privacy risks when 

encoders are shared widely.
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Privacy and identity risks in biosignals and connected health. Privacy risks in 

biosignals extend beyond explicit identifiers [134, 136]. ECG waveforms capture stable 

subject-specific morphology and can be leveraged for biometric recognition, including deep-

learning-based identification from ECG features [75, 135]. In real-world connected health 

systems, ECG data are often collected longitudinally and exchanged across hospitals, ven-

dors, and cloud platforms to support monitoring, personalization, and large-scale model 

development [7, 140]. This ecosystem makes identity-centric threats more realistic: even 

after de-identification, records can be re-identified or linked across datasets through physio-

logical signatures, repeated measurements over time, and cross-release correlations [135, 33]. 

At the same time, the increasing reliance on pretrained representations and reusable encoders 

shifts the privacy boundary from raw signal release to model-level leakage—what information 

can be inferred from a deployed model or its representations. This perspective aligns with 

broader concerns in healthcare privacy and data sharing, where participation and linkage 

risks can carry sensitive implications even when direct identifiers are removed [52].

Participation privacy auditing. MIAs aim to infer whether a specific record was used 

to train a model, providing a concrete auditing lens for participation privacy. Early work 

introduced shadow-model based MIAs against supervised classifiers [113], followed by loss-

based attacks that relate membership advantage to generalization gaps [148]. Subsequent 

work demonstrated that MIAs can remain effective under stronger adversaries and more re-

alistic threat models, including white-box access to model gradients and internals [88]. More 

recently, auditing studies have revisited membership leakage for modern large models, em-

phasizing that memorization and training dynamics can create measurable privacy risk even 

without explicit overfitting [19]. However, biosignal foundation encoders differ from canoni-

cal vision/NLP settings in important ways: datasets are often cohort-based with relatively 

few distinct subjects, each subject contributes many correlated windows, and deployed inter-

faces may expose scalar scores or latent embeddings rather than class probabilities. These 
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Figure 7.2: Participation privacy threat model in a connected-health ecosystem. A private 
patient cohort (𝒮train) is aggregated to train a foundation ECG encoder (𝑓𝜃), which is sub-
sequently deployed through a utility interface. An adversary probes the deployed encoder 
via observable outputs (e.g., scalar scores or aggregated statistics) and auxiliary public data 
(𝒮aux) to infer whether a target subject contributed to pretraining.

differences motivate implementation-grounded evaluation tailored to ECG SSL pretraining.

Positioning of this work. Prior biosignal privacy work has largely studied data-level 

threats such as re-identification and linkage on shared records, whereas we focus on an 

underexplored risk: model-level participation leakage from foundation ECG encoders reused 

across tasks and institutions. This reuse creates new attack surfaces where an adversary can 

infer whether a specific individual contributed to pretraining by probing a deployed encoder 

or its representations, even without raw waveforms. We provide the first systematic study of 

membership inference for ECG foundation encoders, formalizing a connected-health threat 

model. Our results reveal heterogeneous and access-dependent leakage that can degrade 

trust and discourage data sharing in connected health.
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7.3 Threat Model and Problem Definition

Figure 7.2 illustrates the connected-health threat surface we study. A foundation ECG 

encoder pretrained on private patient cohorts is deployed as a reusable component for down-

stream diagnosis, monitoring, or analytics. An adversary interacts with this deployed encoder 

through its exposed interface and attempts to infer whether a target individual or cohort 

participated in the pretraining process, resulting in a participation privacy leak.

Pretraining corpus and participation. Let a pretraining corpus consist of a set of sub-

jects 𝒮 = {𝑠𝑖}, where each subject 𝑠 contributes a set of ECG windows {𝑥𝑠,𝑗}
𝑛𝑠
𝑗=1 generated 

by a fixed and deterministic preprocessing pipeline. A target encoder 𝑓𝜃(⋅) is pretrained on 

a subset 𝒮train ⊆ 𝒮 and subsequently reused across tasks and deployment contexts. Given a 

query subject 𝑠⋆, the adversary aims to infer the participation indicator

𝑦(𝑠⋆) = 𝕀[𝑠⋆ ∈ 𝒮train].

This captures participation privacy: even when raw waveforms and clinical labels are not 

exposed, membership in a training cohort can itself be sensitive, as it may reveal institutional 

affiliation, study participation, or cohort membership.

For auditing, we obtain ground-truth participation labels from training artifacts recorded 

by the pretraining pipeline (e.g., logged subject identifiers). This enables clean evaluation 

of membership inference without assuming oracle access by the attacker.

Observable attacker interface. We characterize the adversary by the observable inter-

face of the deployed encoder, reflecting realistic connected-health deployments. We consider 

three interface types:
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(i) Score-only interface: the deployment exposes only scalar outputs (e.g., reconstruction 

error, anomaly score, or quality metric);

(ii) Aggregated-statistic interface: repeated querying allows the attacker to aggregate 

scalar outputs across windows;

(iii) Embedding-access interface: the deployment exposes latent representations (feature 

vectors) for retrieval, clustering, or downstream analytics.

The third interface models increasingly common “feature API” deployments, where em-

beddings are exported for reuse without revealing model weights. Some deployments may 

additionally expose latent representations for downstream retrieval or analytics. While such 

representation access could further amplify participation leakage, a systematic empirical 

evaluation of representation-access attackers is beyond the scope of this submission and left 

to future work.

Subject-level inference and aggregation. ECG datasets typically contain many highly 

correlated windows per subject. Accordingly, membership inference is not meaningful at 

the single-window level. The adversary instead aggregates evidence across multiple queried 

windows from the same subject. Given an observable signal 𝑢(⋅) derived from the deployed 

interface, the adversary computes a subject-level score

score(𝑠) = Agg({𝑢(𝑥𝑠,𝑗)}
𝑛𝑠
𝑗=1) ,

and predicts participation by thresholding

ˆ𝑦(𝑠) = 𝕀[score(𝑠) ≥ 𝜏].

We evaluate leakage using subject-level auc, true positive rate at a fixed false-positive rate 
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(tpr@fpr), and attacker advantage adv = tpr−fpr. To avoid optimistic test-time tuning, 

the threshold 𝜏  is selected on a held-out calibration split at a target fpr and evaluated on 

a disjoint test split.

Non-member construction and cross-dataset auditing. In many connected-health 

settings, foundation encoders are trained on near-exhaustive cohorts from a single institution 

or dataset, leaving few or no same-dataset subjects available as non-members for auditing. 

To reflect this deployment reality, we construct non-members by sampling subjects from 

auxiliary ECG datasets disjoint from the training dataset, yielding a cross-dataset evaluation 

protocol.

This protocol may conflate subject-level participation signals with dataset- or institution-

specific characteristics, such as acquisition hardware, sensor noise, or preprocessing artifacts. 

Rather than interpreting this setting as strictly harder than same-dataset membership in-

ference, we view it as modeling a realistic cross-distribution participation leakage threat. In 

practice, identifying whether a query originates from a contributing dataset or institution 

constitutes a meaningful privacy risk in multi-institutional connected-health deployments. 

We therefore interpret our results as auditing participation leakage under cross-dataset prob-

ing, rather than isolating pure within-dataset subject identification.

7.4 ECG Foundation Encoder Pretraining

We pretrain ECG foundation encoders with SSL and reuse them as fixed feature extractors 

in downstream connected-health pipelines (Section 7.3). Our encoder suite is aligned with 

widely adopted SSL recipes in recent ECG and general time-series representation learning, 

covering both contrastive invariance learning and masked reconstruction [25, 73, 151, 60]. 

This choice ensures that our privacy audit targets encoder designs that closely match cur-
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rent practice in biosignal foundation modeling, rather than relying on a single specialized 

architecture or training objective.

Preprocessing and window construction. We convert raw WFDB ECG recordings 

into standardized windows and cache them on disk to keep training and evaluation consis-

tent across datasets and runs. Signals are resampled to 250 Hz and segmented into 10-second 

windows with 5-second stride, which yields overlapping segments that preserve cardiac cycles 

while providing sufficient coverage across each subject’s recording. Each recording is nor-

malized independently to reduce amplitude-scale variation caused by sensor gain differences, 

acquisition settings, and patient-specific amplitude ranges. When multi-lead recordings are 

available, we preferentially select lead II and represent inputs as single-channel windows so 

that all encoders share the same input format. After preprocessing, each record yields a 

tensor of shape (𝑁, 𝐶, 𝐿), where 𝑁  is the number of extracted windows, 𝐶=1, and 𝐿=2000

samples per window. Caching makes the window set deterministic given a record, which 

is critical for membership auditing because it ensures that members and non-members are 

compared under exactly the same preprocessing pipeline.

Contrastive encoders. Contrastive pretraining learns a representation space in which two 

augmented views of the same input window map close together, while views from different 

windows remain separated. This strategy has become a standard foundation pretraining 

recipe [25] and has been adapted for ECG, where augmentations are designed to preserve 

clinically meaningful waveform structure while encouraging robustness to nuisance variability 

such as small amplitude shifts or temporal misalignment [73]. Given an input window 𝑥, 

we sample two stochastic augmentations ˜𝑥(1) = 𝑡1(𝑥) and ˜𝑥(2) = 𝑡2(𝑥). We encode them as 

𝑧(1) = 𝑓𝜃( ˜𝑥(1)) and 𝑧(2) = 𝑓𝜃( ˜𝑥(2)), and optimize an InfoNCE [92] objective that increases 

similarity between positive pairs (𝑧(1), 𝑧(2)) and decreases similarity to other embeddings in 
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the same minibatch. With temperature 𝜏  and cosine similarity sim(⋅, ⋅), the loss is

ℒNCE = − 1
2𝐵

2𝐵
∑
𝑖=1

log
exp(sim(𝑧𝑖, 𝑧𝑝(𝑖))/𝜏)

∑𝑗≠𝑖 exp(sim(𝑧𝑖, 𝑧𝑗)/𝜏)
,

where 𝐵 is the batch size and 𝑝(𝑖) indexes the paired view for sample 𝑖. Intuitively, minimiz-

ing this loss encourages the encoder to discard augmentation-specific noise while retaining 

stable morphological features that generalize across windows and subjects.

We report results for a SimCLR-style CNN encoder [25] and for TS2Vec [151], which extends 

contrastive learning to time series by explicitly enforcing agreement at multiple temporal 

resolutions [151]. TS2Vec computes representations that remain consistent not only at the 

raw window level, but also after temporal pooling (e.g., downsampling or max pooling), 

which encourages hierarchical features that capture both short-term waveform details and 

longer-range rhythm structure. In both cases, the output embedding 𝑧 becomes a reusable 

feature representation, which is the primary object exposed by many modern foundation 

encoder pipelines.

Masked autoencoders. Masked reconstruction provides an alternative pretraining ob-

jective that learns representations by predicting missing portions of the input under random 

masking. This approach has become prominent in foundation modeling because it trains 

the model to capture global structure from partial observations, a property that translates 

well to downstream tasks where inputs may be noisy or incomplete [60]. We evaluate both a 

CNN-based masked autoencoder and a Transformer-based masked autoencoder with patch 

embedding and a lightweight decoder [60]. Given a masking pattern 𝑚 (either over raw sam-

ples or over patches), we form a partially observed input and train the model to reconstruct 
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the original waveform as ˆ𝑥. We optimize mean squared error restricted to masked positions:

ℒMAE = 1
|𝑚|

∑
ℓ∶ 𝑚ℓ=1

‖ ˆ𝑥ℓ − 𝑥ℓ‖
2
2 ,

where |𝑚| is the number of masked elements. Restricting the loss to masked positions pre-

vents the trivial solution of copying visible inputs, and forces the encoder to learn predictive 

structure that can fill in missing segments based on learned cardiac morphology and rhythm 

patterns. After pretraining, we extract embeddings 𝑧 = 𝑓𝜃(𝑥) from the encoder pathway 

(e.g., by pooling token features in the Transformer model), and treat these embeddings as a 

realistic model output that may be exported or queried in deployment.

Pretraining regimes and membership labeling. To capture common reuse patterns 

in connected health, we pretrain each model family under the single-dataset pretraining 

regime. For each pretraining run, we define membership at the subject level, consistent with 

Section 7.3. The pretraining pipeline records the set of training subjects 𝒮train, and we assign 

ground-truth membership labels by

𝑦(𝑠) = 𝕀[𝑠 ∈ 𝒮train].

This definition corresponds directly to the participation question we study: whether an 

individual contributed any ECG data to pretraining, regardless of which windows are later 

queried by an attacker.

7.5 Membership Inference for Participation Privacy

We audit participation privacy using membership inference attacks against pretrained ECG 

foundation encoders. These attacks provide a widely used framework for assessing whether 
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a trained model reveals information about its training participants through observable out-

puts [113]. Prior work introduced MIAs via shadow-model training and learned attackers 

in supervised settings [113], connected attack success to generalization gaps and loss-based 

tests [148], and demonstrated that attacks can remain effective under stronger adversaries 

with richer access to model outputs [88]. More recent studies further show that member-

ship leakage can persist even when a model does not appear to overfit by standard metrics, 

motivating systematic privacy evaluation for modern large models and reusable encoders [19].

In the biosignal setting, a key distinction from canonical image or text models is that pre-

trained encoders are often deployed through restricted interfaces. Rather than exposing class 

probabilities or gradients, connected-health systems typically return scalar scores (e.g., re-

construction error or quality metrics) or aggregated statistics derived from repeated queries. 

Accordingly, we structure MIAs around the observable deployment interfaces described in 

Section 7.3, focusing on realistic attack surfaces in connected-health pipelines.

Window-level observables from deployed interfaces. Each attack operates through 

an observable interface exposed by the deployed encoder. Depending on the deployment 

setting, the adversary may observe either (i) scalar outputs derived from model behavior (e.g., 

reconstruction error, anomaly scores, or similarity-based statistics), or (ii) latent embeddings 

𝑧 = 𝑓𝜃(𝑥) returned by a feature API.

In scalar-only settings, we denote the per-window observable as a scalar signal 𝑢(𝑥) computed 

from the model outputs. In embedding-access settings, the observable is the window-level 

representation 𝑧 = 𝑓𝜃(𝑥) itself, and membership inference exploits geometric structure in the 

latent space. Because ECG recordings are segmented into many highly correlated windows 

per subject, membership inference at the single-window level is neither realistic nor mean-

ingful. Instead, a practical adversary queries multiple windows from the same subject and 

aggregates evidence across these queries.
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Score-only black-box attacks. In the most restrictive attack setting, the adversary ob-

serves only a scalar score for each queried window. For masked autoencoders, the natural 

observable is reconstruction behavior: if the encoder has internalized the training distribu-

tion more strongly for member subjects, it may reconstruct their windows more accurately 

under the same masking pattern. To reduce variance from a single random mask realization, 

we evaluate reconstruction under 𝐾 fixed masks and define a membership-aligned score as 

the negative masked reconstruction error,

𝑔rec(𝑥) = − 1
𝐾

𝐾
∑
𝑘=1

MSE𝑚(𝑘)(𝑥, ˆ𝑥(𝑘)) ,

where higher values indicate better reconstruction and thus stronger evidence of membership.

For contrastive encoders, deployed systems may not expose similarity scores explicitly, but 

repeated querying enables the computation of a consistency statistic. Specifically, we embed 

two independently augmented views of the same input window and compute their cosine 

similarity. Averaging over 𝐾 augmentation draws yields

𝑔con(𝑥) = 1
𝐾

𝐾
∑
𝑘=1

cos( ¯𝑓𝜃(𝑡(𝑘)
1 (𝑥)), ¯𝑓𝜃(𝑡(𝑘)

2 (𝑥))) ,

where ¯𝑓𝜃(⋅) denotes ℓ2-normalized embeddings. Intuitively, if training induces tighter in-

variances for member data due to repeated exposure to subject-specific morphology, mem-

ber windows may exhibit higher representation consistency under the same augmentation 

pipeline.

Adaptive learned attackers. Beyond fixed scoring rules, MIAs can be strengthened 

when an adversary learns to combine multiple weak signals into a calibrated predictor [113,

88]. We model this capability by training a lightweight subject-level neural classifier on 

summary statistics derived from window-level scores. For each subject 𝑠, we construct a 
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feature vector v𝑠 = [𝜇𝑠, 𝜎𝑠, max𝑠, 𝑞0.9(𝑠)], where 𝜇𝑠 and 𝜎𝑠 denote the mean and standard 

deviation of {𝑢(𝑥𝑠,𝑗)}
𝑛𝑠
𝑗=1, max𝑠 is the maximum score, and 𝑞0.9(𝑠) is the 90th percentile. 

These statistics capture both typical score behavior and rare high-confidence windows that 

may amplify participation signals under aggregation. We train a two-layer MLP (4→16→1 

with ReLU activation) using Adam (learning rate 10−3) and binary cross-entropy loss for 

200 optimization steps on an attacker-training split consisting of labeled member and non-

member subjects. The sigmoid output is used as the subject-level membership score. As 

with score-only attacks, the decision threshold is selected on a disjoint calibration split to 

satisfy fpr = 0.01, and final performance is reported on held-out test subjects.

Embedding-access attacks. When the deployed encoder exposes latent representations 

𝑧 = 𝑓𝜃(𝑥), membership inference can be performed directly in embedding space. This 

models feature-API deployments where embeddings are reused for retrieval, clustering, or 

downstream learning without revealing model weights.

For each subject 𝑠, we sample up to 𝑇  windows {𝑥𝑠,𝑡}𝑇
𝑡=1 and compute window embeddings 

𝑒𝑠,𝑡 = 𝑓𝜃(𝑥𝑠,𝑡). We construct a subject-level representation via mean pooling:

𝑧𝑠 = 1
𝑇

𝑇
∑
𝑡=1

𝑒𝑠,𝑡.

The attacker builds a reference set ℛ consisting of subject-level embeddings from member 

subjects in an attacker-training split. Membership scores are then computed using a 𝑘-

nearest-neighbor (kNN) proximity rule:

score(𝑠) = −1
𝑘

∑
𝑧∈kNN(𝑧𝑠,ℛ)

‖𝑧𝑠 − 𝑧‖2,

where kNN returns the 𝑘 closest reference embeddings in Euclidean distance. Higher scores 

indicate stronger similarity to the member reference set and thus higher likelihood of partic-
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ipation.

Window-to-subject aggregation. Membership inference is evaluated at the subject 

level. Depending on the observable interface, evidence is aggregated either from scalar 

window-level scores or from window-level embeddings.

In scalar-only settings, given a per-window observable 𝑢(⋅), evidence is aggregated across 

windows to compute a subject-level score:

score(𝑠) = Agg({𝑢(𝑥𝑠,𝑗)}
𝑛𝑠
𝑗=1) .

We adopt top-𝑘 mean aggregation by default, which averages the 𝑘 highest window scores 

for each subject. This choice reflects the empirical observation that membership cues may be 

concentrated in a subset of characteristic segments (e.g., unusually clean beats or distinctive 

morphology), rather than being uniformly distributed across all windows.

In embedding-access settings, we instead aggregate window embeddings {𝑒𝑠,𝑗 = 𝑓𝜃(𝑥𝑠,𝑗)}

into a subject-level representation via mean pooling:

𝑧𝑠 = 1
𝑛𝑠

𝑛𝑠

∑
𝑗=1

𝑒𝑠,𝑗,

We then apply the representation proximity rule from Section 7.5 to this subject-level em-

bedding.

Calibration and leakage metrics. To report operationally meaningful privacy risk, we 

calibrate the decision threshold at a fixed false-positive rate (fpr) on a held-out calibration 

split and evaluate on a disjoint test split,

ˆ𝑦(𝑠) = 𝕀[score(𝑠) ≥ 𝜏].
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We report subject-level aucto summarize separability without committing to a specific 

threshold, as well as tprat a fixed fpr (denoted tpr@fpr) to measure attack success under 

controlled false-alarm budgets. Finally, we report attacker advantage adv = tpr − fpr, 

which quantifies the excess success of the attacker over random guessing at the chosen oper-

ating point and is commonly used in membership auditing [148, 19].

Scope of empirical evaluation. While our threat model acknowledges that some de-

ployments may expose learned representations, in this submission we evaluate score-only, 

learned subject-level, and embedding-access attackers. These interfaces collectively span 

realistic connected-health deployments, ranging from minimal scalar exposure to reusable 

feature APIs. These interfaces are directly supported by our current evaluation artifacts 

and reflect common connected-health deployments where only scalar outputs or aggregated 

statistics are accessible to external parties.

7.6 Experimental Setup

7.6.1 Datasets and preprocessing

We conduct experiments on five publicly available ECG datasets from PhysioNet. They are 

butqdb [89], chfdb [11], ltdb [56], mitdb [85], and SHAREE [83]. These datasets span diverse 

cardiac conditions, cohort sizes, and recording durations, and are commonly used in ECG 

representation learning and clinical benchmarking.

All datasets are converted into a unified window-based representation using a single determin-

istic preprocessing pipeline to ensure that member and non-member subjects are compared 

under identical transformations. Raw ECG signals are resampled to 250 Hz and segmented 

into 10-second windows with 5-second stride. Each window is represented as a single-channel 

121



segment, preferentially selecting lead II when multi-lead recordings are available. We apply 

per-record z-normalization and remove non-finite values during preprocessing. The resulting 

window corpus is cached on disk and reused across all training and auditing runs.

Subject identities are defined consistently with the training pipeline. For BUTQDB, records 

sharing the same prefix before the first underscore are treated as belonging to the same 

subject, while for all other datasets each record corresponds to a unique subject. Table 7.1 

summarizes the number of records, unique subjects, and extracted windows after preprocess-

ing in the current workspace.

7.6.2 Foundation encoder pretraining

We audit four self-supervised ECG foundation encoders implemented in our codebase: Sim-

CLR CNN, TS2Vec, MAE CNN, and MAE Transformer. All encoders are pretrained using 

Adam with batch size 256. We enable automatic mixed precision and apply gradient clipping 

with threshold 1.0 for training stability.

For contrastive encoders (SimCLR-CNN and TS2Vec), we use a temperature of 0.2. For 

masked autoencoders, we adopt a patch size of 50 samples and a mask ratio of 0.5. Single-

dataset encoders are trained for 30 epochs. During training, we record the set of training 

subjects and save them as train_ids.json, which provides ground-truth membership labels 

for auditing.

7.6.3 Membership inference evaluation

We evaluate membership inference using a subject-centric auditing protocol. Because ECG 

datasets contain many correlated windows per subject, attacks operate on window-level 

outputs but are evaluated at the subject level through window-to-subject aggregation.
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Attacker models and aggregation. For each subject, we sample up to 𝑤 = 2000 win-

dows and aggregate window-level scores using a top-𝑘 mean strategy with 𝑘 = 50, which 

averages the highest-scoring windows per subject. All attacks are calibrated at a fixed false 

positive rate of fpr = 0.01 and evaluated on disjoint test subjects. We report subject-level 

auc, tpr@0.01, and attacker advantage adv = tpr−fpr. For learned attacks, subjects are 

split into attacker-train, calibration, and test subsets. The MLP is trained on attacker-train 

subjects with labeled membership indicators, thresholds are calibrated on the calibration 

subset, and results are reported on disjoint test subjects.

Score-only and learned attacks. We evaluate two attacker models aligned with realistic 

deployment interfaces. Score-only attacks observe only a scalar output per queried window. 

For MAE-based encoders, the score is the negative masked reconstruction error, averaged 

over eight fixed random masks. For SimCLR-CNN and TS2Vec, the score is an augmentation-

consistency statistic based on cosine similarity between two independently augmented views. 

The learned attacker trains a lightweight subject-level classifier on summary statistics derived 

from window scores, including the mean, standard deviation, maximum, and upper quantile.

Embedding-space attacker. For embedding-access attacks, we construct subject-level 

embeddings by mean-pooling window embeddings and apply a 𝑘-nearest-neighbor proximity 

rule with 𝑘 = 5. Reference embeddings are drawn from member subjects in the attacker-

training split. Thresholds are calibrated at fpr = 0.01 on a held-out calibration subset, and 

final performance is reported on disjoint test subjects.

Non-member construction. In many connected-health settings, foundation encoders are 

trained on a near-exhaustive cohort from a given dataset, leaving few or no same-dataset 

subjects available as non-members. To maintain a meaningful membership inference task un-

der such conditions, we construct non-members by sampling subjects from a mixed auxiliary 
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pool across ECG datasets disjoint from the training dataset. We interpret this mixed-dataset 

protocol as a cross-dataset robustness setting that removes trivial dataset-specific cues and 

measures participation leakage that persists across data sources. Unless otherwise stated, 

we use a balanced member-to-non-member ratio (𝑟 = 1) and a fixed random seed of 42.

7.7 Results

We report a systematic audit of participation privacy in self-supervised ECG foundation en-

coders under single-dataset pretraining with evaluation in a mixed-dataset non-member set-

ting. Non-members are drawn from datasets disjoint from the training distribution, which 

models a realistic deployment risk: a party observing model behavior attempts to infer 

whether a specific cohort (e.g., patients from one hospital or device pipeline) contributed 

to pretraining. This protocol simultaneously stresses subject-level invariances (stable mor-

phology and rhythm patterns) and dataset-level acquisition signatures, and therefore probes 

the kinds of population-level membership claims that arise when encoders are shared across 

institutions.

All metrics are calibrated at a strict false-positive rate fpr = 0.01 and reported as [auc

|tpr@fpr|adv]. We treat auc as a global separability measure, but emphasize tpr@0.01

and adv as deployable indicators of tail risk under conservative auditing. Tables 7.2 and 7.3 

summarize learned and score-only attacks. Table 7.4 introduces a 𝑘NN adversary with em-

bedding access. The two figures provide complementary high-level views: Figure 7.4 visual-

izes dataset-level heterogeneity in learned-attack AUC across model families, and Figure 7.3 

isolates the value of learning by plotting Δauc = auclearned − aucscore per dataset–model 

pair.
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7.7.1 Cohort Structure Drives Scalar Leakage

A dominant empirical pattern is that leakage is strongly regime-dependent rather than a 

uniform consequence of self-supervised learning. This is already apparent in Figure 7.4, 

where learned-attack AUC varies from near chance to near perfect depending on dataset 

and encoder family. The wide spread within each model column indicates that dataset 

properties (cohort size, redundancy, acquisition homogeneity) can dominate architectural 

effects, and that reporting a single “privacy number” for an encoder family is misleading 

without specifying the cohort regime.

The most severe scalar leakage occurs in small, homogeneous cohorts. On BUTQDB, learned 

attacks on SimCLR-CNN reach [0.931|0.833|0.823] (Table 7.2), and score-only remains 

comparably strong at [0.912|0.800|0.790] (Table 7.3). MAE-CNN is even more exposed 

in the scalar interface, achieving [0.944|0.667|0.657] in score-only mode, which is the 

largest score-only AUC observed across our single-dataset settings. CHFDB exhibits a sim-

ilar vulnerability profile: MAE-CNN attains [0.800|0.375|0.365] (learned) and [0.760

|0.600|0.590] (score-only),  while MAE-Transformer shows high score-only tail risk with 

[0.720|0.625|0.615]. These results indicate that, in small cohorts, objective-aligned scalar 

signals (contrastive consistency or reconstruction error) often suffice to detect participation 

at strict calibration; learned aggregation is not required for strong separability.

In contrast, leakage attenuates on more diverse datasets and the operational gap between 

auc and tpr@0.01 becomes more pronounced. MITDB shows moderate learned AUC across 

families (SimCLR-CNN [0.585|0.301|0.291], TS2Vec [0.594|0.260|0.250]), but the 

score-only interface is much weaker for several objectives (TS2Vec [0.647|0.000|0.000], 

MAE-CNN [0.563|0.063|0.053]). SHAREE exhibits a similar pattern: learned attacks 

reach [0.667|0.221|0.211] (MAE-CNN) and [0.627|0.254|0.244] (TS2Vec), whereas 

score-only for MAE-CNN collapses to [0.490|0.000|0.000]. Figure 7.4 captures this at-
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tenuation as a compression of AUC values toward the mid-range relative to the extreme 

BUTQDB outliers. Empirically, increasing diversity appears to “diffuse” subject-specific 

stability so that only a small fraction of subjects remain separable in the extreme tail, which 

sharply limits tpr@0.01 even when auc remains above chance.

7.7.2 The Value of Learning: When Learned Attackers Help (and 

When They Hurt)

Figure 7.3 disentangles whether training a learned attacker provides a systematic advantage 

over scalar thresholding. The heatmap makes clear that learned attacks are not uniformly 

stronger: many cells are negative, indicating that an objective-aligned scalar alone can be 

the worst-case interface. This observation is important operationally, because it implies that 

“limiting access to embeddings” or “disallowing attacker training” is insufficient as a blanket 

mitigation if the exposed scalar already concentrates the membership signal.

BUTQDB illustrates a score-dominated regime where learning can underperform. MAE-

CNN drops from score-only AUC 0.944 to learned AUC 0.722 (Δauc = −0.222), and TS2Vec 

declines from 0.778 to 0.639 (Δauc = −0.139). In this regime, the membership signal is 

highly concentrated: reconstruction error (for MAE) or consistency (for contrastive) yields 

a sharp tail separation that a simple rule can exploit. Training a learned attacker on limited 

cohort diversity can instead blur this clean signal by mixing in additional window statistics 

that do not generalize across subjects, reducing global ranking performance even if the 

attacker has more capacity.

Conversely, Figure 7.3 also reveals settings where learning provides clear benefits, consistent 

with a diffuse-signal regime. On SHAREE, MAE-CNN improves from 0.490 (score-only) 

to 0.667 (learned), yielding a large positive Δauc, and TS2Vec increases from 0.556 to 

0.627. On LTDB, MAE-CNN rises from 0.533 (score-only) to 0.596 (learned), and MAE-
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Transformer decreases from 0.574 to 0.556 in AUC (a negative Δ), while SimCLR-CNN 

remains essentially unchanged in AUC (0.594 learned vs 0.594 score-only). The consistent 

takeaway is that learning helps primarily when the scalar mean is insufficient and membership 

cues are spread across higher-order structure (variance, stability, extremes) that must be 

aggregated across many windows. Figure 7.3 is therefore best interpreted not as “learning 

is better,” but as a diagnostic of whether membership signal is concentrated into a single 

objective-aligned statistic or distributed across multiple summary dimensions.

7.7.3 Embedding-Attack Results: Latent Geometry Can Be the 

Dominant Leakage Channel

Table 7.4 adds an embedding-access adversary and qualitatively changes the threat land-

scape, especially for contrastive encoders. In the smallest cohorts, embedding leakage satu-

rates: on BUTQDB and CHFDB, both SimCLR and TS2Vec achieve [1.000|1.000|0.990], 

implying perfect subject-level detection at fpr = 0.01 using a simple 𝑘NN probe. This result 

indicates that contrastive pretraining can induce a latent geometry where member represen-

tations cluster in a way that is extremely separable from disjoint-dataset non-members, even 

when the attacker does not rely on scalar objective outputs. Practically, this means that 

releasing embeddings (or enabling downstream access to intermediate representations) may 

be dramatically more dangerous than exposing only logits or scores, and that the risk is not 

merely “incremental” over scalar leakage.

The embedding interface also clarifies an important asymmetry between contrastive and 

masked reconstruction objectives. While contrastive models often leak more through embed-

dings than through score-only outputs, MAE models frequently exhibit the opposite ordering. 

For instance, on BUTQDB, MAE-CNN embedding leakage is [0.750|0.571|0.561], which 

is substantially below its score-only reconstruction leakage [0.944|0.667|0.657]; similarly 
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on CHFDB, MAE-CNN drops from [0.760|0.600|0.590] (score-only) to [0.710|0.429

|0.419] (embedding). On LTDB, MAE embeddings are particularly well-behaved, with 

both MAE-CNN and MAE-Transformer yielding [0.520|0.000|0.000] and [0.510|0.000

|0.000]. These patterns suggest that, for masked autoencoders, reconstruction error can 

amplify membership signal beyond what is directly encoded in latent neighborhood structure, 

whereas for contrastive methods the geometry itself can be an identity-like signature.

7.7.4 Calibration and Tail Risk at Low False-Positive Rates

Across all interfaces, strict calibration exposes tail behavior that auc alone can obscure. 

Several configurations maintain moderately above-chance auc but yield negligible tpr@0.01, 

indicating that separability exists in the bulk ordering but collapses when constrained to 

very low false positives. A clear example is TS2Vec on LTDB under learned attacks: [0.522

|0.000|0.000], and under score-only: [0.556|0.000|0.000]. In contrast, other settings 

exhibit moderate AUC yet high tail risk, such as SimCLR on LTDB in the embedding 

interface ([0.750|0.667|0.657]). Operationally, this means that privacy auditing must 

include calibrated tail metrics: a system may appear only modestly separable globally while 

still enabling high-confidence membership claims for a non-trivial fraction of subjects.

These tail effects are amplified by two structural factors in our setup. First, subject-level 

aggregation over many windows creates an outlier-driven vulnerability: a small number of 

highly distinctive windows can dominate top-𝑘 summaries even if most windows overlap. 

Second, small cohorts with high within-subject redundancy increase the probability that 

some windows fall into a highly separable region (e.g., extremely low reconstruction error for 

a subset of beats), producing heavy-tailed member distributions. This combination explains 

why BUTQDB and CHFDB show exceptionally high tpr@0.01 across multiple attack types, 

while larger and more heterogeneous datasets compress tail separation even when average 
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AUC remains above chance.

7.7.5 Summary of Empirical Principles

Taken together, the tables and figures support four consistent principles. First, participation 

leakage is dominated by regime heterogeneity: Figure 7.4 shows that dataset structure can 

shift learned AUC from near chance to near perfect even within the same encoder family. 

Second, scalar interfaces are not inherently safe: Table 7.3 demonstrates that objective-

aligned scores can already yield high tpr@0.01 and adv in small cohorts. Third, the benefit 

of adaptive learning is conditional: Figure 7.3 shows that learning helps primarily when 

membership signal is diffuse, but can underperform when a single scalar statistic already 

concentrates separation. Fourth, embedding exposure is a distinct and sometimes dom-

inant risk channel: Table 7.4 reveals extreme leakage for contrastive encoders, including 

perfect detection in small cohorts, while MAE embeddings are often less exposed than their 

reconstruction-based scalars.

7.8 Discussion and Limitations

Our results show that participation privacy in ECG foundation encoders depends strongly 

on dataset structure, training objective, and deployment interface. At the same time, several 

limitations of our evaluation protocol and broader practical considerations warrant discus-

sion.

Cross-dataset auditing and confounding. Our non-member construction draws sub-

jects from datasets disjoint from the training corpus, yielding a cross-dataset evaluation 

setting. This protocol may conflate subject-level membership signals with characteristics 
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specific to a dataset or institution, such as acquisition hardware, voltage scaling, or sensor 

noise. Accordingly, high attack performance does not imply pure subject identification. We 

adopt this protocol intentionally to reflect realistic connected-health deployments, where 

determining whether a query originates from a contributing institution or cohort is itself a 

meaningful participation risk. Nevertheless, future work should evaluate harmonized multi-

site cohorts with aligned preprocessing pipelines to disentangle dataset-level artifacts from 

true subject-level memorization.

Preprocessing effects and signal artifacts. All datasets are resampled to a common 

sampling rate to enable unified pretraining. Resampling from heterogeneous original rates 

may introduce interpolation artifacts that are consistent within a dataset and detectable by 

neural encoders, potentially contributing to cross-dataset separability. A more systematic 

study of preprocessing sensitivity—including alternative resampling strategies and harmo-

nized signal pipelines would clarify the extent to which observed leakage reflects physiological 

invariances versus signal-processing artifacts.

Broader attack surfaces and systematic evaluation. Our study focuses on score-

only and subject-level learned attackers aligned with practical deployment interfaces. How-

ever, participation leakage likely spans a broader attack surface. Future work should sys-

tematically evaluate representation-access attackers, adaptive query strategies that opti-

mize window selection, and transfer-based attacks through fine-tuned downstream models. 

Connected-health systems may also introduce temporal dynamics, where model updates 

or cohort expansion enable longitudinal membership inference. Establishing standardized 

evaluation protocols for biosignal MIAs—analogous to emerging benchmarks in NLP and 

vision—would improve comparability and rigor across studies.
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Toward practical defenses. Our findings suggest that defenses must be objective-aware 

and deployment-aware. Potential directions include differentially private pretraining, cal-

ibrated noise injection, or regularization techniques that limit extreme-tail separability in 

reconstruction or consistency scores. However, privacy mechanisms must preserve clinically 

meaningful morphology and diagnostic utility. Developing principled trade-offs between rep-

resentation quality and participation privacy remains an open challenge, particularly for 

reusable foundation encoders integrated into clinical infrastructure.

7.9 Conclusion

We presented a systematic audit of participation privacy in self-supervised ECG founda-

tion encoders. By evaluating score-only and learned membership inference attacks under 

a deployment-aligned, subject-centric protocol, we showed that commonly used SSL objec-

tives can leak training participation even in the absence of labels or explicit identity features. 

Importantly, we found that strong leakage is concentrated in small or institution-specific co-

horts, and that restricting access to scalar scores is insufficient to guarantee privacy when 

those scores align closely with the pretraining objective.

As reusable biosignal encoders become integral components of connected-health infrastruc-

ture, our results underscore the need for rigorous, context-aware privacy auditing prior to 

deployment. Future work will extend this analysis to representation-access attackers, har-

monized multi-site cohorts, and principled defenses that balance utility and participation 

privacy.
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Table 7.1: Diverse real-world ECG corpora used in this study. We report (i) intrinsic 
dataset properties (cohort, acquisition setting, original sampling rate, available leads, and 
typical record duration) from the official PhysioNet releases, and (ii) the effective scale used 
in our workspace after our deterministic preprocessing. Preprocessing (shared across 
all datasets): we resample all signals to 250 Hz, extract 10-second windows with 5-second 
stride, select a single ECG channel (prefer lead II when available; otherwise use an available 
ECG lead), remove non-finite values, and apply per-record 𝑧-normalization before caching 
windows to disk. These datasets jointly cover heterogeneous acquisition devices, cohort sizes, 
and recording durations, reflecting practical connected-health conditions rather than a single 
curated benchmark.
Dataset Cohort / acquisition (from 

PhysioNet)
Orig. 

𝑓𝑠

Leads Typical 
length

#Used 
windows

BUTQDB 
[89]

Single-lead long-term record-
ings collected for ECG quality 
assessment; Holter-style ambu-
latory signals (wearable / mo-
bile setting).

1000 Hz 1 ≥24 h 344,660

CHFDB [11] Long-term ECG from conges-
tive heart failure patients; con-
tinuous ambulatory recordings.

250 Hz 2 ∼20–24 h 215,177

LTDB [56] Long-term ST/ischemia-
related ECG with prolonged 
ambulatory monitoring; an-
notated ST episodes in long 
recordings.

250 Hz 1–2 ∼21–24 h 106,157

MIT-BIH 
Arrhyth-
mia [85]

Clinical arrhythmia bench-
mark; annotated two-lead 
excerpts widely used for 
rhythm/beat analysis.

360 Hz 2 30 min 20,017

SHA-
REE [83]

Ambulatory recordings from 
a hypertensive cohort with 
Holter-style monitoring; multi-
signal release includes ECG 
channels.

128 Hz 2 ECG 
(+aux)

24 h 2,296,925
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Table 7.2: Learned membership inference. Results represent [AUC|TPR@0.01|Adv] eval-
uated under a mixed-dataset non-member setting. Bold indicates the highest leakage 
for each dataset.

 Dataset SimCLR CNN TS2Vec MAE CNN  MAE
 Transformer

 BUTQDB [0.931|0.833
|0.823]

[0.639|0.375
|0.365]

[0.722|0.333
|0.323]

[0.528|0.200
|0.190]

 CHFDB [0.620|0.333
|0.323]

[0.560|0.333
|0.323]

[0.800|0.375
|0.365]

[0.734|0.333
|0.323]

 LTDB [0.594|0.333
|0.323]

[0.522|0.000
|0.000]

[0.596|0.500
|0.490]

[0.556|0.333
|0.323]

 MITDB [0.585|0.301
|0.291]

[0.594|0.260
|0.250]

[0.592|0.210
|0.200]

[0.591|0.196
|0.186]

 SHAREE [0.647|0.231
|0.221]

[0.627|0.254
|0.244]

[0.667|0.221
|0.211]

[0.588|0.117
|0.107]

Note: 𝑤=2000 windows/subject, 𝑟=1 non-member ratio. Calibration at fpr=0.01.

Table 7.3: Score-only membership inference. Comparison of leakage using only scalar 
outputs. Small non-zero artifacts in TPR are corrected to 0.000, and negative advantage 
scores are clipped to 0.000. Bold indicates the highest leakage for each dataset.

 Dataset SimCLR CNN TS2Vec MAE CNN  MAE
 Transformer

 BUTQDB [0.912|0.800
|0.790]

[0.778|0.333
|0.323]

[0.944|0.667
|0.657]

[0.556|0.143
|0.133]

 CHFDB [0.580|0.250
|0.240]

[0.600|0.000
|0.000]

[0.760|0.600
|0.590]

[0.720|0.625
|0.615]

 LTDB [0.594|0.250
|0.240]

[0.556|0.000
|0.000]

[0.533|0.000
|0.000]

[0.574|0.333
|0.323]

 MITDB [0.639|0.221
|0.211]

[0.647|0.000
|0.000]

[0.563|0.063
|0.053]

[0.606|0.320
|0.310]

 SHAREE [0.637|0.137
|0.127]

[0.556|0.000
|0.000]

[0.490|0.000
|0.000]

[0.599|0.000
|0.000]

Note: Same protocol as Table 7.2.
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Table 7.4: Embedding-access membership inference. Results ([AUC|TPR@0.01|Adv]) 
for an adversary probing the latent representation space using 𝑘NN. Contrastive models 
(SimCLR, TS2Vec) show extreme leakage in embedding space, while MAE models often 
leak less through embeddings than through reconstruction error (compare to Table 7.3).

 Dataset SimCLR CNN TS2Vec MAE CNN  MAE
 Transformer

 BUTQDB [1.000|1.000
|0.990]

[1.000|1.000
|0.990]

[0.750|0.571
|0.561]

[0.610|0.286
|0.276]

 CHFDB [1.000|1.000
|0.990]

[1.000|1.000
|0.990]

[0.710|0.429
|0.419]

[0.550|0.143
|0.133]

 LTDB [0.750|0.667
|0.657]

[0.680|0.333
|0.323]

[0.520|0.000
|0.000]

[0.510|0.000
|0.000]

 MITDB [0.680|0.348
|0.338]

[0.660|0.304
|0.294]

[0.550|0.174
|0.164]

[0.540|0.130
|0.120]

 SHAREE [0.690|0.261
|0.251]

[0.680|0.275
|0.265]

[0.580|0.145
|0.135]

[0.520|0.058
|0.048]
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Figure 7.3: Impact of learned attackers over score-only attacks in single-dataset pretraining. 
Each cell reports Δauc = auclearned − aucscore. Positive values indicate that training a 
learned attacker improves separability; negative values indicate that an objective-aligned 
score-only rule is stronger.

135



SimCLR-CNN TS2Vec MAE-CNN MAE-Transformer
0.4

0.5

0.6

0.7

0.8

0.9

1.0

AU
C

 (L
ea

rn
ed

)

Chance Level

Small Dataset
(BUTQDB)

Large Dataset
(SHAREE)

Membership Leakage vs. Model Architecture

Figure 7.4: Learned-attack AUC across datasets and encoder families for single-dataset 
pretraining. The dashed line indicates chance-level AUC of 0.5. Leakage varies substantially 
across objectives and datasets, and the most severe cases occur in small-cohort settings.
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Chapter 8

Summary and Future Directions

8.1 Summary of the Dissertation

This dissertation investigated how healthcare AI can adapt to users and data without treating 

privacy or participant burden as afterthoughts. Its central argument is that trustworthy 

adaptation is not a single model property. It is a system property that must be designed, 

tested, and maintained from user interaction and data collection through model deployment.

Chapter 2 began with the interaction between an everyday monitoring system and the person 

who supplies its labels. The context-aware active reinforcement-learning framework modeled 

whether an ecological momentary assessment would be informative and timely using predic-

tion uncertainty, response history, and contextual information. Offline results demonstrated 

substantial reductions in the number of queries required to reach a target performance, while 

the online study deployed real-time triggering and evaluated context features and personal-

ization. This chapter established that adaptation begins before model training: a monitoring 

system must learn when and how to ask for information without exhausting the user.
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Chapter 3 then addressed how to learn securely from the sparse, distributed observations 

produced in everyday monitoring. Differential private federated transfer learning combined 

three complementary ideas: transfer learning addressed limited local data, federated learning 

reduced the need to centralize sensitive observations, and differential privacy limited the 

information exposed through shared updates. In a real-world stress-monitoring case study, 

the framework improved accuracy and recall relative to learning from scarce local data alone 

while providing an explicit privacy mechanism. Together, the first two studies connected 

adaptive data acquisition with privacy-preserving adaptation.

The remaining chapters examined what such mechanisms do not automatically protect. 

Chapter 4 showed that ECG data retain biometric identity even after explicit identifiers 

are removed. Transparent classifiers and SHAP explanations connected re-identification 

performance to interpretable PQRST features, demonstrating that privacy risk is rooted in 

the physiology of the signal rather than solely in a particular model architecture.

Chapter 5 then moved from handcrafted features to learned representations. TransECG 

showed that transformer attention can exploit identity-related information distributed across 

long ECG sequences and can localize that information to meaningful cardiac components. 

The performance gain over feature-based, convolutional, and recurrent baselines illustrated 

a recurring dual-use property of healthcare AI: richer representations improve analytical 

power, but the same representations can make sensitive structure more accessible.

Chapter 6 converted this re-identification capability into a practical adversarial setting. The 

linkage framework removed the unrealistic assumption that every target participant is known 

to the attacker. Even with partial knowledge and unknown participants, a two-stage attack 

could link ECG records across datasets at substantial accuracy. This result demonstrated 

why anonymization and closed-set evaluation provide insufficient evidence of privacy.

Finally, Chapter 7 moved the attack surface from released data to released models. The 
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membership-inference audit showed that scalar outputs and latent embeddings from ECG 

foundation encoders can disclose training participation. Leakage varied with the pretraining 

objective, cohort structure, attacker interface, and operating point. Particularly for small 

or institution-specific cohorts, restricting access to raw signals or labels was not enough to 

guarantee participation privacy.

8.2 Cross-Cutting Findings

Six findings connect the chapters.

First, data quality and user burden are coupled. A monitoring system that requests too 

many labels, or asks at inappropriate moments, can reduce participation and degrade the 

very data needed for personalization. Second, decentralization is not equivalent to privacy. 

Federated learning changes where computation occurs, but formal protection and empiri-

cal auditing remain necessary. Third, physiological utility and identity leakage arise from 

overlapping signal structure. A transformation that removes all individual variation may 

also remove clinically useful information, so defenses must be evaluated against both privacy 

and downstream utility. Fourth, representation learning amplifies this tension: models that 

learn richer temporal and morphological dependencies may improve health inference while 

creating stronger identity or membership signals. Fifth, attack realism matters. Open-set 

recognition, heterogeneous sources, repeated subject-level queries, and low-false-positive op-

erating points can change conclusions that would be drawn from aggregate accuracy or AUC 

alone. Sixth, interpretability is useful for both science and security. Mapping query deci-

sions, leakage, summary statistics, signal regions, and embedding geometry helps convert 

model behavior into actionable knowledge for designers and data stewards.

These findings suggest a progression from privacy by mechanism to privacy by evidence. A 
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formal mechanism defines a protection goal, but a trustworthy healthcare system must also 

demonstrate through context-aware testing that the remaining interfaces do not violate the 

expectations of patients, study participants, institutions, or developers.

8.3 Future Research Directions

8.3.1 Human-Centered Adaptive Monitoring

Future monitoring systems should jointly optimize label utility, participant burden, fair-

ness, and privacy rather than treating EMA scheduling as an isolated prediction problem. 

Reinforcement-learning policies could incorporate individual interruption preferences, un-

certainty about delayed or missing responses, and explicit limits on daily or cumulative 

burden. Longitudinal evaluation should measure not only model accuracy but also adher-

ence, response latency, perceived intrusiveness, and whether scheduling quality differs across 

demographic or clinical groups. Fairness evaluation must also extend to synthetic medical 

data used to supplement scarce observations: subgroup imbalance can persist or be am-

plified during generation, motivating augmentation frameworks that explicitly improve de-

mographic representation before synthetic-data training [103]. Privacy-preserving on-device 

context modeling would further reduce the need to transmit detailed behavioral data merely 

to decide when to ask a question.

8.3.2 End-to-End Privacy Accounting

Future systems should connect privacy guarantees across stages that are usually studied 

separately. Context collection, label querying, differentially private training, model fine-

tuning, repeated API queries, embedding release, and downstream personalization can each 
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reveal information or consume a privacy budget. An end-to-end accounting framework should 

describe how these operations compose over time and across institutions. Such a framework 

would make it possible to compare a system’s stated guarantee with the leakage observed 

under realistic identity, linkage, and membership attacks.

8.3.3 Utility-Aware Representation Protection

The ECG studies show that identity and clinical information can occupy overlapping regions 

of the signal and latent space. Future defenses should therefore optimize a multi-objective cri-

terion: retain diagnostic and monitoring utility while suppressing identity and participation 

cues. Promising directions include adversarially learned identity-invariant representations, 

differentially private self-supervised objectives, feature-selective perturbation, representation 

bottlenecks, and calibrated embedding-release policies. Evaluation should include multiple 

clinical tasks so that apparent privacy gains are not achieved by indiscriminately degrading 

the signal.

8.3.4 Longitudinal and Cross-Device Evaluation

Biometric characteristics are neither perfectly constant nor completely unstable. Aging, dis-

ease progression, medication, stress, sensor placement, sampling rate, and device hardware 

can change ECG morphology. Larger longitudinal studies are needed to determine when 

identity cues persist, when attacks transfer across devices or institutions, and whether de-

fenses remain effective under these shifts. These studies should emphasize participant-level 

separation and demographic diversity to avoid overstating generalization.
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8.3.5 Causal and Clinically Grounded Explanations

SHAP values and transformer attention identify associations between model decisions and 

ECG regions, but they do not by themselves establish causal mechanisms. Future work 

should combine attribution with controlled perturbations, counterfactual signal generation, 

electrophysiological priors, and clinical review. This would clarify whether a highlighted 

region truly carries stable identity information or merely correlates with dataset-specific 

acquisition artifacts. Clinically grounded explanations can also help determine which trans-

formations are safe for diagnosis but effective for privacy.

8.3.6 Adaptive Auditing and Deployment Controls

Privacy risk varies across cohorts, objectives, and interfaces, so a single benchmark threshold 

is unlikely to be sufficient. Deployment-aware auditing should select attacks and operating 

points based on the consequences of false accusations and missed leakage. Systems can 

then adapt controls accordingly: limit repeated queries, round or randomize scalar outputs, 

restrict embeddings, monitor suspicious access patterns, or require stronger authentication 

for high-risk interfaces. Audits should be repeated after model updates because fine-tuning 

and distribution shift may create new leakage channels.

8.3.7 Governance for Physiological Data and Models

Technical defenses should be paired with governance that recognizes physiological signals as 

both health data and potential biometrics. Consent processes should explain risks from cross-

dataset linkage and model participation, not only direct disclosure. Data-use agreements 

should define whether embeddings and pretrained encoders may be redistributed, and model 

documentation should report the populations used in training, the interfaces exposed, and the 
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privacy audits performed. These measures can align the incentives of researchers, healthcare 

institutions, technology providers, and participants.

8.4 Concluding Perspective

Healthcare AI will increasingly learn across people, devices, institutions, and tasks. Its 

value will depend on adaptation, but its legitimacy will depend on whether that adaptation 

respects the people whose effort and data make it possible. The work in this dissertation 

traces a path from context-aware, burden-conscious label acquisition to privacy-preserving 

distributed learning and then to progressively deeper audits of signals, representations, cross-

dataset identity, and training participation. The resulting lesson is not that useful health 

data should cease to be shared or that expressive models should cease to be developed. It is 

that every increase in interaction, reuse, and representational power should be accompanied 

by corresponding evidence of human benefit and privacy protection. Designing adaptive 

mechanisms and testing their residual risks together offers a practical foundation for secure, 

responsive, and trustworthy healthcare AI.
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