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Learning Global Proliferation Expertise Evolution
Using AI-Driven Analytics and Public Information

Maria Glenski

, Ellyn Ayton™, Sannisth Soni, Emily Saldanha, Dustin Arendt, Brian Quiter™,

Ren Cooper, Member, IEEE, and Svitlana Volkova

Abstract—Detecting and anticipating global proliferation
expertise and capability evolution from unstructured, noisy,
and incomplete public data streams is a highly desired, but
extremely challenging task. In this article, we present our
pioneering data-driven approach to support the non-proliferation
mission to detect and explain the evolution of proliferation
expertise and capability development globally from terabytes of
publicly available information (PAI), focusing on our knowledge
extraction pipeline and descriptive analytics. We first discuss how
we fuse nine open-source data streams, including multilingual
data, to convert 4 TB of unstructured data to structured knowl-
edge and encode dynamically evolving proliferation expertise
representations—content and context graphs. For this, we rely
on natural language processing (NLP) and deep learning (DL)
models to perform information extraction, topic modeling,
and distributed text representation (aka embedding) learning.
We then present interactive, usable, and explainable descriptive
analytics to refine domain knowledge and present it in a human-
understandable form. Finally, we introduce future work avenues
that will leverage our dynamic knowledge representations and
descriptive analytics to enable predictive and prescriptive infer-
ences to achieve real-time domain understanding and contextual
reasoning about global proliferation expertise and capability
evolution.

Index Terms— Artificial neural networks, big data applications,
data mining, data visualization, decision support systems, knowl-
edge discovery, knowledge representations, machine learning,
natural language processing (NLP), prediction models.

I. MOTIVATION

Open source data analytics have been shown to have a
tremendous success and impact across a variety of appli-
cations that support national security missions ranging from
cognitive security (e.g., detecting influence operations in the
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information environment [1]—[3]) to biosecurity (e.g., infec-
tious disease modeling [4], [5]), cybersecurity (e.g., threat
hunting), and nuclear security and safeguards [6]-[9]. This
work demonstrates how recent advances in data science and
artificial intelligence (AI), such as machine learning, deep
learning (DL), and natural language processing (NLP) in
combination with large amounts of publicly available infor-
mation (PAI), advance U.S. nuclear security and impact the
nonproliferation mission to reduce the risk of catastrophic
consequences from the use of a nuclear weapon.

Terabytes of PAI combined with Al-driven decision intel-
ligence and analytics offer an excellent potential capabil-
ity to detect, anticipate, and reason about global nuclear
proliferation expertise and capability development [8], [10].
The ability to identify emerging proliferation expertise and
technologies from open-source data streams to monitor its
evolution and forecast potential proliferation risks, as well
as unexpected shifts in research interests, are critical to
support the nonproliferation mission. The U.S. withdrawal
from the Joint Comprehensive Plan of Action (JCPOA)' and
Iran’s announcement of noncompliance with the agreement?
are likely leading to diminished U.S. insights into Iranian
nuclear expertise and capability development. Early research
via GoogleScholar? indicates that Iranian scientists and sub-
ject matter experts (SMEs) are still actively publishing and
developing domestic capabilities, sometimes in collaboration
with chemical and material scientists. This is only one example
of potential proliferation activity that may require additional
open-source insights; it is critical to monitor the evolution
of the nuclear expertise and technology development net-
work globally to anticipate changes that may require a rapid
response.

The existing efforts primarily focused on proliferation
expertise detection in bibliometric data in English using
co-citation network analysis (i.e., knowledge generation
process via collaborative efforts), ignoring emerging scientific
content (i.e., domain knowledge itself) [11]-[14]. In compar-
ison, our approach (outlined in Fig. 1) considers both the
knowledge generation process and the knowledge that is gen-
erated. Our approach fuses nine multilingual, heterogeneous
open-source data streams, for example, academic publications,

Thttps://www.whitehouse.gov/briefings-statements/president-donald-j-

trump-ending-united-states-participation-unacceptable-iran-deal/
Zhttps://www.bbc.com/news/world-middle-east-51001167
3https://scholar.google.com/
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Fig. 1.

Overview of the Al-enabled technologies to detect, anticipate, and reason about global proliferation expertise and capability evolution from unstructured

dynamic multilingual real-world data, highlighting the data fusion and structure knowledge representation construction pipelines that are the focus of the current

work.

and converts 4 TB of unstructured data (both scientific
knowledge—content—and knowledge generation processes—
context) into domain knowledge representations.

Our core contributions are an overview of our novel mul-
tilingual data collection, enrichment, fusion pipeline, and our
process to extract structured knowledge representations over
time using our dynamic context (who, where, when, with
whom) and content (what) graphs. We also highlight inter-
active analytics that, using our dynamic context and content
graphs, enable descriptive analytics to answer questions like
What are the existing capabilities and expertise for a country?

In the discussion section, we highlight our avenues of
future work which will leverage these dynamically evolving
structured proliferation expertise and capability representations
to enable predictive modeling [5], [15] and counterfactual
reasoning [16], [17] to answer operational questions, including
those shown below.

o Predictive: What are the next likely capabilities to be

acquired by a country?

o Prescriptive: What should a country do to acquire a

specific capability?

o Counterfactual reasoning: Could a country have acquired

a capability if an alternate event had happened?

II. OPEN-SOURCE DATA COLLECTION AND FUSION

To construct dynamically evolving proliferation expertise
knowledge graphs, we fuse nine multilingual, heterogeneous
open-source data streams, for example, academic literature.
Although there is a wealth of PAI, we leverage domain exper-
tise to address the challenge of identifying nuclear-related
information and relevant signals of proliferation expertise.
We focus on two approaches to identify signals related to
varying countries: the language in which scientific publications
were written (or in which nuclear domain keywords are trans-
lated), which can be associated with international locations,
and the locations linked to scientists, publications, and venues.

A. Cross-Lingual Data Collection

To ensure multilingual coverage, we constructed queries
using 638 nuclear terms in English, Russian, Korean, and
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Fig. 2. Summary of the relative frequency of nuclear terms in our data
collection. Size indicates the frequency of the query term’s presence in the
scientific publications collected to date.

Arabic using a combination of domain knowledge from
nuclear SMEs and nuclear resources—-IAEA Safety Glossary.*
First, we combined a set of English SME-identified nuclear
terms and search queries with terminology extracted from
the TAEA Safety Glossary, a document produced by the
International Atomic Energy Agency that defines and explains
technical terms related to or used in IAEA publications includ-
ing safety standards. After identifying this set of English terms
and queries, we translated the terms and queries into three
other languages (Russian, Korean, and Arabic) to increase the
coverage across these languages.

Using these 638 multilingual terms, we collected relevant
data from nine PAI sources. Fig. 2 illustrates the relative
frequency of each term, with the query terms “nuclear,”
“radiation,” “hydrodynamic,” “radioactive,” and “ionizing radi-
ation” among the most frequently occurring. To date, we have
processed more than 4 TB of publicly available scientific lit-
erature from SCOPUS, the Web of Science, OSTI.gov, arXiv,
DBLP, and bioRXiv. In addition, we queried Google Scholar,
ArabArXiv, and eLibrary.ru to expand our multilingual data
representation.

42018 edition of the TAEA Safety Glossary, collected from: https://
www-pub.iaea.org/MTCD/Publications/PDF/PUB1830_web.pdf
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Fig. 3. Data summary plotting unique nuclear terms matched as a function
of the number of records matched using multilingual queries for each data
source, with wordclouds illustrating the prevalence of each language to the
right.

We summarize the scale of nuclear-related data collected
from each source and the representation of languages in the
scientific publications collected in Fig. 3. Although we see that
English is one of the top two most frequent languages for all
data sources, the wordclouds illustrating the relative presence
of all languages in data collected from each source illustrates
the multilingual coverage—including Arabic, Russian, and
Korean—across all data sources.

B. Global Coverage of Content and Context Information

Alongside examining the language of the content itself,
we also evaluated the global worldwide representation of the
locations referenced in the publication metadata or context to
evaluate the global coverage. This includes locations linked to
publications with the institutions’ authors are associated with,
or the locations of conferences or publication venues.

In Fig. 4, we illustrate the complementary nature of the
global coverage identified during our location-based analyses
across the data sources. While Scopus (top) has global cover-
age, the highest concentration is in the United States. In con-
trast, Google Scholar data (bottom) shows global coverage,
with the highest concentration in India and China. As our
data fusion approach leverages multiple PAI sources, it is
able to take advantage of this diversity in coverage for a
more complete global representation overall. This enables our
descriptive analytics to support global proliferation expertise
identification and summarization.

III. ToPIC MODELING AND REPRESENTATION LEARNING

After data collection and fusion, we employ topic modeling
to summarize and filter signals about potential nuclear prolifer-
ation activities. Using rich probabilistic topics and embedding
representations allows us to extract insights about key topics—
more abstract summarizations of content and proliferation
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Fig. 4. Global coverage of data collection illustrated using Scopus (above)
and Google Scholar (below) publications identified using the 638 multilingual
nuclear queries.

Wireless Communication

Nuclear
chemistry

Geopolitics

Fig. 5. Illustration of a 2-D UMAP representation of the top2vec embeddings
generated from the OSTI, Scopus, and Web of Science datasets. Clusters are
annotated by topics identified (e.g., nuclear chemistry, thermodynamics, and
reactors).

signals than query terms—and increase the precision of the
data collected.

We use Top2Vec [18], an algorithm developed for topic
modeling and semantic search that is able to jointly embed
topics, documents, and word vectors when given a corpus of
documents. In contrast to other topic modeling approaches,
Top2Vec is able to automatically detect the number of topics
present, which reduces the number of parameters to tune
(or identify a priori). In Fig. 5, we illustrate an example
of how this approach allows us to explore the publications
(i.e., abstracts) in the OSTI, Scopus, and Web of Science
datasets relative to the topics covered in the publication
content. Using these topics, we can both summarize the data
and identify unrelated topics, for example, medical imaging
and so on, which can be used to increase the precision (focus
on nuclear-related documents).



TABLE I

IMPACT OF TOPIC MODEL-BASED FILTERING WITH DOMAIN EXPERT
FEEDBACK TO REMOVE UNRELATED DATA (1.E., FALSE-POSITIVES)

# Papers
Data Source Before  After % Reduced
Scopus 499K 193K -61%
WoS 531K 180K -66%
OSTI 184K 108K -41%
Google Scholar 700K 150K -78%

Using domain knowledge and SME feedback (aka as
the human-in-the-loop approach), we remove unrelated pub-
lications (included as a result of noisy matches to our
queries). We identified several identifiable non-nuclear top-
ics (e.g., biological applications) which allowed us to filter
several unrelated publications. Intuitively, all of the bioRxiv
publications were identified as noisy matches to our queries
resulting from non-nuclear biological applications. Therefore,
we removed bioRxiv publications from consideration. This
filtering approach allows us to significantly reduce the noise in
the collections from the four largest data sources, as illustrated
in Table I. We see that the removal of identifiable irrelevant
documents reduces the size of each collection by 41%-78%,
which would have otherwise contributed noise to subsequent
descriptive, predictive, or prescriptive analytics.

IV. CROSS-LINGUAL TEXT ENRICHMENTS USING NLP

We leverage several NLP enrichments to enhance text
representations in our dataset, for example, abstracts, docu-
ments, and so on. We incorporate both structured information
and distributed representations—word or document embedding
vectors—that encode the semantic meaning of the information
within each document and across the documents. We use
AllenNLP [19] and spaCy’ models to perform linguistic
annotation of English text. Each token within a document is
annotated with the following:

« a list of all other references to the token via co-reference

resolution [20];

o grammatical relationships between the token and any
modifiers via syntactic parsing;

« a dictionary denoting the token’s placement in the latent
predicate argument structure of the sentence through
semantic role labeling (SRL) [21];

o any noun phrase involving the token (noun phrase tag-
ging); and

o part of speech (POS) tagging for the token.

For each document, in addition to the NLP enrichments,
we learn the word and document embedding vectors based on
the state-of-the-art BERT model [23] from the HuggingFace
transformers library.® This provides a semantic representation
of the information within each document, which can be
leveraged for downstream analytics using similarity measures
to other documents, queries, or clustering.

Furthermore, we extract relevant scientific entities and rela-
tions from each document using the SpERT model [22], which

Shttps://spacy.io/
Ohttps://huggingface.co/transformers/model_doc/bert.html
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Fig. 6. Example entity and relation extraction applied to the academic papers
using linguistic annotations and the pre-trained model from [22].

is trained on the SciERC [24] dataset. Extracting entities
and relationships in combination with linguistic enrichments
enables us to construct knowledge graph representations for
each document. An example of the entities and relations
extracted from a nuclear-related academic paper is illustrated
in Fig. 6. For all non-English documents, we apply models
from the Stanza NLP toolkit [25] to perform similar linguistic
annotations-syntactic parsing, noun phrase, and part-of-speech
tagging. We use these annotations to provide rich represen-
tations for the downstream analytics. Additional multilingual
NLP resources support annotations (e.g., SRL, co-reference)
for relevant non-English languages (e.g., Arabic) [26]-[29].

V. GRAPH CONSTRUCTION

We construct content and context graph representations that
will enable the end-users with search capabilities to answer
questions relevant to global proliferation expertise evolution.
Content graphs consist of nuclear domain keywords, tags
associated with the academic papers, and concepts, combined
with rich probabilistic topics and embedding representations.
Context graphs encode the relationships between scientists,
venues, institutions, countries, and papers over time.

A. Content Graphs to Encode Domain Knowledge

Our NLP-driven approach allows us to encode the relation-
ships between key concepts described in the abstracts and full
text of the nuclear publications at two scales—global and local.
Global content graphs encode the relationships of concepts
across all publications, whereas local content graphs illus-
trate the relationships of concepts within a specific document
(e.g., a scientific publication or technical report), enabling
us to summarize general connections (global) and precise
applications (local) for topics, methodology, and concepts.

First, we construct the global content graph, which is the
structure of knowledge and expertise that is revealed by the
co-occurrence of concepts across our full corpus of papers
and abstracts. To do so, we leverage the observed relation-
ships between context (scientific publications) and content
(key concepts), such as the occurrence of entities, topics,
keywords, and tags within the papers and abstracts or within
the descriptions of conferences and journals. We construct a
bipartite graph connecting concept nodes to documents, where
documents are papers, conference descriptions, and journal
descriptions and project this set of bipartite relationships to
create a concept-to-concept projection (see Fig. 7). Using this
projection, we can observe which concepts are closely related
to each other by observing whether they tend to co-occur in the



Keyword J

Fig. 7. Illustration of the process projecting a bipartite graph encoding the
co-occurrence of concepts (entities, topics, keywords, and tags) in documents
(papers, and conference or journal descriptions) to construct the global content
graph.
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Fig. 8. Local content graph example, illustrating the knowledge extracted
from the document in Fig. 6.

same documents. This reveals the underlying structure behind
the concepts that we use to summarize expertise patterns.
While the global content graph reveals the general rela-
tionships that exist between key concepts, we are able to
extract a much richer and deeper semantic understanding of
the relationships between concepts by using the actual text of
the abstracts and papers. We do so through our local content
graph construction, where we aim to leverage the language
used to relate concepts within a specific paper or abstract.
To construct a local content graph for each document,
we combine two techniques for automatic concept and rela-
tionship extraction introduced in Section IV. The first is the
SRL model which parses the sentences in the text and assigns
words and phrases to semantic roles, such as the agent, action,
and the object of the action. This allows us to relate pairs of
concepts through the verbs that define their relationships, for
example, “graphite” and “heat capacity” are related through
the verb “act.” The second uses the SpERT model trained
to extract entities such as tasks, methods, and materials
and how they are related such as “Feature-Of” and “Used-
for” relationships. By combining the extracted entities and
relationships from both methods, we can construct a local
graph representation of the key concepts. Finally, to resolve
nodes returned by these two approaches and preserve edges
to and from these nodes, we use the Needleman—Wunsch
algorithm [30]. In Fig. 8, we illustrate a sample of the local
graph constructed from the same nuclear text used in Fig. 6.

B. Context Graphs to Encode Relationships Between Entities
Once we identified and pre-processed our corpus of
nuclear-related scientific publications, we construct context
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% Py ‘<
. Funding
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Fig. 9.  Summary of the node types and the relationships in the context
graph representations, extracted from the metadata and content of scientific
publications.

TABLE II

SUMMARY OF THE CONTEXT GRAPHS EXTRACTED FROM PUBLICATIONS
COLLECTED FROM EACH OF THE CORE DATASETS

WOS Scopus OSTI Google Scholar ~ Arxiv DBLP
# Nodes | 7.3M  4.8M 730K 793.7K 164.6K  9.8K
# Edges | 22.5M IM 4.1M 101.9K 354.5K 10.9K

graphs from both content and metadata. These context graphs
represent how different papers, scientists, topics, locations,
journals, conferences, and funding agencies are connected to
each other in the scientific publication (aka scientific knowl-
edge generation) space. We use the resulting heterogeneous
graphs and relevant projections (e.g., Scientist-to-Scientist
collaboration networks) to support identification, monitoring,
and reasoning about global proliferation expertise evolution.

In Fig. 9, we illustrate the various relationships and node
types that our approach extracts from scientific publication
data. The resulting context graphs encode what is published
(“Paper” and “Topic” nodes and “Related To” links), who
funds the research (“Funding Agency” nodes), who performed
the research (“Scientist” nodes, “Author Of” links), where sci-
entists publish (“Conference” and “Journal” nodes, “Published
In” links), which “Institutions” scientists are affiliated with,
and where those institutions and conferences are located.

In Table II, we present the size of each data source’s
resulting context graphs in regard to the number of nodes (enti-
ties) and edges (relationships between entities), and the dis-
tribution across node and edge types in Fig. 10. Of the
core datasets, Web of Science and Scopus have the largest
context graphs, with millions of entities and relationships
represented. To derive actionable insights, we can focus on
subsets of interest using entity or relationship-based queries.
For example, Fig. 11 illustrates a sample of the context graph
extracted from the Scopus data source, focusing on papers
linked to Russian query terms.

C. Entity Resolution

Real-world scientific publication data is noisy [31]. Even
within the same dataset, ambiguous entities are often present,
for example, different spellings of the same author’s name
or two different authors having the same name [32]-[34].
It is necessary to address the issue of entity resolution to
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Fig. 11. Sample of the context graph extracted from the Scopus data source,
focused on papers linked to Russian query terms.

increase the reliability of analytics run on and the quality of
knowledge extracted from publication records. A human in
the loop approach is necessary to address edge cases where
simple rule-based approaches cannot be used with confidence,
for example, common names and incomplete formatting, such
as “J. Jones,” that requires additional context (email address,
institution, coauthors, etc.) to resolve.

The solution we developed for entity resolution in both
content and context graphs relies on a combination of the
graph- and language-based heuristics to address this challenge
at scale but allows a user (i.e., analyst) to quickly validate the
proposed results and fix any issues. First, a graph is formed
connecting entities (e.g., scientists) whose edges are weighted
by a combination of character-level distance metrics (text
similarity of names using Levenshtein distance, similarity of
substrings within names that minimize Levenshtein distance,
word-level tfidf cosine similarity) and bibliographic distance
metrics (similarity of projection graphs that represent shared
coauthors, institutional affiliations). We also incorporate like-
lihoods of how frequently names occur in the dataset overall,

to down-weight the similarity of names that are most likely
to be common names (e.g., “Jones”) rather than multiple
representations of the same person. Then, clusters are found
by running community detection (greedy modularity optimiza-
tion [35], [36]) on each connected component of the graph.

Within each cluster, we compute the minimum spanning
tree. If the user validates all edges in the spanning tree of
a cluster, then using the transitive property, we can assume
that all nodes in the cluster are equivalent. The spanning tree
reduces the number of edges for the user to validate from
0(n?) to O(n).

We developed a Jupyter widget’ to allow a user to quickly
validate edges and clusters (see Fig. 12). The tool presents
a potential edge to merge with the user, showing the names
of the two nodes on the edge’s endpoints. It also presents
contextual information including what papers, institutions,
and topics overlap (or not). The user can accept or reject
individual nodes or entire clusters. Accepting a cluster accepts
all edges in that cluster (every node is treated as the same
entity), and rejecting a cluster rejects every edge (every node
is treated as a different/unique entity). A limitation of the
overall approach is that it will not allow nodes to be merged
if the spanning tree path includes an edge that the user
chooses to reject. To address this, we allow the clustering and
merging process to be repeated as necessary after merging
occurs.

VI. DESCRIPTIVE ANALYTICS: NUCLEAR EXPERT
KNOWLEDGE EVOLUTION

In order to understand how nuclear domain knowledge
and expertise is evolving over time globally and contrasting
these across countries in the context of real-world events, for
example, before and after JCPOA, we leverage an in-house
developed descriptive analytics tool called Evaluating Spa-
tiotemporal Embeddings (ESTEEM) [37]. To do so, we fine-
tuned BERT [23] models to learn country- and time-specific
word embeddings for India, Iran, North Korea, Pakistan,

7https://jupyter.org/widgets
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Russia, and the U.S. per year. We summarize the volume of
data used to fine-tune these models in Table III.

ESTEEM allows us to rapidly explore how the seman-
tics (i.e., associated meaning) of different queries of interest
(e.g., “denuclearization” in Fig. 13) varies depending on
the country and year in which the term is used. We can
analyze countries independently in separate visualizations or
jointly in a combined plot (as shown in Fig. 13). To replicate
the analyses supported by ESTEEM with a manual human
approach would require not only significant time and cognitive
effort to read thousands of scientific papers, but also domain

—8—0—0

ESTEEM tool illustrating the search query “denuclearization,” comparing USA and Iran in a single, combined view.

expertise to identify and summarize semantic associations,
which would need to be replicated for all additional queries.

When we examine the use of “denuclearization,” we can
identify shared context and country-specific context over time
in a combined plot. Terms highlighted in black reflect nearest
neighbors in the embedding space of the term “denucleariza-
tion” (terms used in the same context) for both U.S.-linked
scientific publications and Iran-linked scientific publications,
while green terms are U.S.-specific and red terms are Iran-
specific. We have also highlighted key real-world events
related to the establishment of the JCPOA (finalization in



TABLE III

SUMMARY OF THE NUMBER OF PUBLICATIONS LINKED TO EACH
COUNTRY OF INTEREST USED TO FINE-TUNE A COUNTRY-SPECIFIC
BERT EMBEDDING MODEL PER YEAR FOR
THE ESTEEM ANALYSES

# Papers per Year
Country 2015 2016 2017 2018 2019 2020 2021
India 6,719 7,097 7,604 7,752 7,540 4,816 45
Iran 1,620 1,906 2,011 2,060 2,163 1,449 17
North Korea 29 21 31 29 44 17 1
Pakistan 753 1,029 1,280 1,314 1,367 998 11
Russia 7,625 8,469 8355 8,855 9,223 5,088 32
USA 14,208 17,233 14,739 14,269 13,992 9,832 85

July 2015, adoption in October 2015, and implementation in
January 2016) and the five breaches in 2019 and early 2020.
There are several shared associations with “denuclearization”
between the two countries (e.g., “destabilization,” “degen-
eracy,” “reconfiguration”) and several distinctions between
the two, including a focus on weaponization associations in
Iran-linked publications around the time of adoption, that
do not persist after the JCPOA is implemented: “warhead,’
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“reinstallation,” “immobilization,” “deterrence.”

VII. DISCUSSION

In this article, we demonstrate how PAI in combination
with data science and Al can contribute to the reduction of
nuclear risks worldwide: analysts will have access to a finer
level of details on descriptive analytics for increased situational
awareness, leading to a higher level of confidence in insights
and analyses at the scale used for real-time informed decision-
making. This aligns with previous work highlighting the value
of data analytics and open-source information for nuclear
security, safeguards, and risk reduction [6], [9], [38]-[41].
We presented our NLP and DL approaches to automatically
learn dynamically evolving proliferation expertise represen-
tations from open data sources that have extreme volume,
velocity, and complexity—terabytes of unstructured scientific
publications over the last five years—focusing on six countries
of interest—Russia, North Korea, Pakistan, India, Iran, and
the United States. Specifically, we fused multiple multilingual
open-source data streams and converted unstructured data
to information then generated knowledge representations to
encode dynamically evolving proliferation expertise with the
goal to use these dynamically evolving knowledge repre-
sentations to enable predictive and prescriptive inferences
to achieve real-time global proliferation expertise evolution
understanding and contextual reasoning.

A. Predictive and Prescriptive Interactive Analytics

We have illustrated an example of the descriptive analytics
our nontraditional approach can support using the ESTEEM
tool, summarizing the shift in the semantic and associated
meaning of nuclear-related concepts across locations over time
to explain how the use of concepts and how the context
surrounding the use of concepts changes over time in each
location of interest. Future work will focus on expanding
our descriptive analytics for the rapid, spatiotemporal under-
standing of proliferation expertise and capabilities and the
development of novel predictive and prescriptive analytics.

To develop novel predictive analytics, we will build on
our prior work using DL models, for example, graph con-
volutional networks (GCNs) and long short-term memory
networks (LSTMs), for anticipating the future [5], [15] and
take advantage of recently emerged DL architectures for link
prediction [42], [43]. We will leverage structured represen-
tations of nuclear domain knowledge using our context and
content graphs combined with node embeddings and topic
vectors to anticipate future proliferation expertise evolution.
This will allow us to answer operational questions like “In
what venue will a given country publish next?,” “What topics
will a given country publish on?,” and “Which institutions will
publish from a given country?”

A second avenue of future work focuses on identifying
causal relationships between domain knowledge evolution and
the knowledge generation processes (e.g., as has been done
for the computational linguistics research community [44]).
We will estimate the causal effects of varying treatments on
outcomes of interest (e.g., acquisition of a nuclear capability,
speed of capability acquisition) and support the recommenda-
tion of interventions to achieve the desired outcome.

As a result, our future work, expanding beyond the descrip-
tive analytics introduced in this article, will support forecast-
ing, prescription, counterfactual reasoning, and prescriptive
intervention by allowing a user to first focus on an actor or
capability of interest and then understand this visually in the
context of related actors, capabilities, events, venues, and so
on. These answers to the aforementioned key questions will
then be presented in terms of this context. For example, when
the user queries specific actor X, that actor’s publications,
affiliations, events, and capabilities will be visible. The tool
will also show actor X’s next likely capabilities in this context.
Clicking on a predicted future capability will then reveal
what relationships, events, and so on are likely to occur to
obtain that capability. This then provides the end-user the
means to have the model predict the effectiveness of certain
interventions including early identification of potential failure
to adhere to ITAR/export or treaty terms.

Example workflows could include examining how specific
countries’ scientists are reacting to the advances in hypersonic
and ASATs with concern for its effect on deterrence and
determine what scientists located in two countries entering
hostilities are discussing related to nuclear issues (increased
or decreased publications while hostilities occur versus during
interims).

B. Ethical Considerations

Our approach leverages PAI [10] to identify and explain
the evolution of global proliferation expertise and capability
development. The use of PAI raises ethical considerations;
often individuals who contribute or create content online are
not aware or do not have the ability to opt in/out of research
using their content or public interactions [45], [46]. In contrast
to PAI mined from social media platforms, scientific publica-
tions and the knowledge they contain are meant to be publicly
disseminated and leveraged to advance the field of study within
and outside the specified scientific domains. Compared to
traditional use wherein subsequent research studies leverage



published findings to motivate, support, or build upon the
current state of the art, we leverage this public knowledge to
identify and understand signals of proliferation and support
reasoning and anticipation of future activity and expertise
evolution.

C. Data Access and Reproducibility

Data and structured knowledge representations (context and
content graphs) described in this article are maintained within
documented data collections in the Berkeley Data Cloud
(BDC),? under the “Global Expertise Forecasting” project. The
data is stored in line-delimited json® files for ease of access and
consistent readability across file and operating systems. The
code developed on the project is publicly available on GitHub:
https://github.com/pnnl/expert, to support the reproducibility
of our analyses and extension to additional analyses.

VIII. CONCLUSION AND MISSION IMPACT
Our novel approach to learning global proliferation expertise
evolution from PAI using Al-driven descriptive, predictive,
and prescriptive analytics allows users to quickly uncover
hidden patterns and relationships across multiple disparate
public data sources and otherwise incomprehensible masses
of open-source data. This work will:

o add strong multilingual, knowledge representation, and
modeling components to traditional efforts;

« allow analysts to move away from traditional reactive
analyses and take a proactive posture;

« provide a deeper understanding of how publicly available
data could be used to detect, monitor, forecast, and
prevent proliferation; and

« provide the quality, scale, and timeliness required for
operational monitoring capability.

More generally, this work will enable more effective global
allocation of resources, for example, better and faster vali-
dation of declarations and monitoring of safeguards and will
allow non-proliferation efforts to move to a more predictive
posture versus the current reactionary posture. Our interactive
analytics will accelerate decisions and increase analyst effi-
ciency and accuracy with advanced analysis capabilities that
perform at speed and scale.
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