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Quorum-based model learning on a blockchain hierarchical
clinical research network using smart contracts

Tsung-Ting Kuo",
Anh Pham

UCSD Health Department of Biomedical Informatics, University of California San Diego, La Jolla,

CA, USA

Abstract

Background: Collaborative privacy-preserving modeling across several healthcare institutions
allows for the construction of more generalizable predictive models while protecting patient
privacy.

Objective: We aim at addressing the site availability issue on a hierarchical network by designing
an immutable/transparent/source-verifiable quorum mechanism.

Methods: We developed an approach to combine a hierarchical learning algorithm, a novel
Proof-of-Quorum (PoQ) consensus protocol, and a design of blockchain smart contracts. We
constructed QuorumChain as an example and evaluated the scenarios of site-unavailability during
the initialization and/or iteration phases of the modeling process on three healthcare/genomic
datasets.

Results: When one or more sites would become unavailable, HierarchicalChain could not
function, whereas QuorumChain improved predictive correctness significantly (the full Area
Under the receiver operating characteristic Curve, or AUC, improved from 0.068 to 0.441, all
with p-values < 0.001).

Conclusion: By constructing a quorum to continue the modeling process, QuorumChain
possesses the capability to tackle the situation of sites being unavailable. It inherits the capability
of learning on network-of-networks, improves learning continuity, and provides data/software
immutability, transparency, and provenance, which can be important in expediting clinical
research.
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"Corresponding author at: 9500 Gilman Dr, San Diego, CA, USA. tskuo@ucsd.edu (T.-T. Kuo).

CRediT authorship contribution statement

Tsung-Ting Kuo: Conceptualization, Data curation, Formal analysis, Funding acquisition, Investigation, Methodology, Project
administration, Resources, Supervision, Software, Validation, Visualization, Writing — original draft. Anh Pham: Data curation,
Validation, Writing — review & editing.

Declaration of Competing Interest

The authors declare that they have no known competing financial interests or personal relationships that could have appeared to
influence the work reported in this paper.

Appendix A. Supplementary data

Supplementary data to this article can be found online at https://doi.org/10.1016/j.ijmedinf.2022.104924.


https://creativecommons.org/licenses/by-nc-nd/4.0/

1duosnuen Joyiny 1duosnuey Joyiny 1duosnuen Joyiny

1duosnuep Joyiny

Kuo and Pham Page 2

JEL Classifications:
Clinical Information System; Data Privacy and Security; Machine Learning

Keywords

Blockchain Distributed Ledger Technology; Privacy-Preserving Predictive Modeling; Clinical
Information System; Data Privacy and Security; Machine Learning

1. Introduction

Collaborative predictive modeling across multiple healthcare institutions can increase
sample size and the generalizability of constructed machine learning models.[1-3] To
further protect patient privacy, many existing studies (Fig. 1A) proposed to only disseminate
partially trained predictive models without exchanging observation-level patient data.[4-11]
This approach could also attract more institutions to participate in collaborative learning
initiatives.[12] Meanwhile, prior privacy-preserving modeling approaches mainly relied on
a central server to direct the learning process and aggregate the models from each site,
which may pose potential concerns related to the exchanged models including mutability,
unverifiability, and opaqueness. In real life, such risks of data being unverifiable or internally
mishandled have substantial consequences.[13-15] It is seen that the threat of internal
tampering has been causing severe damage [16,17]. Therefore, decentralized solutions

(Fig. 1B) were proposed to address these issues [18-24]. Specifically, these decentralized
modeling methods adopt blockchain, [25] a peer-to-peer data sharing technology.

More recently, decentralized modeling on research network-of-networks was also developed
to mitigate practical issues [26]. However, the previous design of such methods does not
consider the situation that a site may be leaving during the learning process (Fig. 2A). As

a result, all sites would need to wait until the maintenance is completed to continue the
learning process. Such breakdowns may also happen in higher levels of the hierarchical
network and thus delay the modeling procedure.[27-31].

Although a complete pause of the modeling process may be reasonable in some cases,
those scenarios could be relatively rare. In practice, most incidents only involve one or few
sites not being available at a given time (Fig. 2B). In this case, a “quorum” mechanism
may be desirable to allow the learning process to continue, so that most of the records can
still be used to build predictive models without being interrupted. Ideally, such a quorum
mechanism should be immutable, transparent, and source-verifiable. Smart contracts,[32—
34] which execute programs on a blockchain, possess these desirable features when
compared to traditional off-chain software.[35-38,59] Therefore, adopting smart contracts
for quorum computation could further improve the software immutability, transparency and
provenance of the quorum mechanism.

The objective of this study is to address the site-unavailability issue on a blockchain
hierarchical network, with three goals to improve the process of predictive modeling,
including: (1) inheriting the benefits of privacy-preserving modeling on hierarchical

Int J Med Inform. Author manuscript; available in PMC 2023 March 03.



1duosnuen Joyiny 1duosnuey Joyiny 1duosnuen Joyiny

1duosnuep Joyiny

Kuo and Pham

Page 3

network-of-networks; (2) enhancing the continuity of model learning during site-
unavailability events; and (3) retaining the immutability, transparency, and provenance for
both data and software.

2. Material and methods

We developed QuorumChain to evaluate the design of the quorum mechanism for
hierarchical research networks, which is the objective of this study. To further achieve

our three goals, we leveraged the model learning components of HierarchicalChain,

[26] developed a novel Proof-of-Quorum consensus algorithm, and adopted blockchain
smart contracts. These three parts will be described in the following three subsections,
respectively. The system implementation, evaluation datasets, and experiment settings will
then be discussed in the latter half of this section.

2.1. HierarchicalChain decentralized model learning for network-of-networks

To inherit the benefits of privacy-preserving modeling on hierarchical networks, we
leveraged the model learning parts of HierarchicalChain,[26] which is based on the GLORE
logistic regression algorithm.[5] On one hand, we used the batch learning algorithm of
HierarchicalChain to achieve the same level of prediction correctness when compared to

its centralized counterpart [5,20]. On the other hand, we adapted the ensemble methods to
aggregate the models learned in each level. The ensemble can be either horizontal (i.e.,
generating the prediction score of a site using the scores from all Level 1 models weighted
averaged by the training data sizes), or vertical (i.e., generating the weighted-average
prediction score of a site using the scores from each level related to that site) [26]. We
developed and evaluated QuorumChain using both ensemble approaches.

2.2. The Proof-of-Quorum (PoQ) consensus learning algorithm

To enhance the continuity of model learning during the maintenance events, we designed

a Proof-of-Quorum (PoQ) algorithm to check if most of the data records are available for
learning. As illustrated in Fig. 3, even if a site is unavailable, given that quorums can still be
formed in a level (a predetermined amount of data still available), the model for that level
can be learned using the data from the remaining quorum sites. The checking of the quorum
for the initialization phase was considered in Algorithm A.1 (all algorithms are illustrated

in Appendix A.1), while the iteration phase was taken care of in Algorithm A.2 and A.4.
During the model ensemble phase in Algorithm A.3, the non-quorum-consensus models
were assigned a weight of zero, thus only the models with a consensus by a quorum were
included in the computation. The PoQ algorithm was adapted from Proof-of-Hierarchy,[26]
with three new smart contracts: Quorum Contract (for quorum checking), Catalog Contract
(for obtaining smart contract addresses), and Model Contract (for model dissemination).
Specifically, in the Quorum Contract, we computed and checked whether a quorum could be
formed with majority of patient records (i.e., = a pre-defined percentage threshold) within

a certain time (i.e., < a pre-defined count limit). Such a design allows continuous learning
when a data-contributing party is taken off the network and is the main advantage of the PoQ
Algorithm.
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2.3. The blockchain network and smart contract design

We used blockchain and smart contracts for QuorumChain. Blockchain has the benefits

of data immutability, transparency, and provenance. These features are important to

record models, as well as for various healthcare applications [39-45,60]. Therefore, we
adopted blockchain instead of traditional distributed databases. QuorumChain adopted a
permissioned blockchain with which only authorized sites can join the network to further
protect privacy. Although the research network-of-networks are hierarchical, we use a single
blockchain network for all participating sites to improve efficiency.

To retain immutability, transparency, and provenance for the software, we also adopted
smart contracts. The software components of QuorumChain are demonstrated in Figure A.1
(in Appendix A.2), with three smart contracts: (i) Quorum Contract to compute quorums
from sites; (ii) Model Contract to manage model and meta-data on-chain; and (iii) Catalog
Contract to manage addresses of for the Quorum Contract and the Model Contract. Before
the execution of QuorumChain, the three smart contracts were first deployed on the
blockchain. Then, the PoQ Algorithm used the address of the Catalog Contract to locate
Quorum and Model Contracts, and then started the model learning process of QuorumChain.
The models were stored on-chain (Model Contract) and learned off-chain (PoQ Algorithm).
The implementation of QuorumChain is explained in detail in Appendix A.3.

2.4. Datasets

The evaluation of QuorumChain was conducted on three datasets (Table 1). The first dataset
is Edinburg Myocardial Infarction (“Edin”) with 1,253 samples.[46] The prediction target
of this dataset is a binary outcome of the presence of disease (with 21.9 % patient records
having positive ground truth labels). The Edin dataset includes nine binary covariates such
as “Pain in Right Arm” or “Nausea”. The second dataset is Cancer Biomarker (“CA”)

with 141 patients.[47] The outcome to be predicted is a binary indicator of the presence of
cancer (with 63.8 % positive samples). The CA dataset contains two numerical values of
biomarkers (i.e., “CA-19” and “CA-125". These two datasets are both publicly available and
contain no PHI data. We adopted Clostridium Difficile Infection (“C-Diff”) as our third and
larger test dataset of 157,493 patients (more details in Appendix A.4).[48] The task is to
predict the binary presence of infection, defined as having at least one positive C-Diff lab
test within the data collection timeframe. The C-Diff dataset is highly imbalanced with only
1,541 (i.e., 1 %) of positive patients, and contains 25 covariates. The Institutional Review
Board (IRB) at UCSD approved this study (190385X) on May 26, 2020.

2.5. Experiment settings

As the site-unavailability issue may happen during either the initialization or the iteration
phases of the modeling process, to evaluate how QuorumChain performs, we simulated

the site maintenance scenarios in both initialization and iteration phases of the predictive
modeling process. We compared QuorumChain with HierarchicalChain, [26] a blockchain-
based privacy-preserving predictive modeling approach designed for hierarchical research
networks. Our hierarchical network was configured with the total number of participating
sites V=4, and the number of levels 4= 3. For the three datasets (i.e., Edin, CA, and
C-Diff), we randomly divided each one into four parts. For each part, the data were then
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randomly split into 50 % training and 50 % test records, both containing at least one
positive and one negative record. The evaluation process was repeated 30 times, with the
blockchain network being reset before each trial, to collect the results. Our evaluation
metrics include the full Area Under the receiver operating characteristic Curve (AUC) [49—
51] with 2-sampled #test (alpha = 0.05), the modeling success rate (i.e., the percentage of
the trials completing the model ensemble learning process, out of the total 30 trials), the
number of learning iterations, and the execution times, all averaged over four sites. Detailed
hyper-parameter settings are described in Appendix A.5.

2.6. Site maintenance simulation scenarios

We simulated four scenarios (i.e., “Init-1deal/lter-Ideal”, “Init-1deal/lter-Practical”, “Init-
Practical/lter-Ideal”, and “Init-Practical/lter-Practical”) for the site maintenance situations
(details in Appendix A.6). “Init-1deal/lter-1deal” refers to the scenario of an “ideal” site
availability, during both initiation and iteration steps, with every site participating. “Init-
Ideal/lter-Practical” means all sites are available during initiation, but some sites are off
the network during iteration, and the like. During such instances, for QuorumcChain, if a
quorum cannot be formed, the model construction is considered unsuccessful, and the AUC
value was set to 0.5 (i.e., the lowest possible value). For HierarchicalChain, since there is
no mechanism to deal with site-unavailability, we estimated its prediction correctness and
modeling success rate indirectly based on the results of QuorumChain. That is, if the AUC
of QuorumChain in a trial was different from that in the perfect “Init-1deal / Iter-1deal”
scenario, in which QuorumcChain is equivalent to HierarchicalChain, we regarded it as a
HierarchicalChain’s unsuccessful model building trial, and HierarchicalChain’s AUC was
set to 0.5. This way, we could still compare the two methods on a relatively fair basis.

3. Results

3.1. Predictive correctness

As shown in Fig. 4, the predictive correctness in terms of AUC for both QuorumChain

and HierarchicalChain were the same in the “Init-1deal/Iter-ldeal” scenario as expected,
while QuorumChain outperformed HierarchicalChain in all other scenarios, for all three
datasets and two ensemble methods (AUC improved from 0.068 to 0.441, all with p-

values < 0.001, indicating statistically significant differences). Specifically, QuorumChain
maintained relatively good performance in the “Init-Ideal/Iter-Practical” scenario, indicating
that it is more resistant to the site-unavailability situation during the learning iterations. In
contrast, HierarchicalChain suffered a higher correctness penalty under this scenario. The
“Init-Practical/lter-ldeal” and “Init-Practical/lter-Practical” scenarios resulted in higher AUC
drop for QuorumChain, showing the higher impact of the “Init-Practical” situation. The
performance of QuorumChain in the “Init-Practical/lter-Practical” scenario is either similar
or slightly reduced as compared to the “Init-Practical/lter-ldeal” situation, reassuring the
resistance of QuorumChain under Iter-Practical. For details, see Appendix A.6. Overall,
QuorumChain still performed better than HierarchicalChain in handling site-unavailability.
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3.2. Modeling successfulness

The modeling success rate results in different scenarios are depicted in Fig. 5. The general
patterns are like those of the prediction correctness. Compared to HierarchicalChain,
QuorumChain was more likely to complete the modeling process in all non-perfect
scenarios. Specifically, QuorumChain attained 100 % of modeling success rate in the “Init-
Ideal/lter-Practical” scenario, demonstrating high modeling endurance in this scenario.

3.3. Number of learning iterations

The learning iteration results of QuorumChain are shown in Table 2. QuorumChain
constructed models with fewer iterations, reflecting the fact that some sites stopped learning
in either of, or both initialization and iteration phases, thus the number of iterations was

not increased. In general, the average number of iterations is the lowest in the “Init-Practical/
Iter-Practical” scenario, followed by “Init-Practical/lter-1deal”. The results of the standard
deviation of learning iterations are mixed on different datasets.

3.4. Execution time

As also demonstrated in Table 2, the total execution time reflects the number of iterations;
it is the shortest in the “Init-Practical/lter-Practical” scenario. In contrast, the per-iteration
execution times are in general longer in the non-perfect situations; a situation with fewer
learning iterations in general has a larger per-iteration time, implying the existence of an
overhead time to form quorum. The longest per-iteration time is in the “Init-Practical/lter-
Practical” scenario. The execution time of HierarchicalChain is reflected in QuorumChain’s
“Init-1deal/lter-1deal.”.

4. Discussion
4.1. Findings

Based on our results, our proposed QuorumChain can tackle the situation of sites being
unavailable by constructing a quorum to continue the modeling process, with four specific
observations: (1) The predictive correctness AUC was mainly related to the modeling
successfulness, indicating that AUC corresponds to the amount of data available for
learning. For example, comparing to “Init-ldeal/lter-1deal”, the “Init-ldeal / Iter-Practical”
scenario had the same (i.e., 100 %) modeling success rate, while the AUC dropped for about
0.01 - 0.04. (2) QuorumChain is more resistant to the “Init-ldeal/lter-Practical” scenario

in terms of predictive correctness and modeling successfulness than the “Init-Practical/Iter-
Ideal” scenario. In practice, the duration of the iteration phase is usually longer than that

of initialization. Therefore, QuorumChain would be suitable to handle the more likely
scenario that sites may become unavailable during the iteration phase. (3) We configured a
relatively high site-unavailability rate (i.e., 25 % in the initialization phase, and 75 % at each
hierarchy level in the iteration phase, assuming 100 learning iterations) to demonstrate the
effectiveness of QuorumcChain. In practice, the unavailability rates could be lower, leading
to higher predictive correctness and modeling successfulness. (4) QuorumChain inherits the
technical advantages of HierarchicalChain such as being able to handle hierarchical research
networks and providing the exact predictive correctness when all sites are available. In
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addition, QuorumChain offers novel features such as fault tolerance and immutable code. A
comparison of QuorumChain and related studies is summarized in Table 3.

4.2. Limitations

The constraints of this study are as follows: (1) The scenarios regarding “site recovery”

are yet to be investigated. In our experiments, we only simulated the site-unavailability
scenarios in the initialization phase (assuming the site would remain down for the entire
trial), and the iteration phase (assuming the site would “recover” at the next hierarchy level).
In practice, just like a site can be unavailable in different phases, it can also recover in
different phases. These scenarios warrant further studies and experiments. (2) QuorumChain
is yet to be improved for scalability optimization. Although our results demonstrated that the
learning iteration and execution time of the largest dataset C-Diff did not largely increase
when compared to the other two smaller datasets Edin and CA, it only indicated the
scalability in terms of the number of samples (i.e., C-Diff includes > 100 times more records
than the other two datasets) but not necessarily the number of covariates as C-Diff, Edin and
CA have 25, 9, and 2 covariates, respectively. (3) Different distributed technologies are yet
to be leveraged and compared for implementation. For example, other blockchain platforms
that support smart contracts [52,53] could also be tested. Non-blockchain systems [54-56]
could potentially be adopted and evaluated as well.

From the above, it may seem that as compared to centralized solutions, distributed learning
using blockchain technology could be less competitive when it comes to runtime. This
should not be the single detrimental factor in considering the utilization of blockchain for
healthcare data management purposes. In recent times, solutions have been proposed and
explored to speed up blockchain transaction times with promising results. For example,
Ethereum is considering proposals such as Proof-of-Stake (PoS) [57] and Sharding [58] to
speed up transactions for permissionless blockchain networks, which may later be adopted
by the permissioned blockchain used by QuorumChain. Such innovations point towards the
feasibility of using blockchain to boost security in a wide range of health applications,
among which QuorumChain stands to offer benefits.

5. Conclusion

We developed and evaluated QuorumChain, a quorum mechanism addressing the site-
unavailability issue on a blockchain hierarchical network, with three main components:
(1) a state-of-the-art hierarchical privacy-preserving modeling method to inherit the
capability of learning on network-of-networks; (2) a novel PoQ algorithm to form quorums
representing the majority of the patient records and thus improving learning continuity;
and (3) a system design based on blockchain and smart contract to provide data/software
immutability, transparency and provenance. Although there are no monetary incentives for
the QuorumChain participants, the reward for each site to join is the improved prediction
correctness through a more generalizable consensus model, a more robust model learning
with the quorum mechanism, and more immutable/transparent/source-verifiable partial
models during the modeling process. These benefits could be important for blockchain-
based modeling methods to take another step further towards the real-world deployment

Int J Med Inform. Author manuscript; available in PMC 2023 March 03.



1duosnue Joyiny 1duosnuey Joyiny 1duosnuen Joyiny

1duosnuep Joyiny

Kuo and Pham Page 8

across health institutions to expedite clinical, genomic, and biomedical research. Potential
future works include exploring the situation of site recovery (a site may keep going up-
and-down intermittently), optimizing scalability (humber of covariates and values of hyper-
parameters), and adopting different distributed technologies (other blockchain platforms or
even non-blockchain ones).

SUMMARY TABLE

What was already known on the topic Collaborative predictive modeling can increase sample size and the model
generalizability

Privacy-preserving learning can train models collaboratively

Decentralized solutions can address known security concerns especially on
research network-of-networks

Decentralized solutions can address known security concerns especially on
research network-of-networks

What this study added to our Development of QuorumChain addresses the site-unavailability issue on a
knowledge blockchain hierarchical network

Evaluation of QuorumChain demonstrates a more robust model learning
protocol by using the quorum mechanism

QuorumChain serves as a cornerstone of deploying collaborative modeling
across institutions to expedite clinical/genomic/biomedical research
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Fig. 1.

Comparison of privacy-preserving predictive modeling approaches. A. Privacy-preserving
predictive modeling. The main principle of constructing privacy-preserving models is
learning models without sharing data. Although each site uses their own data to create
and update the model, the patient data is kept within each site and never disseminated.

By exchanging only partially trained models with other sites, the model can be trained
collaboratively to increase generalizability while still protecting patient privacy. B.
Decentralized privacy-preserving modeling. Without a central server, the learning process

obtain benefits such as immutability (i.e., the model recorded on chain cannot be tampered

with), provenance (i.e., the source site of each model is verifiable), and transparency (i.e.,
every site can see all partially trained models).
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(A) Hierarchical Modeling without Fault-Tolerance (B) Fault-Tolerance “Quorum”
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Fig. 2.

H?erarchical modeling. A. Hierarchical modeling without fault-tolerance. The models in
each level (e.g., M, ;and M, for level 2) are first constructed, and then they are combined
to improve prediction correctness. Although building models within a research network-of-
networks is practical, the learning process could be delayed because a site (e.g., S») is under
maintenance. In this case, models M; ,, M ; and eventually Mz ; cannot be built until
site S, completes the maintenance and rejoins the network. B. Fault-tolerance “quorum”.
Although site S, may not be available to participate in the learning process and build M;
it only contains 20 / (25 + 20 + 30 + 25) = 20 % of patient records. Therefore, the other
sites (Sz, S3 and Sy) form a “quorum” of 80 % of the patient records, and should be able to
represent majority (e.g., = 51 %) of the data to continue building models such as M ;and
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(B) Checking of a 51% Quorum of Level 3
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Intuition of QuorumChain with a 51 % quorum. A. Quorum of Level 2. Within the first
sub-network of S;and Sy, if site S»is not available, data from S; alone can still form a
quorum of 56 % (=51 %), and therefore model M, ; can be learned on data strictly from

S;. Meanwhile, the second sub-network of sites Szand S, form a quorum of 100 %, and
therefore model M, »can be learned on data from both Szand Sy B. Quorum of Level 3. In
this case, sites Sy, Szand S, form a quorum of 80 %, thus the data from these three sites can
be used to learn model M3 ;, even when site Syis still not available.

Int J Med Inform. Author manuscript; available in PMC 2023 March 03.



1duosnuepy Joyiny 1duosnuely Joyiny 1duosnuepy Joyiny

1duosnuely Joyiny

Kuo and Pham

Modeling Success Rate Modeling Success Rate

Modeling Success Rate

100%
90%
80%
70%
6
50%
40%
30%
2|
10%

0%

o
xR

o
xR

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

Edin (Horizontal)

HierarchicalChain
® Quorum Chain

Init-Ideal Init-Ideal  Init-Practical Init-Practical
Iter-ldeal  Iter-Practical Iter-ldeal Iter-Practical

Scenario

CA (Horizontal)

HierarchicalChain
m Quorum Chain

Init-ldeal Init-Ideal  Init-Practical Init-Practical
Iter-Ideal Iter-Practical Iter-ldeal Iter-Practical

Scenario

C-Diff (Horizontal)

HierarchicalChain
= Quorum Chain

Init-ldeal Init-ldeal  Init-Practical Init-Practical
Iter-Ideal Iter-Practical Iter-ldeal Iter-Practical

Scenario

Fig. 4.

Modeling Success Rate Modeling Success Rate

Modeling Success Rate

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

100%
90%
80%
70%
60%
50%

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

Edin (Vertical)

Page 16

Init-ldeal
Iter-ldeal

Init-ldeal  Init-Practical
Iter-Practical  Iter-ldeal

Scenario

CA (Vertical)

Init-Practical
Iter-Practical

Init-ldeal
Iter-ldeal

Init-ldeal  Init-Practical
Iter-Practical  Iter-ldeal

Scenario

C-Diff (Vertical)

Init-Practical
Iter-Practical

Init-ldeal
Iter-ldeal

Init-ldeal  Init-Practical
Iter-Practical  Iter-ldeal

Scenario

Init-Practical
Iter-Practical

The predictive correctness results, including three datasets (Edin, CA, and C-Diff) and
two ensemble methods (Horizontal and Vertical). We compared QuorumChain with the

state-of-the-art HierarchicalChain method [26] in four site-unavailability scenarios: “Init-

HierarchicalChain

B Quorum Chain

HierarchicalChain

® Quorum Chain

HierarchicalChain

B Quorum Chain

Ideal/lter-1deal”, “Init-ldeal/lter-Practical”, “Init-Practical/lter-Ideal”, and “Init-Practical/

Iter-Practical”. The predictive correctness results are measured in the averaged full Area

Under the receiver operating characteristic Curve (AUC).[49-51].
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The modeling successfulness results. The modeling successfulness results are measured by
the percentage of the trials that complete the model ensemble learning process out of the 30

trials in our experiment.
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Table 2

The learning iteration and execution time results. QuorumChain is equivalent to HierarchicalChain in the
perfect “Init-ldeal/lter-1deal” scenario (i.e., all sites are always available in both initialization and iteration
phases). All times were measured in minutes.
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Dataset  Scenario Learning Iteration Execution Time
Mean Standard Deviation Total Per-Iteration
Edin Init-1deal / Iter-1deal (equivalent to HierarchicalChain) 56.38  14.37 108.11 1.92
Init-1deal / Iter-Practical 4337 12.63 99.99 231
Init-Practical / Iter-1deal 25.88  23.58 67.71 2.62
Init-Practical / Iter-Practical 19.83 17.94 63.96 3.23
CA Init-1deal / Iter-1deal (equivalent to HierarchicalChain)  20.60  12.60 69.77 3.39
Init-1deal / Iter-Practical 1584 755 62.15 392
Init-Practical / Iter-ldeal 1161 1172 56.32 485
Init-Practical / Iter-Practical 8.93 9.87 49.41 554
C-Diff Init-1deal / Iter-1deal (equivalent to HierarchicalChain) 86.51  2.69 21467 2.48
Init-ldeal / Iter-Practical 57.93 1191 207.31 358
Init-Practical / Iter-ldeal 4338 3551 14474  3.34
Init-Practical / Iter-Practical 29.53  25.06 12754 432
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