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ABSTRACT OF THE DISSERTATION

Flexible Coding for Distributed Systems
By
Weigqi Li
Doctor of Philosophy in Electrical and Computer Engineering
University of California, Irvine, 2021

Chancellor’s Professor Hamid Jafarkhani, Chair
Assistant Professor Zhiying Wang, Chair

In this dissertation, the constructions and schemes for flexible coding in distributed systems are
investigated. Depending on the system parameters, the proposed methods allow adaptive choices
of code constructions or data reconstruction schemes that provide desirable cost functions, such
as network traffic, complexity, and latency. First, the repair of a node failure for Reed-Solomon
(RS) codes, one of the most popular codes used in practical storage systems, is considered. Code
constructions and repair schemes that provide a tradeoff between the repair communication cost
and the coding complexity are presented. Second, facing the fact that the failures are unpredictable
in a distributed system, a framework for flexible codes to achieve the optimal latency of accessing
information is proposed. Instead of accessing a fixed number of nodes with a conventional code, a
flexible code allows one to recover the entire information from a flexible number of storage nodes,
and use all the available nodes efficiently. Constructions for different storage scenarios are pro-
posed. Third, flexible coding in distributed matrix multiplication for failure tolerance is presented
to reduce the computing latency. The goal is to allow a master node to efficiently obtain the com-
putation results from a flexible number of available servers. The number of failures is unknown
a priori and we provide code constructions that can efficiently make use of the computation re-
sults from all available servers. Given the storage capacity of the servers, the computation load

optimization problem is analyzed.
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Chapter 1

Introduction

Due to the high demand for accessing and storing large amount of data, distributed systems con-
sisting of hundreds of thousands of devices are widely used. In distributed systems, failures are
quite common [84] and hard to predict. To protect data from failures, error-correcting codes are
ubiquitous for data storage systems such as Google File System [28] and Facebook’s Warm BLOB
[68], since it requires only a small storage overhead compared to simple replication of data. By
using error-correcting codes, data is divided into fragments and encoded with redundant fragments
to be stored in a set of nodes. If some nodes fail, either permanently or transiently, the data can be
recovered from the fragments stored in the other available nodes. However, data reconstruction and
failure recovery is costly in terms of latency, data access, node activation, network traffic, power
consumption, etc. In this dissertation, we investigate the communication cost between nodes when
failures are repaired, the constructions of error-correcting codes to protect data from a flexible

number of failures, and the application of error-correcting codes to distributed computing.

We first consider the repair problem of the Reed-Solomon (RS) codes [80]. RS code is one of
the most commonly used codes because it achieves lowest redundancy for given failure tolerance

and has efficient encoding and decoding methods, see, e.g., [83, 39]. The RS code can be viewed



as a polynomial over a finite field G F(q*) evaluated at a set of points, where / is called the sub-
packetization size. The amount of transmitted information from surviving nodes to repair a failed
node is defined as the repair bandwidth. Smaller ¢ facilitates the implementation of RS codes
with lower complexity, however, when ¢ is small, say ¢ = 1, the data in surviving nodes is hard to
divide into smaller pieces thus result in a bigger repair bandwidth compared to the lost information.
To reduces the network traffic in distributed storage, the optimal bandwidth for RS code [94] is
achieved while / is exponentially large with the code length. The tradeoff between these the sub-
packetization size and the repair bandwidth remains an open problem. Several works [17, 67,
114, 113, 106] in the literature provide constructions with different sub-packetization sizes and
the repair bandwidth. In Chapter 2, we present code constructions and repair schemes to provide
a flexible tradeoff between the sub-packetization size and the repair bandwidth. In addition, we

generalize our schemes to manage multiple failures.

We also consider the reconstruction of the entire information in the presence of a flexible number
of failures. In the literature, most of the codes have a fixed redundancy level, while in practical
systems, the number of failures varies over time. When the number of failures is smaller than
the designed redundancy level, the redundant storage nodes are not used efficiently, resulting in
an unnecessarily large latency. In Chapter 3, we present flexible storage codes, a class of error-
correcting codes that can recover information from a flexible number of storage nodes. The main
idea is that fast servers can access more information symbols to compensate for the effect of the
slow servers, and thus reduce the latency. Code constructions for different storage scenarios are
presented, including LRC (locally recoverable) codes, PMDS (partial MDS) codes, and MSR (min-
imum storage regenerating) codes. We analyze the latency of accessing information and perform

simulations on Amazon clusters to show the efficiency of the presented codes.

Large-scale matrix multiplication is applied in big data computing required by many applications
like machine learning problems. To parallelize the computation, the computation tasks are divided

and encoded into multiple severs and the required results can be obtained from the computation



of the servers. Codes have been shown to be effective for combating slow servers in such systems
[57]. In Chapter 4, the distributed matrix multiplication problem with unknown number of strag-
glers is considered, where the goal is to allow a master to efficiently and flexibly obtain the product
of two massive matrices by distributing the computation across /N servers. We assume there are at
most N — R stragglers but the exact number is not known a priori. Motivated by reducing the la-
tency, a flexible solution is proposed to fully utilize the computation capability of available servers.
The computing job for each server is separated into several tasks, constructed based on Entangled
Polynomial (EP) codes by Yu el al [110]. The final results can be obtained by a flexible number
of servers, while the number of tasks required in each server adjusts to the number of available
servers. The required finite field size of the proposed solution is less than 2/N. Moreover, the op-
timal partitioning of the input matrices is discussed. Our constructions can also be generalized to
secure computing, where the servers are not able to know any information about the original tasks,

and batch matrix multiplication, where a batch of matrices are multiplied together.



Chapter 2

On the Sub-Packetization Size and the

Repair Bandwidth of Reed-Solomon Codes

2.1 Introduction

Erasure codes are ubiquitous in distributed storage systems because they can efficiently store data
while protecting against failures. Reed-Solomon (RS) code is one of the most commonly used
codes because it achieves the Singleton bound [65] and has efficient encoding and decoding meth-
ods, see, e.g., [83, 39]. Codes matching the Singleton bound are called maximum distance sep-
arable (MDS) codes, and they have the highest possible failure-correction capability for a given
redundancy level. In distributed storage, every code word symbol corresponds to a storage node,
and communication costs between storage nodes need to be considered when node failures are
repaired. In this chapter, we study the repair bandwidth of RS codes, defined as the amount of
transmission required to repair a single node erasure, or failure, from all the remaining nodes

(called helper nodes).

For a given erasure code, when each node corresponds to a single finite field symbol over F =



GF(q"), we say the code is scalar; when each node is a vector of finite field symbols in B = G'F(q)
of length /, it is called a vector code or an array code. In both cases, we say the sub-packetization
size of the code is ¢. Here ¢ is a power of a prime number. Shanmugam et al. [86] considered the
repair of scalar codes for the first time. Recently, Guruswami and Wootters [40] proposed a repair
scheme for RS codes. The key idea of both chapters is that: rather than directly using the helper
nodes as symbols over [F to repair the failed node, one treats them as vectors over the subfield B.
Thus, a helper may transmit less than ¢ symbols over B, resulting in a reduced bandwidth. For an
RS code with length n and dimension k over the field F, denoted by RS(n, k), [40] achieves the
repair bandwidth of n — 1 symbols over B. Moreover, when n = ¢ (called the full-length RS code)
and n — k = ¢'~', the scheme provides the optimal repair bandwidth. Dau and Milenkovic [18]
improved the scheme such that the repair bandwidth is optimal for the full-length RS code and any

n—k:qs,lgsglogq(n—k).

For the full-length RS code, the schemes in [40] and [18] are optimal for single erasure. However,
the repair bandwidth of these schemes still has a big gap from the minimum storage regenerating
(MSR) bound derived in [20]. In particular, for an arbitrary MDS code, the repair bandwidth b,
measured in the number of symbols over GF'(q), is lower bounded by

ln—1)

b > .
- n—k

2.1)

An MDS code satisfying the above bound is called an MSR code. In fact, most known MSR
codes are vector codes, see [77, 71, 93, 99, 78, 34, 105]. For the repair of RS codes, Ye and Barg
proposed a scheme that asymptotically approaches the MSR bound as n grows [103] when the sub-
packetization size is ¢ = (n — k)". Tamo et al. [94] provided an RS code repair scheme achieving

the MSR bound when the sub-packetization size is ¢ =~ n".

The repair problem for RS codes can also be generalized to multiple erasures. In this case, the

schemes in [17] and [67] work for the full-length code, [114] and [113] work for centralized repair,



and [106] proposed a scheme achieving the multiple-erasure MSR bound.

Motivation: A flexible tradeoff between the sub-packetization size and the repair bandwidth is an
open problem: Only the full-length RS code with high repair bandwidth and the MSR-achieving
RS code with large sub-packetization are established. Our chapter aims to provide more points
between the two extremes — the full-length code and the MSR code. One straightforward method
is to apply the schemes of [40] and [18] to the case of £ > log, n with fixed (n, k). However,

the resulting normalized repair bandwidth —e(nb—1

y grows with ¢, contradictory to our intuition that

larger ¢ implies smaller normalized bandwidth.

The need for small repair bandwidth is motivated by reducing the network traffic in distributed
storage [20], and the need for the small sub-packetization is due to the complexity in field arith-
metic operations, discussed below. It is demonstrated that the time complexity of multiplications
in larger fields are much higher than that of smaller fields [31]. Moreover, multiplication in Galois
fields are usually done by pre-computed look-up tables and the growing field size has a significant
impact on the space complexity of multiplication operations. Larger fields require huge memories
for the look-up table. For example, in GF'(2'%), 8 GB are required for the complete table, which is
impractical in most current systems [36]. Some logarithm tables and sub-tables are used to alleviate
the memory problems for large fields, while increasing the time complexity at the same time [36],
[74], [64]. For example, in the Intel SIMD methods, multiplications over GF(2'%) need twice the
amount of operations as over G F'(2®), and multiplications over GF(23?) need 4 times the amount
of operations compared to GF'(2%), which causes the multiplication speed to drop significantly

when the field size grows [74].

To illustrate the impact of the sub-packetization size on the complexity, let us take encoding for
example. To encode a single parity check node, we need to do k£ multiplications and % additions
over GF(q%). For a given systematic RS (n, k) code over GF'(¢"), we can encode kf log, ¢ bits of
information by multiplications of (n — k)k/flog, ¢ bits and additions of (n — k)kllog, q bits. So,

when M bits are encoded into RS(n, k) codes, we need M /(k(log, q) copies of the code and we



need multiplications of M (n — k) bits and additions of M (n — k) bits in GF(¢") in total. Although
the total amount of bits we need to multiply is independent of ¢, the complexity over a larger field
is higher in both time and space. For a simulation of the RS code speed using different field sizes
on different platforms, we refer the readers to [75]. The results suggest that RS codes have faster

implementation in both encoding and decoding for smaller fields.

Besides the complexity, the small sub-packetization level also has many advantages such as easy
system implementation, great flexibility and bandwidth-efficient access to missing small files [38],

[51], which makes it important in distributed storage applications.

As can be seen from the two extremes, a small sub-packetization level also means higher costs in
repair bandwidth, and not many other codes are known besides the extremes. For vector codes,
Guruswami, Rawat [38] and Li, Tang [59] provided small sub-packetization codes with small repair
bandwidth, but only for single erasure. Kralevska et al. [55] also presented a tradeoff between the
sub-packetization level and the repair bandwidth for the proposed HashTag codes implemented in
Hadoop. For scalar codes, Chowdhury and Vardy [16] extended Ye and Barg’s MSR scheme [103]

to a smaller sub-packetization size, but it only works for certain redundancy r and single erasure.

Contributions: In this work, we first design three single-erasure RS repair schemes, using the
cosets of the multiplicative group of the finite field F. Note that the RS code can be viewed as
n evaluations of a polynomial over F. The evaluation points of the three schemes are part of one
coset, of two cosets, and of multiple cosets, respectively, so that the evaluation point size can vary
from a very small number to the whole field size. In the schemes designed in this chapter, we have
a parameter a that can be tuned, and provides a tradeoff between the sub-packetization size and the

repair bandwidth.

« For an RS(n, k) code, our first scheme achieves the repair bandwidth £(n — 1)(a — s) for
some a, s such that n < ¢%, 7 2 n — k > ¢° and a divides /. Specifically, for the R.S(14, 10)

code used in Facebook [84], we achieve repair bandwidth of 52 bits with ¢ = 8, which is



35% better than the naive repair scheme.

« Our second scheme reaches the repair bandwidth of (n — 1) for some a such that n <
2(¢" — 1), a divides £ and £ < a.

* The first realization of our third scheme attains the repair bandwidth of f(n + 1+ (r—
1)(¢* — 2)) when n < (¢° — 1)log, . Another realization of the third scheme attains the
repair bandwidth of £(n — 1 + (r — 1)(¢* — 2)) where { ~ a(qj‘—_l)(q“%l). The second

realization can also be generalized to any d helpers, for k < d < n — 1.

We provide characterizations of linear multiple-erasure repair schemes, and propose two schemes
for multiple erasures, where the evaluation points are in one coset and in multiple cosets, respec-

tively. Again, the parameter a is tunable.

* We prove that any linear repair scheme for multiple erasures in a scalar MDS code is equiv-

alent to finding a set of dual codewords satisfying certain rank constraints.

 For an RS(n, k) code with e < ais \/10g, n erasures, our first scheme achieves the repair
bandwidth < (n — ¢)(a — s) for some a, s such thatn < ¢*,7 = n — k > ¢* and a divides ¢.
* For an RS(n, k) code, our second scheme works for e < n — k erasures and n — e helpers.

The repair bandwidth depends on the location of the erasures and in most cases, we achieve

T (n — et (n—k+e)(q" —2)) where { = a(5) ™) and a divides (.
* We demonstrate that repairing multiple erasures simultaneously is advantageous compared

to repairing single erasures separately.

The comparison of our schemes, as well as the comparison to previous works, are shown in Tables

2.1 and 2.2, and are discussed in more details in Sections 2.3.4 and 2.4.4.

The chapter is organized as follows. In Section II, we briefly review the linear repair of RS codes
and provide the preliminaries used in this chapter. In Section III, we present three RS repair
schemes for single erasure. Then, we discuss the repair schemes for multiple erasures in Section

IV. In Section V, we provide the conclusion.



Table 2.1: Comparison of different schemes for single erasure. When a = ¢, our scheme in one

coset is the scheme in [40], [18]. When a = 1, our schemes in multiple cosets is the schemes in
[103], [94].

repair bandwidth code length restrictions
Schemes in [40], [18] (n—1)(¢ - s) n<q ¢ <r
Scheme in [103] <tn+1) n = log, {
Scheme in [94] tn—1) n" & f
Our scheme in ’
< 2(n — — < (g% — 5 <
one coset < a(n=1)(a—s) n<(¢"—1) ¢ <rall
Our scheme in n ¢
— 1) < 2(q% — L <
two cosets <n=1%5 n<2(¢" - 1) F S aall
Our scheme in ¢ lla=rm
£ — a _ < (g% —
multiple cosets 1 <p+l+(r=D(*=2) | n<(g" = Dm for some integer m
Our scheme in , lla~m™
E(n — _ a __ < (g% —
multiple cosets 2 Fn =140 =1(g"=2) | n<(¢"=Dm for some integer m

Table 2.2: Comparison of different schemes for multiple erasures. When a = ¢ and s = ¢ our

scheme in one coset is the scheme 1 in [67]. When a = 1, our schemes in multiple cosets is the
scheme in [106].

repair bandwidth code length restrictions

Scheme 1 in [67] < (n — e)e — L=UE=D n<q* ¢t <re</log,n

Scheme 2 in [67] < 1{1[1;1{1((71 — &) (€ — [log, (Z=EE=)])) n<dq

Scheme in [106] = n" ~ 0
Our scheme for multiple erasures B “ s

in one COS; << —e)(a—s) n<(q—1) | ¢ <rall,e <2 /log,n
Our scheme for multiple erasures y) l/a ~m™
- ) — € L — k ) (@* — L < (q* — L . .
in multiple cosets ner(n—ed(n—k+e)lq 2) n= (g Dm for some integer m




Notation: Throughout this chapter, for positive integer 7, we use [¢] to denote the set {1,2,...,7}.
For integers a,b, we use a | b to denote that a divides b. For real numbers a,, b,, which are
functions of n, we use a ~ b to denote lim,,_, ‘;—: = 1. For sets A C B, we use B/A to denote
the difference of A from B. For a finite field IF, we denote by F* = [F/{0} the corresponding
multiplicative group. We write E < FF for E being a subfield of IF. For element 5 € F and F as a

subset of IF, we denote 3E = {f3s,Vs € E}. AT denotes the transpose of the matrix A.

2.2 Preliminaries

In this section, we review the linear repair scheme of RS code in [40], and provide a basic lemma

used in our proposed schemes.

The Reed-Solomon code RS(A, k) over F = GF(q") of dimension k with n evaluation points

A=Aay,as,...,a,} CFisdefined as

RS(A k) = {(f(a), flaa), ..., flan)) : [ € Fla], deg(f) <k -1},

where deg() denotes the degree of a polynomial, f(x) = ug + u1x + upw? + - - - + uy_ 2571, and
uw; € F,i =0,1,...,k — 1 are the messages. Every evaluation symbol f(a),« € A, is called a
code word symbol or a storage node. The sub-packetization size is defined as ¢, and r £ n — k

denotes the number of parity symbols.

Assume e nodes fail, e < n — k, and we want to recover them. The number of helper nodes
are denoted by d. The amount of information transmitted from the helper nodes is defined as the
repair bandwidth b, measured in the number of symbols over GF'(q). All the remaining n — e = d
nodes are assumed to be the helper nodes unless stated otherwise. We define the normalized repair

bandwidth as 2

25> Which is the average fraction of information transmitted from each helper. By

10



[20, 12], the minimum storage regenerating (MSR) bound for the bandwidth is

eld

b> —.
“d—k+e

(2.2)

As mentioned before, codes achieving the MSR bound require large sub-packetization sizes. In

this section, we focus on the single erasure case.

Assume B < [, namely, B is a subfield of F. A linear repair scheme requires some symbols of the
subfield B to be transmitted from each helper node [40]. If the symbols from the same helper node
are linearly dependent, the repair bandwidth decreases. In particular, the scheme uses dual code
to compute the failed node and uses trace function to obtain the transmitted subfield symbols, as

detailed below.

Assume f(a*) fails for some a* € A. For any polynomial p(z) € F[z] of which the degree is
smaller than r, (v1p(ay ), vap(aa), . .., v,p(a,)) is a dual codeword of RS(A, k), where v;, i € [n]
are non-zero constants determined by the set A (see for example [65, Thm. 4 in Ch.10]). We can

thus repair the failed node f(a*) from

n

Ve p(a®) f(a®) = — Z vip(a,) f () 2.3)

i=1,a;Fa*

The summation on the right side means that we add all the ¢ elements from ¢ = 1 to 7« = n except

when o; # o*.
The trace function from F onto B is defined as

£—1

where € F, B = GF(q) is called the base field, and ¢ is a power of a prime number. It is a linear
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mapping from [F to B and satisfies

tT’]F/B(OzB) = OétT[F/B(B) (25)

for all o € B.

We define the rank rankg ({1, 72, ...,7:}) to be the cardinality of a maximal subset of {71, 2, ...,
~; } that is linearly independent over B. For example, for B = GF(2) and o ¢ B, rankg({1, o, 1 +
a}) = 2 because the subset {1, o} is the maximal subset that is linearly independent over B and

the cardinality of the subset is 2.

Assume we use polynomials p;(x), j € [(] to generate ¢ different dual codewords, called repair
polynomials. Combining the trace function and the dual code, we have
tre/m(vaspi(a”) f(a¥)) = — Z tre/m(vipj (i) f (). (2.6)

i=1,a; #a*

In a repair scheme, the helper f(«;) transmits

{tre/m(vip; (i) f(ou)) = j € [€]}. (2.7

Suppose {Uq:p1(a*), varpa(a®), ..., varpe(a®)} is a basis for F over B, and assume {1, pio, - . .,

(e} is its dual basis. Then, f(a*) can be repaired by

¢
Fl®) =D mitregs(vap; (@) f(a)). 28)
j=1
Since v,+ is a non-zero constant, we equivalently suppose that {p;(a*), ..., p,(a*)} is a basis.

In fact, by [40] any linear repair scheme of RS code for the failed node f(«*) is equivalent to

choosing p;(x),j € [¢], with degree smaller than r, such that {p;(a*),...,p(a*)} forms a basis
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for F over B. We call this the full rank condition:

rankg({p1(a”), pa(a™), ..., pe(a*)}) = L. (2.9)

The repair bandwidth can be calculated from (2.7) and by noting that v; f(;) is a constant:

b= Z rankg({p1(a), p2(c), ..., pi(a)}). (2.10)

a€A,a#a*

We call this the repair bandwidth condition.

The goal of a good RS code construction and its repair scheme is to choose appropriate evaluation
points A and polynomials p;(z),j € [{], that can reduce the repair bandwidth in (2.10) while

satisfying (2.9).

The following lemma is due to the structure of the multiplicative group of F, which will be used
for finding the evaluation points in the code constructions in this chapter. Similar statements can

be found in [83, Ch. 2.6].

Lemma 1. Assume E < F = GF(¢"), then F* can be partitioned to ¢ = “ﬁEi__ll cosets: {E*, SE*,

B2E*, ..., BIE*}, where 3 is a primitive element of F.

Proof: The ¢° — 1 elements in F* are {1, 3, 52,...,37 2} and E* C F*. Assume that ¢ is the
smallest nonzero number that satisfies 3¢ € E*, then we know that 3* € E* if and only if ¢|k. Also,
B* £ 3% when ky # ky and ki, ky < ¢° —2. Since there are only |E| — 1 nonzero distinct elements
in E* and 89! = 1, we have t = “]1;'—:11 and the ¢ cosets are E* = {1, 3%, 3%, ... BUE=28,

BE* = {ﬁ,ﬁt+1,ﬁ2t+l, o ’ﬁ(|IE|—2)t+1}’ . ﬁt_lE* — {ﬁt—l7 52t—1,ﬁ3t—17 o 7ﬁ(|]E|—1)t—1}' m
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2.3 Reed-Solomon Repair Schemes for Single Erasure

In this section, we present our schemes in which the evaluation points are part of one coset, two
cosets and multiple cosets for a single erasure. From these constructions, we achieve several differ-
ent points on the tradeoff between the sub-packetization size and the normalized repair bandwidth.

The main ideas of the constructions are:

(1) In all our schemes, we take an original RS code, and construct a new code over a larger finite

field. Thus, the sub-packetization size ¢ is increased.

(i1) For the schemes using one and two cosets, the code parameters n, k are kept the same as the
original code. Hence, for given n,r = n — k, the sub-packetization size ¢ increases, but we show

that the normalized repair bandwidth remains the same.

(i11) For the scheme using multiple cosets, the code length n is increased and the redundancy r is
fixed. Moreover, the code length n grows faster than the sub-packetization size ¢. Therefore, for
fixed n, r, the sub-packetization ¢ decreases, and we show that the normalized repair bandwidth is

only slightly larger than the original code.

2.3.1 Schemes in one coset

Assume E = GF(q%) is a subfield of F = GF(q¢*) and B = GF(q) is the base field, where ¢ is a
prime number. The evaluation points of the code over [F that we construct are part of one coset in

Lemma 1.

We first present the following lemma about the basis.

Lemma 2. Assume {£;,&,, ..., &} is a basis for F = GF(¢") over B = GF(q), then {¢2,¢4°, .. .,

€'}, 5 € [0] is also a basis.
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Proof: Assume {£9°,¢4° ... €7}, s € [(] is not a basis for F over B, then there exist nonzero

(o, 9, ..., ), a; € B,i € [(], that satisfy

€8 + bl 4+l

=0
—(né + s + -+ + )" @.11)
which is in contradiction to the assumption that {3, s, . .., &} is a basis for F over B. [ ]

The following theorem shows the repair scheme using one coset for the evaluation points.

Theorem 1. There exists an RS(n, k) code over F = GF(g") with repair bandwidth b < £(n —
1)(a—s) symbols over B = GF'(q), where ¢ is a prime number and a, s satisfty n < ¢, ¢* < n—F,

all.

Proof: Assume a field F = GF(q") is extended from E = GF(q?%), a | ¢, and 3 is a primitive

element of F. We focus on the code RS(A, k) of dimension k£ over F with evaluation points

£ . . .
A={a,a9,...,ap,} C B™E* for some 0 < m < Z“j’ which is one of the cosets in Lemma 1.

The base field is B = GF'(¢) and (2.6) is used to repair the failed node f(a*).

Construction I: Inspired by [40], for s = a — 1, we choose

 trem(&(gm — 5))

p;(x) = o J €1, (2.12)
g B
where {&1, s, ..., &, } 1s a basis for E over B. The degree of p;(z) is smaller than 7 since ¢° < r.

When x = o, by (2.4) we have

pi(a”) =¢&;. (2.13)
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So, the polynomials satisfy

rankg({p1(a”), p2(a”), ..., p.(a)}) = a. (2.14)

*

When = # o, since tre/s({;(57 — §=)) € B, and 55 — 2 is a constant independent of j, we

B B
have

ranks({p1(2), p2(x), ..., pa(2)}) = 1. (2.15)
Let {n1,72,73,...,M¢q} be abasis for F over E, the £ repair polynomials are chosen as

{mp;(x), m2p; (@), ... Meaps(x) : j € [a]}. (2.16)

Since p;(z) € E, we can conclude that

rankg({mp;(a*), mapi(a”), ... neapi(@”) : j € [a]})

= érankﬁ({pl(oz*),pg(a*), oo paaf)}) =4 (2.17)

satisfies the full rank condition, and for x # o*

rankg({mp;(x), n2p;(x), ..., Neapi(x) : J € la]})

l 12
= ErankB({pl(x),pg(x), oo pa(z)}) = o (2.18)
From (2.10) we can calculate the repair bandwidth
14
b=—-(n—1). (2.19)

a
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Construction II: For s < a — 1, inspired by [18], we choose

q°—1 "
i)=& [] (ﬁ% - (;‘m - w;%j)) j € lal, (2.20)

i=1

where {&1,&,...,&.} is a basis for E over B, and W = {wy = 0, w1, ws,...,we_1} is an s-
dimensional subspace in E, s < a,¢® < r. Itis easy to check that the degree of p;(z) is smaller

than r since ¢° < r. When z = o, we have

¢°—1

pila’) =& I wi. 2.21)
=1

-1
Since [] w; " is a constant, from Lemma 2 we have
i=1

rankg({p1(a”), p2(a”), ..., p.(a)}) = a. (2.22)
For x # o, set 2/ = g—m - ﬁ € E, we have
Ly~ a*
o2+
J( ) J H Bm Bm J
q¢°—1
=& [ (wi'g —2)
i=1
q¢°—1 q°—1
=& [T i) [1(&/a" = w)
i=1 i=1
q°—1 q°—1
= (@) | || /2" —w). (2.23)
i=1 i=0
q¢°—1
By [35, p. 4], g(y) = ][ (y — w;) is a linear mapping from E to itself with dimension a — s over
i=0
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-1

B. Since (/)% T (w; ') is a constant independent of j, we have

=1

ranks({p1 (), pa(a), ... pa(2)}) < a—s.

(2.24)

Let {n1,72,m3, ...,/ } be a basis for F over E, then the ¢ polynomials are chosen as {7:p;(x),

120 (%), ..., Mesap; (), 7 € [a]}. From (2.21) and (2.23) we know that p;(z) € E, so we can

conclude that

rankg({mp;(a*), mpi(a”), ... meapi(@”) : j € [a]})

_ grankﬂg({pl(a*),pg(a*), o pa(at)}) = ¢

satisfies (2.9), and for z # o

rankg({mp;(x), n2p; (), . .., eap;(z) © j € [a]})

= grankg({pl(x),pz(x), - apa(x)}) <

Now from (2.10) we can calculate the repair bandwidth

~

b< —(n—1)(a-—-s).

Q

Combining (2.19) and (2.27) will complete the proof of Theorem 1.

(2.25)

(2.26)

(2.27)

Rather than directly using the schemes in [40] and [18], the polynomials (2.12) and (2.20) that

we use are similar to [40] and [18], respectively, but are mappings from E to B. Moreover, we

multiply each polynomial with the basis for F over [E to satisfy the full rank condition. In this case,

our scheme significantly reduces the repair bandwidth when the code length remains the same. Our

evaluation points are in a coset rather than the entire field IF as in [40] and [18]. It should be noted
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that a here can be an arbitrary number that divides ¢ and when a = /¢, our schemes are exactly the

same as those in [40] and [18]. Note that the normalized repair bandwidth ; decreases as a

_b
(n—1)
decreases. Therefore, our scheme outperforms those in [40] and [18] when applied to the case of

¢ > log, n.

Example 1. Assume ¢ = 2,/ = 9,a = 3and E = {0,1,,0?,...,a%}. Let A = E*, n =
7.,k =5sor =n—k = 2. Choose s = logyr = 1 and W = {0,1} in Construction II.
Then, we have p;(z) = &(z — o* + &). Let {&1,&,&} be {1,a,a?}. Tt is easy to check that
rankg({p1(a*), p2(a*), ps(a*)}) = 3 and rankg({p:(x), p2(x), p3(z)}) = 2 for x # «*. There-
fore the repair bandwidth is b = 36 bits as suggested in Theorem 1. For the same (n, k, £), the
repair bandwidth in [18] is 48 bits. For another example, consider RS5(14, 10) code used in Face-
book [84], we have repair bandwidth of 52 bits for ¢ = 8, while [18] requires 60 bits and the naive

scheme requires 80 bits.

Remark 1. The schemes in [40] and [18] can also be used in an RS code over [E with repair
bandwidth (n — 1)(a — s), and with ¢/a copies of the code. Thus, they can also reach the repair
bandwidth of £(n—1)(a—s). It should be noted that by doing so, the code is a vector code, however
our scheme constructs a scalar code. To the best of our knowledge, this is the first example of such

a scalar code in the literature.

2.3.2 Schemes in two cosets

Now we discuss our scheme when the evaluation points are chosen from two cosets. In this scheme,
we choose the polynomials that have full rank when evaluated at the coset containing the failed

node, and rank 1 when evaluated at the other coset.

Theorem 2. There exists an RS(n, k) code over F = GF(q") with repair bandwidth b < (n—1)42

symbols over B = G'F'(q), where ¢ is a prime number and a satisfies n < 2(¢*—1), al, f <n-—k.
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Proof: Assume a field F = GF(q") is extended from E = G'F(¢*) and §3 is the primitive element
of F. We focus on the code RS(A, k) over F of dimension k with evaluation points A consisting

: * : m: * Z_ S
of n/2 points from "™ E* and n/2 points from 5™ E*, 0 < m; < ma < Za_i and my — my = ¢°,

s€{0,1,... %},

In this case we view [E as the base field and repair the failed node f(a*) by

n

tre/e(vap; (@) f(@7) = = Y trege(vip;(aq) f(aw)).

1=1,0; #a*
Inspired by [40, Theorem 10], for j € [£], we choose

(55)77, ifa* € B™E",
pi(z) = ’ (2.28)

(ﬁ%)j_l, if o € f"E".
The degree of pj(x) is smaller than » when 5 < r. Then, we check the rank in each case.

When o* € f™E*, if x = g™~y € f™E", for some vy € E*,

z \/ 1 ,
p;(z) = ( 5m1) =~ (2.29)
SO
rankg({p1(z), p2(z), . .. v ()}) =1. (2.30)

If v = ™2~ € p™E*, for some v € E*,

j—1
x N1

pi(r) = (5m1) = (g Tiy (2.31)

Since my — my = ¢* and {1, 3, 5%, . .. ,ﬁg’l} is the polynomial basis for F over [E, from Lemma
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2 we know that

rankg({p1(z), p2(z), . .. vz (x)}) = g. (2.32)

a
When o € g™ME*, if v = ™~y € f™E*, for some v € E*,

n = ( 522)j1

— (ﬁmrmz )j*lfyjfl

_ (Bmg—ml)lff(ﬁmzfml)ffj,yjfl_ (2.33)

Since (#™2~™1)1~4 is a constant, from Lemma 2 we know that

rankg({p1(z), p2(z), . .. . (2)}) = E. (2.34)

a

If © = g™~ € f"™E", for some v € E*,

j—1
pi(z) = ( ﬁ:’i) =~ (2.35)
SO
rankg({p1(z), p2(z), . .. vz (x)}) =1. (2.36)

Therefore, {p;(a*), j € [£]} has full rank over E, for any evaluation point a* € A. For z from the

coset containing a*, the polynomials have rank ¢/a, and for x from the other coset, the polynomials

21



have rank 1. Then, the repair bandwidth in symbols over B can be calculated from (2.10) as

¢ .n n
b= 5(5 —1)log, [E| + B log, |E|
l+a (—a
—(n—1 —
(n—1)— 5
14
<(n-1) J; ¢ (2.37)
Thus, the proof is completed. [ ]

Example 2. Take the RS(14,11) code over F = GF(2'?) for example. Let 3 be the primitive
elementinF, a =4, s = {/a = 3and A = E* U SE*. Assume o* € SE*, then {p;(x),j € [3]} is
the set {1, z, z%}. It is easy to check that when x € SE* the polynomials have full rank and when
x € E* the polynomials have rank 1. The total repair bandwidth is 100 bits. For the same (n, k, £),
the repair bandwidth of our scheme in one coset is 117 bits. For the scheme in [40], which only

works for //a = 2, we can only choose a = 6 and get the repair bandwidth of 114 bits for the same

(n,k,0).

2.3.3 Schemes in multiple cosets

In the schemes in this subsection, we extend an original code to a new code over a larger field and
the evaluation points are chosen from multiple cosets in Lemma 1 to increase the code length. The
construction ensures that for fixed n, the sub-packetization size is smaller than the original code.
If the original code satisfies several conditions to be discussed soon, the repair bandwidth in the
new code is only slightly larger than that of the original code. Particularly, if the original code is
an MSR code, then we can get the new code in a much smaller sub-packetization level with a small
extra repair bandwidth. Also, if the original code works for any number of helpers and multiple
erasures, the new code works for any number of helpers and multiple erasures, too. We discuss

multiple erasures in Section 2.4.

22



We first prove a lemma regarding the ranks over different base fields, and then describe the new

code.

Lemma 3. Let B = GF(q),F' = GF(¢"),E = GF(¢*), F = GF(¢"),{ = al'. a and (' are
relatively prime and ¢ can be any power of a prime number. For any set of {71, 72, ...,7#} CF' <

IF, we have

mnlﬁa({%, Y25 ey W}) = mnkﬁ({%a Y25 -ens W'})- (2.38)

Proof: Assume rankg ({71, 7e, ..., Ve }) = ¢ and without loss of generality, {71, V2, ..., Y.} are lin-
early independent over B. Then, we can construct {7, |, 7., ..., 7} C F' to make {y1,72, ..., %,

Ves1s Vegar - Y y form a basis for F' over B.

Assume we get F by adjoining 3 to B. Then, from [63, Theorem 1.86] we know that {1, 3, 52, ...,
3“~1} is a basis for both I over E, and F’ over B. So, any symbol 3y € F can be presented as a
linear combination of {1, 3, 32, ..., 3 '} with some coefficients in E. Also, we know that there is
an invertible linear transformation with coefficients in B between {1, V2, ..., Yes Yei1, Vegas - Vo }
and {1, 3,5, ..., 5”*1}, because they are a basis for ' over B. Combined with the fact that
{1,8,8 ..., 65/_1} is also a basis for F over [E, we can conclude that any symbol y € T can be

represented as

Y =117+ ToYe + oo + TV + Teg1Vorq + o+ TeVp (2.39)

with some coefficients x; € [E, which means that {y1,72, ..., Ve, Vos1, Viras -, Vot 18 also a basis
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for F over E. Then, we have that {71, 7, ..., 7.} are linearly independent over E,

rankﬂ*:<{717 Y25 ey ’)/E/})

>c

=rankg ({71, Y2, .-, Yo })- (2.40)

Since B < E, we also have

rankg({v1, V2, -s Yo }) < rankg ({71, 72, ..oy Y0 })- (2.41)

The proof is completed. u

Theorem 3. Assume there exists a RS(n/, k') code & over ' = GF(q") with evaluation points
set A’. The evaluation points are linearly independent over B = G F'(q). The repair bandwidth
is b’ and the repair polynomials are p(x). Then, we can construct a new RS(n, k) code & over
F = GF(q¢"),( = al’ withn = (¢°—1)n’, k = n—n'+k' and repair bandwidth of b = ab'(¢*—1)+
(¢* — 2)¢ symbols over B = GF(q) if we can find new repair polynomials p;(z) € F[z],j € [¢'],

with degrees less than n — k that satisfy

ranke({p1(2), pa(x), ..., pe(2)}) = ranks({pi(@), po(@), ..., pu(@)}) (2.42)

foralla € A',x € aE*, where E = GF(q%).

Proof: We first prove the case when a and ¢’ are necessarily relatively prime using Lemma 3, the
case when a and ¢ are not relatively prime are proved in Section 2.8.1. Assume the evaluation
points of & are A’ = {1, as, ..., a,}, then from Lemma 3 we know that they are also linearly

independent over [, so there does not exist 7;,v; € E* that satisfy o;; = a7y, which implies that
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{1 E*, auE*, ... a,y[E*} are distinct cosets. Then, we can extend the evaluation points to be
A= {oE*, aoE*, ... aE*} (2.43)

and n = (¢ — 1)n’. We keep the same redundancy = n’ — k£’ for the new code so k = n — r.

For the new code &, we use p;(z) € F[z], j € [¢'] to repair the failed node f(a*)

trejs(Vaspi (@) f(@%) = = Y trags(vapi(a) f(a)). (2.44)

a€A,aFa*

Assume the failed node is f(a*) and o € o;E*. Then, for the node x € «,;E*, because the original

code satisfies the full rank condition, we have

rankg({p1(z), p2(x), ..., pe(x)})

=rankp({p1(i), py (i), .-, pp(i)}) = £, (2.45)

then we can recover the failed node with p;(x), and each helper in the coset containing the failed

node transmits ¢’ symbols over E.

For a helper in the other cosets, x € a JE*, ¢ # i, by (2.42),

rankg({p1(x), p2(x), ..., pr(x)})

:TankIB({pll (a6>7pl2(a6)7 cee 7p2/(&6>}>7 (246)

then every helper in these cosets transmits n/b—Ll symbols in [E on average.

The repair bandwidth of the new code can be calculated from the repair bandwidth condition (2.10)
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as

b . *
b= 1 (' =DIE|-a+ (|E| - 1) -a
=ab'(¢"— 1)+ (¢° — 2)¢ (2.47)
which completes the proof. [ ]

Note that the calculation in (2.47) and (2.37) are similar in the sense that a helper in the coset
containing the failure naively transmits the entire stored information, and the other helpers use the

bandwidth that is the same as the original code.

As a special case of Theorem 3, when &' = £(n/ — 1) matching the MSR bound (2.1), we get

T

bzé(n—l)—i—ﬁ(?‘—l)(g“—?), (2.48)

where the second term is the extra bandwidth compared to the MSR bound.

Next, we apply Theorem 3 to the near-MSR code [103] and the MSR code [94]. The first realization

of the scheme in multiple cosets is inspired by [103].

Theorem 4. There exists an RS(n, k) code over F = GF(¢) of which n = (¢* — 1)log, £ and
a|l, such that the repair bandwidth satisfies b < —“-[n + 1 + (n — k — 1)(¢* — 2)], measured in

symbols over B = G F'(g) for some prime number g.

Proof: We first prove the case when a and ¢’ are relatively prime using Lemma 3, the case when
a and ¢’ are not necessarily relatively prime are proved in Section 2.8.1. We use the code in [103]
as the original code. The original code is defined in ' = GF(¢") and ¢ = ™. The evaluation

points are A’ = {5, 8", 5"°,..., 5" "} where 3 is a primitive element of .

In the original code, forc = 0,1,2,..., ¢ — 1, we write its r-ary expansion as ¢ = (¢ Cp—1 ... 1),

where 0 < ¢; < r — 1 is the i-th digit from the right. Assuming the failed node is f (,Bri_l), the
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repair polynomials are chosen to be
pj(x) = f2%,¢;=0,s=0,1,2,...,r =Lz € F. (2.49)

Here ¢ varies from 0 to ¢ — 1 given that ¢; = 0, and s varies from 0 to » — 1. So, we have ¢
polynomials in total. The subscript j is indexed by ¢ and s, and by a small abuse of the notation,

we write j € [('].

In the new code, let us define E = GF(¢*) of which a and ¢’ are relatively prime. Adjoining (3 to
E, we get F = GF(q"),¢ = al'. The new evaluation points are A = {SE*, B"E*, ... ,BT"/_I]E*}.
Since A’ is part of the polynomial basis for F’ over B, we know that {3, 5", . . ., Bw,_l} are linearly

independent over B. Hence, we can apply Lemma 3 and the cosets are distinct, resulting in n =

Al = (¢" — 1) log, £.

In our new code, let us assume the failed node is f(a*) and o* € ﬁ”HC, and we choose the

polynomial p;(z) with the same form as p(z),

pi(x) =p%"¢;=0,s=0,1,2,...,r— 1L,z €F. (2.50)

For nodes corresponding to z = "'y € " E*, for some € E*, we know that

pj(x) = B® = B(vB87)* = P, (B7). (2.51)

Since p)} (ﬁ”) € [/, from Lemma 3, we have

rankE({fyspll (ﬁTt)> 78p/2(ﬁrt>7 s 778p2’ (ﬁrt)})
=ranks({p, (8" ), ph(B™ ), .. Pu(B™)})
=ranks({p,(8"),05(8" ). ... 0 (B")}), (2.52)
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which satisfies (2.42). Since the repair bandwidth of the original code is ¥’ < (n/ + 1)£, from

(2.47) we can calculate the repair bandwidth as

b=ab(¢"—1)+ (¢" — 2)¢

<1 -1 -2) (2.53)

where the second term is the extra bandwidth compared to the original code. [ ]

Example 3. We take an RS(4,2) code in GF(2'9) as the original code and extend it with a =
3,|E*| = 7 to an RS(28,26) code in GF'(2*) with normalized repair bandwidth of ﬁ < 0.65.

The RS(28,26) code in [103] achieves the normalized repair bandwidth of ﬁ < 0.54, while it
requires ¢ = 2.7 x 10®. Our scheme has a much smaller ¢ compared to the scheme in [103] while

the repair bandwidth is a bit larger.

In the above theorem, we extend [103] to a linearly larger sub-packetization and an exponentially
larger code length, which means that for the same code length, we can have a much smaller sub-

packetization level.

Next, we show our second realization of the scheme in multiple cosets, which is inspired by [94].
Different from the previous constructions, this one allows any number of helpers, £ < d < n — 1.

n/

The sub-packetization size in the original code of [94] satisfies ¢/ ~ (n’)" when n' grows to

infinity, thus in our new code it satisfies £ ~ a(n/)" for some integer a.

Theorem 5. Let ¢ be a prime number. There exists an RS(n, k) code over F = GF(q*) of which

¢ = asq1qs...q_»_, where g; is the i-th prime number that satisfies s|(¢; — 1),s = d — k + 1 and

@1’

a is some integer. d is the number of helpers, £ < d < (n — 1). The average repair bandwidth is

b= Wf_km[n — 1+ (d — k)(¢" — 2)] measured in symbols over B = GF(q).

Proof: We first prove the case when a and ¢’ are relatively prime using Lemma 3, the case when

a and ¢’ are not necessarily relatively prime are proved in Section 2.8.1. We use the code in [94]
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as the original code, where the number of helpers is d’. We set n — k = n’ — k' and calculate the
repair bandwidth for d helpers from the original code when d' = d — k + k'. Let us define F,(«)
to be the field obtained by adjoining « to the base field B. Similarly, we define F, (o, aa, . . ., o)
for adjoining multiple elements. Let a; be an element of order ¢; over B. The code is defined in
the field F' = GF(¢") = GF(q*®%--%), which is the degree-s extension of F (v, ay, . .., ).

The evaluation points are A" = {ay, a9, ..., }.

Assuming the failed node is f(c;) and the helpers are chosen from the set R/, |R'| = d, the
base field for repair is F’;, defined as F'; = F,(a;,j € [n'],5 # i). The repair polynomials are

{nepj(cu), t € [q], j € [s]}, where

pi(x) =2’ g (x),j € [s],z € F, (2.54)

g (x) = H (x — ),z e F. (2.55)
acA/(R'U{a;})
and 7, € F',t € [g;], are constructed in [94] such that {n;p(c;),t € [gi],j € [s]} forms the basis

for ' over IF/;. The repair is done using

tTIE"/]F/i(Uaintp;(ai)f,(ai)) = - Z tr]F//IF’i(Uentp;‘(ae)f/(ae))- (2.56)
e=1,e£1
For z ¢ R'U {«;}, pi(x) = 0, so no information is transmitted. The original code reaches the

MSR repair bandwidth

b = Zmnk]F’i({ﬁtP}(Oée) 1t € [ql,J € [s]})

eER’

av
RS (37

In our new code, we define E = GF(¢*) = F,(ay,+1) where a and ¢ are relatively prime, and
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Q11 18 an element of order a over B. Adjoining the primitive element of ' to [E, we get F =
GF(q"),f = al'. The new code is defined in F. We extend the evaluation points to be A =
{1 E*, aolE*, ..., a,yE*}. Since {ay, o, ...,y } are linearly independent over B, we can apply

Lemma 3 and the cosets are distinct. So, n = |A| = (¢* — 1)n'.

Assuming the failed node is f(a*) and a* € «;E* and the helpers are chosen from the set R,
|R| = d, the base field for repair is F;, which is defined by F; = F,(a;,j € [n + 1], # i), for

i € [n]. We define the repair polynomials {n,p,(z),t € [¢;],j € [s]}, where

pi(z) = 2" "tg(x),j € [s],x €F, (2.58)

g(x) = H (x —a),z €T, (2.59)

acA/(RU{a*})

and 7, is the same as that in the original code. Then, we repair the failed node by

tres, (Ve ips (@) f(@7) = = Y trigm, (Vamip; (@) f(a). (2.60)

acA,aFa*
For x € aE*, o« € A’, we have
pi(x) =+l g(x), 5 € [s], (2.61)

for some v € E*. If ¢ R U {a*}, since g(x) = 0, no information is transmitted from node x.

Next, we consider all other nodes.

For x = ay,a € A/, since g(x) is a constant independent of j, v € E C F; and n;, ; € F’, from
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Lemma 3 we have

rankg, ({n:p1(x), nipa(w), .. neps(x) 1 € [gi]})
=ranks,({ne, nya, ..oyl ot € [g]})
=rankg, ({0, mcv, ..., ma* 1t € [q]})
=ranky,({ne, necv, ... ma® ™t € [gi]})

=ranke, ({mp1(@), meps(a), ..., mp(a) - t € [al}), (2.62)

which satisfies (2.42).

When k£ < d < n — 1, assuming the helpers are randomly chosen from all the remaining nodes,

the average repair bandwidth for different choices of the helpers can be calculated as

ba n—1—(¢“—-2) , q*—2
—d|—=. B S 2.
b=d 7 — +/a — (2.63)
dae d 1
= d—Fk)(q" —2). 2.64
Py ey LS A (269

Here in (2.63) the second term corresponds to the helpers in the failed node coset, the first term

corresponds to the helpers in the other cosets, and in (2.64) weused d' — k' = d — k. [ ]

In the case of d = n — 1, the repair bandwidth of the code in Theorem 5 can be directly calculated

from (2.47) as

b=ab(q" —1) + (¢" — 2)¢

= -0 -1 - 2) 2.69)

r
In (2.64) and (2.65), the second term is the extra repair bandwidth compared to the original code.

In Theorems 4 and 5, we constructed our schemes by extending previous schemes. However,

it should be noted that since we only used the properties of the polynomials p’(x), we have no
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restrictions on the dimensions %’ of the original codes. So, in some special cases, even if £’ is
negative and the original codes do not exist, our theorems still hold. Thus, we can provide more

feasible points of (n, k) using our schemes. This is illustrated in the example below.

Example 4. Let us take the RS(12,8) code as an example. We set ¢ = 2,5 = 4,¢1 = 5,q2 =
9,93 = 13 and a = 7. Then, ¢’ = 2340 and ¢ = 16380. Assuming the failed node is f(a*) and
a* € a1 C, then we repair it in [F; and set the polynomials in (2.58). We can easily check that when
x € anC, rankg, ({np1(x), mep2(x), ... ,mps(x) : t € [5]}) = 20 and when z in other cosets,
rankg, ({mp1(x), mpe(z), ..., mps(x) : t € [5]}) = 5. Therefore, we transmit 100 symbols in
IF;, which can be normalized to (nfbl)é = (0.4545. Compared with the scheme in [94], which need

¢ =24 x 10" and ﬁ = 0.25, we provide a tradeoff between ¢ and b.

It should be noted that in this example, the R.S(12, 8) code needs to be extended from an RS(3, —1)
code, which does not exist. However, since we only used the properties of the polynomials p;(x)

and p;(x), the new RS(12,8) code still works.

2.3.4 Numerical evaluations and discussions

In this subsection, we compare the existing and the proposed schemes. Table 2.1 shows the repair
bandwidth and the code length of each scheme. For the comparison, we first show in Figures
2.1 and 2.2 the performance of each scheme when the sub-packetization changes, given (n, k) =
(12,10) and (12, 8), respectively. We only consider n — 1 helpers. Two single points (log,(¢) =
53.5, Giigy = 0.50) in RS(12,10) codes and (log,({) = 64.4, ;-25; = 0.25) in RS(12,8) codes

are not shown in the figures, they can be achieved by both our second realization in multiple cosets

and [94]. We make the following observations.

1. For a fixed (n, k), we compare the normalized repair bandwidth b/[(n — 1)¢] in different
sub-packetization sizes. In our schemes in multiple cosets, we have a parameter a to adjust

the sub-packetization size. From Theorems 4 and 5 we know that for the two schemes,
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n
q*—1

(=a-r@1and { ~ a - ( )(#), respectively, which means that increasing a will
decrease the sub-packetization /. In our schemes in one coset and two cosets, the parameter
a is determined by code length n, and will not be changed by increasing ¢, neither will the
normalized repair bandwidth. When ¢ = 2, a = 1, the two schemes in multiple cosets
coincides with [103] and [94], respectively.

. The scheme in [16] also achieves one tradeoff point in Figure 2.2, which can be viewed as
a special case of our scheme in multiple coset 1.

. For fixed n, k, our schemes are better than the full-length code in [40] and [18] for all /,
except when ¢ = 4, for which our scheme in one coset is identical to the full-length code.

. While the repair bandwidth of the full-length code grows with ¢, our schemes in one coset
and two cosets have a constant normalized bandwidth, and our schemes in multiple cosets
have a decreasing normalized bandwidth with /.

. For small ¢: the schemes in one coset and two cosets are better than those in multiple
cosets; whenn = 12,k = 10,4 < ¢ < 48, the scheme in two cosets provides the lowest
bandwidth; when n = 12, k = 8,4 < ¢ < 768, one can show that the scheme in one coset
has the smallest bandwidth.

. For large /: the first realization in multiple cosets has better performance than the second

realization in multiple cosets, but our second realization works for any number of helpers.

2.4 Reed-Solomon Repair Schemes for Multiple Erasures

In this section, we first present two definitions of the repair schemes for multiple erasures in a MDS

code: linear repair scheme definition and dual code repair definition. We prove the equivalence

of the two definitions. Then, we present two schemes for repairing multiple erasures in Reed-

Solomon codes, where the evaluation points are in one coset and multiple cosets, respectively.
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2.4.1 Definitions of the multiple-erasure repair

Let us assume a scalar MDS code & over F = G'F(q%) has dimension k and code length n. Let
a codeword be (C1, (s, ...C,,). Without loss of generality, we assume {Cy, Cs, ..., C.} are failed,
e < n — k, and we repair them in the base field B = GF'(q), where g can be any power of a prime
number. We also assume that we use all the remaining d = n — e nodes as helpers. The following

definitions are inspired by [5] for single erasure.

Definition 1. A linear exact repair scheme for multiple erasures consists of the following.

1. A set of queries (); C T for each helper Cy,e +1 < t < n. The helper C; replies with
{vCi, v € Qi}-

2. For each failed node C;, i € [¢], a linear repair scheme that computes

l
Ci =Y Nimtim (2.66)
m=1

where {11, fti2, .., i} 18 a basis for F over B and coefficients \;,, € B are B-linear com-

binations of the replies

Xim = Y > Bimot - trep(vCh), (2.67)

t=e+1v€Q:
with the coefficients (3;,,,; € B. The repair bandwidth is

14

b= Y ranks(Q:). (2.68)

t=e+1

In the following definition, we consider e/ dual codewords of &, and index them by i € [e], j € [¢],

denoted as (C!

i1

Ci Ci;,)- Since they are dual codwords, we know that » )" | C,C};, = 0.

1527 ° ) Mign g

Definition 2. A dual code scheme uses a set of dual codewords {(C};;, Cijo, - .., Cij,) 14 € [e], ] €

[(]} that satisfies:
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1. The full rank condition: Vectors

! /
01]2, ey C,Ue

V;j = (Cz{jlv

),i € le],j €[], (2.69)

are linearly independent over B.

2. The repair bandwidth condition:

n

b= Y ranks({Clj, :i € [e].j € [(}). (2.70)

t=e+1

We repair nodes [e] from the linearly independent equations

> tregs(Cl,C0) = — Y treys(ClyCh),i € [e],j € [0). (2.71)
v=1

t=e+1

Here we use the same condition names as the single erasure case, but in this section, they are

defined for multiple erasures.

Theorem 6. Definitions 1 and 2 are equivalent.

The equivalence of Definitions 1 and 2 follows similarly as arguments in [40], except that we need
to first solve e failed nodes simultaneously and then find out the form of each individual failure
(2.66). The detailed proof of Theorem 6 is shown in Section 2.8.2, part of which uses Lemma 4 in

Section I'V-B.

Remark 2. In this chapter, we focus on repairing RS code and apply Theorem 6 to RS code. From
[65, Thm. 4 in Ch. 10] we know that with the polynomial p;;(x) € F[z] for which the degrees
are smaller than n — k, (vip;j(ca), vapij(@2), . .., Unpij(ay,)) is the dual codeword of RS(n, k),
where v;,7 € [n] are non-zero constants determined by the evaluation points set A. So, in RS
code, Definition 2 reduces to finding polynomials p;;(z) with degrees smaller than n — k. In what

follows we use p;; () to replace the dual codeword symbol C;;; in Definition 2 for RS code. One
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can easily show that the constants v;, i € [n] do not affect the ranks in the full rank condition and

the repair bandwidth condition.

2.4.2 Multiple-erasure repair in one coset

There are several studies about the multiple erasures for full-length RS codes [17] and [67]. In-

spired by these works, we propose our scheme for multiple erasures in one coset.

From Theorem 6, we know that finding the repair scheme for multiple erasures in RS code is
equivalent to finding dual codewords (or polynomials) that satisfy the full rank condition and repair
bandwidth condition. Given a basis {&1, &2, ..., § } for F over B, we define some matrices as below.
They are used to help us check the two rank conditions according to Lemmas 4 and 5, whose proofs
are shown in Appendices C and D, respectively. Let the evaluation points of an RS code over

be A ={w,...,a,}. Letp;;(z),i € [e],7 € [¢], be polynomials over I, and B a subfield of F.

Define
_tm/ﬁ(&pﬂ(%)) t"’IF/JB<5fpi1(O‘t)>_
. trm/ﬁ(fl.pm(at)) tTIF/lB(&.Piz(Oét)) | (2.72)
_tTF/B(fl.Pw(Oét)) ”IF/B(@.]M(CW))_
(S, S o S
o e
R

Lemma 4. The following two statements are equivalent:

37



1. Vectors Vi; = (pij(a1), pij(az), ..., pij(ce)),i € [e],j € [¢] are linearly independent over
B.
2. Matrix S in (2.73) has full rank.

Lemma 5. For ¢ € [n], consider Sj; in (2.72),

rank(| —|) =ranks({pi;(cx) : i € [e],j € [(]}). (2.74)

Theorem 7. Let ¢ be a prime number. There exists an RS(n, k) code over F = GF(q") of which
n < ¢° ¢* < rand all, such that the repair bandwidth for e erasures is b < %(n — ¢)(a — s)
e(e—1)

measured in symbols over B, for e satisfying a > = (a — s)*.

Proof: We define the code over the field F = GF(q") extended by E = GF(q®), where (3 is the
primitive element of F. The evaluation points are chosen to be A = {«, o, ..., @, } C E*, which

is one of the cosets in Lemma 1. Without loss of generality, we assume the e failed nodes are

{ai,as,...,a.}. The base field is B = GF(q).

Construction III: We first consider the special case when s = a — 1. In this case, inspired by [67,

Proposition 1], we choose the polynomials

o;t (e — oy
) = ) g et 275)

where {11, 2, - . ., pta } is the basis for E over B, and 0; € E,i € [e], are coefficients to be deter-

e(e—1)
2

mined. From [67, Theorem 3], we know that for a > , there exists d;, 7 € [e] such that p;;(z)

satisfy the full rank condition: the vectors V;; = (pij(c1), pij(@2), . .., pij(ae)), i € [e],j € |a] are
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linearly independent over B and the repair bandwidth condition:

n

Z rankg({pi;(as) 2 i € [e], 7 € [a]})

t=e+1
=W—6k—e@_&§q_w- (2.76)

Then, let {n1, 72, ..., M.} be aset of basis for IF over E; we have the el polynomials as {7.,p;;(x) :
w € [l/a],i € [e],j € |a]}. Since {n1, 72, ... 7M.} are linearly independent over E and for any

bijw € B, bijwpij<x> € ]E, we have

14
Zbijwﬂw‘/ij =0 <= Z bijw‘/ij = O,‘v’w € [a] 2.77)
2,7,W 2y
Also, we know that there does not exist nonzero b;,, € B that satisfies Zz ; bijwVij = 0, so we
have that vectors {n,,V;, w € [(/a],i € [e],j € [a]} are also linearly independent over B. So,

from Definition 2, we know that we can recover the failed nodes and the repair bandwidth is

b =rankg({mpi;(z), ..., apij(x) : i € [e],j € [a]})

:gmnkﬁ({]?z‘j(x),i € lel,j €laf})

:gkn_@e_de—gw—lq.

a

(2.78)

Construction I'V: For s < a — 1, consider the polynomials

q°—1
pii(x) =67 ' [ (w -~ (ai - w;l%» ,j € la], (2.79)

e=1

where {/u1, pio, ..., pta} is the basis for E over B, W = {wy = 0,wy,ws,...,we_1} is an s-

dimensional subspace in E, s < a,¢®* < r,and §; € i € [¢e], are coefficients to be determined.
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When x = «;, we have

pij(ay) = ,ugs H w ! (2.80)
e=1
q°—1
Since [[ wZ 1 is a constant, from Lemma 2 we have
e=1
TankB({pil(ai)apﬁ(ai)v . 7pia(ai)}) = a. (2.81)

For x # «;, set ' = o; — x, we have

¢°—1
o) =07 [T (w9 =)

e=1
-1 -1 n
s_l —1 y
= 53 i E:H1 (U}E .T,) 11 <5Z;/ - wg)
¢° -1 q°—1 "
_ s -1 J
= (6;2')2 H (w ) (ﬁ - ws) : (2.82)
e=1 e=0
-1
By [35, p. 41, g(y) = [] (v — w.) is a linear mapping from E to itself with dimension a — s over
e=0
-1
B. Since (6;2')%" [] (wz ) is a constant independent of j, we have
e=1
rankg({pi (), pia(z), . . ., pia(7)}) < @ — s, (2.83)

which means that p;;(x) can be written as

pii(x) = 67> pive, (2.84)
v=1

where {1, Ag, ..., \q—s} are linearly independent over B, p;, € B, and they are determined by

i, pj and = — ay.
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From Lemma 4, we know that if the matrix .S in (2.73) has full rank, then we can recover the e
erasures. It is difficult to directly discuss the rank of the matrix, but assume that the polynomials

above satisfy the following two conditions:

1. Si,i € [e] are identity matrices.

2. For any fixed i € [e],
Sit - Sy = Opei > £,y > t. (2.85)

Then, it is easy to see that through Gaussian elimination, we can transform the matrix S” to an

upper triangular block matrix, which has identity matrices in the diagonal. Hence, S has full rank.
. qs_l . qs_l . qs_l
Here, we choose {&1, &, ..., &} to be the dual basis of {uf [] wot,pd TT wit,.opd [1 wo'},
e=1 e=1 e=1
SO

07 m # j’
tre/e(§mpij(au)) = (2.86)

1,m=y.

Therefore, S;;, i € [e] are identity matrices. We set 6; = 1, and recursively choose d; after choosing
{61, 02, ..., 8;_1} to satisfy (2.85). Define 9] = 535, and ¢, to be the (m, p)-th element in S, for

m,p € [a]. (2.85) can be written as

a

Z Crpt TR /B (EmPij (i)

m=1

— Z Crngp z_: bjvtrr/B(EmiAy)
m=1 v=1

=0,Vj € [a], (2.87)
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where \,, v € [a — s], are determined by 0;, 11; and o — ;. Equation (2.87) is satisfied if
Z CoptTw/B(EmdiA) = 0,0 € [a — s],p € [a]. (2.88)

m=1

As a special case of Lemma 5, we have

rank(Sy,) = rankg({p:;(ay), 7 € [(]}). (2.89)

Then, from (2.83) we know that the rank of S}, is at most @ — s, which means in (2.88) we only
need to consider p corresponding to the independent @ — s columns of Sy,,. So, (2.88) is equivalent
to (a — 5)2 linear requirements. For 0, € [E, we can view it as a unknowns over B, and we have

(2e —i)(i — 1)
2

(a—s)* < (a—s)? (2.90)

s

linear requirements over B according to (2.85). Also knowing ¢, we can solve §; = 51;‘1£ =0 iqe_ .

Therefore, we can find appropriate {41, ds, . . ., 0. } to make matrix S full rank when

(a —s)2 (2.91)

Then, let {n:,72,...,7¢/.} be a basis for FF over E, we have the el polynomials as {7,p;;(z),w €
[l/a],i € [e],j € [a]}. Similar to Construction III, we know that vectors {n,,Vi;, w € [{/a],i €
le], j € [a]} are linearly independent over B. Therefore, we can recover the failed nodes and the

repair bandwidth is

b =ranks({mpi;(z), ..., napij(x) i € [e],j € [a]})

:émnk‘ﬁ({pm(m) i€ le],j € lal})
<e—£(n —e)(a—s). (2.92)

T a
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Thus, the proof is completed. [ ]

In our scheme, we have constructions for arbitrary a, s, such that a | ¢,s < a — 1, while the
existing schemes in [17] and [67] mainly considered the special case ¢ = a. It should be noted
that the scheme in [67] can also be used in the case of s = a — 1 over [E with repair bandwidth

— w And, with ¢/a copies of the code, it can also reach the same repair bandwidth

(n—e)e
of our scheme. However, by doing so, the code is a vector code, but our scheme constructs a scalar

code.

2.4.3 Multiple-erasure repair in multiple cosets

Recall that the scheme in Theorem 5 for a single erasure is a small sub-packetization code with
small repair bandwidth for any number of helpers. When there are e erasures and d helpers, e <
n —k,k < d < n — e, we can recover the erasures one by one using the d helpers. However,
inspired by [106], the repaired nodes can be viewed as additional helpers and thus we can reduce
the total repair bandwidth. Finally, for every helper, the transmitted information for different failed

nodes has some overlap, resulting in a further bandwidth reduction.

The approach we take is similar to that of Section 2.3.3. We take an original code and extend it to
a new code with evaluation points as in (2.43). If a helper is in the same coset as any failed node,
it transmits naively its entire data; otherwise, it transmits the same amount as the scheme in the
original code. After the extension, the new construction decreases the sub-packetization size for

fixed n, and the bandwidth is only slightly larger than the original code.

The location of the e erasures are described by h;,i € [e], where 0 < h; < e, hy > hy > ... > h,,
> ¢, h; = e. We assume the erasures are located in h; cosets, and after removing one erasure

in each coset, the remaining erasures are located in hy cosets. Then, for the remaining erasures,

removing one in each coset, we get the rest of erasures in h3 cosets, and so on. Figure 2.3 also
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Figure 2.3: Location of the erasures.
shows the erasure locations described above.

In our scheme, we first repair h; failures, one from each of the h; cosets. Then, for 2 < i < e,
we repeat the following: After repairing hq, ho, ..., h;_1 failures, we view these repaired nodes as

helpers and repair next h; failures, one from each of the h; cosets.

The repair bandwidth of the scheme is showed in the following theorem.

Theorem 8. Let ¢ be a prime number. There exists an RS(n, k) code over F = GF(¢*) for which

(= asqiqz.-q s where ¢; is the i-th prime number that satisfies s|(¢; — 1),s = (n — k)! and a is

an integer. For e erasures and d helpers, e < n — k, k < d < n — e, the average repair bandwidth

measured in symbols over B is

b <—e {(hl(q“ —1)—e¢)

h
+(n—hi(¢" — 1)) — ,
2 i h

(2.93)

where h;, i € [e] are the parameters that define the location of erasures in Fig. 2.3. For i € [e], we

set0 < h; <e,hy >hy>..>heand > ;_ h; =e.
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Proof: We first prove the case when a and ¢’ are relatively prime using Lemma 3, the case when
a and (' are not necessarily relatively prime are proved in Section 2.8.1. We use the code in
[106] as the original code. Let F,(«) be the field obtained by adjoining « to the base field B =
GF(q). Similarly let F (v, ao, ..., a,) be the field for adjoining multiple elements. Let o; be
an element of order ¢; over B and & be the number of erasures in the original code. The original
code is defined in the field ' = GF(¢") = GF(g*®%~%"), which is the degree-s of extension of
Fy(aq, ag, ... ay). The evaluation points are A" = {oy, g, ... ayr }. The subfield 'y, is defined

as 'y = Fyloy, s =h+1,h+2,...,n), and I'; is defined as Fy(«;, j # 7,5 € [n]).

In the original code, we assume without loss of generality that there are h failed nodes f'(«;),

f'(ag), ..., f'(ap). Consider the polynomials for failed node f'(c;), 1 <i < h, as
() = 27~ gi(x),j € [si], v € F, (2.94)
where

gi(x) = H (x—a),z e, (2.95)

a€A’/(RU{ai,it1,..an})

for " C A’ |R'| = d’ being the set of helpers. The set of repair polynomials are {7;:p;(z),i €
[h].j € [si,t € [3:]}, where n; € F’ are constructed in [106] to ensure that {:pf;(c:),

NitDio (i), - - -, NitDis, () } forms the basis for F” over ;.

Then, the failed nodes are repaired one by one from

trw s, (Vo My (i) f(w)

== > trw g, (Ve (00 f(ac)). (2.96)

e=1,e#1

For v ¢ R'U{ay,ai1,...an}, pij(x) = 0 and no information is transmitted. Once f'(«;) is

recovered, it is viewed as a new helper for the failures ¢ + 1,2+ 2,..., h.
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Since F’ m < [F’;, the information transmitted from the helper o, can be represented as

tr]F’/]F’ (Uenztpz](ae) ( ))

:tTIE"/IE"i Zm Z trp . i/ () enitfimp/ij (Oze)f/(OéE))

!

a;

=" & tre e (Venabimpl; (o) £ (), (2.97)

m=1

where g; = 2= {8y o, G} and {&y, &, ,5;(12} are the dual basis for '; over .

We used the fact that tre jw, (tre, jry, (1) = tre ey, (), for F'py < F; < F

The original code satisfies the full rank condition for every ¢ € [h], and each helper «. transmits

[106]

mn/ﬁg/[h] <{77it€imp;j(a€) :

ichl,jelsidte L) me [qﬂ}>

7

:T(lnklﬁ"[h] ({nit&'m 1 [h] te [ qu] m e [qz]}>

ht'
= (2.98)
(d k' + h) Hu h+1Pv

symbols over F’f,), which achieves the MSR bound.

In our new code, we extend the field to F = GF(q%), ¢ = af', by adjoining an order-a element c,,
to F. We set d — k = d’ — k. The new evaluation points consist of A = {oE*, apE*, ... o/ E*},
E = GF(q") = Fy(an41). The subfield Fp is defined by adjoining o, 41 to 'y, and I, is defined

asFy(ay,j #1,7 € [n+1]).

Assume first that each coset contains at most one failure, and there are h failures in total. We
assume without loss of generality that the evaluation points of the A failed nodes are in {a;E*,

aslB*, ... a,E*}, and they are a1y, agya, . .., a7y, for some v, € E,w € [h]. Let the set of
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helpers be R C A, |R| = d. We define the polynomials
pij(x) = 27 gi(x), 5 € [s;],x €T, (2.99)
where

gi(x) = 11 (r—a),z €F. (2.100)

a€A/{RU{aivi iy 1Vit1,--Cn YR} }
The set of repair polynomials are {n;p;;(z),i € [h],j € [s;],¢ € [S]}, where n; € F' are the

same as the original construction. We use field [F; as the base field for the repair.

irE/F; (Uam NitPij (i) f (i)

=— > tragm (Vamepii () f(@)). (2.101)

acd,aFay;

If v € RU{®vi, ig1%it1s--- Y }s pij(x) = 0 and no information is transmitted. Next, we

consider all other nodes.

If x = ;v for some v € E*, we have

pij(x) ="t gi(x). (2.102)

Since 7;;, o; € F” and g; () is a constant independent of j, we have

ranks, ({1api(z), - - Tapis, () < T € [2E]])

S5
5q;
=rankg, ({Nit, ..., nucs ' it € [S—q]})
5q;
=ranke ({nupi (), - . ., NP, (i) 1 L € [i]}) (2.103)

which indicates the full rank. Note that the last equation follows from Lemma 3. As a result we

47



can recover the failed nodes and each helper in the cosets containing the failed nodes transmit ¢

symbols in B.

For x = ay,€ > h, since |, is a subfield of F; and from Lemma 3 we know that {&;1, &, . . .,

i} and {&}1, &y, - - 7££qg} are also the dual basis for IF; over Fy), then, similar to (2.97), we have

tre /e, (Vanupii () f ()

= Z f;mtﬁF/IF[h] (vemie€impij(z) f (). (2.104)

m=1

Using the fact that g;(«) is a constant independent of j, z € F, and 7,4, € F’, from Lemma 3

we know that

rankg,, ({mtfimpij(ff) :

ieligelshie FEme ()
—rants (Ui € 1t € [2,m < 4 )
—rankey (Ui i € 1t € (21, € ) )
—rank,, ({nnglmpw () :
g € lsht e Em e )

ht'
RV E TS

(2.105)

where the last equality follows from (2.98) and d’ — k' = d — k. So, each helper in the other cosets

transmits -—~—— k 7 Symbols over B.

Using the above results, we calculate the repair bandwidth in two steps.

Step 1. We first repair h, failures, one from each of the h; cosets. From (2.103), we know that

in the hy cosets containing the failed nodes, we transmit ¢ symbols over B. By (2.105), for each
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hi1f

helper in other cosets, we transmit o

symbols over B.

Step 2. For 2 < i < e, repeat the following. After repairing hq, ho, ..., h;_1 failures, these nodes
can be viewed as helpers for repairing next h; failures, one from each of the h; cosets. So, we have
i—1

d + > h, helpers for the h; failures. For the helpers in the h; cosets containing the failed nodes,

v=1

we already transmit ¢ symbols over B in Step 1 and no more information needs to be transmitted.

hil

For each helper in other cosets, we transmit T

symbols over B.
Thus, we can repair all the failed nodes. The repair bandwidth can be calculated as (2.93). [ |

Suppose that e failures are to be recovered. Compared to the naive strategy which always uses
d helpers to repair the failures one by one, our scheme gets a smaller repair bandwidth since the
recovered failures are viewed as new helpers and we take advantage of the overlapped symbols for

repairing different failures similar to [106].

In the case when n > e(¢® — 1), or when we arrange nodes with correlated failures in different
cosets, we can assume that all the erasures are in different cosets, hy = e, ho = hg = ... = h, = 0.
For example, if correlated failures tend to appear in the same rack in a data center, we can assign
each node in the rack to a different coset. Under such conditions, we simplify the repair bandwidth

as

d el a
bgn_ed_k_l_e(n—e—l—(d—k)(q —2)). (2.106)

Indeed, one can examine the expression of (2.93). With the constraint that 25:1 h;, = e, the
first term hy(¢® — 1) — e) is an increasing function of h; and the second term (n — hy(¢* —
D)> 5, ﬁ is a decreasing function of h;. Under the assumption that n is large, the
v=1""v

second term dominates, and increasing h; reduces the total repair bandwidth b. Namely, h; = e

corresponds to the lowest bandwidth for large code length.
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Table 2.3: Repair bandwidth of different schemes for e erasures.

repair bandwidth number of helpers

Single-erasure repair et - _ _

in one coset (separate repair) @ (n b (a ) " !
Multiple-erasure repair et o _ _

in one coset (simultaneous repair) @ (e e)(a s) " <
Single-erasure repair ot o . a __ _

in multiple cosets (separate repair) nowln L+ (n r 1) (a 2] " !
Multiple-erasure repair ol o . a _

in multiple cosets (simultaneous repair) i e+ (n k <) (a 2] " ‘

In particular, when d = n — e, h; = e, we have
el l
b= (n—e)+ (n—k—e)(¢" —2), (2.107)
n—=k n—=k

where the second term is the extra repair bandwidth compared with the MSR bound.

2.4.4 Numerical evaluations and discussions

In this subsection, we compare our schemes for multiple erasures with previous results, including

separate repair and schemes in [67] and [106].

We first demonstrate that repairing multiple erasures simultaneously can save repair bandwidth
compared to repairing erasures separately. Let us assume e failures happen one by one, and the
rest of n — 1 nodes are available as helpers initially when the first failure occurs. We can either
repair each failure separately using n — 1 helpers, or wait for e failures and repair all of them
simultaneously with n — e helpers. Table 2.3 shows the comparison. For our scheme in one coset,
separate repair needs a repair bandwidth of <(n — 1)(a — s) symbols in B, simultaneous a repair

requires bandwidth of <(n — e)(a — s). For our scheme in multiple cosets, we can repair the

failures separately by n — 1 helpers with the bandwidth of -=-[n — 1+ (n — k — 1)(¢* — 2)], and

el
n—=k

with simultaneous repair we can achieve the bandwidth of -“[n — e + (n — k — €)(¢* — 2)]. One

can see that in both constructions, simultaneous repair outperforms separate repair.

Nest we compare our scheme for multiple erasures with the existing schemes. Figure 2.4 shows the
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Figure 2.4: Comparison of the schemes, ¢ = 2,n = 16,k = 8,e = 2.

Table 2.4: Normalized repair bandwidth((n%be)g) for different schemes when n = 64,k = 32,e =
2,q = 2. o can be also achieved by Scheme 1 in [67] and * is also achieved by [106].

(=6[(=T7][(=8|0=9]..]£=36x10°|¢=33x10"]¢=39x 10"
Normalized bandwidth
for Scheme 1 in [67] 042 | 0.50 | 0.52 | 0.52 | .. 0.52 0.52 0.52
Normalized bandwidth 0.49° | 0.49 | 049 | 049 | ... 0.49 0.49 0.49
for our scheme in one coset
Normahzefi band\fv1dth 052 048 0.0625°
for our scheme in multiple cosets

normalized repair bandwidth for different schemes when n = 16,k = 8,e = 2,q = 2. Table 2.4

shows the comparison when n = 64, k = 32, e = 2, ¢ = 2. We make the following observations:

1. For fixed (n, k) and our scheme with multiple cosets, we use the paremeter a to adjust the

sub-packetization size. From Theorem 8, we know that ¢ ~ « - (qan_l)(q‘%l), which means
that increasing a will decrease the sub-packetization ¢. In our schemes with one coset and
two cosets, the parameter a is determined by the code length n, so increasing ¢ will not
change a or the normalized repair bandwidth. When ¢ = 2, our code with a = 1 coincides
with that of [106].

2. For small ¢ and full-length code (¢ = log, n), the scheme in [67] has the smallest normalized
repair bandwidth. (Our scheme in one coset also achieves the same point as Scheme 1 in

[67] when ¢ = log, n.)

3. When ¢ grows larger (4 < ¢ < 2.1 x 107 in Figure 2.4, 6 < ¢ < 3.3 x 10*! in Table 2.4),
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our scheme in one coset has the smallest repair bandwidth.

4. For extremely large ¢ (¢ > 2.1 x 107 in Figure 2.4, ¢ > 3.3 x 10! in Table 2.4), our scheme
in multiple cosets has the smallest repair bandwidth.

5. The scheme in [106] also achieves one point in both Figure 2.4 and Table 2.4, which can be

viewed as a special case of our scheme in multiple cosets.

2.5 Repair Algorithm for RS(n, k) Codes

In this section, we provide a detailed algorithm and the necessary lookup tables to implement the
general ideas in [61] to repair RS(n, k) over GF(2%). The computation complexity is analyzed
in terms of the number of required finite field operations and required memories. Moreover, for
¢ = 8,16, 32,64, which are frequently used sub-packetization sizes in practice, we provide an

efficient computation of the trace function.

First, we describe the repair algorithm using the example of the RS(14,10) code. The formulas

for the general case will be provided at the end.

The RS(14,10) code has n = 14 codeword symbols and £ = 10 information symbols. In a
storage system, different symbols are stored in different nodes. The symbols are over the finite field
F=GF(2®) ={0,1, 3, 3% ..., %54}, where 3 is the primitive element of F. As a standard choice,
(3 is the root of 14 22 + 2% + 2* + 2® = 0. For the information symbols u; € F,j = 0,1,--- ,9, let
f be the polynomial f(x) = 29: u;z?. RS codeword symbols are evaluations of the polynomial f
and erasures can be corrected ]u:s(i)ng interpolation. In this section, we apply the general construction
in [61, Thm. 1] to this specific code. By restricting the evaluation points to a subfield, one obtains
a low repair bandwidth. Consider the subfield E = GF(2*) = {0,1, 37,8172, ..., 31714} of FF.

Let us choose the set of evaluation points from E, and denote it by A = {ay, a9, ...,a14} =

{1,817, p172 p73 .. B1T13}. Then, the 14 codeword symbols, in the 14 nodes, are {N,, =
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flam) = i Ui @ gy € A}
=0

We use the trace function to map symbols of F to sub-symbols of the base field B = GF'(2):
tre/p(z) —r+a?+a” 4%+ a7 (2.108)

where for every x € F, trg/g(x) € B, i.e., the result of Eq. (2.108) is 0 or 1. Any symbol z € F

can be reconstructed from the 8 bits evaluated using the trace function as:
8 8
v =Y Aitrem(vie) = > _ AW, (2.109)
i=1

i=1
where {v1,72, ..., 78 } is a basis for F over B and {7}, 75, ..., 74} is its dual basis.
Let us assume the node N, = f(«,) fails, 1 < % < 14. Then, the transmitted symbols from

the other nodes (called helpers) are related to the failed node symbol through the dual codewords

{Cmi : m € [14]} of RS(14,10), fori € [8]:
cuiN, = Z CmiNom.- (2.110)
mk

8 dual codewords are required for each failure. To transmit symbols of the base field B, we take
the trace function on both sides of (2.110). It is required that the 8 symbols {c,; : i € [8]} form
a basis for F over B, then we can treat them as {~; : ¢ € [8]} and use (2.109) to repair the failed

node.

The dual codeword symbols are chosen in [61, Thm. 1] as
{cmi i € 8]} = {vmmpj(am) 1 t € [2],5 € [4]}, (2.111)

where m € [14] and the subscript i is indexed by ¢t and j as i = 4 x (¢t — 1) + j. Here

{Uma m € [14]} = {651751367 17 551, 62217ﬁ347 52387 61367 6238752217 51027 510275347 1} are the col-
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umn multipliers, {n;, 72} = {1, 5}, and the polynomial p; .(x) is

pin() =& [] (@ — n +w'gy), 2.112)

weW
where & = F170-1, W = {1, 7, %},

Let rankg({ai, as, ..., a; }) be the cardinality of a maximal subset of {a1, as, ..., a;} that is linearly

independent over B. As analyzed in [61, Thm. 1], we have

8, if m = x,
rankg({cm: 11 € [8]}) = (2.113)

4, if m # x,

and {c,,; : 7 € [8]},m # x lie in two subspaces of dimension 2 spanned by {v,,m:p; () : J €
[4]},t € [2]. Now, we have {c,; : i € [8]} form a basis for F over B, and we can recover the
failed node with only 4 bits from each helper. Specifically, for helper m, we represent the basis
for the subspace spanned by {c,,; : i € [8]} as {1 t € [2],2 € [2]}, where{eps. : 2 € [2]}
are the first two independent elements (hense the basis) of {v,,m:p;«(a.m) : 7 € [4]}, for t € [2].
Denote D, , = trg/g(€my,-Nm),v = 2(t — 1) + 2. Since the trace function is a linear function,
{Dso : v € [4]} can reconstruct ¢ 5(CmilNim), @ € [8]. Hence the trace function of (2.110) can be

evaluated.

For the general case, the RS(n, k) code over F = G F(2%) is defined by evaluations points in the

subfield E = G'F(2%), for some a|l. Eq. (2.111) is replaced by

{ews 4 € 0} = (vampsa(an) 1€ )7 € [al), (2.116)

where m € [n] and the subscript i is indexed by t and j as i = ax (t—1)+j. Here {v,,, m € [n]} are

the column multipliers given by v,, = [[ (@, — ;) [65, Thm. 4, Ch.10], and {n; : ¢ € [£]}

JE[nl,i#m
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Algorithm 1 Repair algorithm for RS(n, k) over GF(2°).

Input: The failed node index * and the remaining nodes N,,,, m € [n],m # .

Output: The failed node N,.

Preprocessing Steps:

Step 1: Construct dual basis table and dual codeword table (e.g. Tables 2.5 and 2.6): Find the
dual basis of {c.; : ¢ € [(]}, denoted by {7}, 5, ...,7;}. For each helper node m, find the ¢ dual
codewords ¢;,,;, @ € [¢] in (2.111).

Step 2: Construct subspace basis table and representation table (e.g. Tables 2.7 and 2.8): Find
the basis {em..t € [£],z € [a — s]} of the subspace spanned by {c,,; : @ € [(]}, and the
representation of ¢rg/g(cmilVy,) for each helper m.

Repair Steps:

Step 3: Calculate and download the binary values D,,, = trg/g(€m,s-Nmn) from each helper,
v € [L(a—s)].

Step 4: Represent t7g /5 (CpiNm) from D, , and apply (2.110):

n

b = trem(caNy) = > trays(cmiNm), i € [0]. (2.114)

m=1,mz#x*

Step S: Reconstruct the failed node by

¢
N, =) b, (2.115)
=1
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is the basis for I over E. The polynomial p; . (z) is

pin() =& [] (@ — n +w'gy), 2.117)

weW

0, o
where §; = (5%)3_1,3' € [a], and W is an s-dimensional subspace spanned by {1, ﬁ%, s

-

(5%)5_1} except {0}, 2° < n — k. Parameters €,,; ., Dy, v = (a — 5) X (t —1) + 2,2 €
[a — s],t € [£], are defined similar to the case of RS(14,10). Moreover, it can be shown that
£

a

(a — s) bits are downloaded from each helper. For details see [61].

The detailed steps are provided in Algorithm 1. Due to space limitation, Tables 2.6, 2.7, and 2.8

are only shown when Node 1 fails.
Complexity. In what follows, we analyze the space and computation complexity of our algorithm.

During preprocessing in Steps 1 and 2, Tables 2.5, 2.6, 2.7, and 2.8 need to be calculated only
once. In addition, the symbols in Table 2.6 are intermediate values and do not need to be stored.
Thus, each node stores one corresponding column of Table 2.5, and one corresponding column
of 13 different variations of Tables 2.7 and 2.8, where a variation is for one potential failure.
Note that t7p/g(cmilNim),7 € [8] lie in two spaces of dimension 2 spanned by {D,, 1, Dy, 2} and
{Dn.3, D4}, hence each symbol in Table 2.8 is 2 bits. The storage overhead per node is 8 symbols
of GF(2%) in Table 2.5, 4 x 13 = 52 symbols of GF'(2%) in Table 2.7 and 8 x 13 = 104 symbols of
2 bits in Table 2.8. In total, we need 688 bits per node. For the general case, similar calculations
show that the storage overhead per node is £ + £(n — 1)(a — s) symbols of GF(2) and (n — 1)¢
symbols of a — s bits. Moreover, this storage overhead is amortized over the total storage size of

the node.

Next, we analyze the computation complexity in the repair steps (Steps 3, 4, and 5). We show
that some steps do not require general operations over . For the commonly used cases of ¢/ =

8,16, 32, 64, we present a lemma to calculate the trace function.
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Lemma 6. Let F = GF(2%), GF(2'%), GF(2%),GF(25) and B = GF(2). The trace function

trr/g(z) is equal to one single bit of z, for x € F.

Proof: We prove for the case of F = GF(2%), the proof for other fields have similar steps and we
only show the results. From [63, Thm 2.25], we know that t7p/g(x) = 0 if and only if v = 2+

for some 6 € F. Let us write x as

T =xo+ 110 + 2282 + ... + 27/, (2.118)

where z; € B,i = 0,1,...,7 are the 8-bit presentation of z, and /3 is a root of the primitive
polynomial 1 + 22 + 23 4+ 2* + 28 = 0. Similarly, we write § as § = 5y + 5,3 + 0232 + ... + 6757,
where 9, € B,2=10,1,...,7.

Then, we have trp/p(x) = 0 if and only if
x=0"+0 =04+ 0+ 6+ (01 + 67)3
+ (81 + 69 + 04 + 05 + ) °

+ (83 + 64 + 06) B + (05 + 65 + 67) B

+ (85 + 05)8° + (66 + 67)37. (2.119)

In the above equation, we use the fact that 1 4+ 5% + 3% + 8* + 3% = 0 and §; = &, because ¢; is

binary.
Because {1, 3, 3%, ..., 37} are linearly independent over B, from (2.118) and (2.119), we get
tre/g(x) = 0 if and only if 25 = 0. Thus, t7p/s(x) is the same as the 6-th bit of .

The results for other field sizes are tabulated below:
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l primitive polynomial bit index

8 Bt +ad+a2+1 6
16 | 20+ 420 428 23+ 241 14
32 P42+ +r+1 32

64 2+ttt 41 62

In Step 3, we need to perform 4 multiplications in GF(2%) to calculate €,, ;. N,,,t € [2],z € [2]
and 4 trace functions to calculate D,, , from each helper. From Lemma 6, the cost of the trace
function is just checking the 6-th bit and can be ignored. In Step 4, as shown in Table 2.8, the
representation needs only 2 additions: D,,,; + Dy, 2 and D,,, 3 + Dy, 4, and Eq. (2.114) needs
8 x 13 additions in GF(2). This step is done in the failed node. In Step 5, since b,i € [§]
are binary symbols, at most 7 additions in GF(2%) are needed. Therefore, in total we need 4
multiplications in GF'(2%) at each helper, plus 130 additions in GF'(2) and 7 additions in G F'(2¥)
at the failed node. For general parameters, we need £(a — s) multiplications in GF(2°) at each
helper, plus (n — 1)¢min { % (2 — (a — s) — 1) + 1,a — s + 1} additions in GF(2), and ¢ — 1
additions in G F'(2%) at the failed node.

2.6 Comparison

For RS(14,10) in GF(2®), our algorithm requires a repair bandwidth of 52 bits for one failure,
which is 35% better than the naive repair [68] that requires 80 bits. The full-length code in [40],
[18] requires 78 bits using the general scheme. For the special case of RS(14,10) in GF(2%),
[40] found a method that needs at most 64 bits. The MSR scheme in [103] and the asymptotic
MSR scheme in [94] do not provide a solution for small fields like GF'(2®). For the special case

of RS(14,10), [25] provides three different repair schemes that require 60, 56, and 54 bits.
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Table 2.5: Dual basis table for RS(14,10) over GF(28), a = 4,s = 2. (3 is a root of the primitive
polynomial 1 + 22 + 2% + 2% + 28.

Failed node 1 2 3 4 5 6 7 8 9 10 11 12 13 14
’yi [52()3 /5118 /5254 /))203 [ﬁii.‘{ [3’220 /51(; /j)us /316 [33.‘5 /3152 [5152 /5220 /5254
’Yé /3152 567 /8203 6152 /13237 /6169 /6220 567 5220 6237 /3101 /3101 /6169 /8203
fyé 684 6254 ﬁ135 /384 /3109 /3101 /[3152 6254 [7)152 ﬁl()g /[333 633 Bl()l ﬁ135
,.)/4/1 /())16' 5186 /367 /616 /lel 533 /584 /())18()‘ /384 /jl(}l /6220 /[j220 /633 /367
’755 6'1 87 5102 /3238 /31 87 6'17 /6)204 1 /3'102 1 /6)'17 /6)'1 36 6'1 36 5204 /3238
,_)/(/5 /3136 /))51 /)>187 /))136 /ﬁ221 /j)lsii /[52()4 /))51 /)>2()4 /5221 /58% /385 /5153 /)>187
’7’7 668 /6238 /{.3119 /668 /8153 685 6136 BZSS [.3136 /3153 617 617 [.385 /{.3119
’Yé 1 /3170 /351 1 /385 /317 /368 /5170 /368 [7)85 [))204 /3204 [317 /351

Table 2.6: Dual codeword table. It shows the symbols ¢,,; = Uy mupj (), = 4(t — 1) + 7, for
RS(14,10) when Node * = 1 fails.

helper m 2 3 4 5 6 7 8 9 10 11 12 13 14
i — 1(t — 1’]- — l) /))17 1 0 1 [j’34 [3187 /j)l()Z /[5238 /))17 /))17 /3119 0 /))119
i = 2(t — 17]- — 2) 617 6119 /368 0 /568 /568 /5204 ﬁSB 6153 ﬁ51 0 6102 /6)238
7 = S(t — 1,j — 3) /6,17 1 BQOAL 0 /3170 0 668 0 617 Br)l 6238 /))136 /317
i — 4(f — 17-] — 4) /6119 /6)119 0 /3'7119 /334 /3187 /[3204 0 /6}51 /851 517 5238 b’}l?
i = S(t — 2’\7' — 1) /318 [3 0 [)) /335 6188 /3103 [3239 618 618 [3120 0 /3120
i — G(t — 27j — 2) 518 512() [569 0 [565) /(569 [32()5 586 /6154 //))52 0 /51()3 /6239
i = 7(t — 27]- — 3) /318 ﬂ /3205 0 6171 0 /369 0 /318 /352 6239 [3137 /318
i = S(t — 2’]- — 4) [312() /[112[) 0 /))12() [335 [))188 [§2()5 0 /))r)z /552 /518 /5239 /))18

Our approach can be applied to any RS code as long as there is an integer a such that a|l and
2* > n+ 1. For the RS(11, 8) in Yahoo Object Store [69], we cansetn = 11,k =8,a = 4,s = 1.
When applied to G F'(28), the repair bandwidth of our algorithm is 60 bits, which is 6% better than
the naive scheme. For the RS(12,8) in Baidu’s Atlas cloud storage [56], we can setn = 12,k =
8,a = 4,5 = 2. When applied to GF(2®), we can achieve a repair bandwidth of 44 bits, which
is 31% smaller than the naive scheme. In both cases, the full-length code’s repair bandwidth [40],

[18] is higher than that of the naive scheme.

Table 2.7: Subspace basis table. It shows ¢, ; , for RS(14,10) when Node * = 1 fails.

helperm | 2 3 4 5) 6 7 8 9 10 | 11 | 12 13 14
€m.11 617 1 668 1 ﬁ34 ﬁ187 ﬁlO? 5238 ﬁ” 517 6119 5102 5119
Em:1:2 6119 5119 5204 5119 568 568 5204 585 ﬁng /851 ﬁ238 [3136 5238
€m7271 518 ﬁ BGQ 6 535 6188 5103 ﬁ239 518 518 BIQO ﬁlOS 6120
€m.2.2 6120 5120 ﬁ205 5120 669 569 5205 586 6154 552 6239 6137 ﬁ239
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Table 2.8: Representation table. It represents ¢7p/g(CmilNim) bY Dy = tre/s(€miNm), v =
2(t — 1) + z, for RS(14,10) when Node 1 fails.

helper 2 3 4 5 6 7 8 9 10 11 12 13 14
7z = 1 D3 4 D34 O Ds 4 16,1 D74 Ds Do 4 1210,1 124141 124121 o 14141
P =2 L2 .1 D32 | Laq o Ds.> D72 Ds.> Do, L10.2 LOa,2 o L1310 L14.,2
R . De . 1.
i 3 Do,y | Ds; D, [¢) +l‘3;i2 [¢) +1;i2 [¢) Do 44,2 Do D52 +z;f‘,1l,_>
1101 D12 L1531 L1414
= 4 I - I3 o (6] s - De D D - (0] : D E : N ¥
‘ 2= 22 o2 °t ! =2 +10.2 92 4 Dass | +Dass | +Dias
2 =5 Do,5 Ds,5 o Ds,3 D, D7,s Ds,3 Do,s 1210,3 D1, 12,2,3 o 1244,1
z 6 105 3 13 .4 14,3 O 6.a 17,4 Ds.a 15,4 L10.4 £11.,4 o 1133 14,2
D 3 Ds D141
= 7 - I : IO, (o] y (o] y (o] o) : D 4 115 4 I B
Z o 5.3 4 o N Doma 10,3 11,4 12,4 13,4 4 Dyas
; 1210,3 1123 YOLER:Y L7141
z 8 195 4 123 4 (0] 15 4 D IO+ - D (o] N o4 N > ’
‘ > 21 o o w8 = +Dho.a | - Dhsa | +Dasa | +Daas

2.7 Conclusion

In this chapter, we designed three Reed-Solomon code repair schemes to provide a tradeoff be-
tween the sub-packetization size and the repair bandwidth. Our schemes choose the evaluation
points of the Reed-Solomon code from one, two, or multiple cosets of the multiplicative group of
the underlying finite field. For a single erasure, when the sub-packetization size is large, the scheme
in multiple cosets has better performance, it approaches the MSR bound. When sub-packetization
size is small, the scheme in one coset has advantages in repair bandwidth. The scheme in two
cosets has smaller repair bandwidth with certain parameters in between the other two cases. For
multiple erasures, our scheme in one coset has constructions for arbitrary redundancy n — & and our
scheme in multiple cosets reduced the sub-packetization size of an MSR code. The two schemes
together provided a set of tradeoff points and we observe similar tradeoff characteristics as in the
single erasure case. In spite of several tradeoff points we provided in this chapter, the dependence

of the sub-packetization size versus the repair bandwidth is still an open question.
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2.8 Detailed Proofs

2.8.1 Proof of schemes for the case of arbitrary « and /.

In this section, we first introduce a lemma similar to Lemma 3 that does not require a and ¢’ to
be relatively prime. By applying this lemma, our constructions in multiple cosets for single and

multiple erasures can be generalized when a and ¢ are arbitrary integers.

We note that a finite field F = GF(q%) is also a vector space over GF(q). Let E be a sub-

space of F. Define the subspace spanned by a set of elements {~;,72,...,7} € F over E as

spang {71, V2, .-, Vit = {Z;Zl bjy; : b; € E}. The rank rankg({v1,72, ...,7:}) is defined to be

the cardinality of a maximal subset of {71, s, ...,7;} that is linearly independent over E.

Lemma7. Let B = GF(q),F' = GF(q"),F = GF(q"),¢ = af, and ¢ be any power of a prime
number. Define the subspace E = spang{51, 52, ..., 8.}, where {31, (2, ..., 8.} is a basis for F

over F'. For any set of {71, 72, ..., 70} C F' <F, we have

TankE({,ylv Y25 -y 7@’})

=ranky ({71, Y2, .-, Yo' })- (2.120)

Proof: Assume rankg ({71, 72, ..., Ve }) = ¢ and without loss of generality, {71, 72, ..., Y.} are lin-
early independent over B. Then, we can construct {7, |, 7., ..., 7} C F' to make {y1,72, ..., %,

Ves1s Vegar - Vo y form a basis for F' over B.

Since {1, B2, ..., B} is the basis for F over F’, we know that {571, Bive, ..., BiVes BiVes1s BiVeras

.oy Bivp 1 € [a]} is the basis for F over B. Then, we have F = spang {71, 72, ---s Yo, Vet1> Veros

s Yo 3> namely, {1,792, -, Ve, Voq1s Vogas ---» Vo b is @ basis for F over E, hence {1,752, ..., 7.} are
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linearly independent over [,

rankﬂ*:<{717 Y25 -y IYE/})

>c

—ranks({1,72, - e }): (2.121)

Since B C E, we also have

rankﬂi({fyla Y25 ey 7@’})

SrankB({71>727'"77€/})' (2122)

The proof is completed. u

For the schemes in multiple cosets when a and ¢’ are not relatively prime, we just use the subspace
E = spang{/, P2, ..., Ba} to replace the subfield GF(¢*). We denote by E* = E\{0} for the
subspace [E. The evaluation points of the new code are {yE* : v € A’} where A’ C F’ is the set of
evaluation points for the original code. In the proofs, we use Lemma 7 instead of Lemma 3. For
example, from Lemma 7 we know that the new evaluation points are all distinct if the elements in

A’ are linearly independent over B.

2.8.2 Proof of Theorem 6

In this section, we prove the equivalence of Definitions 1 and 2. We first show that the dual code
scheme in Definition 2 reduces to a linear repair scheme as in Definition 1 in Lemma 8. Then, we

show that Definition 1 reduces to Definition 2 in Lemma 9 and Lemma 10.

Lemma 8. The dual code scheme can be reduced to the linear repair scheme in Definition 1.

62



Proof: In the dual code scheme, we repair nodes [e] from the linearly independent equations

> tress(Cl,C0) = — Y trays(CluCh).i € [e],j € [4]. (2.123)
v=1 t=e+1
Here, Cj;, can be written as
‘
Cise = Y Entramp(EmCiy), (2.124)
m=1
where {&1,&o,...,&} and {&], &), ..., ¢} are the dual basis for F over B. Then, we can rewrite
(2.123) in matrix form as
tTIE‘/IB% (5{01))
v=1
| tre/B(§Ch) |
trIE‘/IB% (5101))
n trrm(£5C,
ST el e.125
t=e+1
| tre/m(§,C0) |
where S;; € B¢ is called the repair matrix defined as
tre/s(&1Ciy) tre/p(§eCiyy)
tr Cl tr Cl
s, F/B(§1C7) #/B(£eCiat) | (2.126)
R (&Clu) trim(§eCly) ]
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Let

lI>

tre/e(§1Cw)
tT]F/]B (€écw)

| tre/(&C) |

e [n). (2.127)

We want to solve X;,i € [e], which can be used to recover the e failed nodes C,Cy, ..., C..

Define matrix S as

Sll 512
521 S22

Sel SeQ

Sle
S2e

See

(2.128)

Then, (2.125) can be represented as

Xy
X

Xe

t=e+1

X,. (2.129)

Thus, from Lemma 4 we know that if the full rank condition satisfies!, S has full rank so we can

solve X, i € [e]. Then, C;,i € [e] can be repaired from

0

m=1

(2.130)

'We use Lemma 4 while in Lemma 4 we use the polynomials p;; () as part of the elements in the defined matrix
S;i. However, in Lemma 4 we just view the polynomials p;;(x) as a symbol, change them to the dual codeword
symbol C;;, will not have effects on the results of the lemma.
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Now, set fii, = &m, We get A, = try/p(£],C;), which can be solved from (2.129). Note that the
right side of (2.129) is equal to the right side of (2.123), we get the queries Q; = {Cj;;,7 € [e],j €

(]} and the coefficients /3;,,,, come from matrix .S.

Then, we can get the repair bandwidth condition:

b= ranks({Clj; i €elj € [(}) = ) ranks(Q). (2.131)

t=e+1 t=e+1

Lemma 9. A linear repair scheme in Definition 1 can be represented in the form below:

wCi= Y 05Cri€lel,j €l (2.132)

t=e+1

where {14}, 11}, ..., i1, } is the dual basis of {1, i, ..., ptie}, and 05, € spang(Qy), e +1 <t <
n,i € [e], j € [¢] are some coefficients in F. The repair bandwidth is

b= Y ranks({0i; :i € [e],j € [(]}). (2.133)

t=e+1

Proof: By (2.66) and (2.67) we have

Z Z tr]F/IB(ﬂij’yt . ")/Ct) = >\ij = t?"]F/B(,ungi). (2134)

t=e+1v€Q:
Set 0, = Zyth Bijyt - - Then, we have 6,;; € spang(();). Hence,

Z tre/g(0::Cy)

t=e+1

= Z tTF/B(Z ﬁijwt : ’th)

t:€+1 "/EQt
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Equations (2.134) and (2.135) hold for all f € F[z]. Since the RS code is a linear code, they also

hold for 6, - f € F[x] for all §,, € F. In particular, let §,,, m € [¢], be a basis for F over B, Then,

tre/s(Om - 1,C1) = triys(Om - Y 03:Cy),¥m € [(], (2.136)
t=e+1
which in turn implies that 6, also satisfies (2.132). [ |

Note that the repair bandwidth (2.133) also satisfies

n

b= Z rankg(0;;: 2 1 € [e], 7 € [{])

t=e+1

< > ranks(Qy), (2.137)

t=e+1

since 0;;; € spang(();). However, for any linear scheme L in Definition 1, if (2.137) holds
with strict inequality, we can improve the linear scheme L by setting ); such that spang(Q;) =
spang ({0;;:, @ € [e], j € [(]}), forall e+ 1 < ¢ < n. Hence, the linear scheme L and the scheme in

Lemma 9 have identical bandwidth.

Lemma 10. The scheme in Lemma 9 can be represented by the dual code scheme in Definition 2.

Proof: By (2.132), (0,..., 5, ...,0,0ije41,---,0ijn) is a dual codeword, where 1i;; is the i-th

entry. Then, for j € [{], we set Cj;; such that Cj;; = —pui;, Ci;, = 0,v € [e],v # i and

jv
Cijt = iji,e + 1 <t < n. The full rank condition follows because { iy, iy, .-, i} is the basis
for I over B, and the repair bandwidth condition follows from (2.137). Thus, we obtain the dual

code scheme in Definition 2.
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2.8.3 Proof of Lemma 4

Proof: Vectors V;;,i € [e],j € [(] are linearly independent over B is equivalent to that there is no

nonzero b;; € B, i € [e], j € [¢] that satisfy

> bipij(an) = 0,Vv € [¢]. (2.138)

i,J

Here, p;;(x) can be written as

4
pij(x) = Etram(Empii(x)), (2.139)
m=1

where {&1,&o,...,&} and {&1, &), ..., &} are the dual basis for F over B. So, it is equivalent to

that there is no nonzero b;; € B, i € [e], j € [¢] that satisfy

¢
D b > Etres(Empij(an)) = 0,0 € [e]. (2.140)
i, m=1

Since {&1, &), ..., &} are linearly independent over B. Therefore, there is no nonzero b;; € B,i €

e], j € [¢] that satisfy

> bijtress(Enpii(n)) = 0,Vv € [e],m € [(], (2.141)
ihj
which is equivalent to S has full rank. [ |

2.8.4 Proof of Lemma 5

Proof: Assume rankg({p;;(a:),i € [e],j € [(]}) = c and {p;;(as),(i,j) € I} are linearly
independent over B, |[I| = c. Define S;(j) as the vector for the j-th row in S;: Si(j) =

(tTF/B(&pij(Oét)), tTF/B(fzpij(Oét)), "-7trIF/B(£€pij<04t)))- We first prove {Sit(j>7 (i>j) € [} are
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linearly independent and then prove S;;(j'),7 € [e],7" € [¢], (7, ] I can be represented as
y p p p

B-linear combinations of {S;(j), (i,7) € I} .

If {Si+(j), (i, ) € I} arelinearly dependent over B, then there exists some nonzero b;; € B, (i, j) €

I that satisfies

> biSul (2.142)

(4,9)el

and we have

> bistres(Empij(a)) = 0,¥m € [(]. (2.143)

(4,9)€l

Multiplying the above equation by &/, and summing over all m € [¢] result in

Z wag trim(Empij(a)) = 0. (2.144)

(i,j)€l m=1

Then, from (2.139) we know that b;; satisfies

Z bz]pzj at (2145)

(4,9)el

which is contradictory to the statement that {p;;(c), (¢, j) € I} are linearly independent over B.

Therefore, {S;:(j), (¢,7) € I} are linearly independent over B.

Let us assume p;/j (o), i € [e], 7" € [¢], (i, j") ¢ I can be represented as

pirj( Z b;;pij (), for some by; € B. (2.146)

(4,9)el
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Then, for m € [¢],

tre/w(Empiy () = trem | §m Z b;jpij(at)
(i,9)€l

- Z b;jtTF/E(émpij<at>>, (2.147)

(i,9)el

which means that for ¢’ € [e], j' € [(], (7, ') ¢ 1,

Su(i') = > b;Saul)) (2.148)
(i,5)el
is the B-linear combination of {S;(7), (i,7) € I}. [
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Chapter 3

Storage Codes with Flexible Number of
Nodes

3.1 Introduction

In distributed systems, error-correcting codes are ubiquitous to achieve high efficiency and relia-
bility. However, most of the codes have a fixed redundancy level, while in practical systems, the
number of failures varies over time. When the number of failures is smaller than the designed
redundancy level, the redundant storage nodes are not used efficiently. In this chapter, we present
flexible storage codes that make it possible to recover the entire information through accessing a

flexible number of nodes.

An (n,k,?) (array) code over a finite field F is denoted by (C1,Cy, ...,C,,),C; = (C14,Cay, .. .,
Cg’i)T € ¢, where n is the codeword length, k is the dimension, and / is the size of each node
(or codeword symbol) and is called the sub-packetization size. For an (n, k, ¢) code, assume we
can recover the entire information by downloading all the symbols from any R nodes. We define

the download time of the slowest node among the R nodes as the data access latency. In practical
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systems, the number of available nodes might be different over time and the latency of each node
can be modelled as a random variable [62]. Waiting for downloading all £ symbols from exactly R
nodes may result in a large delay. Hence, it is desirable to be able to adjust R and ¢ according to
the number of failures. Motivated by reducing the data access latency, we propose flexible storage

codes below.

A flexible storage codes is an (n, k, ¢) code that is parameterized by a given integer a and a set of

tuples {(R;, k;,¢;) : 1 < j < a} that satisfies
kj€j:k€,1§j§a,k1>k2>...>ka:k,€a:€, 3.1

and if we take ¢; particular coordinates of each codeword symbol, denoted by (Cy,, i, Crnsis - - -
Com, )T € F%, i € [n], where [n] is the set of integers smaller or equal to n, we can recover the

entire information from any 1?; nodes.

For example, flexible maximum distance separable (MDS) codes are codes satisfying the singleton
bound for each k;, namely, R; = k;, 1 < j < a. Fig. 3.1 shows an example. C 1,C 2,3,
Cs.1, Cy 9, Cy 3 are the 6 information symbols. Wy = C 1 +C12+Ch 3, W] = C11+2C12+3C 3
are the parities for Cy1,C19,C1 3, and Wy = Cy1 + Cog + Co3, W5 = Coq + 2C55 + 3Cs3
are the parities for Cy 1, Cs 2, Ca 3. The accessed symbols in each scenario are marked as red.
Wi = Wi+ Wj, W, = W]+ 2W) are the parities of W{ and WJ. In Scenario 1, all the information
symbols are accessed, we obtain the entire information directly. In Scenario 2, W] and W are also
the parities in Rows 1 and 2, respectively. Thus, we obtain 3 symbols in the first two rows, and the

entire information can be decoded.

It is easy to see that the flexible code in the above example has a better expected latency than a fixed
code with either £ = 2 or 3. In particular, each node can read and then send its three symbols one
by one to the decoder (in practice, each symbol can be viewed as, for example, several Megabytes

when multiple copies of the same code are applied). The flexible decoder can wait until 2 symbols
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Cl,l ClJz ClJ3 Wy Cip |Cip |Gz | W4 Cia1 | Ci2 Cl,B wy Wf'

Co1 | Cap2 Cos| Ws Cor | Coz | o | Wa Coq | Cop | Cos| Wh W; I
Wl’ sz W;; Wi Wl’ sz W;; Wi Wl’ W£ WB’ W4’
; Scenario 1: Scenario 2:
Flexible code
2 symbols are accessed in 3 nodes. 3 symbols are accessed in 2 nodes.

Figure 3.1: Example of a (4, 2, 3) flexible MDS code over GF'(5).

from any 3 nodes, or 3 symbols from any 2 nodes are delivered, whose latency is the minimum of

the two fixed codes.

Several constructions of flexible MDS codes exist in the literature, though intended for different
application scenarios, including error-correcting codes [95], universally decodable matrices [30,
76], secrete sharing [44], and private information retrieval [5]. However, for other important types
of storage codes, such as codes that efficiently recover from a single node failure, or codes that
correct mixed types of node and symbol failures, flexible constructions remain an open problem.
In this chapter, we provide a framework that can produce flexible storage codes for different code

families. The main contributions of the chapter are summarized below.

e A framework for flexible codes is proposed that can generate flexible storage codes given a

construction of fixed (non-flexible) storage code.

e Flexible LRC (locally recoverable) codes allow information reconstruction from a variable
number of available nodes while maintaining the locality property, providing efficient single node
recovery. For an (n,k, ¢, r) flexible LRC code parametrized by {(R;, k;,¢;) : 1 < j < a} that
satisfies (3.1) and R; = k; + kTJ — 1, each single node failure can be recovered from a subset of
r nodes, while the total information is reconstructed by accessing ¢; symbols in R; nodes. We

provide code constructions based on the optimal LRC code construction [92].

e Flexible PMDS (partial MDS) codes are designed to tolerate a flexible number of node failures
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and a given number of extra symbol failures, desirable for solid-state drives due to the presence
of mixed types of failures. We provide an (n, k, ¢, s) with a set of {(R;,k;,¢;) : 1 < j < a}
satisfying (3.1) and R; = k; such that when ¢; symbols are accessed in each node, we can tolerate

n — R; failures and s extra symbol failures. We construct flexible codes from the PMDS code [13].

e Flexible MSR (minimum storage regenerating) codes are type of flexible MDS codes such
that a single node failure is recovered by downloading the minimum amount of information from
the available nodes. Both vector and scalar codes are obtained by applying our flexible code

framework to the MSR codes in [104] and [94].

e Latency analysis is carried out for flexible storage codes. It is demonstrated that our flexible
storage codes always have a lower latency compared to the corresponding fixed codes. Also,
applying our flexible codes to the matrix-vector multiplication scenario, we show simulation results
from Amazon clusters that we can improve 6% forn = 8, Ry = 5, Ry = 4,¢; = 12,{5 = 15 and

matrix size of 1500 x 1500.

Related work. The flexibility idea was first proposed in [45] to minimize a cost function such as
a linear combination of bandwidth, delay or the number of hops. Flexible MDS codes were first
proposed in [95]. In [95], one can recover the entire information by downloading ¢; symbols from
any k; nodes. However, each of the k; nodes needs to first read all the ¢ symbols and then calculate
and transmit the ¢; symbols required for decoding. The aim of [95] is to reduce the bandwidth
instead of the number of accessed symbols. Universally decodable matrices (UDM) [30, 76] can
also be used for the flexible MDS problem. UDM is a generalization of flexible MDS code where
the decoder can obtain different number of symbols from the nodes. In particular, from the first v;
symbols from node C;, for any v;, 1 < i < n such that zn: v; > kf, the entire information can be
recovered. Flexibility problems are also considered for sZe:clret sharing [44, 96, 112, 79] and private
information retrieval [5, 89, 4, 19, 90, 91], such that the number of available nodes is flexible.

The constructions in [44] and [5] are equivalent to each other and they achieved optimal decoding

bandwidth while keeping secrecy or privacy from other parties. When we remove the secrecy or
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privacy requirement, these constructions become flexible MDS codes. All of [95, 30, 76, 44, 5]

achieve the optimal field size of |F| = n.

There are several works on latency and flexibility in the literature in distributed coded computing
[57,73, 102, 100]. Specifically, fixed MDS codes are well studied [57], [73], where the computing
task is distributed to n server nodes and the task can be completed with the results from the fastest
k nodes. In [57], [73], the authors studied the optimal dimension k under exponential latency of
each node. Moreover, flexible MDS codes are applied to the distributed computing problem in
[102, 70, 101]. However, it is assumed that we know the set of available nodes before we start

computing, which is not the case in our setup.

The chapter is organized as follows: In Section 3.2, we present the definition and the construction
of our flexible storage codes. We present the flexible LRC, PMDS, and MSR codes in Sections
3.3.1, 3.3.2, and 3.3.3, respectively. In Section 3.4, we analyze the latency of data access using our

flexible codes and compare it with those of fixed codes. The conclusion is made in Section 3.5.

Notation. For any integer a > 1, [a] denotes the set {1,2,...,a}. For a matrix A over F, let
rank(A) denote its rank. For a set of matrices A;, Ao, ..., A, of size x X y, denote diag(A;, As,

.., A,) the corresponding diagonal matrix of size nx X ny. For a finite field IF, denote by F* =

3.2 The Framework for Flexible Codes

In this section, we define flexible storage codes and provide the framework for flexible codes to
convert a fixed (non-flexible) code construction into a flexible one. For ease of exposition, ideas are
illustrated through flexible MDS code examples in this section. Other types of code constructions

are shown in Section 3.3.
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First, we define flexible storage codes. In our illustrations, the codeword is represented by an
¢ x n array over F, denoted as C' € (F‘)", where n is called the code length, and ¢ is called the
sub-packetization. Each column corresponds to a storage node. We choose some fixed integers
J € la],¢; € [€], and recovery thresholds R; € [n]. Let the decoding columns R; C [n] be a subset
of R; columns, and the decoding rows I,,1,,...,Tr, C [(] be subsets of rows each with size ;.
Denote by C' |RJ. Ty T Th, the ¢; x R; subarray of C' that takes the rows Z; in the first column
of R;, the rows Z, in the second column of R;, ..., and the rows Z; in the last column of R;.
The information will be reconstructed from this subarray. For flexible MDS codes, flexible MSR

codes, and flexible PMDS codes, we have
R; = k;.

Notation. For the above types of codes, we simply omit the parameter I?;.

For flexible LRC codes, we require

k.
R; = k; 41
J J+n—kj+ ’

since the minimum distance is lower bounded by n — k; — nk_—]k + 2 [33].
J

Definition 3. The (n, k, () flexible storage code is parameterized by (R;, k;,(;), j € [a], for some
positive integer a, such that k;¢; = kl,1 < j < a,ky > ko > ... > k, = k,{, = (. It encodes kl
information symbols over a finite filed I into n nodes, each with ¢ symbols. The code satisfies the
following reconstruction condition for all j € [a]: from any R; nodes, each node accesses a set of
¢; symbols, and we can reconstruct all the information symbols, for any j € [a]. That is, the code

is defined by

* an encoding function & : (]Fé)k — (Ff)n,
* decoding functions Dg, : (]FZJ')Rj — (F‘)k, forall R; C [n],|R;| = R;, and

s decoding rows 71,75, ..., Zg, C [{], |T1| = |Iz| = -+ = |ZIg,| = ¢;, which are dependent
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on the choice of the decoding columns R ;.

The functions are chosen such that any information U € (]Fz) can be reconstructed from the nodes

in'R;:

A flexible MDS code is defined as a flexible storage code as in Definition 3, such that ; = k;. We

first examine the example in Fig. 3.1

Lemma 11. Fig. 3.1 is an (n,k,{) = (4,2, 3) flexible MDS code parameterized by (k;,?;) €
{(3,2),(2,3)}.

Proof: The encoding function is clear. We have encoded k¢ = 6 information symbols over [F to a

code withn =4,/ =3,k = 2.

Then, we present the decoding. From any k£, = 3 nodes, each node accesses the first /; = 2
symbols: The first 2 rows form a single parity-check (4, 3,2) MDS code, and thus we can easily
get the information symbols from any 3 out of 4 symbols in each row. From any k; = 2 nodes,
each node accesses all the /o = 3 symbols: We can first decode W/ and W, in the last row since
the last row is a (4, 2, 1) MDS code. Then, (C} 1, Cy 2, C1 3, W1, W) and (Cy 1, Ca 2, Co 3, Wa, W3)
form two (5, 3,1) MDS codes. We can decode all the information symbols from W], W) and any

2 columns of the first 2 rows. [ ]

Code overview. The main idea of the general code construction is similar to that of Fig. 3.1. The
construction is based on a set of (n + k; — kg, k;j, {; — {;_1) codes, each code called a layer, such
that k;0; = k(,j € [a], ky > ko > ..k, = k,{, = {,{y = 0. The first layer is encoded from the
original information symbols and other layers are encoded from the “extra parities”. The intuition
for the flexible reconstruction is that after accessing symbols from some layers, we can decode
the corresponding information symbols, which is in turn extra parity symbols in an upper layer.

Therefore, the decoder can afford accessing less codeword symbols in the upper layer, resulting in
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a smaller recovery threshold.

Table 3.1: Construction of multiple-layer codes

Storage nodes Extra parities

! !

Cha Cia |-+ | Cin T ks
! /

Cha Coz |-+ | Com | et
! /

Ca-11 | Camr2 | - | Cacin | Corna | 0 | Coipy ke

C(a,l C1(1,2 o Ca,n

Construction 1. In Table 3.1, we construct (n, k, ¢) flexible storage codes parameterized by {(k;,

;)1 1< j <a},suchthat kil; = kl, ky > ky > ..kg = k, 0y = L.

Each column is a node. Note that only the first n columns under storage nodes are stored, and the
extra parities are auxiliary. Set {;, = 0. We have «a layers, and Layer j,j € [a], is an (n + k; —

k:m k?j, fj — gj—l) code
/ ! !
[Cj,h Oj72a B 7Cj,n7 Cj,l? 3,200t j,k]-—k:a]7

where Cj; = [Cj14,Cja., ...,Cj,gj_£j717i]T € F%=%-1, 4§ € [n], are actually stored, and i =
G516 Clin s Chgse, 41T € F97571,0 € [k — k), are the auxiliary extra parities. The (n +
ki — kg, k1, ¢1) code in the first layer is encoded from the k1¢; = k¢ information symbols over F,
and the (n + k;j — kq, kj, {; — £j_1) code in Layer j, j > 2, is encoded from extra parities C/, ;,
for j' € [j],kj — ko + 1 < i < kj_y — kq. As asanity check, Y% (kj_1 — kj)(¢ — L) =
(kj—1 — kj)(lj—1 — €o) = k;(¢; — ¢;_1) extra parities over [F are encoded into Layer j, which

matches the code dimension of that layer. Here we used ¢y = 0, and k;_1¢;_1 = k;{;.

Construction 1 can be applied to different kinds of codes. We start with MDS codes to show how to
use Construction 1 with a family of storage codes. For an (n, k, {) flexible MDS code parametrized
by {(R;,k;,¢;) : 1 < j < a} satisfying Definition 3, we have R; = k;. That is, we can recover

the entire information from any k; nodes, each node accessing its first £; symbols.
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Theorem 9. With a set of (n + k; — ko, kj, 0; — (j_1),7 € [a],lp = 0 MDS codes over F,
Construction 1 is an (n, k,¢) flexible MDS code parametrized by {(R;,k;,¢;) : 1 < j < a}

satisfying Definition 3 and R; = k;.

Proof: Encoding: As described in Construction 1, we encode the k¢ information symbols into an
(n+ky—kq, k1, 01) MDS code, and (n+k; — kg, kj, €;—{;_1),2 < j < a MDS codes are encoded

from the extra parities.

Decoding: Fix j € [a]. Assume from any k; nodes, each node accesses its first £; symbols over F.

We want to show that all the information symbols can be recovered.

We prove by induction that we are able to decode Layer 1, which contains all the information

symbols.
Base case: For Layer j' = j, it is obvious since Layer j is an MDS code with dimension k;.

Induction step: Suppose that Layers j' + 1, 5+ 2, ..., j are decoded. Then, for Layer j’, as shown
in Construction 1 from the decoded layers we get the kj — k; extra parities C7, ;, kj — ko + 1 <
i < kj» — k,. Together with the k; nodes we have accessed in Layer j’, we get enough dimensions

to decode Layer j'. [ |

We note that one can choose any family of MDS codes for the above theorem, e.g., Reed-Solomon
codes [80], and vector codes [10]. In the case of vector codes, the codeword symbols of the MDS

codes are from a vector space rather than a finite field.

3.3 Constructions

In this section, we show how to apply Construction 1 to LRC (locally recoverable) codes, PMDS

(partial maximum distance separable) codes, and MSR (minimum storage regenerating) codes.
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These codes provide a flexible reconstruction mechanism for the entire information, and either can
reduce the single-failure repair cost, i.e., the number of helper nodes and the amount of transmitted
information, or can tolerate mixed types of failures. Applications include failure protection in

distributed storage systems and in solid-state drives.

3.3.1 Flexible LRC

An (n, k, ¢, r) LRC code is defined as a code with length n, dimension &, and sub-packetization size
¢. For any single node failure or erasure, there exists a group of at most r available nodes (called
helpers) such that the failure can be recovered from them [33, 29, 32, 111, 9]. The minimum

Hamming distance of an (n, k, ¢, ) LRC code is lower bounded in [33] as
k
pin > —k — [—] + 2, 3.2)
r

and LRC codes achieving the bound are called optimal LRC codes. For simplicity, we use (n, k, )
LRC codes to present (n, k, ¢, ) LRC codes with £ = 1. Tamo and Barg [92] constructed a family
of optimal (n, k, ) LRC codes that encode the % information symbols into C' = [C}1,C} o, .. .,
Crysty s Cnp 1, Cng, o, Cn iy ], where each group {Cy,; 14 € [r + 1]}, m € [25], is an
MDS code with dimension r and the whole code C' has a minimum distance of n — k — é +2,1.e.,

we can decode all the information symbols from any % + é — 1 nodes. If an optimal LRC code has

the above structure with groups, we say it is an optimal LRC code by groups.

We define the (n, k, ¢, r) flexible LRC code parameterized by {(R;, k;,¢;) : 1 < j < a} as a
flexible storage code as in Definition 3, such that all the symbols of any node can be recovered by

reading at most r other nodes, and

k.
R; = k; I 41,
J J+n—kj+

79



The above R; matches the minimum distance lower bound (3.2). As a result, our definition of
flexible LRC code implies optimal minimum Hamming distance when we consider all symbols at

each node.

Code overview. The flexible LRC code is based on Construction 1, where, first, extra groups
are generated in each row. Then, r extra parities are chosen from each extra group and encoded
into lower layers. During information reconstruction, extra parities and hence extra groups are

recovered from lower layers, leading to a smaller number of required access.

Example 5. Table 3.2 shows an example of (n = 12,k = 4,¢ = 3,r = 2) flexible LRC code. In
this code, Rows 1 and 2 are (n = 12,k = 6,7 = 2) LRC codes encoded from the information,
and 1 extra group is generated in each row. We take 4 extra parities from the extra groups, which
are encoded into (n = 12,k = 4,7 = 2) LRC code in Row 3. In this example, we have 12 nodes
and they are evenly divided into 4 groups. Any single failed node can be recovered from the other
2 nodes in the same group. To recover the entire information, we require either any 8 nodes, each
accessing the first 2 symbols, or any 5 nodes, each accessing all 3 symbols. The details of this code

are shown in Theorem 10 and Example 6.

Table 3.2: Construction of (n = 12,k = 4,¢ = 3,r = 2) flexible LRC code

group 1 group 4
Cian | Ciiz | Ciigs Ci0 | Ciaan | Ciaae
Layer 1
Cign | Cio2 | Cipgs | -+ | Cizio0 | Cizgn | Cioae
Layer 2 02,1,1 02,1,2 02,1,3 ce C'2,1,10 C'271,11 02,1,12

In the following, we apply the optimal LRC codes by groups to Construction 1 and show how to
construct an (n, k, ¢, ) flexible LRC code parametrized by {(R;,k;,¢;) : 1 < j < a} satisfying
Definition 3. We assume n is divisible by r + 1 and all k;’s are divisible by r here. The code is
defined in FF of size at least n + (ki — k,)™*. The resulting code turns out to be an (n, k;, £;, 1)
LRC code when ¢; symbols are accessed at each node. That is, for any single node failure, there

exists a group of at most r helpers such that the failure can be recovered from them.
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Theorem 10. Let n be divisible by  + 1 and all k;,j € [a] be divisible by . With a set of
(n + (kj — ko)==, kj,7),j € [a], o = 0 optimal LRC codes by groups over I, Construction
1 results in the flexible LRC codes with locality » and {(R;,k;,¢;) : 1 < j < a} satistying

Definition 3.

Proof: Encoding: In Layer j, we apply an (n + (k; — ko)™, k;, 1), j € [a], € = 0 optimal LRC
code to each row. As described in Construction 1, we encode the k¢ information symbols in the ¢,

rows of Layer 1, and the remaining rows are encoded from the extra parities.

Next, we show how to choose the n stored symbols and the k; — &, extra parities in each row. In
the (n + (k; — ko)™, k;,r) LRC code, we have 2 + * groups. We first pick ;5 groups,
containing n symbols, as the stored symbols. Thus, the n stored symbols in each row form an
(n,kj,r),j € [a], ¢y = 0 optimal LRC code. Then, in the remaining 2% groups, we pick r nodes

in each group, which contains k; — k, nodes, as the extra parities.

Decoding: Since all the information symbols are encoded in Layer 1, we can decode the informa-

tion symbols if we get enough dimensions to decode Layer 1.

We prove by induction that we can decode all information symbols from any R; = k; + kf —-1,5€

[a] nodes, each node accesses the first £; symbols.

Base case: From Layer j, since each row of it is part of the (n + (k; — ko)™, k;, r) optimal LRC

code, we can decode this layer from 2; nodes by the property of the optimal LRC codes.

Induction step: Let 1 < j' < j be given and suppose that Layers j', j'+1, ..., j are decoded. From
Construction 1, we know that all the extra parities in Layer j' — 1 are included as the information
symbols in Layers 5/, j' + 1, ..., j and are decoded. Also, we know from the encoding part that the
extra parities in Layer j° — 1 consist of the 7 parity symbols in each group of the (n + (kj—1 —
kq) T;fl kj_1,r) optimal LRC codes. Thus, according to the locality, the remaining symbol in all

kir_1—k; . .
% groups in each row can be reconstructed. Therefore, we get additional (k;_; — k])%
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symbols in each row of Layer j° — 1 from the extra parities. Together with the R; nodes we
accessed in each row of Layer j' — 1, we get Rj_; symbols and, we are able to decode Layer

-/

7' —1.

Locality: Since each row is encoded as a LRC code with locality r, every layer and the entire code

also have locality 7.

The proof is completed. [ ]

Example 6. We set (TL, k‘, l, 7") = (12, 4, 3, 2), (Rl, ]Cl, 61) = (8, 6, 2), (RQ, ]{52, 62) = (5, 4, 2) The
code is defined over F = GF(2') = {0,1,q,...,a'"}, where « is a primitive element of the
field. Totally we have k¢ = 12 information symbols and we assume they are u; o, U1 1, ..., U1 5,

Ug20,U21, ..., U2 5. The example is based on the optimal LRC code constructions in [92].

The construction is shown below, each column is a node with 3 symbols:

Cigg Ciig - Ciij
Cign Cigp -+ Cigiz2| (3.3)
Coan Coig - Coia2

where every entry in Row m will be constructed as f,,(z) for some polynomial f,,(-) and some

field element x as below, m = 1,2, 3.

The evaluation points are divided into 4 groups as A = {A; = {1,a°,a!%}, Ay = {a,ab o'},
Az ={a?,a”, a'?}, Ay = {a?, a8, a3} }. We also set A5 = {a?, a®, a'*} as the evaluation points

group for the extra parities.

According to [92], we define g(z) = z?, and one can check g(x) is a constant for each group A,
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i € [5]. Then, the first 2 rows are encoded with

S (@) = (Um0 + Um19(2) + U 29 (2)) + 2 (U + U ag(x) + umsg*(x)),m =1,2.

The last row is encoded with

f3(@) = (Ale?) + fu(@®)g(@)) + z(fa(a) + fa(a®)g(x)). (3.5)

Since g(x) is a constant for each group, f,,(z), m € [3] can be viewed as a polynomial of degree
2. Any single failure can be recovered from the other 2 available nodes evaluated by the points in

the same group. The locality 7 = 2 is achieved.

Noticing that f;(x) and f>(x) are polynomials of degree 7, all information symbols can be recon-

structed from the first /; = 2 rows of any R; = 8 available nodes.

Moreover, f3(z) has degree 4. With R, = 5 available nodes, we can first decode f;(a?), fi(a?),
f2(at), fo(a?) inrow 3. Then, fi(a'?), fo(a'?) can be decoded due to the locality r = 2. At last,
together with the 5 other evaluations of fi(z) and f»(z) obtained in Rows 1 and 2, we are able to

decode all information symbols.

3.3.2 Flexible PMDS codes

PMDS codes are first introduced in [11] to overcome mixed types of failures in Redundant Arrays
of Independent Disks (RAID) systems using solid-state drives (SSDs). A code consisting of an
¢ x n array is an (n,k, ¢, s) PMDS code if it can tolerate n — k node or column failures and s

additional arbitrary symbol failures in the code.
Let /o = 0 and {(k;,¢;) : 1 < j < a} satisty (3.1). We define an (n, k. ¢, s) flexible PMDS code
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parameterized by {(k;,¢;) : 1 < j < a} such that any row in [¢;_; + 1, ¢;] is an (n, k;) MDS code,
and from the first £; rows, we can reconstruct the entire information if there are up to n — k; node
failures and up to s additional arbitrary symbol failures, 1 < j < a. As mentioned, for PMDS
codes, R; = k;. Note that different from Definition 3, the number of information symbols for a

flexible PMDS code is at most k¢ — s £ K.

Example 7. Consider the example of a (5, 3, 4, 2) flexible PMDS code with {(k1, ¢1), (ko, ¢2)} =
{(4,3),(3,4)} in Table 3.3. If we only have “x” as failures, we can use the first 4 nodes to decode,
each node accessing the first 3 symbols. If both “x” and “/A” are failures, we can decode from
Nodes 1, 3,4, each node accessing 4 symbols. In both cases, the remaining K = kf/ — s = 10
symbols are independent and sufficient to reconstruct the entire information. The details of the

encoding and decoding for this construction are presented in Theorem 11.

Table 3.3: An example of (5, 3,4, 2) flexible PMDS code.

01,1,1 A C'1,1,3 * *
01,2,1 A 01,2,3 01,2,4 *
01,3,1 A * 01,374 *
02,1,1 A 02,1,3 02,1,4 *

A general construction of PMDS codes is proposed in [13] for any £ and s using Gabidulin codes.
In this section, we first introduce the construction in [13] and then show how to apply it to flexible

PMDS codes.

Code overview. To tolerate additional symbol failures, the fixed PMDS code in [13] uses Gabidulin
code to encode the information into auxiliary symbols, which are evenly allocated to each row.
Then, an MDS code is applied to the auxiliary symbols in each row, ensuring the protection against
column failures. Our flexible PMDS code encodes the information using Gabidulin code into
auxiliary symbols, which are allocated to each layer according to k;. MDS codes with different

dimensions are then applied to each row, thus ensuring flexible information reconstruction.

An (N, K) Gabidulin code over the finite field F = GF(¢*), L > N is defined by the polynomial
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f(z) = Zfigl w;z?, where u; € F,i = 0,1, ..., K —1is the information symbol. The N codeword
symbols are f(a), f(as),. .., f(ay) where the N evaluation points {«, ..., ay } are linearly in-
dependent over GF'(q). From any K independent evaluation points over GF'(q), the information

can be recovered.

In [13, Construction 1], the (n, k, £, s) codeword is an ¢ x n matrix over F = GF(¢*) shown
below:
Cip Cia -+ Cip
Co1 Cop -+ Cap
; (3.6)
Cou Cia - Cin

where each column is a node. Set K = (k — s. Here, C,,,; € F,m € [{],i € [k] are the K + s

codeword symbols from a (K + s, K') Gabidulin code, and for each row m, m € [(],

[Cm,k:+17 (ERE) Om,n] = [Cm,b cey Cm,k’]GMD57 (37)

where Gyps is the & x (n — k) encoding matrix of an (n, k) systematic MDS code over GF'(q)

that generates the parity.

It is proved in [13, Lemma 2] that ¢,,, symbols in row m, m € [{], is equivalent to evaluations of

¢
f(z) with >~ min(t,,, k) evaluation points that are linearly independent over GF'(¢). Thus, with

m=1

any n — k node failures and s symbol failures, we have ¢,,, < k and

¢ ¢
> min(ty, k) =Yty =Llh—s=K. (3.8)
m=1

m=1

Then, with the K linearly independent evaluations of f(z), we can decode all information symbols.

Next, we show how to construct flexible PMDS codes. Rather than generating extra parities as in

85



Construction 1, the main idea here is that we divide our code into multiple layers, and each layer

applies a construction similar to that of (3.6) with a different dimension.

Theorem 11. We can construct an (n, k, £, s) flexible PMDS code over GF(¢") parameterized
by {(k;,¢;) : 1 < j < a} satisfying (3.1), with an (N, K) Gabidulin code over GF(¢"), N =
Yo kj(l; —;—1), K = lk — s, and a set of (n, k;) systematic MDS codes over GF(q).

j=1

Proof: Encoding: Denote Cj,,, ; the symbol in the m;-th row of Layer j, and in the i-th node,
J € lal,m; € [{; — l;_4],1 € [n]. We first encode the K information symbols using the (N, K)
Gabidulin code. Then, we set the first k; codeword symbols in each row: Cj . ;,7 € [a],m; €
[0; —;_1],i € [k;], as the codeword symbols in the (N, K') Gabidulin code. The remaining n — k;

codeword symbols in each row are
[Cj,mj,kfrl’ R ijmjm] = [Cj,m]’,lv X ijmj:kj]Gn:kj’

where G, x; is the encoding matrix (to generate the parity check symbols) of the (n, k;) systematic

MDS code over GF(q).

Decoding: For n — k; failures, we access the first /; rows (the first J layers) from each node.

The code structure in each layer is similar to the general PMDS code in [13, Construction 1], from

[13, Lemma 2] we know that for a union of tm symbols in Row m; of Layer j, 7 < J, they

are equivalent to evaluations of f(x) with Z 21 min(t,,;, k;) linearly independent points over
=1 m;=

GF(q)in GF(¢"). Thus, with n — k; node fallures and s symbol failures, we have ¢,,,, < k; < k;

for j € [J], and

—Ll;_
Z —gij—S—K

Then, the information symbols can be decoded from K linearly independent evaluations of f(x).
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3.3.3 Flexible MSR codes

In this section, we study flexible MSR codes. In the following, the number of parity nodes is
denoted by = n— k . The repair bandwidth is defined as the amount of transmission required to
repair a single node erasure, or failure, from all remaining nodes (called helper nodes), normalized
by the size of the node. For an (n, k) MDS code, the repair bandwidth is bounded by the minimum
storage regenerating (MSR) bound [20] as

n—1

n—=k

b> (3.9)

An MDS code achieving the MSR bound is called an MSR code. MSR vector codes are well
studied in [104, 77, 71, 93, 99, 78, 34, 105], where each symbol is a vector. As one of the most
popular codes in practical systems, Reed-Solomon (RS) code and its repair is studied in [94, 40,

17, 106, 61], where each symbol is a scalar.

We have shown in Theorem 9 that using a set of MDS codes, Construction 1 can recover the
information symbols by any pair (k;, ¢;), which means that for the first /; symbols in each node,
our code is an (n, k;, £;) MDS code. In addition, we require the optimal repair bandwidth property
for flexible MSR codes. A flexible MSR code 1s defined to be a flexible storage code as in Definition
3, such that ?; = k;, and a single node failure is recovered using a repair bandwidth satisfying the

MSR bound (2.1).

Code overview. Our codes in this section are similar to Construction 1, with additional restrictions
on the parity check matrices and the extra parities. The key point here is that the extra parities and
the information symbols in lower layers are exactly the same and they also share the same parity
check sub-matrix. To repair the failed symbol with smallest bandwidth, the extra parities are
viewed as additional helpers and the required information can be obtained for free from the repair

of the lower layers.

Notice that r was used for a different meaning (locality) in LRC codes.
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We will first show an illustrating example with 2 layers and then present our constructions based

on vector and scalar MSR codes, respectively.

Example 8. We construct an (n, k,¢) = (4,2, 3) flexible MSR code parameterized by (ky, 1) =
(3,2) and (ks, l2) = (2, 3). The reconstruction of the entire information and the repair bandwidth

are proved in Lemma 12.

Let F = GF(2%) = {0,1,3,8% = 1 + 3}, where 3 is a primitive element of GF'(2?). Our

construction is based on the following (4,2, 2) MSR vector code over F? with parity check matrix

01 101000
h171 h172 h173 h174 11110100

- _ , (3.10)
h2,1 h272 h273 h274 01110010
10100001

where each h; ; is a 2 X 2 matrix over F. Namely, a codeword symbol ¢; is in F?, i = 1,2, 3,4,
and the codeword [cT, I’ ¢k cT]T € (F?)* is in the null space of H. One can check that it is a
(4,2) MDS code, i.e., any two codeword symbols suffice to reconstruct the entire information. The

repair matrix is defined as

1 000 1 000 1010 0110

1 — 752_ 753: 754_

0001 0010 0110 0001

It is easy to check that

hi 2,1 =x
rank | S, = . (3.12)
hQ,i 1,2 7& *

When node * € {1,2, 3,4} fails, we can repair node c, by equations S, x H x [c], I c&' I = 0.
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In particular, helper 4, i # *, transmits

ha,;
S* Ci,

h2,i
which is 1 symbol in [F, achieving an optimal total repair bandwidth of 3 symbols in F.

For our flexible MSR code, every entry in the code array is a vector in F2. The code array is shown

as below, each column being a node:

Ciap Ciiz Ciig Ciia
Cign Ciz2 Ciaz Cioal - (3.13)
Coi1 Coip Coi3 Coia

The code has 2 layers, where C1,,,; € F? are in Layer 1 and C5,,,; are in Layer 2 with m; =
1,2,my = 1,7 € [4]. Each C},,, ; is the vector [¢jm; i1, cj,ij,g]T with elements in F. The code
totally contains 48 bits with 24 information bits, and each node contains 12 bits. We define the

code with the 3 parity check matrices shown below. Let

hl,l h1,2 h1,3 h1,4 hl,l
le 5 (314)

hoi has has hoa Bha

hii hio hig hig hig
H, = , (3.15)

hai hoo has hos Bhas

H3: h171 h1,2 h1,3 h1,4 . (316)

BhQ,l BhQ,Q h2,3 h2,4
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The code is defined by

Hy x [ClT,l,h 017:1,27 Cljjl,?)’ ClT,1,4> 05:1,1]T =0, (3.17)
H2 X [052,17 CEQ,% 052,3’ 052,43 C§1,2]T = Ov (318)
Hjy % [03:1,17 027:1,% C2T,1,3> C§1,4]T =0. (3.19)

Lemma 12. Example 8 is an (n, k, () = (4,2, 3) flexible MSR code parameterized by (k;, ;) €
{(3,2),(2,3)}.

Proof: Tt is easy to check that the code defined by H; or Hs is an (5,2) MDS code, and Hj defines
an (4,2) MDS code. Thus, the construction in Example 8 is the same as Construction 1, and the

flexible reconstruction of the entire information is shown in Theorem 9.

Let « € {1,2,3,4} be the index of the failed node. For the repair, we first note that

hi hi 2,0 = *
rank | S, =rank | S, = ) (3.20)
ho.i Bha; 1,0 # %
fori =1, 2.
Then, we use the same repair matrix .S, in (3.11) to repair the failed node x:
S* X Hl X [051,17 011:1,2, 051737 05174, Og:l,l]T - 0, (321)
S* X H2 X [05271, 011:2,2, 05273, 02’5274, 021:1’2]T - 07 (322)
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For helper i € [4], i # x, it transmits

b

S* : Cl,l,i7 (324)
h2i
b

So |7 Cray, (3.25)
h'27,
b

S, | G, (3.26)
Bhs,

where f = Bifi = 1,2 and 8 = 1if i = 3,4. Note that to repair the failed node, in Equations

h h
(3.21) and (3.22), we also require S, b C51,1 and S, s (51,2, which can be either

Bha Bha s
obtained from (3.26) or solved from Equation (3.23).

Then, from (3.12) and (3.20) we have that for any failed node, we only need 1 symbol from each

of the remaining C} ., ;, which meets the MSR bound. n

Remark. Notice that in this example, we do not require the codes in the first layer defined by (3.14)
and (3.15) to be MSR codes, thus resulting in a smaller field. However, the rank condition (3.20)
guarantees the optimal repair bandwidth for the entire code. Also, in our general constructions, we

do not require the codes in Layers 1 to a — 1 to be MSR codes.

In the following, we show that by applying Construction 1 to the vector MSR code [104] and the

RS MSR code [94], we can construct flexible MSR codes.

Flexible MSR codes with parity check matrices

Below we present codes defined by parity check matrices similar to Example 8. We show in

Theorem 12 that with certain choices of the parity check matrices, one obtains a flexible MSR
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code.

Construction 2. The code is defined in some F” parameterized by (k;,¢;),j € [a] such that
kil; = kb, ky > ky > ..k, = k,{, = (. We define the parity check matrix for the m;-th row in

Layer j € [a] as:

Himy = |Bjm1 = PBjamn Gt Gk | (3.27)

where each 7 i, gjm,,i is an 7L x L matrix with elements in IF. The (n 4+ k; — k4, k;) MDS code

in the m;-th row of Layer j is defined by

T = o, (3.28)

T T T / T /
Hjm; X [Cim;1 s Cims2” s Cimyn 3 Chmit s s Clm ey —ka

where Cj,, ; are the stored codeword symbols and C7 , ; are the extra parities. In this construc-

tion, when we encode the extra parities into lower layers, we set the codeword symbols and the

corresponding parity check matrix entries exactly the same. Specifically, for Layers j < j' < a,

we set
Gy = Nt oy (3.29)
Cl vy =Cirary (3.30)

Here, for z € [l; — [;_1], kjy — ko +1 <y < kji_y — k,, we have g, ,,, corresponds to hjr ;s s in
Layer j’, and

[L’(k’j/_1 - k’j/) +vy
ki

J

=

], (3.31)

y/ = (33(]{]'/_1 — kj/) + y) mod k’j/, (332)

where “mod” denotes the modulo operation.
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For instance, in Example 8, the 2 extra parities in Layer 1 are exactly the same as the first 2 symbols

in Layer 2 with €'} | = Ca1,1, 9111 = happand Cf 5 = Co19, 9121 = ha1 0.
Theorem 12. Assume the parity check matrices of Construction 2 in (3.27) satisfy

1). [MDS condition.] The codes defined by (3.27) are (n + k; — k., k;) MDS codes.

2). [Rank condition.] The same repair matrices S,,* € [n] can be used for every parity check

matrix such that

rank(Sjm; i) = , 1€ [n]. (3.33)

Then, the code defined by Construction 2 is a flexible MSR code.

Proof: 1). If the MDS property is satisfied, Construction 2 is the same as Construction 1 by defining
the MDS codes with parity check matrices. The flexible reconstruction of the entire information is

presented in Theorem 9.

2). For repair, assume node *, * € [n] is failed. We use the repair matrix S, in each row to repair
it:

S* X H]vm] X [Cj7mj71T7 ijmj72T’ T 7Oj7mj7nT’ O/ ’ e 70, kj_kaT]T = 0 (3'34)

j7mj71 ’ J,Mj,

Notice that (',

]7mj71’ o

. ,C’;mj’ k,—k, are also the information symbols in the lower layers with the
same corresponding parity check sub-matrices and can be retrieved from the lower layers. Thus,

the failed node can be repaired from n — 1 helpers.

Clearly from (3.33), we only need L /r symbols from each helper and the optimal repair bandwidth

is achieved. n
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We will now take Ye and Barg’s construction [104] to show how to construct the flexible MSR

codes satisfying conditions in Theorem 12. The code structure in one row is similar to [37].

Assume the field size |E| > rnand \;; € E,i € [n],j = 0,1,...,r — 1 are rn distinct elements.

The parity check matrix for the (n, k) MSR code in [104] can be represented as:

1 1
A, Ay - A,
H= , (3.35)
A?{—l Ag—l L A;—l
L-1
where [ is the L x L identity matrix and A; = > \; ., e.e,’. e, is a vector of length L = r" with
z=0
all elements 0 except the z-th element which is equal to 1. We write the r-ary expansion of z as
r—1
2= (2p2n_1...21), where 0 < z; < r — 1 is the i-th digit from the right and 2 = > z;r*. Clearly,
i=0

A, is an L x L diagonal matrix with elements J\; .,. The L x rL repair matrix S,, * € [n] are also

defined in [104] and [37, Sec. IV-A]:

S, = Diag(D,, D., ..., D,) (3.36)

with £ x L matrix D,, and it is shown that

D,
rank | S, = rank = . (3.37)
: : %,i %+
A DA

Here, for 0 < o < "1 — 1,0 < y < r® — 1, the (x,y)-th entry of D, equals 1 if the 7-
ary expansion of x and y satisfies (z,_1,Zn_1,--.,%1) = (Yn,Yn—1, - Yit1, Yi-1,---,Y1), and

otherwise it equals O.
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Consider an extended field F from E and denote F* £ F\{0}, E* £ E\{0}. Then F* can be
partitioned to ¢ £ % cosets: {1 E*, BoE*, ..., B, E*}, for some elements 31, (s, ..., 5 in F [61,

Lemma 1]. Now, we define for the storage nodes (the first n nodes)

1

ﬁ%ﬂniji
hjmsi= | B2, A% |, (3.38)

j7mj

r—1 Ar—1
_/6J=m7 Az .

where (3; ,,, is chosen from {31, 35, ..., B;}. We say 3; ,,, is the additional coefficient. Then, the
extra parity entries g; ., ; can be obtained accordingly from (3.31) and (3.32). Also, notice that A,
might show in H,, several times since the extra parity matrices are the same as the information
symbols in lower layers. We choose the additional coefficients as below.

Condition 1. In each H j.m;» the additional coefficients for the same A; are distinct.

Corollary 3. With parity check matrices defined by (3.38) and Condition 1, Construction 2 is a

flexible MSR code.

Proof: We will prove the construction is flexible MSR using Theorem 12, for any given j €

[a], m; € [kj — k.

1) [MDS condition.] For the codeword (c{,cj, ..., Gy, _y,) defined by the parity check matrix
Hj,,,;, we write each codeword symbol as ¢; = (c; 1, 2, .., €, r)T. Since A; is a diagonal matrix,

forany z =0,1,..., L — 1, we have
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1 . 1 1 ... 1 C1s
Bj,mj)\l,zl e ﬂj,m_j )\n,zn 171 e akj—ka’ykj—k,,, C2 2 0
| BramyArz)™™ o (B Angz, )™ (am)™™ (0 Yy—k) ] [ty ke
(3.39)

Here, B m;, a1, aa, ..., i, g, are additional coefficients satisfying Condition 1. For y € [k; — kal,
denote v, = Ayt =, corresponding t0 gjm;y = hjr 2, Where z',y’ are computed from (3.31)
and (3.32) with x = m; . Next, we show (3.39) corresponds to a Vandermonde matrix, i.e.,
(€12 Cozy oy cn+kj,ka7Z)T forms an (n + k; — k,, k;) Reed-Solomon code. Consider two entries in
the second row of the r x (n + k; — k,) matrix in (3.39). Notice that each entry is the product of
an additional coefficient and a \ variable (or a v variable). There are three cases. 1) If the A or the
~ values are identical, by Condition 1, their additional coefficients differ. So, these two entries are
distinct. 2) If the X or the v values are distinct, and the additional coefficients are identical, then
the two entries are distinct. 3) The A or the ~ values are distinct, and the additional coefficients are
distinct. Noticing A and ~y belong to [E*, distinct additional coefficients implies that the two entries

are in distinct cosets.

After we combine all z = 0, 1,..., L — 1 together, (c{,¢c3, ..., cp . _x,)" isan (n +kj — kq, kj)

MDS vector code.

2) [Rank condition.] Multiplying the row of a matrix by a constant does not change the rank. So,

by (3.37) and (3.38),

D, D,
rank(S.hjm, ) = rank = rank = . (3.40)
: : %,Z 7& *
D*BrflA;’—l D*A;*—l
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Since the code satisfies the above two conditions, using Theorem 12, it is a flexible MSR code. B

To calculate the required field size, we study how many additional coefficients are required for our
flexible MSR codes satisfying Condition 1. In the following, we propose 2 possible coefficient

assignments. It should be noticed that one might find better assignments with smaller field sizes.

The simplest coefficient assignment assigns different additional coefficients to different rows, i.e.,
Bj.m; to Row my in Layer j for the storage nodes (the first n nodes). By doing so, the parity check
matrix 3;,,,. A;, j € [a],m; € [{; — £;_1]i € [n] will show at most twice in Construction 2, i.e.,
in Layer j corresponding to storage Node 4, and in Layer j' corresponding to an extra parity, for
some j > j'. Hence, the same A; will correspond to different additional coefficients in the same

row and Condition 1 is satisfied. In this case, we need a field size of ¢|E|.

In the second assignment, we assign different additional coefficients in different layers for the
storage nodes (the first n nodes), but for different rows in the same layer, we might use the same
additional coefficient. For a given row, the storage nodes will not conflict with the extra parities
since the latter correspond to the storage nodes in other layers. Also, the extra parities will not
conflict with each other if they correspond to the storage nodes in different layers. Then, we only
need to check the extra parities in the same row corresponding to storage nodes in the same layer.
For the extra parities/storage nodes ¢;., = hj .., given j,x,j’,y, the additional coefficients
should be different. In this case k;; — k,+1 <y < kj_y — k,, and there will be at most [k“%;k’/}
that make 3’ a constant in (3.32). As long as we assign (kf'%ﬂ_k]’} number of 3 in Layer j', 7/ > 2

(in Layer 1 we only need one /3), Condition 1 is satisfied.

a

The total number of required additional coefficients is 1 + > [% ‘;fkj ] £ t. Notice that (k;_; —
j=2 !
k‘j)gj_l = k‘j(ﬁj — gj_l), we have
t:1+i(u1=1+i(w1<1+za:(e-—£- )<L (3.41)
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Moreover, in the best case when we have k;_; — k; < k; for all j, the number of additional

coefficients is a, and |F| > a|E]|.

Here, we briefly compare our construction with another flexible MSR construction in [95]. In
our code, each node is in F*"=%" where |F| > t(n — k)n. Namely, each node requires /(n —
k)™ log,(t(n — k)n) bits. Tamo, Ye and Barg also considered the optimal repair of flexible codes
in [95] under their setting, 1.e., the downloaded symbols instead of the accessed symbols in each

(n—h)"

node is flexible to reconstruct the entire information. Their nodes are elements in F* and

|F| > s(n — k)n, where s is defined such that s;/s = ¢; /¢ fraction of information are downloaded
in each node, where s is the least common multiple of sq, so, ..., s,. Without loss of generality,
we can choose ¢ = s in our construction. Hence, for Eq. (3.41), the required field size of our

construction is better than that of the construction in [95].

Flexible RS MSR codes

In this section, we introduce the construction of Reed-Solomon (RS) MSR codes.

An RS(n, k) code over the finite field IF is defined as

RS(n, k) = {(f(en), f(e), ..., flaw)) : f € Flz], deg(f) <k — 1},

where the evaluation points are defined as {a, s, ..., a,} C T, and deg() denotes the degree
of a polynomial. The encoding polynomial f(z) = ug + uix + -+ + up_12*"L, where u; €
F,i = 0,1,...,k — 1 are the information symbols. Every evaluation symbol f(«;),i € [n] is

called a codeword symbol. RS codes are MDS codes, namely, from any £ codeword symbols, the

information can be recovered.

Let B be the base field of IF such that ' = B”. For repairing RS codes, [40] and [61] shows that

any linear repair scheme for a given RS (n, k) over the finite field F = B is equivalent to finding
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a set of repair polynomials p, ,(z) such that for the failed node f(c.), * € [n],
ranks({p.o(as) v € [L]}) = L, (3.42)

where the rank rankg ({71, 72, ...,7:}) is defined as the cardinality of a maximum subset of {~;,

Y2, ---,Y; } that is linearly independent over B.

The transmission from helper f(«;) is

Tre/s(pew(as) flog)),v € [L], (3.43)

where the trace function Tr/g () is a linear function such that for all z € F, T'rg/p(x) € B [63].

The repair bandwidth for the i-th helper is
b; = rankg({p.«.o(ei) : v € L}) (3.44)

symbols in B.

The flexible RS MSR code construction is similar to Construction 2 based on parity check matrices,

as presented below.

Construction 4. We define a code in F = GF(¢") with a set of pairs (k;,(;),j € [a] such that
kil; = kb, ky > ko > ..k, = k,l, = {, 7 = n — k. In the m;-th row in Layer j € [a], the

codeword symbols C'j i, € [n] are defined as:

Cimyi = fim;(Qm,.i), (3.45)

and the extra parities C',

j7mj7i7

i € [k; — k| are defined as

Clmyi = Fim; (@, in), (3.46)
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where {f; . (0jm,i),7 € [n+ k; — k,]} is an RS(n + k; — ko, k;) code. We next define the

encoding polynomial f;,,, () and the evaluation point c ;.

In this construction, we set the extra parities and the corresponding evaluation points exactly the
same as the information symbols in lower layers, and we arrange the extra parities the same way
as in Construction 2. Specifically, for C’; ,  in Layer j, z € [I; —l; 1], when kj —ky 1 +1 <y <

kj — kj for j +1 < j' < a, itis encoded to Layer j" with & ;1 n = ajr vy and C = Cl 1 oy,

with 2/, y" in (3.31) (3.32). The encoding polynomial fj  , (z) € Fin Layer j is defined by the

k; evaluation points and the codeword symbols from the extra parities.

Theorem 13. For Construction 4 is a flexible MSR RS code, if it satisfies:
1) [MDS condition.] In Row m;; of Layer j, o m, i, 1 € [n + k; — k,] are distinct elements in F.

2) [Rank conditions.] The same set of repair polynomials p, ,(z),* € [n],v € [L], can be used in

each row such that:

ranks({Pev(ajm;«) v € [L]}) = L, (3.47)

bi = rankg({pso(jm; i) 1 v € [L]}) = L/r,i € [n]\{*}. (3.48)

Proof: 1). In the case when aj ., s, @ € [n + k; — k,] are distinct elements in I, { f; ,, (0tjm,.i), 7 €
N+ k; —kq|} 18 RS(n+ kj — kq, k;). Moreover, Layer j' is encoded from the ks extra parities in
Layers 1,2, ..., 7" — 1. Thus, Construction 4 is the same as Construction 1 by using the RS codes

as the MDS codes. The flexible reconstruction property is shown in Theorem 9.

2). For the repair, since the extra parities share the same codeword symbols and evaluation points
with the storage nodes in lower layers, from (3.43) we know that the transmission for repair is also

the same. Thus, we only transmit them once when they are shown as storage nodes.
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From (3.48) we know that in each row, each helper transmits L/r symbols, which is optimal. B

We take the construction in [61] as the RS(n + k; — kq, k;),j € [a] codes in Construction 4 to

show how to construct flexible MSR RS codes.

In [61, Theorem 5], the RS code is defined in F with evaluation points chosen from {/;«;,
By, ..., Previ, i € [n]} such that ¢ = % for a subfield E = GF(¢%) of F, and o; € E, i € [n].
Here (3, ..., 3; correspond to elements in [F such that {5, E*, ... 5,E*} forms a partition of F*

[61, Lemma 1]. For the repair polynomials p, ,(x) in [61],

rankg({p«o(fa;) v € [L]}) = (3.49)

for all /3 chosen from {31, ..., 5;}. The required subfield size in [61] is |E| =~ n™.

For Construction 4, we assign the evaluation points in the storage nodes as o ,,; ; = 6j,mj a; €T,

i € [n],j € [a],m; € [{; — {;_1], where (3}, is chosen from {f,...,5;}. The evaluation

points of the extra parities are given by the storage nodes as in (3.31) and (3.32). We assign the

additional coefficient 3 to satisfy Condition 1. Similar to Construction 2, we guarantee that in each

row, the n + k; — k, evaluation points are distinct and the total number of required 3 required is
kj_1—k;

t =14 > [=5—"]. In the best case when we have k;_; — k; < k; for all j, the number of 3 we
=2

required is a. The required field size is a|E|.

Corollary 5. With the RS code in [61], Construction 4 is a flexible MSR RS code.

Proof: We use Theorem 13 to prove that the code is a flexible MSR RS code.
1) [MDS condition.] We have assigned the evaluation points in each row as distinct elements in F.

2) [Rank conditions.] We know from (3.49) that the rank conditions in Theorem 13 are satisfied.
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3.4 Latency

In this section, we analyze the latency of obtaining the entire information using our codes with

flexible number of nodes.

One of the key properties of the flexible storage codes presented in this chapter is that the decoding
rows are the first /; rows if we have R; available nodes. As a result, the decoder can simply
download symbols one by one from each node, and symbols of Layer j can be used for Layers

i+l a

For one pair of (R;,/;), define a random variable 7} associated with the time for the first R;
nodes transmitting the first /; symbols. T is called the latency for the j-th layer. Instead of
predetermining a fixed pair (R, ¢) for the system, flexible storage codes allow us to use all possible
pairs (R;,¢;),j € [a]. The decoder downloads symbols from all n nodes and as long as it obtains
¢; symbols from R; nodes, the download is complete. For flexible codes with Layers 1, 2, ..., a, we

« = min(7j, j € [a]) to represent the latency.

,,,,,,

Notice that for the fixed code with the same failure tolerance level, i.e., R = R,, ¢ = {,, its latency

is T,. Since

Ti..o =min(T},j € [a]) < T, (3.50)

.....

we reach the following remark.

Remark 3. Given the storage size per node ¢, the number of nodes n, and recovery threshold
R = R,, the flexible storage code can reduce the latency of obtaining the entire information

compared to any fixed array code.

Assume the probability density function (PDF) of T} is pg, ¢,(t). We calculate the expected delay
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as

E(T;) = /O TiPR, ¢, (7;)dT;. (3.51)

If a fixed code is adopted, one can optimize the expected latency and get an optimal pair (R*, ¢*) for
a given distribution [57], [73]. However, a flexible storage code still outperforms such an optimal
fixed code in latency due to Remark 3. Moreover, in practice the choice of (n, k, R, ¢) depends on

the system size and the desired failure tolerance level and is not necessarily optimized for latency.

Next, we take the Hard Disk Drive (HDD) storage system as an example to calculate the latency
of our flexible storage codes and show how much we can save compared to a fixed MDS code. In
this part, we compute the overall latency of a flexible code with (Ry, ¢1), (R, {»), and length n.

We compare it with the latency of fixed codes with (n, Ry, ¢1) and (n, R, {5), respectively.

The HDD latency model is derived in [82], where the overall latency consists of the positioning
time and the data transfer time. The positioning time measures the latency to move the hard disk
arm to the desired cylinder and rotate the desired sector to under the disk head. As the accessed
physical address for each node is arbitrary, we assume the positioning time is a random variable
uniformly distributed, denoted by U (0, ¢, ), Where ¢, is the maximum latency required to move
through the entire disk. The data transfer time is simply a linear function of the data size, and we
assume the transfer time for a single symbol in our code is #y,,,. Therefore, the overall latency

model iS X + £ - tans, Where X ~ U(0, ¢,05) and £ is the number of accessed symbols.

Consider an (n, R, ¢) fixed code. When R nodes finish the transmission of ¢ symbols, we get all
the information. The corresponding latency is called the R-th order statistics. For n independent
random variables satisfying U (0, ¢,05), the R-th order statistics for the positioning time, denoted

by Ug, satisfies a beta distribution [49]:
Ur ~Beta(R,n+1— R,0,). (3.52)

103



with expectation E[Ug| = %

density function (pdf) is defined as

(y—a)*(c—y)"!
(¢ —a)*+*1B(a,B)’

fY =y, 8,a,c) =

where

is the Beta function.

The expectation of overall latency for an (n, Ry, /1) fixed code, denoted by 71, is

R
E(Tl) = n +1 1tpos + (1t irans-

Similarly, the expected overall latency F(7%) for the fixed (n, Ry, ¢5) code is

R
E(TQ) = n—_fltpos + £2ttrans'

tpos- For a random variable Y ~ Beta(a, 3, a, ¢), the probability

(3.53)

(3.54)

(3.55)

(3.56)

Now, consider our flexible code with 2 layers. The difference of the positioning times Ug, and Ug,

is

AU = UR1 - UR2 ~ BCtﬂ(Rl - RQ,TZ +1-— (R1 - RQ),O,tpos).
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Thus, we can get the expectation of the overall latency for our flexible code, denoted by 7' 2, as

E(TLQ) = E(mm(Tl,Tg))
= E<T1|T1 —T5 < O)P(Tl —T5 < 0) + E(T2|T1 —T5 > O)P(Tl —T5 > 0)
= E(Tl) — E(T1 — T2|T1 —1T5 > O)P(Tl — 15 > O)

tpos
= —}j_l tpos + glttrans - / [AU - (62 - gl)ttrans]f(AU>dAU, (358)
(

n 1 EQ_El)tlrans

where the last term is the saved latency compared to an (n, Ry, ¢1) code. The saved latency can be

calculated as:

tpos
BTy — i) = / AU — (€3 — 03 )tand] F(AUVIAT (3.59)
(52_£1)ttrans
Opos 1 (bra+1) = (s — (1) twans 1o (b, )
Eani—— iy a - - rans11—2(0,Q),
a+b 1—z\U, 2 1)Ut 1

where © = %tmng,a = Ry — Ry,b = n— (R, — Ry) + 1, and I,.(a,b) is the regularized

incomplete beta function:

B(x;a,b)
I,(a,b) = ————=, 3.60
0= B0 00
with incomplete beta function
B(z;a,b) = / N1 — ) dt. (3.61)
t=0
Using the fact that 7,,(b,a + 1) = I.(b,a) + z:g(;?)a , we have
Rl — Rg $a(1 — l’)b
E(AT)) = (E(Th) — E(1%))]1—2(b, a) + tpos (3.62)

n+1 aB(a,b)
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Similarly, the saved latency compared to an (n, ks, ¢5) code is

Rl — R2 $a<1 — [L')b

n+1 aB(a,b) (3.63)

E(Ty —Tia) = (E(Ty) — E(T1))1.(a,b) + tpos

From (3.55) and (3.56) we can see that the latency of a fixed MDS code is a function of n, R, ¢, t s,
and t.,s. One can optimize the code reconstruction threshold R* similar to [57] and [73] based on
other parameters. However, the system parameters might change over time and one “optimal” R*
cannot provide low latency in all situations. For example, with fixed n, ¢ and the total information
size, larger ¢ results in a larger R* while larger ¢, results in a smaller R*. In our flexible codes,

we can always pick the best R; over all j € [a], thus provide a lower latency.

Overall latency vs t
trans
. .

1.75

overall latency from (15,4) fixed code
overall latency from (12,5) fixed code |
overall latency from flexible code

1450

1.4 I I I I I I I I I
0.15 0.155 0.16 0.165 0.17 0.175 0.18 0.185 0.19 0.195 0.2
T

trans

Figure 3.2: Overall latency of fixed codes and flexible codes.

Fig. 3.2 shows the overall latency of fixed codes and flexible recoverable codes withn = 16, R; =
15, Ry = 12,0y = 4,0y = 5.4, = 1.. We fix other parameters and change the unit data transfer
time t.,s. For fixed codes, a smaller R provides a lower latency with a smaller #.,,s, and when
Leans grows, a larger R is preferred. However, our flexible code always provides a smaller latency,

and can save 2% ~ 5% compared to the better of the two fixed codes.

Our flexible codes can also be applied to distributed computing systems for matrix-vector multi-

plications [57]. The matrix is divided row-wisely and encoded to n servers using our codes. Each
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server is assigned ¢ computation tasks. If any R; servers complete /; tasks, we can obtain the final
results. Simulation is carried out on Amazon clusters with n = 8 servers (ml.small instances).
And each task is a multiplication of a square matrix and a vector. The results are shown in Fig.
3.3. We can see a similar trend as that of Fig. 3.2. Our flexible code improves the latency by about

6% compared to the better of the two fixed codes when the matrix size is 1500 x 1500.

Average latency of fixed codes and flexible codes

0.045

0.04 -

Fixed code with (R,l)=(4,15)
Fixed code with (R,)=(5,12) | |
Flexible code with

(R))) = (4,15),(5,12)

0.015 , , , , , , , ,
1100 1200 1300 1400 1500 1600 1700 1800 1900 2000
Matrix size in each server

Figure 3.3: Overall latency of fixed codes and flexible codes for matrix-vector multiplication in
Amazon cluster. n = 8, Ry =5, Ry = 4,01 = 12,05 = 15..

3.5 Conclusion

In this chapter, we proposed flexible storage codes and investigated the construction of such codes
under various settings. Our analysis shows the benefit of our codes in terms of latency. Open
problems include flexible codes for distributed computed problems other than matrix-vector mul-
tiplications, code constructions with a smaller finite field size and smaller sub-packetization, and
storage codes utilizing partial data transmission from each node similar to universally decodable

matrices.
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Chapter 4

Flexible Constructions for Distributed

Matrix Multiplication

4.1 Introduction

Distributed matrix multiplication has received wide interest because of the huge amount of data
computing required by many popular applications like machine learning. In particular, the follow-
ing basic distributed matrix multiplication is considered: A master wishes to obtain the product of
two massive input matrices A € F*** and B € F**#, where F is some finite field. Each matrix is
encoded into N shares and distributed to /N servers. Each server performs computation on its own
shares and sends the results to the master. After collecting enough results, the master can decode
the desired product AB. To reduce the overall system latency caused by stragglers (servers that fail
to respond or respond after the master executes the reconstruction), distributed matrix computing
schemes with straggler tolerance are provided in [57, 109, 24, 21, 110, 107, 81, 58, 22, 23, 108,
46, 3, 88, 98, 66, 97, 85, 41, 87, 47, 54, 72, 60, 14, 50, 26, 53, 1, 48, 15, 6, 8, 7]. Among the

state-of-the-art schemes, some are based on matrix partitioning such as Polynomial codes [109],
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MatDot codes and PolyDot codes [24], Generalized PolyDot codes [21] and Entangled Polynomial
(EP) codes [110], and others are based on batch processing such as Lagrange Coded Computing
[107] and Cross Subspace Alignment codes [48]. The majority of the literature assumes a fixed
number of stragglers, i.e., the data is distributed to /V servers and after any 12 of them complete
their computing, the final product can be obtained by the master. Here R is predetermined and
called the recovery threshold. However, when the number of stragglers is smaller than N — R,
the master still only uses the results from R servers, and the results of other servers are wasted. In
[6,8,7,27,42,52,43,2,70], the authors consider a setting in which the number of stragglers is not
known as a priori and design schemes that can cope with this setting. References [27, 2, 70] focus
on the task scheduling for general distributed computing or distributed learning. The matrix-vector
multiplication setting is considered in [6, 8]. Reference[7, 52, 42, 43] consider matrix-matrix mul-
tiplication, but they can only handle a special partitioning, i.e., A is split row-wisely and B is
split column-wisely. Arbitrary partitioning of input matrices is important in massive matrix mul-
tiplication since it enables different utilization of system resources (e.g., the required amount of
storage at each server and the amount of communication from servers to the master). When the
number of stragglers is fixed, EP codes [110] provide an elegant solution for arbitrary partitioning

by encoding the input matrix blocks into a carefully designed polynomial.

This chapter proposes flexible distributed matrix multiplication in order to achieve low latency. The
desired product AB can be decoded from collecting the results of a flexible number of servers. As
long as the master collects enough results from servers, the computing is completed. This idea of
multi-message is also considered in [52, 2, 70]. A naive solution to achieve flexibility is simply
applying the EP code [110] with a recovery threshold of RK, where each server gets K pairs of
shares instead of one pair of shares. The master can calculate the final results with any RV out of
the K'N computing results. Thus, each server only needs to compute R/ /N results when there is
no straggler, and in general the number of results computed in each server can be adjusted based
on the number of stragglers. However, by doing so, the computation needs to be done in a field

with minimum size of KN, and multiplication in a larger field results in a much bigger delay for
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each multiplication [31].

To obtain a smaller field size, we propose the following solution. The main idea is that non-
stragglers can finish more tasks to compensate for the effect of the stragglers without knowing the
pattern of the stragglers a priori. Specifically, the computation is divided into 2 layers, where the
first layer has a larger recovery threshold and the second layer has a smaller recovery threshold.
Each server keeps calculating and sending results to the master until enough servers send results
to the master, which can be either a larger number of servers for the first layer or a smaller number
of servers for both 2 layers. The remaining servers are viewed as stragglers. Our construction only
requires a field size of less than 2N. The computation load of each server can be reduced when
there are fewer stragglers than N — R. Since computation load is one of the main reasons of delay,
our scheme performs better than fixed EP codes with respect to delay, as shown in Fig. 4.1. In
Fig. 4.1 we show the Example 1 of Section 4.3. We assume A = x = p = 6U, for some integer
U, and the computation delay for multiplication of two U x U matrices in each server satisfy the
exponential distribution with parameter 0.1. The latency of the EP code is the delay of the 3rd
quickest server, and the slowest 2 servers are viewed as stragglers. For the flexible construction,
the computation is completed in the cases of 5 servers complete 1 task (no straggler), or 4 servers
complete 2 tasks (1 straggler), or of 3 servers complete 3 tasks (2 stragglers). The overall latency
is the smallest latency of these 3 cases. The expected latency is 10.79 for EP code, and 8.20 for the

flexible construction, hence we save 24%.

Notation: We use calligraphic characters to denote sets. For positive integer N, [N] stands for
the set {1,2,..., N}. For a matrix M, | M| denotes its cardinality and when M is partitioned into

blocks, M; ;) denotes the block in the ¢-th row and the j-th column.
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Figure 4.1: CDF of latency for flexible construction and EP code in Example 1 of Section 4.3.

4.2 Problem Statement

Latency for EP Code
Latency for flexible construction

We consider a problem of matrix multiplication with two input matrices A € FA** and B € F**#,
for some integers A, x, ;v and a field F. We are interested in computing the product S = AB in
a distributed computing environment with 2 sources, a master, and /N servers. Sources 1 and 2
hold matrices A and B, respectively. It is assumed that there are up to N — R stragglers among
the servers. In non-flexible distributed matrix multiplication, R is called the recovery threshold.
Given the flexibility parameters R;, Ry, where N > R; > Ry = R, the shares (coded matrix sets)
Zli and gl are generated by sources for Server i, € [IN]. Each share has R; — Ry + 1 coded
matrices, which are divided into 2 layers. The first layer contains the first coded matrix, denoted
by ;{i,l or Ei,l» and the second layer contains the remaining R, — R coded matrices, denoted
by {211-72, . ,ELRI_RQH}, or {Ei,% . ,ELRI_RQH}. For i € [N], the shares and the encoding

functions are

A;={Ai;|j€[Ri— Ry +1]} = fi(A), 4.1)

Bi={Bi;|j€[R — Ra+ 1]} = si(B). 4.2)

Then /TZ and g@ are sent to Server i from the sources before the computation starts. Each server

is with a storage capacity C' !. To satisfy the storage constraint, for each Server i,i € [N],

'The maximum storage size C' is usually smaller than |A| + | B|, otherwise the sources can send A and B to the
servers.
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Server ¢ computes 7 — Ry + 1 tasks in order:

and sends gu to the master once its computation is finished. Since the results are computed in
order, the master receives §,~7j1 before gi,jz for Vi € [N],j1 < jo. Denote §i,[j] = {gzt |t e []]}

and §IC,[j] = {gum ‘ 1 € IC} VK C [N]

The decoding function dic ; of the master for recovering S satisfies

S =diyj (glC,[j]) )

VRy < |K|=R"<Ry,j=R — R +1. (4.3)

The function set { f;, gi, h,dij | 1 <i < N, Ry < |[K| = R* < Ry,j = Ry — R* + 1} is called

the flexible constructions for distributed matrix multiplication.

In other words, the sources send all R; — Ry + 1 coded matrices to each server. Then, each server
keeps calculating and sending results to the master until the master obtains enough results — either
when the quickest ; servers complete the first task, or when the quickest 2* servers complete the
first Ry — R* + 1 tasks, Ry < R* < R;. The remaining servers are viewed as stragglers. The
latency is defined as the time required for the master to collect enough results from the start of the
computation. For simplicity, in the analysis of this chapter, we assume a small failure probability

at each server and a constant time for a unit computation at each server if it is not a straggler.

We want to find flexible constructions with the storage capacity C' and the computation load (i.e.,

the number of multiplications) at each server as small as possible.
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4.3 Construction

In this section, we present our flexible constructions. We start from a motivating example.

Example 9. Consider the matrix multiplication of A and B, for A € FA¢ B ¢ Fexe, using

N = 5 servers with at most N — R = 2 stragglers. Assume A is partitioned column-wisely and B is

B
partitioned row-wisely: A = [A;, As], B = ' , and the master requires AB = A, By + A3 Bs.

By
Applying the EP code [110], server i, € [5] receives coded matrices A; + a; A2 and o; By + Ba,

and calculates

(A1 + 0 Az) - (i B1 + By) 4.4)

=A1By + o; (A1 By + Ay Bs) + 0412142317

which is a degree 2 polynomial with respect to «;. Thus A;B; + A3 B can be calculated by 3
distinct evaluations from {«; | ¢ € [5]} using Lagrange interpolation. The total computation load
of directly multiplying A and B is L = Axu, and with EP code the computation load of each server

is L /2. However, when there is no straggler, the computation of 2 servers are wasted.

Alternatively, we can use a flexible scheme to calculate AB, such that any R* available servers
can complete the computation, 3 = Ry < R* < R; = 5. First, we partition the matrices and get
A=Ay, Ay, As], B =[BT, BT, BI", and thus the master requires AB = A; By + Ay By + A3 Bj.

Let {o;|i € [7]} be distinct elements in F. The calculation will be divided into 2 layers.
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Layer 1: server i, € [5], calculates

(Al + OéiAQ + (]./?Ag) . (O[?Bl + OfiBQ + Bg)
=A1Bs + (A B3 + A1 By)
—I—OZ?(AlBl + A2B2 + A3B3)

+a?(AyBy + A3By) + af A3 By. 4.5)

It is a degree 4 polynomial with respect to «;, and the final product can be obtained from all 5
servers. If there is no straggler, we stop here. In this layer, matrices A, B are divided into smaller
pieces compared to fixed EP code and the computation load of each server is L/3. If there are

stragglers, the servers continue the calculation in Layer 2.

Layer 2: We set A,. = (A1 + a; Ay + a?A3), By, = (a? By + a; By + B3) and we further partition

them into 2 parts,

Boai,l
Aai - [Aai,lu Aai,2]7 Bai = . (46)

Bai,Q
The calculation of each server is shown in Table 4.1.

Since Layer 2 has a similar structure as (4.4), from any 3 of the servers, we can get A, - B, and/or
A,, - B,,. If there is one straggler, the master obtains A,, - B,, from Layer 2, which causes the
additional computation load of L/6 in a server. If there are 2 stragglers, the master obtains both

Ay - Bag and A, - B,,, which causes the computation load of L/3 in Layer 2 for each server.

Note that in this example, there are R; — Ry + 1 = 3 coded matrices in a share. That is, /LJ =
Anyy Aig = Aggn + iAog 2, Ais = Aasn + @A 2, Bin = Ba,, Bip = Bag1 + @i Bag 2, Bis =
By,1 + @B, 2, for i € [N]. Server ¢ needs to store 212 and g@ before the computation steps.

Each server computes the 1 — Ry + 1 = 3 tasks in order independent of the progress of the other

114



Table 4.1: Calculation tasks in each server for Example 1.

Server 1 Server 2 Server 3 Server 4 Server 5
Layer 1 Ay, - Ba, Ay, - Ba, Aoy, - Bas Ao, - Ba, Ao, - Bas
(Aag1 + 1dag2) | (Aagr +2Ang2) | (Aagi +asdags) | (Aags + daga) | (Aagt + a5Aag2)
Layer 2 (@1Bag1 + Bag2), | (02Bag1 + Bag2)s | -(@3Bag1 + Bag2), | (aBag1 + Bag2)s | (@5Bag1 + Bag2),
(A a71+a1Aa7 2) | (Aarg +@Aar2) | (Aarn +a3da2) | (Aan +udas2) | (Aarn + 540, 2)
(@1Bay1+ Bar2) | (02Basi 4 Basa) | “(@3Bag1 + Bar2) | (0uBasi 4 Basa) | (@5Bas1 + Bas2)
SErvers.

From Example 9, when there is no straggler (which is more likely in most practical systems), we
can reduce the computation load of each server from /2 to L /3. In the worst case, we can tolerate
2 stragglers and get the desired results. The resulting latency under an exponential model is plotted

in Fig. 4.1.

In this example, the storage size required for each server is 2%” + 2“7“ for our flexible construction,
and % + 5 for the EP code. We will discuss how to partition the matrices to obtain a good

performance on storage size in Section 4.4.

Next, we present the general construction of our flexible schemes.

Construction 6. Assume we have N > R; > Ry, = R, R; = pym;n; +p; — 1,5 € [2], and
distinct elements {«; | ¢ € [N + Ry — Ry]} from the finite field F. With p;, my, nq, matrices A, B

are partitioned as

Aany o Aagpy By o B
Ay - Aep) By - B
LAy 0 Ay | L Beny 0 Bean

“.7)
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In Layer 1, set A = A, B = B, we calculate Jr.am (i) - fi poy (i) in server i, where

mi
fl A az ZZA&)U) ZJ 1+p1 (u— 1) (48)
u=1 v=1
P 1 ( 1)
u+ v—
Fupo (o) =N B arrutrmeh), (4.9)
u=1 v=1

are shares based on EP codes [110]. Here, for Server 4, Zi,l = fir.a0 (), Em = f1.Bw ().

In Layer 2, we partition matrices f; 4o (an+¢), f1 50 (ange), t € [R1 — Ry], with parameters
P2, M2, no. Server i calculates fy 4 (i) « fope (i), where (A®,B®) € {(f; 0 (ane),

fl,B(l)(aN+t> |t € [Ry — Ry} and

m2 P2

2 v—1 u—1
Foam () =3 D AR ar et (4.10)

u=1 v=1

f2 B®) az ZZBUU) 572 u+pama(v— 1) (411)

In Layer 2, for Server i € [N, index t € [Ry—Rs], A® = f; 40)(an+t), and B = f; po) (),

the corresponding coded matrices are

Aj 1 = fo A2 (i),

Ei,t-ﬁ-l = f2,B(2) (v).

The calculation tasks in both layers are shown in Table 4.2. Since we only use NV + R; — R» distinct
«; values, the required field size is |F| > N + R; — Ry. In Layer 1, AWM = A BY = B, Layer 2
calculates for all pairs of (A®, B®) € {(f, a0 (an+t), frpm (ane) | t € [Ri — Rol}.
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Table 4.2: Calculation tasks in each server for the general construction.

Server 1 Server 2 . Server N
Layer 1 | fi a0 (an) - fipo(ea) | fram(az) - fipm(ae) | .- | fram(an) - fiso(an)
Layer 2 | foa (1) - fope (1) | foum (o) fope(az) | - | foue(an) - fope(an)

Theorem 14. In Construction 6, assume we have R* available servers and Ry, < R* < N, we only

need
mi\;fm’ I’ = Rl’
Lgex = 4.12)
m)\/@,u + Acpu(R1—R*) : R, < R* < Ry.
1p1n1 mimapi1p2mning

computation load in each server to obtain the final product, and the storage capacity required is

1 A Ri — R A
cﬂex=<“+““)+ L 2( AR ““>. 4.13)
mi ni p1p2 mimsa ning

Proof: We first look at the computation load.

In the case that the number of available servers R* > R, according to the correctness of EP
codes [110], the required results A x B can be obtained by collecting 17, evaluation points of
Jr.am (i) x fi pa(c;). Thus, we only need the computation in Layer 1. In Layer 1, we calculate
fi.a0 () - fi po (). From (4.7), (4.8) and (4.9) we know that f, 4 (o) has size m% . pil and
f1.5m () has size pﬁl . n—“l Thus, normalized by the cost of a single multiplication operation, the

computation in Layer 1 is

L, = (4.14)

mipini

When R, < R* < Ry, we only have R* evaluation points of f, 4o () - f; pa(as) calcu-
lated in Layer 1. Then, we need to obtain additional R; — R* evaluation points. In Layer
2, foum (i) - fype (), i € [N], are calculated at the servers with (A, B®) chosen from

{(fiam(ante), frpo (anse)) )t € [Ri — Ro]}. With each pair of (A®), B®), the master can
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calculate one evaluation point of f; 4 (an4e) - fi pa) (an4e) since (4.10) and (4.11) are exactly

the EP code [110]. From (4.10) and (4.11), we know that f, 4 (;) has size A_ . _E_ apd

mima2 p1p2

fa.5 (i) has size Iﬁm . ﬁ Thus, the total computation in Layer 2 is
Ry — R*)L
r,— M=’k (4.15)
DPa2mang

Combining (4.14) and (4.15), the computation load is given as (4.12).

For the storage, we first look at the storage size required for each layer. In Layer 1, we need to

store fl,AU) (Ozi), fl,BU) (Ozi), then

oL (& + %) | (4.16)

p1 \m1 ny

In Layer 2, we need to store all pairs of f, 4 (%), fo pe (), for Ry — Ry choices of (A®), B®).

The required storage size is

Cy = (Rl_Rz)( AR R ) 4.17)

p1p2 mime ning

Thus, we obtain the total required storage size as (4.13). [ ]

Remark. Cross Subspace Alignment codes and Generalized Cross Subspace Alignment codes
[48] are designed to handle batch processing of matrix multiplication. Our construction can also

be easily modified to handle batch processing based on these two codes.
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4.4 Optimization

In this section, we discuss how to pick partitioning parameters p, m,n, to improve the system

performance, i.e., to minimize the computation load given the storage constraint C' in each server.

We first discuss fixed EP code with a fixed recovery threshold R, which satisfies R = mgpgng +
po — 1 according to [110], for some undetermined pg, mg, ng. The computation load and the storage

size required are shown in [110] as

A 1/
Lyp— CEP:_(_“+%), (4.18)

mo o

s.t. R =pymong + po — 1,

Ak . (4.19)
+ _,u S Ca
Pomo  PoTlo
Po, Mg, No are integers.
Theorem 15. The optimization in (4.19) without the integer constraint has solution
1 1 AK2 [
c==(R+1)—=¢/(R+1)> - 16—— 4.20
and mg, ng, are given by mony = % — 1 and A\kng = kumy.
Proof: Using the threshold constraint
Pomong = R + 1-— Po, (421)

“£_ " which is an increasing function of py. So, we minimize p, under the

A
we have LEP = Rtl—po’
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constraint that

(Akng + Kpmy)
R + 1-— Po

<C. (4.22)

Also, we have

1
Akng + kumo > 24/ Ak2pumong = 2\/)\li2,u (R+ - 1) (4.23)

Po

and it holds with equality if and only if Akng = kumg. Thus, we have (4.22) as

AK2 1
9 <C 424
\/<R+1—Po)po - (4.24)

which decreases with p, since the derivative satisfies

d(R+1—po)po
dpo

=R+ 1—2py = pomono — po > 0. (4.25)

Thus, Lgp reaches its optimal value when (4.24) holds with equality and Axng = xkumg. Combin-

ing (4.21), the optimal p; is given by (4.20), and then mg, ng can be obtained accordingly. [ |

Notice that py, mg, ng are integers, we pick these 3 parameters close to the optimal values that

satisfy all the constraints in (4.19).

Next, we consider the flexible constructions with predetermined R;, R; = R. Assume that the

probability that each server is a straggler is €. The average computation load is

E[Lgex] = i (g)(l_e)R*eN—R*/\/‘GM

R—R pimang
N Akp(Ry — RY)
* _* 1 —
p> <R*)(1_€)R R ——— (4.26)
R—Ry 1M2p1p2nin2

In practical systems, € is small (e.g., less than 110 failures over 3000-node production clusters
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of Facebook per day [84]), so we ignore the second term in (4.26) and use the approximation

Laex = —2£— in our optimization problem. Combined with (4.13), the optimization problem can

pimini

be formulated as

AR

min Lﬂex = ’
p1,m1,n1,p2,mM2,12 piming

S.t. Rj =p;min; +p;j — 1,75 € [2],

1 <)\:‘€+W>+(R1—R2)< AK N HM)SC,

p1 \"ma ni p1p2 mims ning

p1, M1, N1, P2, Mo, Ny are integers. 4.27)

Theorem 16. The solution to (4.27) without the integer constraint for p;, my, ny, ps is

L R4l [(RBi+1)?  4AA2u(2Ry — Ry +1)? (4.28)
= i C*(Ry+1)2 '
fBtl 1 and Akny = kpmy, and py = B25 mi =1 n3 =1

* * : _
mj, ny are given by min, = =~

Proof: Using pymin; = R+ 1 — p;, we have Ly, = Rl%{im, which is an increasing function of

p1, SO we need to minimize p;.

Using m;n; = R;J,r — 1, similar to (4.23), we have:
1 A AK2
— (25 5 Al A (4.29)
prmi ny (Ri +1—=p1)p

(RI—RQ)( L w)

P1p2 mimsa ning

AK2 1

22 = RQ)\/(Rl +1—=p1)(Re+1—po)pipa (4-30)

Similar to (4.25), we know that (4.30) is a decreasing function of p; and ps. Thus, when ps

Ro+1

P | and mo, no are integers, we set

reaches its maximum, p; is minimized. Noticing that p, =
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Py = Rz“ ,m5 = 1,n5 = 1. The optimal pj is obtained from (4.29) and (4.30). |

Again, we pick pi, my, ny, p2, mo, no as integers around the optimal value satisfying (4.27) as our

final choice.

Example 10. Assume we have N = 8 servers and we need to tolerate N — R = 1 straggler.
A = k = p and the storage size of each server is limited by C' = %)\Fa. Using the EP code, the
optimal choice of {po, o, 1o} is {1, 1, 7}, which results in a storage size of 2\ and a computation
load per server of %/\/f,u = 0.143\ku. Using the 2-layer flexible codes with R; = 8 and Ry = 7,
the optimal parameters are chosen as p; = 1,m; = 2,n; = 4,ps = 4,my = 1,ny = 1, which
cost a storage size of %)\/{ and a computation load of %)\KJ/L when there is no straggler, with an
additional computation load of 3%)\/1# when there is one straggler. Assuming the probability of
one straggler to be 10%, the average computation load is 0.128 Ak . In this example, we save both

storage size and average computation load while maintaining one straggler tolerance.

4.5 Conclusion

In this chapter, a flexible construction for distributed matrix multiplication is proposed and the
optimal parameters are discussed. The construction can also be generalized to batch processing of

matrix multiplication.
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Chapter 5

Conclusion and Future Work

In this dissertation, flexible coding constructions and schemes are provided. The repair problem of
RS codes is studied, our code constructions and repair schemes provide a flexible tradeoff between
the repair bandwidth and the sub-packetization size. Aiming at reduce the accessing latency with
unknown failures, flexible storage code constructions are proposed and accessing latency model
is analyzed. The constructions can be applied to different application scenarios. The flexible
distributed matrix computing schemes are also investigated. The code constructions are proposed,
and the optimization problem of assigning tasks to servers is analyzed when given the capacity of

the servers.

For the future work, we would like to extend our flexible constructions and schemes for more
application scenarios, like distributed machine learning algorithms, DNA storage and consistent
data storage. In these scenarios, the stragglers are hard to predict, a flexible construction that
allows efficient use different number of available servers can reduce the latency of the system.
Also, with some feedback and communications from the servers, the flexible constructions and
schemes can be improved. The task assignments can be adjusted according to the feedback and the

servers can be used more efficiently with communications.
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