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ABSTRACT OF THE DISSERTATION
Complex Event Detection in Dynamic Distributed Sensing Systems
by

Brian Wang
Doctor of Philosophy in Computer Science
University of California, Los Angeles, 2026

Professor Mani B. Srivastava, Chair

Actions and decisions in physical environments often depend on detecting patterns
of interest, known as complex events. In distributed sensing systems, complex event
detection may require combining unstructured sensor data with structured measurements
and inferences produced by sensing and recognition models. Complex events may unfold
from seconds to weeks and across spatial scales ranging from a single room to an entire
city.

Existing systems commonly assume that relevant operations, output representations,
and execution plans have been selected in advance. However, observations may support
competing explanations, sensor streams may expose more information than an applica-
tion requires, and needed evidence and computation may change as an event progresses.
This dissertation argues that distributed sensing systems should use the event and its
application context to revise which events remain plausible, determine what information

may be disclosed, and adapt sensing and computation as the event unfolds.

First, we address the challenge of discovering and localizing complex events
when distributed observations support competing event explanations. Our sys-
tem, IncidentLens, performs city-scale emergency monitoring by maintaining hypotheses
about an incident and relationships among its observed effects. Evaluation on urban and
synthetic data shows that incident priors and hypothesis management support discovery

from sparse and partial observations.
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Second, we address the challenge of balancing utility with privacy and data-use
constraints for complex event applications in smart environments. Our system,
privMediator, composes sensor-processing operations, verifies that outputs support the
application task and applicable information flow rules, and selects a feasible representation
that avoids unnecessary disclosure. Across smart space tasks, its outputs avoid configured
policy violations and are judged more appropriate than raw media and developer-authored

alternatives.

Third, we investigate how complex event sensing and computation should
adapt as events progress and system conditions change in tactical environments.
Through FABLE,a Python research prototype and controlled MQTT /replay testbed, we
explore whether progress through a developer-authored complex-event workflow can de-
termine which predefined sensing and inference work is useful next. Experiments on 89
recorded traces spanning nine separately authored workflows examine the recognition—
computation tradeoff of progress-driven activation within these curated configurations,

including a controlled network-disconnection case.

Together, these contributions examine complementary decisions in complex event de-
tection for dynamic distributed environments, such as smart cities: distinguishing among
competing event explanations, disclosing information appropriate to the application con-

text, and using event progress to guide sensing and computation.
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0.1 Introduction

The principal chapters of this dissertation address three problems in complex-event con-
struction: discovering and localizing complex events from distributed urban effects, con-
structing privacy-aware outputs for complex-event applications, and adapting distributed
sensing and computation as complex events unfold. These pillars emerged from three
earlier investigations of event-centric sensing. The precursor systems addressed different
applications and were not components of one architecture, but each exposed a decision

that fixed sensor-processing pipelines leave implicit.

SIGMUS established an early foundation for the interpretation pillar by showing that
incidents can organize heterogeneous urban evidence that would otherwise remain frag-
mented. Its dependence on incidents introduced through textual or authoritative reports
exposed a harder problem: constructing a latent incident interpretation directly from

distributed effects. That limitation motivates IncidentLens.

PrivacyOracle established an early foundation for the representation pillar by showing
that high-level privacy context can govern whether sensor information is released, filtered,
or transformed. Its reliance on unstructured language-model judgments and informal tool
descriptions exposed the need for typed operators, explicit utility contracts, residual-flow

construction, and deterministic policy evaluation. That limitation motivates privMediator.

DANCER established an early foundation for the execution pillar by showing that
explicit complex-event dependencies can guide adaptation of lower-level perception. Its
runtime nevertheless retained a mostly predetermined sensing pipeline. This exposed the
need to use the changing progress of each partial event occurrence as a continuous signal
for deciding which computations should run, where they should execute, and what state

they require. That limitation motivates FABLE.

This chapter condenses the original publications to the abstractions, architectures,
representative findings, and limitations needed to explain how those three problem formu-

lations emerged. Publication-specific background, extensive related work, and secondary



Pillar Precursor Challenge exposed Principal system
Interpretation | SIGMUS Discover and localize | IncidentLens
latent incidents when
incident identity, origin,
extent, and observation
membership are  not
known in advance.
Representation | PrivacyOracle Construct auditable, | privMediator
utility-sufficient out-
puts under contextual
information-flow con-
straints.

Execution DANCER Adapt distributed sensing | FABLE
and computation accord-
ing to event progress and
deployment conditions.

Table 0.1: Research progression from precursor systems to the three construction pillars
developed in the principal chapters.

experiments are omitted because the later chapters develop the mature interpretation,

representation, and execution formulations.
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or transformed. Its reliance on unstructured language-model judgments and informal tool
descriptions exposed the need for typed operators, explicit utility contracts, residual-flow

construction, and deterministic policy evaluation. That limitation motivates privMediator.

DANCER established an early foundation for the execution pillar by showing that
explicit complex-event dependencies can guide adaptation of lower-level perception. Its
runtime nevertheless retained a mostly predetermined sensing pipeline. This exposed the
need to use the changing progress of each partial event occurrence as a continuous signal
for deciding which computations should run, where they should execute, and what state
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representative findings, and limitations needed to explain how those three problem formu-
lations emerged. Publication-specific background, extensive related work, and secondary
experiments are omitted because the later chapters develop the mature interpretation,

representation, and execution formulations.



1.2 SIGMUS: Semantic Integration of Urban Evidence

Cities expose many public and semi-public data sources, including traffic cameras, environ-
mental monitors, roadway measurements, weather services, news feeds, and public alerts.
A major incident can affect several of these sources while remaining only partially visible
in each. A wildfire may be named in a news report, appear as smoke in a camera image,
increase particulate matter, disrupt traffic, and propagate according to current weather.
Relating these observations requires a representation that separates the occurrence from

the evidence used to describe it.

SIGMUS introduced a multimodal knowledge graph in which an incident acts as a
semantic anchor. A report represents an observable unit such as an article, image, or time-
series sample and records its source, time, location, modality, and generated annotations.
Reports are produced by observers and collected through aggregators; text reports may
additionally identify actors and lower-level events using a controlled vocabulary (noa,
e). The ontology reuses temporal concepts from OWL-Time (Hobbs and Pan, 2004)
and sensor concepts from the Semantic Sensor Network ontology (noa, h), while adding
explicit records for model-generated captions, extracted entities, anomaly summaries, and

cross-modal links.

The prototype ingested ten sources spanning text, images, and tabular measurements.
Modality-specific components normalized each source, stored the underlying media or
measurements, and wrote references and annotations into the graph. Language models
extracted actors and event descriptions from text; vision-language models converted im-
ages into human-readable observations; and time-series analysis summarized anomalies
and historical deviations. Candidate cross-modal links were generated using spatial and
temporal proximity, then evaluated with contextual information and model world knowl-
edge. The resulting graph provided a live memory in which users could inspect an incident

together with the reports and inferred relationships that supported it.

The system demonstrated plausible semantic connections across five representative
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Figure 1.1: SIGMUS converts heterogeneous urban observations into reports and links
them to incidents in a shared knowledge graph.

source types—news, CCTV imagery, air quality, weather, and traffic—and illustrated
the approach using major Los Angeles incidents. It also exposed important limitations.
Link quality depended on model judgment and incomplete source metadata, and the
prototype did not provide a comprehensive event-detection benchmark. More importantly
for this dissertation, the incident node was often introduced by a named news event.
The system answered, “Which observations are related to this known incident?” but not
the more difficult question, “Which latent incident best explains observations before an

authoritative report names it?”

Chapter 2 addresses that gap. IncidentLensretains the separation between incident
and evidence, together with time, space, source, and provenance, but replaces incident-
centered linking with competing source hypotheses, explicit propagation templates, online

evidence association, composition, and stability-based discovery.
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Figure 1.2: PrivacyOracle uses LLM reasoning to configure information-flow verification,
sensitive-state filtering, and privacy-tool selection between sensing infrastructure and ser-
vice providers.

1.3 PrivacyOracle: Automated Sensor Privacy Firewalls

Smart spaces can contain many sensors and services while occupants have limited aware-
ness of the resulting information flows. Expecting each person to evaluate every sensor,
recipient, purpose, inference, and privacy tool does not scale. PrivacyOracle explored
whether large language models could supply the qualitative reasoning needed by an
automated privacy firewall: a trusted layer between sensing infrastructure and service

providers that can allow, reject, or modify a proposed flow.

The design used contextual integrity to represent an information flow through the sub-
ject, sender, recipient, information type, and transmission principle (Nissenbaum, 2020;
Apthorpe et al., 2018). It studied three services. Information-flow verification asked
whether a proposed flow was consistent with a legal or social context. Sensitive-state
detection interpreted low-level, metadata-augmented sensor sequences to locate activi-
ties covered by a natural-language privacy preference. Tool selection chose or composed
transformations capable of reducing disclosure while retaining an application’s intended

function.

The prototype provided early evidence that general-purpose models could assist with
each task. It achieved low error on a small HIPAA information-flow study, approximately

75% binary agreement with prior user judgments of social acceptability, and up to 98%



accuracy when identifying specified privacy-sensitive activities in an instrumented-home
dataset. It also generated plausible transformation pipelines using tools such as face
redaction and image filtering. These results supported two ideas carried forward in the
dissertation: privacy control should operate at the sensing-to-application boundary, and
transformation into a narrower representation is often preferable to raw release or complete

denial.

The experiments also revealed why an LLM should not directly act as the privacy
decision maker. Legal and normative judgments were prompt-sensitive and incompletely
calibrated; natural-language descriptions of tools did not precisely specify what informa-
tion remained; and the system lacked an explicit contract connecting application utility
to accepted output representations. A model could recommend a tool without estab-
lishing type compatibility, downstream utility, residual disclosure, or compliance with a

maintained rule library.

Chapter 3 replaces this recommendation-centric design with structured mediation.
privMediator uses LLMs only in bounded roles, while typed operator effects, application
contracts, residual information flows, layered contextual-integrity rules, probe evidence,
and least-revealing selection determine the final release. The research question therefore
shifts from whether a model can make a plausible privacy recommendation to whether a
mediator can construct and audit a utility-compatible representation whose disclosure is

permitted in the current context.

1.4 DANCER: Adaptive Neurosymbolic Complex-Event Detec-

tion

Complex-event recognition over video requires two capabilities that are difficult to obtain
from one model. Neural perception handles high-dimensional imagery but is vulnerable
to changes in weather, lighting, viewpoint, and object appearance. Symbolic reasoning

can express long temporal and spatial relationships but assumes reliable primitive events.
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Figure 1.3: DANCER combines edge perception with centralized symbolic CE reasoning
and event-guided domain adaptation.

DANCER combined these capabilities and asked how high-level event structure could

reduce the human effort required to adapt perception after deployment.

The system represented an event hierarchy from object detections to tracked wicinal
events, watchbox states, atomic events, and complex events. A Python-based specifica-
tion language expressed logical, temporal, and sequencing relationships across regions and
cameras. GPU-enabled edge clients performed detection and tracking using YOLOv5 and
ByteTrack (Jocher, 2020; Zhang et al., 2022b), while a coordinator maintained watch-
box state and evaluated complex-event programs. Simulation tools based on CARLA
and Scenic supported rare urban and tactical scenarios under controlled appearance and

environmental shifts (Team; Fremont et al., 2019).

The central adaptation procedure traced a failed or uncertain complex-event result
backward through its atomic and vicinal dependencies. Users first verified compact event-
level statements. Only when those checks failed did the interface request video review
or image-level bounding-box annotation. Confirmed samples were then used to fine-tune

the detector. This cascade used the CE program to focus attention on observations most



likely to explain a recognition failure instead of uniformly labeling frames.

Across the evaluated perceptual shifts, domain adaptation increased average CE ac-
curacy from 50.17% to 74.3%, a 48% relative improvement. The event-guided interface
reduced annotation time by up to 2.7x and reduced the number of manually annotated
images. Beyond these results, DANCER established several concepts that recur in FA-
BLE: explicit event programs, regions, tracked entity bindings, compact event messages,

edge-local perception, and a coordinator that reasons across devices.

The remaining limitation was architectural. Event semantics guided an exceptional
adaptation procedure around a mostly fixed pipeline; they did not continuously determine
which models should run, where they should execute, or which state should move among
nodes. Chapter 4 generalizes event-guided adaptation into runtime orchestration. Rather
than asking which examples should be corrected after a pipeline fails, FABLE asks what
distributed evidence computation should exist next for every live, partially matched event

instance.

1.5 Lessons Learned

The precursor systems assign semantics a role earlier than the final application output. In
SIGMUS, an incident organizes incomplete reports. In PrivacyOracle,contextual meaning
determines whether and how sensor information should flow. In DANCER,event depen-
dencies identify which perception outputs deserve additional work. Four lessons carry

into the principal systems.

Semantic objects should remain distinct from their evidence and realization.
An incident is not identical to any one report; a privacy goal is not identical to one
transformation; and a complex-event predicate is not identical to one detector. Separating
these objects enables the later systems to maintain alternative hypotheses, synthesize

alternative pipelines, and select among alternative providers.
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Intermediate state must be explicit. No single observation is sufficient in these
settings. The later systems therefore expose state that a fixed pipeline would hide: source
hypotheses and incident memory in IncidentLens,residual disclosure and candidate flows

in privMediator,and partial bound instances with active frontiers in FABLE.

Learned world knowledge requires structured guardrails. Language and vision-
language models were useful for extracting entities, explaining cross-modal relationships,
identifying activities, and proposing tools. Their outputs were also variable and difficult
to audit. The principal systems therefore treat learned outputs as candidate evidence or
bounded assistance while relying on explicit schemas, contracts, provenance, deterministic

checks, and rejection for final system decisions.

Event state can control lower-level work. DANCER provides the clearest precur-
sor: dependencies in a CE program determine which frames are reviewed and adapted.
FABLE elevates this idea into a general runtime abstraction. Likewise, IncidentLensuses
the state of competing explanations to determine which observations remain relevant,
and privMediator uses a candidate’s accumulated effects to determine whether further

transformations or rejection are necessary.

The relationship among the systems is evolutionary rather than a claim that the later
projects are simple revisions. IncidentLensaddresses uncertainty about which event exists;
privMediator addresses constraints on which representation may be exposed; and FABLE
addresses adaptation of which computation should produce the next evidence. These are
distinct systems problems, but all benefit from making event semantics and their alterna-

tive realizations explicit.

1.6 Conclusion

The precursor systems presented in this chapter established the three research lineages

that motivate the dissertation’s construction pillars. SIGMUSshowed how a known inci-
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dent can organize heterogeneous urban observations, but retained the assumption that the
incident is introduced through an external report or other anchor. PrivacyOracleshowed
how application context can govern sensor information flows, but relied on unstructured
model judgments rather than typed representations, explicit utility requirements, and
deterministic policy evaluation. DANCERshowed how complex-event dependencies can
guide adaptation of lower-level perception, but retained a largely predetermined sensing

and execution pipeline.

Together, the systems exposed a common limitation. Important decisions about event
interpretation, application-visible representation, and distributed execution were still as-
sumed or selected before recognition. The principal chapters address those decisions di-
rectly by discovering and localizing incidents from distributed effects, constructing privacy-
aware outputs under utility and information-flow constraints, and adapting sensing and

computation as complex events unfold.

The next chapter begins with the interpretation problem. It removes the assumption
that an incident has already been named and asks how a system can discover and localize

a coherent city-scale event from heterogeneous and indirect observations.

12



CHAPTER 2

Discovering and Localizing Complex

Events from Distributed Urban Effects

Chapter Overview

This chapter develops the first principal dimension of event construction: transforming
distributed evidence into an event explanation. Chapter 1 showed how SIGMUS used a
known incident as a semantic anchor for organizing multimodal urban reports. That archi-
tecture was useful for integration and retrospective analysis, but it depended heavily on
textual or authoritative sources to introduce the incident itself. The harder setting consid-
ered here begins before such an anchor exists. The system observes effects—for example
smoke, traffic disruption, air-quality changes, and public reports—and must determine
whether they are manifestations of one latent incident, several incidents, or unrelated

noise.

IncidentLens addresses this gap by maintaining explicit source hypotheses and evalu-
ating how well they explain observations under incident-specific spatial, temporal, propa-
gation, and composition models. In the dissertation’s broader framing, the chapter asks
what happened?: how can a sensing system construct a coherent event abstraction when

the event is weakly specified and only indirectly observable? The original paper struc-
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ture is retained where it supports that question, while publication-specific supplementary
material has been removed from the main dissertation and preserved separately with the

project artifacts.

2.1 Introduction

This chapter studies how complex events can be discovered and localized from distributed
urban effects when the incident itself is not directly observed. Urban incidents provide a
demanding instance of this problem. Emergencies and disasters can unfold over extended
periods, affect broad geographic regions, and generate heterogeneous effects whose rela-
tionship to one another is not immediately known. The system must determine not only
whether local anomalies occurred, but which observations belong together, what incident

could have produced them, where it originated, and how it is evolving.

Figure 2.1 illustrates the diversity of incident behavior. The 2025 Palisades Fire be-
gan in the Santa Monica Mountains near Pacific Palisades and evolved over days into a
large wildland—urban interface fire shaped by wind, terrain, fuel, and suppression. Its
observable footprint extended beyond visible flames to smoke, air-quality changes, evac-
uations, road congestion, structure damage, and public reports across a broader region.
In contrast, the 2008 Mumbai attacks unfolded through coordinated human actions at
multiple urban sites. Rather than spreading continuously through physical fuel and wind,
the attacks evolved through discrete actions, mobility, and emergency response. Both
are incidents: emergencies or disasters whose effects extend across space and time. They
also illustrate compositional structure, where local fires, attacks, closures, evacuations, or

response activities must be interpreted as related parts of a larger event.

Timely incident interpretation can support warning, response and resource allocation,
evacuation, situational awareness, and multi-agency coordination. Government agencies,
companies, and citizens already provide heterogeneous sensing streams—traffic measure-

ments, air-quality monitors, public cameras, emergency reports, social media, and news—

14



that may reveal an incident earlier or more completely than any single modality. Yet these
streams rarely observe the incident directly. A camera may see haze rather than a fire
front, a traffic sensor may see congestion rather than an evacuation, an air-quality sensor
may see particulate matter rather than an ignition, and public reports may be delayed or

spatially coarse.

Existing urban sensing methods typically solve narrower problems. Anomaly detectors
identify deviations at sensors, road segments, regions, or social clusters, but often do not
determine why observations distributed across larger regions and longer periods should be
interpreted as one incident. Event classifiers recognize specific local phenomena such as
crashes, smoke, floods, or crowds, but are generally specialized to a modality or event type.
Source-localization and inverse-modeling methods reason backward from effects to causes,
but often assume that the incident type, propagation model, and relevant observations are
known in advance. Wide-area incident interpretation violates these assumptions: incident
types are diverse, severe incidents are rare, labels are weak or delayed, sensors are unevenly

deployed, and relevant observations may appear far from the source that caused them.

The resulting systems problem is to discover and localize a latent complex event by con-
structing a structured interpretation from physical, mobility, environmental, visual, and
public-report observations. The incident’s type, origin, spatial extent, temporal evolution,
composition, and observation membership are treated as latent properties that must be
inferred from indirect effects. Three challenges follow. First, observations are indirect:
sensors often capture consequences rather than the incident source. Second, incidents
follow different dynamics: a wildfire evolves through wind, fuel, terrain, and suppression,
while a coordinated public-safety incident evolves through human decisions, mobility, and
response. Third, incidents may be compositional: multiple local activities may belong to

one larger event, while unrelated anomalies must not be incorrectly merged.

We address this interpretation problem with IncidentLens,a streaming sensing system
that converts local observations into structured incident hypotheses. Each hypothesis con-

tains a possible incident type, origin region, propagation behavior, and set of supporting
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or contradicting observations. Given heterogeneous observations, IncidentLens generates
and maintains competing hypotheses, scores their agreement with incoming observations,
and updates, stabilizes, or decays them as new observations arrive. The system therefore
interprets distributed effects as the latent structure of a complex incident rather than

treating each local anomaly as an independent event.

This chapter makes the following contributions:

e We formulate wide-area incident discovery and localization as latent source-
hypothesis maintenance, where distributed observations are treated as indirect

effects of hidden incident sources rather than as independent local anomalies.

e We design IncidentLens,a streaming system that maintains competing incident hy-
potheses over space and time using incident-specific source priors, propagation mod-

els, and clustering criteria within a shared online inference engine.

e We evaluate IncidentLenson real Los Angeles data and controlled synthetic incident
scenarios, comparing against direct observation, space-time clustering, text-only,

late-fusion, and hotspot-scan baselines.

e We plan to release the implementation, evaluation code, synthetic generation
pipeline, and shareable real-data labels and metadata to support reproducibility

and future research in wide-area incident interpretation.

2.2 Problem Setting

2.2.1 Incident Definitions

Incidents are defined under the U.S. National Incident Management System (NIMS) as
“an occurrence or event, natural or human-made, that necessitates a response to protect
life, property or the environment” (Federal Emergency Management Agency, 2017a). In

this work, we focus on unplanned incidents, such as emergencies and disasters, rather than
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Figure 2.1: Two incident classes illustrating different propagation, composition, and ob-

servation characteristics.
planned events (such as concerts or parades). NIMS/ICS further characterizes incidents

using a five-level complexity scale, ranging from Type 5 incidents, which are the least com-
plex, to Type 1 incidents, which are the most complex (Federal Emergency Management
Agency, 2021, 2018). Although these types are not defined by fixed spatial or temporal
thresholds, higher-complexity Type 1-2 incidents typically extend across multiple opera-
tional periods, require substantial external resources, and may involve multijurisdictional
or multidisciplinary response. In contrast, Type 3-5 incidents are generally more localized,

shorter in duration, and require fewer response resources.

From the perspective of our system, we distinguish between three incident scales, sum-
marized in Table 2.1. Small-scale incidents refer to lower-complexity incidents, roughly
corresponding to NIMS/ICS Type 3-5 incidents, whose effects are expected to have a lim-
ited spatial and temporal footprint. Such incidents are therefore likely to be observable by
only a few sensory vantage points. Large-scale incidents refer to higher-complexity Type
1-2 incidents, whose broader spatial and temporal footprints are more likely to generate
distributed observations across many sensors, regions, and modalities. Finally, incident

complezes refer to the NIMS-defined grouping of two or more individual incidents in the

17



same general area managed by a single Incident Commander or Unified Command (Federal

Emergency Management Agency, 2017b).

These categories describe sensing footprint and organizational treatment rather than
mutually exclusive causal classes. A small-scale incident may be the origin or early man-
ifestation of a large-scale incident, such as a small ignition that develops into a wildfire
or a localized road closure that later becomes part of a broader evacuation response.
Conversely, an incident complex may compose multiple individual incidents, including
small-scale incidents, large-scale incidents, or a mixture of both, when they occur in the
same general area and are managed under a shared command structure. Thus, our termi-
nology captures the difference between isolated small-scale incidents, large-scale incidents
with broad sensing footprints, and composite incidents whose evidence arises from multi-
ple related sub-incidents. In this work, we focus on detecting unplanned emergencies and
disasters whose sensing footprints correspond to large-scale incidents, incident complexes,

or large-scale incidents that emerge from initially small-scale incidents.

2.2.2 Problem Formulation

A city is instrumented with data sources D = dy,...,dys, including traffic sensors, air-
quality monitors, cameras, operational text reports, social media posts, and official alerts.
Each raw input record is

ry = (dla L, tia yz)a

where d; is the data source, z; is its location or spatial footprint, ¢; is its timestamp, and
y; is the raw payload. The city is represented by grid cells G = ¢4, ..., gy with static and
historical context X, such as roads, land cover, terrain, sensor coverage, and historical

baselines.

The goal is to infer incident records from streams of partial observations. We represent
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an incident as a latent spatiotemporal event

Ek = (Ck7 Ska Ak<t>7 [ka (bk)a

where ¢, is the incident type, S is the source region, Ag(t) is the affected region over
time, Iy = [t;,t¢] is the active interval, and ¢y is its internal state. Incidents are latent
because the source event is often not directly observed. Instead, the system observes effects
that may be displaced in space or time, such as smoke downwind of a fire, congestion
downstream of a crash, water near a flood, or public reports after an emergency response

has begun.

This creates four spatial quantities that may not coincide: the reported location named
by an external source, the observed-effect location where evidence is sensed, the inferred
source region estimated by the system, and the affected region where effects are observed or
predicted. For example, a wildfire may originate in a hillside cell while smoke, degraded air
quality, evacuation reports, and congestion are observed kilometers away. This distinction
is central to our problem setting: incident detection requires explaining distributed effects

while estimating both the latent source and the region affected over time.

Given raw inputs up to time 7', denoted Ry 1), the system outputs a ranked set of

incident predictions
Er = (G, Sty Ar(t), Iy dr p ¥ k) % k = 15,

Here py, is a relative support score rather than a calibrated posterior probability. The
number of active incidents K is unknown in advance: new incidents may appear, multiple
observations may refer to the same incident, and some observations may not correspond
to any incident in the target scope. The task is therefore not only to classify individual
observations, but to decide how many incident records should be created, where their

latent sources may be, and which observed effects they explain.

Composition is treated as a secondary capability. Some records may later be linked
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as part of a broader incident, such as multiple fires associated with a regional wildfire or
several local public-safety records associated with a larger event. The primary problem
in this chapter is to infer event-level incident records whose evidence can be explained by
observable effects in the available data streams. IncidentLensis not intended to replace
specialized wildfire simulators, traffic crash classifiers, gunshot localization systems, or
other incident-specific detectors; it addresses the systems problem of maintaining incident-

level predictions when evidence is sparse, indirect, multimodal, and weakly labeled.

2.2.3 Noisy Labels and Event-Level Evaluation

Real incident labels are delayed, incomplete, and biased toward reported events. A label
may contain only a category, coarse location, approximate time interval, and provenance.

We represent such an annotation as
Ey = (¢, Ak, Iy, Mig),

where ¢, is the reported incident category, Ay, is the reported or affected area, I, is the
approximate time interval, and m, stores metadata such as publication time and label

provenarce.

Because exact latent state recovery is usually unidentifiable in real data, we evaluate
compatibility with available labels rather than closed-world correctness. A strict event-

level match requires semantic, spatial, and temporal compatibility:
matchgyict(E, E) = 1[sim,(E, E) > 6, Asimg(E, E) > 6, A simy(E, E) > §,].

The similarity functions are instantiated according to label granularity: type hierarchy
agreement or canonical label equality for sim.., distance or spatial overlap for sim,, and

interval overlap for sim;.

Synthetic labels provide source and affected-region ground truth, so synthetic evalu-
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Figure 2.2: System architecture of IncidentLens. Semantic observations and incident-type
specifications feed a shared online engine that maintains source hypotheses and emits

incident records.

ation can apply the full semantic, spatial, and temporal match. Real labels are weaker:

they may describe reported or affected locations rather than true sources.

For this rea-

son, the real-data evaluation treats type/time matching as the primary weak-label event

metric and reports spatial quality separately. These real-data metrics measure compati-

bility with available reported labels, not complete latent source recovery or a closed-world

census of all incidents.
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2.3 Methodology

2.3.1 Overview and Terminology

IncidentLens separates two responsibilities that are often entangled in multimodal incident
detection. The first is semantic extraction: converting modality-specific raw inputs into
a common evidence representation. The second is spatiotemporal hypothesis maintenance:
maintaining a persistent online state of possible incident sources that could explain those

observations over space and time.

Figure 2.2 shows the system architecture. Offline, IncidentLensconstructs a city grid,
indexes static context layers, and validates incident-function specifications for each in-
cident type. Online, each raw input record is mapped to a semantic observation. The
hypothesis engine updates existing source hypotheses, proposes new hypotheses by rea-
soning backward from observed effects to possible causes, prunes low-support hypotheses,
and passes stable hypotheses to incident discovery. Incident memory is used after discov-
ery to maintain temporal consistency, suppress duplicate reports, and conservatively link
records when there is explicit evidence that they are part of a larger incident. Thus, the
core detection problem is source-hypothesis maintenance; composition is not required for

an incident record to be detected. Figure 2.3 illustrates this observation-to-incident flow.

A raw input record is a timestamped sensor, camera, text, or alert item with a
location or footprint. The observation extractor maps it to a semantic observation
0; = (mi, ti,my, B, 1;, q;), where E; contains observed effects and I; contains candidate
incident types. A source hypothesis is a candidate latent cause with incident type, source
cell, start time, propagation parameters, and support score. Incident-function specifi-
cations provide the incident-type-specific source priors, propagation models, clustering
distances, and bounded parameters used by the shared online engine. Stable clusters of
source hypotheses are emitted as incident records. Each emitted record therefore sepa-
rates the inferred source region from the affected region and from the locations where

evidence was observed.
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When evaluating on historical data, we process records in timestamp order to simulate
online operation. We refer to this as stream replay: past records are fed to the online

system as if they were arriving live.

2.3.2 Semantic Observation Extraction

The Observation Extractor maps each raw input record to

0; = (@i, ti,m4, B, I;, qi),

where x; is a location or footprint, ¢; is time, m,; is modality, F; is a sparse set of ontology
effects, I; is a set of candidate incident types, and ¢; is a bounded quality score. Each
effect is (¢, p) with strength p € [0, 1]. This representation is evidence, not a final incident
decision. Each effect label £ is drawn from a fixed semantic effect ontology spanning visible
hazards, environmental changes, mobility disruptions, human activity, and operational
reports. The extractor records the supporting modality and provenance for every emitted

effect.

Extraction has a lightweight anomaly stage followed by schema-bounded semantic
parsing. The anomaly stage filters or prioritizes reports using modality-specific signals
such as text matches, visual prefilters, and structured time-series anomalies. The obser-
vation model then emits only fixed-vocabulary effects, candidate incident types, locations,
timestamps, and quality scores. Context-only variables such as wind or temperature may

condition later hypothesis updates but do not create incidents by themselves.

The extractor is hypothesis-aware only as a gating mechanism: reports inside the
predicted support of an active hypothesis may bypass the anomaly prefilter so weak follow-
up evidence is not discarded. Hypothesis context does not assign labels, update weights,
or create incident records without an emitted semantic observation. Foundation models,
when used, operate only behind the closed schema and are not allowed to emit free-form

incident records or consume label-revealing metadata.
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2.3.3 Incident-Function Specifications

The main interface between incident-specific reasoning and the shared online engine is the

incident-function specification. Each incident type c is associated with

Fc = (Qca Pca Dca @c)a

where (). is a bounded source-prior score, P, is a set of effect-specific propagation models,
D, is a clustering distance, and ©, contains bounded parameters. This interface lets
incident types express different physical and semantic assumptions while using the same

online proposal, update, pruning, clustering, and stability logic.

The source prior Q.(g | X') is a proposal score over feasible source cells, not a probabil-
ity that an incident is present at g. Hard constraints remove physically invalid cells, such
as road incidents away from the road network, while soft context features are clipped and
normalized within the current reverse-proposal envelope. Thus, (). affects which source
hypotheses are proposed under a fixed budget, but it cannot by itself create an incident
record. We also distinguish source plausibility from observability: sensor coverage and
data availability determine whether a modality can support or contradict a hypothesis,

but sensor density is not treated as evidence that an incident occurred.

For each effect ¢, the propagation component provides a model

Cﬁ(g7t | h’j?‘)() - [071]7

which estimates how strongly effect ¢ should appear at location g and time ¢ under source
hypothesis ;. The clustering distance D, defines when hypotheses of the same incident
type are similar enough to form an incident candidate, using terms such as source distance,
start-time difference, affected-region overlap, predicted-effect overlap, and shared support-
ing observations. The parameter set ©. bounds propagation scale, lookback horizon, effect

weights, proposal budget, pruning thresholds, clustering thresholds, and stability thresh-
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olds.

Specifications are schema-bounded templates rather than arbitrary per-incident pro-
grams. They select source constraints, propagation families, clustering terms, and pa-
rameter ranges from a fixed catalog. Foundation models may assist with offline or lazy
template authoring, but their outputs must be structured and validated: they cannot
introduce new effect labels, arbitrary propagation code, report-specific coordinates, or
incident records. Runtime values such as source cell and start time are bound only when
a hypothesis is instantiated. The evaluated library includes specifications for wildfire,
urban fire, road accident, flood, protest, and coordinated public-safety incidents; each

selects from the same validated catalog rather than introducing arbitrary runtime code.

2.3.4 Streaming Source-Hypothesis Update

IncidentLens maintains a bounded set of source hypotheses

h]’ = (Cj,Sj,Tj,ej, Mj,w]'),

where ¢; is incident type, s; is source cell, 7; is start time, 6; contains bounded runtime
parameters, M, is the bound effect-model set, and w; is a relative support score. This rep-
resentation is inspired by multi-hypothesis tracking and particle filtering, but the weights
are not calibrated posterior probabilities: they are online support scores for competing

incident explanations under sparse, displaced, and multimodal evidence.

The streaming update follows a birth-update—prune pattern similar in spirit to multi-
hypothesis filtering, but specialized to incident explanations rather than physical targets.
When a semantic observation o; arrives, IncidentLensfirst scores existing hypotheses before
proposing new ones. This ordering prevents an observation from immediately reinforcing
hypotheses that it created. Existing hypotheses receive positive support when their pre-
dicted effects agree with the observation and negative support when a strongly observed

effect is inconsistent with their predicted affectedness. New hypotheses are then proposed
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only for candidate incident types and source regions whose forward propagation models

could plausibly explain the observation.

For each active hypothesis h; and each observed effect (¢, p;¢) € E;, the engine com-

putes the predicted affectedness

ajo = Co(x;, t; | hj, X).
Hypothesis support is updated with

wj = wj exp(ngiu;(0;)),

where 7 is an update scale, ¢; € [0,1] is a bounded observation-quality weight, and
u;(0;) € [—1,1] is a clipped compatibility score. The weights are relative online support
scores, not calibrated posterior probabilities. They are used to rank, prune, diversify, and

cluster hypotheses; incident records are emitted only after persistent cluster-level support.

The compatibility score rewards predicted effects that are observed, gives a small
bonus when predicted and observed strengths are close, penalizes strong observed effects
in regions where the hypothesis predicts little affectedness, and adds weak support when
the observation explicitly names the same incident type. Effects without a correspond-
ing propagation model do not contribute positive evidence. Missing modalities are not
treated as negative evidence: an unreported camera, traffic, or text effect does not con-
tradict a hypothesis unless an explicit observed effect is incompatible with the hypothesis

prediction.

The quality weight ¢; controls the influence of noisy observations. It combines source
or modality reliability, localization precision, extraction specificity, and anomaly strength
when available, with missing components treated as neutral. Thus, ¢; can downweight

weak or ambiguous reports, but it cannot create a hypothesis or incident record by itself.

New hypotheses are proposed by reverse-envelope search. For each candidate incident
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type ¢ € I;, observed effect ¢, and discrete lookback start time 7, the engine enumerates

source cells g whose forward model could plausibly explain the observation:

C@(miati | ¢gq,T, X) Z €rev-

Cells outside this envelope are ignored. The remaining cells are filtered by hard source con-
straints, reweighted by the bounded source prior ()., and sampled under a fixed proposal
budget with spatial diversity. Algorithm 1 summarizes the per-observation streaming up-
date. Each sampled cell and start time is then bound to the incident-type propagation

template to create a source-hypothesis particle.

Some streams are evidence-only rather than proposal sources. For example, weather
can strengthen or weaken existing wildfire hypotheses, but it should not by itself cre-
ate a wildfire source hypothesis. Such support-only sources are used during hypothesis
evaluation but skipped during hypothesis birth. This prevents contextual variables from

generating incident detections without a concrete observed effect.

After scoring and proposal, weights are normalized. Duplicate hypotheses are merged
or suppressed when they have the same incident type, nearby source cells, similar start
times, and overlapping effect models. Low-support hypotheses are pruned, and a stratified
top-k selection preserves diversity across incident type, source region, and start time. This

maintained hypothesis population is the core online state of IncidentLens.

Soft data association. IncidentLens uses soft many-to-many association: each obser-
vation updates all active hypotheses through the compatibility score rather than being
assigned to a single track. Event-level association is deferred to clustering, where hypothe-
ses of the same incident type are grouped by source distance, start time, effect overlap,

and supporting-report overlap.
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Algorithm 1 Streaming source-hypothesis update

Require: source hypotheses H;, semantic observation o;, specifications F, cap Npax
: for all h; € H, do
Score predicted effects with Cy(x;,t; | h;, X)
Update h;.w < hj.wexp(ng;u;(o;))
end for
for all c € [; and (¢, p) € E; do
Load F. = (Qca P, D, @c)
Compute bounded reverse-support envelope for (¢, p)
Enumerate feasible source cells and start times
Apply source constraints, reweight cells with @., and sample diverse particles
end for
: Normalize weights
: Merge or suppress duplicate hypotheses
: Prune low-support hypotheses and enforce diversity under N,
. return updated hypothesis set H;"

o U S =y
B W D = O

2.3.5 Incident Discovery and Stability

Periodically, IncidentLensclusters source hypotheses of the same incident type using D..

Each cluster defines a candidate incident
Ry = (¢, Sk, 1, A(t), My, Uy,

where ¢ is type, Sy is source region, 7 is start time, Ak(t) is aggregate affectedness, M,
is normalized cluster mass, and U, summarizes supporting reports, sensors, effects, and
locations. Candidates are matched across update rounds by type, source region, and start

time so that small particle changes do not produce duplicate records.

A candidate is promoted only after satisfying stability thresholds on cluster mass, age,

recent support, decay, and missed updates. Stable records are emitted as
By = (€, Sk, Ax(t), I, Ors Pr, Ok),

where I, is the inferred active interval, qgk is state, py is a support score, and O, is the

supporting evidence summary. Here S, denotes the inferred source region, while Ak(t)
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Figure 2.3: Observation-to-record pipeline. Semantic observations update source hypothe-
ses, stable hypothesis clusters become incident records, and incident memory handles du-
plicate suppression and optional composition.

denotes the affected region. These are distinct from the observed-effect locations in the

supporting evidence summary Oy and from any reported location in an external label.

LLM leakage mitigation. When an LLM is used for bounded cluster assessment, it
receives only de-identified structured summaries: relative local coordinates/times, sup-
port counts, modality /effect categories, stability features, and neighborhood consistency.
Prompts omit exact dates, coordinates, place names, incident names, URLSs, report 1Ds,
sensor IDs, and agency names, and labels are restricted to the allowed ontology. This
cannot remove all pretrained world knowledge, but it reduces cues that would allow the

model to retrieve memorized real-world events rather than reason from replayed evidence.

2.3.6 Incident Memory and Composition

Incident memory is a post-discovery module used to maintain temporal consistency and
suppress duplicates. When a stable record is emitted, it is compared with recent records
of compatible type, source or affected region, active interval, and supporting evidence.

Compatible records update the existing memory entry rather than producing duplicate
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reports.

Composition is optional and conservative. After event-level records already exist, mem-
ory may create a part-of link when heterogeneous incidents have explicit evidence of a
broader event, such as fire plus road closure or shooting plus bomb threat. These links do
not create the initial low-level detections and do not increase their detection scores in the
main evaluation. Composition is therefore evaluated separately from low-level incident

detection.

2.4 FEvaluation

The evaluation tests one central claim: maintaining source-level hypotheses improves
event-level detection when observations are sparse, indirect, and multimodal. We treat
localization, timeliness, composition, and runtime as supporting properties rather than

equally strong claims, because their observability differs between synthetic and real data.

We first describe the datasets, labels, metrics, and baselines. We then report synthetic
low-level detection, real-world weak-label detection, focused ablations, synthetic compo-
sition, and stress/runtime results. The synthetic experiments provide the cleanest test of
source and affected-region recovery because ground truth is known. The real-data exper-
iments test whether the same design improves detection against weak external incident
records, with spatial quality reported as a diagnostic rather than as the primary matching

criterion.

2.4.1 Datasets and Labels

Label isolation and text provenance. For both the synthetic and real-data exper-
iments, label-construction data are used only for evaluation and are never provided as
input to IncidentLens or to any baseline. In the real dataset, news articles are used
to construct incident labels, but the replay stream contains only non-news observations,

including sensors and operational text sources such as social posts, citizen reports, and of-
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ficial alerts. In the synthetic dataset, incident labels are derived from simulator plans and
ground-truth metadata, but these plans and labels are not exposed to any detector during
replay. Thus, in both settings, the systems are evaluated against held-out labels whose
provenance is disjoint from the observation streams used for detection. The synthetic

ablations further separate physical-sensor and operational-text performance.

Real-world data. We evaluate on Los Angeles observations from January 2025 to May
2026. Replay inputs include Caltrans CCTV (noa, b), ALERT California cameras (noa,
a), PurpleAir air quality(noa, g), OpenWeatherMap weather (noa, d), Caltrans PeMS
traffic (California), CitizenApp alerts (noa, c), and verified public-safety accounts on X (X
Corp., 2026). GDELT /news metadata (noa, f) is used only for label construction and is
not replayed to IncidentLensor to any baseline. The dataset has intermittent missing
intervals and unequal temporal coverage across sources, reflecting realistic heterogeneous
sensing conditions. Source coverage and missing intervals are retained in the released

dataset metadata so that observability can be distinguished from detector error.

Weak-label construction. Labels are constructed offline from external reports using
an LLM-assisted parser and deduplicated by semantic, spatial, and temporal overlap. We
treat them as weak records of reported incidents rather than complete ground truth. Label-
construction prompts, deduplication rules, and provenance records are retained with the

evaluation artifacts but are not inputs to any detector.

Synthetic data. Synthetic incidents provide controlled multimodal scenarios with com-
plete source-region, affected-region, timing, and provenance ground truth. The synthetic
dataset contains 197 singular cases and 97 composite cases, spanning 294 simulator runs

and 391 localized incidents.

Each synthetic case is grounded in a Los Angeles-area region and emits incident-
relevant observations from edited CCTV / ALERTCalifornia imagery, structured time

series such as air quality, weather, and traffic speed /occupancy, and textual public-report-
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like sources such as news, citizen reports, and social media. We use the synthetic dataset
for settings where real-world ground truth is difficult to obtain at the required granularity,
including stress tests over observability, sensor dropout, noise, indirect-effect displacement,
and missing modalities. Although the simulator and detector share a broad incident /effect
ontology, the detector receives only emitted observations and sensor metadata, not sim-
ulator state, hidden incident regions, generation prompts, or ground-truth labels. The
simulator configuration, generation prompts, and source-level provenance are preserved

in the project artifacts for reproducibility.

The synthetic benchmark is intended to test controlled observability rather than to
fully replace real deployment evidence. Because the simulator and detector necessarily
share a broad incident/effect ontology, we interpret synthetic results as evidence that the
hypothesis-maintenance design works under known latent incidents, not as proof that the
exact templates will transfer unchanged to all cities or incident families. We reduce direct
circularity by withholding simulator plans, hidden incident state, ground-truth regions,

generation prompts, and labels from all detectors during replay.

2.4.2 Metrics and Matching Protocol

For event-level detection, we report precision, recall, F;, F5, and false positives. We
emphasize F, because missed incidents are more costly than a small number of extra
candidates, while false positives are still penalized. Synthetic evaluation uses one-to-one
matching between predictions and simulator labels. A correct synthetic match requires
compatible incident type, temporal overlap, and spatial compatibility, following the noisy-
label matching protocol from Section 2.2.3. A wrong-type match is counted as a false
positive for the predicted type and a false negative for the ground-truth type. We distin-
guish four spatial quantities throughout the evaluation: reported location is the location
named by an external label or report; observed-effect location is where evidence is sensed;
inferred source region is the latent origin estimated by IncidentLens;and affected region

is the region where effects are observed or predicted. Synthetic labels contain source and
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affected-region ground truth, while real labels often contain reported or affected locations

rather than true sources.

Spatial metrics are reported in two forms. First, localization error is the centroid
distance between the predicted inferred source region and the ground-truth or reported
label region. For methods that do not estimate an explicit source, we use the predicted
affected region or support points as a source-location proxy. Second, scenario-level spatial
metrics compare the union of all same-type predicted affected regions in a run against the

corresponding ground-truth affected region. We report spatial coverage recall,

|AN A
SRec = ,
|4
and spatial intersection-over-union,
AnA
SloU = | - |
|AU A

Thus, S rec. measures whether the method covers the true affected region, while S ToU also
penalizes over-predicted area. Temporal IoU is computed analogously by merging same-
type predicted and ground-truth active intervals before computing intersection-over-union.
For each ground-truth incident type in a run, we union all same-type predicted regions

and compare that union against the corresponding ground-truth region.

For real data, labels are weak external incident records rather than complete simulator
ground truth. The primary real-data results therefore use type/time non-spatial matching:
predictions are matched to labels by canonical incident type and temporal compatibility,
while spatial quality is reported separately. We pool predictions across date folders before
matching because real incidents can span multiple days. Timeliness is measured relative

to the earliest external article timestamp,

DelaY<Ev E) = tdetect(E) - tarticle(E)7
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where negative values indicate detection before the article used for label construction. We
also report pre-article recall (Pre-rec.), the fraction of all labels matched by a detection
before the earliest article timestamp, and pre-article fraction (Pre-frac.), the fraction of

matched true positives detected before that timestamp.

Composition metrics are reported separately for the synthetic composition task. Be-
cause the reported composition table evaluates positive composition scenarios, we inter-
pret its detection metrics as positive-case composition recall and its type metric as the

accuracy of the predicted high-level incident type among detected true positives.

2.4.3 Baselines

Baselines. We compare against five streaming baselines that represent common alter-
natives to source-hypothesis reasoning. Direct observation emits an incident whenever
a single semantic observation exceeds a confidence threshold, testing whether incident
detection can be solved by local report classification alone. Space-time clustering links
same-type semantic observations within a fixed spatial and temporal radius, providing
a non-parametric clustering baseline for repeated local evidence. Text-only clustering
applies the same idea only to operational text streams, isolating the strength of text with-
out sensor fusion. Hotspot scan is our strongest general classical baseline: it searches for
local concentrations of same-type semantic evidence over grid/time windows, capturing
the main intuition behind scan-statistic and hotspot detectors while remaining applicable
to sparse heterogeneous reports. Finally, late-fusion voting is included as a conservative
multimodal-agreement diagnostic: it emits an incident only when multiple modalities sup-
port the same incident type in a local space-time window. Its role is to test whether simple

cross-modal agreement is sufficient, not to represent the strongest possible detector.

We do not include full inverse-model baselines or a literal Kulldorff SaTScan imple-
mentation as primary comparators because they are not uniformly applicable to our
setting. Inverse methods such as wind-based smoke/PM2.5 back-projection or traffic-

network back-tracing require incident-specific physics, calibrated auxiliary variables, and
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Figure 2.4: Scenario-conditioned micro-Fy by selected ground-truth incident category on
the synthetic low-level evaluation. Scores penalize extra predictions emitted in runs of
the same ground-truth incident type.

modality-specific assumptions; they are valuable for particular incident families, but do
not naturally cover the full ontology of fires, floods, road disruptions, protests, public-
safety threats, and composite incidents. Similarly, Kulldorff-style SaTScan assumes a
formal spatial or space-time scan statistic over count or case-control streams with an
explicit background model, whereas our observations are sparse semantic outputs from
heterogeneous sensors and operational text. We therefore use the hotspot scan as the
closest general-purpose scan-statistic-style comparator and treat inverse-model baselines

as important incident-specific extensions.

All baselines use the same set of input data and the same event-level matching protocol.
When a baseline consumes semantic observations, it receives the same extractor outputs as
IncidentLens. Thresholds are selected on the same validation period. Text-only baselines
receive only text available by replay time ¢, and generic-propagation baselines use the

same particle budget as IncidentLens.

2.4.4 Synthetic Low-Level Detection Results

Figure 2.4 breaks down micro-Fy for selected synthetic incident categories. The figure
shows that IncidentLensis strongest on flood, wildfire, protest, and urban-fire scenarios,

while terrorist-attack scenarios remain difficult for all methods.
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Table 2.2 reports aggregate synthetic low-level incident detection.  IncidentLens
achieves the best event-level precision, recall, F}, and F», while producing far fewer false

positives per run than the direct, clustering, fusion, hotspot, and text-only baselines.

2.4.5 Ablations

The ablations show that the most important contributors are reverse proposal, multimodal
evidence, and incident-specific grouping. Removing reverse proposal causes the largest
spatial degradation: S rec. drops from 0.798 to 0.172, indicating that proposing sources
only near observed effects is insufficient when observations are indirect or displaced. The
modality ablations also substantially degrade event-level performance, with Fy dropping
from 0.685 to 0.526 for sensor-only input and to 0.578 for operational text-only input,
showing that neither modality family is sufficient across incident types. Generic clus-
tering /stability also reduces Fy, suggesting that incident-specific grouping criteria help

convert noisy hypothesis sets into stable incident records.

The propagation ablation is less conclusive in this dataset: generic propagation has
similar F5, and spatial recall to the full model, and in this run slightly improves both,
although it lowers temporal IoU. We therefore do not interpret this ablation as indepen-
dently validating incident-specific propagation templates. Instead, the strongest ablation
evidence supports reverse source proposal, multimodal evidence, and incident-specific clus-
tering /stability; propagation templates remain part of the system abstraction and appear

most useful for temporal coherence.

2.4.6 Incident Composition

Incident composition. We also evaluate synthetic incident composition, where two
lower-level sub-incidents may imply a higher-level incident such as wildfire, urban fire, civil
protest, or terrorist incident. This task is not simply same-type linking: a composite event

may combine heterogeneous children, such as fire plus road closure or shooting plus bomb
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Figure 2.5: Stress robustness and throughput. The first three panels vary missing ob-
servations, corrupted observations, and sensor density; the final panel reports controlled
end-to-end throughput.

threat. Table 2.4 compares IncidentLens with proximity-only and same-type temporal-
overlap linkers on positive composition scenarios. The proximity-only linker predicts a
composite incident whenever two lower-level incident records are within a fixed spatial
distance, ignoring type and temporal overlap. The same-type temporal-overlap linker
predicts a composite incident only when two lower-level records have the same incident
type and overlapping active intervals. These results measure positive-case composition

recall and high-level type accuracy, not the false-link rate on unrelated low-level incidents.

2.4.7 Stress Robustness and Runtime

Figure 2.5 reports stress robustness and controlled throughput. The first three panels show
detection quality under missing observations, corrupted observations, and sensor-density
stress settings on the 35-run scalability /stress subset. The throughput panel essentially
duplicates reports for wildfirel with anomaly and observation-model processing enabled.
M25/M50 remove 25%/50% of observations, C25/C50 corrupt 25%/50% of observations
by replacing with a different effect /incident, and S50/S25 retain 50%/25% of sensors.

The throughput experiment is a controlled stress test rather than a full deployment
benchmark: it duplicates one representative wildfire stream with anomaly and observation-
model processing enabled. Table 2.5 shows that the symbolic hypothesis engine is not the

dominant bottleneck; most time is spent in observation/anomaly processing and unin-
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strumented overhead. Deployment-scale throughput would therefore depend on filtering,

caching, batching, parallelism, and the number of heavy model calls.

2.4.8 Real-World Detection Results

Table 2.6 reports aggregate real-data detection under type/time non-spatial matching.
Under this weak-label protocol, IncidentLens achieves the best precision, F}, and F5, while
substantially reducing false positives relative to direct observation, space-time clustering,
and hotspot scanning. Direct observation has higher recall but emits many more false
positives. These results show improved compatibility with reported incident records, but
not full spatial source recovery, because spatial matching is not part of the primary real-
data event match. Late fusion obtains zero true positives because real streams are sparse
and asynchronous, so we treat it as a conservative agreement diagnostic rather than a

strong real-data baseline.

Because real labels often provide reported or affected locations rather than true source
regions, localization error is source/proxy-to-label centroid distance, while S ToU measures
overlap between predicted affected regions and reported or affected label regions. S IoU
and T IoU are scenario-level diagnostics; Loc. err. and delay are shown only for matched

true positives, as shown in Table 2.7.

Overall takeaways. Across synthetic low-level incidents, IncidentLensimproves event-
level precision, recall, and F, while reducing false positives by more than an order of
magnitude relative to direct observation and simple clustering baselines. The spatial
metrics are more nuanced: IncidentLens achieves high spatial recall but modest spatial
IoU, indicating that it often covers the true affected region while also over-covering extra

area.

The synthetic category breakdown reveals an important failure mode. Terrorist at-
tack scenarios are difficult because the available observations often describe visible effects

rather than intent or cause. Camera and sensor evidence may show fire, debris, smoke,
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road blockage, or emergency vehicles, while operational text may only describe response
effects. In such cases, the evidence is often more directly compatible with urban fire, road

disruption, or generic public-safety activity than with the causal label “terrorist attack.”

On real data, IncidentLenstrades a small reduction in recall relative to direct observa-
tion for substantially better precision, Fy, Fy, localization error, and false-positive count.
The negative median report delay indicates that many matched detections occur before
the earliest external article timestamp, supporting the provenance claim that news articles

are used for labels rather than replayed as detector inputs.

2.5 Discussion and Limitations

Discussion and limitations. IncidentLens is intended for observable incidents, not all
urban events. Real-world labels are weak external records, and some may be outside
sensing coverage, administrative rather than observable, or too underspecified to evaluate
from available streams. Likewise, unmatched predictions may be false positives, dupli-
cates, or plausible unreported incidents. We therefore interpret real-data precision and

recall as measurements against reported labels, not as a complete census of city events.

We reduce label circularity by using news articles only for label construction; they are
not replayed to IncidentLensor any baseline. Detector inputs are restricted to sensors and
operational text such as social posts, citizen reports, and official alerts. This separation
prevents direct reuse of label-construction articles, but does not remove all text-related

bias: text-rich incidents may remain easier to detect than sensor-only incidents.

Foundation models introduce leakage and reproducibility risks. We mitigate these
risks by using them only behind closed schemas for semantic extraction or bounded cluster
assessment, and by excluding exact incident names, label articles, simulator ground truth,
and other direct label cues from prompts. This reduces, but cannot eliminate, pretrained
world-knowledge effects. Similarly, hypothesis weights are relative support scores for

ranking, pruning, and clustering, not calibrated incident probabilities.
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Synthetic data provides true source regions, affected regions, timing, and controlled
observability, but may not capture the full ambiguity and reporting bias of real incidents.
Some scenarios also expose limits of effect-based inference: terrorist-attack cases are dif-
ficult when observations show visible effects such as fire, smoke, debris, road blockage, or

emergency response rather than intent or cause.

Finally, IncidentLenscontains bounded design choices, including effect weights, prop-
agation scales, source-prior weights, proposal budgets, pruning thresholds, clustering
thresholds, and stability windows. Priors are locally normalized, proposals preserve spa-
tial diversity, missing modalities are not treated as contradictions, and incident records
require persistent cluster-level support. Deeper stress tests under deliberately misspec-
ified priors, alternative propagation templates, and broader deployments remain future

work.

Ethics and privacy. The system is intended to produce incident-level situational-
awareness records, not person-level surveillance. The evaluation uses public or aggregated
streams where possible, stores semantic effects rather than raw person identities, avoids
tracking individuals across cameras or social media accounts, and reports only incident
type, time, location, affected area, and supporting evidence. These choices reduce but do
not eliminate surveillance risks; any deployment should include access controls, retention
limits, audit logs, human oversight, and clear limits to incident-response or public-interest

use.

2.6 Related Works

Urban sensing and anomaly detection. Urban sensing systems have long used fixed
and mobile sensors to detect local anomalies in cities. Traffic systems detect freeway
incidents from loop-detector occupancy and flow patterns using rule-based, neural, or

probabilistic models (Payne and Tignor, 1978; Ritchie and Cheu, 1993); video systems
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detect accidents and anomalies in surveillance or dashcam streams (Pawar and Attar,
2022; Sultani et al., 2018; Liu et al., 2018; Shah et al., 2018; Yao et al., 2020); and
mobile sensing systems detect road hazards or crashes from vehicle- and phone-mounted
sensors (Eriksson et al., 2008; Mohan et al., 2008; White et al., 2011). Other urban sensing
work detects acoustic or social events, such as construction noise, sirens, gunshots, or local
tweet bursts (Salamon et al., 2014; Cartwright et al., 2020; Zhang et al., 2016). These
systems are effective at recognizing that a particular sensor, road segment, camera view,
trajectory, or modality is abnormal. In contrast, IncidentLenstreats incidents as latent
explanatory objects: observations may be displaced, delayed, modality-specific, or partial,
and the core task is to infer which observations share a cause and where that cause likely

originated.

Source localization and inverse urban sensing. Our work is also related to source
localization, inverse modeling, and social sensing, which explicitly infer hidden causes
from indirect observations. Prior work localizes pollutant releases using Bayesian inversion
and dispersion models (Keats et al., 2007; Chow et al., 2008), estimates wildfire smoke
emissions and spread from satellite, weather, and atmospheric models (Saide et al., 2015;
Huot et al., 2022), detects disease or flood clusters from spatial reports (Kulldorff et al.,
2005; Arthur et al., 2018), localizes earthquakes or local events from social media (Sakaki
et al., 2010; Zhang et al., 2017a), and identifies shooters or traffic root causes from acoustic
or mobility observations (Simon et al., 2004; Maroti et al., 2004; Chawla et al., 2012).
Recent learning-based systems further predict traffic accidents or risks over fixed spatial
graphs using heterogeneous urban features (Yuan et al., 2018; Zhou et al., 2020; Yu et al.,
2021). These approaches reason backward from effects to causes, but typically assume
the incident class, propagation mechanism, sensing graph, and relevant observations are
known in advance. IncidentLens instead compares multiple incident hypotheses under

uncertain event type, modality availability, spatial support, and observability.
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Probabilistic association and spatiotemporal evidence fusion. IncidentLens is re-
lated to probabilistic tracking and data-association methods, which maintain uncertainty
over latent states and ambiguous observations. MHT maintains competing measurement
to track association histories (Reid, 2003), JPDA marginalizes over uncertain assignments
(Fortmann et al., 1983), and PHD/CPHD filters model an unknown number of targets
using random-finite-set Bayes filtering (Mahler, 2003; Vo and Ma, 2006; Vo et al., 2007).
Particle-filter and MCMC variants further support nonlinear dynamics, interacting tar-
gets, and variable target counts (Vo et al., 2005; Khan et al., 2005; Oh et al., 2004).
These methods are relevant because they preserve multiple explanations under streaming
uncertainty, but their hypotheses usually represent physical targets or target sets. In
contrast, IncidentLensrepresents hypotheses as latent incident explanations: an incident
type, source region, start time, propagation behavior, and supporting or contradicting
multimodal evidence. IncidentLensalso builds on multisensor fusion and spatiotemporal
Bayesian filtering. General fusion frameworks study how to align, associate, and combine
uncertain observations from multiple sources (Hall and Llinas, 2002), while belief-function
methods provide alternative mechanisms for combining partial evidence (Dempster, 2008).
Spatiotemporal filters have been applied to urban and environmental settings such as
traffic-volume prediction (Okutani and Stephanedes, 1984), disaster mobility prediction
(Sudo et al., 2016), and remote-sensing image fusion (Xue et al., 2017). Unlike these sys-
tems, IncidentLensdoes not simply fuse measurements of a known target or field. It uses
semantic observations, incident-specific source priors and propagation models, backward
proposal of candidate causes, and stability-based clustering to produce explanatory city-
scale incident records. Thus, IncidentLensis closer to abductive spatiotemporal evidence
fusion for urban incidents than to conventional multitarget tracking or single-field sensor

fusion.

Complex and compositional event detection. Complex event processing (CEP)
systems compose low-level events into higher-level patterns using user-specified rules or

queries. Cayuga (Demers et al., 2007), for example, provides an event language and
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automata-based execution model for continuous queries over high-throughput streams.
Spatiotemporal logic languages (Ma et al., 2020a; Haghighi et al., 2015) add primitives
for spatial and temporal selection, aggregation, and ordering. Recent work has combined
neural models with CEP (Zhang et al., 2024) or used neurosymbolic architectures to
connect neural perception with symbolic event programs (Xing et al., 2020; Vilamala et al.,
2023; Liu et al., 2019). These systems are closest to our goal of connecting perception
and symbolic event reasoning, but they generally require predefined event programs or
known event patterns. IncidentLensdiffers by first inferring primitive incident records from
sparse multimodal evidence and then reasoning over merge, composition, correlation, and

co-occurrence relationships among those records.

Smart-city event platforms, event schemas, and foundation models. Smart-
city middleware and analytics frameworks have integrated heterogeneous IoT and social
streams for event detection and decision support. CityPulse, for example, provides a
large-scale data analytics framework for smart-city streams and applications (Ali et al.,
2016). Such systems motivate the need to combine urban data sources, but they gen-
erally emphasize stream integration, querying, or application-level analytics rather than

maintaining latent source hypotheses that explain displaced multimodal evidence.

Event-schema induction in NLP provides another view of compositional events. Prior
work extracts events and induces schemas from text (Huang et al., 2016), represents
temporal complex event schemas as graphs (Li et al., 2021), and uses LLMs to induce
open-domain hierarchical event schemas (Li et al., 2023). MultiHiEve (Ayyubi et al.,
2024) extends this idea to video and text, extracting fine-grained event hierarchies across
modalities. These works reason about event structure, but primarily from textual or
curated multimodal event mentions rather than streaming city sensors with incomplete

observability.

Recent work has also explored LLMs and foundation models for urban sensing and

management. UrbanGPT (Li et al., 2024) and UrbanLLM (Jiang et al., 2024) adapt LLMs
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to urban spatiotemporal prediction and planning, while ReFound (Xiao et al., 2024) learns
multimodal urban region representations and AgentSense (Guo et al., 2026) uses LLM
agents for participatory urban-sensing task assignment. Closer to incident detection, Liao
et al. (Liao et al., 2024) use vision-language models for traffic accident anticipation and
localization. These systems demonstrate the promise of foundation models for urban
reasoning, but our use of LLMs is more constrained: they map inputs to a fixed ontol-
ogy or assess bounded structured summaries, while the main incident inference state is

maintained by the symbolic hypothesis engine.

2.7 Conclusion

This chapter presented IncidentLens, a streaming system for discovering and localizing
city-scale complex events from sparse, indirect, and multimodal urban observations. Un-
like approaches that treat local anomalies independently or assume that the incident type,
propagation model, and relevant observations are known in advance, IncidentLensmain-
tains competing hypotheses over incident type, origin, extent, progression, composition,
and observation membership. As new observations arrive, it revises which hypotheses
remain plausible and how observations are associated with them. Incident-specific source
priors, propagation models, and clustering criteria allow different incident families to be

represented within a shared online inference engine.

Across synthetic and real Los Angeles incidents, this structure improves event-level
detection and reduces false positives relative to observation-level, clustering, hotspot, and
text-centered baselines. The results also identify limits that remain important for future
work. Weak real-world labels make source localization difficult to validate, broad affected-
region predictions can trade spatial precision for recall, and rare or poorly observed inci-

dent families remain difficult to distinguish from correlated background activity.

Within the dissertation, IncidentLensaddresses the interpretation pillar by showing

how distributed urban effects can be assembled into a revisable explanation of what inci-
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dent is occurring, where it originated, how far it extends, and which observations belong
to it. Constructing an incident explanation, however, does not determine which observa-
tions or event attributes should be disclosed to an application. The next chapter there-
fore moves from event interpretation to application-visible representation and asks how a
sensing system can release the information needed for a task while satisfying contextual

constraints.

45



Table 2.1: Sensing-oriented incident terminology grounded in NIMS/ICS incident com-

plexity.

Term

NIMS/ICS grounding

Sensing interpretation

Examples

Small-scale
incident

Paper-specific term for
lower-complexity
incidents, roughly
corresponding to Type
3-5 incidents on the
NIMS/ICS complexity
scale (Federal Emergency
Management Agency,
2021, 2018).

Limited spatial and
temporal footprint; likely
to be observed by one
sensor or a small cluster
of nearby sensors.

Home crime; small
fire; local road
closure.

Large-scale

Paper-specific term for

Broader spatial and

Wildfire;

incident higher-complexity temporal footprint; likely  earthquake; major
incidents, roughly to produce distributed flood.
corresponding to Type observations across many
1-2 incidents, which sensors, regions, and
involve multiple modalities.
operational periods,
substantial resources,
and potentially
multijurisdictional or
multidisciplinary
response (Federal
Emergency Management
Agency, 2021, 2018).
Incident NIMS-defined grouping Composite incident Multiple nearby
complex of two or more individual whose evidence may wildfires; related

incidents located in the
same general area and
managed by a single
Incident Commander or
Unified

Command (Federal
Emergency Management
Agency, 2017D).

appear as multiple
related spatial or
temporal clusters that
should be interpreted
jointly.

explosions and
fires; storm-related
closures and
rescues.
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Method Prec.  Rec. * Fi1 1 Fa21 FP/runl Srec. ¥ SIoU7T T IoU 1

IncidentLens 0.438 0.762 0.556 0.664 0.98 0.748 0.077  0.589
SaTScan bg. 0.116 0.370 0.176 0.257 2.83 0.366 0.143 0.377
Hawkes detector 0.142 0.381 0.207 0.285 2.30 0.371 0.154 0.303
Direct obs. 0.006 0.630 0.013 0.031 96.76 0.255 0.177 0.405
ST clustering 0.043 0.619 0.081 0.169 13.73 0.451 0.216 0.404
Late fusion 0.038 0.564 0.071 0.150 14.25 0.525 0.217 0.390
Hotspot scan 0.030 0.569 0.057 0.123 18.56 0.593 0.111 0.391
Text only 0.041 0.519 0.076 0.155 12.20 0.199 0.096 0.337
Generic propagation 0.000 0.000 0.000 0.000 1.31 0.000 0.000 0.000

Table 2.2: Aggregate synthetic low-level incident detection results. Event metrics are
micro-averaged; S rec., S IoU, and T IoU use scenario-level union accounting.

Variant Fs AFy Srec. ASrec. T IoU AT IoU
Full 0.685 - 0.798 - 0.718 -
Generic all ~ 0.668 -0.017 0.806 -+0.008 0.642 -0.076
Gen. cluster 0.644 -0.042 0.784 -0.014 0.714 -0.004
Gen. prop. 0.690 +0.004 0.815 -+0.017 0.673 -0.045
No reverse 0.622 -0.064 0.172 -0.626 0.574 -0.144
Sensor only  0.526 -0.159 0.655 -0.143 0.592 -0.126
Text only 0.578 -0.107 0.562 -0.236 0.603 -0.115

Table 2.3: Synthetic low-level ablations. Delta columns report change relative to the full

"lethod Detected  Rec. Fo Strict type
IncidentLens 64/66 0.970 0.976 0.938
Proximity linker 54/66 0.818 0.849 1.000
Type-+time linker 47/66 0.712 0.756 0.000

Table 2.4: Synthetic incident-composition results over positive composition scenarios.
Type accuracy is computed over detected true positives.

Component Time/report  Share
Hyp. proposal 0.029s 0.8%
Hyp. evaluation 0.015s 0.4%
Clustering 0.018s  0.5%
Prediction 0.227s  6.3%
Composition 0.055s  1.5%
State/output write 0.075s 2.1%
Obs./anomaly + overhead 3.178 s 88.3%
Total wall clock 3.598 s 100.0%

Table 2.5: Average per-report runtime breakdown for the controlled timing experiment
with anomaly and observation-model processing enabled.
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Method Prec. ¥ Rec. * F1 1+ Foft FPJ|] TP FN Pre-rec. |

IncidentLens 0.177 0.586 0.272 0.401 79 17 12 0.483

Direct obs. 0.037 0.621 0.069 0.148 473 18 11 0.414
ST clustering  0.018 0.207 0.033 0.067 326 6 11 0.069
Late fusion 0.000 0.000 0.000 0.000 6 0 29 0.000
Hotspot scan 0.013 0.172 0.025 0.051 374 5 24 0.034

Table 2.6: Aggregate real-data low-level detection under type/time non-spatial matching.
TP, FP, and FN are absolute counts over the pooled real-data evaluation.

Method Loc. err. km | SIoU 1 T IoU 1 Pre-frac. T Med. delay h | P25/P75 delay h
IncidentLens 13.3 0.099 0.149 0.824 -29.2 -48.7 / -4.2
Direct obs. 24.5 0.004 0.205 0.667 -17.3 -36.0 / 6.0
ST clustering 33.3 0.014 0.048 0.333 90.8 -1.9 / 367.4
Late fusion - 0.037 0.000 - - -/ -
Hotspot scan 30.4 0.005 0.045 0.200 38.3 8.8 / 165.8

Table 2.7: Real-data localization, overlap, and report-delay diagnostics under type/time
non-spatial matching. Localization and delay are computed over matched true positives.
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CHAPTER 3

Constructing Privacy-Aware Outputs

for Complex-Event Applications

Chapter Overview

The previous chapter addressed uncertainty about which event best explains distributed
evidence. This chapter shifts to a different boundary: once sensor data can support an
application-relevant fact, what representation of that fact should the application receive?
The distinction is important because event utility rarely requires every detail present in the
underlying media. An occupancy application may need a count rather than identifiable

video, and a safety application may need a sound-event label rather than speech content.

Chapter 1 introduced PrivacyOracle, which explored LLM-assisted privacy firewalls
for verifying information flows, identifying sensitive states, and recommending transfor-
mations. The work established that privacy mediation should be able to modify a flow
rather than merely allow or deny raw access, but it left final decisions too dependent
on unstructured model judgments and informal tool descriptions. privMediator replaces
that design with explicit application contracts, typed operator effects, residual informa-
tion flows, layered contextual-integrity rules, and least-revealing feasible selection. In the

dissertation’s event-construction framing, this chapter asks what may an application learn
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about what happened? It treats semantic outputs as governed interfaces between sensing
infrastructure and applications, without claiming that every transformed output is itself

a complex event.

3.1 Introduction

This chapter studies how to construct privacy-aware sensor outputs that preserve the
event-relevant information needed by downstream applications, including complex-event
applications. A downstream task may need a count, pose keypoints, a sound-event label,
a redacted stream, or a final event record without requiring access to the identifiable video
or intelligible speech from which that information was derived. The challenge is not only
whether an application may access sensor data, but how to construct a processing pipeline
and select an application-visible representation that preserves the required utility while

limiting inappropriate disclosure.

This problem is especially difficult in privacy-sensitive shared smart environments:
sensor-instrumented spaces in which privacy decisions would ideally be negotiated among
multiple stakeholders, but such negotiation is difficult to perform in practice. The in-
dividuals captured by sensors may have limited ability to negotiate with the party that
configured the space, such as a building operator, employer, or landlord. They may also
have limited ability to negotiate with one another, even though one sensing decision can
simultaneously affect regular occupants, employees, visitors, and bystanders. We focus on
infrastructure and environment-integrated sensors controlled by a space operator rather

than arbitrary personal devices carried by visitors.

Conventional privacy mechanisms only partially address this setting. Access-control
policies (Android Developers; Apple Inc.), consent flows (European Parliament and Coun-
cil of the European Union, 2009), privacy dashboards (Das et al., 2018), and privacy la-
bels (Emami-Naeini et al., 2020) work best when data collection is tied to a user-facing

interface such as an account, browser, phone, app session, or personal device. Smart spaces
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Figure 3.1: Privacy-sensitive shared smart environments combine operator—subject sepa-
ration, limited affected-person reachability, weak preference channels, and dynamic social
context.

collect data because people are present in a physical environment, not because each person
intentionally interacted with a particular application or control surface. Notice-and-choice
assumes that people can observe, understand, and act on notices; transparency mecha-
nisms can describe sensing practices but do not determine which technical representation
should be released; and smart-home negotiation mechanisms often rely on repeated re-
lationships or direct interaction among household members (Zhou et al., 2024). These
assumptions weaken in spaces with transient occupants, bystanders, changing purposes,

and institutional operators.

Within the dissertation framing, this chapter does not claim that every privacy-

preserving output is itself a complex event. Instead, it addresses how complex-event
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applications and other sensing tasks obtain event-relevant information through an
application-visible representation. A representation decision determines whether an
application receives raw observations, transformed observations, semantic features, or
an event-level result. Those alternatives differ in utility, residual disclosure, bandwidth,
and downstream compatibility, and their appropriateness depends on the sender, subject,

recipient, purpose, transmission principle, and context of the resulting information flow.

We address this representation problem with privMediator,a trusted privacy mediator
that constructs sensor outputs for complex-event and other downstream applications in
privacy-sensitive shared smart environments. Conceptually, privMediatoris a virtualized
sensing-hub service isolated on a secure platform for a particular space. It sits between
infrastructure sensors and downstream applications, receives application requests and
contextual information, and decides at runtime which transformed representation of a
sensor stream should be released. The mediator prioritizes application utility subject to
configured privacy constraints: it first searches for preprocessing pipelines that satisfy
the application’s utility contract, then selects the least-revealing output representation
accepted by the active contextual-integrity rules. When no representation satisfies both
requirements, privMediatorrejects the application request, which a deployment may route

to consent, human review, emergency escalation, or degraded-task modes.

This decision is context-dependent. An occupancy application may need a count in
one context, coarse presence in another, and no access in a third. A security applica-
tion may require detecting visitors at an entryway while having no need for continuous
identifiable video. An audio safety application may need a glass-breaking label while
speech content remains inaccessible. FExisting mechanisms often assume fixed policies
or developer-specified pipelines, such as allowing a stream, denying it, or applying a
predetermined degradation. privMediatorinstead treats representation as a runtime syn-
thesis problem: given an application utility contract and a contextual-integrity context,
it constructs executable transformations that preserve task utility, evaluates the residual

information flows they produce, and selects a permissible output.
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Contextual integrity provides the normative foundation for this decision because it
evaluates whether an information flow is appropriate for a context based on actors, at-
tributes, purposes, and transmission principles (Barth et al., 2006). Contextual integrity
alone, however, does not determine which technical representation should be produced.
Granting raw access may reveal more information than an application needs, while denial
may prevent useful applications from functioning. We therefore frame the challenge as
dynamic preprocessing-pipeline synthesis and application-visible representation selection
constrained by contextual integrity. Rather than requiring developers or space operators
to author one pipeline for every application and context, privMediator constructs can-
didate pipelines from typed preprocessing operators, evaluates the residual flows they
induce, and selects the least-revealing feasible representation according to a transparent

residual-risk score.

Why this is not just policy compliance. The contribution is not the particular
rule library used in the evaluation. A static policy engine could reject flows that match
authored prohibitions, but it would not determine which concrete representation—raw
stream, redacted media, pose, count, event record, or no release—should be produced
for a utility-bearing application. privMediator connects a deployment’s authored rules
to typed preprocessing operators, residual-disclosure effects, utility contracts, and least-
revealing selection. Another deployment can replace the rule library, residual-risk weights,

or operator catalog without changing the synthesis procedure.

To make runtime synthesis possible, privMediatorrequires machine-readable descrip-
tions of preprocessing behavior. We introduce a typed operator-effect model in which
operators declare the representations they consume and produce, the utility capabilities
they preserve, the contextual-integrity annotations they contribute, and the residual dis-
closure effects they induce. These contracts allow the mediator to compose operators,
reason about the information flow produced by each candidate pipeline, and compare

feasible outputs. For ambiguous contextual judgments, the system can optionally use
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LLM-based norm approximations as a fallback, but these soft judgments are bounded by

a deterministic decision structure and cannot override hard constraints.

This chapter makes three contributions. First, it introduces a typed operator-effect
model for compositional reasoning about privacy-motivated preprocessing, including out-
put representations, utility capabilities, contextual-integrity annotations, and residual
disclosure effects. Second, it presents a runtime synthesis architecture that generates
candidate pipelines, checks utility compatibility, evaluates residual information flows, and
selects the least-revealing feasible output or rejects the request when none exists. Third, it
evaluates privMediatoracross 33 contextual scenarios, four smart-space tasks, fixed-input
and flexible-input application contracts, a Prolific (pro, 2026) appropriateness survey with
82 participants and 1,476 ratings, and ablations of contextual-integrity filtering and least-
revealing selection. The results show that contextual integrity can be operationalized as
executable representation selection while making utility, disclosure, and refusal tradeoffs

auditable.

3.2 Background

Frictional shared smart environments. Figure 3.1 summarizes the setting we study:
sensor-instrumented physical spaces where infrastructure sensors are controlled by a space
operator, but the people captured by those sensors may be occupants, visitors, workers,
customers, patients, guests, bystanders, or other transient subjects. We call these set-
tings frictional shared smart environments because privacy negotiation is conceptually
desirable but operationally intractable as a default mechanism. Four properties create
this friction: operator—subject separation, where the sensing operator differs from the peo-
ple being sensed; limited bystander reachability, where affected individuals cannot reliably
be contacted before or during sensing; weak preference channels, where notices, negotia-
tion tools, interfaces, or enforceable opt-outs may be absent or impractical; and dynamic

context, where appropriateness changes with purpose, time, occupants, activity, or events.
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These properties motivate mediation mechanisms that decide not only whether a sensor

may be used, but what representation of the sensed environment should be released.

Pipelines, utility, and residual disclosure. We frame privacy management in these
environments as a problem of selecting a preprocessing pipeline. Rather than granting or
denying access to a raw sensor stream, the mediator decides what transformed representa-
tion the downstream application should receive. A camera stream might be transformed
into a person count, cropped event frame, blurred video, object detections, pose key-
points, or activity label; an audio stream might become a decibel level, sound-event label,

or command intent rather than intelligible speech.

We define utility as purpose-bound task utility: the extent to which a transformed
stream preserves the downstream application’s ability to perform its stated task. This fol-
lows the task-performance view common in privacy-preserving data mining, where trans-
formed data is evaluated by whether it still supports useful analysis or accurate mod-
els (Agrawal and Srikant, 2000; Brickell and Shmatikov, 2008; Li and Li, 2009). In our
setting, utility is specified by the application request: HVAC may require only room-level
occupancy, fall detection may require pose or motion features, and entryway security may

require an event notification or minimized verification image.

We use privacy risk as an umbrella term for exposure that remains after preprocessing.
When precision is needed, we distinguish three related notions. A residual disclosure vec-
tor is the set of sensitive attributes that remain inferable from a transformed output, such
as identity, face, speech content, activity, trajectory, gait, or co-presence. A residual risk
score is a context-specific scalar metric computed over that vector to rank and compare
feasible pipelines by how revealing they are in the current setting. A residual CI flow is
the contextual-integrity flow induced by a candidate pipeline: the CI actors and transmis-
sion principle, together with the residual information types exposed by the transformed
output. Thus, the relevant privacy question is not only which sensor was used, but what

information remains after preprocessing, who receives it, for what purpose, and under
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Table 3.1: Terminology used to connect application requirements, operator contracts,
residual disclosure, and contextual integrity.

Term Meaning Example

Application  output Technical representation re- person_count,

type quested or accepted by an pose_keypoints,
application sound_event_label
Operator utility capa- Task capability preserved or pro- occupancy estimation, fall de-
bility duced by an operator tection support, sound-event
recognition

Residual disclosure at- Sensitive attribute still exposed face, identity, speech content,

tribute after preprocessing activity, trajectory, gait

CI information type  Contextual-integrity description occupancy information, coarse
of what information flows to a re- presence, activity information,
cipient speech information

what conditions.

This distinction matters because common transformations reduce some disclosures
while preserving others. Face-blurred video may remove facial identity while still revealing
clothing, activity, and trajectory; pose keypoints remove pixels and background while po-
tentially revealing gait, disability, exercise, or fall-related behavior; and occupancy counts

remove direct identity while potentially revealing routines when collected continuously.

Fixed versus flexible application settings. Many deployed sensing applications have
rigid, fixed-input dependencies: a model designed around raw video or audio may not
immediately accept a minimized text label, pose sequence, or event record. We call
this the fived-input setting. At the same time, some emerging application designs can
expose flexible utility contracts, or can be wrapped with adapters that consume semantic
representations such as detections, counts, keypoints, sound-event labels, or task events.
We call this the flezible-input setting. This distinction is an evaluation assumption rather

than a claim that all future applications will natively consume arbitrary representations.

We evaluate privMediator under both settings. The fixed-input setting reflects de-
ployed applications with brittle raw-like interfaces and tests whether mediation can reduce

disclosure without changing the downstream application boundary. The flexible-input
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setting is forward-looking: it tests the additional benefit available when an application
exposes a purpose-bound utility contract or adapter boundary that can accept multiple
representations. We do not assume that all current smart-space applications have this
property; rather, flexible-input evaluation shows the design target that becomes available

when applications are built to negotiate minimized outputs.

Contextual integrity. Utility and residual-risk metrics alone do not determine whether
a data flow is acceptable. The same residual disclosure may be appropriate in one context
and inappropriate in another: room-level occupancy may be acceptable for office energy
management but inappropriate in a bathroom, prayer room, or medical setting. We
therefore use contextual integrity (CI) as the normative framework for judging contextual
appropriateness. CI models a personal information flow using parameters such as the
data subject, sender, recipient, information type, and transmission principle (Nissenbaum,

2020):

(data subject, sender, recipient,
information type, transmission principle).

To operationalize this framework, our implementation explicitly parametrizes the over-
arching social context and application purpose alongside these tuples to determine which

specific contextual norms apply.

Our CI rules are not treated as a universal normative oracle. Instead, they are a config-
urable rule library for a particular deployment or experimental setting. Some rules encode
hard legal, institutional, or policy constraints; others encode hand-authored contextual
norms used to instantiate the scenarios in our evaluation. The configured-rule audit in
Section 3.4 should therefore be read as a policy-compliance and selectivity metric, not as
independent ground truth about all possible stakeholder preferences. For ambiguous cases,
the system can use bounded norm judgments, and our user study evaluates whether result-

ing flows align with participant judgments. The key design point is that CI constrains the
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information flow induced by a technical preprocessing choice: utility determines whether
a pipeline can satisfy the application request, the residual disclosure vector describes
what remains exposed, the residual risk score ranks feasible outputs by exposure, and the
residual CI flow determines whether the resulting disclosure is appropriate for the current

context.

3.3 Method

We design a privacy mediator for smart environments that sits between sensing infrastruc-
ture and downstream applications. Rather than granting or denying raw sensor access,
the mediator treats each application request as a preprocessing-pipeline selection problem.
An application request contains a utility contract, which specifies what the application
needs to consume, and a CI context, which specifies the contextual-integrity fields used
to evaluate the resulting information flow. Given this request, a typed operator-effect
catalog, and a CI rule library, the mediator searches for a preprocessing pipeline whose
output is useful for the requested task while inducing a residual information flow accepted
by the configured rules. If no generated pipeline satisfies these constraints, the mediator
returns a rejected application request: no transformed representation is released to the

application.

The central abstraction is a typed operator-effect model. Each preprocessing operator
declares the representations it can consume and produce, the task capabilities it supports,
the CI terms it contributes, and the residual information that may remain inferable after
the transformation. These declarations let the mediator enumerate type-compatible op-
erator chains, check whether outputs match the application contract, propagate residual
disclosure estimates, evaluate the induced CI flow, and select a feasible low-disclosure

output under the active rule library.

This design avoids two extremes. Coarse access control forces applications into raw

allow/deny decisions even when transformed representations such as counts, event labels,
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Figure 3.2: privMediator uses structured requests, operator-effect contracts, and CI rules
to select a low-disclosure preprocessing pipeline or reject the application request.

keypoints, redacted media, or task decisions would suffice. Unconstrained LLM policy-
making lets a model directly decide whether a data flow should be allowed. privMediator
instead makes the residual information flow explicit: operator contracts define the candi-
date space, CI rules evaluate the induced flow in context, optional LLM judgments are
bounded by hard rules, and final selection is performed by a transparent residual-disclosure

minimization procedure.

3.3.1 System Overview

Figure 3.2 shows the mediator architecture. The implemented mediator operates in a
planning/control plane and produces a decision that is applied in the runtime data plane.
The planning inputs are an application request, a typed operator-effect catalog, and a CI
rule library. Natural-language request normalization and context extraction can be used
as an upstream front end, but are outside the evaluated mediator; all experiments assume

that requests have already been converted into structured utility and CI fields.
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The mediator produces one of two evaluated outcomes: a selected preprocessing
pipeline or a rejected application request. A request is rejected when no generated candi-
date satisfies the active utility, CI, and residual-disclosure constraints. When a selected
pipeline exists, it is deployed in the runtime data plane to transform sensor data before
release to the downstream application. Candidate generation, utility checking, residual
propagation, and final selection are symbolic. Optional LLM use is restricted to bounded
norm judgment and cannot enumerate pipelines, override hard rules, or perform final selec-

tion. The symbolic planner and rule evaluator retain authority over all release decisions.

Trust and authority boundary. privMediator assumes that the mediation layer,
operator-effect catalog, CI rule library, and runtime enforcement boundary are trusted
and isolated from downstream applications. The evaluated system decides what represen-
tation to release once a structured request has reached this trusted boundary; it does not
solve malicious sensors, compromised hardware, applications that lie about their purpose,
or side channels outside the mediator. This assumption lets the chapter focus on the
decision procedure for representation release, while Section 3.6 discusses complementary

deployment controls.

3.3.2 Application Requests and Operator-Effect Contracts

Applications are represented by structured requests rather than raw-stream entitlements.
An application request A contains a utility contract U, and a CI context C4. The utility
contract specifies the requested task capability, acceptable sensing sources, accepted out-
put representations, request-level CI requirements, residual-disclosure bounds, and numer-
ical quality requirements. The CI context provides the sender, subject, recipient, purpose,
transmission principles, physical space, and social context used during rule evaluation. For
example, a visitor-presence application may accept a detection record, occupancy count,
redacted video-like input for a fixed downstream model, or final event label, while also

requiring minimization or forbidding identity-bearing outputs. The evaluated request fam-
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ilies cover visitor presence, fall detection, activities of daily living, and domestic sound

monitoring under both fixed-input and flexible-output application interfaces.

We model the operator catalog as a typed effect system over representations. Let
T be the set of technical representations, including media representations such as raw
video, redacted video, filtered audio, and semantic representations such as detections, pose
keypoints, sound-event labels, occupancy records, and task events. Each operator variant
o € O declares an input type predicate 7,(0), an output representation 7., (0), utility
capabilities (o), CI annotations (o), transformation effects 7(0), and residual-disclosure
effects §(0). A pipeline candidate ¢ = (01, ..., 0) is type compatible when each operator
consumes the representation produced by the previous operator, subject to the catalog’s
cap-matching and schema-adapter rules. Table 3.2 shows one representative contract; the

released artifact contains the complete operator catalog used in the evaluation.

A candidate is symbolically utility-compatible when its final output representation
matches one of the accepted output caps in U, and its accumulated utility capabilities
support the requested task capability. Numerical quality requirements, such as latency,
recall, precision, or count error, are not proved by symbolic planning; they are evaluated

separately in the downstream utility experiments.

The residual disclosure state is a vector over sensitive attributes. Let D be the eval-
uated set of tracked residual attributes (e.g., identity, face, gait, speech content, trajec-
tory, and aggregate presence). Each candidate has a residual vector d. € LIP!, where
L = {none, low, medium, high, unknown} is ordered as none < low < medium < high <
unknown. The implementation maps these levels to ordinal values p(none) = 0, p(low) = 1,

p(medium) = 2, p(high) = 3, and p(unknown) = 4.

Operators compose by abstract interpretation over this residual vector. For an opera-
tor o, the next residual vector is computed from the current vector d and the operator’s
residual effect §(0). Media-preserving operators use a preserve default: unmentioned at-
tributes remain unchanged. Semantic summarization operators may use a drop default,

resetting unmentioned raw-media attributes to none before explicit effects are applied.
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Table 3.2: Example operator-effect contract. The mediator uses the contract to reason
about both utility and residual disclosure before execution.

Contract field Example value

Input representation raw video frames or video windows

Output representation pose-keypoint sequence

Utility capabilities fall-detection and activity-recognition support
Transformations removes raw pixels, face texture, and background imagery

Residual disclosure vector face: none; identity: low/medium; body shape: medium; gait: medium; activity: high; location:
medium; trajectory: medium
CI annotations data minimization, semantic feature release, no raw-video release

Join and fusion operators combine streams conservatively using attribute-wise maximum,

and may add correlation risks such as co-presence or trajectory.

The implementation applies explicit effects in a fixed order. set assigns a declared risk
level; remove sets an attribute to none; reduce lowers a risk level according to the declared
reduction rule; and add conservatively raises an attribute when fusion or correlation may
reveal additional information. Thus, residual propagation is deterministic composition

over typed operator effects, not an LLM judgment.

Table 3.2 illustrates one contract; the residual vector records what remains inferable
after preprocessing rather than treating a transformation as categorically private. These
contracts are authored, versioned artifacts rather than learned privacy guarantees. The
implementation therefore treats unknown or unvalidated effects conservatively, and the
evaluation interprets residual-disclosure estimates as auditable engineering assumptions

rather than formal leakage bounds.

3.3.3 Candidate Generation and Residual CI Flows

Candidate generation is a bounded symbolic search, not an LLM planning step. The op-
erator catalog induces a directed multigraph G = (V, E) in which vertices V' are technical
representations and edges E are operator variants that transform one representation into
another. The planner searches over type-and-effect states rather than representations
alone, because two paths may produce the same output representation while inducing

different residual disclosures, CI terms, transformations, or utility capabilities.
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A planner state is a tuple

s = (r,d,K,T', P),

where 7 is the current representation, d is the current residual disclosure vector, K is the
accumulated set of utility capabilities, I' is the accumulated set of CI annotations and
transmission principles, and P is the operator sequence. The planner initializes source
states from source variants that satisfy A’s source requirements, then performs a goal-
directed breadth-first search over operator variants whose input caps match the current
representation. The search is bounded by a maximum depth and maximum number of

expanded states.

A state emits a candidate when its current representation matches an accepted output
cap in U, and its accumulated capabilities satisfy the requested task capability. The
planner may apply request-level prefilters, such as accepted-cap transformation constraints
or residual-disclosure bounds, but these prefilters are not the final authorization decision;

the layered CI evaluator and final selector still evaluate emitted candidates.

For each emitted candidate ¢, the mediator constructs a residual CI flow

fc - (CA7 Te, dca Fa Uc)a

where C'4 supplies the sender, subject, recipient, purpose, context, space, and transmis-
sion principle; 7. is the final output representation; d. is the candidate’s residual disclosure
vector; I'. contains accumulated CI annotations; and o, records the pipeline stage. Resid-
ual attributes are mapped into Cl-relevant information types: speech-content residuals
become speech-related information types, aggregate-presence residuals become occupancy
information, and trajectory residuals become inferred movement information. The staged-
flow vocabulary distinguishes raw media, transformed media, semantic features, aggregate

records, and final task events so rules can constrain disclosure at each stage.

The implementation preserves staged flows by default. We use four stage labels—

raw input, intermediate representation, retained artifact, and output to application—so
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hard rules can distinguish transient in-hub processing from artifacts that are retained or

released. The no-staged-flows ablation collapses these labels to the output boundary.

3.3.4 Layered CI Evaluation and Probe Validation

The CI evaluator applies rule-library constraints to each residual flow f. in layers. Clas-
sification rules first add tags to the residual flow. Hard denial rules reject prohibited
flows. Required-condition, required-transformation, and conditional-allowance rules check
whether the flow contains necessary transmission principles, contextual fields, transforma-
tions, or forbidden conditions. Preference-only rules may inform diagnostics or ranking,
but are not treated as hard accept/reject decisions. The evaluated rule library includes
hard denials, required conditions, required transformations, conditional allowances, and

preference-only rules with explicit provenance.

Rule authoring and maintenance. The rule library is a deployment artifact. In
our prototype it is hand-authored from contextual integrity scenario requirements and
public policy or guidance examples, and each rule records provenance metadata: a source
name, source type, natural-language policy statement, and, for external sources, a URL.
The evaluated libraries draw from short-term-rental platform policies (Airbnb and Vrbo),
campus and workplace surveillance policies, and legal, regulatory, or professional guidance
for schools, research, and clinical settings; a small number of created templates capture
mediator-specific boundaries such as final-task-decision outputs. We use these sources
as representative policy constraints for evaluating the mediation architecture, not as a

complete legal or platform-compliance implementation.

The rules fall into four operational families: hard denials, such as hidden recording
devices or cameras in prohibited private spaces; required conditions, such as disclosure,
explicit consent, authorized-personnel access, or limited retention; required transforma-
tions, such as face redaction, speech-content removal, or aggregation before release; and

preference-only rules, which may affect diagnostics or ranking but do not authorize or
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deny by themselves. In a deployment, these rules would be authored and revised by the
organization or governance body responsible for the space, potentially with input from le-
gal, compliance, resident, worker, patient, or research-ethics stakeholders. Rules need not
change for every application: they change when policy, social context, sensor placement,
or acceptable transmission principles change, while new technical capabilities are added

through operator contracts.

If a candidate fails a hard rule, it is rejected before any LLM judgment is considered.
For candidates that pass hard rules, the mediator may invoke an LLM as a bounded
norm interpreter over the structured residual flow. In normal operation, the LLM cannot
override hard rules, enumerate pipelines, or perform final selection; an LLM-only mode
exists only as an ablation. The CI rule library is configurable rather than a universal
normative oracle, so deployments can replace or extend the rules with institutional policy,

legal constraints, or survey-derived norms without changing the synthesis algorithm.

The mediator also maintains a metadata residual estimate d*** from operator con-
tracts. When transformed artifacts and a probe configuration are available, empirical
privacy probes estimate inferability from the concrete transformed output. These probes
are implemented as auxiliary detectors or recognizers over transformed artifacts, such
as face detection, person/body detection, OCR, scene-object probing, audio-presence
checks, ASR-based speech-content checks, diarization, and aggregate or trajectory in-
ference probes. They do not directly authorize a flow; they only produce a probe residual

vector dProbe,

Probe evidence is combined conservatively with metadata:

de; = max(dys®, dP°™) Vi€ D,

) eyt

where the maximum is taken under the residual-risk ordering above. Thus probe evidence
can make a candidate appear more revealing, but cannot make it appear safer than its

symbolic contract. The probes are implementation checks for concrete artifacts, not formal
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privacy proofs against arbitrary observers. When no probe artifacts are supplied, final
selection uses d™** alone; Probe configurations and per-artifact outputs are retained in

the released evaluation artifacts.

3.3.5 Least-Revealing Feasible Selection and Rejection

The final selector consumes generated candidates, CI evaluations, optional probe results,
and the application request. Let C be the set of generated candidates. The selector first

forms the feasible set:
Cias ={c€C:U(c,A) =1 NCI(f,,N) = accept Ad. X ba},

where by is the request’s residual-disclosure bound and =< is attribute-wise comparison

under the residual-risk ordering.

Among feasible candidates, privMediator selects the lowest-disclosure feasible candi-
date according to a context-specific residual-risk score. Let w¢, be the policy weight
vector active for the request context, where w¢, ; encodes how strongly the deployment

penalizes residual attribute ¢ in this purpose and context. The residual-risk score is

RCA (C) = Z WCy,i* p(dC,i)'
€D
The default selector chooses

¢ =arg min Rg,(c).
c€Creas

Deterministic tie breakers (including lexicographic attribute ordering Lex(d.), pipeline
latency, and application output priority) are applied sequentially if multiple candidates
share the minimal risk score. The residual-risk weights are transparent policy parameters,
not learned constants or universal privacy claims; in our experiments, they are hand-

authored and tested through the ablations in Section 3.4.5.

If Crens is empty, privMediatorreturns a rejected application request: no transformed
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Algorithm 2 Cl-constrained preprocessing pipeline mediation

Require: application request A, operator catalog O, CI rules N, optional probe artifacts

T

Ensure: selected preprocessing pipeline or rejected application request

1:
2:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:

Load structured utility contract U, and CI context C'4 from A
Construct source states and operator variants from typed operator-effect contracts in
O
Run bounded BFS over type-and-effect states s = (7,d, K, T", P)
Emit candidates whose output caps and accumulated capabilities satisfy Ua
for each candidate ¢ do
Construct residual CI flow f, = (Ca, 7, d™% T, 0,)
Evaluate f. using CI rules N and optional bounded norm judgment
if probe artifacts T are available for ¢ then
Run empirical probes to estimate dPrbe
Set d, < max(d™e®®, dPrPe) attribute-wise
else
Set d,. +— dret®
end if
end for
Build feasible set Creas = {c: U(c, A) = 1 ACI(f.,N) = accept Ad. X ba}
if Crens = 0 then
return rejected application request with diagnostics
end if
Select ¢* = arg min.ec,.,. Re, (¢) with deterministic tie breakers
return selected preprocessing pipeline ¢*

representation is released. Diagnostics distinguish no utility-compatible representation,

hard denials, residual-disclosure failures, and unresolved constraints. Deployments could

route some rejected or uncertain requests to consent, human review, or degraded-task

negotiation, but our evaluation treats them as rejected application requests.

3.3.6 Algorithm

Algorithm 2 summarizes the implemented procedure.
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3.4 Evaluation

We evaluate whether privMediator can mediate smart-space sensing requests by preserv-

ing downstream utility while enforcing configured CI constraints and reducing residual

disclosure under operator contracts. The evaluation has five purposes: decision coverage,

downstream utility, human judgments of perceived contextual appropriateness, ablations,

and deployment-oriented context-switch latency. Throughout this section, Cl-conflict

and hard-rule-violation counts are configured-rule audit metrics: they measure whether a

method releases flows that violate the authored rule library used in the experiment. They

should be interpreted as policy-compliance and selectivity metrics, not as independent

ground truth about all possible stakeholder preferences.

RQ1:

RQ2:

RQ3:

RQ4:

RQ5:

Synthesis and feasibility. Does the mediator select a utility-compatible output
when one is contextually acceptable, and reject the application request when no

feasible release exists?

Downstream utility. Conditional on selecting an output, do generated preprocessing
pipelines preserve task performance relative to raw input and manually tuned prepro-

cessing?

Perceived contextual appropriateness. Are less revealing mediated information
flows judged more appropriate than raw or utility-maximizing outputs, and how do

method-level ratings change once rejected contexts are considered?

Design choices. Which mediator components affect selection rate, utility retention,

and contextual appropriateness?

Dynamic context switching. Can the mediator recompute decisions quickly
enough for context changes, and does it avoid hard-rule-violating releases during those

changes?
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Table 3.3: Downstream utility tasks, datasets, interfaces, and primary metrics.

Downstream model/input

Primary utility metric

Task Dataset
Visitor presence detec- ChokePoint
tion et al., 2011)
Fall detection Le2i Fall
et al., 2013)

ADL recognition
et al., 2022)

YouHome ADL (Pan

Person detector over image/video
frames; predictions aligned to
frame-level person annotations
Pose-based fall classifier over key-
point sequences/windows
Audio—visual ADL classifier over
synchronized image frames and au-

Frame-level person-presence F1

Video-level macro-F1

Macro-F1 over ADL classes

dio waveform segments
Multi-label audio tagger over fixed- Macro-F1 over sound labels
duration audio chunks

Domestic sound moni- CHiME-Home
toring (Foster et al., 2015)

3.4.1 Experimental Setup

Tasks and datasets. We evaluate utility on four smart-space tasks that match the task
categories in our contextual-integrity scenario pool: visitor presence detection, fall detec-
tion, activity-of-daily-living (ADL) recognition, and domestic sound monitoring. Table 3.3
gives the dataset, downstream interface, and primary metric for each task; dataset-specific

preprocessing and evaluator configurations are retained in the released artifacts.

Context scenarios. We instantiate 33 contextual-integrity scenarios across the
four tasks: eight visitor-presence scenarios, eight fall-detection scenarios, eight ADL-
recognition scenarios, and nine domestic-sound scenarios. Each scenario fixes the context,
space, sender, subject, recipient, purpose, and transmission principle, but leaves the
released representation unspecified. Scenario identifiers are not contiguous because pilot

and ambiguous child /guardian scenarios were removed after survey-design feedback; for

example, the final pool contains 33 scenarios even though one retained identifier is S034.

Application contracts. We evaluate two application-interface assumptions. In the
fized-input setting, the downstream application expects the representation used by the
existing task evaluator, such as image/video frames, pose-compatible inputs, synchronized
audio-video, or audio waveforms. In the flexible-input setting, the application declares
several acceptable output representations, including semantic outputs such as detections,

occupancy counts, pose keypoints, sound-event labels, or event records. The fixed-input
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and flexible-input requests share the same task goals but differ in the set of representations
accepted at the application boundary; the exact schemas and adapters are retained in the

released artifacts.

Compared methods. We compare RAW, a developer-written MANUAL preprocess-
ing policy, a DIRECT-LLM baseline, and privMediator. RAW forwards the original sen-
sor stream. MANUAL applies a fixed task-specific preprocessing policy without context-
specific CI reasoning. DIRECT-LLM selects or refuses a pipeline using a prompt over the
application request and context. privMediator performs symbolic candidate generation,
utility checking, residual-flow construction, CI filtering, and least-revealing feasible selec-
tion. We also evaluate ablations that remove CI filtering, optimize utility only, or alter
the final selection objective. The fixed and flexible operator catalogs contain 25 and 28
operators, respectively; selected pipelines use 23 distinct operator IDs, all present in the

corresponding catalogs.

Hardware. Experiments were run on a workstation with an NVIDIA GeForce RTX
2070 GPU and an AMD Ryzen 7 3800X 8-core processor with 16 hardware threads.
GPT-40-mini (Hurst et al., 2024) was used as the LLM for both the direct LLM baseline

as well as privMediator.

3.4.2 Pipeline Synthesis and Feasibility

This experiment asks whether each method selects an output and whether it releases data
in contexts where the configured rule library says no feasible release should exist. We
use Rejected for cases where the method returns no output because no generated pipeline
satisfies the active utility, CI, and residual-disclosure constraints. We use Review only for
the direct-LLM baseline when it explicitly asks for human review rather than selecting or
rejecting.

Figure 3.3a summarizes decisions across the 33 context scenarios. RAW and MANUAL
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Figure 3.3: Coverage and configured-rule audit outcomes across 33 scenarios. Direct-LLM
review is counted with rejected decisions because no data is released. Cl-conflict and hard-
rule-violation releases are fixed-input outputs that violate the configured CI audit rules.

always select an output. DIRECT-LLM selects an output in 28 scenarios and returns no
output in five cases: four rejected requests and one review decision. privMediatorselects
an output in 18 scenarios and rejects 15 requests. These rejections are mediation decisions,
not execution failures: they indicate that, under the configured rule library and residual
bounds, the mediator found no utility-compatible representation that also satisfied the
active CI and residual-disclosure constraints. RAW releases raw video, audio, and AV
streams; MANUAL, DIRECT-LLM, and privMediator primarily release redacted images,

pose, filtered audio, or redacted/filter AV outputs when they select a pipeline.

Residual-disclosure accounting. We also audit residual disclosure and rejection
causes. Contract-derived accounting shows that transformed outputs reduce raw-like
exposure, face exposure, and speech-content exposure relative to RAw. Table 3.4 gives
the compact main-body summary: in the fixed-input run, privMediatorreleases no raw-
like outputs, no selected outputs with medium-or-higher face exposure, and no selected
outputs with medium-or-higher speech-content exposure. These values are metadata
audits over typed operator effects, not formal leakage guarantees; empirical probes are
used as conservative implementation checks that can raise, but not lower, residual-risk
estimates. The released evaluation records contain the full residual-disclosure vectors

and probe outputs.
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Table 3.4: Contract-derived residual disclosure for selected outputs. Values are descriptive
metadata audits, not formal leakage guarantees.
Run Method Sel. Raw-like Mean risk Face > med. / Speech > med.

Fixed Raw 33 25 27.5 72.7% / 51.5%
Fixed  MaNUAL 33 0 18.0 0.0% / 15.2%
Fixed  privMediator 18 0 17.4 0.0% / 0.0%

Flexible Raw 33 25 26.3 72.7% / 51.5%
Flexible MANUAL 33 0 16.3 0.0% / 15.2%
Flexible privMediator 21 7 14.4 19.0% / 14.3%

The refusals also reflect substantive contextual constraints rather than missing im-
plementations. Nomne of the 15 privMediator rejections was dominated by lack of utility
support: each had at least one utility-compatible representation, but all feasible represen-
tations failed a hard denial, required condition, or residual-disclosure constraint. Four re-
fusals involved hidden or undisclosed monitoring, four involved private or sensitive spaces,
and the remaining seven reflected routine surveillance, research /bystander limits, outdoor-
location conditions, or indoor-audio constraints. This matters because a rejection is not
equivalent to a failed pipeline run; it is the mechanism by which the mediator surfaces a
conflict between application utility and configured contextual constraints. The released
evaluation records retain the per-scenario rejection diagnostics and generated candidate

traces.

3.4.3 Downstream Utility

We report utility conditional on a method selecting an output, and report selec-
tion/rejection counts separately. Utility retention is the primary task metric divided
by the corresponding RAW metric; it is not coverage-adjusted, so it measures whether
released outputs remain task-useful while leaving the availability cost visible. Fixed-input
outputs are evaluated with the existing task evaluators, while flexible semantic outputs

use the adapter boundary declared in the application contract.

Across four tasks, privMediatorretains 96.5% fixed-input selected-output utility and
91.2% flexible-input selected-output utility. Table 3.5 shows that the utility tradeoff is

not uniform across tasks. In the fixed-input setting, selected outputs retain manual-
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Table 3.5: privMediator selected-output utility by task. Utility is conditional on release

and normalized to RAW.
Task Fixed sel. Fixed ret. Flex sel. Flex ret.

Visitor 4/8 0.973 7/8 0.858
Fall 6/8 1.000 6/8 0.804
ADL 4/8 1.021 4/8 1.021
Sound 4/9 0.866 4/9 0.966

Table 3.6: Coverage-aware summary for principal methods. Utility is selected-output
retention averaged over task-level primary metrics; configured-rule conflicts are fixed-
input audit counts.

Method Fixed sel. Flex sel. Fixed util. Flex util. Cl-conflict rel. Hard-rule viol. Survey mean
Raw 33/33 33/33 1.000 1.000 15 5 2.83
MANUAL 33/33 33/33 0.965 0.927 15 5 3.43
DirecT-LLM  28/33 33/33 0.965 0.822 11 2 3.56
privMediator 18/33 21/33 0.965 0.912 0 0 3.72

policy utility whenever a Cl-feasible representation exists. In the flexible-input setting,
Visitor and Fall lose selected-output utility because the mediator chooses more minimized
outputs such as counts, detections, or pose keypoints; ADL remains stable, and Sound
retains 96.6% of raw utility when selected. Table 3.5 presents the per-task selected-output

results used in this summary.

Table 3.6 gives the combined coverage-aware view. It shows the tradeoff that selected-
output utility alone obscures: always-releasing methods retain high availability but release
in configured Cl-conflict contexts, while privMediatorreduces availability by refusing no-

feasible-output scenarios and retains high utility on selected outputs.

Figure 3.3b summarizes the coverage-aware interpretation for the fixed-input run
across the full context pool. Selected-output utility alone can be misleading: methods that
always release data can obtain high utility by releasing in contexts where release should not
occur. RAW and MANUAL each release in 15 Cl-conflict contexts, including 5 hard-rule-
violating releases. DIRECT-LLM reduces but does not eliminate these releases, selecting
outputs in 11 Cl-conflict contexts, including 2 hard-rule-violating releases. privMediator

has lower selection rate, but eliminates Cl-conflict and hard-rule-violating releases.

Selected-output utility shows that privMediator’sreleased pipelines remain task-useful;
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selection rate and configured-conflict counts show the complementary cost and benefit of

refusing outputs in contexts where the rule library finds no Cl-feasible release.

3.4.4 Perceived Contextual Appropriateness Survey

We evaluate perceived contextual appropriateness with a Prolific (pro, 2026) survey in
which participants rated concrete scenario-output information flows from the perspective
of the person the data is about. Items combined a CI context with a shared output;
method labels were hidden. The survey measures perceived appropriateness, not objective
leakage, legal compliance, or consent validity. The completed-session analysis includes 82
participants and 1,476 analyzed ratings over deduplicated scenario-output pairs. The
survey instrument, filtering criteria, randomization procedure, and anonymized response

summaries are retained in the released artifacts.

privMediator receives the highest descriptive method-linked mean rating among the
principal methods (3.72, with 66.0% of ratings at least 4), but differences among trans-
formed outputs are smaller than the difference between raw and transformed outputs. A
mixed-effects model finds that raw outputs are rated lower than the transformed-output
reference condition (coefficient —0.64, p < 0.001), while differences among privMediator,
DIRECT-LLM, and MANUAL selected outputs are comparatively small. We therefore in-
terpret the survey as supporting the contextual plausibility of transformed releases, while
the configured-rule audit captures privMediator’sdistinct policy-level selectivity: DIRECT-
LLM still releases in 11 fixed-input Cl-conflict contexts, including 2 hard-rule-violating

releases, whereas privMediatoreliminates those releases.

3.4.5 Ablations and Dynamic Context Switching

The ablations isolate two effects. First, CI filtering controls refusal: UTILITY-ONLY and
No CI FILTER select outputs in every context and retain high selected-output utility, but

do so by releasing data in contexts where the full mediator rejects the request. Second,
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Table 3.7: Key ablations. CI filtering controls refusal; least-revealing selection controls
which feasible output is released.

Method Fixed sel. Fixed util. Survey mean Approp.
privMediator 18/33 0.965 3712 66.0%
UTILITY-ONLY 33/33 1.000 2.97 44.2%
No CI FILTER 33/33 0.965 3.45  59.5%
NO LEAST-REVEALING 18/33 0.989 3.31 52.5%
LATENCY-FIRST 18/33 0.989 331  52.5%

least-revealing selection controls what is released after feasibility filtering: NO LEAST-
REVEALING and LATENCY-FIRST keep the same refusal decisions as privMediator but
choose more revealing feasible outputs, increasing utility retention while lowering appro-

priateness ratings. Table 3.7 gives the comparison needed to isolate these two effects.

To check whether mediation is practical under changing contexts, we replayed 17
context phases across four dynamic traces. privMediatorrecomputed decisions when the
CI tuple changed rather than per frame, selected outputs in 12 phases, rejected or reviewed
5, and made zero hard-rule-violating releases. RAW and MANUAL released in all phases
but produced hard-rule-violating releases in 4/17 phases; DIRECT-LLM produced hard-
rule-violating releases in 2/17. Median privMediator context-switch latency was 2.28s,
dominated by candidate generation rather than CI rule checking. Per-phase decisions

and latency traces are retained in the released evaluation records.

3.5 Related Work

Privacy tensions and contextual norms in smart environments. Prior work
shows that smart-environment privacy is a social and contextual problem involving de-
vice owners, household members, guests, workers, and bystanders. Studies of smart-home
users and incidental users identify concerns about sensing infrastructure owned or config-
ured by others (Zeng et al., 2017; Cobb et al., 2021; Alshehri et al., 2022), while work on
guests and bystanders shows that expectations depend on relationships, familiarity with
the space, and the social cost of raising privacy concerns (Marky et al., 2022; Thakkar

et al., 2022). Contextual integrity has been used to measure smart-home privacy norms
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and interpersonal data-sharing expectations (Apthorpe et al., 2018; He et al., 2024), and
to encode legal rules or privacy preferences for automated reasoning over information
flows (Barth et al., 2006; Apthorpe et al., 2018; Abdi et al., 2021). This work motivates
our use of CI, but it primarily tells us which information flows may be appropriate. Our
contribution is complementary: we operationalize CI as a runtime synthesis problem, de-
ciding which executable preprocessing pipeline can produce a utility-preserving residual

flow that satisfies those contextual constraints.

Privacy awareness, notice, and preference learning. Another line of work seeks
to make privacy practices more visible or easier to act on. Privacy labels communicate
[oT or app data practices to users, but prior work shows that labels can be difficult to
design, incomplete, or dependent on presentation format (Emami-Naeini et al., 2020; Li
et al., 2022; Caven et al., 2024). Privacy assistants and notice-and-choice tools provide
more interactive support by learning preferences, delivering notices, or helping users make
privacy decisions in mobile and IoT settings (Langheinrich, 2002; Das et al., 2018; Liu
et al., 2016; Colnago et al., 2020; Feng et al., 2021). These systems improve awareness and
preference expression, but they generally assume that privacy decisions can be made by or
for reachable individuals. Frictional shared smart environments weaken this assumption:
affected people may be transient, unknown, socially unable to object, or sensed together
with others. Our system therefore focuses on reducing unnecessary disclosure through

mediation when direct notice or negotiation is unavailable or insufficient.

Managing privacy and control in shared environments. Several systems address
multi-user control in smart environments. Prior work studies how households coordinate
and contest control over smart-home devices and proposes mechanisms for access control
or conflict resolution among multiple users and devices (Geeng and Roesner, 2019; Sikder
et al., 2022). Other systems explore collective or negotiated control: Hivemind supports
democratic control of public actuators (Kim et al., 2021), TEO provides ephemeral own-

ership so stakeholders can control data generated while they are present (Zhang et al.,
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2022a), and ThingPoll supports negotiation of privacy settings for shared sensing de-
vices (Zhou et al., 2024). These systems recognize that privacy decisions in shared envi-
ronments cannot be made solely by device owners. Our work targets a different point in
the design space: cases where affected stakeholders cannot reliably be reached or coordi-
nated. Rather than depending on negotiation as the primary mechanism, the mediator
uses contextual constraints and operator contracts to select a least-revealing feasible rep-

resentation, or reject the application request when no acceptable release exists.

Privacy-preserving sensing and data-processing middleware. A complementary
line of systems protects privacy by mediating how applications access, transform, and
transmit sensor data. DARKLY interposes on computer-vision inputs and applies privacy-
preserving transformations before perceptual applications receive visual data (Jana et al.,
2013), while ipShield enforces context-aware privacy policies by mediating access to sensed
information (Chakraborty et al., 2014). FlowFence, SmartAuth, and ContexloT constrain
[oT application behavior through declared data flows, semantic authorization, or context-
aware prompts (Fernandes et al., 2016; Tian et al., 2017; Jia et al., 2017). Other systems
use hubs, gateways, or middleware to filter, transform, or minimize data before it leaves
the local environment, including Privacy Mediators, TIPPERS, PFirewall, Peekaboo, and
PrivGuard (Davies et al., 2016; Mehrotra et al., 2016; Chi et al., 2019; Jin et al., 2022;
Wang et al., 2022). These systems show that privacy can be enforced in the data path
rather than only through notice or policy text. However, they typically enforce declared
flows, apply fixed policies or fixed transformations, mediate known data types, or minimize
outgoing data under a predetermined policy. privMediatorinstead synthesizes preprocess-
ing pipelines at runtime from typed operator-effect contracts, checks whether candidate
outputs satisfy an application utility contract, evaluates the residual CI flow, and selects

the least-revealing feasible representation.

LLM-assisted privacy reasoning. Recent work uses large language models to parse

privacy policies, reason about legal requirements, and assist with privacy-preserving data

7



processing (Khandelwal et al., 2021; Rahat et al., 2022; Rodriguez et al., 2024; Li et al.,
2025b; Chen et al., 2025). Other work connects LLMs to contextual integrity or privacy-
preserving function selection, using models to summarize information, judge whether
disclosures are appropriate, or select privacy-preserving transformations from natural-
language requirements (Li et al., 2025a; Khan et al., 2026; Wang et al., 2024). These
works suggest that LLMs can help bridge informal privacy expectations and executable
mechanisms. Our system uses LLMs only in bounded roles, such as optional upstream
request normalization or structured norm judgment. LLMs do not enumerate pipelines,
override hard CI rules, or perform final authorization. The enforceable decision structure
remains symbolic: typed contracts define the candidate space, CI rules constrain the resid-
ual information flow, and the final selector chooses among feasible candidates or rejects

the request.

3.6 Discussion

Trusted mediation boundary. privMediator assumes a trusted mediation layer be-
tween infrastructure sensors and downstream applications. The mediator, operator-effect
catalog, CI rule library, and runtime enforcement boundary must be isolated and trusted.
While the system reduces unnecessary exposure by transforming data before release, it
does not prevent all adversarial behavior; a malicious application might combine per-
mitted outputs with out-of-band side channels, misstate its purpose before the request
reaches the mediator, or infer sensitive facts from repeated permitted outputs. A com-
promised sensor could also bypass the planning plane entirely. Practical deployments
therefore require complementary infrastructure security, including sensor attestation, ap-
plication authentication, audit logging, access revocation, and sandboxed execution. Our
contribution is not a complete trusted-computing architecture, but rather the auditable
decision procedure for what data representation should be released when such a mediation

boundary is enforced.
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Beyond policy compliance. A configured-rule audit by itself would only show that a
method follows a policy. privMediatoris intended to address the harder systems question
of how an authored policy becomes an executable, utility-aware release decision. The
same rule library can admit multiple technically valid outputs with different utility and
disclosure profiles; conversely, a rule violation may remain even after strong redaction if
the context forbids the underlying sensing or recipient relationship. The contribution is
therefore the coupling of rule evaluation with typed operator synthesis, residual-disclosure
propagation, and least-revealing feasible selection, not the claim that our experimental

rule library is the only correct set of norms.

Normative scope of configured CI rules. The CI rule library, residual-risk weights,
and operator contracts are authored artifacts rather than universal definitions of privacy.
In practice, these artifacts can be derived from institutional regulations, workplace policies,
building rules, community standards, or survey-derived norms. This separation intention-
ally decouples the synthesis procedure from the source of normative authority. However, it
also means that configured-rule violations in our evaluation are best understood as policy-
compliance and selectivity metrics: they show whether a method releases flows that violate
the authored rules used for the experiment, not whether all stakeholders would necessarily
agree with those rules. We therefore pair the configured-rule audit with selected-output
utility, residual-disclosure accounting, probe sanity checks, ablations, and participant ap-
propriateness ratings. The authoring burden is primarily a deployment/governance task
rather than an application-developer task: rules should be revised when policies, spaces,
sensor placements, or transmission principles change, while ordinary applications interact
with the mediator through utility contracts. In our evaluation, rejection diagnostics were
explained by recurring rule families—hidden recording, private-space bans, required no-
tice/consent, limited access/retention, and outdoor/security-purpose conditions—rather

than by per-application handcrafted decisions.
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Specification and contract verification. System efficacy depends heavily on the ac-
curacy of operator contracts and residual-disclosure estimates. Misconfigured operator
profiles could understate leakage, while overly conservative profiles could cause unnec-
essary application rejections. Operator contracts should therefore be versioned, testable,
and auditable. The residual-disclosure accounting in Section 3.4 is useful as a sanity check
because it summarizes the exposure implied by these contracts across selected outputs,
but it should not be read as a formal privacy or leakage guarantee. Our empirical pri-
vacy probes mitigate this risk by detecting unmodeled leakage in concrete transformed
artifacts, but they function as implementation checks rather than formal privacy proofs;
probe evidence can conservatively raise a candidate’s risk profile, but cannot guaran-
tee bounds against an unmodeled, stronger adversarial observer. A stronger deployment
would include independent red-team testing, residual-disclosure regression tests, and re-

view procedures for adding new operators or changing risk weights.

Operational costs of refusal. By making infeasibility explicit, privMediator avoids
silent releases of data that violate the configured policy. Strict refusal also introduces
operational costs in safety-critical settings such as fall detection, clinical monitoring, or
security response. Real-world deployments must decide how to handle these explicit re-
jections, for example by routing them to human-in-the-loop review, emergency escalation,
conditional consent, or degraded fallback tasks. privMediator’srole is to surface these con-
flicts and emit auditable diagnostics; exception handling remains a deployment-specific

governance decision.

Flexible application contracts. The flexible-input evaluation demonstrates the po-
tential benefit of applications that can accept multiple minimized representations, but it
should not be read as a claim that all smart-space applications are already flexible. Some
applications will remain bound to raw-like interfaces or will require new adapters before
they can consume semantic outputs such as counts, keypoints, or event records. The flex-

ible setting is therefore a design target: it shows what privacy mediation can gain when
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downstream applications expose purpose-bound utility contracts instead of hard-coded

raw-stream dependencies.

Limitations and generalizability. Our user study evaluates perceived contextual ap-
propriateness rather than legal compliance, consent validity, or quantitative information
leakage. Our utility evaluation is bounded by four smart-space tasks, 33 scenarios, and a
finite operator catalog. Extending privMediatorto other domains requires expanding the
operator schemas, adapters, and CI rule libraries, and validating the resulting residual-
disclosure estimates. Nevertheless, the central architecture—synthesizing typed prepro-
cessing pipelines, evaluating residual CI flows, and selecting the least-revealing feasible
representation—is not specific to the evaluated datasets and can be instantiated in other

sensor-saturated shared environments.

3.7 Conclusion

This chapter presented privMediator, a privacy mediator that constructs application-
visible sensor outputs in privacy-sensitive shared smart environments. Rather than re-
ducing privacy to a binary decision between raw-data access and denial, privMediator
generates candidate processing pipelines, checks whether their outputs satisfy an applica-
tion’s utility contract, constructs the residual information flows they induce, and selects
the least-revealing representation permitted by the configured contextual-integrity rules.
When no candidate satisfies the active utility, rule, and residual-disclosure constraints,

the system explicitly rejects the application request.

Across 33 scenarios and four smart-space tasks, privMediator retains high selected-
output utility while making no releases that violate the configured hard rules. The user
study further indicates that transformed outputs are generally perceived as more appro-
priate than raw streams. The configured-rule audit captures a complementary benefit

that perception ratings alone do not, because the mediator refuses release when the cur-
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rent context admits no feasible representation. The contribution is therefore an auditable
architecture for making utility, disclosure, and refusal tradeoffs explicit, not a claim of

universal privacy or formal leakage elimination.

Within the dissertation, privMediatoraddresses the representation pillar by determin-
ing which technical form of event-relevant information may be provided to a downstream
application. It establishes raw observations, transformed observations, semantic features,
and event-level outputs as governed alternatives rather than predetermined interfaces.
The chapter still assumes, however, that the sensing and inference operations needed to
produce a selected representation are available for execution. The next chapter turns to
that systems problem and asks how complex-event progress can determine which sensing
and inference computations should run, where they should execute, and what state must

accompany them.
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CHAPTER 4

Adapting Distributed Sensing and

Computation as Complex Events

Unfold

Chapter Overview

The preceding chapters considered how a sensing system can construct event explanations
and govern the representations exposed to applications. This chapter examines a third
question: can the progress of a complex event help determine which sensing and inference

computation should run next?

We explore this question through FABLE, a Python prototype and experimental
testbed for progress-driven orchestration. At the time of the reported evaluation, each
complex-event workflow was authored separately in Python. The author specified
its predicates, participant roles, ordering, temporal conditions, and, in several cases,
scenario-specific execution hints. The prototype then tracked partial occurrences of that
workflow, identified which authored predicate was currently enabled, and activated a
corresponding predefined provider pipeline. When more than one source or placement

was feasible, a bounded ranking procedure selected among the small number of available

83



realizations.

This scope is deliberately narrower than a general-purpose complex-event runtime.
The prototype did not provide an external language through which an arbitrary user could
define a new event, nor did it synthesize novel perception pipelines. Instead, it allowed
us to study whether event progress could serve as a useful orchestration signal in nine
curated workflows executed through a controlled MQTT- and replay-based testbed. In the
dissertation’s framing, the chapter therefore asks: within a developer-authored complez-
event workflow, how can current progress determine which configured computation is useful

next?

4.1 Introduction

Complex events unfold through several related observations rather than one detector in-
vocation. A convoy-like event may involve one vehicle crossing a view, another vehicle
following within a bounded interval, and the scene later clearing. A robbery workflow
may combine an audio trigger with evidence about a vehicle observed before or after that
trigger. Recognizing such events requires maintaining partial progress, binding observa-
tions to participant roles, and evaluating temporal or spatial relationships across sensing

modalities.

Complex event processing provides abstractions for temporal and relational patterns,
but commonly assumes that the primitive events already exist as streams. In a camera-
and microphone-based deployment, those primitives must first be produced by perception
components. A predicate such as FOLLOWS may depend on detection, tracking, and ge-
ometric reasoning, while an audio predicate may require a classifier over a microphone
stream. Running every component continuously can waste computation and bandwidth.
A fixed pipeline, however, cannot take advantage of the fact that different evidence be-

comes useful at different stages of an event.

This chapter explores a simple hypothesis: the current progress of a complex event can
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be used to decide which configured sensing and inference pipeline should be active. For
example, a workflow need not evaluate a follower relationship until a possible leader has
been observed. Similarly, a post-trigger vehicle search need not run before the correspond-
ing alarm or gunshot stage becomes active. Event progress can therefore act as a control

signal for starting, retaining, or stopping work.

We investigate this hypothesis through FABLE(Frontier-Aware Binding and Lifecycle
Execution), a Python research prototype coupled to an MQTT- and replay-based experi-
mental testbed. The prototype represents the progress of a possible event occurrence as a
partial instance. Its active frontier contains the predicates in the authored workflow that
can currently advance that instance. When a predicate result is accepted, the prototype
updates the instance, derives the next frontier, and activates the provider work associated

with that frontier.

The scope of this contribution is important. At the time of the reported evaluation,
FABLE did not expose a general user-facing complex-event language. Each evaluated
workflow was implemented separately as Python code. The developer specified the event
structure, roles, predicates, temporal conditions, and often scenario-specific annotations.
The available perception implementations were also registered in advance as a small cat-
alog of provider chains. In many workflow stages, only one chain was applicable, so
the pipeline was effectively predetermined. Where several sources, provider variants, or
placements remained feasible, the prototype checked and ranked those limited realizations
using deployment state and profiled costs. It did not invent a new pipeline or search a

large implementation space.

This distinction separates two forms of behavior. The developer determined what
the complex event meant and which configured mechanisms could establish its predicates.
The prototype automated when the next authored stage became relevant and, when a
small choice existed, which feasible realization to use. We therefore present FABLE as
an exploration of progress-driven orchestration within a curated design space, not as a

general-purpose or production-ready complex-event system.
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We study the prototype using 89 recorded traces spanning nine separately authored
workflows. The traces are replayed through logical sensing and compute nodes, allow-
ing the same data to be exercised under alternative activation policies and a controlled
network disconnection. These experiments measure the behavior of the curated work-
flows and testbed. They do not establish that the prototype generalizes to unseen event

definitions, large provider catalogs, or arbitrary physical deployments.

This chapter makes three contributions:

e We formulate progress-driven evidence activation as an orchestration question for
complex events whose primitive observations must be produced by sensing and in-

ference components.

e We develop an active-frontier prototype that automatically advances developer-
authored CE workflows and activates the predefined provider work associated with

their currently enabled predicates.

e We explore the resulting recognition—computation tradeoff in a controlled
MQTT /replay testbed using 89 traces and nine separately authored workflow

configurations, including a network-disconnection stress case.

The remainder of the chapter first defines the restricted problem considered by the
prototype. It then describes Python-based workflow authoring, partial instances and
frontiers, the limited provider-selection procedure, and the experimental testbed. Finally,

it presents the controlled evaluation and discusses what the results do and do not establish.

4.2 Problem and Prototype Model

We consider a deployment containing sensing sources and compute nodes. A source has
a modality and an associated node; a compute node has finite CPU, memory, and, where

available, GPU capacity. Network links expose the connectivity and transfer conditions
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used by the testbed. Recorded camera and audio streams can be replayed through the

same source interfaces used by the prototype.

An evaluated complex event is represented by a developer-authored workflow A,. The
workflow declares participant roles, primitive predicates, logical composition, and tempo-
ral ordering or windows. It is constructed in Python and registered with the prototype
before execution. The workflow is therefore an experimental input prepared by the devel-

oper, not the output of a user-facing language or automatic event-synthesis procedure.

For one possible occurrence of A,, the prototype maintains a partial instance ¢. The
instance records the workflow nodes already satisfied, participant bindings established by
observations, relevant event-time intervals, and whether the occurrence remains active,

has completed, or has expired. From this state, the prototype derives an active frontier

F(i) ={(p, B, W)},

where p is an enabled authored predicate, B contains any participant bindings already
known to that predicate, and W is its applicable event-time interval. This frontier is the

main interface between event progress and orchestration.

Each predicate p is associated with a small, developer-maintained set I1(p) of prede-
fined provider chains. A chain fixes a sequence of perception or reasoning components
and their typed inputs and outputs. For example, a visual transition may use a detector
followed by a tracker and a transition evaluator. The prototype does not synthesize such
a chain. In several evaluated stages, |II(p)| = 1, making the provider pipeline effectively

fixed.

When a frontier predicate becomes active, the prototype constructs the feasible realiza-
tions of its registered chain or chains. A realization specifies the input source or retained
artifact, the compute node used by each configured step, and any required transfer. In
the small experimental catalog, the main remaining choices are often which source to in-

spect or where to place a known pipeline. Alternatives that violate availability, resource,
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transfer, or timing constraints are removed. The remaining alternatives are ordered us-
ing a deterministic ranking over spatial preference, predicted completion, deadline slack,
startup and resource use, and transferred bytes. If only one feasible realization remains,

the ranking is vacuous.

The objective of the prototype is consequently modest: advance the authored workflow
while avoiding provider work that is not currently useful. We do not claim to solve a
general multi-tenant scheduling problem, discover new perception algorithms, or optimize
over a large space of arbitrary dataflows. The experimental question is whether this
restricted coupling between event progress and configured computation is useful in the

nine workflows studied.

4.3 Prototype Overview

FABLE couples a semantic progress tracker to a distributed execution testbed. The se-
mantic portion operates over a complex-event workflow authored in Python. It maintains
candidate occurrences of that workflow and identifies the primitive predicates that could
currently advance each candidate. The execution portion maps those predicates to pre-
defined provider pipelines and runs the selected realization through logical sensing and

compute nodes.

The resulting control loop is:

Python CE workflow — partial instances — active predicates — configured provider

pipeline — predicate results — updated instances.

This loop contains genuine runtime automation. A developer does not manually invoke
every successive stage after a trace begins. When a predicate result is accepted, the
prototype advances or forks the affected instance, determines which authored predicates
are enabled next, retires work that is no longer useful, and activates the corresponding

provider work. The automation is nevertheless bounded by what the developer supplied:
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the workflow, predicate parameters, registered provider chains, deployment description,

and several scenario-specific annotations.

4.4 Developer-Authored CE Workflows

At the time of the evaluation, adding a new complex event required writing Python
code. A workflow author declared event roles, added predicate nodes, and combined
them using structures such as sequence, conjunction, alternatives, and bounded temporal
relationships. The resulting graph was registered under a known event-family identifier.
A request could select a registered family and provide supported parameters, but it could

not supply a new arbitrary workflow through an external language.

This distinction is important because a family identifier such as convoy did not cause
the prototype to infer what a convoy meant. It selected an existing Python implementa-
tion of that workflow. Similarly, an exact textual alias was only a convenient lookup for
a known family. The prototype contained an interface through which a natural-language
interpreter could have selected a registered family, but the evaluated implementation did

not include a general natural-language-to-workflow compiler.

The nine evaluation workflows were authored and configured separately. Some shared
semantic themes—for example, the two robbery workflows or several vehicle-interaction
workflows—but each had its own concrete graph or profile. This authoring process deter-

mined much of the behavior later observed during execution.

Example: convoy. A convoy workflow specifies a leader vehicle observation followed
by evidence about a distinct follower within a bounded interval; one version also includes
a later scene-clear condition. The developer determines the roles, the ordering, the time
window, and which predicate represents each stage. Once the workflow runs, however,
a leader match automatically creates or advances a candidate and exposes the follower

predicate as the next active work.
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Example: robbery. The cross-sensor robbery workflow uses an alarm, gunshot, or
other configured trigger and then requests vehicle evidence from a bounded interval. Its
Python definition specifies the retrospective relationship, lookback interval, and identity
checks. These are authored choices rather than behaviors inferred by the prototype. After
the trigger is accepted, the controller automatically advances to the configured historical

or departure stage.

4.5 Predicate Vocabulary and Workflow Structure

A primitive predicate describes an observation expected from a configured perception or
reasoning component. Examples used by the workflows include vehicle crossings, entries
and exits, movement, proximity, following, audio events, conversation, and identity as-
sociation. Predicate schemas define their arguments and result types so that a provider

result can be matched to the corresponding workflow node.

Roles provide continuity across stages. If a vehicle observation binds the role leader,
a later FOLLOWS predicate can require its leader argument to refer to the same bound
identity. A predicate may also introduce a new role, such as a possible follower. When
several observations produce different valid bindings, the semantic runtime may keep

separate candidate instances.

The workflow author is responsible for selecting the predicates and their parameters.
Table 4.1 separates this authored content from the behavior performed automatically by

the prototype.

The table also marks a limit of the approach. The prototype can reason about the
progress of an authored graph, but it does not determine whether that graph is an ade-
quate definition of the real-world event. A workflow that omits an important condition

will still execute exactly as authored.
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Developer-authored or configured Performed by the prototype
CE roles, predicates, and graph structure Maintain partial instances of that graph
Temporal windows and predicate param- Check enabled stages and temporal applica-

eters bility

Provider chains and their typed interfaces Activate a registered chain for an enabled
predicate

Source, placement, or retrospective hints Remove infeasible realizations and rank the
remainder

Workflow-specific identity requirements Apply results to compatible bindings and fork
candidates

Table 4.1: Division between authored behavior and runtime automation in the evaluated
prototype.

4.6 Partial Instances and Active Frontiers

For each possible event occurrence, the semantic runtime maintains a partial instance. An
instance contains the satisfied workflow nodes, participant bindings, event-time intervals,
and lifecycle state. Multiple instances may coexist when different observations could

represent different occurrences or different participant assignments.

The active frontier is the set of primitive workflow nodes that are currently enabled
for one partial instance. Sequence predecessors must be satisfied before a later predicate
appears on the frontier. Children of a conjunction may appear together, while alternatives
remain active until one branch succeeds. Temporal wrappers restrict the intervals during
which their children can contribute. These operations are evaluated by shared runtime

code rather than reimplemented as an imperative stage sequence for every trace.

When a provider result arrives, the runtime validates that it refers to a currently active
predicate and compatible instance version. A true result updates the corresponding node,
establishes or validates role bindings, and propagates progress through the authored graph.
If the result introduces a new binding choice, the runtime may fork a new instance so that
another candidate can remain possible. It then derives the next frontier. If the workflow
root is satisfied, the instance completes; if a required window closes or a condition fails,

the corresponding instance can no longer progress.

This automatic advancement is the principal implemented mechanism connecting CE
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semantics to execution. It should not be confused with automatic event authoring. The
runtime determines the next enabled node in a graph that the developer already supplied;

it does not decide which real-world conditions ought to define the event.

4.7 From a Frontier to Executable Work

Each active primitive predicate is converted into a small execution request containing its
predicate identifier, current bindings, applicable interval, and any configured source or
placement restrictions. The controller consults a registry that maps the predicate to one

or more predefined provider chains.

A provider chain is an authored pipeline, not a pipeline synthesized at runtime. For
example, a visual relation may be registered as a detector, tracker, and geometry evaluator;
an audio event may be registered as an audio classifier; and an identity predicate may use
a registered descriptor and comparison path. The number of such chains was small. For
several predicates there was one applicable chain in the evaluated configuration, so the

chain itself was effectively the selected pipeline.

When a limited choice did exist, the prototype considered concrete realizations of
those registered chains. Choices could include which camera or microphone supplied the
input, whether a compatible retained artifact was available, and which configured node
hosted a provider step. The feasibility checks accounted for node availability, resource
capacity, data-transfer constraints, and the remaining useful time. A bounded ranking
procedure then ordered the surviving realizations using a deterministic tuple that included
spatial preference, predicted completion, deadline slack, startup and resource cost, and

transferred bytes.

Calling this procedure a search should not imply a large or highly diverse design space.
In the evaluated workflows, the semantic stage and registered catalog already determined
most of the pipeline. The procedure was primarily a way to reject unavailable choices

and select among a few source, provider, or placement variants. When only one feasible
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realization existed, the procedure simply confirmed and dispatched it.

Provider activation and results. The controller sends activation commands to node
agents, which launch or reuse the configured provider process and return predicate results.
When the frontier changes, work associated only with the previous frontier can be stopped,
while work still useful to another active instance may remain running. This realizes the
chapter’s central idea: provider activity follows the progress of the authored event rather

than remaining fixed for the entire trace.

Deployment changes. The same feasibility path can be rerun when the testbed reports
a node or link change. If another registered realization remains feasible, the controller
can activate it; if no such realization exists, the affected evidence is lost. The prototype
therefore supports limited replanning within its configured catalog, not general recovery

from arbitrary infrastructure failure.

4.8 Replay and Controlled Testbed Operation

The orchestration core is connected to a testbed that replays recorded camera and audio
streams through logical devices. MQTT carries control messages, provider status, and
predicate results between the controller and node agents. The replay infrastructure makes
it possible to run the same trace under different activation policies or network conditions

without changing its underlying observations.

Replay serves two related purposes. First, it supplies the recorded streams used in
the evaluation. Second, a workflow may explicitly request processing over a retained
interval, as in the configured cross-sensor robbery workflow. Such retrospective behavior
is authored into that workflow and uses the available replay /retention mechanism. The
prototype does not infer that an arbitrary past interval should be searched or guarantee

that every configured pipeline can be replayed.
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The MQTT and replay mechanisms form experimental infrastructure around the core.
They enable the prototype to coordinate logically distinct devices and exercise progress-
driven activation, but they are not themselves research contributions of this chapter. The
core was subsequently refactored, including the addition of a declarative CE language,
while the general MQTT and replay approach remained similar. The evaluation in this
chapter refers to the Python-authored core and workflow configurations used for the re-

ported traces.

4.9 Prototype and Experimental Testbed

Python prototype. The evaluated implementation is written in Python. Its core com-
ponents are a set of Python-authored CE workflow definitions, a semantic runtime that
tracks partial instances and frontiers, a controller that maps active predicates to registered
provider work, and node agents that execute that work. These components are sufficient
to close the experimental loop from a provider result, through CE progress, to activation

of the next configured pipeline.

Workflow definitions are ordinary Python modules. They construct graphs from roles,
primitive predicates, logical composition, and temporal conditions and then register those
graphs under known family identifiers. This arrangement made it possible to implement
the nine evaluation workflows, but adding a new workflow required a developer to write
and validate code. The evaluated version did not accept a declarative YAML or JSON

CE specification.

Provider catalog and limited planning. Provider metadata record typed inputs
and outputs, supported predicates, resource profiles, and permitted placements. Provider
chains are registered separately as concrete pipelines. The controller does not assemble
arbitrary chains from individual operations. It looks up the chain or small set of chains

registered for the active predicate, enumerates feasible source and placement realizations,
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and ranks the resulting candidates. In many stages of the evaluated workflows there is

only one applicable chain and only a small number of placement choices.

The ranking logic uses profiled startup and execution time, estimated transfer cost,
resource availability, deadline slack, and configured spatial preferences. These values help
choose among the few remaining realizations; they should not be interpreted as evidence

that the prototype solves a broad pipeline-synthesis problem.

MQTT control and result exchange. The controller and node agents communicate
through Eclipse Mosquitto. Low-rate activation commands and predicate results use
MQTT QoS 1, while recurring telemetry can use QoS 0. Messages include identifiers for
the request, hypothesis, frontier or demand, and provider execution so that a redelivered
message can be recognized. Node agents also publish provider and node status used by

the controlled deployment experiments.

MQTT is an engineering substrate rather than part of the orchestration contribution.
It provides a convenient way to connect logical devices and provider processes, but the
chapter does not evaluate MQTT against alternative messaging systems or claim a new

transport protocol.

Node agents and provider execution. Each logical sensing or compute node runs
an agent capable of starting and stopping configured provider processes. Providers are
packaged as Python or containerized components with explicit inputs and outputs. Exam-
ple visual pipelines include object detection, tracking, and a predicate-specific evaluator;
audio workflows use configured audio classifiers or interaction components. The testbed

also includes identity and geometric components needed by particular workflows.

The provider implementations and chains were prepared for the evaluated scenarios.
Although the registry exposes a uniform interface, the evaluation does not demonstrate
that arbitrary third-party providers can be added without additional integration, profiling,

and workflow-specific validation.
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Replay and retained intervals. Recorded camera and audio data are replayed
through source adapters connected to the node agents. Replay preserves the experimen-
tal event ordering while allowing different activation policies to process different portions
of the same underlying trace. When an authored workflow requests evidence from a
bounded earlier interval, the testbed can replay the corresponding retained data through
a compatible configured pipeline. This capability is used as a case-specific mechanism;
the prototype does not provide a general historical query service over arbitrary providers

and intervals.

Control state. The code includes persistence and versioned-message mechanisms for
recording controller state and avoiding repeated application of stale results. These mecha-
nisms support the prototype’s controlled runs, but restart recovery, replicated control, and
long-running fault tolerance are not evaluated as independent system properties. Accord-
ingly, we treat them as supporting implementation rather than contributions established

by the experiments.

Controlled deployment. The reported experiments run on a workstation with an
Intel Core i7-5930K CPU at 3.50 GHz, two NVIDIA RTX A5000 GPUs, 64 GB of RAM,
NVIDIA driver 550.54.15, CUDA 12.4, and Ubuntu 20.04. Logical sensing, edge, and
server roles are represented by separate processes or containers. Mininet-WiFi 2.6 is
used where the experiment requires a controlled change in link availability. Although the
code and testbed were developed with heterogeneous edge devices in mind, the reported
evaluation does not constitute a deployment study across a fleet of Raspberry Pi, Jetson,

and server nodes.

Instrumentation. The evaluation records CE outcomes together with CPU time, GPU
time, and the number of processed video frames. These measurements are sufficient for
the recognition—computation comparison reported in Section 4.11. The prototype contains

additional status and timing hooks, but this chapter does not use their existence to claim
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a comprehensive performance, reliability, or scalability evaluation.

Artifact version and later refactoring. After the reported work, the FABLE core
was refactored. The later version adds a declarative CE language and reorganizes the se-
mantic, planning, and execution layers. The MQTT communication and replay approach
remain broadly similar, but the later core should not be read backward into the evaluation
reported here. This chapter describes the Python-authored workflow implementation that

produced the 89-trace results.

4.10 Related Work

Complex event processing and spatiotemporal monitoring. Complex event pro-
cessing (CEP) systems provide languages and runtimes for detecting temporal patterns
over structured event streams. SASE and Cayuga support filtering, sequencing, correla-
tion, and stream-derived event generation (Gyllstrom et al., 2006; Demers et al.). CORE
improves the representation and evaluation of partial matches (Bucchi et al., 2021), while
spatiotemporal monitoring languages add spatial relations and distributed monitoring for
cyber-physical systems (Ma et al., 2020b; Bartocci et al., 2017). These systems motivate
FABLE’s use of partial event progress. The question explored here is narrower and com-
plementary: when primitive observations must be produced by perception components,
can the current stage of an authored CE workflow determine which configured component

should be active?

Unlike these CEP systems, the evaluated FABLE prototype does not contribute a
general event language. Its nine workflows are implemented separately in Python. The
comparison is therefore about the use of event progress as an execution signal, not about

language expressiveness or general-purpose stream processing.

Complex-event recognition over video and multimodal streams. VidCEP and

VEKG represent video streams using detected objects, relations, and spatiotemporal
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graphs (Yadav and Curry, 2019; Yadav et al., 2020), while Bobsled targets scalable CEP
over video streams (Han et al., 2025a). Neurosymbolic systems combine learned percep-
tion with symbolic event structure, including DeepCEP, Neuroplex, DeepProbCEP, and
DLACEP (Xing et al., 2019, 2020; Vilamala et al., 2023; Amir et al., 2022). Other
work evaluates neural, neurosymbolic, and foundation-model approaches for online multi-
modal CE detection (Han and Srivastava, 2024; Han et al., 2025b), and NeuroFlinkCEP

integrates neural models with FlinkCEP across IoT platforms (Ntouni et al., 2025).

FABLE adopts the familiar separation between symbolic event structure and percep-
tion. Its prototype contribution is to expose the currently enabled primitive predicates
of a partial instance to the execution controller. The provider implementations them-
selves are preconfigured, and the experiments do not show automatic construction of new

perception functions.

Adaptive video analytics and edge execution. VideoStorm, Chameleon, NoScope,
Blazelt, FilterForward, Reducto, and EdgeVision adapt model configurations, filtering, or
distributed execution under compute, bandwidth, and latency constraints (Zhang et al.,
2017b; Jiang et al., 2018b; Kang et al., 2017, 2018; Canel et al., 2019; Li et al., 2020; Gao
et al., 2024). Caesar and Argus coordinate cross-camera inference for complex activities
and collaborative analytics (Liu et al., 2019; Yi et al., 2024). Nexus and INFaaS select
resources or model variants for inference requests (Shen et al., 2019; Romero et al., 2021),
while Mainstream shares common DNN computation across video applications (Jiang

et al., 2018a).

These systems generally begin with a query or inference request that is already active.
FABLE explores whether a hand-authored event workflow can decide when such a request
becomes useful. The distinction should not be overstated: the evaluated catalog contains
few provider chains, and for many predicates the pipeline is effectively fixed. FABLE’s
limited planner mainly chooses among available sources, provider variants, or placements

for the current stage.
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Distributed dataflow and scheduling. Stateful dataflow systems address event time,
logical progress, and distributed execution. Naiad uses frontiers to summarize outstand-
ing logical timestamps, while MillWheel provides persistent per-key state, timers, and
fault-tolerant event-time processing (Murray et al., 2013; Akidau et al., 2013). FABLE’s
term frontier has a different local meaning: it is the set of authored primitive predicates

currently able to advance one candidate CE occurrence.

General schedulers such as HEFT and Decima decide where known DAG tasks should
execute (Topcuoglu et al.; 2002; Mao et al., 2019), and Eddies reorders known relational
operators as runtime conditions change (Avnur and Hellerstein, 2000). FABLE does not
compete with these systems as a general scheduler. Its experiment couples a small place-
ment /ranking procedure to semantic progress so that configured work can be activated

and retired as a workflow advances.

Positioning. The relevant ideas have substantial precedent: CEP engines track partial
matches, video systems adapt inference, and schedulers choose among placements. FABLE
combines these ideas in an exploratory prototype whose partial CE state controls the
activation of predefined sensing and inference pipelines. The novelty claimed here is this
coupling and its experimental illustration, not a new CE language, a large provider-search

space, or a production distributed runtime.

4.11 Exploratory Evaluation

The evaluation examines the behavior of the prototype in its curated workflow and
provider environment. It does not evaluate whether an arbitrary user can author a new
CE or whether the planner scales to a large provider catalog. Within this scope, we
ask two questions. RQ1 asks what recognition—computation tradeoff is observed when
provider activation follows the progress of the nine authored workflows. RQ2 asks how the

prototype behaves in a controlled replay when one event-relevant network link becomes
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Table 4.2: Recorded traces used in the exploratory FABLE evaluation. Each row uses a
separately authored workflow configuration.

Authored workflow Traces
Cross-sensor robbery 4
Pass—follow—clear convoy 6
Robbery with alarm 16
Route convoy 25
Talking/rendezvous 8
Three-visit stalking 3
Two-vehicle chase 19
Vehicle convergence 5
Vehicle rendezvous 3
Total 89

unavailable.

4.11.1 Methodology

Trace corpus and workflows. We use approximately 2.5 hours of recorded camera
and audio data collected across three experimental sessions at two military test sites. The

corpus contains 89 CE traces spanning the nine workflows listed in Table 4.2.

Each workflow was implemented and configured separately in Python. The graph
specified its primitive predicates, roles, ordering, temporal conditions, and any workflow-
specific execution annotations. The corresponding provider pipelines and relevant sources
were also prepared in advance. The 89 traces therefore test repeated executions of nine
curated workflows; they are not 89 independently supplied CE programs or evidence of

coverage over an open-ended event language.

Replay testbed. The traces are replayed on a single GPU-equipped desktop. Logical
sensing and compute devices run as separate processes or containers and exchange control
and results through MQTT. This arrangement exercises the controller/node-agent path
and permits repeatable changes to provider activation. For the network-disconnection
experiment, Mininet changes link availability between logical devices while the underlying

recorded trace remains fixed.
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Policies. All policies use the same authored workflows and atomic-event detectors. They

differ in when and where configured evidence-producing work is active.

e B0O: Produce-All runs the configured atomic-event detectors broadly, making po-
tentially relevant evidence available throughout the trace at the cost of additional

computation.

e B1: Static runs detectors only on a fixed set of devices selected for the workflow.
This reduces work but does not change the active configuration as the workflow

advances.

e FABLE activates the predefined provider work associated with the current frontier.
Where more than one configured source or placement remains feasible, it ranks those

limited realizations; otherwise the applicable pipeline is effectively predetermined.

These baselines are intentionally simple. They isolate the effect of progress-driven
activation in the configured testbed, but they do not compare FABLE with a general

adaptive scheduler that has an equally rich view of runtime conditions.

Metrics. For end-to-end recognition, we report CE recall together with CPU time, GPU
time, and the number of processed video frames. These measurements expose the observed
recognition—computation tradeoff. For the network experiment, we report recall under
nominal connectivity and after a persistent link disconnection. The network experiment

uses a 24-trace subset of the full corpus.

4.11.2 RQ1: Recognition and Computation

Question. What recognition—computation tradeoff is observed when provider activity

follows progress through the nine authored workflows?

Table 4.3 reports the aggregate result. In this configuration, FABLE reaches 85.7%
recall, compared with 72.4% for B0 and 71.4% for B1. It processes 1,938 frames, compared
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Table 4.3: Observed end-to-end recognition and computation over the curated workflow
evaluation.

Policy Recall (%) CPU (s) GPU (s) Frames
BO: Produce-All 72.4 359 35.2 4,287
B1: Static 71.4 146 13.5 905
FABLE 85.7 250 22.0 1,938

with 4,287 for BO and 905 for B1.

Relative to Produce-All, the progress-driven configuration uses less measured compu-
tation: GPU time falls from 35.2s to 22.0s, CPU time falls from 359s to 250s, and the
number of processed frames falls from 4,287 to 1,938. The result is consistent with the in-
tended effect of frontier-driven activation: configured components remain inactive during

workflow stages in which their evidence cannot yet contribute.

The Static policy uses the least computation, but it also has the lowest recall. In the
evaluated configurations, activating additional work when the authored workflow reaches
the corresponding stage recovers evidence missed by the fixed device selection. FABLE
therefore occupies an intermediate compute point while obtaining the highest observed

recall.

These results require a deliberately limited interpretation. The comparison reflects
the particular nine workflow implementations, provider configurations, resource limits,
and traces. Because the workflows and provider pipelines were curated, the table does
not demonstrate that FABLE will select useful pipelines for an unseen CE or outperform
every static or adaptive policy. Nor does the higher recall establish that progress-driven
execution intrinsically improves detector accuracy. It shows that, in this testbed, the
timing and location of configured evidence production affected whether enough evidence

was available to complete the authored workflows.

4.11.3 RQ2: Controlled Network Disconnection

Question. How does the configured prototype behave when one event-relevant link be-

comes unavailable during replay?
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Table 4.4: Observed FABLE recall under a persistent logical link disconnection. The
experiment uses a 24-trace subset of the corpus.

Condition Recall (%)
FABLE (nominal) 83.3
FABLE (disconnect) 66.7

We apply a persistent link disconnection to a 24-trace subset. The sensing and orches-
tration processes remain containerized on the desktop, while Mininet removes one logical

link during the trace. Table 4.4 compares nominal and disconnected operation.

Recall decreases from 83.3% to 66.7%. The controller can reconsider the configured
realization after the topology change, and some traces still have a feasible path to the
required evidence. Other traces lose evidence for which the small provider/source catalog
contains no substitute. The result therefore illustrates limited adaptation within the
prepared deployment; it does not establish general fault tolerance or independence from

a particular sensing layout.

4.11.4 What the Evaluation Establishes

Taken together, the experiments show that the prototype can execute nine separately au-
thored CE workflows through the replay testbed, use semantic progress to change which
predefined provider work is active, and continue some executions after a controlled topol-
ogy change. They also show an empirical recognition—computation tradeoff for these

configurations.

The experiments do not establish usability by non-developer authors, semantic gen-
erality beyond the nine workflows, scalability to many concurrent requests, or the value
of searching a large provider space. In many workflow stages no such large search exists:
the registered provider chain is effectively fixed, and the prototype chooses only among a

few source or placement realizations.
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4.12 Discussion and Limitations

Research prototype rather than general-purpose system. The strongest conclu-
sion supported by this chapter is that CE progress can be used to control configured
evidence-producing work in a prototype testbed. FABLE automatically advances partial
instances and activates the next authored stage, but the developer has already specified
the workflow and the small set of provider pipelines available to it. The evaluation does

not demonstrate a deployable service into which an arbitrary user can submit a new CE.

Manual workflow authoring. FEach of the nine evaluated workflows was implemented
separately in Python. This authoring determined participant roles, predicates, temporal
structure, and several execution-relevant annotations. As a result, the workflow author
performed substantial semantic and systems design before the runtime began. The pro-
totype does not test whether these decisions can be obtained reliably from a concise user

specification or transferred unchanged to a new site.

The post-defense refactor introduces a declarative CE language, but that work is
outside the evaluation reported here. It should be assessed separately for expressiveness,

authoring burden, compilation correctness, and compatibility with the execution layer.

Small provider and alternative space. The provider catalog contains only a lim-
ited number of chains relevant to the evaluated predicates. For many stages there is
one applicable chain, making the pipeline effectively predetermined. Even when several
realizations exist, they often differ only in source, provider variant, or placement. The
ranking procedure is useful for enforcing feasibility and choosing among those options, but
the experiments do not establish the value of sophisticated search over a large or diverse

provider space.

A broader claim would require many interchangeable implementations per predicate,
independently measured quality and cost profiles, and experiments showing that the se-

lected realization materially differs from a simple preconfigured choice. This remains
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future work.

Controlled replay and logical distribution. The replay testbed provides repeata-
bility and exercises communication between the controller, node agents, and provider
processes. However, the reported evaluation runs logical devices on one GPU-equipped
workstation. Mininet controls link availability, but it does not reproduce every source of
heterogeneity, contention, clock behavior, or failure found in a physical deployment. The
results therefore characterize the experimental configuration rather than a fielded edge

system.

MQTT and replay are stable and useful pieces of the testbed, but they are not the sub-
ject of the research claim. The evaluation does not compare messaging systems, establish

high-availability control, or measure long-duration operation.

Evaluation scope. The 89 traces provide repeated evidence across nine workflows,
which is more substantial than a single demonstration. Nevertheless, all workflows and
provider mappings were curated by the developers, and all traces come from a small num-
ber of collection sessions. The observed recall and resource results may depend on those
configurations. Testing unseen workflows, independently authored definitions, additional

deployments, and stronger adaptive baselines would be necessary to establish generality.

Provider accuracy. FABLE consumes thresholded predicate results; it does not make
an incorrect detector correct. False positives or false negatives can create, advance, or
miss partial instances. The reported end-to-end recall therefore combines the behavior of
the authored workflow, the configured providers, and the orchestration policy. It should

not be interpreted as an isolated measurement of any one component.

Automatic behavior that remains meaningful. The limitations do not reduce the
prototype to a manually stepped script. Within a configured workflow, the semantic

runtime automatically maintains candidate instances, applies bindings, advances graph

105



state, derives new frontiers, and triggers replanning. This closed loop is the concrete
mechanism the chapter contributes. The appropriate claim is that the mechanism is

demonstrated in a curated testbed, not that it already constitutes a broadly usable system.

Path toward a fuller realization. A stronger system would combine the later declar-
ative language with a larger and independently maintained provider ecosystem, explicit
validation of provider semantics, heterogeneous physical deployment, stronger adaptive
baselines, and evaluation of concurrency and failure recovery. Such work would test
whether the frontier abstraction remains useful once the manually curated parts of the

present prototype are relaxed.

4.13 Conclusion and Future Work

This chapter explored whether the progress of a complex event can guide which sensing
and inference computation is active. FABLE represents possible event occurrences as par-
tial instances and exposes their currently enabled authored predicates as active frontiers.
When a predicate result advances an instance, the prototype automatically derives the

next frontier and activates the predefined provider work associated with it.

The implementation is best understood as a research prototype and orchestration
testbed. Its nine workflows were separately authored in Python, and its provider chains
were registered in advance. For many predicates, the applicable chain was effectively
predetermined. A bounded ranking procedure selected among the few remaining source,
provider, or placement realizations when a choice existed. FABLE therefore automated
progress and activation within a developer-defined envelope; it did not provide a general

CE language or synthesize arbitrary pipelines.

Across 89 recorded traces, the progress-driven configuration achieved the highest ob-
served recall while using less measured computation than the Produce-All baseline. A

controlled network-disconnection experiment further showed that some workflows could
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continue when another configured realization remained available. These results estab-
lish feasibility for the curated workflows and testbed, not generality to unseen events or

deployments.

The core research lesson is consequently narrower than the claim of a complete dis-
tributed runtime: semantic progress can be made operational as a signal for starting and
stopping configured evidence-producing work. Future work must determine whether this
idea remains effective with independently authored event specifications, larger provider
catalogs, heterogeneous physical devices, concurrent workloads, and stronger adaptive
baselines. The post-defense refactor’s declarative CE language is one step toward that

broader realization, but it is not part of the evaluation reported in this chapter.

Within the dissertation, FABLE provides an exploratory execution counterpart to In
cidentLens and privMediator. Together, the three works illustrate how event semantics
and application context can influence the interpretation of observations, the information
disclosed to applications, and the computation activated during event recognition. Chap-
ter 5 synthesizes these roles and discusses the additional work required for an integrated

event-centric sensing system.

107



CHAPTER 5

Conclusion and Future Work

This dissertation began from a gap between the abstractions exposed by complex event
processing and the realities of distributed sensing. Complex event processors are most
naturally described as operating over meaningful primitive event streams,; yet distributed
sensing applications often begin with incomplete, heterogeneous, and potentially sensitive
observations. Before an application can use a complex event, a sensing system may
need to determine how observations should be interpreted, what representation may cross
the application boundary, and what sensing and computation are currently useful for

recognition.

The central argument of the dissertation is that these decisions should be explicit and
revisable rather than selected entirely before recognition begins. The dissertation uses
complex event construction to describe the process of turning distributed observations
into an application-usable event abstraction through three complementary pillars. Event
interpretation determines which event explanations remain plausible and how observations
relate to them. Application-visible representation determines which form of event-relevant
information may be disclosed to an application. Distributed execution determines which
sensing and inference computations should run as an event and its deployment conditions

change.

The three principal contributions study these pillars separately. IncidentLens con-
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structs and revises explanations for latent incidents from heterogeneous urban effects.
privMediator constructs application-visible outputs that satisfy both utility requirements
and configured contextual constraints. FABLEexplores how progress through a specified,
developer-authored event workflow can guide which configured sensing and inference work
is useful next. Studying the pillars independently makes it possible to isolate their as-
sumptions, mechanisms, and evaluation criteria, while recognizing that the supporting
artifacts have different scopes and levels of maturity. A deployed sensing infrastructure,
however, may need to address all three pillars at once. A smart city responding to an
emerging incident may need to distinguish among several explanations, disclose differ-
ent information to emergency services, infrastructure operators, researchers, and public
applications, and reorganize sensing and computation as the incident area and available
resources change. The dissertation develops the individual ideas and mechanisms needed

for such a system, while their holistic integration remains future work.

5.1 Summary of Contributions

Event interpretation from distributed effects. IncidentLens addresses incidents
whose types, sources, extents, progression, and observation membership are not directly
given. It normalizes multimodal reports into semantic effects and maintains competing
incident hypotheses whose support changes as new observations arrive. Incident-specific
templates express source priors, propagation behavior, clustering, composition, and sta-
bility within a shared online engine. This design improves event-level discovery and false-
positive control relative to methods that treat observations independently or cluster them
using generic spatial and temporal proximity. More broadly, it demonstrates that a sys-
tem can preserve and revise uncertainty about the event itself rather than forcing each

observation into an immediate local classification.

Application-visible representation under utility and information-use con-

straints. privMediator addresses the assumption that authorization for an application
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implies entitlement to a predetermined sensor stream. It separates an application’s utility
contract from the technical representation used to satisfy it and models sensor-processing
operators through typed input, output, utility, transformation, and residual-disclosure
effects. Candidate pipelines are checked against configured contextual-integrity rules
and ranked by characterized residual exposure. No release is made when no feasible
candidate satisfies both the application requirements and the configured rules. The
resulting architecture makes transformed release and refusal explicit system outcomes.
It also clarifies the role of learned models in privacy mediation. Models may assist
with bounded interpretation or candidate generation, while final authority remains with

inspectable contracts, rules, and selection logic.

Distributed execution guided by event progress. FABLE explores the assump-
tion that configured computations for event recognition need not remain continuously
active. At the time of the reported evaluation, each of nine complex-event workflows
was authored separately in Python, including its predicates, participant roles, ordering,
temporal conditions, and applicable provider work. The prototype represents possible
occurrences as partial, entity-bound instances and identifies their currently enabled con-
ditions as an active frontier. When a predicate result is accepted, the prototype advances
the corresponding instance and activates the predefined provider work associated with its
next frontier. The registered provider catalog is small and often contains one effectively
predetermined chain; when several sources, provider variants, or placements are feasible,
the prototype ranks only those limited realizations. Experiments on 89 recorded traces
use a controlled MQTT /replay testbed to examine the recognition—computation tradeoff
of progress-driven activation and behavior during a logical network disconnection. These
experiments show that event progress can serve as an orchestration signal within the
curated workflows; they do not establish a general-purpose event language, large-space

pipeline planner, or production distributed runtime.
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5.2 Lessons Learned

Although the contributions differ in domain, mechanism, and maturity, several lessons

recur.

5.2.1 Application requirements should be independent of technical realiza-

tion

A predetermined pipeline often conflates what an application requires with how the sys-
tem currently provides it. The dissertation separates these concerns at three levels. An
incident hypothesis is independent of any one observation or modality. An application
utility contract is independent of any one media or semantic representation. In the FA-
BLE exploration, an authored complex-event predicate identifies the semantic condition
to be established, while registered provider work describes a configured way to produce
evidence for that condition. This separation permits a system design to revise a technical

realization without redefining the application’s semantic objective.

The separation also supports system evolution. A new urban data source can support
an existing incident hypothesis without changing the incident definition. A new privacy
operator can become a candidate representation without changing the application task. In
principle, additional predicate providers can offer new realizations of an existing recogni-
tion condition. The thesis-era FABLEprototype exercises this last separation only within
a small, manually registered catalog, so general provider extensibility remains a design
direction rather than an evaluated result. In each case, a stable semantic interface can

limit the scope of change.

5.2.2 Interpretation, representation, and execution should remain revisable

The appropriate event explanation, application-visible output, or configured execution
choice often cannot be selected before observations arrive. IncidentLens maintains com-

peting incident hypotheses and revises them as additional observations support or con-
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tradict possible explanations. privMediatorconstructs multiple type-compatible pipelines
and selects an output only after utility, residual disclosure, and application context have
been evaluated. In its curated workflows, FABLEchanges which predefined provider work
is active as partial event occurrences advance and, when a limited choice exists, ranks a
small number of feasible sources, providers, or placements using the available deployment

state.

Maintaining revisable decisions has costs. Candidate spaces must be bounded, retained
state must expire, and decisions require provenance. Premature selection can nevertheless
be more damaging. It can merge unrelated observations into one incident, disclose a more
revealing output than an application requires, or activate an expensive provider before
any possible event occurrence needs it. Across the contributions, alternatives are therefore
paired with mechanisms such as pruning, rejection, expiration, or cancellation, although

their implementations and evaluations differ in scope.

5.2.3 Negative outcomes are part of correctness

Sensing systems are often evaluated primarily by the positive outputs they produce. This
dissertation treats several negative outcomes as first-class decisions. An incident hypoth-
esis may remain unconfirmed when available observations are inadequate. An application
request may be rejected when no output is both useful and permitted. An event oc-
currence may expire when its temporal requirements can no longer be satisfied, and a

provider may be stopped when its result can no longer advance any active occurrence.

Such outcomes are not equivalent to implementation failure. They prevent unsup-
ported explanations, inappropriate information release, and irrelevant computation. Eval-
uation should therefore report refusal, expiration, and false-positive behavior alongside
the quality of successful outputs. Applications also need interfaces for responding to

negative decisions rather than assuming that every request produces data.
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5.2.4 Learned components require structured boundaries

The precursor systems showed that language and vision-language models can supply use-
ful world knowledge, extract semantic observations, and propose technical actions. They
also exposed variability, incomplete calibration, and limited auditability. The principal
contributions therefore place learned components behind closed schemas and determin-
istic checks. Models may emit bounded observation labels, assist with offline template
authoring, or provide advisory norm judgments. They do not directly create unrestricted
incident records or override hard privacy rules. In the thesis-era FABLE prototype, work-
flows and available provider behavior are registered by the developer rather than invented

by a learned model at runtime.

This pattern does not remove model error. It narrows the effect of error and preserves
the information needed to inspect a decision. The appropriate balance between learned
flexibility and structured authority is likely to remain a central design question as sensing

systems adopt increasingly capable foundation models.

5.2.5 Complex-event construction should expose provenance

Each principal contribution exposes a different form of decision trace. Incident hypotheses
retain the observations and propagation assumptions that support them. Privacy candi-
dates retain operator sequences, residual vectors, induced information flows, and rule out-
comes. The FABLEtestbed exposes partial-workflow progress, frontier changes, provider
activations, and predicate results during controlled runs. These traces support debugging
and evaluation, but they are also important for systems that affect safety, privacy, and
resource allocation. The FABLEexperiments do not establish a durable, general-purpose
provenance subsystem; rather, they illustrate which execution decisions a fuller system
would need to make inspectable. An application-usable event abstraction is more trust-
worthy when an operator can determine how it was constructed, which observations and

rules affected it, and which assumptions remain uncertain.
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5.3 Toward Holistic Complex-Event Construction in Smart Cities

The dissertation presents complementary contributions rather than an implemented end-
to-end platform. Smart city sensing provides a concrete setting in which their concerns
would need to be addressed together. Consider an emerging urban emergency observed
through environmental sensors, cameras, traffic measurements, infrastructure reports, and
public reports. The observations may initially support several incident explanations and
possible origins. Different applications may require different event attributes or supporting
observations under different legal, organizational, and social constraints. As the possible
incident develops across a city, the relevant sensing regions, recognition models, network

paths, and computing resources may also change.

An integrated architecture would connect the three pillars through a shared applica-
tion requirement while preserving their distinct responsibilities. An event interpretation
layer could maintain competing incident hypotheses and identify the observations or in-
ferences that would distinguish them. A distributed execution layer could translate those
recognition needs into sensing and inference demands, select compatible providers, and
organize their execution across available resources. An application-visible representation
layer could govern which observations, intermediate inferences, or event results may cross

each trust and application boundary.

The interactions would be bidirectional rather than a simple sequence of post-
processing stages. An incident hypothesis could determine which observations should
be sought and which locations and time periods remain relevant. Available providers
and sensing coverage could determine which hypotheses can currently be tested and how
much confidence should be placed in missing observations. Information-use constraints
could prohibit a provider, placement, or application-facing output even when it would
otherwise offer high recognition utility. A less revealing provider might be selected
when it satisfies the same recognition requirement, while an internal inference might be

permitted to advance an event without allowing its supporting raw observations to leave
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a trusted domain.

Several challenges prevent this composition from being straightforward. Incident
hypotheses are open-world and uncertain, while the thesis-era FABLE experiments use
bounded, separately authored workflows and a curated provider catalog. Contextual
information-flow rules refer to actors, purposes, spaces, and transmission principles that
are not normally represented in execution contracts. Joint decision making across event
likelihood, disclosure, quality, latency, energy, and bandwidth creates large candidate
spaces whose objectives may be only partially ordered. Observations collected to test one
hypothesis may also create new disclosure risks or support secondary event inferences.
The dissertation isolates the three pillars so that each challenge can be studied indepen-
dently. A holistic architecture must preserve their distinct assumptions and guarantees

while allowing the decisions to influence one another.

5.4 Limitations

The principal limitation of the dissertation is that the three pillars are studied through

separate artifacts in different sensing settings and at different levels of maturity. In
cidentLens studies latent incident interpretation in urban sensing, privMediator studies
application-visible outputs in privacy-sensitive shared environments, and FABLE uses a
research prototype and controlled MQTT /replay testbed to explore progress-driven ex-
ecution for curated tactical workflows. The results provide different forms of evidence
for making each decision explicit and revisable, but they do not establish the behavior,
scalability, or correctness of a single system that jointly reasons about interpretation, in-
formation use, and execution. In particular, the FABLE evaluation does not establish
usability for arbitrary event authors, general scheduling performance, or operation across
arbitrary physical deployments. The smart city architecture described above is therefore
a synthesis of the dissertation’s abstractions and findings, not an evaluated end-to-end

contribution.
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The contributions also share several individual limits. First, their semantic vocabu-
laries and contracts are authored for bounded domains. Incident templates cannot cover
every urban phenomenon, operator effects can omit unknown inferences, and FABLE’s
workflow definitions and provider mappings are manually prepared for a small set of sce-

narios. Structured boundaries make omissions visible but do not eliminate them.

Second, evaluation depends on imperfect proxies. Real incident labels are incomplete
and spatially coarse. Privacy rules and participant judgments represent configured and
perceived appropriateness rather than universal norms. Controlled replay and network
emulation do not reproduce every failure mode of a long-lived deployment. For FABLE
in particular, logical sensing and compute nodes are exercised on a controlled replay
platform; this supports repeatable comparisons but is not equivalent to a longitudinal
physical deployment. The dissertation uses synthetic data, weak labels, probes, ablations,
and controlled experiments to triangulate behavior, but broader longitudinal deployments

remain necessary.

Third, the contributions assume trusted control components. IncidentLensassumes the
integrity of observation metadata and extraction infrastructure. privMediator assumes a
trusted mediator, operator catalog, rule library, and enforcement boundary. The FABLE
prototype assumes trusted workflow configuration, provider registrations, and testbed
components; it does not evaluate adversarial nodes, providers, or control messages. Com-
promised sensors, deceptive applications, adversarial providers, and side channels require

complementary security mechanisms.

Finally, the contributions make selective use of learning but do not solve continual
semantic evolution. New incident types, changing social norms, novel sensor inferences,
and previously unseen provider behavior can invalidate existing templates and contracts.
Safe mechanisms for detecting specification drift and incorporating new knowledge are

therefore as important as adaptation within a fixed, authored specification.
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5.5 Future Research Directions

5.5.1 Integrated smart city event construction

The most direct continuation of this dissertation is an end-to-end smart city sensing archi-
tecture that combines the three pillars around shared event and application requirements.
Such a system would maintain competing incident explanations, derive recognition de-
mands from unresolved hypotheses, select and execute compatible sensing operations,
and govern each internal and external information flow. An evaluation would need to
measure not only event quality, disclosure, and resource use independently, but also how

a decision in one pillar changes the feasible choices and outcomes in the others.

A useful first step would be a bounded urban emergency application with a small family
of incident hypotheses, explicit application roles, a typed provider catalog, and a controlled
set of information-flow rules. This setting would permit experiments on whether joint
reasoning improves recognition timeliness or resource use, whether privacy constraints
change provider selection and hypothesis confidence, and whether active sensing creates

information that is useful for one application but inappropriate for another.

5.5.2 Joint hypothesis and observation planning

IncidentLens currently reasons primarily over observations that have already arrived. A
natural extension is active observation acquisition. Incident hypotheses could identify
which observation would most reduce uncertainty, and an event-driven runtime could
decide whether the expected reduction justifies activating a sensor or model. This would
connect abductive event interpretation with resource-aware sensing and permit the system

to distinguish lack of supporting observations from lack of sensing coverage.
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5.5.3 Coverage-aware event confidence

All three contributions would benefit from stronger representations of observability. Inci-
dent confidence should account for where sensors could have observed an effect, not only
whether an effect was reported. Negative and duration predicates in a fuller realization
of FABLErequire operational coverage to distinguish “not observed” from “observed to be
absent.” Privacy mediation may also need to account for alternate sensors or correlated
outputs that undermine the intended minimization. A shared coverage model could make

these distinctions explicit across interpretation, execution, and disclosure.

5.5.4 Verified operator and provider contracts

Typed contracts are central to privMediator, while FABLE’sregistered provider descrip-
tions play a related but more limited role in connecting authored predicates to configured
implementations. Their correctness is largely established through authoring, tests, and
empirical profiles. Future systems could combine static analysis, runtime monitoring, dif-
ferential testing, and learned anomaly detection to verify that an operator or provider
behaves consistently with its declared input, output, resource, quality, and disclosure ef-
fects. Contract violations could trigger conservative risk escalation, provider quarantine,

or a new execution decision.

5.5.5 Multi-party and evolving information norms

The privacy chapter evaluates a configurable rule library for a bounded scenario set.
Shared environments can contain subjects with conflicting preferences and changing roles,
and some norms cannot be reduced to one sender and recipient flow. Future mediation
should support collective constraints, authority delegation, appeals, temporary exceptions,
and explicit uncertainty about normative judgments. The least-disclosing feasible output
may also depend on what an application has learned previously, requiring history-sensitive

disclosure accounting rather than independent decisions for each request.
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5.5.6 Decentralized and resilient event execution

The FABLEtestbed uses a central orchestration process to coordinate its configured work-
flows. Highly disrupted or peer-to-peer environments may not have continuous access
to such a coordinator. Future work could distribute partial-instance ownership, allow
local frontier decisions under bounded autonomy, and reconcile event state after network
partitions. This would first require explicit and validated continuation-state contracts be-
yond what the thesis-era prototype establishes. Decentralized execution must also address

conflicting versions, duplicate work, privacy domains, and strategic or faulty participants.

5.5.7 Human interaction with complex-event construction

Operators and affected users need ways to inspect and correct constructed events without
understanding every internal model. Incident systems could expose competing explana-
tions and the observations that would distinguish them. Privacy systems could explain
why an output was selected or why a request was refused. Event runtimes could show
which recognition requirement is blocking progress and what resource or coverage limita-
tion is responsible. Designing these interfaces is not only a usability problem. Human

feedback can become a structured input for revising hypotheses, rules, and contracts.

5.6 Concluding Remarks

Complex events are often presented as patterns recognized after sensing and preprocessing
have already occurred. This dissertation instead treats the process connecting distributed
observations to an application-usable event abstraction as a systems problem. Event
interpretation determines how observations belong together and what occurrence they
may describe. Application-visible representation determines which form of event-relevant
information may cross an application boundary. Distributed execution determines which

sensing and inference work is useful as an event unfolds.
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The three contributions do not constitute a fully integrated platform, and they pro-
vide different forms of evidence for their respective pillars. IncidentLensand privMediator
develop systems for revising event explanations and application-visible representations
within their evaluated domains. The FABLE prototype shows, for nine curated work-
flows, that partial event progress can drive changes in predefined provider activity within
a controlled testbed. Future sensing infrastructures, particularly smart cities and other
dynamic distributed environments, will need to make these decisions together. A single
urban incident may require the system to revise competing explanations, provide differ-
ent outputs to applications with different responsibilities and constraints, and reorganize

computation as the event and deployment conditions change.

As sensing deployments become more heterogeneous, autonomous, and embedded in
shared physical spaces, the distance between raw observations and application intent will
continue to grow. Bridging that distance requires systems that reason not only about
whether an event occurred, but also about how the event was interpreted, what repre-
sentation was appropriate, and what work was necessary to establish it. Making those
choices explicit and connecting them through a common event abstraction is a step toward
sensing infrastructures that are more adaptive, accountable, privacy-aware, and worthy

of trust.
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