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Emerging standards outlining desired behaviors for Distributed Energy Re-
sources (DER), such as IEEE 1547-2018, define several device-level control
functions to regulate DER power injections/consumptions in response to lo-
cally sensed grid conditions. The ability to adjust settings of aggregations of
DER with standardized embedded control functionality constitutes a mecha-
nism which can, potentially, create undesirable or deleterious effects on the
power grid. The purpose of this white paper is to highlight unintended effects
stemming from improperly tuned embedded control functions in Distributed
Energy Resources (DER), which could be exploited by a malicious entity as a
means to attack the power grid.

Over the period of Oct. 2021 - Mar. 2022, a series of interviews with
academics and industry and utility professionals were conducted to gain insight
into the potential of aggregations of DER to be utilized as a vehicle to conduct
a cyber attack. The consensus opinion, based on interviewee feedback, is that
while this particular threat vector is not a immediate cause for concern, it is
critically important to understand any vulnerabilities introduced into the system
due to standardized control functionality.

This briefing is outlined as follows: an overview of academic literature ex-
ploring this problem is provided in the next section, followed by a brief dis-
cussion of device-level control functionality recommended in IEEE 1547-2018.
Then, examples of deleterious grid conditions stemming from improperly tuned



settings in aggregations of DER will be presented. The paper concludes with
several recommendations for future lines of research with the goal of: 1) helping
to harden the power system against known exploits of DER embedded control
functionality, and 2) identifying additional vulnerabilities.

The goal of this white paper is to highlight the potential for standardized
control functionality of DER to be utilized as a means to create a cyber attack
on the power grid and to encourage further research and discussions on ways to
revise existing standards to attempt to ameliorate this potential problem.

1 Introduction

Increasing adoption of distributed energy resources (DER), specifically rooftop
photovoltaic (PV) generation systems, is challenging many conventionally-held
models and practices regarding the operation of the electric power system.
While the presence of DER gives individuals and communities the ability to
self-generate portion of their load and participate in providing services to the
grid, they also make proper management of the power system more difficult as
many DER are not utility-owned/operated. With the recent changes in regu-
lations allowing DER to gain entry into wholesale markets [1], these challenges
will undoubtedly increase as more DER asset owners and aggregators seek to
take advantage of new revenue streams.

Technical specifications governing the testing, interconnection, and behavior
of DER are necessary to ensure the safe and reliable operation of the power
system as more renewable generation sources are brought online. Of particular
interest is the functionality included in the relevant standards that outlines DER
behavior in response to changes in local grid conditions sensed at the point of
interconnection [2, 3, 4]. These autonomous control functions essentially enlist
DER to help correct undesirable frequency, voltages, and power factors and (in
theory) provide a mechanism to allow DER to mitigate power quality issues that
they themselves can introduce in grids with high penetrations of renewables.

However, as architectures and topologies can vastly differ, the most notable
standard, IEEE 1547, includes provisions allowing the autonomous control re-
sponse of DER to be adjusted by the area electric power system (Area EPS)
operator or other authorized entity (see Table 8 of [2]). This capability re-
motely to adjust the control response of individual DER may, at first glance,
seem innocuous. However, when an Area EPS or other entity institutes small
changes in large aggregations of devices the resulting affect on the grid can be
quite profound. An excellent example of the extent to which remote updates
to aggregations of DER can affect the power grid was demonstrated in Hawaii,
where local utilities worked with a smart inverter vendor to remotely increase
the frequency ride through capabilities of 800,000 inverters in a single day [5].

Of particular concern, the remote update capability of many DER presents
a vulnerability that a malicious entity could purposefully exploit to introduce
system instabilities or other harmful power quality conditions [6]. Security re-
searchers have identified exploitable vulnerabilities in deployed inverter firmware



[7], foreign nations are actively targeting the US bulk power system [8], and in at
least one instance, a US inverter control system has been successfully attacked

[9].

While the remote update feature of DER undoubtedly include cease to en-
ergize (i.e., remote disconnect) capabilities, this document focuses specifically
on updates to parameters of autonomous control functions (e.g., Volt-VAR con-
trol). The reason for this emphasis is that deleterious effects manifesting in the
power system due to parameter updates in these controllers are more difficult
to ascertain by monitoring updates sent to individual devices, as opposed to
checking for device on/off (disconnect) commands. Commanded changes in set-
points or in control parameters might seem relatively small individually, but will
have an out-sized effect on the system when applied to DER en masse. Thus,
small changes to parameters of these controllers are difficult to clearly assess as
harmful.

As is true with any control system, proper calibration or tuning of con-
trol parameters is crucial to ensure correct performance. numerous works have
emerged showing that proper configuration of individual devices is crucial for
the stable operation of the DER population. Jahangiri et al. [10] discussed
the phenomenon of “hunting” in voltages in systems with VV control. Fari-
var et al. [11] modeled the interaction between system voltage magnitudes and
PV inverter VV functions as a feedback control loop which explicitly tied the
slopes of VV controllers of inverters to unstable (highly oscillatory) reactive
power injections. Although the instability threshold depends on the network
characteristics, instability is reached when the slopes of the VV control curves
become too steep. Numerous other works have also modeled the inverter/grid
interaction as a first-order feedback controller and arrived at similar stability
conditions [12, 13, 14, 15, 16].

This paper is structured as follows. In Section II, an overview of autonomous
control functionality in IEEE 1547 will be provided. Section III will discuss two
use cases of how improper smart inverter settings can create power quality issues
in distribution networks Section IV will discuss recommendations for future
research needs, emphasizing efforts to identify unknown vulnerabilities in DER,
autonomous control functions via the use of artificial intelligence.

2 IEEE 1547 Overview

Section 5 of the IEEE 1547 standard puts forth requirements for reactive power
and voltage/active power control. A complete overview of these capabilities is
beyond the scope of this document, but a brief description is warranted here.
It should be noted that while the standard allows agreements between the Area
EPS operator and the DER operator to override requirements outlined in Section
5 of the standard, it is likely such agreements will not replace the standard
requirements for the large majority of DER, at least in the immediate future.



2.1 Reactive Power Capabilities of DER

IEEE 1547 specifies several mutually exclusive modes of reactive power control.
These are:

e Constant power factor mode

e Voltage-reactive power mode (also known as Volt-VAR)
e Active power-reactive power mode

e Constant reactive power mode

While constant power factor mode with a unity power factor settings is the
recommended default operating mode of installed DER, other modes of op-
eration can be enabled if mutually agreed upon by the Area EPS and DER
operators. Constant power factor mode and constant reactive power mode
are somewhat self-explanatory: the DER will maintain a constant power fac-
tor or reactive power, respectively. The target power factor or reactive power
level/mode can be adjusted locally or remotely with the approval of the Area
EPS operator.

VARs
(‘/17 Ql)

Vet (‘/237_@3)
(V2,Q2) voltage (p.u.)

(Va, Qa)

Figure 1: Inverter Volt-VAR curve. Positive values denote VAR injection. vyom
is the nominal voltage value.

Voltage-reactive power mode (a.k.a. Volt-VAR control) and active power-
reactive power mode are more complicated mechanisms that adjust reactive
power as a function of locally sensed voltage and reactive power output (re-
spectively) according to piecewise linear characteristics. The characteristics
themselves are depicted in Figs. 1-3, where it is clear that the piecewise lin-
ear characteristic curves are parameterized by a set of points (V;, Q;), (Vi, P;),
which define the shape of the function. Default settings for both category A



and B DER !, as well as ranges of allowable settings are provided in Tables 8
and 9 of the IEEE 1547 standard (shown in Figs. 2 - 4, respectively). Simi-
larly to Constant power factor and Constant reactive power modes, settings for
Voltage-reactive power and Active power-reactive power control modes can be
adjusted locally or remotely with the approval of the Area EPS operator. It is
worth noting that Table 8 of the IEEE standard (Fig. 2) explicitly mentions
the link between system instabilities and improperly chosen Volt-VAR settings
in footnote c.

2.2 Active Power Capabilities of DER

The modulation of active power as a mechanism to regulate voltage is recom-
mended as a mandatory capability in Category B DER. The Voltage-active
power mode (also known as Volt-Watt control) is disabled by default, but can
be enabled at the discretion of the Area EPS operator. When activated, this
mode allows the DER to limit maximum active power as a function of locally
sensed voltage according to a piecewise linear characteristic. An example of a
Voltage-active power characteristic function is depicted in Fig. 3, where it is
clear that the shape of the function is determined by the set of points (V;, P;).
Default settings for the Voltage-active power control mode, as well as ranges of
allowable settings are provided in Table 10 of the IEEE 1547 standard. Sim-
ilarly to control modes for Reactive power control, settings for Voltage-active
power can be adjusted locally or remotely with the approval of the Area EPS
operator.

3 Vulnerabilities

This section highlights known vulnerabilities stemming from manipulations of
settings of Volt-VAR and Volt-Watt controllers in aggregations of DER (specifi-
cally photovoltaic systems). Simulations of DER and electric grid behavior were
conducted using a python-based software package that models DER dynamics,
Volt-VAR, and Volt-Watt capabilities in python and interacts with OpenDSS
to resolve network power flows 2.

Volt-VAR and Volt-Watt functions (depicted in Figs. 1 3) compute reactive
and active power set-points, respectively, as functions of deviations of locally
sensed voltages from a nominal value (typically 1 p.u.). Let fp;(v;) and fq(v;)
denote the Volt-VAR and Volt-Watt piecewise characteristic curves for a DER
at node 7. Consistent with [17] we adopt a simplified dynamic model of a
photovoltaic smart inverter for the subsequent stability analysis, illustrated in
Fig. 5.

As is shown in the figure, the grid voltage v is the input to the VV and VW
controllers. The maximum available active power from the solar array, p, is also
input into the VW controller, which along with v, determines the maximum

Iplease refer to IEEE 1547 standard [2] for definitions of Category A and B DER
®https://secpriv.1lbl.gov/project/ceds-cigar/



Table 8—Voltage-reactive power settings for normal operating performance
Category A and Category B DER

Voltage- i .
reactive Default settings Ranges of allowable settings
power - - — -
parameters Category A Category B Minimum Mazximum
FRer P T 0.95 Tw 1.05 Tw
T3 5% Prer— 002 T3 Category A: Fpact
Vst
Category B:
PRer — 0.03 T
o 0 0 100% of 100% of nameplate
nameplate reactive power
reactive power capabilify. injection
capability,
absorption
Fa P Prer+ 0.02 T Vet Category A: TRes
Category B: Vees+
0.03 Ix
O3 0 0 100% of 100% of nameplae
nameplate reactive power
reactive power capability, injection
capability,
absorption
I 0.9 'y Vres—0.08 Ty Vres —0.18 T 72— 0.02 TAF
? 25% of nameplate 4% of 0 100% of nameplate
apparent power nameplate reactive power
rating. injection apparent power capability. injection”
rating. injection
Ty 1.1 I Vrer + 0.08 T I5+0.02 % IRef + 0.18 Fiv
04 25% of nameplate 44% of 100% of 0
apparent power nameplate nameplate
rating. absorption | apparent power | reactive power
rating, capability,
absorption absorption
Open loop 105 55 1s 90 s
response
time

*The DER reactive power capability may be reduced at lower voltage.
*If needed DER may reduce active power output to meet this requirement.
‘Improper selection of these values may cause system instability.

Figure 2: Table 8 from IEEE 1547 standard [2]. Note the explicit mention on

system instabilities resulting from improper settings in the last footnote.

amount of reactive power available for injection/consumption g that is then
input to the VV controller. The active and reactive power setpoints produced
by the VW and VW controllers are then low pass filtered by Hp(s) to produce
the active and reactive power injections that are injected into the grid. These
filters serve to limit the rate at which the active and reactive powers injected by
PV systems can change and do not represent physical constraints of the smart
inverter devices themselves [4].
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(Vi, Pr)

Prated

Vi Va voltage (p.u.)

Figure 3: Inverter Volt-Watt curve. Positive values denote watt injection. vyom
is the nominal voltage value.

Table 9—Active power-reactive power settings for normal operating performance
Category A and Category B DER

A(‘tl\:("pDWEI'— Default settings Ranges of allowable settings
reactive power
parameters Category A \ Category B Minimum Maximum
b3 Prated P>+ 0.1 Prated Prated
P> 0.5 Prated 0.4 Prated 0.8 Prated
P The greater of 0.2 Prted and Prin Prin P> —0.1 Prated
P4 The lesser of 0.2 % P'rted and P'min P'2—0.1 Prated Ploin
P2 0.5 P'rated 0.8 Prated 0.4 P'rated
P3 Pt Plated P2+0.1 P
[¢] 25% of 44% of
nameplate apparent power | nameplate apparent power
rating, absorption rating. absorption 100% of 100% of
[0} 0 nameplate nameplate
O 0 reactive power reactive power
5'1 0 absorption injection
0 0 capability capability
O's 44% of
nameplate apparent power
rating, injection
NOTE— Prated is the nameplate active power rating of the DER.
P'rated 15 the maximum active power that the DER can absorb.
Prin 1s the minimum active power output of the DER.
P'min is the minimum, in amplitude. active power that the DER can absorb.
P parameters are negative in value.

Figure 4: Table 9 from IEEE 1547 standard [2].

3.1 Voltage Instabilities

Several efforts in academic literature have identified the link between Volt-VAR,
settings and voltage instabilities in networks with high penetrations of DER.
In a seminal effort, Farivar et al. [11] modeled the interaction between system
voltage magnitudes and PV inverter VV functions as a feedback control loop
which explicitly tied the slopes of VV controllers of inverters to unstable (highly
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Inverter

VV/VW Control Logic

Figure 5: Block diagram of VV and VW control logic of an inverter.

oscillatory) reactive power injections. The analysis showed that the instability
threshold depends both on the network characteristics and the “steepness”” of
the Volt-VAR piecewise linear characteristics. Numerous other works have also
modeled the inverter/grid interaction as a first-order feedback controller and
arrived at similar stability conditions [12, 13, 14, 15, 16]. Notably, in [14, 16] the
analysis was also extended to consider both Volt-VAR and Volt-Watt controllers.

Based on the model presented in Fig. 5, one can use tools from systems
theory to derive a stability criterion for the feedback interaction of aggregations
of DER with VV/VW capabilities (see Appendix, Eq. (13)). Consistent with
the aforementioned work, the stability threshold is a function of the network
topology (R,X) and the steepest regions of the piecewise linear VV and VW
characteristics (Cp,Cq). With this in mind, it is straightforward to demonstrate
how these functions could be utilized to destabilize the feedback interconnection.
For example, with regard to Figs. 1, 2, one could choose V5 =V, =0, V} =
Vo — 0.02Vy, and Vy = V3 — 0.02Vy to remove the deadzone and steepen the
curve. The attack could then be instantiated by assigning V.. to be slightly
larger or smaller in magnitude than the recent average voltage seen by individual
DER. An example of the voltage instabilities (oscillations) created via smart
inverters using logic similar to the previous discussion is shown in Fig. 6 in the
top subplot.

3.2 Voltage Imbalances

It is also possible to create a network voltage unbalance (VU) by exploiting
standardized smart inverter functionality and the single-phase nature of resi-
dential DER. Such an attack may seek to trip VU relays and/or cause sensitive
equipment to trip offline [18]. Similar to [19], in this situation it is assumed
that the adversary has already gained access to a subset of network DER and



seeks to maliciously re-configure their control logic to disrupt distribution grid
operations.

VU is one of the main power quality concerns for distribution utilities, with
standards and/or requirements establishing VU limits [20, 21]. Historically,
the major cause of VU has been the unequal distribution of single-phase loads
within a three-phase distribution network [18]. Recently, however, the addition
of single-phase residential photovoltaic (PV) generation had further raised the
level of concern [22]. Previous work has examined VU in low-voltage networks,
primarily due to inherent unequal load distribution [23, 24, 25].

Manipulating the settings of smart inverter VV and VW control to create
voltage imbalances in the system is also a straightforward process. In this
case, consider the following set of voltage values that define the intersection of
piecewise linear segments in Fig. 1:

V = [V, Va, V3, V4] = [0.98,1.01,1.01, 1.04]. (1)

Given this VV curve, an adversary could create a voltage imbalance via an
assignment similar to the following: V, = V—O.l, Vi, = V—I—O.l, and V. = V—O.l,
where V, refers to the VV curves for all inverters on phase A, etc.. An example
of the voltage imbalance created via smart inverters using logic similar to the
previous discussion is shown in Fig. 6 in the bottom subplot.

4 Conclusions

The overall premise of this white paper is that small adjustments in aggrega-
tions of smart inverter control functions can lead to deleterious grid conditions.
Existing control standards may introduce unintended behaviors in aggregations
of DER that could be exploited in a cyber attack. Improperly chosen settings
in smart inverter autonomous control functions can lead to deleterious grid con-
ditions. Here, two vulnerabilities were discussed. The first potential exploit of
the ability to remotely update smart inverter settings is to adjust the VV/VW
curves to destabilize the feedback interconnection of the smart inverter popula-
tion and the electric grid. The result of this manipulation is the manifestation
of oscillations in DER power injections, resulting in oscillating voltages. The
second exploit is to heterogeneously adjust VV/VW settings across different
phases in multiphase systems, resulting in voltage imbalances. In both cases,
simple heurestic rules were presented outlining how to create these conditions
when portions of the smart inverter-driven DER, are maliciously adjusted.

Future work is needed to further understand the nature of the vulnerabilities
presented in this work and to assess if control functions being put forth in
emerging standards introduce other vulnerabilities in DER populations. We
propose two complementary lines of research to make progress on addressing
this problem.

First, additional simulation studies should be conducted to investigate ways
in which autonomous control functions in IEEE 1547 can be exploited via cyber
intrusion to adversely affect the power grid, and to identify a set of power system



Voltage instabilities in electrical grid
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Figure 6: Example of unstable oscillations (top) and voltage imbalances (bot-
tom) that can be created via manipulations of VV/VW settings in smart in-
verters.

topology characteristics that are more vulnerable to certain types of malicious
parameter adjustments. Dynamic and quasi-static time series simulations of
power grids with smart inverter dynamics and autonomous control functions
can provide an environment in which different settings of IEEE 1547 control
functions can be tested. The main benefit of this effort will be helping to
determine additional vulnerabilities/exploits in standardized control functions.
This will be critical to ensuring new vulnerabilities are not introduced as part
of DER standards activities and will lower the risk of adoption of DER smart
inverter capabilities.

The second line of research which could be used to address DER-introduced
vulnerabilities contained in emerging standards is to investigate the creation of
a software tool to determine appropriate parameters of smart inverter control
functions on a network specific basis. Parameters for smart inverter control
functions can be chosen to maximize hosting capacity, minimize power quality
issues, and make the system maximally resistant to the effects of cyber attacks
on DER. To achieve this, artificial intelligence and optimization techniques can
be leveraged to determine appropriate parameters of smart inverter control func-
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tions for different networks. The software tool should ensure settings in DER
are maximally resilient to cyber attacks while maintaining operational objec-
tives (e.g., hosting capacity, etc.). Providing a toolset/guidance on how smart
inverter control settings should be determined as to not cause adverse grid con-
ditions will lessen risk to EPS operators and encourage the use of advanced
inverter functionality.
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5 Appendix

5.1 Volt-VAR and Volt-Watt Stability Criterion

Let the graph G = (N U {0}, £) represent a balanced radial distribution feeder,
where A is the set of nodes (excluding the substation) and £ is the set of line
segments, where |N'| = |£| = n. For a given bus i € N, let £; (where £; C L)
denote the collection of line segments from node 0 (e.g. the substation) to node
i. The DistFlow equations [26] capture the relationship between power flowing
in line segment (4, j) € £ and the voltage magnitude drop between nodes i and

J:

Pyj = p§ = pl +rijeij + Z Pij, (2a)
ki(j k) EL

Qij = — ! T mijei; + Y Quk (2b)
k:(5,k)EL

vi =0} = =2(ri; Pij + 25 Qi) + (13 + 23) e, (2c)

where v? is node i squared voltage magnitude, P;; and Q;; denote the ac-

tive/reactive power flowing in line segment (4, j), r;; and z;; are line segment
(1,7) resistance and reactance, and ¢;; are losses. For node 7, active (reactive)
power consumption is denoted by p§ (¢f) and active (reactive) power generation,
due to DER, is denoted by p? (¢7).

Consistent with [27, 11], we neglect losses in (2a) - (2¢) which is achieved
via setting ¢;; = 0 for all (¢,j) € £. Furthermore, as v; = 1 we approximate
v? — v} ~ 2(v; —v;). Let B(j) denote the set of all nodes descended from j
(including j itself). With these changes, the DistFlow model becomes:

P = Z (pf — 7)) (3a)

kep(4)

Qij = Z (qz - qg) (3b)
keB(5)

V; — V= rijPij + iEijQij. (SC)

The now linearized system of (3a) - (3c) can be more compactly represented
via substituting (3a) and (3b) into (3c) and making successive substitutions of
voltages from upstream nodes yielding node 7 voltage as a function of feeder
head voltage vg. If one defines the following vectors:

v=[v,...,0.]", vo=u1ol (4a)
pe =[5, ...,p5]", pE=[p{,....,p9" (4b)
qc - [qf7"'7q7cl}—r7 qg - [qf)""qz]—r, (40)

then the system of (3a) - (3¢) can be recast in vector form:

v:vo—l—R(pg—pC)—FX(qg—qC), (5)

12



where R and X are completely positive matrices [11] and

Rij = Z Thi (6&)

(hk)eLiNL;

X5 = Z Thk- (6b)

(hk)EL: N L;

Defining Z = [R, X], s° = [p°,q°]", and 89 = [pY,q9]", (5) can expressed
compactly as:

v =vg+Z(s? —s°). (7)

We now develop a dynamic model of smart inverters, modeled by Fig. 5,
connected to the distribution grid. Without loss of generality, we assume the
presence of a VV and VW capable smart inverter at each node in the system.
To begin, let f(v) = [£,(v),£,(v)]" denote the collection of inverter VV and
VW functions at each node in G, where:

£,(v) = [Jtzhl(vl)?'Hafp,n(vn)]—r (8a)
f,(v) = [fq,l(vl)w--afq,n(vn)]—ra (8b)

where both f,;(v;) and f,:(v;) are locally Lipschitz with constants C),; and
Cy.i, respectively. Define the matrices

C, =diag([Cp1,...,Cpnl) (9a)
C, = diag([Cy1, ..., Cyn]) (9b)
c.=[c, . (9¢)

Under the additional assumption that active and reactive power consumption
due to system loads change slowly with respect to inverter control actions, (7)
can be recast in the following form:

v =17Zs+ vo — Zs°, (10)
———

v

where the superscript has been dropped from s for convenience and v is treated
as constant. Consistent with Fig. 5, the dynamics of the inverter, which consist
of nonlinear Volt-VAR & Volt-Watt controllers in series with first order low pass
filters, can be expressed as [16]:

Ts=1f(v)—s, (11a)
v=Zs+V (11b)

where T € R?"%2" is a diagonal and positive definite matrix that collects low
pass filter time constants. Substituting (11b) into (11a) yields the desired dy-
namics in terms of the state variable s:

Ts = f(Zs + V) —s. (12)

13



For simplicity, assume all DER smart inverter low pass filters have equivalent
time constants (or, T =I). As proven in [17], the system of (12) is stable if the
following criteria is satisfied:

IC.z], < 1. (13)

14
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