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ABSTRACT OF THE DISSERTATION

Network Attacks and Defenses for IoT Environments
by
Fatemah Mordhi Alharbi

Doctor of Philosophy, Graduate Program in Computer Science
University of California, Riverside, June 2020
Professor Nael Abu-Ghazaleh, Chairperson

Security of resource-constrained edge devices, such as Internet of Thing (IoT)
devices, is one of the primary challenges facing the successful deployment of this potentially
transformative technology. Due to their resource limitations, often developers have to make
a choice between security and functionality /performance, leaving many devices partially or
completely unprotected. To illustrate the implications of this situation, I consider a scenario
where IoTs (or generally, edge computing devices) are being connected to the Internet
and participate in Internet scale protocols such as the Domain Naming System (DNS),
Transport Layer Security (TLS), and others. Security solutions for these protocols rely on
expensive cryptographic operations that challenge the capabilities of the resource-limited
IoT devices. In such a scenario, we are faced with one of three options: (1) Extend security
to the edge/IoT devices, therefore sacrificing performance and energy; (2) Sacrifice security,
leaving the last link to reach the edge devices insecure; or (3) develop new specialized
security protocols, which unfortunately is limited by development type and the need for

compatibility with these existing protocols, placing large burdens on developers.
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Against this backdrop, I demonstrate a new attack on DNS targeting the last hop,
demonstrating that leaving last hop devices poorly protected can lead to their compromise.
In the second direction, I propose a new lightweight cryptographic based defense that can
promote end-to-end security for IoT and edge computing environments. In the third di-
rection, to understand the nature of operation of IoT devices, I analyze the cryptographic
overhead occur on resource-constrained devices when conventional cryptographic algorithms
are used: I study the performance of on Arduino MKR WiFi 1010—a single-board micro-
controller and compare the results with my lightweight cryptographic algorithm. Lastly,
in a different direction, the last contribution is a systematic longitudinal study on Inter-
net filtering in the Kingdom of Saudi Arabia, a traditionally conservative country that has
embarked on economic and societal changes in many aspects of its daily operations and
public policies with the stated objectives of modernization and openness. These directions
are described next.

In the first direction, I identify and characterize a new class of attack targets the
DNS service. Specifically, unlike previously reported attacks where the main target is the
DNS resolver, the attack targets the client-side DNS cache. The attack allows an off-path
attacker to collaborate with a piece of an unprivileged malware to poison the OS-wide DNS
cache on a client machine. IoT environments are best fit for this attack since typically
network communications between the two last hops (i.e., the default gateway and IoT
devices) are un-encrypted. The results demonstrate the effectiveness of the attack on three
different platforms: Microsoft Windows, Apple macOS, and Linux Ubuntu. The results

show that we can reliably inject malicious DNS mappings within short times that vary
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with the specifics of the Operating System implementation. In addition, I present a new
analytical model of the attack and compare its prediction with the empirical measurements.
The results show that the model correlates with the observed experimental results. I also
propose an ad hoc defense which requires only changes to the client DNS cache software,
making it practical to deploy immediately through an OS patch. The results show that the
defense completely closes this class of attack. For instance, after running the attack for 24
hours, the defense mitigates attacks with no observed successes for the full period. On the
other hand, we recorded 1705, 152, and 18 successful attacks on Windows, Ubuntu Linux,
and Mac OS, respectively, when the defense is not deployed.

In the second contribution of the dissertation, I propose a more principled ap-
proach that can be generalized to provide backward-compatible, low-complexity, end-to-end
security for different applications and services enabling the extension of security coverage
to resource-constrained environments. More precisely, I introduce a new cryptographic
primitive which is called ciphertext and signature propagation (CSProp) in order to deliver
security to the weak end-devices. I further provide the instantiation of CSProp based on
the RSA cryptosystem and the proof of security. I demonstrate CSProp by using it for DNS
SECurity (DNSSEC) validation and TLS. The results demonstrate that CSProp provides
efficient security support at low additional complexity for IoT environments. I show that
the propagated signature verification in DNSSEC (vs. traditional DNSSEC validation) re-
duces latency by 91z and energy consumption by 53z on the Raspberry Pi Zero W. For
TLS handshake, the advantage to latency and energy by an average of 8z and 8z, respec-

tively. For completeness, CSProp is compared with Elliptic Curve Cryptography (ECC)
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cipher suite and found that CSProp outperforms ECC by 2.7x. On an Arduino MKR WiFi
1010, CSProp achieves significant reduction in latency and power consumption comparing
to conventional cryptographic primitives.

The third contribution of the dissertation demonstrates that the first option (i.e.,
sacrifice performance to retain security using traditional cryptographic algorithms) is not
desirable in resource-constrained environments. Specifically, I present a measurement based
study to characterize IoT devices with two components: (1) profiling existing devices to
understand the cryptographic demands on IoTs; and (2) evaluating their performance on the
new proposed primitive, CSProp, and compare the results with a widely used conventional
cryptographic primitive which is RSA. For (1), I analyze the cryptographic overhead that
occur when an IoT device is used in a home-based environment: the IoT device is a Wyze
Cam V2 IoT camera. The results show that the camera uses cryptographic operations
intensively. For (2), I conduct a study on a well-known IoT device called Arduino MKR WiFi
1010 which is a single-board microcontroller. I also implement a prototype of the proposed
lightweight scheme, CSProp. The results confirm the findings in research direction three
that CSProp always outperforms traditional RSA public-key operations in both latency and
power consumption. For instance, the execution time for CSProp-encryption and CSProp-
verification is 57 and 61 times faster, respectively, compared to traditional RSA encryption
for all key sizes. For energy consumption, CSProp provides efficient reductions by 36z and
42z for encryption and verification, respectively.

The last contribution of the dissertation is a systematic, comprehensive and lon-

gitudinal study on the Internet filtering in the Kingdom of Saudi Arabia. Specifically, 1



investigate the impact of the Saudi Vision 2030 (announced in April 2016) on the Internet
over a period of three years. The investigation shows evidences that Saudi Arabia is cau-
tiously yet decisively opening its digital borders. For instance, I conduct measurements to
evaluate Internet behavior by probing Alexa’s top 500 websites in 18 different categories
and find that the web is becoming more open and accessible. In addition, we find evidence
that the emphasis on modernization is leading to relaxing regulations on filtering (67% and
93% of the blocked mobile apps over the period 2013-2017 were accessible in 2018 and 2019,
respectively, and all tested apps were accessible in 2020, except WeChat which is still de-
batable). The investigation also studies the impact of geopolitical events on the filtering in
Saudi Arabia. The results show that the filtering policies are reflected in this context. For
instance, the results show that ISIS-friendly website are blocked, as ISIS supports terrorism
and destabilization to the region. We also find that some news sites from the countries of
Qatar, Iran, and Turkey got blocked, amid rising diplomatic tensions between the kingdom
and these countries.

For future work, I hope that the lessons learned from these directions help me to
build (or at least critically understand) the best framework for IoT and edge computing
devices. More precisely, I need to understand the required security primitives that overcome

all the three aforementioned challenges.
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Chapter 1

Introduction

The Internet of Things (IoTs) has become a ubiquitous term that describes devices
that have sensing or actuation capabilities (such as wearable watches, smart home appli-
ances, medical device, and even automobiles). When it first appeared, IoT devices were
simply new interconnection of existing technology. However, it has been gaining increas-
ing traction due to its simplicity and efficiency of streamlining the tasks and integrating
computing with the real-world. It is projected that there would be more than 75 billion
IoT connected devices installed worldwide by the year of 2025 [111]. Given the increasing
market penetration of these devices, security considerations in their design are also gaining
increasing importance. In particular, the compromise of these devices can introduce not
only cybersecurity threats but also threats to safety as IoT devices can be integrated with
safety critical systems such as automobiles or medical devices.

According to a data threat report by Thales [259], IoT has become a prime target of

cyber-criminals. Nearly 32.7 million IoT-centric attacks have been detected by SonicWall



in 2018 with 217.5% increase comparing to 2017 [138]. The fact that IoT attacks are
accelerating at an unprecedented rate is due to manufacturers who in a rush to market do
not implement proper security controls. These shortcomings allow cyber-criminals to launch
attacks that can be large scale in terms of the number of devices they affect. For instance,
in 2016, the world experienced one of the most sophisticated botnet attacks on the Domain
Name System (DNS) service, known as Mirai botnet [113, 41]. Mirai exploited over 300,000
IoT devices [195] in 164 countries [112]. Technically, the attack was based on a script to send
malicious Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) traffic
over port 53. The attack was massive and caused a Distributed Denial of Service (DDoS) on
the DNS infrastructure of DNS provider Dyn [158], OVH [187], and Krebs on Security [196].
The attack was feasible because of two vulnerabilities: (1) The software versions of the Linux
kernel were outdated. The attackers took advantage of this vulnerability since there were
not enough storage space on the IoTs to install the new updated versions of the kernel;
and (2) Users did not pay attention to change the default (and weak) usernames/passwords
on their devices. A year later, Verizon released a report about another DDoS attack on
DNS. The attack was launched by college students [266] and affected more than 5,000 IoT
devices. This botnet attack used a brute force approach to break through weak passwords
on the IoTs'. In Chapter §2, I will describe other attacks and additional related research

to the work presented in this dissertation.

'T refer interested readers to excellent surveys on IoT attacks for more details [193, 110, 221].
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Figure 1.1: Dissertation Overview

1.1 Motivation and Scope of Work

My work considers a common scenario in networked IoT systems where IoT devices
(or generally, edge computing devices) are being connected to the Internet and participate
in Internet scale protocols such as the Domain Naming System (DNS) [218, 219], Transport
Layer Security (TLS) [240], Hypertext Transfer Protocol Secure (HTTPS) [239], and others.
Traditionally, security solutions for these protocols rely on cryptographic algorithms which
require computationally expensive operations that can be far too complex for such low-
power and inexpensive devices. In such a scenario, one of three options will occur: (1)
Retain security and extend it to the edge/IoT devices — in this case performance and
energy will suffer; (2) Sacrifice security, avoiding the resource overhead, but leaving the last

link to be insecure; or (3) Rewrite the entire system or even develop new security protocols



specifically to incorporate these lightweight devices. The third option is undesirable since
it does not support backward compatibility and places large burdens on developers and
operators.

In the light of this context, my research pursues three main directions in addition
to a side direction to recommend further research (Figure 1.1 shows an overview of the

chapters that compose this dissertation):

1. The first contribution demonstrates that manufacturers should mandate security in
developing their edge/IoT systems. Specifically, I demonstrate a new attack on the
DNS infrastructure targeting the last hop. I present the attack component of this
contribution in Chapter §3, and also introduce an ad hoc defense specifically for this

vulnerability in Chapter §4.

2. Motivated by the aforementioned research direction, in the second direction, I pro-
pose a novel cryptographic function that allows full participation in cryptographic
operations but at a low computational cost, allowing the integration of security, per-
formance, and development without sacrificing one to save the other. More details

about this research direction is presented in Chapter §5.

3. In a third direction, I explore general usage of cryptography in resource-constrained
environments using a measurement study. Specifically, I analyze and measure the
cryptographic overhead of conventional cryptographic primitives that has been used
extensively in various applications. I present performance results related to latency
and energy consumption confirm with the measurement results in the third research

direction. I present this contribution in Chapter §6.



4. The last contribution explores a different research direction—Internet Filtering in Saudi
Arabia. Specifically, I present a systematic longitudinal study on Internet filtering in
the Kingdom of Saudi Arabia, a country that has embarked on economic and societal
changes in many aspects of its daily operations and public policy decisions, with the
stated objectives of modernization towards building a more tolerant Islamic country.

This contribution is detailed in Chapter §7.

An overview of these contributions are presented in more detail in the remainder of this

Chapter.

1.2 Contributions of the Dissertation

The research in this dissertation focuses on showing that the integration of three
criterias which are security, performance, and development can help to provide efficient
end-to-end security. Such an integration adds lightweight security support for resource-
constrained devices such as IoTs and edge computing devices. Therefore, in this section, I
describe my contributions towards solving the problems described in the previous section
(Section §1.1); network attacks and defenses for IoT environments. Finally, I overview the

contributions in regards to Internet Filtering in the Kingdom of Saudi Arabia.

1.2.1 Contribution I: Client-Side DNS Attack

The first contribution of this dissertation demonstrates a new and dangerous DNS
cache poisoning attack targeting edge devices. Generally, DNS poisoning attacks inject

malicious entries into the DNS resolution system, allowing an attacker to redirect clients



to malicious servers. These attacks typically target a DNS resolver allowing attackers
to poison a DNS entry for all machines that use the compromised resolver. However,
recent defenses can effectively protect resolvers rendering classical DNS poisoning attacks
ineffective. I contribute and present a new class of DNS poisoning attacks targeting the
client-side DNS cache. The attack initiates DNS poisoning on the client cache, which is used
in all main stream operating systems to improve DNS performance, circumventing defenses
targeting resolvers. The attack allows an off-path attacker to collaborate with a piece of an
unprivileged malware to poison the OS-wide DNS cache on a client machine. I developed
the attack on Windows, Mac OS, and Ubuntu Linux. Interestingly, the behaviors of the
three operating systems are distinct and the vulnerabilities require different strategies to
exploit. The attack is also generalized to work even when the client is behind a Network
Address Translation (NAT) router. The results show that we can reliably inject malicious
DNS mappings, with on average, an order of tens of seconds. The attack is described in
more details in Chapter §3.

I also introduce an ad hoc System-Level Defense that targets this specific vul-
nerability (presented in Chapter §4.) The defense hardens the clients against DNS cache
poisoning attacks by first detecting an attack, and then deploying both operating system
and networking defenses against it. It requires only changes to the client software; thus,
it can be deployed immediately through an OS patch. The results show that the defense

successfully defeats all attacks with 0% attack success probability.



1.2.2 Contribution II: CSProp, a Lightweight Cryptographic Primitive

for Securing IoT

The defense introduced earlier is both ad hoc, and also specifically targeted at the
attack I discovered. To provide a more systematic option to enable protection of IoT devices
across many protocol settings, I propose CSProp— a new cryptographic primitive providing
full security but with an overhead acceptable for resource-constrained devices. More pre-
cisely, in networked and distributed systems, cryptographic operations are used to ensure
the privacy and authenticity of information as it travels through multiple intermediaries.
These operations can be computationally expensive, and typically must be repeated every
time information changes hands. This poses a security challenge when lightweight, resource-
constrained devices (such as those common in IoT systems) are connected to a network of
more capable machines. As discussed earlier, one of three sub-optimal outcomes will occur
if cryptography is applied naively: (1) performance will suffer (e.g., if resource constraints of
the lightweight devices are ignored); (2) security will suffer (e.g., if cryptography is removed
from all interactions involving the lightweight devices); or (3) developers will suffer (e.g.,
if the entire system is rewritten specifically to incorporate these lightweight devices). The
third might not even be a possibility due to the system’s security requirements or due to
the need to preserve legacy systems. Motivated by these concerns, I introduce a new cryp-
tographic primitive which is called ciphertext and signature propagation (CSProp) in order
to deliver security to the weak end-devices. The core of this contribution is a propagation
algorithm whereby a capable machine sitting upstream of a lightweight device can modify

an authenticated message so it can be efficiently verified by a lesser machine. Crucially,



verification of the modified signature is less computationally intensive than verification of
the original (thus avoiding pitfall 1 above). Nevertheless, security guarantees that the only
way to produce a lightweight signature is by modifying an original (thus avoiding 2). Best
of all, the proposed propagation algorithm works for RSA signatures and so is compatible
with a large fraction of internet traffic (avoiding 3). A similar propagation technique is
given for RSA ciphertexts which allows a weak device to use an efficient encryption proce-
dure to produce a ciphertext that can then be propagated forward by a capable machine
into a standard RSA ciphertext of the same message. CSProp is demonstrated by using it
for the extended version of DNS known as DNSSECurity (DNSSEC) validation and TLS.
The propagated signature verification in DNSSEC (vs. full DNSSEC validation) reduces
latency by 91z and energy consumption by 53z on the Raspberry Pi Zero W. For TLS
handshake, the advantage to latency and energy by an average of 8¢ and 8x, respectively. 1
also compare CSProp with Elliptic Curve Cryptography (ECC) cipher suite and found that

CSProp beats up ECC by 2.7 times. CSProp is presented in more details in Chapter §5.

1.2.3 Contribution III: Analysing Cryptographic Overhead on IoT De-

vices

The third contribution of this dissertation is a measurement based study to char-
acterize IoT devices with two components: (1) profiling existing devices to understand the
cryptographic demands on IoTs; and (2) evaluating their performance on the new proposed
primitive, CSProp, and compare the results with a widely used conventional cryptographic
primitive which is RSA. For (1), I analyze the cryptographic overhead that occur when

an IoT device is used in a home-based environment: the IoT device is a Wyze Cam V2



IoT camera. The results show that the camera uses cryptographic operations intensively.
For (2), a study is presented to measure the performance of Arduino MKR WiFi 1010—
a single-board microcontroller representative of IoT devices, when it participates in IoT
operations. The performance is analyzed in terms of cryptographic overhead on latency
and energy consumption. Based on the obtained results, we can confirm the finding in
the third reasrch direction that CSProp is suitable for resource-limited environments. This

measurement study is detailed in Chapter §6.

1.2.4 Contribution I'V: Characterizing Internet Filtering in Saudi Arabia

The last contribution in this dissertation considers is in a different research space,
considering another aspect of Internet operation. Internet filtering is predominantly used
by countries or organizations to restrict access to websites or other resources on the Internet
that are perceived to hold inappropriate, offensive, or otherwise harmful content with respect
to their governing laws, values, or policies. In this research direction, I study Internet
filtering in the Kingdom of Saudi Arabia: a traditionally conservative country that has
embarked on economic and societal changes in many aspects of its daily operations and
public policies with the stated objectives of modernization and openness.

I present a comprehensive longitudinal study of Internet filtering in Saudi Arabia
over the period of three years. Specifically, I conduct measurements to evaluate filtering
behavior by probing Alexa’s top 500 websites in 18 different categories from viewpoints
covering the three largest telecommunications companies in Saudi Arabia. I observe that
the filtering is most common for sites in the Adult, Shopping, Games, and Global categories.

I also conduct measurements to test mobile application accessibility by examining the status



of 18 of the most popular mobile social network applications worldwide and in the middle
east such as WhatsApp, Facetime, WeChat, and Skype. Our results show that Saudi Arabia
is cautiously yet decisively opening its digital borders. For example, we find evidence that
the emphasis on modernization is leading to relaxing regulations on filtering (67% and
93% of the blocked mobile apps over the period 2013-2017 were accessible in 2018 and
2019, respectively, and all tested apps were accessible in 2020, except WeChat which is still
debatable).

The availability of multiple measurements over time enables us to study changes in
the filtering policy and view these changes in the wider geopolitical context experienced by
the kingdom and the region. For instance, we find that ISIS-friendly sites are blocked, as
ISIS supports terrorism and destabilization to the region. Interestingly, news sites from
the countries of Qatar, Iran, and Turkey got blocked, amid rising diplomatic tensions
between the kingdom and these countries. I also investigate and characterize the technical
mechanisms and the network topology used in the implementation of the filtering. This
direction is presented in detail in Chapter §7.

Finally, Chapter §8 concludes before highlighting potential future work.
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Chapter 2

Background and Related Work

In this chapter, I present the related work on this dissertation. The organization
of this chapter is as follows. Relevant to the first contribution, in Section §2.1, I present the
related work of DNS cache poisoning attack and in Section §2.2, I provide the state of the art
defenses to mitigate the attack. With respect to the second contribution, in Section §2.3,
I describe lightweight cryptographic solutions in favor of adding security support in IoT
environments. To conclude this chapter, I present related work on the third contribution

on Internet filtering in Section §2.4.

2.1 DNS Cache Poisoning Attacks

DNS cache poisoning is a dangerous class of attacks that has been the focus of
studies in the past [60, 268, 189, 250]. It is accomplished when an attacker injects a malicious
mapping into a DNS cache to redirect communication to an adversarial server enabling the

attacker to intercept packets content. In 2007, Amit Klein introduced sophisticated cache
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poisoning attacks against BIND 9 DNS resolvers [188] and Windows DNS servers [190]. At
that time, the attack’s entropy was totally based on the TXID, and the implementation
of the randomized algorithm facilitated the attacks. In 2008, Dan Kaminsky presented
another significant attack [180] against DNS resolvers which also depends on TXIDs for
authentication. The attack assumes both the UDP source and destination ports are fixed
as 53. Indeed, Paul Vixie already reported this vulnerability in 1995 [268], and in response,
Bernstein proposed a challenge-response defense to substantially use ephemeral ports ran-
domization in order to expand the entropy of the correct response packet [61, 62]. However,
this solution was not practically supported until Kaminsky’s attack [167, 198, 197].

More recently (starting in 2011), several new cache poisoning attacks against re-
solvers were proposed which have varying degrees of assumptions of the attack requirements
and the network [156, 143, 155, 157, 254, 191]. For example, some attacks [156, 254] assume
an attacker collaborates with a malicious script (e.g., Javascript in a browser) to poison
the DNS cache of a resolver. Herzberg and Shulman [156] propose an attack that exploits
packet fragmentation of UDP packets of long DNS responses to spoof the second fragment
of a DNS response (only the first fragment includes the TXID). The same authors [157]
propose a poisoning attack that exploits delegation of DNS resolution where intermediary
network devices perform recursive lookups on behalf of the resolvers. In contrast, they also
show attack principles (but do not demonstrate the attack) [155, 143] that can poison the
cache of a DNS resolver located behind a NAT. These attacks can be prevented by full
installation of DNSSEC. They do not target the client caches as my attack does. Recently,

the attack in [191] does not focus on the challenge-response authentication parameters, such

12



as the UDP source port and the TXID, and assumes they are known to the attacker (which
we doubt it is a very strong assumption). However, none of them is a general attack that

can work universally (as the Kaminsky’s attack [180]).

2.2 DNS Cache Poisoning Defenses

Because attacks that undermine DNS resolution are extremely powerful, several
defenses were proposed to address DNS cache poisoning attacks. The preponderance of these
defenses targets improving DNS resolver security and therefore are not effective against my
attack. The defenses can be classified into three categories: challenge-response defenses,
cryptographic defenses, and using alternative architectures. Challenge-response defenses
rely on the idea of increasing the entropy of DNS request/response, such as UDP source
port randomization [180, 9], 0x20 encoding [104], random selection of authoritative name
servers [197, 167], and adding random prefixes to domain names [229]. All these defenses
attempt to make the space of packets from which a correct response must be selected larger,
substantially increasing the attacker’s difficulty in generating a valid response. Challenge-
response defenses are vulnerable to MitM adversaries who can intercept the DNS com-
munication. To protect against this type of eavesdropping attack, cryptographic defenses
were proposed which include primarily DNSSEC [272] that is based on digital signatures
for authentication; this solution in principle closes all cache poisoning attacks since the
validity of the response is no longer only a function of the contents of the packet. Despite
the fact that DNSSEC is effective, the deployment is very slow. For example, the Internet

Society organization reported that roughly 10% of a sample of size more than 735 million
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resolvers use DNSSEC validation [8]. Moreover, a recent study [7] discovered that 0.67%,
0.91%, and 0.91% of .com, .net, and .org Top Level Domains (TLDs) are signed. Recently,
Klien et al. did an Internet-scale measurement study on the vulnerability of DNS resolvers
and discovered that 92% of resolvers are vulnerable to at least one type of poisoning at-
tack [191]. All these studies conclude that complete adoption of DNSSEC would prevent
these vulnerabilities, but a combination of partial deployment and permissive policies (e.g.,
accepting responses even if the DNSSEC signature does not match) lead to the current
resolver vulnerabilities. Unless DNSSEC is extended to cover end clients, which introduces
a substantial key distribution problem and is likely to infringe on usability, it does not
prevent my attack.

A third defense alternative considers rethinking DNS implementation radically,
resulting in different security properties. For example, Schomp et al. [249] propose a radical
change to the DNS ecosystem by eliminating shared resolvers entirely to have clients perform
the recursive resolutions directly. However, since my attack targets the endpoints, it should
still be effective against this architecture.

Currently, the security of patched operating systems relies mostly on the ran-
domness of source ports. In my attack model, I expose vulnerabilities in the source port
allocation algorithms used by three operating systems: Microsoft Windows, Mac OS, and

Linux Ubuntu.
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2.3 Lightweight Cryptographic Defenses for IoT Environ-

ments

Lightweight cryptography is a term that refers to low overhead cryptographic al-
gorithms designed for energy- or computationally-constrained machines, specially in IoT
environments. This is an active area of research in both academia and industry [116, 129,
75, 65, 182, 77, 54, 67, 253, 242]. The main goal of such algorithms is to achieve effi-
cient security suitable for such resource-constrained devices. However, due to the limited
resources (such as processing power, battery, and storage capacity) of these devices, it is
a challenge to fulfill this goal. As a result, designing lightweight cryptographic schemes
for resource-constrained devices is a topic that has attracted broad interest from the re-
search community [182, 203, 237, 124, 175, 278, 236, 281]. Since Public Key Cryptography
(PKC)/asymmetric cryptography requires substantially higher resources for computation
than symmetric cryptography, most lightweight cryptographic algorithms have been devel-
oped for symmetric cryptosystems.

Symmetric Lightweight Cryptography. In mCrypton [203], Lim et al. follow the
architecture of Crypton [202] to design a lightweight protocol for resource-constrained de-
vices such as Radio Frequency Identification Systems (RFIDs) [270]. More precisely, the
authors propose 64-bit block cipher with three key sizes ranging from 64 to 128 bits to
optimize resource usage and power consumption. Nonetheless, the smaller key sizes would
led to a weak security. Whereas the proposed scheme, CSProp (see Chapter §5 for more
details), utilizes a sufficient key size to form a secure and scalable connection. Similarly, the

Scalable Security with Symmetric Keys (S3K) scheme [236], which is a key management
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architecture, was proposed to provide a scalable energy efficient mechanism to establish
trust relationships among entities in IoT environments. The architecture consists of two
phases: (1) establishing a new pre-shared key within the Datagram Transport Layer Secu-
rity (DLTS) handshake; and (2) applying lightweight public key cryptography. Basically,
they depend on shared keys which might increase the risk to key disclosure and endanger
the security services. This sets S3K scheme apart from CSProp, where the latter does not
require any pre-shared key and thus maintain the security for both ends. Another proposal
is Hummingbird [124] which uses a hybrid structure of block and stream ciphers with 16-bit
block size and 256-bit key length; an improved version of this work has been developed by
Engels et al. [125]. Specifically, the algorithm increases the internal state to 128-bit and
enhances the state of the mixing function of the algorithm. It is tested against most of the
well-known attacks and it appears to be resilient against them. However, Zhang et al. [279]
show that the key can be easily recovered. Unlike CSProp is based on unbreakable and
scalable RSA signature algorithm. Jan et al. [175] propose a different approach for IoT de-
vice identification. Specifically, the scheme observes resources of IoT's that are based on the
Constrained Application Protocol (CoAP) to provide mutual authentication by validating
the identities of the participating devices before engaging them in communication. Even
though the scheme seems to close vulnerabilities that may lead to eavesdropping and key
fabrication attacks, it does not provide protection from several powerful attacks such as
the well-known Sybil attack [118] in which a device can illegitimately impersonate multiple
identities. In CSProp, major attacks are discussed in §5.1.1 that CSProp can efficiently

defeat.
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Asymmetric Lightweight Cryptography. Other efforts aim to propose a lightweight
cryptographic algorithm based on asymmetric ciphers. For instance, Lithe [237] is proposed
to provide integration of security between the DLTS protocol at the transport layer and
the CoAP protocol at the application layer. Lithe compresses the datagrams of DLTS to
increase efficiency and applicability of DTLS and CoAP for constrained devices. On the
other hand, the system involves expensive cryptographic processing for both the record and
the handshake protocols. Comparing with CSProp, it does not require any preprocessing
expensive computation that increases the overall overhead time. Zhang et al. [281] propose
a scheme to provide resilience against a large number of sensor node compromises. The au-
thors propose a message authentication scheme by adopting perturbation polynomials. The
scheme incurs lower overhead and higher adaptability than existing techniques that utilize
traditional asymmetric algorithms. However, Albrecht et al. [32] show an attack that fun-
damentally undermines the viability of using perturbation polynomials for designing secure
cryptographic schemes. Whereas CSProp utilizes an efficient and secure cryptographic algo-
rithm based on RSA signature (See §5.2 for more details). There also exist approaches that
utilize custom authentication protocols that rely on Public Key Infrastructure (PKI) and
TLS protocols [39]. However, PKI and TLS protocols require resource-consuming cryp-
tographic operations making them inappropriate for IoT and other constrained devices.
CSProp does not utilities PKI platform since is not suitable for most types of constrained
devices.

Private-Key Lightweight Cryptography. Most work on lightweight cryptography tar-

gets private-key cryptography (symmetric cryptography algorithms such as block/stream
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ciphers and hash functions [203, 206, 160]), with ongoing efforts to standardize some pro-
posals [173].} Progress on lightweight (PKC) has been slower: PKC is much more com-
putationally demanding, and protocols attempt to minimize their use for encryption and
decryption (by using PKC to negotiate session keys for private key algorithms). However,
PKC remains critical for authentication and verification as well as to bootstrap the use of
private key cryptography. Elliptic Curve Cryptography (ECC) can reduce the overhead of
some PKC cryptographic operations relative to RSA [75, 264]. Primarily, the lower overhead
occurs because ECC can provide equivalent security to RSA with much smaller keys, mak-
ing key generation as well as operations that use private keys substantially faster. However,
because RSA can use low public exponents (effectively much smaller public keys) operations
using public keys are considerably faster in RSA. These operations include authentication
and signature verification (my first application), which has been measured to be 6.6x, and
3.4x faster in 1024-bit RSA and 2048-bit RSA, respectively, than ECC [84, 265]. Consid-
ering DNSSEC, this is a serious issue because overloading DNS resolvers could potentially
slow down name resolution with wide impact on many applications. CSProp improves the
performance of RSA, which should result in the fastest known PKC signature verification
with security equivalent to RSA, and with backward compatibility.

Proxy Assisted Cryptography. The proposed lightweight cryptographic scheme,
CSProp, bears similarity, with prior work on proxy-based re-signature schemes, first
introduced by Blaze et al. [66] and later revisited by Ateniese and Hohenberge [52]. A

significant difference from these works is that CSProp provides security by construction

The desired properties of lightweight cryptography have already been discussed in the
International Organization for Standardization ISO/IEC 29192 in ISO/IEC JTC 1/SC 2T:
https://www.iso.org/committee/45306.html
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and therefore does not require a trusted proxy to propagate signatures. In contrast, these
prior works require a trusted proxy to take a signature as input and generate a new
signature as output using the public keys of both parties (the signer and the verifier). It is
worth noting that this setting is also vulnerable to a known attack on RSA [68, 255, 256].

Joye et al. [178] propose a solution to overcome hardware restrictions enforced
by vendors such as Intel Software Guard Extensions (SGX). Although it uses a proxy, the
application is different: for CSProp, Patty is helping a weak Alice verify a signature from
a more powerful Bob. On the other hand, in this work, Patty is helping a weak Bob sign
a message and transmit the signature to a powerful Alice, which is not a common scenario
for IoT settings. Critically, Patty needs to know Bob’s private key, whereas for us, Patty
does not. For this reason, the warning in [178] that ¢’|e is problematic does not apply in
my setting. This is because €’ in [178] is generated using knowledge of Bob’s private key,
whereas for us €’ is computed publicly. Another major difference between this work and
CSProp is the model of security they consider: in addition to the proxy being trusted in this
scheme, both public keys must be kept secret, which is incompatible with my requirements
and assumptions.

Ding et al. [114] attempt to carry out proxy assisted cryptography, making the
scheme similar to CSProp at a high level. They propose a solution to speed up public key
signature generation for resource-constrained devices using Server-Aided Signatures (SAS).
This scheme requires that an original signer should have a PKI certificate, then compute a
hash chain of one-time secret keys generated from a root key associated with the certificate,

and store the chain locally. The original signer needs to collaborate with a trusted proxy
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which is trusted and has a PKI certificate. It uses its own private key to fully sign the
message along with one of the one-time secret keys. These keys are used to authenticate
the original signer and can be used only once for each individual signature. Under heavy
network traffic, this introduces a performance bottleneck for the original signer unless she
has enough storage to store the hash chain— a limitation in resource-constrained devices. In
contrast, CSProp does not require additional PKI certificates, and the propagator can be
any entity since it is not required to be trusted.

Several studies have been conducted presenting the computational and energy
costs of cryptographic protocols on embedded IoT processors [55, 213, 232, 148, 166]. For
instance, Potlapally et al. [232] shows how fast the battery gets drained (more than twice)
in the presence of encryption comparing to no encryption. They also show energy analysis
of common cryptographic algorithms (such as RSA [241], DSA [224], and ECDSA [176])
on a client device running Compaq iPAQ H3670 whose processor is clocked at 206 MHz.
In addition, a good body of work analyzes the performance of specific applications used in
resource-constrained environments [213, 142, 123]. For instance, Miranda et al. [213] ana-
lyzes the energy consumption of the Transport Layer Security (TLS) protocol transactions
on a mobile device and found that more than 60% of total energy is consumed by TLS

overhead.

2.4 Internet Filtering

As the Internet has grown to be an essential service for accessing information,

sharing opinions, coordinating activist organization, many countries have sought to regulate
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this open access through Internet filtering. As a result, many studies have been conducted
to examine the filtering practices and mechanics in different countries around the world. In
this section, I briefly survey a number of these studies and explain their relationship to my
work where appropriate.

Country-Specific Internet Filtering studies. For some countries, the underlying mo-
tivation to effect filtering believed to be political. For instance, Nabi [220] used a publicly
available dataset of websites to check their accessibility in Pakistan. He found that the
government performs filtering at DNS and HTTP levels. Aryan et al. [51] showed evidence
that all Internet traffic in Iran is directed to a centralized equipment which is apparently
controlled by the government. In 2011, during the political events in Libya and Egypt,
Dainotti et al. [105] analyzed country-wide government-ordered Internet outages using a
variety of publicly available datasets. Furthermore, Chaabane et al. [79] presented results
of measurements analysis of a sophisticated Internet filtering system enforced by the Syrian
government. They discovered that Instant Messaging is heavily censored. Many studies
have explored the Internet filtering infrastructure of the Great Firewall of China (GFW)
over the years [276, 201, 83]. In the UK [82] a system filters pedophile advocacy websites
that promote sexual exploitation of children. In Germany, all Nazi promoting websites are
blocked by the government [117]. Internet filtering can also be imposed by Internet users on
themselves. For instance, Gebhart et al. [139] presented an adequate and a comprehensive
study on Internet filtering in Thailand. They distributed a survey on 160 respondents and
found that nearly 70% of them enable filtering settings on their connections. At the eco-

nomic level there is evidence of some companies or organizations using Internet filtering to
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force customers to use specific products [85]. We expect such economically driven filtering
to increase if net neutrality repeal efforts go into law in the USA.

Studies on Internet Filtering in Saudi Arabia. Most related to my study, Zittrain and
Edelman conducted the first study on Internet filtering in Saudi Arabia [282]. In 2002, they
used proxy servers to prop a list of random distinct websites (approximately 64,557) from 6
different categories. They performed a lightweight measurement study and concluded that
nearly 3.15% of the websites were blocked based on different categories. Likewise, in 2004,
the OpenNet Initiative (ONI) organization published a similar report [170] and confirmed
the findings in [282]. Most recently, in 2012, Verkamp and Gupta [267] studied the filtering
mechanics used in 11 countries, including Saudi Arabia. They claimed that Internet filtering
in Saudi Arabia is based on destination IP address filtering and directs users to an HTTP
response with a status code of 200. My study is similar in spirit, but substantially larger
in scale, covering systematically classes of websites and mobile applications. The study
is also repeated over multiple years at a time where Saudi Arabia is experiencing a shift
to modernize. I also explore the technical mechanisms underlying the observed behavior
in detail. In fact, the results show substantial differences from these earlier studies; for
example, we found that filtering is applied at the HTTP and TLS levels instead of IP. The
analysis was repeated multiple times and observe trends in filtering over time.

Filtering Measurement Tools. Several research efforts developed tools to measure and
study Internet filtering. For instance, CensMon [252] was developed as a tool to monitor
and detect filtering characteristics globally. UBICA [29] was designed to aggressively collect

filtering-related data from different vantage points by running the tool on home gateways
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and personal computers. OONI [134] and ICLab [169] are two other platforms that are
designed to detect filtering using embedded devices such as Raspberry Pis [230]. Iris [228]
is also developed as a scalable, accurate, and ethical method focusing on the problem of
measuring manipulations on the DNS protocol. In addition, Nabi used a test script, dubbed
Samizdat [220], that inspired my filtering tool. Samizdat first downloads a list of websites
and prepares it for testing. For each website, the tool performs a DNS lookup to check for
DNS level filtering. It then tries to establish a TCP connection. Next, the tool checks for
HTTP-URL-keyword filtering. In the last step, the tool checks for HIT'TP-FQDN filtering.
For each test, the results are recorded in a log file locally consistent with recommended
ethical practices (i.e., not in a remote server as in [252]). The tool which is developed for
this study provides significant new functionality. For example, some of the modifications
include a different website input and preparation process: the websites are distinct per
category since they are crawled directly from Alexa and do not need cleaning to remove
redundancy.

Data Resources. The are also some efforts in terms of data resources. For instance,
ONT [226] makes global Internet filtering data more accessible to researchers and journalists.
However, their data is outdated with the last release being in September 2013 while for
Saudi Arabia the latest release was in 2009. The University of Michigan, on the other hand,
established a project called Censored Planet [78] to frequently update the filtering data.

The project contains a publicly accessible database at global scale.
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Chapter 3

Collaborative Client-Side OS-Wide

DNS Cache Poisoning Attack

The Domain Name System (DNS) protocol provides an integral service underlying
the Internet: It is an essential component that provides resolution primarily of Fully Qual-
ified Domain Names (FQDNs) (i.e., human-readable domain names such as foobar. com)
to their corresponding Internet Protocol (IP) addresses [218, 219]. DNS resolution infor-
mation is maintained by a hierarchical and distributed set of name servers in order to
support scalability and to enable distributed management at each individual organization.
This hierarchy consists of 13 trusted root servers (denoted by .) which are geographically
widespread across the world, top-level domains (TLDs) (e.g., .com, .edu, and .gov), and
authoritative name servers (e.g., foobar.com, ucr.edu), and usa.gov. DNS queries from
clients are serviced using a set of resolvers that can walk the DNS hierarchy to reach an

authoritative name server that provides the answer to the DNS query. To improve perfor-
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mance, resolvers and end hosts heavily use caching, exploiting locality to avoid unnecessary
and slow queries that consist of several round-trips as a resolver walks the DNS hierarchy.

DNS has gradually evolved since its first specifications [215, 216, 217, 218, 219].
It is widely used in verity of applications and Internet services and architectures which rely
on the integrity and availability of the DNS infrastructure.

The security of DNS is critical to the security of the Internet: if an attacker can
manipulate the mapping, she can redirect connections to cause users to access a malicious
server, to facilitate Man-in-the-Middle (MitM) attacks, or to cause denial of service (DoS).

One of the most serious attack classes against DNS is the cache poisoning attack,
where an attacker attempts to inject malicious DNS mappings to the cache of a DNS
resolver [53, 180, 174, 188|.

DNS is vulnerable to this type of attack because, in the process of resolving a
domain name, requests are sent to authoritative name servers which can be far away, leaving
an open window of time for an attacker to inject a false response. More precisely, an attacker
can poison the cache by impersonating authoritative name servers of a target domain [180,
143, 189]. For example, an attacker who wants to target the domain name www.bank.com
first needs to have a server capable of spoofing the IP address of the bank.com’s authoritative
name server. When the victim resolver sends a DNS query to resolve www.bank.com, the
attacker impersonates the legitimate DNS server by spoofing a response with a malicious
IP. The malicious mapping provided by the attacker is cached by the resolver and all future
queries for www.bank.com will return the malicious IP address redirecting victims to the

IP address chosen by the attacker, allowing several dangerous exploitation classes. For
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example, users may be fooled to enter their credentials on a malicious website identical
to the website they were trying to access. To protect against cache poisoning attacks on
DNS resolver caches, Source UDP Port Randomization (SPR) [180, 9] was introduced and is
currently widely deployed. In this defense, a DNS query from a resolver uses a random source
UDP port when forwarding a DNS query. An off-path attacker must guess this random
port number in order to successfully spoof a reply to the same port (otherwise, the reply
will not be accepted), in the time window before the true response is received. Although
it does not close the vulnerability completely, SPR substantially reduces the chances of
effective cache poisoning attacks. Even though fundamentally secure DNS protocols such
as DNSSEC [272] have been proposed, it has been difficult to get traction with respect to
real-world deployment, and most websites continue to run insecure versions of DNS.

In this work, I introduce a new and dangerous DNS poisoning attack targeting the
end user devices. Most operating systems on client devices use DNS caches that retain DNS
responses and share them across applications including browsers. The results show that
these caches can be compromised via a DNS cache poisoning attack oftentimes in a couple
of seconds for Windows and a few minutes for Ubuntu Linux and Mac OS. Specifically, the
attack is initiated by an unprivileged malicious program (e.g., a malware or a malicious
JavaScript) who simply asks for DNS resolution for a domain it is attempting to poison.
The malicious program coordinates with an off-path attacker (i.e., an attacker anywhere
on the Internet) that responds to the DNS request attempting to poison the cache entry
and succeeding with high probability. To succeed in the attack, a malicious response with

a matching TXID has to arrive before the real response. This is challenging task as there
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is really only an attack window equivalent of a round-trip time between the client and
resolver. To make matters worse, once the authentic DNS response is cached, one may
need to wait for the entry to timeout before being able to launch the next round of attack
on the same domain. However, I discover that specific OS implementations and real-world
TTL/network latency make the proposed attack highly feasible. Through analysis of NAT
implementation on commercial routers, reliable strategies are presented to launch the attack
even through a NAT router.

Client devices are typically not considered to be part of the DNS hierarchy and
therefore have not been considered by defenses against DNS cache poisoning. Thus, defenses
against resolver cache poisoning attacks including SPR [180, 9] and 0x20 [104] do not
protect against this new attack. Even new proposals such as DNSSEC which rely on
cryptography to completely close cache poisoning [46] operate at the resolver level but leave
the network behind the resolver unprotected. As a result, the attack represents a new and
dangerous vulnerability that threatens most computing devices. The attack also expands
my understanding of the threat surface of DNS cache poisoning attacks when designing
mitigations within DNS.

Additionally, I try to fulfill my understanding on the attack behavior. I add theo-
retical analysis and compare it with the measured results. Specifically, more measurements
are added to help understand the impact of number of attack trials on attack success.

This research direction makes the following contributions.

1. I describe a new and dangerous DNS cache poisoning attack against client caches,

which overcomes the challenges of source UDP port randomization. The techniques
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can defeat the challenge-response defenses that are mostly based on randomizing

TXIDs and port numbers.

2. I explore the attack when the victim is behind a NAT. The results show that many
NAT boxes are fixed-port and/or port-preserving, enabling the attack to work with-
out modification. Although I did not have access to a random-port NAT router, I

conceptually describe approaches to extend the attack to work with such routers.

3. The attack is demonstrated on three different operating systems: Microsoft Windows,
Mac OS, and Linux Ubuntu machines. Each implementation introduces challenges,
but I show that they are all addressable, enabling the attack to work with reliably. The
attack’s effectiveness is measured under various settings, and the results show that
the attacks are potent under realistic conditions. For instance, the attack typically

succeeds in a few seconds on Windows.

4. I present a new analytical model of the attack and compare its prediction with the
empirical results. Specifically, I extend the analytical model of the attack to estimate
the number of rounds before an attacker successfully poisons the cache. Although the
model does not capture network effects such as congestion and packet drops in the

receiver buffers, I show that it correlates with the observed experimental results.

Disclosure. I reported the attack to Apple, Microsoft, and Ubuntu. In response, Apple
released a security update! fixing the mDNSResponder daemon, also known as Bonjour, that

is used by the DNS Service Discovery API in Mac OS X (version 10.2 and later) and iOS

"https://support.apple.com/en-us/HT209446
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operating systems. Ubuntu confirmed the vulnerability?. I understand that Microsoft is
considering mitigations.

The remainder of the chapter is organized as follows. Section §3.1 provides the
background and describes the threat model. The attack is introduced in Section §3.2.
Tailored attack strategies and analysis are presented in Section §3.3. The attack is evaluated
in Section §3.4.

Readers are encouraged to watch a video demo illustrating the proposed attack on

Windows:

https://www.youtube.com/watch?v=ulaccbjA6ZU

3.1 Attack Fundamentals and Threat Model

In this section, I set the table for the client-side DNS cache poisoning attack. First,
the behavior of the OS-wide DNS cache of operating systems is described and then I discuss

the threat model.

3.1.1 OS-Wide DNS Caches

Modern OSes have built-in DNS caches. These caches are shared OS-wide, mean-
ing that if an application populates an entry in the cache, this entry will be used by any
other application that requires resolution for the same name. Similar to records cached
at the DNS resolvers, an OS-wide DNS cache record is stored along with a Time-To-Live

(TTL) value which is set by the domain authoritative nameserver to determine the lifetime

https:/ /bugs.launchpad.net /ubuntu/-+source/systemd/+bug/ 1782225
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of the record in the cache. The purpose of having such a cache is to improve the performance
of DNS resolution as it is on the critical path of accessing Internet resources, especially for
applications that have many short-lived connections. Unlike previous work where the focus
was on resolver’s caches, I study the behavior of OS-wide DNS caches of operating systems.

When a client machine issues a DNS request, the request reaches the authoritative
name server having the answer after traversing a chain of DNS servers/resolvers and different
layers of caches. Some operating systems, e.g. Linux Ubuntu 16.04.6 LTS and earlier, are
configured to use an external DNS server as their first resolver and uses its cache for future
queries. Another alternative is to implement a client-side DNS cache internally. In this
case, the OS first accesses the OS-wide cache and checks if the DNS record corresponding
to the client’s request is cached; if it is not cached, the OS forwards the request to the first
external resolver in the Internet cloud; e.g. carrier’s resolver. The latter implementation is
vulnerable to client-side cache poisoning attacks. The attack differs from other DNS cache
poisoning attacks in that it targets the client-side cache, and therefore bypasses all known
defenses that protect the resolvers.

I surveyed a number of modern operating systems, including macOS Sierra version
10.12, several versions of Microsoft Windows (Microsoft Windows 7 Professional Edition,
Microsoft Windows 8.1, and Microsoft Windows 10), as well as several Linux distributions.
By default, the OS-wide cache is enabled in all versions of Windows, Mac OS, and in Ubuntu
17.04 and later. It is checked by DNS APIs. I also verified that all applications first consult
this cache before issuing an external DNS request. Specifically, the OS-wide DNS cache is

implemented by introducing a DNS system service, running in a separate process isolated
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from applications, that manages all the mappings. such as getaddrinfo(): only if the
record is not found in the cache, does the DNS cache service perform a DNS request on
behalf of the application. Thus, this client-side cache acts as the de facto first level of
resolution. Recently, Ubuntu started using the OS-wide DNS cache by default, but earlier
distributions including Ubuntu 16.04 LTS have implementations that have to be optionally
installed and enabled by users.

The OS-wide DNS cache is stored in memory. I measured the size of the cache
starting with an empty cache, warming the cache with a number of domain names (say
x), and then resolving these names again while timing to see if the entry is being resolved
from the cache. I keep increasing x until I start observing misses, which identifies the size
of the cache. The results show that the cache size to be 2050, 5076, and 4094 entries in
Windows, Mac OS, and Ubuntu Linux respectively. Furthermore, we find that the OS-
wide DNS cache in all operating systems stores all types of records (A, AAAA, CNAME,
PTR, RRSEG ...etc.) from only the answer section of DNS responses. Thus, Kaminsky’s
attack [180] relying on malicious records from the additional section does not apply to

OS-wide DNS caches.

3.1.2 Threat Model

In this section, I describe the thread model of the attack. In such a model, 1

consider four entities below:

1. The victim client machine and its OS-wide DNS cache.

2. A legitimate resolver which acts as a DNS server for the client machine. The client
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may connect to this resolver via a NAT device which has its own DNS cache.

3. The on-device malware, which is unprivileged and cannot tamper with other applica-
tions directly (I will instantiate this later in §3.2). This malware could be a malicious
JavaScript running in the browser after an attacker browses a malicious/compromised

website, or a malicious application downloaded to the user’s phone.

4. The off-path attacker, who is capable of spoofing the IP address of the legitimate
resolver. The malware and off-path attacker collaborate to poison the OS-wide DNS

cache with a malicious mapping for a target domain name.

Note that the IP spoofing capability of the off-path attacker is commonly available
in networks unless ingress filtering [183] is implemented [63]. A significant number of
Internet Service Providers (ISPs) and networks do not implement ingress filtering and
therefore an attacker connected to such a network can directly spoof IP addresses [64,
214, 122]. Also, an attacker on the same network does not have to pass through the ingress
filter. Another scenario where the attack is possible is one where two machines are located
in the same network (e.g., enterprise or university network). It is common that a machine
can spoof the IP address of the other since a packet does not pass through the ingress filter
if it stays in the same network (I confirmed, after obtaining permission, this behavior in
one enterprise and several university campuses).This threat model matches the threat model
used in recent papers (e.g., off-path TCP injection attacks [234, 235]). In a sense, the attack
can be considered a special type of local privilege escalation [108], where an unprivileged
piece of a program can overwrite the OS-level DNS cache without authorization (with the

help of an off-path attacker).
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www.yahoo.com A 1111 DNS
www.google.com CNAME google.com | Cache
www.google.com NS nsl.google.com
www.bank.com A 4.4.4.4

Attacker’s Web Server
4.4.4.4

Attacker Resolver

Figure 3.1: High Level Attack Overview

I also note another scenario where the attack applies: machines that have multiple
users. One user can log into the machine, execute the attack causing the OS-wide DNS cache
to be poisoned. When this user logs off, any subsequent user will be using the poisoned
entries. I confirmed this attack scenario on several networks (with permission).

Another interesting threat model that is not considered exploits the browser level
caches: since some browsers (e.g., Firefox and Chrome) have their own DNS caches which
are shared among different tabs/windows, the attack can also be applied using a malicious
JavaScript piece of code assuming the success time is relatively small due to page visit time.

In this scenario, the poisoning affects both the OS-wide and the browser-level DNS caches.
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3.2 Attack Construction and Analysis

I first overview the attack at a high level and introduce possible attack scenarios.
I then explain how to overcome a number of challenges needed to implement the attack,

leading to a complete end-to-end attack under realistic conditions.

3.2.1 Attack Overview

The basic attack is overviewed in Figure 3.1. A malicious user-level program
requests a DNS resolution for the target DNS domain (in this example, www.bank.com).
The goal of the attacker is to poison the cached DNS entry such that it resolves to the IP
address of an attacker server redirecting user connections targeting www.bank.com to go to
the attacker’s web server. Once the DNS request is sent, the attacker attempts to respond
with fake responses. As it will be discussed later in Section §3.3, this is possible as the
off-path attacker can start flooding spoofed responses even before the client initiates a DNS
request. Alternatively, the malicious program on the victim can coordinate with the off-
path attacker such that the responses are sent right after the query is issued. DNS resolvers
accept the first correct response: a response with both a matching port number so that it
is received correctly, and a matching TXID field; if a correct response from the attacker
is received before the response from the DNS authoritative name server, the client simply
accepts this response and caches it in its OS-wide DNS cache. The attacker’s response uses
a large TTL to ensure that the poisoned value remains in the cache. Any future connections

from this machine to www.bank.com will redirect to the attacker’s server.
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3.2.2 Attack Scenarios

The attack requires a malicious user level program to execute on the victim ma-
chine. I consider two main scenarios for launching the attack.
e Public/shared machines. Such machines are commonly found in many places including
universities, libraries, hotels, and stores. Any user who can log in to the machine can
run a malicious program and collaborate with an off-path attacker to conduct the attack,
poisoning the DNS cache, and leaving the machine to be used by victims. For all tested
operating systems, the results show that the OS-wide DNS cache is in fact shared across
multiple users. This means that a malicious user (e.g., guest) capable of poisoning the
OS-wide DNS cache can cause a different user (admin or guest) to also use the poisoned
cache. Furthermore, for Windows, any user (including guest) can clear the cache directly
without requiring admin privilege, so that the malware can clear legitimate entries to make
room for poisoned entries. However, without admin privileges, the attacker may wait for
TTL to expire, or evict the cache by requesting a large number of DNS resolutions to
get older entries removed from the cache. I confirmed, after obtaining permission from the
system administrators to conduct an experiment then clearing the cache, that shared public
machines in four large universities are vulnerable to the attack.
e Malware. Applications downloaded from an App store, or malicious JavaScript on a
website that is malicious or compromised, can also be used to launch the attack. In the
public machine scenario, the attacker may need physical access to the machine. In this
attack scenario, the victim unknowingly downloads a malicious application that launches

the attack, without requiring physical access to the machine. On a smartphone, typically
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the malware does not have access to remove entries from the DNS cache and must find a
different way to clear already cached values before poisoning them.
As it will be shown later in Section §3.3, it is possible to launch attacks in both

scenarios above.

3.2.3 Challenges and Detailed Attack Procedure

Source Port Reservation. In order to send spoofed responses, the off-path attacker must
first obtain the DNS request’s source IP address, source UDP port, destination IP address,
and destination UDP port. DNS primarily use UDP protocol to transmit packets. TCP
is used in cases where the data size of requests and responses exceeds 512 bytes; see RFC
1035 [219], but there is an extension to the DNS protocol that allows increasing payload size
in UDP datagram; see RFC 6891 [106]. TCP also used in transferring Zone data because
it is reliable. In the attack, I assume that all DNS traffic between victim, the source, and
resolver, the destination, is over UDP. This is a valid assumption because DNS packets size
is usually smaller than 512 bytes. IP addresses of the victim and resolver can be obtained
easily using the unprivileged malware on the victim through standard OS interfaces, and the
well-known destination UDP port for DNS requests is 53. The final challenge is to identify
the source UDP port. As stated in RFC 6056 [198], the 16-bit dynamic port range of UDP
is 49152 through 65536 which is typically used in Windows and Mac OS operating systems.
However, we find that in Ubuntu Linux, the ephemeral port range is 32768 through 60999.

There exist many port selection algorithms, including Simple Port Randomization,
Simple Hash-Based Port Selection (which is implemented by Linux), Double-Hash Port

Selection, and Random-Increment Port Selection algorithms [198]. Many are proposed
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specifically to defeat port predictions which means the port allocated each time for a new
socket will appear to be random; however, the work in [155, 254] show that these algorithms
are not efficient. Without documentation, it is unclear which algorithm is used in Windows
or Mac OS. Nevertheless, after testing the source UDP port number selection of the DNS
services in Windows and Mac OS, we find that they appear to be unpredictable. The old
editions of Windows (e.g., Windows 2000 and Windows XP) assign ports to connections
sequentially; however, the ports are completely random in all editions of Windows that I
use in this work. Using my technique, the attacker can exactly specify which port can be
used in the DNS connection.

A basic building block of the attack is the ability to predict or infer the source
UDP port of a DNS request. Based on the measurements, I discover that surprisingly all
operating systems I tested are permissive in terms of the number of simultaneously open
sockets they allow to any program. This allows an application (e.g., malware) to reserve all
local port numbers but one so that the system DNS service will be forced to pick the one
and only available port. Specifically, in Windows, any unprivileged application by default
can open as many UDP sockets as desired and bind to a selected ephemeral port number. In
Mac OS, there is a limit of the system resources consumption (which is 10240 file descriptors
by default) but can be raised to a higher number (e.g., 100,000) without root privileges [6].
Likewise, Ubuntu Linux has a default limit of 4096 file descriptors for each process which
also can be raised to meet the attack requirements [2]. Even without raising the per-process
limit, we can simply create a single application to fork multiple child processes (e.g., 2 and

6 processes in Mac OS and Ubuntu Linux respectively) to be able to reserve the required
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Figure 3.2: Design of client-side DNS cache poisoning attack

number of ports. I have verified that Android have similar behaviors to Mac OS and Ubuntu
Linux.

Cache Poisoning. After the port reservation is done, the cache poisoning attack is started.
The unprivileged malware on the client machine contacts the off-path attacker machine to
coordinate the attack. I assume there is only one unoccupied UDP port (e.g., port 49152)
and the target domain name is www.bank.com.

The steps of the attack are illustrated in Figure 3.2. First, the malware on the
client machine, at address 1.1.1.1, reserves all UDP ports except 49152. Second, the malware
triggers a DNS query, denoted by CtoR, for the target domain name www.bank.com to the
legitimate DNS resolver at address 2.2.2.2 with the source UDP port of 49152. The client

OS randomly selects a TXID (say 1000). Third, the attacker repeatedly sends spoofed
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Figure 3.3: Attack Network Topologies

responses, denoted by AtoCq, AtoCs, ..., AtoCgss36, each with a different TXID field. If
one of these responses contains the correct TXID (which is AtoCiggp), the cache can be
poisoned to store a malicious IP address for www.bank.com.

Since TXID is a 16-bit field, a brute-force attack is possible even though the
number of guesses seems large, especially given the attack may need to repeat over many
trials (i.e., by simply issuing getaddrinfo() calls). Finally, the resolver responds to the
DNS query issued by the malware and sends an authentic response, denoted by RtoC.
However, the response is ignored by the DNS system service since there is no longer a
pending query. Otherwise, the authentic IP address will be cached and the attacker will
repeat the attack starting from the second step. The steps are the same as if the client is
behind NAT except that the attacker tries to poison the response of the NAT instead of

the resolver.
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3.3 Tailored Attack Strategies and Analysis

In this section, I consider OS-specific attack strategies depending on whether the
client is behind a NAT router and based on the different operating systems. I organize
the discussion into first attacks without considering NAT, and then the situation where the

client is behind a NAT router.

3.3.1 Basic Attack Scenarios (Without NAT)

In this scenario, I assume the attacks are against networks without a NAT device
on the route between the off-path attacker and the victim client (Figure 3.3-a). In other
words, the communications between the client, resolver, and attacker are direct and not
translated. This setting is common; many networks do not use NAT. Moreover, the attacker
can be a legitimate user on the same organizational network with the victim (i.e., on the
same private network) or on a public WiFi wireless network in the same organization, or
the attacker may control a compromised host (e.g., using a malware) on the same LAN.
If the attacker and victim are in the same wired or wireless LAN, then a NAT will not be
traversed.

To succeed in the attack, a malicious response with a matching TXID has to arrive
before the real response. On paper, this may be a challenging task as there is really only an
attack window equivalent of a round-trip time between the client and resolver. Even with
a high bandwidth, the attack has a fairly low probability of success. Assuming an RTT of
5msec (client and resolver are close), and an attack bandwidth of 10,000 spoofed responses

per second, only 50 packets will be received before the authentic response, leading to a
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success probability of % = 0.076%. To make matters worse, once the authentic DNS
response is cached, one may need to wait for the entry to timeout before being able to
launch the next round of attack on the same domain. However, the measurements show

that specific OS implementations and real-world TTL/network latency make the proposed

attack highly feasible. I next detail three OSes: Windows, Mac OS, and Ubuntu Linux.

Windows

I observed an interesting behavior when testing the attack on Windows. In par-
ticular, we find that the DNS system service (e.g., getaddrinfo()) retransmits the re-
quest as soon as it receives a (spoofed) response with an incorrect TXID, and it simply
aborts after five failed retransmissions. I reverse engineered the DNS system service binary
(dnsapi.dll) and found that it indeed has a simple loop with select () for up to five times.
Thus, if the legitimate response is preceded by five spoofed responses, it will not be accepted
(since the request resets, and the new request has a different TXID). Although this also
means that the attacker only gets five chances to guess the TXIDs before each invocation
of getaddrinfo(), this has a smaller effect since the attacker is guessing the TXID, and
the chance of guessing it correctly does not depend on the actual TXID; the strategy works
across multiple invocations as the attacker keeps invoking getaddrinfo(). This makes the
attack much easier as the authentic response can hardly be cached when attack traffic is
present. Meanwhile, although the attacker only gets five chances to guess the TXIDs before
each invocation of getaddrinfo(), the attacker can always call getaddrinfo() multiple

times until the attack succeeds.
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Table 3.1: TTL for Alexa top 10 global websites

Rank Website TTL (seconds) | Rank Website TTL (seconds)
1 Google.com 60 6 Reddit.com 30
2 Youtube.com 60 7 Yahoo.com 60
3 Facebook.com 60 8 Google.co.in 60
4 Baidu.com 300 9 Qg.com 20
5 Wikipedia.org 600 10 Taobao.com 180
Mac OS

For Mac OS, unlike Window’s 5 response limit behavior, Mac’s DNS system service
continues to accept DNS responses until receiving a response with a matching TXID. If none
is found before the timeout, it will simply retransmit and continue to wait for the correct
response to arrive. This means that the attack window is only a single round-trip time before
the legitimate response is received. This makes the attack window somewhat limited: if we
can send 10K spoofed messages per second, and RT'T = bmsec, then the number of chances
is 50. Also, if the current attempt fails, we have to wait for the cached authentic response to
timeout before we can retry (recall that this is not the case for Windows whose cache can be
cleared even by a non-administrator user, e.g., guest). While this slows down the attack, the
results show that the TTL values are typically short. Table 3.1 shows the TTLs of the top 10
global websites based on Alexa [17]. We find that 58%, 27%, and 19% of the Alexa top 500
global websites have a TTL value less than or equal to 60sec, 30sec, and 20sec, respectively.

Importantly, since at the start of every attempt, the value has expired in all the caches, this
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Table 3.2: The average RTT (in milliseconds) for Alexa top 500 global websites from

different vantage points

DNS Server | VP1 | VP2 | VP3 | VP4 | Google Cloud | EC2
Google DNS | 61 141 62 57 36 50
Quad9 104 | 191 | 109 | 103 77 70
OpenDNS 70 156 68 57 60 55
Norton 34 121 38 65 293 35
Comodo 164 | 185 | 130 80 82 94
Level3 58 136 77 71 58 58

gives us an RTT window of the full resolution through the DNS system, traversing several
resolvers, which can be in the tens if not hundreds of msecs. Thus, the attacker gets a larger
number of guesses before the authentic response is received. To confirm the larger RTT
time, I tested the RTTs from 6 different vantage points (VPs) including EC2 and Google
cloud servers and 4 large universities to 6 public DNS servers. The dataset is the top 500
global websites based on Alexa [17]. T used nslookup to forcibly send a DNS query to open
DNS servers (e.g., 8.8.8.8 for Google public DNS server) regardless of its caching status.

As shown in Table 3.2, the RTTs are indeed relatively high.

Ubuntu Linux

The first release of Ubuntu Linux that supports OS-wide DNS caching is Ubuntu

17.04 that uses systemd-resolved as the default system DNS service [186]. The results
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show that the behavior is almost identical to Mac OS. The main difference appears to be
that when all UDP ports are reserved on Ubuntu Linux, DNS queries can still be sent to the
resolver using random source TCP ports. To overcome this problem, I use the same port
reservation technique in Section §3.2.3 to reserve all TCP ports and force the DNS service
to use the one and only available UDP port for all outgoing queries. Ubuntu Linux kernel
does not quite follow the rules standardized in RFC 6056 [198] regarding the ephemeral
port range for both UDP and TCP as already discussed in §3.1.3. In addition, when all
UDP ports are reserved, we find that DNS queries can still be sent to the resolver using
random source TCP ports. To overcome this problem, the same port reservation technique
in §3.2.3 can be used to reserve all TCP ports and force the DNS service to use the one
and only available UDP port for all outgoing queries. For completeness, I also measured
the behavior of dnsmasq, a popular DNS/DHCP software [15], for other Linux distributions
which behave very much the same way as Mac OS and Ubuntu. In other words, the attack
is also effective on any Linux-based system running this DNS API.

To further improve the attack time for MacOS and Linux, we can try to accelerate
flushing of the DNS entry from the cache, for example, by filling the cache with new requests.
In addition, I developed a strategy to interfere with the resolver’s ability to respond to the
DNS requests, which provides a larger time window for the attacker to operate. Specifically,
the attacker can launch a DoS attack that floods the external resolver with spoofed DNS
requests for domain names different than the one the attacker targets (e.g., www.bank1.com,
www.bank2.com, ... etc) to fill its socket buffer. The idea is that since we can predict the

source UDP port of the DNS request, all spoofed DNS requests will target the same exact
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socket buffer to which the real DNS request will also go. If the legitimate DNS request
is received while the socket buffer is full, it is dropped and no response is sent back. For
example, I configured my own DNS server which runs Ubuntu Linux 14.04 LTS, and I
measured the per-socket buffer for the OS and found that the default per-socket buffer size

is 17KB which can hold only ~ 300 DNS packets.

3.3.2 Client behind NAT Attacks

As shown in Figure 3.3-b, a NAT allows clients on a private network to connect
to the Internet by remapping their private addresses to its own IP address and using port
numbers to keep track of the mapping of internal connections to external ones [257]. In
more detail, the benefits of NAT include: (1) allowing administrators to assign private
IP addresses to machines without having globally assigned addresses; and (2) hiding the
internal structure of a private network from the outside. Specifically, the NAT router’s
external facing IP is a valid static IP address. Since the machines behind the NAT do not
have a globally resolvable address, the NAT translates their internal address on packets
they send to the Internet to its external address [257]. To be able to resolve incoming
packets (which all use the IP address of the NAT router) to the correct internal machine,
NAT uses ports to keep track of connections belonging to different machines. In particular,
the router also assigns an external source port which could be different than the source
port selected by the operating system of the client who initiated the connection and keeps
the mapping between the ports in a mapping table. When an incoming packet comes to a
particular port, the NAT router replaces the destination IP and port number with the IP

address and port number of the internal port. With respect to the attack, since the attacker
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does not generally know the external port assigned to the DNS query, NAT increases the
entropy. Fortunately, we find that under several popular settings, we can derive the external
port allowing the attack to proceed. I tested three NAT devices (Linksys WRT3200ACM,
Netgear WNDR4500 v3, and Netgear WGR614 v9). The measurements show that the
NAT’s port translation behaviors for DNS sessions depends on how DNS is configured on

the client and on the NAT:

1. Both Client and NAT Use DHCP. By default, DHCP configures both the client
and NAT to use the local DNS server. In this scenario, to use the default settings of
the client’s ISP, we find that the NAT translates the source UDP port of the client to

a random port each time the client contacts the local DNS server.

2. Client Manually Configures DNS. When a client changes the DNS settings to
an alternative DNS server (e.g., 8.8.8.8 for Google public DNS), the NAT preserves
the source port of UDP sessions to that DNS server. Using an open resolver is
becoming increasingly common: a recent study shows that 12.70% of a sample of
size ~ 735 million machines around the world use Google Public DNS server [8].
Moreover, there are other Open DNS servers that are popular (e.g., Quad9 (9.9.9.9),
OpenDNS (208.67.222.222), Norton (199.85.126.10), Comodo (8.26.56.26), and Level3

(209.244.0.3)).

3. NAT Manually Configures DNS. If the client uses DHCP but NAT uses a man-
ually configured DNS server, the NAT assigns a fixed source port to all DNS sessions

to that DNS server.
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4. Both Client and NAT Manually Configure DNS. In this case, similar to Case

2, the NAT preserves the client’s source UDP port.

The attack can be easily carried out in all above scenarios except Case 1: in Cases
2, 3, and 4, the external source UDP port is known to the attacker, and the attack can
be easily modified to attack a client behind NAT. For Case 1, I can bootstrap the attack
by using principles proposed by Herzberg et al. [155, 143] to reserve the source port. In
particular, this attack creates a large number of connections to attempt to reserve all the
external source UDP ports of the NAT router. If only one port is left, the NAT router is

forced to use it and the attacker no longer has to guess the port number.

3.4 Evaluation

In this section, I conduct measurements on real systems to assess the effectiveness
of the end to end attack in realistic settings for all the attack scenarios. The attack is
successful within reasonable time against all these operating systems confirming that this
is an extremely dangerous vulnerability.

Client Platform. I conduct the experiments on client machines running Microsoft Win-
dows 7, 8.1, and 10, MacOS Sierra, and Ubuntu 17.04 which all support an OS-wide DNS
cache. I note that most other Linux distributions, including Ubuntu versions prior to 17.04
do not enable an OS-wide cache by default, although DNS cache implementations could be
installed for example by enabling dnsmasq [15]. In addition, the malware runs in user space;
however, since some browsers (e.g., Firefox and Chrome) have their own DNS caches which

are shared among different tabs/windows, the attack can also be applied using JavaScript
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assuming the success time is relatively small due to page visit time. In this scenario, the
poisoning affects both the OS-wide and the browser-level DNS caches.

Network Configuration. Two different network topologies are used mirroring those
shown in Figure 3.3-a (without NAT) and Figure 3.3-b (with NAT). For the NAT-based
attacks, I configure an internal DNS resolver, using the BIND name server software (BIND9)
on Ubuntu 14.04 LTS; (which I denote by U14). The NAT acts as port-preserving, attempt-
ing to allocate the same outside port as the inside port, (case 2 as described in §3.3). T also
verified the attack on fixed-port NATSs (case 3). In fact, this attack is easier since there
is no need to reserve the ports on the client machine to force a particular port to be used
since the NAT assigns a fixed-port for each client.

All nodes are connected to the network using Ethernet cables. The network
bandwidth between all nodes is 1Gbps. In a real attack environment, there may not be
such a high bandwidth and therefore intentionally we can limit the attacker’s throughput
using the Linux Traffic Control utility tc [76]. TC allows us to configure the Linux packet
scheduler to simulate lower bandwidth connections and also control the effective RTT to
the attacker. Note that I will use the number of spoofed packets the attacker can send per
second to represent the bandwidth. For example, giving a packet size of 97Bytes, we say the
bandwidth is 5K /s instead of using 3.88Mbps. In addition, since the off-path attacker knows
which source UDP port the DNS request will use, she can start flooding the client/NAT
with spoofed responses even before the client initiates the DNS request. With this strategy
implemented, the attacker has a full round-trip time window to try and guess the correct

TXID.
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Figure 3.4: Median time to an attack success without NAT

Experimental Details. I show the measurement results of the attack against all operating
systems. Each data point is generated by 50 repeated experiments. Given the large
dispersion in the time to succeed (due to the geometric distribution of the number of tries
until success of the attack), it is estimated that bounding the confidence interval of the
mean requires many thousand experiments in several of the scenarios. This is not feasible
since some experiments take on the order of hours. Thus, instead of using the mean, the
median is used of 50 experiments for each point since the median is more robust to outliers.
I also calculate the 95% confidence intervals of the medians and show those on the figures.
Note that confidence intervals for medians are not symmetric around the median. The
formula in [40] is used to calculate the rank order of the upper and lower bounds instead
of their actual values. For one representative case, the histogram of the time to succeed
for individual experiments is shown to provide insight into the distribution of the time to

success of the attack for the different operating systems.
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Figure 3.5: Success Time Statistics

3.4.1 Results of attacks without considering NAT

In this section, I analyze and report the evaluation results of the attack when the

client is not behind a NAT. The experiments are conducted on all three operating systems.

Windows

Figure 3.4-a shows the measurement results of the attack against Windows. The
time to succeed is small, one the order of 10s of seconds, in most configurations as shown in
Figure 3.5, even though the number of trials to succeed is typically in the tens of thousands.
The fast success time is possible because getaddrinfo () can be invoked extremely quickly—
most of the time getaddrinfo () returns in less than 2 milliseconds after 5 spoofed responses
are received. As I mentioned in Section §3.3.1, in theory, the two metrics should not be

dependent on RTT and bandwidth so long as at least 5 spoofed responses always arrive

50



before the authentic response. In practice, however, it is observed that rarely (< 0.1%
of the trials) the authentic response arrives within the first 5 responses due to network
jitter, especially as RTT gets larger. In addition, I observe that in some cases the authentic
responses are sent in bursts (because of the DNS query gets retransmitted quickly under
attack, forcing the resolver to respond with authentic responses quickly as well). Such
authentic responses in a burst can sometimes take up the 5 spots of the next invocation of
getaddrinfo(), thereby reducing the attacker’s chances. For example, the getaddrinfo ()
may receive two authentic responses from the previous invocation (both with the same
TXID), and it will only process the next three spoofed responses. Furthermore, the results
show that the likelihood of a successful attack depends significantly on the two factors (RTT

and bandwidth): the more resources the attacker has the faster the attack can succeed.

Ubuntu Linux

Figure 3.4-b shows the attack against Ubuntu Since the malware does not have
access to flush the DNS cache (as in the Windows attacks), I consider an attack on a
website with a TTL of 30 seconds (which is in the common range experimentally measured
in Section §3.3.1). Thus, for each failed trial, the attacker waits for 30 seconds before the
next trial. As shown in the figure, the attack time-to-success also depends on RTT and
bandwidth.

Note that in this scenario (as well as MacOS), every trial waits until the TTL
expires before it is initiated. Thus, the response to the query will miss the caches and likely
go through the full resolution step, or hit a cache upstream, resulting in a large delay until

the authentic response is received. This delay is measured to be on average 92msec (See
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Figure 3.6: Median time to success on Mac OS without NAT

Table 3.2). Thus, for the attack on Ubuntu and Mac OS, I start with RT'T of 10msec (which
is still quite conservative). The cases where bandwidth = 1K /sec and RTT = bmsecs are
excluded because it is extremely challenging to a get a successful attack. For instance, I ran
an experiment for 1 day using bandwidth = 15K /sec and RTT = 5msecs and I could never
succeed. Furthermore, in an experiment where bandwidth = 1K /sec and RTT = 30msecs,
I got a successful attack after 15Hrs. Likewise, I excluded the same settings on Mac OS

since this behavior is encountered while conducting the experiments.

Mac OS

Figure 3.6-a shows the results of the attack against Mac OS. Similar to the Linux
attacks, I assume a TTL of 30secs for the resource record in the OS-wide DNS cache. As

we can see, overall time to success improves with increased bandwidth or RTT.

52



Bandwidth B 1K
15K

utes)
=
O = N

10K

Success Time (in Min
O P M W s Ul Oy~ 00 W

5 10 20 30
RTT (in Milliseconds)

(a) Windows

[(s]
o

Success Time (in Minutes)
w (2]
o o

1375
L 1310

288

112

Bandwidth @ 1K
15K
10K

|

il I

5

10

20 30

RTT (in Milliseconds)

(b) Ubuntu Linux

Figure 3.7: Median time to success when client is behind NAT

Although the time to success is not prohibitive, the attack is slow. Thus, as I

discussed earlier, I consider a case where the attacker also performs a DoS attack against

the resolver with 15K packets per second (could be from the same attack machine or an

external one). For ethical reasons, I set up my own resolver for this experiment so that

I do not carry out a DoS attack on part of the DNS infrastructure. The time to success
improves dramatically, to a few minutes or lower under most configurations, as shown in
Figure 3.6-b. The results show that more than 60% of the attacks succeeded in less than
a minute for the configuration shown in Figure 3.5). With the DoS attack, the average

number of trials to succeed drops dramatically to less than 5, since most of the real DNS

requests are dropped by the resolver, providing a larger window to spoof responses.
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3.4.2 Client behind NAT

Having established how the attack can bypass a NAT, the remaining experiments
focus only on the scenario without NAT. In this section, I show the evaluation results of
the attack against two operating systems: Windows and Ubuntu Linux (MacOS behaved
similar to Linux). To avoid redundancy, I omit the experiments results for Mac OS since
the systems characteristics are highly similar to those in Ubuntu Linux.

Figure 3.7-a and Figure 3.7-b show the attack results against Windows and Ubuntu
Linux when the client is behind a NAT (Mac OS behaved similar to Linux), respectively.
As shown in the figures, in addition to RTT and bandwidth, the success time is also affected
when I add NAT to the network topology.

As stated earlier, network congestion is the main cause of packet loss which makes
the attacks more challenging. The main factor affecting the packet loss rate are packet
buffers within the network software stack. Specifically, when the socket receive queue of the
NAT receives packets at a rate that exceeds the router’s renaming and forwarding capacity,
the NAT starts dropping packets. In my case, since the attacker sends malicious response
packets aggressively, the results show that a fraction of these packets is not delivered to the
client machine. Moreover, on the client side, before a response packet gets processed by
the DNS API getaddrinfo(), it is transmitted through different layers of network queues
until it reaches the OS-wide UDP socket receive queue. Since the IP stack that is filling
the queue and the network driver that is draining the queue run asynchronously, there is a
high probability that the packet might be dropped before it is even processed by the DNS

API which can cause starvation. This problem is also apparent in Mac attack results as
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shown in Figure 3.6-a since the queue size is small (only 9216 Bytes) compared to its size

in Ubuntu Linux (212992 bytes).

3.4.3 Analytical Model and Validation

To provide deeper understanding on the attack behavior, I model the probability
of success as a geometric process with the constraints imposed by each Operating System
(e.g., the 5 response limit in Windows). These results are compared to measurement
results regarding the number of rounds before a successful attack. The analytical model
is approximate because it does not capture network effects or other effects such as the
legitimate responses competing with the attack responses particularly in Windows.
Analytical Model: For a single spoofed reply, the probability of making a correct guess
for the TXID is 1 out of 2! = 65,536 (2'¢ is the TXID field range). The probability of
failure of the attack in response to a single invocation of DNS API (e.g., getaddrinfo())
is determined as follows: P(failure) = 2126%, where z is the number of guesses up to a
maximum of 2!6. We find that the value of z differs based on the DNS API getaddrinfo ()
of the different operating systems. For Windows, z is 5 since the getaddrinfo () fails after
5 tries, leading to a success rate of 0.0076% for each try. The overall success of the attack
over z invocations of getaddrinfo() is determined by the cumulative distribution function
of the geometric distribution and is: P(X < z) =1 — P(failure)®.

The average number of rounds before a success is determined by the geometric distribution
and is W. For Windows, this comes out to be a little over 13000 tries. Since

Windows does not rate limit getaddrinfo (), each attempt takes as short as 2msec, which

means that the average time to succeed will be as short as 2msec * 13K = 26 seconds.
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For Mac and Linux, z is determined by the bandwidth of the off-path attacker
to the client and the RTT of the DNS resolution (which determines when the legitimate
response is received). For example, pessimistically assuming a low RTT of 5msec, and
an attacker bandwidth of 10K spoofed messages per second, z is 50 packets, leading to a
success rate of approximately 0.076% (about 10 times that of Windows), leading to the
average number of rounds before the success of just over 1300. However, since each retry
has to wait for the value to expire from the DNS cache (e.g., 30 seconds), the time until
success can be long (close to 11 hours for this example). Note that this is highly pessimistic
since the uncached RTT is much higher than 5msec. For instance, using the average value
in Table 3.2 which is 92msec, z is 920 packets, leading to a success rate of approximately
1.4% and an average number of rounds before the success of 70. In this case, the time until
success is dropped to 35 minutes. The analysis does not take into account network effects
(e.g., dropped packets due to overrunning buffers) which is found to have significant (even
dominating) effects in some scenarios.

Model Validation: To validate the analytical model, I conducted a measurement study
of the attack on Windows and Ubuntu Operating Systems. For each Operating System, I
show measurement results for different cases (i.e., when bandwidth from attacker to client
is 5K and 10K and when RTT between DNS resolver and client is 20msec and 30msec); I
use these parameters in the analytical model. For each experiment, 200 successful attacks
are conducted to provide the measurement data. A histogram of the number of rounds to
succeed for individual experiments is shown to provide and compare that to the predicted

percentage of successful attacks at each point.
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Fig. 3.8-a and Fig. 3.8-b show that the results of the analytical model conform
with the experimental data. For Windows, as shown in Fig. 3.8-a, we find that we need
tens of thousands of rounds to obtain a probability of success higher than 50%. The
analytical model underestimates the number of required rounds due to network effects such
as congestion when the attack traffic is present, which especially affect Windows due to the
5 packet response limit for each request. For Ubuntu, as shown in Fig. 3.8-b, we see that
the number of rounds in the measurements follow the analytical model closely. The model
follows the analytical model more closely because the rate of retries is slower (because we
have to wait for the DNS cache value to expire after the legitimate response is received),

leading to less congestion.

3.4.4 Discussion

I have shown that the client side attack is practical against a range of operating
systems: Micrososft Windows, Apple macOS, and Linux Ubuntu. The results also show
that the attack can succeed with/without the presence of NAT. This dangerous attack is
not mitigated by proposed solutions against traditional DNS poisoning attacks. The attack
also shows that protecting the core DNS system alone (the name servers and resolvers)
does not prevent DNS poisoning attacks that occur at the clients. Left unprotected, these
caches can completely subvert DNS security. Indeed, in the measurement and analysis, it
is clear that a system is only as secure as its weakest link — even though the DNS traffic
between the resolver to authentic name servers can be secure, I show that the weak link
can be between the client and the resolver. In this case, the attack target has changed from

the DNS resolver to clients, the assumption has changed.
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Existing defenses fail to protect against this vulnerability for two reasons: (1) the
clients are not part of the core DNS systems; and (2) the threat model, with a malware
executing on the client system, provides the malware information that is assumed to be
unknown in traditional threat models. Specifically, the port randomization is no longer
effective as they can be “derandomized” by the unprivileged malware. In addition, other
defenses such as 0x20 [104] and even DNSSEC [46] currently are applied to only the resolvers
instead of clients. Recent defenses such as DNS over HTTPS [163], DNS over TLS [165],
and DNScrypt [109], have been proposed primarily to preserve the privacy of DNS traffic.
These proposals can also have the side effect of hardening DNS traffic against injection
attacks. Although there are standardization efforts behind these proposals, they are not
yet widely deployed. It is also unclear if they will be used only by browsers, and whether

their implementations will be secure.

3.5 Concluding Remarks

This research direction identifies and evaluates a new client-side OS-wide DNS
cache poisoning attack against Windows, Mac OS, and Linux operating systems. The attack
targets the OS level DNS cache, a client-side cache supported by most modern operating
systems. I tailor the attacks to work against each OS individually taking into account the
specifics of each implementation. The attack succeeds in as little as tens of seconds under
realistic conditions. I also build an analytical model of the expected number of rounds for
the attack to succeed for both Windows and Ubuntu and validate the model against the

experimental observations. In the next chapter, I propose a defense that requires only a
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patch of the OS of the client device and show that it can mitigate the attack. I hope that
the lessons learned can help improve the future design and implementation of DNS and

even other OS-wide caching systems.
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Chapter 4

Ad Hoc System-Level Defense

The research in this dissertation also contributes a lightweight client-side defense
strategy to mitigate this vulnerability. I detail the defense proposal against this type of
poisoning attack and show that the attack can be fully mitigated using different strategies
which can be deployed immediately through an OS patch. In particular, although the
attack discussed in Chapter §3 significantly reduces the entropy by removing the uncertainty
regarding the source UDP port number, it still relies on guessing the transaction ID (TXID)
field, which has a range of 2'6. The attack is successful because today’s DNS clients simply
discard illegal DNS responses that do not match the port and TXID of a pending request.
Here I focus on client side defenses since they require only changes to the client software,
and can therefore be deployed immediately through an OS patch. The defense first detects
an attack using its unique signature (multiple DNS replies with wrong TXID), and then

takes corresponding measures for mitigation.
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4.1 Attack Detection

An overview of the proposed defense is presented in Figure 4.1. The detection
module is implemented as a proxy server for flexibility of evaluation against different Op-
erating Systems; in a real deployment it can be integrated directly with the DNS service.
The module sniffs on UDP port 53 for all DNS traffic. After a DNS query is sent in (1),
an attack is detected in step (2) when observing responses with incorrect TXID. Once an
attack is detected, we send a signal to the OS in step 3 on the figure, triggering mitigations.
We can optionally implement a local sanity check on the system to see if there is suspicious
behavior; for example, we check if there are processes reserving a suspiciously large number
of ports and clean those up. This step is optional because it may lead to collateral damage

if a legitimate process uses a large number of ports.
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At the DNS service level (step 4), different reaction strategies are possible (shown
under the defense module in the figure). A paranoid strategy that simply drops all responses
can lead to Denial of Service as the attacker prevents legitimate responses; thus, it is
important to find reaction strategies that can protect the system, but also allow to continue

to function. We describe the strategies in the remainder of this section.

4.2 Attack Mitigation Strategies

The proposed mitigation strategies leverage the optional step of releasing the port
reservations of the suspected malicious processes. They are three fold:
1. Repeat query: The first mitigation strategy is to resend the same DNS query.
Specifically, the defense module uses a DNS API (e.g., getaddrinfo()) to send a new
DNS request for the same domain name to the same DNS resolver (the OS uses a random
UDP port). If the ports are released, there is no way that the attacker can learn the
source UDP port. Without releasing the ports, its unlikely for this defense to be effective
(essentially this becomes similar to the Windows implementation where the request resets
after 5 erroneous replies).
2. Verify Response to reverse lookup: The module verifies the IP address in the
response DNS packet by sending a Pointer (PTR) DNS query. This query type is used to
resolve an IP address to a FQDN. If the FQDN and the query name of the pending query
do not match, then we can be more confident that an on-going attack is present (we notice
that the PTR reply itself can also be spoofed though, but the probability of success on

both the reply to both the A and PTR queries is very small). We probed Alexa top 500
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global websites by sending PTR, DNS requests, and found that PTR queries have moderate
support on today’s Internet. We found that nearly 52% of the sites have PTR records
and only 24% return an FQDN that contains the domain name in the query. Thus, this
defense will work only opportunistically, or with support from websites and public servers
to maintain accurate PTR resolutions.

3. Switch DNS server: The last class of defense we explore is to choose an alterna-
tive DNS server, accomplishing the resolution before the malware can inform the off-path
attacker of the change of server.

On top of these mechanisms, we suggest a less intrusive action (but potentially
risky action) of accepting the returned DNS response with the correct TXID but not cache
it until/unless it is verified. By not caching the DNS response, at least we limit the damage
by making sure that the DNS cache is not poisoned, allowing the cache to be used only
when no foul play is suspected. In our scenario with the malware, the malware receives the

spoofed response, but is unable to poison the entry for any other applications.

4.3 Empirical Defense Evaluation

We tested the above defense on a number of operating systems including: Microsoft
Windows 10, MacOS Sierra, and Ubuntu 17.04 without a NAT box. However, we also tested
the defense on Linksys WRT3200ACM router running DD-WRT firmware and confirmed
that the defense works efficiently. The attacker’s machine runs Ubuntu Linux 16.04 LTS. We
used RTT = 20msec and the attacker’s throughput is 10K /s (i.e., 7.4Mbps when malicious

packet size is 97Bytes).
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Table 4.1: Defense Experiments

Operating System | # of Attacks (without defense) | # of Attacks (with defense)

Windows 1705 0
Ubuntu Linux 152 0
Mac OS 18 0

We ran the attack continuously over a twenty-four hour period collecting results
for the cases with and without the defense. As shown in Table 4.1, the defense mitigates
attacks (i.e., the success probability of the attack is 0%). On the other hand, we recorded
1705, 152, and 18 successful attacks on Windows, Ubuntu Linux, and Mac OS, respectively,

when the defense is not deployed.

4.4 Other Recommendations

Additional mechanisms to hinder the attack include having the OS restrict the
total number of open sockets to avoid the port reservation attack. Even though ulimit is
supposed to limit the file descriptors of each user to 1024 or 4096, it does not seem to be
enforced correctly on Mac or Linux at the moment.

A second recommendation is to have the OS provide isolation among users of the
same machine with each user having its own dedicated DNS cache. Isolation prevents a
malicious user from poisoning the cache for other users as in the attack scenario with a

public machine.
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Chapter 5

CSProp: Ciphertext and Signature

Propagation

Critical infrastructure on the Internet relies on the distribution of roles and re-
sponsibilities over several nodes. The interaction between nodes often occurs over secure
channels to provide the required level and type of security (i.e., confidentiality, integrity,
availability — the CIA triad). Operating securely in constrained environments is one of
the primary challenges facing the wide-scale deployment of Internet of Things (IoT) and
other embedded systems on the edge of the Internet. The problem is that the crypto-
graphic algorithms used to secure interactions between well-provisioned desktop and server
environments are computationally prohibitive for resource-poor, battery operated devices.
This could be a major issue since the number of interconnected IoT devices is increasing
dramatically. By the year 2025, it is estimated that the number of IoT devices will be over

75 billion[111]; thus, it is essential to develop security solutions for them.

66



Propagated Signature Original Signature
a', VK, VKo o, vk

Propagated Ciphertext
C', pK, pKioy

Full Ciphertext
C, pk

&

End Device Stateless and Untrusted Propagator Origin Server
(Alice) (Patty) (Bob)

Figure 5.1: High Level Overview of CSProp

Consider a security problem which arises when resource-constrained devices are
added to a secure network of more capable machines. If the security subroutines used by the
network are too computationally intensive for the small device, then either (1) performance
will suffer; (2) security will suffer; or (3) security for the network must be overhauled so the
new device can participate. In standardized large-scale networks, (3) is likely not an option
and so (2) will be chosen to avoid a performance hit.

This research contributes a new cryptographic primitive: Ciphertext and Signa-
ture Propagation (CSProp). When used for signature propagation, CSProp allows a capable
machine (even one that is stateless and untrusted (e.g., a certificate is not required to au-
thenticate it) sitting upstream of a lightweight device to modify and forward (propagate) an
authenticated message so it can be efficiently verified by a lesser machine. In Figure 5.1, the
capable machine is Patty—which can be untrusted and stateless—who wants to propagate

Bob’s signature to the lightweight device Alice. The trivial solution where Patty simply
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Table 5.1: Glossary

Acronym Definition Acronym Definition

sk Secret key pk Public key

PKiow Low public key vk Verification key

vKiow Low verification key N Public modulus

e Public exponent €low Low public exponent

d Private exponent M Plaintext message

C Ciphertext c Partial decrypted ciphertext
h Message digest o Digital signature

o' Partial verified digital signature K Pre-master key

H Hash function A Adversary

C Challenger P Computational problem

10) Totient function A Address record

DS Delegation signer record DNSKEY  DNS Key record

RRset A set of DNS records of same type | RRSIG DNSSEC signature

KSK Zone’s key signing key ZSK Zone’s zone signing key
RRsetA RRset of A record(s) type RRsetDS RRset of DS record(s) type

RRsetDNSKEY RRset of DNSKEY records type

forwards Bob’s (data, signature) pair directly to Alice puts unacceptable strain on Alice’s

resources. Another trivial solution where Patty simply verifies Bob’s signature herself and

forwards only the data to Alice is undesirable from a security point of view as it requires

Alice to be trusted, and also opens the door for an attacker who targets the link between

Alice and Patty.
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CSProp offers a third solution, illustrated in Figure 5.1 (see Table 5.1 for the
terms). Using CSProp , Patty can modify Bob’s (message, signature) pair, and produce a
propagated signature whose verification requires a computation of lower complexity than the
original. CSProp construction provides security guarantees that there is no way for Patty to
produce a valid lightweight propagated signature, except by propagating an original valid
signature from Bob. Thus, CSProp securely implements a lightweight channel between
Alice and Bob, without requiring any modifications to the protocol at Bob (i.e., providing
backward compatibility at the server). If, for example, Alice is a low-powered wearable
device who wants to connect to Bob (e.g., a large web server), the propagation role of
Patty might be played by a DNS resolver (or default gateway, or fog/edge server) which has
capability to perform cryptographic operations, too expensive for Alice. CSProp can also
be used for ciphertext propagation: a similar technique for RSA is provided which allows
a weak device to use an efficient encryption procedure to produce a ciphertext with low
overhead, that can then be propagated forward by Patty into a standard RSA ciphertext
of the same message. 1 provide related background and preliminaries in Section §5.1 and
present a formal definition of the new primitive, as well as an instantiation based on RSA
in Section §5.2.

The design of CSProp considers public-key operations (i.e., ciphertext encryption
and signature verification). Such operations are typically executed at the client’s end spe-
cially when using Internet protocols such as the Domain Name System SECurity extension
(DNSSEC) and the Transport Layer Security (TLS) protocols. Public-key operations are

known to be computationally expensive, and if executed more frequently, more burden is
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added to the resource-constrained devices (e.g., IoT and edge computing); see Chapter §6.
Thus, developing innovative lightweight cryptosystems in such environments is important.
The National Institute of Standards and Technology (NIST) initiated an effort to stan-
dardize lightweight cryptographic algorithms for small electronics [22]. However, most of
this work focuses on symmetric cryptography, whereas my work focuses on Public Key
Cryptography (PKC). There are also other lightweight cryptography proposals that usually
require expensive computations [237, 39] or reported to be vulnerable to different types
of attacks [279, 118, 32]. Introducing new protocols also challenges deployment within an
Internet scale system such as those I consider. Also related to my work is a small body
of work considering exploiting a proxy to reduce the complexity of cryptography [147, 71].
Unlike these efforts, CSProp does not require a trusted proxy, and I show experimentally
that it outperforms this class of approaches.

The efficiency of CSProp relies on using a small public exponent for one of the
public key factors. This approach bears some similarities to the use of small public exponents
in RSA, but with some important differences due to the fact that CSProp uses a small factor
rather than the full key. Readers might wonder why not use a full public exponent that is
low (e.g., e = 3) for the RSA cryptosystem, which is an idea that has been considered to
accelerate RSA operations in the past. My rationale is two-fold: (1) Security: RSA with
low public exponent has been demonstarted to be vulnerable to some types of attacks
that could break RSA encryption and verification [152, 96, 69], although they can be
prevented by avoiding implementation pitfalls that enable them. In contrast, CSProp is

immune against these attacks since only a small factor is used, not the full exponent: I
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elaborate on this security advantage against some known attacks on low public exponents
in Section §5.1; and (2) Compatibility: in light of the known attacks on low public exponents,
RFC recommendations [99] and vendor practice favor using larger public exponents, which
presents a substantial barrier to using low public exponents throughout the system. Despite
realization of the potential of using RSA with small public exponents [178] (assuming a
secure padding scheme such as RSAES-OAEP [57] and RSASSA-PSS [59] is used), vendors
and organizations continue to choose to restrict support to larger exponents [99]. In contrast,
CSProp supports backward compatibility by choosing larger exponents, but requires that
only a factor of the public exponent is low and with propagation allows us to speed up the
RSA encryption and verification processes specifically for resource-constrained devices.

I further discuss various opportunities for realizing energy-efficient implementa-
tions of security protocols. Specifically, in Section §5.3, CSProp is applied to two important
Internet protocols: DNSSEC and TLS. They are the core protocols in Internet communi-
cations. They rely on the use of public-key operations to safeguard connections between
servers and clients. Typically such operations are offloaded to a third server (e.g., a DNS
resolver or a default gateway), thus shielding the end devices from overhead of encryption
and verification. However, the last hop is left unprotected: for example, a recent attack|36]
has shown that DNS cache poisoning can be performed between the end device and the
resolver to directly poison the OS-wide DNS cache of the victim’s system. CSProp can be
used to secure the end devices by having the resolver propagate the signatures forward for
efficient verification. Similarly, in case of TLS, instead of using the default gateway (which

need to be trusted) to perform all the cryptographic operations, CSProp can instead allow

71



the default gateway to propagate the cryptographic material to and from the end device for
efficient validation/encryption in order to maintain end-to-end security.

In Section 8§5.4, I evaluate the impact of CSProp by describing experiments on
three generations of Raspberry PlIs. Substantial savings are achieved in consumed energy
and latency. More precisely, on Raspberry Pi Zero, the propagated signature verification
in DNSSEC (vs. traditional DNSSEC validation) reduces latency by a factor of 78z and
energy consumption by 47z. For TLS handshake, the advantage to latency and energy
by an average of 8z and 8z, respectively (considering the full TLS handshake, which has
substantial message delays that are unaffected by CSProp). I also compare CSProp with
Elliptic Curve Cryptography (ECC) cipher suite and found that CSProp beats up ECC by
2.7 times.

This research direction makes the following main contributions:

1. I introduce a new cryptographic primitive which is named Ciphertext and Signature
Propagation (CSProp) that can enable embedded and IoT devices to participate in
Public Key Cryptography (PKC) at a much lower overhead than traditional imple-
mentations. A formal definition of the new primitive is presented, as well as an
instantiation based on RSA. I further present its security proof under the RSA-based

instantation (see Section §5.2).

2. I show the effectiveness of CSProp on two commonly used applications: DNSSEC and
TLS (see Section §5.3). Accordingly, I evaluate the impact of CSProp by describing
experiments on three generations of RaspberryPlIs. The experiments show substantial

performance and energy gains from using CSProp (see Section §5.4).
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I discusses these and other related work in Chapter §2. I summarize the conclusions

and discuss future work in Section §7.6.

5.1 Background and Preliminaries

In this section, I present some cryptographic preliminaries to provide the necessary
background for describing CSProp. Specifically, I introduce the RSA problem and explain
low public exponent RSA. Next, some special case attacks on RSA with low public exponents

are discussed. I refer interested readers to [68] for an excellent survey of the subject.

5.1.1 The RSA Problem

All cryptographic primitives in this work have security based on the RSA problem,

which is the following mathematical problem:

Given integers (N, e) where N = p - q is the product of two secret primes, find d such that

e-d=1 (mod ¢(N)), where p(N) = (p —1)(q — 1) is Euler’s totient function.

Ife-d = 1 (mod ¢(N)) then 2¢? = z (mod N) and so the modular exponentiation functions
z +— 2¢ (mod N) and z + 2¢ (mod N) are inverses of one another. In cryptography, the
stronger assumption is often made that given (IV,e) and a random x (mod N), it is hard
to compute 2¢ (mod N). In cryptographic terminology, this ammounts to saying that
x +— z¢ (mod N) is a trapdoor permutation. Moving forward, when speaking about the

RSA problem, this is the variant to which I am referring.

73



5.1.2 Low Public Exponent RSA

The computation time of RSA encryption and digital signature verification are
dominated by the time required to compute the e—th power of the message and signature.
To reduce computation time, e can be chosen to be a small number. The lowest possible
exponent recommended is e = 3 [68], but e = 5, e = 17, and e = 216 + 1 = 65,537 are also
common. For example, RFC3110 [121] recommends choosing e = 3 in order to optimize
signature verification in DNSSEC, and Ferguson and Schneier [131] suggest using e = 3 for
signatures and e = 5 for encryption.

The RSA problem when e is set to a public fixed small value (as supposed to
e being chosen randomly in normal RSA) is known as the low public exponent variant of

RSAL

5.1.3 Special Case Attacks on RSA with Low Public Exponents

The hardness of the RSA problem and its efficient cousin, RSA with low public
exponent, is the subject of an extensive body of work. This is appropriate as the assumption
that these problems are hard is used to justify the security of a large portion of today’s
internet traffic. CSProp is different from traditional low public exponent RSA in that only
one of the public exponents is small (i.e., not the full public exponent e), with important
implications that make it not vulnerable for the attacks on low public exponents (please refer
to Section §5.2.3 for the proof of security). CSProp’s resilience to these attacks results from
two factors: (1) CSProp uses a small public exponent, rather than a small public key, making

its security properties equivalent to RSA before propagation; and (2) Low public exponent

!Choosing a low private exponent d is insecure and can completely break the cryptosystem[273, 159]
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problems are primarily due to incorrect usage: since the propagation scheme is automated
and not typically directly accessible to users, it does not have implementation issues. In
fact, Section §5.2 shows that CSProp’s security depends on the security of traditional RSA.
Partial Key/Message Exposure Attacks. Coppersmith [96] showed an attack on RSA
with low public exponents when the attacker knows two-thirds of the bits of the message.
While “message guessing” attacks can easily be avoided if proper padding is used, Boneh,
Durfee and Frankel [69] extended Coppersmith’s technique to give an attack on RSA with
low public exponents when the adversary knows at least a quarter of the bits of the secret
key. Other works [56, 135, 248] demonstrate that in some circumstances it is possible to
recover bits of the key via side-channel attacks.

Broadcast Attacks. Hastad [152] described a factorization algorithm (thus breaking
RSA) if the adversary gets access to 3 ciphertexts which encrypt the same message under 3
different low public exponent public keys (N, 3), (N, 3), (N3, 3). His technique generalizes
to larger values of ejo, and requires roughly ejo, different encryptions. Other works [42, 97]
generalize this method to attack RSA when related (as supposed to the exact same) messages
are encrypted multiple times under different low exponent public keys.

Bad Implementation Attacks. Boneh et al. [70] addressed another class of low public
exponent attacks which focuses on the implementation of RSA rather that the RSA function.
The attack succeeds if a fraction of the bits of the private key d is exposed; consequently,
an adversary would be able to construct d. Indeed, this attack in not only applicable when
elow = 3, taking into consideration the computation overhead when e > 3. Interestingly,

some other attacks are even more practical with large public exponents [258].
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5.2 Ciphertext and Signature Propagation

In this section, I formally introduce CSProp. I further provide the instantiation

of CSProp based on the RSA cryptosystem and the proof of security.

5.2.1 Definitions

Notation. Throughout this section, n denotes a security parameter, and P and P’ are
computational problems representing the cryptographic problems facing the adversary in
the original and propagated signature domains respectively.

Definition (Signature Propagation). A P—to—P’ signature propagation scheme of rate

R is a set of efficient algorithms:
(KeyGen7 Sign, Verify, Prop, VerifyProp)

satisfying the following syntax, efficiency, correctness, and security requirements.
- e Syntax:

- KeyGen(1™) outputs (vk,vk',sk).

- Sign(M, sk, vk) outputs o.

- Verify(M, vk, o) outputs a bit.

- Prop(M, vk, vk’, o) outputs o’.

- VerifyProp(M, vk, vk’, o’) outputs a bit.

e Efficiency: I have R-T" = O(T') where T and 7" denote the running times of Verify and

VerifyProp, respectively.
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e Correctness: Fix a message M arbitrarily. Consider the random procedure:
1) draw (vk,vk’,sk) < KeyGen(1");

2) draw o < Sign(M, sk, vk);

3) draw o’ < Prop(M, vk, vk, o).

Then,

Verify(M, vk, o) = VerifyProp(M, vk, vk’,o’) = 1
holds with probability 1.

e Security:

There are efficient reductions from an adversary who wins the standard existential
unforgeability game for (KeyGen, Sign, Verify) (resp. G, below) to an adversary who solves
P (resp. P’). The game G is between a challenger C and adversary A and works as follows:

The Signature Propagations Game G:

1. C draws (vk,vk’,sk) < KeyGen(1") and sends (vk,vk’) to A.

2. For i = 1,...,poly(n): A sends query messages, M;, to C; C computes

o; < Sign(M;, sk, vk) and sends o; back to A.

3. Finally, A sends a pair (M*,0*) and wins if:

VerifyProp(M*, vk, vk, 0*) = 1 and M* # M; V i.

Remark. So in a P—to—P’ signature propagation scheme, (KeyGen,Sign, Verify) is a
standard signature scheme assuming the hardness of the problem P; and (KeyGen, Prop o
Sign, VerifyProp) is a signature scheme assuming hardness of P’; moreover, VerifyProp is

R—times faster than Verify. Thus, signature propagation gives a way to improve verification
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efficiency while still maintaining security assuming hardness of P’ (a possibly stronger
assumption, which I will demonstrate for RSA).
Propagation for ciphertexts is defined similarly.
Definition (Ciphertext Propagation). A P—to—P’ ciphertext propagation scheme of

rate R is a set of efficient algorithms:
(KeyGen, Enc, Dec, Prop, DecProp)

satisfying the following syntax, efficiency, correctness, and security requirements.
e Syntax:

- KeyGen(1™) outputs (pk, pk’, sk).

- Enc(M, pk) outputs C.

- Dec(C, sk) outputs a message M'.

- Prop(C, pk, pk’) outputs C'.

- DecProp(C’, sk) outputs a message M.

e Efficiency: I have R-T = O(T") where T and 7" denote the running times of Enc and

Prop, respectively.

e Correctness and Security: (KeyGen, Enc, Dec) is a standard encryption scheme assum-
ing the hardness of P’; (KeyGen, Prop o Enc, DecProp) is an encryption scheme assuming the

hardness of P; correctness and security are inherited.
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5.2.2 Propagating RSA Signatures

In this section I instantiate a P—to—P’ signature propagation scheme where P is
standard RSA and P’ is RSA with low public exponent, specifically with exponent ejo.

The construction uses a hash function H, modeled as a random oracle.

e KeyGen(1™) generates an RSA modulus N = p- ¢ for secret primes p and ¢ and draws

a random e such that ejoy|e; find d such that e-d =1 (mod ¢(N)). Output:

(vk, vk, sk) = ((N, €), (N, eiow), (N,d)).

e Sign(M, sk, vk) computes h = H(M, vk), and outputs o = h% (mod N).
o Verify(M, vk, o) computes h = H(M, vk) and outputs 1 if 0¢ = h (mod N), 0 otherwise.
e Prop(M, vk, vk', o) outputs ¢’ = ¢¢/@w (mod N).

e VerifyProp(M, vk, vk’, 0’) computes h = H(M,vk) and outputs 1 if (¢/)%~ = h (mod

N), 0 otherwise.

Theorem. Let R = le|/|eow|, Where |e| and |ejow| are the bit-lengths of e and e,
respectively. Then,

(KeyGen, Sign, Verify, Prop, VerifyProp)

is a P—to—P’ signature propagation scheme with rate R, in the random oracle model [58].
The random oracle is a standard strong assumption on perfectly random hash functions
supporting the collision resistance property, which I inherit from the use of RSA. Such hash
functions require that for every unique input the function generates a unique output chosen

with equal probability from the output domain.
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5.2.3 Security Proof

In this section, I present the security proof of the P—to—P’ signature propagation
scheme under the RSA-based instantation. I first prove that the existential unforgeability
property of (KeyGen, Sign, Verify) holds, which implies security with respect to signatures. I
also discuss the security of the scheme relative to attacks on low public exponents. Finally,
using cryptographic game theory, I show that the security of the signature propagation game
depends on the security of the standard RSA game only (i.e., CSProp is secure if RSA is
secure). Note that the proof is also applied to the instantiation of P—to—P’ ciphertext
propagation scheme using RSA.

Proof. Correctness follows from verifying the equation:
((hd)€/€|ow)elow — (hd'(e/elow)'elow — hde — h (mod N)

using d - e = 1 (mod ¢(N)). The subroutines Verify and VerifyProp are dominated by
computing e—th and ejq,—th powers mod N, which require executing the “square mod N”
function O(|e|) and O(|eow|) times, respectively; thus, the efficiency property holds. Note
that (KeyGen, Sign, Verify) is the standard RSA signature scheme, except that the exponent
e is chosen randomly subject to the condition that ejoy|e. This event naturally occurs with
probability roughly 1/ejo, in the plain RSA scheme, and so existential unforgeability of
(KeyGen, Sign, Verify) holds since the standard RSA problem is hard [68].

Similarly, attacks on RSA with low public exponent do not apply to the propaga-
tion scheme. In particular, because the strength of VerifyProp(M, vk, vk’, o) holds depending
on the hardness of the standard RSA signature verification procedure: Verify(M, vk, o) the

attacks do not apply to CSProp. In other words, the original signature o is verified using
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both exponents e/ejo and ey, and so VerifyProp(M, vk, vk’, o) holds iff ¢’ is generated us-
ing the propagation procedure: Prop(M, vk, vk’, o). Technically, this means that a malicious
proxy that attempts to forge a propagated signature fails by the construction of VerifyProp
(Section 3.2) assuming the standard RSA problem to solve subroutine Verify is hard. Note
that the proof of security also applies to the RSA ciphertext propagation scheme. Thus,
a malicious proxy can cause denial of service but cannot forge a signature on falsified or
incorrect data. I elaborate on this case to show how to use an adversary who wins the
signature propagation game to solve the RSA problem with public exponent ey, implying
the impossibility of this attack provided RSA is secure. The security proof is as follows:
So suppose A is an efficient adversary who wins the signature propagation game
with probability € > 0. T design another adversary A" which, given (N, ejoy) and a random
h* (mod N), outputs (h*)%w (mod N) also with probability €, where di, is such that

diow * €low = 1 (mod ¢(N)). A" works as follows:

e Upon receiving (N, ejow, h*), A’ chooses a large random integer €’ and sends (N, e, €jon)

to A where e = ejoy - €.

e Instantiate @), a set of queries of A to @ = { }. Each time A’ queries for a signature

of a message M do the following:

— check if M has already been asked by A; if so return o to A" where (M, o) is the
pair appearing in Q;
— otherwise, choose a random number ¢ (mod N) and return o to A’;

— add (M, o) to Q;
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— set h = 0® (mod N) and program the input/output pair ((M, N, e), h) into H, so
that if H(M, N, e) is computed again at any point in the experiment, h will be

returned.
e Finally, when A is ready to return its forgery of the message M*, A" works as follows:

— if M* appears as the first coordinate of some pair in @, A’ aborts giving no

output;
— otherwise, when A queries H on the input (M*, N e), A’ returns h*;

— finally when A sends (M*,0*), A’ outputs o* and halts.

Notice that A" answers the queries of A correctly because ¢ = H(M, N, e) holds for them
all. Furthermore, if A* is a random number (mod N) then the response to A’s hash
query H(M*, N, e) is uniformly distributed. These two observations mean that A’ properly
simulates the signature propagation game for A, and so by assumption, A wins this game
with probability e. Finally, note that whenever A wins the signature propagation game,
(0*)%w = h* (mod N) holds, which implies o* = (h*)%~ (mod N), and so A’ breaks low

public exponent RSA. m

5.3 Applications of CSProp

Tillustrate the use and advantages of CSProp on two important Internet protocols:
DNSSEC and TLS, which are core protocols with respect to securely connecting end devices
to the Internet. Both DNSSEC and TLS are used to provide integrity, confidentiality,

and/or authentication for critical data. Often real-world configurations force end devices
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to rely on third parties (e.g., DNS resolver and default gateway) to perform cryptographic
functionality such as decryption or verification on their behalf. Although such a setup
reduces the requirement on the energy-constrained end devices, it compromises security: if
the third party is compromised or spoofed, the end devices are completely compromised.
Moreover, the last hop between the third party and the end devices becomes vulnerable to
attacks (e.g., a recent client-side attack on DNS bypasses DNSSEC [36]). In this section, I
show how we can use CSProp to extend DNSSEC and TLS verification to the end devices,

providing security with acceptable overhead.

5.3.1 CSProp over DNSSEC

The Domain Name System (DNS) is an essential networking protocol. It is re-
sponsible for mapping Fully Qualified Domain Names (FQDNSs) to their corresponding IP
addresses. To defeat certain DNS attacks (e.g., cache poisoning[181] and amplification[13]
attacks), DNS SECurity Extension (DNSSEC)[47] is proposed as a form of cryptographic
defense to authenticate DNS responses with digital signatures. DNSSEC is standardized
by the Internet Engineering Task Force (IETF). Without DNSSEC, DNS becomes vulner-
able to different classes of attacks where an attacker attempts to provide false responses
to queries [181]. DNSSEC operates by adding cryptographic signatures to existing DNS
records to prove that they are legitimate responses from trusted servers. Specifically, these
signatures provide DNS clients origin authentication and integrity of data (but not con-
fidentiality). Typically, verification of the signatures is implemented by resolvers, rather
than the end devices themselves, to reduce the overhead on the end devices. When an end

device performs a DNS query, it sends the query to its resolver. If the data is not present in
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Figure 5.2: DNSSEC Chain of Trust

the resolver’s DNS cache, the resolver starts the resolution process by traversing the DNS
hierarchy from the root server and down to the corresponding authoritative name server.

Unfortunately, to shield the end devices from these expensive operations, this
design leaves opportunities for attackers on the last hop between the resolver and the end
device. For example, a resolver that is compromised can arbitrarily falsify information.
Moreover, an attacker can spoof the resolver or otherwise inject responses to attack the end
devices [36].

Without end-to-end authentication, DNS security cannot be guaranteed. A trivial
solution is to ask the end devices to carry out the authentication, but this requires multiple
expensive cryptographic operations as discussed in the next section. To secure DNS against

attacks [36], CSProp is used to provide low overhead end-to-end DNSSEC validation.
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DNSSEC Chain of Trust

Fach DNS query traverses a hierarchy of DNS servers, starting from the root
server, to the TLD server, and so on through the chain of the authoritative DNS servers.
The validity of the resolution depends on trusting the full sequence of DNS resolution,
forming a chain of trust that is to be validated by the resolver (or in my case, the end
devices). DNSSEC has been proposed to establish secure DNS resolution using a chain of
trust [47] that follows the hierarchical structure of DNS. DNSSEC establishes the trust by
validating signatures from an authoritative name server up to the root in a child-parent
manner. For example, as illustrated in Figure 5.2 (see Table 5.1 for definitions), when a
DNS resolver receives RRsets of types other than DNSKEY (e.g., the record of type A)
returned by the example authoritative name server, the example helps verify these records.
The .com name server helps verify RRsets of type DNSKEY returned by example., and
the root server helps verify .com. The trust anchor of the chain is the KSK of the root
server, and all data published by the root is vetted by a thorough security procedure called
the Root Signing Ceremony?. In the ceremony, several individuals from around the world

collaborate to sign the root DNSKEY RRset in a very public and highly audited way.

DNSSEC Signing Algorithm

There has been no standardization of a specific zone signing algorithm. The usable
algorithms usually appear in DNSKEY, RRSIG, and DS RRsets [243, 162, 271, 48]. In

practice, root servers always use Algorithm 8 (which is RSA/SHA256) [243]. However,

2Root Signing Ceremony is explained in more detail at the following resource: https://www.cloudflare.
com/dns/dnssec/root-signing-ceremony/
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Table 5.2: DNSSEC Algorithm Use Statistics

Algorithm # of DS records Signed

Code Name TLDs Alexa

3 DSA/SHA1 0 7

5 RSA /SHA-1 163 1305

7 RSASHA1-NSEC3-SHA1 539 5669

8 RSA/SHA-256 2157 10962

10 RSA/SHA-512 37 758

12 ECC-GOST 0 3

13 ECDSAP256SHA256 5 6017

14 ECDSAP384SHA384 0 202

to the best of my knowledge, there is no documentation of the algorithm used to sign the
zones of TLDs and authoritative name servers. For that, I conducted a measurement study
to analyze the DS records of the TLDs by examining the root DNS zone3. Similarly, the
measurement study is conducted on the top 1 million sites based on Alexa Traffic Rank?.

As shown in Table 5.2, the findings are confirmed in [243] that Algorithm 8 is indeed the

3The dataset is available online at: https://www.internic.net/domain/root.zone and managed by the
Internet Corporation for Assigned Names and Numbers (ICANN)
*Alexa Top Sites (ATS) web service: https://aws.amazon.com/alexa-top-sites/
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Figure 5.3: CSProp over DNSSEC — Design

most widely used algorithm in DNSSEC. The CSProp protocol supports this algorithm,

making it straightforward to deply within the current ecosystem.

Design of DNSSEC with CSProp

DNSSEC using CSProp provides efficient end-to-end authentication from the origin server
to the end device. CSProp provides signature validation over the entire chain of trust of
DNSSEC. The design is illustrated in Figure 5.3. The components in red represent additions
for CSProp. Moreover, in this figure, the end device takes charge of the authentication,
whereas in a conventional implementation, the verification traffic is initiated by the resolver.
I assume the records are not present at the resolver’s cache. I explain the steps in detail as
follows:

After the DNS resolution process is completed and before the legitimate response

of the requested query (e.g., A record of www.example.com) is forwarded to the end device,
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in step 0 the DNS resolver receives an RRset of type A along with the corresponding
RRSIG record from the authoritative name server (Auth). To compute the partial validated
signature (RRSIG’) of the above RRsetDNSKEY, the resolver needs the DNSKEY record of
Authzsk and sends a query to Auth as shown in 9 In step e, Auth responds back and
sends both RRsetDNSKEY 4,4, and the corresponding RRSIGRRsetA 4,,,- I step 9, the re-
solver computes (RRSIGRgseta 4, ) using vk and vk’ of Authzsk and (RRSIGRRsetDNSKEY 4,,1,)"
using vk and vk’ of Authksk and forwards them to the end device along with RRsetA and
RRsetDNSKEY 44¢5. The end device completes the validation process of (RRSIGRrrseta ,,.,)
and (RRSIGRRsetDNSKEY 4, ) using vk’ of Authzsk and Authksk, respectively. Then, the end
device needs to verify the RRSIG of the DNSKEY record of Authksk. As shown in step e,
it sends a query to the resolver and requests RRsetDS 4,¢1. In step @, the resolver forwards
the query to the .com T'LD server which responds with RRsetDS 4,4, and RRSIGRRsetDs 4,5,
as shown in step 0 To partially verify RRSIGRRsetDs 4,,,, the resolver in step 9 sends
a query to the .com T'LD server for the T'LD’s DNSKEY records. Then, the T LD server
responds in step @) with RRsetDNSKEY7r,p and RRSIGRRsetDNSKEY 11 -

As in step 9, the resolver computes in step @ (RRSIGRRsetDS 4,,;, ) using vk and
vk’ of TLDzsk and (RRSIGRRsetDNSKEY ;) using vk and vk’ of TLDgsk and forwards the
partial verified RRSIGs to the end device along with RRsetDS 4,45, and RRsetDNSKEY 71 p.
Steps @—@ are similar to steps @@ to verify RRsetDS7;p and RRsetDNSKEY goot-
Finally, the end device compares the DNSKEY gyt record with the publicly available
version, and this completes the DNSSEC validation process.

The ability to establish trust between child and parent zones is an integral part of DNSSEC.
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We cannot trust any of the DNS records if part of the chain is broken. CSProp over
DNSSEC provides complete end-to-end protection and secures DNS records from being
altered by MitM attackers. Furthermore, the steps of the protocol, and the number of
packets exchanged between the parties is the same as in regular DNSSEC with changes
isolated to the last hop between the DNS resolver and the end device (in addition to the

choice of the public key). These properties make it practical to deploy the design.

5.3.2 Optimizing TLS handshakes with CSProp

In the second application, I consider using CSProp to optimize the operation of
TLS. The underlying security of TLS protocol relies on the implementation of the cryp-
tographic algorithms during the handshake phase. The cryptographic algorithms provide
authentication and integrity between the communicating entities (i.e., in my case, the web
server and the end device). To offer these security services, the end device has to handle
complex cryptographic operations for validation which are computationally expensive. By
using CSProp, we can substantially reduce the computational cost incurred by the hand-

shake phase without compromising security.

TLS Handshake

TLS is a core security protocol on the Internet and has undergone several revisions
over the years to address security and performance flaws specifically in the handshake pro-
tocol [240]. CSProp is designed to work with TLS 1.3, which is the latest version improving
both the performance and security of TLS 1.2. Authenticating the communicating parties

to each other is typically done by validating their PKI certificates. The most commonly
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Figure 5.4: CSProp over TLS — Design

used certificate is X.509 which is based on the RSA cryptosystem [38]. In common cases,
only the web server needs to be authenticated by the client (unless client authentication is

required by the server).

Design

CSProp can help reduce the computation cost needed for TLS on the end device
by securely offloading a considerable part of the encryption and validation processes to the
default gateway. Initially, the communication is between the web server and the end device;
however, the default gateway is present in typical scenarios of constrained environments
(e.g., IoT environment) as shown in Figure 5.4. The protocol is described in detail as
follows:

In step o, the end device commences the handshake and sends the ” Client Hello”

message followed by the cipher suite, key agreement and key share messages to the default
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gateway in which the latter forwards the messages to the designated web server. In reply,
the web server sends in step 9 the “Server Hello” message comprised of the chosen key
agreement, server’s X.509 certificate and its associated signature o, and the server’s key
share associated with the “Server Finished” message. Then in step 9, the default gateway
forwards all messages received in step 2 to the end device — with one significant change. It
substitutes o with o’ which is the partial verified signature of the server’s certificate and o’
is computed using vk and vk’. Now, the end device partially verifies o’ using vk’ as shown
in step 9 In step 6, the end device generates the pre-master secret key K using the web
server’s key share. K is encrypted using pk’ to generate the partial ciphertext C’. The end
device sends C’, the cipher suite change (if it is applicable) along with the “Client Finished”
message to the default gateway. Finally in step @, the default gateway completely encrypts
K using pk and pk’ and forwards messages received in step 5 to the web server along with
the full ciphertext C. Upon receiving the messages, the web server using its secret key sk
decrypts C to retrieve K, and this concludes the handshake. From here on, all the messages
are securely exchanged between the entities.

Similar to CSProp over DNSSEC, CSProp over TLS does not require any addi-
tional messages to be exchanged between the three parties that are involved in the handshake

phase. This ensures a zero-round trip handshake as in TLS 1.3.

5.4 FEvaluation

In this section, I experimentally assess the effectiveness of CSProp over DNSSEC

and TLS. The protocols are compared under realistic settings and with respect to a number
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Table 5.3: Experimental Setup: The following platforms are used in the experiments.

Device Model Role Processor (CPU) CPU Clock (GHz) RAM Cores
Dell XPS 8700 Origin Server Intel(R) Core(TM) i7-4790 3.6 16GB 4
Sony VAIO VPCEA390X DNS resolver/Default gateway Intel(R) Core(TM) i5 2.53 8GB 2
Microsoft Surface Pro 6 End device Intel(R) Core(TM) i7-8650U 1.9 16GB 4
Zero W End device (IoT) ARM11 Broadcom 1 512MB 1
Raspberry Pi 3 Model B End device (IoT) Arm Cortex-A53 (ARMvS) 1.2 1GB 4
3 Model B+ End device (IoT) Cortex-A53 (ARMvS) 14 1GB 4

of end devices representative of IoT and embedded devices. I also compare CSProp with
ECC cipher suite.

Selected Software. A prototype of CSProp is implemented over DNSSEC and TLS, based
on the security library, dnsjava®, and the Bouncy Castle [200] crossed-platform libraries.
Bouncy Castle is a standard library for cryptography and contains APIs that are supported
for the embedded devices. The dnsjava library is an implementation of DNS in Java and is
used by a number of major android applications, such as Netflix, Skype, Samsung Email,
and Dailyhunt [115].

Selected Hardware. I evaluate the prototype on four popular end devices: (1) Microsoft
Surface Pro 6; (2) Raspberry Pi Zero W; (3) Raspberry Pi 3 Model B; and (4) Raspberry Pi
3 Model B+. As shown in Table 5.3, each device has different system specifications. These
devices provide a range of embedded/mobile platforms typical of those used in constrained
environments such as IoT applications [245]. All three Raspberry Pi devices run Raspbian

operating system, while Surface Pro 6 runs Windows 10 Home edition operating system.

® Available at: http://www.xbill.org/dnsjava/
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Network Connectivity. An Arris router [50] is used as the central communication device.
The PCs and the Raspberry pis, except Raspberry Pi Zero W, are connected using 1Gbps
Ethernet cables Ethernet.
Energy Consumption. To obtain the energy consumption values, the Watts Up? Pro AC
meter [233] is used. This power meter supports several displays, computer software, and
PC interfaces. It can automatically generate data graphing, and its data logger function
records all data into non-volatile memory.
Testbed Setup. I configure the testbed as follows. I use a Dell PC running Ubuntu 16.04.6
LTS operating system as an origin server (i.e., DNS servers in DNSSEC, web servers in
TLS, and default gateway in IoT environments). For reasons of backward compatibility
with middleboxes, I use the recommended key size of 2048-bit and hashing algorithm SHA-
256 [240, 194]. The origin server is responsible for generating the RSA keys needed to
perform all the cryptographic operations. The propagator is a Dell PC running Windows
10 Home edition operating system.

CSProp is compared with traditional implementations of DNSSEC validation, TLS
handshakes, and RSA public-key operations. CSProp is also compared with current real-

world configurations where the public exponent is 216 + 1 = 65537.

5.4.1 CSProp over DNSSEC

In this section, I show measurement results of CSProp over DNSSEC based on
two metrics: (1) Latency; and (2) Energy consumption. A private network (simulating

the topology in Figure 5.1) is configured to represent the DNS hierarchy. More precisely, I
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Figure 5.5: CSProp over DNSSEC — Latency

configure the Root (.), the TLD (.com), and the Auth (example) name servers internally
in the origin server. I use www.example.com as the target domain name in the experiments.
In addition, the DNSKEY groot, s Tecord (i.e., the trust anchor) is pre-installed at the DNS
resolver and all four end devices used in the prototype. To optimize DNSSEC resolution
process, the DNS resolver supports the caching property.

I collected 10 data points for each experiment to get statistically meaningful results.
I calculated the 95% confidence intervals of the mean and show those on the figures. The
measurements are performed when caching is enabled and disabled at the DNS resolver to
get an insight of the impact of caching on the protocol. Dark colors in Figure 5.5 represent
results when caching is enabled, while the light colors represent disabled-cache results.
Since the measurements are conducted on different devices with different specifications, the
y-axis is scaled to fit the maximum readings. To make figures more expressive and easier
to understand, I use transparent gray boxes to zoom in the details in Figure 5.5 that are

not visible at scale.
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Figure 5.5 shows a break down of the latency incurred by CSProp over DNSSEC.
The latency is broken down into the time consumed by end devices and by the network.
The latter time includes: (1) the network overhead caused by sending and receiving packets
between the communicated parties; and (2) the time required by the DNS resolver to
compute the propagated signature. The results show a significant reduction in latency
compared to traditional DNSSEC validation, with a minor impact on latency when the
cache is disabled at the DNS resolver. Additionally, we see how device specifications affect
performance. For example, in case e = 65463 and cache is disabled, the results show that
CSProp reduces latency by 91z, 21z, 35z, and 10z on Raspberry Pi Zero W, Raspberry Pi 3
Model B, Raspberry Pi 3 Model B+, and Surface Pro 6, respectively, compared to traditional
DNSSEC validation. Note that the reductions are approximately the same when DNS cache
is enabled. CSProp is also compared with current DNSSEC implementations where the
used public exponent is 65537. The results show that CSProp outperforms this setting: for
example, CSProp reduces latency by 78x on Raspberry Pi Zero compared to conventional
DNSSEC when e = 65537. Apparently, the results are to some extent better than those
when e = 65463 in the case of traditional DNSSEC validation. The reason is that 65537
is a Fermat number. Fermat numbers are 2" + 1 primes, and they are recommended [243]
since only the first and last bits of their binary representation are ones (100...001); a feature
expedites computations on computers.

Since there is no tangible difference in results with and without caching, I combine
energy consumption measurements and take the average as shown in Figure 5.6. In general,

the results show a significant reduction in energy consumption when CSProp is used. Indeed,
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the protocol provides energy reductions by 53z, 10z, 9z, and 4x on Raspberry Pi Zero W,

Raspberry Pi 3 Model B, Raspberry Pi 3 Model B+, and Surface Pro 6, respectively.

5.4.2 CSProp over TLS

Similar to the setup phase of CSProp over DNSSEC, a private network is con-
figured where the origin server is the web server of www.example.com domain name. In
the measurements, I consider the handshake phase and implement it based on TLS 1.3.
Note that my web server does not contain data objects since the CSProp protocol does not
optimize HTTP connections after the TLS handshake is successfully accomplished. The
web server’s certificate is of type X.509 and is signed by a root CA which its certificate is
already pre-installed at the default gateway and end devices. The pre-master secret key (K)
is generated using the Advanced Encryption Standard (AES) algorithm as recommended

in [240] with 128-bit as the key size.
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The latency of the TLS operations are shown in Figure 5.7. I show the latency
incurred by CSProp over TLS but based on the handshake messages: ” Client Hello”, ” Server
Hello”, and ”Client Finished”. This approach is used to clearly understand the advantage
of the protocol over the existing implementations; specifically when e = 65537. CSProp
provides 8z, 4z, 3z, and 2z reductions in latency (vs. traditional TLS handshake) on
Raspberry pi Zero W, Raspberry Pi 3 Model B, Raspberry Pi 3 Model B+, and Surface
Pro 6, respectively. Note that these numbers are the full handshake numbers, including the
network delays (which are not helped by CSProp).

For energy consumption measurements, I measured the rate at which power is
being used at a specific moment in watts (as shown in Figure 5.8). The results show that
CSProp, on average, reduces the consumed energy by a factor of 8z, 3z, 3x, and 2z on
Raspberry Pi Zero W, Raspberry Pi 3 Model B, Raspberry Pi 3 Model B+, and Surface

Pro 6, respectively. Again, these numbers include the energy consumed across the full
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handshake, with long periods of time taken up for network communication in which the
energy consumed is not affected by CSProp.

It is interesting to note that the less resources the embedded device has, the larger
the advantage from CSProp. 1 believe that this occurs since deeply embedded devices
are likely not to have sophisticated energy saving features such as Dynamic Voltage and
Frequency Scaling (DVFS) [251], which can help more sophisticated devices adapt their

energy usage, for example, to use less power while waiting for responses from the network.

5.4.3 Comparison with Elliptic Curve Cryptography (ECC) Cipher

Suites

When power and latency are a consideration, Elliptic Curve Cryptography (ECC)

is often considered: it has an approximate equivalent strength to RSA and, in fact, has some
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Table 5.4: Comparing CSProp with Elliptic Curve Cryptography (ECC) cipher suites for

TLS handshake latency (in Micro Seconds)

Raspberry Pi 3 B+ Raspberry Pi B Raspberry Pi Zero W

CSProp e = 65463, ejoy =3 1063.24 1066 1093.56

ECDH-ECDSA P-256 2658.18 2984.66 3171.32

advantages relative to using RSA. In particular, key sizes are much shorter: e.g., Elliptic
Curve Digital Signature Algorithm (ECDSA) with curve P-256 has a key size of 256 bits,
whereas RSA commonly uses key sizes of 1024 or 2048 bits. Additionally, ECC signatures
are much shorter than RSA signatures. However, as mentioned by RFC 6605 [164], even
though singing is significantly faster when using ECC than RSA, signatures validation
is significantly faster (~ 5 times faster in some implementations) when using RSA. For
DNSSEC, this is apparently the most serious challenge when using ECC due to the latency
of signature validation. Interestingly, Rijswijk-Deij et al. [265] show that even when using
the optimized version of OpenSSL by CloudFlare® (in which ECDSA and RSA are sped up
by a factor of 8 and 2, respectively), ECDSA is still 6.6 and 3.4 times slower than 1024-bit
RSA and 2048-bit RSA, receptively, in terms of signatures validation. More importantly,
the actual adoption of ECC by DNSSEC operators is very low [168, 264]; raising concerns
in regards to backward compatibility if ECC were to be proposed for IoT devices.

For TLS, Gupta et al. [150] conducted a study to analyze the performance of ECC

and RSA for SSL (Secure Socket Layer) on resource constrained devices. Their experiments

Shttps://ripe70.ripe.net/presentations/85- Alg-13-support.pdf
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show that TLS handshake using RSA outperform ECC. For completeness, experimental
measurements are conducted to compare ECC with CSProp. In the experiments, I used
ECDHE-ECDSA (Ephemeral Elliptic Curve Diffie-Hellman key agreement with ECDSA
signatures) [223] cipher suite with curve P-256. I run the experiments on three different
IoT devices: Raspberry Pi 3 B+, Raspberry Pi B, and Raspberry Pi Zero W (see Table 5.3
for devices specifications). As shown in Table 5.4, TLS handshake using CSProp is faster
by a factor of ~ 2.7x than when using ECC. This will impose an additional burden on end
devices with the increased CPU load, especially if deployment of ECC-based TLS handshake
accelerates. In 2014, Bos et al. [72] surveyed the adoption of ECC and found that only 10%
of hosts supported ECC-based TLS. On a larger-scale study, the International Computer
Science Institute (ICSI) Certificate Notary [171] reported that 11.5% and 2.4% of observed
SSL\TLS connections used ECDHE-ECDSA with curves P-256 and P-384, respectively, in

June/July 2018. We note also that a variety of attacks on ECC cipher exist [263].

5.5 Concluding Remarks

IoT and embedded devices, in general, are resources-constrained forcing designers
to choose either security (e.g., by offloading security to gateway nodes) or performance
(performing the expensive cryptographic operations required for end to end security). This
research direction contributes a new cryptographic primitive, CSProp, that uses a low public
exponent to reduce the computational load required by the end devices. Specifically, CSProp
breaks down a validation operation into two phases. The first phase — which uses the

traditional expensive cryptographic computations — is performed by a proxy servers (or a
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propagator) (e.g., DNS resolver, default gateway, or fog/edge server) that does not have
to be trusted, meaning that the propagator does need need a PKI certificate and could be
even be a role that changes within a peer-to-peer system. The second phase relies on the
propagated low public exponent of RSA that offers a cheaper computational cost carried out
by the constrained devices, while maintaining strong security guarantees. I reason about the
security of CSProp and show that breaking it is of the same order of difficulty as breaking
RSA.

The performance of CSProp is tested on resource-constrained devices to optimize
the operation of two core security protocols on the Internet: DNSSEC, which protects the
DNS system from attacks such as cache poisoning attacks, and TLS which is an essential
protocol used to establish secure connections on the Internet. I show that the complexity
(in terms of latency and energy consumption) of both the DNSSEC validation and the TLS
handshake operations at the end devices is substantially reduced to the level where it is
believed that it is practical to consider carrying them out at the end devices. The results
also show that CSProp has advantages relative to using ECC cipher suite showing that
CSProp outperforms ECC by a factor of 2.7.

Limitation and Future Work. A limitation of CSProp is that it helps only with opera-
tions that use the public key (signature verification, authentication, as well as encryption).
Operations on the private key such as generating signatures and ciphertext encryption can-
not use low exponents without compromising security [68]. Luckily, IoT and edge computing
devices are clients of services requiring operations on public keys most of the time. For fu-

ture work, a good direction would be to consider extending the benefits of CSProp to other
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protocols, and considering alternative solutions that lower the overhead of private key based

operations to make them more suitable for such resource-constrained environments.
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Chapter 6

Analysing Cryptographic Overhead

on IoT Devices

This chapter describes a comprehensive measurement study to characterize IoT de-
vices with two components: (1) profiling existing devices to understand the cryptographic
demands on IoTs; and (2) evaluating their performance on the new proposed primitive,
CSProp (see Chapter §5 for more details), and compare the results with a widely used
conventional cryptographic primitive which is RSA. Specifically, an empirical study is pre-
sented to measure the cryptographic overhead when using IoTs in realistic environments.
I also discusses a potential deployment model for constrained environments. The results
show that with a minimal amount of configuration, CSProp can be considered a natural fit

with the typical communication practices in smart object networking environments.
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6.1 Understanding Cryptographic Demands on IoT's

6.1.1 Overhead of Conventional Cryptography

Several studies have been conducted presenting the computational and energy
costs of conventional cryptographic protocols on embedded IoT processors. For instance,
Potlapally et al. [232] shows how fast the battery gets drained (more than twice) in the
presence of encryption comparing to no encryption. They also show energy analysis of
common cryptographic algorithms (such as RSA, DSA, and ECDSA) on a client device
running Compaq iPAQ H3670 whose processor is clocked at 206MHz. In addition, a good
body of work analyzes the performance of specific applications used in resource-constrained
environments. For instance, Miranda et al. [213] analyzes the energy consumption of the
Transport Layer Security (TLS) protocol transactions on a mobile device and found that
more than 60% of total energy is consumed by TLS overhead. In standardized large-scale
networks, developers often choose to sacrifice security to retain performance. For instance,
in a typical IoT ecosystem, users communicate with IoT devices (e.g., Nest temperature
sensor or smartwatchess) through smartphone applications. Unfortunately, there are signif-
icant amount of efforts that have uncovered different types of vulnerabilities of various IoT
devices due to lack of security [280, 269, 177, 161, 132, 107, 103, 101, 81, 73]. More recently,
Zuo et al. [283] and Junior et al. [179] analyze the channels between several IoT devices
and their corresponding smartphone applications. They found that these channels are often
not encrypted/authenticated (presumably to avoid pitfall(2) above); thus, construction of

exploits to remotely control the devices can easily succeed.

104



Table 6.1: Profile of the Data Exchanged Between an Iot Device and a Client in a Wireless

Home Network

RSA AES 128-bit
10T Device Operation Total # of Captured Packets DNS RRsets

TLS Handshake Encryption Decryption Signing Verifying Encryption Decryption

Setup 897 68 32 168 0 104 90 232 180

WYZE CAM V2 (camera) Pairing 25 2 3 9 0 0 2 5 7

Live Streaming (2 Hrs) 1460282 108933 29535 30191 0 318 31239 964083 313664

6.1.2 Limitations of Existing Defenses

There are defenses against the emerging security problems in the IoT area. Some
are proposed specifically to enhance the security of particular applications, such as the Blue-
tooth Low Energy (BLE) protocol [179, 130] and IoT apps [261, 133]. Others are classified
as lightweight cryptography proposals which usually involve expensive cryptographic pro-
cessing [237, 39] or proven to be vulnerable to different attack surfaces [279, 118, 32]. There
is also extensive body of work considering proxy-based defenses for IoT environments such
as ALPKA [74], AKAPR [222], proxy-based end-to-end key establishment protocol [231],
and many others [119, 66, 52, 178, 114]. However, all of them are constructed using a trusted
proxy; an assumption that raises many scalability and security issues [277, 36]. To tackle
this problem, the concept of proxy re-encryption was introduced [66], but it still relies on a

semi-trusted proxy to transfer ciphertext from sender to receiver.

6.2 An Empirical Study

To increase the motivation, the cryptographic overhead occured is analyzed when

an IoT device is used in a home-based environment. The testbed consists of Wyze Cam
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V2 (an Amazon choice smart home camera [24]) connected to a wireless home network via
an Arris router [50]. The wireless network uses WPA2-AES-128-bit protocol [199] (know
as WPA2-Personal) for encryption and a Pre Shared Key (e.g., an 8-character password)
for authentication. The client is a Wyze app downloaded to an iPhone X running ios
13.3.1. The results show that the camera uses cryptographic operations intensively. For
instance, as shown in Table 6.1, live-streaming for a period of 2-hours required more than
60K (i.e., = 4.2% of packets exchanges) of RSA public-key operations. Furthermore,
to support end-to-end data protection, the results show that transmitted data packets
between the camera and the app were frequently encrypted and decrypted using the AES
protocol. However, since it is a WPA2-Personal network, this setting secures the network
only against outsiders. In particular, this network is vulnerable to Man-in-the-Middle
(MitM) attacks if an adversary is an insider who already knows the PSK key. Consequently,
she/he would be able to derive the same secret keys —i.e., Paiwise Transient Key (PTK) and
Group Temporal Key (GTK) used to encrypt/decrypt unicast and multicast data packets,
respectively, between clients and their associated access point (AP)—that are shared among
all users and generated during the 4-Way Handshake protocol [146]'. The results show that
~ 87.5 of data packets are vulnerable to this type of attack. What is worse, in case Domain
Name System SECurity Extension (DNSSEC) [47] validation is enabled, more cryptographic
operations are required; increasing the computational burden on the IoT camera since chains

of DNS RRsets signatures need validation.

'Note that using 802.1X [95] for authentication, which is used in WPA2-Enterprise networks, closes this
vulnerability. This is because each user is assigned a unique PSK key.
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6.3 Comparison Between CSProp and Conventional Cryp-

tography: Arduino Measurements

This section describes a comprehensive measurement study of CSProp to secure a
resource-constrained smart object device. We further experimentally compare CSProp with

conventional cryptography on a special type of IoTs: a microcontroller.

6.3.1 Experimental Setup

Selected Hardware. Due to the resource-constrained nature of popular microcontroller-
based IoT hardware development boards (e.g., LightBlue Bean+ [28] and Arduino Uno [26]),
it is usually challenging to execute the necessary RSA cryptographic operations on the main
processor. For instance, Sethi et al. [49] shows that generating RSA signatures on Arduino
Uno takes 25.08 secs, 3.33 mins, and 26.4594 5mins when RSA key sizes are 512, 1024,
and 2048 bits, respectively. Furthermore, to maintain acceptable throughput and energy
consumption, such devices often require hardware acceleration.

For implementing CSProp, I choose Arduino MKR WiFi 1010 [25] as the test
platform since it meets the throughput and energy consumption requirements of current
cryptographic primitives and schemes including RSA [207]. This Arduino is based on the
SAMD21 microcontroller, a 32-bit low power ARM MCU processor with a clock speed of
48 MHz, 32 KB of SRAM, and 256 KB of flash memory. The hardware acceleration engine
for cryptographic algorithms supports the hashing algorithm SHA-256 which is used in the
prototype since it is recommended by RFC8446 [240] for TLS and by RFC6781 [194] for

DNSSEC. Using an 8-bit platform with sufficient RAM size is also viable to generate good
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performance results without hardware acceleration as has been shown by Gura et al [151].
However, 32-bit microcontrollers are much more easily available, at same lower costs, and;
more importantly, are more power efficient to run RSA cryptographic operations.
Network Connectivity. Arduino MKR WiFi 1010 features Wi-Fi, Bluetooth®), and
Bluetooth Low Energy (BLE) interfaces. The Wi-Fi interface uses the WiFiNINA library
that supports IEEE 801.11 b/g/n modes of operation and WEB, WPA, WPA2 Personal,
and WPA Enterprise encryptions. It provides several buses and communication interfaces
that fit IoT sensor nodes, such as UART, SPI and 12C. In addition, since this Arduino is a
dual processor device, all interfaces can be used at once on the board.

Energy Consumption. To obtain the energy consumption values, the Watts Up? Pro AC
meter [233] is used. This power meter supports several displays, computer software, and
PC interfaces. It can automatically generate data graphing, and its data logger function
records all data into non-volatile memory.

Software. For programming the Arduino MKR WiFi 1010 modules, the Arduino-IDE [45]
release/v1.8.12 is used. The Arduino-IDE is the official development framework for Arduino
devices. It is installed on a Microsoft Windows 10 operating system. For selecting a poten-
tial cryptographic library, I surveyed a set of possible source codes and performed an initial
analysis of how well they fit the Arduino environment. Based on the analysis, I found three
libraries that provide RSA as a PKI algorithm. The first is the AVRCryptoLib [27] library,
and it is written in an assembly language to reduce the size and optimize the performance.
The other two libraries are Relic-toolkit [44] and Cryptographic-Protocols-Arduino-and-

PC [80], and they are written entirely in C. I choose the Cryptographic-Protocols-Arduino-
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Figure 6.1: Testbed Architecture Configurations

and-PC library since it is more flexible to be customized and implemented than the other
two libraries.

Latency. One of the main criterias to measure the performance of a cryptosystem is to
measure the latency (i.e., execution time) of its cryptographic operations. The millis()
function [3] is used which is included in Arduino Language. This function returns the
number of milliseconds passed since the Arduino board began running the current program.
Memory Usage. Arduino MKR WiFi 1010 has two types of memory: a ROM (flash)
memory and an SRAM. The compiler of the Arduino IDE automatically calculates and
displays both the amount of ROM and SRAM memory that a sketch will use after compiling.
However, the memory footprint of the SRAM does not include local variables, but the
compiler does display the amount of SRAM remained for local variables.

Testbed Setup. To evaluate the performance of CSProp on the selected device, the testbed

is configured as follows. I use a Dell PC running Ubuntu 16.04.6 LTS operating system as
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an origin server. This server is responsible for generating the RSA keys needed to perform
all the cryptographic operations. The propagator is a Dell PC running Windows 10 Home
edition operating system.

An Arris router [50] is used as the central communication device. The PCs are
connected using 1Gbps Ethernet cables Ethernet, while the Arduino is connected through
its Wi-Fi interface. For powering up the Arduino, a dedicated 5 V/2 A power source is
used. Since the Arduino has a Li-Po charging circuit, it is possible to run it on a USB port
or batteries. However, in order to provide a stable and constant energy source, a dedicated

power supply is used instead. Figure 6.1 shows the main components of the testbed.

6.3.2 Performance Analysis

For evaluating CSProp, we are particularly interested in two RSA public-key op-
erations: verification for signature propagation and encryption for ciphertext propagation.
The performance measurements for CSProp and traditional RSA public-key operations are
provided. The measurements reflect the performance of three different RSA key lengths:
512, 1024, and 2048 bits. The exponents e = 65463 and e, = 3 are used as the public
exponents for CSProp; the full key e is used between the origin server and the propagator,
and then e, is used after signature propagation. I compare CSProp with traditional imple-
mentations of RSA public-key operations. CSProp is also compared with current real-world
configurations where the public exponent is 2'°41 = 65537. As mentioned earlier, SHA-256
is used in the experiments since it the recommended hashing algorithm for different net-
working protocols. The code size is =~ 8 KB and the message size is 128 Bytes for all the test

cases. It is also worth noting that in the implementation I considered basic mathematical
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operations (e.g., exponentiation and multiplication) without using any optimizations (e.g.,
montgomery multiplication and optimized squaring as described in [192]). All results are
from 50 runs (the values are almost identical) for each scenario, then the average is taken

to represent each data point.

6.3.3 Results

The results are summarized in Table 6.2. For all RSA key sizes, CSProp out-
performs the traditional RSA public-key operations in all scenarios. For instance, the
execution time for CSProp-encryption is more than 57 and 81 times faster than traditional
RSA encryption when e = 65537 and e = 65463, respectively. For CSProp-verification,
the conclusions are very similar. The results show huge differences for the same security
level when comparing CSProp and traditional RSA public-key operations, being CSProp a
better alternative for resource-constrained devices since it presents better energy consump-
tion. For instance, CSProp provides efficient reductions by 36x and 42z for encryption and
verification,respectively, when e = 65537. Comparing the memory results, it is interesting
to note that the modular exponentiation of CSProp requires little memory (a crucial design
decision in designing lightweight cryptosystems) compared to a traditional RSA implemen-
tation as are the cases when e = 65537 and e = 65463 which significantly increase the
memory usage.

More importantly, the results also present interesting findings when different key
sizes of the same algorithm are compared. The most interesting finding is that PKI cryp-

tography is possible on resource-constrained devices.
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Table 6.2: This table shows a Comparison of CSProp Vs. two typical implementations
of traditional RSA public-key operations. The performance is measured based on latency
(in ms), memory footprints (in bytes), and energy consumption (in mJ)). Note that the

memory usages for SRAM and ROM are added to represent the total memory footprint.

CSProp (e = 65463, €0 = 3)

Encryption Verification

Key Size (bits) Latency (ms) Memory Footprint (bytes) EC (mJ) Latency (ms) Memory Footprint (bytes) EC (mJ)

512 11 42 15 15 49 21
1024 29 69 23 35 82 36
2048 61 125 39 71 134 48

Traditional RSA (e = 2% + 1 = 65537)

Encryption Verification

Key Size (bits) Latency (ms) Memory Footprint (bytes) EC (mJ) Latency (ms) Memory Footprint (bytes) EC (mJ)

512 634 320 540 915 441 882
1024 1665 552 828 2135 738 1512
2048 3502 1006 1404 4331 1206 2016

Traditional RSA (e = 65463)

Encryption Verification

Key Size (bits) Latency (ms) Memory Footprint (bytes) EC (mJ) Latency (ms) Memory Footprint (bytes) EC (mJ)

512 891 504 615 1290 539 1071
1024 2349 828 943 3010 902 1836
2048 4941 1500 1599 6106 1474 2448
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As it can be observed, the results when e = 65537 are to some extent better than
those when e = 65463 in the case of traditional RSA operations. The reason is that 65537
is a Fermat number. Fermat numbers are 2 + 1 primes, and they are recommended [243]
since only the first and last bits of their binary representation are ones (100...001); a feature
expedites computations on computers.

Comparing the general performance of the ciphers suites tested, it can be con-
luded that for the same security level as proven in Section §5, CSProp always outperforms

traditional RSA public-key operations in both latency and power consumption.
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Chapter 7

Internet Filtering in the Kingdom
of Saudi Arabia: A Longitudinal

Study

Several countries apply local restrictions on access to information on the Internet,
which they deem inappropriate (e.g., pornography). I refer to this type of access restriction
as Internet filtering®. In this study, I focus on answering three questions: (a) what content
is filtered? (b) how is filtering implemented? and (c) how does filtering evolve over time in
response to geopolitical conditions?

The Kingdom of Saudi Arabia is often considered to be one of the most conservative
countries in the world. The government manages the access to the Internet with a filtering

system to restrict content it deems unacceptable or inappropriate. These filtering decisions

!Note: Although some filtering is used for censorship in some cases, I choose to use the term filtering to
keep my focus on the technology.
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are motivated by the government’s desire to protect the values of the Saudi society (which
center around Islam, the official religion of the country), in addition to implementing
national security and public safety policies [91]. The debate over how web content should be
filtered, what constitutes inappropriate material and whether (and how) the public should
be protected from remains controversial. On the one hand, many organizations criticize
the level of Internet filtering in Saudi Arabia. For instance, Freedom House characterizes
Saudi Arabia as "not free” [21], and it is ranked 172 out of 180 countries by Reporters
Without Borders as one of the top violators of press freedom [20]. The same organization
also published a report in January 2016 which ranks Saudi Arabia as one of the ”15 enemies
of the Internet” since 2005 [12]. On the other hand, we see many domestic organizations
that do support Internet filtering. For instance, the Ministry of Media provides regulations
for digital publishing activity [212, 211] which strictly prohibit any content that violates the
provisions of Islamic law, breaches the national security, incites violence among citizens, or
violates copyrights law. The Ministry of Interior (MOI) launched an electronic service [210]
to help citizens report any type of cyber crimes including production of websites violates
public moral (such as pornographic and gambling sites) or impinges on public order and
religious values as stated in the Anti-Cyber Crime Law [92]. Many individuals and non
government-linked organizations support the filtering service [102, 154, 37]. Internationally,
the Safer Internet Day (SID) [4] is an organization that provides an education and awareness-
raising effort spanning more than 100 countries including Saudi Arabia [93].

In the last years, Saudi Arabia has undergone significant sociopolitical changes,

combined with significant political events in the region, which seem to have brought forward
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a more progressive approach regarding access to information. I provide some highlights of
such events between 2018 and 2020. This period of time coincides with the start of the
execution of Saudi Arabia’s national Vision 2030 and National Transformation 2020 pro-
grams [247] that were announced in April 2016. The two vision documents were nationally
adopted as a roadmap and implementation guidance for economic and developmental in-
vestments and projects across all fields of endeavor in the country, with the stated aim of
creating a tolerant country with Islam as its constitution and moderation as its goal. Inter-
estingly, the two vision documents introduce a series of sweeping social reforms. As evidence
that they are being implemented, on September of 2017, a royal decree lifted the ban on
women driving that was enacted in 1957 [18]. Additionally, according to the Kingdom’s
General Authority for Entertainment (GAE) [141], in 2018, Saudi Arabia has allowed the
operation of movie theaters for the first time in decades. In addition, during the same year,
the Saudi government allowed international artists to perform musical concerts as part of
public life, including the participation of women; both of these (public music performances,
and women participation) are surprising and progressive moves in the context of a Saudi
society that has never experienced either before. At the same time, there have been a
number of geopolitical developments, such as rising tensions with Qatar, Iran, and Turkey.

Given both these significant social changes, and geopolitical events, a natural
question is whether such events translate into changes in the Internet filtering policies.
There are a few studies (that are older, and less comprehensive than my work) focusing on
Saudi Arabia, while there are several studies of Internet filtering in other countries, which

are reviewed in Chapter §2.
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Geopolitical Events

Figure 7.1: Overview of the key questions, contributions, and findings of my work

To the best of my knowledge, this research direction represents the first system-
atic, longitudinal study of Internet filtering in Saudi Arabia. The study spans the period
from March 2018 to April 2020, with three separate measurements, one in each calendar
year. My goal is to answer the three questions mentioned earlier. I pursue a three pronged
strategy summarized in Figure 7.1: (1) Quantification: I measure website network acces-
sibility as well as mobile application accessibility (specifically, those used for voice/video
communication); (2) Understanding: I seek to reverse engineer the filtering infrastructure
and understand the different filtering mechanisms employed; and (3) Interpreting: I explore
whether societal shifts in response to the moderation visions, as well as geopolitical events
influence the filtering policy over time. Each of these directions are discussed in more detail
below.

a. Quantification: What is filtered? I provide a fairly extensive study on the acces-

sibility of both websites and mobile apps from within Saudi Arabia and its evolution over
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Figure 7.2: Overview of the extent of filtering over time per category. We observe a
significant relaxing of the filtering rules for both Internet and mobile apps. Note that I
did not measure the period 2013-2017, but rely instead on personal experience and public
sources. The bars for mobile apps represent the percentage of the apps that were tested at
that time period. For instance, in 2018 I tested 16 apps while in 2019 and 2020 I tested 18
apps.

time.

e Network accessibility: I probe the most popular websites worldwide according to the
Top Sites lists overall and by category published by Alexa [34]. I collected the top
500 websites in 18 different categories [35]. Interestingly, as shown in Figure 7.2,
we find that the most blocked category is Adult in which 85.4%, 82.2%, and 82% of
sites are blocked in 2018, 2019, and 2020, respectively. We also find that the second
most blocked category is Shopping in which most of the sites are either belong to
convenience stores or apparel retailers that do not have a branch inside Saudi Arabia
(e.g., The Home Depot, CarMax, Bloomingdales, and Kohls) or sell products that are

considered illegal (e.g., alcohol and guns).

e Mobile applications accessibility: I conduct systematic experiments on 18 of the most
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popular mobile social network applications worldwide and in the middle east including
Facetime, Tango, Viber, Line, SOMA, and WeChat. The results show that Saudi
Arabia is cautiously yet decisively opening its digital borders. As shown in Figure 7.2,
the results show that 80% of the blocked mobile apps in 2018 have become accessible
in 2019 while all of them turned to be accessible in 2020, except WeChat which is
still debatable. This perhaps reflects that the kingdom is moving towards moderating

regulations on Internet filtering.

b. Understanding: How is filtering implemented? I go below the application layer
and identify the point and mechanisms in the communication interaction, where the filtering

takes place.

e Reverse engineer filtering infrastructure: the general topology of the internet filtering
is discussed in some of the official documents from the Ministry of Information. I
conduct experiments to independently reconstruct the network topology of the filtering

System.

e Understand filtering mechanisms: my results show that Internet filtering in Saudi
Arabia is based on HTTP filtering augmented with TLS filtering for connections
using HTTPS. I believe that this research direction is the first to identify TLS level

filtering [267].

c. Interpreting: How is filtering affected by geopolitical events? I finally go at the

political and policy level and examine the manifestation of real-world events on filtering.

e We find that ISIS-friendly sites are blocked due to the fact that ISIS supports terrorism
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and destabilization to the region. We also find that more news sites got blocked. For
instance, some Qatari, Iranian, and Turkish news sites got blocked in 2017, 2018 and

2020, respectively, amid continued political tensions with these countries.

To increase the confidence in my observations, I performed network measurements
inside Saudi Arabia from four major cities spread across the country (Riyadh, Jeddah,
Makkah, and Al-Khobar) and spanning three major Internet Service Providers (ISPs) in
the country. This methodology differs from prior studies of filtering in other countries,
which overwhelmingly rely on VPNs or PlanetLab nodes [267, 276, 208].

The remainder of this research direction is organized as follows. I present a brief
history of Internet filtering in Saudi Arabia in Section §7.1. I present some background on
Internet filtering in Section §7.2. I present the methodology I employ in the measurement
study in Section §7.3. I present the results of the study in Section §7.4, including some
analysis of the impact of local and regional geopolitical events on the evolution of the
filtering policies. I present my analysis of the filtering infrastructure in Section §7.5, and
I discussed related work in Chapter §2. Finally, I present some concluding remarks in

Section §7.6.

7.1 History and Background

The history of the Internet in the Kingdom begins when King Fahd University of
Petroleum and Minerals (KFUPM) connected to the Internet in 1993. This initial system
used two dedicated Domain Name System (DNS) servers for name resolution [30]. After

being intensively used by the academic sector, the Internet was brought to the public in
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1999 after the Council of Minsters officially issued Resolution No. 163 [184]. It gave King
Abdulaziz City for Science and Technology (KACST), located in Riyadh, the authority to
create the Internet Services Unit (ISU)? and to carry out oversight over the licensing,
deployment and management of the Internet in the country. Since then, the unit, in
cooperation with the Communications and Information Technology Commission (CITC),
is responsible for providing Internet service in Saudi Arabia. Despite this late adoption,
especially in terms of connectivity, the number of Internet subscribers increased rapidly:
CITC estimates that the number of Internet users has grown from nearly 1 million in 2001
to 3 millions in 2005 [86]. At the end of 2018, the number of users is more than 27 millions
which represents 83.4% of the population in Saudi Arabia [140]. In addition, in April
2016, the Crown Prince Mohammad bin Salman Al-Saud announced the Vision 2030 and
National Transformation 2020 programs [100] that gave high priority to the Communication
Information and Technology (CIT) sector, which has a goal of ultimately providing 90%
broadband coverage across the different regions of the country.

Internet filtering in Saudi Arabia is managed by a central and standardized system
located in KACST. All ISPs direct their web traffic to an ISU proxy server which keeps a log
of user activities. If there is an ISP-level firewall or other network security functionality, it
is legally required not to bypass this proxy. Although there are always ways to circumvent
Internet filtering [267, 252, 83, 136], this type of practise is considered a cyber crime [92].

Website filtering uses two sources of information [90]:

1. Commercial list: The CITC has contracted with an unnamed international company

2A government organization that takes responsibility of organizational and administrative aspects of the
Internet. See https://www.kacst.edu.sa/eng/ScientificServices/ ISU/Pages/landing.aspx
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Figure 7.3: General filtering warning page

specialized in website ranking to obtain their own list of websites categorized into

more than 90 categories. Those which related to pornography, gambling and drugs

are summarily blocked; an effort to provide a family safe Internet. The list is updated

by the company on a daily basis, and there is a continuous line of communication

with the company to correct errors related to websites classification.

2. Saudi-Arabia-specific list: It is an internal list prepared by CITC. The websites

are blocked based on requests by regular users and specialized authorities [88] after

reviewing them and ensuring that they contain materials inappropriate to the Saudi

society. The CITC reported that 92.80% of these websites are related to pornography

while 2.77% are related to gambling, sorcery, drugs, etc.

Unlike other countries who transparently block web pages without informing users

(e.g., Bangladesh, Russia, India, China, Turkey and Malaysia) [267], Saudi Arabia makes

blocking explicit. While the list of prohibited websites is not publicly available, any re-
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Figure 7.4: Filtering warning page by the Ministry of Culture and Information
quest to a blocked website causes the user to be redirected to a web page owned by ISU.
For instance, Figure 7.3 shows a warning page in response to visiting www.betonline.ag
(a gambling website). Figure 7.4 shows a different warning page in response to visiting
www.aljazeera.com (a news website) which has been blocked due to political tensions with
Qatar where Aljazeera is headquartered. CITC also receives requests to block or unblock
websites from customers. For instance, more than 8 thousand unblock requests were re-
ceived in 2016 [87], with 7% of these ultimately accepted. On the other hand, more than
900 thousand requests to block websites were received with 56% of the requests resulting
in a block. This number increased to more than 1 million by the end of 2017 [89]. Overall,
the CITC has handled over 6 millions blocking requests since 2008.

There are many other countries where Internet filtering is present due to historic
and domestic issues (e.g., Nazi websites in Germany [127], pedophilia in the European
Union [98], violation of copyright law in France [149]). In Saudi Arabia, national security

and cultural beliefs are the origin of the government’s concerns in regards to Internet ac-
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cess [91]. The government has been practicing Internet filtering since 2001 when the Council
of Minsters issued a resolution outlining the basis for content filtering [185]. Accordingly,
the ISU published a "black-list” of prohibited websites [282]. Here are some examples of

blocked content:

e Two episodes of the ” American Dad!” TV series were blocked for having a scene showing

a negative portrayal of Saudis [244].

e The Ministry of Media blocked ” Pirate Bay” and ” Torrentz.eu” websites for distributing

copyrighted materials [246].

e To promote Islam being a peaceful religion [275], any websites that promotes the so-called

"Islamic State” of Iraq and Sham (ISIS) are called to be banned [31].

e Some social network applications, such as Whatsapp and Skype, were banned in 2013 for

violating regulatory requirements [5].

7.2 Overview of Internet Filtering Mechanisms

In this section, I review some of the most commonly deployed Internet filtering
mechanisms, which can enable filtering at different levels of granularity. Internet filtering
refers to a multitude of technical policies that can be employed to prevent users from
accessing specific content or Internet-connected machines; the policies can vary from filtering
or blocking all connections in a particular country to micro-focused strategies blocking
specific websites, servers, and even words. These policies rely on a number of mechanisms
that interfere with the user’s ability to access these resources. Specifically, given the steps

needed to establish a connection to a website from a browser, filtering can interject to
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interfere with any of these steps (e.g., TCP connection establishment). Note that it is

possible to use a combination of mechanisms to implement an overall filtering policy.

7.2.1 DNS-level Blocking

Accessing an Internet connected service (e.g., a web site) starts with a Fully Quali-
fied Domain Name (FQDN) address, specified as part of a Universal Record Locator (URL)
in a browser address bar (e.g., http://www.example.com). The FQDN is the portion of
the URL that fully identifies the domain name of the target server (e.g., www.example.com
without the http:// prefix). The Domain Naming Service (DNS) protocol provides a reso-
lution service to map FQDNs to their corresponding Internet Protocol (IP) addresses [46].
DNS is supported by a hierarchical infrastructure which contains a set of distributed name
servers (an example is shown in Figure 7.5). At the top of the hierarchy, there are 13 root
servers that are geographically distributed at a global level. At the next level, there are a
set of Top-Level Domain (TLD) servers which service queries for top level domains (e.g.,
.edu, .com, and .org), and at the bottom there is an embedded hierarchy of authoritative
name servers that hold the translation from the FQDN for the part of the address space

they manage to the corresponding IP addresses.
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Figure 7.6: DNS-Level Blocking

DNS queries from clients are processed by resolvers that can walk the hierarchy
until they reach the authoritative name servers responsible for the FQDN being resolved. In
countries where authorities have control over DNS resolvers, they interject in the resolution
process to manipulate translations and redirect users from accessing a filtered site (see Fig-
ure 7.6-a and Figure 7.6-b). In other words, they can prevent the translation of FQDNs to
their corresponding IP addresses, and instead they direct users to another server under their
control, for example, to display a message indicating that the target server is blocked. For
instance, in Iran, when a client sends a DNS query to access a banned site, instead of receiv-
ing the legitimate IP address, the client is directed to a private IP address (10.10.34.34)
that is controlled by the filtering module [51]. Similarly, extensive work show evidence that

China’s Great Firewall (GFW) uses this type of filtering [205, 201, 11, 126].

7.2.2 TP Address Based Blocking

After DNS resolution, the next potential intervention point available for filtering is

at the level of TCP (or UDP) connection establishment, which uses IP addresses to identify
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Figure 7.7: IP Address Based Blocking

the destination of the connection. Governments (or enterprise) maintain a pre-defined list
of IP addresses belongs to banned sites. This blacklist is usually handed to Internet Service
Providers (ISPs) to execute the filtering [276]. Basically, when a client requests access to
a forbidden site, the ISP will prevent connection establishment (by dropping the SYN or
SYN/ACK packet). For instance, in China, requests to banned sites are intercepted by GFW
servers and then responded to by spoofed TCP-RST packets (see Figure 7.7), forcing clients
to terminate the TCP connection [267]. Filtering based on IP addresses can also be used
to block access to entire subnets. For instance, the Syrian authorities filter IP addresses
belong to specific geographical regions (e.g., Israel) [79]. Blocking using IP addresses has
the advantage of working even when the connection is encrypted, or when the users bypass

the use of DNS.
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DNS-level and TP addresses based blocking interfere with the connection based on

the destination site address or name. One way to circumvent this type of blocking is to

change IP addresses and DNS records of the blocked servers to evade filtering until the lists

are updated again. As a result, another filtering intervention uses HTTP-level filtering.

This mechanism typically uses one of two cases: (1) FQDN and (2) General keyword. The

FQDN filtering checks the URL string (typically in HTTP GET requests) after the http://

prefix, while the general keyword filtering checks the URL string against a list of forbidden

keywords. Note that beyond checking the FQDN, keyword filtering can enable filtering

based on the occurrence of the keyword in the URL.

128



Users Filtering Node ‘We Server

/ TCP Connection
L

TLS Connection

Client Finished

hed e
W Users Filtering Node We Server

[ Hrecer | B

I —

HTTP Response
/ |

TCP Connection

— v

% TLS Connection

\ Connection terminated

(a) OK (b) Blocked

Figure 7.9: TLS Filtering

This intervention is typically applied to HT'TP, either during initial GET request
or when responses are received. When requests are filtered, the filtering system can force the
connection to reset or timeout then displays an error to the client. In this scenario, requests
never reach the destination web server. Similarly, when responses are filtered, typically
HTTP filtering is applied forcing the connection to be terminated (see Figure 7.8). Previous
work has shown that Pakistan [220] and China [267] use this type of filtering. Interestingly,
Verkamp and Gupta [267] show evidence that the filtering node in Saudi Arabia responds
back with a warning page upon filtering an HTTP request. I provide a deeper analysis from
vantage points inside the country and found technical details that contradict with their

findings.
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7.2.4 TLS Filtering

Since HTTP filtering requires deep packet inspection to identify the keywords
inside the payload of the packet, if encryption is used (i.e., HTTPS rather than HTTP),
the keyword is not available and HTTP filtering fails. This gives users and websites a
simple way to bypass filtering. To prevent this, additional filtering can be implemented at
the TLS handshake level. After the TCP 3-way handshake succeeds, when a client tries to
establish a TLS connection with a blocked website, the filtering node sends TCP-RST packets
after the Client Hello message forcing the TLS connection to be terminated as shown in
Figure 7.9. If TLS filtering is implemented to complement HTTP filtering, if HTTPS is
used, TLS filtering can prevent the establishment of the encrypted session. We believe that

this work is the first to identify this type of filtering.

7.2.5 Other Strategies

These strategies—DNS tampering, IP blocking, HTTP, and TLS filtering— are
the widely used filtering methods. There are other fine-grained techniques that can be
used. For instance, general deep packet inspection can enable sophisticated filtering based
on packet characteristics and content. Another method commonly used is traffic shaping
in which filtering authorities delay access to blocked websites. Port numbers can also be
blocked, regulating and restricting the use of specific web services (e.g., email servers, or

instant messages). I did not observe such mechanisms in action during my study.
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7.3 Methodology

In this section, I explain the tools, measurement methodology and the data col-
lected in my experiments. I start by presenting some ethical considerations that I contem-

plated as I undertook this study.

7.3.1 Ethical Considerations

While it is out of the scope of this paper to further discuss the debate about
Internet filtering, I acknowledge that this study may be beneficial to entities on either side
of the filtering. Indeed, my analysis helps understand the technical aspects of the actual
filtering ecosystem in Saudi Arabia.

To avoid legal complications, I discussed the scope of this study with a Saudi
high-ranking government official, who is an expert in Saudi Arabian law, and he confirmed
that the study does not violate the Saudi Arabian law. Clearly, Internet filtering is a
sensitive topic, and I had to consider whether the experiments would violate not only
ethical considerations, but also any laws or regulations in Saudi Arabia. Article 6 in the
Anti-Cyber Crime Law of the country [92] states that the production of any artifacts that
would undermine public order is strictly illegal. In the context of my work, I had to verify
that this measurement study does not present mechanisms to bypass the filtering which
would make it illegal under article 6.

I took precautions to ensure that my study would not jeopardize any individual
within or outside Saudi Arabia. I never disclosed the personal information of my anonymous

volunteers, nor did I re-distribute or otherwise share the detailed experimental logs data
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(now or in the future). I only analyze aggregated information that neither exposes details
of the network or any identifiable information with respect to my measurement points.
Additionally, since Internet filtering in Saudi Arabia is evident and explicit (as shown in

Figure 7.3 and Figure 7.4), the act of probing blocked sites is legal.

7.3.2 Measurement Methodology

To identify the scope of Internet filtering inside Saudi Arabia, I tested the reach-
ability of the most popular websites worldwide according to the Top Sites lists overall and
by category published by Alexa [34]. The top 500 websites are collected in 18 different cat-
egories [35]: Adult, Arts, Business, Computers, Games, Shopping, Society, News, Regional,
Reference, Sports, Global, Saudi Arabia, Home, Health, Recreation, Kids & Teens, and Sci-
ence. The experiments were conducted three times, roughly one year apart between March
2018 and April 2020. For each iteration of the measurements, I got the updated lists of the
top 500 websites ending up with three lists for each category corresponding to the three
measurements. We find that the lists remained almost identical (less than 3% of change)
across the three years and the changes were typical at the very bottom of the list.

In addition, I tested the availability of 18 mobile applications, including Line,

Skype, and Facetime, as I discuss later.

7.3.3 Tool Overview

To conduct my experiments, I developed a tool which was inspired by an earlier
filtering tool, Samizdat [220]. Samizdat was used in a study of Internet filtering in Pakistan

in 2013, and this effort is reviewed in Chapter §2. Despite the functionality of the tool, I
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needed to develop significant new capabilities to go to the level of granularity that wanted
in my study.
For each website in my lists, I carry out the following measurements.
1. DNS Filtering: First, the tool performs a DNS lookup using UDP and records the
IP address in the response packet; otherwise, the retrieved error code (e.g., Timeout,
SERVFAIL, REFUSED, NXDOMAIN, etc) is recorded. It then performs the same test using

TCP and records the results.

2. IP Address Filtering: If the website is successfully resolved in the first test, the tool
initiates a TCP connection using a stream socket to the IP address and port 80. If the
connection is established, the test is recorded as successful; otherwise, it is recorded as a

failure.

3. HTTP Filtering: This experiment is divided into two phases. In the first phase,
I check if there is direct HTTP filtering of the FQDN in the GET request. Specifi-
cally, the tool tries to establish an HTTP connection and sends a GET request to the
website. Both the response and returned code are recorded. In the second phase,
using a non-blocked website (e.g., www.google.com.sa), the tool appends the URL
of the website we want to test (e.g., www.aljazeera.com) to Google’s URL (e.g.,
http://www.google.com.sa/www.aljazeera.com). The normal behavior is to see the
well-known Page Not Found HTTP 404 error code. If a different error code (e.g., 403)

is returned, this means HTTP-URL-Keyword filtering is enabled.

4. TLS Filtering: Separately, the tool is extended to establish a TLS connection with the

web server of the site we want to test to check if there is filtering on the HT'TPS protocol.
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My methodology and tool include the following steps and measurements in order
to enhance and strengthen the results of my study.

First, I wanted to ensure that network issues (e.g., temporary unreachability,
packet losses and other networking pathologies) do not affect the measured results. For
this reason, I randomly selected and re-probed 10% of sites per category 100 times each
and discovered no errors in the initial measurement for these websites. I also modified the
set of open DNS servers used by Samizdat.

Second, in addition to the default DNS servers used by my vantage points (which
belong to the respective ISP DNS service), I measured the Internet filtering on the follow-
ing public servers: Google (8.8.8.8), Quad9 (9.9.9.9), OpenDNS (208.67.222.222), Norton
(199.85.126.10), Comodo (8.26.56.26), and Level3 (209.244.0.3).

Third, to get more precise results, I performed DNS lookups using both UDP and
TCP protocols. I tested site accessibility over both HT'TP and HTTPS protocols since
HTTPS is not amenable to keyword based filtering.

Finally, I also conducted a number of Wireshark measurements to capture and
analyze the detailed network behaviors and to verify the subtleties of the filtering mecha-

nisms.

7.3.4 Filtering at the Mobile App Level

In what is arguably, a relatively novel dimension in filtering, we want to assess if
mobile applications are affected by filtering. For that, I conduct a systematic measurement
study with two smartphones one in USA and one in Saudi Arabia and I compared the

differences in terms of downloading and using apps. The analysis covers the period from
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Figure 7.10: Geolocation of the vantage points

2013 to 2020. I discuss the detailed description and analysis of this study and the results

in Section §7.4.5.

7.3.5 Measurement Vantage Points

I conducted measurements from six different vantage points distributed across
four major cities in Saudi Arabia using the three major ISPs in the country. The four
cities whose geographical location is shown in Figure 7.10) are: (1) Riyadh, which is the
capital and the largest city of Saudi Arabia (population 6.5 million). Riyadh is centrally
located; (2) Jeddah, which is located on the west coast and is the second largest city in
the country (population 4 million); (3) Makkah, which is the birthplace of Islam and the
spiritual center of the kingdom (population 2 million); and (4) Al-Khobar which is one

of the major cities in the eastern region of the country (population 1 million). I selected
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ID City ISP

N1 Riyadh STC
N2 Jeddah STC
N3 Al-Khobar  STC
N4  Makkah STC
N5  Makkah Zain

N6  Makkah  Mobily

Table 7.1: Measurement Vantage Points

these cities because of their different nature, roles they play in the kingdom, as well as
for geographical distribution. Table 7.1 shows the details of each network. I chose vantage
points connecting to different Internet Service Providers (ISPs) to understand whether there
is ISP level filtering, or other variation in the experienced filtering based on the ISP. The
machines in N1, N2, and N3 are connected to the Internet through the same ISP which
is the Saudi Telecommunication Company (STC). I conducted these measurements in one
city, Makkah, through 3 different vantage points connecting the same machine to all three
major ISPs: STC, Zain, and Mobily. All machines are connected to their default gateways,
or routers, with a 1GB Ethernet cable. All machines run Windows 10 Professional Edition.

I conducted the measurements multiple times to eliminate the effect of transient
phenomena, such as short lived outages. In addition, to establish a baseline external
reference point, the same measurements are also executed on my lab machine in the United
States (US), which also runs Windows 10 Professional Edition and is connected to the

university network. I used these measurements to better understand the results from my
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Figure 7.11: The scope of Internet filtering in Saudi Arabia

machines in Saudi Arabia. For example, to confirm that an unreachable website is indeed
blocked inside Saudi Arabia, I checked if it is accessible from the US. If the website returned
the same error code (e.g., HT'TP codes 503 or 301 indicating that the server is unavailable or
moved permanently, respectively) in both countries, I consider that the lack of accessibility

is not due to filtering.

7.4 Results

Overall, we observe that the filtering rules are significantly relaxed over the time
for both websites and mobile apps; an evidence that Saudi Arabia is cautiously yet decisively
opening its digital borders. I summarize the results of my study in Figure 7.11.

Adult. Unsurprisingly, we see that the most blocked category is Adult where 87.2%, 83.4%,
and 84.4% of the websites are blocked in 2018, 2019, and 2020, respectively. The content
of the sites in this list is usually related to pornography, gambling, drugs, violence, and
similar content inappropriate for young audience. I spot-checked the content of some of the

Adult sites that were not blocked and found that most are related to art work including

137



comics and caricatures (I did not find any that are pornographic, gambling, or drug-related
for example).

Shopping. We find that the second most blocked category is Shopping. After deep
inspection, we observe that most of the sites either belong to convenience stores or apparel
retailers that do not have branches inside Saudi Arabia (e.g., The Home Depot, CarMax,
Bloomingdales, and Kohls) or sell products that are considered illegal (e.g., alcohol and
guns).

Games. The third most blocked category is Games in which all blocked sites related to
gambling.

Global. In analyzing the Global category (which represents the most popular websites
worldwide), we see that more than 7% of the these websites are blocked across the three-
year measurements. We found that nearly 60% of these blocked sites also belong to the Adult
category. The remaining 40% of the blocked sites belonged to social network applications
such as WeChat and VK, as well as a few websites from China. Interestingly, in January
2019, students and faculty at the University of California (UC) have been warned not
to use WeChat while visiting China; apparently, this warning is issued to protect their
communications since that application raises security and privacy concerns [145].

A filtering conundrum: most visited and yet blocked. Surprisingly, we see that 24,
23, and 29 of the most visited websites from Saudi Arabia per Alexa are blocked in 2018,
2019, and 2020, respectively. One might wonder how a popular site in the country is visited,
while it is blocked. Alexa determines the popularity of a site based on two metrics: (1)

Unique Visitors which is determined by the number of unique visitors of a web page; and (2)
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Pageviews which corresponds to the number of URL requests (i.e., HT'TP GET request)
for a website [33]. My multi-layer analysis of filtering was able to resolve the mystery. The
results show that all blocked sites from this category passed the DNS and IP filtering tests.
This suggests that users received the requested DNS resolution, but were never able to view
the web page, since it is blocked by other mechanisms as I discuss later in the section.

We also find that for a blocked website, the filtering system blocks the whole
domain. For example, I tried to access the accounts of a number of blocked news sites
(e.g., www.aljazeera.com) on other social media applications (e.g., Twitter and Insta-
gram). Since these applications use HTTPS, and hence, HTTP-URL-keyword filtering is
not applied, we find that they can be accessed and viewed from inside the country.

With respect to the operation of the filtering mechanism, we find that Internet
filtering rules applied uniformly across the different vantage points and ISPs I tested: thus,
I suspect that there is no additional ISP-level filtering. After verifying this observation, I
show results only from one of the vantage points in the remainder of the paper (N6).

In regards to mobile apps measurements, my results show that 80% of blocked
apps in 2018 were accessible in 2019. The experiment are repeated in 2020 and we find that
all apps were accessible, except WeChat which is still debatable. This perhaps reflects that

the kingdom is moving towards moderating regulations on Internet filtering.

7.4.1 DNS Filtering

In my experiments, I did not encounter any evidence of DNS filtering. The numbers

shown in the UDP and TCP columns in Table 7.2 related to transient connectivity issues
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Table 7.2: Breakdown of Internet filtering results against Alexa top 500 websites in 18 cate-
gories. Numbers in blue, green, and red denote results in 2018, 2019, and 2020, respectively.

The HTTP and TLS/HTTPS results are for status code 403.

DNS
Category P HTTP TLS/HTTPS
UDP TCP
Adult 5 7 3|7 9 5|2 8 8427 411 410 4 1 1
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such as TIMEQUT and SERVFAIL. A very small portion of DNS lookups, consistently returned
REFUSED, NoAnswer, or NXDOMAIN DNS error codes, but the number is negligible. To ensure

that these websites are actually not blocked, I checked their status using my machines in
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No. Source Destination Protocol Length  Info
721 192.168.1.44 164.17.64.19 TCP 66 51879 + 88 [SYN] Seq=0 Win=64248 Len=0 MS55=1468 W5=256 SACK PERM=1
724 184.17.64.19 192.168.1.44 TCP 66 B@ + 51879 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=@ MS5=140@ SACK_PERM=1 WS5=1024
725 192.168.1.44 164.17.64.19 TCP 54 51879 + 8@ [ACK] Seg=1 Ack=1 Win=263163 Len=8
726 192.168.1.44 184.17.64.19 HTTP 488 GET / HTTP/1.1
729 184.17.84.19 192.165.1.44 TCP 1354 8@ » 51879 [PSH, ACK] Seq=1 Ack=347 Win=1852672 Len=1388 [TCP segment of a reassembled PDU]
730 184.17.64.19 192.168.1.44 TCP 1354 8@ + 51879 [PSH, ACK] Seq=1381 Ack=347 Win=1852672 Len=138@ [TCP segment of a reassembled PDU]
731 184.17.64.19 192.168.1.44 HTTP 119 HTTP/1.1 4@3 Forbidden (text/html)
732 192.168.1.44 184.17.64.19 TCP 54 51879 + B@ [ACK] Seq=347 Ack=2666 Win=263168 Len=0

733 192.168.1.44 184.17.64.19 TCP 54 51879 + 8@ [FIN, ACK] Seq=347 Ack=2666 Win=263168 Len=@
.17.64.19 60 B@ > 51879 [RST, ACK] Seq=2666 Ack=348 Win=1852672 Len=0

Figure 7.12: Wireshark trace of HT'TP-URL-Keyward filtering

the US and verified that these websites return the same errors indicating that they have
likely gone offline.

We further find that there was no difference between DNS lookups performed using
UDP and TCP. This indicates there are no constraints in DNS over TCP deployment in
the country. To be more certain, I repeated the same DNS lookups on 6 open DNS servers.
We find that the final results confirm the findings. There were minor variations between
the behavior of the open resolvers; for example Comodo had the lowest success rate in DNS
lookups (especially in UDP) in all categories. As a result, we conclude that DNS filtering

is unlikely to be in use.

7.4.2 IP Address Filtering

The measurements show a number of websites in which the IP address filtering
failed as shown in Table 7.2. The data suggests that the main cause of this issue is not the
Internet filtering system, but DNS lookup failures since no IP address is retrieved. For all
other websites, the tool was able to connect to their IPs on port 80. This indicates there is

no filtering at the level of TCP (or UDP) connection establishment.
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* Hypertext Transfer Protocol
HTTP/1.1 483 Forbidden\r\n
Server: Protected by WireFilter 8666 (JED-WF82-FB82)\r\n
Content-Length: 2479%r\n
Connection: clese\rin
Content-Type: text/htmliyrin
Expires: Sat, 81 Jan 2888 11:11:11 GMT\r\n
i
[HTTP response 1/1]
[Time since request: 8.864154868 seconds]
[Request in frame: 746]
[Request URI: http://www.betonline.ag/favicon.ico]
File Data: 2479 bytes

Figure 7.13: Wireshark trace showing the company in charge of filtering in Saudi Arabia:

WireFilter

7.4.3 HTTP Filtering

As shown in Table 7.2, a large number of websites were filtered based on the
HTTP URL string, (either FQDNs or special keywords): 82.2%, 7.6%, and 6.2% of the
Adult, Shopping, and Games websites were blocked in 2019, respectively. Looking at the
detailed logs, the results show that the TCP 3-way handshake process between one of
my Saudi machines and the forbidden site’s web server establishes successfully. I consider
FQDN and Keyword based filtering separately.
FQDN-Based Filtering. I send the GET request directly to the FQDN I want to test.
The filtering system allows the client to send the GET request; however, instead of receiving
a legitimate HTTP response, the system replies back with an HTTP response with the
status code 403 for accessing forbidden content. This observation contradicts the findings
by Verkamp et al. [267] where the authors report that a spoofed HTTP response with

a status code 200 is returned, perhaps indicating that the filtering implementation has
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changed. The filtering mechanism then directs the user to one of the warning pages shown
in Figure 7.3 and Figure 7.4, based on the site’s category. The warning page is an HTML
<iframe> presenting a warning message both in Arabic and English. Figure 7.12 shows a
Wireshark trace for blocked website www.betonline.ag (a gambling website). The trace
shows that after receiving the 403 HT'TP error code, the client receives TCP-RST packets
forcing a termination of the HTTP connection. The error message displayed when a blocked
website is accessed explicitly indicates that this filtering is maintained by a company called
Wire Filter [274] (see the HTML <iframe> in Figure 7.13).

URL-Keyword Filtering. Recall that in this experiment we access an unblocked system,
but have the url include a blocked site as part of the URL (e.g., http://a.com/b.com/,
where a.com is unblocked and b.com is blocked). The results show identical behavior of
filtering as in the case of FQDN-based HTTP filtering, confirming that the filtering uses
URL-keyword filtering. The difference in these two cases occurs when using HT'TPS. When
I repeat the keyword-filtering experiments using HTTPS, the filtering does not work and
the client receives the 404 Page Not Found code indicating that URL-keyword filtering
works only at the HTTP-level connection. In this case, the connection (including the TLS
handshake) is being established to the unblocked website (a.com), which returns that the
specific page (the one I created with the blocked domain) is not found — no filtering occurred.

A breakdown of HT'TP filtering results is shown in Figure 7.14.
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Figure 7.14: HTTP filtering results by returned status code. The HTTP 200 OK success
status response code indicates that the request has succeeded. The 301 and 302 Found
status codes are used to indicate that the URL has been permanently and temporally, re-
spectively, moved /redirected to a new URL. Code 403 indicates that access to the requested

URL is forbidden due to client-related issues; in my case the reason is filtering.
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Mo, Source Destination Protocol Length Info

280 192.168.1.44
281 192.168.1.44
282 184.17.64.19

164.17.64.19
164.17.64.19

TCP
TLSv1

54 51839 + 443 [ACK] Seq=1 Ack=1 Win=263163 Len=@
571 Client Hello
6@ 443 - 51889 [RST, ACK] Seq=1 Ack=2 Win=1852672 Len=0

Figure 7.15: Wireshark trace of TLS filtering
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Figure 7.16: TLS/HTTPS connection cannot be established for a blocked site

7.4.4 TLS Filtering

HTTPS disables keyword based filtering since it is not possible for the filtering
system to access the encrypted contents of the TCP packet holding the GET request. There-
fore, I tested the accessibility of the websites with HT'TPS. We discovered that if the website
being contacted is blocked, it remains blocked under HT'TPS. When examining the traces,
we discovered that this is due to TLS level filtering. As shown in Figure 7.15 when trying to

access the blocked website www.betonline.ag, the filtering system allows the TCP 3-way
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handshake but sends a TCP-RST packet when the client tries to establish a TLS connection.
On Windows, when I sent the GET request, the Windows socket error code 10054 was re-
turned, indicating that the HTTPS connection was forcibly closed by the server. In this
case, the browser displays a page (as shown in Figure 7.16) indicating that the HTTPS/TLS

connection could not be established.

7.4.5 Mobile Application Filtering

In this section, I report the results in regards to mobile application filtering, and
I start by providing some context regarding the policies of Saudi Arabia.

Historical context regarding mobile app usage. In 2013, CITC blocked the Voice
over Internet Protocol (VoIP) call services on Viber, a popular mobile application that
offers free video/voice calls [262]. VoIP calls on similar applications were slowly being
blocked including FaceTime, Skype, WhatsApp and Snapchat. I believe the main reason
behind blocking is economic, since these applications provide free alternatives to services
that otherwise generate revenue to the ISPs. CITC received requests from service providers
such as Mobily and STC to block the free or low-cost VoIP calls on these applications to
protect their competitiveness and rights [137, 144]. However, in 2017, CITC responded to
citizens demands and announced its intent to lift the ban on all applications that provide
voice and video communications over the Internet that meet the regulatory requirements of
the country [94]. We conjecture that this decision was also driven by the Vision 2030 and
National Transformation 2020 programs published with the aim of modernizing society: one
of the stated goals is to provide transparency and clarity with respect to policies especially

in the telecommunications and technology technology sectors.
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Table 7.3: Breakdown of Internet filtering results against popular messaging mobile ap-
plications. I tested the text, audio and video communication services. Symbols show if a
communication service is supported (v'), blocked (X), not applicable (NA) (e.g. service not
available at the time), or not tested (NT). Note that the results displayed for the period
2013-2017 are based on personal experience and not extensive measurements. Also note
that the release date of all apps except HouseParty (released in 2019) is either before or
within this period. For instance, Line, Telegram, and Google Duo were initially released in

2011, 2013, and 2016, respectively.

2013-2017 2018 2019 2020
Application
Text Audio Video Text Audio Video Text Audio Video Text Audio Video
Viber v X X v X X v v v v v v
Tango v X X 4 v v v v v v v v
FaceTime V (iMessage) X X v (iMessage) v v V (iMessage) v v V/ (iMessage) v 4
YeeCall v X X 4 v v v v v v 4 v
Skype v X X 4 v v v v v v v v
WhatsApp v X X 4 X X v X X v 4 v
Line v X X v X X v v v v v v
Telegram X X NA X X NA v v NA v v NA
AllApp v X X v v v v v v v v v
Google Duo v X X 4 v v v v v v v v
Houseparty NA NA NA NA NA NA v v v v v v
WeChat NT NT NT NT NT NT X X X X X X
SOMA v X X v v v v v v v v v
Snapchat v X X v v v v v v v v v
Google Hongout v X X 4 v v v v v v 4 v
Facebook Messenger v X X v v v v v v v 4 v
imo v X X v X X v v v v v v
JusTalk NT NT NT 4 v v v v v v 4 4

Measurements. I conduct three measurements for mobile apps whose results I summarize

in Table 7.3. I consider 16 communication mobile apps including FaceTime, Tango, Line,
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Viber, SOMA, YeeCall, Facebook Messenger, WhatsApp, Snapchat, and imo. I attempt to
install and use them on two iPhones, one in Saudi Arabia and the other in USA. T tested
the text, audio, and video communication services. All of these apps support text, audio
and video communication.

In March 2018, five applications failed to establish at least one of the text, audio,
and video communication services, as shown in Table 7.3. WhatsApp and Viber established
an active connection for 1-2 seconds, but then the calls got disconnected suddenly. I believe
that this experiment indicates that these two applications were indeed blocked in Saudi
Arabia [43]. We also find that VoIP calls on imo are completely blocked in Saudi Arabia.

In October 2019, I repeated the experiment and added two more applications:
Houseparty and WeChat. We find that both audio and video calls are blocked on WhatsApp,
which was corroborated by a CITC statement [23].

The application WeChat exhibits a uniquely interesting behavior. WeChat is one
of the most popular messaging applications owned by the Chinese company Tencent [209,
1, 145]. In Saudi Arabia, the installation of the application comes with a pre-condition: the
user has to show s/he has a friend on WeChat, who needs to meet additional requirements
as shown in Figure. 7.17! These requirements for the friend are that s/he: (a) has been a
WeChat user for at least one month if s/he an international user or for 6 months if s/he is
a China Mainland user; (b) has not completed ”Help Frined Register” check for other new
user in the past month; (¢) has not been blocked from using WeChat in the past month; and
(d) if s/he is a China Mainland user, s/he has activated WeChat Pay. By contrast, WeChat

can be installed on an iPhone user in the US without any such requirements. Intrigued, I
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X Security check

Find one or more current WeChat users who
meet the conditions below(Doesn't need to

be|WeChat friend)

a. Signed up for WeChat over 1 month ago if the

an international user or over 6 months ago if they are

a China Mainland user

b. Hasn't completed "Help Friend Register" for other
users in the past month

c. Hasn't been blocked in the past month

d. Has activated WeChat Pay if they are a China

Mainland user

Request user to scan below QR code using
WeChat

Figure 7.17: WeChat Security Check

repeated the experiment with three more iPhones in Saudi Arabia. The installation failed
on all of them for the same reason. Although the vice president of Tencent announced back
in 2013 that WeChat is available in Saudi Arabia [10], this is not fully accurate. Currently,
I am not sure if the installation failure is caused by Tencent or the Internet filtering system.

All other tested messaging applications are open and supported including Viber
and imo.

Finally, in April 2020, I repeated the experiment and found that nearly all
previously-blocked messaging applications were accessible, including WhatsApp, with the

only exception being WeChat.
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7.4.6 Relation Between Geopolitical Events and Internet Filtering

Over the past years, the Middle East experienced several major political events
that affected societies internally and externally. Consequently, these events affected Saudi
Arabian policies regarding access to information, and my measurements capture the effect
of such events, as I discuss below.

A prominent event is the rise of the so-called “Islamic State” in Iraq and Syria
(known as ISIS) in the last decade, whose effect emerges in my measurements. I tested the
accessibility of a number of ISIS-friendly websites (which I obtained by scouring the web and
following previous practice I do not disclose for ethical reasons) and found that all of them
were blocked. ISIS and its affiliates have exploited social media websites, such as Twitter, to
spread their propaganda and to recruit new members [227]. This type of activity has in turn
been countered by efforts from the Saudi Arabian government by regulating information
access for Saudi citizens. For instance, at the Shura Council, the chairman of the Islamic and
judicial affairs committee called for the blocking of all ISIS websites, since they considered
them to advocate terrorism and destabilization to the region [31], a stance that has been
followed by many other countries and institutions as well [128, 238, 120, 225, 204]. In
addition, many Saudi citizens launched an online campaign on Twitter aiming to lock down
user accounts belonging to or supporting ISIS [153].

Another prominent event is the increased political tension between Qatar and
Saudi Arabia, which was also captured in my measurements. Because of these tensions,
the Saudi authorities blocked some Qatari news web sites [16]. For instance, as shown in

Figure 7.4, a warning page by the Ministry of Culture and Information was displayed when
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I tried to visit www.aljazeera.com; one of the most popular news websites in Qatar. In
addition, in April 2020, I obtained a list of Qatari news sites [16] and found that all of them
were blocked.

Another notable event is the ongoing conflict between Saudi Arabia and Iran.
Following an attack on the Saudi embassy in Tehran in January 2016 [14], Saudi Arabia cut
all diplomatic relations with Iran. Our measurements show evidence that this event had
impact on the Internet filtering. For instance, in 2018, our measurements show that some
Iranian sites (mostly from the News category) got blocked.

Finally, in April 2020, we observed a change in the access for some Turkish sites
compared to the earlier measurements. Upon investigation, we find that Saudi authorities
blocked two prominent Turkish news websites, Anadolu and TRT Arabic platforms, amid
what the Ministry of Media communicated as continued violations of their regulations. I
conjecture that the move was partly driven by a campaign on Twitter by Saudi citizens

calling for the Turkish news platforms to be blocked [260].

7.5 Internet Filtering Infrastructure

In the past, all network traffic in Saudi Arabia was directed to a central network
at the Internet Service Unit (ISU). In 2016, the volume of international Internet traffic
rose by 114% relative to the traffic in 2015 (to 3.185 TB/s [87]). With the increasing
market penetration of Internet connectivity and the accompanying growth in Internet traffic,
the Internet filtering infrastructure has also evolved. All outbound Internet connectivity

is routed through two main Data Service Providers (DSPs): (1) the Integrated Telecom

151
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Figure 7.19: The infrastructure of the filtering system in Saudi Arabia

Company (by Mobily) and (2) Bayanat al-Oula for Network Services (by Mawarid Holding
Group), to provide national and international Internet communications services [19].

To explore the filtering infrastructure, I used the tracert utility to identify the
hops through the communication between machines inside and outside the country. I
conducted my measurements by randomly selecting 10 public IP addresses of machines
outside Saudi Arabia which were verified using the tool [172]. T also confirmed that these
machines are accessible and responding to tracert from my US vantage point.

When an end-user in Saudi Arabia sends a request to an international website,

the request first goes through her ISP’s proxy before it reaches the DSPs’ proxy servers.
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Then, I observed that before connecting to hops outside the country, the packets has to
go through a node with a private address (10.188.x.x) as shown in Figure 7.18, which I
assume is the IP address of the system used for Internet filtering. CITC clearly states that
the Internet filtering servers are located in a centralized access point at KACST, which is
located in Riyadh [91, 90]. The filtering infrastructure is illustrated with in Figure 7.19.

To further validate that 10.188.x.x is the filtering center, I conducted a two-
directional measurement as follows. I conducted the same measurement to tracert from
one of my machines in Saudi Arabia, say A, to my lab machine in the US, say B. I then
compared the path of the routers visited A — B and B — A using tracert. The two
measured paths were similar in terms of router prefixes with the exception of the filtering
node (10.188.x.x), which was not present on the traceroute originating from USA host to
Saudi Arabia.

As a final step to increase my confidence, I repeated the above measurement from
10 hosts within Saudi Arabia and from two cities: Jeddah and Makkah. The tracert
outputs reveal a large amount of nodes that share the same address space as the filtering
node, confirming that all network traffic within the country passes through centralized

servers as well.

7.6 Concluding Remarks

The Internet has such a disruptive effect on many societies, which often forces
institutions and governments to regulate the access to content and services for reasons

both political and cultural. While the debate around regulating the digital and Internet
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access is going on, it is important to develop methods and conduct studies for tracking and
understanding the Internet filtering behavior.

In this paper, I study Internet filtering in the Kingdom of Saudi Arabia: a tradi-
tionally conservative country, which seems to have made significant steps towards modern-
ization in the last five years. This move towards openness is amply supported by my work.
My contributions are twofold. First, I develop a comprehensive methodology and tools to
measure, collect and analyze Internet filtering behavior at a refined level of granularity.
Second, I present a comprehensive longitudinal study of Internet filtering in Saudi Arabia
over the period of three years. Specifically, I conduct measurements to evaluate filtering
behavior by probing Alexa’s top 500 websites in 18 different categories from viewpoints
covering the three largest telecommunications companies in Saudi Arabia and five cities.
As expected, we find that the filtering is most common for sites in the Adult category of
Alexa. I also conduct measurements to test mobile application accessibility by examining
the status of 18 of the most popular mobile social network applications worldwide and in
the middle east such as WhatsApp, Facetime, and Skype, and find that WeChat is still not
freely available in Saudi Arabia.

The three year span of my study enables us to study changes in the filtering policy
and view these changes in the wider geopolitical context experienced by the kingdom and
the region. For example, we find evidence that the emphasis on modernization is leading
to relaxing regulations on filtering (67% and 93% of the blocked mobile apps over the
period 2013-2017 were accessible in 2018 and 2019, respectively, and all tested apps were

accessible in 2020, except WeChat which is still debatable). We find that ISIS-friendly sites
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are blocked. Interestingly, we found that news sites from the countries of Qatar, Iran, and
Turkey got blocked in 2017, 2018 and 2020, respectively, amid rising diplomatic tensions
between the kingdom and these countries.

I see this work as a solid step towards developing a deep understanding of the

various techniques that are used to support filtering.
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Chapter 8

Future Work and Concluding

Remarks

To conclude, in this dissertation I consider a common scenario where IoTs (or
generally, edge computing devices) are being connected to the Internet and participate in
Internet scale protocols such as DNS and TLS, HTTPS, and others. Traditional defenses for
these protocols rely on cryptographic algorithms which require computationally expensive
operations that can be far too complex for low-power and inexpensive devices (e.g., IoTs).
Typically, in such a scenario, one of three options will occur: (1) Retain security and extend
it to the edge/IoT devices — in this case performance and energy will suffer; (2) Sacrifice
security entirely from all interactions, therefore the last link is left insecure; or (3) Rewrite
the entire system or even develop new security protocols specifically to incorporate these
lightweight devices. In real-world implementations, developers and system administrators

choose one or two out of three in order to provide efficient configurations for their clients.
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In the light of this context, my research pursues three main directions in addition
to a side direction to recommend further research. In my first direction, I emphasize on the
importance of retaining security by demonstrating an attack on the DNS infrastructure.
In the second direction, I devise and study the feasibility to integrate all three: security,
performance, and development without sacrificing one to save the other. The contributions
in this direction retains end-to-end security and more importantly can protect the last
link to reach the edge device. In the third direction, I demonstrate that the first option
is not desirable in resource-constrained environments. Basically, I analyze and measure
the cryptographic overhead of conventional cryptographic primitives that has been used
extensively in various applications. The performance results which are related to latency and
energy consumption confirm with the measurement results in the third research direction.
Lastly, I present a slightly different research direction to shed the light on an interesting
topic into the conversation: I present a systematic longitudinal study on Internet filtering
in the Kingdom of Saudi Arabia, a country that has embarked on economic and societal
changes in many aspects of its daily operations and public policy decisions, with the stated
objectives of modernization towards building a more tolerant Islamic country.

For future work, I hope that the lessons learned from these directions help me to
build (or at least critically understand) the best framework for IoT and edge computing
devices. More precisely, I need to understand the required security primitives that overcome
all the three aforementioned challenges. With CSProp, I worked on optimizing public key
operations for resource-constrained devices. In the near future, I will work to see how I can

optimize private key operations as well.

157



Bibliography

1]

2]

[10]

[11]

China’s wechat, weibo and baidu under investigation. BBC News. , available at
https://www.bbc.com/news/world-asia-china-40896235, year = 2017.

Mac OS X/Darwin man pages: setrlimit (2). http://www.manpages.info/macosx/
setrlimit.2.html. Online; accessed 8 May 2018.

Mills() Function. https://www.arduino.cc/reference/en/language/functions/
time/millis/.

Safer Internet Day. https://www.saferinternetday.org/.

Saudi orders telcos to ensure skype, whatsapp meet local laws. Reuters Newslet-
ter. , available at https://www.reuters.com/article/saudi-telecoms-ban/
saudi-orders-telcos-to-ensure-skype-whatsapp-meet-local-laws\
-idUSL5NOCNODH20130331, year=2013.

setrlimit(2) - Linux man page. https://linux.die.net/man/2/setrlimit. Online;
accessed 8 May 2018.

TLD Zone File Statistics. https://www.statdns.com/. Online; accessed 24 July
2018.

Use of DNSSEC-ECDSA Validation for World (XA). https://stats.labs.apnic.
net/ecdsa/XA. Online; accessed 25 July 2018.

Multiple DNS implementations vulnerable to cache poisoning. http://www.kb.cert.
org/vuls/id/800113, 2012.

Wechat arrives in saudi arabia. Saudi Gazette (2013). , available at http://
saudigazette.com.sa/article/47305.

Towards a comprehensive picture of the great firewall’s DNS censorship. In 4th
USENIX Workshop on Free and Open Communications on the Internet (FOCI 14)
(San Diego, CA, Aug. 2014), USENIX Association. , available at https://www.
usenix.org/conference/focil4/workshop-program/presentation/anonymous.

158


https://www.bbc.com/news/world-asia-china-40896235
http://www.manpages.info/macosx/setrlimit.2.html
http://www.manpages.info/macosx/setrlimit.2.html
https://www.arduino.cc/reference/en/language/functions/time/millis/
https://www.arduino.cc/reference/en/language/functions/time/millis/
https://www.saferinternetday.org/
https://www.reuters.com/article/saudi-telecoms-ban/saudi-orders-telcos-to-ensure-skype-whatsapp-meet-local-laws\-idUSL5N0CN0DH20130331
https://www.reuters.com/article/saudi-telecoms-ban/saudi-orders-telcos-to-ensure-skype-whatsapp-meet-local-laws\-idUSL5N0CN0DH20130331
https://www.reuters.com/article/saudi-telecoms-ban/saudi-orders-telcos-to-ensure-skype-whatsapp-meet-local-laws\-idUSL5N0CN0DH20130331
https://linux.die.net/man/2/setrlimit
https://www.statdns.com/
https://stats.labs.apnic.net/ecdsa/XA
https://stats.labs.apnic.net/ecdsa/XA
http://www.kb.cert.org/vuls/id/800113
http://www.kb.cert.org/vuls/id/800113
http://saudigazette.com.sa/article/47305
http://saudigazette.com.sa/article/47305
https://www.usenix.org/conference/foci14/workshop-program/presentation/anonymous
https://www.usenix.org/conference/foci14/workshop-program/presentation/anonymous

[21]

22]

[23]

[24]

The 15 enemies of the internet and other countries to watch, 2016. , available at
https://rsf.org/en/news/15-enemies-internet-and-other-countries-watch.

Dns amplification attacks. US-CERT (2016).

Hun condemns attack on saudi embassy in iran. BBC News (2016). , available at
https://www.bbc.com/news/world-middle-east-35229385.

dnsmasq. https://wiki.archlinux.org/index.php/dnsmasq, 2017.

Here is a list of all qatari web sites that are blocked in saudi arabia. Alarabiya (2017).
, available at http://ara.tv/z8sek.

Top Sites in United States. https://www.alexa.com/topsites/countries/US, 2017.

The ban on saudi women driving is ending: Here’s what you need to
know, 2018. , available at https://www.cnn.com/2018/06/22/middleeast/
saudi-women-driving-ban-end-intl/index.html.

Saudi arabia country report - freedom on the net 2018. Freedom House (2018). , avail-
able at https://freedomhouse.org/report/freedom-net/2018/saudi-arabia.

The 2019 world press freedom index, 2019. , available at https://rsf.org/en/
saudi-arabia.

Freedom in the world 2019: Saudi arabia. Freedom House (2019). , available at
https://freedomhouse.org/report/freedom-world/2019/saudi-arabia.

Lightweight cryptography, 2019. Available at https://csrc.nist.gov/Projects/
Lightweight-Cryptography.

Whatsapp calls are blocked in saudi arabia .. the reasons are organizational. Sabg
(2019). , available at https://sabq.org/wY2Vmk.

Wyze cam v2 smart home camera, Visited on 2020-03-28. Available at
https://www.amazon.com/Wyze-Indoor-Wireless-Detection-Assistant/dp/
BO76H3SRXG/ref=sr_1_37dchild=1&keywords=wyze+cam+v2&qid=1585439194&s=
electronics&sr=1-3.

Arduino mkr wifi 1010, Visited on 2020-04-01. Available at https://store.arduino.
cc/usa/mkr-wifi-1010.

Arduino uno rev3, Visited on 2020-04-01. Available at https://store.arduino.cc/
usa/arduino-uno-rev3.

Avr crypto library, Visited on 2020-04-02. Available at http://www.emsign.nl/.

Lightblue bean, Visited on 2020-04-02. Available at https://www.adafruit.com/
product/2732.

159


https://rsf.org/en/news/15-enemies-internet-and-other-countries-watch
https://www.bbc.com/news/world-middle-east-35229385
https://wiki.archlinux.org/index.php/dnsmasq
http://ara.tv/z8sek
https://www.alexa.com/topsites/countries/US
https://www.cnn.com/2018/06/22/middleeast/saudi-women-driving-ban-end-intl/index.html
https://www.cnn.com/2018/06/22/middleeast/saudi-women-driving-ban-end-intl/index.html
https://freedomhouse.org/report/freedom-net/2018/saudi-arabia
https://rsf.org/en/saudi-arabia
https://rsf.org/en/saudi-arabia
https://freedomhouse.org/report/freedom-world/2019/saudi-arabia
https://csrc.nist.gov/Projects/Lightweight-Cryptography
https://csrc.nist.gov/Projects/Lightweight-Cryptography
https://sabq.org/wY2Vmk
https://www.amazon.com/Wyze-Indoor-Wireless-Detection-Assistant/dp/B076H3SRXG/ref=sr_1_3?dchild=1&keywords=wyze+cam+v2&qid=1585439194&s=electronics&sr=1-3
https://www.amazon.com/Wyze-Indoor-Wireless-Detection-Assistant/dp/B076H3SRXG/ref=sr_1_3?dchild=1&keywords=wyze+cam+v2&qid=1585439194&s=electronics&sr=1-3
https://www.amazon.com/Wyze-Indoor-Wireless-Detection-Assistant/dp/B076H3SRXG/ref=sr_1_3?dchild=1&keywords=wyze+cam+v2&qid=1585439194&s=electronics&sr=1-3
https://store.arduino.cc/usa/mkr-wifi-1010
https://store.arduino.cc/usa/mkr-wifi-1010
https://store.arduino.cc/usa/arduino-uno-rev3
https://store.arduino.cc/usa/arduino-uno-rev3
http://www.emsign.nl/
https://www.adafruit.com/product/2732
https://www.adafruit.com/product/2732

[29]

[42]

Aceto, G., BorTa, A., PESCAPE, A., FEAMSTER, N., AWAN, M. F., AHMAD,
T., AND QAISAR, S. Monitoring internet censorship with ubica. In International
Workshop on Traffic Monitoring and Analysis (2015), Springer, pp. 143-157.

AvL-TawiL, K. M. The internet in saudi arabia. Telecommunications Policy 25, 8-9
(2001), 625-632.

ALARABIYA. Saudi arabia .. al-shura demands to ban all isis web sites. Alarabiya
(2016). , available at http://ara.tv/gqz88.

ALBRECHT, M., GENTRY, C., HALEVI, S., AND KATz, J. Attacking cryptographic
schemes based on perturbation polynomials. In Proceedings of the 16th ACM confer-
ence on Computer and communications security (2009), ACM, pp. 1-10.

ALEXA. How are Alexa’s traffic rankings determined? avail-
able at https://support.alexa.com/hc/en-us/articles/
200449744-How-are-Alexa-s-traffic-rankings-determined-, note = Online;

accessed 27 April 2020.

ALEXA Top SITES. The alexa top sites web service. , available at https://aws.
amazon.com/alexa-top-sites/.

ALEXA Top SITES. The top 500 sites on the web (2018). , available at https:
//www.alexa.com/topsites, note = Online; accessed 27 April 2020.

ALHARBI, F., CHANG, J., ZHOU, Y., QIAN, F., QIAN, Z., AND ABU-GHAZALEH, N.
Collaborative client-side dns cache poisoning attack. In IEEE INFOCOM 2019-1EEE
Conference on Computer Communications (2019), IEEE, pp. 1153-1161.

ALKADHI, MESHAL. Al-Burhan. http://www.el-burhan.com/blog/.

ALRAWAIS, A., ALHOTHAILY, A., CHENG, X., Hu, C., AND YU, J. Secureguard:
A certificate validation system in public key infrastructure. IEEFE Transactions on
Vehicular Technology 67, 6 (2018), 5399-5408.

Arrawi, O., LEVER, C., ANTONAKAKIS, M., AND MONROSE, F. Sok: Security

evaluation of home-based iot deployments. In Proceedings of the IEEE Symposium on
Security and Privacy (S€P). https://doi. org/10.1109/SP (2019).

ALTMAN, D., MACHIN, D., BRYANT, T., AND GARDNER, M. Statistics with confi-
dence: confidence intervals and statistical guidelines. John Wiley & Sons, 2013.

ANTONAKAKIS, M., APrIL, T., BAILEY, M., BERNHARD, M., BURSZTEIN, E.,
COCHRAN, J., DURUMERIC, Z., HALDERMAN, J. A., INVERNIZZI, L., KALLITSIS,
M., ET AL. Understanding the mirai botnet. In 26th { USENIX} Security Symposium
({USENIX} Security 17) (2017), pp. 1093-1110.

ANTONOV, P., AND ANTONOVA, V. Development of the attack against rsa with
low public exponent and related messages. In Proceedings of the 2007 international
conference on Computer systems and technologies (2007), ACM, p. 50.

160


http://ara.tv/gqz88
https://support.alexa.com/hc/en-us/articles/200449744-How-are-Alexa-s-traffic-rankings-determined-
https://support.alexa.com/hc/en-us/articles/200449744-How-are-Alexa-s-traffic-rankings-determined-
https://aws.amazon.com/alexa-top-sites/
https://aws.amazon.com/alexa-top-sites/
https://www.alexa.com/topsites
https://www.alexa.com/topsites
http://www.el-burhan.com/blog/

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

ARrAB NEWS. Saudi Communications Commission activates Internet calls, WhatsApp
still blocked. https://www.arabnews.com/node/1164956/saudi-arabia, 2017.

ARANHA, D. F., AND Gouvia, C. P. L. RELIC is an Efficient LIbrary for Cryp-
tography. https://github.com/relic-toolkit/relic.

ARDUINO. Arduino software, Visited on 2020-04-01. Available at https://www.
arduino.cc/en/main/software.

ARENDS, R., AUSTEIN, R., LARSON, M., MASSEY, D., AND ROSE, S. RFC 4035 -
Threat Analysis of the Domain Name System (DNS), 2005.

ARENDS, R., AUSTEIN, R., LARSON, M., MaASSEY, D., AND ROSE, S. Rfc4033:dns
security introduction and requirements. Tech. rep., 2005.

AReNDS, R., AuUsTEIN, R., LARSON, M., Massey, D., AND ROSE, S.
Rfc4034:resource records for the dns security extensions. Tech. rep., 2005.

ARKKO, J., RISSANEN, H., KERANEN, A., AND SETHI, M. Practical considerations
and implementation experiences in securing smart object networks.

ARRIS ROUTER. Watts up pro portable power meter, Visited on 2020-03-
28. Available at https://www.amazon.com/NVG468MQ-802-11ac-MoCA%C2%
AE2-0-Frontier-Wireless-AC/dp/BO73F17BSG/ref=sr_1_17dchild=1&keywords=
Arris+NVG468MQ&qid=1585441528&sr=8-1.

ARYAN, S.; ARYAN, H., AND HALDERMAN, J. A. Internet censorship in iran: A first
look. In FOCT (2013).

ATENIESE, G., AND HOHENBERGER, S. Proxy re-signatures: new definitions, algo-
rithms, and applications. In Proceedings of the 12th ACM conference on Computer
and communications security (2005), ACM, pp. 310-319.

ATKINS, D., AND AUSTEIN, R. RFC 3833 - Threat Analysis of the Domain Name
System (DNS). https://tools.ietf.org/html/rfc3833, 2004.

AuMASSON, J.-P., HENZEN, L., MEIER, W., AND NAYA-PLASENCIA, M. Quark: A

lightweight hash. In International Workshop on Cryptographic Hardware and Embed-
ded Systems (2010), Springer, pp. 1-15.

BANERJEE, U., JUVEKAR, C., WRIGHT, A., CHANDRAKASAN, A. P., ET AL. An
energy-efficient reconfigurable dtls cryptographic engine for end-to-end security in iot
applications. In 2018 IEEFE International Solid-State Circuits Conference-(ISSCC)
(2018), IEEE, pp. 42-44.

BAUER, S. Attacking exponent blinding in rsa without crt. In International Workshop
on Constructive Side-Channel Analysis and Secure Design (2012), Springer, pp. 82—
88.

161


https://www.arabnews.com/node/1164956/saudi-arabia
https://github.com/relic-toolkit/relic
https://www.arduino.cc/en/main/software
https://www.arduino.cc/en/main/software
https://www.amazon.com/NVG468MQ-802-11ac-MoCA%C2%AE2-0-Frontier-Wireless-AC/dp/B073F17BSG/ref=sr_1_1?dchild=1&keywords=Arris+NVG468MQ&qid=1585441528&sr=8-1
https://www.amazon.com/NVG468MQ-802-11ac-MoCA%C2%AE2-0-Frontier-Wireless-AC/dp/B073F17BSG/ref=sr_1_1?dchild=1&keywords=Arris+NVG468MQ&qid=1585441528&sr=8-1
https://www.amazon.com/NVG468MQ-802-11ac-MoCA%C2%AE2-0-Frontier-Wireless-AC/dp/B073F17BSG/ref=sr_1_1?dchild=1&keywords=Arris+NVG468MQ&qid=1585441528&sr=8-1
https://tools.ietf.org/html/rfc3833

[57]

[58]

[59]

[60]

BELLARE, M., AND RoGAwAY, P. Optimal asymmetric encryption padding—how to
encrypt with rsa. In Advances in Cryptology-EUROCRYPT 94, pp. 92-111.

BELLARE, M., AND RoGAawAYy, P. Random oracles are practical: A paradigm for
designing efficient protocols. In Proceedings of the 1st ACM conference on Computer
and communications security (1993), ACM, pp. 62-73.

BELLARE, M., AND RocawAy, P. The exact security of digital signatures-how to
sign with rsa and rabin. In International Conference on the Theory and Applications
of Cryptographic Techniques (1996), Springer, pp. 399-416.

BELLOVIN, S. M. Security problems in the tcp/ip protocol suite. ACM SIGCOMM
CCR 19, 2 (1989), 32-48.

BERNSTEIN, D. J. ”dns forgery”. https://cr.yp.to/djbdns/forgery.html, 2002.
Internet publication.

BERNSTEIN, D. J. ”the dns random library interface”. https://cr.yp.to/djbdns/
dns.html, 2008. Internet publication.

BEVERLY, R., BERGER, A., HYUN, Y., ET AL. Understanding the efficacy of
deployed internet source address validation filtering. In ACM IMC (2009), pp. 356—
369.

BEVERLY, R., KoGA, R., AND CLAFFY, K. Initial longitudinal analysis of ip source
spoofing capability on the internet.

Biryukov, A., AND PERRIN, L. P. State of the art in lightweight symmetric
cryptography.

BrLazeE, M., BLEUMER, G., AND STRAUSS, M. Divertible protocols and atomic
proxy cryptography. In International Conference on the Theory and Applications of
Cryptographic Techniques (1998), Springer, pp. 127-144.

Bogpanov, A., KNUDSEN, L. R., LEANDER, G., PAAR, C., POSCHMANN, A.,
RoBsHAW, M. J., SEURIN, Y., AND VIKKELSOE, C. Present: An ultra-lightweight
block cipher. In International Workshop on Cryptographic Hardware and Embedded
Systems (2007), Springer, pp. 450-466.

BoNEH, D. Twenty years of attacks on the rsa cryptosystem. Notices of the AMS
46, 2 (1999), 203-213.

BoNEH, D., DURFEE, G., AND FRANKEL, Y. An attack on RSA given a small
fraction of the private key bits. In Advances in Cryptology - ASIACRYPT ’98, Inter-
national Conference on the Theory and Applications of Cryptology and Information
Security, Beijing, China, October 18-22, 1998, Proceedings (1998), pp. 25-34.

BONEH, D., DURFEE, G., AND FRANKEL, Y. An attack on rsa given a small fraction
of the private key bits. In International Conference on the Theory and Application of
Cryptology and Information Security (1998), Springer, pp. 25-34.

162


https://cr.yp.to/djbdns/forgery.html
https://cr.yp.to/djbdns/dns.html
https://cr.yp.to/djbdns/dns.html

[71]

[72]

BoONEH, D., AND GUERON, S. Surnaming schemes, fast verification, and applications
to sgx technology. In Cryptographers’ Track at the RSA Conference (2017), Springer,
pp- 149-164.

Bos, J. W., HALDERMAN, J. A., HENINGER, N., MOORE, J., NAEHRIG, M., AND
WusTtrow, E. Elliptic curve cryptography in practice. In International Conference
on Financial Cryptography and Data Security (2014), Springer, pp. 157-175.

BOUHENGUEL, R., MAHGOUB, 1., AND ILYyAs, M. Bluetooth security in wearable
computing applications. In 2008 international symposium on high capacity optical
networks and enabling technologies (2008), IEEE, pp. 182-186.

BRAEKEN, A., LIYANAGE, M., AND JURcCUT, A. D. Anonymous lightweight proxy
based key agreement for iot (alpka). Wireless Personal Communications 106, 2 (2019),
345-364.

Braun, M., Hess, E., AND MEYER, B. Using elliptic curves on rfid tags. Interna-
tional Journal of Computer Science and Network Security 2 (2008), 1-9.

BrowN, M. The linux traffic control HOWTO, 2006. Accessed May 2018 from
http://tldp.org/HOWTO/Traffic-Control-HOWTO/index.html.

BucHaNAN, W. J., L1, S., AnND Asir, R. Lightweight cryptography methods.
Journal of Cyber Security Technology 1, 3-4 (2017), 187-201.

CENSORED PLANET. Censored Planet. https://censoredplanet.org/about. On-
line; accessed 29 April 2020.

CHAABANE, A., CHEN, T., CUNCHE, M., DE CRISTOFARO, E., FRIEDMAN, A.,
AND KAAFAR, M. A. Censorship in the wild: Analyzing internet filtering in syria.
In Proceedings of the 2014 Conference on Internet Measurement Conference (2014),
ACM, pp. 285-298.

CHAUHAN, A., SIDHU, 1., AND PANDEY, A. Cryptographic-protocols-arduino-and-
pc library, Visited on 2020-04-02. Available at https://github.com/arpitchauhan/
cryptographic-protocols—-arduino-and-PC.

CHEN, J., D1ao, W., ZHAO, Q., Zuo, C., LIN, Z., WANG, X., LAu, W. C., SuN,
M., YANG, R., AND ZHANG, K. Iotfuzzer: Discovering memory corruptions in iot
through app-based fuzzing. In NDSS (2018).

CLAYTON, R. Failures in a hybrid content blocking system. In International Workshop
on Privacy Enhancing Technologies (2005), Springer, pp. 78-92.

CLAYTON, R., MURDOCH, S. J., AND WATSON, R. N. Ignoring the great firewall
of china. In International Workshop on Privacy Enhancing Technologies (2006),
Springer, pp. 20-35.

CLOUDFLARE. Ecdsa: The missing piece of dnssec, Visited on 2020-01-09. , available
at https://www.cloudflare.com/dns/dnssec/ecdsa-and-dnssec/.

163


http://tldp.org/HOWTO/Traffic-Control-HOWTO/index.html
https://censoredplanet.org/about
https://github.com/arpitchauhan/cryptographic-protocols-arduino-and-PC
https://github.com/arpitchauhan/cryptographic-protocols-arduino-and-PC
https://www.cloudflare.com/dns/dnssec/ecdsa-and-dnssec/

[85]

[36]

[94]

CoMCAST CORPORATION. Before the federal communications commission in the mat-
ter of broadband industry practices. http://fjallfoss.fcc.gov/ecfs/document/
view?id=6519840991, 2008. Online; accessed 16 May 2018.

COMMUNICATIONS AND INFORMATION TECHNOLOGY CoOMMISSION (CITC). An-
nual Report 2005. http://www.citc.gov.sa/en/mediacenter/annualreport/
Documents/PR_REP_O0O1E.pdf. Online; accessed 14 April 2020.

COMMUNICATIONS AND INFORMATION TECHNOLOGY CoMMISSION (CITC). An-
nual Report 2016. , available at http://www.citc.gov.sa/en/mediacenter/
annualreport/Documents/PR_REP_012Eng.pdf, year = 2016.

COMMUNICATIONS AND INFORMATION TECHNOLOGY ComMISsSION (CITC). Block
Website Request. www.filter.sa. Online; accessed 14 April 2020.

COMMUNICATIONS AND INFORMATION TECHNOLOGY CoMMiIssION (CITC). CITC
receives more than one million applications for blocking links by the end
of 2017. http://wuw.citc.gov.sa/ar/MediaCenter/CITCinthemedia/Pages/
2018051301 .aspx. Online; accessed 27 April 2020.

COMMUNICATIONS AND INFORMATION TECHNOLOGY CoOMMISSION (CITC).
Content  Filtering in Saudi  Arabia. http://www.internet.sa/ar/
content-filtering-in-saudi-arabia-ar/. Online; accessed 14 April 2020.

COMMUNICATIONS AND INFORMATION TECHNOLOGY CoOMMISSION (CITC).
General Information on Filtering Service. http://webl.internet.sa/en/
general-information-on-filtering-service/. Online; accessed 14 April 2020.

COMMUNICATIONS AND INFORMATION TECHNOLOGY COMMISSION (CITC). Anti-
Cyber Crime Law. https://www.citc.gov.sa/en/RulesandSystems/CITCSystem/
Pages/CybercrimesAct.aspx, 2007.

COMMUNICATIONS AND INFORMATION TECHNOLOGY COMMISSION (CITC). Block-
ing protects Internet users from the damage caused by some inappropriate
sites. https://www.citc.gov.sa/ar/mediacenter/citcinthemedia/Pages/PR_
MED_026A.aspx, 2010.

COMMUNICATIONS AND INFORMATION TECHNOLOGY COMMISSION (CITC). In line
with the needs of the user and in line with global trends, CITC announces the launch of
Internet communications applications. http://www.citc.gov.sa/ar/mediacenter/
pressreleases/Pages/2017092001. aspx, 2017.

CONGDON, P., SANCHEZ, M., AND ABOBA, B. Radius attributes for virtual lan

and priority support. Internet Engineering Task Force, Request for Comment 4675
(2006), 1-13.

COPPERSMITH, D. Small solutions to polynomial equations, and low exponent rsa
vulnerabilities. Journal of Cryptology 10, 4 (1997), 233-260.

164


http://fjallfoss.fcc.gov/ecfs/document/view?id=6519840991
http://fjallfoss.fcc.gov/ecfs/document/view?id=6519840991
http://www.citc.gov.sa/en/mediacenter/annualreport/Documents/PR_REP_001E.pdf
http://www.citc.gov.sa/en/mediacenter/annualreport/Documents/PR_REP_001E.pdf
http://www.citc.gov.sa/en/mediacenter/annualreport/Documents/PR_REP_012Eng.pdf
http://www.citc.gov.sa/en/mediacenter/annualreport/Documents/PR_REP_012Eng.pdf
www.filter.sa
http://www.citc.gov.sa/ar/MediaCenter/CITCinthemedia/Pages/2018051301.aspx
http://www.citc.gov.sa/ar/MediaCenter/CITCinthemedia/Pages/2018051301.aspx
http://www.internet.sa/ar/content-filtering-in-saudi-arabia-ar/
http://www.internet.sa/ar/content-filtering-in-saudi-arabia-ar/
http://web1.internet.sa/en/general-information-on-filtering-service/
http://web1.internet.sa/en/general-information-on-filtering-service/
https://www.citc.gov.sa/en/RulesandSystems/CITCSystem/Pages/CybercrimesAct.aspx
https://www.citc.gov.sa/en/RulesandSystems/CITCSystem/Pages/CybercrimesAct.aspx
https://www.citc.gov.sa/ar/mediacenter/citcinthemedia/Pages/PR_MED_026A.aspx
https://www.citc.gov.sa/ar/mediacenter/citcinthemedia/Pages/PR_MED_026A.aspx
http://www.citc.gov.sa/ar/mediacenter/pressreleases/Pages/2017092001.aspx
http://www.citc.gov.sa/ar/mediacenter/pressreleases/Pages/2017092001.aspx

[97]

[98]

[101]

[102]

[103]

[104]

[105]

[106]

[107]

[108]

[109]
[110]

COPPERSMITH, D., FRANKLIN, M., PATARIN, J., AND REITER, M. Low-exponent
rsa with related messages. In International Conference on the Theory and Applications
of Cryptographic Techniques (1996), Springer, pp. 1-9.

COUNCIL OF THE EUROPEAN UNION. Joint meeting of the Law Enforcement
Working Party and the Customs Cooperation Working Party. http://register.
consilium.europa.eu/doc/srv?1=EN&f=ST20718120201120C0R201, 2011.

CROCKER, D., HANSEN, T., AND KUCHERAWY, M. Domainkeys identified mail
(dkim) signatures. Tech. rep., RFC 6376, September, 2011.

CSAUDI GAZETTE. Full text of Saudi Arabia’s Vision 2030. https:
//english.alarabiya.net/en/perspective/features/2016/04/26/
Full-text-of-Saudi-Arabia-s-Vision-2030.html, 2016. Al-Arabiya News.

Cusack, B., ANTONY, B., WARD, G., AND MoDY, S. Assessment of security
vulnerabilities in wearable devices.

CYBER SECURITY FOR KiDs. Cyber Security Initiative for Children: Voluntary
Education, Training and Outreach. https://www.cybersecdkids.com/.

CYR, B., HOrN, W., MiAO, D., AND SPECTER, M. Security analysis of wearable
fitness devices (fitbit). Massachusetts Institute of Technology 1 (2014).

DAGoN, D., ANTONAKAKIS, M., VIXIE, P., JINMEI, T., AND LEE, W. Increased

dns forgery resistance through 0x20-bit encoding: security via leet queries. In ACM
CCS (2008), pp. 211-222.

DAINOTTI, A., SQUARCELLA, C., ABEN, E., CLAFFY, K. C., CHIESA, M., RUSsO,
M., AND PESCAPE, A. Analysis of country-wide internet outages caused by censor-
ship. In Proceedings of the 2011 ACM SIGCOMM conference on Internet measurement
conference (2011), ACM, pp. 1-18.

Dawmas, J., GRAFF, M., AND VIXIE, P. RFC 6891 - Extension Mechanisms for DNS
(EDNSO). https://tools.ietf.org/html/rfc6891, 2013.

Das, A. K., PATHAK, P. H., CHUAH, C.-N., AND MOHAPATRA, P. Uncovering
privacy leakage in ble network traffic of wearable fitness trackers. In Proceedings of the
17th International Workshop on Mobile Computing Systems and Applications (2016),
pp. 99-104.

Davi, L., DMITRIENKO, A., SADEGHI, A.-R., AND WINANDY, M. Privilege escala-
tion attacks on android. In international conference on Information security (2010),
Springer, pp. 346-360.

DeNis, F. DNSCrypt. https://www.dnscrypt.org/, 2015.

DEOGIRIKAR, J., AND VIDHATE, A. Security attacks in iot: A survey. In 2017
International Conference on I-SMAC (IoT in Social, Mobile, Analytics and Cloud)(I-
SMAC) (2017), IEEE, pp. 32-37.

165


http://register.consilium.europa.eu/doc/srv?l=EN&f=ST20718120201120COR201
http://register.consilium.europa.eu/doc/srv?l=EN&f=ST20718120201120COR201
https://english.alarabiya.net/en/perspective/features/2016/04/26/Full-text-of-Saudi-Arabia-s-Vision-2030.html
https://english.alarabiya.net/en/perspective/features/2016/04/26/Full-text-of-Saudi-Arabia-s-Vision-2030.html
https://english.alarabiya.net/en/perspective/features/2016/04/26/Full-text-of-Saudi-Arabia-s-Vision-2030.html
https://www.cybersec4kids.com/
https://tools.ietf.org/html/rfc6891
https://www.dnscrypt.org/

[111]

[112]

[113]

[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

[122]

[123]

[124]

DEPARTMENT, S. R. Internet of things - number of connected devices worldwide
2015-2025, 2019. Available at https://www.statista.com/statistics/471264/
iot-number-of-connected-devices-worldwide/.

DEVRY, J. Mirai botnet infects devices in 164 countries, 2019.

Di1GNAN, L. Dyn confirms mirai botnet involved in distributed denial of service attack.
ZDNet (2016).

Ding, X., MozzaccHi, D.; AND TSuUDIK, G. Experimenting with server-aided
signatures.

DNSJAVA LIBRARY STATISTICS ON ANDRIOD. nsjava library statistics on andriod,
Visited on 2020-01-09. Available at https://www.appbrain.com/stats/libraries/
details/dnsjava/dnsjava.

Dong, Q., Ding, W., AND WEI, L. Improvement and optimized implementation of
cryptogps protocol for low-cost radio-frequency identification authentication. Security
and Communication Networks 8, 8 (2015), 1474-1484.

DornsElr, M. Government mandated blocking of foreign web content. arXiv preprint
¢s/0404005 (2004).

DOUCEUR, J. R. The sybil attack. In International workshop on peer-to-peer systems
(2002), Springer, pp. 251-260.

Douxkas, C., MAGLOGIANNIS, 1., KoUFrl, V., MALAMATENIOU, F., AND VASSI-
LACOPOULOS, G. Enabling data protection through pki encryption in iot m-health
devices. In 2012 IEEE 12th International Conference on Bioinformatics & Bioengi-
neering (BIBE) (2012), IEEE, pp. 25-29.

DW. Turkey blocks websites loyal to isis. DW (2015). , available at https://p.dw.
com/p/1FyTF.

EASTLAKE 3RD, D. Rfc3110:rsa/sha-1 sigs and rsa keys in the domain name system
(dns). Tech. rep., 2001.

EHRENKRANZ, T., AND L1, J. On the state of ip spoofing defense. ACM Transactions
on Internet Technology (TOIT) 9, 2 (2009), 6.

EmDADI, A., KARNE, R., AND WIJESINHA, A. Implementing the tls protocol on
a bare pc. In 2010 Second International Conference on Computer Research and
Development (2010), IEEE, pp. 293-297.

EncEeLs, D., FAN, X., GoNg, G., Hu, H., AND SMmiTH, E. M. Hummingbird: ultra-
lightweight cryptography for resource-constrained devices. In International Confer-
ence on Financial Cryptography and Data Security (2010), Springer, pp. 3—18.

166


https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/
https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/
https://www.appbrain.com/stats/libraries/details/dnsjava/dnsjava
https://www.appbrain.com/stats/libraries/details/dnsjava/dnsjava
https://p.dw.com/p/1FyTF
https://p.dw.com/p/1FyTF

[125]

[126]

[127]

[128]

[129]

[130]

[131]

[132]

[133]

[134]

135

[136]

[137]

ENGELS, D., SAARINEN, M.-J. O., SCHWEITZER, P., AND SMITH, E. M. The
hummingbird-2 lightweight authenticated encryption algorithm. In International
Workshop on Radio Frequency Identification: Security and Privacy Issues (2011),
Springer, pp. 19-31.

ENsaAFI, R., WINTER, P., MUEEN, A., AND CRANDALL, J. R. Analyzing the great

firewall of china over space and time. Proceedings on privacy enhancing technologies
2015, 1 (2015), 61-76.

Evans, P. Will germany’s new law kill free speech online? BBC News (2017).
available at http://www.bbc.com/news/blogs-trending-41042266.

FACEBOOK. Hard questions: How we counter terrorism. Facebbok (2017). , available
at https://about.fb.com/news/2017/06/how-we-counter-terrorism/.

Fan, C.-I., CHiANG, T.-P., AND Hsu, R.-H. Light-weight authentication and key

exchange protocols with forward secrecy for digital home. Journal of Computers 18,
2 (2007), 61-74.

Fawaz, K., Kim, K.-H., AND SHIN, K. G. Protecting privacy of {BLE} device users.
In 25th {USENIX} Security Symposium ({ USENIX} Security 16) (2016), pp. 1205
1221.

FERGUSON, N., AND SCHNEIER, B. Practical cryptography, vol. 141. Wiley New
York, 2003.

FERNANDES, E., JUNG, J., AND PRAKASH, A. Security analysis of emerging smart
home applications. In 2016 IEEE Symposium on Security and Privacy (SP) (2016),
IEEE, pp. 636-654.

FERNANDES, E., PAUPORE, J., RAHMATI, A., SIMIONATO, D., CONTI, M., AND
PrakASH, A. Flowfence: Practical data protection for emerging iot application
frameworks. In 25th { USENIX} Security Symposium ({ USENIX} Security 16) (2016),
pp. 531-548.

FiLasTO, A., AND APPELBAUM, J. Ooni: Open observatory of network interference.
In FOCT (2012).

FouQug, P.-A., KUNZ-JACQUES, S., MARTINET, G., MULLER, F., AND VALETTE,

F. Power attack on small rsa public exponent. In International Workshop on Cryp-
tographic Hardware and Embedded Systems (2006), Springer, pp. 339-353.

FREEDMAN, M. J. Experiences with coralcdn: A five-year operational view. In NSDI
(2010), pp. 95-110.

GASKELL, H. Whatsapp’s new call service to be Dblocked in
ksa. ITP.net  (2015). , available at Thttps://www.itp.net/
602475-whatsapps—-new-call-service-to-be-blocked-in-ksa.

167


http://www.bbc.com/news/blogs-trending-41042266
https://about.fb.com/news/2017/06/how-we-counter-terrorism/
https://www.itp.net/602475-whatsapps-new-call-service-to-be-blocked-in-ksa
https://www.itp.net/602475-whatsapps-new-call-service-to-be-blocked-in-ksa

[138]

[139]

[140]

[141]

[142]

[143]

[144]

[145]

[146]

[147]

[148]

[149]

[150]

GATLAN, S. Iot attacks escalating with a 217.5% increase in volume. Bleeping
Computer (2019).

GEBHART, G., AND KoOHNO, T. Internet censorship in thailand: User practices
and potential threats. In 2017 IEEE FEuropean symposium on security and privacy
(EuroS&P) (2017), IEEE, pp. 417-432.

GENERAL AUTHORITY FOR STATISTICS (GASTAT). Annual Yearbook 2018. https:
//www.stats.gov.sa/en/46. Online; accessed 22 October 2019.

GENERAL ENTERTAINMENT AUTHORITY. https://www.gea.gov.sa/en/. Online;
https://www.gea.gov.sa/en/.

GEREZ, A. H., KaAMARAJ, K., NoraL, R., L1u, Y., AND DEZFOULI, B. Energy and
processing demand analysis of tls protocol in internet of things applications. In 2018
IEEE International Workshop on Signal Processing Systems (SiPS) (2018), IEEE,
pp- 312-317.

GILAD, Y., HERZBERG, A., AND SHULMAN, H. Off-path hacking: The illusion of
challenge-response authentication. IEEE Security & Privacy 12, 5 (2014), 68-77.

GRIFFIN, A. Facebook messenger blocked in saudi arabia: Chat apps have voice
and video call functions banned over regulations. Independent (2016). , avail-
able at https://www.independent.co.uk/life-style/gadgets-and-tech/
news/facebook-messenger-blocked-in-saudi-arabia-chat-apps-have-\
voice-and-video-call-functions-banned-over-a7027301.html.

GRIFFITHS, J. University of california tells students not to use wechat, whatsapp
in china. CNN (2019). , available at https://www.cnn.com/2019/01/11/asia/
university-california-china-wechat-intl/index.html.

GRroup, I. . W., ET AL. leee standard for information technology—telecommunications
and information exchange between systems—local and metropolitan area networks—
specific requirements—part 11: Wireless lan medium access control (mac) and physical
layer (phy) specifications amendment 6: Wireless access in vehicular environments.
IEEE Std 802, 11 (2010).

GUERON, S. Quick verification of rsa signatures. In 2011 FEighth International
Conference on Information Technology: New Generations (2011), IEEE, pp. 382-386.

GUERON, S.; AND KRrasNOV, V. Fast prime field elliptic-curve cryptography with
256-bit primes. Journal of Cryptographic Engineering 5, 2 (2015), 141-151.

GunN, A French assembly passes ’three strikes’ hadopi law. Beta
News  (2009). , available at https://betanews.com/2009/05/12/
french-assembly-passes-three-strikes-hadopi-law/.

GupTa, V., GupTA, S., CHANG, S., AND STEBILA, D. Performance analysis of
elliptic curve cryptography for ssl. In Proceedings of the 1st ACM workshop on
Wireless security (2002), ACM, pp. 87-94.

168


https://www.stats.gov.sa/en/46
https://www.stats.gov.sa/en/46
https://www.gea.gov.sa/en/
https://www.independent.co.uk/life-style/gadgets-and-tech/news/facebook-messenger-blocked-in-saudi-arabia-chat-apps-have-\voice-and-video-call-functions-banned-over-a7027301.html
https://www.independent.co.uk/life-style/gadgets-and-tech/news/facebook-messenger-blocked-in-saudi-arabia-chat-apps-have-\voice-and-video-call-functions-banned-over-a7027301.html
https://www.independent.co.uk/life-style/gadgets-and-tech/news/facebook-messenger-blocked-in-saudi-arabia-chat-apps-have-\voice-and-video-call-functions-banned-over-a7027301.html
https://www.cnn.com/2019/01/11/asia/university-california-china-wechat-intl/index.html
https://www.cnn.com/2019/01/11/asia/university-california-china-wechat-intl/index.html
https://betanews.com/2009/05/12/french-assembly-passes-three-strikes-hadopi-law/
https://betanews.com/2009/05/12/french-assembly-passes-three-strikes-hadopi-law/

[151]

[152]

[153]

[154]

[155]

[156]

[157]

158

[159]
[160]

[161]

[162]

163

[164]

GURA, N., PATEL, A., WANDER, A., EBERLE, H., AND SHANTZ, S. C. Comparing
elliptic curve cryptography and rsa on 8-bit cpus. In International workshop on
cryptographic hardware and embedded systems (2004), Springer, pp. 119-132.

HAsTAD, J. Solving simultaneous modular equations of low degree. siam Journal on
Computing 17, 2 (1988), 336-341.

Hazaa, M. A. A popular campaign to close isis accounts on twitter. Alarabiya
(2015).

HeEMAYA GROUP. Saudi Group for Information Assurance. http://hemayagroup.
org/home/.

HERZBERG, A., AND SHULMAN, H. Security of patched dns. In Furopean Symposium
on Research in Computer Security (2012), Springer, pp. 271-288.

HERZBERG, A., AND SHULMAN, H. Fragmentation considered poisonous, or: One-
domain-to-rule-them-all. org. In Communications and Network Security (CNS), 2013
IEEE Conference on (2013), IEEE, pp. 224-232.

HERZBERG, A., AND SHULMAN, H. Vulnerable delegation of dns resolution. In

European Symposium on Research in Computer Security (2013), Springer, pp. 219-
236.

HiuToN, S. Dyn analysis summary of friday october 21 attack. https://dyn.com/
blog/dyn-analysis-summary-of-friday-october-21-attack/. Accessed: 2019-
09-24.

HiNEk, M. J. Cryptanalysis of RSA and its variants. Chapman and Hall/CRC, 2009.

HirosE, S., IpEGucHI, K., KuwakaDpo, H., Owapa, T., PRENEEL, B., AND
YosHIDA, H. A lightweight 256-bit hash function for hardware and low-end devices:
lesamnta-lw. In International Conference on Information Security and Cryptology
(2010), Springer, pp. 151-168.

Ho, G., LEUNG, D., MisHrA, P., HOSSEINI, A., SONG, D., AND WAGNER, D.
Smart locks: Lessons for securing commodity internet of things devices. In Proceed-

ings of the 11th ACM on Asia conference on computer and communications security
(2016), pp. 461-472.

HorrFMaAN, P. Rfc6014:cryptographic algorithm identifier allocation for dnssec. Tech.
rep., 2010.

HorrMmAN, P., AND McMANUS, P. DNS Queries over HTTPS. https://tools.
ietf.org/html/draft-hoffman-dns-over-https-01, 2017.

HorrMmAN, P., AND WIINGAARDS, W. Rfc 6605: Elliptic curve digital signature
algorithm (dsa) for dnssec. internet engineering task force (ietf), 2012.

169


http://hemayagroup.org/home/
http://hemayagroup.org/home/
https://dyn.com/blog/dyn-analysis-summary-of-friday-october-21-attack/
https://dyn.com/blog/dyn-analysis-summary-of-friday-october-21-attack/
https://tools.ietf.org/html/draft-hoffman-dns-over-https-01
https://tools.ietf.org/html/draft-hoffman-dns-over-https-01

[165]

[166]

[167]

[168]

[169]

[170]

[171]

[172]

[173]

[174]

[175]

[176]

[177]

[178]

[179]

Hu, Z., Zau, L., HEIDEMANN, J., MANKIN, A., WESSELS, D., AND HOFFMAN, P.
Specification for dns over transport layer security (tls). Tech. rep., 2016.

HuaNa, L.-S., ADHIKARLA, S., BONEH, D., AND JACKSON, C. An experimental
study of tls forward secrecy deployments. IEEE Internet Computing 18, 6 (2014),
43-51.

HUBERT, A., AND VAN MoOK, R. RFC 5452 - Measures for Making DNS More
Resilient against Forged Answers, 2009.

HusToN, G. Apnic, 2018. Available at https://blog.apnic.net/2018/08/23/
measuring-ecdsa-in-dnssec-an-update/.

ICLAB. Uk outs extremism blocking tool and could force tech firms to use it.
available at https://iclab.org/.

)

INITIATIVE, O., ET AL. Internet filtering in saudi arabia in 2004. Berkman Center
for Internet and Society (2004).

InsTiTUTE, I. C. S. The icsi certificate notary, 2018. Available at https://notary.
icsi.berkeley.edu/#statistics.

IPINrODB. IP Address Information. https://ipinfodb.com/. Online; accessed 25
April 2020.

ISO. International organization for standarization (iso). Available at https://www.
iso.org/standards.html.

JACKSON, C., BARTH, A., BORTZ, A., SHAO, W., AND BONEH, D. Protecting
browsers from dns rebinding attacks. ACM Transactions on the Web (TWEB) 3, 1
(2009), 2.

JAN, M. A., NANDA, P., HE, X., TAN, Z., AND Liu, R. P. A robust authentication
scheme for observing resources in the internet of things environment. In 201/ IEEE

18th International Conference on Trust, Security and Privacy in Computing and
Communications (2014), IEEE, pp. 205-211.

JOHNSON, D., MENEZES, A., AND VANSTONE, S. The elliptic curve digital signature
algorithm (ecdsa). International journal of information security 1, 1 (2001), 36—63.

JOSE, A. C., AND MALEKIAN, R. Smart home automation security: a literature
review. SmartCR 5, 4 (2015), 269-285.

JOYE, M., AND MICHALEVSKY, Y. Rsa signatures under hardware restrictions. In
Proceedings of the 2018 Workshop on Attacks and Solutions in Hardware Security
(2018), ACM, pp. 51-54.

JUNIOR, D. M., MELO, L., Lu, H., D’AMORIM, M., AND PRAKASH, A. Beware of

the app! on the vulnerability surface of smart devices through their companion apps.
arXiv preprint arXiv:1901.10062 (2019).

170


https://blog.apnic.net/2018/08/23/measuring-ecdsa-in-dnssec-an-update/
https://blog.apnic.net/2018/08/23/measuring-ecdsa-in-dnssec-an-update/
https://iclab.org/
https://notary.icsi.berkeley.edu/#statistics
https://notary.icsi.berkeley.edu/#statistics
https://ipinfodb.com/
https://www.iso.org/standards.html
https://www.iso.org/standards.html

[180]

[181]

[182]

[183]

[184]

[185]

[186]

187

[188]

[189]

[190]

[191]

[192]
[193]

[194]

195
[196]

KaMinsky, D. Black ops 2008: It’s the end of the cache as we know it. Black Hat
USA (2008).

KaMINsky, D. Black ops 2008: It’s the end of the cache as we know it. Black Hat
USA (2008).

KaTtaci, M., MORIAIL, S., ET AL. Lightweight cryptography for the internet of things.
Sony Corporation (2008), 7-10.

KiLLaLea, T. RFC 3013 - Recommended Internet Service Provider Security Services
and Procedures, 2000.

KiNnGg ABpuLAZIZ CITY FOR SCIENCE AND TECHNOLOGY. ISU History. https://

www.kacst.edu.sa/eng/ScientificServices/ISU/Pages/History.aspx, Online;
accessed 10 May 2018.

KING SAUD UNIVERSITY. Saudi internet rules, 2001. http://fac.ksu.edu.sa/
hidaithy/page/20215, Online; accessed 27 April 2020.

KIRKLAND, D. Ubuntu Manpage: systemd-resolved.service, systemd-resolved - Net-
work Name Resolution. http://manpages.ubuntu.com/manpages/bionic/man8/
systemd-resolved.service.8.html.

KraBa, O. Octave klaba twitter. https://twitter.com/olesovhcom/status/
778830571677978624, 2016. Accessed: 2019-09-24.

KLEIN, A. Bind 9 dns cache poisoning. Report, Trusteer, Ltd 8 (2007).

KLEIN, A. OpenBSD DNS Cache Poisoning and Multiple O/S Predictable IP ID
Vulnerability. http://www.openbsdsupport.com.ar/books/0OpenBSD_DNS_Cache_
Poisoning_and_Multiple_0S_Predictable_IP_ID_Vulnerability.pdf., 2007.

KLEIN, A. Windows DNS Server Cache Poisoning . https://4dl.
packetstormsecurity.net/papers/attack/Windows_DNS_Cache_Poisoning.pdf,
2007.

KLEIN, A., SHULMAN, H., AND WAIDNER, M. Internet-wide study of dns cache
injections. In IEEE INFOCOM, pp. 1-9.

Koc, C. K. High-speed rsa implementation version 2.0. RSA Security (1994).

Kovias, C., KAMBOURAKIS, G., STAVROU, A., AND VOAS, J. Ddos in the iot:
Mirai and other botnets. Computer 50, 7 (2017), 80-84.

KoLkMAN, O., MEKKING, W., AND GIEBEN, R. Rfc6781:dnssec operational prac-
tices, version 2. Tech. rep., 2012.

Kovacs, E. Hacker releases source code of iot malware mirai. Security Week (2016).
KREBS, B. Krebsonsecurity hit with record ddos. https://krebsonsecurity.com/

2016/09/krebsonsecurity-hit-with-record-ddos/, 2016. Accessed: 2019-09-24.

171


https://www.kacst.edu.sa/eng/ScientificServices/ISU/Pages/History.aspx
https://www.kacst.edu.sa/eng/ScientificServices/ISU/Pages/History.aspx
http://fac.ksu.edu.sa/hidaithy/page/20215
http://fac.ksu.edu.sa/hidaithy/page/20215
http://manpages.ubuntu.com/manpages/bionic/man8/systemd-resolved.service.8.html
http://manpages.ubuntu.com/manpages/bionic/man8/systemd-resolved.service.8.html
https://twitter.com/olesovhcom/status/778830571677978624
https://twitter.com/olesovhcom/status/778830571677978624
http://www.openbsdsupport.com.ar/books/OpenBSD_DNS_Cache_Poisoning_and_Multiple_OS_Predictable_IP_ID_Vulnerability.pdf.
http://www.openbsdsupport.com.ar/books/OpenBSD_DNS_Cache_Poisoning_and_Multiple_OS_Predictable_IP_ID_Vulnerability.pdf.
https://dl.packetstormsecurity.net/papers/attack/Windows_DNS_Cache_Poisoning.pdf
https://dl.packetstormsecurity.net/papers/attack/Windows_DNS_Cache_Poisoning.pdf
https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/
https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/

[197]

198]

[199]

[200]
[201]
[202]

[203]

[204]

205]

206]

[207]

208]

209

[210]

[211]

LARSON, M., AND BARBER, P. RFC 4697 - Observed DNS Resolution Misbehavior.
https://tools.ietf.org/html/rfc4697, 2006.

LARSON, M., AND GonNT, F. RFC 6056 - Recommendations for Transport-Protocol
Port Randomization. https://tools.ietf.org/html/rfc6056, 2011.

LAsHkARI, A. H., DANESH, M. M. S., AND SAMADI, B. A survey on wireless
security protocols (wep, wpa and wpa2/802.11 i). In 2009 2nd IEEE International
Conference on Computer Science and Information Technology (2009), IEEE, pp. 48—
52.

LEGION OF THE BouNCY CASTLE. Bouncy castle crypto apis, Visited on 2020-01-09.
Available at https://www.bouncycastle.org/java.html.

Levis, P. The collateral damage of internet censorship by dns injection. ACM
SIGCOMM CCR 42, 3 (2012).

Lim, C. H. Crypton: A new 128-bit block cipher. NIsT AEs Proposal (1998).

Lim, C. H., AND KORKISHKO, T. mcrypton—a lightweight block cipher for security
of low-cost rfid tags and sensors. In International Workshop on Information Security
Applications (2005), Springer, pp. 243-258.

Lomas, N. Uk outs extremism blocking tool and could force tech firms to
use it. TechCrunch (2018). , available at https://techcrunch.com/2018/02/
13/uk-outs-extremism-blocking-tool-and-could-force-tech-firms-to\
-use-it/.

Lowg, G., WINTERS, P., AND MARcUS, M. L. The great dns wall of china. MS,
New York University 21 (2007), 1.

Luo, Y., CHal, Q., GoNG, G., AND LA1, X. A lightweight stream cipher wg-7
for rfid encryption and authentication. In 2010 IEEE Global Telecommunications
Conference GLOBECOM 2010 (2010), IEEE, pp. 1-6.

MaALINA, L., HAJNY, J., Fuipiak, R., AND HOSEK, J. On perspective of security

and privacy-preserving solutions in the internet of things. Computer Networks 102
(03 2016).

MATHRANI, A., AND ALIPOUR, M. Website blocking across ten countries: A snap-
shot. In PACIS (2010), p. 152.

McDONELL, S. https://www.bbc.com/news/blogs-china-blog-48552907. https://
www.bbc.com/news/blogs-china-blog-48552907, 2019.

MINISTRY OF INTERIOR. Reporting Cyber Crimes. , available at https://www.my.
gov.sa/wps/portal/snp/servicesDirectory/servicedetails/6166.

MINISTRY OF MEDIA. Ministry Regulations. https://www.media.gov.sa/en/page/
ministry-regulations. Online; accessed 28 October 2019.

172


https://tools.ietf.org/html/rfc4697
https://tools.ietf.org/html/rfc6056
https://www.bouncycastle.org/java.html
https://techcrunch.com/2018/02/13/uk-outs-extremism-blocking-tool-and-could-force-tech-firms-to\-use-it/
https://techcrunch.com/2018/02/13/uk-outs-extremism-blocking-tool-and-could-force-tech-firms-to\-use-it/
https://techcrunch.com/2018/02/13/uk-outs-extremism-blocking-tool-and-could-force-tech-firms-to\-use-it/
https://www.bbc.com/news/blogs-china-blog-48552907
https://www.bbc.com/news/blogs-china-blog-48552907
https://www.my.gov.sa/wps/portal/snp/servicesDirectory/servicedetails/6166
https://www.my.gov.sa/wps/portal/snp/servicesDirectory/servicedetails/6166
https://www.media.gov.sa/en/page/ministry-regulations
https://www.media.gov.sa/en/page/ministry-regulations

[212]

[213]

[214]

[215]

[216]

[217]

[218]

[219]

[220]

[221]

[222]

[223]

[224]

[225]

MINISTRY OF MEDIA. Regulations for Digital Publishing Activity. https://www.
moci.gov.sa/page/74. Online; accessed 14 April 2020.

MIRANDA, P., SIEKKINEN, M., AND WARIS, H. Tls and energy consumption on a

mobile device: A measurement study. In 2011 IEEE Symposium on Computers and
Communications (ISCC) (2011), IEEE, pp. 983-989.

MOCKAPETRIS, P. State of IP Spoofing. https://spoofer.caida.org/summary.
php. Online; accessed 7 May 2018.

MoCKAPETRIS, P. RFC 882 - Domain Names : Concepts and Facilities. https:
//tools.ietf.org/html/rfc882, 1983. updated by RFC 973; obsoleted by RFCs
1034 and 1035.

MOoOCKAPETRIS, P. RFC 883 - Domain Names: Implementation Specification. https:
//tools.ietf.org/html/rfc883, 1983. updated by RFC 973; obsoleted by RFCs
1034 and 1035.

MocKAPETRIS, P. RFC 973 - Domain system changes and observations. https:
//tools.ietf.org/html/rfc973, 1986. obsoleted by RFCs 1034 and 1035.

MocCKAPETRIS, P. RFC 1034 - Domain Names - Concepts and Facilities. https:
//www.ietf.org/rfc/rfc1034.txt, 1987. updated by RFCs 1101, 1183, 1348, 1876,
1982, 2065, 2181, 2308, 2535, 4033, 4034, 4035, 4343, 4035, 4592, 5936, 8020.

MockAPETRIS, P. RFC 1035 - Domain Names - Implementation and Specifica-
tion. https://www.ietf.org/rfc/rfc1035.txt, 1987. updated by RFCs 1101, 1183,
1348, 1876, 1982, 1995, 1996, 2065, 2136, 2181, 2137, 2308, 2535, 2673, 2845, 3425,
3658, 4033, 4034, 4035, 4343, 5936, 5966, 6604, 7766.

NaBI, Z. The anatomy of web censorship in pakistan. In FOCI (2013).

Nawir, M., AMIR, A., YAAKOB, N., AND LyNN, O. B. Internet of things (iot):
Taxonomy of security attacks. In 2016 3rd International Conference on Electronic
Design (ICED) (2016), IEEE, pp. 321-326.

NcUYEN, K. T., OUuALHA, N., AND LAURENT, M. Authenticated key agreement
mediated by a proxy re-encryptor for the internet of things. In Furopean Symposium
on Research in Computer Security (2016), Springer, pp. 339-358.

NiIR, Y., JOSEFSSON, S., AND PEGOURIE-GONNARD, M. Elliptic curve cryptography

(ecc) cipher suites for transport layer security (tls) versions 1.2 and earlier. Internet
Requests for Comments, RFC Editor, RFC 8422 (2018).

NIST, C. The digital signature standard. Communications of the ACM 85, 7 (1992),
36—40.

NOON. Iraq: Minister of communications: Blocking isis websites tops our ministerial
program. Noon (2014). , available at http://www.nonl4.net/public/56224.

173


https://www.moci.gov.sa/page/74
https://www.moci.gov.sa/page/74
https://spoofer.caida.org/summary.php
https://spoofer.caida.org/summary.php
https://tools.ietf.org/html/rfc882
https://tools.ietf.org/html/rfc882
https://tools.ietf.org/html/rfc883
https://tools.ietf.org/html/rfc883
https://tools.ietf.org/html/rfc973
https://tools.ietf.org/html/rfc973
https://www.ietf.org/rfc/rfc1034.txt
https://www.ietf.org/rfc/rfc1034.txt
https://www.ietf.org/rfc/rfc1035.txt
http://www.non14.net/public/56224

[226]

[227]

[228]

[229]

230]
[231]

[232]

[233]

[234]

[235]

236]

237]

238

[239]

OPENNET INITIATIVE. Opennet initiative. , available at https://opennet.net/
research/data.

OSBORNE, C.  Anonymous targets isis social media, recruitment drives in
opisis campaign. ZDNet (2015). , available at https://www.zdnet.com/
article/anonymous-targets-isis-social-media-recruitment-drives-\
in-opisis-campaign/.

PEARCE, P., JONES, B., LI, F., ENSAFI, R., FEAMSTER, N., WEAVER, N., AND
PAXSON, V. Global measurement of {DNS} manipulation. In 26th { USENIX}
Security Symposium ({ USENIX} Security 17) (2017), pp. 307-323.

PERDISCI, R., ANTONAKAKIS, M., Luo, X., AND LEE, W. Wsec dns: Protecting
recursive dns resolvers from poisoning attacks. In IEEE/IFIP DSN (2009), pp. 3—12.

P1, R. , available at https://www.raspberrypi.org/.

PORAMBAGE, P., BRAEKEN, A., KUMAR, P., GURTOV, A., AND YLIANTTILA, M.

Proxy-based end-to-end key establishment protocol for the internet of things. In 2015
IEEE International Conference on Communication Workshop (ICCW) (2015), IEEE,
pp. 2677-2682.

PorLAapPALLY, N. R., RAvi, S., RAGHUNATHAN, A., AND JHA, N. K. A study
of the energy consumption characteristics of cryptographic algorithms and security
protocols. IEEE Transactions on mobile computing 5, 2 (2005), 128-143.

POowER METER STORE. Watts up pro portable power meter, Visited on 2020-01-09.
Available at https://www.powermeterstore.com/p1206/watts_up_pro.php.

QIAN, Z., AND Mao, Z. M. Off-path tcp sequence number inference attack-how
firewall middleboxes reduce security. In Security and Privacy (SP), 2012 IEEE Sym-
posium on (2012), IEEE, pp. 347-361.

QIAN, Z., MAO, Z. M., AND XIE, Y. Collaborative tcp sequence number inference
attack: how to crack sequence number under a second. In ACM CCS (2012), pp. 593~
604.

RaAza, S., SEITZ, L., SITENKOV, D., AND SELANDER, G. S3k: Scalable security with
symmetric keys—dtls key establishment for the internet of things. IEEE Transactions
on Automation Science and Engineering 13, 3 (2016), 1270-1280.

RazA, S., SHAFAGH, H., HEwaGE, K., HUMMEN, R., AND VoicT, T. Lithe:
Lightweight secure coap for the internet of things. IEEE Sensors Journal 13, 10
(2013), 3711-3720.

REISINGER, D. Twitter has suspended 1.2 million terrorist accounts since 2015.
Fortune (2018). , available at https://p.dw.com/p/1FyTF.

RESCORLA, E. Http over tls.

174


https://opennet.net/research/data
https://opennet.net/research/data
https://www.zdnet.com/article/anonymous-targets-isis-social-media-recruitment-drives-\in-opisis-campaign/
https://www.zdnet.com/article/anonymous-targets-isis-social-media-recruitment-drives-\in-opisis-campaign/
https://www.zdnet.com/article/anonymous-targets-isis-social-media-recruitment-drives-\in-opisis-campaign/
https://www.raspberrypi.org/
https://www.powermeterstore.com/p1206/watts_up_pro.php
https://p.dw.com/p/1FyTF

[240]

[241]

[242]

[243]

[244]

[245]

[246]

[247]

[248]

[249]

[250]

[251]

[252]

253]

RESCORLA, E. Rfc8446:the transport layer security (tls) protocol version 1.3. Tech.
rep., 2018.

RivesT, R. L., SHAMIR, A., AND ADLEMAN, L. A method for obtaining digital
signatures and public-key cryptosystems. Communications of the ACM 21, 2 (1978),
120-126.

RoBsHAW, M. The estream project. In New Stream Cipher Designs. Springer, 2008,
pp. 1-6.

ROSE, S. Rfc6944:applicability statement: Dns security (dnssec) dnskey algorithm
implementation status.

SABA, M. Will ’american dad’ define the saudis for us? Arab News (2005). , available
at http://www.arabnews.com/node/277392.

SAMAILA, M., SEQUEIROS, B., CORREIA, A., FREIRE, M., AND INAjcio, P. IoT
Hardware Development Platforms: Past, Present, and Future. 03 2018, pp. 107-139.

SAR, E. V. Saudi arabia government blocks the pirate bay (and
more). TorrentFreak (2014). , available at https://torrentfreak.com/
saudi-arabia-government-blocks-pirate-bay-140402/.

SAUDI VISION 2030. Vision 2030. http://vision2030.gov.sa/en. Online; accessed
14 April 2020.

SCHINDLER, W., AND ITOH, K. Exponent blinding does not always lift (partial) spa
resistance to higher-level security. In International Conference on Applied Cryptogra-
phy and Network Security (2011), Springer, pp. 73-90.

ScuomP, K., ALLMAN, M., AND RABINOVICH, M. Dns resolvers considered harmful.
In Proceedings of the 153th ACM Workshop on Hot Topics in Networks (2014), ACM,
p- 16.

ScHUBA, C. Addressing weaknesses in the domain name system protocol. Master’s
thesis, Purdue University, West Lafayette, IN (1993).

SEMERARO, G., MAGKLIS, G., BALASUBRAMONIAN, R., ALBONESI, D. H.,
DWARKADAS, S., AND ScoTT, M. L. Energy-efficient processor design using multi-
ple clock domains with dynamic voltage and frequency scaling. In Proceedings Eighth
International Symposium on High Performance Computer Architecture (2002), IEEE,
pp. 29-40.

SFAKIANAKIS, A., ATHANASOPOULOS, E., AND IOANNIDIS, S. Censmon: A web
censorship monitor. In USENIX Workshop on Free and Open Communication on the

Internet (FOCI) (2011).

SHIRAI, T., SHIBUTANI, K., AKISHITA, T., MORIAI, S., AND IwATA, T. The 128-
bit blockcipher clefia. In International workshop on fast software encryption (2007),
Springer, pp. 181-195.

175


http://www.arabnews.com/node/277392
https://torrentfreak.com/saudi-arabia-government-blocks-pirate-bay-140402/
https://torrentfreak.com/saudi-arabia-government-blocks-pirate-bay-140402/
http://vision2030.gov.sa/en

[254]

[255]

[256]

257]

[258]

[259]

260

[261]

[262]

263]

[264]

[265]

[266]
267]

SHULMAN, H., AND WAIDNER, M. Fragmentation considered leaking: port inference
for dns poisoning. In International Conference on Applied Cryptography and Network
Security (2014), Springer, pp. 531-548.

SiMMONS, G. J. A “weak” privacy protocol using the rsa crypto algorithm. Cryp-
tologia 7, 2 (1983), 180-182.

SIMMONS, G. J. The prisoners’ problem and the subliminal channel. In Advances in
Cryptology (1984), Springer, pp. 51-67.

SRISURESH, P., AND HOLDREGE, M. RFC 2663 - IP network address translator
(NAT) terminology and considerations. https://tools.ietf.org/html/rfc2663,
1999.

STEINFELD, R., AND ZHENG, Y. On the security of rsa with primes sharing least-

significant bits. Applicable Algebra in Engineering, Communication and Computing
15, 3-4 (2004), 179-200.

THALES. 2018 thales data threat report - global edition. Tech. rep., 2018.

THE NEW  ARAB. Saudi  Arabia  blocks  Turkish news sites
Anadolu, TRT amid continued Ankara-Riyadh  tensions. avail-
able at https://english.alaraby.co.uk/english/news/2020/4/12/
saudi-arabia-blocks-turkish-news-sites-anadolu-trt, note = Online;

accessed 14 April 2020 , year = 2020.

TiaN, Y., ZHANG, N., LiN, Y.-H., WANG, X., URr, B., Guo, X., AND TAGUE, P.
Smartauth: User-centered authorization for the internet of things. In 26th { USENIX}
Security Symposium ({ USENIX} Security 17) (2017), pp. 361-378.

USHE, S. Saudi arabia blocks viber messaging service. BBC' News (2013). , available
at https://www.bbc.com/news/world-middle-east-22806848.

VALENTA, L., SULLIVAN, N., SANSO, A., AND HENINGER, N. In search of curveswap:
Measuring elliptic curve implementations in the wild. In 2018 IEEE European Sym-
posium on Security and Privacy (EuroS€P) (2018), IEEE, pp. 384-398.

VAN R1swiik-DELJ, R., JONKER, M., AND SPEROTTO, A. On the adoption of the

elliptic curve digital signature algorithm (ecdsa) in dnssec. In 2016 12th International
Conference on Network and Service Management (CNSM) (2016), IEEE, pp. 258-262.

VAN R1Iswiik-DELJ, R., SPEROTTO, A., AND PRAS, A. Making the case for elliptic
curves in dnssec. ACM SIGCOMM Computer Communication Review 45, 5 (2015),
13-19.

VERIZON. Data breach digest: Perspective is reality. Tech. rep., 2017.
VERKAMP, J.-P., AND GUPTA, M. Inferring mechanics of web censorship around

the world. In FOCI (2012).

176


https://tools.ietf.org/html/rfc2663
https://english.alaraby.co.uk/english/news/2020/4/12/saudi-arabia-blocks-turkish-news-sites-anadolu-trt
https://english.alaraby.co.uk/english/news/2020/4/12/saudi-arabia-blocks-turkish-news-sites-anadolu-trt
https://www.bbc.com/news/world-middle-east-22806848

268]

[269]

270]

[271]

[272]

273

[274]

[275]

[276]

[277]

278]

279]

[280]

[281]

[282]

VIXIE, P. Dns and bind security issues. In Useniz Security (1995).

WaNG, X., SUN, Y., NANDA, S.; AND WANG, X. Looking from the mirror: evaluat-
ing iot device security through mobile companion apps. In 28th { USENIX} Security
Symposium ({USENIX} Security 19) (2019), pp. 1151-1167.

WANT, R. An introduction to rfid technology. IEEFE pervasive computing, 1 (2006),
25-33.

WEILER, S. Rfc3755:legacy resolver compatibility for delegation signer (ds). Tech.
rep., 2004.

WEILER, S., AND Bracka, D. Rfc 6840 - clarifications and implementation notes
for dns security (dnssec). https://tools.ietf.org/html/rfc6840, 2013.

WIENER, M. J. Cryptanalysis of short rsa secret exponents. IEEE Transactions on
Information theory 36, 3 (1990), 553-558.

WIRE FILTER. http://www.wirefilter.com/. Online; accessed 28 April 2020.

WRITER, S. ’isis is enemy no. 1 of islam,” says saudi grand mufti. Al-Arabiya News
(2014). , available at https://english.alarabiya.net/en/News/middle-east/
2014/08/19/Saudi-mufti-ISIS-is-enemy-No-1-of-Islam-.html.

Xu, X., MAo, Z. M., AND HALDERMAN, J. A. Internet censorship in china: Where
does the filtering occur? In International Conference on Passive and Active Network
Measurement (2011), Springer, pp. 133-142.

YAN, Z., ZHANG, P., AND VASILAKOS, A. V. A survey on trust management for
internet of things. Journal of network and computer applications 42 (2014), 120-134.

Yao, X., HAN, X., Du, X., AND ZHOU, X. A lightweight multicast authentication
mechanism for small scale iot applications. IEEE Sensors Journal 13, 10 (2013),
3693-3701.

ZHANG, K., DING, L., AND GUAN, J. Cryptanalysis of hummingbird-2. Tech. rep.,
Cryptology ePrint Archive, Report 2012/207, 2012.

ZHANG, Q., AND LIANG, Z. Security analysis of bluetooth low energy based smart
wristbands. In 2017 2nd International Conference on Frontiers of Sensors Technolo-

gies (ICFST) (2017), IEEE, pp. 421-425.

ZHANG, W., SUBRAMANIAN, N., AND WANG, G. Lightweight and compromise-
resilient message authentication in sensor networks. In IEEE INFOCOM 2008-The
27th Conference on Computer Communications (2008), IEEE, pp. 1418-1426.

ZITTRAIN, J., AND EDELMAN, B. Documentation of internet filtering in Saudi
Arabia. Harvard Law School, 2002.

177


https://tools.ietf.org/html/rfc6840
http://www.wirefilter.com/
https://english.alarabiya.net/en/News/middle-east/2014/08/19/Saudi-mufti-ISIS-is-enemy-No-1-of-Islam-.html
https://english.alarabiya.net/en/News/middle-east/2014/08/19/Saudi-mufti-ISIS-is-enemy-No-1-of-Islam-.html

[283] Zuo, C., WEN, H., LIN, Z., AND ZHANG, Y. Automatic fingerprinting of vulnerable
ble iot devices with static uuids from mobile apps. In Proceedings of the 2019 ACM
SIGSAC Conference on Computer and Communications Security (2019), pp. 1469—
1483.

178



	List of Figures
	List of Tables
	Introduction
	Motivation and Scope of Work
	Contributions of the Dissertation
	Contribution I: Client-Side DNS Attack
	Contribution II: CSProp, a Lightweight Cryptographic Primitive for Securing IoT
	Contribution III: Analysing Cryptographic Overhead on IoT Devices
	Contribution IV: Characterizing Internet Filtering in Saudi Arabia


	Background and Related Work
	DNS Cache Poisoning Attacks
	DNS Cache Poisoning Defenses
	Lightweight Cryptographic Defenses for IoT Environments
	Internet Filtering

	Collaborative Client-Side OS-Wide DNS Cache Poisoning Attack
	Attack Fundamentals and Threat Model
	OS-Wide DNS Caches
	Threat Model

	Attack Construction and Analysis
	Attack Overview
	Attack Scenarios
	Challenges and Detailed Attack Procedure

	Tailored Attack Strategies and Analysis
	Basic Attack Scenarios (Without NAT)
	Client behind NAT Attacks

	Evaluation
	Results of attacks without considering NAT
	Client behind NAT
	Analytical Model and Validation
	Discussion

	Concluding Remarks

	Ad Hoc System-Level Defense
	Attack Detection
	Attack Mitigation Strategies
	Empirical Defense Evaluation
	Other Recommendations

	CSProp: Ciphertext and Signature Propagation
	Background and Preliminaries
	The RSA Problem
	Low Public Exponent RSA
	Special Case Attacks on RSA with Low Public Exponents

	Ciphertext and Signature Propagation
	Definitions
	Propagating RSA Signatures
	Security Proof

	Applications of CSProp
	CSProp over DNSSEC
	Optimizing TLS handshakes with CSProp

	Evaluation
	CSProp over DNSSEC
	CSProp over TLS
	Comparison with Elliptic Curve Cryptography (ECC) Cipher Suites

	Concluding Remarks

	Analysing Cryptographic Overhead on IoT Devices
	Understanding Cryptographic Demands on IoTs
	Overhead of Conventional Cryptography
	Limitations of Existing Defenses

	An Empirical Study
	Comparison Between CSProp and Conventional Cryptography: Arduino Measurements
	Experimental Setup
	Performance Analysis
	Results


	Internet Filtering in the Kingdom of Saudi Arabia: A Longitudinal Study
	History and Background
	Overview of Internet Filtering Mechanisms
	DNS-level Blocking
	IP Address Based Blocking
	HTTP Filtering
	TLS Filtering
	Other Strategies

	Methodology
	Ethical Considerations
	Measurement Methodology
	Tool Overview
	Filtering at the Mobile App Level
	Measurement Vantage Points

	Results
	DNS Filtering
	IP Address Filtering
	HTTP Filtering
	TLS Filtering
	Mobile Application Filtering
	Relation Between Geopolitical Events and Internet Filtering

	Internet Filtering Infrastructure
	Concluding Remarks

	Future Work and Concluding Remarks
	Bibliography

