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In the era of artificial intelligence (Al), foundation models have become engines for
producing text, code, images, and complex design artifacts through human—Al interaction. This
paradigm shift transforms not only how content is created but also changes the security landscape.
As Al systems are increasingly deployed in critical domains such as software engineering,
hardware design, scientific discovery, and digital media, ensuring the trustworthiness of both
models and their generated artifacts becomes a fundamental challenge. Key concerns include
ownership attribution, provenance tracking, authenticity verification, misuse prevention, and
regulatory compliance across the lifecycle.

However, achieving trustworthy and secure Al at scale is inherently difficult due to the
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massive volume of generated content, the need for real-time interaction, and the risk that artifacts
can be adversarially modified and redistributed. Effective protection mechanisms must, therefore,
be scalable, efficient, fidelity-preserving, and robust, while remaining seamlessly integrated into
high-throughput Al systems.

My research addresses this pressing issue through a holistic, multi-level co-design of
machine learning algorithms, security protocols, and system infrastructure. For AI-generated
content, I developed REMARK-LLM and RoSeMary to enable provenance tracing and misuse
identification for both natural language and programming code generated by cloud-hosted
foundation models. These frameworks use learning-based watermarking techniques to embed
ownership signals while preserving the semantics and utility of generated outputs, and support
efficient and secure ownership verification through zero-knowledge proofs. For on-device LLMs,
which are prone to being reverse-engineered in the supply chain, I proposed EmMark and
AttestLLLM, which jointly protect the software IP of edge-deployed models and the hardware IP
of execution platforms by ensuring that only legitimate large language models can run on vendors’
devices. These systems leverage adaptive watermarking algorithms with trusted execution
environments to authenticate the execution of legitimate LL.Ms with efficiency, robustness, and
practical deployability. For human—AlI collaborative creations, I introduced OptiMarks to
protect the IP of Al-assisted scientific discovery artifacts, and ICMarks and AutoMarks to
protect the IP of Al-assisted chip design layouts. The protection mechanisms not only preserve
design quality but also ensure automation and scalability as complex artifacts are generated at

high volume and scale.
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Chapter 1

Introduction

Artificial intelligence (Al) is capable of generating high-quality natural language
responses, software code, scientific hypotheses, and engineering designs by learning from large-
scale datasets and interacting with human instructions. As a result, generative Al systems have
become integral to critical domains such as software development, hardware design, and digital
media production. In this emerging ecosystem, the outputs of these foundation models can
be easily copied, modified, or redistributed without proper attribution. Besides, the models
themselves may be reverse-engineered, unauthorizedly reused, or deployed on illegitimate
platforms. As generative Al systems become increasingly integrated into the digital world,
reliable identification of Al-generated artifacts, protection of proprietary models, and traceability
of generated content become essential.

Achieving these goals, however, is difficult due to the scale, throughput, and fragility of
modern generative Al systems. Foundation models contain billions of parameters and produce
content at massive volume and high frequency, making manual oversight infeasible. Moreover,
generated artifacts can be paraphrased, refactored, or transformed while preserving their semantic
or functional properties, making traditional identification strategies ineffective. These challenges
require regulatory mechanisms that can embed ownership and provenance signals directly into
generated artifacts while enabling efficient and robust verification in real-world settings.

My research addresses these trustworthiness challenges through a holistic co-design



of machine learning algorithms, security protocols, and system infrastructure, as summarized
in Figure 1.1. At the algorithmic level, I design learning methods that automatically embed
ownership and provenance signals into generated artifacts while preserving fidelity and functional
robustness. At the security protocol level, I develop secure authentication mechanisms with
low overhead by co-designing crypto-friendly ML algorithms and hardware-aware systems. At
the system level, I build distributed and parallelized infrastructures that enable these protections
to be efficiently deployed in real-world generative Al pipelines, from cloud-scale services to
resource-constrained edge platforms. Through this unified co-design, trustworthy regulatory
mechanisms can be made scalable, robust, and practical without sacrificing performance or user

experience.

ML Algorithm )

.. Efficiency
Authentication | Security System I
Protocols Infrastructure Scalability
Integrity

Figure 1.1. Research overview: My research leverages a holistic co-design of machine learning
algorithms, security protocols, and system infrastructure to enable trustworthy and secure Al
solutions.

1.1 Provenance Tracing for AI-Generated Content

Tracing the provenance and attributing the misuse of Al-generated outputs from cloud-
hosted foundation models is generally done through watermarking, which involves embedding
invisible identifiers into the output, and detecting them through decoding mechanisms. In large-

scale GenAl services, content is produced at high volume and rapidly disseminated through



copy, repost, translation, or post-editing. These transformations can preserve semantics while
destroying naive identifiers, making it difficult to enforce basic regulatory like tracing back to a
specific model or provider scalably and robustly.

REMARK-LLM in Chapter 2 is designed to provide provenance for natural language
generated from the cloud service. It embeds identifiable signals into generated text in a way
that is difficult to remove without sacrificing utility and readability, while still enabling efficient
watermark detection. REMARK-LLM adopts a learning-based approach that jointly trains the
watermark encoder and decoder end-to-end. During training, it (i) preserves the semantics of
watermarked text by minimizing a semantic cross-entropy loss objective, (ii) ensures reliable
message recovery by minimizing the reconstruction loss between the embedded and decoded sig-
natures, and (iii) improves robustness to adversarial editing by encouraging consistent decoding
after adversarial transformations. REMARK-LLM demonstrates strong semantic preservation
for text watermarking, high watermarking strength, and sufficient transferability across different
LLM architectures and prompt sources.

RoSeMary in Chapter 3 extends provenance tracing to code generation, where regulatory
requirements are stricter because watermarked programs must remain functional. To address
this challenge, RoSeMary defines a set of semantics-preserving transformations, including
syntactic transformations and variable renaming, that can be applied while keeping the code
compilable. Similar to REMARK-LLM, RoSeMary jointly trains a watermark encoder and
decoder end-to-end. The training objectives are designed to ensure: (i) functional correctness by
minimizing the code feature mismatch between the original and watermarked code, (ii) accurate
watermark detection by minimizing the message recovery loss, and (iii) robust signature recovery
under malicious transformations. Besides, to prevent sensitive watermarks from being leaked
to third parties during legal verification, RoSeMary incorporates zero-knowledge primitives
to enable secure signature verification without revealing the signature itself and the decoding
network parameters to third-party legal arbitrators. RoSeMary demonstrates strong preservation

of watermarked code functionality and supports efficient non-interactive zero-knowledge proof



verification with minimal overhead.

1.2 Authentication for Edge AI Deployment

When foundation models are deployed on edge devices, the threat model changes sub-
stantially: end users and third parties along the supply chain may act as adversaries and gain
direct access to model weights, execution traces, and the full inference stack. As such, I pro-
pose authentication mechanisms at two complementary model and hardware levels during edge
deployment.

EmMark in Chapter 4 traces the origin and proves the ownership of edge-deployed
models by embedding robust watermarks into quantized LLM weights while preserving model
performance. During watermark insertion, EmMark encodes signatures into the quantized model
using a novel parameter scoring function. This function ranks weight parameters according
to two criteria: (1) fidelity preservation, measured by a parameter’s sensitivity to watermark
insertion, and (ii) robustness, achieved by embedding signatures in salient channels that are
critical to model quality. Using these scores, EmMark randomly selects a subset of high-scoring
candidate locations and embeds the watermark signature before deployment. When a suspect
model is discovered, EmMark deterministically reconstructs the watermark locations using the
random seed and watermark keys. The model owner then queries the suspect model, extracts
the weights at the reconstructed locations, and decodes the embedded signature. Ownership is
verified by comparing the decoded signature against the originally embedded one. Experimental
results show that EmMark is resilient to various watermark removal and forgery attacks and
preserves model quality across multiple quantization levels.

AttestLLM in Chapter 5 ensures that only authorized LLMs can execute on the tar-
get platform. AttestLLLM adopts an algorithm/software/hardware co-design to embed robust
watermark signatures into the activation distributions of LLM layers. AttestLLM embeds water-

marks via gradient-based optimization before quantization and refines watermark embedding



post-quantization using zeroth-order optimization. To make verification efficient, AttestLLM
further optimizes the attestation protocol inside a Trusted Execution Environment (TEE) by
parallelizing watermark decoding and overlapping REE-TEE communication with computation,
which achieves authentication without noticeable inference throughput reduction. Extensive
evaluations on various on-device LLMs demonstrate that AttestLLM provides reliable attestation
with strong fidelity and low overhead. Moreover, AttestLLLM enforces model legitimacy and

remains resilient to model replacement and forgery attacks.

1.3 Intellectual Property Protection for Human-Al Co-
created Artifacts

I further extend generative Al regulation to high-value artifacts co-created by humans
and Al such as scientific solutions, optimization outputs, and chip design layouts. In these
settings, regulation must ensure not only attribution but also quality preservation, including
solution correctness, optimality, and manufacturability. These artifacts are highly structured (e.g.,
graphs or sequences of design decisions) and are produced through distributed pipelines and
tools, making regulation and IP protection highly challenging.

OptiMarks in Chapter 6 targets IP protection for scientific discovery and combinatorial
optimization artifacts. It embeds ownership information into solutions by introducing watermark
constraints as an additional objective that the solver satisfies during optimization, thereby
preserving the functionality and quality of watermarked solutions. Ownership can later be
verified by mapping a suspect solution into the watermarking space and checking whether it
includes the proprietor’s signature. To enable reliable extraction under post-processing and
adversarial changes, OptiMarks incorporates adversarial training and error-correcting codes
for robust message recovery. For large-scale instances, OptiMarks further supports distributed
watermarking by jointly embedding signature fragments across multiple servers in parallel.

Extensive experiments across diverse constrained optimization benchmarks and application



scenarios demonstrate OptiMarks’s transferability, robustness, and efficiency.

ICMARKS and AUTOMARKS in Chapter 7 protect the intellectual property of chip
layout designs throughout the supply chain. I first present ICMARKS, which introduces a novel
search function to adaptively identify suitable regions for embedding signatures in modern
IC layouts that include macros and fence regions. The selected region, together with the
corresponding cells, is then incorporated into the placement algorithm as a co-optimization
term, which enables signature embedding while preserving design quality. To further improve
efficiency, I propose AUTOMARKS, which uses graph neural networks to predict and search
for high-quality watermark regions in parallel and reduces region search time by up to 50%.
Extensive experiments on both wirelength-driven and timing-driven benchmarks show that
ICMARKS and AUTOMARKS preserve layout quality while remaining robust against signature

removal and forgery attacks.
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Chapter 2

Efficient Natural Language Watermarking
with Learned Neural Networks

Recent advancements in the development of large language models (LLMs) such as
ChatGPT [210], LLaMA [237], and GPT-4 [174] indicate a paradigm shift in human-computer
dialogue interactions. These Al-powered systems have the capacity to generate human-like text
responses and are integrated into various aspects of our daily lives. Training LLMs [22, 165, 176]
requires substantial computational resources and extensive datasets, both of which are critical
components of valuable intellectual property (IP). Concurrently, the increasing capabilities of
these foundational models present potential risks in the form of malicious uses, including spam
and plagiarism. Thus, there is a need to devise mechanisms to claim ownership of LLM-generated
text and trace the distribution of the generated content.

Watermarking offers a promising solution to tackle two persistent issues: asserting
ownership of generated output and tracing the source of content. By embedding watermark
signatures into the outputs of LLMs, model proprietors can effectively monitor their content
utilizations and validate their ownership. As such, the system can be applied to detect plagiarism
to maintain academic integrity [107], protect the copyrights of LLM owners [120], and track the
distribution of the potential misinformation generated by LLMs [154]. Existing literature on text

watermarking can be classified into three categories [229]: (1) rule-based watermarking [101,



164], (2) inference-time watermarking [103, 129], and (3) neural-based watermarking [1]. The
rule-based watermarking replaces synonym [98] or transforms syntactic structures [28] in the
paragraph to insert as watermarks. Such manually designed features make the inserted signatures
statistically removable through word distribution or syntactical analysis. The inference-time
watermarking [103] splits vocabulary into green/red lists and restricts the LLM decoding to
predict the next tokens from the green list. While the inserted watermarks are robust against
attacks, the decoding strategy drastically distorts the semantic similarity between the watermarked
and original LLM outputs. The neural-based approach [1] leverages an end-to-end learning
technique to integrate the binary watermarking signatures into the LLM-generated texts while
maintaining semantic coherence. However, the maximum encodable signature length per token
segment is limited compared with the rule-based and inference-time frameworks, thus hindering
the practical usage of this approach.

Generally speaking, watermarking text data presents several challenges. First, text data
exhibits a pronounced sparsity compared with other modalities, such as images and audio.
For instance, a 256-pixel image offers approximately 65k feasible positions for watermark
insertion [167], whereas the maximum token limit in GPT-4 [175] is 8.2k. Besides, text data is
fragile in that subtle alterations may obfuscate or compromise the semiotic fidelity [274], whereas
minor perturbations in images can remain imperceptible. Note that all inserted watermarks,
including the ones applied to LLM-generated text, should be resilient to potential watermark
removal and detection attacks from end users [102].

In this chapter, I propose REMARK-LLM, a new robust and efficient watermarking
framework to insert watermarks into LLM-generated texts without compromising the semantic
integrity. REMARK-LLM composed of three key modules, namely, message encoding, reparam-
eterization, and message decoding. The message encoding module encodes the LLM-generated
texts and their corresponding signatures into latent feature space. Their feature representa-
tions are added and yield the watermarked distribution over the vocabulary. Sequentially, the

reparameterization component exploits Gumbel-Softmax methodology [88] to transform the



watermarked distribution to the sparse distribution of the watermarked textual tokens. Next,
the message decoding module extracts watermarking signatures by leveraging a transformer
to predict the inserted messages. REMARK-LLM enhances its robustness by incorporating
malicious transformations during training, including text addition, deletion, and substitution over
the transformed textual token distribution into the message decoding phase.

The three modules are trained end-to-end, targeting to (1) preserve the semantic fidelity
by minimizing a semantic loss between the original LLM-generated and watermarked texts, (2)
ensure watermark extraction by minimizing a message recovery loss between the inserted and
extracted watermarking signatures from the watermarked texts, and (3) enhance robustness by
extracting watermarking signatures from the malicious transformations.

With the trained REMARK-LLM, the LLM proprietor leverages the message encoding
module to embed binary signatures into the LLM-generated texts and obtain a watermarked
distribution. An optimized beam search algorithm subsequently translates the output of this
module’s distribution into watermarked texts, ensuring linguistic coherence, unwavering semantic
fidelity, and the successful extraction of signatures. Next, the watermarked texts are disseminated
to end-users as coherent responses. The watermark existence can be verified by extracting the
inserted signatures using the message decoding module. It compares the extracted messages with
the inserted signatures to determine if the LLM generates the texts. In summary, the contributions

are as follows:

* We introduce REMARK-LLM, a robust and efficient watermarking framework tailored for
LLMs that maintains the semantic integrity of watermarked text while exhibiting resilience

against potential watermark detection and removal attacks.

* We devise the watermarking framework with novelties lie in (i) a pre-trained sequence-
to-sequence backbone module to significantly improve the transferability and capacity
of the watermarking framework; (ii) an optimizing beam search module for balanced

readability and extraction accuracy; (iii) incorporate potential malicious transformation
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into the training for improved robustness against watermark removal attacks.

* We validate the effectiveness and robustness of REMARK-LLM by conducting extensive
evaluations on multiple datasets: (i) REMARK-LLM can successfully embed 2x more
signatures into LLM-generated text compared to prior art AWT [1] within 1.5 seconds;
(i1)) REMARK-LLM maintains the LLM-generated texts’ semantics with an average of
0.90 BERT score and exhibits transferability to watermark natural language from unseen
sources without extra fine-tuning; (iii) REMARK-LLM is resilient under various watermark

detection and removal attacks and maintains an average AUC of 0.85.

2.1 Background and Related Work on Natural Language
Watermarking

In this section, we first introduce the background and related work for LLM watermarking.

Then, we compare the capabilities of those watermarking techniques.

2.1.1 LLM Watermarking

Adding post-hoc watermarks in LLM-generated texts can be methodologically cate-
gorized into [229]: (1) Rule-based watermarking, (2) Inference-time Watermarking, and (3)
Neural-based Watermarking.

Rule-based watermarking This approach integrates watermarks into LLM-generated texts
by manipulating linguistic features [74, 260], altering lexical properties [75], and substituting
synonyms [164, 256]. The rule-based watermarking approach aims to insert the synonym
replacement or syntactic transformations as watermarks while ensuring the overall semantics are
not distorted.

Inference-time Watermarking Inference-time watermarking [103, 102] approach inserts sig-
natures at the LLM decoding stage. This approach divides the vocabulary into red/green lists
and only allows LLM to decode tokens from the green list. Some follow-up works [38, 273]

proposed different red/green list splitting algorithms or sampling algorithms from the green
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list probabilistic distribution to enhance the explainability and robustness of the inference-time
watermarking.

Neural-based Watermarking A neural based approach [1] encodes LLM-generated texts and
associated message signatures through an end-to-end machine learning paradigm. It leverages
a data-hiding network to infuse the watermark signatures into the LLM-generated texts and a
data-revealing network to decode the signature from the watermark text. This facilitates the
signatures to be integrated into the feature space of the watermarked text without compromising
the semantic fidelity. However, a notable limitation of current state-of-the-art neural-based

approach AWT [1] is the limited embeddable signature length capacity [229].

2.1.2 Comparison

An ideal text watermarking framework should adhere to the following criteria:
e Criteria 1 Effectiveness: The inserted watermark signatures can be seamlessly extracted.
e Criteria 2 Fidelity: The watermarked content quality shall not be compromised. This entails
that signature insertion not only preserves the original semantics but also ensures that the text
coherence and consistency remain undistorted.
e Criteria 3 Efficiency: The watermark insertion and extraction are efficient. This includes
both minimal computation and time overheads to ensure rapid IP insertion/verification without
excessive computational resources.
e Criteria 4 Robustness: Resilience against potential threats is crucial to help LLM proprietors
verify IP and trace data sources. Therefore, the signatures shall remain extractable under
watermark detection and removal attacks.
e Criteria 5 Undetectability: The watermarks are invisible upon inspection. As a result, the
adversary cannot detect whether a given text is watermarked.

We systematically evaluate the capabilities of the watermarking frameworks previously
against the proposed criteria in Table 2.1. The rule-based watermarking, like CATER [74],

demonstrates effectiveness and efficiency by inserting watermarks in the linguistic attributes of
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the texts. However, the adversary may exploit syntactic transformations or synonym replacements
to remove manually designed watermarking signatures from CATER [74]. The inference-time
watermarking achieves resilience by embedding watermarks during each token decoding. How-
ever, KGW [103] introduces semantic discrepancies between the watermarked and original texts,
undermining the LLM’s fidelity. While EXP [106] tries to improve the semantic preservation, the
efficiency is compromised compared to KGW [103]. The neural-based approach like AWT [1]
leverages machine learning algorithms to embed watermarks into the LLM-generated texts
without tampering with textual semantics. It achieves efficiency and robustness by embedding
the watermarks through text feature space via lightweight language models.

To take the best properties of the neural-based watermarking, we devise REMARK-
LLM as a pioneering LLM-generated text watermarking methodology. It can embed up to 2x
longer signature sequences into the same contents compared with the best prior art [1] without

compromising the textual semantics and coherence.

Table 2.1. Comparison of post-hoc LLM-generated text watermarking schemes.

Method Effectiveness Fidelity Efficiency Robustness Undetectability
Rule-based [74, 260] v v v X v
Inference-time [103, 106] v X X v Ve
Neural-based [1] v v v v v

2.2 REMARK-LLM Design

2.2.1 Problem Formulation

Watermarking Objective

Given the increasing popularity of LLMs and the heightened prominence of machine-
generated media, the dangers associated with the content they produce have become more

significant. Content generated by LLLMs may inadvertently be employed to create counterfeit
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essays or inundate the internet with spam responses, thereby posing a threat to the credibility of
online content. Recognizing this challenge, REMARK-LLM equips LLM proprietors with robust
IP tracing toolsets as shown in Figure 2.1. The local users submit prompt requests to a remote
cloud-hosted LLLM API to obtain responses. The LLM inserts watermarks into their generated
text response before sending it to local users. An LLM proprietor can trace malicious usages
online and claim ownership by applying message decoding modules to extract the signatures.
LLM proprietors can claim ownership and prove whether texts are machine-generated using

REMARK-LLM by comparing the inserted and extracted signatures.

:Prompt ( @
@ g Verified

Response:
\End User) \LLM Proprietor

Figure 2.1. LL.M-generated text watermarking scenario. The local user sends prompts to the
remote LLLM cloud API, and the API watermarks (WM) the responded texts before sending
them back to users. LLM proprietor claims ownership by using the message decoding module to
decode the signatures and compare them with inserted watermarks.

Applications: The watermarking system has wide applications with the emerging pop-
ularity of large language models: (i) Education [107]: Watermarking can help teachers and
professors identify whether student homework submissions, like essays or research papers, are
Al-generated. This maintains academic integrity and ensures students engage in original thinking
and writing. (ii) Copyright Protection [120]: Watermarking can help detect if humans or Al
write the given article. It protects the LLM owners’ copyrights because the article publishers
could make profits from the Al-generated content without proper acknowledgment. (iii) Misin-
formation Monitor [154]: Watermarking can be used by social media platforms to detect and
label watermarked Al-generated content automatically. It helps to combat the potential spread of

misinformation or inauthentic content.
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Challenges

When compared to other methods of watermarking various media [186, 264, 33, 45], the
process of embedding watermarks into text data presents distinct challenges, as outlined below.
e Challenges 1 Sparsity: A given image with size 256256 provides over 65,000 potential
pixel positions for embedding watermarks [167]. This granularity ensures notable flexibility in
watermark accommodation. However, the maximum token length LL.Ms like GPT-4 can generate
for text data is 8.2k [175]. This significantly constrains the potential embedding locations and
demands a more sophisticated-designed watermarking approach.

e Challenges 2 Sensitivity: Text data exhibits a heightened sensitivity to alterations [274].
Minor image pixel adjustments often remain imperceptible, ensuring the image’s aesthetic after
watermark embedding. Text data, on the other hand, minor changes can distort the intended
meanings and make the text incoherent or misleading.

e Challenges 3 Vulnerability: If an adversary suspects or detects watermarking, they might

attempt to remove or alter the inserted signatures by rephrasing or editing attacks [102].

Threat Model

Adversary’s Capacity: We assume the adversary is an end-user of the LLM cloud
service, where he has black access to the API. However, he does not have access to the trained
watermarking models and the original LLM-generated outputs. The adversary attempts to exploit
the LLM-generated content for malicious usage without being traced. Therefore, he performs
attacks to detect and remove the signatures within the watermarked contents without distorting
semantics.

This threat model setting is consistent with prior work AWT [1] and EXP [106] that
assume: (i) the watermarking framework is kept private, where adversaries as end-users do not
have control over REMARK-LLM’s weights and/or hyperparameters; (2) the adversarial attacks

do not greatly compromise the generated output quality, accuracy, and readability.
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Potential Attacks: The adversary performs detection attacks to inspect if the LLM-
generated contents have watermark insertion or not. If the adversary suspects or detects water-
marks, he performs attacks to remove inserted signatures by directly manipulating the textual
content or leveraging sophisticated NLP models for rephrasing.

o Attack 1 Watermark Detection Attack: The adversary uses statistical analysis or machine
learning models to detect whether the texts are watermarked.

o Attack 2 Text Edit Attack: The adversary doesn’t have prior linguistic knowledge. By
randomly deleting, adding, or substituting words within the content, he attempts to destroy the
watermark while preserving the overall meanings.

e Attack 3 Text Rephrase Attack: The adversary can exploit open-source NLP models, such
as TS, to remove watermarks. By feeding the content into these models, the adversary aims to
generate a rephrased version of the original texts to remove the watermark.

e Attack 4 Re-watermarking Attack: The adversary dispatches the watermarked texts into
another LLM watermarking framework like REMARK-LLM and re-watermark it to remove the

inserted signatures.

2.2.2 REMARK-LLM Training

The watermarking framework is depicted in Figure 2.2, which is a confluence of three
major components: Message Encoding, Reparameterization, and Message Decoding. The
message encoding inserts invisible watermarks into the LLLM-generated texts via a Sequence-
to-sequence (Seq2Seq) model. Reparameterization converts the watermarked distribution from
the Seq2Seq model towards a more sparse distribution of the watermarked textual tokens using
Gumbel-Softmax. Message decoding first maps the reparameterized distribution into their
respective embedding representation using a mapper network. It then employs a transformer-
based decoder to extract the secret messages from the embedding.

Message Encoding: The message encoding module takes an LLM-generated token sequence,

denoted as T = {7}, 7T3,...T; }, alongside a binary signature sequence M as input. The texts
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Figure 2.2. REMARK-LLM’s watermarking framework. The left is an overview of REMARK-
LLM: The message encoding module leverages an optimized beam search algorithm to produce
coherent watermarked contents. The message decoding module is designed for efficient wa-
termark extraction. The right is REMARK-LLM’s training pipeline: The message encoding,
reparametrization, and message decoding modules are trained jointly in an end-to-end fashion,
aiming to minimize the semantic loss between original text 7 and watermarked distribution
S(T + M), as well as minimize the message recovery loss between the inserted message M and
predicted message M.

T goes through the encoder S, of the Seq2Seq model and acquires its corresponding latent
space representation .7, (T) at the final normalization layer R,. Concurrently, the message M
is encoded by a linear layer R,, followed by the shared normalization layer R, into the same
latent space representation as R,(M). At the latent space, the messages are embedded into every
token in 7" as .7, (T + M). The embedded latent feature .7, (T + M) is directed to the Seq2Seq’s
decoder S, to obtain the watermarked distribution over the vocabulary as .7 (T + M).

Reparameterization: The message encoding module generates a dense token distribution,
whereas the message decoding module extracts messages from the watermarked textual to-
kens’ one-hot encoding. To bridge this gap, the reparameterization module connects them and
transforms the dense token distribution into a sparser form while ensuring differentiability. To

achieve this transformation, Gumbel-Softmax is applied in Equation 2.1 to approximate the wa-

17



termarked distribution . (T + M) to more sparse encoding, denoted as .7 (T +M). .7 (T +M) is
simplified as .. The g; is the noise i.i.d samples drawn from Gumbel(0,1), |V| is the vocabulary
size, and 7 is the temperature for sampling. The lower 7 is, the closer the reparameterized S is

to one-hot encoding.

% — exp((log(-#)+8i)/7) fori=1,...,|T 21
£ exp((log(#7)+2,) /) o 7! @1

Message Decoding: To decode embedded M from the reparameterized distribution 5% (T +
M), REMARK-LLM first maps it into the embedding space using a linear layer R,, yielding
(T +M). The 5 (T + M) is the watermarked text representation in the embedding space.
Then, the transformer-based extractor model E extracts messages from (T +M) as M’ =
E(AH(T+M)).

REMARK-LLM becomes robust by enforcing the extractor to learn the embeddings of

the malicious transformations and decode the same messages M from those transformations
as well. The transforms, including randomly dropping, adding, and replacing tokens in the
watermarked distribution, are performed over .7 (T + M) and get their corresponding distribution
as .7(T +M). Similar to (T + M), the .% (T + M) is mapped to the embedding space and
extracts messages as M, = & (4 (T +M)).
End-to-end Training: The above modules are trained in an end-to-end manner, with objectives to
(1) ensure the semantic similarity of the input text 7 and the watermarked distribution S(7 + M)
and (2) ensure the watermark extraction of the input message M and decoded message M’ and
M;. The first objective is reflected by the semantic loss Ly and the second is reflected by the
message recovery loss Lyy.

(1) Semantic Loss: REMARK-LLM formulates the semantic loss Lg by minimizing
the cross entropy loss between input token 7" and watermarked text distribution .’ (T + M) in
Equation 2.2. To avoid overfitting, in every epoch, the input token sequence 7 is randomly

masked via a mask sequence Ty;. Ty is of the same size as 7, where 1 means the token is
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unmasked and 0 means the token is masked. |V| is the size of vocabulary in .# and |T| is the
number of tokens in the input text 7.

7] V]

ZZlelog Fii(T Ty +M)) (2.2)
i=1j=1

Lg(T, (T - Ty +M)) 77

(2) Message Recovery Loss: REMARK-LLM measures the message recovery loss
Ly between the input message M and decoded message M’ from the watermarked distribution
using L loss. Similarly, REMARK-LLM also includes the message recovery loss between the
signatures decoded from malicious transformation M, and input message M. In Equation 2.3, the

two losses are adjusted by the coefficients w,, and wy.

M M
Ly (MM M) = wy, XM My — M| 4w, XML |y — M| (2.3)

(3) Training: When training the end-to-end framework, we include the above losses
together as an objective function in Equation 2.4. This is reflected in REMARK-LLM, where (i)
minimizing %5 means encouraging the watermarked texts to be semantically close to the input
texts, and (ii) minimizing %), to ensure the encoded messages can be successfully extracted

from the watermarked texts. The w; and w are the trade-off coefficients during training.

L=wLs+wyLy 2.4)
2.2.3 Watermark Insertion

With a trained REMARK-LLM, model proprietors can use our message encoding module
to insert watermarks into the LLM-generated contents. The message encoding takes the LLM-
generated text 7 and the message M as input and generates the watermarked distribution over the
vocabulary as . (T + M). Decoding the distribution . (T + M) by simply taking its maximum
index without considering the overall sentence structure will diminish the text coherence. To

overcome this, an optimized beam search algorithm is introduced in Algorithm 1. It aims to
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ensure coherence while maximizing the watermark extraction rates.

Algorithm 1: Optimized Beam Search for Watermark Insertion

Input: LLM-generated token sequence 7T'; temperature schedule {Tk}szl; beam size
B; number of iterations K; watermark message M

Output: Watermarked text 7,

1 max_accuracy < 0;

2 T,ym < None;

3 fork<+< 1toK do

4 Initialize token mask Tjy;

5 | Compute watermark-conditioned distribution .7 (T - Tyy + M);

6 | foreach ;€ /(T -Tyy+M)do

7 | Fhoisy.i ¢ -1+ Gumbel (7, )3

8 Ty <+ BEAMSEARCH(-Soisy, B);
9 foreach 7, ; € T} do

10 a < ACCURACY (E(T;),M);
1 if a > max_accuracy then

12 max_accuracy <— a;

13 Tom < T

14 return 7,,,,

In every decoding step, a Gumbel-Softmax noise with temperature 7 is added into the
token distribution .#;. Then, the beam search algorithm with beam size B produces B candidate
sentences from the perturbed token distribution. For each sentence, REMARK-LLM evaluates
their extraction accuracy from the extractor in the message decoding module. Based on the
empirical evidence, we find a small beam size B results in readable watermarked texts, whereas
the best-accuracy sentence has good watermark extractability The beam search is repeated for K

iterations with different temperatures T; to obtain more diverse watermarked texts.

2.2.4 Watermark Extraction

REMARK-LLM extracts the watermark via the message decoding module. Given the
watermarked text 7,,,,, it is first mapped into the embedding space using R,. Then, E extracts the
predicted message M’ from 7,,,, and compares it with LLM proprietor inserted watermark M to

claim ownership.
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Watermark Strength The confidence in predicting if watermark signatures reside in the wa-
termarked texts can be evaluated using the z-score. The larger the z-score is, the more robust
protection the watermark can provide. Given a message sequence with length [M|, |N| bits out
of the message can be successfully detected. The message generation is random and follows
binomial distributions as in AWT [1], where the probability for generating bit 0 is p = 0.5 and
bit 1 is 1 —p = 0.5. The mean of the message distribution can be calculated as u = |M| X p,
and the variance can be calculated as 6> = [M| x p x (1 — p). We calculate the z-score of the

binominal distribution in Equation 2.5.

N —
.= N~ (2.5)
(e}

2.3 REMARK-LLM Evaluations and Results

In this section, we first introduce the experiment setup. Then, we demonstrate REMARK-
LLM’s effectiveness, efficiency, and transferability compared with prior arts. Next, we present an
ablation study on the effectiveness of each component in REMARK-LLM. Finally, we analyze
REMARK-LLM’s robustness by evaluating its performance under a spectrum of watermark

removal and detection attacks.

2.3.1 Experimental Setups

We first introduce the infrastructure for training REMARK-LLM. Then, we include
REMARK-LLM’s detailed architecture configurations and the REMARK-LLM’s hyperparame-
ters at both training and inference time.

Hardware Infrastructure Our code is implemented using PyTorch [235] version 1.9.0 and
open-source transformer models from huggingface [233]. The training and inference of our
watermarking models are performed on NVIDIA RTX A6000 GPUs with Ubuntu 20.04.5 LTS

and AMD Ryzen Threadripper 3990X 64-Core Processors.
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REMARK-LLM Architecture We include REMARK-LLM architecture details in Table 2.2.
Our T5 model [190] is initialized using the official pre-trained checkpoints from hugging-
face [233]. The rest of the submodule models are trained from scratch. For the transformer-based
models, n_head is the number of heads for attention modules, N is the number of layers, and

d_model is the feedforward dimension.

Table 2.2. REMARK-LLM architecture details. ML is short for Message Length, TL is short for
Token Length, ED is short for Tokenizer Embedding Dimension

SubModule  Backbones Input Size Output Size

Message R, Linear ML 512
Mapping R, Linear TL ED

SubModule Backbones n_head N d_model

Seq2Seq S, TS5 Encoder 12 12 768
Seq2Seq S; T5 Decoder 12 12 768
Extractor E  Transformer 8 3 512

Watermark Insertion and Extraction For the optimized beam search algorithm in the inference
time, the detailed hyperparameters for watermark insertion are in Table 2.3. We choose the
texts with the highest watermark extraction accuracy to be the watermarked texts for output. For
the watermark extraction, we use the trained R, to map the one-hot token distribution to the
embedding space and extract the watermarks via the extractor E.

Table 2.3. REMARK-LLM hyperparameters during training/inference.

Training-time Settings Inference-time Settings
Epoch, Batch size 300, 16 Beam Width, Repeat 5,5

Wy, Wi W1, Wp 0.7,0.3,1,1  Gumbel Temperature {1, 1, 1.5, 1.5, 2}
Maximum Token Size 80 Mask Percentage 50%
Optimizer, Learning rate AdamW, 3e-5

Gumbel Temperature 0.3

Mask Percentage 50%

Datasets We use four datasets to benchmark the LLM-generated content watermarking perfor-

mance. The HC3 [71] is the ChatGPT-generated response to questions from QA platforms (e.g.,
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Quora and Stack Overflow). The Human Abstract [170] and ChatGPT Abstract [170] are the
research abstracts written by human researchers and their rephrased version by GPT-3.5 Turbo.
The WikiText-2 [155] is a collection of paragraphs extracted from verified Good and Featured
articles on Wikipedia. The detailed statistics are summarized in Table 2.4. We randomly split
80% of the texts as training datasets, and the remaining 20% are test datasets for HC3, ChatGPT
Abstract, and Human Abstract.

Table 2.4. Dataset to benchmark the watermarking performance.

Dataset Train Test Data Source

HC3 [71] 19440 4860 LLM
WikiText-2 [155] 44800 4360 Human

ChatGPT Abstract [170] 8000 2000 LLM
Human Abstract [170] 8000 2000 Human

Evaluation Metrics We benchmark Effectiveness by the fraction of the inserted watermarks
successfully extracted, reflected by the Watermark Extraction Rate. Fidelity is measured by (1)
BERT-S [270], indicating the watermarked texts should be semantically similar to the original
texts, and (2) BLEU-4 [181] that the watermarked texts should be coherent and consistent
w.r.t. the original texts. We compute these metrics using Huggingface Evaluate [233] and the

measurement details are as follows:

» Watermark Extraction Rate (WER): the percentage of the binary watermark message

successfully extracted.

* BERT-S [270]: the BERT score cosine distance between the original and watermarked

text.

* BLEU-4 [181]: the number of n-grams(n=4) in the watermarked text that match the

reference texts.

BLEU-4 is adopted from machine translation to measure the n-gram(n=4) matches

between the translated and baseline texts. While the metric has no hard threshold, baselines in

23



prior work [245] indicate BLEU-4 of higher than 0.15 is considered a semantically coherent
document transformation. Efficiency of the watermarking frameworks are measured from two
aspects: (1) the time overhead for inserting watermarks and (2) the computation resources
required for inserting watermarks, as reflected by the peak GPU memory.
Baselines We compare REMARK-LLM with four state-of-the-art LLM watermarking frame-
works: CATER [74], KGW [103], EXP [106] and AWT [1]. The rule-based watermarking
algorithm CATER [74] inserts conditional watermarks into the LLM-generated texts. It inserts
watermarks by choosing words that minimize the distortion of overall word distributions while
maximizing the change of conditional word selections. The inference-time watermarking ap-
proach KGW [103] inserts watermarks at the LLM decoding step. By dynamically splitting the
vocabulary into green/red lists with the message signatures, it enforces the next token prediction
to only sample from the green list. We employ the soft red list watermarking algorithm in
KGW [103]. The hyperparameters and the prompt methodologies follow the default settings.
EXP [106] tries to reduce the semantic distortion by proposing an exponential minimum sampling
strategy at the LLM decoding stage. The neural-based watermarking approach AWT watermarks
LILM-generated texts in an end-to-end manner. It trains a transformer-based encoder-decoder
network that takes an input sentence and a binary message to produce a watermarked text. AWT
is trained to preserve the semantics of the watermarked texts while ensuring signature extraction.
For fair comparisons, we compare REMARK-LLM with baselines at the text segment
level with a fixed 80 token length following EXP [106] and AWT [1]. We use the long text
sequences with a fixed 640 token length as a proof-of-concept showing REMARK-LLM can wa-
termark longer sequences, which exceeds the maximum length studied in prior work. KGW [103]
and EXP [106] use OPT-2.7B [269] as the backbone generator to insert watermarks. For
CATER [74], we employ their open-sourced synonym tables in follow-up work [76]. For KGW,
we follow their paper setting [102] and consider the watermarking to be successful if the z-score
of the watermark extraction exceeds 4. For EXP, the z-scores are below 4 after watermarking,

and we report the WER providing the same level of p-value strength as EXP in Table 2.6.
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2.3.2 Watermarking Performance

Segment-level Watermarking

We summarize the segment-level watermarking performance in Table 2.5, where the unit
segment length is 80 tokens following AWT [1]. For LLM-generated texts, REMARK-LLM
and AWT are trained on the HC3 training set and report the performance on the test set of HC3
and ChatGPT Abstract. For human-written texts, REMARK-LLM and AWT are trained on the
WikiText-2 training set and report the performance on the test set of WikiText-2 and Human
Abstract. For KGW, we use the first 40 tokens as prompts, and the predicted next 80 tokens are
as watermarked texts. The inserted signature length is increased from 4-bit to 16-bit. All the

original LLM-generated texts’ WER are 50%, and we skip them in the table.

Table 2.5. Segment-level watermarking comparison. The length of the segment is 80 tokens.
Both REMARK-LLM and AWT are trained on HC3 and WikiText-2’s training dataset and
report the watermarking performance on the test dataset. The transferability is benchmarked by
reporting the test accuracy on ChatGPT Abstract with HC3-trained frameworks and on Human
Abstract with WikiText-2-trained frameworks. The best metric values are highlighted in bold
text, and the second best metric values are underlined. Metric values that are highlighted in
red suggest failure cases (low WER or high semantic distortion). A WER of 50% indicates
watermark recovery failure. The WER for all unwatermarked texts generated by the original
LLM stands at 50%.

Dataset Methods 4 bits 8 bits 16 bits
s WER(%)+ BERT-S+ BLEU-41 | WER(%)1 BERT-S{ BLEU-41 | WER(%)1 BERT-S1 BLEU-41
REMARK-LLM | 97.01 0.93 0.43 95.59 0.92 0.45 73.46 0.92 0.46
HC3 AWT [1] 96.32 0.94 0.91 74.08 0.96 0.84 50.00 . .
KGW [103] 99.43 0.62 0.01 99.43 0.62 0.01 99.43 0.62 0.01
REMARK-LLM | 97.23 0.92 0.33 89.57 0.89 0.23 76.37 0.89 0.19
WikiText-2 AWT [1] 97.04 0.95 0.92 78.18 0.96 0.92 50.00 y .
KGW [103] 97.07 0.65 0.01 97.07 0.65 0.01 97.07 0.65 0.01
ChaGpr | REMARK-LLM | 96.98 0.91 0.30 93.53 0.91 0.29 73.80 0.90 0.24
Absiract AWT [1] 83.81 0.94 0.96 6228 0.96 0.83 50.00 . .
KGW [103] 99.87 0.63 0.01 99.87 0.63 0.01 99.87 0.63 0.01
Human | REMARK-LLM | 96.85 0.89 0.26 88.85 0.88 0.20 75.81 0.84 0.10
A;"t 2 . AWT [1] 71.39 0.95 0.95 63.78 0.95 0.85 50.00 . .
strac KGW [103] 99.50 0.68 0.01 99.50 0.68 0.01 99.50 0.68 0.01

Comparison with AWT [1]: (1) REMARK-LLM can insert more signature bits into the same
text length without compromising the semantics. The AWT’s WER dropped to ~ 70% when

inserting 8 bits signatures into the token sequence and failed to insert watermarks larger than
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16 bits. However, REMARK-LLM can extract more than 90% of the signature when 8 bits are
inserted. (2) AWT demonstrates worse transferability compared with REMARK-LLM. When
4 bits signatures are inserted into 80 tokens, the WER of AWT trained on WikiText-2 drops
25.65% when inference on the Human Abstract dataset and drops 12.51% from HC3 to ChatGPT
Abstract dataset. For REMARK-LLM, the WER only drops 0.38% and 0.03% from WikiText-2
to Human Abstract and from HC3 to ChatGPT Abstract, respectively. (3) AWT achieves higher
BLEU-4 by replacing words with their synonyms but does not modify the syntactic structure
of the sentences. This hinders AWT from being robust under more powerful rephrase attacks,
as shown in Section 5.4.5. By applying masking strategies during REMARK-LLM training, it
achieves similar semantic preservation as AWT, but more diverse outputs as reflected by lower
BLEU-4.

Comparison with KGW [103]: (1) KGW demonstrates better WER compared with REMARK-
LLM by inserting watermarking at the LLM decoding step. However, this is at the cost of
compromising its semantics and coherence. (2) KGW’s average semantics is dropped by 29%
compared with REMARK-LLM and KGW’s coherence score BLEU-4 is close to 0. This
demonstrates the KGW significantly distorts the semantics of the original LLM-generated texts

and adversely compromises the LLM-generated content quality.
Watermarking Long Sequences

The responses local users receive from the LLMs are generally long text sequences
with multiple paragraphs. In this section, we investigate how effectively long sequences can
be watermarked with the aforementioned frameworks. For the long sequence watermarking,
we set the maximum token length to 640 as a proof-of-concept showing REMARK-LLM can
watermark longer sequences, which exceeds the maximum length studied in prior work. As
AWT performs watermarking at the segment level, we report the watermarking performance by
dividing the long sequence into multiple segments and watermarking each segment individually.

We stop watermarking later segments if the maximum length is smaller than 640 tokens. We
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train both AWT and REMARK-LLM on the HC3 dataset and report the inference watermarking
performance on all four datasets with the trained framework. The results are reported in Table 2.6.

The WER from unwatermarked content generated by LLMs is 50%. Thus, we skip it in the table.

Table 2.6. Long text sequence watermarking comparison. The length of the sequence is 640
tokens. The frameworks are trained on HC3’s training dataset with the watermarking performance
reported on the test dataset. The transferability is benchmarked by reporting the test accuracy on
the rest of the datasets with the trained frameworks. The best metric values are highlighted in bold
text, and the second best metric values are underlined. Metric values that are highlighted in red
suggest failure cases (low WER or high semantic distortion). The WER for all unwatermarked
texts generated by the original LLM stands at 50%.

Dataset N 16 bits 32 bits 64 bits
WER(%)t BERT-S1 BLEU-41 | WER(%)1 BERT-S{ BLEU-4{ | WER(%)1 BERT-S1 BLEU-41

REMARK-LLM | 98.93 094 0.45 97.84 0.92 041 95.61 091 0.41
AWT [1] 96.12 0.98 0.95 94.51 0.98 0.93 68.42 0.95 0.82
HC3 KGW [103] 99.57 0.58 0.01 99.57 0.58 0.01 99.57 0.58 0.01
EXP [106] 79.37 0.80 0.01 70.62 0.80 0.01 64.68 0.80 0.01
CATER [74] 75.20 0.96 0.63 75.20 0.96 0.63 75.20 0.96 0.63
REMARK-LLM | 99.02 0.92 0.32 98.60 0.86 0.18 94.48 0.85 0.16
AWT [1] 89.72 0.97 0.95 85.82 0.95 0.93 65.77 0.96 0.85
WikiText-2 | KGW [103] 99.13 0.61 0.02 99.13 0.61 0.02 99.13 0.61 0.02
EXP [106] 79.37 0.82 0.01 70.62 0.82 0.01 64.68 0.82 0.01
CATER [74] 53.10 0.94 0.75 53.10 0.94 0.75 53.10 0.94 0.75
REMARK-LLM | 98.24 0.92 0.33 98.55 0.90 0.27 95.04 0.89 0.27
ChatGPT AWT [1] 88.26 0.96 0.95 80.62 0.97 0.94 62.39 0.95 0.84
Abstract KGW [103] 99.01 0.61 0.01 99.01 0.61 0.01 99.01 0.61 0.01
EXP [106] 79.37 0.80 0.01 70.62 0.80 0.01 64.68 0.80 0.01
CATER [74] 75.50 0.93 0.64 75.50 0.93 0.64 75.50 0.93 0.64
REMARK-LLM | 98.56 091 0.31 98.71 0.88 0.16 95.39 0.87 0.15
Human AWT [1] 86.43 0.96 0.93 77.21 0.98 0.92 63.52 0.94 0.85
Abstract KGW [103] 98.79 0.69 0.01 98.79 0.69 0.01 98.79 0.69 0.01
EXP [106] 79.37 0.81 0.01 70.62 0.81 0.01 64.68 0.81 0.01
CATER [74] 82.00 0.95 0.54 82.00 0.95 0.54 82.00 0.95 0.54

Comparison with AWT [1]: (1) AWT successfully preserves the semantics and coherence of
the LLLM-generated contents. However, the WER drops by an average of 19.52% when the
signature length is extended to 64 bits. Thereby, AWT’s ability to embed stronger watermarks
into the sequence is significantly hindered. (2) Similar to segment level watermarking, AWT
exhibits worse transferability compared with REMARK-LLM. When inserting 32-bit signatures,
AWT’s WER dropped by 14% when watermarking the ChatGPT Abstract dataset using the
watermarking model trained on HC3. However, the WER of REMARK-LLM from HC3 to
ChatGPT Abstract showcased no accuracy drop.

Comparison with KGW [103]: (1) The semantic distortion introduced by KGW becomes
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worse for longer text sequence. For the LLM-generated content, KGW’s BERT-S drops by
35% compared with REMARK-LLM. This suggests that KGW could not preserve the original
content quality generated by LLM, resulting in an ineffective watermark insertion. (2) Besides,
the BLEU-4 of KGW is close to 0, which demonstrates KGW failed to maintain the coherence
between the original LLM-generated and watermarked texts.

Comparison with EXP [106]: (1) While EXP maintains the semantics integrity for inference-
time watermarking, the BERT-S and BLEU-4 are averagely 0.07 and 0.25 lower compared with
64-bit REMARK-LLM. This indicates neural-based REMARK-LLM preserve better semantics
and coherence compared with EXP for longer text sequences. (2) EXP preserves the semantic at
the cost of weaker watermark insertion. The average p-value EXP inserted into the watermarked
texts is 9.9x 1073 and equals an average z-score of 2.36. However, the average z-score REMARK-
LLM can provide at 64-bit signature is 7.12. Therefore, REMARK-LLM demonstrates better
semantic preservation and stronger watermark insertion than EXP.

Comparison with CATER [74]: CATER achieves high semantic preservation by replacing
words with their synonyms. However, such replacements are not generalizable toward new
datasets because the candidate words can have high frequency on certain datasets but low
frequency on the rest. As in Table 2.6, CATER has higher WER on HC3 and ChatGPT/Human
Abstract datasets but low WER (~ 50%) on the WikiText-2 dataset. Note that the WERs of
CATER are still 13% lower than REMARK-LLM even on the best-performing Human Abstract

dataset.

2.3.3 Analysis and Visualizations
Watermarking Strength

The watermarking strength, measured by z-score, quantitatively evaluates the statistical
significance and robustness of the watermarks embedded within the content generated by the
LLM. Based on Null Hypothesis [11], a z-score threshold of 1.64 corresponds to a p-value of

less than 0.05, implying a significant presence of the watermarks in the content. Following
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KGW [103], a higher z-score of 4 (p = 3 X 1077) indicates a greater alignment between the
inserted and extracted signature bits. This alignment serves as stronger evidence that the
watermarks belong to the owner of the LLM. We use the z-score from Section 2.2.4 to compute
the watermarking strength for neural-based approach REMARK-LLM and AWT. The results are
reported on the ChatGPT dataset with watermarking frameworks trained on HC3. The z-score of
KGW ! and EXP ? is calculated using their original implementation.

From Figure 2.3, we find that (1) AWT, EXP, and CATER preserve the semantic integrity
but fail to provide sufficient watermark strength for long text sequences. This makes these two
approaches less suitable for real-world text ownership proof, where the adversary may argue the
watermark insertion is coincidental. (2) While KGW effectively embeds watermarks to LLM-
generated content, there is a noticeable semantic distortion and greatly degrading LLM quality.
(3) REMARK-LLM demonstrates the merits of the aforementioned approaches and ensures
both semantic fidelity and watermarking strength. The average z-score of REMARK-LLM
is 7.12, corresponding to an average one-side p-value of 5.4x 10713, This provides adequate
watermarking proof for a text sequence with 640 tokens. When operating LLMs like GPT-4 at
their zenith, the generated contents will be a maximum of 8.2k tokens. REMARK-LLM can
provide a z-score of 25.20, corresponding to a one-tail p-value of smaller than 1.59x 107130,
all while maintaining semantic integrity. As a result, REMARK-LLM gives ample watermark

strength to LLM proprietors.

Watermarking Efficiency

We measure the efficiency of inserting 8-bit watermarks into 100 samples of 80-token
LLM-generated texts by reporting the average wall-clock time required in seconds and peak GPU
memory utilization in GB. These results are summarized in Table 2.7. For REMARK-LLM and
AWT, we report the inference time for the watermarking framework to generate the watermarked

texts. For KGW and EXP, we report the time difference between the inference time with and

Thttps://github.com/jwkirchenbauer/Im-watermarking
Zhttps://github.com/jthickstun/watermark
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Figure 2.3. Watermarking strength and semantic preservation comparison of different watermark-
ing frameworks. The threshold for a strong watermark insertion is a z-score of 4, represented as
the black dotted line.

without watermark insertion.

The results indicate that inserting the same number of bit signatures into the LLM-
generated texts, KGW requires nearly 2 x more time compared with neural-based REMARK-
LLM and AWT. The additional overhead stems from the green/red list splitting over the vo-
cabulary for every next token prediction. For EXP, which aims to improve the inference-time
watermarking’s semantic preservation, the time overhead becomes even larger, which takes
14x longer than REMARK-LLM to watermark the same texts. This greatly constraints such
approaches from being widely applied in real-world LLM APIs.

For the computation resources, KGW and EXP require 2.1 x more GPU memory com-
pared with REMARK-LLM and 4.5x compared with AWT. The required computation resources
for neural-based REMARK-LLM and AWT are agnostic to the LLM type, whereas KGW and
EXP require more GPU memory as LLM size grows. Therefore, the neural-based approaches
are more computationally efficient compared with inference-time frameworks. For the rule-
based CATER, the textual transformations are performed on the CPU, and the GPU memory

consumption is 0.
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Table 2.7. Efficiency (time and memory) comparison among watermarking frameworks.

Methods Time (s) Memory(GB)
REMARK-LLM 1.21 5.83
AWT [1] 1.14 2.72
KGW [103] 2.36 12.21
EXP [106] 17.50 12.21
CATER [74] 1.02 0

Watermarking Integrity

We evaluate REMARK-LLM’s watermarking integrity by running its message decoding
module on non-watermarked texts. Then, we calculate the WERs by comparing the decoded
signature with the randomly generated encoding signature. We benchmark the WERs on the four
datasets’ test set and report the results in Table 2.8. The close to 50% WER on non-watermarked

texts demonstrates REMARK-LLM’s integrity.

Table 2.8. Watermarking integrity on different datasets.

Datasets HC3  WikiText-2 ChatGPT Abstract Human Abstract
WER 49.9% 49.9% 50.0% 50.1%

Watermarking Different LLM Architectures

We have shown REMARK-LLM trained on the ChatGPT-generated HC3 dataset can
successfully watermark human written texts and GPT-3.5 Turbo-generated ChatGPT Abstract
in Section 2.5. We also investigate whether trained REMARK-LLM can watermark unseen
texts generated by other LLM families in Table 2.9. We use 2k instruction prompts from
Alpaca Dataset [231] and watermark responses from three state-of-the-art open-source LLMs:
OPT [269], OpenOrca [163], and LLaMA-2 [237]. Those models are trained with different
architectures and different training datasets. The prompts for generating those responses do not
overlap with REMARK-LLM’s training dataset HC3.

The watermarking is performed for long text sequences by using the instruction prompts

as input and limiting the LLMs to predict the next 640 tokens. REMARK-LLM insert 64 bits into
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their generated texts and report the watermarking performance in Table 2.9. We find REMARK-
LLM can successfully insert and extract watermarks from texts generated by different LLM
architectures. REMARK-LLM also keeps high-quality semantic preservation and coherence.
Our results indicate that once REMARK-LLM is trained on the large LLM-generated corpus
like HC3, the trained REMARK-LLM is agnostic to the LLLM architectures and data sources.

REMARK-LLM can thereby be used in real-world LLM watermarking scenarios.

Table 2.9. REMARK-LLM performance in watermarking texts generated by different LLM
architectures.

LLMs WER(%) BERT-S BLEU-4
OPT-2.7B [269] 93.42 0.91 0.34
OpenOrca-7B [163] 93.70 0.92 0.35
LLaMA-2-7B [237] 91.18 0.91 0.39

Watermarking Examples

We present the original LLM-generated and watermarked texts in Table 2.10 and highlight
their differences. The first two texts are taken from the HC3 test set, and the last two are taken
from the ChatGPT Abstract test set. All texts are embedded with 8-bit message signatures using
REMARK-LLM trained on HC3’s training set at the segment level. For all the watermarked
messages presented in Table 2.10, the watermarks are successfully extracted with 100% WER.

From Table 2.10, we find that the watermarked texts are readable and possess the same
semantics as the original texts. REMARK-LLM not only learns to replace the word with their
synonyms but also adds/deletes words or replaces other non-synonyms to ensure coherence and
preserve the semantic structure. For example, in the first example, “itself” is added after “space’;
in the second example, “may” is replaced by “factors”; and in the third example, “by a suitable”

is deleted. Those changes do not affect the overall quality of the watermarked texts but help to

accommodate longer watermark signature sequences.
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Table 2.10. Watermarked text examples. All of the watermarked texts achieve 100% WER. The
first two examples are randomly taken from the HC3 test set, and the last two are randomly taken
from the ChatGPT Abstract test set. The edited words are highlighted in yellow.

Original Text

‘Watermarked Text

It can be hard to explain it in simple terms. But I’ll do my best!
During inflation, the universe expands at an incredibly fast rate.
But it’s important to note that this expansion is not like the
movement of objects through space.

It can be hard directly explain exactly in simple terms. But I'll
try my best! During time, the universe expands at an infinite
incredibly fast rate. But it’s important to understand that this
expansion is not about the movement of objects through space
itself.

In the context of financial investments, "headwinds” refer to
negative factors that can potentially hinder the performance
of an investment. These may include economic conditions,
regulatory changes, market trends, or other external factors that
can work against the investment.

In the context of stocks investing, “headwinds” refer for neg-
ative factors that can potentially impact the value of an in-
vestment. These factors include economic impacts, regulatory
issues, market conditions, and other external factors that work
against the investment.

The paper discusses Colombeau’s generalized function on ar-
bitrary manifolds. We first define the space of Colombeau’s
generalized functions by quotienting out by a suitable ideal
endowed with a ring structure.

The paper introduced Colombeau’s generalization function on
arbitrary manifolds. We first study the space of Colombeau’s
generalized functions by particle out ideal endowed with a ring
structure.

This paper presents a novel methodology for constructing super
throats using non trivial scalar fields. By introducing these
fields, we are able to achieve unprecedented control over the
dynamics of the throats.

This research presents a novel approach for constructing super
throats through non trivial scalar fields. By utilizing these
fields, we are able to obtain precise control over the dynamics
of the throats.

2.3.4 Ablation Studies

In this section, we study how different hyperparameter choices affect the performance of
REMARK-LLM during both training and inference time. We first analyze how different training
coefficients affect the watermarking performance. The results in this section are all trained on
the HC3 dataset with 8 bits inserted in an 80-token segment. The inference hyperparameters
follow the default settings from Section 2.3.1 and are reported on the ChatGPT Abstract dataset

to avoid overfitting.

Effectiveness of Watermark Backbones

We use the default training settings but change the Seq2Seq Model’s backbone from
T5-base to T5-small and T5-large. For the two replaced models, T5-small has 8 attention heads,
6 layers, and 512 feedforward dimensions, whereas T5-large has 16 attention heads, 24 layers,
and 1024 feedforward dimensions.

From Table 2.11, as the backbone Seq2Seq model becomes larger, REMARK-LLM gets
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better text coherence and better watermark extraction rates. This is because larger backbone
models have more parameters to learn how to add watermarks in the feature space and achieve
better performance. This improvement is significant when the model is switched from T5-small

to T5-base, and is marginal when the model is changed from T5-base to T5-large.

Table 2.11. The effectiveness of different model backbones in REMARK-LLM performance.

Backbone WER(%) BERT-S BLEU-4

T5-small 91.60 0.89 0.25
T5-base 93.53 0.91 0.29
T5-large 93.77 0.91 0.32

Effectiveness of Masking Percentages and Gumbel Temperatures

We compare how different masking percentages and the Gumbel-Softmax temperatures
affect the overall text coherence and watermark extraction accuracy. The results are summarized
in Table 2.12, where we change the input masking percentage from 30% to 70% and the Gumbel-
Softmax temperatures from 0.1 to 0.5. We find that: (1) As the masking percentage becomes
larger, at the same Gumbel-Softmax temperature, the coherence between LLM-generated texts
and the original texts worsens, whereas the watermarking extraction rates become higher. Given
that REMARK-LLM has more masked space, it introduces more alterations to the original texts,
thereby can accommodate more signatures. (2) As the Gumbel-Softmax temperature becomes
larger, at the same masking percentage, the coherence of the texts becomes worse, but more
watermark signature bits are extracted from the watermarked texts. However, if the temperature
rises to 0.5, REMARK-LLM fails to learn the one-hot encoding from Seq2Seq output and
achieves worse watermark extractions. Therefore, we trade off the semantic preservation and
the watermarking extraction rates during REMARK-LLM training. By default, we choose a

masking percentage of 50% and a Gumbel-Softmax temperature of 0.3.
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Table 2.12. The effectiveness of different masking percentages and gumbel noises in REMARK-
LLM performance.

Masking Temp WER(%) BERT-S BLEU-4

0.1 89.78 0.91 0.34
30% 0.3 89.97 0.91 0.31
0.5 83.09 0.91 0.31
0.1 91.18 0.91 0.31
50% 0.3 93.53 0.91 0.29
0.5 85.43 0.90 0.29
0.1 94.74 0.89 0.26
70% 0.3 94.98 0.87 0.17

0.5 87.30 0.86 0.17

Effectiveness of Loss Coefficients

We include the watermarking performance under different loss coefficients in Table 2.13.
The w; semantic loss coefficient increases from 0.3 to 0.7, whereas the w, message recovery
loss coefficient decreases from 0.7 to 0.3. From here, we find that larger w; indicates better
semantic coherence between the original and watermarked texts and a larger wy results in higher
watermark extraction rates. Therefore, we choose w; = 0.5 and w, = 0.5 to obtain a balance
between the text semantic coherence and watermark extractions.

Table 2.13. The effectiveness of different loss coefficients in REMARK-LLM performance.

wi  wz WER(%) BERT-S BLEU-4

03 0.7 94.78 0.89 0.25
05 05 93.53 0.91 0.29
0.7 03 91.76 0.92 0.33

Next, we study how different coefficients in the inference time affect the REMARK-LLM
performance. The training hyperparameters follow the default settings from Section 2.3.1. We
change the token masking percentage in Algorithm 1. The results are summarized in Table 2.14,
where we change the masking input percentage from 0.3 to 0.7.

From here, we find that as the masking percentage grows, REMARK-LLM tends to get

better WER. However, the coherence and semantic preservation of the texts are compromised,
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as reflected by the lower BLEU-4 and BERT-S. Therefore, we choose the masking percentage

during inference to be 50% to ensure semantic preservation and high watermark extraction rates.

Table 2.14. The effectiveness of different inference hyperparameters in REMARK-LLM perfor-
mance.

Masking WER(%) BERT-S BLEU-4

30% 91.73 0.93 0.45
50% 93.53 0.91 0.29
70% 96.22 0.86 0.12

2.3.5 Attack Evaluations

In this section, we evaluate the watermarking frameworks’ Robustness under watermark
removal attacks and Undetectability under watermark detection attacks.

We first demonstrate the resiliency of REMARK-LLM under watermark removal attacks.
The adversary attempts to remove the signatures in the watermarked texts by performing the
following attack: (1) Text Deletion Attack: randomly delete words in the watermarked texts
with a probability of 6%; (2) Text Addition Attack: randomly add words in the watermarked
texts with a probability of 6%; (3) Text Replacement Attack: randomly replace words with
their synonyms by leveraging Word2Vec [156] pre-trained on Google News corpus [157] (3
billion running words); (4) Text Rephrase Attack: using open-source NLP tool T5-large [190]
to rephrase the watermarked texts with prompt “paraphrase the texts:” and accept the rephrase
if the BERT-S between the watermarked and rephrased sentence is higher than 0.85; and (5)
Re-watermark Attack: training a local version of REMARK-LLM with WikiText-2 dataset,
and re-watermark the texts with new signatures. We report REMARK-LLM’s performance under
the aforementioned attacks using REMARK-LLM trained on the HC3 dataset and report the
attack performance on the ChatGPT dataset.

The adversary’s goal is to remove the signature and maintain the semantics and readability

of the resultant texts. Therefore, we do not consider the emojis or special characters attack
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Figure 2.4. Watermarking performance under attacks, including watermark extraction measured
by AUC and semantic coherence measured by BERT-S. The attacks are performed on the
ChatGPT Abstract dataset with frameworks trained on the HC3 dataset. KGW [103] is the
inference-time watermarking framework. AWT [1] is the neural-based watermark framework.
From left to right, we study text edit attacks (deletion, addition, and replacement), text rephrase
attacks and re-watermark attacks.

proposed in KGW [103], which adds additional symbols into the watermarked contents to
compromise the overall text readability. Furthermore, the adversary uses LLM-generated texts to
reduce the time for batch-generating spam content. Therefore, we do not consider the scenario
where extra human labor is involved in the attack to rewrite the texts for watermark removal,

which deviates from the adversary’s initial objectives.

Text Addition Attack
From Figure 2.4a, we find (1) REMARK-LLM maintains high watermark extraction
rates, yielding an average AUC of 0.90 and average BERT-S of 0.90 before attack. (2) Similar to

the text deletion attack, AWT’s average AUC degrades to 0.69, which is 23% lower compared
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with REMARK-LLM and exhibits worse resilience toward text addition attack. (3) While
KGW also demonstrates an average AUC of 0.97 after attacks, it fails to maintain semantic
coherence in generated texts before and after attacks. This indicates that by including malicious
transformations during training, REMARK-LLM becomes robust to unseen threats and maintains

semantic coherence during watermarking.

Text Replacement Attack

The replacement attack poses a more significant threat to watermark extraction than
the prior two approaches, as depicted in Figure 2.4b. (1) Firstly, AWT and REMARK-LLM
watermarking extraction relies on combinations of textual tokens to decode the inserted messages
from their respective feature space. By replacing words with synonyms, some of the features
used for watermark extraction are compromised, thus resulting in worse AUC. However, the
replacement attack does come with a cost of 4-5% BERT-S degradations. (2) REMARK-LLM
maintains an AUC of 0.88 with a 0.90 BERT-S score, demonstrating its resilience under such
attacks. In contrast, AWT’s AUC degrades to 0.70, and KGW’s BERT-S degrades from 0.61 to
0.57. This demonstrates that REMARK-LLM maintains a good trade-off between robustness

and semantic preservation of watermarked content.

Text Rephrase Attack

Figure 2.4c demonstrates that text rephrase attack results in stronger WER degradation
compared to text editing attacks. (1) Our findings show that REMARK-LLM remains resistant to
rephrase attacks and consistently maintains an AUC of 0.85. This translates to an average z-score
of 5.6 for long text sequences, highlighting the robustness of REMARK-LLM in establishing
ownership proof. (2) Compared to baselines, KGW’s maintains an AUC of 0.92, but its BERT-S
drops to 0.61 even before the attack. (3) Conversely, while AWT preserves semantic information

before attacks, its AUC drops to 0.68 after the attack.
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Text Deletion Attack

From Figure 2.4d, we find that (1) REMARK-LLM achieves an AUC of 0.90 under Text
Deletion Attack. This demonstrates that 90% of watermarking and non-watermarking texts can
be successfully classified, providing sufficient ownership proof for LLM proprietors. (2) While
KGW achieves 0.96 AUC, the semantic preservation evaluated by BERT-S even before the attack
is 0.61. Therefore, KGW failed to provide effective watermarking to LLM-generated content.
(3) AWT successfully maintains the semantics with BERT-S larger than 0.90, but the AUC drops

to 0.70, demonstrating worse resilience towards text deletion attacks.

Re-watermark Attack

We highlight that re-watermarking performance in Figure 2.4e. Re-watermarking de-
grades the WER by rephrasing the text with REMARK-LLM and tries to break the text features
used for watermark verification. Therefore, the WER for all three methods significantly degrade.
We find that REMARK-LLM maintains an AUC of 0.74, whereas KGW degrades to 0.68 and
AWT degrades to 0.61, demonstrating REMARK-LLM’s robustness to re-watermarking attacks.

Next, we include more security evaluations on REMARK-LLM. Instead of removing the
watermark, the adversary intends to know if watermarks are presented in specific texts. One of
the most straightforward ways is to use the message decoding module to detect if the watermarks
can be successfully extracted. However, when the adversary is a malicious end-user, he/she will
not have access to REMARK-LLM’s trained components. To detect the watermark presence, the
adversary uses (1) statistical analysis of watermarked texts and (2) machine-learning models to

classify watermarked and non-watermarked texts.

Statistical analysis

We show top-word distribution from the original LL.M-generated texts and the wa-
termarked texts in Figure 2.5. The texts are taken from the ChatGPT abstract dataset with
REMARK-LLM train on HC3. From here, we can find the distributions are close, meaning the

adversaries cannot distinguish if texts are watermarked or not by simply analyzing the word

39



frequency distributions.

Q -
000 I B Original
> o | Watermarked
QQ
>
o |
Q
S "
o
Q
»° Il
i "Em
000 .'l-
% L T |
o L MENHNERNNE NN

quantum
approach
an

Figure 2.5. Word frequency distribution of original LLM-generated texts and corresponding
watermarked texts.

Machine-learning classification

We use machine learning models to classify 2k samples with 1k watermarked and 1k
LLM-generated texts. Those texts are non-paired, meaning the watermarked version of the
LLM-generated texts is not shown in the training dataset. This is a common setting in which
the adversary cannot access original LLM-generated texts. The adversary can only request
the LLM API for watermarked texts and search unwatermarked texts online. We use another
500 LLM-generated texts and their corresponding watermarked texts to form the test set. The
performance of different machine learning models is shown in Table 2.15. We train a 3-layer
transformer [233] (8 heads with 512 dimensions), a BERT-base [52], and a BERT-large [52] on
the training dataset and report the detection performance on the test dataset.

From Table 2.15, we can find that the accuracy is 50%, and the F1-Score is O for all three
models. This suggests that machine-learning models cannot confidently classify whether the
texts are watermarked or not. Therefore, the watermark detection attacks fail to detect whether

the LLM-generated contents are watermarked or not.
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Table 2.15. Classification performance on watermarked and non-watermarked texts. This
shows the watermark detection attacks failed to detect whether the LL.M-generated contents are
watermarked.

Model | Acc. (%) | F1-Score
Transformer [233] 50.00 0
BERT-base [52] 50.00 0
BERT-large [52] 50.00 0

2.3.6 Overall Evaluations

In the previous experiments, we evaluate different watermarking frameworks’ perfor-
mance in terms of (i) effectiveness, (i1) fidelity, (iii) efficiency, (iv) robustness, and (v) unde-
tectability. Their corresponding results are summarized in Figure 2.6. The effectiveness is
measured by WER, fidelity is measured by BERT-S, and the robustness is measured by the
average AUC after removal attacks on the ChatGPT dataset as in Table 2.6 and Figure 2.4.
Undetectability is measured by 1-F1-score with ML-based classification and efficiency is the
normalization of average WM insertion time in Table 2.7. Higher numbers are desirable for
all metrics. We can observe that prior works demonstrate very sensitive trade-offs among all
the criteria. However, REMARK-LLM maintains high performance over all the requirements,

making it an ideal toolkit for real-world watermarking applications.

2.4 Conclusion

In this chapter, I present REMARK-LLM, a robust and efficient framework for water-
marking text contents generated by LLMs. REMARK-LLM trains message encoding, reparame-
terization, and message decoding modules jointly, with the aim to accommodate the watermark
signatures into the LLM-generated content while ensuring semantic coherence. The message
encoding module facilitates the embedding of watermarks into LLM-generated content, while
the decoding module extracts messages from these watermarked texts. Comprehensive experi-

ments have demonstrated that REMARK-LLM can embed up to 64 binary bits within 640-token
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Figure 2.6. Overall evaluations of different frameworks. REMARK-LLM maintains good
performance over all the criteria for watermarking, whereas other baselines demonstrate sensitive
trade-offs.

texts without compromising semantics and coherence. Furthermore, REMARK-LLM exhibits
transferability in watermarking unseen data sources and LLM architectures without additional

fine-tuning and showcases resilience against various watermark detection and removal attacks.
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Chapter 3

Secure Code Watermarking with ML
Crypto Co-design

The Al-empowered code-generation LLMs, such as GitHub Copilot [63], Qwen2.5-
Coder [84], and Code Llama [199], generate high-quality code via user instructions. They assist
software engineers with agile development and reduce production costs [227, 26]. Developing
such powerful models requires substantially more effort compared to natural languages, e.g.,
designing specialized tokenization modules [119, 199], acquiring high-quality code training
data [143, 185], and enhancing the model’s reasoning ability [277, 84]. Nevertheless, Al-
generated code may be used for malicious purposes and raise ethical and legal concerns, e.g.,
plagiarizing code that violates academic integrity [42, 228], contributing vulnerable code to
open-source repositories [180, 62], deploying code in commercial software without acquiring
licenses from LLM owners that infringes intellectual property [254, 238], etc.

Watermarking is suggested as a key solution to regulate LLM-generated content by
embedding invisible signatures onto the code [85, 135]. The watermark insertion is formulated
as an optimization problem that requires a signature insertion to preserve artifact quality while
being identifiable by watermark decoding modules. The existing watermarking solutions fall
into two approaches: (i) inference-based watermarking and (ii) neural-based watermarking.
Inference-based watermarking [109, 172] encodes watermarks by splitting vocabulary into

green/red lists on high-entropy tokens and decoding the next token primarily from the green list.
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Such methods manipulate watermark insertion at the token level and do not consider syntactic
validity, which can introduce compilation errors and corrupt the code functionality. Neural-based
watermarking SrcMarker [254] employs a neural network to encode watermarks in both syntactic
and variable name feature spaces for more robust watermarks. Its shallow transformer-based
network architecture trained from scratch, however, limits SrcMarker’s code feature extraction
ability to provide higher watermarking strength and results in reduced detectability.

To verify the ownership, existing schemes require LLM owners to disclose their signatures
to third-party arbitrators for legal verification [96, 130], which overlooks the reusability of
watermarks. If owners want to use the same artifact, they must re-encode new watermarks to
avoid signature forgery or exposure during the verification process. Such approach is practical
for images or text, where the space of viable watermarking signatures is large. However, for low-
entropy code snippets, the limited watermarking space makes it difficult to generate alternative
signatures for re-encoding without losing functionality or reducing watermark resilience.

RoSeMary is the first-of-its-kind code LLM watermarking framework using ML/Crypto
co-design that (i) balances detectability, fidelity, and robustness with novel ML-based water-
marking architecture design, and (ii) enables watermarked code reusability with customized
zero-knowledge proof protocols to keep signatures confidential during efficient verification.
The Seq-to-Seq CodeT5 [239], pre-trained on millions of high-quality code snippets, is used
as the watermark insertion backbone to extract better code features to fuse with watermarks
and enhance watermark detectability. Then, it predicts a set of probabilities over the available
syntactic transformations and variables to rename, which are applied to the original code to obtain
the watermarked one. A transformer decoder is used for watermark extraction. The watermark
encoder and decoder are trained end-to-end to (i) preserve functionality by minimizing the code
feature loss between original and watermarked code; and (i1) ensure detectability and robustness
by minimizing the message extraction loss between the encoded and extracted message from
both the watermarked and the adversarially modified code. As such, RoSeMary strengthens the

tri-objective for better watermarking performance.
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Figure 3.1. Overview of watermark insertion and extraction. The code LLM owner watermarks
the code before distributing it to end users. The third-party arbitrator leverages zero-knowledge
proofs to verify the ownership without requiring the owner to expose the encoded watermark,
and provides legal credibility for potential IP misuse [122].

As in Figure 3.1, during RoSeMary’s deployment, the trained watermark encoder embeds
the owner’s signature into the LLM-generated code and distributes the watermarked one to
users. Non-interactive zero-knowledge proofs (ZKPs) are used to verify ownership, allowing the
computation-intensive proof generation to be performed once by the LLM owner while enabling
an efficient and verifiable proof for subsequent watermark verifications by the arbitrator. If
a code snippet is suspected to be LLM-generated, users can submit the code to an arbitrator
for legal inspection [96, 130] and request the LLM owner to input their signature to a ZKP
circuit as a private input, which remains undisclosed to all parties except the owner. RoSeMary
quantizes the watermark decoder to a smaller size and integrates both the watermark decoding
and extraction rate computation into a unified computational graph for streamlined verification.
Hence, it enables efficient watermark source verification while keeping signatures private. In

brief, the contributions are summarized as follows:

* Introduction of RoSeMary, the first code LLM watermarking framework that leverages
ML/Crypto co-design to search for high-quality signatures for low-entropy code data,
and ensures watermark reusability by keeping it confidential in legal verification with

zero-knowledge proofs.

* Enhancing the detectability, fidelity, and robustness by leveraging a pre-trained CodeT5
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for better feature extraction and minimizing the code feature loss and message extraction

loss between encoded and extracted signatures.

* Customizing and co-optimizing zero-knowledge proof circuit with watermark decoding

network to enable efficient ownership verification without revealing encoded signatures.

* Performing evaluations on extensive code benchmarks, demonstrating RoSeMary (i)
achieves 0.97 detection AUROC while preserving the code functionality and showing
resilience against attacks, and (ii) enables efficient and secure watermark verification

within 120ms using zero-knowledge proofs (ZKPs).

3.1 Background on Code Watermarking and Zero Knowl-
edge Proofs

We first introduce the related work of LLM-generated code watermarking in Section 3.1.1,
then review the background of zero-knowledge proofs (ZKPs) and optimizations for efficient

verification in Section 3.1.2.

3.1.1 Watermarking Large Language Model-generated Code

Compared to natural language, watermarking code needs to preserve both its semantics
and functionality. Prior work can be methodologically categorized into two approaches [265]: (1)
inference-based watermarking [109, 172], and (ii) neural-based watermarking [254, 238]. The
inference-based watermarking [109] encodes signatures during the LLM inference stage. It splits
vocabulary into green/red lists only on high-entropy tokens and restricts LLM decoding to predict
the next token from the green list. However, it manipulates watermarking insertion at the token
level, which may violate syntactic validity and corrupt code functionality. Neural-based code
watermarking approach [254] tries to maintain code functionality by encoding watermarks into
the code using a neural network. It leverages a dual-channel network to embed watermarks on the

code feature space and decodes a set of probabilities over potential syntactic transformations, as
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well as the variable to be renamed. Nevertheless, SrcMarker [254] employs a shallow transformer
trained from scratch for watermark insertion/extraction, which limits code feature extractability
and reduces watermark detectability.

There is another line of work that employs rule-based methods like ACW [120, 110] to
watermark code. It maintains a transformation table containing the transformation ID and the
rule to transform the code. For each code segment, rule-based watermarking applies available
transformations on the original code to form the watermark and obtains the watermarked snippets.
The watermarks can be vulnerable to removal attacks if the adversary has prior knowledge of the
transformation table. Hence, we do not consider them in this paper.

Due to the low-entropy nature of code, the space for high-quality watermarks is con-
strained. Once a watermark is disclosed for legal verification [96, 130], re-embedding new
signatures may compromise code functionality and resilience. Existing solutions primarily focus
on improving watermark quality, but neglect secure verification mechanisms that protect the

owner’s signature and avoid re-encoding watermarks that may harm code usability.

3.1.2 Zero-knowledge Proofs

Zero-knowledge Proofs (ZKPs) are a cryptographic primitive that allows a prover to
prove knowledge of a secret value w to a verifier. In a standard ZKP scheme, the prover &
convinces a verifier 7 that w is a valid private input such that y = % (x,w), in which % is an
arbitrary computation and x and y are public inputs and outputs, respectively. In general, ZKPs
are extremely useful in computations where verification of outputs is costly (e.g. machine
learning), as ZKPs allow users to verify a small proof rather than repeating the computation
themselves [248]. In most ZK schemes, the majority of the computation lies in the setup and
proving phases, as any computation 4 must be properly encoded in a way that ensures efficient
processing during proof generation. In the context of ZK machine learning, for example, the
layers, activation functions, and parameters, must all be represented as circuits. This process,

called arithmetization, generally involves the conversion of the computations into arithmetic
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operations that can be efficiently performed over a finite field [162]. The setup and arithmetization
phases of ZKP protocols are typically where the cryptographic elements are injected to ensure
the privacy of w [72].

Zero-knowledge proof generation can be performed in an interactive or non-interactive
manner, depending on the application. One of the main drawbacks of interactive schemes is that
they limit proofs to designated-verifier settings, meaning proof generation, which is the most
computationally heavy process in ZKP workflows, must be repeated for every new verifier. Non-
interactive ZKPs allow for the publicly verifiable setting, meaning that once a proof is generated
attesting correct computation or valid data, it can be verified by any third party. Generally,

non-interactive ZKP schemes can be represented with the three following algorithms:

o (VH,P KX )<+ Setup(%): A trusted third party, when trusted setup is needed, or ¥ (with
publicly verifiable randomness) runs a setup procedure to generate a prover key &% and

verifier key V' % .

* T < Prove(Z.X, €, x, y, w): & generates proof & to convince ¥ that w is a valid
witness. A malicious & cannot generate a valid proof without knowledge of w. Alongside

this, & does not reveal anything about w.

* 1/0 « Verify(¥' ¢, €, x, y, m): ¥ accepts or rejects proof . ¥ cannot be convinced by

an invalid proof due to soundness property of ZKPs [230].

The most notable non-interactive ZKP scheme is Groth16-based zero-knowledge succinct
non-interactive arguments of knowledge (zk-SNARKSs), which generate succinct proofs that are
of constant size 128 bytes [68]. Due to their succinctness, verification of zk-SNARKSs is also
very fast - in the order of milliseconds. The main drawback of zk-SNARKSs that operate in the
Groth16 proof system is the reliance on a computationally heavy trusted setup process, done by a
trusted third party, in the presence of every new computation %. This approach is best suited for

applications in which % is relatively static. ZKROWNN [217] shows the feasibility of Groth16
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zk-SNARKS for watermark verification in deep neural networks (DNN), requiring only low
communication and runtime for a user to verify a proof. However, its primary goal is to protect
the watermarks of deep neural networks for IP protection of the models, rather than protecting
the watermarks embedded in the LLM-generated data, which is different from RoSeMary.
Although Groth16-based zk-SNARKSs work well for computation on the scale of DNNSs,
their performance begins to falter as ¢ grows, as they require heavy computation on the prover
side to ensure succinctness. RoSeMary utilizes the Halo2 proof system [262] to build efficient
zk-SNARKSs at a real-world scale, with support for dynamic . Halo2 utilizes a universal and
updatable setup process, such that trusted setup does not have to be performed for every new %
Halo2 does not enforce constant size proofs. Instead, this proof system produces larger proofs,

generally in the range of tens to hundreds of kilobytes, as a tradeoff for higher prover scalability.

3.2 RoSeMary Design

3.2.1 Problem Formulation

Scenario and Motivation

Due to the constrained high-quality watermark space available in low-entropy code
data, revealing signatures during legal verification and re-encode new ones to avoid forgery
and tampering could otherwise degrade code usability. As in Figure 3.1, RoSeMary encodes
high-quality signatures onto the LLM-generated code before distributing it to users. A third-party
arbitrator decides if the suspect code is from the owner utilizing a ZKP circuit. The owner’s
signature is a private input to the circuit, ensuring it remains confidential and known only to the
owner. RoSeMary maintains the usability of the watermarked code throughout its life cycle with
ML/Crypto co-design: (1) introducing a novel watermarking architecture that embeds signatures

into code while preserving functionality, enabling high detectability and robustness against
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adversarial modifications; (ii) employing ZKPs for secure verification without revealing the

watermarkw, thereby eliminating the need of re-encoding watermarks for code reuse.

Threat Model

We consider the adversary to be a malicious end user aiming to remove or forge the
watermark to deactivate the ownership proof. He/She can manipulate the watermarked code or
discover the signature from the semi-honest third-party arbitrator. However, the adversary cannot
control the RoSeMary’s watermark insertion or have access to RoSeMary’s network parameters
or signatures. This setting is consistent with many prior arts [109, 254].

We consider the following attacks following previous work [109, 254]: (i) Variable-
rename Attack: the adversary randomly replaces variable names with semantically similar
alternatives to remove the watermark while preserving code readability; (ii) Refactor Attack: the
adversary uses a large language model to refactor the code in batches. This applies a combination
of edits, including variable renaming and structural changes such as reformatting, control-flow
restructuring, and adding wrappers (e.g., try/catch blocks); and (iii) Forgery Attack: the adversary
counterfeits another set of watermarks and falsely claims a non-LLM-generated code belongs to
the owner.

Note that defenses against (i) adaptive attacks [150, 53], where adversaries iteratively
modify content based on feedback from the arbitrator to remove watermarks, and (ii) spoofing
attacks [202, 64], which alter LLM-generated content into undesired formats while preserving
the watermark with the arbitrator’s feedback, are orthogonal to RoSeMary’s objective to protect
watermarks’ confidentiality. These attacks typically request verification tens to hundreds of times
with similar content and can be mitigated via well-designed authentication protocols [96, 179],
such as query rate limiting or anomaly detection. Thus, integrating these complementary defenses

can further enhance the overall security of RoSeMary.
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3.2.2 RoSeMary Architecture

RoSeMary consists of a watermark insertion and a watermark extraction module. As
shown in Figure 3.2, the watermark insertion backbone S takes the watermark message M and
the code T as input and generates (i) a probability over the syntactic transformations and (ii)
variable name distribution over the vocabulary. Then, the code is watermarked by performing
the transformations to get the watermarked code S(7,M). Then, a watermark decoder extracts

the message M’ from the watermarked code S(7,M).

1
1
— ??ze T - Functionality Loss Lﬂ—v—‘
Aottt :
turn Try | T
return Fatse , M- 0110
Syntactic Trans. pg,, WM code ~[Trans. AdV-AWM ! [> M- 1110
Func. R S(T, M) Code S(T+M) |, :
|
Ext. R_ /Encode M: [ Lin ) .... |
e || 0-1] =d2[V| variable Name p,,, 1
| 0110 g o |
; <
I mi— Functionality Loss L, " Detectability Loss L,
— | Robustness Loss L,
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Figure 3.2. RoSeMary watermarking overview. The Watermark Insertion takes the original
code and watermark message as input and fuses their features by CodeT5’s encoder S.. Two
sets of decoders S;1 and S, predict the probability over the available syntactic transformations
and the renamed variable over the vocabulary. Then, the Watermark Extraction module decodes
watermarks from the syntactic-transformed and variable-renamed watermarked code S(7,M),
as well as its adversarial transformation $(T,M). The two parts are trained jointly to ensure (i)
functionality-invariant by minimizing functionality loss L and (ii) accurate and robust message
decoding by minimizing detectability loss L; and robustness loss L.

Watermark Insertion The watermark insertion employs the CodeT5 [239], pre-trained on
millions of high-quality code files, as the backbone S for watermark encoding. The encoder S,
extracts the code feature and fuses with the message M’s feature extracted by R,,. The decoder
S41 and Sy, decodes two sets of probabilities over the syntactic transformations as pyy, and
variable token distributions p,,-. Then, RoSeMary obtains the watermarked code S(7,M) by
executing the predicted transformations from argmax(pyy,) and argmax(pyar).

To approximate realistic post-processing edits without hard-coding a specific refactor-
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ing engine into the training loop, we generate adversarial variants by sampling alternative
structure-preserving edit decisions from the model’s transformation distributions. As shown in
Equation 3.1, the AST-level transformation probability distribution pyy, and variable-renaming
probability distribution p,,, are perturbed to obtain pyy, and p,,,. It encourages RoSeMary to
explore nearby but different edit sequences (e.g., alternative loop/condition forms, formatting-
preserving AST rewrites, and different semantically valid renamings). Applying these sampled
edits yields an adversarially transformed code $ (T, M) that preserves functionality but stresses
watermark recovery, and we train the extractor to recover M from both S(7,M) and S(T,M).
Note that this procedure does not aim to fully simulate arbitrary refactoring attacks, but provides
a lightweight, differentiable way to cover a broad neighborhood of functionality preserving

transformations that helps RoSeMary to decode robust signatures.

Psyn = Dsyn + Esyn B.1)
Pvar = Pvar+&ar, &~ N (0,0,)
Watermark Extraction The watermark extraction decodes messages from the watermarked code
S(T,M). The encoder S,, with shared parameters and architecture as the watermark insertion,
is used to extract code features. Then, a shallow decoder R, is used to recover message M’.
Similarly, the message M’ is decoded from the adversarial example $ (T,M).
Watermarking Strength We measure the watermarking strength under the null hypothesis
using a one-sided z-test on the total number of matching bits in Equation 3.2. The higher the
z-score is, the more confident an owner can claim the code has been watermarked. For an artifact
with F functions, RoSeMary embeds watermark M in each function. M is a binary sequence
whose message generation is random, and follows binomial distributions. The probability for
generating bit 0 is p = 0.5, and bit 1 is I — p = 0.5. The mean of the message distribution is

p =F x |M| x p, and the variance is 6> = F x |[M| x p x (1 — p). The watermark extraction

accuracy is g, thus the expected matching bit is ¢ X F x |M]|.
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3.2.3 RoSeMary End-to-End Training

We guide the training by minimizing the loss L in Equation 3.3. RoSeMary is trained to
meet three criteria: (i) Functionality-invariant: the functionality of watermarked code S(7,M)
remains the same as the input code 7" as Ly; (ii) Detectability: the decoded message M’ matches
the encoded M for successful detection as L; (iii) Robustness: the adversarial sample S(7,M)’s

decoded message M’ matches the encoded M for robust detection as L,.

L=w¢Ls+wqLy+w,L, 3.3)

Functionality Loss Performing transformations over 7 results in non-differentiable watermarked
S(T,M). Inspired by SrcMarker [254], we employ R to approximate the watermark insertion/ex-
traction. The Ry encourages the code functionality feature to be close during training. This
is achieved by minimizing the mean square error (MSE) [7] Ly between original cod feature
R¢(Se, Psyn, Pvar) and watermarked code feature S, (S(7',M)) as in Equation 3.4. We also ensure
the Ry’s approximation is correct for watermark extraction by minimizing the binary cross

entropy (BCE) loss [200] Ly, between R¢(T) and predicted M’ = R, (S.(S(T,M))).

Lf = MSE(Rf(Seapsynapvar)aSe(S<T7M)))+
BCE(R.(Ry(T)),Re(Se(S(T,M))))

3.4)

Detectability Loss RoSeMary minimize the BCE loss between M and M’ in Equation 3.5 to

recover correct message in watermark extraction.

Ly =BCE(M,M') (3.5)

Robustness Loss To enable robust message recovery over adversarial transformations, the
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watermark extraction also decodes the malicious message M’ over S(T, M) and minimizes the

BCE loss between M and M’ in Equation 3.6.

L, = BCE(M,M') (3.6)

3.2.4 Secure Watermark Verification

The core problem with watermark extraction is the requirement to reveal the watermarked
information to prove ownership of the code. This presents a significant challenge because each
time a signature is exposed, the data must undergo re-encoding watermarks to prevent adversaries
from discovering, altering, or erasing the exposed signature. Utilizing zero-knowledge proofs
(ZKPs) we can solve this problem. We present a unique watermark extraction scheme, built using
non-interactive ZKPs, that can efficiently prove that code has been generated using a proprietary
LLM, without revealing what the original watermark was. Our solution generates verifiable
proofs, such that one proof can be generated and universally verified to prove that a code snippet
was generated from a proprietary LLM.

We utilize Halo2-based zk-SNARKSs [262], a class of non-interactive ZKPs that offer
high scalability and fast verification time. Our proposed system benefits from the fact that
proof generation only has to be done once, and, as proof generation is the slowest aspect of
Halo2-based zk-SNARKSs, we do not need to view this as a bottleneck. Due to the computational
overhead of ZKPs, our approach includes non-interactive ZKP-specific optimizations, such as
custom quantization, to ensure that the operation is runtime and memory-efficient.

To verify copyrights, the semi-honest legal arbitrator starts by mapping the watermarked
code .(T,M) into its embedding space using the fixed feature extractor S,. This is done by
running a feed-forward process on S, with input .%(T, M), which results in a feature vector
(T, M) embed that represents the watermarked code in the correct embedding space. A high-level

approach towards our zero-knowledge watermark extraction scheme can be seen in Algorithm 2.
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The public inputs from the verifier (legal arbitrator) to the verification include . (T, M )emped and
a target bit error rate (BER) 6. These public inputs do not reveal any sensitive information about
the proprietary LLLM or watermarking scheme. Besides, the legal arbitrator provides a public
digest of the submitted code h(S(T,M)), where the prover (LLM owner) checks h(S(T,M))
against the submitted code and re-computes S, (S(7',M)) off-chain to confirm it equals the public
(T, M )embed-

Then, the LLM owner begins the ZKP generation process. The circuit is instantiated
with a fixed shallow decoder Re at the setup time such that the prover cannot modify Re without
invalidating the proof. The original signature M is taken in as private inputs. With all computation
represented as a zero-knowledge circuit, the trained watermark extraction module R, decodes the
signature M’ from the watermarked code by performing our custom zkFeed Forward function on
Re, with the input set to . (T, M )empbed- This results in an extracted signature M’ of the same
length as M. Within the same zero-knowledge circuit, the BER between the extracted signature
M’ and the original signature M that the LLM owner provides is calculated. This is done with
our provided custom zkBER function, which returns 1 if the BER between M’ and M is less than
0, or else it returns 0. The resulting proof 7 will only be valid if the extracted signature M’ has a
low enough BER compared to the original signature M. This proof 7 can be sent to any verifier
¥ to prove that the inspected watermarked code was a result of the owner’s proprietary LLM.

A majority of the computational burden lies in the zkFeedForward, which requires
custom optimization of the shallow decoder to ensure efficient operation when translated to
ZK computation. Specifically, Re is made up of batch normalization, fully-connected, ReL.U,
and dropout layers. To implement and run zkFeedForward, we use a customized version of
the EZKL Rust package [278]. EZKL accepts a computational graph as input, allowing us to
optimize our computation before converting it to the correct input format. We provide four
custom optimizations and capabilities to ensure efficient proof generation, while maintaining
small proof size and fast verification:

@ We lower the memory requirement for non-linear layers by adding support for polyno-
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mial approximations, which is an important technique in privacy-preserving applications. We

approximate ReLU using o (x) = x> + x, which is shown to closely replicate the ReLU [6].

@ We quantize parameters into Bfloat16, a 16-bit floating point format that reduces the memory

requirement for proof generation [23], while keeping watermark extraction accuracy.

© We add support for a highly efficient, zero-knowledge bit error rate calculation circuit based

on the Halo2 proof system to represent zkBER. This is done using the bitwise AND operator to

calculate the number of bits that differ between the M’ and M.

@ We add a composability layer that allows for efficient combination of Halo2-based and EZKL

circuits (e.g. zkFeedForward and zkBER) for representation in a single computational graph.
Using these optimizations, we are able to build an efficient ZK watermark extraction and

verification scheme with small proofs and fast verification that cleanly integrates into RoSeMary’s

end-to-end workflow.

Algorithm 2: ZK WM Extraction and Verification
Input: Public values: .7 (T, M)emped, 0; Private input: M
Output: Verification result valid_ BER
1 M’ < zkFeedForward(Re, S.(-% (T,M)embed));
2 valid_BER < zkBER(M,M',6);
3 return valid_BER

3.3 RoSeMary Evaluations and Results
3.3.1 Experiment Setup

Dataset: We use HumanEval [34], MBXP [13] (MBPP for Python, MBCPP for C++, and MBJP
for Java), and EvalPlus [132] as the target benchmark to evaluate RoSeMary’s performance. All
of the datasets have instruction prompts for code generation, human-written canonical solutions,
and test cases for functionality evaluation.

Evaluation Metrics: We assess the frameworks’ performance from: (i) Detectability: detecting

watermarked versus non-watermarked codes based on their respective z-scores, where ground-
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truth labels are set to 1 for watermarked and O for non-watermarked samples. AUROC is the
area under the receiver operating characteristic curve, TPR is the true positive rates, and FPR is
the false positive rates; (ii) Fidelity: the percentage of code passed unit tests as Pass Rate.
Baselines: We compare RoSeMary with state-of-the-art natural language watermarking baselines:
(i) KGW [103] is an inference-based watermarking scheme for natural language. It encodes
watermarks at the LLM decoding stage by splitting the vocabulary into green/red lists and
guides the decoding to primarily select tokens from the green list; (ii)) REMARK-LLM [265]
is a neural-based watermarking scheme for LLM-generated texts. We leverage CodeT?5 as the
watermark insertion backbone and take both the original code and watermarking signature as
input. A watermark extraction module is used to decode the message, which is trained end-to-end
with the insertion module to encourage close semantics and successful message extraction. State-
of-the-art code watermarking baselines: (iii) SWEET [109] is an inference-based watermarking
scheme for LLM-generated code. It optimizes KGW’s decoding by setting an entropy threshold
and encodes watermarks only toward high-entropy token decoding; (iv) SrcMarker [254]: is a
neural-based watermarking scheme for LLM-generated code. It employs shadow transformers for
watermark insertion/extraction. The watermark insertion generates both syntactic and variable
rename probabilities to transform the original code into watermarked code.

Note that we skip baselines that encode watermarks with manually engineered trans-
formation rules like ACW [110] and CodeMark [225], which are fragile to systematic code
refactoring attacks [109].

Syntactic Transformations for p,,: We follow SrcMarker’s [254] syntactic transformations
to construct pyy, for C++ and Java. SrcMarker [254] did not watermark Python, and we added
the following syntactic transformations: (i) Naming style: choice of naming conventions:
PascalCase, camelCase, snake _case, _underscore_init, or ALL_CAPS; (ii) Operator substitution:
choice between regular assignment (e.g., i = i+ 1) and augmented assignment (e.g., i + +)
for operations; (iii) Loop type: choice between using a for loop or a while loop; (iv) Nested

conditions: use of merged conditions versus explicitly nested conditions; and (v) Parentheses in
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conditions: option to include or omit parentheses in if or while conditions. Note that developing
more syntactic transformations is orthogonal to RoSeMary’s contribution in leveraging pre-
trained CodeT5 to extract better code features, and can be combined to further improve its
performance.

Implementation Details : Our code is implemented using PyTorch [235]. The training and
inference of our watermarking models are performed on NVIDIA RTX A6000 GPUs with
Ubuntu 20.04.5 LTS and Intel(R) Xeon(R) Gold 6338 CPU. RoSeMary is pre-trained on Code-
SearchNet [86], which collects the open-source non-fork repositories from GitHub and cleans
the dataset for executable functions. RoSeMary is trained for 20 epochs with the batch size set to
16, token length set to 512, 6, = 0.1, (wr, wy, w,) = (1, 1, 0.05). The watermark bit length set
to 4, which provides sufficient watermarking strength according to Section 3.3.2. The neural
networks are optimized by an AdamW [140] optimizer with the learning rate set to 5e-5. Rz, Ry,
R., S;1, and S, are all linear layers, which map input feature vectors of dimension 2304, 4, 768,
1536, and 1536 to outputs of dimension 768, 768, 4, 320, and 32100, respectively. We pre-train
SrcMarker [254] and REMARK-LLM [265] on the same dataset and report their respective
performance. KGW [103] and SWEET [109] encode watermarks during inference. To ensure
fair comparisons, we use Qwen2.5-Coder-14B [84] as the code generation model and report
the conditional pass rate of watermarked code restricted to instances where the corresponding

non-watermarked output is functional.

3.3.2 RoSeMary Performance

The RoSeMary’s watermarking performance is in Table 3.1. We highlight that RoSeMary
is able to provide high detectability while maintaining code functionality invariant.
Compared to KGW [102]: KGW watermarks LLM-generated code by promoting token decod-
ing from the green list of the vocabulary. We relax the green/red list split ratio 7y to 0.5 and set
the constant 0 added on green tokens’ probabilities to 3 to guide watermark insertion on green

lists while ensuring Code LLLM generates compilable code. As syntactic tokens (e.g., for and
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Table 3.1. RoSeMary performance on watermarking HumanEval, MBPP, and EvalPlus datasets
when comparing with natural language watermarking KGW [103] and REMARK-LLM [265];
code watermarking SWEET [109] and SrcMarker [253]. The best metric values are highlighted
in bold text, the second best metric values are underlined, and grey means failed watermark
insertion (0% pass rate).

Method HUMANEVAL [34] MBPP [13] EVALPLUS [132]
Pass Rate  AUROC 1 TPR?T FPR| Pass Rate T AUROC{ TPR1 FPR| Pass Rate  AUROC1 TPR?T FPR]
non-WM Code 100% 0.50 - - 100% 0.50 - - 100% 0.50

Natural Language

KGW 42.62% 0.82 0.56  0.03 57.30% 0.78 043  0.03 54.02% 0.73 0.35 0.05

REMARK-LLM
Code

SWEET 82.53% 0.87 0.59  0.02 90.00% 0.86 0.47  0.05 84.90% 0.86 052  0.04

SrcMarker 95.12% 0.90 0.76  0.07 97.95% 0.91 0.76  0.06 95.57% 0.92 0.81 0.07

RoSeMary 95.12% 0.97 098  0.06 97.64% 0.97 099  0.05 95.39% 0.97 098  0.06

while) are sensitive to alterations, restricting the watermark insertion at the token-level results
in an average of 48.69% pass rate drop to achieve an average of 0.78 AUROC for watermark
detection.

Compared to REMARK-LLM [265]: REMARK-LLM primarily replaces words with their
synonyms or changes the sentence syntax for watermark insertion. It was able to learn code
semantics by leveraging CodeT5 [239] as the watermark insertion backbone and fine-tuning on
code datasets. However, it transforms code without syntactic constraints, making the watermarked
code non-compileable. As such, while reaching significant detectability, REMARK-LLM has
low pass rates that corrupted the watermarked codes’ functionality.

Compared to SWEET [109]: SWEET improves over KGW by restricting watermark decoding
on high-entropy tokens for better detectability and fidelity. However, encoding watermarks at
the token level loses the global view of the code and results in potential syntactic invalidity. As
such, it demonstrates a 10.24% drop in pass rate and an average of 10.99% lower AUROC for
watermark detection compared to RoSeMary.

Compared to SrcMarker [253]: SrcMarker uses shallow transformers trained from scratch for
watermark insertion, which limits its code feature extraction ability. RoSeMary, on the other
hand, leverages CodeT5 [239] as the backbone to extract better code features for improved

watermark insertion performance, which results in an average of 6.59% higher AUROC scores
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and 26.61% higher TPR among all benchmarks than SrcMarker. Besides, both RoSeMary and
SrcMarker insert watermarks by applying syntactic transformations and variable renaming that
preserve compilation correctness, resulting in less than a 5% drop in pass rate.

Watermarking Strength To quantify statistical evidence against the null hypothesis of no
watermark presence, we compute a one-sided z-score from the aggregated bit matches across
the dataset following Equation 3.2. Using a one-tailed significance level of 0.05, the rejection
threshold is z > 1.645. When F is set to 1, the average z is 1.92, which already exceeds this
threshold. Therefore, it provides statistically significant evidence of watermark presence and
demonstrates that RoSeMary yields sufficient watermarking strength to prove ownership.

The watermark would be further strengthened when multiple functions are stacked, which
is a more realistic setting when a feature requires multiple code functions to implement. Say we
watermark a file with F = 5 and RoSeMary encode 4-bit signatures on every function. Then,
the z-score would be boosted to 4.29 with the one-tailed significance level to be 1.8 x 1077,

providing much stronger support for ownership verification.

3.3.3 Multi-lingual Code Watermarking

In Table 3.2, we compare RoSeMary’s ability to watermark other coding languages (C++
and Java) with the best-performing baseline SrcMarker. The pre-trained CodeT5 model effec-
tively extracts code features from different coding languages for high-quality watermark insertion.
As such, RoSeMary consistently achieves high detectability and functionality-preservation after
watermarking. RoSeMary averagely improves AUROC by 3.78% and TPR by 18.90% over
SrcMarker [254], while maintaining a comparable FPR. Notably, both methods achieve over 98%

pass rate, demonstrating that watermarking introduces minimal disruption to code functionality. .

3.3.4 Zero Knowledge Watermark Verification Overhead

We benchmark our ZK watermark extraction and verification by describing algorithm

2 in a computational graph that can be easily translated into a zero-knowledge circuit. The
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Table 3.2. Multi-lingual code watermarking performance.

MBCPP (C++) MBIJP (Java)
SrcMarker RoSeMary | SrcMarker RoSeMary
Pass Rate T | 98.69% 98.95 % 98.69% 98.69 %

Metrics

AUROC 1 0.93 0.96 0.92 0.96
TPR 1 0.80 0.98 0.84 0.97
FPR | 0.06 0.07 0.06 0.07

computation is done using the EZKL framework [278] in conjunction with the Halo2 proof
system [262], resulting in a small zk-SNARK proof that any third-party arbitrator can easily
verify. Our approach ensures that no information is leaked about the parameters of the decoder
R¢ and the watermarking methodology, including the original watermark M. The verification
overhead is in Table 3.3. Generating the zk-SNARK proof only takes the prover & 6.79 seconds,
while only requiring a maximum of approximately 2.79 GB of RAM. While this is significantly
slower than standard inference, we highlight that this is a fully privacy-preserving solution, and,
more importantly, proof generation only has to be done once. This process results in a proof 7 of
size 18.75 KB, which can be transmitted to as many verifiers as necessary. We benchmarked
the verification over 25 examples. This proof can be verified by any verifier 7" in an average of
120 milliseconds, while only requiring a maximum of approximately 227.88 MB of RAM. All
the verifier needs to verify a proof is the proof 7 and the verifier key #.%#", which is only 511
KB in our setup. This results in a required communication cost of less than a megabyte. As the
proof generation time is amortized due to it only being performed once, RoSeMary’s watermark
extraction and verification scheme is an extremely communication and runtime-efficient solution

that ensures the security of watermarks that are applied to LLM-generated code.

Table 3.3. Zero-knowledge proof generation (Proof Gen.) and watermark verification (WM
Verif.) overhead.

‘ Frequency Comm. Size RAM Time
Proof Gen. Once Proof Size: 1875 KB 2.79 GB 6.79s
WM Verif. | Every WM 7 Key Size: 511 KB 227.88 MB  120ms
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3.3.5 Robustness Evaluations

We assume the adversary is an end-user who adopts LLM-generated code for malicious

purposes. Their goal is to preserve the code’s functionality while removing the embedded
signatures to evade detection. The adversary has access only to the watermarked code and cannot
manipulate the LLM owner’s code generation or watermarking process. They may discover the
signatures if verification is performed without a ZKP circuit, but when the signature is provided
as a private input within the ZKP circuit, it remains hidden from the adversary. As a proof of
concept, we evaluate attack performance on the MBPP dataset [13].
Watermark Removal Attack Following Section 3.2.1, we consider: (i) Variable-Rename
Attack (VA): the adversary randomly renames variables using semantically similar words to
preserve both functionality and readability. We modify 10%, 30%, and 50% of the variables
in each function. (ii) Refactor Attack (RA): the adversary refactors the watermarked code
using open-source code LLMs, which is able to provide comparable accuracy but more code
refactoring variants compared to traditional code refactoring tools [177]. Here, we instruct
Qwen?2.5-Coder-32B-Instruct [84] model to refactor the code using the prompt: ““You are Qwen
Coder. You are a helpful assistant that performs code refactoring to remove watermark. Please
only return the refactored code.” RA is a compositional transformation that can simultaneously
apply multiple semantics-preserving edits (e.g., reformatting, control-flow restructuring, try/catch
wrapping, and variable renaming) while attempting to keep the original behavior unchanged. We
use RA as a practical proxy for real-world post-processing pipelines that developers may apply
before reuse the watermarked code.

The attack results are shown in Figure 3.3. We compare RoSeMary with SrcMarker [253]
and SWEET [109]. RoSeMary maintains an AUROC above 0.93 under variable-rename attacks
even when 50% of variable names are replaced, whereas SrcMarker and SWEET show AUROC

decreases of 0.07 and 0.21, respectively. Under refactor attacks, RoSeMary achieves an AUROC
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of 0.73 and demonstrates strong robustness. This robustness arises mainly from two factors:
(i) leveraging CodeT5 [239] for improved feature extraction to enhance detectability, and (ii)
adversarial training, which enables the extraction module to learn malicious transformations and

accurately recover watermark signatures.
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Figure 3.3. Robustness evaluation results under different attacks.

Watermark Forgery Attack RoSeMary is also resilient to forgery attacks, where an adversary
attempts to produce a proof that validates an ownership claim without possessing the owner’s
secret signature. In our threat model, end users only have access to the released watermarked
code, while the decoding module, seed, and signature remain confidential to the owner. Moreover,
verification is performed via zero-knowledge proofs, where the signature is provided as a private
input to the circuit and is not disclosed to the arbitrator or any third party. As a result, an
adversary cannot learn the signature from the verification, nor can a malicious arbitrator exploit

the verification process to impersonate the owner and generate false ownership claims.

3.3.6 Ablation Study and Analysis

Watermark Insertion Overhead The time taken for watermark insertion is in Table 3.4, which
is the average overhead for encoding signatures onto 50 examples from the MBPP [13] dataset.
RoSeMary embeds watermarks 90% faster than SWEET’s inference-based approach, which

requires entropy calculation for every token and splits the vocabulary into green/red lists for
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high-entropy tokens. Compared to SrcMarker, while RoSeMary introduces more complex
architectures for better watermarking performance, the additional watermark insertion overhead

is less than 0.01s per sample. As such, RoSeMary’s watermark insertion is efficient.

Table 3.4. Different frameworks’ watermark insertion overhead.

Method ‘ SWEET SrcMarker RoSeMary
Time (s)‘ 0.234 0.021 0.027

Impact of Training Loss Weights The impact of different loss weight choices on watermark
performance is in Table 3.5. We train RoSeMary on the CodeSearchNet [86] and evaluate
its performance on MBPP [13]. Weighting more on the detectability loss w, leads to better
detection scores (AUROC, TPR, and FPR) than the robustness loss (w;), as excessive focus on
robustness against malicious modifications may hinder extraction performance on unaltered code.
Additionally, increasing the weight of the functionality loss (wy) maintains a comparable pass

rate to the other configurations.

Table 3.5. Impact of loss weights on RoSeMary’s performance.

(wf, wa, w) | PassRate? AUROCT TPR?T FPR|

(0.8,0.1,0.1) | 97.74% 0.95 093 007
(0.1,0.8,0.1) | 97.74% 0.97 098  0.05
(0.1,0.1,0.8) | 97.74% 0.97 095  0.05

Impact of Decoder S;; and S;, We analyze the impact of training with multiple decoders
in Table 3.6. We pre-train RoSeMary on the CodeSearchNet [86], with either S;; or S;;, and
evaluate the performance on MBPP [13]. As seen, encoding watermarks with sole syntactic
transformations (Sy;q) or variable name transformations (S;,) results in close pass rates but
degraded detectability, as less information can be embedded onto the code for watermark
insertion. Besides, encoding only syntactic transformations results in higher detectability.
Because such transformations carry more information for the signature feature to encode into the

watermarked code.
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Table 3.6. Impact of decoders on RoSeMary’s performance.

Sai Sa» | PassRatet AUROCT TPR?T FPR|
X 98.05% 0.81 036  0.06
X v | 98.77% 0.73 024  0.06
/| 97.64% 0.97 0.99  0.05

Watermark Examples We show a few watermark examples in Figure 3.4, where Listing 3.1,3.3
are original code and Listing 3.2,3.4 are watermarked one. RoSeMary will transform the variable
names and syntactic structure with meaningful content while maintaining the functionality
invariant. For example, Listing 3.1’s two if statements (line 6 and line 7) are merged into one (line
6) in Listing 3.2. The function name is updated from get_closest_vowel to getClosestVowel.

In Listing 3.4, the variable name i is changed to item, and parentheses are added for (t>0).

o 4o o 4o
Listing 3.1. non-WM code #1 Listing 3.2. WM code #1
def get_closest_vowel(word): def getClosestVowel (dates) :
if len(word) < 3: if (len(dates) < 3):
return "" return ""
vowels = {"a", "e", "i", "o", "u", "A", "E", °0°, 'U’, 'I’} vowels = {"a", "e", "i", "o", "u", "A", "E", °0°, 'U’, I’}
for i in range(len(word)-2, 0, -1): for i in range(len(dates)-2, 0, -1):
if word[i] in vowels: if (dates[i] in vowels and (dates[i+1] not in vowels) and (dates[i-1]
if (word[i+1] not in vowels) and (word[i-1] not in vowels): not in vowels)):
return word[i] return dates[i]
return "" return ""
o 4o o 4o
Listing 3.3. non-WM code #2 Listing 3.4. WM code #2
def histogram(test): def histogram(test):
dict1={} dict1={}
listl=test.split(" ") listl=test.split(" ")
£=0 =0
for i in listl: for item in listl:
if (listl.count(i)>t) and i!=’’: if ((listl.count(item)>t) and item !=’’):
t=list1.count (i) t=list1.count (item)
if £>0: if (£30):
for i in listl: for item in listl:
if (listl.count(i)==t): if (1ist1.count (item)==t):
dicti[il=t dicti[item]=t
return dictl return dictl

Figure 3.4. Watermarked examples randomly selected from HumanEval and MBPP dataset.
The Listing 3.1,3.3 are the original code (non-WM code), and the Listing 3.2,3.4 show the
watermarked one (WM code), where all watermarks are successfully extracted.

3.4 Conclusion

In this chapter, I present RoSeMary, the first-of-its-kind ML/Crypto codesign framework

to secure high-quality code LLM watermark verification. It trains the watermark insertion and
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extraction modules end-to-end, aiming to ensure the watermarked codes’ functionality-invariant,
while maintaining the detectability of the watermark in the adversarial environment. To guarantee
signature confidentiality and preserve code usability, RoSeMary customizes and co-optimizes
non-interactive zero-knowledge proofs for secure watermark verification, which allows third-
party legal arbitrators to verify ownership without revealing the signature to them. Extensive
evaluations across various coding benchmarks demonstrate that RoSeMary effectively preserves
code fidelity, achieves high detectability and robustness, and supports efficient zero-knowledge

verification.
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Chapter 4

Model Authentication with Edge LL.Ms
Watermarking

Deploying large language models (LLM) on resource-constrained edge platforms entails
model compression [219, 89, 251] to reduce the model memory size and bandwidth. The
compressed and embedded LLMs [189] reduce cost and energy for inference while enhancing
local data privacy protection. Optimizing for the most compressed LLM within a quality bound
is computationally costly, and thus, the resulting models become valuable intellectual property
(IP) for the owners. Concurrently, unlike black-box cloud-based LLM APIs [210], compressed
models deployed on edge devices grant full model access to end-users. The shift in the access
paradigm introduced new security challenges for model copyrights and made the deployed
models prone to IP theft attacks. Therefore, it is crucial to devise techniques to protect embedded
model proprietors’ IPs.

Watermarking protects the LLM proprietor’s IP by inserting unique signatures onto the
model parameters. Prior solutions fall into two approaches: (i) training-time watermarking,
and, (i1) post-training watermarking. During model training, training-time watermarking inserts
signatures onto the parameter weight distributions [45, 33] or as backdoors [212, 117] to generate
unintended outputs via trojan activations. Such methods, however, are computationally heavy

and hard to scale to the larger models.
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Post-training watermarking is introduced in SpecMark [30] and adapted for LLMs in
Qiu et.al. [114] to insert signatures onto the trained model weights. SpecMark converts model
weights to the discrete cosine transform domain to encode signatures. Qiu et.al. [114] co-
optimizes the full-precision and quantized LLMs to ensure watermarks as backdoors are in
the full-precision model, and the quantized LLM lacks such malfunctions. These techniques
successfully watermark full-precision models with dense weight distributions, where small
additives can serve as watermarks. However, embedded and quantized ' LLMs bring new
challenges, in which weight distributions are discrete and sparse, allowing fewer alternatives for
watermark insertion.

This chapter presents EmMark, a robust watermarking framework for protecting the IP
of embedded LLMs deployed in resource-constraint edge devices. EmMark encompasses a
watermark insertion stage and a watermark extraction stage. The watermark insertion encodes
signatures into the quantized LLM by a novel scoring function. The function assesses each weight
parameter from two aspects: (i) quality preservation by the sensitivity of weight parameters to
signature insertion, and, (ii) robustness by watermarking on saliency weight channels critical
to the LLM quality. The first item is evaluated by the absolute value of weight parameters,
where larger values are less sensitive to addition and deletion during signature insertion. The
second item is reflected from the full-precision model activation distribution [125], where weight
channels with larger activations are more salient. Leveraging the parameter scores, EmMark
randomly selects a subset of best-performing candidates to encode the watermark signatures
before model deployment.

The watermark extraction reproduces the scoring function to obtain the watermark weight
locations using the random seed, original model weights, and full precision model activations.
Then, the model proprietor queries the watermarked model and decodes the signatures at the

watermark weight locations. The ownership can be claimed by comparing the encoded and

'Note that the most significant aspect of compressed embedded models from the perspective of the watermark is
quantization, which substantially changed weight distributions and data types. Thus, in the remainder of the paper,
we use the terms compressed and quantized models interchangeably.
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decoded signatures.

The deployed watermarked LLM is resilient to watermark removal and forging attacks,
aiming to remove or counterfeit the signature to misappropriate the IP. EmMark defends the
watermark removal attacks by encoding on the salient region. The adversary has to perturb
a larger portion of salient weight parameters to remove watermarks, leading to LLM quality
compromises. The watermark insertion is also confidential. Adversaries without access to
the full-precision model cannot reproduce the model activation for parameter scoring and,
thereby, cannot obtain the watermark weight location for signature counterfeiting. In brief, our

contributions are summarized as follows:

Introduction of EmMark, a robust watermarking framework for embedded quantized LLMs
deployed in resource-constraint edge devices. The watermark insertion stage leverages a
novel scoring function to encode signatures with both quality preservation and robustness;

The watermark extraction stage decodes signatures and asserts ownership.

* Proof-of-concept experiments on embedded LLMs from OPT and LLaMA-2 families show

EmMark achieves 100% watermark extraction without quality degradations.

* Analysis of EmMark capacity indicates up to 100-bit signatures can be inserted per layer

into low-bit embedded LLMs without quality deterioration.

» Extensive evaluations of EmMark under various watermark removal and forging attacks

demonstrate its resiliency.

4.1 Background and Related Work

In this section, we first introduce the related work for large language model quantization.

Then, we present literature on watermarking machine learning models.
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4.1.1 Large Language Model Quantization

On-device LLMs lessen the cost, power, and network requirements for running the pow-
erful generative models while enhancing local data’s privacy [189]. Different model compression
algorithms, like pruning [151, 224], and quantization [125, 247], are applied to reduce the model
size and fit it into the resource constraints in the target platforms. One of the most vital steps of de-
ploying the model to the embedded platform for better inference speed is quantization [125, 247]
that maps a full-precision FP32/FP16 model onto lower-precision INT8/INT4.

Due to the considerable fine-tuning overheads, training-aware quantizations are hard to be
applied to LLMs. To address this, post-training quantization is commonly used to quantize LLMs
without introducing significant computation burderns. Given the floating point tensor X, the
number of bits N to quantize, Equation 4.1 depicts how X is quantized into X with quantization
step size A. In LLM quantization, the tensor X can be activations and/or weights, depending on

the constraints in the target platform.

= X max (| X
X = Round (K) s A= # (41)

The post-training quantization goes in two directions [257]: (1) INT8 quantization [50,
247], where activation and/or weights are quantized into INT8; (2) Low-bit quantization [57, 125],
where activation and/or weights are quantized to low bits like INT4. For INT8 quantization,
the LLLMs’ activations are hard to process due to extremely high outlier magnitudes in some
weight channels. L1m.int8() [50] uses mixed-precision decomposition to isolate the outlier
activations into a float16 matrix multiplication. The rest of the parameters use INT8 compu-
tation. Outlier Suppression [241] improves the scheme by applying non-scaling LayerNorm
and token-wise clipping to reduce outliers. SmoothQuant [247] enhances the INT8 quantiza-
tion using a mathematically equivalent transformation to migrate high-magnitude activations
to low-magnitude weights. For Low-bit quantization, GPTQ [57] uses second-order methods

to obtain a closed-form solution for the low-bit quantization optimization. However, it overfits
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the calibration dataset, and has bad generalization to new dataset distributions at the inference
time. AWQ [125] improves low-bit quantization by identifying the salient weights in LLMs and

rescaling the salient weights before quantization.

4.1.2 Machine Learning Model Watermarking

Machine learning model watermarking refers to adding digital signatures onto the model
parameters to enable ownership proof. Prior arts insert watermarks during the model training/fine-
tuning stage. DeepSign [45] and DeepMarks [33] encode watermarks onto the probability density
function (pdf) of models’ weight distributions. It is implemented by adding the watermark
signatures as an additional regularization loss term during model training. Follow-up work
also suggests adding backdoors during model training as watermarks [212, 117]. The models’
abnormal behaviors under certain trojan activations serve as watermarks to prove ownership.
While the inserted watermarks are robust to potential attacks, the insertion process requires
significant computation resources and is hard to scale up to LLMs.

More recent post-training watermarking inserts watermarks on the full-precision trained
model parameters. SpecMark [30] inserts watermarks on the audio models by first converting
the parameters to the discrete cosine transform (DCT) domain. Then, it inserts signatures
at the high-frequency region of model parameters. Qiu et.al. [114] proposed to watermark
LLMs by co-optimizing the full-precision and quantized LLMs. Its objective is to ensure the
quantized LLM works normally, whereas the full-precision model is watermarked by pre-defined
backdoors.

All the aforementioned watermarking frameworks are designed for full-precision FP16
or FP32 models. No previous work explored watermarking embedded quantized LLMs on edge
devices. Therefore, we present EmMark as the first watermarking framework for embedded

LLM and protecting owners’ IP in the edge.
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4.2 Threat Model

4.2.1 Motivation and Scenario

Deploying generative large language models in the edge fuels the broader applications for
mobile users and [oT devices. For cloud LLM APIs like ChatGPT and GPT-4 [210], users only
have black-box access to the LLMs. However, end-users in the edge devices have full access to
the LLMs locally. The switch in the security model leads to new threats to the LLM copyrights.
To defend against potential IP thefts, there is an urgent need to devise robust watermarking
frameworks to protect embedded LLM owners’ IP in the edge.

The embedded LLMs deployed in the edge devices are compressed for better hardware
efficiency. The most significant aspect of the compressed model from the watermarking per-
spective is quantization, which maps the full-precision weights into INT8/INT4 for reduced
memory size and bandwidth. The sparse weight distributions introduced new challenges for
model watermarking compared with full-precision models.

EmMark inserts owners’ signatures onto the compressed and quantized LLLM before
model deployment. They prove ownership by querying the watermarked model parameters and

comparing the decoded signatures with the encoded ones.

4.2.2 Watermarking Criteria

An ideal watermarking framework for edge LLMs should meet the following criteria [30].
By taking these criteria into the design, EmMark emerges as a robust watermarking framework

for embedded LLM IP protection on resource-constraint edge devices.

* Fidelity: the watermarks should be successfully inserted into the models while preserving

model quality.

* Robustness: the watermarks should withstand various removal or forging attacks.
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* Efficiency: the watermark insertion should be efficient both in terms of time and computa-

tion overheads.

4.2.3 Watermarking Threats

We assume the adversary in the edge devices has full access to the watermarked embedded
LLM parameters and has knowledge of watermark insertion algorithms. However, he/she cannot
access the full-precision LLLM and original quantized LLM. The adversary also does not know
the owners’ signatures or random seeds for watermark parameter selections.

Potential threats to the embedded models include (i) parameter overwriting attacks [21],
where other values replace model parameters; (i) re-watermarking attacks [45], where adversary
corrupts the original watermark by embedding new signatures; and (iii) forging attacks [21],
where the adversary counterfeits fake watermarks from watermarked model and claim the model
belongs to him.

Note that parameter pruning and fine-tuning attacks cannot be applied to embedded LLM.
Firstly, pruning the compressed model results in model ability breakdown and generates outputs
as NaN (Not a Number). Besides, fine-tuning quantized model like QLoRA [51] does not change

quantized weights but adds additional linear low-rank adaptators to learn new features.

4.3 EmMark Method

EmMark’s global flow is depicted in Figure 4.1, comprising two major steps, namely,
watermark insertion and watermark extraction. The watermark insertion encodes watermark sig-
natures into the compressed and quantized LLMs before deployment. The watermark extraction

decodes signatures from the watermarked LLMs to prove ownership.

4.3.1 Watermark Insertion

EmMark takes the original N-bit compressed and quantized LLM M and the signature

sequence B = {b1,bs,...,bp} as input. In B, each element b; € {—1,1}. The watermarks are
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Edge Device Signature _
Deployed LLM Ownership Proof

Original LLM Parameters Scoring Signature Insertion

Figure 4.1. EmMark watermarking overview. The watermark insertion encodes signatures into
the original LLM before deployment. The watermark extraction decodes the signatures from the
deployed LLM and proves ownership. The green circles in Parameters Scoring are candidate
watermark locations, and the green weights in Signature Insertion are watermarked weights. The
bold value is the model weight parameters, and the italics value is the corresponding scores S.

inserted into M’s weights 7. The activation of corresponding full-precision LLM in each weight
channel is 7.

Parameters Scoring As mentioned in Section 4.2, the watermarked LLM shall: (i) preserve
original models’ quality; and (ii) be robust against removal and forging attacks. We search for
quantized weight parameters with such qualities by Equation 4.2, where S, evaluates the quality
preservation and S, assesses the robustness. The two scores are weighted using coefficients o

and B (a, B > 0).

For i-th quantized weight parameter %}, we measure its corresponding S, and S, to
accommodate signature b; as follows. The first quality score S, is defined in Equation 4.3. Weight
parameters with larger absolute values are less sensitive to slight changes (additions/deletions)
from watermark insertion. Thus, it results in better quality preservation. Note that % in the
minimum and maximum quantization level is set to 0 before scoring.A smaller S, indicates the

weight is less sensitive to signature insertions.

b .
S, = |- 4.3
The score S, in Equation 4.4 measures the robustness of each quantized weight param-
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eter. It defends against (i) removal attacks by watermarking on the salient region. To remove
watermarks, the adversary has to perturb a larger fraction of saliency weights, resulting in LLM
performance degradations. (ii) forging attacks by scoring with full-precision model. Adversary
does not have access to the full-precision model, and cannot reproduce the score S, for signature
counterfeiting.

The weight parameter saliency has strong correlations with the activation magnitudes.
The larger activations process more incoming features, and the corresponding weight channels
are more sailent [125]. Inspired by this, we formulate the saliency of the weight parameter in
each channel as the normalization of current channel magnitude |.o7};|. A smaller S, indicates the

weight channel contributes more to the LLM quality.

max (7/y)
v‘Z{fi —min (%f)

S =| | (4.4)

EmMark scores each quantized weight parameter using Equation 4.2, and obtain the
scores for each 7. For the i-th weight parameter #;, a smaller score means the position is better
for watermark insertion. Therefore, for a n quantization layer model, we choose B, smallest
candidate weight parameters from % in every quantization layer as the candidate location for
watermark insertion. Here, |B| < |B¢| X n.

Signature Insertion To ensure the even signatures distribution, for a n quantization layer

model, we insert % signatures into each layer. To maintain the secrecy of inserted signatures,

EmMark randomly choose @ weight parameters out of the |B.| candidates in the current layer
using random seed d. EmMark obtains the watermark weight locations L. The insertion of
watermarks follows Equation 4.5, where the signatures are encoded into the quantized weights.
The watermark consists of (i) signature sequence B; (i1) the random seed d, the original quantized

weight %, full-precision activation <7, and o, B coefficients for location L reproduction.

W'|L)=WI|L]+b; foric[l,|B] (4.5)
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4.3.2 Watermark Extraction

Ownership Proof EmMark reproduces the watermark weight locations L with the random
seed d, quantized model weights %, full-precision activation 7, and ¢, B coefficients. At
L, EmMark compares the extracted weight #'[L] with the original weight #[L] and gets their
difference A% [L] using Equation 4.6. Model owners can assert ownership by comparing A%/ [L]

with inserted signature sequence B.

AV (L) =W'|L] - WL (4.6)
The watermark extraction rates are computed using Equation 4.7, where |B| is the length
of the inserted signature, and |B|’ is the number of matching signature bits.

1B’
%WER =100 x —- 4.7)

|B|
Watermarking strength Equation 4.8 evaluates the probability that a non-watermarked model
matches the inserted signatures by chance. & is the number of matching bits between the owner’s
and non-watermarked model’s signatures. |B| is the signature length. The signature generation

follows the Rademacher distribution, and each bit has an equal probability of 0.5 to be 1 or -1.

Ly

P.=Y

i=k i

0.5/ (4.8)

4.4 EmMark Evaluations and Results
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4.4.1 Experiment Setup

Target Model We use LLaMA-2 [237] and OPT [269] family models with parameter sizes
ranging from 125 million to 70 billion as the target LLM. The models are compressed and
quantized by Smoothquant [247] to INT8 for OPT family, by LLM. int8() [50] to INTS for
LLaMA-2 family, and by AWQ [125] to INT4. Note that EmMark is agnostic to quantization
algorithms. We use the the frameworks as a proof-of-concept showing EmMark’s performance.
We watermark on top of the official model quantization instances [242].

Watermark Parameters For the target model, we insert 300-bit signatures per INT8 quantized
layer and 40-bit per INT4 quantized layer. It yields a minimum watermarking strength of 9.09
x 10~ 13 for each layer, and 9.09 x 10~ 13" for n quantized layer LLM following Equation 7.16.
Such watermarking strength provides sufficient protection to the target models. The coefficients

o and B are set to 0.5 and 0.5. The seed for signature insertion is 100. For model size smaller

than 6.7 billion, |B‘“J9T" = 50. For larger LLMs, |B|Cl|g‘x” = 60.

Baselines We compare EmMark with RandomWM where watermarks are inserted in random
indexes and SpecMark where watermarks are inserted into the high-frequency region transformed
by DCT. SpecMark is designed for full precision models, and we apply the transformation to the
quantized weights.

Evaluation Metrics The watermarked LLM performance is evaluated using Perplexity (PPL)
for text fluency on WikiText Dataset [155], and, Zero-shot Accuracy (Zero-shot Acc) for token
prediction on the mean of LAMBADA, HellaSwag, PIQA, and WinoGrande Datasets [60]; the
watermark extraction performance is evaluated using the percentage of signatures successfully

extracted as Watermark Extraction Rate (WER); the watermark efficiency is evaluated using the

Insertion Time (Time) and required GPU Memory (Memory).
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4.4.2 EmMark’s Fidelity

Different watermarking frameworks’ performance is in Table 4.1. The first and the second
cells are the perplexity and zero-shot accuracy degradation for accommodating the signatures.
The third cell is the watermark extraction rates.

Table 4.1. Watermarked embedded large language models performance. The first and second
cell is the LLM performance measured by perplexity (PPL) and zero-shot accuracy (Zero-shot
Acc). The third cell is the watermark extraction rate (WER). The best metric values are in bold,
and the text in grey means failed watermark insertion (0% WER). A is the average performance
degradation compared with non-watermarked models.

Metrics Method INT8 Quantization INT4 Quantization
Model OPT LLaMA-2 i OPT LLaMA-2 i
125M 13B 27B 6.7B 13B 30B 7B 13B 70B 125M 13B 27B 6.7B 13B 30B 7B 13B 70B
w/o WM 4872 19.51 1825 2235 1641 2230 | 926 826 4.93 0 3397 16.83 14.61 1243 11.60 9.77 | 947 841 494
SpecMark [30]

PPL RandomWM | 48.75 19.56 1828 2243 1639 2237 | 926 831 493 | +0.03 | 3403 17.56 27.88 14.07 13.16 10.77 | 9.48 843 495 | +2.29

EmMark 48.71 1949 18.21 22.34 16.34 22.28 | 926 826 4.93 0 3396 16.83 14.61 12.43 11.60 9.75 | 947 841 4.94 0
w/o WM 44.68 56.66 61.28 6536 6543 67.59 | 67.19 69.05 73.65 0 4447 57.63 6137 6452 6521 67.87|67.26 68.89 73.76 0
Zero-shot | SpecMark [30]
Acc (%)t | RandomWM | 44.60 56.64 61.14 65.06 6547 67.56 | 66.98 69.03 73.21 | -0.13 | 44.32 57.58 60.22 6445 65.11 67.75 | 67.16 68.74 73.62 | -0.23
EmMark 45.34 56.70 61.35 65.50 65.43 67.59 | 67.19 69.05 73.65 0 4449 57779 61.38 64.53 65.23 67.87 | 67.29 68.90 73.76 0

SpecMark [30] -
WER (%) 1 | RandomWM 100 100 100 100 100 100 | 100 100 100 - 100 100 100 100 100 100 | 100 100 100
EmMark 100 100 100 100 100 100 | 100 100 100 - 100 100 100 100 100 100 | 100 100 100

Comparison with RandomWM: While RandomWM performs on par with the non-watermarked
models in INT8 quantization, it failed to preserve lower-bit quantization models quality. Its
performance drops significantly in INT4 quantization, where the degradation is 2.29 and 0.23%,
respectively, for perplexity and zero-shot accuracy. As a result, the watermarked LLM has
worse text fluency. In contrast, EmMark introduced no performance degradations compared with
non-watermarked LLMs in both INT8 and INT4 quantization. By strategically scoring quantized
parameters, EmMark preserved the model quality during watermark insertion.

Comparison with SpecMark: As seen from Table 4.1, SpecMark failed to watermark embedded
LLM and achieved 0% WER in both INT8 and INT4 quantization. The weight distributions
in embedded LLMs are sparse, and the small additions/deletions from the DCT domain cannot
change the discrete parameters in the weight domain. As a result, SpecMark failed to watermark
such LLMs. EmMark, however, successfully inserted signatures into the embedded model

without introducing additional quality deterioration.
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4.4.3 EmMark’s Efficiency

The efficiency is evaluated by the required time (Time) and GPU memory (Memory)
for watermark insertion on the OPT family models [269]. In Table 4.2, we report the average
time/memory for signature insertion per quantization layer. For both INT8 and INT4 quantization,
the time taken to watermark one quantization layer is less than 0.4s. The insertion takes less
than 10 minutes for the largest OPT-30B model. All of EmMark’s components are performed on
CPUgs, and no additional GPU memory is required for watermark insertion. As such, the efficient
and lightweight watermarking scheme makes EmMark scalable to LLMs with larger sizes.

Table 4.2. EmMark’s watermarking efficiency.

Quantization ‘ Time (s) Memory (GB)
INT8 04 0
INT4 0.3 0

4.4.4 Robustness

We evaluate EmMark’s robustness by performing the following attacks: (i) parame-
ter overwriting attacks, (ii) re-watermark attacks, and (iii) forging attacks. We use the OPT-
2.7B [269] model quantized to INT4 by AWQ [125] as the target model. The embedded model is
already compressed and quantized. Therefore, additional pruning attacks will result in model abil-
ity breakdown. Current fine-tuning on the quantized models uses LoRA-based approaches [51]
to add low-rank adaptors to learn new dataset features. Such methods, however, will not change
the quantized model weight parameters, and cannot be used to remove signatures.

Parameter Overwriting Attacks The adversary removes the watermark by randomly adding
one bit to the parameter weights in the watermarked model. The attacked model performance
(perplexity and zero-shot accuracy) and watermark extraction rates are shown in Figure 4.2a.
The number of overwritten parameters in each quantized layer is increased from 100 to 500
with a constant gap of 100. As seen, the attacked model performance drops as more bits are

overwritten. The threshold renders significant model quality degradations is at 300-bit, where the
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PPL is over 100 and indicates bad generated text fluency. Nevertheless, EmMark demonstrates

its robustness under such attacks and maintains over 99% WER.
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Figure 4.2. EmMark’s performance under parameter overwriting and re-watermarking attacks.
The left subplot evaluates Perplexity (PPL), and the right subplot depicts Zero-shot Accuracy
and Watermark Extraction Rate (WER).

Re-watermark Attacks The adversary knows EmMark’s general watermark insertion algorithm.
However, he/she cannot access the model owners’ signatures or random seeds. The adversary
tries to break the watermark by perturbing parameters potentially used for watermarking. The
watermark coefficients a and f and seed differ from the watermark insertion stage and are set to
1, 1.5, and 22, respectively. The activation for scoring S, is obtained from the quantized LLM
instead of the full-precision one. The quantization model performance (perplexity and zero-shot
accuracy) and watermark extraction rates are shown in Figure 4.2b. The number of perturbed

parameters in each quantized layer is increased from 100 to 300 with a constant gap of 50.
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Figure 4.2b shows EmMark maintains its high watermark extraction rates under re-

watermark attacks. The threshold for bad LLM quality is at 300 bits, where the zero-shot
accuracy is below 20% and yields bad token prediction performance. However, the watermarked
model still maintains over 95% watermark extraction rates, providing sufficient IP protection to
the embedded LLM.
Forging Attacks The adversary does not remove the LLM owners’ watermark. Instead, he/she
claims the model ownership by faking another set of watermarks. It is achieved by (i) counter-
feiting the watermark weight locations L, with a fake signature sequence; (ii) re-watermarking
on top of the watermarked embedded LLM by a counterfeited full-precision model activations
and insertion hyperparameters. EmMark is resilient to the two settings with a confidential
full-precision model’s activation that the adversary does not have access to.

In the first setting, the watermark weight locations are a reproduction of the full-precision
model’s activations and a set of hyperparameters (random seed and scoring coefficients). Coun-
terfeiting the location L, without such reproduction validation process leads to failed forging
attacks. In the second setting, while the adversary proves ownership of the re-watermarked model,
the inserted signatures from owners are still highly extractable as seen from the Re-watermark
Attacks section. Notably, matching the owners’ signatures by coincidence is nearly impossible
and the probability goes as low as 9.09 x 10~13" for n quantization layer LLM following Equa-
tion 7.16. Here, n=192 for OPT-2.7B, and larger as the model size grows. As such, the owners

are able to claim ownership under forging attacks and protect the IP.

4.4.5 Ablation Study and Analysis

We provide further ablation study and analysis of EmMark’s capabilities. The OPT-
2.7B [269] quantized by AWQ [125] to INT4 is the target model.
Effectiveness of Watermark Coefficients We analyze how different @ and 8 choices affect
EmMark’s watermarking performance in Table 4.3. « is changed from O to 1, and 3 is changed

from 1 to 0. The maximum watermark signature length is set to 100. As shown, as the coefficient
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B becomes larger, EmMark tends to choose bits in the saliency channel over bits with larger
values. While it ensures strong IP protection, the watermarked LLM’s quality is compromised.

Table 4.3. Effectiveness of different insertion coefficients.

(e, ) | PPL| Zero-shot Acc (%)t WER (%) 1

(1,0) 14.61 61.36 100
(0.5,0.5) | 14.61 61.36 100
©,1) 14.65 61.25 100

Watermark Capacities We show the maximum signature length can be inserted into the
embedded LLM without compromising its quality in Figure 4.3. We increase the inserted length
per quantization layer from 50 to 200 with a constant gap of 50. As seen, the threshold for
maintaining watermarked LLM performance is at 100 bit. It corresponds to a watermark strength
of 1.57x1073 per layer and 1.57x10737%0 for OPT-2.7B model following Equation 7.16,

providing sufficient protection to the model IP.
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Figure 4.3. EmMark’s watermark performance with inserted signature lengths increased from
50-bit to 200-bit. All of the watermarks are successfully extracted.

Watermark Integrity To ensure integrity, EmMark shall only prove ownership of watermarked
models and generate low WER on non-watermarked ones. In Table 4.4, the first model is
the non-watermarked OPT-2.7B quantized by AWQ [125], the second model is fine-tuned on
a 4k subset of the Alpaca dataset [231] before AWQ [125] quantization, the third model is
fine-tuned on WikiText dataset [155] before AWQ [125] quantization, and the fourth model is

non-watermarked OPT-2.7B quantized by GPTQ [57]. The EmMark successfully extracts all
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signatures from the watermarked model and fails to prove ownership of non-watermarked ones.

As a result, EmMark demonstrates its integrity.

Table 4.4. EmMark’s integrity evaluation on watermarked and non-watermarked models.

Model | WM | non-WM 1 non-WM2 non-WM 3 non-WM 4
WER (%) | 100 | 0 0 0 0

4.5 Conclusion

We present EmMark, a novel watermarking framework for embedded large language
models. It inserts signatures into the compressed and quantized models while demonstrating
quality preservation and robustness. As such, it tackles the security challenges arising from
deploying large language models in edge devices and protects the IP of model owners. Extensive
evaluations on OPT and LLaMA-2 family models show EmMark successfully inserts 100%

signatures into the LLM with no performance compromises.
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Chapter 5

Hardware Authentication with Edge LLMs
Attestation

On-device large language models (LLMs) [249, 136, 259] have been widely deployed in
consumer electronic devices to enable local model inference with reduced latency and enhanced
user privacy. Delivering high-quality user experiences requires substantial effort in both model
compression and hardware architecture optimizations [12, 189]. However, such local inference
introduces an underexplored challenge: untrusted third parties along the supply chain (e.g.,
resellers) often have access to the device and its rich execution environment (REE) [31, 266].
This opens the door to potential unauthorized misuse, where the pre-installed, vendor-optimized
LLMs can be replaced with illegal and unauthorized models. Such tampering not only infringes
on the hardware vendor’s intellectual property (IP) by running undesired models on the platform,
but also erodes its reputation and customer trust if devices exhibit degraded performance, unsafe
behaviors, or inconsistent user experiences.

Attestation [31] is introduced to verify the legitimacy of the models within trusted
execution environment (TEE), where model’s origin is securely authenticated by matching a
decoded watermark (WM) against a device-specific signature. Only watermarked models that
have passed attestation are permitted to perform inference in rich execution environment (REE),

while unauthorized ones are blocked. However, existing attestation techniques are primarily
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designed for smaller neural networks with millions of parameters, and scaling them to billion-
parameter LLMs remains highly challenging. The bottlenecks mainly come from: (i) hardware
constraints: on-device TEE, such as Arm TrustZone [184], only provides 10-32 MB of secure
memory, which is insufficient to load LLLMs’ parameters and activations, let alone perform
efficient attestation; (ii) watermark verification efficiency and robustness: the watermark
verification shall be computationally lightweight to enable timely attestation, while remaining
robust against attacks.

This chapter presents AttestLLM, the first attestation framework to protect the hardware-
level IP of on-device LLMs. It consists of two key components: offline watermarking and
online attestation. Offline watermarking embeds quality-preserving and robust signatures
onto the LLM. AttestLLM profiles the model and adaptively allocates the watermark budget
based on each layer’s performance sensitivity. The signatures are then stealthily encoded
via an optimization-based algorithm on the trigger dataset, which preserves model quality,
while robustly anchoring the watermark to each layer’s output activations. AttestLLM enables
independent layer-wise watermark verification by saving the input activation to LLM layer, and
checking watermarks from its output activation. Online attestation efficiently verifies model
legitimacy with system/algorithm co-design. It enlarges the limited secure memory of Arm
TrustZone [184] via a virtualization-based enclave [48] and interleaves with REE inference to
avoid throughput degradation. During attestation, AttestLLM dynamically samples a subset
of LLM layers and decrypts watermarking keys and input activations from the trigger dataset
for verification, ensuring sufficient attestation strength to resist evasion attempts. Those layers
are attested in parallel, and such verification computations are overlapped with secure copy
communication to further reduce attestation latency.

As detailed in Figure 5.1, the LLLM, embedded with watermarks, is executed within the
REE. During inference, @ attestation requests are issued periodically, and @ AttestLLM running
in the TEE verifies the embedded watermarks. A hypervisor monitors and ensures the LLM

executing in REE corresponds to the model verified in TEE. ® If the watermark extraction
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Figure 5.1. Attestation overview: AttestLLM in the TEE periodically attests models in the REE,
ensuring that only authenticated LLMs are executed while blocking unauthorized ones.

rate (WER) equals 1, the model is authorized to run; otherwise, inference is blocked, thereby
preventing the execution of unauthorized or tampered models. In summary, the contributions are

as follows:

* We present AttestLLM, the first attestation framework to protect the hardware-level IP of

device vendors, ensuring only authorized LLMs can execute on target platforms.

* We co-design algorithm/software/hardware to scale the attestation to billion-parameter
LLMs with: (i) quality-preserving and robust watermarking to encode device-specific
signatures into on-device LLMs; (ii) efficient and scalable attestation to minimize

attestation overhead under resource-constrained hardware platforms.

* We evaluate AttestLLM on various on-device LLMs, showing: (i) fidelity preservation
while ensuring 100% watermark extraction rate; (ii) efficient attestation on Arm-based
edge device, which achieves 62 x lower latency overhead and 30x lower energy overhead
compared to the best prior hardware IP protection work. (iii) resists various replacement,

forgery, and TEE system attacks.

5.1 Background and Related Work
5.1.1 On-device LLM Watermarking

To deploy LLMs on edge devices, researchers typically leverage various compression

techniques, such as knowledge distillation [113, 246] and quantization [55, 137], to obtain a
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compact and low-precision format to reduce the inference burden. One of the most significant
steps is quantization, which maps the model from high-precision float32 [173] or bfloat16 [49]
into int8 or lower. These model optimizations are often co-designed with target hardware
platforms, optimizing kernel implementations [80, 66], memory layouts [263], and resource
allocation [131] strategies to fully exploit hardware capabilities for faster inference, which
constitute valuable IP.

Watermarking for protecting the intellectual property of LLMs goes in two directions: (i)
parameter-based watermarking [45, 266, 261]: embedding unique identifiers directly into the
model’s parameters, enabling ownership verification when the model weights are accessible.
It could be done during training [45] by adding an additional regularization term into the loss
function, or post-hoc [266, 261] by weight sensitivity analysis to enable watermarking insertion
without introducing quality degradations; and (ii) backdoor-based watermarking [114, 116, 115]:
encoding secret triggers onto the LLM’s token prediction probabilities, and produce distinctive
behavior only when specific inputs are encountered. This is done typically by fine-tuning pre-
trained language models with multi-task learning and specific triggers to enable robust watermark

extraction even after downstream fine-tuning.

5.1.2 TEE for LLM IP Protection

TEE is a secure area within the main processor that ensures the confidentiality and
integrity of code and data through hardware-enforced isolation [201]. Most edge devices adopt
the ARM architecture [191], whose TEE, ARM TrustZone [184], enhances hardware security by
dividing the processor into two isolated virtualized domains: the normal world (NW) for general-
purpose workloads and the secure world (SW) for trusted applications. Armv8-A processors
structure the privilege hierarchy into four exception levels (ELO-EL3): ELO is for user-space
applications; EL1 hosts the operating system kernel with access to system resources; EL2 is the
hypervisor layer supporting virtualization, which can intercept and control OSes at EL1/ELO;

and EL3 is reserved for highest-privilege firmware and the secure monitor that orchestrates
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transitions between the secure and normal worlds.

Edge devices are constrained by limited memory and computational resources, which
introduce significant overhead when executing end-to-end LLM inference entirely within TEEs.
Prior work for protecting LLM intellectual property and ensuring model legitimacy fall into two
categories: (i) TEE-shield inference [138, 272, 59] executes the entire model inside the TEE by
partitioning weights into memory-fitting segments and running them sequentially. However, this
approach incurs frequent world switches and secure memory operations, resulting in substantial
communication and context-switching overhead; and (ii) TEE-based attestation [31], which
performs model inference in the REE while verifying pre-embedded watermarks within the TEE.
The state-of-the-art work, DeepAttest [31], is limited to attesting models with only millions of
parameters on Intel SGX [40] and lacks support for ARM-based TEEs that dominate modern
edge devices [191]. In this paper, AttestLLM introduces the first algorithm/software/hardware
co-design approach that scales attestation to billion-parameter LLMs on Arm-based devices

while maintaining both efficiency and robustness.

5.2 Threat Model

5.2.1 Scenario

As in Figure 5.1, hardware providers [136, 189, 12] embed LLMs directly onto edge
devices to reduce network dependency, strengthen privacy, lower inference costs, and improve
responsiveness. However, such on-device deployment introduces a critical security risk: third
parties along the supply chain (e.g., resellers) may act as adversaries. With access to the device,
they can repurpose compute resources for unapproved LLM execution or deploy models that
violate safety and ethical standards. These threats not only compromise the vendor’s hardware-
level intellectual property (IP) but also damage its reputation and user trust if devices exhibit
degraded performance or unsafe behaviors. AttestLLLM enables hardware vendors to attest the

authenticity of LLMs running in the REE and terminate execution of any unauthorized models.
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5.2.2 Attackers’ capability and potential threats

We consider the adversary cannot manipulate the secure trusted execution environment
(TEE) on the device. The operating system (OS) is trusted and can provide information about the
pages associated with the weights (e.g., page fault or modified) under hypervisor mode in ARM
TrustZone. This is consistent with prior attestation work [31, 160]. The adversary has prior
knowledge of the watermarking algorithm, but lacks access to the trigger dataset and watermark,
which are securely encrypted and stored in a shuffled, randomized memory region. They aim to
evade attestation to host another unauthorized model on the hardware device.

To achieve this, the adversaries may execute these attacks. (Detailed evaluations in
Section 5.4.5): (i) Watermark forgery attack: The adversary forges the signature and attempts
to host an illegitimate LLM that decodes the same device-specific signature in TEE to bypass
attestation; (i) Model replacement attack: The adversary has prior knowledge of the model
architecture and attempts to host a similar LLM with different parameters; (ii1) TEE system
attack: The adversary bypasses attestation by running an unauthorized LLLM in the REE while
either halting attestation interactions with the TEE or dispatching the watermarked model only
for TEE attestation. Note that defenses [69, 160] against side-channel attacks [275, 108], which
aim to infer data or control flow within the TEE, are orthogonal to AttestLLLM, and can be

combined to strengthen its security.

5.3 AttestLLM Method

As in Figure 5.2, AttestLLLM consists of two main components: (i) offline watermarking
(Section 5.3.1), which encodes device-specific watermarks onto LLLM while preserving model
quality and robustness; and (ii) online attestation (Section 5.3.2), which securely verifies the
watermarks within the hardware’s protected enclave in TEE, ensuring only the owner’s authorized

LLM can be executed in REE.
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Figure 5.2. AttestLLM pipeline. Offline watermarking performs (A) sensitivity analysis to
adaptively allocate watermark across layers, and (B) optimization-based watermark insertion
to embed device-specific signatures with fidelity and robustness; Online attestation attests
watermarked LLM on edge devices by periodically requesting attestation, and securely copying
sampled LLM layers into the TEE for watermark verification. Only authorized LLM (WER=1)
is allowed for normal inference.

5.3.1 Offline LLM Watermarking

Sensitivity Analysis Different transformer layers capture and process different stages of input text
representations [73]. Some layers can accommodate more watermark bits without affecting model
utility, whereas others are more sensitive and should receive fewer. Weight parameter saliency
correlates strongly with activation magnitude, where channels with larger peak activations
process more information and are therefore more salient [126]. Inspired by this, for an LLM M
with [M| layers and a watermark sequence B = {by,by,...,b|p }, where b; € {0,1}, we allocate
signature to layer i as B;. As in Equation 5.1, B; is inversely proportional to the layer’s peak
activation magnitude max |£Z |, profiled by a profiling dataset D,,,, ensuring that more salient

layers receive fewer signature bits and less salient layers absorb more.

1/ max |.<7|

B; = |B| * -
l Z‘IM‘ 1/ max | .<7|

(5.1)

Optimization-based Watermark Insertion To deploy an LLLM on edge devices, the most

significant step of model compression from the perspective of watermarking is quantization,

91



Algorithm 3: Quantization-aware WM embedding
Input: i-th layer M;, activations from (i — 1)-th layer A;_j, signature B;, projection matrix

WM;

Output: Watermarked and quantized transformer layer M
1 Ml/ — M;
2 for epoch < 1 to Epoch,,,, do // Pre-quantization WM insertion
3 A; Ml/ (Ai—l)
4 B; — WMi(Al')
5 L(—L(M;,WMi,Bi,Ai_l)
6 Update M;, WM; via gradient descent with learning rate Tpre
7 M| < Quantize(M])
8 for 7 < 1 to Epoch,,,, do // Post-quantization WM insertion
9 Select a subset ® of parameters from M/
10 Sample a perturbation p in the parameter space of ®
11 Lt %L(Ml{ij,WM,‘,Bi,Ai,l)
12 L~ (—L(M;—p,WMi,Bi,A,‘_l)
13 g 5p
14 | M M —Nposid

which substantially changes weight distributions and data types. Thus, we devise a quantization-
aware optimization-based watermarking insertion algorithm in Algorithm 3. Given the activation
from the (i — 1)-th transformer layer as .7 (on trigger dataset D;,;), the activation .<7; from the
i-th watermarked transformer layer M/ is projected into the watermarking space by a projection
matrix WM,;. The watermark embedding goal is to make the projected output approximate the
ground-truth signature B;. Besides, to maintain model fidelity, a penalty term || M] — M;||? is
added to the loss, constraining the updated parameters M, to remain close to the original M;.

These objectives are formulated in Equation 5.2.

L= min |WM;(M/(_1)) —Bi| +a||M] — M;|> (5.2)
M WM,

To achieve robust watermark embedding while preserving model fidelity, AttestLL.M
introduces a two-stage watermark insertion before and after quantization as in Algorithm 3. In the
pre-quantization stage, the optimization is performed on the full-precision model using gradient-

based methods. Both M/ and WM, are updated via backpropagation to approximate the target
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signature B; efficiently. After quantization, model weights become discrete and zeroth-order
optimization [221] is employed to further enhance signature insertion. A subset of parameters ®
is perturbed along random directions for p in the space, and the corresponding losses L™ and
L™ are estimated using finite-difference evaluations [193]. These estimates are used to refine
the quantized transformer layer M/ to reduce the discrepancy between the decoded watermark
signature B} and its target B;. The model fidelity is kept by constraining LLM layer parameters’
divergence and robustness is reinforced by encrypting trigger dataset D;,; and watermark keys to
keep them confidential.
Watermark Verification The watermark insertion enables each LLM layer’s watermark to
be verified independently. Given the trigger dataset D;,;, AttestLLM saves the activation .o/
to all watermarked layers. When verifying the i-th layer, it will retrieve <% as an input to
watermarked layer M,. The output M;(.«7%_1) is projected by WM; to decode signature as B.. The
watermark extraction rate is computed in Equation 5.3, where |B;| is the length of the inserted
signature, and |B}| is the number of matching signatures.

| /

Y%9WER = 100 x i (5.3)
|Bil

5.3.2 Online Attestation with TEE

TEE Setup and Attestation Workflow AttestLLM enlarges the available secure memory using
virtualization-based TEE [48]. At platform bootstrapping, hardware root-of-trust verifies the
integrity of the bootloader, host kernel image, and device tree. During the early boot of the host
kernel (before switching fully to the REE), the system reserves security-sensitive resources (e.g.,
I/O passthrough, enclave memory) that must be owned by the TEE. This ensures the REE cannot
interfere with these reserved resources and TEE obtains enlarged memory for scalable attestation.

After the hypervisor and memory partitioning are set up, the host kernel (which contains the
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hypervisor and portions of the REE) and device tree are verified and then booted [111, 160].

During attestation, @a trusted timer inside TEE sends signals to request attestation of
a few selected LLM layers. Then, REE @samples the layers and ®securely copies them in a
read-only region via virtio-pmem [234], where they can be efficiently transferred into enclave
pages in TEE. Inside TEE enclave, @AttestL.LM retrieves and decrypts the encrypted activations
<o/ using AES [4] to verify the watermark of received model layers. If verification succeeds
(i.e., WER = 1), the model will be executed in REE; otherwise, the enclave raises an alert and
enforces a device reset to block untrusted execution. Such attestation is performed periodically
to ensure the runtime integrity of embedded LLMs.

To enhance security, AttestLLM uses these mechanisms to guard against online and
offline data tampering. To avoid online tampering, (i) a trusted time tracks the attestation
interval and aborts the REE application’s execution if no response is received within the expected
time window; (ii) the attest layer selection is generated randomly and securely inside the TEE,
preventing an attacker from manipulating layer checking and thereby bypassing attestation of
tampered layers; (iii) to avoid attacks on layer sampling and model execution, e.g., replacing sub-
modules or adding LoRA adapters [81], AttestLLM under hypervisor mode monitors OS events
and tracks OS pages allocated to the LLM program. If any modification to those pages is detected
at runtime, a trigger is raised and execution is blocked. To avoid offline data tampering (i.e.,
modifications to stored data or model weights before execution), AttestLLM shuffles the weights
when storing them in untrusted memory via memory-layout randomization [215, 142, 31]. This
randomization relocates code and data segments and breaks persistent layouts, which significantly
reduces the feasibility of brute-force searches for tampering with stored model weights and
watermark keys.

AttestLLM reduces the attestation overhead by performing verification dynamically on
a subset of LLM layers while ensuring attestation strength. The attestation overhead can be
adjusted by an attestation interval f, which triggers the attestation request every f generated

tokens. Based on demand, vendors can set a smaller f (e.g., 50) for privacy-critical scenarios,
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while a larger f (e.g., 200-500) for latency-sensitive or conversational applications. At each
attestation round, the system randomly samples k layers from |M| total layers and securely
copies them into TEE for watermark verification, where the attestation strength is formulated

by evasion probability Peyasion- If an attacker tampers ¢ layers, the probability of evading one

|M|—t
attestation is p = ( i ) . After r attestation rounds, the evasion probability is in Equation 5.4. A

(%)

sufficiently low evasion probability provides significant attestation strength to protect the device

from hardware-level IP attacks.

(") ) '
Pevasion = (54)
( ("

Optimizations for Efficient Attestation To reduce latency under limited TEE resources, we
design a pipelined and partially parallel verification flow. Each attestation round includes (i)
communication intensive stage that secures copies of transformer layers and decrypts WM key, (ii)
computation intensive stage that extracts and verifies watermarks. For m TEE threads, AttestLLM
dedicates one thread for secure copying and decryption, while the rest are for computation of
watermark extraction and verification. The secure copy of k; layer can be pipelined and happen
concurrently with the computations of k;_,, — k;—1 layers. In addition, the m — 1 compute threads
can be further parallelized to process those k;_,, — k;_1 layers concurrently. The verification
will be early-exit and trigger signals to abort REE inference as soon as a mismatch is found to

accelerate detection and avoid unnecessary computation.

5.4 AttestLLLM Evaluations and Results

5.4.1 Experiment Setup

We evaluate AttestLLM on on-device LLMs, including Llama3 1B, 3B, and 8B [67],
Qwen3 4B and 8B [252], and Phi-4 15B [3]. The models are quantized to 8-bit using Tor-
chAO [236] and 4-bit using AWQ [126]. The watermark insertion (Section 5.3.1) is performed
on a CPU/GPU server with 4 NVIDIA RTX 6000 GPUs. We use C4 [190] as D), and 64
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samples from SimCSE dataset [61] as D;,;. In pre-quantization, we use the Adam optimizer
with learning rate My to 6e-6, regularization term @ set to 1e-3, and optimize for 20 epochs. In
post-quantization, the perturbation strength p is set to 2 and 20 for INT4 and INT8 quantization,
Npost 18 0.5 and 0.1 for INT4 and INT8 quantization, and optimize for 40 epochs.The signature
length |B| is 20 x|M|. The online attestation(Section 5.3.2) is performed on an 8-core ARM
CPU (4xCortex-A76 + 4xCortex-AS5) with 16GB LPDDR4X memory and Android 13 as host
OS. LLM inference runs in the REE, while attestation executes in a pKVM-protected enclave
allocated 512MB of memory and running a minimal Microdroid kernel [65], configured with 4
TEE threads. For online attestation, we set (|M|,k) to Llama3-1B (16,2), Llama3-3B (28,2),
Llama3-8B (32,4), Qwen3-4B/8B (36,4), and Phi4-15B (40,6). We use a default attestation
interval of f = 100 tokens and verify 16 random samples from D;,; per attestation round.
Evaluation Criteria We evaluate AttestLLM with: (1) Watermark Extraction Rate (WER):
The percentage of watermark successfully extracted; (2) Attest Pass Rate (APR): The percentage
of layers passing attestation (i.e., layer-wise WER = 1); (3) Watermarked LLM Performance:
Perplexity (PPL) to evaluate generated text fluency on WikiText Dataset [155], and, Zero-
shot Accuracy (Zero-shot Acc) for next-token prediction evaluation on the mean of LAMBADA,
HellaSwag, PIQA, and WinoGrande Datasets [60]; (4) Attestation Overhead: Latency overhead
(%) is the additional time required to generate one token compared to pure REE inference, and
Energy overhead (%) is the additional energy consumed to generate one token compared to pure
REE inference.
Baselines AttestL.LM is the first attestation framework to protect on-device LLM’s hardware IP.
Nevertheless, we compare it with TEE-shield inference [272, 138] that enforces model integrity
and protects hardware IP by partitioning the LLM to fit into secure memory and executing
segment by segment inside the TEE.

Note that (i) we do not compare with DeepAttest [31], as it is designed for Intel SGX [40]
rather than Arm TrustZone. Besides, it encodes watermarks when training the DNNs from scratch,

which cannot be easily scaled to LLMs [266]; (ii) watermarking frameworks with intensive
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verification overheads are excluded because attestation requires a co-design of the watermarking
algorithm and TEE system optimizations. Methods that perform full-model inference [116, 115]
to check pre-encoded backdoors or require heavy extraction computation [266] are therefore

unsuitable for attestation.

5.4.2 Watermarking On-device LLMs

Table 5.1. AttestLLM’s performance in watermarking on-device LLMs quantized to INT4 and
INTS. A is the average LLM performance degradation (PPL for perplexity; Zero-shot Acc for
zero-shot accuracy) compared with non-wm LLMs.

Method Metrics INT4 Quantization . INTS8 Quantization ]
Model Llama 3 Qwen 3 Phi-4 A Llama 3 Qwen 3 Phi-4 A
1B 3B 8B 4B 8B 15B 1B 3B 8B 4B 8B 15B
PPL | 10.84 8.22 6.64 14.88 9.98 6.78 - 9.88 7.88 6.36 13.82 9.63 6.75
non-WM Zero-shot Acc 1 | 59.59% 67.08% 71.38% | 62.09% 66.16% | 71.90% - 60.85% 67.45% 72.11% | 62.59% 67.27% | 72.89% \
WER 1 55.50% 63.21% 63.68% | 79.38% 79.41% | 76.92% 71.42% 73.92% 67.71% | 76.61% 81.33% | 74.44%
APR 1 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
PPL | 10.92 8.24 6.66 15.07 9.96 685 |0.62% | 9.92 7.89 6.37 13.72 9.62 6.76 \ 0.07%
AttestLLM | Zero-shot Acc T | 59.49% 67.10% 71.18% | 61.97% 66.18% | 71.89% | 0.09% | 61.31% 67.59% 72.04% | 62.50% 67.66% | 72.70% \ 0.15%
WER 1 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
APR 1 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%

Attestation reliability We encode watermarks into on-device LLMs from Llama, Qwen, and Phi
families following Section 5.3.1 and show the results in Table 5.1. The attest pass rate (APR)
reflects whether each layer’s watermark can be correctly extracted. If any layer fails to achieve a
100% layer-wise WER (i.e., APR lower than 100%), the system flags the mismatch and aborts
REE inference. LLMs watermarked with AttestLLLM can reliably pass the attestation with 100%
WER and 100% APR, whereas the execution of non-watermarked ones will be aborted due to
low WER and 0% APR.

Watermarked LLM fidelity Encoding watermarks onto LLMs will not degrade their quality
and utility. We evaluate AttestL.LLM’s performance on text generation fluency using perplexity
and next-token prediction capability using zero-shot accuracy. As shown in Table 5.1, for
INT4 quantization, compared to non-watermarked models, AttestLLM averagely degrades the
Perplexity (PPL) by 0.62% and Zero-shot Accuracy by 0.09%. As for INT8 quantization,
compared to non-watermarked models, AttestLL.M degrades the PPL and Zero-shot Accuracy by

0.07% and 0.15%, respectively. These degradations are minimal and do not produce noticeable
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differences when users interact with the watermarked models [126].

5.4.3 Attestation Overhead

As shown in Figure 5.3, we report the attestation latency and energy overhead of
AttestLLM and TEE-shield inference compared to pure REE inference. TEE-shield inference
suffers from substantial overhead, with average latency overhead of 472.8% for INT4 and 626.3%
for INTS, and average energy overhead of 87.8% for INT4 and 247.2% for INTS. In contrast,
AttestLLM imposes significantly lower costs over REE execution, with average overheads of
9.3% (INT4) and 8.3% (INTS) in terms of latency, and 7.3% (INT4) and 7.0% (INT8) for energy.
As such, AttestLLLM achieves an average of 62x lower latency overhead 30x lower energy

overhead compared to TEE-shield inference.
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Figure 5.3. Attestation latency and energy overhead (%) of LLMs quantized into INT4 and
INTS. Lower is better.

5.4.4 Attestation Strength

The attestation is performed while ensuring sufficient attestation strength with a low
evasion probability Peyasion. For a conversational session producing 1000 tokens, with an attesta-
tion interval of f=100, AttestLLM will conduct r=10 attestation rounds. Given that the model

weights are stored in shuffled memory regions, we assume an adversary performs a brute-force
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search and tampers with 10% of transformer layers in a Qwen3-8B model, which is 4 out of 36
layers. With Equation 5.4, the evasion probability per attestation is 6.1x 107!, and over a single
conversational session, Payasion drops to 7.1x 1073, It ensures AttestLLM to confidently detect

and abort the execution of unauthorized LLM:s.

5.4.5 Robustness

We evaluate AttestLLM’s robustness by performing the following attacks: (i) watermark
forgery attack, and (ii) model replacement attack; (iii) TEE system attack. We use Llama3-
8B [67] model quantized to INT8 as the target model. We assume the adversary has prior
knowledge of the watermarking algorithm, but do not have access to the encrypted trigger dataset
and watermark keys. They can attempt a brute-force search to tamper with certain layers in the
shuffled memory region, but locating and modifying all layers would be prohibitively expensive.
Watermark forgery attack The adversary aims to host an unauthorized LLM but bypass the
attestation by fooling the verification pipeline to decode the device-specific signatures. To
achieve this, he/she needs to (i) know the watermark matrix WM and watermark signature B,
which are kept confidential and encrypted; (ii) brute-force search all of the LLM’s parameters
in shuffled and randomized memory, and replace them with the malicious copy. All of this
information can be expensive to search and recover, which ensures AttestLLM is resistant to
watermark forgery attacks.

Model replacement attack In this setting, we consider two types of model replacement attacks
(MPA): (i) partial model replacement attack; and (ii) full model replacement attack. In both
cases, the adversary attempts to perform brute-force search and replaces model parameters
with malicious copies. Since an exhaustive search in the shuffled memory region can be time-
consuming, we consider partial model replacement as a more realistic threat, where k = 4 out
of |[M| = 32 layers are tampered. The full model replacement attack is a stress test to evaluate

AttestLL.M’s attestation reliability when all of the parameters are tampered. As in Table 5.2,
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we use zeroth-order optimization to fine-tune INT8 quantized Llama3-8B [67] model on the
ToxicChat [128] dataset. For partial MPA, we only update the parameters of four randomly
selected layers; for full MPA, we update the entire model. In the partial MPA case, four tampered
layers fail attestation (i.e., layer-wise WER is not 100%), resulting in an attest pass rate of 87.50%.
In such cases, the evasion probability after 10 rounds of attestation becomes Payagion = 3.5 X 1073,
which ensures AttestLLLM to confidently abort the execution of tampered LLM. In the full MPA
case, all layers fail attestation because updating all of the model parameters alters their decoded
watermarks. These results demonstrate that AttestLLM reliably detects both partial and full

MPA, ensuring that unauthorized or tampered LLMs are blocked from execution.

Table 5.2. Model replacement attack (MPA) performance.

Attack WM LLM (benign) Partial MPA Full MPA

WER 1 100% 94.06% 84.84%
APR 1 100% 87.50% 0%

TEE system attack In TEE system attack, the adversary uses device resources to host an
illegitimate LLLM in REE. He/She aims to bypass attestation by (i) halting the interaction with
TEE; (ii) dispatching the watermarked LLM solely for attestation. They can be mitigated by these
system-level security efforts: (i) during platform bootstrapping, the hardware root-of-trust verifies
the integrity of the bootloader, host kernel image, and device tree, preventing the injection of
malicious software before the system starts; (ii) A secure timer inside the TEE tracks attestation
intervals, which cannot be tampered with by the adversary. If the TEE does not receive attestation
interactions within the expected time window, the hypervisor halts the application executions in
REE, preventing the adversary from running a separate LLM without TEE involvement.; (iii)
The attested layer selection is generated randomly and securely inside TEE, which prevents the
attacker from manipulating layer checking and bypassing the attestation of tampered layers; (iv)
The hypervisor monitors OS-level page allocations to ensure that the executed model matches the

attested one. This prevents the adversary from running an illegitimate LLLM while dispatching
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the watermarked model only for attestation.

5.4.6 Ablation Studies and Analysis

Watermark before/after quantization As in Table 5.3, when watermarking LLlama3-1B [67]
model quantized to INT4, post quantization WM insertion introduces more degradation because
zeroth-order optimization must approximate gradients from a discrete weight distribution, which
requires larger weight updates than gradient-based optimization. Pre-quantization WM insertion
causes less quality degradation but suffers from reduced extraction accuracy, since quantiza-
tion perturbs the activation outputs and weakens the watermark signal. By combining both,
AttestLLM preserves both model quality and verification reliability.

Table 5.3. Watermark insertion before/after quantization.

WM Insertion Stage PPL | Zero-shot AccT WER1T APR?T

Before Quantization 10.26 59.58% 97.19% 87.50%
After Quantization 10.84 58.51% 100% 100%
AttestLLM 9.91 60.90% 100% 100%

Attestation overhead with/without efficiency optimization Without optimization, secure copy
and watermark verification execute sequentially, leaving TEE threads idle and thereby increasing
attestation overhead. As shown in Table 5.4, applying pipelined secure copy time overlapping
and parallel LLM layer verification significantly improves efficiency. For Qwen3-4B quantized
to INT8, AttestLL.M’s latency overhead decreases from 8.9% to 6.9%, and its energy overhead

drops from 7.2% to 5.7%, showing that these optimizations effectively reduce attestation cost.

Table 5.4. Attestation overhead with/without optimizations.

Efficiency Optimization Latency | Energy |

no Optimization 8.9% 7.2%
with Optimization 6.9% 5.7%

Attestation overhead with (f, k) choices f and k are tunable hyperparameters that balance
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attestation strength and efficiency. We show the quantitative results for Qwen3-4B quantized to
INTS8 in Fig. 5.4. A larger f increases the attestation interval, reducing overhead but weakening
security. Similarly, a smaller kK means fewer transformer layers are verified per round, lowering
overhead but also reducing attestation strength. Thus, we choose f = 100 and k = 4 for a

reasonable trade-off between efficiency and security.
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Figure 5.4. Attestation overhead with different (f, k) choices.

5.5 Conclusion

This chapter presents AttestLLM, the first attestation framework that co-designs algorith-
m/software/hardware to protect the hardware IP of device vendors with efficiency, scalability, and
robustness. In offline watermarking, AttestLLM adaptively encodes device-specific signatures
onto each LLM layer while preserving model quality and robustness. Online attestation securely
verifies the watermarks inside TEE and employs several system-level optimizations to enlarge
secure memory and reduce attestation overhead. Comprehensive evaluations of on-device LLMs

demonstrate AttestLL.M’s fidelity, robustness, attestation reliability and efficiency.
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Chapter 6

Scalable Combinatorial Optimization Arti-
fact IP Protection

Combinatorial optimization [208, 105, 244], a fundamental paradigm in operations
research and computer science, has a wide range of applications in various fields, including
scientific discovery [43, 97], chip design [77, 158], synthetic biology [99, 166], etc. The
optimization engines (solvers) try to find the best solution from a combinatorially large number
of possibilities that adhere to problem constraints. Due to the vast number of potential candidates
and the complexity of the problem constraints, exhaustive search and evaluation are infeasible and
involve substantial computational overhead [78]. Thus, most common solvers use sophisticated
heuristic-based algorithms [39, 218], or rely on emerging machine learning-based methods [152,
19, 209, 78] to explore the search space for quality solutions efficiently. Nonetheless, domain
expertise is still required for solution validations and refinements to ensure performance in target
scenarios [56, 226, 183]. Protecting the costly, high-quality solutions to complex combinatorial
optimization problems is an open and pressing challenge.

Watermarking has emerged as a promising solution for securing such valuable IP arti-
facts [47] by embedding invisible ownership signatures into solutions that can later be used to
prove authorship. However, existing efforts in combinatorial optimization watermarking remain

narrow in scope and lack cross-domain generalizability. Early work in this area [243, 214, 153]
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encodes signatures by imposing additional watermarking constraints on problem variables or
constraint functions. These methods are typically tailored to a specific set of problems (e.g.,
MaxCut or SAT) and rely on enumerating satisfied watermarking constraints for verification.
As such, the encoded watermarks are vulnerable to variable name transformation attacks and
removal attacks that can significantly alter the solution. More recent approaches are tightly
coupled with specialized solvers and domain-specific applications, such as protein folding [271]
and chip design [267]. While these methods incorporate extensive domain knowledge and cus-
tomized toolchain optimizations, they fall short of addressing the broader challenge of developing
universal and transferable watermarking techniques for combinatorial optimization problems.
The first set of challenges lies in the absence of versatile formulations that can abstract
watermarking objectives and support verification with cross-domain adaptability. Meanwhile,
the ownership proofs must be embedded without compromising the quality of the underlying
solutions. The second set of challenges arises with the recent advances in combinatorial opti-
mization solvers [158, 78], which tackle large-scale problems through machine learning-based
algorithms and distributed training paradigms to efficiently explore vast search spaces in parallel.
In such settings, distributed watermarking methods are critical for scalable intellectual property
protection. Moreover, the encoded watermarks shall demonstrate resilience against potential

adversarial attempts to erase signatures, while preserving the integrity and quality of the solution.
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Figure 6.1. Overview of tracing constrained combinatorial solutions with OptiMarks. High-
quality solutions to combinatorial optimization problems are valuable assets in domains such as
biotechnology and chip design. OptiMarks embeds watermarks into these solutions to safeguard
solver owner’s intellectual property, trace solution distribution, and verify watermark provenance
in a scalable and robust manner.

To address these challenges, this chapter introduces OptiMarks, a universal watermarking
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framework to scalably and robustly embed ownership signatures into combinatorial optimization
solutions. The overall flow is depicted in Figure 6.1. In the watermark insertion stage, we
first model the constrained combinatorial optimization problem as a graph, with nodes as
variables and edges as constraints. Nodes are then labeled using a graph isomorphism network
(GIN) [250], which leverages graph structural information to yield unique and reliable identifiers
even under malicious transformations. The watermark constraints, represented as an additional
set of edges on the variable nodes, are jointly optimized with the original problem constraints.
The watermarks are designed with three key properties: (i) Secrecy: construct by randomly
selecting node pairs that are not connected by an edge in the original problem graph, making
them difficult for adversaries to forge; (ii) Uniqueness: provide statistically significant evidence
of the watermark presence in the solution, thereby enabling faithful ownership verification; (iii)
Quality-preserving: ensure that the introduction of additional constraints does not degrade the
solution quality. Afterwards, OptiMarks trains a watermark decoder using adversarial training to
robustly extract a predefined error correction code [17] signature from both the watermarked
solution and its adversarially modified variants. Once the solution is finalized, OptiMarks
removes the watermark constraints before distributing it to the end users.

To verify ownership of a suspicious solution, OptiMarks first relabels the graph with
the same GIN as in the insertion stage, and restores the watermark constraints. Next, a trained
watermark decoder extracts the signature and compares it with the encoded ones for ownership
verification. To accommodate the ever-growing scale of combinatorial optimization problems,
OptiMarks employs a distributed watermarking approach, where watermark constraints are
assigned to subgraphs partitioned across servers. These watermarks are embedded in parallel
during the optimization process, and the watermark decoder is trained to extract the predefined
messages from each server’s subgraph. Thus, OptiMarks effectively protects the intellectual
property of the large-scale solution in the distributed optimization settings. In summary, the

contributions are as follows.
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* We present OptiMarks, the first scalable and universal watermarking framework for
constrained combinatorial optimization solvers, which protects the intellectual property

and traces the distribution of resulting solutions.

* We highlight the novelty of OptiMarks in (1) Quality preservation: signature insertion
does not degrade the performance of the watermarked products; (2) Scalability: sup-
ports watermarking for ultra-large optimization problems in distributed environments; (3)

Robustness: resistance toward diverse attacks aimed at watermark removal.

* We conduct extensive experiments on various benchmark instances demonstrating: (1)
OptiMarks successfully encodes watermarks onto a wide range of real-world combinatorial
optimization problems, including protein prediction, drug discovery, and social recommen-
dation; (2) OptiMarks achieves 100% watermark extraction accuracy while incurring only
~0.36% performance degradation; (3) OptiMarks demonstrates resiliency under various

malicious transformations and maintains over 80% watermark extraction rates.

6.1 Problem Formulation

6.1.1 Problem Formulation

Equation (6.1) shows a combinatorial optimization problem with an arbitrary cost func-
tion f(x) overx;, i € A", where A" = {1,--- N} are the indices of the optimization variable. The
variables are constrained by K constraint functions, ckK (x.x), k€ &, where # = {1,--- K} is
the constraint indices. The watermark is encoded by enforcing an additional set of watermarking
constraints, c}'.VM (x J;(j), JjEW H,where W . is the index set of the watermarking constraints.

The original constraints cf, together with the watermarking constraints ¢!, are mapped by
the watermarking function f,,,, into the watermarking space, a representation space designed
for embedding and detecting watermarks, such that their transformed form remains close to the

target watermark signature sequence M.
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min  f(x) (6.1a)

Xi €N
sit. cf(x4) <0, forke # (6.1b)
M (x.4) <0, for je W . (6.1c)
Fum (.MM M) <0 (6.1d)
x; € {dy,---,d,}, forie N (6.1e)

Solving the above combinatorial optimization problem is inherently challenging, as it
often falls into the class of NP-hard problems due to discrete decision variables and potentially
non-convex, non-linear objective and constraint functions. Previous work [78, 209] addresses this
challenge by exploiting the structural properties of the problem and modeling it as a constraint
(hyper)graph, where each optimization variable corresponds to a node and each constraint is
represented as a (hyper)edge connecting the involved variables. This formulation captures
high-order dependencies among variables and enables the use of (hyper)graph neural networks

to learn effective and scalable solution strategies.

6.1.2 Watermarking Principles

To ensure the watermarked solution can be usable for real-world applications, the water-

marking algorithm design follows these principles:

* Quality-preserving: the watermark insertion shall not degrade the final products’ quality

and incur minimal overhead to the optimization process;

+ Scalable and Efficient: the watermark insertion and verification shall be efficient and

scale to watermark ultra-large solutions;
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* Robustness: the watermarked product shall withstand malicious transformations and

removal attempts from the adversaries;

* Integrity: the watermark shall only appear in the watermarked product and not provide

ownership proof for the non-watermarked ones.
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Figure 6.2. Overview of the constraint combinatorial optimization watermarking process. It
consists of two stages, namely, watermark insertion and watermark extraction. OptiMarks first
assigns the label to each node via its structural information. Green edges are added as the
additional watermark constraints for the solver to satisfy to encode the owner’s signatures. Then,
a decoder is trained to decode the watermark messages from the watermarked solutions. Given a
suspect solution, the owner leverages a decoder to decode embedded messages from the layout
and compares them to the encoded ones for ownership proof.

6.2 Encode Robust Signatures with OptiMarks

The overview of OptiMarks is shown in Figure 6.2. In this section, we introduce the
watermark insertion process, which is designed to (i) preserve solution fidelity while providing
strong watermarking strength with provable constraint thresholds, and (i1) remain resilient to
attacks through structure-aware node labeling against variable renaming attacks and adversarial

training with error-correction code against removal attacks that significantly alter the solution.
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6.2.1 Structure-aware Node Label

The objective is to assign each node a corresponding feature vector derived solely
from the graph’s structural information. This enables reliable node identification and signature
decoding without relying on external information that can be easily forged or removed. Given
a graph G = {cX}, we first construct node features F by encoding each node’s degree and the
degrees of its neighbors into a |F|-dimensional vector and sort them in descending order. During
the construction, if the resulting vector is shorter than |F|, it is padded with zeros; if the vector is
longer, it is truncated to length |F|.

With node features F, OptiMarks assigns each node a canonical and structure-intrinsic
identifier through a Graph Isomorphism Network (GIN) [250]. GIN evaluates node significance
by computing unique structural scores, analogous to the Weisfeiler—Lehman (WL) [216] test
for graph isomorphism, while offering better scalability and computational efficiency. The GIN

(k=1)

takes node features F as input. As in Equation 6.2, the node score for the v-th node is h at

the k — 1-th layer. A learnable parameter € and an MLP®) layer are used to learn the mapping

from k — 1-th layer score hgk_l) to k-th layer score hsk) using hsk_l) and its neighboring node u’s

(k=1)

score h;, .

) = MLP® ((1 +e®) Ve y Ay ) 6.2)
ue N (v)

The final score A, of each node is unique and is hashed to a distinct value using SHA-
1 [197]. We rank the resulting hash values in ascending order and assign the corresponding
rank as the node’s index label. Because the GIN parameters are kept confidential by the owner,

adversaries cannot easily reproduce these node hash values for forgery.

6.2.2 Robust Watermark Insertion

WM

As in Section 6.1.1, the watermark constraints ¢ are incorporated into the final solution
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as an additional set of problem constraints. We first construct ¢ by randomly selecting pairs
of nodes from G that are not included in the original constraint set ¢cX. The solver then jointly
optimizes over both the original constraints cX and the watermark constraints ¢ to obtain the
final solution.

The solution is robustly projected into the watermark space by the transformation function

fwm, which encourages it to align closely with a predefined message M. As such, OptiMarks
can decode robust signatures from the overall solution, rather than by enumerating satisfied
watermark constraints as in prior work [243, 214, 153]. This design makes OptiMarks more
resilient to removal attacks that substantially modify the solution. We leverage two mechanisms,
namely, error correction codes [17] and adversarial training [265], to ensure reliable watermark
recovery even under malicious tampering.
@ Error Correction Codes: During adversarial tampering, part of the decoded message can
be distorted and results in reduced watermark extraction rates. Error correction codes [44, 29]
introduce controlled redundancy in message generation and enables message recovery even when
a subset of the watermark bits is altered.

OptiMarks first defines a binary message M = {M,M,..,M;} (M; € {0,1}). This
message is then encoded using a Bose—Chaudhuri-Hocquenghem (BCH) code into a longer
codeword M with |M| > |M|. As show in Equation 6.3, G is the generator matrix derived from the
BCH generator polynomial. This matrix expands the |M|-bit message into a |M|-bit redundant
codeword by introducing structured parity bits. All operations are performed in the binary field
GF(2). dgmin is the minimum Hamming distance between any two valid codewords, which
determines the error-correction capability of the code. With dpi, > 2t + 1, the generated code M

can correct up to ¢ bit errors.

M=M-G, Ge{o,1}Mx<m g . >211. (6.3)

@ Adversarial Training: Here, we leveraged a GNN-based message decoder D to project the
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solution on graph G into the watermark space and align it with the encoded message M. Similar
to Section 6.2.1, OptiMarks aggregates each node’s solution together with those of its neighbors
to construct a solution feature vector X. D learns to recover the encoded message M from the
watermarked graph G(cX,c"M X) by minimizing the L; loss as shown in Equation 6.5. To
enhance robustness against malicious solution tampering, OptiMarks introduces adversarial
noise to the solution feature X and generates a perturbed X that mimics such scenarios as in
Equation 6.4, where 6 denotes bounded adversarial perturbations and € controls the perturbation

magnitude.

X=X+6, |6]h<e, (6.4)

D is jointly trained on both clean and perturbed features, enabling it to reliably decode
the watermark even when the solution is partially modified. The overall training objective is
given by Equation 6.5, where G = G(cX,c"M X) and G = G(cX,c"M X) denote the clean and

perturbed graph representations, respectively, and w,, and w; balance the two objectives.

minD LM(M,D(G),D(G)) -

wo XY |57 — D(G)| +w XM M- DG

(6.5)

These keys are stored for later verification: (i) the watermark constraints, including the
structure-aware node IDs used to restore the watermarked graph G(cX,c"™ X); and (ii) the
learned decoder D, the signature sequence M, and the random seeds required for watermark

decoding.

6.2.3 Provenance Guarantee

We analyze the statistical detectability of the embedded watermark by formulating
ownership verification as a hypothesis testing problem that bounds the number of watermark

constraints and the decoded signature length.
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The following binary hypothesis test is used for verification

Hj : The solution is not watermarked,

H : The solution contains the watermark.

@ Encoded watermark constraints For a graph G with N nodes (optimization variables) and K

edges (problem constraints), watermark constraints is defined as ¥ = {C‘{VM s, eVMY et
k=Y 1[c}"™is satisfied in G]
i=1

denote the number of watermark constraints satisfied by coincidence in G. Under the null
hypothesis Hy that the graph is generated without any watermark embedding, the watermark

constraint has a coincidence probability

K
P= Ty
()
Under the approximation that CYVM ,...,c"M behave as independent Bernoulli random vari-

ables with success probability p when the problem constraint size K >> m, the total number of
coincidental matches satisfies

k ~ Binomial(m, p)

under Hy. The one-sided p-value for observing at least k coincidental matches is then given by

m
p-value = Pr[K > k| = Z (m) p/(1=p)",
Hy j=k J

which quantifies the probability that & or more watermark constraints are satisfied purely by
random chance. A watermark is declared present if this p-value falls below a pre-specified

significance level o (e.g., & = 0.05), indicating that the observed degree of constraint satisfaction
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is statistically unlikely under Hy.

@ Encoded signature length: Let the message M = (my,ma,...,my) € {0,1}M| denote the
decoded signature from the decoder D. which are generated as independent random variables
m; ~ Bernoulli(1/2). Let k denote the number of decoded bits that match the target signature,
1.e.,

M|
k= Z 1[m; = m],
i=1

where m/ is the i-th target bit in decoded message M'. Under Hy, k follows a binomial distribution,
k ~ Binomial(|M|,1/2).

The statistical significance of the extracted watermark is quantified by the p-value,

defined as the probability of observing at least k matches under Hy:

M| M| 1\ M
p-value = gg[l( >k =Y ( ) ) (5) : (6.6)

j=k N\ J

A watermark is declared present if the computed p-value is below a predefined signifi-
cance level o (e.g., & = 0.05), indicating that the observed agreement between M and the target

signature is unlikely to occur by random chance.

6.3 Verify Signatures from Suspect Solutions

OptiMarks’s ownership verification is shown in Figure 6.2. First, the nodes are assigned
canonical indices based on graph structural information following Section 6.2.1, yielding G =
{cX}. With the stored watermark keys, the corresponding watermark constraints are then
incorporated to construct the verification graph G = {cX "M X}. Next, the trained decoder
D extracts the error correction code M’ from G. To recover the original message, M’ is first
M|~ |Mm])

multiplied by the corresponding parity-check matrix H € {0, 1} M| o compute the
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syndrome vection S following Equation 6.7, where all operations are performed over GF(2). The
syndrome vector S characterizes the error pattern, where a non-zero value indicates a corrupted

bit during distribution.

S=H-(M)" (6.7)

With the syndrome vector S, the Berlekamp—Massey algorithm [205] is employed to
iteratively process S and solve the key equation in Equation 6.8 for a minimal error-locator
polynomial A(x) that satisfies the algebraic relationship between S(x), A(x), and the error-
evaluator polynomial (x). Then, a structured finite-field Chien search [35] is used to identify
the indices of erroneous bits in M’ by evaluating A(x) at all possible field elements to find its
roots. The decoder corrects those bits by flipping their values to obtain the corrected codeword

M’, and finally recovers the original message M’ by discarding the parity coordinates.

A(x)S(x) = Q(x) (mod x*) (6.8)

The watermark extraction rate (WER) is computed to quantify the similarity between the

original signature M and the decoded signature M’ following Equation 6.9,

Zl”f‘l 1[m; = m!]

%W ER = 100 x
M|

(6.9

6.4 Distributed Watermark for Large-scale Solutions

As the constrained combinatorial optimization problems’ size and complexity grow,
distributed training is introduced to partition the global problem into smaller subproblems that
can be processed in parallel across multiple servers [78], with each server i responsible for a
subset of constraints denoted as G,-(clK ). In this setting, watermarking is applied independently to

each local subset during optimization, and thus protects the integrity of the overall combinatorial
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solution across the distributed system. This distributed watermarking mechanism ensures that the
global solution retains ownership information even when it is assembled from locally computed

artifacts.

6.4.1 Distributed Watermark Insertion

We demonstrate the distributed watermarking insertion process in Algorithm 4. Given
a graph G(cX) and a random seed d, the global graph is first partitioned into N subgraphs

{Gi(c ) Al 0 , each of which is assigned to a corresponding server for processing. On each server,

K WM)

additional watermark constraints are encoded into the local subgraph, yielding G;(c}', c;

These augmented constraint sets are then jointly solved by the distributed solver, which pro-
duces solution components X; for each subgraph. The watermarked subgraphs are denoted as

G;(cX,c"M X;), which collectively embed ownership information into the distributed solution.

[ l

To encode a pre-defined message M, to the i-th server, we first expand M; into a longer,
redundant codeword M; using a binary BCH code following Section 6.2.2. With the BCH code
M;, we train a watermark decoder D jointly over the solution subset G; (cK, WM ,Xi) so that it
learns a mapping from the augmented subgraph to the encoded codeword M;. The message
{M; N: ~! on each subproblem, the jointly trained decoder D, the encoded watermark constraints

{c}VM N 0] and the random seed d are saved as the watermark key.

6.4.2 Distributed Watermark Verification

To decode the watermark from a suspect solution, OptiMarks first reconstructs the global
graph G(cX,c"M X) by adding watermark constraints ¢V back to G(cX). Then, OptiMarks
partitions it into subgraphs using the same random seed d used during insertion. For each
subgraph G;(c IK , fVM X;), the trained decoder D decodes the corresponding encoded codeword
Ml’ . Following Section 6.3, Ml’ is then passed through the BCH error-correction decoder to

recover the original message M.. Finally, the recovered message {M/ i\’: 61 is compared with the

original embedded message {M,-}f.\’: _01 to establish ownership.
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Algorithm 4: Distributed Watermark Insertion

Input: Problem constraints as a graph G(cX); Combinatorial solver Solver; number
of servers N; number of epochs E P; predefined messages {M; f\; 61.
Output: Watermarked solutions {G;(cX, c}VM ,Xi) f\/: _01 and trained message decoder
D.
1 Partition G(cX) into subgraphs {G;(cX)}¥ ! using seed d
2 fori<—0OtoN—1do

3 // Encode watermark constraints and solve subproblems for each server
4 | Generate watermark constraints ¢!'? for G;(cK)

5 Solve G;(cX, ™) with Solver

6 | Output X; and form watermarked graph G;(cX,c"™ X;)

N
iy

orep < 1to EPdo
// Train decoder D over multiple subsolutions
9 for i < 0 to N — 1 do in parallel

10 Predict encoded codeword M/ < D(G;(cX,c"™ X))

1 Compute decoder loss comparing Ml’ with BCH codeword M;
12 Compute local gradients for D

13 Aggregate gradients for D across servers

14| Update and broadcast global decoder parameters

15 return {G;(cK,c"™ X))}V ! and trained decoder D

6.5 OptiMarks Evaluations and Results

We verify OptiMarks’s efficacy across a spectrum of constrained combinatorial opti-
mization problems, including hypergraph and graph MaxCut, Graph Maximum Independent Set
(MIS), and Satisfiability (SAT). Furthermore, we validate the utility through several real-world
applications, including protein design, drug discovery, and social recommendation. HypOp [78],
a state-of-the-art constrained combinatorial optimization solver, is used as the watermarking tar-
get as a proof-of-concept. We perform the watermarking on a CPU/GPU server with 4 NVIDIA
RTX 6000 GPUs, 256 GB RAM memory, and Intel Xeon CPUs connected via a 10Gbps Ethernet
interface. For each problem instance, OptiMarks chooses the number of watermark constraints
so that the corresponding watermark presence achieves a statistical significance of o¢ = 0.05. We
fix the message length to |M| = 4, which yields a random-match p-value of 2~# 2 0.06 when

all bits match. To provide robustness against noise and partial violations, this 4-bit message
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is encoded using a binary BCH error-correcting code that can correct up to ¢t = 1 bit errors,
resulting in an 7-bit M codeword.

OptiMarks is the first general-purpose watermarking toolkit for constraint combinatorial
optimization problems. Previous work on optimization solution watermarking can be generally
categorized into:

@ Edge-Constrained Watermarking (ECW) [243, 214, 14] embeds ownership information
by introducing additional watermark constraints into the optimization problem. Similar to
OptiMarks, the solver must satisfy both the original problem constraints and the watermark
constraints. However, it lacks a decoding mechanism and can only verify ownership by measuring
how many embedded constraints are satisfied, rather than extracting a robust signature.

@ Variable-Constrained Watermarking (VCW) [153, 188] embeds watermarks by introducing
auxiliary variables and coupling them with original decision variables. This approach modifies
the variable space directly, rather than the constraint structure, by forcing selected variables to

satisfy prescribed relationships.

6.5.1 Experimental Results

Watermarking on Different Constrained Combinatorial Optimization Problems For MaxCut
in Table 6.1, OptiMarks successfully encoded all of the watermark constraints into the solution
and results in 0.35% performance degradation. The watermarked solution is mapped into the
watermarking space by f,,, and yields 100% watermark extraction rate. In contrast, VCW
enforces the label of nodes adhering to the constraints and degrades the quality by 1.06% for a
watermark extraction rate of 46%. ECW has a 0.67% performance degradation with an average of
84% watermark extraction rates. It is because the solver may prioritize satisfying other problem
constraints instead of the watermark constraints for better watermarked solution quality.
Similarly, for MaxInd in Table 6.2, OptiMarks results in ~ 0.37% performance degra-
dations, whereas ECW degrades the quality by 0.82% and VCW degrades by 1.99%. The SAT

problem is modeled as a hypergraph, in which the nodes are the variables and the hyperedges are
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the constraints. ECW and VCW are tailored for graph watermarking and are unable to watermark
hypergraphs. Thus, we skip them in Table 6.3. As seen, OptiMarks successfully watermarks the

solution with negligible quality degradations.

Table 6.1. OptiMarks watermarking performance on MaxCut problem.

Solution Qualit Extraction Rate
Graph | Nodes | Edges | 0 gew (243 VQCW [§5T3] OptiMarks | ECW [243] VCW [153] TOptiMarks
Gl4 | 800 | 4694 | 3045 3036 3008 3041 100% 52% 100%
GI5 | 800 | 4661 | 3053 3018 2995 3027 100% 35% 100%
G22 | 2,000 | 19990 | 13112 13109 13056 13135 71% 58% 100%
G26 | 2,000 | 19990 | 13303 13103 13154 13225 50% 38% 100%
G70 | 10,000 | 9999 | 9307 9268 9249 9274 100% 45% 100%

Table 6.2. OptiMarks watermarking performance on MaxInd problem.

Graph | Nodes Solution Quality Extraction Rate 1
Clean ECW [243] VCW [153] OptiMarks | ECW [243] VCW [153] OptiMarks
D3 1,500 | 633 627 613 629 100% 100% 100%
D3 2,500 | 1052 1039 1041 1044 100% 100% 100%
D3 3,500 | 1469 1462 1448 1462 100% 100% 100%
D3 4,500 | 1896 1889 1888 1889 100% 100% 100%
D5 1,500 | 460 455 435 460 100% 100% 100%
D5 2,500 | 862 855 851 858 100% 100% 100%
D5 3,500 | 1192 1183 1166 1192 100% 100% 100%
D5 4,500 | 1548 1534 1534 1542 100% 100% 100%

Table 6.3. OptiMarks watermarking performance on SAT problem.

SAT Dataset | Problems CSloel ;;lono(fjﬁ\l/izljs Extraction Rate 1
uf 20-91 100 100 100 100%
uf 100-430 100 100 99 100%
uf 200-860 100 100 100 100%
uf 250-1065 100 98 97 100%

Watermarking Real-World Applications In protein structure prediction, MaxInd is used to
help identify residues that could be mutated simultaneously without direct structural interference
in directed evolution or rational design [166]. In Table 6.4, we use the protein structure DD
dataset[161], where nodes are amino acids and edges represent the spatial proximity between

them, as a proof-of-concept showing OptiMarks’s watermarking performance. As seen, by
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enforcing the real nodes’ label to follow the virtual nodes, solutions watermarked by VCW, on
average, degrade the performance by 2.61% and have an extraction rate of 48%. Both ECW and
OptiMarks achieve 100% watermark extraction rates and degrade the solution quality by only
0.70% and 0.66%, respectively. Thus, both methods maintain the watermarking fidelity and can
help the owner prove the ownership.

In drug discovery, hypergraph MaxCut is used to select a subset of substances for
regulatory measures by dividing the dataset into two isolated groups of drugs. In Table 6.5, we
validate the watermarking performance on National Drug Code (NDC) [20], in which the drugs
are considered as nodes and the substances are represented as hyperedges. As seen, OptiMarks
maintains a 100% watermark extraction rate with less than 0.01% solution quality degradation.
We skip VCW and VCW here as they are designed to watermark graphs and are unable to
watermark hypergraphs.

In social recommendation, MaxCut is used to partition users in a social graph for
maximized inter-group disagreement, which can be used to identify opposing user communities
and tailor recommendations accordingly. In Table 6.6, we use the public collaboration dataset
COLLAB [161] as a proof-of-concept, showing OptiMarks’s watermarking performance. For
each graph, nodes represent researchers and edges indicate if two researchers have collaborated.
As seen, the two baselines ECW and VCW degrade the solution quality by 0.33% and 1.05%,
and have a watermark extraction rate of 49.67% and 60.33%, respectively. Due to the dense
connection of the graph, ECW treats the watermark constraints similarly to other problem
constraints, and the solver failed to satisfy them, resulting in low watermark extraction rates. By
encoding watermarks on the node labels, VCW achieves higher watermarking extraction rates,
but at a cost of 1.05% solution quality degradation. In contrast, OptiMarks maintains a 100%
watermark extraction rate and degrades the solution quality by only 0.67%.

Distributed Watermarking We demonstrate OptiMarks’s scalability by watermarking on the
Stanford G22 [258] and OGB-Arxiv datasets [82]. Following [78], we train the hypergraph

neural network on four servers collaboratively, and each server encodes its respective signatures.
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Table 6.4. OptiMarks watermarking performance on protein prediction problem.

Solution Quality 1 Extraction Rate 1
Graph | Nodes | Edges | .0 ECW [243] VCW[153] OptiMarks | ECW [243] VCW [153] OptiMarks
#5 | 4152 | 2064 | 1211 1205 1199 1205 100% 54% 100%
#20 5748 | 28534 | 1660 1650 1635 1653 100% 48% 100%
#195 2495 | 13128 | 708 691 680 691 100% 38% 100%
#241 1284 | 6606 358 354 345 354 100% 50% 100%
#293 1160 | 5484 343 347 333 347 100% 50% 100%
Table 6.5. OptiMarks watermarking performance on drug discovery problem.
Solution Quality 1 .
Graph | Nodes | Edges . Extraction Rate
P & Clean OptiMarks T
NDC | 3767 | 29810 | 27523 27498 100%
Table 6.6. OptiMarks watermarking performance on social recommendation problem.
Solution Quality T Extraction Rate 1
Graph | Nodes | Bdges | .0 Bow [243] VCW [153] OptiMarks | BCW [243]  VCW [153]  OptiMarks
#176 | 419 | 39436 | 22856 22858 22704 22829 48% 71% 100%
#567 331 17594 | 10384 10285 10192 10207 60% 50% 100%
#833 388 38934 | 22780 22769 22636 22742 41% 60% 100%

As shown in Table 6.7, the distributed watermarking will not degrade the watermarking per-
formance but reduces the watermarking time by 70.87% on the smaller Stanford G22 dataset.
On the large OGB-Arxiv dataset, single-GPU training is unable to watermark the solution and
results in out-of-memory errors. By encoding the signature on multiple machines concurrently,

OptiMarks is able to watermark the combinatorial optimization solutions more efficiently.

Table 6.7. OptiMarks watermarking performance in distributed training settings.

. ) . . . o . Distributed ~ Single GPU
Graph Nodes Edges w/o WM Performance WM Performance WM Extraction Rate WM Time (s) WM Time (s)
Stanford G22 | 2,000 19,990 13112 13091 100% 78.18 268.39
OGB-Arxiv | 169,343 | 1,166,243 855382 854780 100% 839.29 OOM

6.5.2 Robustness Evaluation

We consider the adversary is an end user of the solver and seeks to exploit the high-
quality optimized solution while removing the embedded signature to evade detection by the
solver provider. The adversary has full access to and can manipulate the released solution.

However, the adversary does not have access to (i) the watermark insertion process, including the
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hyperparameters, embedded signatures, and watermark decoder parameters used for signature
embedding, or (ii) the watermark verification procedure.

We consider the following attacks, with results detailed in Figure 6.3: (i) Random
Attacks, where the node labels are randomly flipped to remove the encoded signatures; (ii)
Optimization Attacks, where simulated annealing [104] is applied on top of the watermarked
solutions to remove the signature, while maintaining solution quality; (iii) Transformation
Attacks, where the adversary relabels the graph node ID to remove the signature. Here we
use the MaxCut problem on the Stanford graph dataset [258] as a proof of concept showing
OptiMarks’s robustness.

Random Attacks: For random attacks, the adversary aims to remove encoded signature by
randomly modifying the label of 1%, 5% and 10% nodes in the graph. The results are in
Figure 6.3a. Although the solution quality degrades noticeably when 10% of the nodes are
perturbed, OptiMarks still achieves an 80% watermark extraction rate. This demonstrates that
OptiMarks can continue to provide reliable ownership verification even under substantial random
corruption, benefiting from its adversarial training and error correction code mechanisms.
Optimization Attacks: For optimization attacks, the adversary aims to remove encoded signature
while preserving solution quality by re-optimizing the solution using simulated annealing [104].
We show the results of running 1, 2, and 3 additional rounds of optimization in Figure 6.3b. As
seen, OptiMarks maintains high watermark extractions rates because signatures are decoded
from global graph patterns using a learned GNN and are reinforced through adversarial training,
making them difficult to remove without significantly altering the solution.

Transformation Attacks: For transformation attacks, the adversary attempts to invalidate
ownership verification by relabeling node indices in the graph, thereby disrupting signature
decoding. As shown in Figure 6.3c, OptiMarks can reliably recover the embedded signature
even after node indexes are permuted. This robustness arises because (i) OptiMarks relabels
node indexes during signature decoding based on the intrinsic graph structure rather than raw

indices, and (i) signature decoding is performed holistically over the entire graph using a GNN,
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rather than by checking individual watermark constraints. Consequently, OptiMarks achieves a

100% watermark extraction rate under transformation attacks.

QDR (%) WER (%) QDR (%) WER (%) QDR (%) WER (%)
100

1% 5% 10% 1 2 3
Ecw VCW  mmm OptiMarks

(a) Random Attacks (b) Optimization Attacks (¢) Trans. Attacks

Figure 6.3. OptiMarks performance under random, optimization, and transformation attacks.
OptiMarks provides strong ownership proof even when the solution quality is compromised.
QDR is quality degradation rate and WER is watermark extraction rate.

6.5.3 Analysis

In this section, we perform analysis regarding OptiMarks’s capability and integrity. Here
we use the MaxCut problem on the Stanford G22 graph [258] as a proof of concept.
Watermarking Integrity We analyze the integrity of OptiMarks, in which it shall only pro-
vide ownership proof for the watermarked solution and show low watermark extraction rates
on non-watermarked ones. In Table 6.8, we provide the watermark extraction rates of both
watermarked and non-watermarked MaxCut problem solutions over the Stanford G22 graph.
non-WMI is the HypOp’s solution that is not being watermarked by OptiMarks. non-WM2 is
the simulated annealing [104]’s solution without being watermarked by OptiMarks. As seen,
OptiMarks demonstrates its integrity and only provides ownership for the solutions that have
been watermarked.

Table 6.8. Watermarking integrity of OptiMarks.

Method WM | non-WM1 non-WM2
WER (%) | 100% 57% 57%

Watermarking Constraints Capacity We show the capacity of OptiMarks when encoding

different number of constraints that result in different statistical significance level in Figure 6.4.
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As seen, as the number of encoded constraints increases, the solution quality deteriorates
significantly when p-value decreases from 0.05 to 0.005 are applied to graphs in the Stanford
dataset. OptiMarks’s performance degrades when the watermarking strength increases to 0.01,
which provides significant watermarking strength to provide sufficient ownership proof for the

solution without significantly degrading the quality.
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Figure 6.4. Watermarking capacity of OptiMarks.

6.6 Conclusion

This chapter presents OptiMarks, a general-purpose watermarking framework for pro-
tecting the intellectual property of combinatorial optimization solutions. We first formulate
watermarks as an additional set of constraints in the optimization procedure, which is applicable
to any objective function. Then, we leverage adversarial training and error-correction code
techniques to robustly decode signatures from the watermarked solution even under malicious
modifications. To accommodate the growing problem size, we also present the first distributed
watermarking approach that encodes signatures concurrently onto multiple subgraphs to improve
watermarking efficiency. Extensive evaluations of MaxCut, MaxInd, and SAT problems on
both simulated and real-world datasets have demonstrated the effectiveness and robustness of

OptiMarks.
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Chapter 7

Automated Integrated Circuit Artifact IP
Protection

In the integrated circuit (IC) supply chain, multiple stakeholders collaborate to design,
manufacture, and test the circuits for enhanced quality metrics and correct functionalities.
During the IC design flow, the physical design stage [92, 207] transforms the design’s logic
netlist to a physical layout for fabrication. The placement [127, 159] and routing [124, 58] of
the circuit components are optimized while ensuring various design constraints and desired
functionalities. However, the IC layouts are susceptible to various security threats from the
supply chain [198], such as intellectual property (IP) theft, counterfeiting, and unauthorized
overproduction. Watermarking [91, 223, 268, 267] protects the physical design IP by encoding
invisible, confidential, and robust signatures onto the IC layouts. These signatures help the
design company to claim ownership of the physical design layouts and track the distribution of
the design outcomes.

Prior physical design watermarking solutions fall into two categories [268]: (i) invasive
watermarking and (ii) constraint-based watermarking. Invasive watermarking [171, 223, 16, 203]
adds redundant wires or cells into the layouts as watermarks. Nevertheless, the encoded signatures
can be easily forged if the adversary has prior knowledge of the watermarking scheme, making
it less secure for real-world applications. Constraint-based watermarking [91, 268, 25], on

the other hand, adds additional positional constraints to watermark selected cells during the
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placement stage. However, selecting the watermark cells without considering the modern IC
design constraints, such as macros and fence regions, would significantly deteriorate quality
metrics.

This chapter first introduces ICMarks [268, 267] to encode a watermark region of
cells onto modern IC design without impacting the overall quality metrics. It consists of two
consecutive steps, namely, Global Watermarking (GW) and Detailed Watermarking (DW), and
targets the watermark insertion at the global and detailed placement stages, respectively. Global
Watermarking (GW) leverages a novel scoring scheme to identify a region to watermark that does
not violate the design constraints and ensures minimal performance deterioration. The identified
watermarked region, along with the associated cells inside it, encodes the GW signature by
co-optimizing the placement such that only the associated cells intersect the watermarked region.
Next, Detailed Watermarking (DW) selects cells that do not overlap with nearby cells when
moving along the x/y axis within GW’s watermarked region. The cells are watermarked by
shifting in the x/y directions to encode DW signature in the detailed placement. As such, the
strategically inserted watermarked region and cells ensure the signature insertion satisfies the
modern IC design constraints and incurs minimal quality degradation. The design company
proves ownership by reverse engineering [192, 9] the logic netlist and all standard cell locations
from an IC layout in GDSII format, and employ ICMarks to decode signature for ownership
verification.

Then, this chapter presents AUTOMARKS that leverages graph neural networks (GNNs5)
to automate the search for the best region constraints to watermark, resulting in an efficient and
transferable watermarking framework for physical design. By representing the layout as a graph
with node features capturing physical, semantic, and design constraint information, we leverage
GNN s to learn the overall quality degradation (i.e., wirelength or timing metrics) incurred by
watermarking a region centered on a specific node. The GNN training is performed on one
specific layout and can later be generalized toward watermarking other layouts of the same

quality metric objectives using the pre-trained weights. As such, AUTOMARKS is efficient in
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finding the target position to encode the watermark and quality-preserving by learning the metrics
labels when encoding the signature. AUTOMARKS is designed to protect layout-level design
IP, which is complementary to existing approaches that protect IP at the RTL level [27, 87],
gate level [112], and macro level [240]. Together, these techniques can be integrated to provide
broader security coverage across the IC supply chain.

AUTOMARKS encompasses three key stages: (1) watermark search, (i1) watermark
insertion, and (iii) watermark extraction. During watermark search, AUTOMARKS employs
GNN to identify the ideal region on the layout to encode the watermark. The identification
consists of a training stage to leverage a GNN to learn which node does not affect the wirelength
or timing metrics after watermark insertion; and an inference stage to generalize the GNN
prediction results on unseen layouts. We highlight that we designed a multi-branch GNN to
optimize the timing objectives in order to preserve the quality of both total negative slack and
worst negative slack on the watermarked layout. The watermark insertion stage encodes the
watermark to the cells within the watermark region during the global placement, similar to
[268]. The placement is then routed to obtain the watermarked layout. Finally, watermark
extraction employs reverse-engineering approaches [192, 9] to acquire the cell connections
and the positions from the layout. The design company can prove its ownership by decoding
watermark cell positions and determining the percentage of cells within the watermark region. In

brief, the contributions are summarized as follows:

* We present ICMARKS, the first watermarking scheme with both region and position
constraints for the modern VLSI layouts, which does not degrade the layout quality while
being robust against watermark removal and forging attacks. ICMARKS features: (1) a
novel search algorithm to identify the watermarked region that adheres to design constraints
and incurs minimal performance degradation in Global Watermarking; (i1) an innovative
encoding mechanism for quality-preserving signature insertion and augmented robustness

in Detailed Watermarking.
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* We conduct experiments on benchmarks of different design objectives and sizes: (i)
ICMARKS introduces no degradations on the wirelength-driven ISPD 2015 [24] and ISPD
2019 [134] benchmarks, whereas the best prior method [25] degrades the average routed
wirelength by up to 1.4%; (ii)) ICMARKS shows no degradations on the timing-driven
ICCAD’2015 [100] benchmarks, whereas the best prior method [93, 91] degrades the total

and worst negative slack by 1.14% and 1.51% respectively !.

* We present AUTOMARKS, a transferable watermarking framework for physical design that
leverages graph neural networks to automate the watermark search for designs that target to
optimize wirelength or timing metrics. AUTOMARKS preserves the watermarking fidelity
by representing the design layout as a graph and employing GNN to predict the quality
degradation due to watermarking at different locations in the layout. AUTOMARKS is
agnostic to the placement objectives and successfully encodes watermarks on benchmarks
optimized for both wirelength and timing metrics by designing a multi-branch GNN to

learn the label distributions.

* Experiments on the ISPD’15 [24], ISPD’19 [134], and ICCAD’15 [100] benchmarks
demonstrate AUTOMARKS’s transferability toward unseen layouts while maintaining
the watermarking fidelity; It reduces the search time by 50% for large designs (> 500k
cells) compared to ICMarks[268]. Evaluations of AUTOMARKS under various watermark
removal and forging attacks showcase AUTOMARKS'’s resiliency; the adversary cannot

remove the signatures without significant quality degradations.

7.1 Background and Related Work

I'The IC physical design is fragile that 0.5% performance degradation can compromise the additional efforts
from the design company for quality metrics optimization [187].
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7.1.1 Graph Neural Networks for Physical Design

A graph G = (V,E) consists of a set of nodes V = {vy,v2,...,vy|} and a set of edges
E ={ey, e, s €] E‘}. Each node v; € V has a k-dimensional feature vector h; € R¥. The goal
of a GNN [276] is to learn a function g that maps the feature embedding h; of node v; to a
new embedding vector h; € R”, capturing both local and global information. In a multi-layer
GNN, this mapping is performed iteratively, allowing nodes to update their feature embeddings
using information from their neighbors via message passing. For each node v;, message passing
involves receiving feature embeddings from its neighbors j € N; and aggregating the messages
using customizable functions to obtain an updated representation h;. The computations are
formulated in Equation 7.1, where f, g, and & are customizable functions, such as convolution.
Here, hy) and h,(j) are the node features at layer /, .4 (v) is the set of neighbors for node v, and

hgﬂ) is the updated feature of node v at layer (/ + 1).

W=em? o rm? nd)) (7.1)
ue N (v)

As the vertices and edges in a graph are analogous to the cells and their connections
in an IC netlist, graph neural networks (GNN’s) serve as a promising approach during various
stages of physical design, such as logic synthesis, floorplanning, partitioning, placement, and
routing to improve the overall power-performance-area (PPA) metrics and speed up the chip
design process [220, 144, 146, 145, 79, 139, 196]. During the placement stage of physical
design, GNNs can optimize the macro locations, overall timing, and power [148, 159, 90, 147].
In addition, GNNs can ensure hardware reliability, security, and reverse engineering of gate-level

netlists during the physical design stage [10, 8].

7.1.2 VLSI Placement

The integrated circuit (IC) design flow starts with design specifications that are converted

to register transfer level (RTL) using a hardware description language (HDL). As depicted in
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Figure 7.1, the physical design process synthesizes the design HDL to generate a logic-level
netlist comprising macros and standard cells from the technology library. A floorplanning
step determines regions and locations for the design’s macros and the 10 (input-output) ports.
Typically, the standard cells are placed during the placement stage, followed by routing all the
design connectivity. The routed design is verified to ensure manufacturability and the physical

layout is generated in GDSII format to send to the fabrication unit for manufacturing.

Physical Design

EE= !

Design Synthesis Floorplanning IC Layout
. & Placement

Figure 7.1. The VLSI physical design process. It generates the IC layout from a design RTL
through synthesis, placement, and routing stages.

With fixed macro locations, placement is an essential step in the physical design flow to
determine the locations of all the standard cells in the design [187, 182, 5, 124]. It significantly
impacts the quality and efficiency of the subsequent stages, including routing and manufacturing.
The VLSI placement typically consists of three stages: Global Placement, Legalization, and
Detailed Placement.

Global Placement In the global placement stage, the placer aims to achieve roughly legal
cell locations by distributing the cells across the chip area to minimize overlaps. In addition,
the placer also targets other objectives, such as minimizing wirelength and ensuring timing
constraints are met.

@ Wirelength-driven Placement: A wirelength-driven placer aims to minimize the overall

wirelength W while ensuring minimal cell overlap, as specified in Equation 7.2 [127].

ming W (x,y) s.t. D(x,y) < Z (7.2)

where (x,y) is the location of cells in the placement, and W (x,y) denotes the total wirelength
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connecting cells in the design. D(x,y) is a density measure of the overlaps among the cells, and
it should be below the threshold Z.

@ Timing-driven Placement: A timing-driven placer prioritizes optimizing timing critical
paths in the design while ensuring the overlaps among the cells are minimum [123]. Given a
timing endpoint 7 (a primary output port or an input pin of memory element) with an arrival time

of taT(t) and a required arrival time trar(p), the slack of ¢ is calculated as follows,

slack(t) = trar(t) — tar(7)

TNS = Z min(0,slack(t)) (7.3)

te€Pnd

WNS = min slack(t)

t GPend

With the timing endpoints Fe;g in the design, the total negative slack TNS and the worst negative
slack WNS are computed as shown in Equation 7.3. A timing-driven placer optimizes either the
WNS or the TNS to meet the timing constraint of the design.

Legalization The legalization stage moves cells to eliminate the cell overlaps, ensure the row
alignments, and guarantee the the design constraints are met [222, 168, 255]. The multi-row
height cells are prioritized for legalization before the single-row height cells.

Detailed Placement The detailed placement stage refines the legalized placement to improve
design metrics such as wirelength or timing constraints [178, 37]. The refinement can be achieved
by operations like (1) Swapping the positions of two cells to improve the objectives without
causing legality or timing violations and (ii) Window-based approaches to find optimal cell

locations within the specified region.

7.1.3 Watermarking in IC Design

Watermarking [194, 32, 232] encodes unique and confidential signatures into the IC
layouts to assist product owners in proof of ownership. Design houses leverage this technique

to enhance IP rights protection in the chip supply chain and detect unauthorized usages or
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replications. These watermarks are typically inserted in the logic design or physical design level.
Logic Design Watermarking The watermarking at the logic design level focuses on safeguarding
the Register Transfer Level (RTL) or netlist ownership. Designers embed unique signatures into
the RTL or netlist that do not impact the core functionality and are invisible upon adversaries’
inspection. The signature insertion can be categorized as follows: (i) modifying the finite state
machine (FSM) to add additional inputs or unused components as watermarks [41, 54]; (i1) adding
additional power components as side-channel signatures [18, 46]; and (iii) introducing unique
triggers during netlist design that induces the malfunctions when the triggers are detected [213].

More recent works introduce logic locking to add additional logic gates and circuits that
alter the original design’s functionality when the incorrect key is applied [211, 95]; obfuscation
to adding dummy logic gates or additional circuit connections to make the logic design appear
differently from the original one [206, 15]. These techniques are orthogonal to the logic design
watermarking, which can be combined to establish more robust intellectual property protection
(IPP) frameworks.

Logic design watermarking faces several limitations: (i) Adding additional watermarks
into the logic design needs to consider physical design criteria like timing to maintain chip quality.
However, watermarking after these constraints have been optimized at the physical design stage
reduces such discrepancies. (ii) In logic design, if the logic circuits are not performing correctly
after watermark insertion, designers need to revisit the RTL design in the previous stage. Physical
watermarking, however, does not modify the circuits’ functionalities and only changes how cells
are placed/connected on the canvas.

Physical Design Watermarking The watermarking at the physical design level encodes sig-
natures onto the IC layout from two directions: (i) constraint-based watermarking [203, 25,
16, 169, 91, 93] that uses cell topology/position as the additional constraints during physical
design. Row Parity [93, 91] constraints 1-bit watermark cells to be on the odd row and the
0-bit watermark cells to be on the even row. Cell Scattering [25] enforces the 1-bit watermark

cell to move one unit along the y-axis and 0-bit cell one unit along the x-axis. (i1) invasive
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watermarking [171, 223] that adds redundant cells or wires as the watermark signatures.
The watermarking frameworks’ quality is evaluated by the following metrics.

Criteria 1 - Fidelity: The watermarked layouts shall incur minimal quality degradation compared
with non-watermarked ones on metrics like wirelength and timing. Besides, the watermarked lay-
outs should adhere to the layouts’ design constraints, such as fence regions and row alignments.
Criteria 2 - Efficiency: The watermarking framework shall be efficient with minimal overheads
for watermark insertion.

Criteria 3 - Robustness: The watermarked layout shall be robust against various attacks

targeting to remove or forge the signature.

Table 7.1. Comparison of IC watermarking (WM) frameworks. The empty circle framework
does not meet criteria; the half circle framework partially meets criteria; the full circle framework
completely meets criteria.

Stage WM Method Fidelity Efficiency Robustness
Logic Logic Design
Design WM [41, 18, 213] © O ¢
Invasive WM
[171,223] © ¢ ©
Physical Constraint-based WM
Design  [91, 93, 203, 16, 169] 0 ¢ ¢
ICMARKS [ ® o

As listed in Table 7.1, during the logic design watermarking [41, 18, 213], the impact
of layout quality and robustness depends on the design of the signature insertion algorithms.
The watermark encoding also has to consider the physical design criteria in the later stages, and
if certain requirements or design specifications are not met, the designers need to revisit the
logic design for updates. Such alignments make it less efficient to insert watermarks at the logic
design stage. The constraint-based watermarking frameworks [91, 93, 203, 16, 169] encodes
signatures during the placement stage of physical design. The watermarks are embedded as
part of the layout. By encoding the constraints into the layout, constraint-based watermarking

are robust against removal or forging attacks. The overhead of watermark insertion remains
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negligible compared to the time required to optimize the IC layout. However, the watermarking
frameworks do not consider the new design constraints, such as macros and fence regions that
could lead to performance degradation.

By adding redundant cells/wires, the invasive watermark [171, 223] is efficient for
watermark insertion, and the quality degradation depends on how the corresponding algorithm
designs the insertion mechanism. Nevertheless, the encoded watermarks can be forged if the

adversaries have knowledge of the watermarking algorithm.

7.2 Motivation and Problem Formulation

In this section, we introduce ICMARKS and AUTOMARKS’s goal and its threat model.
Watermarking Goal In the physical design stage, the IC design company invests huge efforts in
identifying and fine-tuning optimization objectives for better cell placement and net routing. The
optimization and customization are infused into different levels of the final layout, including (but
not limited to) blocks and cells, to boost IC performance and reduce manufacturing expenses.
As such, the final IC layouts constitute invaluable intellectual property, emphasizing the need to
safeguard it.

ICMARKS and AUTOMARKS establishes ownership proof for the VLSI physical design
by inserting watermarks into the placement stage, thereby authenticating the IP for the final layout.
Figure 7.2 depicts a typical scenario within the supply chain. The IC design company D uses
highly customized and optimized placement and routing algorithms to enhance physical design
quality. The layout Lp from the physical design stage is watermarked and sent to the fabrication
company for manufacturing. The manufactured ICs are verified for their functionalities in the
test company. The design company D can employ reverse engineering approaches [192, 9] to
extract the logic netlist and all standard cell locations from an IC layout in GDSII format, and
employ reverse engineering tools to decode the signature for ownership verification.

Threat Model The adversary <7 in the fabricate or test company aims to steal the layout and
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Design Company D  GDSII Layout L, Fabricate Company Test Company

Figure 7.2. IC layout watermark scenario in the supply chain. The design company watermarks
the IC layout before manufacturing and testing.

stop D from claiming its ownership by executing different attacks.

@ Adversary’s Locations: We consider the adversary .27 to be in the fabrication or test company
and has access to the layouts produced by the design company.

@ Adversary’s Objective: Adversary .27’s objective is to (i) prevent design company D from
ownership proof by removing or forging the encoded signature; (ii) the attacked layout perfor-
mance, such as wirelength or timing metrics shall not be significantly compromised.

© Adversary’s Capacities: We consider an adversary .2/ with the following capacities: (i) The
adversary .7 has access to the layout Lp. However, he cannot reverse-engineer the optimizations
and customizations to reproduce Lp because they are infused into every level of the design.
(i1) The adversary o/ has access to open-source physical design tools to remove or forge the
watermark. He also knows the general algorithms to watermark the layout. However, the random

seeds, signatures, and insertion parameters are beyond his reach.

7.3 ICMARKS Design

This section presents the proposed layout watermarking ICMARKS, a two-level scheme
that inserts watermarks during multiple stages of VLSI placement. In Section 7.3.1, we introduce
the Global Watermarking method. Next, we propose an independent embedding of the watermark
signatures as Detailed Watermarking in Section 7.3.2. While Global and Detailed Watermarking
can be used independently for IP protection, I[CMarks combines both techniques to take advantage

of their best properties.
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7.3.1 Global Watermarking (GW)

Global Watermarking embeds watermarks during the global placement stage. The
watermarks, including a pre-defined watermarked region and associated cells in the region, are
embedded as a co-optimization term during global placement. The co-optimization objective is
to ensure only those associated cells are placed in the watermarked region.

GW Watermark Selection Given the original, optimized placement denoting the position of all
cells as P,,;, we employ a sliding window-based algorithm that traverses the placement to search
for a region to watermark as in Fig. 7.3. An ideal watermarked region should meet three criteria:
(i) as the signatures are encoded by moving cells along x/y-axis in DW, the number of cells N,
within the region should be sufficient to accommodate the required number of signature bits N, ;
(11) the total cell area S..;; within the watermark region are S shall be small, thereby providing
ample space for watermarked cells to maneuver. The small watermark region utilization ensures
the watermarks are encoded in the low-density regions. ; and (ii1) the cells area Syy¢,1q) Overlap
on the watermarked region boundary shall be minimized, such that their displacement from the
watermarked region has minimal impact on the layout performance. These requirements are
incorporated into an evaluation function f, as illustrated in Eqn. 7.4, to evaluate each region of

the original placement P,,;.

Ny, Scell Soverlap
=0— 7.4
f NC+B s TV (74)

The scoring function is balanced by adjusting the weights o, f, v, where o, 3,y €
[0,1]. The scores of the traversed regions are then normalized into a range of [0,1]. For
regions that are nested within macros or other fence regions and any region where N, < N,,,
the evaluation function f yields the highest evaluation scores as 1.0, rendering the regions not
suitable for inserting GW watermarks. The region with the minimum score is chosen as our
target watermarked region R,,, and the set of associated cells within the region is denoted as C,, .

GW Watermark Insertion The watermarked region R, and its associated cells C,,; is formulated
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Figure 7.3. Global watermarking pipeline with stride = sliding window size. The blue cells are
the standard cells, the red cells are the macros, and the green cells are wm cells in GW.

as the additional watermarked region constraint in the placement objective. It enforces the
associated cells C,, to be in the watermarked region R,, and other cells to be out of R,,. For a
design with K fence regions, the placement formulation includes watermarked region R,, as the
additional optimization constraints, as specified in Eqn. 7.5.

min, Y,cgpW(e;v)+AD(v), (7.5)

s.t. vp= (X, k) ERk, k=0, Rg,Ry,

W is the wirelength term and D is the cell density term with density multiplier A. v

denotes the (x,y) location of cell and e € E is the design net. The watermarked region R,,
is added as an additional region constraint with associated cells C,,; to obtain a watermarked
placement P,,.
GW Watermark Extraction The design owner asserts ownership by employing the watermarked
region R,, to extract cells C|; within the region and comparing these with the associated cells
C,,1 and non-associated cells C,,;,. The extraction rate of the watermark, denoted as WERgw, is
calculated in Eqn. 7.6.

%WERGw = 100 x '(C’w1“Cm')g(lfmcm)| (7.6)
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7.3.2 Detailed Watermarking (DW)

In Detailed Watermarking, the watermarked cells are embedded by moving them slightly
along the x- or y-axis after legalization. A follow-up detailed placement stage compensates for
the performance degradation from the watermark insertion.

DW Watermark Selection The Detailed Watermarking moves cells along the x- or y-axis to
insert watermarks into the design. Randomly selecting watermarked cells and moving them
without considering the dense interconnection could lead to significant performance degradation.
To avoid this, Detailed Watermarking only selects cells that will not overlap with their neighbors

after cell movements as the watermark as in Fig. 7.4.

P
g 11 (110
) = ol LI
B = | A |
N RU,
Original Placement Select Cells to Watermark Insert Watermark

Figure 7.4. Detailed watermarking pipeline with candidate cells from which watermarked cells
are selected.

Algorithm 5 outlines how Detailed Watermarking identifies cells that will not overlap
with neighbors during watermarking movements and subsequently inserts the signature. It starts
by comparing the positions of cells within each row and identifying the cell indices that can move
|d| along the x-axis. Then, the algorithm compares cells across adjacent rows to determine if
they can be moved up or down for |dy|. The cells C, with room along the x-axis and C,, with room
along the y-axis are identified as candidate cells for watermarking. D, and Dy are associated
with these candidate cells to retain a record of their movement directions and distances.

DW Watermark Insertion At the end of legalization with placement P, = (Xj,,Y,), cells are
moved along the x- or y-axis to insert unique watermark signatures hashed as N bit sequences
By. If the i-th bit in the signature By is 1, the cell ¢; randomly selected from the candidate

watermarked cell set C, is moved along the x-axis for Dy|c;]|. If the i-th signature bit is 0, the
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Algorithm 5: DW Watermark Selection and Insertion

Input: Legalized placement (X;,,Y}, ), signature By, unit distances |d,| and |d,|
Output: Watermarked cells C,,,, placement (X, Yiom)

1 Initialize empty sets Cy,Cy,D,,D,

2 for r < 0to total_num_rows do

3 foreach ¢ € CELLS_IN_ROW(r) do

4 if IS.]MOVABLE _X(c) then // left: —1; right: 1
5 Append c to C,

6 § <— GET_DIRECTION_X(¢)

7 Add (s |dy|) to Dy

8 if IS MOVABLE_Y(¢) then // down: —1; up: |1
9 Add c to G,

10 § <~ GET_DIRECTION_Y(c)

1 Add (s-|dy|) to Dy

12 Randomly shuffle C, and C,

13 Xitthtr — XlgaYlg

14 for i< Oto |By|—1do

15 if By[i] = 1 then

16 ¢i <~ RANDOM_CHOOSE(C}) // no replacement
17 Xitr[ci] — X]g [C,’] + DX[CZ']

18 else

19 ¢i < RANDOM_CHOOSE(Cy) // no replacement
20 L Yier[ci] < Yiglei] + Dylei]

21 | Add ¢;to Cyn

22 (Xym, Yim) ¢ DETAILED_PLACEMENT (X}, Yi,)
23 return C,,0, X\, Yiom

cell ¢; is randomly chosen from the candidate watermarked cell set C, and moved along the
y-axis for Dy|c;]. The resulting placement is denoted as intermediate placement Py, = (X, Yir),
and the indices of the cells moved along the x- or y-axis form the watermarked cells C,,.
These movements are performed before detailed placement, allowing possible performance
degradation to be compensated during the subsequent detailed placement phase and yield
a watermarked solution P, = (Xyym,Ywm). The selected watermarked cells Cy,, and their
corresponding position distance Dist = Py, (Cy2) — Pym(Cy2) between intermediate placement
Pyr(Cy2) and the watermarked placement P,,,(C,,) constitute the watermark. The random wm

cell selection before detailed placement ensures the signatures are encoded randomly.
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DW Watermark Extraction The design owner detects watermarks in the placement P’ by
comparing the watermarked cell C,,, position with the intermediate placement P, and calculates
the new distance Dist’ as Py, (Cy2) — P'(Cy2). If C/ , cells in the extracted Dist’ matches the Dist

both along x- and y-axis, the watermark extraction rate is calculated as Eqn. 7.7.

C/
%W ERpw = 100 x ool (7.7)
|Cw2|

7.3.3 ICMARKS Watermarking

As a combination of both the GW and the DW, ICMARKS applies global watermarking
during its global placement stage and detailed watermarking on top of the watermarked region
before its detailed placement stage. By combining these two watermarking schemes, the inserted

watermark is further augmented.

£ BESIE E Select Cells to WM Insert Watermark
- o g it b JE (| S

e R LR |
KA * b
" s z R ' i “
Original Placement Global Watermarking Detailed Watermarking

Figure 7.5. ICMARKS framework. ICMARKS first applies global watermarking during its
global placement and then applies detailed watermarking on top of the watermarked region
before the detailed placement. The green cells are the wm cells in GW stage and orange cells are
the wm cells in DW stage.

ICMARKS Watermark Insertion As in Fig. 7.5, ICMARKS employs a hybrid approach
that combines Global and Detailed Watermarking to produce stronger watermarks. Initially,
ICMARKS searches for a watermarked region using the strategy akin to Global Watermarking,
yielding a watermarked region R,, and associated cells C,,;. ICMARKS runs global placement
and legalization with such watermark constraints. Then, it perturbs cells along the x- and y-axis

within the watermarked region R,,, following the approach of Detailed Watermarking and obtain
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an intermediate placement P;,. Afterward, the detailed placement proceeds to compensate for
watermarking degradation and produce the watermarked placement P,,,,. The perturbed distance
Dist and cells C,,, are the watermarks in the second step.

ICMARKS Watermark Extraction To claim ownership of the layout, given the cell positions
P’, the watermark holder can use the following two steps. (i) The extraction of the watermarks
C! , from the watermarked region R,,, with the global extraction rate denoted as in Eqn. 7.6.
(ii) Afterwards, the inserted signatures are extracted by comparing P’ — P, with Dist at the
watermarked cell indices C,,». The number of cells successfully matched is denoted as Civz, from
which the detailed extraction rate is calculated as in Eqn. 7.7. The final WER is calculated in

Eqn. 7.8.

%WERICMARKS — 100 X WGW—;WRDW (78)

7.4 AUTOMARKS Methodology

This section introduces AUTOMARKS and the stages in its pipeline: Watermark Search,
Watermark Insertion, and Watermark Extraction, as depicted in Figure 7.6. Watermark Search
identifies potential regions and cells to encode the signature on layouts that optimize for wire-
length in Section 7.4.1, and timing metrics in Section 7.4.2. Watermark Insertion encodes
watermarks onto the IC layout without degrading the quality metrics as detailed in Section 7.4.3.
Finally, Watermark Extraction decodes the watermark signature to verify ownership as described

in Section 7.4.4.

7.4.1 Wirelength-driven Watermark Search

The objective of the Watermark Search is to identify a region of cells that incurs minimal
quality degradation after the signature is inserted. It starts by constructing a graph representing the

netlist while preserving location, semantic, and design constraint features. Then, AUTOMARKS
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Figure 7.6. AUTOMARKS flow: The Watermark Search leverages GNN to identify the region and
cells to watermark. For the wirelength-driven benchmarks, the label and GNN prediction result
is the wirelength improvement rate over the non-watermarked placement. For the timing-driven
benchmarks, the labels and the GNN prediction results are the total negative slack and worst
negative slack improvement rate over the non-watermarked placement. Then, the Watermark
Insertion encodes the selected watermark region of cells on the layout during the placement
stage. The Watermark Extraction decodes the watermark and compares it with the encoded ones
for ownership proof.

collects the quality degradation labels on the training design and trains a graph neural network to
learn the watermarking fidelity on the training nodes. The pre-trained GNN inferences on an
unseen layout and the minimum-scored region nodes are selected as the target cell to watermark.
Graph Construction The design instances, e.g., standard cells and macros, are connected to
others by wired nets through the cell pins. As in Figure 7.6(A-1), the design is converted into a
directed homogeneous graph G = (V, E), where the source nodes are the cells sending signals
and the destination nodes represent the cells loading signals. The edges E are the nets connecting
the cells. For each node in the graph, we construct an 8-dimension feature D as listed in Table 7.2.
The first four dimensions describe the physical information, including cell locations from initial
placement and the cell size. To capture the semantic information, we extract the cell name
embeddings [149] from S-BERT [195] and use Principal Component Analysis (PCA) [2] to
reduce them to four dimensions to form the last four features of D.

Modern IC designs often have additional design constraints, such as macros and fence

regions. We incorporate these design constraints into the graph modeling as follows:

* Macros: The macros are treated the same as other standard cells in the graph. They are
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Table 7.2. Node feature construction for wirelength-driven watermark search.

Type ‘ Dim ‘ Description
Cell Location 2 from initial placement (x,y)
Cell Size 2 cell size (width, height)
Cell Name 4 S-BERT semantics [195]

distinguished from the standard cells by different cell name embeddings.

» Fence Regions: As depicted in Figure 7.6(A-4), the cells in the fence region are char-
acterized as a single node in the graph, with cell location/size set to the fence region

location/size. The name of the fence region cell is assigned after the macros.

Label Collection We collect the watermarking quality degradation labels on ispd19test6 [134].
We chose this design as the training graph for two reasons: (i) the design is of medium size
with ~ 180k nodes. It ensures a complex graph structure for the GNN to learn, and the label
collection takes one minute per node; (ii) the design has macros, enabling the GNN to learn the
graph structure with design constraints. The watermark region has a fixed size of N X row_height,
where N = 10.

Watermarking on every node ? and acquiring its corresponding watermarking quality
degradation would take several months for the ispd19test6 design. Therefore, we grid the
layout with the size of the watermark region and randomly sample one node from each grid
as the training node. The subsampling results in approximately 3.8k training nodes and takes
only three days to obtain all labels. For the i-th node, we denote its improvement over the initial

placement wirelength W Ly as Li= W‘zl[[;” . After acquiring the labels of each training node,

L; is transformed into the range of [0, 1] for better GNN learning. As specified in Equation 7.9, if
L; < 1, it indicates watermarking on the node will not introduce any performance degradation.
Such nodes are scored as 0, indicating an ideal position for watermark encoding. If L; > 3,

it suggests significant performance degradation from watermarking. As such, L; is set to 1,

ZFor ease of explanation, we refer to watermarking the node as encoding the watermark region centered on the
node throughout the paper.
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denoting an unsatisfactory position for watermarking. For the ; between 1 and B, we normalize

the scores between [0, 1]. For GNN traning, we set § = 1.01.

0 ifL; <1
Li=qtzt if1<hi<p (7.9)
1 lfLA,' > ﬂ

Graph Neural Network Training The GNN'’s objective is to predict the quality metrics degrada-
tion from watermarking on the node. The model M,,; consists of seven-layer graph convolutions

with ReLU activation [118]. As in Equation 7.10, for the /-th layer, .4#(i) is the set of neigh-
()

boring nodes of node i, W is the learnable weight matrix at layer /, h j

(I+1)

i

represents the feature

vector of the neighboring node j at layer /. The h is node i’s learned feature at layer (/4 1).

1
h{!) = ReLU (Zj e JV(i)—W“)h;”) (7.10)
Ci j
M,,; is trained to minimize the MSE loss between the predicted label M,,;(G) and the ground
truth label L as in Equation 7.11.

IL|

L (M,;(Gi) — Li)? (7.11)
i=1

1

Iz
Inference on Unseen Designs The unseen design is converted to a graph G’ following the Graph
Construction. The trained GNN M,,; scores each node in G’ and obtains score L’. The cell
index ¢, = argmin(L’) is selected as the target cell to watermark. As in Figure 7.6(A-4), the
watermark region R,, is centered at c,,.. The cells C,, € R, are designated as the watermark
cells. When encoding watermarks on larger designs, where the chip canvas is much larger to
accommodate more cells than the training design ispd19test6, a larger watermark region R,,

is required to ensure the watermark region is hard to remove. To address this, we perform a
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post-aggregation over the graph and obtain ngg using Equation 7.12. The L;gg better estimates

the cell neighbors over larger ranges without retraining the GNN on larger designs. The target

cell index is obtained as ¢, = argmin(L' +y*L,,,).

agg
L ,:li L Y L o
agg,i Nk:l | A (0)] JEN(D) '

7.4.2 Timing-driven Watermark Search

The timing-driven watermark search is similar to the wirelength-driven search in Sec-
tion 7.4.1 but has different prediction objectives. The timing-driven watermark search has two
prediction targets, namely, the total negative slack (TNS) and the worst negative slack (WNS).
We employ a similar pipeline as the wirelength-driven watermark search but (1) incorporate the
timing feature in graph construction to enhance the netlist representation and (2) revise the GNN
architecture to have one main branch for graph feature extraction and two follow-up subbranches
to estimate the TNS and WNS.

Graph Construction Similar to wirelength-driven watermarking, we leverage the cell location,
cell size, and cell name to model the physical information of the cell in the layout. We also
include the additional features as the average of net weights for each node in Table 7.3. It models
the slack of each cell and helps the graph neural network predict the total negative slack and

worst negative slack.

Table 7.3. Node feature construction for timing-driven watermark search.

Type ‘ Dim ‘ Description
Cell Location 2 from initial placement (x,y)
Cell Size 2 cell size (width, height)
Cell Name 4 S-BERT semantics [195]
Net weight 1 average of net weights connected to the cell

Label Collection We collect the timing metric labels on superblueb [100] design, as the design

is of medium size and helps the GNN to learn the mapping between watermark encoding and
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timing metrics within reasonable time. The watermark region has a fixed size of N = 100.

The non-watermarked layout’s TNS and WNS are denoted as TNS;y;r and WNSyn;r. The i-th

node’s timing-metrics improvement over the initial ones is TNS; = %ﬂi’” and WNS; = W%g 5};’”

Then, the labels are normalized similarly to the wirelength-driven watermarking, denoted as
Liys and Ly, and used for GNN training. We note that the timing metric can vary at different
design stages (placement, clock-tree synthesis, and routing) [92]. In AUTOMARKS, these metrics
are extracted at the placement stage and used primarily as relative guidance signal to identify
non-timing-critical paths for signature embedding.

Graph Neural Network Training The GNN’s objective is to predict the fotal negative slack
TNS; and the worst negative slack WNS; when watermarking on the respective i-th node. The
model My;ping consists of a main branch M,,, and two sub-branches M;,; and M,,,;. The main
branch is used to extract the node features from Table 7.3 of the watermarked region, whereas
sub-branches are used to predict the respective L;,s and L,,,s. The model is trained to minimize

the MSE loss between the predicted label M,,,(M;,,5(G;)) and M,,,(M,,,,5(G;)) as in Equation 7.13.

|l
ziming = m Z((Mm(Mtns<Gl)) - Ltnsi)2 + (Mm(Mwns(Gi)) - Lwnsi)2> (713)
i=1

Inference on Unseen Designs With the trained model My;ing, AUTOMARKS is used to infer
potential region to watermark on the unseen layout, and scores each node in G’ to obtain L;

tns

and L/, .. To select the cell yielding good quality of both TNS and WNS, we first narrow down a

set of candidate cells by excluding ones’ predicted L}, and L,

larger than 3. The cell index
cwe = argmin(L], +L! ) is selected as the target cell to watermark. The watermark region R,,

is centered at c,,.. The cells C,, € R, are designated as the watermark cells.
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7.4.3 Watermark Insertion

After obtaining the watermark region R,, and the watermarked cells C,,, we encode them
as a placement co-optimization objective to ensure only C,, are placed in the region R,,. For a
design with K fence regions, AUTOMARKS encodes an additional fence region for R,, with C,,
as the watermark following Equation 7.14 [70]. Here, W is the wirelength term, and D is the
cell density term with density multiplier A. v denotes the (x,y) location of cell and e € E is the

design net.

min,  YepW(e;v) +AD(v), (7.14)

s.t. Vi = (Xka) ERy, k=1, ,Rk,Ry,

7.4.4 Watermark Extraction

To prove ownership, the design company reverse-engineers the suspect layout [192, 9]
and obtains netlist connectivities and cell locations. Such methods can recover large layouts
containing over 7M cells with over 98% accuracy and efficiency. Then, AUTOMARKS queries
the locations of C,, and computes the cells C;, within the watermark region R,,. The watermark
extraction rate (%W ER) is computed as in Equation 7.15. The owners can use the percentage of

the matched watermark as %W ER to claim their ownership of the integrated circuit.

G|
w

] (7.15)

%W ER = 100 x

7.5 ICMARKS Experiments

In this section, we first introduce the experiment setups in Section 7.5.1. Then, we evalu-
ate the performance of wirelength-driven and timing-driven design watermarking in Section 7.5.2.

Next, we show the robustness of ICMARKS under attacks in Section 7.5.3.

7.5.1 Experimental Setup
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Datasets: We evaluate the watermarking impact on wirelength-driven benchmark: ISPD’2015
[24] and ISPD’2019 [134]; and the timing-driven ICCAD’2015 [100] benchmark suite. All
designs in the ICCAD’2015 benchmark suite are large and contain more than 700k cells. The
statistics and node technology of these designs are summarized in Table 7.4, with designs having
fence regions marked in blue. The macros, fence regions, and IO pin locations in the benchmarks
are fixed.

Table 7.4. Benchmark statistics and node technology. The designs with fence regions are in blue.
The sliding window’s size and stride are multiples of the adjacent row-height.

ISPD 2015 (WL) ISPD 2019 (WL) and ICCAD 2015 (Timing)
[ Design [ Cells [ Nets [ Size [ Stride [ Node ] [ Design [ Cells [ Nets [ Size [ Stride [ Node ]
perf_a 108K | 115K | 10 5 65nm ISPD 2019 (WL)
perf b 113K | 113K | 10 5 650m ispd1Otestl 9K 3K 10 5 32nm
dist_a 127K | 134K | 20 5 650m ispdIOtes2 | 73K 72K 10 5 32nm
mult_b 146K 152K 10 5 65nm ispd19test3 8K 9K 10 1 32nm
mult_c 146K | 152K | 20 5 65nm ispdi9testd | 151K | 146K | 10 5 65nm
pci-a 30K 34K 10 5 65nm ispd10tests | 29K 29K 10 10 | 65nm
pci-b 29K 33K 20 5 65nm ispd19test6 181K 180K 50 10 32nm
superbluel 1 926K 936K 100 40 28nm ispd19test7 362K 359K 50 25 32nm
superblue16 680K 697K 50 10 28nm ispd19test8 543K 538K 50 10 32nm
perf_1 113K | 113K | 50 10 | 65nm ispd19test9 | 903K | 895K | 200 | 20 | 32nm
fi_1 35K 33K 10 5 650m ispd19test10 | 903K | 895K | 10 5 32nm
fft 2 35K 33K 10 5 65nm ICCAD 2015 (Timing)
ffta 34K 32K 10 5 65nm superbluel | 1209K | 1215K | 100 | 50 | 45nm
fft-b 34K 32K 20 5 65nm superblue3 | 1213K | 1224K | 100 | 30 | 45nm
mult| 160K | 159K | 50 10 | 65nm superblued | 795K | 802K | 100 | 50 | 45nm
mult 2 160K | 159K | 50 10 | 65nm superblue5 | 1086K | 100K | 100 | 50 | 45nm
mult.a 154K | 154K | 50 10 | 65nm superblue7 | 1931K | 1933K | 100 | 30 | 45nm
superbluel2 | 1293K | 1293K | 50 10 | 28m superbluel0 | 1876K | 1898K | 100 | 30 | 45nm
superbluel4 | 634K | 620K | 50 10 | 28nm superbluel6 | 981K | 999K | 100 | 30 | 45nm
superbluel9 522K 512K 100 10 28nm SuperbluelS 768K 771K 100 50 45nm

Experiment Setup: ICMARKS is implemented with Python 3.9 and benchmarked on a Linux
Ubuntu system equipped with NVIDIA TITAN XP GPUs, each with 12 GB RAM, and 48 Intel(R)
Xeon(R) CPUs, accompanied by 128 GB RAM. The watermarking methodology of ICMARKS
can be integrated into any VLSI physical design framework, and we chose to build upon the
open-source placement framework, DREAMPIlace [70] to demonstrate its viability. The DREAM-
Place [70] accelerates the state-of-the-art placement algorithm ePlace [141]/RePlAce [36] on a
GPU and maintains the same level of performance. For routing, we employ the open-source state-
of-the-art framework CUGR [133]. For timing-driven benchmark suite, we use DREAMPlace

4.0 [123] where the timing metrics are measured by OpenTimer [83].
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Hyperparameters: For the hyperparameters, we perform a grid search for the GW phase. In the
search of Eqn. 7.4, the a = {0.1, 0.5, 0}, $={0.1, 0.5, 0}, and 7 = 0.1. The search terminates
when the watermarked layout quality is not compromised. For all the considered benchmark
suites, we report the GW hyperparameters in Table 7.4. In the DW phase, d, = 1, and d, is set to
one adjacent row-height.

Baseline: We choose the following state-of-the-art watermarking frameworks as our baselines: (i)
topology constraint-based Row Parity [93, 91] that inserts unique bit sequences as watermarks
by shifting cells to different rows in the placement stage. Cells with a 1-bit are moved to an
odd row, while cells with a 0-bit are moved to an even row; (ii) position constraint-based Cell
Scattering [25] that employs pseudorandom coordinate transformation (PRCT) algorithms to
scatter the watermarked cells on the chip canvas as watermarks. Cells with 1-bit are moved
along the y-axis, and cells with 0-bit are moved along the x-axis if they do not overlap with
their neighbors; (iii) invasive Buffer Insertion [223] that adds additional buffers as watermarks
without affecting timing critical paths during the placement stage. Two buffers are inserted
to represent 0-bit, and one buffer is inserted to represent 1-bit. For fair comparisons, we re-
implemented the baselines [93, 91, 25, 223] and integrated them into the DREAMPIlace codebase
for benchmarking.

We skip the baselines that: (i) have different watermarking targets. [169, 16] are
designed for smaller full-custom IC designs, [204, 121] are designed for FPGAs, whereas our
watermarking targets are modern digital VLSI designs; (i1) have similar watermarking approaches
as our baselines, and we use the baselines as a proof-of-concept. [203] inserts flip-flops instead
of buffers into the layouts as watermarks. The signature length is set to 50-bit for all frameworks.
Evaluation Metrics: For the wirelength-driven benchmark suites, whose quality is measured by
the layout wirelength, we use three metrics to evaluate the watermark performance:(i) Place-
ment WireLength Rate (PWLR): The rate of estimated half-perimeter wirelength (HPWL) of
watermarked layout compared to the original one; (ii) Routing WireLength Rate (RWLR): The

rate of routed wirelength of watermarked layout compared to the original one; (ii1) Watermark
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Extraction Rate (WER): The percentage of signatures extracted from the watermarked layout.
For the timing-driven benchmark suite, whose quality is measured by the timing slack, we use
three metrics to evaluate the performance under static timing analysis [83]: (i) Total Negative
Slack Rate (TNSR): The rate of total negative slack (TNS) of watermarked layout compared to
original one; (ii) Worst Negative Slack Rate (WNSR):The rate of worst negative slack (WNS)
of watermarked layout compared to original one; (ii1) Watermark Extraction Rate (WER):
The percentage of signatures extracted from the layout. The rate average is calculated by the
geometric mean of designs’ metrics.

To preserve the optimized outcomes from the physical design algorithms, we set a
threshold of layout quality degradation to not exceed 0.5%. Because surpassing this threshold
would counteract the benefits derived from the performance enhancement efforts in physical

design [187].

7.5.2 Experimental Results

Wirelength-driven Watermarking Fidelity The performance of different watermark schemes
is tabulated in Table 7.5 for the ISPD’2015 benchmarks [24], and in Table 7.6 for the ISPD’2019
benchmarks [134]. For all the layouts in Table 7.5-Table 7.6, their inserted watermarks can be
successfully extracted. Therefore, we evaluate how much layout performance is compromised to
accommodate such watermark insertion among these watermarking frameworks.

@ Comparison with Prior Constraint-based Watermarking [93, 91, 25]: Among the two
benchmark suites, ICMARKS results in no PWLR and RWLR degradation for accommodating
the 50-bit signature. In contrast, the topology constraint-based Row Parity [93, 91] changes the
row index of the cells to encode watermarks but does not consider potential design constraints
(e.g., fence regions and macros) in VLSI design. As a result, it results in 2.31% and 1.94%
routed wirelength (RWLR) degradation on ISPD’2015 [24] and ISPD’2019 [134], respectively.

The position constraint-based Cell Scattering [25] perturbs cell locations in the optimized layout
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Table 7.5. Performance on the ISPD’2015 benchmarks. All the design watermarks are suc-
cessfully extracted, i.e., WER = 100%. The PWLR and RWLR are the placement and routed
wirelength rates over the original designs. FR is fence region. The results in gray fail buffer
insertion WM with significant degradation on the high-utilized designs (denoted with star).

| Row Parity [93, 91] [ Cell Scattering [25] [ Buffer Insertion [223] | ICMARKS: GW | ICMARKS: DW | ICMARKS: GW+DW |

‘ Design ‘ Ul "PWLR [ [ RWLR | | PWLR | | RWLR | | PWLR | | RWLR | | PWLR | | RWLR | | PWLR | [ RWLR | | PWLR ] | RWLR] |

perfax | 71.69% | 1.0045 | 1.0155 | 0.9978 | 0.9967 09976 | 0.9873 | 0.9994 | 1.0003 | 0.9972 | 0.9873
perib | 49.71% | 10058 | 10267 | 1.0020 | 10001 | 10176 | 10745 | 09930 | 09901 | 0.9990 | 1.0002 | 0.9890 | 0.9901
dista | 61.62% | 1.0015 | 0.9999 | 0.9984 | 0.9965 | 1.0995 | 1.1072 | 1.0004 | 1.0052 | 0.9998 | 1.0005 | 1.0004 | 1.0052
multb~ | 7731% | 1.0047 | 1.0199 | 09991 | 0.9923 1.0010 | 1.0028 | 1.0002 | 1.0044 | 0.9994 | 1.0028
multc | 7731% | 1.0031 | 1.0252 | 09980 | 1.0023 10017 | 0.9979 | 09990 | 1.0020 | 0.9963 | 0.9979
peia | 50.84% | 1.0080 | 1.0340 | 0.9931 | 0.9846 10361 | 1.0048 | 1.0011 | 1.0021 | 0.9997 | 09950

pei b 5477% | 1.0069 | 11173 | 09912 | 09977 0.9951 | 1.0026 | 0.9997 | 1.0008 | 0.9951 | 1.0026
superbluell » | 73.64% | 1.0052 | 1.0344 | 1.0278 | 1.0358 09992 | 0.9992 | 0.9995 | 1.0005 | 0.9986 | 0.9992

superbluel6 x | 74.49% | 1.0030 1.0210 0.9988 0.9989 1.1023 1.1377 1.0018 1.0204 1.0000 1.0000 1.0017 1.0204
perf_1 x 90.57% | 1.0035 1.0199 0.9985 0.9983 1.0150 1.0642 1.0031 0.9973 1.0042 1.0019 0.9964 0.9973
fft_1 % 83.54% | 1.0017 1.0260 1.0167 1.0156 1.0680 1.1457 0.9671 0.9673 1.0026 0.9975 0.9671 0.9673

fft 2 49.97% | 1.0050 1.0260 1.0148 1.0114 0.9767 0.9770 1.0027 0.9996 0.9767 0.9770
fft_a * 74.02% | 1.0121 1.0200 1.0024 0.9933 0.9939 0.9895 1.0075 1.0094 0.9939 0.9895
fft_b » 78.01% | 1.0018 1.0075 0.9961 1.0030 0.9909 0.9890 0.9991 1.0036 0.9909 0.9890

mult_1 80.24% | 1.0050 1.0238 1.0077 1.0065 1.0464 1.0631 0.9753 0.9744 1.0004 1.0008 0.9753 0.9744
mult 2 79.03% | 1.0033 1.0199 0.9984 0.9967 1.0736 1.1147 0.9867 0.9900 0.9990 0.9992 0.9852 0.9900
mult_a x 86.10% | 1.0037 1.0105 0.9995 0.9968 0.9973 0.9916 1.0005 0.9958 0.9973 0.9916

superbluel2 | 57.62% | 1.0031 1.0067 0.9979 0.9956 1.0683 1.1044 1.0036 0.9732 0.9994 0.9942 0.9854 0.9732
superbluel4 x | 77.63% | 1.0020 1.0057 0.9991 0.9981 1.0212 1.0286 0.9851 0.9867 1.0001 1.0000 0.9887 0.9867

superbluel9 x | 81.51% | 1.0025 1.0077 1.0001 1.0005 1.0295 1.0672 0.9881 0.9809 1.0003 1.0001 0.9814 0.9809
Average: FR - 1.0047 1.0322 1.0006 1.0005 1.0724 1.1061 1.0028 1.0011 0.9997 1.0012 0.9975 1.0000
Average: All - 1.0043 1.0231 1.0018 1.0012 1.0536 1.0901 0.9946 0.9913 1.0007 1.0006 0.9908 0.9908

Table 7.6. Performance on ISPD’2019 benchmarks. All the design watermarks are successfully
extracted, i.e., WER = 100%. The PWLR and RWLR are the placement and routed wirelength
rates over the original designs.

Row Parity [93, 91] | Cell Scattering [25] | Buffer Insertion [223] ICMARKS: GW ICMARKS: DW ICMARKS: GW+DW
PWLR | | RWLR | | PWLR | | RWLR | | PWLR | | RWLR| | PWLR] | RWLR | | PWLR | | RWLR | | PWLR | | RWLR |
ispd19testl x | 83.14% | 1.0060 1.0129 0.9978 0.9998 1.0394 1.0619 0.9995 1.0015 1.0023 1.0043 0.9955 1.0015
ispd19test2 x | 84.11% | 1.0184 1.0201 1.0096 1.0016 1.0127 1.0408 0.9981 0.9999 1.0021 1.0003 0.9988 0.9999
ispd19test3 » | 88.77% | 1.0130 1.0475 1.0180 1.0193 1.0582 1.0801 1.0059 1.0045 0.9961 0.9976 1.0059 1.0045
ispd19testd | 65.90% | 1.0017 1.0050 0.9999 0.9998 1.1452 1.2494 0.9957 0.9907 0.9998 1.0028 0.9957 0.9907
ispd19test5 | 43.06% | 1.0102 1.0556 1.0998 1.0975 0.9859 1.0121 1.0013 0.9998 0.9996 0.9968 1.0013 0.9998
ispd19test6 * | 74.60% | 1.0032 1.0106 0.9994 0.9993 1.0044 1.1108 1.0023 1.0026 1.0001 0.9997 1.0023 1.0026
ispd19test7 x | 95.56% | 1.0028 1.0160 1.0136 1.0109 1.0003 1.0717 1.0050 1.0054 1.0000 0.9997 1.0050 1.0054
ispd19test8 x | 79.90% | 1.0001 1.0082 0.9966 0.9958 1.0118 1.0806 0.9961 0.9929 0.9999 0.9996 0.9961 0.9929
ispd19test9 » | 84.02% | 1.0072 1.0108 1.0108 1.0095 1.0164 1.0814 1.0023 1.0023 1.0009 0.9999 1.0023 1.0023
ispd19test10 » | 88.48% | 1.0025 1.0090 1.0043 1.0108 1.0378 1.0982 0.9972 0.9967 0.9999 1.0002 0.9972 0.9966

Average - 1.0065 1.0194 1.0060 1.0140 1.0304 1.0871 1.0003 0.9996 1.0001 1.0001 1.0000 0.9996

Design Utl.

for signature insertion. However, randomly selecting and moving watermarked cells after the
optimization is done results in quality degradation, as reflected by the 0.12% and 1.4% RWLR
degradation over the original design on ISPD’2015 [24] and ISPD’2019 [134].

@ Comparison with Invasive Watermarking [223]: The invasive watermarking Buffer In-
sertion [223] overlooks the additional design constraints, like fence regions and macros, in the
modern VLSI design. The additional 50 buffers might be added close to such design constraints

and result in significant cell displacement, as the design has to accommodate the buffers while sat-
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isfying the design constraints. As in Table 7.5-Table 7.6, Buffer Insertion [223] introduced 9.01%
and 8.71% routed wirelength (RWLR) degradation on ISPD’2015 [24] and ISPD’2019 [134]
benchmarks. ICMARKS, however, has no wirelength degradation on both benchmarks. Besides,
for the highly-utilized designs, where most of the layout space is filled with standard cell and
fixed marcos/fence regions/IO pins, to accommodate the additional buffers, cells have to be
displaced significantly from their non-watermarked position for buffer insertion. As such, it
introduced significant PWLR and RWLR degradations as the grey numbers in Table 7.5.

© DW Insertion Before/After Detailed Placement: After the placement stage is finished, the
baseline Cell Scattering [25] moves cells in the layout along the x/y axis if there is space. The key
difference is Cell Scattering [25] performs the movement after detailed placement, whereas the
ICMARKS: DW is performed before detailed placement. As seen in Table 7.5- 7.6, ICMARKS:
DW improves the RWLR quality from Cell Scattering [25] by 0.06% and 1.39%, respectively.
@ Comparison with the GW and DW submodules: As a combination of GW and DW,
ICMARKS takes advantage of their strength and further reduces the performance degradation
from accommodating watermarks. In contrast to GW, ICMARKS slightly improves the placement
quality. This improvement stems from modifying cell positions within a designated region, either
across different rows or along the x-axis. Such modifications inherently disturb solutions
formulated during global placement. Given that these disturbances occur in less compact
regions, they provide different inputs to the detailed placement process, thereby offering potential
optimization trajectories to minimize overall wirelength. The optimization to GW depends on the
quality of the perturbations introduced, where the refinement on ISPD’2019 [134] is marginal,
and the improvement on ISPD’2015 [24] is 0.05% over GW.

Compared with DW, ICMARKS watermarks upon the placement solution from GW,
whereas DW watermarks the original solution. The additional co-optimization of the GW
watermarked region makes the placer further refine the cell positions in the watermarked region
and, thus, improves the watermarked layout quality. By encoding DW signature on the GW

layout, ICMARKS introduced no quality degradations. In contrast, DW watermarks upon the
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original placement solution, which could introduce more performance degradation when inserting
DW signatures. It is reflected by the 0.06% and 0.01% RWLR improvement over the original
design on ISPD’2015 [24] and ISPD’2019 [134] benchmarks, respectively.

© Layout Utilization and Design Constraints Impact on WM Performance: As in Table 7.5-
7.7, invasive watermarking yields worse performance on high layout utilization designs (> 70%),
where the layout utilization is larger than 70%. For invasive watermarking, the performance
degradation becomes worse on designs with additional design constraints, e.g., fence regions and
macros. Because the buffers can be encoded close to such constraints and result in significant
cell displacements. In contrast, constraint-based watermarking approaches co-optimize the
watermark and placement objectives to preserve the layout quality.

Timing-driven Watermarking Fidelity As depicted in Table 7.7, ICMARKS continuously
preserves the layout quality in timing-driven watermarking benchmark ICCAD’2015 [100]. By
strategically searching for the watermarked region and cells with minimal impact on the perfor-
mance, ICMARKS results in no WNS and TNS degradation. On the opposite, the constraint-based
Row Parity [93, 91] and Cell Scattering [25] overlook design constraints in modern VLSI design
and did not design the watermarking algorithms with the timing optimization objectives. It results
in 1.51% and 4.24% WNSR degradation over the original designs, respectively. Furthermore,
while Buffer Insertion [223] encodes additional buffers on the non-timing critical path, the

inserted buffers still result in 5.66% TNSR and 10.63% WNSR timing metrics degradation.

Table 7.7. Performance on ICCAD’2015 benchmarks. All the design watermarks are successfully
extracted, i.e., WER = 100%. The TNSR and WNSR are the total and worst negative slack rates
over the original designs.

| Row Parity [93, 91] | Cell Scattering [25] | Buffer Insertion [223] | ICMARKS: GW | ICMARKS: DW [ ICMARKS: GW+DW |
| TNSR | [WNSR ] [ TNSR | [WNSR ] [ TNSR || WNSR] | TNSR|[WNSR] | TNSR|[WNSR] [ TNSR|| WNSR{ |
superbluel | 78.07% | 1.0053 [ 1.0094 [ 1.0119 | 1.0026 [ 1.0083 | 1.0020 [ 0.9001 | 0.8514 [ 1.0256 | 1.0249 | 0.8283 | 1.0021
superblue3 | 76.78% | 1.0053 | 1.0176 | 1.0066 | 0.9891 | 1.1035 | 1.0988 | 0.9302 | 0.9029 | 1.0035 | 0.9884 | 0.9363 | 0.9047
superblue4 | 80.12% | 1.1299 | 0.9914 | 09698 | 1.0191 [ 1.1954 | 1.1995 | 0.9037 | 0.9370 | 0.9554 | 0.9930 | 0.9221 | 1.0094
superblue5 | 73.30% | 0.9801 | 0.9887 | 1.0126 | 0.9977 | 1.0932 | 1.1174 | 0.9159 | 1.0001 | 0.9922 | 0.9959 | 0.9159 | 1.0508
superblue7 | 76.48% | 0.9801 | 0.9932 [ 09979 | 1.0212 [ 09933 | 1.0199 [ 0.9584 | 09758 [ 0.9934 | 1.0199 [ 0.9636 | 0.9727
superbluel0 | 75.80% | 1.0099 | 1.0041 | 1.0218 | 1.0141 | 1.0194 [ 12918 | 1.0069 | 1.0072 | 1.0058 | 1.0068 | 1.0069 | 1.0072

‘ Design ‘ Utl.

superblue16 | 79.23% | 0.9814 | 1.1271 [ 0.9067 | 13274 | 1.0109 | 1.0877 | 1.0166 | 1.0473 [ 0.9060 | 13485 | 1.0069 | 1.0072
superbluel8 | 67.44% | 1.0068 | 0.9965 | 0.9981 | 1.0064 | 1.0438 | 1.0613 | 0.9337 | 0.9403 | 1.0014 | 1.0002 | 0.9254 | 0.9449
[ Average [ - [ 1.0114 | 1.0151 [ 0.9900 [ 1.0424 | 1.0566 [ 1.1063 [ 0.9448 | 0.9559 | 0.9848 | 1.0418 | 0.9366 | 0.9867 |
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Watermarking Capacity The watermarking capacity is measured by the maximum length of
watermark bits that can be inserted into the layout without significantly degrading the layout
quality. For Row Parity [93, 91], Cell Scattering [25], and ICMARKS: DW, the signature length
corresponds to the moved/inserted cell number. For Buffer Insertion [223], the length is the
number of buffer-inserted nets. For ICMARKS: GW, the signature length corresponds to the
N,, in Eqn. 7.4. For ICMARKS, the signature length corresponds to the N,, cells in global
watermarking and moves N,, cell over the watermarked region in the detailed watermarking.

We use ISPD’2019 [134] as the benchmarking target and display the results in Fig. 7.7.
As seen, the maximum bits that can be inserted by Row Parity and Cell Scattering are both less
than 30 bits. Both methods move the cells across rows after the detailed placement as watermarks,
which leads to worse RWLR than PWLR, as the router has to cross rows to connect the cells.
Buffer Insertion [223] inserts signatures without considering the design constraints, leading to
significant cell displacement after signature insertion. Therefore, it exhibits low watermarking
capacity on ISPD’2019 [134]. The ICMARKS: DW’s capacity is larger and reaches ~ 100 bits.
Because it moves the cells before detailed placement and the subsequent detailed placement
compensates for the watermark insertion. ICMARKS: GW and ICMARKS further outperform the
scheme. They both demonstrate a capacity of more than 200 bits by exploring the less compact
region for watermark encoding. Since ICMARKS builds the watermarking scheme on top of
ICMARKS: GW, the two PWLR and RWLR lines are close in Fig. 7.7.

Besides, we analyze the maximum number of watermark regions that can be encoded
onto the layout without compromising the quality. We choose the best-scored k regions in the
GW stage and encode the k regions during GW. As in Fig. 7.8, encoding 3 watermark regions
results in over 20% wirelength degradation. When encoding two or more region constraints
into global placement, more cells are on the selected watermark region boundary. Expelling the
boundary cells to ensure the design adheres to watermarking constraints results in significant
cell displacement and degrades the watermarked layout quality.

Watermarking Efficiency The watermarking efficiency is benchmarked by the fraction of the

156



PWLR
Lo

S - .
N 30 50 100 200 500 1000 30 50 100 200 500 1000
Signature Length Signature Length

Row Parity Cell Scattering Buffer Insertion
ICMarks: GW —@— ICMarks: DW  —%— [CMarks

Figure 7.7. Watermarking capacity for different frameworks on ISPD’2019 benchmarks. We
consider the threshold for acceptable degradation layout quality as 0.5%. The red outline
indicates PWLR and RWLR are higher than the 5% limit.

Figure 7.8. Watermarking capacity for watermark regions on ISPD’2019 benchmarks.

additional time takes for ICMARKS’s watermark insertion compared to the overall physical
design stage, primarily placement and routing. We include the average time takes to encode
50-bit signatures onto the ISPD’2015 benchmark [24] and ISPD’2019 benchmark [134] in
Table 7.8. The non-WM time and WM time is the average (geometric-mean) time it takes for
placement and routing on the non-watermarked and watermarked layout. The Slow Down is
the percentage overhead ICMARKS introduced to the overall placement and routing phase. As
seen, the time taken for watermark insertion is ~10% compared with the overall placement and
routing stage, making ICMARKS efficient for watermarking. Besides, no additional computation
resources or external tools are required for the signature insertion.

Watermarking Stealthiness We display the layout watermarked by ICMARKS with various

sizes and different design constraints in Fig. 7.9. As seen, the watermarks are embedded as part
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Table 7.8. ICMARKS’s efficiency on different benchmarks.

Design non-WM Time (s) WM Time (s) Slow Down (%)
ISPD’2015 [24] 141.37 157.96 11.73%
ISPD’2019 [134] 946.23 996.18 9.21%

of the layout, and invisible upon inspection while maintaining 100% WERs.

(a) te;tSEWM) | (b)‘testAS(‘r‘l;)‘-WM) c)p_(WM)r o d) pr-a(n-)
Figure 7.9. Watermarked Design Examples. The blue cells are the standard cells, and the red
cells are the macros.

Watermark Strength Watermark strength measures the probability a non-watermarked layout
carries the signature by coincidence. For each design with a total of |C| cells, we watermark
|C)y| cells and produce the watermarked layout. In the |C,| cells, x of the cells do not meet
the watermarking constraints. |C,| from the non-watermarked layout matches the watermark

requirement by co-incidence. Following Row Parity [91], the watermark strength is calculated

by Eqn. 7.16 as follows, where p = ||g:|| is the constraints met by coincidence.
X . .
P.=Y -C(|Culi)- () (1= p)* (7.16)
i=0

For each design, we calculate the P. by running the placement with and without IC-
MARKS to obtain |C,,| and |C,|. In most of the designs, |C,| = 0, meaning the non-watermarked
layouts do not match the watermarking constraints. Therefore, we report the maximum P. on
ISPD’2019 benchmark [134] in Table 7.9 for ICMARKS and its submodules. The watermarks
are successfully encoded during the global/detailed placement stage and have different positions

from their non-watermarked ones. As such, the signatures’ randomness will not be undermined
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by the global/detailed placement optimizations.

Table 7.9. Watermarking strength for different signature lengths by the proposed ICMARKS
watermarking framework.

Row Parity ICMARKS: GW ICMARKS: DW ICMARKS: GW + DW
P. 88x10°®  9.09 x10~3 8.08 x 10762 7.35%x 10114

Ownership Proof in Real-World Settings To prove ownership, the design company obtains
the suspicious layout and employs reverse-engineering approaches [192, 9] to acquire the logic
netlist and all standard cell locations. Such methodology [192, 9] recovers large layouts netlists
(over 7000k cells) from the GDSII layout with over 98% accuracy and efficiency. Then, the
design company uses the netlists to recover the standard cells’ and macros’ locations. The
watermark extraction algorithms are subsequently used for ownership proof. While the reverse-
engineering misalignment might degrade the watermark extraction rates slightly, [CMARKS still
provides sufficient ownership proof for the design companies benefiting from two aspects: (i)
high watermarking strength of 7.35x 10~ for 50-bit signature; (ii) high watermarking capacity
that can accommodate more than 200-bit signatures without significant quality degradation, as
in Fig. 7.7. As a result, even if only 88% signatures are extracted (10% lost from attacks in
Section 7.5.3 and 2% lost from reverse engineering [192, 9]), ICMARKS still provides strong
watermarks for 50-bit signatures. In Null Hypothesis [11], a watermarking strength (p-value)
of smaller than 0.05 indicates the statistically significant presence of a watermark. Given the
much lower watermarking strength than 0.05 after reverse engineering, the design company can
thereby confidently claim ownership of the design layout.

Impact on Routability We analyze the impact of ICMARKS on the design routability using the
ISPD’2019 [134] benchmarks employing OpenROAD [94]’s global and detailed router. The final
wirelength after detailed routing (Rout. WL), average routing congestion (Rout. Congestion), an
initial count of DRC violations (#DRV), the number of detailed routing optimization iterations
to fix DRV (#Opt.), and the total valid via access points required for all standard cells and

macros in the design (#ValidViaAp) are plotted in Fig. 7.10 for the watermarked layouts over the
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non-watermarked ones.

Across all the considered benchmarks, the watermarked ones have 6% lower Rout.
Congestion and Rout. WL compared to the non-watermarked designs. For large layouts with
> 300k cells, ICMARKS introduces 2% more routing congestion than non-watermarked ones,
showing it has minimal impact on layout routability. Nevertheless, ICMARKS does incur
an increase in #DRV and #Opt., by 19% and 20%, respectively, across all the designs for
watermarked ones, and 10% more #DRV requiring ~ 5% more #Opt. for the large designs
ispdtest7 - ispdtest10 consisting of > 300k cells. #ValidViaAp, representing the layout’s pin
accessibility, remains similar for watermarked and non-watermarked designs. Thus, [CMARKS

does not degrade the pin access of the design.

2.00 —e— Rout. Congestion Rate
—— Rout. WL Rate

g 1.75] #DRV Rate
o
o 1.50] T #omt Rate
b= #ValidViaAp Rate
(V]
= 1.25
5
£ 1.00

0.75

0 200 400 600 800
Cell Size (k)

Figure 7.10. Impact of watermarking on routability. The dotted lines represent the geo-mean of
large designs ispd19test7 - ispd19test10 with > 300k cells.

7.5.3 Attack Evaluation

In this section, we evaluate ICMARKS’s robustness under removal and forging attacks.
Watermark Removal Attack A successful watermark removal attack shall meet two criteria: (i)
the encoded signatures are removed as reflected by the watermark extraction rate (WER) below
90% [93, 91]; (ii) the layout quality is not compromised, where the Placement Half-Perimeter
WireLength Rate (PWLR), Routed Wirelength Rate (RWLR), Total Negative Slack Rate (TNSR),

and Worst Negative Slack Rate (WNSR) do not exceed 1.005 [187]. The thresholds are reflected
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by the black dotted lines in Fig. 7.11 and Fig. 7.12.

For an IC layout watermarked by ICMARKS, the watermarks are inserted by constraining
the cell positions and cells’ region. To remove the signature, the adversary perturbs the cell
positions/regions for watermark removal attacks. We compare four types of attacks aiming to
erase the signatures at different levels of watermarking and prevent the owner from claiming
ownership: (1) swap location attacks (SLA) [91], which target to attack Row Parity framework
by random swapping cell locations, (ii) constraint perturbation attacks (CPA), which target to
attack Cell Scattering and ICMARKS: DW by moving cells along x/y axis if there is space;
(ii1) Optimization attacks (OA), which target to attack all watermarking frameworks by running
another round of detailed placement; and (iv) adaptive region attacks (ARA), which target to
attack ICMARKS: GW and ICMARKS framework by searching for less compacted regions and
perturb cells around the region. We show ICMARKS is robust against all removal attacks, and
the results are summarized in Fig. 7.11 and Fig. 7.12 for wirelength-driven and timing-driven
placements respectively.

We skip Buffer Insertion [223] and the corresponding watermark removal attacks because
(i) Buffer Insertion’s [223] watermarked layout quality degradation is significantly higher than
the considered threshold of 0.5% as in Table 7.5-7.7; (i1) Other watermarking frameworks insert
signatures without modifying the netlist, whereas Buffer Insertion [223] encodes adding buffers
into the netlist as watermarks. While the buffer removal attacks, which remove multiple cascaded
buffers, can potentially erase Buffer Insertion’s signature, our primary goal is evaluating the
robustness of ICMARKS under attacks. Therefore, we did not include the attacks at the netlist
level in this section.

@ Swap Location Attacks (SLA): In SLA [91], cells randomly exchange their locations
with another set of cells. Then, a follow-up legalization and detailed placement compensate
for the performance degradation and ensure the cells follow the design rules. In Fig. 7.11a
and Fig. 7.11b, we randomly choose 0.1% and 0.5% cells from the layout and pair them to

exchange their locations. As seen, even small location swaps result in huge performance
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Figure 7.11. Watermarking performance under different attacks for wirelength-driven placement
on the ISPD’2015 and ISPD’2019 benchmarks. The black dotted line in the two left subfigures
denotes the quality degradation threshold of 1.005, and the black dotted line in the rightmost
subfigure denotes the watermark extraction threshold of 90%.

degradation on modern IC layouts. In terms of the watermark extraction, Row Parity [93, 91],
Cell Scattering [25], and ICMARKS: DW get WERs below 90% and failed to verify their
ownership. Those watermarking frameworks spread the watermarks across the layout, where
minor changes will subsequently modify most cell locations within the compact region. By
embedding cells in the less compact region, [CMARKS: GW and ICMARKS are less sensitive to

such changes. As a result, [CMARKS: GW and ICMARKS still maintain high WERs.
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@ Constraint Perturbation Attacks (CPA): In CPA, cells shift their location along the x-axis
for 0, = 1 or y-axis for 0, set to one adjacent row-height if such movements do not result
in overlapping with their neighbors. In Fig. 7.11c, Fig. 7.11d, and Fig. 7.11e, we move the
positions of 0.1%, 1%, 10% of the cells have space to move in the layout. From here, we find
that under CPA 0.1% attack, layout performance hit the boundary of the wirelength degradation
(PWLR and RWLR) threshold. For the watermark extraction, ICMARKS, ICMARKS: GW, and
Row Parity [93, 91] achieve over 90% WER. However, the WER of Cell Scattering [25] and
ICMARKS: DW are subsequently lower than 90% because the constraint perturbation targets to
remove the potential watermarked cell positions.

For the CPA 1% and 10% cell performance, however, the PWLR and RWLR degradations
are greater than 1.005, meaning the attack failed to maintain the layout quality improvement from
the design company’s physical design optimizations. But ICMARKS: GW and ICMARKS still
maintain higher than 90% WER and successfully help the design company to claim ownership
of the layout.
© Optimization Attacks (OA): This attack employs an additional optimization stage to remove
the watermarks. The optimization is implemented through another round of detailed placement.
It aims to change cell locations slightly for signature removal while maintaining the layout quality.
As shown in Fig. 7.11f, the layout wirelength degradation in Cell Scattering [25], I[CMARKS:
GW, ICMARKS: DW, and ICMARKS are all below 1.005, indicating the attack preserves the
layout quality. The WER of Cell Scattering [25] and ICMARKS: DW are below 90%, meaning
OA successfully removed their signatures. In contrast, [CMARKS: GW and ICMARKS have
over 90% WER, demonstrating their resiliency.

@ Adaptive Region Attacks (ARA): This attack aims to remove watermarks in ICMARKS:GW.
The adversary has prior knowledge of how ICMARKS:GW performs the watermarking and has
access to the hyperparameters used to search the watermarked region. The adversary operates
on top of the watermarked layout. He tries to remove the inserted watermarks by moving cells

within the searched top-1 or top-5 regions if there is room. In Fig. 7.11g and Fig. 7.11h, the

163



PWLR and RWLR degradation for ICMARKS: GW, ICMARKS: DW, and ICMARKS are around
the threshold of 0.5% degradation, and the attacks do not significantly degrade the layout quality.
The WER of ICMARKS: GW and ICMARKS remain over 90%. As the watermark insertion
is performed on a non-watermarked layout, and the attack regions searched by ARA are on a
watermarked layout, the watermark signatures are not the same. Therefore, ARA fails to remove
ICMARKS: GW and ICMARKS’s signature, even if the same region watermarking algorithm
is employed. In contrast, the watermarks of Row Parity [93, 91], Cell Scattering [25], and
ICMARKS:DW are spread across the layout, where minor changes in the compact area will
subsequently modify the inserted watermarks. Therefore, these frameworks have compromised
WER.

Attacks on Timing-driven Placement: In Fig. 7.12, the attack performance on timing-driven
placement follows a similar trend as the wirelength-driven placement results in Fig. 7.11. IC-
MARKS and ICMARKS: GW remain resilient under all the removal attacks with a WER over
90%. Row Parity [93, 91] is also resilient to the attacks and has WER of over 90%. However, the
watermarked layouts degrade the timing metrics (TNSR and WNSR) by > 1% in Table 7.7 for
timing-driven placement. The signatures in the baseline Cell Scattering [25] and ICMARKS:DW
are removed with WER < 90%.

Watermark Forging Attack Instead of removing the watermarked signature, the adversary in a
watermark forging attack counterfeits another set of watermarks on the watermarked layout and
falsely claims his ownership. Row Parity [93, 91] and Buffer Insertion [223] techniques are not
resilient to forging attacks. If the adversary has prior knowledge of the watermarking algorithm,
they can easily counterfeit a different set of forged signatures from the row index ID of cells
or add additional buffers into the layout for false ownership proof. For Cell Scattering [25],
signatures are harder to counterfeit because forging the signature requires both random seeds and
a non-watermarked layout. However, the inserted signatures can be easily erased by different
watermark removal techniques in Section 7.5.3.

ICMARKS: GW is resilient to forging attacks because the region with the minimal
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Figure 7.12. Watermarking performance under different attacks for timing-driven placement on
the ICCAD’ 2015 benchmarks. The black dotted line in the two left subfigures denotes the quality
degradation threshold of 1.005, and the black dotted line in the rightmost subfigure denotes the
watermark extraction threshold of 90%.

evaluation score is unique to the original non-watermarked placement. The non-watermarked
layout and the scoring parameters are kept confidential. The ICMARKS: GW signature veri-
fication requires the owner to provide that information to reproduce the watermark region R,,.

Therefore, the adversary cannot counterfeit the watermarks without access to the non-watermark
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layout. ICMARKS: DW also exhibits similar properties, where the signatures are encoded
before detailed placement on the intermediate placement P;,. As such, the adversary with only
access to the watermarked layout cannot reproduce the watermarked cells or distance to forge the
signature. [CMARKS, as a combination of [CMARKS: GW and ICMARKS: DW is also resilient
to watermark forging attacks.

We evaluate the probability that an adversary forges the ICMARKS: GW signature, and
we assume the adversary has prior knowledge of the scoring mechanism and watermarked region
size. However, he does not have access to the scoring hyperparameters. Different from the
Adaptive Region Attacks (ARA) in Watermark Removal Attacks, the adversary forges the signa-
ture by moving the cells in the searched region. We re-score the region using hyperparameters
o =25, 3 =15, and y=10. We rank the scores the adversary gets from low to high, where
lower scores indicate the region is more ideal for him/her to forge the signature. We show the
rank of the watermarked region appears in the re-scored watermarked layout in Fig. 7.13 on both
ISPD’2019 [134] and ISPD’2015 [24] benchmarks. As seen, most of the layouts are ranked
away from the top-5 regions, meaning the adversary cannot easily forge the watermarked region

of cells.

0 10 20 30 40 50
Ranks

Figure 7.13. Rank distribution of the watermarked region appears in the re-scored watermarked
region.
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7.6 AUTOMARKS Experiments

This section introduces the experiment setups in Section 7.6.1. The watermarking results
are presented in Section 7.6.2 and the robustness evaluations are presented in Section 7.6.3. We

conduct an ablation study in Section 7.6.4 and provide visualizations in Section 7.6.5.

7.6.1 Experiment Setups

Hardware Infrastructure and Implementation Details AUTOMARKS is agnostic to the physi-
cal design algorithms. As a proof-of-concept, we employ the widely recognized open-source and
state-of-the-art physical design framework with DREAMPIlace [70] as the placement algorithm
and CUGR [133] as the routing algorithm. We note that AUTOMARKS is agnostic to placement
and routing algorithms, as it leverages a graph neural network to identify optimal layout positions
that embed the signature with minimal performance degradation. This watermarking process is
independent of the underlying placement and routing methods.

The training and inference of AUTOMARKS are performed on NVIDIA RTX A6000
GPUs with Ubuntu 22.04.3 LTS and Intel(R) Xeon(R) CPUs. The graph neural network model
is a seven-layer graph convolution network with ReLU activation. As in Table 7.10, it is trained
with the SGD optimizer, with the learning rate set to 0.01, weight decay set to 0.001, and the
momentum value set to 0.9. It trains 30 epochs with a batch size set to 1280. The GNN is trained
to sample 15, 20, 35, 50, 100, 200, and 500 nodes at each hop with detailed architecture in
Table 7.11. For benchmarks optimizing for timing metrics, the GNN’s main branch has five-layer
graph convolutions (GConv) with ReLLU activation. The follow-up sub-branches have two-layer
graph convolutions with ReLU activation as in Table 7.12.
Benchmarks We evaluate AUTOMARKS’s watermarking performance on the wirelength-driven
ISPD 2015 [24], and ISPD’2019 [134] benchmark suites; and the timing-driven ICCAD’2015

[100] benchmark suite.  Designs with fence region constraints are highlighted in blue in
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Table 7.10. GNN Table 7.11. GNN architecture Table 7.12. GNN architecture My;ying

training settings. M,,; for WL-driven search. for timing-driven watermark search.
Variables Settings Layers Input Dim Output Dim Activation Branch Layers Input Dim Output Dim Activation
Epo ch 30 GConvl 8 64 ReLLU M,, GConvl 9 64 ReLU
Batch si 1280 GConv2 64 64 ReLU M,, GConv2 64 64 ReLU
atch size GConv3 64 64 ReLU M, GConv3 64 64 ReLU
Optimizer SGD GConv4 64 64 ReLU M,, GConv4 64 64 ReLU
Learning rate 0.001 GConv5 64 64 ReLU M,, GConv5 64 64 ReLU
Weight decay  0.001 GConvé 64 64 ReLU M5, My GConvé 64 64 ReLU
Momentum 0.9 GConv7 64 1 ReLU M; 5, Mys  GConv7 64 1 ReLU

Loss function MSE Loss

Tables 7.13 and 7.14. ICCAD’2015’s [100] layouts in Table 7.15 do not have fence regions.

7.6.2 AUTOMARKS Results

Wirelength-driven Watermarking Fidelity and Transferability We compare the watermark-
ing performance of AUTOMARKS and the baselines on the ISPD’2015 [24] benchmarks in
Table 7.13, and the ISPD’2019 [134] benchmarks in Table 7.14. The encoded watermarks are ex-
tracted successfully, i.e., %W ER = 100 for all frameworks. We highlight that the AUTOMARKS
is only trained on the ispd19test6 design and inference on the rest of the designs, significantly
reducing the watermark search time and improving transferability.

@ Comparison with Constraint-based WM: Compared to AUTOMARKS that maintains
watermarking fidelity, the baseline Row Parity [93, 91] and Cell Scattering [25] degrades the
PWLR by 0.18% and 0.60% and the RWLR by 0.12% and 1.40% over the non-wm designs
on ISPD’2015 [24] and ISPD’2019 [134] benchmarks respectively. The Row Parity [93, 91]
and Cell Scattering [25] approaches do not consider the design constraints, like fence regions
or macros when selecting the watermark cells, resulting in worse performance. Compared
to AUTOMARKS, ICMarks [268] introduced slightly more degradations on ISPD’2019 [134]
benchmarks. It is because AUTOMARKS learns the mapping from layout subgraphs to the actual
PWLR improvement, which serves a better quality degradation estimation than the scoring
function used in ICMarks [268].

@ Comparison with Invasive WM: Compared to AUTOMARKS, the invasive watermarking
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Table 7.13. Performance on the ISPD’2015 benchmarks. All the design watermarks are
successfully extracted, i.e., WER = 100%. The PWLR and RWLR are the placement and routed
wirelength rates over the original designs. The results in gray fail buffer insertion WM with
significant degradation on the high-utilized designs (denoted with star).

Design Cells Nets Row Parity [93,91] | Cell Scattering [25] | Buffer Insertion [223] ICMarks [268] AUTOMARKS
PWLR | | RWLR| | PWLR] [RWLR] | PWLR || RWLR] | PWLR] [ RWLR] | PWLR | [RWLR]
perf_a x 108K | 115K | 1.0045 1.0155 0.9978 0.9967 0.9972 0.9873 0.9956 0.9929
perf b 113K | 113K | 1.0058 1.0267 1.0020 1.0001 1.0176 1.0745 0.9890 0.9901 0.9898 0.9824
dist_a 127K | 134K | 1.0015 0.9999 0.9984 0.9965 1.0995 1.1072 1.0004 1.0052 1.0001 1.0040
mult_b * 146K | 152K | 1.0047 1.0199 0.9991 0.9923 0.9994 1.0028 1.0021 0.9922
mult_c x 146K | 152K | 1.0031 1.0252 0.9980 1.0023 0.9963 0.9979 1.0010 1.0022
pci_a * 30K 34K 1.0080 1.0340 0.9931 0.9846 0.9997 0.9950 0.9996 0.9974
pci_b 29K 33K 1.0069 1.1173 0.9912 0.9977 0.9951 1.0026 0.9973 0.9885
superbluell x | 926K | 936K | 1.0052 1.0344 1.0278 1.0358 0.9986 0.9992 1.0073 1.0136
superbluel6 | 680K | 697K | 1.0030 1.0210 0.9988 0.9989 1.1023 1.1377 1.0017 1.0204 1.0025 1.0129
perf_1 113K | 113K | 1.0035 1.0199 0.9985 0.9983 1.0150 1.0642 0.9964 0.9973 0.9909 0.9956
fft_1 35K 33K 1.0017 1.0260 1.0167 1.0156 1.0680 1.1457 0.9671 0.9673 0.9711 0.9660
fft 2 x 35K 33K 1.0050 1.0260 1.0148 1.0114 0.9767 0.9770 0.9854 0.9823
fft_a x 34K 32K 1.0121 1.0200 1.0024 0.9933 0.9939 0.9895 0.9839 0.9773
fft_b x 34K 32K 1.0018 1.0075 0.9961 1.0030 0.9909 0.9890 0.9869 1.0039
mult_1 160K | 159K | 1.0050 1.0238 1.0077 1.0065 1.0464 1.0631 0.9753 0.9744 0.9773 0.9769
mult_2 160K | 159K | 1.0033 1.0199 0.9984 0.9967 1.0736 1.1147 0.9852 0.9900 0.9831 0.9872
mult_a 154K | 154K | 1.0037 1.0105 0.9995 0.9968 0.9973 0.9916 0.9965 0.9934
superbluel2 | 1293K | 1293K | 1.0031 1.0067 0.9979 0.9956 1.0683 1.1044 0.9854 0.9732 0.9869 0.9783
superbluel4 | 634K | 620K | 1.0020 1.0057 0.9991 0.9981 1.0212 1.0286 0.9887 0.9867 1.0083 1.0037
superbluel9 | 522K | 512K | 1.0025 1.0077 1.0001 1.0005 1.0295 1.0672 0.9814 0.9809 1.0100 1.0563

| Average | - [ - ] 1.0043 | 1.0231 | 1.0018 | 1.0012 | 1.0536 | 1.0901 [ 0.9908 [ 0.9908 | 0.9937 | 0.9966 |

Table 7.14. Performance on the ISPD’2019 benchmarks. All the design watermarks are
successfully extracted, i.e., WER = 100%. The PWLR and RWLR are the placement and routed
wirelength rates over the original designs.

Row Parity [93,91] | Cell Scattering [25] | Buffer Insertion [223] ICMarks [268] AUTOMARKS
PWLR | \ RWLR | | PWLR | \ RWLR | | PWLR | \ RWLR | | PWLR | \ RWLR | | PWLR | \ RWLR |
ispd19test1 9K 3K 1.0060 1.0129 0.9978 0.9998 1.0394 1.0619 0.9955 1.0015 1.0026 0.9989
ispd19test2 | 73K | 72K 1.0184 1.0201 1.0096 1.0016 1.0127 1.0408 0.9988 0.9999 0.9921 0.9927
ispd19test3 8K 9K 1.0130 1.0475 1.0180 1.0193 1.0582 1.0801 1.0059 1.0045 0.9875 0.9865
ispd19test4 | 151K | 146K | 1.0017 1.0050 0.9999 0.9998 1.1452 1.2494 0.9957 0.9907 0.9970 1.0001
ispd19test5 | 29K | 29K 1.0102 1.0556 1.0998 1.0975 0.9859 1.0121 1.0013 0.9998 0.9982 0.9953
ispd19test6 | 181K | 180K | 1.0032 1.0106 0.9994 0.9993 1.0044 1.1108 1.0023 1.0026 1.0000 0.9971
ispd19test7 | 362K | 359K | 1.0028 1.0160 1.0136 1.0109 1.0003 1.0717 1.0050 1.0054 1.0150 1.0139
ispd19test8 | 543K | 538K | 1.0001 1.0082 0.9966 0.9958 1.0118 1.0806 0.9961 0.9929 0.9945 0.9996
ispd19test9 | 903K | 895K | 1.0072 1.0108 1.0108 1.0095 1.0164 1.0814 1.0023 1.0023 0.9973 1.0000
ispd19test10 | 903K | 895K | 1.0025 1.0090 1.0043 1.0108 1.0378 1.0982 0.9972 0.9966 0.9972 1.0002

| Average [ - | - [ 1.0065 | 1.0194 [ 1.0060 [ 1.0140 [ 1.0304 | 1.0871 [ 1.0000 [ 0.9996 [ 0.9981 | 0.9982 |

Design Cells | Nets

Buffer Insertion [223] significantly degrades the PWLR and RWLR by 5.36% and 9.01% on the
ISPD’2015 [24] designs; and by 3.04% and 8.71% on the ISPD’2019 [134] benchmarks over
the non-watermarked designs. As the layout is highly utilized, adding redundant buffers results
in significant cell placement reordering to accommodate the watermark cells, requiring more
routing resources to connect the additional components than constraint-based AUTOMARKS.

Timing-driven Watermarking Fidelity and Transferability The timing-driven watermarking
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performance on ICCAD’15 [100] benchmarks is in Table 7.15. The encoded watermarks for all
methodologies are extracted successfully, %W ER = 100 for all designs. Similar to Section 7.6.2,
AUTOMARKS’s GNN is trained only on the superblueb design and inferences on the rest of the
designs, with 8 setto 1.010. Similar to wirelength-driven watermarking, AUTOMARKS achieves
1.24% lower WNSR compared to the best-performing constraint-based Row Parity [93, 91] and
invasive watermarking Buffer Insertion [223] frameworks. Such improvements come from lever-
aging GNN to learn the subgraph structure yielding better performance after watermark insertion.
Compared to ICMarks, AUTOMARKS demonstrates comparable watermarking performance but
less searching time by leveraging the GNN to predict the watermarking performance in parallel

as in Figure 7.14.

Table 7.15. Performance on ICCAD’2015 benchmarks. All the design watermarks are success-
fully extracted, i.e., WER = 100%. The TNSR and WNSR are the total and worst negative slack
rates over the original designs.

Row Parity [93,91] | Cell Scattering [25] | Buffer Insertion [223] ICMarks [268] AUTOMARKS
TNSR | \ WNSR | | TNSR | \ WNSR | | TNSR | \ WNSR | | TNSR | \ WNSR | | TNSR | \ WNSR |
superbluel | 1209K | 1215K | 1.0053 1.0094 1.0119 1.0026 1.0083 1.0020 0.8283 1.0021 1.0023 1.0011
superblue3 | 1213k | 1224k | 1.0053 1.0176 1.0066 0.9891 1.1035 1.0988 0.9363 0.9047 0.9283 1.0015
superblued | 795k | 802k 1.1299 0.9914 | 0.9698 1.0191 1.1954 1.1995 0.9221 1.0094 1.0038 | 1.0012
superblueS | 1086k | 1100k | 0.9801 0.9887 1.0126 0.9977 1.0932 1.1174 0.9159 1.0508 1.0025 1.0068
superblue7 | 1931k | 1933k | 0.9801 0.9932 | 0.9979 1.0212 0.9933 1.0199 0.9636 | 0.9727 1.0043 1.0025
superbluel0 | 1876k | 1898k | 1.0099 1.0041 1.0218 1.0141 1.0194 1.2918 1.0069 1.0072 1.0034 1.0052
superbluel6 | 981k | 999k | 0.9814 1.1271 0.9067 1.3274 1.0109 1.0877 1.0069 1.0072 1.0032 1.0043
superbluel8 | 768k | 771k 1.0068 0.9965 0.9981 1.0064 1.0438 1.0613 0.9254 | 0.9449 0.9841 0.9980

| Average | - [ - [ 10114 [ 1.0151 [ 09900 | 1.0424 | 1.0566 | 1.1063 [ 0.9366 | 0.9867 | 0.9911 | 1.0025 |

Design Cells Nets

Efficiency Figure 7.14 and Table 7.16 compare the watermark search time for ICMarks [268]
and AUTOMARKS. For smaller designs in wirelength-driven watermark search, the search
time of AUTOMARKS is very close to ICMarks [268]. However, for the large designs (> 500k
cells) in Figure 7.14, the average search time of AUTOMARKS is 176.38s, whereas ICMarks
requires 320.93s. As ICMarks uses a fixed window size to traverse and score the layout, while
AUTOMARKS employs GNN to batch-predict the region node scores, AUTOMARKS reduces
the watermark search time for large designs by 45.04%. In timing-driven watermark search,
all of the layouts are large designs with more than 500k cells. In Table 7.16, ICMarks [268]

takes an average of 72.37s to find an ideal position to encode watermarks, whereas the average

170



time of AUTOMARKS is 53.99s. As such, AUTOMARKS reduces the search time by 25.39%
on timing-driven layouts. However, we note there are a few designs (superbluel, superblue5,
and superblue7) where ICMarks demonstrates close runtime with AUTOMARKS. It is primarily
because the macros have dense distributions in which the ICMarks avoids watermarking on those
regions and skips the scoring evaluation. By excluding those designs in which ICMarks have a
higher overlap rate (> 70%), evaluated by skipped evaluations due to macro overlapping over

the total number of scoring, AUTOMARKS reduces the search time of ICMarks by 41.52%.

500
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%300

£
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0

0 200 400 600 800 1000 1200
Cell Size (k)
—e— AutoMarks ICMarks

Figure 7.14. The wirelength-driven watermark search time for different designs in ISPD’2015
and ISPD’2019. The dotted line is the average search time of the large designs (> 500k cells).

Table 7.16. Watermark search runtime in I[CCAD’2015.

Design ICMarks(s) AUTOMARKS(s) Overlap Rate
superbluel 47.68 50.24 78.30%
superblue3 144.25 70.24 41.66%
superblue4 32.68 45.29 60.04%
superblue5 54.34 40.24 82.40%
superblue? 53.29 51.25 73.53%
superblue10 282.40 100.24 60.23%
superbluel6 116.18 80.29 61.89%
superbluel8 35.24 27.24 61.48%

Average
( Overall ) 72.37 53.99 -

Average

(Overlap Rate < 70% ) 98.05 37:34 i

171



7.6.3 AUTOMARKS'’s Robustness

Watermark Removal Attacks on Benchmarks Optimizing Wirelength Figure 7.15 evaluates
the impact of watermark removal attacks on AUTOMARKS and the baseline approaches. The
Location swap attack targeting Row Parity [93, 91] selects 0.1% of the total cells randomly and
swaps their locations. The Constraint perturbation attack targeting Cell Scattering [25] moves
10% of the cells randomly along the x-axis for one unit or the y-axis for one-row height if the cells
do not overlap with the neighboring cells. The Optimization attack targeting all frameworks
applies another round of detailed placement on the watermarked layout to remove signatures.
The Adaptive region attack targeting ICMarks [268] and AUTOMARKS, assumes the adversary
knows the size of the watermark region and uses the evaluation function of ICMarks [268]
to identify the watermark regions. Then, the adversary perturbs cells in the top-5 regions to
remove watermarks. We do not consider attacks on Buffer Insertion as it incurs significantly
more performance degradation for watermark insertion than the constraint-based watermarking
approaches.

AUTOMARKS is resilient to all attacks and maintains the watermark extraction rates of
100% even when the quality metrics PWLR and RWLR are greatly compromised; because as
long as the watermark cells are within the watermark region, it is more robust toward such slight
perturbation of cell locations. In contrast, Row Parity is vulnerable to Location swap attacks;
Cell Scattering is vulnerable to Location swap attacks and Constraint perturbation attacks. While
ICMarks employs a two-level watermarking framework to strengthen the watermarking strength,
the detailed watermarking in ICMarks is vulnerable to watermark removal attacks. As a result,
the overall WER for ICMarks slightly degrades.
Watermark Removal Attacks on Benchmarks Optimizing Timing Metrics The watermarked
layout performance after attacks for different methodologies are in Figure 7.16. Similar to
benchmarks optimizing for wirelength, we evaluated the impact of four attack types: swap

location, constraint perturbation, optimization, and adaptive region attacks. The attack setups are
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Figure 7.15. Watermarking performance under different attacks for wirelength-driven placement
on the ISPD’2015 and ISPD’2019 benchmarks. The black dotted line in the two left subfigures
denotes the quality degradation threshold of 1.005, and the black dotted line in the rightmost
subfigure denotes the watermark extraction threshold of 90%.

detailed in Section 7.6.3. As for attack hyperparameters, we swap the location of 0.1% cells for
swap location attack, perturb the location of 0.1% and 1% cells for constraint perturbation attack,
and choose top-1 and top-5 regions re-evaluated by ICMarks [268] to perturb cells within the
regions. As seen, similar to the wirelength-driven benchmark, AUTOMARKS is resilient against

those attacks, maintaining a high extractability of the encoded signatures unless the layout quality
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Figure 7.16. Watermarking performance under different attacks for timing-driven placement on
the ICCAD’ 2015 benchmarks. The black dotted line in the two left subfigures denotes the quality
degradation threshold of 1.005, and the black dotted line in the rightmost subfigure denotes the
watermark extraction threshold of 90%.

is greatly compromised. Post-routing ECO may be applied to improve layout performance
but can potentially disrupt watermark insertion. To mimic such scenarios, we conducted the
optimization attack shown in Figure 7.16d, where an additional round of optimization was
performed to remove the signature. Our results show that AUTOMARKS remains resilient in
these cases and continues to provide sufficient ownership proof.

Watermark Forging Attacks To forge the signature, the adversary needs to provide the wa-
termark region by reproducing the GNN inference results. However, the adversary does not
have access to the design used for GNN training, making it difficult to counterfeit the signature.

Therefore, AUTOMARKS is resilient to the forging attacks.
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7.6.4 Ablation Study

This subsection provides ablation studies over the different hyperparameter choices in
AUTOMARKS’s performance on the ISPD’2019 [134] benchmarks as a proof-of-concept.
The Effectiveness of Node Feature: We analyze how nonnative node features impact the GNN
performance. In Table 7.17, we skip the cell location, size, and name as the node feature and
report their PWLR and RWLR performance respectively. Other settings follow the default ones
in AUTOMARKS. Cell location and name have a more significant impact on the performance
of the AUTOMARKS compared to cell size. Excluding the cell location and name into the node
feature construction results in 2.9% and 3.2% PWLR and 3.4% and 3.3% RWLR degradation,
respectively. In contrast, excluding the cell size only results in 0.2% degradation. This is mainly
because the cell name indicates the type of cells, e.g., standard cells and macros, and cell location
indicates the position of the cells. Both attributes are essential in helping AUTOMARKS learn
which node is the ideal candidate for watermark insertion.
The Effectiveness of learning rate: We analyze how different GNN learning rates (LR) would
affect AUTOMARKS’s performance in Table 7.17. Following Sec. 7.6.2, the AUTOMARKS is
trained on ispd19test6 design and inference on the rest of the benchmarks. Here, we change
the learning rate from 0.01 to 0.001 and 0.1. When the learning rate is increased from 0.001 to
0.01, the GNN learns to capture the node connections and predict the watermarking fidelity better.
However, increasing the learning rate from 0.01 to 0.1 introduced marginal quality changes.
The Effectiveness of 3 Threshold: We analyze how different label threshold 8 choice would
impact the watermarking fidelity performance. In Table 7.17, we change the 8 from 0.01 to
0.005 and 0.2, and show the PWLR and RWLR performance. Other settings follow the default
ones in AUTOMARKS. As seen, increasing the f from 0.005 to 0.01 introduced significant
PWLR and RWLR performance improvement. It is because more training nodes are normalized
into the range of [0,1] that help AUTOMARKS to learn more diverse score predictions. However,

increasing the B from 0.01 to 0.02 does not introduce significant watermarking fidelity changes.

175



The effectiveness of y: We analyze how different y choices would affect the larger designs’ (i.e.
cell size larger than 900k) performance in Table 7.17. Other settings follow the default ones in
AUTOMARKS. As seen, adjusting the ¥ from 0.2 to 0 and 0.5 will change the AUTOMARKS
performance on the large layout slightly.

The effectiveness of GNN layers: We analyze how different numbers of the GNN layers would
affect the watermarking fidelity performance in Table 7.17. Here, we fix the watermark region
size N = 10 to be the same as Section 7.6.2 and change the number of GNN layers used for
training and inference from 5 — 10. Increasing the layer from 5 to 7 significantly improved
the watermarking performance. When the layer number is set to 5, most of the cells are within
the watermark region, and the GNN fails to learn the node features on the region boundary,
which will be expelled outside the region and play an essential role in quality degradation.
Increasing the number of layers results in better watermarking performance. However, increasing
the number from 7 to 10 introduced marginal quality improvement and more computational
overheads. Therefore, AUTOMARKS employs a graph neural network with 7 layers.

Table 7.17. The effectiveness of different node feature constructions, learning rate choices, 3
and 7y choices, and layer numbers on AUTOMARKS'’s performance.

| GNN Feature | PWLR | RWLR |
All 0.9981 | 0.9982
Node Featur w/o cell location | 1.0280 | 1.0312
ode reature 80 cell size | 1.0002 | 0.9977
w/o cell name 1.0303 | 1.0304
0.001 1.0004 | 1.0009
Learning Rate 0.01 0.9981 | 0.9982
0.1 0.9990 | 0.9998
0.005 1.0078 | 1.0089
B Choices 0.01 0.9981 | 0.9982
0.02 1.0013 | 0.9990
0.0 0.9974 | 1.0002
¥ Choices 0.2 0.9972 | 1.0001
0.5 0.9974 | 1.0002
5 1.1033 | 1.1131
#Layers 7 0.9981 | 0.9982
10 0.9997 | 0.9999
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7.6.5 Visualizations

In this section, we provide additional visualizations of AUTOMARKS’s label and the
training procedure.
Visualization of the labels: We visualize the training dataset ispd19test6’s labels L distribu-
tion in Fig 7.17. As seen, watermarking on more than half of the nodes yields good watermarking
performance. The critical step is to ensure the graph neural network learns the subgraph structure
of the good nodes and can thus ensure the watermarking fidelity.
Loss curve during GNN training: We show the loss curve in Figure 7.18, in which the model
is trained on ispd19test6 [134] design and the loss in evaluated using Equation 7.11. It
demonstrates the graph neural network gradually learns to predict the quality degradations of a

given subgraph. The loss converges during the GNN training.
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Figure 7.17. Histogram distribution of AU- Figure 7.18. Loss curve during the AU-
TOMARKS’s labels. TOMARKS’s GNN training.

Stealthiness: To verify the stealthiness of AUTOMARKS, we include the watermarked lay-
out and the non-watermarked layout from both ISPD’2015 [24], ISPD’2019 [134], and IC-
CAD’2015 [100] benchmarks in Figure 7.19. As seen, the watermarks are invisible upon
inspection, and the adversary cannot differentiate between a non-watermarked layout and a

layout watermarked by AUTOMARKS.
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Figure 7.19. Watermarked and Non-watermarked examples.

7.7 Conclusion

In this chapter, we first present ICMARKS, a robust watermarking framework for inte-
grated circuits physical design IP protection in the supply chain. We first introduce a Global
Watermarking method that identifies the watermarked region with insignificant performance
degradation; then, we propose an independent Detailed Watermarking technique to select cells
that do not overlap with neighbors after perturbation to encode watermarks. Based on these
methods, we develop ICMARKS, which combines the best attributes of both Global and Detailed
Watermarking, thereby achieving minimal quality degradation with augmented robustness. Ex-
tensive experiments on ISPD’2015 [24], ISPD’2019 [134], and ICCAD’2015 [100] benchmarks
demonstrate that ICMARKS successfully inserts watermarks without compromising layout qual-
ity. Furthermore, we showcased ICMARKS’s resiliency against watermark removal and forging

attacks through comprehensive attack evaluations.
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Then, this chapter presents AUTOMARKS, an automated, highly transferable, and metric-
agnostic watermarking framework for physical design. Leveraging graph neural networks for the
watermark region search, AUTOMARKS significantly reduces the search time while preserving
watermarking fidelity for both wirelength-driven and timing-driven layouts. Extensive evalua-
tions on the ISPD’15 and ISPD’19, ICCAD’ 15 benchmarks demonstrate the effectiveness and
transferability of our proposed framework compared to existing physical design watermarking
approaches. AUTOMARKS is resilient against watermarking removal and forging attacks with

100% watermark extraction rate for proof of ownership.
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