UC San Diego

Publications

Title

The Digital Health Landscape in Addiction and Substance Use Research: Will Digital
Health Exacerbate or Mitigate Health Inequities in Vulnerable Populations?

Permalink
https://escholarship.org/uc/item/6950g5nZ
Authors

Hamideh, Dina

Nebeker, Camille

Publication Date
2020-07-23

DOI
10.1007/s40429-020-00325-9

Peer reviewed

eScholarship.org Powered by the California Diqital Library

University of California


https://escholarship.org/uc/item/6q50g5nz
https://escholarship.org
http://www.cdlib.org/

2 Springer

Dear Author

Here are the proofs of your article.

Y ou can submit your corrections online or by fax.

For online submission please insert your corrections in the online correction form.
Always indicate the line number to which the correction refers.

Please return your proof together with the permission to publish confirmation.

For fax submission, please ensure that your corrections are clearly legible. Use a
fine black pen and write the correction in the margin, not too close to the edge of the

page.

Remember to note the journdl title, article number, and your name when sending
your response viae-mail, fax or regular mail.

Check the metadata sheet to make sure that the header information, especialy
author names and the corresponding affiliations are correctly shown.

Check the questions that may have arisen during copy editing and insert your
answers/corrections.

Check that the text is complete and that all figures, tables and their legends are
included. Also check the accuracy of special characters, equations, and electronic
supplementary material if applicable. If necessary refer to the Edited manuscript.

The publication of inaccurate data such as dosages and units can have serious
consequences. Please take particular care that all such details are correct.

Please do not make changes that involve only matters of style. We have generally
introduced forms that follow the journal’s style.

Substantial changesin content, e.g., new results, corrected values, title and
authorship are not allowed without the approval of the responsible editor. In such a
case, please contact the Editorial Office and return his/her consent together with the
proof.

If we do not receive your corrections within 48 hours, we will send you areminder.

Please note

Your article will be published Online Fir st approximately one week after receipt of
your corrected proofs. Thisisthe official first publication citable with the DOI.
Further changes are, therefore, not possible.

After online publication, subscribers (personal/institutional) to thisjournal will have
access to the complete article viathe DOI using the URL:

http://dx. doi.org/10. 1007/ s40429-020- 00325-9

If you would like to know when your article has been published online, take advantage
of our free dert service. For registration and further information, go to:
http://www.springerlink.com.

Due to the electronic nature of the procedure, the manuscript and the original figures
will only be returned to you on specia request. When you return your corrections,
please inform us, if you would like to have these documents returned.

The printed version will follow in aforthcoming issue.


http://dx.doi.org/10.1007/s40429-020-00325-9

AUTHOR'S PROOF

Metadata of the article that will be visualized in OnlineFirst

w

O 0 9 N n b

10

11
12
13

14
15
16
17
18
19
20
21
22
23

24
25
26
27
28

Article Title

The Digital Health Landscape in Addiction and Substance Use Research:
Will Digital Health Exacerbate or Mitigate Health Inequities in Vulnerable

Populations?

Article Sub- Title

Article Copyright -

Year

Springer Nature Switzerland AG 2020
(This will be the copyright line in the final PDF)

Journal Name

Current Addiction Reports

Family Name Nebeker
Particle
Given Name Camille
Suffix
Organization University of California, San Diego
Division Department of Family Medicine and Public Health, School
of Medicine
Corresponding Address La Jolla 92093-0811, CA, USA
Author Organization UC San Diego
Division Research Center for Optimal Digital Ethics in Health
(ReCODE Health)
Address La Jolla 92093, CA, USA
Organization UC San Diego
Division The Design Lab
Address La Jolla 92093, CA, USA
e-mail nebeker@eng.ucsd.edu
Author Family Name Hamideh
Particle
Given Name Dina
Suffix
Organization University of California, San Diego and San Diego State
University
Division Joint Doctoral Program
Address La Jolla 92093, CA, USA
Organization The Scripps Research Institute
Division
Address La Jolla 92037, CA, USA



AUTHOR'S PROOF

29 e-mail

30 Received

31  Schedule Revised

32 Accepted

33 Abstract Purpose of Review: Novel and emerging digital health technologies are

increasingly used in substance use and addiction-related self-management and
treatment research. The promise of digital health is exciting, yet there are
important factors regarding population characteristics to consider prior to using
novel technologies with vulnerable populations. This paper reports a review of
scientific literature published between 2015 and early 2020 on the use of digital
health strategies in research focused on substance use and addiction in
vulnerable populations.

Recent Findings: Using 13 search terms, three databases were screened for
published literature meeting specific inclusion criteria. Common themes
expressed across the 32 resulting publications included user acceptability,
product reliability, and privacy and security concerns.

Summary: Implementation of evidence-based frameworks and guidelines is
needed to guide future digital health research in vulnerable populations.
Guidance should involve robust evaluations of acceptability, feasibility, and
clinically meaningful use of digital health in diverse populations experiencing
addiction-related health concerns.

34 Keywords separated  Digital health - Mobile health - Telemedicine - Underserved in biomedical

by'-"' research - Addiction - Substance use disorder - Research ethics
35  Foot note This article is part of the Topical Collection on Mobile Health
information

Springer Nature remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.



AUTHOR'S PROOF

DOCO—

10
11

12
13
14
15
16
17
18
19
20
21
22
23

24

26
27

28
29
30
31

JrnlID 40429_ArtID 325_Proof# 1 - 17/07/2020

Current Addiction Reports
https://doi.org/10.1007/s40429-020-00325-9

MOBILE HEALTH (K GARRISON, SECTION EDITOR)

The Digital Health Landscape in Addiction and Substance Use
Research: Will Digital Health Exacerbate or Mitigate Health Inequities
in Vulnerable Populations?

Dina Hamideh ' . Camille Nebeker3*>

© Springer Nature Switzerland AG 2020

Abstract

Purpose of Review Novel and emerging digital health technologies are increasingly used in substance use and addiction-related
self-management and treatment research. The promise of digital health is exciting, yet there are important factors regarding
population characteristics to consider prior to using novel technologies with vulnerable populations. This paper reports a review
of scientific literature published between 2015 and early 2020 on the use of digital health strategies in research focused on
substance use and addiction in vulnerable populations.

Recent Findings Using 13 search terms, three databases were screened for published literature meeting specific inclusion criteria.
Common themes expressed across the 32 resulting publications included user acceptability, product reliability, and privacy and
security concerns.

Summary Implementation of evidence-based frameworks and guidelines is needed to guide future digital health research in
vulnerable populations. Guidance should involve robust evaluations of acceptability, feasibility, and clinically meaningful use of
digital health in diverse populations experiencing addiction-related health concerns.

Keywords Digital health - Mobile health - Telemedicine - Underserved in biomedical research - Addiction - Substance use
disorder - Research ethics

Introduction and services to underserved and hard to reach populations(e.-

g., racial and ethnic minorities, sexual and gender minorities,

For nearly 60 years, the gradual adoption of telemedicine via
information and communication technologies (ICTs) (e.g.,
tele and videoconferencing, email, wireless tools, phones)
has created new opportunities to provide medical information

This article is part of the Topical Collection on Mobile Health
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economically disadvantaged, rural populations) [1, 2]. The
scope of telemedicine expanded with the emergence of novel
tools like health information technologies (HIT) that utilize
the patient’s electronic health record (EHR) to communicate
with and about a patient without the need for face to face
contact [2, 3ee, 4]. ICT-based approaches in health research
and healthcare, which include computer-based technologies or
“eHealth,” and mobile technologies or “mHealth” and “digital
health,” respectively, quickly became pervasive over the past
dozen years as cloud computing capabilities grew and popu-
larity of smartphones increased [4—6]. Given nascent status of
this growing field, it is not surprising that the terminology is
evolving. While the use of telemedicine, eHealth, mHealth,
and digital health might be used interchangeably, for this pa-
per, we use the term “digital health.”

As the information technology revolution charges ahead,
the health sector is rapidly leveraging the availability of tech-
nologies to advance health promotion, diagnosis, and treat-
ment. For example, wearable sensors can be used to
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enumerate physiologic metrics such as an individual’s vital
signs (electrodermal activity (EDA), heart rate, body temper-
ature) or pertinent attributes of their environment [3ee, 4, 7].
Mobile imaging can be used to provide high definition pic-
tures of the individual’s anatomy including the sequencing of
an individual’s germline DNA, RNA, microbiome, and epi-
genome to illuminate an individual’s biology [2, 4].
Continuous glucose and blood pressure monitors via smart
watches and smartphone-based imagining tools, including ul-
trasound, are among the few of many digital health tools de-
veloped in the last 5 years serving as virtual health assistants
permitting for remote physical examinations [8]. Ubiquitous
engagement with social network platforms (Facebook,
Twitter, Instagram) allows the opportunity for scientists to
observe human behavior and environmental influences that
may amplify a health outcome or health behavior as well as
deploy applicable interventions [5, 9]. Ecological momentary
assessment is a digital strategy where a brief survey is de-
ployed to a participate on their smartphone and used to assess
constant states, behaviors, and experiences (biopsychosocial)
of an individual in real time with minimal input required from
the individual or clinician [5, 10, 11]. As a result, the quantity
of data produced by digital health analytics can shine light on
important health outcomes [12, 13].

Through the use of digital health approaches, the opportu-
nity to deliver remote healthcare and reduce health inequity
among those considered most vulnerable increases [2, 3, 14].
Many research efforts, including those applying digital health,
historically lack inclusion of vulnerable populations (under-
represented populations in biomedical research (UBR)) lead-
ing to decreased generalizability in research findings and lim-
ited application and imprecise interpretations of medical dis-
coveries [14]. Enduring differences in demographic factors
such as race, ethnic group, income status, gender identity,
age, sexual orientation, disability, sex, geographic location
(rural), access to medical care, and health literacy contributes
to current day health and healthcare disparities leading to
health inequity [6, 14]. For example, across the USA, racial
and ethnic minority groups experience inadequate access to
quality healthcare, systemic racism, food and house insecuri-
ty, and disadvantaged employment and education opportuni-
ties, which hamper their potential for optimal health and well-
ness (e.g., systemic health inequity) [3+¢]. The scarcity of
health equity assessment in public health research hinders
the potential to translate clinically meaningful discoveries to
UBR populations further exacerbating modern day systemic
health inequity [15]. It is crucial to incorporate these individ-
ual differences to help guide more accurate prognosis, im-
prove treatments, and assist in the evolving novel individual-
ized therapies [14]. The understanding of how suitable digital
health tools are to serve UBR needs is necessary to determine
whether digital health serves as a promising solution for ad-
dressing health inequity in vulnerable populations [16].

@ Springer

In the last decade, research has shown growing global own-
ership of mobile phones and tablet devices with 61% of indi-
viduals worldwide claiming ownership of a mobile phone
[17]. Further, in over 90% of Americans claiming ownership
of a mobile phone in the USA, 71% report a low socio-
economic status (less than $30,0000 in US dollars) and 66%
report a limited level of education (no more than a high school
education) [18, 19]. Moreover, the use of mobile applications
and mobile phones to retrieve health information is higher
among racial and ethnic minorities compared to white coun-
terparts [3¢¢]. The prevalence of smartphone ownership has
fueled the opportunity to enable remote and real-time health
education, disease prevention, detection, treatment, and pa-
tient monitoring for many populations and may be particularly
beneficial to more vulnerable populations due to greater ac-
cess [20e, 21]. The evolution of digital technologies and the
ubiquitous accessibility of the Internet allows for innovative,
cost-effective, and unique opportunities to address countless
health issues in vulnerable populations including substance
use and addiction [20]. Among the universal advantages are
increased access to vulnerable populations, decreased infor-
mational barriers, opportunity for patient self-management,
interactive contact between healthcare providers and patients,
increased participant comfort related to perceived anonymity,
and access to cost-effective health interventions [5, 6, 20e,
22¢]. Over the past 5 years, a growing number of digital health
tools and intervention strategies have been applied to preven-
tion, treatment, and harm reduction interventions [20¢].
However, most interventions lack inclusion of vulnerable
populations, which contributes to limited generalizability
and the meaningful use of the applications for betterment of
health of vulnerable communities—further perpetuating
health disparities [3e¢].

Utilization of digital health tools and strategies facilitates
real-time intervention deployment and optimal substance use
disorder (SUD) treatment. The ability to use digital health
tools as mobile devices (smartphones and tablets), wearable
devices (smartwatches, adherent patches, and other body worn
or ingested sensors), and social media platforms allows for a
combination of detection and assessment strategies of sub-
stance use and addiction-related behaviors [5, 23]. EMA can
be used to gather self-reported data with minimal input from
the individual or healthcare practitioner on craving, cues, and
substance use while detecting episodes of substance use re-
lapse in real time [23]. For example, physiological character-
istics such as an elevated heart rate, increased electrodermal
activity and decreased skin temperature, or changes in ECG
are among the many patterns that may suggest relapse [23].
Geolocation via mobile apps may also be utilized in combi-
nation with the continuous physiological parameters collected
to provide contextual basis and signal of substance use [5, 23].
With this, digital health allows for timely intervention from
clinicians, which can trigger response to events via text
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message or notification to a support group that an event has
occurred [23]. Digital health provides the potential to generate
machine learning algorithms to determine actionable biomet-
ric data and increases the ability to detect substance use and or
addiction related outcomes [12, 13, 23].

While digital heath strategies appear promising for
addiction- and substance use-related research, specifically
in vulnerable populations, the rates of acceptability, feasi-
bility, and reliability for the use of digital health must be
considered. This includes identifying the reliability and
validity of using digital health tools in addiction and sub-
stance use related research, particularly in vulnerable pop-
ulations [24]. For example, researchers recently discovered
smartwatches and other activity sensors provide unreliable
heart rate monitoring in populations of color [3¢¢], finding
that the photoplethysmography sensors were unable to
penetrate through dark skin tones and providing invalid
heart rate measures [3¢¢]. The dearth of socio-cultured tai-
lored digital health interventions further propagates health
inequities by establishing health benefits to one population
and mounting health disparities in another [3¢¢]. Thus, dig-
ital health tool developers and the researchers using these
tools need to consider these factors, ideally during the
product design phase to avoid barriers leading to health
inequity in vulnerable populations who may benefit from
digital health.

Further, the promising unprecedented scope of sensitive
data collection using digital health is a prominent concern of
vulnerable populations especially in the area of substance use
research [25]. The inability to guarantee data anonymity and
participant privacy poses unique ethical challenges for digital
health developers and researchers requiring considerations in
the design phase to mitigate risk of harm for users [22¢, 25].
The realm of participant concerns including perceived legal,
social, and economic harms contributes to the challenge of
participant acceptability of digital health, particularly in sub-
stance use and addiction related interventions [25]. Legal con-
cerns regarding data confidentiality, sharing, and privacy ex-
pectation are common concerns expressed by participants,
particularly in illicit drug use, which may be of interest in both
criminal and civil courts (e.g., family custody disputes) [22¢].
Given the possible risks of harm combined with the rapid
escalation of digital health research, it is essential to apply
ethical frameworks to guide technology design and mitigate
possible harms to vulnerable populations, which in turn exac-
erbate health inequity [26].

A goal of this study was to better understand how digital
health is used in substance use and addiction research with a
focus on vulnerable populations. To do this, we identified
recent literature published on digital health research that fo-
cused on substance use and or addiction in vulnerable popu-
lations. Through our review of the resulting studies, we were
able to assess the characteristics of these studies, including

gaps present in the literature as well as potential ethical issues
in using digital health strategies in substance use research and
the contribution to health inequity in vulnerable populations.

Methods

The scientific literature used to explore these questions was
identified via Google Scholar, the NIH RePORTER, and
PubMed databases. Each database was reviewed to identify
substance use— and or addiction-related publications reporting
on the use of health technologies (e.g., mHealth, digital health,
eHealth, telemedicine) used in research with populations un-
derrepresented in biomedical research (UBR). For the purpose
of this review, UBR, addiction, substance use, and digital
health technologies were defined using the terms presented
in Table 1 [14, 27-29]. Following the Preferred Reporting
Items for Systematic Reviews and Meta-Analyses
(PRISMA) guidelines, the search was performed January 20
through March 2, 2020 and was bracketed by literature pub-
lished between 2015 and March 2, 2020 [30].

Seven primary search terms were identified to initiate the
search, and six secondary search terms were used to expand
on the research (see Fig. 1). The first ten results pages returned
for each search term per database were reviewed for article
titles and abstracts, which potentially met the inclusion criteria
and exclusion criteria: (1) focused on a UBR population, (2)
focused on an addiction or use of substance, (3) mentioned
any type of digital health, and (4) not a review. The inclusion
and exclusion criteria were applied at two stages of the review
(see Fig. 1) [31]. At stage 1, one author read through the titles
and abstracts of the articles resulting from the search strategy.
If the titles and abstracts referenced the search terms (see Fig.
1) and the inclusion criteria were met, the article was imported
into an Excel file. At stage 2, the same author read through
each article in entirety to confirm articles that met the inclu-
sion criteria. Articles were excluded if (1) they met the exclu-
sion criteria of stage one, and (2) the full text was not avail-
able. Duplicates and articles that did not meet the inclusion
criteria were removed.

Data were extracted from each article to describe: (1)
characteristics of the study (including authors, geographic
location study conducted, mHealth tools used, funding
source, funding institution, year published, publishing
journal, type of study, length of follow up and health out-
come assessed), (2) characteristics of the target group (in-
cluding participant characteristics, recruitment methods,
participant inclusion/exclusion criteria, sample size, addic-
tion type, UBR category assessed), (3) digital health tools
and scales used to measure addiction outcome measure
(including mHealth tools and methods used to collect mea-
sures, addiction type, types of measures collected using m-
health tools), and (4) study conclusions (including results
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Table 1 Terms and definitions

used as part of the literature Terms

Definitions

review inclusion criteria
Addiction

Substance use

Digital health technologies

Underrepresented in
biomedical research

Chronic dysfunction of the brain system which has the body
crave a substance or behavior which is compulsive or
obsessive

(https://www.healthline.com/health/addiction)

The use of drugs or alcohol including substances such as
cigarettes, illegal drugs, prescription drugs, inhalants
and solvents. (https://www.healthlinkbc.ca/substance-use)

Digital tools, technologies, and services that provide flexible,
integrated, interoperable and digitally enabled care
environments used in the practice of medicine and or
public health. (https://www.himss.
org/news/himss-defines-digital-health-global-healthcare-industry)

Populations defined using the terms underrepresented,
underserved, and or vulnerable.

Populations of the following diversity categories:
Blacks/African-Americans

Hispanics/Latinos

American Indians/Alaska Natives

Asian Americans

Native Hawaiians and other Pacific Islanders
Other race and ethnicity

Socioeconomically disadvantaged populations, i.e., annual
household income (federal poverty level below 200%)

Underserved rural populations
Sexual and gender minorities
Lack access to care

Older adults and children
Disability

Educational attainment

and study limitations). Measurement domains were
established to account for various measures assessed
across the literature. We used guidance from the Network
of Alcohol and Other Drugs Agencies (NADA) methodol-
ogy to establish a theme for each measurement domain
utilized in Table 2 [32]. Measurement data were catego-
rized in the following domains: acceptability of digital
health, attitudes of using digital health in substance use,
behavior assessment, behavior and symptom identification,
behavior severity and dependence, craving sensation, de-
mographics, digital health accessibility, digital health reli-
ability and validity, depression and anxiety, feasibility of
digital health, general health, history/duration of behavior,
mental health, medication history/adherence, participant
engagement and willingness towards using digital health
for treatment, participant engagement with healthcare pro-
vider or social group support, participant willingness to
share data, psychological distress, privacy and security risk
concerns, risk belief of relapse of behavior, self-esteem/
self-efficacy/coping mechanisms, social and emotional
well-being, and treatment and recovery.

@ Springer

Results

The initial search using the primary and secondary search
terms defined in Fig. 1 retrieved a total of 50 articles.
Primary search terms retrieved 33 articles, and secondary
search terms retrieved 17 articles. After reviewing for dupli-
cates and screening abstracts and full texts, 32 articles met the
inclusion criteria. The NIH RePORTER identified most of the
articles that met inclusion criteria (12/32, 38%) while PubMed
(11/32, 34%) and Google Scholar (9/32, 28%) followed.
Eleven of the manuscripts were published by Journal of
Medical Internet Research (JMIR) (33%). BioMed Central
published 4 studies (12%) while the remaining studies
(55%) were dispersed among 15 other journals. The majority
of studies were published in 2019 (15/32, 47%) and in 2018
(7/32, 21%), with the remaining published in 2015 and 2017
(8/32, 24%) and 2016 and 2020 (2/32, 6%), respectively.
With respect to study design, half of the studies were either
cross-sectional (12/32, 39%) or feasibility pilots (7/32, 21%)
that assessed the feasibility and acceptability of using digital
health in vulnerable populations with regimented substance
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Fig. 1 Process of search term
development and selection of data
using the Preferred Reporting
Items for Systematic Reviews and
Meta-Analyses guidelines

Key search terms

Primary Search Terms: mhealth and underrepresented, mhealth and addiction, mhealth
and substance abuse, mobile health and substance abuse, mobile health and underserved
populations, mhealth and underserved populations, and underrepresented populations

and addiction.

Secondary search terms: mhealth and substance use, telemedicine and underserved
populations and addiction, telemedicine and addiction and economically disadvantaged,
telemedicine and underserved populations and addiction, mobile health and smoking and
economically disadvantaged, social media and addiction.

Records identified through database
searching using 7 primary search terms
and screened using titles and abstracts
using inclusion and exclusion criteria
(n=33)
Google Scholar n=7
NIH RePORTER n=17
PubMed n=9

Records identified through database
searching using 6 secondary search
terms and screened using titles and
abstracts using inclusion and exclusion
criteria
(n=17)
Google Scholar n=11
NIH RePORTER n=2

PubMed n=4

Identification and screening

Records after duplicates removed
(n=45)

Full-text articles assessed for eligibility
(n=45)
2 Full-texts excluded
e}
= (n=13)
w
Studies included in qualitative synthesis
(n=32)
3 |
(5}
©
3 |
[
=
Randomlzeq Case-Control Cross-sectional Retrospective Fe§5|blllty
Controlled Trials (n=2) (n=12) Cohort (pilots)
(n=7) (n=4) (n=7)

use consumption, substance use disorder, or other types of
addiction. Seven of the 32 studies were randomized control
trials (21%). Fourteen (43%) of the articles assessed multiple
types of substance use in one study, while the remaining stud-
ies focused on alcohol disorder (5/32, 16%), tobacco use
(4/32, 13%), opioid use (3/32, 9%), eating disorders (3/32,
9%), cannabis use (1/33, 3%), and addiction of mobile phone
use (1/33, 3%). We observed that many studies used digital
health tools such as mobile phone applications (14/32, 42%)
while other studies utilized tele-medicine (5/32, 15%), text
message (4/32, 12%), Amazon mTurk (2/32, 6%), and social
media platforms (1/32, 3%). The remaining six studies used
paper- or web-based surveys (6/32, 19%). Given this, most of
the research studies in our database utilized diverse study de-
signs to assess various domains of digital health challenging
the ability to establish effectiveness of an intervention.

The studies enrolled a wide range of vulnerable populations.
Table 3 shows the various categories of vulnerable populations
assessed per study. Seven of the studies (21%) focused on the

inclusion of populations of racial and ethnic minorities, while
five of the studies (15%) focused on the combination of inclu-
sion of multiple categories of vulnerable populations, which
included racial and ethnic minorities, populations that are eco-
nomically disadvantaged, populations of lower educational at-
tainment, and geographically rural populations. Many studies
focused on adolescents and children (6/32, 18%) while the
remainder of studies focused specifically on sexual and gender
minorities (3/32, 9%), vulnerable populations and/or under-
served groups (6/32, 18%) (The studies explicitly utilized the
terms vulnerable populations and underserved groups to ex-
plain the population characteristics.), populations of low edu-
cational attainment and economically disadvantaged (3/32,
9%), and medically underserved populations (1/32, 3%).
Given the diverse subsets of vulnerable populations and sub-
stance use and addiction behaviors assessed, it is challenging to
synthesize the effectiveness of the research at a population level
due to the absence of evidence-based framework implementa-
tion in the study design.
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Table2 Measurement domains and definitions adapted from Network of Alcohol and Other Drugs Agencies (NADA) measurement categories [28]

and results

Measurement domain

Types of measures included in domain

Number and percent
of studies utilizing
measurement domain

Acceptability of digital health

Attitudes of using digital health
in substance use
Behavior severity and dependence

Behavior and symptom identification
Behavior assessment

Craving sensation

Demographics

Digital health accessibility

Digital health reliability and validity

Depression and anxiety

Feasibility of digital health

General health

History/duration of behavior

Mental Health
Medication history

Participant engagement and
willingness towards using
digital health for treatment

Participant engagement with
healthcare Provider or social
group support

Participant willingness to share data.

Psychological distress

Privacy and security risk concerns

Risk belief of relapse of behavior

Self-esteem/self-efficacy/coping mechanisms

Social and emotional well-being

Treatment and recovery

Measures of the acceptability of digital health as a health promotion, 14/32, 44%
screening and management tool

Measures assessing the attitude of the use of digital health in substance 14/32, 44%
use and addiction-related research

Severity and or dependence of substance use and or addiction 26/32, 81%

Screening and outcome measures used to identify symptoms of 25/32,75%
behavior, withdrawal, misuse

Ongoing measures of focused on behavior frequency, dependence, 25/32,78%
misuse and use.

Substance use and addiction craving measures 17/32, 53%

Global measures that include 32/32, 100%

Accessibility of the digital health tool 11/32, 34%

Reliability of the digital health tool or intervention 12/32, 38%

Content validity of how adequately the measures of items reflects
objective

Construct validity of behavior measures used

Specific mental health measures related to depression and anxiety that 8/32,25%
measure symptoms

Usability of the digital health tool 11/32, 34%

Feasibility of using the digital health tool

Assessment of use of digital health tool

Global measures of health status (psychological, physical, social) 22/32, 69%

General health measures specific to the duration of substance use and 21/32, 66%
or addiction-related behavior

General mental health measures 7/32, 22%

General health measures related to current and previous medication 2/32, 6%
adherence

Global measures that measure participant engagement of use of digital 14/32,43%
health as health promotion and health management tool

General measures of social support and or social functioning via 20/32, 63%
digital health

Measures of participant willingness to share their sensitive data 11/32,33%
collected by digital health with other stakeholders

Specific psychological distress mental health measures that measure 9/32, 28%
symptoms

Measures of research ethics including the privacy, security and risk 11/32, 34%
concerns of using digital health as health promotion and or health
management tools

Severity of substance misuse and or addiction measures related to 16/32, 48%
one’s risk belief of relapse

Positive mental health measures related to empowerment 17/32, 53%

Positive mental health measures in areas of wellbeing 15/32, 47%

Positive mental health measures specific to recovery and rehabilitation 20/32, 63%

The literature review identified 24 common measurement
domains, which include measures of health outcomes and tech-
nology evaluation measures used across the studies for data
collection and analysis (Table 2). Among the common mea-
surement domains assessed were behavior severity and or de-
pendence (26/32, 81%), behavior assessment (25/32, 78%),
behavior and symptom identification (25/32, 75%), general

@ Springer

health (22/32, 69%), history and duration of behavior (21/32,
66%, treatment and recovery (20/32, 63%), participant engage-
ment and willingness towards using digital health for treatment
(20/32, 63%), craving sensation (17/32, 53%),risk belief of
relapse of behavior (16/32, 48%), acceptability of digital health
(14/32, 44%), and attitudes of digital health use in substance
use interventions (14/32, 44%) (Table 2). Given this, most
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studies focused on overall behavioral assessment and treatment
and demonstrated potential feasible treatment tools. For exam-
ple, the Addiction Comprehensive Health Enhancement
Support System App (ACHESS) demonstrated a positive effect
on alcoholism treatment utilizing features such as GPS technol-
ogy to track locations where an individual usually is at high risk
of alcohol consumption and automate support text messages to
prevent relapse [33]. Moreover, smartphone-based support
groups via ACHESS have served as resourceful tools for alco-
holism treatment in Hispanic/Latino, African-American, and
lower SES populations reducing social cues allowing individ-
uals to feel comfortable in discussing stigmatized topics
[33-35]. Further, many studies utilized a type of mobile phone
application with EMA capabilities and text message treatment
via mobile phone or telemedicine (n =5, 16%). For example,
EMA via a mobile app was utilized to assess alcohol use in
African-American men who have sex with men with HIV and
found favorable results of self-reported acceptability and feasi-
bility of the tool [36]. Moreover, web-based and smartphone
text message—based smoking cessation programs such as Web
Coach provide evidence-based strategies for tobacco cessation
tailoring treatments on an individual scale in racial and ethnic
minorities of lower SES [37, 38]. Additionally, the web- and
text-based messaging interventions between patients of various
UBR populations and healthcare providers demonstrated po-
tential benefits in support for quitting tobacco smoking, alcohol
use, cannabis use, cocaine use, other illicit drug use, and addic-
tion [21, 25, 37-39].

Acceptability of the use of digital health was a common
domain assessed (n = 11, 32%). The definition of acceptability
of digital health depended on the stakeholder and health be-
havior and or outcome. In one case, researchers used a 10-
point scale to measure acceptability of text messaging for
treatment and found that 76% of the racial/ethnic diverse
smokers from a lower socio-economic background rated the
use that approach favorably. The iQuit Mindfully text messag-
ing program for smoking cessation treatment reported a 22%
smoking cessation rate at end of treatment and 19% at 1-
month follow-up [40]. Similarly, SEVA (a Sanskrit word
meaning “self-caring”) [41], a digital health system assisting
with substance use among patients from federally qualified
health centers, showed an program adoption rate between 53
and 60% over a 12-month period resulting in a 44% reduction
in risky drinking days and 34% reduction in illicit drug-use
days [41]. Overall, the results demonstrate potential adoption
of digital health in vulnerable populations in areas of sub-
stance use and addiction research.

Discussion

The literature reviewed for this research focused on the design
and impact of digital health tools in substance use and

@ Springer

addiction in vulnerable populations between 2015 and early
2020. Using the combination of three databases and 13 search
terms, our literature search resulted in 32 research studies that
focused on a variety of substances and or addictions in various
categories of vulnerable populations. The breadth of search
terms selected arose from popular terms used to describe dig-
ital health, vulnerable populations, addiction, and substance
use. Although additional search terms may exist, the search
terms utilized provided sufficient evidence of research pub-
lished over the past 5 years of digital health applied to sub-
stance use and/or addiction in vulnerable populations. Results
of this review reveal a growing interest in leveraging digital
health in substance use— and addiction-related research.

Studies using a cross-sectional design dominated the re-
search evaluated (n = 12, 38%) and provided insights regard-
ing the acceptability, feasibility, and reliability of digital
health applied to substance use— and addiction-related re-
search [24, 41-50, 51¢]. Randomized controlled trials (n =7,
22%) [33-35, 37, 39, 52, 53] and feasibility pilot trials (n =7,
22%) [36, 40, 54-58] followed highlighting a subset of trends
among digital health used in research among diverse catego-
ries of vulnerable populations. The need for population-based
research is required to assess potential barriers influenced by
demographic characteristics prior to assessing the effective-
ness of implementing a technology into the community
[51¢]. Throughout the literature, digital health demonstrated
increased access to health research and services to vulnerable
populations by removing barriers of geography and perceived
stigma associated with addiction and or substance use treat-
ment and recovery [59].

The use of digital health strategies introduces ethical, legal/
regulatory, and social implications (ELSI) in both research
and clinical practice and, particularly, in the area of substance
use and addiction. The ELSI associated with the studies in our
database included acceptability within the targeted popula-
tions, the validity and reliability of the measurement tools,
participant privacy, data management (e.g., collection, storage
and sharing protocols), potential legal liability, and mandated
reporting requirements. As these issues influence the integrity
of the research and subsequent knowledge gained, it is a pos-
itive finding that the studies included in our review attended to
barriers and facilitators to adoption, usability, efficacy, priva-
cy, and other factors that affect the risk to benefit calculus.

Participant privacy concerns and willingness to share data
are consistent themes expressed across literature retrieved [24,
25,4347, 51-, 52, 60, 61]. A barrier to adoption was voiced
by healthcare practitioners using SEVA who expressed legal
and liability concerns due to making clinical decisions via
mobile platform in lieu of administering directly to the patient
during an in person visit [44]. Protecting participant privacy
and data confidentiality is more challenging in digital health
and can interfere with clinician and patient acceptability and
subsequent adoption. For example, adolescents in the
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community-engaged HIV/STI and drug abuse prevention pri-
mary care program worried about the confidentiality of their
information collected during qualitative interviews [45].

The clinical application of digital health technology and the
liability of using digital health in treatment, recovery, and self-
monitoring settings are common concerns among clinicians
[22e, 44]. The reliability of digital health tools, measures,
and scales used challenges the acceptability of adoption of
digital health [35, 45]. Generally speaking, little evidence ex-
ists regarding the reliability and validity of digital health tools
and measures, and this is true within addiction and substance
use digital health research. The measurement domains utilized
to measure outcomes across studies were inconsistent, con-
tributing to low confidence in healthcare providers that digital
health strategies are a trustworthy solution. Given the number
of digital health tools that lack validation and empirical evi-
dence on safety and efficacy, clinicians fear an increased risk
of potential harm to patients particularly when suggesting dig-
ital solutions to support self-management [22¢, 44-46]. For
example, certain features such as alerts on mobile applications
may inadvertently induce a craving [22¢]. Digital health tools
are not always clinically validated to determine the precision
of the tool [62]. To further complicate matters, validation is
defined differently across stakeholders (e.g., app developer,
scientists) [62]. Factors such as verification of sensor perfor-
mance, analytical validation of the performance of the algo-
rithm, and clinical validation of acceptable meaningful and
accurate measures in the specified populations and context
of use need to be considered when validating a digital health
tool [62, 63]. Further, the concern to use digital health tools for
clinical purposes to communicate results and serve as treat-
ment and or self-management in lieu of inpatient visits for
high risk populations raises liability and related legal concerns
[22e, 44, 46]. Factors such as the risk of a tool inaccurately
reporting symptoms or not reporting suicide ideation in a
timely manner and/or providing a treatment plan without
physically seeing the patient and relying on the patient to
self-report are but a few examples of important considerations
[22-, 46].

Digital health presents unprecedented opportunities to vast-
ly scale self-monitoring, but there is a massive gap of inclu-
sion of inter-method reliability and validity assessment of the
tools and scales utilized, particularly in substance use— and
addiction-related treatment and self-monitoring limiting the
ability to determine the generalizability of the results. Of the
studies that met the inclusion criteria, 41% claimed that their
results were not generalizable [24, 39, 46, 4850, 51¢, 52-54,
57, 58, 60]. These studies lacked the inclusion of evidence-
based frameworks and guidelines necessary to establish the
reliability of measures needed to provide clinical evidence of
efficacy, safety, and effectiveness of the use of digital health
tools prior to the implementation in a clinical and non-clinical
setting in diverse populations. Further, the inconsistency in the

taxonomy of measurement domains limits the ability to con-
clude generalizable findings. For example, studies claim to
measure acceptability of digital health but define acceptability
in various ways. It is essential to establish standard taxonomy
for measurement domains to consistently and accurately mea-
sure factors such as behavior change technique within
established constructs. Establishing digital health frameworks
that clarify underlying mechanisms linking research and inter-
vention design features, effective psychotherapeutic ap-
proaches and clinical outcomes are needed to establish clinical
evidence of efficacy of use of digital health [23]. With this,
digital health can be tailored to demographic trends in diverse
populations and allow for personalization of interventions and
use of tools.

While researchers are adopting digital health technologies
in substance use and addiction-related research, minimal em-
pirical data exists to guide the assessment of risks and benefits
among vulnerable populations who participate research.
Given the sensitivity and granularity of digital health data, it
is critical for researchers to gather these insights at an individ-
ual and community level prior to implementing digital health
focused on stigmatizing health concerns like substance use
and addiction, especially in populations historically underrep-
resented [45]. Efforts to create decision-support tools to assist
the digital health community are forming. One example is the
Digital Health Checklist that guides the researcher in evaluat-
ing the ethical dimensions of respect for persons, beneficence,
and justice as a foundation and, more specifically, issues that
may be associated with privacy, data management, usability,
access, and the risks to benefit evaluation [64]. Having tools to
help researchers and clinicians make informed decisions about
the health technologies are critical and should be sensitive to
issues that may be unique to a specific population (e.g., older
adults, men who have sex with men).

‘While our review was rigorous and comprehensive, several
limitations were identified in research evaluated within the
scope of our review. The search terms utilized may have lim-
ited the findings included in our review and the measurement
domains assessed were grouped in common themes devel-
oped by the author while using NADA guidelines of how
scales were grouped. This introduces selection bias and liter-
ature may be grouped differently by other researchers. Most
studies lacked the assessment of effectiveness of the interven-
tion and research. Moreover, the literature was cross-sectional
of nature and relied on self-report leading to potential recall
bias. Further, the short duration of interventions limited the
ability to accurately determine potential causal relationships
and sustained use of digital health. The lack of generalizable
results across nearly half of studies evaluated is particularly
alarming. Clearly, rigorous evidence-based research is needed
prior to promoting digital health as healthcare solution gener-
ally speaking and, in particular, with vulnerable populations
with mental health and other stigmatizing conditions.

@ Springer
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Conclusions

This review serves as an essential step in the assessment of
current user trends, experiences, and perceptions of digital
health providing a foundation to inform future research and
digital health development. Digital health holds the potential
to address health inequity in UBR populations, but there are
several factors that need to be considered prior to deploying
digital health as solution in health promotion, diagnosis and
treatment. The analysis of demographic trends provides an
opportunity to assess preferred digital health features among
populations experiencing addiction and or substance use.
With the term UBR being arbitrary, it is important to consider
origins of health disparities and the social determinants of
health when designing digital health tools and interventions.
These psychosocial factors serve as the foundation of majority
of health inequities and are crucial for predicting health be-
havior and outcomes [3¢°]. Given the numerous types of data
that can be collected on individuals, there is a need for patient-
centered, digital interventions, particularly in stigmatized pop-
ulations, to ensure meaningful use of the tools. With this,
stakeholders need to consider a human-centered design ap-
proach and engaging diverse populations during the early de-
velopment phase of digital health tools prior to promoting as
modernized solutions to achieve health equity [3e°].
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