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Objective monitoring of mosquito bednet usage and the ethical
challenge of respecting study bystanders’ privacy

Paul Krezanoskil, Jessica Haberer?
luniversity of California, San Francisco, CA, USA

°Massachusetts General Hospital, Boston, MA, USA

Abstract

Insecticide-treated bednets are among the most prevalent and cost-effective tools for preventing
malaria throughout the world. Consistent bednet use is crucial for effectiveness, but assessing
adherence is challenging due to limitations in current measurement tools. Recent technologies
have introduced methods for remote electronic bednet use monitoring. While valuable for
researchers, these monitoring tools create potential ethical concerns for study bystanders because
the monitors are typically unable to discriminate between individuals who are or are not

study participants. Considerations related to study bystanders, including privacy, ancillary care
obligations, and community perceptions, are discussed.
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Insecticide-treated bednets are among the most prevalent and cost-effective tools for
preventing malaria and are recommended for the 3.2 billion people worldwide at risk

for malaria.1=3 Bednets are unfurled during sleeping hours to provide a barrier against
mosquitoes that spread malaria, and insecticides embedded in the netting kill mosquitoes to
prevent spread of the infection to others. Ensuring that bednets are used consistently is a
crucial component of malaria control programs.*

Accurate measurement of bednet use is required for designing optimal malaria prevention
programs, but assessing adherence to bednets is challenging. The most common method
consists of periodic self-reports, which tend to overestimate use because of social
desirability and recall bias.13 Other techniques, such as unannounced night visits to
confirm actual use, suffer from acceptability and logistical challenges. Recent technological
advances have enabled remote electronic monitoring of bednet use, similar to tools used
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Privacy

to measure medication adherence.> Methods using electronic sensors embedded in bednets,
or placed around the sleeping area, to create a record of bednet use have been deployed

in pilot studies®8 and are now being utilized in larger research studies proposed for
research.14 Newer advances, not yet deployed, might use proximity sensors, video recording,
or geolocating tags to track not only when a bednet is unfurled but also who is under

the bednet. These technologies would aid in quantifying individual-level bednet protection
and help in more precisely associating bednet coverage with malaria outcomes. These

new research tools could enhance researchers’ abilities to address previously unanswered
questions about how bednet use impacts clinical disease, infectivity, and mosquito behaviors.

As measurement tools for bednet use are employed, a variety of ethical concerns arise,
particularly for the more advanced technologies. Of most relevance, bednet monitoring tools
currently lack the ability to discriminate between individuals who are consenting research
subjects and “bystanders”—non-subjects who are nevertheless affected by the study. The
potential exposure of bystanders raises concerns about privacy, ancillary care obligations,
and community perceptions of bednet monitors.

In principle, all permanent household members could be approached for informed consent
of bednet use. In practice, however, household composition may be fluid, particularly in
resource-limited settings where malaria is common.®10 Visitors, including sexual partners,
may be transient. Simply recording whether the bednet is or is not in use may pose few risks
to a bystander; however, technologies that track individual bednet use (i.e. video monitoring
or tracking devices) may result in unintended data gathering without bystanders’ consent or
even knowledge that data is being gathered. In our recent study in Uganda, for example,
video recording was not pursued because of not only concerns about protections for the
participants, even given their ability to consent, but also because of particular concerns about
recording of unsuspecting bystanders.

Privacy rights of bystanders are affected by two key factors: monitoring location and

data sensitivity. Regarding monitoring location, electronic bednet monitors collect data in
bedrooms, which are sensitive because of the normative presumption of privacy during sleep
and with sexual behaviors. Even when the monitor only detects whether the bednet is up or
down, participants in qualitative studies have expressed concerns about the sensitivity of the
location.® Video recording would surely produce even more trepidation.

In addition, the nature of the data collected by bednet monitors could also present an ethical
risk for bystanders. For example, proximity monitors may track the number of bodies in a
bed. Even without images, these data could be highly sensitive for a partner jealous about
potential infidelity. Low-risk data (i.e. bednet use) can thus be transformed into potentially
high-risk data, especially if the data are susceptible to access by non-study personnel.

Clin Trials. Author manuscript; available in PMC 2023 October 09.



1duosnuen Joyiny 1duosnuey Joyiny 1duosnuen Joyiny

1duosnuep Joyiny

Krezanoski and Haberer Page 3

Ancillary care obligations

Some have argued that research subjects in health-related studies should have rights to
ancillary care.!l Do researchers have an obligation to intervene if, for example, monitors
detect bednet non-adherence by bystanders that could place them at risk for malaria?

In addition, with technologically sophisticated monitors, behaviors other than bednet use
may be recorded that potentially create an ethical obligation to act. For instance, in a recent
study, a domestic altercation was proffered as the reason a bednet monitor was damaged. If
video had been gathered, a crime could have been witnessed and legal follow-up may have
been necessary. Other examples could include recording instances of theft, child abuse, or
rape.

Overall perceptions of bednet monitoring in the community

Beyond individuals, consideration is also necessary for broader community perceptions

of researchers’ intentions. If households in a village, for example, are “wired” to record
bednet use, the entire community may count as bystanders subject to the aforementioned
risks. Informing communities collectively about their potential for unintentional study
participation is of particular importance in settings, such as rural Uganda, where overtones
of colonialism and other north—south power differentials may affect relationships between
researchers and communities. Researchers can avoid some of these concerns through
engagement of community advisory boards and community-based participatory research
methods.12

Conclusion

New technologies for monitoring anti-malaria bednet use hold great potential for improving
malaria prevention. However, these potential benefits need to be weighed against ethical
concerns, including those about bystanders. Of particular relevance are issues of privacy,
ancillary care obligations, and overall community perceptions.
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