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Abstract

Research in distributed computing at UC Irvine has
included the development of ring communication hardware for
the Distributed Computer System (DCS). [Mockapetris 78] The
Ring Interface (RI), [Loohis 73] has recently been
superseded by work on the Local Network Interface (LNI).
{Mockapetris 77) The LNI includesAimplementatién ot ring

communication systems as one of its goals.

The name table subsystem of both interfaces performs
the functions necessary to recognize messages addressed to
the attached host. These functions are divided into two
parts. The first part is the comparison of the destination
specification imbedded in the arriving message wWwith the list
of destinations stored in the name tab]é. The second part
of the NT subsystem allows the attached host to maintain the

destination specifications stored in the name table.

The LNI name table desigp Has been influenced heavily
by the successes and shortCOm;ngs of the RI, and by tHe
demands placed upon the RI by the DCS. WwWe have corrected
the deficiencies of the RI, and added new features. The
bias has been toward an eventual implementation in LSI1. bDue
to this bias, parts of the design are not optimized to_TTL[

constraints and capabilitjes.
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NMame lable lssues

Name space facilities, such as the name table, are
germane to any network, However, they are most useful in a
system that multiplexes the use of the transmission media.
In addition to ring systems, this class includes broadcast
systems such as Ethernet [Metcalfe 76l looons such as SPIDER

[Fraser 74}, and various others,

both the RI and the LNI are used to implement ring
communication systems, although the LNI can be used in other
modes. In a ring system, every host is counled to the rina
by one of the interfaces. The interface looks to the host

like a fast full duplex device, consisting of two

independent DMA channels (Input and Output) and associated
status and command registers. To transmit a message, the
host signals the interface to begin an output OMA transfer,
when the transmission media becomes availab]e' the message
header and text are output through the DMA channel. The
message makes a complete circUit of the ring, passing
through each of the interfaces on the ring. The.
transmitting interface removes the message from the ring as
it returns. Thus whenever a message tfansmission takes
place, every interface "sees" the message., The input
§hannel of the interface is logically "upstreanm" from the
transmit side, and is capable of receiving the transmitted

message as it returns, but before it is deleted, Those ;
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interfaces that recognize the address in the message header
will attempt to copy the message via the input DMA channel,
Because the message is addressed to a process rather than to
a host or interface, the interface must be provided with a
list of processes in the attached machine. The name table

subsystem manages this list,

1t should be noted that the name table simply binds
names to hosts; the use of process names is one

interpretation.

The ring communication systems implemented by the RI
and LNI also implement an implicit acknowledgement scheme
that influences the nahe table subsystem design. When a
message is transmitted, a receipt field is apoended to the
end of the message. (The receipt, CRC, and several other
fields are invisible to the hoét and are seen only by the
interfaces.) The receipt field consists of two bits, match
and accept, These bits are sef to zero Qhen the message is
transmitted. As the message passes through the interfaces
on the ring, the message address is compared against the
name table contents., If the address is found, the input
side of the interface attempts to copy the message; the
receipt field is left unchanged by intenfaces that don”t
recognize the address, The copy operat{ﬁn can fail if the
message CRC is bad, or if the ingat chaﬁne] has not ‘been

enabled by the host, .or due to several other causes. If the
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copy 18 succéssful, & one is URed into the acceot bit, If
the copy failed, a one is URed into the match bijt. If more
than one interface recognizes the message address, the
receipt field will be updated multiple times, although the
ORing operations have no effect if the appropriate bit was
already set., The transmitting interface records the
returned setting of these bits in a status register that can
be read by the host, This stafus information is used to
drive sequencing protocois. This implies that the name
table must always be ready to compare addresses, reqgardless
of the host state, 1In addition, the name comparison cycle
must proceed even if the nost is attempting to concurrently

update the name table contents.

In the RI, messages consist of the fields shown below?

DPN oPN | LEN | DATA |

ihe DPN field is 16 bits’in length and specities the
destination process name of the message. The 0PN is the
process name of the process that sent the message. LEN is
the length of the DATA segment. LEN is necessary because

the messages are of variable length.

[he RI attempts to copy all messages which have a DPi

identical to any of the names in the RI name table. In the
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Rl, the name table is implemented as an array of 16 shift
registers, each 16 bits long. Etach of these slots is
addressable by the host for the purpose of modifying its
contents, - As the message arrives (in bit serial form), each
bit of the message DPN is compared in parallel with the head
of each of the 16 shift registers. After each comparison,
all of the shift registers are rotated by one bit, This
comparison cycle is repeatedrlb times. A flipflopo
associated with each of the shift registers is initializeda
to 1 before the match c?cle starts. At each comparison, the
flipflop is cleared if the bit of the message DPN does not

match the corresponding bit in the shift reaister,

After all bits in the message DPN have passed, the 16
filiofiops form a match vector of boolean values, An element
of the match vector is 1 if, and only if, the corresponding
name in the name table shift register exactly matched the
message DPN, If any element of the match vector is 1, tne

Rl attempts to copy the message.

txperience with the DCS system suggested several
improvements to this scheme, Thesevimprovements enhance the
capabilities of the overall system by allowing new features

in the software.

It is difficult to specify the number of names required

in @ RI. While the present system does not often run out of
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names in a given host, this is due to the fact that names
are regarded as a very scarce resource. The original design
of DCS [Farber 70], favored an implementation based on much
smaller processes., The small number of names forced the use

of larger process units,

Future roles envisioned for the LNi meke any fixed size
name table undesirable. Consider s host connected to the
ring as well as to some other.networks. This host is
performing the functions of a gateway. A very convenient
mode of operation would associate a name with each virtual
data path on the other networks, or at least with each final
destination. All of the names associated with a given
gateway would route to the process managing the gateway. A
large number of names would seem to be indicated. Another
role envisioned for the LNI is. to interface very dumb
devices, such as disks or terminals, to the ring. This role

‘would require only one or two nhames.

IThe obvious solution to this problem is to build the
name table in an expandable fashion. The design approach 1is
influenced by the qesire to eventually implement the LNI in
LsI. Clearly, one would like to Have a keep the chip set
necessary for a dumb host very small so as to limit the
cdst. The approach adopted is to include a small name table
segment on the LNI chip, and to build a separate name table

expander chip. As many of the expander chips as desired can
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be daisy chained to the LNI chip. This decision is not
obvious in the TTL implementation, but has been included in

the desian,

In order to make the name table exoansion simple, the
name table entries are no longer directly addressable. 1In
the Rl name table, commands from the host to load or delete
a name are addressed to a specific name table entry., In the
LNI name table, loads and déletes are handled by addressing
name table entriés associatively. The host specifies a name
/ mask pair to be either added or deleted. An add request
directed at a full name table, or a delete request for a

name that doesn’t exist, generates an error status. Wwhen

deleting names, the name / mask pair is comoared exactly
against the name / mask pair in the name table, instead of

using the match rules for incoming messages.

Another set of enhanced features in the LNI are reiated
to expanding the quality of the name space. In the DCS
system, names have been used éo]ely.to specify processes. A
software convention has been established in DCUS to manage
the 16 bit process name as though it had three components,
The 16 bit process name is broken down into a 4 bit process
class, a 4 bit originating machine number and a 8 bit field

) 1

used to generate uniaque names. For example, a process of - ,]
class 6, created on machine S might have a sequence»numbébj7'

, ‘ , |

I

of 33, thus its name would be 6533, While this scheme is
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hardly sacred, it reflects the desire to give names some
meaning. Such encoding is barely feasible in 16 bits. 0On
the other hand, large fixed size names waste ring bandwidth.
Variable size names would certainly complicate the hardware

and software necessary. Some compromise is in order,

A second part of the name space problem is that of
broadcast names. This facility is perhapé best explained by
example. Consider a DCS process which provides access to a
disk system, This process is én example of what the current
system calls an I/0 Handler (I0H). The I0H receives file
access requests as messages from other processes. fhe I0H
multiplexes the requests and sends back data records as
messages, Furthermore, assume there are several of these

IOHs in the system. A user process can communicate with any

specific IOH via its unique process name, However, the user

process may not know which I0OH had a file of interest. One
way to find the file is to ask.each I0OH on the system
wnether it has the file in question. This is a laborious
process, and requires at leasf two messaqges per I0UH, (First
message: "Do you have file X?", Second message: "Yes 1 dJdo.
OR "Never heard of X.") Note also that this approach
requires the user to know the names of all 10Hs currently on

the system.,

lhe approach taken in the current version of DCS is to

enter two names in the name table for each I0OH. 0One name is
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the unique name of the [UH. [he other name is the broadcast
name of the I0OHMH. The broadcast names of all I[0OHs are the
same, and are composed of a class comoonent and a sequence
component established by convention, and a machine number of
zero. (By convention, there is no machine zero.) The user
process can then send a message to the broadcast name, and
the message will be received by all I0HWHs. This approach has
the drawback that the system must consume one name table
entry for each broadcast name. In the present system,
broadcast names are only sparingly used because of this
constraint, The general problem can be thought of as

containing two aspects: fan=in and fan=-out.

Fan=-out is the bﬁoadcast message problem. ' We want a
facility which enables the use of name specifications that
only partially specify the destination process. 1In
addition, this facility should not cause an excessive use of
name table space. Suppose process names consist of four
componentss: color, size, shapgr and smell., A process might
wish to send a message to tho#e processas for which
color=red and shape=round. This would be implemented by
sending a8 message to color=red, sizez=x, shape=round, anad

smell=x, (Here "x" is used to represent "don’t care".)

Alternatively, a given process might wish to represent
itself as being a "one stop source” for all things plue,

square and large. A similar problem is raised by a process
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that has multiple sockets or ports that consist of a user id
concatenated with a socket or port number., In this case we
would like to create a name table entry tnat matches any of

the sockets or ports for that user, This is the fan in

problem,
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LUl Message Addressing

The approach we have taken to this proolem is to exvand
the name lenath to 32 bits, and to provide 32 bit "don’t
care"” masks in both the message and each name table entry,

The new message format looks like:

P4
-

DPNMASK | DPN OPN LEN | ~  DATA

\

The DPNMASK, DPN, and 0PN are all 32 bits in lerngth,
Each entry in the name table is composed of a 32 bit mask
and a 32 bit name, The name table is implemented out of two
32 bit shift registers per entry. The rules for matching
are:
1. For a message name specification to match the
specification in any given name table entry, all
32 bits must satisfy the match rule.
2. For a given bit position:
EITHER |

The corresponding bit in the DPNMASK or the
corresponding bit in the name table mask must be 1

OR

The corresponding bits in the message DPN and tne
name table entry name must be equal,

Suppose that the high order 8 bits are the encoded
process class component. A process can send a méssage to..

all processes of a given pro@gss class by setting the high 8




Design Considerations for the ARPA LNI Name Table 13

bits of the message DPN to be the encoding of the desired
process clpss, and setting the low order 24 bits of the
DPNMASK to_all 1°s. (The setting of the low order 24 bits

of the DPN is irrelevant.)

[f we want to create a process that has 8 sockets, we
enter the high 29 bits of the process hame in the name table
name entry, and 29 bits of zeroes concatenated with % ones

into the mask entry of the same name table slot.
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loput Message Brogessing

Ihe RI signals ;he arrival of a message by raising an
interrupt request on the attached host. When the Bost
services the interrupt, it senses the RI status to verify
that the message is correct (CRC correct), and exemines the
message DPN to determine its process destination. Typically
tne operating system maintains a table of DPN / message
queue address pairs, For every message arrivalf this table
must be searched to findvthe queue address where the message
buffer is destined. ‘An additional complication is that the
message may be addressed to multiole orocesses in the same

machine, Thus, the whole table must be searched. With the

current maximum of 16 names this is not a significant
problem, but could become one in future LNI systems., Not
only is the name table arbitrarily long, but the test that
must be done on each entry is more complex than a simple
comparison., This prob]em coulb be especially severe for a
gateway which typically would;have a large name table space,

if only a few eventual destinations.

The solution proposed for this problem is to associate
an "ILU" with every name in the name table. When a message

is received and its status checked, the host would then

‘receive from the RI the - ID associated with each name table
»enttV {ﬁéf matched thewmessége. The basic imp]emenpation

.proposéd is that*%he“match vector be copied into a similarly
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sized "mark" vector when a message is accepted.b This is
necessary because the match vector is volatile. When the
host fields the RI input interrupt, it can ask the RI for
the ID associated with the first mark bit set to 1. The LNI
would then readout the corresponding ID, and reset that mark
bit. Subsequent "read and reset" reauests would receive
different IDs, until all IDs were read out of the name

table,

lhe semantics of the 1D field would be up to the
attached host. In the current system, the [D could be
profitably be used to held the messagg queue address
correspdnding to the name table entry. A gateway system
might use the ID as the identification number of the
destination network, A terminal cluster could use the ID

for terminal number,

ihe ID could also serve the purpose of specifying name
table entries to be deleted, Tf the ID is unique, any
ambiguity as to the scope of 5 delete name table entry from

the host would be eliminated.,

However, this whole mechanism does add significantly to
the amount of hardware necessary to realize the RI. For
purposes of the first LNIs, the ID data paths and storage
are not implemented., The hardware necessary to copy the

match vector, and to read out the mark vector is included.
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This enables the attached host to determine the number of
name table entries that matched the message destination

specification, but not to determine which entries.
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Qthec Problems

There are other problems relating to the name table
subsystem that we feel might be solved by future versions of
the LNI. These problems are not addressed in the current

LNI.

The message flow in the present system is uncontrolled.
It would be desirable to be able to temporarily refuse
messages addressed to a specific name. O0One schéme is to
associate a flow control variable with each entry in the
name table., If buffer space pecomes critical in a given
host, that host can turn off message reception for any set
of names in th;‘name table by setting flow control bits
associated with each name. (Note that this refusal would be
signalled to the sending process, through an enhanced
receipt mechanism, as being dué to flow control.) This

facility, coupled with the appropriate system policies,

would allow graceful processing of message transients,

Another possible improvement would be to include
sequencing protocols in the Ri. This would allow
significant reduction in system programming requirements for
small hosts., This effect is even more imoortant in the
interfacing of Very dumb hosts (terminals) to a ring system.
There are two problems with incorporating sequencing logic

in the LNI. First, sequencing is done on the basis of
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source / destination pairs. Thus an entry in the name table
would be required for each source / destination pair, rather
than one entry per destination. JSecondly, a mechanism for
initial connect protocol, or a non=-reusable port structure
similar to TCP [Cerf 78] would have to be implemented also.
This would add considerable complexity. However, some such
facility would be necessary if dumb hosts are to be directly
connected to the ring, and require reliable transfer of

messages.

A simple seauencing mechanism could greatly enhance
throughput and reliability ot broadcast message
transmissions. When a broadcast message is sent in the
present DCS system, the returned receiot can have four
values, corresponding to the four possible combinations of
the match and accept bits, If accept is set and match is
zeroy, all the addressees of the message got it. If both of
the bits are zero, no interfaﬁe recqgnized the address in
the message, and hence transm?ssioh is complete., If the
match bit is set, and the accépt bit is zero, a
retransmission is performed. The problem arises when both
bits are returned set. In this case one or more addressees
copied the message, and one or more were unable to copy the
message. What can be done? The transmitting hest can
retransmit the message. 1f it does so, it may eventually

get a match of zero and accept of one back. This ends the
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problem., (Any duplicates are discarded by the host’s
sequencing protocols.) However, if the broadcast message is
addressed to a large number of processes, hence a large
number of hosts, we can expect to see at least one of the
intertaces unable to copvy the message. This is simply due
to the fact that the input side DMA channel has a dead time
between the time that it finishes input of a message, and
the time that the inbut interrdpt routine of the attached
host gets control, services the interrupt, and allocates a
new buffer for input. Simple retransmission will likely
result in more receipts with matcn and acceot both set.
These retransmissions also create similar problems for other

hosts that are also trying to send broadcast messages,

The core of the problem is that no matter-how many
times we get both match and accept set, we don’t know that
everyone has received the message, It may be the case that
the same interface is repeatedly refusing the message or it
may be the case that everyone has received at least one good
copy, and that retransmissions are serving no purpose, and
wasting transmission bandwidth, ]f at all possible, we want
to be sure that everyone copies the messaye because after at
least one set accept bit has been seen, the sequencing
oprotocols will faijl if we don’t successfully transmit to
all, 1In addition, a guaranteed broadcast facility is very

useful to processes.,
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Une solution for this is the sequencing implemented in
the LNI. Each name table entry has a sequence bit
associated with it, Separate entries are used for each
source / destination pair, and are created by message
arrival if they don“t already exist., In addition to the
usual name comparison, a message is ignored if the sequence
bit indicates a duplicate. (A sequence bit is also included
in the message header.) When s message arrives, énd is
successfully copied, and its sequence hit is different from
that in the message, the message is copied, and if the copy
operation succeeds, the name table sequence bit is toggled.
If the sequence bit is the same, the message is ignored, and
the receipt is left unmodified. Thus each time the sender
gets an accept bit set, it knows that the distribution of
the broadcast message is at least becoming wider. The
retransmissions that get ignoréd also do not cause
interrupts and the concomitanp dead time that is seen in the

present system,

Ihis approach could have:considerable value.in a system
where broadca;t messages are important, However, the
increased size and complexity involved in the name table
leaads us to believe that this scheme will have to wait for a
LSl implemenfation. It wopld be possible to implement this
scheme in the present LNI without any modification by using

one or more name bits'.as sequencing information. In this:
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case, a successful message reception would caQse the host to
delete the cﬁrrent name and add a new name to the table with
an updgated sequence field., The processes would have td

insure that the name being used was only used by one sender.
This 1s all somewhat awﬁward, and would only be practical if

broadcast capability was very important,
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