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An analysis of warrant for rights in records for refugees

This paper argues that personal actualisation of human and personal rights 
articulated in key conventions, declarations and other internationally recognized 
instruments is significantly impeded without similar recognition of individual 
rights 'in and to records'. It reports on a study in which archival literary warrant 
analysis was applied top-down on 19 such instruments, and on professional 
international guidelines for records relevant to human rights. Warrant was also 
derived bottom-up from media and personal accounts of documentation and 
recordkeeping challenges faced by refugees. The results of the analyses were 
used to identify potential rights in and to records necessary to enable and 
actualise refugees' human rights. These potential rights were then clustered 
within a framework together with the warrants from which they were derived. 
While this study makes the case for how a platform of rights in records could 
support refugees in enabling and actualizing their human rights, further research 
is necessary to test whether it is sufficiently inclusive to encompass any context 
in which documentation and recordkeeping play key roles in enabling and 
actualising human rights, and whether rights in and to records should 
themselves be recognized as fundamental human rights.

Keywords: archives; documentation; human rights; recordkeeping; refugees; 
rights in records framework

Introduction
Tropes such as 'undocumented person', 'it will go on your permanent record' and even 'on the 
record' are commonplace in daily discourse and are often associated with lawbreaking and 
threats of negative consequences. Anthropologists, classification experts and post-colonial 
theorists studying 'bureaucratic' or 'structural violence' and knowledge organization have 
provided ample evidence of ways in which the epistemologies, procedures and documentary 
forms of bureaucracies and information institutions can systematically disadvantage, 
disempower, dismiss, mis-classify, criminalize and exclude certain populations.1 However, 
despite considerable recent expansion in conceptualizations of human rights, there remains 
insufficient public understanding or appreciation in either policy or law of the ways in which 
records and other forms of documentation actively direct, circumscribe and potentially 
liberate individual lives, opportunities and even fundamental human rights until an individual 
is actually faced with a situation where such outcomes become evident. Moreover, too often 
there is little will or concerted action on the part of international bodies, national 
governments or recordkeeping2 institutions to ameliorate negative effects of records and 
recordkeeping upon some of the world's most vulnerable populations. Indeed, problems with 
the availability, acceptability or readability of documentation are often used by those in 
authority as reasons to refuse to address the dire situations in which these populations find 
themselves or have been placed, or to limit the ability of vulnerable populations to actualise 
their human rights. At the same time, biometric and DNA-based identification, geolocation 
tracking, and border surveillance technologies among others instead subject these populations 
to increasing datafication.3 Moreover, populations such as asylum seekers and other migrants 
increasingly find themselves subject to systematic documentation-based evidentiary inequity, 
where any documents or media that they carry with them, including their social media 
accounts and other materials and communications that may be carried on or substantiated 
through their mobile phones may be used by authorities as evidence against their claims and 
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yet it may be challenged or deemed unacceptable when introduced as evidence by asylum 
seekers and other migrants in support of their own cases. 

Documentation, data gathering and recordkeeping requirements are most commonly 
exercised in support of sovereignty and other national interests, or to meet organizational 
programmatic or accountability needs and responsibilities. There is a critical imperative, 
however, also to consider such requirements from the perspectives of those humans who are 
most affected by them, and, in a globalized world with increasing numbers of mobile 
populations, to do so within a framework capable of considering international and 
transnational, as well as national and local dimensions, contexts and needs. This paper reports 
on a study conducted as part of the Refugee4 Rights in Records (R3) Project, initiated in 2017 
as a collaboration between the University of California, Los Angeles (UCLA) Center for 
Information as Evidence and Liverpool University Centre for Archive Studies (LUCAS).5 
The overall goal of the R3 Project is to identify how humanitarian-centred recordkeeping 
interventions in the arenas of recordkeeping systems and practices, technologies, law and 
policy might assist refugees and their descendants across time and geographies. The study 
applied literary warrant analysis to surface ways in which documentation, and particularly 
records, as well as the data they contain and the recordkeeping purposes, systems and 
processes that produce and manage them, play under-appreciated roles in securing or denying 
fundamental human and other personal and data rights of internally displaced persons, 
asylum-seekers, refugees and others who have experienced forced displacement. With these 
warrants in hand, the study then identified possible individual rights in and to records that 
might promote enabling and actualising6 the human rights of those who have been displaced 
while also improving the effectiveness of recordkeeping by agencies and authorities who are 
assisting or otherwise interacting with them. Such a framework of rights directly and 
indirectly would support these by, for example, providing mandates for more effective and 
efficient records creation and maintenance at implicated agencies and sites; insisting upon the 
creation of and personal access to evidentiarily robust copies of documents necessary to 
support one's fundamental human rights; underscoring the need to (re)construct and digitize 
national recordkeeping infrastructures and vital records, especially in newly formed, re-
formed or post-conflict nations from which many displaced people have come; changing the 
scope and authority of archives and other recordkeeping agencies that hold official records to 
ensure that they are responsive to the rights and needs of those whose records they hold; and 
for systematizing and making consistent how personal data protection legislation is 
implemented nationally and transnationally, especially with regard to biometric and DNA 
data. The paper presents the potential rights that were identified through the study in a 
framework where they are grouped by type of right in and to records, together with examples 
of the warrants from which they were derived. 

Background 
Documentation is central to and threaded through every facet of the life of a refugee even before the 
moment of forced displacement or flight and certainly from then on for the rest of their lives and those 
of their immediate families and descendants. Critically, the documentation in question is 
predominantly created by or through an interaction with an authority or agent other than the refugee 
who almost always is or becomes the entity to whom responsibility for managing and making key 
decisions about that documentation is assigned, even in the case of aid agencies. While the 
documentation may well include the personal testimonies, photographs, social media and possibly 
artefacts provided by a refugee to authorities during asylum interviews, hearings and other refugee 
processes, many official records and other forms of data are also required, privileged and invoked in 
these and subsequent processes. Among the most common are birth, marriage and death certificates; 
travel and transit documents; police, security or intelligence records; property and tax records; 
education and health records (including medical records indicating injuries sustained as a result of 
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persecution or conflict); records of prior employment and military service; even newspaper reports 
and satellite footage. Datafied borders, biometrics and DNA collection in camps and elsewhere, and 
surveillance and intelligence operations have also become important generators of data and records 
relating to refugees, although refugees may be unaware of the existence or consequences of many of 
these.

This study encompasses all of these kinds of documentation, considering anything 
that is introduced into a legal, bureaucratic or humanitarian process involving refugees to be 
some form of record, broadly defined. Some records relate to the prior life of refugees and 
their families and communities, even to their predecessors; and some are created during their 
journeys—in medical facilities, camps, or border crossings, or through asylum-seeking 
processes. Yet other bureaucratic records are created during and after the resettlement of 
refugees or their return to their homelands when they must (re)integrate into local 
bureaucracies to obtain social services, education and healthcare, seek employment, vote, or 
obtain or reclaim property and generally claim their rights as residents and participate in civil 
activities. 

Exercising personal control over records and other data that relate to oneself is 
increasingly difficult under the best of circumstances, given the ever-growing number of 
records, security and surveillance documentation, and social media in which information 
about oneself is now captured both with and without one's knowledge, consent, or active 
participation. In this respect, every individual should be concerned about their rights in and to 
records. However, for certain vulnerable populations, of which refugees constitute one of the 
largest, awareness of the existence of records; locating, producing and translating required 
records and demonstrating their reliability and authenticity; and challenging and annotating 
incorrect or inappropriate records contents, can pose especial problems. Further, when people 
are not able to effect the above actions, their fundamental human rights are easily 
compromised or forfeited.  Particular impediments to doing so for refugees include their 
physical circumstances and personal safety; their freedom and financial ability to travel; their 
literacy levels, age, gender and language; and their familiarity with relevant bureaucratic 
practices and record types in their home and other jurisdictions. They may encounter hostile 
authorities that are not prepared to provide certified copies of records, or at an affordable 
cost; they may be denied the right to have a copy of records created as part of being 
interviewed by border authorities or aid agencies without adequate explanation as to why this 
is the case; they may lack the legal right to access records that have been created about them 
in their home countries. A record required by an asylum process may never have been created 
in the first place; may contain bureaucratic errors or inappropriate or deliberate mis-
classifications; may have been issued by a country that no longer exists; or may have been 
destroyed deliberately or as collateral damage during conflict. Even when all of these issues 
have been addressed, they may fall foul of rapidly changing regulations at borders and 
asylum hearings regarding the kinds of documentation that must be presented or signed and 
the implications of doing or not doing so. One of the many records and recordkeeping 
infrastructure limitations that is highlighted by the plight of individual refugees and 
multiplied by mass forced migration is that recordkeeping infrastructures are rarely designed, 
mandated or incentivized to operate and interoperate transnationally or even across multiple 
government agencies. For example, the recent debacle with the reunification under court 
order of separated children and parents at the US southern border (discussed further below) 
was in no small measure due to poor recordkeeping processes by border authorities and lack 
of ability to work across different agency systems. In many countries, official recordkeeping 
infrastructures (both active and archival) may still not be comprehensively and 
retrospectively in digital form; or they may have been significantly disabled, impeded or 
rendered non-reliable by conflict, corruption, lack of competence or the effects of 
international sanctions.
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The list of challenges involving records and recordkeeping is seemingly endless, but 
failure to acknowledge and surmount these challenges too often results, among other 
outcomes, in denial of asylum claims and return of displaced individuals into dangerous 
spaces, statelessness, separation of and difficulties in reuniting families, and heightened 
vulnerability for women and children, who comprise more than fifty percent of what the 
United Nations estimates to be almost 70 million displaced people around the globe. These 
kinds of concerns are the domain of archives and records professionals. So too are the 
recordkeeping systems and technologies they design and implement. These professionals 
have been largely absent parties in addressing documentation challenges associated with 
humanitarian crises and denials of basic human rights associated with mass migration and 
forced displacement and need to play a much more integral and systematic role (Gilliland, 
2016; 2017; Mnjama, 2006). Having an internationally recognized policy platform of 
individual rights in and to records would considerably increase the likelihood that this might 
happen. 

Human rights, privacy rights, data protection and records

Although archivists and others responsible for keeping records have not been prominent in 
addressing such global crises, they have been involved in the formulation of the 2016 
European Data Protection Regulation and its implementation with regard to archival concerns 
about potential future uses of records, and in delineating the role of archives and records in 
human rights actions such as war crimes tribunals.7 They have also been actively contributing 
to the growing discourse on individual rights, in particular with the notion of rights in and to 
records. In 2015, Anne Gilliland proposed a set of individual rights in the description of 
records that was subsequently extended by Gilliland and McKemmish to include rights in the 
appraisal of records.8 This approach has been significantly expanded in two ongoing 
multifaceted research initiatives, the Refugee Rights in Records Project and the Archives and 
the Rights of the Child Research Program based at Monash University in Melbourne.9 
Privacy and data protection activism in particular provides important warrant for rights in 
records. However, it also exposes important counter-arguments for why certain rights in 
records might be strongly resisted by governments and other agencies. In attempting to 
delineate, refine and implement any proposed rights in records platform, both must be taken 
into account. 

While international human rights law recognizes privacy (Article 12 of the Universal 
Declaration of Human Rights (1948)10 and Article 17 of the International Covenant on Civil 
and Political Rights (1966)11), the matter of data privacy and protection is a more recent, and, 
in our interconnected world of trans-border data flows, an indisputable global concern over 
the last few decades. In fact, over one hundred countries have adopted data protection 
legislation at both regional and national levels12 and concomitantly, the idea of personal data 
protection (including access to and the ability to correct or delete one’s data) as a 
fundamental right is gaining traction around the world.13 In addition, the United Nations, 
concerned with data protection in humanitarian sectors, recommended in a key 2012 report, 
Humanitarianism in the Network Age, that humanitarian organizations develop standards ‘for 
the ethical use of new forms of data, including protocols for protecting privacy and 
guaranteeing informants’ safety’.14 Despite the adoption of data protection legislation, the 
United Nation’s recommendation, and the development of a number of international 
guidelines and instruments dealing with data protection,15 the International Conference of 
Data Protection and Privacy Commissioners (ICDPPC) noted in 2015 that ‘the adoption of 
such frameworks by the overall humanitarian community is still scarce’.16According to 
Kuner et al, many humanitarian organizations are in critical need of guidance on how to 
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employ data protection and privacy in their processes—especially since the disclosure or 
exploitation of their data could endanger the security, safety, and lives of the displaced 
persons with whom they work as well as of their own employees and contractors. Data 
protection in the humanitarian aid sector, they state, ‘can literally be a matter of life and 
death’.17 In a recent special issue of the International Review of the Red Cross dedicated to 
migration and displacement issues, Vincent Bernard also observes that humanitarian 
organizations are facing ever increasing challenges with regard to protecting data, stating that 
protection is one of the ‘most serious humanitarian problems related to the phenomenon of 
migration and displacement’ (along with unaccompanied minors, missing migrants, urban 
displacement, and immigration detention).18 In 2017, the International Committee of the Red 
Cross (ICRC) and the Brussels Privacy Hub (BPH) of the Vrije Universiteit Brussel (VUB) 
published The Handbook on Data Protection in Humanitarian Action. Based and building 
upon a substantial number of existing data guidelines, practices and procedures, the 
Handbook seeks to raise awareness and help humanitarian organizations to comply with 
personal data protection standards by offering guidance on interpreting data protection 
principles—especially when using new technologies.19 

The situation with national official recordkeeping in many countries is often not in 
much better shape and is in stark contrast to the massive investment that has been made in 
national research infrastructures, which are increasingly required to have data management 
plans (DMPs) that comply with ‘the growing international base of principles and policies that 
can cross national space to address open scholarship and research data’, and that can produce 
FAIR (Findable, Accessible, Interoperable, Reusable) data.20 But even these research 
infrastructures require constant vigilance to ensure that their ever-growing scope and 
sophistication do not compromise personal privacy. 

The concept of rights in records aligns with growing concerns about data protection 
and privacy for vulnerable populations and could play a role in both facilitating and 
complementing humanitarian action through its focus specifically on records and 
recordkeeping aspects. Security and identification systems are perhaps the most glaring 
example of the risks posed by globally interoperable records and data creation where there is 
insufficient oversight or accountability. In September 2018, Brett Solomon, Executive 
Director of Access Now, an NGO in the digital rights community, wrote an op ed in Wired 
regarding the various digital identification systems being implemented in several countries 
around the world using technologies such as facial recognition, geolocation or social credit 
systems ‘without any transparency or judicial review’. This situation, he argued, posed 
unprecedented risks to human rights.21 He cites the ‘universally applicable’ 2013 
International Principles on the Application of Human Rights to Communications 
Surveillance (The 'Necessary and Proportionate Principles' or '13 Principles') developed by 
civil society and privacy and security experts ‘to apply existing human rights law to a new 
world: a world of technically sophisticated and pervasive digital surveillance of ordinary 
individuals’.22 These principles emphasize transparency, impartiality, systems integrity and 
public oversight and are endorsed by the UN Human Rights Council. 

Finally, it is important to note several inter-related and often poorly understood 
considerations directly related to the nature of records themselves that considerably 
complicate the development of any potential rights in records platform. Firstly, a rights 
regime must recognize that several individuals may have rights in the same record. While 
many privacy regimes recognize this and grapple over ‘degrees’ of rights different parties 
might have in the same record (sometimes that might even be a victim and a perpetrator), 
they do not always address what should happen when two parties have the same degree of 
rights in a record but would not necessarily be in accord over how that record should be 
managed or accessed and by whom. For example, records relating to an individual's 
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citizenship or health status may also pertain to or have a primary impact upon another person 
such as a parent, spouse, child, grandchild or other family or even community member. It is 
always a possibility, therefore, that honouring one person's right(s) in or to the record might 
impinge upon another's. Secondly, records exist within a complex of documentary 
relationships with other records and rights need to be considered across that complex. For 
example, they may be related by version or by issuance sequence (for example, current and 
superceded passports); by their dependence upon other records in certain bureaucratic 
processes (for example, issuance of a passport often is dependent upon the production of a 
base or ‘feeder’ document, such as a birth or naturalization certificate); or by data points that 
they have in common (for example, birth certificates, passports and driving licences all 
include the date of birth of the same individual).  For various reasons, deliberate and 
accidental, however, the necessary sequences or chains of documents may not be able to be 
established or produced, or data points in common between records (for example, date of 
birth or form of name) may not contain exactly the same data. Thirdly, any or all records 
pertaining to an individual may remain relevant or have a latency for activation over an 
unforeseeably long period, and likely one that exceeds that individual's lifetime. They may be 
used in the future to secure the rights and wellbeing of other individuals such as descendants, 
as well as to support their ability to learn more about their own predecessors, heritage and 
identity. Equally, however, opening those records even after an individual's lifetime may 
render descendants vulnerable to discrimination, persecution or exposure in ways often not 
addressed by privacy, security and access regimens for preserved records. 

Developing a framework of rights in and to records

1. Data analyses
An assumption of this study was that analyses of disparate data sources might each suggest 
unmet needs for records that refugees might have in asserting their human rights across their 
various life circumstances and locations, especially if those rights were to include a right to 
migrate as has been widely argued in recent years.23 The study applied a method known in 
the archives and recordkeeping field as ‘archival literary warrant analysis.’ Adapted by the 
field from a concept originally used in library classification, archival literary warrant analysis 
has been used for purposes as diverse as establishing business acceptable requirements for 
electronic recordkeeping systems design to community archiving requirements to an 
examination of children's rights in records.24 Warrant, in this sense then, refers to what are 
regarded as authoritative sources that provide social mandates for recordkeeping best 
practices. These might include legislation, sector regulations, professional best practices, 
experiential knowledge of domain experts, oral communications of Indigenous Elders, and 
even novels, biographies and memoirs.25 Duff and Cumming state that, ‘Warrant sources can 
be existing, recognised sources of authority or, considering the concept of cultural warrant, 
can be requirements from emerging voices or insights that are based on the assumptions, 
values and predispositions of a culture’.26 In this study, archival literary warrant analysis was 
applied bi-directionally—both top-down and bottom-up—to cross-inform the results of 
individual warrant analyses. 

Several different sources of warrant that had been collected and compiled as part of 
the Refugee Rights in Records Project were analyzed for their records and recordkeeping 
implications. Bottom-up sources included cases and stories that have been publicly reported 
in the English and Arabic language news media and in reports of various NGOs over the past 
two years.27 As top-down sources of warrant a chronological selection of nineteen of the most 
prominent internationally-agreed upon instruments and other authoritative statements of 
human, civil and information/data rights was used. This selection captured, albeit non-
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exhaustively, the cumulative and increasingly complex nature of human rights policy 
development as it has responded to world events and shifting social and technological 
concerns [see Appendix A]. The rapidly increasing number in recent years of such 
instruments and statements testifies to growing concern about each of these rights areas, to 
relationships that exist between human rights and information and data concerns (although 
not explicitly records and recordkeeping concerns), and also to the increasing complexity and 
contestations evident in the policy landscape and discussed above. To address archives and 
recordkeeping concerns more specifically, the study also analysed the 2016 Working 
Document, Basic Principles on the Role of Archivists and Records Managers in Support of 
Human Rights28 developed and promulgated by the International Council on Archives, the 
international body that develops standards and best practices for state and other types of 
archives around the world. Additional sources of warrant, that might be considered to 
represent both top-down and bottom-up authorities, were presentations and participant 
discussions that occurred at an ongoing series of symposia sponsored by the R3 project in 
Budapest, Dublin, Southern California, Zagreb and Malmö in 2018 and R3 Project 
presentations that took place at professional conferences and other forums in Yaoundé, 
London and Melbourne. The symposia drew participants from major international agencies, 
local organizations working with migrants, asylum seekers and refugees, asylum lawyers, 
literacy experts, scholars, artists and those who are currently or formerly were refugees or 
'undocumented migrants', as well as national and academic research archives. 

A close reading of each source identified any explicit or implicit records or 
recordkeeping implications and then contemplated whether there might be a potential 'right in 
or to records' that might better support any human rights concern associated with those 
implications. All of the potential rights surfaced by the study were compiled into a single 
framework together with an indication of the warrant with which they were associated while 
noting any counter-arguments to this right that might also have been surfaced. SwissPeace's 
Conceptual Framework for Dealing with the Past delineates three kinds of rights--the Right 
to Know; the Right to Reparation; and the Right to Justice, as well as the Guarantee of 
Reform and this model proved helpful in considering how to present the results of the study's 
analysis. 29 individual rights in and to records were articulated and each was then placed 
under one of nine rubrics or kinds of rights, which if recognized, would also directly support 
the four areas of rights delineated SwissPeace's conceptual framework. The juxtaposition of 
the top-down and bottom-up warrants also allowed the framework to illustrate where there 
are significant gaps in considerations of particular issues by either existing international 
instruments and polices, or by the international archives and recordkeeping professional 
body.

The following two brief examples of related cases demonstrate how potential rights in 
and to records emerged from or were manifested through the case analyses. 

i. The US family separation policy

In the United States, the Trump administration’s family separation, unification, and 
deportation efforts as well as its endeavours to discourage immigration of all kinds and 
attempts to undermine and demolish the US asylum system29 surface critical human rights 
and attendant documentation and recordkeeping issues that call for humanitarian-centred 
frameworks and policies for transforming records and recordkeeping processes, systems and 
infrastructures (Gilliland, 2017; Gilliland and Lowry, 2019).

On May 7, 2018, a 'zero-tolerance policy' was enacted by the US government at the 
US-Mexico border, making it a federal crime to cross the US border illegally. Under this 
policy, every immigrant entering the US—including those with valid asylum claims—in a 
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location other than a formal port of entry were to be arrested and charged with a crime before 
being placed in immigration detention. This policy also ensured the separation of children 
from their parents since by law children cannot be held in federal criminal detention 
facilities.30 As a result, children were turned over to the custody of the US Department of 
Health Human Services' Office of Refugee Resettlement and their parents were transferred 
from the Border Control to the US Marshals Service to be tried for the misdemeanour of 
illegal entry or the felony charge of illegal re-entry.31  Responding to the growing public 
outcry and outrage over the US government’s zero tolerance policy—which became known 
as the ‘family separation policy’—on June 20, 2018 President Trump signed an executive 
order banning the separation of children and parents and directed the Department of 
Homeland Security to detain immigrant families together during immigration proceedings.32 
A week later a Federal court ordered the US Government to reunify the more than 2,500 
children who had been forcibly separated from their families.33 To date, however, hundreds 
of the children remain separated from their families and in US custody.34 

The US government had no procedures in place for keeping track of the children and 
parents or guardians they separated, for knowing who constituted families, for identifying 
which children accompanied which adults, for keeping children and parents or legal 
guardians in contact with one another, and for eventually reuniting the families. On April 20, 
2018, New York Times journalist Caitlin Dickerson reported that children separated from their 
families at the US-Mexico border were taken to shelters run by NGOs, where workers would 
try to find a relative or guardian who could take over the care of a child; however, Dickerson 
wrote, ‘if no such adult is available, the children can languish in custody indefinitely’. She 
went on to state that workers in these facilities are often not able to find the parents of 
separated children because ‘the children arrive without proper records’, and that the shelter 
system lacked procedures for determining if a child had been separated from someone who 
was legitimately their parent or for reuniting parents with their children.35 A major report by 
the US Department of Homeland Security’s (DHS) Office of the Inspector General (OIG) 
flagged both recordkeeping and technology issues with the family separation processes, 
stating that the DHS ‘struggled to identify, track, and reunify families separated under Zero 
Tolerance due to limitations with its information technology systems, including a lack of 
integration between systems’. The report goes on to mention that the DHS also provided 
‘inconsistent information’ to parents who arrived with children, resulting in ‘some parents 
not understanding that they would be separated from their children’ and that they would not 
be able to communicate with them post-separation.36 A further consequence of the family 
separation policy was that children—including babies and toddlers—were assigned their own 
immigration cases and had no parents to help them through their immigration procedures or 
right to an attorney to represent them.37 Several possible refugee rights in and to records are 
suggested by this case:

 The right to be provided with a universally recognized identity document upon 
request

 The right to have a birth certificate, and to have both parents' names listed on that 
birth certificate if requested by the mother

 The right to a safe and secure personal recordkeeping place or space to preserve, 
manage, and access records and authentic copies of records about oneself

 The right to be able to read and understand records about oneself or about one's own 
case 

 The right to know why a record about oneself is being created, what it will contain 
and what it may be used for before one agrees to participate in that record's creation
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 The right to request and be provided with a records advocate or expert in legal and 
bureaucratic processes 

 Recognition that family members may have rights in records about oneself

ii. Indigeneity at the border

There have also been a number of reports about language barriers at the US-Mexico border as 
well as during asylum and family reunification processes. For example, when a Guatemalan 
indigenous woman who spoke the Mayan dialect of K’iche’ and broken Spanish sought 
asylum with her 5-year old son in the US, authorities separated her and her son, sending them 
to different detention centers, and the woman had tremendous difficulty understanding—as 
no one explained to her in her language—what was happening to her, the whereabouts of her 
son, the jail’s rules and procedures and the asylum process.38 Possible rights in and to 
records suggested by such cases include:

 The right to a records advocate or expert in legal and bureaucratic processes 
 The right to access one's own record according to one's own literacy and modality
 The right to be able to read and understand records about oneself or about one's own 

case 

iii. A proposed framework of rights in and to records and the warrants from which 
they were derived

The following framework delineates a set of proposed refugee rights in and to records 
suggested by the analyses of the different data sources. Each rubric and attendant rights 
assertions are accompanied by a table illustrating how, for one of the rights under that rubric, 
the right was derived from and is supported by specific warrants.39 

1. Rights to have a record created:

 The right to be provided with a universally recognized identity document upon 
request

 The right to have a birth certificate, and to have both parents' names listed on that 
birth certificate if requested by the mother

 The right for family members and other dependents to a process for issuing a 
death certificate when there is no body after a certain amount of time 

[Insert table 1 here]

2. Rights to know:

 The right to know that a record about oneself exists
 The right to know where a record about oneself exists
 The right to know what records an entity/organization holds or does not hold a 

record about oneself and why 
 The right to know if there is a classified record or data impeding an action one is 

trying to complete
 The right to know why a record about oneself is being created, what it will contain 

and what it may be used for before one agrees to participate in that record's 
creation
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 The right to know who can see one's record
 The right to know how one's record and the information about oneself that it 

contains will be secured 

[Insert table 2 here]

3. Right to records expertise:

 The right to request and be provided with a records advocate or expert in legal and 
bureaucratic processes

 The right to be able to read and understand records about oneself or about one's 
own case 

 The right to have one's record read, adjudicated and otherwise acted upon taking 
into account the historical and provenancial context within which it was created 
and kept

 The right to be provided with the index terms or other metadata necessary for 
searching and retrieving records 

[Insert table 3 here]

4. Cultural, self-identity and family rights in records:

 The right to have one's cultural or community recordkeeping practices recognized 
in legal, bureaucratic and other processes that depend upon the introduction of 
records

 The right to have one's self-identity acknowledged in records about oneself
 Recognition that family members may have rights in records about yourself

[Insert table 4 here]

5. Right to respond and to annotate:

 The right to respond to, and include an annotation permanently attached to records 
about oneself

[Insert table 5 here]

6. Refusal and deletion rights:

 The right to refuse to participate in the creation of a record about oneself or to 
resist being recorded if there is a credible fear that doing so will compromise one's 
own human rights or those of others

 The right to request deletion of a record or deletion of data about oneself from a 
record if that record or data would compromise one's human rights 

[Insert table 6 here]

7. Access, reproduction and dissemination rights
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 The right to access records about oneself, including those that are still subject to 
legal or other closure periods

 The right to access your record according to one's own literacy and modality
 The right to guaranteed safe, secure and timely access to relevant records about 

oneself upon request
 The right to receive copies of records about oneself and to request a particular 

format or else to be given a clear explanation as to why one may not
 The right to receive timely copies of records about oneself and at reasonable or no 

cost
 The right to transmit or share records about oneself

[Insert table 7 here]

8. Consultation rights

 The right to be consulted regarding how, where and when records about oneself 
are preserved or archived, made available for archival research, or disposed of

 The right to be consulted when and why another party, including family members, 
requests access to a record about oneself 

[Insert table 8 here]

9. Personal recordkeeping rights:

 The right to a safe and secure personal recordkeeping place or space to preserve, 
manage and access records and authentic copies of records about oneself

[Insert table 9 here]

2. Discussion
This framework is presented in recognition that there are substantial complexities, 
contingencies, complications and likely contestations involved in pursuing rights of the kinds 
proposed here. For example, some rights may be incommensurate with each other, such as 
individual and familial rights in the same record, the rights of an individual and the rights of 
others with a legitimate reason to have similar rights in particular records (e.g., an individual 
right vs. a community right; an individual right vs. a collective societal right40), or when legal 
standing or understandings do not align between documents that are dependent on each other 
(e.g., marital status—gay or polygamous marriage, immigration or reunification policies, or a 
gender change on a birth certificate and whether that can be recognized on a passport issued 
by a different juridical authority). Other rights might raise significant national or personal 
security concerns or might support the ability of perpetrators and other 'bad guys' to protect 
themselves to the detriment of those who are less powerful or victims, especially since these 
individuals ironically are often best positioned to obtain or even generate the kinds of judicial 
and official documents of the types required by border regimes and asylum authorities. 
Moreover, some rights might be at odds with one or more existing human, civil or data 
instruments, statements, or policies. For example, ‘the right to request deletion of a record or 
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deletion of data about yourself from a record if that record or data would compromise your 
human rights’ conflicts with both Article 24 of the Vienna Convention on Diplomatic 
Relations (1961),41 which states that ‘The archives and documents of the mission shall be 
inviolable at any time and wherever they may be’ and Principle 14 of the Orentlicher 
Principles, which declares that ‘The right to know implies that archives must be preserved. 
Technical measures and penalties should be applied to prevent any removal, destruction, 
concealment or falsification of archives, especially for the purpose of ensuring the impunity 
of perpetrators of violations of human rights and/or humanitarian law’.42 The matrix of 
considerations presented here also indicates quite clearly where responses to particular 
concerns arising either from policy instruments or from specific cases are partially or 
completely missing from the archives and recordkeeping fields. However, we would argue 
that if some or all of the kinds of rights that are proposed here are indeed recognized as 
essential or integral to refugees' ability to assert or secure their human rights, then it follows 
that we should consider whether they must also be considered to be fundamental and 
therefore applicable to all humans in all of their circumstances. If, however, these individual 
rights in and to records were instead to be viewed or adopted more as general principles, then 
they would likely need to be accompanied by agreed upon exceptions and exemptions and 
would presumably be implemented in different ways and according to different conditions in 
different contexts. We would argue, however, that while both approaches would tackle the 
kinds of problems laid out by this paper, it is possibly only the former that can directly and 
explicitly address the fundamental power inequities that undergird how documentation is 
used to control, dismiss and disempower the world's most vulnerable populations.

Conclusion

As already noted, this paper presents these proposed individual rights in and to records for 
consideration as fundamental human rights that pertain to all humans, regardless of age, or 
gender, ethnic or marital status. It does so in full recognition that human rights in general 
remain largely aspirational and that they are still in a form that requires further discussion and 
debate. Nevertheless, the hope is that such a platform will in due course become normalized 
expectations even within countries that are not signatories to them, in much the same way as 
has the 1948 Convention; and as such they will provide the impetus for actualisation in laws, 
policies, bureaucratic processes and the design of recordkeeping and data management 
systems. As we mark the 70th anniversary of the UN Declaration of Human Rights (10 
December 2018), the instruments used in this study demonstrate what an extensive and 
diverse body of human rights work has been developed over the decades since 1948. The 
proposed rights in and to records represent a potential addition and extension to that work, in 
an area that is only likely to grow in importance as increasing volumes of data and records 
relating to individuals from all walks of life are generated, kept, distributed and withheld 
according to idiosyncratic and uncontrolled state and corporate regimes. 
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APPENDIX A: INSTRUMENTS ANALYZED
1. UN Declaration of Human Rights, 1948
2. Council of Europe Convention for the Protection of Human Rights and Fundamental Freedoms, 

1950/1953
3. Convention and Protocol Relating to the Status of Refugees, 1951/1967
4. International Covenant on Civil and Political Rights, 1966
5. Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data, 

1981
6. Guidelines for the Regulation of Computerized Personal Data Files, 1990
7. Orentlicher Principles for the Protection and Promotion of Human Rights through Action to Combat 

Impunity, 2005
8. UN Declaration on the Rights of Indigenous Peoples, 2007
9. International Standards on the Protection of Personal Data and Privacy (The Madrid Resolution), 2009

EU Charter of Fundamental Rights, 2012
10. International Council on Archives: Principles of Access to Archives, 2012
11. The Organisation for Economic Co-operation and Development (OECD) Privacy Framework, 2013
12. Necessary & Proportionate: International Principles on the Application of Human Rights to 

Communications Surveillance, 2014
13. Policy on the Protection of Personal Data of Persons of Concern to UNHCR, 2015
14. International Council on Archives: Basic Principles on the Role of Archivists and Records Managers in 

Support of Human Rights, 2016
15. EU General Data Protection Regulation (GDPR), 2016
16. New York Declaration for Refugees and Migrants, 2016
17. Marrakesh Political Declaration, 2018 
18. The Global Compact for Safe, and Orderly and Regular Migration, 2018 
19. The Global Compact on Refugees, 2018
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TABLES

Table 1: Example of warrants for the right to have a birth certificate, and to have both 
parents' names listed on the birth certificate if requested by the mother 

WARRANTS FROM 
INSTRUMENTS/POLICIES

WARRANTS FROM ICA 
BASIC PRINCIPLES

WARRANTS FROM R3 ANALYSES

New York Declaration for Refugees 
and Migrants, Annex I (5f): Work to 
ensure the immediate birth 
registration for all refugee children 
born on their territory.

Global Compact for Safe, Orderly 
and Regular Migration, Objective 4, 
(20): We…commit to ensure, 
through appropriate measures, that 
migrants are issued adequate 
documentation and civil registry 
documents, such as birth, marriage 
and death certificates, at all stages 
of migration, as a means to 
empower migrants to effectively 
exercise their human rights.

Global Compact on Refugees, 
2.8(82): States and relevant 
stakeholders will contribute 
resources and expertise to 
strengthen the capacity of civil 
registries to facilitate timely access 
by refugees and stateless persons, as 
appropriate, to civil and birth 
registration and documentation, 
including through digital technology 
and the provision of mobile 
services, subject to full respect for 
data protection and privacy 
principles.

ICA does not address records 
creation, even though this is a 
fundamental component of 
recordkeeping. It only focuses on 
records that have already been 
created.

Countries such as Syria require that all births 
be registered in a family booklet but do not 
issue an individual birth certificate. Refugees 
must travel to a consulate in their host 
country or back to Syria in order for the birth 
to be registered in the family booklet. In 
some host countries, such as Lebanon, a 
child must be registered within a statutory 
time requirement. Without a birth certificate, 
children and their descendants cannot be 
registered, may not be eligible for education, 
health and social services, and can easily 
become and remain stateless.

The majority of refugees are women and 
children. Many have lost or been separated 
from the adult males of their families. 
Women may give birth without the father of 
their child present. In some Middle Eastern 
countries where children inherit citizenship 
through their father, even if the hospital will 
put the name of the missing father on a birth 
certificate, the police will refuse to validate 
the certificate unless the father is present.

Table 2: Example of warrants for the right to know where a record about oneself exists 

WARRANTS FROM 
INTERNATIONAL 
INSTRUMENTS/POLICIES

WARRANTS FROM ICA 
BASIC PRINCIPLES

WARRANTS FROM R3 
ANALYSES

Orentlicher Principles, Principle 17: All 
persons shall be entitled to know whether 
their name appears in State archives.

Guidelines for the Regulation of 
Computerized Personal Data Files, 
Principle 4: Everyone who offers proof of 
identity has the right to know whether 
information concerning him is being 
processed. 

Policy on the Protection of Personal Data 
of Persons of Concern to UNHCR, 
Principle 3.2(ii): Upon request the data 
subject may receive from UNHCR 
information on the personal data being 

Principle 5: A State has many 
options for supporting 
preservation and access to non-
governmental archives, such as 
making forceful public statements 
on preservation and access, 
enacting legislation requiring such 
archives be preserved, obtaining 
court rulings that require specific 
archives be preserved, providing 
monetary support for non-
government archives, conducting 
surveys and creating databases to 
identify for the public where 
relevant archives are located, 
taking donations of private sector 

Refugees often do not know what 
records about them exist, where 
records that they might need are 
located, or who or how to ask for 
them. Relevant records may exist in 
many agencies and digital systems in 
multiple countries and jurisdictions.
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processed, the purposes for processing 
such data and the Implementing Partner(s) 
and/or third parties to whom such data has 
been, is being or will be transferred.

Convention for the Protection of 
Individuals with regard to Automatic 
Processing of Personal Data, Article 
8(a): Any person shall be enabled to 
establish the existence of an automated 
personal data file, its main purposes, as 
well as the identity and habitual residence 
or principal place of business of the 
controller of the file.

The OECD Privacy Framework, Principle 
13(a): Individuals should have the right to 
obtain from a data controller, or 
otherwise, confirmation of whether or not 
the data controller has data relating to 
them.

archives, or providing a ‘safe 
haven’ trusted repository for 
endangered archives.

Principle 7: Archivists should 
include in the description of 
archival holdings information that 
to the best of their knowledge 
enables users to understand 
whether the archives might 
contain information that would be 
useful to exercise a claim of 
human rights, with particular 
regard to information regarding 
gross human rights violations, 
information that would help 
resolve the fate of missing 
persons, or information that may 
enable individuals to seek 
compensation for past violations 
of human rights.

Principle 8: Archivists and 
records managers should provide 
timely arrangement and 
description of the archives in the 
holdings to ensure equal, fair and 
effective access for users, giving 
priority to organizing and 
describing archival holdings 
documenting gross human rights 
violations.

Principle 9: Governments should 
ensure that access is provided to 
their archives concerning 
violations of human rights and 
humanitarian law. 

Principle 10: Archivists and 
records managers should advocate 
for and support the right of access 
to government archives and 
encourage non-governmental 
institutions to provide similar 
access to their archives.

Principle 14: Institutions, 
professional associations of 
archivists and records managers 
and individuals should promote 
programs to inform the public 
about their right of access to 
archives and the important role of 
archivists in protecting their 
fundamental freedoms. Special 
attention should be given to 
ensuring that disadvantaged 
persons know that they may call 
upon archivists to locate and 
retrieve archives that may enable 
them to assert their rights.

Table 3: Example of warrants for the right to be able to read and understand records about 
oneself or about one's own case 
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WARRANTS FROM 
INTERNATIONAL 
INSTRUMENTS/POLICIES

WARRANTS FROM ICA 
BASIC PRINCIPLES 

WARRANTS FROM R3 CASE 
ANALYSES

Policy on the Protection of Personal 
Data of Persons of Concern to UNHCR, 
Principle 3.1(i): When collecting 
personal data from a data subject, 
UNHCR should inform the data subject 
of the following, in writing or orally, and 
in a manner and language that is 
understandable to the data subject, the 
specific purpose(s) for which the personal 
data or categories of personal data will be 
processed.

The OECD Privacy Framework, 
Principle 13(b)(iv): Individuals should 
have the right to have communicated to 
them, data relating to them in a form that 
is readily intelligible to them.

International Standards on the Protection 
of Personal Data and Privacy, Principle 
16.2: Any information furnished to the 
data subject must be provided in an 
intelligible form, using clear and simple 
language.

Principle 12: Archivists should 
provide reference service without 
discrimination that is proscribed 
by the Universal Declaration of 
Human Rights. All persons are 
entitled to call upon the assistance 
of an archivist to help them locate 
and retrieve archives that may 
enable them to establish their 
rights.

Principle 14: Institutions, 
professional associations of 
archivists and records managers 
and individuals should promote 
programs to inform the public 
about their right of access to 
archives and the important role of 
archivists in protecting their 
fundamental freedoms. 
Special attention should be given 
to ensuring that disadvantaged 
persons know that they may call 
upon archivists to locate and 
retrieve archives that may enable 
them to assert their rights.

Many refugees are unable to read 
and/or write, or even if they are, they 
are unfamiliar with the language, 
script or bureaucratese of the records 
they must produce or contribute 
to/sign in each jurisdiction. Some may 
have come from Indigenous 
communities that do not have a written 
language. Beyond that, many have 
never had experience interacting with 
bureaucratic processes or even with 
written records. 

Almost 50% of all refugees are 
children, including infants and other 
very young children. Children are 
often required to represent themselves 
in asylum processes and have no right 
to legal representation or a records 
advocate.

Table 4: Example of warrants for the right to have one's self-identity acknowledged in 
records about oneself 

WARRANTS FROM 
INSTRUMENTS/POLICIES

WARRANTS FROM ICA 
BASIC PRINCIPLES

WARRANTS FROM R3 CASE 
ANALYSES

UN Declaration on the Rights of 
Indigenous Peoples (UNDIIP), 
Article 6: Every indigenous individual 
has the right to a nationality.
Article 7 (2): Indigenous peoples have the 
collective right to live in freedom, 
peace and security as distinct peoples and 
shall not be subjected to any act of 
genocide or any other act of violence, 
including forcibly removing children of 
the group to another group.
Article 8 (1): Indigenous peoples and 
individuals have the right not to be 
subjected to forced assimilation or 
destruction of their culture.
Article 8 (2): States shall provide 
effective mechanisms for prevention of, 
and redress for: (a) Any action which has 
the aim or effect of depriving them of 
their integrity as distinct peoples, or of 
their cultural values or ethnic identities.

Article 33(1): Indigenous peoples have 
the right to determine their own identity 
or membership in accordance with their 
customs and traditions. 

Principle 3: Archivists should 
ensure that they acquire archives 
that reflect and are pertinent to all 
groups. Some archives have a 
special focus, such as archives of 
faith-based bodes, archives of 
indigenous communities, or 
archives documenting social 
movements. These institutions 
discriminate in their acquisition 
program in accordance with their 
mandate, but regardless of their 
special focus within their mandate 
they are inclusive. 

Principle 22: In countries where 
there exist groups, communities or 
regions whose needs for archival 
services are not met, particularly 
where such groups have distinct 
cultures, traditions or languages or 
have been the victims of past 
discrimination, governments, 
professional associations of 
archivists and records managers, 
archival and educational 
institutions and individual 
professionals should take special 

Refugees may find that they are 
assigned an ethnic or national identity 
other than that of their self-identity in 
the course of going through another 
country's asylum processes or as a 
condition of those processes, 
especially if they migrated or were 
displaced via another country or 
arrived in the country in which they 
claimed asylum by boat without 
papers. Additionally, some national or 
ethnic identities are actively 
discriminated against or are not 
recognized by other states. For 
example, the United States does not 
recognize 'Palestinian’ as a national 
identity.

Indigenous persons may not be 
provided with support in asylum 
proceedings or detention facilities for 
their language or cultural needs and 
Indigenous children may be separated 
from their families and placed in non-
Indigenous holding or care facilities, 
something that for which there is a 
pre-existing, longstanding traumatic 
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measures to provide opportunities 
for persons from these groups to 
enter the archival profession and 
should ensure that they receive 
training appropriate to the needs 
of their groups.

legacy in many regions around the 
world.

One's gender identity may also not be 
recognized in official documents, 
asylum proceedings or assignment to 
camp or detention facilities in any 
state (including the home state) that 
does not recognize non-binary or 
transgender identities. Wives in 
polygamous or underage marriages 
may also not have their marital and 
family status recognized in states with 
different marriage laws

Conversely documents provided in 
host states and states of asylum may 
not be recognized by the home state if 
laws differ regarding self-identity. 
This may be a future concern for 
return, claiming reparations or 
(re)claiming rights and citizenship in 
the country of birth. For example, The 
California (USA)Gender Recognition 
Act (SB 179) provides a non-binary 
gender option for birth certificates and 
driver’s licenses and Australia, 
Germany and several other countries 
have three gender options—male, 
female and indeterminate—for 
passports.

Table 5: Example of warrants for the right to respond to, and include an annotation 
permanently attached to records about oneself

WARRANTS FROM 
INTERNATIONAL 
INSTRUMENTS/POLICIES

WARRANTS FROM ICA 
BASIC PRINCIPLES 

WARRANTS FROM R3 CASE 
ANALYSES

Policy on the Protection of Personal 
Data of Persons of Concern to UNHCR, 
Principle 3.3.1: The data subject may 
request the correction or deletion of 
personal data that is inaccurate, 
incomplete, unnecessary or excessive

The OECD Privacy Framework, 13(d): 
Individuals should have the right to 
challenge data relating to them and, if the 
challenge is successful to have the data 
erased, rectified, completed or amended.

Orentlicher Principles: Principle 17: All 
persons shall be entitled to know whether 
their name appears in State archives 
and…if it does, by virtue of their right of 
access, to challenge the validity of the 
information concerning them by 
exercising a right of reply. The 
challenged document should include a 
cross-reference to the document 
challenging its validity and both must be 
made available together whenever the 
former is requested.

Many refugees have been subject to 
surveillance and informing. Others 
have been subject to mis-
representation of their ethnic, sexual, 
gender or other identity. They should 
have the right to challenge, correct, 
respond to and annotate records kept 
about them accordingly. Whether or 
not an incorrect record should be 
deleted or destroyed and not just 
rectified is a matter of debate across 
the other sources of warrant.
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EU Charter of Fundamental Rights, 
Article 8: Everyone has the right of 
access to data which has been collected 
concerning him or her, and the right to 
have it rectified.

EU GDPR, Article 16, Right to 
Rectification: The data subject shall have 
the right to obtain from the controller 
without undue delay the rectification of 
inaccurate personal data concerning him 
or her. Taking into account the purposes 
of the processing, the data subject shall 
have the right to have incomplete 
personal data completed, including by 
means of providing a supplementary 
statement.

Table 6: Example of warrants for the right to refuse to participate in the creation of a record 
about oneself or to resist being recorded if there is a credible fear that doing so will 
compromise one's own human rights or those of others

WARRANTS FROM 
INTERNATIONAL 
INSTRUMENTS/POLICIES

WARRANTS FROM ICA 
BASIC PRINCIPLES

WARRANTS FROM R3 CASE 
ANALYSES

Policy on the Protection of Personal 
Data of Persons of Concern to UNHCR, 
Principle 3.1(vii): When collecting 
personal data from a data subject, 
UNHCR should inform the data subject 
of [their] right to object to the collection 
of personal data.

UN Declaration of Human Rights, Article 
12: No one shall be subjected to arbitrary 
or unlawful interference with his privacy, 
family, home or correspondence.

International Standards on the Protection 
of Personal Data and Privacy, Principle 
18.1: The data subject may object to the 
processing of personal data where there is 
a legitimate reason related to his/her 
specific personal situation.

European Union General Data 
Protection Regulation, Article 7(3): The 
data subject shall have the right to 
withdraw his or her consent at any time.

LGBTQ refugees who fear persecution 
in a host or home country may refuse 
to participate in medical examinations, 
to sign records that attribute a different 
gender marker to them than their own 
gender identification, to contribute 
DNA that might be used to separate 
non-biological family members, or to 
provide passwords to social media and 
other online accounts that might be 
used as evidence against them or 
others.

Refugees may wish to refuse 
datafication, for example, through the 
collecting and further distribution of 
their biometric or DNA data at 
borders, camps or during other 
bureaucratic processes without 
sufficient guarantees that it will not 
compromise their human rights or 
those of their family members now or 
at a future time.

Table 7: Example of warrants for the right to guaranteed safe, secure and timely access to 
relevant records about oneself upon request

WARRANTS FROM 
INTERNATIONAL 
INSTRUMENTS/POLICIES

WARRANTS FROM ICA 
BASIC PRINCIPLES

WARRANTS FROM R3 
ANALYSES
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The OECD Privacy Framework, 
Principle 13(b)(i): Individuals should 
have the right to have communicated to 
them, data relating to them within a 
reasonable time.

Global Compact for Safe, Orderly and 
Regular Migration, Objective 4, (20c): 
Ensure adequate, timely, reliable and 
accessible consular documentation to our 
nationals residing in other countries, 
including identity and travel documents.

Global Compact for Safe, Orderly and 
Regular Migration, Objective 4, (20d): 
Facilitate access to personal 
documentation, such as passports and 
visas, and ensure that relevant regulations 
and criteria to obtain such documentation 
are non-discriminatory.

Orentlicher Principles, Principle 15: 
Access to archives shall be facilitated in 
order to enable victims and persons 
related to claim their rights…Access to 
archives should also be facilitated in the 
interest of historical research, subject to 
reasonable restrictions aimed at 
safeguarding the privacy and security of 
victims and other individuals. Formal 
requirements governing access may not 
be used for purposes of censorship.

Principle 8: Archivists and 
records managers should provide 
timely arrangement and 
description of the archives in the 
holdings to ensure equal, fair and 
effective access for users, giving 
priority to organizing and 
describing archival holdings 
documenting gross human rights 
violations.

Principle 12: Archivists should 
provide reference service without 
discrimination that is proscribed 
by the Universal Declaration of 
Human Rights. All persons are 
entitled to call upon the assistance 
of an archivist to help them locate 
and retrieve archives that may 
enable them to establish their 
rights.

Principle 19: Institutions provide 
access to archives, including 
displaced archives, for transitional 
justice institutions and for 
persons, including victims and 
survivors of gross violations of 
human rights—regardless of their 
citizenship—who need them to 
seek compensation for previous 
damage to their human rights or to 
protect their fundamental rights. 

In Turkey, which does not recognize 
polygamous marriages, for a Muslim 
male refugee to marry, he must first go 
to the consulate of his home country 
and obtain a document certifying that 
he is not already married. If he is an 
asylee or refugee because he is a 
dissenter of his home country's current 
government or is a member of a 
persecuted group, then he may put 
himself at risk by presenting himself at 
the consulate.

Women of various ethnicities who lost 
their husbands and sons and were 
displaced by the wars in the former 
Yugoslavia were later required to 
return to the homelands from which 
they were displaced through 'ethnic 
cleansing', sometimes as often as 
every six months, to obtain new 
certified copies of identity 
documentation that would allow them 
to work in other countries that were 
established after the breakup of 
Yugoslavia, and where they now 
reside. Other displaced persons may 
experience difficulty gaining timely 
access to archives where property, 
educational and other needed records 
are held.

Table 8: Example of warrants for the right to be consulted when and why another party, 
including family members, requests access to a record about oneself

WARRANTS FROM 
INTERNATIONAL 
INSTRUMENTS/POLICIES

WARRANTS FROM ICA 
BASIC PRINCIPLES

WARRANTS FROM R3 
ANALYSES

International Standards on the Protection 
of Personal Data and Privacy, Principle 
10.2: The responsible person shall 
provide to the data subjects…the intended 
purpose of processing [and] the recipients 
to whom their personal data will be 
disclosed.

Guidelines for the Regulation of 
Computerized Personal Data Files, 
Principle 4: Everyone who offers proof 
of identity has the right to know whether 
information concerning him is being 
processed…and, when it is being 
communicated, to be informed of the 
addressees.

Refugee records may be used for 
security, family 
reunification/separation purposes by 
authorities. They may also be 
requested by other family members. 
These uses may have positive or 
negative impacts on the refugees 
themselves and the refugee should be 
consulted. For example, individuals 
attempting to protect themselves or 
their children from a family abuser 
may wish to prevent personal 
information or records being given 
out.

Table 9: Example of warrants for the right to a safe and secure personal recordkeeping place 
or space to preserve, manage and access records and authentic copies of records about 
oneself
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WARRANTS FROM 
INTERNATIONAL 
INSTRUMENTS/POLICIES

WARRANTS FROM ICA 
BASIC PRINCIPLES

WARRANTS FROM R3 
ANALYSES

New York Declaration for Refugees and 
Migrants, Annex I (7c): Encourage and 
empower refugees, at the outset of an 
emergency phase, to establish supportive 
systems and networks that involve 
refugees and host communities and are 
age- and gender-sensitive, with a 
particular emphasis on the protection and 
empowerment of women and children 
and other persons with specific needs.

Principle 1: Systems that create 
and manage human rights archives 
needs to ensure those archives can 
be proven to be genuine, are 
accurate and can be trusted, are 
complete and unaltered, secure 
from unauthorised access, 
alteration and deletion, can be 
found when needed, and are 
related to other relevant archives

Displaced persons may have 
documents they are carrying on them 
removed by hostile authorities at 
borders or being found with those 
documents may result in further 
danger for them or forced repatriation. 
Digital copies of documents carried on 
devices such as smartphones may also 
be forcibly accessed by authorities and 
will also not likely be accepted as 
reliable evidence in asylum and other 
legal proceedings. Digital, Cloud-
based, block-chain authenticated 
personal recordkeeping spaces offer 
the potential to overcome many of 
these concerns.
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