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ABSTRACT OF THE DISSERTATION

Pushing the Boundaries of JavaScript Static Analysis
by
Madhurima Chakraborty

Doctor of Philosophy, Graduate Program in Computer Science
University of California, Riverside, June 2025
Professor Manu Sridharan, Chairperson

Static analysis of JavaScript remains a notoriously difficult problem due to the lan-
guage’s highly dynamic and reflective nature. Features such as dynamic property accesses,
higher-order functions, prototype-based inheritance, and event-driven control flow introduce
fundamental obstacles to sound and scalable analysis. A central challenge is the construc-
tion of precise call graphs, which serve as a critical prerequisite for most interprocedural
analyses. Imprecise call graphs often result in high false-positive rates, undermining the
effectiveness of downstream analyses and increasing the manual burden on developers. This
thesis addresses core limitations in JavaScript static analysis. The first work presents an
empirical study of call graph unsoundness in real-world JavaScript applications. We system-
atically identify and categorize the root causes of missing call graph edges in state-of-the-art
call graph construction techniques, such as dynamic property accesses, higher-order func-
tions, and indirect call patterns. This analysis reveals fundamental weaknesses in existing
techniques and provides actionable insights for improving call graph recall. The second work
introduces an indirection-bounded call graph construction technique. Motivated by the ob-
servation that real-world JavaScript code typically exhibits shallow levels of indirection in
data flows, the technique bounds the depth of object and function dereferencing to reduce
analysis overhead. This approach achieves up to a 2X speedup on large Node.js applica-
tions while maintaining nearly identical precision and incurring a modest reduction in recall,
making whole-program analysis more tractable at scale. The final work focuses on stati-
cally detecting promise misuses, a class of bugs that arise from JavaScript’s asynchronous
programming model through PROMISEPATROL—an abstract interpretation framework that

models promise creation, state transitions, and handler attachment interprocedurally. The



analysis identifies missing fulfillment and rejection handlers that may result in silent loss
of asynchronous results or unhandled rejections. Applied to 100 popular npm packages,
PROMISEPATROL uncovers 15 previously undocumented instances of missing handlers across
7 projects, demonstrating the practical utility of the approach in identifying real-world asyn-
chronous defects. Together, these techniques advance the state of JavaScript static analysis
by improving the soundness of call graph construction, enabling scalable interprocedural
reasoning, and providing effective tools for detecting asynchronous programming errors in

complex, real-world codebases.
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Chapter 1

Introduction

JavaScript plays a central role in the modern software ecosystem, powering both
interactive front-end applications in the browser and large-scale server-side systems through
platforms like Node.js. As these applications evolve in scale and complexity, ensuring cor-
rectness, security, and maintainability becomes increasingly important. Static analysis tools
offer a scalable solution for detecting bugs, enforcing coding standards, and supporting tasks
such as auto-completion, type inference, and refactoring. However, applying static analysis
to JavaScript remains an enduring challenge.

Unlike statically typed languages, JavaScript exhibits highly dynamic behavior:
objects can be modified at runtime, functions can be assigned to variables or object proper-
ties and invoked dynamically, and asynchronous constructs like Promises and event-driven
callbacks introduce non-deterministic and non-local control flow. These features obscure
the program’s structure and make the control and data flows highly implicit. As a result,
static analyses struggle to maintain soundness—capturing all possible behaviors—without
sacrificing precision or scalability.

A cornerstone of interprocedural static analysis is the call graph, which encodes the
set of potential function calls that may occur during execution. Call graphs form the basis
for many downstream analyses, including alias tracking, taint propagation, and control-
flow-sensitive optimizations. However, constructing accurate call graphs for JavaScript is
notoriously difficult. Features such as dynamic property access, higher-order functions,

prototype-based inheritance, and runtime code loading (e.g. eval) can cause static analyz-



ers to miss critical call edges or over-approximate the set of possible callees. In practice,
incomplete call graphs result in unsound analyses that miss true bugs, while imprecise
graphs yield excessive false positives, diminishing the utility of analysis results.

This dissertation addresses these foundational limitations by rethinking how we
diagnose, improve, and apply call graph construction in the context of dynamic JavaScript
programs. We propose three key contributions, each rooted in real-world challenges and
designed for practical impact.

First, we introduce a systematic method for diagnosing the sources of call graph
unsoundness. Our root cause analysis technique operates on real-world JavaScript applica-
tions and identifies concrete language features and coding patterns responsible for missing
edges in the computed call graph. By attributing unsoundness to specific constructs—such
as indirect calls via computed property accesses, we enable both developers and tool de-
signers to understand where existing techniques fall short and how recall can be improved
in a targeted manner.

Second, we present an optimization strategy that improves the scalability of call
graph construction by bounding the depth of indirection explored during analysis. Empirical
studies show that most useful call edges arise within a small number of dereference steps.
By bounding the depth of indirection of object pointers and higher-order functions, we
significantly reduce the computational overhead without sacrificing excessive precision or
recall. Our indirection-bounded algorithm integrates with existing call graph construction
techniques such as field-based and wave-propagation analyses, yielding on an average 2X
speedups in large Node.js applications with nearly identical precision and acceptable impact
on recall.

Third, we leverage these improvements to statically detect a class of asynchronous
programming bugs involving Promises. Promises are a central abstraction for managing
asynchronous control flow in modern JavaScript. While they help structure asynchronous
logic more cleanly than callbacks, they also introduce new pitfalls: missing fulfillment han-
dlers may result in ignored values, while missing rejection handlers can cause unhandled
exceptions. We develop PROMISEPATROL, a static analysis framework based on abstract in-

terpretation, which models the lifecycle of Promises—tracking their creation, resolution/re-



jection, and handler attachment across function boundaries. Our analysis identifies common
misuse patterns that are difficult to expose via testing alone, and uncovers previously un-
documented bugs in popular npm packages.

The rest of this dissertation is organized as follows. Chapter |2|is adapted from [15]
and formalizes our root cause quantification technique and applies it to evaluate the recall
limitations of state-of-the-art call graph algorithms. Chapteris adapted from [14] describes
our indirection-bounded call graph construction approach and demonstrates its impact on
performance, precision and recall. Chapter [4] introduces PROMISEPATROL, our analysis
framework for detecting Promise mismanagement bugs. Finally, Chapter [5| discusses the
broader implications of our findings and outlines future research directions in building sound,

scalable static analyses for dynamic languages like JavaScript.



Chapter 2

Automatic root cause
quantification for missing edges in

JS call graphs

Building sound and precise static call graphs for real-world JavaScript applications
poses an enormous challenge, due to many hard-to-analyze language features. Further, the
relative importance of these features may vary depending on the call graph algorithm being
used and the class of applications being analyzed. In this chapter, we present a technique
to automatically quantify the relative importance of different root causes of call graph un-
soundness for a set of target applications. The technique works by identifying the dynamic
function data flows relevant to each call edge missed by the static analysis, correctly han-
dling cases with multiple root causes and inter-dependent calls. We apply our approach to
perform a detailed study of the recall of a state-of-the-art call graph construction technique
on a set of framework-based web applications. The study yielded a number of useful in-
sights. We found that while dynamic property accesses were the most common root cause
of missed edges across the benchmarks, other root causes varied in importance depending
on the benchmark, potentially useful information for an analysis designer. Further, with
our approach, we could quickly identify and fix a recall issue in the call graph builder we

studied, and also quickly assess whether a recent analysis technique for Node.js-based ap-



plications would be helpful for browser-based code. All of our code and data is publicly

available, and many components of our technique can be re-used to facilitate future studies.

Our contribution lies in developing an open source framework quantifying the
potential root causes of low recall of static call graphs. We posit that the findings of this

study will guide future research in improving JavaScript based static analysis techniques.

2.1 Introduction

Effective call graph construction is critically important for JavaScript static anal-
ysis, as JavaScript analysis tools often need to reason about behaviors that span function
boundaries (e.g., security vulnerabilities [34, |36] or correctness of library updates |71]).
Unfortunately, call graph construction for real-world JavaScript programs poses significant
challenges, particularly for client-side code in web applications. Modern web applications
are increasingly built using sophisticated frameworks like React [92] and AngularJS [33|[|
Sophisticated recent JavaScript static analysis frameworks [44} 146, (53| [99] often focus on
sound and precise handling of complex JavaScript constructs. While these systems have
advanced significantly, they cannot yet scale to handle modern web frameworks. There are
also a growing number of unsound but pragmatic call graph analyses designed primarily to
give useful results for real-world code bases |26} |32, 71, [79]. While these techniques have
been shown effective in certain domains, their unsoundness can lead to missing many edges
when analyzing framework-based applications [36], i.e., the analyses can have low recall.
For bug-finding and security analyses, these missing edges are of key concern as they can
lead to false negatives like missed vulnerabilities.

To guide development of better call graph builders, it would be highly useful
to know which language constructs are contributing most to reducing recall for a set of
benchmarks of interest. JavaScript has many different constructs that are typically ignored
or only partially handled by pragmatic static analyses, due to their dynamic nature [96].

Further, there are complex tradeoffs involved in adding support for these constructs, as a

LA recent Stack Overflow developer survey shows popularity of these frameworks is growing, with total
usage surpassing older libraries like jQuery [104].
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Figure 2.1: Overview of our methodology.

more complete handling may lead to scalability and precision problems. Analysis designers
aiming to improve results for a set of benchmarks would be helped by quantitative guidance
on the relative importance of different unhandled language features.

This chapter presents a novel technique for automatic root cause quantification
for missing edges in JavaScript call graphs. Figure gives an overview of our technique.
Given a program, a static call graph builder enhanced to also export static flow graphs (see
Section , and a harness for exercising the program, our technique automatically finds
missing flows, data flows of function values that occur at runtime but are not modeled by
the static analysis. Our technique associates a set of missing flows with each missed call
graph edge, thereby indicating which data flows must be handled by the static analysis to
discover the missed edge. The technique correctly accounts for inter-dependent calls, where
a call graph edge is missing due to the absence of other call graph edges.

We further observe that given a missing flow, one can often automatically deter-

mine a root cause label for the flow, indicating which unhandled language construct(s) were



responsible for the flow being missed. Such labeling can be performed at different levels
of granularity, depending on what level of detail is desired by the analysis designer. Given
logic to map missing flows to root cause labels, our technique automatically quantifies the
prevalence of each root cause for the desired benchmarks.

We have implemented our techniques, and we used them to study the recall of
two variants of the approximate call graphs (ACG) algorithm of Feldthaus et al. [26], as
implemented in the WALA framework [27], on a suite of modern web applications. We

found the root cause quantification to provide useful insights, in particular:

e To our surprise, a large initial cause of low recall was the lack of models in WALA
for a variety of built-in library functions. By adding models, we were able to increase

recall by up to 5 percentage points.

e After fixing the native models, dynamic property accesses were the largest root cause
of low recall, at 70%. The second-largest root cause varied significantly across the

benchmarks.

e We applied a finer-grained root cause labeling for dynamic property accesses, and
found that their property names are computed in a wide variety of ways, with no single
dominant pattern. We studied the potential of a recently-described recall-improving
technique for dynamic property accesses in Node.js programs [79], and found that it

would at best have a small impact for our web-based benchmarks.

Our dynamic call graph and flow trace analyses were challenging to implement due
to JavaScript’s hard-to-analyze language features. JavaScript includes many difficult-to-
analyze features, including (but not limited to) reflective call mechanisms, “native” library
methods, getter/setter methods, and dynamic code evaluation. Pragmatic static analyses
often ignore most of these features, as they do not aim for sound results. However, since we
aimed to study which calls were missed by such analyses and why those calls were missed,
our dynamic analyses had to faithfully capture the behavior of these features, and thereby
incurred significant additional complexity (see Section .

All of our code and data is publicly available in an artifact [16]. Our infrastructure

is reusable and could be applied to study other static analyses, other benchmarks, and other



platforms (e.g., Node.js). Together, our infrastructure, methodology, and results can help

guide the design of future analyses targeting real-world JavaScript code.

Contributions This chapter makes the following contributions:

e We present a novel approach to quantifying the importance of language features caus-
ing low recall in JavaScript call graphs. The approach properly handles missing call
graph edges with multiple root causes, and also inter-dependent calls, where an edge

is missing due to the absence of another edge.

e We describe implementations of a dynamic call graph and dynamic flow trace anal-
ysis of function values for JavaScript, both of which handle several hard-to-analyze

JavaScript features.

e We present results and key observations from applying our techniques for the ACG

algorithm [26] and a suite of framework-based web applications.

The remainder of this chapter is organized as follows. Section [2.2] provides back-
ground, and Section describes our dynamic analyses. Section presents our technique
for automatically discovering root causes for missing edges. Section [2.5] gives details of our
implementation. Section [2.6] describes the setup of our study, and Section [2.7] presents our

results. Section discusses related work, and Section [2.9| concludes.

2.2 Background

We first give some background on challenges for JavaScript static analysis and on

call graph construction.

2.2.1 JavaScript analysis challenges

JavaScript programs often pose particularly difficult challenges for static analysis.
JavaScript includes numerous dynamic and reflective language features that are difficult to
analyze, and unfortunately these features are used often in practice [96]. We briefly present
such features here; see previous work for detailed discussions (e.g., [42} [86} 96| 103]). Tricky

features include:



e Dynamic Property Accesses: JavaScript object fields, or properties, can be ac-
cessed using the syntactic form x[e], where e is an arbitrary expression evaluating
to a string property name. Determining what memory locations may be accessed by
an expression x[e] (fundamental to tracking data flow) can be a significant analysis
challenge. Further, if e evaluates to a property name that does not exist on x, a write
to x[e] creates the property rather than failing, making precise analysis even more

challenging.

e Eval: JavaScript allows for evaluating arbitrary strings as code at runtime, most
commonly via its eval construct or the Function constructor. This dynamically-

evaluated code is known to pose significant problems for static analysis [42] 95].

e With: The with construct enables adding arbitrary variable bindings with a
dynamically-constructed map [64]. As with eval, with usage complicates static anal-

ysis [86].

e Getters and Setters: A JavaScript property may be defined such that accessing
the property actually invokes a getter or setter method with custom logic [65]. This
feature makes it difficult to precisely identify the program locations where a function

call can occur.

e Reflective Calls: JavaScript provides reflective methods to pass function parameters
in flexible ways, e.g., binding the this parameter explicitly or passing arguments in an
array |66]. Also, any function may read its formal parameters via a special arguments
array, enabling variadic functions. Finally, any function may be legally invoked with
any number of parameters, independent of how many formal parameters it declares.

Together, these features complicate tracking of inter-procedural data flow.

e Native Methods: JavaScript and the web platform provide a large standard library
whose implementation is typically opaque to static analysis; hence, models must be

constructed for a large number of these “native” methods.

While these root causes of difficult analysis are well known, our techniques enable

measurement of their relative impact on call graph recall for a set of target benchmarks.



2.2.2 Call graph construction

In a static call graph, nodes represent program methods, and an edge from a to
b means that ¢ may invoke b at runtimeﬂ The utility of a computed call graph CG can
be measured in terms of precision and recall. Precision measures the number of infeasible
edges in CG (edges for calls that cannot occur in any execution), while recall measures
the number of feasible call edges (those that can occur in some execution) missing from
CG. Recall will be 100% for any sound call graph construction technique, but as noted
in Section many practical techniques sacrifice soundness for improved scalability and
precision. It is undecidable to compute the “ground truth” of possible calls for an arbitrary
program, required to measure precision and recall perfectly. Our evaluation (and previous
work [26, 79, 98, [106]) proceeds by exercising benchmarks using a best-effort process and

then studying recall using the measured dynamic behaviors.

Static Flow Graphs Our technique also relies on obtaining a static flow graph
from the static call graph analysis, to determine what dynamic data flow of function values
was missed by the static analysis (see Figure and further discussion in Section . In
a flow graph, each node represents either a memory location (variables, object properties,
etc.), a function value, or a call sites. Edges in the flow graph are defined as follows: if the
call graph analysis determines that a function value may be read from (abstract) memory
location m; and then written to location my (i.e., it may be directly copied from mj to ms),
the static flow graph should include an edge from m to me. So, flow graph edges should
capture observed assignments of function values into variables and object properties, and
passing of function values as parameters or return values to capture inter-procedural data
flow. Additionally, for a call m,(...), the flow graph should contain an edge from m; to a
“callee” node for the call site (see example below). With this construction, the static call
graph should have an edge from call site s to function f iff there is a path from f to the
callee node for s in the flow graph.

Graph representations are standard in analyses that track data flow [102]. Further,

any realistic JavaScript call graph construction algorithm must track function data flow, as

2The call graph also includes information on which instruction in a, or call site, may invoke b.

10



1 function main() {

2 var vl = function f1() { return "John"; }

3 var v2 = function f2() { return "555-1234"; }
4 var obj = { MyName: v1, MyPhone: v2 };

5 obj.MyName () ;

6 obj["My" + "Phone"]1Q);

7}

8 main();

Figure 2.2: Small example to illustrate our techniques.

JavaScript provides no basis for a cheaper technique (functions cannot be coarsely matched
to possible call sites using types or even function arity). Hence, we expect extraction of

flow graphs from JavaScript call graph analyses will be straightforward.

Example Figure 2.2] gives a small running example for illustrative purposes.
Line [4] creates an object with two fields MyName and MyPhone, respectively holding functions
f1 and £2. Line [5[reads and invokes f1 using a static property access (the property name
is syntactically evident), whereas Line |§| reads and invokes f2 using a dynamic property
access.

Figure 2.3 shows the flow graph constructed by a variant of the call graph builder
we study [26] for the Figure example. Edges represent the possible flow of function £1
to the variable v1, then the object property MyName, and finally the call at Line Given
this path, the static call graph includes an edge from main to £1. In contrast, the edge from
the MyPhone property node to the call on Line [6]is missing in Figure [2.3] due to the dynamic
property access. Our approach can determine that this missing flow graph edge leads to
a missing main-to-£2 edge in the call graph, and further reason that a dynamic property

access is the root cause of the missed edge.

11
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2.3 Dynamic Analyses

Our technique uses dynamic analyses to determine calls and data flows of function
values occurring in executions of a program; this information is then compared with that
in the static call graph and flow graph to detect missing flows (see Section . Here
we describe the dynamic analyses at a high level; we discuss implementation challenges
related to complex JavaScript language constructs (such as those listed in Section in
Section

Dynamic Call Graphs A dynamic call graph captures the calls that occurred
in an execution (or set of executions) of a program. As with static call graphs, nodes
represent program methods and edges represent invocations between methods. At a high
level, constructing dynamic call graphs only requires recording the actual functions invoked
at each call instruction in some suitable data structure, and this type of analysis has been
built many times before, including for JavaScript [39]. However, our analysis goes further
by exposing call-related behaviors of some of the tricky JavaScript constructs outlined in

Section [2.2.1] crucial for a more complete understanding of static call graph recall.

Dynamic Flow Traces Beyond dynamic call graphs, our technique requires

dynamic flow traces to find gaps in the data flow reasoning of static call graph builders.

12



A dynamic flow trace logs all data flow and invocation operations performed on function
values. The trace includes an entry for each creation of a function value (e.g., an expression
function () { ... }) and for each function call. It also includes an entry for each read or
write of a function value to or from a variable or object property. As an example, here is
an excerpt of the dynamic flow trace for the code in Figure (some details elided):

CREATE(f1,2); VARWRITE(v1,f1,2);

CREATE(f2,3); VARWRITE(v2,£2,3);

VARREAD(V1,f1,4); PROPWRITE(MyName, f1,4);

VARREAD(v2,f2,4); PROPWRITE(MyPhone, £2, 4);

PROPREAD(MyName, £1,5); INVOKE(f1,5);
PrROPREAD(MyPhone,f2,6); INVOKE(f2, 6);

Each entry includes information on the function value being accessed and the location of
the access (here, line numbers). For property accesses, our traces only record the accessed
property name, as the call graph techniques we studied in our evaluation do not distinguish
base objects of accesses. The trace could easily be extended to include base object identifiers
if needed to study other analyses.

For handling of higher-order functions, the trace includes entries for parameter
passing and returns of function values. A call passing a function as a parameter is treated
as a “write” of a parameter variable, which can be read via the formal parameter in the
callee. For returns, a return statement “writes” a special variable associated with the

function’s return value, which is “read” at the corresponding call site.

2.4 Missing Flow Detection

In this section, we describe our technique for discovering the missing flows explain-
ing why a static call graph is missing an observed dynamic call graph edge. See Figure [2.1
for our overall architecture. Given a dynamic flow trace for a program, we first post-process
the trace to discover the relevant dynamic copies for a function call (Section . Then,
our technique matches these dynamic copies to the static flow graph, and automatically

computes the missing flows relevant to each missing call edge (Section [2.4.2]).

13



2.4.1 Finding Relevant Dynamic Copies for a Call

Given a dynamic flow trace and an invocation of function f at a call site, our
technique computes the dynamic copies by which f was invoked at the site. Dynamic
copies capture data flow of function values at runtime—they are the dynamic analogue of
the possible data flow captured in a static flow graph (Section . A dynamic copy
captures one of three operations on function values: (1) the value is created and then stored
in some memory location; (2) the value is copied from one memory location to another; and
(3) the value is read from a location and invoked. By computing the relevant dynamic copies
for a particular call, our technique can expose which data flows may have been missed by
the static analysis.

Pseudocode for finding relevant dynamic copies appears in Algorithm [I, We use
sub-scripted ¢ variables for trace entries. Given an entry t. for a call invoking function f in
trace T, FINDDYNAMICCOPIES computes a list C' of the relevant dynamic copies, starting
at the creation of f and ending at the call. Each dynamic copy is represented in the form
ty Luy t., read as: the function was read from memory by t,,, and then copied to the
memory location read by t,, via write t,,. The algorithm proceeds backwards through the
trace, starting at ¢. and reconstructing step-by-step how f was copied through memory to
reach the call site. Algorithm [I]first finds the read or create operation ¢, for f most closely
preceding t. in the trace (Line , corresponding to evaluation of e in an invocation e()ﬁ
C' is then initialized with ¢, % te, with the invoke label indicating this is not a true
copy, but instead the invocation of f.

The loop at lines discovers relevant dynamic copies by matching writes and
reads backward in the trace. First, Line [f] finds the closest-preceding write operation t,,
that updated t,’s location, using the MATCHINGWRITE procedure. MATCHINGWRITE’s
logic proceeds in cases, handing variables, object properties, formal parameters, and return
values in turn. For a read of property prop, the pseudocode matches with the most recent
write to prop on any object, matching the heap abstraction used by the call graph builder

variants we study (see Section[2.6.1]). For more precise call graph algorithms, the logic could

3In certain corner cases, the closest preceding operation may not be the correct one; we discuss further
under Limitations.

14



Algorithm 1 Finding dynamic copies for a call.

1: procedure FINDDYNAMICCOPIES(T, t.)

2: f « function invoked by t.

3 t, < PRECEDINGREADORCREATE(T t., f)
4 O [t 20k 1)

o

while ¢, is not a CREATE operation do
tw  MATCHINGWRITE(T, ¢, f)
t, + PRECEDINGREADORCREATE(T, t, f)

C <+ (tp lti>tr) = C

tr <ty

10: end while

11: return C'

12: end procedure

13: procedure MATCHINGWRITE(T, t,, f)

14: if t,. reads variable z then

15: return PRECEDINGVARWRITE(T, t,, f, x)

16: else if ¢, reads property prop then

17: return PRECEDINGPROPWRITE(T, ¢, f, prop)
18: else if ¢, reads formal p of function f’ then

19: // preceding invoke of f' passing f to p

20: return PRECEDINGINVOKE(T, t,., f/, f,p)

21: else if ¢, is return value of call to f’ then

22: // preceding return of f from f’

23: return PRECEDINGRETURN(T, t,, f', f)

24: end procedure

easily be updated to also match the exact base object used in the property read operation.
Once the matching write ¢,, is discovered, Line [7] finds the closest-preceding read or create
t,r, which “produced” f for the write, and prepends a dynamic copy &,/ LN t. to C.

As an example, consider the call to £2 on Line [f] in Figure Here are the

relevant trace entries for that call visited by Algorithm

CREATE(£2,3); VARWRITE(v2,£2,3);
VARREAD(v2,£2,4); PROPWRITE(MyPhone,2,4);
PROPREAD(MyPhone,f2,6); INVOKE(f2,6);
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Starting from the INVOKE entry, the closest preceding read of £2 is the PROPREAD of
MyPhone on@ So, C' is initialized with PROPREAD(MyPhone,f2,6) nvoke, INVOKE(£2,86).
The matching PROPWRITE for the read occurs on Line [d] and its closest preceding read of
£2 is the VARREAD on Line Hence, we prepend a dynamic copy VARREAD(v2,£2,4) tqi>
PROPREAD(MyPhone, 2,6), where t,,, = PROPWRITE(MyPhone,£2,4). Proceeding similarly,
we reach the creation point of £2 on Line prepend a dynamic copy CREATE(£2,3) t—wz—>

VARREAD(v2,£2,4), where t,,, = VARWRITE(v2,£2,3), and terminate.

Limitations

Algorithm [I] assumes that the most-closely-preceding read of a function f in the
trace matches the subsequent write or invocation involving f. In rare cases with parameter

passing, this assumption may not hold, e.g.:

1 function foo(p, @) { pO; }

2 function bar() {}

3 var x = bar;

4 var y = bar;

5 foo(x, y);
Assume we are trying to discover the dynamic copies for the call to bar on line 1. Here is
the relevant excerpt of the flow trace:

...; VARWRITE(x ,bar,3); VARWRITE(y ,bar,4); VARREAD(x,bar,5);
VARREAD(y,bar,5); INVOKE(foo0,5); VARREAD(p,bar,1); INVOKE(bar, 1);

For the final INVOKE of bar, the closest-preceding read is of formal parameter p. The
matching “write” is the INVOKE of foo on line 5. From here, the closest-preceding read of
bar is from variable y, which is not the parameter that gets passed in p’s position. Hence,
the analysis will discover an infeasible dynamic copy from the read of y to the read of p.
This simple case could be handled by using source locations during matching, but in cases
involving recursion, dynamic call stacks would also need to be tracked. We did not observe

this behavior in any of our benchmarks, so we chose to employ the simpler technique of

Algorithm
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In some cases, the dynamic flow trace may be missing entries relevant to dynamic
copies, due to JavaScript features like native methods and with (Section and also
implementation limitations; see Section [2.5]for details. In such cases, our algorithm returns
the subset of the relevant dynamic copies that it is able to reconstruct, and if possible notes

a reason for its failure to find all copies.

2.4.2 Flow Graph Matching

Given relevant dynamic copies for a call ¢ missed in the static call graph (discov-
ered based on comparison with the dynamic call graph), we identify the missing flows for
¢ by matching the dynamic copies to the static flow graph extracted from the call graph
builder. (Section described static flow graphs, and Figure gave an example.) Al-
gorithm [2] gives pseudocode for finding missing flows in a static flow graph. The routine
FINDMISSINGFLOWS takes as inputs a list of dynamic copies C produced by FINDDYNAM-
1cCOPIES in Algorithm [I] a static call graph CG, and the corresponding static flow graph
FG. Tts result is a set of missing flows R, where each missing flow is one of three types: (1)
MissingFGNode, indicating a node is missing in the flow graph, (2) MissingFGPath, indicat-
ing a path is missing in the flow graph, and (3) DependentCall, for when the absence of a
flow is due to the absence of another call in the call graph.

For a dynamic copy t, N t,, the algorithm first tries to identify corresponding
flow graph nodes fgSrc and fgDst (Lines 4| and . In most cases, this matching is straight-
forward, done either by matching code entities or matching an accessed memory location to
the flow graph node that abstracts it (we elide the details). In some cases, the flow graph
may not have a matching node, e.g., due to use of eval or due to an unmodelled property
name from a dynamic property access. In such cases, we record an MissingFGNode entry in
the result (lines [6}{9).

If low graph nodes fgSrc and fgDst are discovered, we next check for a path from
fgSrc to fgDst in the flow graph (Line . We must check for a path, rather than just an
edge, since the static analysis may use temporary variables and assignments not present

in the source code. If no path is discovered, we note a MissingFGPath entry, retaining
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Algorithm 2 Finding missing flows in a flow graph for a call.

1: procedure FINDMissINGFLows(C,CG,FQG)

2 R« 0

3 for each dynamic copy ¢, Luy t, € C do

4: fgSrc + FLOWGRAPHNODE(FG, t,/)

5: fgDst < FLOWGRAPHNODE(FG, t,)

6: if fgSrc = null then

T R < R U MissingFGNode(t,)

8: if fgDst = null then

9: R + R U MissingFGNode(t,)
10: if fgSrc # null A fgDst # null A NOPATH(FG, fgSre, fgDst) then
11: R + R U MissingFGPath(fgSrc, fgDst, t,, ty, t,)
12: if t,, is a call then
13: f + function invoked by t,,
14: if Mi1sSINGFROMCG(CG, ty,, f) then
15: R + R U DependentCall(t,,, f)

16: return R

17: end procedure

information about the dynamic copy to facilitate root cause labeling.

To illustrate this, consider the call to £2 in Figure and the corresponding
dynamic copies described in Section In Figure flow graph for the code, there are
matching nodes for all the copy locations, but there is no path matching the final copy
PROPREAD(MyPhone,£2,6) nwoke, INVOKE(£2,6). So, the single missing flow computed
for this case is a MissingFGPath entry with the details of this dynamic copy. Given this

information, a root cause labeler can discover that the flow was missed due to the dynamic

property access; see Section [2.6.2

Dependent calls Lines handle dependent calls, where a path correspond-
ing to a parameter passing or return dynamic copy is missing from the flow graph due to

some other missed call. Consider this example:
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1 function £O) { ... }

2 wvar x = { foo: function £2() { return f; } };

3 var y = x["fo"+"0"1Q);

4 y0O;
For the optimistic ACG call graph algorithm we use in our evaluation (see Section ,
the calls to £2 at line 3 and to £ at line 4 will be missing in the call graph. When finding
missing flows for the line 4 call, a missing path for the function return dynamic copy at line
3 is discovered. However, the issue with the analysis is not that it does not model returns
of function values; this flow was missed because the call target at line 3 was missed, so no
flow could be discovered from the appropriate callee. Our discovery of missing flows must
account for such cases, to enable accurate quantification of root causes.

To handle dependent calls, Algorithm [2] checks at line [I2]if the “write” operation
for the copy was a call. (Recall from Section that calls are treated as the writes for
parameter passing or function returns.) If so, and if the static call graph is missing the
relevant target for the call (line , we add a DependentCall missing flow to the result
(line [15).

When counting the frequency of root causes, for dependent calls, we reuse the root
causes for one call as the root causes for the other. For the example above, the dynamic
property access at line 3 is identified as the single root cause for the missing calls at lines

3 and 4. All results presented in Section precisely account for dependent calls.

Root Cause Labeling Given a set of missing flows, quantification of root cause
prevalence requires attributing a root cause label to each missing flow. The root cause
labels may be specific to the call graph construction algorithm being studied, and must
be developed with knowledge of the soundness gaps in the algorithm. Additionally, root
cause labeling may be performed with different levels of granularity, depending on what
information is required by the analysis developer. In Section [2.6.2] we discuss the root

cause labeling strategies used in our example study of the ACG call graph algorithm [26].
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2.5 Implementation

Dynamic analyses We implemented our dynamic call graph (DCG) and dy-
namic flow trace analyses (Section atop the Jalangi framework [100]E| which leverages
source code instrumentation. While this instrumentation approach is more maintainable
and portable than the alternatives, a downside is that the semantics of certain language
constructs are not exposed in a straightforward way at the source level. In spite of source
code instrumentation’s limitations, one of its primary advantages is that it does not require
modification of a JavaScript engine. Production JavaScript engines in browsers are chal-
lenging to modify, for two reasons: (1) they have complex implementations, so any change
will require considerable engineering effort; and (2) they evolve rapidly, making it difficult
to maintain an analysis. We use Jalangi2 to instrument the programs with our analysis code
because it is easy to maintain and can work across different engines. The tool allows us to
perform analyses even when certain fragments of the source code are not instrumented. Our
analyses contain significant extra logic to capture the behavior of several hard-to-analyze
constructs as accurately as possible, despite the limitations of source instrumentation.

As an example, our DCG analysis exposes many callbacks from “native” library
functions. Such callbacks occurred regularly in the benchmarks used in our study, e.g.,

using Function.prototype.call, as shown in this small example:

1 function foo() { }

2 foo.call(this);

Line 2 invokes foo via call, but Jalangi does not expose the invocation directly, as it cannot
instrument call. Instead, Jalangi exposes the invocation of call, followed by the start of
execution in foo, but with no explicit invocation of foo. To handle such cases, our DCG
analysis maintains its own representation of the call stack. Upon invocation of a native
method, a marker for the method is pushed on the call stack. Then, at the entry of a
(non-native) method, if the top of our call stack is a native method marker, we record the
fact that a native callback occurred. For the above case, the DCG will include an invocation

of the call native method at line 2, and also an invocation of foo from call, as desired. E

“We use version 2 of Jalangi, available at https://github.com/Samsung/jalangi2.
SOur technique does not yet precisely handle cases with multiple levels of native calls, such as Array.
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Our DCG analysis also exposes getter and setter calls, and calls to and from
dynamically-evaluated code. For getters and setters, the analysis detects their presence via
a library API [63]. If a getter or setter is detected at a property access, it is treated as a call
site and the call edge is recorded. We leverage Jalangi’s built-in support for dynamic code
evaluation via eval or new Function; the relevant code string gets instrumented at runtime,
so our analysis has visibility into calls into or out of such code.

Our dynamic flow trace analysis also includes special handling of some challenging
features. The analysis distinguishes getters and setter calls using specially-marked INVOKE
entries, to enable tracking getter and setter use as a root cause. For uses of the arguments
array to access parameters, we generate relevant property write entries at a function entry
as “synthetic” entries (not corresponding to explicit source code). To handle eval-like con-
structs, any trace entry from the evaluated code includes a special source location marking
it as from code executed via eval.

JavaScript has a very broad set of features and native methods requiring special
handling, and our dynamic analyses still do not model all such features. For the flow trace
analysis, in certain cases a property write or read occurs in an unmodelled native method,
and hence is missed in the trace. The analysis generates special entries to model memory
accesses performed by commonly-used library methods, such as push and pop on arrays. We
have not fully modeled all reflective constructs like Object.defineProperty [67]. Also, use
of the with construct can thwart our technique, as it is not fully supported by Jalangi. (We
note that all relevant uses of with in our benchmarks appeared within an eval construct,lﬂ
posing a severe challenge for static analysis.)

In terms of performance, we implemented some optimizations to reduce the size
of the dynamic flow trace for larger benchmarks. First, we limited tracing to only those
function values that could be involved in a missing edge in the static call graph, based on
the creation site of the function. Second, we track a unique identifier for each function value
using Jalangi’s shadow memory functionality, and once the call site with the missing static

call graph edge executes, we disable flow tracing for the corresponding value.

prototype.map.call(...); we plan to add further modeling for such cases in the future.
5For example, see this code from the Knockout framework: https://tinyurl.com/1jxtrpz3
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To generate dynamic call graphs and flow traces, we exercised our benchmarks manually
and recorded the actions as Puppeteer [112] automation scripts to allow for repeatable runs;

Section details the coverage obtained for benchmarks in our study.

Missing Flow Detection The missing flow detection algorithms of Section [2.4
are implemented in 1154 lines of Python code. For the most part, detecting missing flows
in the static flow graph given a dynamic flow trace was straightforward. Some effort was
required to match source locations provided by WALA [27] for JavaScript constructs (our
use of WALA is detailed in Section with what was observed by the dynamic analyses.
In the process of ensuring this matching was precise, we contributed a couple of fixes to
WALA, and also found and fixed a longstanding issue with incorrect source locations in the

Rhino JavaScript parser [74][]

2.6 Study Setup

Here, we detail the setup of our study of root causes of missed call graph edges
for framework-based web applications. We describe the ACG call graph algorithm used
in our study (Section , describe how we performed root cause labeling for this al-
gorithm (Section , and then present our benchmarks and how they were exercised
(Section [2.6.3)).

Our study demonstrates the potential of our techniques to provide valuable insights
into the relative importance of different root causes for missed static call graph edges. We
do not claim that the results for the benchmarks used in our study will generalize to any
broad class of framework-based web applications. A study of a wider variety of benchmarks
to obtain generalizable insights into root causes across JavaScript applications is beyond

the scope of this work.

2.6.1 The ACG algorithm

In our evaluation, we studied variants of the approximate call graph (ACG) algo-

rithm of Feldthaus et al. [26]. The ACG algorithm was designed to entirely skip analysis

"https://github.com/mozilla/rhino/pull/809
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of many challenging JavaScript language features, while still providing good precision and
recall for real-world programs. ACG leverages the insight that many dynamic property
accesses in JavaScript are correlated [103], with a paired dynamic read and write used to
copy a property from one object to another. By using a field-based handling of object
properties |38 (treating each property as a global variable), ACG could ignore dynamic
property accesses entirely and still provide good recall, assuming most accesses are corre-
lated. Feldthaus et al. [26] describe pessimistic and optimistic variants of ACG, differing in
their handling of inter-procedural flow. Pessimistic ACG only tracks data flow across pro-
cedure boundaries in limited cases, whereas optimistic ACG performs full inter-procedural
tracking. We performed root cause quantification for both variants in our study.

Our study uses the open-source implementation of ACG in WALA [27]. This im-
plementation directly builds a flow graph during call graph building, which we serialize
alongside the computed call graph. The WALA implementation also includes partial han-
dling of the call and apply reflective constructs for parameter passing [66]. In the optimistic
variant, interprocedural flow is handled fully for call, but only return values are handled
for apply (as it passes parameters via arrays, which is hard to analyze). We confirmed via
inspection that the WALA implementation of ACG has no handling of getters and setters,

eval, and with.

2.6.2 Root Cause Labeling

We implemented root cause labeling for missing flows based on the gaps we ob-
served in the WALA implementation |27] of the ACG algorithm [26]. For a different al-
gorithm or implementation, some different root causes may be required, but we expect
significant overlap, as several root causes pertain to challenging language features that
many techniques handle unsoundly (e.g., eval). The referenced root cause names are also
used when discussing their prevalence in Section

For MissingFGNode (see Section, in some cases, there is no node representing
the creation of a function value in the flow graph. If the function was from the standard
library, we assigned the label “Call to unmodelled native function,” as WALA was likely

missing a model for the function. In cases where the function was created via a call to
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new Function (unhandled by the ACG implementation), we assigned the label “Creation
via Function constructor.”

In other MissingFGNode cases, the node representing the call site itself is missing.
For this case, a common root cause label is “Call to getter/setter,” as getters and setters are
not modeled by ACG. Also, the “Calls from unmodelled native functions” label captures
cases where an unmodeled native function calls back into application code. Finally, for
a dynamic property access, if the property name is never used as part of a non-dynamic
property access, the flow graph may not have a node for the property, in which case we use
the label “Dynamic Property Access.”

For MissingFGPath, one possible root cause is “Dynamic Property Access,” which
can be identified by the corresponding dynamic reads / writes. For the pessimistic ACG
variant, paths may be missing since the algorithm does not model passing function values as
parameters or returning function values; we use the labels “Parameter Pass” and “Function
return” for these scenarios. For both ACG variants, the “Parameter Pass” label is also used
to reflect passing of parameters in an array via Function.prototype.apply.

In the case of dynamically-evaluated code (the “Use of Eval” and “Eval via new
Function” labels), many relevant nodes may be missing from the static flow graph. We
assign an appropriate root cause in these cases by recording in the flow trace which events
occurred in dynamically-evaluated code (Section . Note that we prioritize the eval-
related root causes over others; e.g., if there is a relevant dynamic property access in eval’d
code, we will assign the eval-related root cause, even though it is possible the analysis also
could not handle the property access. We chose this labeling due to the high difficulty of
handling eval constructs in static analysis; for an analysis with significant support for eval
a different choice may be appropriate.

Finally, as noted in Section [2.4.1} in certain cases we cannot compute all dynamic
copies for a call. For these cases, our technique makes a base-effort attempt to assign an
appropriate root cause label. “Call to bounded function” captures missing handling of the
Function.prototype.bind feature [66]. The “Multiple levels of native functionality” label
captures cases where native methods are invoked reflectively (see Footnote [5). Finally,

we identify the “Use of With” root cause by tracing objects used in with statements and
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Table 2.1: Benchmark Statistics.

Application Framework/ Application
Total LoC
LoC Library LoC |Stmt. Coverage

AngularJs 12091 256 11835 81.08%
Backbone 9003 216 8787 99.74%
KnockoutJs 1044 129 915 98.98%
KnockbackJs 15836 199 15637 99.73%
CanJs 11371 129 11242 100%
React 24855 383 24472 99.21%
Mithril 1433 252 1181 99.61%
Vue 7667 124 7543 97.73%
VanillaJs 751 561 190 98.10%
jQuery 9526 171 9355 99.59%

Juice Shop >65000 15092 >50000 36%

identifying when an unmatched variable corresponds to a with object property.

As Section will show, dynamic property accesses are the most frequent root
cause of missing call graph edges for our benchmarks. To further understand these root-
cause accesses, we also implemented a finer-grained labeling for them, based on the expres-

sion used for the property name. This more granular labeling is described in Section [2.7.3]

2.6.3 Benchmarks and Harness

For benchmarks, our study used several programs from the TodoMVC suite [1].
TodoMVC contains many implementations of a simple web-based todo list application, with
each implementation using a different web framework or language. The suite is designed
to help developers compare different model-view-controller (MVC) frameworks. Because
the suite contains idiomatic implementations of the same functionality across frameworks,

it provides an opportunity to compare sources of missing call graph edges across frameworks.
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To test with a larger web application, we also included OWASP Juice Shop [85],
an AngularJs-based program that is a standard benchmark for security analyses. Counting
the size of framework / library code for Juice Shop is difficult, as the code base does not
clearly separate third-party code used as part of the web site from libraries used only to
deploy the site; we conservatively estimated the framework / library code to be greater than
50 kLoC.

Table [2.1] gives statistics for our benchmarks. The TodoMVC benchmarks are
named based on the web framework that they use. The TodoMVC applications range from
751-24,855 lines of code, with framework sizes varying widely. We chose all eight of the
JavaScript-framework-based implementations that worked with our infrastructureﬁ We also
chose VanillaJS, which does not use any frameworkﬂ and jQuery, for comparison purposes.

To exercise the TodoMVC applications, we wrote a harness to cover as much ap-
plication code as possible, and in the end our script achieved application code statement
coverage of 97% or higher for nearly all benchmarks. We studied all uncovered code manu-
ally, and found that it was either dead code or could not be exercised in a single run of the
application (e.g., for the AngularJs version, a small amount of code would only run if the
app were used and then restarted in offline mode).

For Juice Shop, we were unable to exercise the application beyond fully completing
its initial loading, explaining the significantly lower code coverage. Our infrastructure ran
into scalability issues for deeper runs of Juice Shop, which we hope to fully address in the
near future. Still, simply loading Juice Shop exercised a large amount of code (its flow trace
was nearly 5 times larger than any fully-exercised TodoMVC benchmark), making a study
of missed call edges for the loading portion of the execution interesting on its own.

In terms of running times for our tools, dynamic call graph and flow trace collection
each took between 30 and 60 seconds for each TodoMVC benchmark, varying based on the
amount of code executed; this overhead is comparable to previous Jalangi-based dynamic
analyses [100]. Missing flow detection (Section took time proportional to the size of
the flow trace, ranging from around half a second (for VanillaJS) to around 10 minutes (for

React). Overall running time for Juice Shop was much longer (more than an hour total) due

8Some implementations used newer JavaScript language features not yet supported by Jalangi.
9 All implementations use a common base JavaScript library, accounting for the library code in VanillaJS.
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to its size and the aformentioned scalability bottlenecks it exposed. We expect the missing

flow detection times could be reduced significantly with a more optimized implementation.

2.7 Results

In this section, we present results from performing root cause quantification for our
benchmarks. The results show that our quantification techniques can provide interesting
insights into the relative prevalence of different root causes for missing call graph edges. We
first give recall measurements for our benchmarks using multiple metrics in Section [2.7.1]
Then, we discuss the top root cause labels for missed call graph edges in Section and
insights gained from this data. Finally, we discuss results from performing a finer-grained
labeling of missing flows related to dynamic property accesses (the most prevalent root

cause) in Section [2.7.3]

2.7.1 Recall Measurements

We measured call graph recall for our benchmarks by comparing the ACG static
call graphs with our collected dynamic call graphs. We first describe our methodology, and
then present results. We also measured call graph precision for all benchmarks, but as our
new techniques focus on root causes for low recall, we do not discuss the precision results

here; they are presented in an extended version of the work [17].

Methodology We used three different metrics to measure recall, suited to dif-

ferent client scenarios:

e Call site targets: the set of targets at each call site present in the dynamic call
graph. This metric was used in the original ACG paper [26]. Recall is computed for
each call site, and then averaged across call sites to produce recall for a benchmark.

This metric is most relevant to clients like code navigation in an IDE.

e Reachable nodes: the set of reachable methods, where roots are the entrypoints
in the dynamic call graph. This metric has been used in previous work [106], and is

relevant to clients like dead-code elimination.
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e Reachable edges: the set of call graph edges whose source method is present in the
dynamic call graph. This metric is most relevant to clients doing deep inter-procedural

analysis like taint analysis [34].
Given our collected data, we studied the following research questions:
e RQ1: How does recall vary across the three metrics?

e RQ2: How does recall vary across benchmarks?

Results Figure gives detailed recall results for WALA’s original ACG im-
plementation for each TodoMVC benchmark, with results for the pessimistic variant in
Figure and for optimistic in Figure Average recall across the TodoMVC bench-
marks is shown in Figure [2.5

For RQ1, the data show that recall of ACG tends to suffer with more exacting
metrics. The ACG paper [26] used the call site targets metric, and showed that both
precision and recall were typically above 80% for their benchmarks. Figure [2.5| shows
that for our benchmarks, while recall is above 80% for this metric for both the optimistic
and pessimistic variants, recall decreases for the more exacting metrics, particularly for
pessimistic analysis.

For RQ2, Figure shows that recall can vary widely across benchmarks. In
Section we dig further into these differences, showing that root causes for low recall
can also vary across the benchmarks. For the TodoMVC React benchmark, recall is very
high for the optimistic analysis but quite low for pessimistic. In this case, the high recall
for optimistic analysis comes at a cost of very low precision (less than 5% for reachable
edges; see the extended version of the work |17] for full details). We suspect that some
initial imprecision spirals out of control for optimistic analysis for React, leading to poor
precision. Previous work studied diagnosing imprecision root causes |7, |52, [120]; such a
study is out of scope here. However, improving recall can lead to reduced precision, and

this tradeoff must be minded when devising solutions to improving recall.
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Figure 2.4: Detailed recall results for our three metrics across the benchmarks.

For Juice Shop, only the pessimistic ACG variant could run to completion; opti-
mistic ACG could not complete within 64GB of memory. Pessimistic ACG missed 15,060
edges that were present in the dynamic call graph. Since our coverage for Juice Shop was
significantly lower than the other benchmarks (see Section [2.6.3)), we do not quantify the
precision and recall of pessimistic ACG for the benchmark, nor do we include it in aggregate

statistics.
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Figure 2.5: Average recall across benchmarks for original WALA ACG implementation.

2.7.2 Root Cause Quantification

We present illustrative results from applying our techniques to quantify prevalence
of root causes for missing call graph edges for our benchmarks. Space does not allow a full
presentation of all results; all experimental data is available in our artifact . Here we

focus on the following questions:
e RQ3: What are the most common root causes for missed call graph edges?
e RQ4: Does the relative importance of root causes vary across benchmarks?

We compute root causes for each individual missed call edge in the static call graph, cor-
responding to the “Reachable edges” metric used to measure recall in Section The

color legend for the pie charts appears below Figure |2.8

Using data to improve recall Figure shows the prevalence of different
root causes across the TodoMVC benchmarks for the optimistic variant of the original

ACG implementation in WALA. When studying these root causes, we were surprised to see
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Figure 2.6: Original root causes for optimistic ACG across TodoMVC, before WALA improvements.

(a) Optimistic (b) Pessimistic

Figure 2.7: Improved root causes for ACG variants across TodoMVC, after WALA improvements.

(a) React (b) AngularJS (c) Vue

Figure 2.8: Root causes for three TodoMVC benchmarks for optimistic ACG.
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Figure 2.9: Root causes for pessimistic ACG for Juice Shop.

that 24% of missed call edges were due to calls to unmodeled standard library functions.
Based on this data, we modified WALA to include basic models of many of these native
functions. This change improved average recall for the pessimistic analysis by 2 percentage
points to 37% (by the Reachable Edges metric); improvement for optimistic analysis was 5
percentage points, to 76%. These improvements show that quantifying root cause prevalence
can guide an analysis developer to “quick wins” for improving analysis recall. The data in

the remainder of this section were computed using the improved version of WALA ACG.

Top root causes Turning to RQ3, Figures and respectively show top
root causes for pessimistic and optimistic ACG across the TodoMVC benchmarks (after im-
proving WALA’s native models). Comparing the two, we see a key difference is that missed
calls due to functions being passed as parameters or returned (the “Parameter Pass” and
“Function return” labels) are significant root causes (totaling 74%) for pessimistic analysis
but not optimistic. This result makes sense, as the key difference between optimistic and

pessimistic ACG is that optimistic analysis tracks interprocedural flow of function values.
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Given that 74% of missed edges for pessimistic analysis are due to such interprocedural
flows, it seems the best approach to improving pessimistic recall for these benchmarks

would be to model some of these flows, rather than attacking other root causes.

The “Others” label covers a small number of cases (5% overall) where our current
scripts cannot yet find a root cause. In addition to the unhandled constructs and cases
described in Section our automated reasoning failed in rare cases due to a bug in
WALA ACG’s handling of finally blocks. During our work, we identified two other WALA
ACG bugs that were fixed by the maintainers. Overall, our techniques successfully handle
more than 95% of the missing call edges for our benchmarks, and we will continue to improve
our tools to reduce the number of unhandled cases.

Focusing in on Figure we see that dynamic property accesses are by far the
most prevalent root cause for optimistic analysis of TodoMVC benchmarks at 70%. We
dig further into these property accesses with a finer-grained labeling in Section The
second-most prevalent root cause on average is “Eval via new Function” at 10%, but as we

shall see next, the second-highest root cause varies significantly across benchmarks.

Variance across benchmarks For RQ4, we use illustrative examples to show
the variance in root cause prevalence across benchmarks. Figures respectively
show root causes for the React, Angular, and Vue.js TodoMVC benchmarks, analyzed with
optimistic ACG. While the most-prevalent root cause for each of these benchmarks was
dynamic property accesses, the second-place root cause varies by benchmark: “Eval via
new Function” is second for React, “Call to bounded functions” for AngularJS, and “Call
to getter / setter” for Vue. This benchmark-specific data could provide valuable information
to an analysis developer. E.g., if the developer were primarily trying to improve recall for
applications like the Vue benchmark, it may be more worthwhile to improve handling of
getters and setters than if the applications were more similar to the React benchmark.

Figure shows root causes for the larger Juice Shop benchmark (analyzed with
pessimistic ACG). Unfortunately, Juice Shop exercised gaps in our infrastructure’s handling

of tricky JavaScript constructs more heavily, particularly in the dynamic flow trace analysis.
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Figure 2.10: Finer-grained dynamic property access root causes for TodoMVC benchmarks.

So, we could not compute proper root causes for 27% of missing call graph edges for Juice
Shop. Still, the remaining data is interesting, particularly when compared to the pessimistic
results for the TodoMVC benchmarks shown in Figure[2.7b] We see that handling returns of
functions seems to be relatively less important than for the TodoMVC benchmarks, whereas
handling of getters and setters is more important. Though making strong conclusions is
difficult given the number of uncategorized edges in this case, these preliminary data again
show the ability of our technique to expose benchmark-specific insights about causes of low
recall.

To summarize, we have shown that our technique for quantifying root causes works
across several benchmarks and can expose the most important root causes in aggregate and
the differences between benchmarks. Since improving recall for JavaScript static analysis
on real-world programs poses so many challenges, we expect improvements for specific types
of benchmarks to prove worthwhile, and the data from our techniques can provide valuable

guidance in how to do so.
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2.7.3 Name Flow for Dynamic Property Accesses

Given the importance of dynamic property accesses as a root cause in Section[2.7.2]
we performed a finer-grained root cause labeling of these accesses. Our goal was to under-
stand better how property names are computed for these accesses, to see if some targeted
handling of the property name expressions could be useful. Recent work by Nielsen et
al. [79] proposes just such a technique for analysis of Node.js code, via special handling
of property name expressions that concatenate a string constant prefix or suffix to some
other expression. We hoped to use root cause labeling to see if a similar technique could be
effective for our web-based benchmarks.

We implemented a simple intra-procedural analysis using WALA [27] to label
each root-cause dynamic property access based on how data flows into its property name
expression (for an access x[e], e is the property name expression). Aggregate results appear
in Figure our artifact has the complete data [16]. As shown in Figure property
names for root-cause dynamic accesses have a diverse set of sources. The largest single
source are JavaScript’s for-in loops for iterating over object properties, studied frequently
in the literature as a challenge for static analysis (e.g., [6, [87]). However, they account
for only 31% of cases in total, and many other sources exist. Property names are often
passed in from outside the function containing the access, whether by parameter passing
(28%) or variables in enclosing lexical scopes (12%); handling these cases may require inter-
procedural tracking of property name value flow. Another major source is property reads
(12%) (i.e., the property name is read from another object property), whose handling may
again require deep tracking of value flow.

String concatenation cases comprise 14% of root-cause property name expressions.
Only 4% of such expressions in our benchmarks had a string constant prefix or suffix, the
type of expression targeted by Nielsen et al. [79]. Hence, the data show that their technique
would likely have at most a small impact on recall for our benchmarks.

A deeper study of inter-procedural property name value flow could provide further
insights on how these names are computed; this remains as future work. Still, our data
show it is likely that a variety of challenges would need to be addressed to significantly

improve ACG’s recall with respect to dynamic property accesses.
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2.7.4 Threats to Validity

As noted in Section 2.6 we do not claim generalizability of the results for our
benchmarks to a broader set of JavaScript applications. In our benchmark suite, each
individual framework is primarily exercised by a single TodoMVC benchmark, which may
not be representative of other applications using that framework. Also, though our harness
achieves high statement coverage for the TodoMVC benchmarks (Section, it is possible
that certain application behaviors in those apps remain unexercised. Our dynamic coverage
of Juice Shop was relatively low due to scalability limitations; more complete coverage
is required to make strong conclusions about relative importance of root causes for that
application. Finally, as noted in Section [2.5] our tooling still does not handle certain

language features completely, which may have impacted our measurements.

2.8 Related Work

Here, we briefly discuss related studies of analysis effectiveness, and also other

analysis frameworks and their applicability to framework-based web applications.

Root cause analysis Our work was partly inspired by a study of call graph
recall for Java programs by Sui et al. [L06]. As in that work, we measure recall with respect to
dynamic analysis measurements, and we aim to determine which constructs are responsible
for missing edges. Sui et al.’s approach used calling-context trees [4] and runtime tagging
of reflective operations to determine language features impacting recall. Since functions
are first-class values in JavaScript, we can trace function data flow directly to make this
determination. Also, due to JavaScript’s dynamic nature, the potential causes of missing
edges and their usage patterns differ significantly from Java’s problematic constructs.

Andreasen et al. present techniques for isolating soundness and precision issues in
the TAJS static analyzer for JavaScript [7]. For finding analysis unsoundness, their tech-
nique creates logs of expression values while executing target programs, and then checks
that the static analysis abstractions account for all such values. When unsoundness is dis-

covered for a program, delta debugging [123] is employed to find a reduced version of the
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program with the same unsoundness. From this reduced program, determining a root cause
is often much simpler. In contrast to their work, which is focused on an analysis that strives
for full soundness, our approach is targeted at analyses with deliberate unsoundness (for

practicality), and aims to quantify the impact of different unsoundness root causes.

Reif et al. [123] present a system that provides methods for exposing sources of
unsoundness in different Java call graph builders and also for measuring how frequently
hard-to-analyze constructs appear in a set of benchmarks, yielding many useful practical
insights. A difference with our work is that our technique can automatically connect specific
uses of hard-to-analyze constructs to the corresponding missed call graph edges. This pro-
vides important additional information for JavaScript, since hard-to-analyze constructs can
appear pervasively in JavaScript code, and not all occurrences cause call graph unsoundness.

Lhoték [55] also presents a comparison of static and dynamic call graphs for Java,
aimed at finding sources of imprecision in the static call graph. Other work (7} [120] used
dynamic analysis to generate traces and find root causes of imprecision in JavaScript static
analyses, and Wei et al. [120] also provides suggestions to fix the root causes of imprecision.
Lee et al. [52] produce a tracing graph by tracking information flow from imprecise program
points backwards, thereby aiding the user to identify main causes of the imprecision. Our
work differs from all of these studies in its focus on recall rather than precision, which

necessitates different techniques.

JavaScript Analyses Several analysis frameworks use abstract interpretation [21]
to handle the interdependent problem of scalability and precision in JavaScript |44, |46| [53].
These frameworks have been steadily enhanced with techniques to improve precision and
scalability when analyzing libraries, particularly TAJS [6, |43} 44, [77] and SAFE [48, 52,
53, 186, [87) 97]. While these techniques have shown enormous improvement in analyzing li-
braries like jQuery [94] and Lodash [23], they do not yet scale to complex MVC frameworks
like React [92].

Other techniques use dynamic information to improve static analysis. Wei and

Ryder introduced blended analysis [117], which uses dynamic analysis to aid static anal-
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ysis in handling JavaScript’s dynamic features. The dynamic flow analysis by Naus and
Thiemann [75] generates flow constraints from a training run to infer types in JavaScript
applications. (Their technique finds constraints by tracking operations on values; we deter-
mine how values are copied through memory, an orthogonal problem.) Lacuna [82] utilizes
static and dynamic analysis to detect dead code in JavaScript applications; this work uses
ACG and also uses TodoMVC applications for evaluation. While dynamic information can
be very helpful in static analysis, improving pure static analysis is still desirable, as it can
compute results without instrumenting and running the code and without inputs.

To analyze JavaScript applications that use the Windows runtime and other li-
braries, Madsen et al. proposed a use analysis that infers points-to specifications automat-
ically [59]. It is unclear if their analysis will be effective for framework-based applications,
where control flow is mainly driven by the framework, not the application. Also, we study
applications using diverse frameworks from by many different developers, whereas [59] fo-
cuses on Windows libraries. For Node.js, Madsen et al. [60] presented a static analysis us-
ing call graphs augmented to represent event-driven control flow. To scale static analysis in
server-side JavaScript applications in Node.js, Nielsen et al. present a feedback-driven static
analysis to automatically identify the third-party modules that need to be analyzed [76].
Our focus, however, is on client-side MVC applications that often do not have clean module
interfaces.

Other recent systems make use of pragmatic JavaScript static analyzers. The
CodeQL system [31] includes an under-approximate call graph builder for JavaScript [32].
CodeQL’s analysis is primarily intra-procedural, targeted toward taint analysis, and does
not handle dynamic property accessesm Mpgller et al. [71] describe a system for detecting
breaking library changes in Node.js programs, based on an under-approximate analysis de-
signed for high recall at the cost of some precision. Nielsen et al. [79] present a pragmatic
modular call-graph construction technique for Node.js programs; we discussed its special-
ized handling of property name expressions in Section [2.7.3] For these approaches, our
methodology could be used to quantify the importance of different causes of reduced recall.

Salis et al. recently presented a pragmatic call graph builder for Python programs [98]; it

10T hese details are based on personal communication with Max Schéfer in January 2021.
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would be interesting future work to extend our techniques to Python. Beyond dataflow-
based reasoning about call graphs, other approaches to JavaScript static analysis include

AST-based linting [122] and type inference |18} 37].

2.9 Conclusions

We have presented novel techniques for quantifying the relative importance of
different root causes of missed edges in JavaScript static call graphs. We instantiated our
approach to perform a detailed study of the results of the ACG algorithm on modern,
framework-based web applications. The study’s results provided numerous insights on the
variety and relative impact of root causes for missed edges. All of our code and data is
publicly available. In future work, we plan to extend the study to other domains; we expect
that analyses for any dynamic language with extensive use of higher-order functions could
benefit from our techniques. We also plan to use the techniques to further develop improved

call graph builders and other JavaScript static analyses.

39



Chapter 3

Indirection-Bounded Call Graph

Analysis

In this chapter, we propose a simple but effective technique that addresses per-
formance issues encountered in call graph generation. We observe via a dynamic analysis
that typical JavaScript program code exhibits small levels of indirection of object pointers
and higher-order functions. We demonstrate that a widely used analysis algorithm, wave
propagation, closely follows the levels of indirections, so that call edges discovered early
are more likely to be true positives. By bounding the number of indirections covered by
this analysis, in many cases it can find most true-positive call edges in less time. We also
show that indirection-bounded analysis can similarly be incorporated into the field-based
call graph analysis algorithm ACG.

We have experimentally evaluated the modified wave propagation algorithm on 25
large Node.js-based JavaScript programs. Indirection-bounded analysis on average yields
close to a 2X speed-up with only 5% reduction in recall and almost identical precision
relative to the baseline analysis, using dynamically generated call graphs for the recall
and precision measurements. To demonstrate the robustness of the approach, we also
evaluated the modified ACG algorithm on 10 web-based and 4 mobile-based medium sized

benchmarks, with similar results.
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3.1 Introduction

The construction of accurate call graphs is crucial for various static analysis tasks.
Call graphs provide a comprehensive representation of the calling relationships between
functions, enabling analysis techniques such as vulnerability and bug detection, program
comprehension, and refactorings [8, |26} 71, 79,|110]. Static call graph analyzers aim to over-
approximate, meaning that they may include false positives, i.e., unexecutable call edges.
Analysis time tends to correlate with the number of call edges produced, so improving preci-
sion can also improve analysis time. Although soundness is desirable, all existing practical
whole-program analyses by design sacrifice some amount of soundness to achieve useful
precision and scalability [57]. This perhaps makes them unsuitable for code optimization
purposes, but other use cases can tolerate false negatives (e.g., many bug finding and vul-
nerability detection tools aim to expose issues but not to prove their absence). Nevertheless,
achieving high accuracy and low analysis time for large, real-world programs is challenging
due to the inherent complexity of call graph generation. Analysis time is often prohibitively
large, so it is important to explore new approaches that can substantially reduce analysis
time even if the price is slightly more false negatives.

As JavaScript has both objects and functions as first-class values, and it has no
static type system, constructing call graphs for JavaScript programs generally requires rea-
soning about the possible flow of objects and functions through the program being analyzed.
Functions frequently appear both as arguments and return values of other functions and
as values of object fields. State-of-the-art call graph analyzers for JavaScript are based
on subset-based flow-insensitive analysis techniques [5]. Objects are typically modeled us-
ing allocation-site abstraction [19, [79], or more coarsely using field-based analysis [26] 27].
Functions are tracked using variations of control-flow analysis [69]. In general, the anal-
yses can be expressed using conditional subset constraint systems, which are solved using
cubic-time algorithms [89, (102].

Such algorithms build a call graph for a given program iteratively until a fixpoint
is reached. Iteration is necessary because of indirections that may occur. For example,
if a higher-order function f contains a call g(...) to a function that is provided via a

parameter g of £, then the call edges for that call site cannot be resolved until the analysis
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has inferred the calls to £. Similarly, the possible values at an object field read operation x.a
generally cannot be obtained until the analysis has inferred which objects x may reference.
Different analysis algorithms solve the analysis constraints in different orders, but there is
one algorithm, the wave propagation algorithm by Pereira and Berlin [89], that directly
follows the levels of indirections, as we explain in detail in Section [3.4, That algorithm was
designed for points-to analysis but is also well suited for call graph analysis.

Interestingly, in real-world code, we observe that function values typically do not
flow through many levels of indirection, which means that call graph analysis only needs few
iterations to infer most of the possible call edges. In Section we show that creating call
graphs for higher-order functions (if not involving objects) requires only as many iterations
as the maximum order of the functions, and a similar property holds when objects are
involved. Therefore, when wave propagation-style analysis has reached a certain number
of iterations, all call edges that are discovered after that point must be false positives that
arise only due to analysis imprecision (assuming an idealized sound analysis). Thus, simply
by terminating the wave propagation algorithm after a fixed number of iterations, we can
reduce analysis time while only missing the relatively few call edges that involve high levels
of indirection. This also works when objects are involved; however, due to the asymmetric
nature of field read and field write operations (see Section it is beneficial to leave
analysis constraints for field read operations and method calls unbounded. This is the first
work to utilize observations about low levels of indirection in data flows to achieve a more
scalable static analysis.

Another program analysis technique that has proven effective for JavaScript pro-
grams is the approximate call graphs (ACG) algorithm of Feldthaus et al. [26]. This al-
gorithm applies field-based analysis, meaning that objects are modeled more abstractly,
which generally leads to faster but also less accurate analysis compared to techniques that
use allocation-site abstraction of objects. We demonstrate that the ACG algorithm can also
easily be adapted to indirection-bounded analysis.

The proposed approach is inspired from Mathiasen and Pavlogiannis [61] on the
complexity of Andersen’s pointer analysis. One of their key results is that a version of

pointer analysis where the number of store operations (corresponding to field write opera-
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tions in our setting) in witnesses of points-to relations is bounded can be solved in sub-cubic
time. They conjecture that the level of indirection of store operations is typically small in
practice, but they have left the practical realizations and an experimental evaluation for
future work, which we explore here in the context of call graph analysis for JavaScript.

Compared to ad hoc approaches to reduce analysis time, for example, stopping
analysis after a time-out, the proposed indirection-bounded approach gives more predictable
and interpretable outcomes because of the connection to the program semantics. That is,
the results of indirection bounding under a particular bound are deterministic, and one can
give a precise semantic characterization of the types of data flows that will be missed due
to the bound. Also, instead of tuning time-outs for individual programs, indirection-bound
analysis gives good results with a fixed bound applied uniformly for all programs.

In summary, the contributions of this chapter are:

e We propose the use of indirection-bounded analysis (Section for achieving faster
call graph analysis while with little sacrifice in recall, which can be a useful compromise

when analyzing large, real-world programs.

e We demonstrate via a dynamic analysis (Section [3.3) that typical JavaScript pro-
grams tend to exhibit small levels of indirections of object pointers and higher-order

functions, thereby semantically justifying the use of indirection-bounded analysis.

e By incorporating indirection-bounded analysis into an existing state-of-the-art call
graph analyzer for JavaScript that uses the wave propagation algorithm, we present
experimental results (Section on 25 large open source programs, showing that
the approach on average (geometric mean) results in a 2X speed-up of the analysis
with only 5% reduction in recall (and nearly identical precision) relative to the base-
line analysis when using dynamically generated call graphs for measuring recall and
precision. For many use cases, this can be a valuable trade-off between analysis time
and recall. Applying the technique on 10 web-based and 4 mobile-based medium-sized
benchmarks using the modified ACG algorithm similarly resulted in an approximately
2X speed-up in analysis time, with only a 1% reduction in recall (again with nearly

identical precision).
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3.2 Motivating Examples

In a call graph, call sites and functions are represented as nodes, and a directed
edge from node a to node b indicates that call site a may invoke function b at runtime.
Sometimes, individual call sites are abstracted by their enclosing function, so that the call
edges are from functions to functions.

The accuracy of a call graph construction technique can be measured by its preci-
sion and recall relative to the (noncomputable) semantically correct call graph for a given
program, or using a call graph produced via one or more dynamic executions of the program
as an approximation. (A sound analysis will have perfect recall, but as noted in Section
practical analyses are not fully sound.) Different use cases have motivated different metrics
in the literature [17]. With the call site targets metric [26], precision for a specific call site
is computed as the percentage of true (i.e., semantically possible) call targets among those
predicted by the static analysis, and recall is the percentage of predicted targets among
the true targets. The precision and recall for an entire program are then computed as the
averages over all call sites that are semantically reachable. A variant is the call edge sets
metric [114], which computes precision and recall by comparing the sets of call edges pro-
duced by the static analysis and the dynamic analysis. The reachable functions metric [106]
and the reachable edges metric [34] instead compare the sets of functions or call edges,
respectively, that are reachable from the program entry points (e.g., application modules).

Figures [3.1] and contain five small example JavaScript programs that illustrate
the indirections that can arise when computing call graphs. The red edges show the call
edges, pointing from call sites to functions. In Figure function £5 is a higher-order
function, which is called at line [14] with £4 as argument. The function £4 is itself a higher-
order function that is then called at line[I2) with £3 as argument, etc., until finally line 3| calls
f1. In other words, £5 is a 5’th-order function, £4 is a 4’th-order function, etc. This means
that the call edge from the call site marked #1a must be discovered before the call edge for
#2a, etc., until after a total of 5 indirections have been resolved, the call edge for #5a can be
found. Figure shows a similar example of a 5’th-order function where also 5 levels of

indirections arise, but this time due to return values rather than arguments. As we explain

44



1 function f10 { } A2
2 function £2(p1) {
3 p1O; // #5a \

4 } \
5 function £3(p2) { [

6 p2(£D); // #daf I function g1O {1} <«

;3 Y 2 function g2() { return gi; Rs_

§ function £4(p3) { ’: 3 function g3() { return g2; Iv_ \*\\
7

N \
, . . A \
9 p3(£2); // #3a : 4 function g4() { return g3; * .\

-

\
\

03 N 5 function gb() { return g4; P * ;
1 [
1 - = . ’ I
11 function £5(pd) { 6 var t5 = g50); // #1b ____. Sl
’ = . ____—’, ;b
12 p4(£3); // #2a 7 var t4 = t50; // #2b - e
u s ‘. 8 var t3 = t40; // #3b-""7 .7

9 wvar t2 = t30; // #4b’——‘:'/

14 £5(f4); // #1la - ,
10 t20; // #5b -

(a) Function arguments (b) Function return values

Figure 3.1: Example programs that illustrate indirection levels for function calls.

in Section analysis algorithms like wave propagation [89], ACG [26], or 0-CFA [101]

can compute the call graphs for these programs in 5 iterations. 5’th-order functions are not
common in real-world code, which we can exploit to terminate analysis early and save time
without risking too many missed call edges (i.e., false negatives).

A similar situation arises when objects and field access operations are involved. In
Figure lines set up a simple object structure. The variables £1—£5 all refer to the
same function in this case, but via different levels of indirections. Specifically, discovering
the call edge for £5 at call site #5c requires 5 levels of indirection because of the chain of
field reads at line @ Such long chains of field reads operations (sometimes split into smaller
parts with variables holding intermediate results) are not uncommon in real-world code,
which is why we give special treatment to these operations in the following sections.

On the other hand, it is perhaps less obvious how field write operations can lead

to high levels of indirections. Figure shows an example where call site #5d has 5 levels
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1 var x = { 1 var x0 = {

2 f: function() {} 2 f: function() {E-
»
3} N 3} N
\ ,\\
4 x.a = x; \ 4 x0.£fQ0; // #1d-~ /“\ 1 var x = {
\
7\
5 var fl1 = x.f; V5 x0.f1 = x0; e »“\\ 2 ml: function() { return this; },‘
\ e " ~.
6 var f2 = x.a.f; 6 x0.f1.£0); // #2d ,I"l 3 m2: function() { return this; },{ .
1 r ) S
7 var f3 = x.a.a.f; ! 7 wvar x1 = x0.f1; /) ,'|| 4 m3: function() { return this; },\ AN
’ lI N
8 wvar f4 = x.a.a.a.f; | 8 x1.f2 = x0; ,'/ K 5 m4: function() { return this; }'k ‘\
1
4 1 1 \
9 var f5 = x.a.a.a.a.f; 9 x0.f2.f(); // #3d ) 16 m5: function() { return this; } |
1 ' \
/10 var x2 = x1.£2; /'l 1T }; ~\ o
I ’ 1 !
10 £f10; // #1C‘~-__,,1} 11 x2.f3 = x0; ! Ill 8 wvar tl1 = x.m1(); // #le “——:———:—:—’
_oh ’ | 1
1 £20; // #20——"/',/',' 12 x0.£3.£0; // #4d ,'I 9 var t2 = t1.m2Q0); // #2e __ | )]
’// / \T‘~§’——’
12 £30; // #3c- ,’/,' 13 var x3 = x2.£f3; //I 10 var t3 = t2.m3(); // #3e "7":/
’ 7 -
z -7
13 £f40); // #4c-~ ,', 14 x3.f4 = x0; /'l 11 var t4 = t3.ma(0); // #4e oy
e ’ ’
14 £50); // #5c’ 15 x0.f4.£(); // #5d 12 t4.m50; // #5e a7
(a) Field reads (b) Field writes (¢) Method calls

Figure 3.2: Example programs that illustrate indirection levels for object field accesses.

of indirection. That call site cannot be resolved until the analysis has discovered that x0.f4
is an alias of x0. This in turn requires discovering that the field write on the previous line
updates x0.f4, since x0 and x3 are aliases, and so on through each of the aliasing relations
established by the preceding linesH

Finally, Figure shows an example with chains of method calls, combining
objects and functions. Since each method call consists of a pair of a field read and a
function call, this example involves a total of 10 levels of indirection to resolve call site #5e.
As with chains of field reads, this pattern is also common in real code (e.g., with fluent

interfaces ), which suggests that method calls should be treated in the same way as field

reads in indirection-bounded analysis.

1One might expect that nested object initialization would yield a high level of indirections via field writes,

eg:x={f: ... 1 y={}; z={}; yb=x; z.a=y; z.a.b.£(); But, this code has only one
level of indirection due to field writes, as objects are copied to the base variables for all field writes without
indirection. The indirection level due to field reads is 3, due to the call.
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3.3 Dynamic Indirection Bound Estimation

To confirm the intuitions from Section regarding the depth of indirections en-
countered in real code, we designed a dynamic analysis to estimate the minimum indirection
bound required for a static analysis to discover each function call observed during execution.
With this dynamic analysis, we can observe the true bound under which function values
flow to their invocations in an execution, independent of any static analysis limitation or
approximation. If these minimum indirection bounds are observed to typically be low, that
provides good evidence that using low indirection bounds in a static analysis will preserve
most analysis recall. Here we present the design of the dynamic analysis and give results

from a study across a large set of benchmarks.

3.3.1 Language

The first column of Section [3.3.1] defines the types of canonical statements in a core
language. (The constraint rules in the second column will be explained in Section M)
The statement types are standard for a flow- and context-insensitive Andersen-style points-
to analysis [b] for a JavaScript-like language. A program is a set of functions, each of
which contains statements of the types shown in the table (more complex assignments and
expressions can be normalized to these forms via temporary variables). We elide details of
standard language constructs like conditionals, loops, etc., as they are not relevant given
our focus on flow-insensitive static analysis. We assume for simplicity that local variable
names are unique across functions.

The values in the language are either object values, written {} (like a JavaScript
object literal) or (first-class) function values, written p => {...} (using JavaScript arrow
syntax). Without loss of generality we assume every function has one parameter and returns
some value. The first two statement types respectively allocate a new object or new function

value and assign it to a variable; each such statement has a unique label i. An x =y

statement copies between variables. For object fields, x = y.f loads field f and x.f = y
stores to field £. We assume a JavaScript-like semantics where writing to a non-existent

object field £ creates £ on the object (obviating the need for field declarations). Finally,
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Table 3.1: Statement types for our analysis and the corresponding static analysis constraint rules

(discussed in Section .

Statement Type | Constraint Rule

x = {} {oi} C pt(x)

x=p=>{..} | {fi} Spi(x)

x =y pt(y) C pt(x)
0; € pt(y)
x =y.f -
pt(o;.£) C pt(x)
0; € pt(x)
x.f=y _
pt(y) C pt(o;.f)
r = y(2) Ji € pt(y)

pt(z) Cpt(p:)  ptret;) C pt(x)

return; x pt(x) C pt(ret;)

we have x = y(z) statements for calling functions, and return x statements for returning

values. The label i on each return statement identifies the containing function.

3.3.2 Dynamic Analysis

Here we present our dynamic analysis to estimate minimum indirection bounds.
The analysis does not provide an exact value for these bounds; it may under-estimate due
to lack of input coverage or unhandled language features, and it may over-estimate due to
an imperfect simulation of the static analysis. Still, we have found its results to be accurate
in practice (via manual inspection) and useful for understanding indirection levels in real

programs.
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Algorithm 3 Dynamic bounds estimation.

1: SELECTIVE: boolean
2: V: map from variable and value to indirection level bound
3: F: map from object field and value to indirection level bound

4: procedure HANDLESTMT(s)

5: match s
6 casex = {}; or x = p => {...}
7 Vix,i] <0
8: case X = y:
9: v+ afy)
10: Vx,v] < min(V[x,v], V]y,v])
11: case return; x:
12: v+ a(x)
13: V[reti,v] + min(V[ret;, v], V[x,v])
14: case before x = y(2z):
15: fi < a(y),v + a(z)
16: t + maz(Vly, fi] +1,V[z,v])
17: Vps, v] <= min(V|p;,v], t)
18: case after x = y(2):
19: fi < a(y),v + a(rety)
20: t < maz(Vy, fi] + 1, V[rets, v])
21: Vx, v] < min(V[x,v],t)
22: case x = y.f:
23: b+ a(y),v + a(y.f)
24: if SELECTIVE then
25: t + maz(Vy,b], F[b.f,v])
26: else
27: t + maz(V[y,b] + 1, F[b.f,v])
28: V[x, v] < min(V[x,v],t)
29: case x.f = y:
30: b+ a(x),v + ay)
31: t < maz(V(x, b +1,V]y,v])
32: F[b.f,v] + min(F[b.f,v],t)

33: end match

34: end procedure
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Algorithm [3] provides our dynamic analysis. We assume the analysis is imple-
mented via an interface similar to that provided by frameworks like Jalangi [100], where a
callback provided by the analysis is invoked before and possibly after the execution of each
program statement. In Algorithm [3] the callback is the HANDLESTMT procedure. For all
statement types, we assume HANDLESTMT is invoked before the statement s executes, ex-
cept for calls x = y(z), where we require the callback both before and after (to respectively
handle parameter passing and returns).

The dynamic analysis relies on a function « that given an expression e, first evalu-
ates e to a value v and then returns the allocation site for v (i.e., the label of the statement
that allocated v). The dynamic analysis tracks bounds for allocation sites instead of indi-
vidual dynamic values to match the finite abstraction of values typically used by static call
graph builders. For readability, in the remainder of this section we refer to values and their
allocation sites interchangeably.

Algorithm [3] computes two maps, V and F. The V map records for each variable
x and value v the minimum observed indirection bound under which v flowed to x in the
execution. Retaining only the minimum bound for each variable x and value v makes sense
for our use case, as a sound static analysis models all possible data flows, and hence would
discover the flow of v to x under that minimum bound. F is similar but is keyed on object
fields b.f, where b is a value and f is a field name. After the analysis completes, the minimum
observed indirection bound for discovering that call x = y(z) invokes function f is simply
Vly. fl.

We now describe the handling of each type of statement in turn. For a creation
of an object or function at allocation site i (line [6]), V/[x,1] is set to 0, as the flow does
not involve any indirections. For an assignment x = y (line , where v is the value of
y, V[x,v] is set to be the minimum of its current value and Vy,v] (since we aim to find
minimum observed indirection bounds). Return statements (line are handled just like
assignments, updating the bound for the synthetic ret; variable for the enclosing function.

The next case (line , handling parameter passing, is the first involving an indi-
rection, here via a call. Here, f; is the function value being invoked, and v is the value of

the parameter. Recall from the discussion of Figure in Section [3.2] that to discover data
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flow into a formal parameter from a call site, the analysis must first discover the data flow
of the invoked function to the call; the parameter flow occurs at an increased indirection
level. Hence, to discover the parameter data flow from this call, the indirection bound must
be at least Vy, f;] + 1. Note that finding the flow also requires discovering that v flows
to actual parameter z, so the true bound for this flow is the maximum of these two flows
(line . Finally, line [17| updates the bound for formal parameter p; to be the minimum
observed thus far. Handling of the return value after a call completes (line is analogous
to handling of parameters.

Handling of field reads (line and field writes (line is also similar to that for
parameter passing. Here, as discussed in Section [3.2] the increase in indirection level occurs
because the static analysis must first observe the data flow of the relevant object into the
base variable of the dereference. For both reads and writes, the base object is named b in
the pseudocode, and we add 1 to the bound for the flow of b to the statement in each case
(line [27 for reads, line [31] for writes). Recall from Figures and that writing code
with a high indirection level for field reads is more natural than doing the same for field
writes. Accordingly, the pseudocode has a flag SELECTIVE to control whether reads should
be treated as bounded when computing estimates. If SELECTIVE is true, reads are not
treated as bounded, and 1 is not added to the bound for the flow of b to the base variable y
(see line. In our implementation, SELECTIVE also controls bounding of method calls; this
is not shown in Algorithm [3| since our core language (Section contains only function
calls (with no receiver argument), not method calls.

Algorithm [3] may over-estimate the bounds required of a static analysis since it
does not propagate information from later assignments to previous calls. Consider this

JavaScript example:

function f1() { ... };

1 x

2 y =/ some flow with minimum bound 2 yielding f1 */

3 z=y;
4 z0;
5 y = X;

After Algorithm [3| completes, V[z, f1] will be 2, since f; was initially copied to y via a flow

of bound 2 (line 2) and then copied to z. However, due to line 5, there exists a flow of f; to
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y with bound 0. The algorithm updates V[y, fi] accordingly, but does not propagate this
update to V[z, fi]. This issue could be addressed by tracing the execution operations and
computing a fixed point over that trace; we used the single-pass approach as we did not

observe this over-estimation to occur in practice.

3.3.3 Study Results

Here we present results of applying our dynamic analysis to a suite of Node.js

benchmarks to measure minimum indirection bounds in practice.

Implementation We implemented the analysis atop the NodeProf framework
for the dynamic analysis of Node.js |[108]. For scalability, we separated the analysis into a
trace generation phase that runs during program execution, followed by a post-processing
phase to compute the bounds. For trace generation, NodeProf does not invoke a single
callback for assignments, but instead invokes separate callbacks for reads and writes of
both variables and object fields. To adapt Algorithm [3] to this structure, we maintain an
additional map S from each value v to the bound ¢ for v corresponding to the location
(variable or field) from which it was most recently read. Then, ¢ is used when updating the
bound at the next variable or field write. So, for a statement x = y, the analysis first sees
a read of v from y, and it sets S[v] to V]y,v]. Then, when handling the subsequent write

of v to x, it uses S[v] instead of V[y,v] for the bound update (line [L0]in Algorithm [3).

Benchmarks and methodology We created a suite of 74 Node.js benchmarks
for our study due to the lack of a standard benchmark suite. These were randomly selected
from the top 1,000 highest-ranked JavaScript projects on GitHub that both had unit tests
available and worked with our dynamic analysis infrastructure and implementation. We
exercised each benchmark by running its unit test suite. In total, these runs executed calls

at 60,601 distinct call sites.

Results Table gives the results from our study. We present results for two

configurations. The first is our preferred configuration, with SELECTIVE enabled, so reads
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Table 3.2: Number of call edges with each minimum bound across all benchmarks, for configurations

with SELECTIVE enabled and disabled, respectively.

Configuration 0 1 2 3 4 5 6 7 8 9 | 10-19 | 20+

SELECTIVE enabled | 40,087 | 16,560 | 5,958 | 2,207 | 356 29 16 - - - - -

SELECTIVE disabled | 37,589 | 10,064 | 5,825 | 3,610 | 2,214 | 1,705 | 992 | 442 | 644 | 676 | 1,311 | 141

and method calls are treated as unbounded. The second row gives results when all indi-
rections are bounded. Each column shows how many dynamic call graph edges (from call
site to callee function) could be discovered within that bound. The numbers are aggregated
across all the benchmarks, for a total of 65,213 call edges (greater than the number of
distinct call sites, since some sites invoke different functions on different execution paths).

The results show that in both configurations, most call graph edges can be found
within a small bound; more than 57% of edges are discoverable within a bound of 0, i.e., the
function data flow involves no indirections. Note, however, that with SELECTIVE enabled,
significantly more edges are discoverable within bound 1 (6,496 more than with SELECTIVE
disabled), and the long tail of call edges with minimum bound 7 or higher is eliminated. In
fact, with SELECTIVE disabled, we discovered calls with a bound as high as 75. This result
confirms the intuition from Section [3.2] that long chains of field reads and method calls can
occur regularly in real-world programs, justifying special handling.

Overall, the data from our study provide promising evidence that an indirection-
bounded static analysis could discover most true call graph edges within a small bound.
For the SELECTIVE configuration, roughly 96% (62,605 / 65,213) of calls are reached within
bound 2. These insights guided our static analysis design, described in Section

Examples For the configuration with SELECTIVE enabled, below is an example
of a call that involves 4 levels of indirections, from the express-react-views benchmark
(heavily simplified for readability). Calls that require even higher indirection bounds are

rare, as depicted in Table and are challenging to extract due to their complexity.
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1 // in async.js library

2 function series(tasks) {

. /3,—~ /*0%/_parallel (eachOfSeries, tasks);

1

S

1

v 5 function _parallel(eachfn, tasks) {

\

"6 ,-~/*1%/eachfn(tasks, function cbl(task) J
\

’

A

LIRS

/*3%/task(function cb2() {1}); N\
s ; t ‘

N
\ N
\ N

1
1
9 \ ! !
b N ' 1
l;

4 N \
10 function eachOfSeries(ta&ks% task_cb) { ./

v ,

11 for (var task of tasks) Y{ (*2*/taskjbb(task); }
\

12} LN

13 // in client code « O~

14 /*0%/series([function f(next) { /*4*/;ext(); D

The async. js library provides a function series for running all task callbacks in
a provided array. Internally, this functionality is implemented using layers of higher-order
functions, leading to the high bound. The calls above are commented /*0%/ through /*4x*/
to show their bounds. The layered implementation inside async.js does enable code reuse
within the library, but it leads to convoluted and hard-to-understand control flow, as shown
above. As the data in Table show, calls like these requiring bound 4 or greater are quite
rare across our benchmarks (only 0.6% of call edges).

In contrast, disabling SELECTIVE can cause natural code patterns to yield high
bounds, as seen in Section[3.2] For instance, consider this code from the express benchmark:

1 block.paragraph = edit(block._paragraph)

2 .replace('hr', block.hr) /*2%/

3 .replace('heading', ' {0,3}#{1,6} +') /*4x/
4 .replace('|lheading', '') /*6*/

5 .replace('blockquote', ' {0,3}>') /*8x/

6 .replace('fences', ' {0,3}(?: {3,}"{3,1) [ \\nl*\\n') /*10%/

7 .replace('list', ' {0,3}(?:[*+-111[.)1) ') /*12x/

8 .replace('html', '</?(?:tag) (?: +|\\nl|/?>)|<(?:script|prelstylel!--)") /*14x*/
9 .replace('tag', block._tag) /*16x/
10 .getRegex(); /*18%/
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This code uses a fluent interface [28]: the edit and replace methods both return this,
allowing for chaining of method calls. Each step in the chain involves a field read (to
access the method) followed by a call, thereby adding 2 to the minimum bound for this
configuration. So, the final call to getRegex has 18 levels of indirection. We studied calls
with higher bounds and found that they involved a complex mix of field reads and method

calls, often spread across multiple functions and files.

3.4 Indirection-Bounded Call Graph Construction

In this section, we present static call graph construction algorithms that allow
for indirection bounding. We first describe a constraint-based formulation of the wave
propagation algorithm [89] (Section , and then present a simplified version for solving
the constraints (Section . In Section we extend the algorithm with indirection
bounding. Finally, in Section we show how further simplifications yield a bounded
version of the ACG algorithm of Feldthaus et al. [26]. The static analyses presented in this
section work independently of the dynamic analysis presented in Section [3.3] The purpose
of the dynamic analysis was to provide evidence and insights that support the static analysis
design by showing how indirection works in different scenarios. This semantic justification
helps validate the conclusions drawn from static analysis and ensures the bounding approach

is reliable.

3.4.1 Analysis Formulation

The second column of Section [3.3.T|gives constraint rules for computing an Andersen-
style points-to analysis for our statement types. The rules are standard; see [102] for a
more detailed description. The constraints define what values (objects or functions) must
be present in the points-to set of each variable and object field. Given a solution to the
constraints, a call graph can be extracted by adding an edge from each call site x = y(z)
(or from the function containing the call site) to each function f; € pt(y).

Concrete values are abstracted using allocation sites; we write o; or f; for an ob-

ject or function, respectively, allocated at site 7. As in the dynamic analysis formulation
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(Section , we assume a formal parameter variable p; and a return variable ret; for each
function f;. The constraints for field read, field write, and call statements are conditional
constraints [2] — they each impose new subset constraints based on the contents of another
points-to set. For example, the constraint for x = y(z) checks if f; is present in pt(y), which
indicates that y(z) may invoke f;. In this case, new subset constraints are imposed to cap-
ture the data flow from actual parameter z to formal p; and from the returned value ret; to
x. These conditional constraints correspond directly to the notion of indirections discussed
in Sections and Our approach implements indirection bounds by bounding the
handling of these conditional constraints, leveraging the structure of the wave propagation

algorithm, to be described next.

3.4.2 Simplified Wave Propagation

Algorithm [4] presents pseudocode for a simplified version of the wave propaga-
tion algorithm [89], the basis of our bounding technique. The pseudocode eschews many
optimizations critical to the efficiency of the full wave propagation algorithm, including
worklists, cycle elimination, and topological sorting. We simplify the pseudocode to clearly
expose the two alternating phases of the algorithm, propagation and edge addition, the
aspect of the algorithm most critical to bounding.

Algorithm [4] computes the points-to relation pt using a flow graph G. Each node
in G represents a variable or an object field, and each edge n — n’ in G represents a
subset constraint pt(n) C pt(n’) from Section The main entry point is the ANALYZE
procedure at line [4]

The algorithm begins with the INIT procedure (line , which initializes pt and
G based on the simple (non-conditional) constraints for value creation, variable copy, and
return statements in Section [3.3.1} Then, at lines the algorithm alternates between
calls to PROPAGATE and ADDEDGES until pt and G reach a fixed point. PROPAGATE
(line uses a fixed-point loop to ensure that for each edge n — n’ currently in G,
pt(n) C pt(n'). Then, ADDEDGES (line processes each field read, field write, and
call statement and updates G with new edges based on the current value of pt and the

corresponding conditional constraints in Section [3.3.1
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Algorithm 4 Simplified wave propagation algorithm.

1: P: program to analyze

2: pt: points-to relation, initially empty
3: G: flow graph, initially empty
4: procedure ANALYZE()

5: IntT()

6 repeat

7 pt' < pt, G’ + G

8 PROPAGATE()

9 ADDEDGES()

10: until pt’' = pt NG =G

11: end procedure

12: procedure INIT()

13: for eachx = {}; € Pdo
14; pt(x) < pt(x) U {0}

15: foreachx = p =>;, {...} € Pdo

16: pt(x) < pt(x) U {f:}
17: for eachx = y € Pdo

18: G+ GU{y — x}

19: for each return; x € P do
20: G+ GU{x — ret;}

21: end procedure
22: procedure PROPAGATE()

23: repeat

24: pt’ < pt
25: for each edge n — n’ in G do
26: pt(n') < pt(n') U pt(n)

27: until pt’ = pt

28: end procedure

29: procedure ADDEDGES()

30: for each x = y.f € P, 0; € pt(y) do
31: G+ GU{o;.f = x}

32: for each x.f = y € P, 0; € pt(x) do
33: G+ GU{y—oif}

34: for each x = y(z) € P, f; € pt(y) do
35: G+ GU{z — p;, ret; — x}

36: end procedure
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The clean separation between propagation and edge addition is a key character-
istic of wave propagation; it leverages this structure to efficiently eliminate cycles in the

constraint graph and compute a topological ordering to minimize propagation [89).

Algorithm 5 Algorithm [4) modified to bound indirections except for field reads.

1: bound: bound on indirections

2: 4: current iteration, initially O

3: procedure ADDEDGES()

4: G+ G

5: for each x = y.f € P, 0; € pt(y) do

6: G+ GUA{oi.f — x}

7 if G’ = G Ai < bound then

8: for each x.f = y € P, 0; € pt(x) do
9 G+ GU{y — o;.f}

10: for each x = y(z) € P, f; € pt(y) do
11: G+ GU{z — ps,ret; — x}

12: 14 1+1

13: end procedure

3.4.3 Adding Bounds

Given the structure of the wave propagation algorithm, adding bounding of all
indirections is straightforward. Algorithm [4] already separates its handling of conditional
constraints, which correspond to indirections, into the ADDEDGES procedure. So, bounding
indirections simply requires limiting the number of times that ADDEDGES runs to be less
than the bound. We have found that in real implementations that use the wave propagation
structure, adding bounding is similarly straightforward.

Recall that Section showed that field reads often require higher bounds than
other indirections, matching the intuition of Section Algorithm [5] is a variant that
only bounds indirections via field writes and calls, while leaving handling of field reads
unbounded; the changes compared to Algorithm 2 are emphasized with blue (lines
and . Variables bound and i are introduced, and only the ADDEDGES procedure of
Algorithm [4] is modified. The modified code first adds edges to G based on field reads
without checking the bound (lines . Then, field write and call statements are processed,
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but only if the field read processing added no new edges to G (the G’ = G check on line [7)).
If handling of reads adds new edges to GG, then ADDEDGES returns without incrementing
i, and another phase of propagation is run (see line . Hence, the algorithm only handles
stores and calls and increments 4 (lines once propagation and edge addition from field
reads have iterated to a fixed point.
The G’ = G check on line [7| is crucial for getting the full benefit of unbounded

field reads. Consider the following example:

1 vary =9{...}

2 var x = y.a.b.c;

3 xm=p=>9{...}

4 x.m(...);
We have three nested field reads at line 2 and one field write on the resulting object at line
3. With unbounded field reads, one would expect the call at line 4 could be discovered with
an indirection bound of 1. But, without checking for G’ = G at line 7 the counter ¢ for
writes and calls would still be incremented while handling the reads, exhausting the bound
before the relevant data flow from reads was discovered. Algorithm [5| discovers the call
with bound = 1, as desired. In our implementation, constraints from JavaScript method
calls (see Figure in Section are also handled in an unbounded manner, similar to
handling of field reads in Algorithm
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3.4.4 Bounded ACG

Algorithm 6 Bounded ACG algorithm |26, as a modified version of Algorithm

1: bound: bound on indirections

2: 4: current iteration, initially O
3: procedure INIT()

4: foreachx = p =>;, {...} € Pdo

5: pi(x) < pt(x) U{fi}

6 foreachx = y,x = z.y,orz.x = y€ Pdo
7 G+ GU{y —x}

8: for each return; x € P do

9: G+ GU{x — ret;}

10: end procedure
11: procedure ADDEDGES()

12: if i < bound then

13: for each x = y(2) € P, f; € pt(y) do
14: G+ GU{z — p;, ret; — x}
15: 14 1+1

16: end procedure

The ACG algorithm of Feldthaus et al. |26] is a well-known technique for build-
ing JavaScript call graphs. ACG uses a field-based modeling of field accesses, unlike the
field-sensitive formulation of Section In ACG, reads and writes of object fields are
modeled as assignments to and from global variables, and hence they do not introduce indi-
rections for the analysis. Algorithmically, both the original ACG analysis and an indirection-
bounded variant can be phrased as a simplified version of wave propagation. Pseudocode for
indirection-bounded ACG is given in Algorithm [6} code related to bounding is again shown
in blue (lines [I2] and [15). The ANALYZE and PROPAGATE procedures (elided) are identical
to those in Algorithm [ Field reads and writes are now handled similarly to assignments
in INIT (line @ ADDEDGES is modified to remove all handling of field accesses. The only
remaining indirections to handle in ADDEDGES are calls, as in 0-CFA [101]. Bounding is

also simplified compared to Algorithm 5 as field reads do not require any special treatment.
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3.5 Evaluation

We have implemented the techniques of Section [3.4] in two analysis frameworks.
JELLY [49, 73], implements a field-sensitive call graph analysis using an algorithm like wave
propagation [89], and is targeted at Node.js programs. WALA [27], has an implementation
of the ACG algorithm and is targeted at browser-based applications. We modified these
implementations to optionally use bounding as described in Sections and

With these implementations, we performed an experimental evaluation to assess
the effectiveness of indirection-bounded call graph construction. We designed our evaluation

to answer the following main research questions:

1. How are analysis running time, recall and precision impacted by different values of

the indirection bound?

2. How does bounding of field reads and method calls (disabling the SELECTIVE flag of

Section [3.3.2) impact the overall effectiveness of the analysis?

3.5.1 Benchmarks

For Node.js benchmarks, we further filtered the benchmarks used in the dynamic
study based on the following three criteria. Initially, we required the dynamic call graph
to contain at least 50 call edges to provide a sufficient basis for comparing the precision
and recall of the static call graph. Then, we required JELLY could compute a static call
graph with a recall of at least 20% as compared to the dynamic call graph; this eliminated
some benchmarks where JELLY analyzed only a small portion of the code (typically due
to unsupported test frameworks). This criterion also eliminated cases where JELLY ran
out of memory. Second, we required that JELLY took at least 15 seconds to analyze the

benchmark; for benchmarks that can be analyzed quickly, there is no need for bounding.
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Table 3.3: Node.js benchmarks used for indirection-bounded static analysis experiments with JELLY.

N . Code Sizd Analysis Tim¢ Precisiod  Recall
nchmar gs | #Mods | #Funs | o (secs) %) %)
node-glob 42 186 | 2,621 1,103 22.38 88.01 90.14
kraken-js 130 303 | 3,192 1,416 19.62 96.85 | 37.95
tern 22 233 | 3,318 1,469 17.67 | 92.69 | 80.70
doctoc 96 322 | 3,212 1,515 15.25 93.97 | 74.18
js-yaml 59 479 | 4,440 1,900 28.86 96.42 | 95.38
react-loadable 55 138 | 3,192 1,952 405.44 | 99.35 | 81.50
babel-plugin-module-resolve 67 537 | 4,886 2,063 55.55 99.70 | 91.82
scrape-it 198 390 | 4,337 2,297 32.80 95.71 | 80.08
express-react-views 64 489 | 4,987 2,390 79.19 96.30 | 98.81
node-oauth2-server 36 262 | 4,588 2,448 461.66 75.43 | 95.53
lost 71 994 | 4,597 2,670 34.28 96.13 | 98.66
json2csv 112 428 | 6,743 2,692 29.99 97.24 | 81.45
homebridge 91 378 | 5,680 2,787 27.15 92.86 | 76.51
sharedb 37 266 | 5,630 3,164 47.64 | 76.54 | 65.95
big.js 1 26 | 1,718 3,306 15.88 96.02 | 100.00
normalizr 142 747 | 9,845 3,694 136.44 | 85.77 | 81.45
react-refetch 86 408 | 7,691 3,829 643.23 97.78 | 90.60
baobab 113 618 | 9,081 3,957 125.39 92.51 | 92.79
react-fontawesome 84 410 | 7,487 4,015 98.99 99.25 | 99.10
You-Dont-Need-Momentjs 63 742 | 8,024 5,404 48.10 85.91 84.43
eslint-plugin-compat 80 1,349 | 7,625 5,013 32.81 97.05 | 96.20
rewire 103 837 | 12,316 6,813 82.47 94.62 | 89.38
bootlint 110 741 | 10,022 6,835 57.96 96.85 | 80.46
webpacker 92 922 | 13,048 6,930 317.69 98.67 | 83.71
webpack-dashboard 122 1,182 | 17,783 9,823 834.18 96.31 76.44
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Table 3.4: Web and Mobile benchmarks used for experiments with WALA.

Code Siz¢ Analysis Time Precision Recall
Benchmark #Pkgs | #Mods | #Funs &B) (secs) %) %)
Vanillajs 2 8| 131 30 0.32 | 90.13 | 98.64
Mithril 3 8| 136 57 0.35 | 82.77 | 90.83
Ve 4 6| 623 247 0.68 | 88.70 | 95.64
Knockoutjs 4 4] 586 308 0.69 | 89.65 | 97.31
Jquery 5 5| 869 371 2.51 | 82.75 | 98.27
Backbone 6 11| 950 387 3.93 | 78.93 | 97.77
Canjs 5 7| 1,105 559 10.15 | 76.55 | 97.49
Knockback 8 11| 1,798 764 29.25 | 80.49 | 96.35
Angularjs 5 9| 1,488 | 1,093 17.08 | 83.53 | 95.87
React 5 10| 1,876 | 1,168 45.73 | 67.67 | 97.65
Blank-app - ~| 5203 | 2,030 309.77 | 62.33 | 67.45
Chat-app - ~| 7119 | 3,185 | 1,537.29 | 55.12 | 64.85
Bidding-app - ~| 7073| 3,194 | 1,627.19 | 55.18 | 65.02
Todolist-app - ~ | 11,678 | 5,704 | 8,340.14 | 57.98 | 68.28

This filtering led to a set of 25 benchmarks, whose details are given in Table
The benchmarks are large, with thousands of functions and ranging up to more than 9.8MB
of code. For each benchmark, the table states the numbers of packages, modules and
functions, the code size, and the analysis time, precision, and recall for JELLY when run
without bounding.

For assessing WALA, we constructed a suite of 14 web and mobile benchmarks,
shown in Table We included the 10 programs from the TodoMVC suite that were used
by Chakraborty et al. in their study [15], and we re-used their test harness to exercise
the programs. We also included four sample React Native applications, encompassing the
starter app, a to-do app, a chat app, and a bidding app, all gathered from GitHub.

We chose apps we could run successfully in a simulator and that worked with

our analysis infrastructure, and we manually developed a test harness for each to exercise
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the code. For these apps, we constructed call graphs for the final shipping version of the
code, which is bundled as a single file; hence, package and module counts are omitted in the
table. The mobile benchmarks are much larger and more complex than the web benchmarks,
explaining the higher analysis times and lower recall for those programs. While some of the
smaller benchmarks in this suite can be analyzed very quickly, we retained them in the suite

due to the challenge of manually exercising dynamic behaviors in web and mobile apps.

3.5.2 Experimental Configuration

In our experiments we measure precision and recall using the call site targets
metric described in Section [3.2] i.e., by comparing sets of possible call targets at call sites.
We found that this metric most robustly captured the data flows discovered by the static
analysis. We also experimented with the reachable functions and reachable edges metrics
(see Section . These metrics showed similar trends as for the call site targets metric, but
are also more fragile since discovery of one additional call graph edge sometimes dramatically
impacts overall reachability, making the results harder to interpret.

We ran the JELLY experiments on a machine with an 8-core Intel Core i7-11700
processor and 32GB of RAM, running Ubuntu 20.04.6 LTS. For the WALA experiments we
used a Google Cloud virtual machine with a 4-core Intel Broadwell Xeon CPU and 64GB
RAM running Ubuntu 20.04.6 LTS.

3.5.3 Results

Figure [3.3] presents our main results for the JELLY experiments. For these experi-
ments, field read and method call indirections were unbounded, the preferred configuration
as discussed in Sections and The box plots give analysis time and recall relative
to the unbounded JELLY analysis. The ideal for a bounded analysis would be to have recall
as close to 1.0 as possible, so no recall is lost compared to unbounded, with analysis time as
close to 0.0 as possible, maximizing performance. The analysis time data points sometimes
extend above 1.0 primarily due to noise in the running time measurements. Additionally,
the number of cycle elimination runs in wave propagation [89] can be affected by the use

of different types of bounds in the analyzer. This variance can slightly increase or decrease
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overall analysis running time, depending on the number of cycles in the constraint graph.

Studying Figures and indirection bound 2 gives the best balance of
analysis time improvement and recall. The average analysis time speed-up is roughly 2X
(ranging from 0.9X-23.9X), while the average relative recall is 95% (82%-100%) of the
unbounded analysis. The high relative recall matches the results of our dynamic study
(Section , where we observed that 96% of dynamic calls were discoverable within a
bound of 2. At bound 1, recall loss is significant at 17%, whereas bound 3 shows a minimal
recall loss of only 1%, although the analysis time increases significantly. At bound 2, the
recall loss is moderate at 5%, offering a balance between recall and analysis time.

Figure [3.4] gives results for our WALA experiments. Here, we see that bound
1 yields a good overall trade-off, with a roughly 2X average speed-up (1.1X-21.4X) with
an average relative recall of 99% (91%-100%). Bound 2 yields 99.99% relative recall on
average with a smaller average speedup of 1.6X. We believe the higher recall numbers at
lower bounds compared to JELLY are due to the fact that the ACG algorithm has fewer types
of indirections to bound (see Section [3.4.4)), and hence more data flow is discovered within
a lower bound. For the web benchmarks, the largest observed performance improvements
were for the largest benchmarks (e.g., for React we saw a 21X improvement). It would be
useful future work to evaluate bounding on a suite of larger web and mobile benchmarks, but
exercising such benchmarks to get good coverage of dynamic behaviors can be challenging
(due to many user interactions, server-side state, etc.).

Finally, Figure |3.5] gives data for our second research question, showing results
for JELLY with all indirections bounded, including field reads and method calls. Here, the
bound with the closest analysis time / recall trade-off to our main configuration is bound 5,
with a relative recall distribution fairly similar to bound 2 in Figure [3.3b| However, at this
bound we see some higher outliers in analysis time, ranging up to 89% of the unbounded
analysis time. Further, as shown in Section [3.3.3] with this configuration there is a long
tail of calls that require a much higher bound to discover; in Figure even at bound

5, there is one benchmark with relative recall below 80% and five below 90%. Given these
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Figure 3.3: Analysis time and recall for JELLY with different indirection bounds and SELECTIVE

enabled, relative to JELLY’s unbounded analysis.
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Figure 3.4: Analysis time and recall for WALA with different indirection bounds, relative to
WALA’s unbounded analysis.

considerations, and the naturalness of code patterns with high numbers of field read and
method call indirections (Sections|3.2/and , we believe analysis with selective bounding
is the better choice for more robust results.

Without indirection bounding, there were 31 benchmarks that could not be ana-
lyzed because they caused the analyzer to run out of memory. With indirection bounding,

7 of those benchmarks can be successfully analyzed without running into memory issues.
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(SELECTIVE disabled).

3.5.4 Threats to Validity

A threat to the external validity of our evaluation is our choice of benchmarks.
For Node.js we chose a large set of realistic benchmarks in a principled manner (see also
Section . For web and mobile we have smaller sets of benchmarks, due to challenges
in exercising such benchmarks to collect dynamic data. It is possible that on other types of
benchmarks, bounding will be less effective. Our results may also be internally invalid due
to bugs in our implementation. We have a variety of regression tests to check correctness of
our results and we have done extensive manual inspection of complex examples, reducing
this threat. Finally, our choice of call site targets as the precision/recall metric is another
threat to external validity. We chose this metric since it best measures the overall effective-
ness of the static analysis in capturing function data flows. But, there could be scenarios
where a client relies on certain critical edges being present in the static call graph, and
those particular edges require a bound greater than 2 to discover. In such cases, a higher
indirection bound (or other heuristics) would be required to produce a useful static call

graph, leading to higher analysis time.
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3.6 Related Work

The most closely related work is the recent study by Mathiasen and Pavlogian-
nis [61] on the complexity of different variants of Andersen’s classic pointer analysis. Most
importantly, they presented an algorithm for solving Andersen-style pointer analysis in-
stances with bounded numbers of store operations in witnesses of points-to relations, and
proved that the algorithm runs in almost quadratic time. In comparison, the indirection-
bounded analysis that is based on wave propagation or ACG remains cubic time for a
fixed bound. As mentioned in Section Mathiasen and Pavlogiannis conjecture that the
level of indirection is typically small but without giving empirical evidence and without
experimentally evaluating the effects on analysis time, precision and recall. Furthermore,
their work focuses on a C-like language with field-insensitive analysis and without involving
higher-order functions, whereas we consider field-sensitive hybrid call graph and pointer
analysis for JavaScript. It remains an open problem whether their complexity results can
be adapted to field-sensitive analysis. The algorithm and theoretical complexity results
by Mathiasen and Pavlogiannis are based on Dyck reachability and matrix multiplications,
whereas we base our approach on the wave propagation algorithm that is known to work well
in practice. For example, wave propagation is used in the SVF analysis tool for LLVM [107]
and also constitutes the core of the PUS constraint solver [56].

Mathiasen and Pavlogiannis [61] additionally showed that their bounded analysis
technique is perfectly parallelizable, in contrast to ordinary Andersen pointer analysis. It
will be interesting in future work to investigate whether that theoretical property can be
exploited in practice to parallelize indirection-bounded call graph analysis.

Horwitz [40] studied a similar notion of levels of pointer indirection, but for reason-
ing about the analysis precision loss that may occur when normalizing pointer operations,
which is not immediately related to bounded analysis techniques.

Utture and Palsberg [116] introduced a mechanism for analyzing library code only
partially to speed up whole-program static analysis of application code. Their technique
retains precision but, like indirection-bounded analysis, may lose some recall. We believe
such approaches could be combined with indirection-bounded analysis to speed up analysis

even further.

68



Utture et al. |[114] (and follow-up work [51]) propose the notion of a call-graph
pruner, which aims to improve analysis precision by eliminating call edges that are likely to
be false positives. Like indirection-bounded analysis, that technique may negatively affect
recall but in practice often achieves a good balance between precision and recall. The
technique works as a post-processing phase and as such does not improve analysis time,
and it relies on a learning algorithm that does not provide semantics-based, predictable
outcomes.

Bounds have often been used in configuring the abstraction used by a static analy-
sis, e.g., k-limiting for context sensitivity or access path length [102]. Indirection bounding
is fundamentally different, in that it heuristically terminates the core fixpoint computation
of the analysis before a fixed point is reached. Hence, unlike the aformentioned types of
k-limiting, indirection bounding impacts analysis soundness, trading off a small amount of
recall for improved scalability.

As pointed out in Section [3.1] it is well known that practically all whole-program
static analyzers have imperfect recall [57], but the analysis results are still useful for many
use cases. Reif et al. [93] and Sui et al. [106] investigated this phenomenon empirically
for state-of-the-art analyzers for Java, and Antal et al. [§] have made a similar study for
JavaScript call graph analysis tools. The more recent work by Chakraborty et al. [15]
introduced a method for quantifying the root causes of missing edges in call graphs produced
by a field-based static analysis for JavaScript [26]. The dynamic analysis used in [17] inspired

the technique presented in Section [3.3

3.7 Conclusion

Indirection-bounded analysis is a simple but effective approach for speeding up
call graph analysis while missing relatively few call edges. The approach complements
the theoretical results of Mathiasen and Pavlogiannis by providing a practical algorithm
and empirical evidence, and it generalizes their bounded mechanism to a language with
higher-order functions and to field-sensitive analysis. The results of the dynamic analysis

presented in Section indicate that real-world JavaScript code tends to have low levels
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of indirection of function calls and field writes, which gives a semantic justification of the
approach. We have demonstrated that indirection-bounded analysis is straightforward to
incorporate into Pereira and Berlin’s wave propagation algorithm and also into the field-
based ACG algorithm by Feldthaus et al., and that it can be advantageous to choose a fixed
bound independent of the individual programs being analyzed.

For future work, it may be interesting to explore the potential of indirection-
bounded analysis for other programming languages, and to investigate whether the par-
allelizability results of Mathiasen and Pavlogiannis also hold in presence of higher-order

functions and field-sensitive analysis.

Data Availability

The supplementary material is available onlineﬂ It contains the benchmarks used
in the experimental evaluation and instructions for using indirection-bounded analysis with

the open source analysis tools JELLY and WALA.

Zhttps://zenodo.org/doi/10.5281/zenodo . 12720724
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Chapter 4

Promise Unkept: Detecting

Mismanaged Promises in JS

Promises in JavaScript have become the standard mechanism for handling asyn-
chronous operations, replacing callback-based patterns to avoid deeply nested code struc-
tures. However, promise-based code introduces new classes of programming errors. Failure
to attach rejection handlers can result in unhandled promise rejections that crash applica-
tions, while the absence of fulfillment handlers may cause important asynchronous results to
go unnoticed. Existing approaches for detecting these issues include runtime checks, linters,
and dynamic analysis, but each has limitations: runtime mechanisms (e.g., in Node.js) only
flag issues when faulty paths are actually executed—often too late in production; linters
rely on syntactic patterns and often miss deeper semantic issues; and dynamic analyses
depend heavily on test coverage, making them blind to rarely executed paths.

These limitations motivate the need for a static analysis that can reason about
promise behavior across all program paths without relying on execution. This chapter
presents such an approach for detecting missing promise handlers in JavaScript applications.
We implement our technique in PROMISEPATROL, which uses abstract interpretation to
model promise creation, state transitions, and handler attachment, tracking these properties
interprocedurally through function calls. A key contribution is the Entry Anchor technique,

which identifies functions that directly manipulate promises as targeted analysis starting
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points, improving both focus and scalability. We evaluated our approach on 100 popular
npm packages and identified 15 true instances of missing promise handlers across 7 distinct
projects. These findings demonstrate that statically detecting promise-related issues in
JavaScript is both feasible and effective, providing actionable insights into asynchronous

defects that often evade traditional testing.

4.1 Introduction

JavaScript plays a central role in the modern software ecosystem, powering applica-
tions that range from interactive front-end interfaces to mission-critical backend systems. To
support responsiveness in such diverse environments, JavaScript employs an event-driven,
non-blocking concurrency model. Long-latency operations such as file and network access
are delegated to the event loop, allowing the main thread to continue executing other tasks.

Early JavaScript programs managed asynchrony using callbacks, in which the con-
tinuation of a computation was passed as an argument to asynchronous functions. Although
flexible, this approach often led to deeply nested and difficult-to-maintain control struc-
tures—commonly referred to as callback hell. Such patterns made code complex, hard to
read, and error-prone, complicating both error propagation and control flow reasoning. To
address these shortcomings, ECMAScript 2015 (ES6) standardized Promises, introducing
a more structured abstraction for asynchronous programming. The design of JavaScript’s
Promise mechanism was influenced by prior work in the E language [70], and the Promis-
es/ A+ specification [90].

In addition to improving code clarity, the ES6 Promise API provided a standard-
ized set of methods for creating and composing asynchronous operations. Developers can
use Promise.resolve() and Promise.reject() to quickly produce fulfilled or rejected
promises. For coordinating multiple tasks, Promise.all() waits for all promises to fulfill,
while Promise.race() settles as soon as one does. Later additions like Promise.any ()
and Promise.allSettled() introduced further flexibility for aggregating results. The
async/await syntax introduced in ES2017 built on Promises to offer a more readable,

sequential style of asynchronous programming.
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While Promises offer a structured model for asynchronous programming, they
also give rise to subtle and often non-obvious correctness issues. One such issue arises from
unresolved promises, which neither fulfill nor reject and can cause memory retention or
indefinite suspension of computation. A more critical concern involves unhandled rejections,
where a rejected promise lacks an associated rejection handler. Beginning with version
15.0.0 [81], Node.js classifies unhandled rejections as fatal errors [111], reflecting extensive
community debate and real-world failures observed in production environments [20]. Such
errors may result in resource exhaustion, inconsistent program state, or loss of control-flow
integrity.

A second, less widely discussed category of errors arises from missing fulfillment
handlers—cases where a Promise is fulfilled but its result is never consumed. These cases
are often indicative of developer oversights, such as unintentionally dropped control or data
flow. Although not fatal, such omissions can lead to lost progress, inconsistent application
state, and performance degradation. These issues are rarely flagged by linters or runtime
checks, yet they indicate a clear mismatch between program behavior and developer intent.
Prior work has paid comparatively less attention to these cases, and existing dynamic
approaches struggle to reliably detect them due to dependence on runtime coverage and
test oracles.

Existing techniques for identifying these defects have significant limitations. Run-
time monitoring can detect problems only when specific execution paths are triggered, which
may be rare in production settings. Linters and pattern checkers operate on purely syn-
tactic heuristics, lack path sensitivity, and are limited to intra-procedural reasoning. Tools
like ESLint |122], while widely used, do not track interprocedural Promise propagation or
model handler attachment across chains. Dynamic analyses on the other hand offer greater
expressiveness but their effectiveness is ultimately constrained by test coverage and input
diversity. These limitations motivate the need for static analyses that provide broader cov-
erage and deeper semantic reasoning about Promise behavior enabling detection of these

defects early and reliably.
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Our Contribution. In this work, we present PROMISEPATROL, a static analysis frame-
work for detecting missing fulfillment and rejection handlers in JavaScript programs that use
Promises. Built atop Jelly, a state-of-the-art static analysis infrastructure, PROMISEPATROL
performs interprocedural analysis and models the semantics of asynchronous constructs to
reason deeply about promise creation, resolution, and handler propagation across function
boundaries. This enables detection of subtle defects that arise from complex control and

data flow patterns in asynchronous code. Our key contributions are:

e A novel interprocedural static analysis for detecting missing fulfillment and missing
rejection handlers, addressing subtle misuse patterns that elude traditional linting or

runtime-based detection.

e A call graph-guided entry point discovery mechanism, Entry Anchors, that improves

analysis scalability by isolating promise-relevant roots in the call graph.

e An empirical evaluation of PROMISEPATROL on 100 widely-used npm packages, uncov-
ering 15 true positives across 7 projects, and demonstrating the practical effectiveness

of static Promise mismanagement detection.

These contributions advance the state of static reasoning about asynchronous be-
havior in JavaScript and provide a foundation for more robust and scalable tooling for

Promise misuse detection.

4.2 Promise Mismanagement Defects

Promises provide a structured interface for handling asynchronous computations.
A Promise encapsulates a computation that may eventually complete with a value (fulfill-
ment) or terminate with an error (rejection). Handlers for these outcomes can be registered
via methods such as then(onFulfilled, onRejected), catch(onRejected), or by us-
ing the await keyword. It is worth noting that the await construct implicitly acts as a
fulfillment handler, resuming execution when the Promise resolves.

Figure illustrates common ways to handle fulfilled and rejected JavaScript
Promises. Fulfillment is typically handled using .then(onFulfilled) or the await keyword,
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Fulfillment Handlers try { await } catch {}

Rejection Handlers

Figure 4.1: Lifecycle of a JavaScript Promise and points of handler attachment.

while rejection is handled via .then(..., onRejected), .catch(), or try/catch blocks surround-
ing await. The figure emphasizes that fulfillment and rejection are distinct outcomes, each
handled through different language constructs. When such handlers are omitted, the pro-
gram may proceed without responding to success or failure, resulting in missed effects or
unhandled exceptions. These omissions are often difficult to detect, especially when they
arise under rare timing conditions or in deeply nested asynchronous flows.

To guide our analysis, we formalize two core categories of Promise-related defects:
Missing Fulfillment Handlers (MFH) and Missing Rejection Handlers (MRH). These defects
arise when a Promise may fulfill or reject along some execution path, yet no corresponding
handler is present to observe or respond to that outcome. MFH and MRH reflect violations
of robust asynchronous design principles, where each deferred computation is expected to
have a defined and observable lifecycle. Identifying such omissions early can prevent subtle

data loss, control-flow inconsistencies, and runtime failures in production systems.

Missing Fulfillment Handler (MFH). A Missing Fulfillment Handler arises when a
Promise may transition to the fulfilled state, yet no handler is registered to observe or make

use of the resulting value.
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Definition. Let P denote the set of all Promise instances in the program. For
each p € P, let IL, represent the set of feasible execution paths originating from the creation

of p. We say that p exhibits an MFH defect if there exists a path m € II,, such that:
1. p may reach the fulfilled state along m; and

2. no effective fulfillment handler is reachable on 7, where a fulfillment handler is defined

as:

e an invocation of .then(onFulfilled) attached to p, or

e an occurrence of await applied to p within a reachable control-flow context.

Failure to register a fulfillment handler may result in lost computation, unobserved
side effects, or inconsistent program state if subsequent operations assume the Promise was
processed.

Example: Consider an asynchronous operation that updates a user’s profile and

returns the updated profile object or a status.

Listing 4.1: Missing Fulfillment Handler leading to unobserved operation status.

1 async function updateUserProfile(userId, data) {
2 return db.updateUser(userId, data);
3 3

4 updateUserProfile('user123', { lastLogin: new Date() 1});

ot

// The operation's success is unobserved, may mask critical state transitiomns.

In Listing [4.1] the call to updateUserProfile produces a Promise that may fulfill
if the database update succeeds. However, the returned Promise is neither awaited nor
chained with a .then() handler. Along this feasible execution path, the fulfilled value
is unobserved and unused. According to the MFH definition, this constitutes a missing
fulfillment handler, which may lead to inconsistencies if subsequent logic implicitly assumes

that the update has completed successfully.

Missing Rejection Handler (MRH). A Missing Rejection Handler arises when a
Promise may transition to the rejected state, yet no handler is registered to observe or

respond to the error.
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Definition. Let p be a Promise instance created in the program, and let II,
denote the set of feasible execution paths originating from the creation of p. We say that p

exhibits an MRH defect if there exists a path m € II,, such that:
1. p may reach the rejected state along 7; and

2. no effective rejection handler is reachable on 7, where a rejection handler is defined

as:

e an invocation of .catch() or .then(..., onRejected) attached to p, or

e an enclosing try { await p } catch {...} block on a path that observes the

rejection.

Unhandled rejections are treated as fatal errors in many JavaScript environments
(e.g., Node.js v15 and later), and are notoriously difficult to trace during testing.
Example: Consider an asynchronous operation that reads a configuration file and

parses its content.

Listing 4.2: Missing Rejection Handler leading to unhandled rejection.

1 import fs from 'fs/promises';

2 async function getConfig() {

3 const configData = await fs.readFile("app-config.json");
4 return JSON.parse(configData);

5 %}

6 getConfig();

In Listing the call to getConfig() produces a Promise that may reject if the
file "app-config.json" does not exist or cannot be read. The await within getConfig
propagates this rejection by returning a rejected Promise. However, the call to getConfig()
is neither wrapped in a try/catch block nor chained with a .catch() or .thenC(...,
onRejected) handler. Along this feasible execution path, the rejection remains unobserved.
According to the MRH definition, this constitutes a missing rejection handler, potentially
leading to program termination or silent failure in a larger system.

MRH defects are a direct violation of robust error handling principles, akin to

uncaught exceptions in synchronous programming. In modern JavaScript environments
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like Node.js, an unhandled Promise rejection is a critical error that can terminate the
application [80]. In browser environments, while they might not always crash the tab,
they lead to errors logged in the console and can leave the application in an undefined
or inconsistent state, potentially resulting in silent failures or degraded user experience
[68]. The failure to handle potential rejections means that the program is not prepared for
exceptional circumstances, violating the principle of ” fail-safe” or ”fail-fast” where errors are
caught, logged, and potentially recovered from, rather than propagating silently or causing
abrupt termination.

Detecting MFH and MRH defects statically, before runtime, is crucial for build-
ing reliable and maintainable asynchronous JavaScript applications, however it presents
significant challenges. First, Promise-based asynchronous flows often span multiple mod-
ules, requiring precise interprocedural analysis and robust call-graph construction. Second,
Promise rejection handlers exhibit unique propagation semantics, complicating the identi-
fication of effective handlers, like a single catch may handle rejections for an entire chain.
Additionally, try-catch blocks enveloping await expressions necessitate context-sensitive
analysis to accurately ascertain error-handling coverage across layered asynchronous calls.
Lastly, JavaScript’s dynamic nature, including higher-order functions and dynamic prop-
erty access, exacerbates call-graph construction complexities, increasing the likelihood of
missed defects (false negatives) or excessive warnings (false positives). Addressing these
challenges demands sophisticated static analysis frameworks capable of precise, scalable

interprocedural reasoning about asynchronous Promise usage.

4.3 Approach

Our goal is to detect the two classes of unhandled Promise usage in JavaScript
programs, namely MFH and MRH that we identified in Section[£.2] We achieve this through

a staged static analysis pipeline. The key stages of our analysis are:

1. call graph construction using a static call graph generator Jelly,
2. identification of Promise-relevant functions,

3. computation of analysis Entry Anchors to guide the abstract interpretation, and
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4. a callstack-based abstract interpretation over the program’s abstract syntax tree

(AST) tailored for Promise semantics.

4.3.1 Call Graph Construction

We use Jelly, a recent static analysis framework for JavaScript/TypeScript pro-
grams targeting Node.js to construct a conservative, over-approximated call graph. Jelly
performs field-sensitive, flow-insensitive points-to analysis and models most core ECMAScript
constructs. Its design is inspired by techniques from TAPIR [71], JAM [79|, and ACG [26],
while supporting recent advances in approximate interpretation [49] and indirection bound-
ing [14]. Jelly constructs a call graph G = (V, E), where each node v € V represents a
function and each edge (v1,v2) € F indicates a possible call from v; to va. We rely on
this call graph as the foundation for subsequent entry anchor discovery and interprocedural

reasoning.

4.3.2 Identification of Promise-Relevant Functions

We define a function as Promise-relevant if it creates, returns, or consumes a
Promise object. Let R C V denote the set of Promise-relevant functions. A function f € V

belongs to R if it satisfies any of the following syntactic or semantic criteria:
1. Tt directly constructs a Promise, e.g., via new Promise(...).
2. It returns a Promise, either explicitly or by virtue of being declared async.
3. It receives a value that may be a Promise through:

e parameter passing,

e variable capture in closures,

e or the return value of another function.

Promise-relevance also propagates transitively: if a function calls another Promise-
relevant function and uses its result in subsequent computation (e.g., via chaining, awaiting,

or other control/data flow), it is also marked as Promise-relevant. This transitive closure

ensures that wrapper functions and pass-through layers are accurately captured. If Promises
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Algorithm 7 Entry Anchor Determination for Promise Analysis

1:

2:

3:

4:

10:

11:

12:

13:

14:

15:

16:

17:

18:

function COMPUTEENTRY ANCHORS
E+ 0
Visited + ()
function EXPLORE(f)
if f € Visited then return
Visited < Visited U f
hasRelevantCaller + false
for all c € C(f) do
if ce PAce R then
hasRelevantCaller < true
EXPLORE(c)
if —hasRelevantCaller then

E+—FEUf
end function
for all f e PN R do
EXPLORE(f)
return F

end function

are created or consumed in the global or module scope (i.e., outside any function), we treat

the global scope as a synthetic function and include it in R as well.

The set R is computed via interprocedural static analysis over dataflow paths

involving Promise allocations, usages, and return flows.

This classification plays a critical role in our analysis. First, it excludes large

portions of the program that cannot influence Promise outcomes, improving scalability.

Second, it enables identification of semantically meaningful analysis roots—FEntry Anchors.

Unlike traditional whole-program analyses that begin from global entry points, our approach

initiates modular reasoning from Promise-relevant functions, making Promise-relevance a

necessary precondition for precise and scalable static analysis.
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4.3.3 Entry Anchor Determination

Traditional static analyses often begin from top-level entry scripts (e.g., the main
file executed by Node.js) and traverse the call graph to infer behavior. However, in real-
world projects, this approach can lead to scalability issues—especially when Promises are
deeply nested within the call stack. To avoid redundant traversals and inefficient back-and-
forth flow between callers and callees, we introduce the concept of Entry Anchors : Promise-
relevant entry points that enable more precise and targeted analysis of asynchronous effects.

By initiating abstract interpretation from Entry Anchors rather than the global
entry point, our analysis benefits from two key advantages. First, it localizes reasoning
to semantically meaningful Promise flows, reducing unnecessary propagation through un-
related code. Second, it naturally supports modular analysis of asynchronous behavior,
enabling scalable analysis across large codebases.

We compute Entry Anchors by performing a reverse traversal of the call graph.
For each Promise-relevant function that is reachable from the application entry point, we
explore its callers recursively. A function is marked as an Entry Anchor if none of its reach-
able callers are also Promise-relevant. This identifies functions from which new Promise
behavior originates and ensures that analysis starts at relevant locations. The procedure is

summarized in Algorithm

4.3.4 Promise-Aware Abstract Interpretation

Our static analysis framework detects missing Promise handlers by applying ab-
stract interpretation over the Babel AST of JavaScript programs [11]. The analysis models
the lifecycle of Promises—including their creation, resolution, rejection, and handler regis-
tration—across interprocedural control flows. To ensure scalability, the analysis is seeded

at the Entry Anchors computed in Section
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A

Igorithm 8 Promise Handler Analysis

Require: JavaScript promises P, Call graph G, Entry Anchors F

Ensure: Set of warnings VW for promises with missing handlers

1
2

3:

4:

9:
10:
11:
12:
13:
14:

15:

16:
17:

18

19:
20:
21:
22:
23:

24:
25:

26:

27

:W(—@

: for all entry anchor e € E do

ANALYZE(e, ()
return W
: function ANALYZE(f,C) > C is call stack
if f € C then return |
> Recursion detection
o<+ 1 > Promise environment for f
C'+CuU{f}
> Analyze function body with interprocedural calls
for all statement s € f do
o+ F(s,0) > Intraprocedural transfer
if s is call expression then
for all target g € targets(s, G) do
04 < ANALYZE(g,C’)
0 < 0 U TRANSFER(0y, 5) > Merge callee effects
CHECKHANDLERS(f, o)
return o
end function

: function CHECKHANDLERS(f, o)
global W
Wyr 0
for all promise p € o where —escapes(p, f) do
if o[p].mayFulfill A —o[p].HasFulfillmentHandler then
Wy <= Wy U {missing fulfillment handler}
if o[p].mayReject A —o[p].HasRejectionHandler then
Wy < Wy U {missing reject handler}

W WUWy

: end function

82



4.3.4.1 Abstract Domain

To track Promise usage in a sound and tractable manner, we employ an allocation-
site based abstraction where each promise is identified by its syntactic creation location.

For each statically allocated Promise p, we define an abstract domain as:

Dpromise(p) = (MayFulfill, MayReject,HasFulfillmentHandler, HasRejectionHandler).

Fach component is a Boolean flag that approximates the Promise’s lifecycle be-
havior across all control-flow paths.

The abstract state flags MayFulfill and MayReject capture whether a Promise
may settle with a fulfillment or rejection outcome, respectively. These flags are joined using
logical disjunction, so they evaluate to true if the transition is feasible on any path. This
ensures the analysis conservatively accounts for all possible settlement behaviors observable
along any control-flow path, without requiring assumptions about which paths are more
likely to execute.

In contrast, HasFulfillmentHandler and HasRejectionHandler flags are joined
using logical conjunction, requiring that the handler be attached along all paths for the
flag to be true. This approach preserves soundness by marking a handler as present only
if it is attached along all control-flow paths; if any path omits the handler, the analysis
conservatively reports it as potentially missing. This prevents the analysis from overlooking
unhandled Promises in the presence of complex data flow.

This interpretation ensures that the analysis flags missing handlers whenever their
absence is possible along any control-flow path, and marks a Promise as capable of fulfilling
or rejecting only if the corresponding transitions are syntactically reachable. This design
reflects a sound, flow-sensitive analysis: a Promise is considered capable of fulfilling or
rejecting if such a transition is possible along any path, while handler presence is confirmed
only when it holds on all paths. This avoids unsound assumptions about handler coverage

and ensures that potential settlement behaviors are not under-approximated.

4.3.4.2 Abstract Semantics

Our static analysis is implemented as an abstract interpreter that traverses the

JavaScript AST and propagates abstract promise states interprocedurally, as outlined in
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Algorithm [§ The analysis begins from a set of statically computed Entry Anchors, and
maintains precision by tracking abstract environments per function call context.

The interpreter processes each function body in a forward, statement-by-statement
manner, applying transfer functions F(s, o) to update the abstract environment o. The en-
vironment maps allocation-site identifiers to abstract promise states as defined in
Control-flow branching constructs such as conditionals are handled by exploring all feasi-
ble branches and joining the resulting environments using domain-specific merge operators.
Loops are abstractly approximated by evaluating their bodies once and conservatively merg-

ing the result with the incoming state.

4.3.4.3 Transfer Functions

This section defines the transfer functions F(s, o) for a selected set of Promise-
related constructs that affect the abstract environment during analysis. These rules conser-
vatively model critical aspects of the Promise lifecycle, including creation, fulfillment/re-
jection, and handler attachment. Further refinements—such as the propagation of handler
state through chained promises and await expressions—are discussed separately in Sec-

tion 4.3.4.5)
[TF-NewPromise| Promise Allocation

s =p = new Promise(...) (f,r)=HeuristicGuess(p)
o' =olp— (fir, L, 1)]

Allocates a fresh abstract promise with handler flags unset. The initial values of
MayFulfill and MayReject are determined using lightweight heuristics (see Section|4.3.4.7));

if the outcome cannot be conclusively inferred, both flags are conservatively set to true.
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[TF-AsyncReturn] Async Function Invocation

f =\ 0;(f).MayFulfill
v

r =\ 0;(f).MayReject
i

s=v =17(..) hy = A o;(f) HasFulfillmentHandler
ol (k] e i
U = ) ) )
o h = A oi(f).HasRejectionHandler
i
if f returns one or more promises; otherwise:
(f,r) =HeuristicGuess(f), hy=1, h,=_1

Every async function invocation introduces a synthetic abstract promise at the callsite. If
the callee £ explicitly returns one or more Promises, the resulting abstract state is computed
by merging the states of all returned Promises. The flags MayFulfill and MayReject are
joined using disjunction, ensuring that any possible resolution is conservatively preserved.
On the other hand, the handler flags HasFulfillmentHandler and HasRejectionHandler
are joined using conjunction, reflecting that the synthetic promise is considered handled
only if all returned Promises are appropriately handled.
If no explicit Promise is returned by async function f, the analysis invokes

HeuristicGuess(f) to estimate its settlement behavior. In this case, the handler flags are
conservatively set to false (L), indicating that rejection or fulfillment may go unhandled

unless explicitly observed.

[TF-Then] Handler Attachment via then

s=q = p.then(onFulfilled, onRejected) (f,r) = HeuristicGuess(q)

o[p| HasFulfillmentHandler < (onFulfilled # undefined)
o[p].HasRejectionHandler < (onRejected # undefined)
o<« olg— (f,r, L, 1)]
Attaching a fulfillment or rejection handler via then updates the correspond-
ing flags on p. A fresh derived promise q is allocated, initialized with state flags from

HeuristicGuess, and no attached handlers. This ensures consistent treatment of derived

promises.
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[TF-Catch] Rejection Handler via catch [TF-Catch] Rejection Handler via catch

s =q = p.catch(onRejected) (f,r) = HeuristicGuess(q)

o[p|.HasRejectionHandler < (onRejected # undefined)
o olg= (fr, L, 1)]

The catch statement guarantees that rejection is handled on p. As with then,
a new derived promise q is introduced into the environment and initialized without any
attached handlers. Crucially, rejection handlers attached via catch (or the second argument
of then) affect not only the immediate promise p, but also propagate backward through the
chain: all ancestor promises leading to p are marked as having effective rejection handlers.
This transitive marking reflects JavaScript’s semantics, where a rejection handler installed
at any point downstream can prevent an unhandled rejection warning for the entire chain.

In our implementation, complex chained expressions (e.g., p.then(...) .catch(...))
are first normalized by introducing temporary variables to isolate intermediate results. Once
normalized, the appropriate transfer functions are applied to each intermediate step indi-
vidually.

These representative rules define how the environment is updated at key Promise-
related constructs. Transfer functions for ‘await’ and try-catch constructs are discussed in
more detail in Section which elaborates on control- and data-flow interactions in

chained and implicit handler contexts.

4.3.4.4 Interprocedural Analysis

Function calls are handled using a three-phase interprocedural analysis protocol
designed to propagate promise states across function boundaries. The analysis uses context-
sensitive environments to distinguish between different call sites and to model how Promises
are passed, manipulated, and returned across functions.

Phase 1: Parameter Setup. When analyzing a call expression s, the analysis first
resolves the set of possible target functions using the static call graph G. For each target
function g, a new abstract promise environment is constructed by mapping actual arguments

at the call site to the corresponding formal parameters of g. This mapping uses scope-aware
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variable identifiers, which include module and lexical scope context to prevent conflation of
bindings across unrelated functions. Promises that are passed as arguments are marked as
escaping to the caller to enable proper tracking of their lifecycle across functions.

Phase 2: Callee Analysis. The callee function g is analyzed recursively using the
newly initialized environment from Phase 1. To maintain context sensitivity, the analysis
uses a call stack C to represent the current analysis context, preventing reanalysis of recursive
functions within the same call chain. Each function body is interpreted using the same
intraprocedural strategy described earlier—statements are processed sequentially, and local
control flow (e.g., conditionals and loops) is modeled using conservative approximations.

Phase 3: Effect Integration. Once callee analysis completes, the effects of the
callee are integrated back into the caller environment. Promises that escape the callee
scope—either by being returned or by being modified in-place through parameter alias-
ing—are identified and merged into the caller’s environment. This transfer preserves im-
portant metadata such as handler flags and chain relationship. This ensures that the inter-
procedural effects of handler attachment or Promise chaining are correctly propagated to
all relevant calling contexts.

Special handling is applied for async functions. When a call site invokes an async
function, the analysis allocates a fresh synthetic abstract promise in the caller environment
to represent the eventual result, as discussed in Section

This interprocedural strategy is critical for handling real-world JavaScript idioms,
where Promises are frequently passed as arguments, returned from functions, or manipu-
lated through callbacks. By explicitly modeling these flows, the analysis can track handler

attachment and settlement behavior with high fidelity across function boundaries.

4.3.4.5 Promise Chain and Await Semantics

The analysis uniformly models both explicit and implicit mechanisms for attaching
handlers in JavaScript. Explicit chaining operations such as then and catch are directly
modeled by allocating fresh abstract promises for the chained result, establishing parent-
child links between the source and derived promises, and updating handler flags based on

the provided arguments. Rejection handlers attached via catch or the second argument to
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then are propagated backward through the chain so that upstream promises are marked as
handled if any downstream promise installs a rejection handler (see Section .

To implement this propagation, the analysis maintains an auxiliary structure that
maps each abstract promise to the set of reference variables currently pointing to it, as well
as to all downstream references created from it via chaining. When a handler is added to
a promise reference (e.g., q), the analysis consults this auxiliary structure to identify all
abstract promises whose reference sets include q and conservatively marks them as having
the corresponding handler. This allows upstream promises in a chain to be updated as
handled even if the handler is attached at a later point in the chain.

For example:

const p = Promise.resolve("value");
p-then(val => val.toUpperCase());
g.catch(e => e);

const q
const r

After q.catch(...) statement is analyzed, the analysis marks p and q as having rejection
handlers, even though only q is explicitly annotated. This reflects the JavaScript seman-
tics where a downstream catch suppresses unhandled rejection warnings for all upstream
promises in the chain.

Await expressions are treated as syntactic sugar for chaining with implicit fulfill-
ment and rejection handlers. When the analysis encounters await e, it marks the associated
abstract promise returned by the function call as having a fulfillment handler. If the await
is enclosed within a syntactic try-catch block, the rejection is considered handled as well.
Promises returned by async functions are made to escape their caller function boundary
if the caller does not attach a handler. To remain faithful to JavaScript semantics—where
any caller along an awaited call chain can install a rejection handler—the analysis treats
such escaping promises as implicitly passed upward through the call chain. When an await
may result in rejection and is not protected by a try-catch or .catch(), the rejection is
conservatively marked as escaping to the caller. This transitive escape continues through
any sequence of awaited, unguarded calls. Propagation halts in these cases: (i) the rejection
is caught, in which case it is considered handled; (ii) the callee is invoked without awaiting

its result, making the rejection unobservable to the caller; or (iii) the rejection reaches the
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outermost function, leaving no remaining opportunity for propagation or handling. In cases
(ii) and (iii), the rejection is left unhandled.

This unified treatment of chaining and await semantics enables the analysis to
track rejection and fulfillment handler coverage across both explicit and implicit asyn-

chronous flows, ensuring sound detection of missing handlers.

4.3.4.6 Missing Handler Warnings

The final phase identifies potential Missing Fulfillment Handler (MFH) and Missing
Rejection Handler (MRH) warnings by inspecting the final promise state at each function
exit. For each promise p that remains local to the function and does not escape its scope,

we check the following:

e MFH Detection: If mayFulfill(p) = T and HasFulfillmentHandler(p) = L, then

report a potential Missing Fulfillment Handler.

e MRH Detection: If mayReject(p) = T and hasRejectionHandler(p) = L, then

report a potential Missing Rejection Handler.

The effective rejection handler status accounts for handler propagation within
promise chains. A promise has an effective rejection handler if any downstream promise in
its chain has a rejection handler, since rejection handlers catch rejections from all upstream
promises.

To avoid redundant reports, promises are grouped by their chains, and warnings
are reported once per chain rather than per individual promise. This prevents duplicate

warnings for promises that are semantically part of the same promise chain.

4.3.4.7 Heuristics for Determining Handler Necessity

A key challenge in Promise handler analysis is distinguishing genuinely problematic
omissions from deliberate, semantically safe usage patterns. Without this distinction, our

tool risks overwhelming developers with false positives in large codebases.
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Consider the following cases:

e Side-effecting operations: Functions like console.log(), fs.writeFile(), or
telemetry /reporting calls are often invoked without awaiting their completion. Re-
quiring handlers in such cases would raise unnecessary warnings, as these are often

used in non-critical contexts.

e Deliberate fire-and-forget patterns: Background tasks such as cache invalidation
or analytics dispatch are intentionally launched without awaiting or error handling to

avoid blocking control flow.

e Top-level async execution: Immediately Invoked Async Function Expressions
(async ITFEs) are used to enable await at the module level. These typically do
not require fulfillment handlers, though rejection handlers are sometimes attached for

robustness.

To account for such patterns, our analysis incorporates lightweight syntactic heuris-
tics to estimate whether a promise may fulfill or reject. These are implemented via a
function called HeuristicGuess, which is invoked within the transfer functions defined in
Section[d.3.4.3] For example, when analyzing new Promise(...) or chaining constructs like
then/catch, the analysis calls HeuristicGuess to initialize the MayFulfill and MayReject
flags of the resulting abstract promise.

A few examples would be:

e If the executor body of a new Promise lacks an obvious reject() call, MayReject

may be initialized to false.

e If an async function does not contain any throw or await of rejecting calls, it is

considered unlikely to reject.

e Known APIs such as Promise.resolve(), Promise.allSettled() that settle deter-

ministically are treated accordingly (e.g., MayReject is set to false).

In ambiguous cases—e.g., when Promise behavior is inferred through opaque APIs
or higher-order callbacks—the analysis conservatively sets both state flags to true, requiring

handlers to be safe.
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These heuristics are conservative yet effective, reducing warning fatigue while pre-
serving the analysis’ focus on actionable issues. As our evaluation in Section [£.4]shows, this
filtering plays a critical role in the practical viability of the tool in real-world JavaScript

codebases.

4.4 Evaluation

We evaluate PROMISEPATROL across a range of real-world JavaScript and Type-

Script projects to answer the following research questions:

RQ1. How sound and precise is PROMISEPATROL in detecting missing fulfillment and

reject handlers in real-world JavaScript programs?

RQ2. Can PROMISEPATROL be used to verify the absence of unhandled promise errors in

practical applications?
RQ3. Does the analysis scale to large JavaScript/TypeScript codebases?

RQ4. What is the impact of handler necessity heuristics on reducing false positives in

Promise misuse detection?

To address these questions, we applied our analysis to the npm-100 benchmark
suite, a curated collection of 100 actively maintained JavaScript and TypeScript packages
from the npm ecosystem. We measured both the effectiveness and scalability of PROMISEP-
ATROL, examined its ability to verify correct usage of Promises, and assessed the practical
impact of optional heuristics designed to reduce false positives.

In addition to answering the research questions, we provide an illustrative case
studies of real bugs detected by PROMISEPATROL and a discussion of the underlying chal-
lenges and limitations of Promise analysis.

The evaluation was conducted on a machine with an Intel Core i7-11700 CPU (8
cores, 16 threads, 2.5 GHz), 32 GiB RAM, running Ubuntu 20.04.6 LTS and Node.js v22.9.0,

with a timeout of 10 minutes per project.
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4.4.1 RQ1: Precision of Handler Detection

To evaluate the precision of PROMISEPATROL, we manually inspected all warnings
across the subset of projects where promise usage was detected and static analysis succeeded.
We exclude test and specification files from our analysis and only report warnings whose
source locations belong to the main application code and not third-party dependencies.

A total of 34 warnings were reported across 7 projects. Each was labeled as a
true positive (TP) or false positive (FP) based on whether a missing fulfillment or rejec-
tion handler could plausibly lead to an unhandled rejection or silently ignored resolution.
Table summarizes the classification. Of the 34 warnings, 15 were true positives and
19 were false positives, resulting in an overall precision of approximately 44%. Most false
positives were caused by imprecise modeling of property writes, conditional resolution, and
APIs that internally use Node.js-style callback conversion (e.g., util.callbackify). We
provide illustrative case studies in Section to show how true positives arise in real-

world packages and why they are non-trivial to detect.

Table 4.1: Per-project classification of warnings produced by PROMISEPATROL

Project True Positives False Positives Total Warnings

axios 0 6 6
execa 0 4 4
glob 6 5 11
mkdirp 2 1 3
ts-node 0 1 1
rimraf 7 0 7
yaml 0 2 2
Total 15 19 34

The results show that PROMISEPATROL is effective at identifying real bugs in

projects such as glob, mkdirp, and rimraf. Notably, in rimraf, all reported warnings
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Table 4.2: Summary of projects with Promise usage

Project Size (KB) Total Time (s) Promise Time (s) #Promises

axios 4587.5 697.26 2.47 17
execa 1310.7 294.63 0.05 3
glob 7075.8 667.22 5.35 17
mkdirp 256.0 22.37 0.03 10
react-dom 25743.4 4170.64 2.88 4
rimraf 6773.0 617.29 5.13 32
ts-node 1966.1 797.26 0.39 1
yaml 2089.0 564.28 0.03 1

are true positives arising from asynchronous operations where failures were not properly

caught.

4.4.2 RQ2: Verifiability of Absence of Handler Bugs

Beyond bug detection, PROMISEPATROL aims to act as a lightweight verifier for
promise-handling correctness. To evaluate this capability, we examined all 88 projects (out
of 100) for which the analysis completed successfully and promise usage was detected.

Of the 63 total promises identified across these projects (see Table , 36 were
statically verified to be correctly handled—i.e., they either fulfilled or rejected without side
effects or were protected by appropriate handlers. The remaining 27 promises triggered one
or more warnings as discussed in RQ1. These results confirm that PROMISEPATROL can be
used not only to flag missing handlers but also to provide positive assurance.

Such verification is valuable in continuous integration settings where assurance of

safe promise usage can be checked alongside traditional type and syntax checks.
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Figure 4.2: Relationship between code size and analysis time for npm-100 benchmark.

4.4.3 RQ3: Scalability and Performance

To assess the practicality of adopting PROMISEPATROL in real-world development
pipelines, we evaluated its scalability and runtime performance on the complete npm-100
benchmark suite. Out of 100 projects, PROMISEPATROL successfully analyzed 88 projects

with 10min timeout.

e The average total analysis time per project was 1.15 seconds, with a maximum of

25.14 seconds.

e The average Promise-specific analysis time was just 0.19 seconds, peaking at 5.4 sec-

onds.

e The mean project size was 262,KB, with the largest project, react-dom, exceeding

42.0,MB in size.

Table provides a breakdown of project sizes, Promise counts, and analysis
times. Notably, large projects such as rimraf (32 Promises, 5.13s analysis time) and
react-dom (4 Promises, 2.88s) demonstrate that Promise-specific analysis incurs minimal

overhead even in complex codebases.
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To evaluate scaling behavior, we plotted code size against both total and Promise-
specific analysis times (Figure [4.2). While total analysis time grows approximately lin-
early with code size, Promise bug analysis time remains consistently low, confirming that

PROMISEPATROL ’s targeted checks are lightweight and scalable.

4.4.4 RQ4: Impact of handler necessity heuristics

To improve the practical precision of our analysis without sacrificing soundness,
PROMISEPATROL incorporates a set of lightweight handler necessity heuristics described in
Section These heuristics aim to suppress spurious warnings in common program-
ming patterns where missing handlers are semantically harmless or deliberately omitted.

To evaluate their impact, we re-ran the analysis with the heuristics disabled. In
this configuration, PROMISEPATROL produced 73 warnings across the same 8 projects. This
is a two-fold increase compared to the 34 warnings reported with heuristics enabled. Manual
inspection revealed that the majority of the additional warnings correspond to patterns such
as telemetry logging or background cleanup tasks—cases where omission of handlers is either
benign or expected by design.

Crucially, the heuristics are purely conservative filters: they only suppress warnings
in cases where certain syntactic or semantic indicators strongly suggest that the promise
does not need a fulfillment or rejection handler. The results underscore the practical utility
of the heuristics: while they do not change the core analysis logic, they effectively reduce
false positives without introducing false negatives. As such, they make PROMISEPATROL
suitable for integration into real-world development workflows by minimizing alert fatigue

while preserving its ability to detect true issues.

4.4.5 Illustrative Case Studies

To better understand the nature and validity of the warnings reported by
PROMISEPATROL, we manually inspected the Node.js libraries where true positives were

found: mkdirp, glob, and rimraf.
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mkdirp. In mkdirp, a commonly used library for recursive directory creation, our tool
reported a warning about a potentially unhandled rejection in a .then(...) chain. The
rejection handler attached only handles certain error codes (e.g., ENOENT, EEXIST, EROFS),

and rethrows others as shown below:

1 opts.mkdirAsync(path, opts).then(() => made || path, async (er) => {
2 if (er.code === 'ENOENT') {

3 return mkdirpManual(...);

4 }

5 if (er.code !== 'EEXIST' && er.code !== 'EROFS') {

6 throw er;

7%
8 return opts.statAsync(path).then(...);
9 B

Manual testing confirmed that if the target path is an existing file, the operation
fails with ENOTDIR, which is rethrown and must be caught by the caller. Thus, the warning
reflects a genuine case where rejection is propagated to the top level, with no apparent

enclosing handler.

glob. The glob library performs filesystem traversal using APIs such as 1stat() and
realpath(). Our analysis reported missing rejection handlers in certain parts of code.
As filesystem operations can fail under normal conditions (e.g., missing files, permission
issues), the analysis conservatively flags these as potentially unhandled. While we did not
find documentation clarifying whether such errors are expected to propagate to the caller,

their lack of explicit handling makes this a plausible concern.

rimraf. In rimraf, an asynchronous file and directory remover, our analysis surfaced both
missing fulfillment and rejection handlers. We observed a call to Promise.all(...) whose

result is used in a boolean reduction, but not explicitly guarded:

1 const removedAll = (await Promise.all(entries.map(...))).reduce((a,b) => a & b, true);

If any of the nested deletions reject, the rejection propagates unless caught up-

stream. Additionally, we observed that rimraf suppresses some errors internally (e.g.,
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ENOENT) but allows others (e.g., ENOTDIR) to escape. However, this behavior was not con-
sistently documented.

Across these case studies, we observe that Promise-related error handling in li-
braries is often partial and inconsistently documented. In some cases, specific error codes
are explicitly suppressed (e.g., ENOENT), while others are allowed to propagate without clear
indication. This lack of documentation places the burden on application developers to in-
fer which rejections must be handled explicitly, leading to unintended behaviors, such as
silent failures, incomplete operations, or user-visible errors that surface only under specific
runtime conditions. These examples underscore both the practical relevance of our analysis

and the difficulty developers face reasoning about error propagation in asynchronous code.

4.4.6 Discussion

Our analysis approach is fundamentally based on sound abstract interpretation
principles. However, its overall accuracy and effectiveness are conditioned on the complete-
ness and precision of the underlying call graph computed by Jelly. JavaScript’s dynamic
features—such as dynamic property access, higher-order functions, reflective constructs, and
use of eval—introduce inherent uncertainty in static call graph construction. To remain
scalable and broadly applicable, Jelly intentionally omits resolution of certain constructs,
which can lead to missing call edges. These omissions may result in false negatives where

some Promise interactions remain unanalyzed.
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On the other hand, our abstraction of Promise semantics—including the handling
of async/await, chaining via then/catch, and propagation through the event loop and
microtask queue—is designed to capture common JavaScript Promise behaviors in a prag-
matic and broadly applicable manner. While effective for idiomatic code, the abstraction
may overapproximate in the presence of framework-specific APIs, native bindings, or im-
plicit Promise construction via utilities like util.promisify. In such cases, the analysis
can conservatively flag handlers as missing even when they are implicitly managed by the
surrounding runtime or framework, leading to false positives.

A key challenge in Promise analysis is that correct usage often hinges on when
a handler is attached relative to when a Promise settles. Ideally, one would verify that a
fulfillment or rejection handler handler is attached before the corresponding resolution or
rejection occurs—a liveness condition that is difficult to enforce statically. Promises may
resolve many ticks after their creation, and handlers may be attached in a later tick as well.
To make the property analyzable, we conservatively approximate this by requiring that
handlers be attached within the same tick as the Promise’s creation. This transforms the
verification problem into a safety check: before exiting the event loop tick where a Promise
is created, a fulfillment or rejection handler must be attached. This shift enables pragmatic
static reasoning while still catching a wide range of bugs observed in practice.

Importantly, our definition of Missing Fulfillment and Rejection Handlers is strict
and conservative: it flags the absence of handlers on all interprocedural paths from Promise
creation until the Promise goes out of scope. This strict definition ensures comprehensive
coverage at the expense of potential false positives, particularly in scenarios such as inten-
tionally employed " fire-and-forget” patterns or when analyzing libraries intended to delegate
Promise handling responsibility to consuming applications. In this contexts, PROMISEPA-
TROL ’s warnings may be considered false positives from a developer’s perspective.

We position PROMISEPATROL as a conservative static checker that aids developers
in reasoning about Promise correctness in complex, asynchronous JavaScript programs.
Its goal is not to guarantee correctness in every scenario, but to highlight cases where
rejection or fulfillment handling may be absent. By surfacing these potentially risky flows,

PROMISEPATROL supports two key use cases: (i) enabling early detection of latent bugs
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stemming from missing handlers, and (ii) prompting developers to document asynchronous
contracts, especially in shared libraries. In this way, PROMISEPATROL complements both

safety-focused workflows and robust API design practices.

4.5 Related Work

JS static analysis JavaScript program analysis has been an active field of re-
search due to the language’s unique challenges and widespread adoption on both client-side
and server-side applications. JavaScript’s dynamic and reflective nature makes sound static
analysis difficult, particularly as the language evolved with the introduction of Node.js.
Static and dynamic analysis frameworks have been developed to improve type inference, call
graph construction, and general program understanding. Several of these frameworks have
been designed to handle JavaScript’s unique challenges using abstract interpretation [22].
Prominent among these are TAJS [45], JSAI [47], which use abstract interpretation to infer
types in highly dynamic JavaScript code. SAFE and its successor, SAFEWAPI [12| |54],
convert JavaScript code into an Intermediate Representation (IR), making it suitable for
abstract interpretation. These frameworks have been instrumental in handling JavaScript’s
complex type system and program behaviors. However, they often encounter issues with

scalability when applied to large, real-world applications.

JS call graph construction JavaScript call graph construction has been exten-
sively studied, using static, dynamic, or hybrid analysis methods. Call graph construction
for JavaScript applications poses unique challenges due to the language’s dynamic features,
requiring specialized techniques developed over the past decade [15]. Sridharan et al. |[103]
and Feldthaus et al. [26] demonstrated that traditional call graph construction algorithms
designed for statically-typed languages like Java often produce unsound and incomplete re-
sults for JavaScript. Field-based flow analysis was introduced for constructing call graphs,
enabling scalable support for JavaScript IDEs [26]. Nielsen et al. [78] scan Node.js applica-
tions to construct modular call graphs.

The primary challenge in constructing call graphs for dynamic languages like Java-

Script is achieving a balance between precision, recall, and performance. Extensive research
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has focused on each of these dimensions, as the ideal balance may vary depending on the
downstream use of the call graphs. For example, Utture et al. [115] (and follow-up work [50])
proposed a call-graph pruner to enhance precision by filtering out likely false-positive call
edges, balancing precision and recall, though it does not reduce analysis time and lacks
predictable, semantics-based outcomes. Chakraborty et al. [15] quantified the impact of
different factors on recall reduction, and later introduced a performance-focused call graph
analysis that nearly doubles speed by bounding indirection levels, achieving high accuracy

with minimal recall loss [14].

Analysis of JavaScript Promise-Based Bugs. The prevalence of event-driven
and asynchronous programming in JavaScript makes reasoning about program behavior par-
ticularly difficult, especially in the presence of complex control flows and temporal
dependencies. Fard et al. [25] demonstrated that asynchronous callbacks constitute a sub-
stantial portion of untested JavaScript code, revealing the limitations of conventional testing
strategies.

To tackle the unique challenges of Promise-based concurrency, Madsen et al. [5§]
introduced a foundational formal semantics for a core subset of ECMAScript 6 Promises.
This formalism enabled precise reasoning about the behavior of Promises and served as the
basis for a novel program artifact called the promise graph. These graphs model the rela-
tionships and dependencies between Promises within an application. For example, ”dead
Promises” —Promises that are never resolved or rejected—can be identified by locating

nodes in the graph that lack outgoing edges.

Building on this foundation, Alimadadi et al. |3] developed PromiseKeeper, a dy-
namic analysis tool that constructs Promise graphs from observed execution traces. The
tool identifies anti-patterns such as unhandled rejections and misused chaining patterns by
analyzing runtime behavior. However, because PromiseKeeper operates purely at runtime,
it can only guarantee coverage for code paths exercised during execution.

More recently, Turcotte et al. [113] introduced DrAsync, which employs lightweight

static analysis using CodeQL to detect Promise-related anti-patterns directly from source
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code. Although this approach offers the advantages of static analysis, its scope is largely
limited to syntactic patterns and lacks the deeper semantic guarantees provided by formal
methods.

Additionally, Arteca et al. [10] proposed Resynchronizer, a tool that refactors
asynchronous JavaScript code to enhance performance by enabling better parallelism and
reducing blocking behavior. While effective for performance optimization, Resynchronizer
does not target the sound detection of correctness bugs in Promise usage.

In contrast to prior work, PROMISEPATROL is the first static analysis framework
to explicitly model both missing fulfillment and rejection handlers for JavaScript Promises.
Unlike dynamic analyses such as PromiseKeeper, which are limited to observed executions,
PROMISEPATROL applies call-stack-aware abstract interpretation to reason interprocedu-
rally about Promise state transitions. While it does not offer complete soundness guaran-
tees, its design captures several semantic patterns in large codebases making it practically

effective for uncovering latent asynchronous defects.

4.6 Conclusion

This work demonstrates the feasibility of static analysis for detecting promise-
related programming errors in JavaScript applications. PROMISEPATROL employs a call-
stack-based abstract interpretation with Entry Anchor computation to identify missing
promise handlers across function boundaries. Our evaluation on 100 npm packages shows
that the approach scales to real-world codebases, detecting 15 genuine bugs with moderate
precision (44%).

The analysis successfully handles standard promise usage patterns, including
promise chains, async/await constructs, and aggregate operations such as Promise.all().
However, several limitations affect completeness: the analysis does not track promises stored
in object properties or complex data structures, and it lacks models for implicit promise
creation through APIs like util.promisify or framework-specific abstractions.

Despite these limitations, the results demonstrate that targeted static analysis

can effectively identify promise-related bugs that are difficult to detect through testing
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alone. The Entry Anchor technique proves valuable for focusing analysis effort on promise-
relevant code regions, enabling scalable analysis of large JavaScript applications. Future
work should extend coverage to more complex Promise flows, including Promises stored in
object properties, passed through data structures, or created via framework abstractions

and higher-order APIs.
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Chapter 5

Conclusions

Static analysis of JavaScript presents fundamental challenges due to the language’s
dynamic and asynchronous nature. Precise call graph construction is a prerequisite for a
wide range of interprocedural analyses, yet JavaScript’s reflective features, dynamic dispatch
mechanisms, and loosely structured object model make this task particularly difficult. As
a result, many existing analyses suffer from unsoundness, poor scalability, or excessive
imprecision—limiting their effectiveness in real-world software development.

This dissertation addressed these challenges by proposing principled techniques for
improving the recall, performance, and applicability of static analyses for JavaScript. First,
we introduced a root cause quantification framework to identify and categorize sources of
unsoundness in call graphs. This approach provided empirical insight into why call graph
algorithms fail and offered guidance for targeted improvements. Second, we presented
an indirection-bounded call graph construction technique that significantly improves scal-
ability without compromising recall or precision. This optimization makes it feasible to
analyze large-scale JavaScript applications using whole-program static analysis. Third, we
developed PROMISEPATROL, a static analysis framework based on abstract interpretation,
designed to detect common promise misuses such as missing fulfillment or rejection han-
dlers. Our evaluation demonstrated that these issues are prevalent in real-world code and
difficult to uncover through testing alone.

Together, these contributions advance the state of JavaScript static analysis by

improving the soundness and tractability of foundational analysis infrastructure, and by
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demonstrating the utility of these improvements in analyzing asynchronous behavior. The
techniques introduced in this thesis are practical, modular, and applicable to a wide range of
real-world codebases, offering immediate value to both research and developer communities.

This work opens several promising avenues for future research. The root cause
quantification technique can be extended to other dynamic languages, such as Python and
Ruby, to study call graph unsoundness in the presence of higher-order functions and dy-
namic dispatch. Insights from this analysis may guide the development of improved call
graph builders and more targeted static analyses. The indirection-bounded strategy, shown
to be effective in JavaScript, could also be explored in other languages and analysis frame-
works, particularly those involving field sensitivity and higher-order constructs. Finally,
the Promise analysis framework can be enhanced to handle more complex flows, includ-
ing Promises embedded in object properties, passed through data structures, or created via
framework-specific abstractions. Extending the analysis to asynchronous paradigms beyond
Promises—such as event emitters and reactive streams—offers further opportunities to im-
prove static reasoning about concurrency in JavaScript. Together, these directions aim to
expand the scope, precision, and applicability of static analysis techniques for dynamic and

asynchronous programming environments.
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