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ABSTRACT OF THE DISSERTATION

Performance Analysis of an Ultra-Low Power MFSK System

by

Yi Xiang

Doctor of Philosophy in Electrical Engineering
(Communication Theory and Systems)

University of California San Diego, 2022

Professor Laurence B. Milstein, Chair

In this dissertation, we investigate the problem of designing an ultra-low power M-ary
frequency shift keying (MFSK) system. In Chapter 2, we design a communication system
that operates under stringent power constraints, but is flexible with bandwidth constraints. Our
approach is to consider some of the key elements in a transceiver and optimize them for low
power consumption, as opposed to optimizing them to minimize, say, average probability of
error. An obvious consequence of this is that high complexity components of the system, such as
matched filters, forward error correction that employs iterative decoders, coherent demodulators,

and bandwidth-efficient modulation formats, are not feasible for this research. Rather, our system

xi



is designed using MFSK with non-coherent detection, optimized two-pole bandpass filters (BPFs),
and Reed-Solomon (RS) codes with hard-decision decoding. Among other things, we show that
by properly optimizing the key parameters of the BPFs and RS codes, we can design the system
to be significantly less complex than an optimal one, and only lose about 1.2 dB in terms of
performance.

In Chapter 3, we extend the results from Chapter 2 to incorporate fast frequency hopping
(FFH) and intelligent jamming. The system still operates under stringent power constraints, but
is flexible with bandwidth constraints. Our system is designed using MFSK with non-coherent
detection and FFH, optimized two-pole BPFs, and RS codes with hard-decision decoding. Among
other things, we show that by properly optimizing the key parameters of the BPFs and RS codes,
we can design the system to be significantly less complex than the MF system with a performance
loss of less than 1.4 dB in terms of performance in most scenarios that we considered. Further,
the 2-pole BPF system can actually outperform the corresponding MF system by up to 2.4 dB
with multi-tone jamming.

In Chapter 4, we extend the results from Chapter 2 to incorporate Gaussian filtering. We
improve our previous design by considering the power-bandwidth tradeoff, and we show that
we can save a large percentage of system bandwidth by sacrificing a small amount of power,
when the demodulator and coding parameters are optimized. For example, we can save 50%
of system bandwidth at the cost of 1 dB loss in performance compared to our previous system
design. We quantify the performance loss as a function of both the system bandwidth saved and
the time-bandwidth product of the Gaussian filter. We keep M = 16 as our baseline design, and

compare the performance of the M-ary GFSK system with the corresponding MFSK system.

xii



Chapter 1

Introduction

1.1 MFSK System Operating with Ultra-low Power Consump-
tion

The motivation for this research is the need for low-power communications systems that
yield good performance at very low power levels. Examples of the need for such systems vary
from reducing the size and weight of batteries used by foot soldiers who carry tens of pounds
of equipment in their backpacks, to various low-power internet-of-things (IoT) applications that
have a wide spread of applications from wearable fitness trackers to transportation, healthcare,
consumer electronics and many others [1] -[3]. Note that with very stringent power constraints,
many of the routine functions in a communications systems have to be carefully chosen. For
example, some types of forward error correction (FEC) that rely upon complex decoders, such as
those employing iterative decoding, would be unacceptable because of power consumption at the
decoder.

To make such a system plausible, we assume that, while power is a very scarce resource,
bandwidth is not. Similarly, while most systems use as a design criterion that of optimizing the

receiver so as to minimize, say, the average probability of bit error, our approach is to use ad



hoc designs based upon power consumption, and optimize the key components of the resulting
suboptimal receivers.

According to a survey that studies recent ultra-low power receivers [4, Fig.4], nearly all
low-power receivers (whose power is <ImW) use non-coherent modulation techniques. Most
designs use either envelope detection based On-Off keying (OOK) or binary non-coherent FSK
[5]. Coherent communication requires significantly higher power to demodulate the received
waveform because the carrier phase has to be accurately tracked to enable low BER detection,
and thus a phase lock loop (PLL) is necessary in the receiver [4]. The problem is that, to the best
of our knowledge, the state-of-the-art in power consumption of PLLs that have sufficiently low
levels of phase noise is 550 microwatts [6], meaning the PLL of a coherent receiver alone requires
more than 50% of our total budget of 1 mW. As a result, rather than looking for modulation
formats that are bandwidth efficient, such as the commonly used MQAM and MPSK, we limited
our modulation techniques to those that are power efficient, such as orthogonal MFSK. Similarly,
regarding the filtering at the receiver, rather than attempting to implement a matched filter, we
chose the simplest type of bandpass filter (BPF) we are aware of, which was a two-pole BPF. For
the same reason, we limited our FEC to Reed-Solomon block codes with hard-decision decoding.
While Reed-Solomon codes with soft-decision decoding are seldom used with non-coherent
MFSK, a non-coherent MFSK system with Reed-Solomon codes and hybrid soft decision-hard
decision decoding has been shown to have an additional coding gain of a fraction of a dB
compared to hard decision decoding [7].

The total power consumption consists of both transmission power and circuit power, and
references such as [8] -[11] consider jointly optimizing the tradeoff between the two. As an
example, it is found that 80% of power saving is achievable by optimizing transmission time
and modulation parameters [11]. In this paper, we consider only minimizing transmission power,
subject to a given level of performance.

The demodulator consists of a parallel bank of M branches, each with a BPF whose center



frequency is the frequency of the corresponding tone, followed by an envelope detector and a
sampler, and we choose the largest among the M test statistics from the samplers to make a
decision. As a point of comparison, this structure, if used with matched filters, is the optimal
non-coherent receiver when the input waveform does not have phase continuity at the symbol
transition times (i.e., the phase of each pulse is i.i.d. with a uniform pdf from O to 27). The
performance of this optimal structure in comparison with some other modulation techniques in
flat Rician fading channels is analyzed in [12], and the performance analysis for non-coherent
orthogonal BFSK in correlated Rician channels is presented in [13]. We reduce the complexity of
this structure by using 2-pole BPFs at the price of sacrificing some performance.

The problem with 2-pole BPFs is that they are non-orthogonal, and they cause both inter-
carrier interference (ICI) and inter-symbol interference (ISI). Our goal is to optimize modulation
parameters (filter bandwidth, tone spacing and sampling time) in the presence of ICI and ISI to
achieve the best system performance, i.e., to minimize the E, /Ny (or SNR per bit) required to
reach a certain probability of error. In this paper, we choose the symbol error rate (SER) Py, = 103
for an uncoded system and bit error rate P, = 10~ for a coded system. We consider two types of
channels: additive white Gaussian noise (AWGN) channels and Rician fading channels (including

Rayleigh fading channels as a special case).

1.2 FFH-MFSK System operating in the Presence of Intelli-
gent Jamming for Ultra-low Power Communications

Frequency-hopping spread-spectrum (FHSS) frequency shift keying (FSK) is widely
used in military communication systems because of its anti-jamming capability. In particular,
fast FH with M-ary FSK (FFH/MFSK) is a typical non-coherent communication scheme with
the potential for applications in both military and civilian communication systems [19]-[22].

Among the intelligent jamming strategies are partial-band noise jamming (PBJ) and multi-tone



jamming (MTJ). Attempts have been made to study and combat various intelligent jammers
and interferences in different channel conditions with appropriate signal selection and error-
correction coding [22]-[30]. The combined effects of diversity and coding to combat MTJ in
a Rayleigh fading channel are studied in [22]; the performance of an optimal ML receiver in
PBJ and frequency-selective Rician fading channels is derived in [23]; the composite effect of
MT]J and PBJ in a Rayleigh fading channel with time and frequency offsets is analyzed in [24];
the performances of an FFH/MFSK system with various receivers under MTJ are compared in
[25], [26]. The performance of an FFH/BFSK system with a suboptimal ML receiver under
MT]J in frequency-selective Rayleigh fading channels is studied in [27]. The performance of an
FFH/MFSK system with product combining under PBJ in Rayleigh fading channels is analyzed
in [28]. The use of RS codes to combat PBJ and MTJ in a slow FH system is studied in [29], [30].
The use of index modulation based FHSS to combat a reactive symbol-level jammer is proposed
in [31]. The design of waveforms to mitigate the effect of single tone jamming signals in time
hopping SS systems is studied in [32]. The effect of phase noise in the frequency synthesizer on
an FFH/MFSK system is analyzed in [33].

In [34], we addressed the design and performance analysis of an ultra-low power com-
munications system. As a concrete example of constraints that ultra-low power consumption
impose on system design, such as in [34], consider a scenario where it is required to communicate
over a range of at least 1km, with a data rate of at least 100kb/sec, and an uncoded bit error rate
(BER) of 1072 or less, in an AWGN channel, subject to a total power constraint, which includes
both transmitter and receiver power consumption, as well as the power consumption required for
transmission, of ImW [35].

However, what was missing from [34] was the presence of intelligent jammers. Therefore,
in this chapter, we add the presence of a partial-band jammer which maximizes the performance
degradation by optimizing the fraction of total spread spectrum bandwidth jammed. We also add

the presence of a multi-tone jammer which maximizes the performance degradation by optimizing



the amount of power in each jammed slot. Further, we revise our system design to include FFH.

1.3 M-ary GFSK System in Ultra-low Power Communications

In Gaussian FSK (GFSK) modulation, a Gaussian filter is used to reshape the transmitted
signal, resulting in a smoother transition between symbols, and thus decreasing out-of-band
spectrum. GFSK is frequently used in applications such as Bluetooth receivers [47] — [50].
Attempts have been made to study and implement GFSK receivers for the purpose of reducing
power consumption and improving system performance. A mixed-signal GFSK demodulator
was proposed in [50], with a power consumption of 6 mW, which can tolerate up to 200 kHz
frequency offset at a 2 MHz intermediate frequency. A GFSK receiver with an ultra-low power
consumption based on injection-locking was presented in [49], achieving a power consumption
of 1.8 mW, and a Bluetooth GFSK data rate of 1Mb/s. GFSK demodulators with large frequency
offset tolerance between the transmitter and receiver were proposed in [48]. An optimized
differential GFSK demodulator that outperforms conventional differential demodulators was
developed in [47]. The use of GFSK with frequency hopping spread spectrum (FHSS-GFSK)
to detect drone communication signals in a non-cooperative scenario was proposed in [53]. The
theoretical performance of a FHSS-GFSK system considering the effect of a post-detection filter
was calculated in [54].

While we used orthogonal signaling in [34] and [43] for optimal performance, in this
chapter, we study the power-bandwidth tradeoff for the system proposed in [34], by employing
Gaussian filtering. We show that we can save a large fraction of bandwidth at the cost of a small
performance degradation, when all the parameters of the demodulator and code are optimized for

the proposed M-ary GFSK systems.



Chapter 2

Design and performance analysis for short

range, very low-power communications

2.1 Demodulator performance in AWGN channel

In this section, we analyze the performance of an MFSK non-coherent demodulator in
an AWGN channel. We first find the optimal performance when we use 2-pole BPFs under the
idealized condition of no interference. We will see that with continuous phase, we can derive a
closed-form formula to calculate symbol error rate. We also find the demodulator performance
when the signal phase is not continuous. Note that both of these latter two results incorporate all

sources of degradations, including ICI and ISI.



2.1.1 System model

Hi(o) Env. Det. Sample at r = T
Select
S(t) +n,(t)
H>(w) Env. Det. Sample at t = Ty
the
Largest
Hy (o) Env. Det. Sample atr = Ty

Figure 2.1: MFSK non-coherent demodulator

The block diagram of an MFSK non-coherent demodulator structure is shown in Fig. 2.1,
where n,,(¢) is additive white Gaussian noise with single-sided power spectral density Ny, Ty is
the duration of time from the start of any pulse to the time when that pulse is sampled (as part of

the test statistic), and the dehopped signal S(z) is given by

(o)

T
S(t)= Y AP (t1—(I-1)T - E)cos(znf(’) [t—(1—1)T]+89,), 2.1)
=1
where A is the pulse amplitude, and 7 is the pulse duration, so that the bit energy is given by

E, = A>T /2, and

L RK<a
P(x) 2 2.2)

0, elsewhere.

lth

Also, 9; is the random phase associated with the ['" pulse, and is uniformly distributed between 0

and 2, and ) is the carrier frequency of the /" pulse. Note that

fOel{fiforful, 1=1,23,... (2.3)



where fi,---, fur are the center frequencies of each tone, and the filters are 2-pole BPFs with

transfer function and corresponding impulse response

2nWs .
= i=
§2+2nWs+ (2w f;)? A

Hl'(S)
2.4)

hi(t) = 2nWe ™ cos(2rfit)u(r) i=1,2,...,M.

respectively, where W is the filter bandwidth and Af £ f> — fj is the tone spacing. We assumed
fi > W, Vi when we derived the impulse response from the transfer function. The goal is to
minimize Ej, /Ny required to reach a certain level of symbol error rate, P;. The parameters we
optimize are the time-bandwidth parameter, z, the modulation index, 4. and ratio between 7 and

T, r, defined as
z=W-T, h=Af-T, r=T,/T. (2.5)

2.1.2 Idealized baseline system

In this subsection, we initially present the performance of BFSK in an AWGN channel,
assuming we use 2-pole BPFs, but ignore the effects of interference. With those simplifications,
we only optimize the parameter z in (2.5). The resulting performance will be used as a baseline
for comparison to realistic models in Sections II, III and IV. Without loss of generality, assuming

that frequency f] is transmitted, the bandpass transmitted signal is given by

51(1) = Acos(2fi1 +8)Py (1 - g). 2.6)



The output of H; () is

A(l —e ™ cos(2nfit +8), 0<r<T,
xl(t):sl(t)*hl(t): 2.7
Ale™T — e ™icos(2nfit+0) t>T.

Finally, after the envelope detector and sampler, the noiseless test statistic g1 (T") is

gi(T)=A(1l—e ™) =A(1 —e ™). (2.8)

The noise power, after filtering, is easily shown to be o2 = w and the bit error rate is

1 _a@® 1 _Ep20-e ™2 ] B

P52 pole = Ee 4ot = 56 MNo o m = —e M TG, (2.9)

Since the performance of a matched filter system is

1 _L
Psyr = ¢ No . (2.10)
the performance loss by using the 2-pole filter is
Tz
=—. 2.11
f(Z) 2(1 _e_nz)z ( )

We find the minimum of f(z), in dB, as shown in Fig. 2.2. The optimal parameter is seen in
Fig. 2.2 to be z = 0.4, and the minimal performance loss is 0.89dB. Figure 2.3 compares the

performance results.
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Figure 2.2: Performance loss vs. z

. —Matched filter, M = 2 Y
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L

0 5 10 15
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Figure 2.3: Optimal performance w/o interference
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The result shown above is for BFSK, but it can be easily generalized to MFSK. From

chapter 4 of [14], the symbol error rate of MFSK with non-coherent matched filters detection is

M—1 +1 nlogHh M E,
—1)" M—1\ _rlopME,
Poyr =Y, %( " )e N, (2.12)

n=1

The symbol error rate of MFSK with non-coherent detection with 2-pole BPFs, when ignoring

interference, is given by

M-1 n+1 nlogy M E,
-1 M —1\ _nronME, 1
PS,Z—pOIe = Z %( n )e ntl No flz) | (2.13)

n=1

where f(z) is defined in (2.11).

2.1.3 Demodulator performance with continuous phase in an AWGN chan-

nel

In this subsection, we analyze the system performance in an AWGN channel, assuming
we have continuous phase between pulses. To be specific, the goal is to find the optimal 3-tuple:
(z,h,r), at a given symbol error rate (P; = 10~3). We first consider non-orthogonal tone spacing
and arbitrary sampling time. We then consider the special case of orthogonal signaling (h € ™)
and sampling at the end of the pulse (r = 1). Finally, we compare the results and see how much is

the gain that non-orthogonal signaling can yield.

Non-orthogonal signaling

As we will see in Section V, Figs. 2.4 and 2.7, the analysis that accounts for ISI only
from the previous pulse matches very well with simulation results that incorporate many previous
pulses. Hence, in this section, we consider only the previous pulse as the source of ISI. Consider

detecting the symbol number p in the pulse train, with the demodulator shown in Fig. 2.1. We
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define in (2.14) s7"(¢), which consists only of the pulses number p and p — 1, where the frequency

of the pulses numbered p and p — 1 are f; and f,,, respectively:
(2.14)

where i,m € {1,2,...,M}. To achieve phase continuity, the relationship between 6, and 6,,_
186, =0, 1 +27nf,T mod 2n. Without loss of generality, we assume 0, _; = 0 and thus 6, =
2nf,nT, and the sampling time to detect the pulse number p is T’ = (p—1)T +T;. Let Ps’: denote
the probability that the current symbol (number p) is at frequency f; but is detected as f;,,n # i,
and where the previous symbol is at frequency f;,. Then the union bound on the average symbol

error rate is

M M M
P=-5) ) ) Psip (2.15)

i=1n=1,n#im=1

By symmetry, the above equation can be simplified to

S 2N Mo
P=-5) L ) Py (2.16)
i=1 n=1,n#im=1

where, from chapter 9 of [15],

1 7 / m
PS E[ \/ bm? vV a zn +Q v a ln’ bzn ] (2.17)
and
A A A2 A2
{aﬁ} _ 1 1+ 2ol 2 22 cos(0] — 02+ i) - - = ‘ (2.18)
b% 202 1_|pm‘2 \V/ 1_|pin’2
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In (2.17), the Q(-,-) is the Marcum-Q function, defined as

o0 .X2 az
0(a,b) = / xe” 2" Io(ax)dx, (2.19)
b
where Iy(-) is the modified Bessel function, defined as

1 T
I(x) = ﬁ/nexcosede. (2.20)

The parameters are defined as follows: A and A, are signal amplitudes at the output of the filters
H;(®) and H,(®), respectively, 8; and 8, are the corresponding phases; p;, is the normalized
complex cross-covariance between the two complex Gaussian processes, and 67 is the noise
power at the output of any filter. Detailed analysis can be found in Appendix A.

We do a 3D optimization to find the optimal 3-tuple (at the symbol error rate P, = 1073)
of (z,h,r). The optimal performance curves for M = 2 and 16 are shown in Fig. 2.4 and Fig.
2.5, respectively, in Section 2.4. We compare results from analysis and simulation, where we

collected 1000 errors for each data point in the simulation.

Orthogonal signaling

In this section, we consider the special case of orthogonal signaling and sampling at the
end of each pulse (r = 1). We assume that 21t f; = 2”7’“, nelt = fi= % Therefore, the tone

spacing is

n ni

2 lny —ny |
Af:\fz—fl\:‘7—7 = —F

cIt. 2.21
T , np,ng ( )

This can be simplified to h = AfT € I'". Note that for spectral efficiency, the positive integer 4 is
often chosen to be 1, and phase continuity with orthogonal signaling simply means 61 = 6, =

0;=---20.
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Since orthogonal signaling is a special case of non-orthogonal signaling, and sampling at
the end of each pulse is a special case of sampling at an arbitrary time, the analysis in the previous
subsection still applies here. It can be greatly simplified though, as shown in Appendix B.1.

Assuming we choose the minimum tone spacing satisfying orthogonal signaling, that is,
h=AfT =1, then we are left with only one variable to optimize with respect to, namely, the
time-bandwidth parameter, z = WT. We do an exhaustive search to find the optimal z for MFSK
for M = 2,4,8, 16 and 32 at symbol error rate P; = 1073, The E}, /N, required by a matched filter

and a 2-pole BPF, along with the optimal parameter z, are shown in Table 2.1.

Table 2.1: Optimal parameter z and performance when & = 1

M
2 4 8 16 32

Filter

MF 10.95 | 8.60 | 7.30 | 6.40 | 5.75

2-pole 11.73 | 9.69 | 8.48 | 7.60 | 6.94

Zopt 0.6 |0.56 054|052 05

The comparison between orthogonal signaling and non-orthogonal signaling is shown
is Fig. 2.6 in Section 2.4. As we can see, there is not much room for improvement by using
non-orthogonal signaling, especially when M is large.

The analysis here holds for general M. As a special case, when M = 2, it reduces to BFSK,

where symbol error rate Py equals bit error rate P,. From (2.16), we have for M =2

2M/2 M
P=h=pk L

i=1 n=1,n#im

1
Psjy =5 (Ps}2 +Ps%2>. (2.22)

M=

1

From (2.17),

1
Pty = 5 [1 = O(y/B, /) + (Ve /1), (2.23)
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where

@] _ By 201 PEP(VI+ 2 Fh)? (2.24)
b No nz(4k2 +22) ’ '
and
a%z ﬂ 2(1 — e ™)? 0 —k2+ 2(1 4 6™) k(l_e—TCZ)]Z %} (2.25)
b, Ny mz(4k2+22) - i 42+ 22 '

as shown in Appendix B.2.

2.1.4 Demodulator performance with discontinuous phase in an AWGN

channel

In this subsection, we analyze the system performance in an AWGN channel, assuming
we have discontinuous phase between pulses. The goal is still to find the optimal 3-tuple: (z,4,7)
defined in (2.5). We then compare the results with those from Section 2.1.3 and see how much
is the gain the phase continuity can yield. We will only consider the more general case of
non-orthogonal signaling here.

The definition of discontinuous phase is straightforward: the phase associated with each
pulse is i.i.d. uniformly distributed between 0 and 2x. The waveform is, in general, discontinuous
at the boundary between consecutive pulses. Mathematically, if 8, is the phase associated with
the p'" pulse, then 8, ~ UI0,2x],Vp.

The analysis for the symbol error rate is similar to Section 2.1.3. We let Ps’(6,,) denote
the probability that the current symbol is at frequency f; but is detected as f,,,n # i, where the
previous symbol is at frequency f,,, given that the phase associated with the pulse number p is 6,

(we still assume the phase associated with the pulse number p — 1 is 6,,_1 = 0). Then the union
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bound on the average symbol error rate is

=L f Yy [ /O ansg<ep)dep}. (2.26)

M M 21
P=25) Y X { 5 Ps;?;(ep)dep}, (2.27)

where

Py 0y) = 5 [1 - 0 Ha0,). i 0,)) + 0\ Jan(@,),\ o 0,))], 229

and where a/(6,) and b7'(8,) are defined in (2.18), except that some parameters are now
functions of 6,,.

Again, we do a 3D optimization to find the optimal 3-tuple. The optimal performance
curves for M = 2 and 16 are shown in Fig. 2.7 and Fig. 2.8, respectively, in Section 2.4. Note that
we are always better off with phase continuity, but the difference between the two cases decreases

with alphabet size M, and is smaller than 0.2 dB at M = 16, as shown in Fig. 2.9.

2.2 Demodulator performance in flat, slow Rician fading chan-
nels

In a Rician fading channel, pulse train S(z) is given by

S() =Y kP

=1

Sl ]

(t—(—1DT - g)cos(an(l) [t—(I—1)T]+6,), (2.29)
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where the signal amplitude R is Rician distributed:

= 1o(5). (2.30)

Let 7y, denote the Ej;, /Ny of the AWGN channel, and ¥, denote the average Ej, /Ny of the Rician

fading channel. From chapter 2 of [16], the relationship between ¥, and v}, is

1+K —K _(l+_l()yb
p(W) = %e T 10( 4K (1 +K)Yb> (2.31)
Vb Vb
where K is the Rician K-factor defined as
A2
K235 (2.32)

We have analyzed the performance in AWGN channels in Section 2.1.3 (continuous phase) and
Section 2.1.4 (discontinuous phase), resulting in (2.15) and (2.26), respectively, for the symbol
cont disc

error rate. We now denote (2.15) by Psyy iy and (2.26) by Ps'yyy- The performance in a Rician

fading channel with continuous and discontinuous phase are, respectively,

P = | Psivonp(mlan, Pt = [ Psliop(nlan. @39

As is well known, the Rician fading channel is equivalent to the Rayleigh fading channel
when K = 0, and is equivalent to an AWGN channel when K = o. We choose K = 0,10, to
illustrate the optimal performance curves, where we do the optimization by exhaustive search.
The optimal parameter pairs (z,/) are summarized in Table 2.2, with precision 0.04 for both, and

the optimal value is r = 1.
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Table 2.2: Optimal parameter pairs (z, /) for different M and K

Continuous phase, optimal pair (z, /)

2 4 8 16

(0.4,0.8) | (0.44,0.88) | (0.44,0.96) | (0.44,1)

10 | (0.48,0.8) | (0.52,0.92) | (0.48,0.96) | (0.48,1)

oo | (0.52,0.84) | (0.56,0.92) | (0.52,0.96) | (0.52,1)

discontinuous phase, optimal pair (z, /)

2 4 8 16

(0.56,1) (0.52,1) (0.48,1) | (0.44,1)

10 | (0.64,1.04) | (0.56,1.04) | (0.52,1) | (0.48,1)

oo | (0.64,1.04) | (0.6,1.04) | (0.56,1.04) | (0.56,1)

The optimal MFSK demodulator performance is presented in Section 2.4. For M = 2 and
16, K =0, 10,0, and continuous phase, the results are shown in Fig. 2.4 and Fig. 2.5, respectively.
The optimal MFSK demodulator performance for M = 2 and 16, K = 0, 10, e, and discontinuous
phase are shown in Fig. 2.7 and Fig. 2.8, respectively.

We summarize the performance of 2-pole BPF system with non-orthogonal signaling with
continuous/discontinuous phase, and compare them with matched filter performance in Fig. 2.9
in Section 2.4. There is approximately a 1.2 dB gap between the matched filter and the 2-pole
BPF system for the discontinuous phase case for all M’s and K’s. The performance of the 2-pole
BPF system for the continuous phase case is similar to matched filter performance when M is
small, and approaches the discontinuous phase performance as M increases. This is because

phase continuity is most beneficial when the previous symbol is the same as the current one,
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which happens with a probability of 1/M. In other words, phase continuity is less likely to help
when M becomes larger, thus making the performance with continuous phase similar to that with

discontinuous phase.

2.3 Demodulator Performance with Reed-Solomon Codes

The choice of RS codes with hard decision decoding here is particularly appropriate
because of the lower complexity compared to, say, soft decision in general, and iterative decoding,
in particular, and the straightforward manner in which the RS encoded codewords can be mapped
to the MFSK signal set. The optimal RS codes for an optimal non-coherent MFSK receiver with
hard-decision decoding in Rician channels are analyzed in [17]. We optimize for the suboptimal
system the code dimension & in conjunction with the 3-tuple z,h,r for 16FSK with (n,k) RS
codes, where the code length n = 15 or 255, i.e., one or two FSK symbols per RS symbol. We
fixed the code length (at either 15 or 255) and exhaustively searched all possible values of code
dimension, k, to find the k that minimizes the Ej/Np required at a BER of P, = 1075, We will
see that the optimal code dimension k is the same as those found in [17], when n = 15.

Application of this transmission scheme to a fading channel generally requires that coded
data be interleaved after encoding in order to randomize symbol errors due to burst errors caused
by deep fades, thus improving decoder performance [18]. Here we assume that perfect interleavers
(i.e., infinitely long) are used. Let P be the MFSK symbol error rate, then the uncoded RS symbol

error rate is

PRS,uncoded = (234)
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and the bit error rate for the coded system, from chapter 7 of [14], is given by

PRS,coded = m n

n+1 1 & . [n) n—i
- l (l) PRS,uncoded(l - PRS.,uncoded) ) (2.35)
i=t+1

where

n=150r255, k=13,....n—2, t= (2.36)

2

The optimal system parameters (time-bandwidth parameter (z) and code dimension (k))
are listed in Table 2.3. The other optimal parameters can be shown to be h = AfT =1 and

r=T,/T =1 for all cases.

Table 2.3: Optimal Parameter Pairs (z,k) for different K and n

n phase continuous | discontinuous
K
0 (0.44,5) (0.44,5)
15 10 (0.44,9) (0.48,9)
o0 (0.48,11) (0.48,11)
0 (0.44,117) (0.44,117)
255 10 (0.44,173) (0.48,173)
o0 (0.48,201) (0.48,201)

Note that the (2.35) — (2.36) assume the modulator, the channel, and the demodulator form
an equivalent discrete (M-ary) input, discrete (M-ary) output, symmetric memoryless channel.
For the system with 2-pole BPFs, we do not retain symmetry because of the ICI and ISI. However,
we can achieve an upper bound on the coded error rate by replacing Py with the highest channel

crossover probability among all the M possible transmitted symbols.
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In general, the loss by using 2-pole BPFs (relative to matched filters) is consistent with or
without coding. That performance degradation is no greater than 1.2 dB for M = 16. The optimal
coded performance curves are shown in Figs. 2.10 — 2.13 in Section 2.4, where E}, is the average

energy per information bit.

2.4 Numerical Results

In this section, we present the numerical results for the various systems. Figs. 2.4 and 2.5
show the performance analysis and simulation results with both ICI and ISI in AWGN, Rayleigh
and Rician (K = 10) channels with continuous phase and nonorthogonal signaling for M = 2
and 16, respectively. Figure 2.6 shows the performance difference between orthogonal signaling
and nonorthogonal signaling in an AWGN channel. Figs. 2.7 and 2.8 show the performance
analysis and simulation results with both ICI and ISI in AWGN, Rayleigh and Rician (K = 10)
channels with discontinuous phase and nonorthogonal signaling for M = 2 and 16, respectively.
Fig. 2.9 shows the performance difference between continuous and discontinuous phase in
AWGN, Rayleigh and Rician (K = 10) channels. Figs. 2.10 and 2.11 show the performance of
RS (n = 15) coding in Rayleigh and Rician (K = 10) channels, respectively, for M = 16. Figs.
2.12 and 2.13 show the performance of RS (n = 255) coding in Rayleigh and Rician (K = 10)
channels, respectively, for M = 16. Note that in Figs. 2.10 — 2.13, for both the coded and uncoded
cases, the simulation curves for the continuous and discontinuous cases fall virtually on top of

one another.
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Chapter 3

On the use of FFH-MFSK for ultra-low

power communications

3.1 Demodulator performance in full-band noise jamming

In this section, we analyze the performance of an FFH-MFSK non-coherent demodulator
in full-band noise jamming. The analysis in this section serves as a basis so that we can easily

generalize it to partial-band jamming in later sections. The transmitted signal is given by

() = Y. AoP; (t C(m—1)T— g)

m=1

3.1)
cos <27tf(m) [t—(m—1)T] +Qm) ;

where Ag is the amplitude of the transmitted signal, 7 is the symbol duration, so that the
symbol energy is given by E; = A%T /2, bit energy is given by E;, = E,/log, M, and P,(x) £ 1
for |x| < a and 0 elsewhere. Also, the random phase of the m* symbol, 8,, ~ U[0,27], and
fm e {fi,f2,...,fu} is the frequency of the m" symbol. The block diagram of an FFH-MFSK

non-coherent demodulator is shown in Fig. 3.1 [14], [37] — [40], where the received dehopped
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waveform, r(z), is given by

Sample at
r) H (o) ()2 ] T.,...,LT.

X

r(1) Sample at Select
2
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| Hu(@) [ (P P P @

Figure 3.1: FFH-MFSK non-coherent demodulator structure

r(t) = s(t) +n,, (1) + (7). (3.2)

In (3.2), n;(¢) and n,,(¢) are additive Gaussian noise of the jammer and thermal noise,
with single-sided power spectral density Ny and Ny, respectively, 7. is the hop duration, L > 1 is
the number of hops/symbol, and (-)? denotes square law detection. The dehopped FSK signal s(¢)

is given by
v I (1)
s(0) = Y APy (1= (- 1T~ = -cos(znf [t—(l—l)Tc]+Ql>, (3.3)
=1

where A is the amplitude of the received signal, f () is the frequency of the I’ hop, and the
random phase of the I'" hop, 8, ~ U[0,2n]. Note that here the L hops of a symbol have the
same frequency prior to hopping and after dehopping, i.e., f D =...= @) Lt — ... = (L)
and so on, but they do not need to have the same frequency, as we will see later, when we use
chip-interleaving. The filters are either matched filters or 2-pole BPFs. The transfer function and

impulse response of the i’ 2-pole BPF are given by (2.4), where we set the tone spacing to be
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Af = fo— fi = 1/T., i.e., we use the minimum tone spacing that satisfies orthogonal signaling,
since the optimal performance we found in [34] was almost always achieved with this tone
spacing. We optimize the time-bandwidth parameter z = W7, to minimize the Ej,/N; required
to achieve a predetermined BER for the 2-pole BPF system, and we compare the results to the
corresponding matched filter system.

Lastly, we will ignore thermal noise in most of the following analysis, which is consistent
with the typically dominant jamming power, as is done in references such as [14], [41], [42].
However, we will come back to show how insignificant the thermal noise is when we consider

PBJ in Section 3.2.

3.1.1 Matched filter detection

The symbol error rate (SER) of an FFH-MFSK-MF system in full-band noise jamming,
Ps mrF, 1s given in [14]. The numerical results for M = 16 and L = 2 are presented in [43]. In a
slow, flat, Rician fading channel, the symbol amplitude R is Rician distributed, as shown in (2.30).
If we let y denote the instantaneous Es/Ny, and ¥ denote the average E;/N; with Rician fading,
the pdf of yis given by (2.31).

Then, the FFH-MFSK-MF system performance in full-band noise jamming and slow, flat,
Rician fading is given by Equation (5) of [43]. Numerical results for M = 16 and L = 2 with both

no fading and Rician (K = 10) fading, are presented Section IV of [43].

3.1.2 Two-pole BPF detection

One problem with 2-pole BPF detection is that there exists both inter-carrier interference
(ICI) and inter-symbol interference (ISI), where ISI primarily comes from the previous pulse
[34]. Let Ps? denote the probability that the current symbol is at frequency f; but is detected as

fu,n # i, and where the previous symbol is at frequency f;,. With square-law combining of the
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output signals from the corresponding 2-pole BPFs for the L hops, the output of either branch i or
branch 7 is the sum of 2L correlated non-central chi-square random variables (rv). We employ
the union bound and thus do pairwise comparison. The test statistic is a linear combination of 4L

correlated non-central chi-square rv’s, i.e., we are interested in the quadratic form

2L 4L
ox)=Y x*- Y x72xTAx, (3.4)
i=1 j=2L+1

where X, defined in Appendix C, has a multi-normal distribution with mean vector u = E[X]| and

covariance matrix ¥ = Cov(X). The weighting matrix A is given by

Iy 0y
A= : (3.5)

O —Io
where 157 and 0y, denote the 2L x 2L identity matrix and zero matrix, respectively. Detailed
analysis on computing u and X can be found in Appendix C. It turns out that, as shown in [44],

Q(X) can be represented as a linear combination of 4L independent non-central chi-square rv’s:

4L
0(X) =X"AX = Y (Ui +b;)?, (3.6)
i=1
where Ap,. .., Ay are eigenvalues of Z%AE%, the Ui’ s are i.1.d. standard normal random variables
and b = [by,... ,b4L]T = PTZ’%,u, where P is a 4L x 4L orthogonal matrix that diagonalizes
TIAY?ie.,
PTY2AY2P = diag(My, ..., haz), PPT =1. (3.7)

Then the characteristic function of the random variable Q(X) can be found as the product of the

individual characteristic functions, and Ps’, = Prob(Q(X) < 0) can be evaluated numerically.
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The union bound on the average symbol error rate is, by symmetry,

Ps’. (3.8)

ME

M/2 M
Py 2pole = Z Z

=1 n=1,n#im=1

~.

In a Rician fading channel, the union bound on performance is given by

Ps,Zpole—Rice = /O ps,Zpole f(Y)dY7 (3.9

where f(y) was defined in (2.31).

The optimal time-bandwidth parameter, z, and the corresponding performance of our
ad-hoc receiver in comparison with the matched filter system performance for various 2-pole BPF
systems are listed in Table I of [43], and the numerical results for M = 16 and L = 2 with both no

fading and Rician (K = 10) fading are presented in Section IV of [43].

3.1.3 Demodulator performance with diversity and/or RS coding

Diversity can be achieved by interleaving the hops and thus improving the performance
in a slow, flat, Rician fading channel. Detailed discussion including the optimal parameters and
performance can be found in Section II of [43] and detailed analysis is shown in Appendix D.
Alternatively, we can use FEC to improve performance. Detailed analysis including the optimal

parameters and performance can be found in Section II of [43].

3.2 Demodulator performance in partial-band noise jamming

The previous section focused on full-band noise jamming, where the jammer jams the
entire spectrum. In reality, the jammer may jam a fraction of the spectrum to degrade system
performance. In this section, we consider an FFH-MFSK system using either matched filter

or 2-pole BPF detection under PBJ. To be specific, for the matched filter system, we find the

32



worst-case performance, and for the 2-pole BPF system, we find the NE at a given BER.

Suppose the partial-band interference is a zero-mean Gaussian random process with a flat
power spectral density over a fraction p of the total spread spectrum bandwidth, Wy, and zero
elsewhere. Furthermore, as is common in the literature, we assume that on a given hop, each
M-ary band lies either entirely inside or entirely outside Wy [41]. In the region or regions where
the power spectral density is nonzero, its value is Ny/p.

As in previous sections, we will ignore thermal noise. To justify this, we compare the
performance with and without thermal noise when M = 2 and L = 1 with matched filter detection
both in a non-fading channel and in a Rician fading channel. Let a = N;/Np, and since jamming
is usually dominant over thermal noise, we assume a > 1 (typically a > 1). We denote Y= E;, /N;
(so that Ej, /Ny = ay) for an AWGN channel and ¥ 2 E, /Ny for a Rician fading channel, where

E), is the average (over the fade) received energy per bit.

x Kx
Let f(x) = %e‘f and g(x) = 2(15:11) 2@ [45], so that the approximate BER, ob-

tained by ignoring thermal noise, is given by P,; = p - f(py) for the non-fading channel, and

Py = p - g(pY) for the Rician fading channel. Since E,/N; = Y,N;/No = a, we have w22

& pu—
P +Np

1
1

I —. Thus, the BER with jamming and noise is given by
7_'_7 =
PE/Ny * Ep/No P

0
P (3.10)
v
=p f(] 1>+(1_p)'f(a7)7
p T a
for a non-fading channel, and for a Rician fading channel,
Y _
szp-g<l+l>+(l—p)-g(av)- (3.11)
p"a

The exact BER and approximate BER, P, and P,; with different p’s in non-fading and
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Rician (K = 10) fading channels are shown in Figs. 3.2 and 3.3, respectively, where a = 5 is used.
The noise-free approximation is valid as long as Ej, /Ny is reasonably large, and the approximation
is better for smaller p. As we will see later, both conditions are satisfied in this paper. As a
result, we will continue ignoring thermal noise, and the consequence of which will be error-free

detection with a probability of 1 — p.
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Detailed discussion of the FFH-MFSK system with MF/2-pole BPF detection under
PBJ can be found in [43] and detailed analysis on finding the worst-case performance of the
FFH-MFSK-MF system both in a non-fading channel and in a Rician fading channel is shown in

Appendix E.

3.3 Demodulator performance in multi-tone jamming

A second, sometimes more effective, class of intelligent FH jamming than PBJ is MTJ.
In this category, the jammer divides its total received power into a number of distinct, equal
power, random phase continuous wave (CW) tones, and distributes them over the spread spectrum
bandwidth according to some strategies, as will be discussed shortly. Because CW tones are
the most efficient way for a jammer to inject energy into the non-coherent detectors, MTJ is
particularly effective against a FH/MFSK system. Unlike PBJ, where the performance improves
with the alphabet size M, the performance in MTJ degrades with M. In this section, we analyze
the performance of an FFH-MFSK non-coherent system under MTJ, both with MF detection and
with 2-pole BPF detection, in a non-fading or slow, flat, Rician fading channel. To be specific, for
the matched filter system, we find the worst-case partial-band jamming performance, and for the
2-pole BPF system, we find the NE at a given BER.

Some simplifying assumptions that allow us to focus on the issues of interest are [41]
e Thermal noise is dominated by jamming interference and thus negligible.

e Each jamming tone coincides exactly in frequency with one of the N; available FH slots

(no frequency offset).
e Changes of location of slots that are jammed coincides with hop transitions.

While these assumptions can never be achieved in practice, they simplify the analysis and yield

somewhat pessimistic performance results.
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There are two MT]J strategies: independent MTJ, where the jammer distributes the tones
pseudorandomly over all slots, and band MTJ, where the jammer places n € [1,M] tones in each
jammed M-ary band. Independent MTJ and n = 1 band MTJ are shown to result in the same
performance when Ej, /1 is large, and n = 1 band MTJ is shown to result in more performance
degradation than n > 1 MTJ. Therefore, we will focus on n = 1 MTJ in this paper.

In this section, we analyze the performance of an FFH-MFSK system under MTJ in a non-
fading or slow, flat, Rician fading channel, with MF and 2-pole BPF detection. Specifically, for
MF detection, we find the worst-case parameter and performance, and for 2-pole BPF detection,
we find the parameter and performance at NE, and we compare the performances with different

channel conditions and filters. The entire analysis is based on the assumption that Ej, /1 is large.

3.3.1 Matched filter detection

The asymptotic BER of an FFH-MFSK system with MF detection as Ej, /1; — o can be

shown to be the same as that of a SFH system,

oLM

Py=
210g2M~%

(3.12)

where detailed analysis is provided in Appendix F.1. In (3.12), o is the SJR to be optimized by

the jammer and the worst-case performance is found by optimizing o as

1 By M
29 = M>
Pyye = = ok (3.13)

M 1 ES M
2logyM  Ep/my’ Mg 7 logy M
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with the worst-case parameter o be

lopyM 'E,  Ep - M
M ’ log, M ?
Oty = Voo (3.14)
E, M
1_7 ns > log, M *

In a Rician fading channel, we assume that the system and the jammer experience independent
fades, with a Rician K-factor K for the signal, and K for the jammer. Then the performance is

given as a function of ¢ £ oL (., is the average SIR), to be optimized by the jammer:

CM (o] (]
Py(c) = —2 / / h(x, Ky)h(y,K;)dydx
210g2M><n—§ 0 Jxyc (3.15)
A G(c)
Ey/m;’
where
h(r,K) = 2(K +1)re KK+ 1o (2 KK+ l)r> . (3.16)

Detailed analysis is shown in Appendix F.2. The worst-case performance is found by differentiat-

ing P, with ¢ and setting to zero:

Py e = Py(c*), where Py(c*) =0. (3.17)

The optimum value of ¢, denoted by c¢*, along with the worst-case performance, characterized
by G(c*), for Ky, K; € {0,10,10*} is shown in Table 3.1. Note that we have a sanity check that
when K, K; — oo,c* = G(c*) = 1 — € (the numbers are slightly off because K; and K j are not

large enough). The K = 0 scenario is slightly different, as shown in Appendix F.3.
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Table 3.1: Values of ¢* and G(c*).

G(c*) c*
K.
g 0 10 10* 0 10 | 10t
K;
0 1 Eb/T]]-IngM/M

10 || 0.4047 | 0.5145 | 0.5909 || 1.222 | 0.829 | 0.758

10* || 0.3679 | 0.5261 | 0.9454 || 1.000 | 0.745 | 0.952

3.3.2 Two-pole BPF detection

In a non-fading channel with 2-pole BPF detection, the average SER is given by

1 L—-1 h(z,o
L L Ep/ny

(3.18)

where P; denotes the conditional SER when the jammed hop is the last one, P, denotes the
conditional SER when the jammed hop is not the last one, and 0l = g denotes the SJR, where r;
and r; are the amplitudes of the signal and jamming waveforms, respectively. Detailed analysis
can be found in Appendix J.

Note that the SER is a function of the system’s parameter, z (time-bandwidth parameter),
and the jammer’s parameter o;. From (3.18), in order to improve the performance, the system
optimizes z to minimize h(z, ) (but subject to z > 0.24 for M =2 or z > 0.2 for M = 16
to keep the eye open), and in order to degrade the performance the jammer optimizes O to

maximize h(z,0;). The two players iteratively optimizes their strategies until a NE is reached.

The numerical results for L = 2 hops/symbol are summarized in Table 3.2.
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Table 3.2: Parameters and Ej /1, at P, = 103 at NE.

M| zF oy | h(z*,03) | 2-pole performance | MF

2 10241034 | 0.582 27.6 dB 30.0dB

16 || 0.2 | 038 | 2.263 30.8dB 33.0dB

We see that the 2-pole BPF detection results in better performance compared to MF
detection, for both M = 2 and M = 16. This is because ISI is helping the system. With MF
detection, there is no ISI, so the jammer only needs to win by € in terms of power for each tone it
jams, while with 2-pole BPF detection, since there is ISI, the jammer needs to put more power
in each tone it jams in order to make sure jamming is effective. Therefore, with fixed jamming
power, the jammer can jam fewer tones and the performance is better. Moreover, M = 16 results
in a performance that is roughly 3 dB worse than that for M = 2, and this is consistent between
MF and 2-pole BPF detection.

With Rician fading, the changes are that the amplitudes of the signal and jamming

waveforms, ry and r, are now random variables. The pdf of ry is given by

2(Ks+1)rg _g _ (Ks+)r? K (K;+1
f(rs) = ( g;— )rAe s I|2 (Q+ )rs 5
s s (3.19)

and for the pdf of r;, we simply replace K by K; in (3.19). The SJR is now defined as the ratio

between the total power of the signal and jamming waveform: o, = % The performance with
J

2-pole BPF detection is found by integrating out the Rician amplitudes as

1 L—1 rA hr(Z,OL;Q)

Pl——pl = pyalrni&dn)
! L "> E/n

i=1 (3.20)
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where fori = 1,2,

1 on L M M M 21 2n 2T oo poo
P = : 2 1r22 Y X Z/ / / / /
Eb/n] (271:) M lOgZMiZlﬂ:l,ﬂ#in:l 0 0 0 0 0

[1—u(ui" Aws)] fr,(rs) fr,(rj)drsdr;d®; ...d0Ld6;.

(3.21)

It can be shown that P{ is independent of Q; and Q;, using the same method described in
Appendix F.2. Then, similar to the non-fading case, the system optimizes z to minimize %,(z,0,2)
and the jammer optimizes O, to maximize it. The two players iteratively optimize their strategies
until an NE is reached. Different from the non-fading case, now the NE is achieved when z — oo,
and o and the corresponding performance are the same as the MF case, since ISI is diminishing
for large z. However, we notice that when z > 0.6, 4,(z,0,2) is almost independent of z since ISI
is small, and thus we will use z = 0.6 to generate the numerical results. The numerical results for

L = 2 hops/symbol and Ky = K; = 10 are summarized in the table below.

Table 3.3: Parameters and E; /1, at P, = 103 at NE.

M| z o; | h(z*,03) | 2-pole performance | MF
2 0.6 04145 | 0.515 27.1dB 27.1dB
16 || 0.6 | 0.4145 | 1.935 30.1 dB 30.1 dB

We can use FEC to improve performance under MTJ. The idea is the same — we want
to find the NE, but now the system has two parameter, the time-bandwidth parameter z and
the code dimension k (suppose we fix the code length n), and thus the optimization is more
time-consuming. The uncoded and (15,5) RS coded performances under MTJ in a non-fading or

Rician (Ky = K; = 10) fading channel are presented in Fig. 3.8 in Section 3.4.
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3.4 Numerical results

In this section, we present the numerical results of previous sections. In all the figures of
this section, M = 16,L = 2 and (15,5) RS code is used, where applicable. Figure 3.4 shows the
performance analysis and the simulation results for both matched filter and 2-pole BPF detection
for both non-fading and Rayleigh fading channels, with and without diversity, under full-band
noise jamming. Figs. 3.5 and 3.6 show the performance where RS coding is used in a Rayleigh
fading channel, with and without diversity, under full-band noise jamming, respectively. Fig.
3.7 shows the performance comparison for K = 0,10, , with and without coding, with and
without diversity, under full-band noise jamming. Fig. 3.8 shows the results under MTJ in either a
non-fading channel or a Rician (K; = K; = 10) fading channel, with and without coding. Fig. 3.9
shows the performance comparison of a FFH-16FSK system with MF or 2-pole BPF detection
under PBJ or MT]J, in a non-fading or Rician (K = 10) fading channel. The 2-pole BPF system
performs worse than the MF system by about 1 dB under PBJ, but is no worse than the MF system

under MT]J.
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Chapter 4

Performance analysis for an ultra-low

power GFSK system

4.1 Demodulator performance in an AWGN channel

In this section, we analyze the performance of a GFSK non-coherent demodulator with
2-pole BPF detection in an AWGN channel. The demodulator consists of a parallel bank of M
branches, each with a BPF whose center frequency is the frequency of the corresponding tone,
followed by an envelope detector and a sampler that takes a sample at time ¢ = T;. We choose the
largest among the M test statistics from the samplers to make a decision, as shown in Fig. 4.1,

where the received waveform is given by
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Figure 4.1: Receiver structure
r(t) = s(1) +n,(2). (4.1)

In (4.1), n,,(¢) is additive white Gaussian noise (AWGN) with singled sided power spectral
density Mo, and s(¢) is a pulse train of rectangular pulses of duration T, filtered by Gaussian filters.

The lowpass equivalent signal of one pulse in s(¢) is given by

T

Slp<t>:Pg(t_E)*glp(t)a 4.2)

where P,(x) is a rectangular pulse defined in (2.2) and the transfer function and impulse response

of the lowpass equivalent Gaussian filter are,

2 4.3)

respectively. The detection filters H(®) are 2-pole BPFs, and the transfer function and impulse

response of the i’ filter were defined in (2.4). The impulse response of the lowpass equivalent
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filter of the 2-pole BPF is given by

hp(t) = aWe ™ u(t). (4.4)
We define
(
n2
2g="Y5 1,
z=WT,
4.5)
h=AfT,
r=T1,/T,
\

where W is the bandwidth of the 2-pole BPF, Af is the tone spacing, z, is the time-bandwidth
product of the lowpass equivalent Gaussian filter, z is the time-bandwidth product of the lowpass
equivalent filter of the 2-pole BPF, 4 is the modulation index, 7§ is the sampling time and r is the
normalized sampling time. Note that all the parameters in (4.5) are dimensionless, meaning our
results are independent of the symbol duration (or data rate). For each pair of (zg, /), we optimize
z,r to minimize the Ej, /Mo required at a bit error rate (BER) of 1073.

The total system bandwidth of an M-ary FSK system is given by

B=(M—1)x Af + Byg, (4.6)

where By;, is the bandwidth of one FSK signal. While there are multiple ways of defining
bandwidth of a signal, such as the null-to-null bandwidth and equivalent noise bandwidth (ENBW),
all with their own advantages and disadvantages, By;e is roughly on the same order as the tone
spacing Af. Therefore, for a large M (e.g., for our baseline design of M = 16), B ~ MAf. Since
h=AfT =1 was shown in [34] — [43] to yield optimal performance, the bandwidth saved by the

system proposed in this paper can be represented as 1 — h compared to them.
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It is easy to see that our system experiences both ICI and ISI due to Gaussian filtering,
non-orthogonal tone spacing and 2-pole BPF detection. Therefore, we need to account for both
types of interference when doing performance analysis. Because of the non-causality of the
Gaussian filter, to detect the current transmitted symbol, we need to consider ISI from both the
previous symbols and the future symbols. Based on the analysis in [34], the adjacent symbols
contribute the most ISI, so we consider only one previous symbol and one future symbol as the
source of ISI in this paper. If the transmitted symbol has frequency f;, the ICI branch is the branch
with 2-pole BPF centered at f;,, the previous symbol has frequency f,,, and the future symbol has

frequency f,,, then the union bound on the symbol error rate (SER) is given by

“Uu

M 21
22 / / Ps;"d0d6,, (4.7)

i=ln= ,n;ézml lmz 1
where 01,0, ~ U[0,27] and Ps,'" is the conditional SER, conditioned on 6; and 6,, and is
given by [15]

mimy _
Psm

—0(Vb,v/a)+0(va,Vb)|, (4.8)

l\.)l>—‘
[

with

2 2
A+A2 —2|p| ——cos(91—92+¢> %_% 4.9)

a 1
{b}_2(52 1—|p|? + T—1pl |’

where Q(+, ) is the Marcum-Q function defined in (2.19) and Iy(+) is the modified Bessel function

of the first kind and zeroth order, defined in (2.20). The parameters in (4.9) can be shown to be
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given by

A=5+05,
| [ =D sin(2n(i — n)hr) + Q2 cos (2n(i — n)hr)

0, =tan~
2= | Leos (2n(i —n)hr) + Qasin (2n(i —n)hr) |’ (4.10)
AT =1 +01,
elztan*1 % )
L1

where we use the four-quadrant definition of tan~!(-), and where

b = myyn(r+ 1) +miy(r) cos 01 + uin (r) Sin®1 + my,,, (r — 1) 0802 + thy,n (r — 1) sin 62,
Q2 = tmn(r+1) —mjy(r) sin 01 + ptin (r) €08 01 — My, (r — 1) sin 02 + iy, (r — 1) cos .

4.11)

In (4.11), m;,(r) and p;, (r) are the real and imaginary parts of y;,(r), respectively, i.e.,

min(r) = Ryin(r)},  ptin(r) = 3{yin(r)}, (4.12)

and y;,(r) (which is, in general, complex) is given by

z 1—r —r\ 1 Pl o
; = d —dl =)= 5 +[—mz+ j2n(i—n)h]r
inlr) z—j2(i—n)h[ ( A ) (x) 2°

<—j2n(i—n)hx+nzx+1—;’> (—j2n(i—n)hk+nzk—§)]
erf —erf
(4.13)

V2 V2

nz—j2n(i—n)h _

n e - [2n(izn)t+ Jnhf? =t j2m(i—n) ]
2
—j2n(i — n)hA + mzA + %
1 —erf ,
V2

where j is the imaginary unit, ®(-) is the cumulative distribution (CDF) of the standard normal
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distribution, erf(-) is the error function, and A is defined as A = % = 271;2
8

. The parameters A
and 0; can be found by letting n = i in Equations (4.11) — (4.13). Detailed analysis to find

yin(r) is shown in Appendix K. For the noise parameters in (4.9), the filtered noise power 62, the

magnitude of the normalized complex cross-covariance |p|, and the corresponding phase ¢ = Zp
when the transmitted signal has frequency f; and the ICI branch is the branch with the 2-pole BPF

centered at frequency f;, were found in [34] to be given by

2 _ Mome
Y
lp| = : ; (4.14)
2+ [(i—n)h)? '
1 |zsin(2r(i — n)hr) — (i —n)hcos(2n(i — n)hr)
¢=2p=tan [zcos(Zn(i—n)hr) (i —n)hsin(2r(i—n)hr) |’

where we still use the four-quadrant definition of the tan~!(-) function.

We do an exhaustive search to optimize the parameter pair (z,r) of the system with 2-pole
BPF detection to minimize the Ej /1o required to achieve the BER of 1073, as a function of Zg
and h. The optimal parameters z,, 7op:, and the corresponding performance (E; /1o (dB) at the
BER of 1073) of the optimal 2-pole system, for zg = oo(i.e., without the Gaussian filter), 1,0.5
and 1 =1,0.95,0.9,...,0.5, are summarized in Table 4.1 and Fig. 4.2 in Section 4.4, where the
accuracy of z is 0.04 (i.e., the values of z we search for are all integer multiples of 0.04), and the

accuracy of ris 0.02.

4.2 Demodulator performance in flat, slow Rician fading chan-
nels

In a flat, slow Rician fading channel, the signal amplitude R is Rician distributed, as

shown in (2.30) If we let y denote the % without fading, and Yy denote the average (over the fade)
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% under Rician fading, then the probability density function (PDF) of 7y is given by (2.31).

As is well known, the Rician fading channel reduces to an AWGN channel when K — oo
and reduces to a Rayleigh fading channel when K = 0. For all cases analyzed in the previous
section, let va awon denote the union bound on the BER in an AWGN channel. Then the union
bound on the average BER in a Rician fading channel can be found by integrating the product of
Py awan and (2.31) from 0 to eo.

Note that while the union bound is a tight bound in an AWGN channel, it is not necessarily
a tight bound in a Rician fading channel, and as a result, the performance analyzed by the union
bound can be somewhat pessimistic in a Rician fading channel, especially in a Rayleigh fading
channel, as we will see in Section 4.4.

Similar to the AWGN case, we do an exhaustive search to optimize the parameter pair
(z,7) of the two-pole system to minimize Ej, /1 required to reach the BER of 1073, as a function
of zg and h. We use the examples of a typical Rician fading channel (K = 10) and a Rayleigh
fading channel (K = 0) to present the numerical results. The optimal parameters z,p;, 7opr and the
corresponding performance of the optimal 2-pole system, for z; =,1,0.5,4=1,0.95,0.9,...,0.5,
and K = 10,0, are summarized in Table 4.1 and Figs. 4.3 and 4.4, where the accuracy is 0.04 for
z, and 0.02 for r.

For a coded system with RS coding, we optimize the code dimension k in conjunction
with the time-bandwidth parameter z and the normalized sampling time r for the 2-pole system
with (n,k) RS codes. We fixed the code length and exhaustively searched all possible values of
code dimension, , to find the k that minimizes the E}, /1 required to reach the BER of 1073,

For the code length of n = 15 and the alphabet size of M = 16 (i.e., one RS symbol
corresponds to one FSK symbol), we repeat the same optimization by exhaustive search as in
previous sections while adding one more parameter to optimize: the code dimension k. We
optimize the triple (z,r,k) to find the optimal coded performance for a given zg and A, in an

AWGN, Rician (K = 10) or Rayleigh fading channel, and measure the coding gain at the BER of
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1073 for all cases evaluated in the previous sections. The numerical results are presented in Table
4.2 and Figs. 4.2 — 4.5 in Section 4.4.

If the target BER is smaller, we can use a stronger code. For example, the performance
curves using length n = 255 RS code are shown in Figs. 4.7 — 4.9 in Section 4.4. While we are
supposed to optimize the triple (zZops, 7opr, kopr) using length n = 255 RS code, since the range of
code dimension k is k € {1,3,...,253}, the optimization would take too long and thus we use
(zopt, Topt) Of the corresponding cases for n = 15 RS code, and only optimize the code dimension

k for n = 255 RS code.

4.3 Numerical Results

In this section, we present the numerical results of the previous sections. Our baseline
design of M = 16 applies to all the figures in this section. Furthermore, the Rician K-factor
is K = 10 and the RS code length is n = 15 r 255 for the coded cases. The metric to evaluate
performance is the Ej, /1o measured at the BER of 1073, and coding gain is also measured at this
BER. Table 4.1 lists the optimal parameter pair (Zop;,7op) for the uncoded GFSK system with
zg € {e0,1,0.5} in an AWGN, Rician and Rayleigh fading channel. Table 4.2 lists the optimal
parameter triple (Zops, Fopr, kopt) for the coded GFSK system with zg € {e0,1,0.5} in an AWGN,
Rician and Rayleigh fading channel. Figs. 4.2 — 4.4 show the optimal coded (n = 15) and uncoded
performance as a function of the modulation index 4 and the time-bandwidth product of the
lowpass equivalent Gaussian filter zg, for 4 between 0.5 and 1 (i.e., up to 50% saving in bandwidth)
and zg € {0.5,1,00}, in an AWGN, Rician or Rayleigh fading channel, respectively. Fig. 4.5
summarizes the coding gain for different parameters (z,, /) and channel conditions, and Fig. 4.6
summarizes the power-bandwidth tradeoff of the GFSK system in terms of system bandwidth
saved vs. loss in Ep, /1. Figs. 4.7 — 4.9 show three examples of optimal coded (n = 15 and 255)

and uncoded performance curves in terms of Py vs. Ep, /o (where the optimal parameters for the
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coded and uncoded systems are possibly different). We use monte-carlo simulation to support the
analysis in this paper, where the number of errors collected is 1000 for each data point.

Some observations from the figures and tables are as follows:

By the nature of union bound, it is an upper bound that is not always a tight bound, and
for our case, in a fading channel, it provides a pessimistic estimate. We need to resort to accurate
simulation (collect enough errors) for the exact performance. Furthermore, the gap between the
actual performance and the union bound decreases with K: in a Rayleigh fading channel, it can
be over 6 dB, in a Rician fading channel, it is roughly 1 dB and in an AWGN channel, since the
union bound is tight, the gap is negligible at P, = 1073, as can be seen in Figs. 4.7 — 4.9, for
the uncoded cases. If we use the union bound to compare the performance in different channel
conditions, we will get inaccurate results.

The analysis is less accurate when z, is smaller. This is because ISI becomes more severe
and more pulses other than the immediate previous and future pulse can affect the decision on the
current symbol, and since the analysis only considers the immediate previous and future pulse
as the source of ISI, it tends to give overly optimistic results. However, for the values of z, we
chose, the analysis is accurate, as can be seen in Figs. 4.7 — 4.9.

For any z, and any channel condition, the performance degrades with decreasing h, but
the performance degrades faster when K is larger and when z, is smaller.

For any /1 and any channel condition, a smaller zg can make the transition between FSK
symbols smoother and thus decrease out-of-band spectrum, at the cost of more performance
degradation.

For any z, and any channel condition, the performance degrades faster with decreasing
h for an uncoded system, compared to a coded system, meaning the power-bandwidth tradeoff
leans towards bandwidth for a coded system. For example, for z = 0.5 in a Rician fading channel
the performance degradation between 4 = 0.5 and & =1 (i.e., the amount of performance loss to

save 50% of bandwidth) is 2.4 dB for a coded system, and 6.8 dB for an uncoded system. It can
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be inferred that if a more powerful code is used (e.g., n = 255 RS code) and optimized, then we
could save more bandwidth for the same amount of performance degradation, and the results will
be shown when they are ready... the joint optimization is impossible because the code dimension
k€ {1,3,...,253} and this range is way too large to search in.

For any 4 and any channel condition, the coding gain increases with decreasing /. Fur-
thermore, the coding gain is smaller when K is larger, but also increases faster with decreasing .
This is intuitive since coding is more effective for worse uncoded performance.

The performance degradation increases faster when 4 is smaller — when the bandwidth
is already small, we need to sacrifice more power in order to further save bandwidth, e.g., for
the case of coded 2-pole GFSK system with z, = 1 in an AWGN channel, we sacrifice 0.8 dB in
performance for 30% saving in bandwidth, but we need to sacrifice another 2.5 dB (i.e., 3.3 dB in
total) in performance for another 20% (i.e., 50% in total) saving in bandwidth. This is similar
(but opposite) to the diminishing return of M-ary FSK for large M.

As can be seen in Tables 4.1 and 4.2, the optimal z increases with decreasing &, regardless
of whether the system is coded or not. This is because decreasing / results in more severe ICI
and ISI, and we have to use larger z to reduce ISI, at the cost of increasing the noise power going
into the system.

It can be seen from the tables that for all cases we evaluated, the optimal r is 1 without
Gaussian filtering (i.e., zg = o), which is consistent with what we found in [34], and for most
cases we evaluated, the optimal r is in the vicinity of 0.9 with Gaussian filtering. This is due to
the pulse shaping effect of the Gaussian filter, making the filtered signal waveform peak before
the end of the symbol duration.

It can be seen from Fig. 4.6 that for all cases we analyzed, i.e., any z, € {e0,1,0.5} and
any channel condition, we can achieve at least a 30% saving in bandwidth at the cost of no more
than 0.9 dB loss in power when all the parameters of the coded 2-pole system are optimized.

The performance loss of a GFSK system compared to the corresponding MFSK system is
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a function of zg and h. Specifically, it is a decreasing function of both z; and .

Table 4.1: Optimal parameters (Zopr,7op: ), uncoded.

1

0.95

0.9

0.85

0.8

0.75

0.7

0.65

0.6

0.55

0.5

Zopt

Yopt

0.52

0.52
1

0.56
1

0.56
1

0.56
1

0.6
1

0.64
1

0.72
1

0.8

0.88

0.96

Zopt
AWGN 1

Yopt

0.6
0.92

0.6
0.92

0.6
0.92

0.6
0.94

0.64
0.94

0.68
0.94

0.76
0.94

0.88
0.92

0.96
0.92

1.08
0.9

1.2
0.88

Zopt
0.5

Topt

0.64
0.88

0.64
0.9

0.64
0.9

0.64
0.92

0.68
0.92

0.72
0.92

0.8
0.92

0.92
0.9

1.08
0.88

1.28
0.84

1.44
0.82

Zopt

Topt

0.48

0.48

0.48

0.48

0.52

0.52

0.56

0.64

0.72

0.8

0.88

Zopt
Rician (K = 10) 1
Yopt

0.52
0.92

0.52
0.92

0.52
0.94

0.52
0.94

0.56
0.94

0.6
0.94

0.68
0.94

0.8
0.92

0.88
0.92

0.9

1.08
0.9

Zopt

0.5

Yopt

0.56
0.9

0.56
0.9

0.56
0.92

0.56
0.92

0.6
0.92

0.64
0.92

0.76
0.92

0.88
0.92

0.88

1.16
0.86

1.4
0.82

Zopt

Yopt

0.44

0.44

0.44

0.44

0.48

0.48

0.48

0.52

0.56

0.6

0.68

Zopt
Rayleigh 1
Yopt

0.44
0.94

0.44
0.94

0.44
0.94

0.48
0.94

0.48
0.94

0.48
0.94

0.52
0.94

0.56
0.94

0.64
0.94

0.76
0.92

0.84
0.92

Zopt

0.5

Topt

0.44
0.92

0.44
0.92

0.44
0.92

0.44
0.94

0.44
0.94

0.48
0.94

0.52
0.94

0.64
0.92

0.76
0.9

0.88
0.9

0.88

57



Table 4.2: Optimal parameters (Zopr, Fopr, kopt ), coded.

¢ 1 095 09 08 08 075 07 065 06 055 05
g
Zopr 048 048 052 052 052 052 056 0.6 064 072 0.72
o Fopr 1 1 1 1 1 1 1 1 1 1 1
kopt 13 13 13 13 11 11 11 11 11 11 9
Zopp 052 052 052 052 056 056 06 0.64 0.68 0.72 0.84
AWGN I ropr 092 094 094 094 094 094 094 094 094 094 092
kopt 11 11 11 11 11 11 11 11 11 9 9
Zopp 056 0.56 056 0.56 0.56 0.56 056 056 0.6 0.64 0.68
05 ro 09 09 09 09 09 092 094 094 094 094 092
kopt 11 11 11 11 11 11 11 9 9 9 7
Zop 048 048 048 048 052 052 052 056 0.6 0.68 0.72
o Fopt 1 1 1 1 1 1 1 1 1 1 1
kope 11 11 11 111 111 9 9 9
Zopr 052 048 052 052 052 052 056 06 064 0.72 0.84
Rician (K=10) 1 71,y 092 092 092 094 094 094 094 094 094 094 092
kopt 11 11 11 11 9 9 9 9 9 9 9
Zop 048 052 052 052 052 052 052 056 0.6 068 0.76
05 ropr 092 092 092 092 092 092 094 094 094 094 092
kopt 9 9 9 9 9 9 9 9 9 9 9
Zopr 044 044 044 044 044 048 048 048 052 06 0.68
o Fopr 1 1 1 1 | 1 1 1 1 1 1
kopt 5 5 5 5 5 5 5 5 5 5 5
Zopp 044 048 048 048 048 048 052 056 0.6 0.68 0.76
Rayleigh I ropr 092 094 094 094 094 094 094 094 094 094 094
kopt 5 5 5 5 5 5 5 5 5 5 5
Zopp 044 044 044 044 044 044 048 052 0.56 0.64 0.72
05 rop 092 092 092 092 094 094 094 094 094 0.94 094
kopt 5 5 5 5 5 5 5 5 5 5 5
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The text of this chapter is, in part, a reprint of the paper, “Performance analysis for an
ultra-low power GFSK system”, submitted to IEEE Transactions on Communications. The

dissertation author is the primary researcher and author of the paper.
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Chapter 5

Conclusion

The essence of Chapter 2 was the use of a spectrally-inefficient, but power-efficient,
waveform, in conjunction with low complexity filtering, and low complexity demodulation, with
the goal of minimizing transmission energy consumption, subject to a predetermined average
probability of error. Hence we chose non-coherent MFSK instead of coherent MQAM, we
chose RS encoding with hard-decision decoding instead of soft-decision iterative decoding for a
capacity-approaching code, and we chose simple two-pole bandpass filters instead of matched
filters. What we found was that by carefully optimizing the system parameters, such as filter
bandwidth, tone spacing, sampling time and code dimension, we could achieve the desired
performance with a penalty in Ej, /Ny of at most 1.2 dB compared to a more conventional design
using non-coherent FSK with matched filter detection.

We specifically compared the performance of an MFSK non-coherent receiver when the
matched filters are replaced by 2-pole BPFs, for AWGN, Rayleigh, and Rician (K=10) channels,
both with and without phase continuity. We chose M = 16 as our baseline design, because going
to M = 32 results in twice the bandwidth and twice the complexity, while only yielding roughly a
0.6dB gain in E};/Np, as can be seen in Table 2.1. We further considered a coded system with

Reed-Solomon codes. For both coded and uncoded systems, the peak performance degradation
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occurs in the absence of fading when we use BFSK and we have discontinuous phase, where
the difference between using two-pole BPFs and matched filters is about 1.5dB. In all channels
we evaluated, the demodulator performance with phase continuity was better than that without
phase continuity, but the difference decreases with the alphabet size M. For BFSK, a continuous
phase system can outperform its discontinuous phase counterpart by as much as 1.5dB, while the
difference reduces to less than 0.2dB when M = 16. More specifically, for M = 16, the largest
performance degradation is when the channel is AWGN, and the corresponding performance
degradation is about 1dB with or without phase continuity. For an RS (code length 15 or 255)-
encoded system with 16FSK in a Rician fading channel, the optimal code parameters, as well
as the coding gain, vary with the K-factor. For a Rayleigh/Rician(K=10)/AWGN channel, the
coding gain is about 30/9/1.4 dB, respectively, at bit error rate 10~>, for code length 15, and about
34/11/2.9 dB, respectively, for code length 255.

In Chapter 3, we further considered fast frequency hopping and intentional jamming, in
both fading and non-fading environments, with the goal of minimizing overall power consumption.
We compared the performance of an FFH-MFSK non-coherent receiver when the matched filters
are replaced by 2-pole BPFs, for AWGN, Rayleigh, and Rician (K=10) channels. We further
considered a coded system with RS encoding and hard-decision decoding. What we found was
that by carefully optimizing the system parameters, such as filter bandwidth and code dimension,
we could achieve the desired performance with a penalty in Ej,/N; of 0.8-1.8 dB compared
to the more conventional design using non-coherent FSK with matched filter detection. To be
specific, with full-band noise jamming, the 1.8 dB, performance degradation only occurs when
we use diversity combining in a Rayleigh fading channel. In all other cases, the performance
degradation is between 1.0 dB and 1.4 dB, which is consistent with what we found in [34]. With
PBJ, the performance degradation was between 0.8 dB and 0.9 dB. With MTJ, we found that
the worst-case performance of an FFH-MFSK system with 2-pole BPF detection was no worse

than the corresponding MF system: in a non-fading channel, the 2-pole system outperforms the
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corresponding MF system by 2.4 dB for M = 2 and 2.2 dB for M = 16, and in a Rician fading
channel, the performances of the two systems are identical at the NE, because an NE is reached
when filter bandwidth is large, and thus ISI is negligible.

In Chapter 4, we further showed that compared to the system proposed in Chapter 2,
we could potentially save a large fraction of total system bandwidth at the cost of a small extra
performance loss by decreasing the tone spacing and optimizing key parameters, including filter
bandwidth, sampling time and code dimension. For a fixed loss in performance, the saving in
system bandwidth was greater when the channel condition was worse, i.e., when the Rician K-
factor was smaller. For example, in an AWGN channel, we could save 30% of system bandwidth
at the cost of 0.56 dB in performance, or we could save 50% of bandwidth at the cost of 2.4 dB in
performance, where the metric to compare performance was Ej, /1o measured at the BER of 1073
for the optimal coded system; while in a Rayleigh fading channel, we could save 30% of system
bandwidth at the cost of 0.25 dB in performance, or we could save 50% of system bandwidth at
the cost of 1 dB in performance.

Furthermore, we extended the results to a GFSK system where a Gaussian filter is used
to smooth the transition between pulses, and decrease out-of-band spectrum. We quantified the
performance degradation of the GFSK system compared to the corresponding MFSK system, as a
function of the time-bandwidth product (zg) of the Gaussian filter, and the fraction of bandwidth
saved. For example, if we want to save 25% of system bandwidth and we use Gaussian filter with
time-bandwidth product zg = 1, the optimal coded GFSK system is worse than the optimal coded

MFSK system by 1.4 dB.
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Appendix A

Non-orthogonal signaling and continuous

phase

¢y (1)
"(t) ——{ Hy(o) Env Det —— ry(?)

Figure A1: Signal filtering (2-pole)

For the block diagram shown in Fig. A1, we first consider filtering a single pulse given by
T
5:(0,1) :Acos(anit—l—G)P%(t——). (A.1)

2

The output ¢;,(0,¢) can be expressed as

ein(0,1) = mjy(t) cos(2mft +0) — pin(t) sin(2wft +0), (A.2)
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where A®;, = 2nAf;, = 2n(i —n)Af,

" AW [(A(o,-n Sin(Awt) -+ TW cos (At )) — JtWe"‘W’] . 0<r<T
min t —
Aw;,)? + (nW)?
( ) (W) [e“WT (Awj, sin(Aw;, T) + W cos(Aw;, T)) — TCW] ™It >T
(A.3)
and
AW [(nW Sin(A®T) — AW, cos(Awit)) +A0)l-ne*“W’] . 0<t<T
- (1) =
Min(t) (A(Din)z n (TCW)Z

[enWT (W sin(A®;, T ) — A, cos(Aw;, T) + A(Din] ™t >T

(A4)

Based on this, we consider filtering two consecutive pulses (p'" and (p — 1)*). Let the
input signal be s7(¢), where the current ( p'") symbol is at frequency f;, and the previous symbol

is at frequency f,,, and let the corresponding output signal of the n'” filter be e (¢). That s, if

S(0) =s:(8pt — (p— 1)T) +-5(8p1,1 — (p—2)T)
—Acos(2nfilt — (p— 1)) +6,)Py (i - g —(p—DT)+ (A5)

ACOS2f(t — (p~2)T) + 8, )Py (1 — 5~ (p=2)T),

then the output is

ein(t) = €in(8p,t = (p—=1)T) +emn(0p-1,0 = (p=2)T)

= min(t — (p— 1)T) cos(2nfu(t — (p — 1)T) +6,)—
pin(t = (p— 1)T)sin2nfy(t — (p—1)T) 4 6,)+ (A.6)
M (t = (p = 2)T) cos(2nfu(t — (p = 2)T) +6p-1)—

tmn(t = (p=2)T) sin(2nfy(t — (p—2)T) +6,-1).
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where we used (A.3) and (A.4). Simplifying (A.6) yields

en(t) = a(t) - cos(2mfut +0,-1) — b(t) - sin(2nft +6,_1), (A7)
where
a(t) Emin(t — (p—1)T) cos[(2nfu(p — 1)T — (8, — 8,—1))]+
tin(t = (p— )T)sin[ (20 fu(p— )T — (6, = 6,-1))]+
(A.8)
mn(t — (p —2)T) cos2nfu(p —2)T]+
:Umn(t - (P - 2)T) Sin[2TCfn(p - 2)T]7
and
b(t) = —mi(t — (p— 1)T)sin[(2nfu(p — 1)T — (8, —6p-1))]
+in(t — (p—1)T) cos[(2nfu(p = 1)T — (6, = 6,-1))]
(A.9)

— My (t — (p—2)T) sin[2nf,(p —2)T|
+ tmn(t = (p = 2)T) cos 2, (p — 2)T].
Next we find the envelope of € (¢) and sample at t = (p — 1)T + T, £ T'. Without loss of

generality, if we assume 0, = 0, then the envelope and corresponding phase, when sampled at

t=T', are

P(T) =\ Ja(T7) + 6(T), (A.10a)
07 (T') =tan™! [ZEZ;] . (A.10D)
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To simplify (A.10), first notice that

AW, Ty =27(i —n)AfT; =2n(i —n)AfT - Ty /T = 2hr(i — n)m. (A.11)
Then,

Min(t — (p— DT ) |i=(p—1)r+1, = Min(T5)
Az

— Ql—n)h2+2 [(2(1' —n)hsin(2hr(i —n)T) +zcos(2hr(i — ”)7‘)) _ Zefﬂ:zr] .

(A.12)

Similarly,

Hin(t = (P = DT)li=(p-1)747, = Hin(T5)
el SZ T | (zsin(@hr(i = n)m) —2(i = n)hcos(2hr(i — m)m) ) +2(i — n)he ™|

(A.13)

My (t — (P — 2)T)|l:(p—l)T+TS = My (T +T5)

e~ Te(147)
= (2{:;_ YA [enz <2(m —n)hsin(2h(m — n)w) + zcos(2h(m — n)n)) - z} :

(A.14)

and,

mn(t — (p—2)T) |t:(p—1)T+Ts = tn(T +T5)

e~ Te(1+4r)
- (251;_ e [enz <zsin(2h(m — n)) —2(m — n)hcos(2h(m — n)n)) 2 (m— n)h} _

(A.15)
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With the assumption 6,1 = 0 and sampling at 7 = T', we rewrite (A.8) and (A.9) as

a(T’)
=min(Ty) cos[(2nfu(p — )T = 6))] + pin (Ty) sin[(2f, (p — 1)T — 6))]
F (T +Ts) cos[ (21 fu(p — )T = 20 fu T)] + pmn (T + T) sin[ 21 fy(p — 1T — 20/, T)]
=[min(T5) cos(6)) — win(T5) sin(8) )+

My (T + T) €08 (20 fuT) — pamn (T + Ty) sin (20 f, T)] cos(2n fu (p — 1)T')
+[min(T5) sin(8) + pin (T5) cos (8 )+

My (T + T5) sin(2fu T) + i (T + Ts) cos (20 f, T)] sin(27 f(p — 1)T)
2A-cos(2nf,(p—1)T) +B-sin(2nf,(p— 1)T),

(A.16)

and

b(T')
=[mn(Ty) Sin(ep) + pin(Ty) Cos(ep)+
My (T + Ty) Sin(20 £, T) + (T + T5) cos(2n f,, T)| cos(2nfr(p — 1)T)
(A.17)
+[—min(Ts) cos(6)) + pin(T) sin(6)
— My (T + Ty) cos 2 f, T) + iy (T + Ty) sin( 27 £, T )| sin 2n f(p — 1)T)

=B-cos(2nf,(p—1)T) —A-sin(2nf,(p — 1)T).

From (A.16) and (A.17), we obtain

a((p—1)T+T,)+b*((p—1)T +Ty)
(A.18)

=(A%24+B?)-cos’(2nfy(p— 1)T) + (A2 +B?) -sin*(2nf,(p — 1)T) = A + B>
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Then, the output in Fig. A1, along with the phase, are given by

(T = a2 ((p— DT +T) +0((p— DT +T;) = VA 1 B2, (A.19)
and
b((p—1)T +T,
e::;(T/) — tanfl [ ((p ) + S)i| ) (AZO)
a((p—1T +T;)
The signal amplitude and phase at the output of the filters in (2.18) are
Ay =7rHNT", Ay=7T"), 6,=0(T"), 6,=05(T"). (A.21)

Now consider the noise. We will derive the normalized complex cross-covariance and the
corresponding phase between the two stationary Gaussian-noise processes n;(¢) and n,(r) in Fig.

A2.

Hij(®) —— n(t)

n, ()

Hy (@) |—— n,(t)

Figure A2: Noise filtering (2-pole)

We express n;(t) and n, (¢) as

n;(t) = n;(t) cos(@it) — ny (1) sin(jt),

(A.22)
n, (t) =Ny (t) COS((Dnl) — gy, (t) Sin((l)nt).
It can be shown that the filtered noise power 6> with 2-pole BPF is
N, NontW
ol = 7{ m(Tdr="C i (A.23)
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From chapter 1 of [15], letting 7i(¢) be the Hilbert transform of n(), we have

nei(t) = (1) cos(it) + A (1) sin(@yt ), ng;(t) = f;(r) cos(wit) —my(r) sin(et ),

(A.24)
Ny (t) = Qn@) COS(COnl) +ﬁn(t) Sin((’)nt)’ ngy, (t) = ﬁn (t) COS(O)nt) - Qn@) Sin(wnt)v
and
No 1 [
Eln(0n, (0] = 55— | Hi@)H; (@)do = Ela,(0), (),
= (A.25)
No 1l [=
Eln(0, (0] = 55— | HU@H; (@)L sgn(®)]do = ~E[a{t)n, (1))
The normalized complex cross-covariance is defined as
1 ' . /
Pin = gz ELeT') 4 ()" (nen(T') 4 (7). (A.26)
Let
X 2 Ao, T’ =2n(i—n)Af((p— )T +T;) = (i —n)(p — 14 r)2hm, (A.27)
we can rewrite (A.26) as
1 / !/ AR !/ .
Pin =—5 - [(Eln(T")n, (T")] cos(X) — Elny(T") i, (T")] sin(X))
(A.28)

- (Bl (T, ()] sin(X) + Elm(T"), (') cos (X)) .

Now let us find E[n,(T")n,(T")] and E[n;(T")i,(T")] using (A.25). The filter transfer

functions are
B 2nW's N 2nW's
S 2 ponWs4@? T (s+aW)2 + o

Hi(s) ;> TW. (A.29)
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Then

JB 2
ds, (A.30)

/A Hi(0)H (0)do 2 —j(2nW)? /jA G+a)o+b) s+ (s+d)

where we define

{Z} 2 W + jo, {2} 2 W+ jo,. (A31)

Then (A.30) can be rewritten as

jB—i—a)(]A—l—c))_I_
jB+c¢)(jJA+a)
JB+b)(jA+d)
JB+d)(jJA+D) )]

B i} . 2 1
/A Hi(0)H, (0)do = —j(nW) {MWJrj.znAﬁn ( 8

1
27tW—j~27tAf,~n( °8

(A.32)

—~ o~~~

To simplify this, we use the assumption f; > W, Vi. Define

re \/0312 + (AW )2 ~ \/(o,% + (7W)2,

W W
(‘-‘,étan’1 <n ) :tan’1 (720 >

©;

(A.33)
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where € < 1. If we let A = 0 and B — o, we obtain

/0 " Hy()H (@)do

. 1 c(jB+a)
= lim —j(TW
Jim —j(w)* {ZJIW—F] ZJtAfm( a(jB+c) >+

1 d(jB+b)
2nW — j - 2mAfin ]B +d)

=— j(mw)? { : ( —JW) ) +
2nW + j - 2wAfin co, + jaW)
| (1 _ i) ” (A34)
W — - 2nA i m, T W)
_ 5 rel(m+€) rel(2n—¢)
== W) [2nW+j-2nAfm (1 o ref<H>) " 2aw —J'27TAfin (k’g re’® ﬂ
1 1
~— j(mW)” {2nW+j-2nAfm O W =, UZE)]
(TW)?

W Afi

where the approximations on the 3’ and 4" lines of the derivation follow from (A.33). Similarly,

if we let A — —o0 and B = 0, we have

/H 0)Hj W—I—] W+ -Afin (A.35)

Substituting (A.34) and (A.35) in (A.25), we get

, W No 1 2W(mW)2 N w?
Fn T OI= 5 o Wi e =2 ™ Wis (g (A.36)
CNo 1 2Afu(nW)? N ~WAfin '

T2 W (Afm)?E 2 Y WE L (Af)
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Recall from (A.23) that 6> = 22 - tW. Finally, we simplify (A.28) as

pin = — - [(Elm (1), (T")] cos(X) — E[ ('), (T") sin(X))

c
- (Elm(T)m, (7] sin(X) + Eln(T)a, (T cos(X))] (A3
_ W(Wcos(X)+Afiysin(X)) . W(Wsin(X) —Afi,cos(X))
W2 (Afu)? W )
Thus,
w Z
|pin| =

VWGP V=i
1 Wsin(X)—Afincos(X)} — can-! [zsin(X)—(i—n)hcos(X)
Wcos(X) 4+ Afinsin(X) zcos(X) + (i —n)hsin(X) |

(A.38)
q)in = Zpin = tan

where we use the four-quadrant definition for tan~! and X = (i —n)(p — 1 + r)2h7 was defined
in (A.27). Notice that both terms in (A.38) are independent of the pulse duration 7. While |p;,|
is independent of pulse index p, ¢;, is dependent on p. It can be shown that the dependence will

cancel out the phase terms in (A.21), making the final results of (2.18) independent of p.
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Appendix B

Orthogonal signaling

B.1 MFSK

With orthogonal signaling and sampling at the end of each pulse, the parameters in (A.21)

can be simplified as

A= (i T3) (T + T3))2+ ((T3) + (T + )2,

A = ) (min(T) (T + T3))2 + (i () + e (T + T5) 2

0, = tan"! [uﬁ(Ts)Jrumi(TJrTs) } (B.1)
mii(T) + mpi (T +Ty)
0, = tan"! [ﬂin(n)—f—,umn(T—|—Ts) ]
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From (A.12) ~ (C.5), with h € I'" and r = 1, we have

_ AZ(1-e™) _ —mz
min(Ty) = O mii(Ty) = A(1 — e ™),
Az(=2h(i—n))(1 —e™™")
in\1s) = . ) i(Ty) = 07
pn(15) = B e i T5)
B AZ%e M( ) Az 7tZ(1 —e )
Az(— 2h(m n)) ( e ™) Az(=2h(m—i))e ™ (1 —e ™)
Umn (T + T s Mi(T + T
) = =y + S
(B.2)
Simplifying (A.23) and (A.38) yields
>  NomtW  Nomz z 1 [—(i—n)h
o = = —, inl = 5 in:tan - |- B3
5= Pelm s 0 —]  ®3
B.2 BFSK
Lettingi=1,n=2,m=11n (B.1) ~ (B.3), we have
A A 1 —27z A A 1 —27z ZZ
1= ( —e )7 2= ( —e ) 4h2+z2’
0;=0, 6,= tan~! [%] , (B.4)
Z
2 N()TEZ . Z o ﬁ
=57 plz_—z2+h2’ ¢12—tan[z].
Then, pluging (B.4) in (2.18), we obtain
a%2 — @ . 2<1 _6—27'51)2 : (\/W:Fh)z (B 5)
bl,]  No nz(4h2 + 22) ’ '
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where the bit energy is E;, = A>T /2. Similarly, leting i = 1,n = 2 and m = 2 and following the

same procedure, we obtain

a2 E, 2(1—e™)? _ _ 16h%72e™
{bi}:ﬁo‘—m<4hz+zz> AV 24 Fh - - Tt B
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Appendix C

FFH-MFSK system with 2-pole BPF

detection

We use the union bound and, thus do pairwise comparison. The block diagram is shown
in Fig. 4.1, where, as discussed in more detail in Appendix A, the output of the " filter can be

expressed in terms of the in-phase and quadrature components as

x;(t) = [ai(t) + n,(t)] cos it — [b;(t) + ny(t)] sinwit, (C.D

=1

where a;(t) and b;(t) are the in-phase and quadrature parts of the output signal, respectively, as
will be defined in (C.3) and (C.5), n,;(t) and n(z) are the in-phase and quadrature parts of the
output noise, respectively, and we sample at T, ..., LT.. Without loss of generality, we assume ““i”’
is transmitted and “n” is the ICI branch. Thus, after the square law detector and summation, both
the i’ and the n’ branch are the sum of 2L correlated non-central chi-square random variables,

with different non-centrality parameters. We take the difference to form a new random variable,

which is a linear combination of 4L correlated non-central chi-square random variables. Let X be
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a multi-normal random vector defined as

X1 a;(T;) +n.(T;)
X a;(LT.) +n,(LT.)
Xa1 bi(T.) +ngy(Te)
Xor b;(LT.)+n (LT,
X — 2 l( L) 41( c) éy+X0. (C.2)
Yi an(T.) +n,,(T;)
Yip an(LTC) —{—an(LTC)
Y21 bn(n)+ﬂsn(7—‘c)
i Y2L | | bn(Ln)+an(Ln) ]

We compute the mean and covariance matrix of X, i.e., u = E[X]| and £ = Cov(X). It was shown
in [34] that only the adjacent hop gives significant ISI, so that only the first hop of each symbol
experiences ISI from the previous symbol, while all other hops experience ISI from the previous
hop of the current symbol. From Appendix B of [34], given that the current symbol is “i”, the ICI

[I39%2) (13 2

branch is “n” and the previous symbol is “m”, we have, for the first hop,

ai(T,) mii  —pii M,
/ cos 0
bi(T.) Mii My
Ha = =A " sin@, (C.3)
ay (Tc) Min —Uin m;nn {
i bn(TC) | | Hin Min :U:nn i
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where

Z2(1 _efﬂtz)

Qi —n)P+2
_ 2= (1-e ™)
ST
_ Zze—nz(l _e—nz)
" )P+

\ 2 ) (e )
e (2(m—n))?+22

Mip =

(C4)

m

Note that the terms in (C.4) are very similar to the corresponding parameters in Appendix B of
[34], and 0 is the difference between the phase of the first hop of the current symbol and the last
hop of the previous symbol. Let 87,65,...,6; denote the random phases associated with each
hop of the current symbol, and let 8}, denote the random phase associated with the last hop of the

previous symbol. We define 6, £ 0, —6._,,1 <i< L. Then for all other hops, we have

a;(2T:) a;(LT,) M —pi g
/ cosOy ... cosOr
bi(2T.) bi(LT) Hii my W
Up = e A ! ! sin® ... sinf; |, (C.5)
an(2T;) an(LT;) Min  —Min 1M, | |
i bn(ZTC) bn(LTc) i | Hin Min ,U;n i
and thus ) )
a,-(TC) a,'(LTC)
bi(T) bi(LT.)
an(T) an(LT,)
I b, (T¢) b, (LT;) |

which can be easily reshaped to u in the form of a column vector.

Representing the in-phase and quadrature components of filtered noise of the i’ branch
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using Hilbert transforms gives [15]

nei(t) = m) cos(oir) + (1) sin(ot),
(C.7

ng(t) = i;(t) cos(w;t) — n;(t) sin(w;t).

Since we use orthogonal signaling and sample at the end of each hop, (C.7) can be simplified to
nei(kTe) = m(KTe),  ng(kTe) = 2y (kTe), kel (C.8)

The covariance matrix X can be represented as

0 B C

A
0 A —-C B
L =Cov(X)=Cov(Xp) = (C.9)
B —C A 0
C B 0 A
where A, B,C are L x L matrices with the (x, y)’h element, respectively,
Axy = Rci<|x_y|Tc)7
Bxy :Rci.,cn(|x_y’Tc)7 (ClO)

ny = Rci,sn(|x_y’Tc)7

and O is the L x L all zero matrix. The diagonal terms in A, B and C can be found using the same
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technique described in Appendix A of [34] as

Raf(0) = El3(To)] = T
Rein(0) = Eline (T (o)) = 5 f;_ e
Rci,sn(o) = En(To)n,,(Tc)] = leo;zz ) Z2_<i(l-__n?:)2'
For the non-diagonal terms, we have the following relationship:
Rei(xTe)  Reien(xTe)  Reisn(XTe) — _poy

= = =e ,
Rci(o) Rci,cn (0) Rci,sn (O>

where x is a non-negative integer. The impulse response of the i* filter is

2
hi(t) = %e_n”/n cos(;t)u(r).
c

Letting x 2 ¢ /T, then

2
hi(t +xT,) = %e*M'(fﬂTc)/Tc cos(@i(t + xT,))u(t +xT,)
C

21
= e 2 o T os( @ u 4 4T,), €L
C

From (C.8),

RCl'~,Cﬂ(0) = E[ﬂci(TC)’lcn(TC)] = E[nw(TC)Qm(TC)]

—=n

= Eln(Tn, (1)) = 2 hile) #h(—1)|

Similarly, for a non-negative integer x,
Rein(WTe) = Elng(Te)ne, (x+ 1)Te)] = Elng(Te)ng, (x + 1) Te)]

= Bl (T, (x4 1)T)] = 50 hile +5T) (1)

86

t=0

(C.11)

(C.12)

(C.13)

(C.14)

(C.15)
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Now (C.16) can be rewritten as

Mo

Reicn(xTy) = — - hi(t +xT..) * hy,(—1)

=0

/ hi(T+xT,) - hn ()T

2n
2 e,nz.x TZ 7TEZ’C/TL COS((DZT) ( ) (C17)
—o0 C

2
. %aﬁﬂ/ T cos (et )u(t)dt
C

= [ () (T = ¢ R n(0)

With u and X, we can numerically find the pdf of Q(X), defined in (3.4), using charac-
teristic functions. The probability of error, where i is sent but n is detected, and where m is the

previous symbol, conditioned on the set of random phases, 01,...,0 is given by
Ps(i,n,m,01,...,01) = Pr(Q(X) <0). (C.18)

Then finally, the conditional SER, Ps"", is found by averaging over the L random phases.

in’
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Appendix D

FFH-MFSK system with diversity

We again use the block diagram shown in Fig. 3.1. The only difference now is that the

input hops have i.i.d. amplitudes, that is,
- T
S(t) = ZE,P% (t—(1—1)T.— Ec)cos(an(l) t—(—1)T.]+9,), (D.1)
I=1

where R, are 1.1.d. Rician distributed. As in Appendix D, we compute in this appendix the mean

and covariance matrix of the test statistic X, i.e., u = E[X] and £ = Cov(X).

D.1 Matched filter detection

Let Ry, ...,R; denote the amplitude of the 1¥,..., L'* hop, respectively, of the current

symbol. For matched filter detection, since there is no ISI or ICI, the parameters are

T No
U= Ry Ry ... R O3 ) 22?14& (D.2)
c
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where O3y is the 3L x 1 zero column vector and /47 is the 4L x 4L identity matrix. After a simple

normalization, the parameters are equivalent to

T
:u:|:\/2Ll \IZLE \/2% O3L:| I Z“:I“»La (DB)

2
where y; = <1€—g>l = (L]\,]f)‘)i = Lfl’voT( and the pdf of y;, f(y;), was defined in (2.31).

Similar to Appendix D, with u and X, we can numerically find the probability of error,

conditioned on the set of instantaneous E; /Ny, Vi, ...,Yr, denoted as Ps(y,...,Y.). Then,

Mo e e L
Pb:ZM—Z/o /0 psm,,,,,mqf(y,.)dy]...dyL. (D.4)

=

D.2 2-pole BPF detection

Interleaving has no effect on the noise components, so we retain the same X as in Appendix
D. Let R, denote the amplitude of the last hop of the previous symbol, and Ry,...,R; denote
the amplitude of the 1¥, ..., L'" hop of the current symbol, respectively. The construction of
the mean vector u is similar to that in Appendix D — just replace the constant amplitude A is
by Rician distributed amplitudes Ry, Ry, ...,Rr. Similar to Appendix D, with y and X, we can
numerically find the probability of error, where i is sent but n is detected and m is the previous
symbol, conditioned on the set of random phases 61,...,0;, and the set of instantaneous Ej /Ny,
Y0, ---,YL, denoted as Ps(i,n,m,01,...,0r,%0,...,Yr). Then finally, the conditional probability of

error can be represented by the following integral:

1 o o 21 21 L
P’.”:_/ / / oo [ Ps(i,n,m, 81,000, VL) - o s
Sn =on Jo o o | Pstimm,81,....00,%,..,%) ]—!)f(y,)del derdyo...dyL

=

(D.5)

To find the union bound on average SER, we average over i and m, and sum over n.
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Appendix E

FFH-MFSK-MF system under PBJ

E.1 Non-fading channels

Taking the derivative of P;(p) defined in equation (10) of [43] with respect to p yields

L-1_k

P;(p) 21— /0°° (1 —eV Z %)Ml <§> %e—(erv)
[\/2_<IL 2(23/) +11(2V39)) - (—3+y)IL 1(2y) |dv,

(E.T1)

where y = py = p(log, M )Eb and the derivative of the modified Bessel function of the first kind,
n'" order, is given by I/)(x) = 3 LI, (x) 4 I,+1(x)]. Let yg be the value of y resulting in P.(p) = 0.
It is known that when E},/Nj is sufficiently small, full-band jamming is optimal. Let yy be the

threshold so that when Ej, /N < Yo, full-band jamming is optimal. Then 7 is found by setting

p =1, and thus yp =

plugging y = yo in (E.1) yields

lgM
1 Y0 o e A B AN
=g gl 0= 80 () P sevmal
s,worst Eb/N] log, M 0 e kZ:Ok‘ Yo L 1( yO) %
. B
Eb/NJ

(E.2)
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pM

The worst-case bit error rate can be expressed as P, o, = where B, = =3

B
Ey/N;”

E.2 Slow, flat, Rician fading channel

Taking the derivative of P;(p) defined in equation (13) of [43] with respect to p yields

—K
_1_// dtK)e™” i{‘lﬁf 10( 4K(1+K)l_)}
Y ap pY

(1_€ VZ k!)M 1<'>L216_(Y+V)1L—1(2ﬁ)dvdv
k=0 """

! (E.3)
loye® [T [ e [ywo(\/émyv) NI (\/4Kw>]
L—1 kM—1 L—1
. (1 —e VY %) (5) T e (2w dvdy,
k=0 """

where y = lpi{(. Let yo be the value of y resulting in P,(p) = 0. Then 7o is found by setting p = 1,

1+K
Yolog, M

and thus yp = is the threshold for partial-band jamming as the optimal strategy, i.e., when

Ep/Nj <o, full-band jamming is optimal. The worst case SER is given by

1 1+K L—1 k M—1
Ps,worst:§'m{l—yoe / / e 0T, 10(\/4Ky0 )<l—e Z-)
L1 ’ B (E.4)
(YY) 7 ) P
<'Y> I 1(2\/_>dvd’Y:| ’_Y

BM

The worst-case BER can be expressed as Py, y,ors = B/ N where B, = =3

91



Appendix F

FFH-MFSK-MF system under MTJ

F.1 Non-fading channels

Let R, be the hop rate, Rj, be the bit rate, Ry = R;,/log, M be the symbol rate and N; be the
total number of slots. Then the total spread spectrum bandwidth is given by Wy, = N, R;. Letting
J be the total jamming power, Q be the number of jamming tones, and S be the signal power, we

have Ej, = S/R;, as the energy per bit, ; = J/Wj;, as the power spectral density of the jammer,

and finally we define o, £ J/LQ as the SJR.

For each hop, the probability that the M-ary band containing the keyed tone is jammed is

. oM oM
M = = -
Ni logyM x i

(E.1)
When Ej, /1y is large, ' is small and the probability that multiple hops of the M-ary band with

the keyed tone are jammed is orders of magnitude smaller, so we can assume that, at most, one

hop of the M-ary bad with the keyed tone is jammed at large Ej /1. Therefore, the probability
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that any hop of the M-ary band with the keyed tone is jammed is

oLM
02y X n—]

A symbol error occurs when a hop of the M-ary band with the keyed tone is jammed in an unkeyed

slot, and Olc >L=0< % Thus, the bit error rate is

M
2M—1)
M M—1
“o2m—-1) M "
M  M—-1 olM (E3)
2(M—1) M log,M x ﬁ—’;
oM
B 210g2M-%‘

Py = Py

Obviously, the worst case performance is achieved by maximizing o under the constraints o0 < 1/L

and uy < 1:
1 log, ME
a< b o< OBME/M (F4)
L LM
Therefore,
logsM E,  Ep - _M
awc _ LM nJ ns 10g2 M (FS)
1 Ep M
L— my 7 loggM

and let o0 = o, in (F.3), we find the worst-case BER as

log, M (F 6)

M 1 Eb> M

2log,M " Ey/m;0 my 7 logyM

This happens to be the same as the SFH case analyzed in [41]. Note that P, ,,. increases with M

since the key parameter, u, increases with M.
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F.2 Slow, flat Rician fading channels

In a Rician fading channel, let Q and ; be the total power of the signal and jamming
power per jammed slot, respectively, and denote o, = Q;/Q ; as the SJR. Then, at large E}, /1y,

the probability that any hop of the M-ary band with the keyed tone is jammed is roughly

o-LM
0g My,
The BER as a function of «,, is given by
M
P, = 2 / / r — Lr2) f(ry) f(r;)drsdr; .
ocrLM / / :
r —Lr frs)f(rj)drdrj,
where f(ry) was defined in (3.19) and f(r;) follows in a similar manner. If we let
rs Va,
c=0o,L, x= , Y=rj——, (F.9)
VO, "VQ,
then
2(Ks+1 (Ks +1)rg Ky (Ks+1
/ / r — + ) e_K‘_gislo <2 —S( st )rs)
210g2 —b Qg Q
(Kj+1)r3
2K+ 1) —k- 50 Ki(K;j+1
—( 11 K %I (2 —( il >rj)drsdrj
Q; Q; (F.10)
/ / h(x,Ks)h(y,K;)dydx
210g2 =b
A G(c)
Ey/my’

where h(r,K) was defined in (3.16).
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F.3 Signal experiences slow, flat Rayleigh fading

For K; = 0, G(c) in (F.10) is monotonically increasing, for all K ;. Therefore, the jammer

would use the largest permissible ¢. The constraint on ¢ is

E
M logy M x =t
¢ <1:>C<M

= " (F.11)
E b
log, M x 52 M

Hr

logy, M x 5

Lb
and thus the worst-case BER is given by letting c = ——— in (F.10)

1 (o) o)
Prase=r5 [ [ [ose hx K (. K. F.12)
0 Jx\ —5—~
On the other hand, the worst-case BER is also

M
Ep/ny

G(logzMxﬁﬁ)
(F.13)

Pb,wc =

Since it can be shown that, for any K, lim._,. G(c) = 1, we have the asymptotic performance

. 1
lim Pb7wc =

_— F.14
Ep/My—se Ey/ny 19
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Appendix G

FFH-MFSK-2pole system under MTJ in a

non-fading channel

We consider two conditional SER: when the jammed hop is the last one (with probability
%), denoted by Py, and when the jammed hop is not the last one (with probability %), denoted
by P>, and thus the average SER is given by (3.18).

First consider the case that the last (L) hop is jammed. The filter output of the jamming

waveform in terms of the in-phase and quadrature components is, for the L hop,

My —Mni
Mni My cos 6y
P , (G.1)
Mppn —Hnn sin®;
Hnn  Mpp

and zero for all other hops, where r; is the amplitude of the jamming waveform. Thus the filter

output of the signal plus jamming waveform is

'ull - [ Ha Hp ] + [ O4><(L—1) HaJj :| ) (G.2)
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where [1, up] was found in (C.6) (replace A by ry) and we reshape g/ to the form of a column
vector, denoted by ;. A symbol error is made if the square-law detector output of the jammed
branch exceeds that of the signal branch, i.e., if ,ulTA,ul < 0, where A was defined in (3.5).

Finally, the conditional SER is found by averaging over the transmitted symbol i, the
jammed symbol n, and the previous symbol m, integrating over the L+ 1 random phases, and
multiplying by the probability that the M-ary band with the keyed tone is jammed, u, found in
(F.2), as

%
g

[1—u(ui"Ap)]d6; ...d6,de,

u M M M 2 21
P = pant L .ZI/O /0

i=ln=1n#im=
1 oL M M M on 2T r2m ,
Ep/ny (2m)EtIM2log, M X L ) /0 /0 /0 u(pn” Apy)do ...d6,de,

i=ln=1n#im=1

(G.3)

The other case is that the jammed hop is not the last one. We assume the /"

hop is jammed where
1 <1< L—1. Itis easy to see that the performance is not a function of /. The filter output of the

jamming waveform in terms of the in-phase and quadrature components is g,y for the ' hop, and

/ /
my;  —HMy;
Mbj =T} (G.4)
/ / .
My, —My, sinQ;
/ !
| :unn m}’ll’l _

for the [ + 1% hop. The filter output of the signal plus jamming waveform is

o = [Ha Hp ] T { Ogsc1-1) Mas Hbs Osx(z—1-1) | (G3)

1 <1< L-1,and we reshape ,u’2 to the form of a column vector, denoted by u,. The conditional

SER, P, can be found using (G.3) — just replace u; by wo.
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Appendix H

GFSK system with 2-pole BPF detection

x(r)

s(r) ——| Hy() Gi(®) —— yiu(r)

Figure K1: Signal filtering (Gaussian & 2-pole)

We start by filtering an isolated rectangular pulse cosine wave with frequency f; and phase
0 through a 2-pole BPF centered at frequency f,, and a Gaussian filter centered at frequency f;.
We use lowpass equivalent filtering for simplicity. The input signal can be expressed as a function

of the normalized time r =¢/T as
1
s(r) = cos(a;rT + G)P% (r— —) , (H.1)

where T is the symbol duration, and the lowpass equivalent signal is given by

sip(r) = P% (r— %) . (H.2)
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The impulse response of the n'" 2-pole BPF is

() = aWe ™ cos (ot )u(r)

nz _
— =, nzt /T

T

Tz _ . .
= met/ Tu(t) [cos Ayt cos @;t + sin Ayt sin w;t],

cos(; — Aw;,t )u(t)

and the lowpass equivalent impulse response of the filter is given by

T
hip(t) = ?Ze_mt/ Tu(t) (cos AWt + jsin Awypt )

= Ee’m/TﬂA"’in’u(I)
T
T —

- hlp(r) _ ?Ze[—nz-i—ﬂn(t—n)h}ru(r)

where

Awy £ @ — o, = 27(fi — fu) = Awy, T = 27(i —n)h.

(H.3)

(H.4)

(H.5)

Therefore, the lowpass equivalent output the rectangular pulse through the 2-pole BPF is given by

x1p(r) =T - 515(r) % hy (1)

= T/m %e[_“”ﬂ“(i_”)hhu(r)P% (r— T— 1) dt

2
= mzu(r) / ' el~ et 2nli=m)ht gy
max{0,r—1}
[—mz+ j2n(i—n)h]T|"
e
_ TCZM(I") ) ‘maX{O,r—l}

—nz+ j2n(i—n)h

1— e77'l:zr+j27'c(ifn)hr7 0<r<i1

4

i 2ji—n)h

(enz—jZJt(i—n)h _ l)e—nzr+j2n(i—n)hr’ r>1
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and the corresponding bandpass output is given by
x(r) = R, (r)e /@70 (H.7)
Now we add the Gaussian filter. Using the integral [55]

2. (btjo)? —jb
/ezﬂbmdx: \/g 4 erf(%), (E8)

where erf(+) is the error function. We further define

_ VIn2
C2mzg

S
7y
A= T (H.9)
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Then, we can find the lowpass equivalent output of the Gaussian filter as

ylp(”) =T 'xlp(r) *glp<r)

{ Z 1 _ el—met+j2m(i— n)h}t _ 2&2 e J2n(i—n)h _ 1) el Tzt j2mh]t - (’2;:52)2
= dH— / drt
/ z—2j(i—n)h z—2j(i—n)h V2TA

TS Szt 2m(i-n)h) (et r) < _'c—r)
_ e 2T —e 2 dx X =
ey [/; &

i ( e i2n(i—n)h _ 1) /oo e_%z+(—7tz+ j2n(i—n)h) (Ax+r) dx]

< v 1-r —r (i T Cxlioninjn)?
g ) ()]
21z —2j(i—n)h] & A A € 7€
f(—]Z?t(l—n)hK—l-nz?»—l—%) (-ﬂﬂ(i—n)h?u+nz7»—%)]
Cr

V2 V2
)h 1) e—TCZr-i-jZJt(i—n)hr\/Ee—W”)hW
2

— j2m(i — n)hh+mh 4 1~
e >H

+ <enz—j2n(i—n

_ Z 1 —r B l (anliznictjn)? 2 | (—mz+ j2n(i—n)h)r
z—2j(i— n)h 2°¢
—j2n(i— )h?»—i—nz?u—i—lT —j2n(i— )hk+nz7»——)
erf
V2
—i2n(i—n . . 1—
. e j2m(i—n)h _ le (2n(i-n) h?»+1nz7» (met2m(-mh)r || orf —j2n(i — n)hA + mzA + -
2 Ve
(H.10)
and the corresponding bandpass output signal is given by
Yin(7) :%{ylp(r)eij(wirTJre])}
=R{y1p(r)} cos(;rT +01) + 3{ysp(r)} sin(w;rT +01) (H.11)

2 min(r) cos(@;rT +01) + i (r) sin(w;rT + 01),
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where 0 is the phase associated with the transmitted symbol.
Now that we know the output of signal with frequency f; through branch “n”, y;,(r), we

can find the output of the previous pulse with frequency f,,, through branch “n”, y,, ,(r), in a

similar manner, to be

ym1”<r+ 1)

—R{yp (r+ 1)e H(Om r+DT+80)y

=R{yip(r+1)} cos(@m, (r+1)T +8¢) +3{yi,(r+ 1)} sin(@, (r+1)T +6p)

(H.12)
=My, n(r+ 1) cos(@irT 4+ A0y, irT + 0y, T +6p)
+ bt (r + 1) sin(@;rT + AWy, ;7T + @y, T + 69)
Sy (r+ 1) cos(rT +X) + iy n (r+ 1) sin(w;rT + X),
where
X £ AWy, irT + @, T + 89, (H.13)

and 0 is the phase associated with the previous transmitted symbol. Note that we can assume

00 = —AWy,, ;1T — W, T = X = 0 without loss of generality. Letting X = 0 in (H.12) yields

Ymn(r+1) = my, »(r+ 1) cos(w;rT). (H.14)

Similarly, for the future pulse that has frequency f,,, and phase 0, the bandpass output is given
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)’mzn(’”— 1)

:m{ylpO’ - 1)67]'((0”12 (r*I)T+92)}

=R{y1p(r — 1)} cos(, (r = 1)T 4 62) + 3{y1p(r — 1)} sin(@y,, (r — 1)T +6)

(H.15)
=Mypyn (r — 1) co8(@;rT + AWy, ir T — 0y, T +62)
+ timoyn (r — 1) sin(;rT + AWy, it T — 0, T +62)
Efyn(r — 1) cos(@;rT +Y ) + thyyn(r — 1) sin(@;rT +Y),
where
Y £ A®y,irT — @, T + 65. (H.16)

Note that since 02 ~ U0, 2x], for any fixed sampling time r, the trigonometries of ¥ = A@,irT —
Oy, T + 6, are essentially the same as those of 0,, and thus we can replace Y with 6, in (H.15)

when calculating the average error rate, where we need to integrate out ;. Letting ¥ = 0, yields

Ymon(r — 1) = My, (r — 1) cos(@irT + 02) + thn,n (r — 1) sin(@;rT 4 6). (H.17)

Finally, the bandpass output signal of three consecutive pulses of frequencies f; (current
symbol), f,;, previous symbol, and f,, (future symbol) coming through the 2-pole BPF whose

center frequency is f;, is the superposition of the three bandpass output signals Y, (r), Y, n(r + 1)
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and y,,,(r — 1), and is given by

=[min(r) cos 81 + i (r) sin O ~+ My (r +1)
+ My (r — 1) €080 + iy (r — 1) sinB2] cos @;rT

+[—min(r) sin O + win(r) cos 01 + iy, n(r+1)

(H.18)
— My (r — 1) 8in 02 + iy, (r — 1) cos 02] sinw;rT
212 (r) cos ;rT + Q0™ (r) sinayrT
=[I;"(r) cos(2m(i — n)hr) + Q" (r) sin(2n(i — n)hr)] cos(,rT)
+ [=L7" (r) sin(2n(i — n)hr) 4+ Q71" (r) cos(2n(i — n) hr)] sin(@,rT),
where the in-phase and quadrature components are defined as
IV (r) =y n(r+ 1) + min(r) cos 01 + pi (r) sin @
+ My (r — 1) €08 02 + ty,n (r — 1) sin B2,
(H.19)

Q"2 (r) =pimyn(r+1) — mjy(r) sin®; + gy (r) cos O

— My (r — 1) $IN02 4ty (r — 1) c08 65.

Note that (H.19) is a function of 6; and 0,, both uniformly distributed between 0 and 27. Then,

the parameters Aj,A3,0; and 0, in (??) can be represented as

124

0; = 07" =tan

Al = (Am1m2)2 :A2
il
(H.20)
ATM2)2

[ ()] + Q5™ (n)])
[ ()
g
Ay = (A;'™) L™ () + 195 ™ (N)]?)
V" (r) sin(2n(i — n)hr) + Q1" (r) cos(2n(i — n) hr)
Imlm2 (r)cos(2m(i —n)hr) + Q1" (r) sin(2n(i — n)hr)

X(
my
1m

0, =0 = tan~!

¥
22
v
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where again we use the four-quadrant definition of tan—!(-).

The output of a rectangular pulse through a Gaussian filter is

s(t) = s1p(t) * g1p (1)

2

T . e 28

=Pr(t——
o (ang(l —t/T)> % <_2nzgt/T)
B In2 VIn2 ’

1—r r
=) e (D).
s(r) ( 7 ) X
where A = % was defined in (H.9), and ®(-) is the CDF of the standard normal distribution,

and thus the received symbol energy is given by

AT >
B=a ).

Ao () e ()]

and the received bit energy is Ej, = E;/log, M.

s2(r)dr
(H.22)

Finally, the filtered noise power 62, the normalized complex cross-covariance p and the

[13+4)

corresponding phase ¢ = Zp when “7” is the signal branch and “n” is the ICI branch, were found

in [34] as
S 1
C T
Z
PI= V2 + ((i—n)h)? (H23)
o= /p—tan-! | SSMZREZm)hr) = (i —n)hcos(2n(i — n)hr)

zcos(2m(i —n)hr) + (i —n)hsin(2n(i —n)hr) |
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