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Chapter 1

Non-Interactive Key Establishment in

Wireless Mesh Networks

Zhenjiang Li†, J.J. Garcia-Luna-Aceves †!

{zhjli,jj}@soe.ucsc.edu
†Computer Engineering, University of California, Santa Cruz

1156 high street, Santa Cruz, CA 95064, USA

Phone:1-831-4595436, Fax: 1-831-4594829
!Palo Alto Research Center (PARC)

3333 Coyote Hill Road, Palo Alto, CA 94304, USA

Symmetric cryptographic primitives are preferable in designing security protocols for

wireless mesh networks (WMNs) because they are computationally a!ordable for resource-

constrained mobile devices forming a WMN. Most proposed key-establishment schemes for

symmetric cryptosystem assume services from a centralized authority (either on-line or o!-

line), or involve the interaction between communicating parties. However, requiring access

1 c"Springer, 2005. This is a revision of the work published in the proceedings of AdhocNow’05, LNCS 3738, pp. 164-177,
Cancun, Mexico, Oct. 2005.

2This work was supported in part by the Baskin Chair of Computer Engineering at UCSC, the National Science Foundation
under Grant CNS-0435522, the U.S. Army Research O!ce under grant No. W911NF-05-1-0246. Any opinions, findings, and
conclusions are those of the authors and do not necessarily reflect the views of the funding agencies.
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2CHAPTER 1. NON-INTERACTIVE KEY ESTABLISHMENT IN WIRELESS MESH NETWORKS

to a centralized authority, or ensuring that correct routing be established before the key

agreement is done, is di"cult to attain in wireless networks.

We present a new non-interactive key agreement and progression (NIKAP) scheme for

wireless networks, which does not require an on-line centralized authority, can establish

and update pairwise shared keys between any two nodes in a non-interactive manner, is

configurable to operate synchronously (S-NIKAP) or asynchronously (A-NIKAP), and has

the ability to provide di!erentiated security services w.r.t. the given security policies. As

the name implies, NIKAP is especially valuable to scenarios in which shared secret keys are

desired to be computed without negotiation between mobile nodes over insecure channels,

and also need to be updated frequently.

As an application example, we present the ad-hoc on-demand secure routing (AOSR)

protocol based on NIKAP to secure the signaling of on-demand ad hoc routing, which ex-

ploits pairwise keys between pairs of nodes and hash values keyed with them to verify the

validity of the path discovered. Analysis and simulation results show that AOSR has low

communication overhead caused by the key establishment process due to the use of NIKAP,

e!ectively detects or thwarts a wide range of attacks to on-demand ad-hoc routing, and is

able to maintain a high packet-delivery ratio, even when a considerable percentage of nodes

are compromised.

1.1 Introduction

A wireless mesh network (WMN) is a dynamically self-organized network of wireless nodes

that automatically establish and maintain mesh connectivity among themselves (forming, in

e!ect, an ad hoc network). A WMN consists of mesh routers and mesh clients, and each

node operates not only as a host but also as a router that forwards packets for other nodes.

This feature enables advantages such as low operation cost, robustness and extendable service

coverage. However, the ad hoc deployment without centralized administration and the highly

dynamic nature of wireless networks also bring up new challenges to systems built on them,

amongst which security is a pressing problem.
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In general, there are three cryptographic techniques that can be used to devise security

mechanisms for WMNs: one-way hash functions, symmetric cryptosystems and asymmetric

(or public key) cryptosystems. An asymmetric cryptosystem is more e"cient in key utiliza-

tion in that the public key of a node can be used by all the other nodes, while a symmetric

cryptosystem requires the existence of a shared key between two communicating nodes. Hash

functions can be implemented quickly, and usually work together with symmetric or asym-

metric algorithms to create more useful credentials, such as a digital certificate or a keyed

hash value (i.e., a keyed message authentication code).

Portable devices forming a WMN usually have limited battery life-time and must share a

relatively limited transmission bandwidth. Therefore, symmetric cryptosystems are prefer-

able in ad hoc scenarios due to their computational e"ciency (conducting an asymmetric

algorithm usually is three or four orders of magnitude slower than the symmetric counter-

part). For a symmetric cryptosystem to work, a shared key must be established between

each pair of communicating entities. The key establishment problem between two network

principals is well understood for conventional communication networks, and generally can

be resolved by key distribution or key agreement.

The classic key-distribution scheme, such as Kerberos [1], requires an on-line centralized

authority (CA) to generate and distribute keys for nodes. However, this is not suitable for

WMNs. In practice, the on-line CA can be unavailable to some of the nodes, or even the

whole network during certain time periods, because of the unpredictable state of wireless

links and node mobility. Given that the CA is the single point of failure, compromising the

CA jeopardizes the security of the entire system. More importantly, the Kerberos system

is designed to provide authentication and key distribution services for networks structured

based on the client-service model, which however is not the case of WMNs. In WMNs,

nodes are assumed to be willing to route packets for other nodes and behave as peers of

one another, such that every node has the responsibility of a mobile router in addition to

a common network user. Therefore, a WMN is a peer-to-peer communication system for

the purpose of routing, into which the conventional client-server model oriented, centralized

key distribution approach does not fit. Recently proposed key distribution protocols [2] for

wireless environments replace the functionality of CA by a subset of nodes in the network.
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However, this approach still relies on a small number of nodes, and it is not clear whether

sharing the CA functionality amongst multiple nodes can perform better than using a single

CA, given that applications need to contact multiple nodes that can be multiple hops away,

to obtain the desired keys.

Key agreement protocols, such as the Di"e-Hellman key exchange protocol [3] and many

variations derived from it, do not need an on-line CA and compute the shared keys between

nodes on-demand. These protocols are interactive schemes in that nodes need to exchange

messages between them to establish the desired keys, for which active routes must pre-

exist for such approaches to work. The assumption of pre-existing routes between two

communicating parties, which may be multiple hops away from each other, contradicts the

need to secure the routing discovery process between such nodes in the first place. Even if

such an assumption is satisfied, network dynamics can tear routes down in middle of the key

negotiation, and as such no key can be agreed upon. Moreover, interactive key agreement

protocols are not scalable in terms of communication overhead, because messages exchanged

for key establishment can consume significant CPU cycles and wireless bandwidth in such

a highly dynamic environment as WMNs, which can become even worse if the shared keys

between nodes need to be updated frequently.

Motivated by the observations above and based on self-certified key (SCK) [4] cryptosys-

tem, we propose new non-interactive key agreement and progression (NIKAP) protocols to

facilitate the key agreement process in WMNs. In NIKAP-oriented protocols, pairwise keys

can be computed between two nodes in a non-interactive manner, as well as the subse-

quent key progression (rekeying) process. NIKAP needs the aid of a centralized authority

(CA) only at the initial network formation, and the CA can be entirely o!-line thereafter.

Consequently, single-point failures are avoided during the operation of the deployed WMN.

Compared with other key distribution and agreement approaches, NIKAP saves scarce en-

ergy and bandwidth of wireless nodes in transmitting, receiving and processing messages.

To our knowledge, NIKAP is the first key establishment scheme that supports the non-

interactive key agreement and subsequent key progression simultaneously. Though there

are a few protocols that can establish shared keys between nodes non-interactively based

on either matrix threshold key pre-distribution (MTKP), or polynomial threshold key pre-
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distribution (PTKP) [16], none of them supports non-interactive key progression.

The rest of the chapter is organized as follows. For completeness, Sec. 1.2 reviews the basic

idea of self-certified key (SCK) cryptosystem, which was first introduced by Petersen and

Horster [4]. Section 1.3 presents S-NIKAP and A-NIKAP, the non-interactive key agreement

and progression protocols tailored for WMNs, in which we also discuss scenarios to which

NIKAP-based protocols can be applied. Sections 1.4, 1.5 and 1.6 present the results of

our recent use of NIKAP to secure the routing process in wireless ad hoc networks. We

compare NIKAP with other key distribution and agreement approaches proposed for wireless

environments in Sec. 1.7, and present the concluding remark in Sec. 1.8.

1.2 Basics Of The Self-Certified Key (SCK) Cryptosystem

In an asymmetric cryptosystem, there are two ways of ensuring the authenticity of a public

key: explicit verification and implicit verification. In explicit verification, a trusted central-

ized authority signs a certificate that binds a public key and the identity (ID) of its owner.

Then any user can verify the certificate explicitly provided that the public key of the central-

ized authority is known. In implicit verification, the authenticity of a public key is verified

when it is used for encryption (or decryption), signature verification, key exchanging or other

cryptographic operations. For example, a successful verification of a signature means that

the public key matches the private key used to construct this signature. Self-certified key

(SCK) system follows the track of implicit verification. In the following, we first summarize

the basic primitives used by SCK to establish and update the shared pairwise keys between

two communicating parties. In such cases, the authenticity of a public key is verified when

the shared keys derived based on it are used to encrypt and decrypt data, generate and check

keyed hash values, for example.

• Initialization: A centralized authority (CA) Z is assumed to exist before the network

formation. Z chooses large primes p, q with q|(p! 1) (i.e., q is a prime factor of p! 1),

a random number kA " Z!
q , where Z!

q is a multiplicative subgroup with order q and

generator !; then Z generates its (public,private) key pair (xZ , yZ). We assume that
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the public key yZ is known to every node that participates in the network. To issue

the private key for node A with identifier IDA, Z computes the signature parameter

rA = !kA (mod p) and sA = xZ · h(IDA, rA) + kA (mod q), where h(·) is a collision-free

one-way hash function and (mod p) means modulo p. Node A publishes the parameter

rA, called the guarantee, together with its identifier IDA, and keeps xA = sA as its

private key. The public key of A can be computed by any node that has yZ , IDA and

rA using the following equation

yA = yh(IDA,rA)
Z · rA (mod p) (1.1)

We denote this initial key pair as (xA,0, yA,0).

• User-controlled key pair progression: Node A can update its (public,private) key

pair either synchronously or asynchronously. In the synchronous setting, where A uses

the key pair (xA,t, yA,t) in time interval [t·#T, (t+1)·#T ), node A can choose n random

pairs {kA,t " Z!
q , rA,t = !kA,t (mod p)}, where 1 # t # n, and publishes guarantees

rA,t. Then the private key of node A progresses as follows

xA,t = xA,0 · h(IDA, rA,t) + kA,t (mod q) (1.2)

and the corresponding public keys can be computed according to

yA,t = y
h(IDA,rA,t)
A,0 · rA,t (mod p) (1.3)

• Non-interactive pairwise key agreement and progression: Pairwise shared keys

between any two nodes A and B can also be computed and updated synchronously or

asynchronously based on Algorithm 1.

The pairwise shared keys obtained by node A and node B are equal because

h(KA,t) = h(y
xA,t

B,t (mod p)) = h(!xA,txB,t (mod p)) = h(y
xB,t

A,t (mod p)) = h(KB,t) (1.4)
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Algorithm 1: Key agreement between nodes A and B
Node A:
xA,t = xA,0 · h(IDA, rA,t) + kA,t

yB,t = y
h(IDB,rB,t)
B,0 · rB,t (mod p)

KA,t = y
xA,t

B,t (mod p)
Kt = h(KA,t)

Node B:
xB,t = xB,0 · h(IDB, rB,t) + kB,t

yA,t = y
h(IDA,rA,t)
A,0 · rA,t (mod p)

KB,t = y
xB,t

A,t (mod p)
Kt = h(KB,t)

Two features of SCK are worth pointing out: (1) given that N nodes participate in the

network and their IDs are globally known, N guarantees are advertised in order to distrib-

ute their public keys, instead of N traditional certificates. The advantage is that, unlike a

certificate-based approach, such N guarantees can be published and need not to be certified

(signed) by any centralized authority. This means that the public key of each node can be

derived and updated (rekeying) without the aid of an on-line CA (access to the CA is only

required at the initial network formation, as previously described); and (2) given that guar-

antees are correctly received by each node in the network, then any two nodes can establish

and progress the pairwise key shared between them in a non-interactive manner. Conse-

quently, without considering the distribution of guarantees, the communication overhead

incurred by key establishment is zero.

1.3 Non-Interactive Key Agreement And Progression – NIKAP

1.3.1 S-NIKAP and A-NIKAP

SCK is particularly attractive to the design of security protocols for wireless networks, be-

cause it promises a non-interactive key agreement and progression (NIKAP) scheme. How-

ever, the basic primitives of SCK cannot be applied directly to WMNs. In this section, we

present two protocols that implement NIKAP to facilitate security mechanisms using sym-
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metric cryptographic primitives, and allow NIKAP to be configurable, depending on whether

time synchronization is available to wireless nodes in the network.

For NIKAP to work correctly, we assume that the guarantees of a node are success-

fully distributed to all nodes participating in the network. To ensure the delivery of nodal

guarantees in such an error-prone environment as wireless channel, an e"cient and reliable

broadcasting scheme, for instance the reliable broadcasting protocol proposed in [21], can

be used to facilitate the process of guarantee distribution, which tolerates link failures and

node mobility.

In synchronized NIKAP (S-NIKAP), two nodes negotiate and update the shared keys

between them periodically according to the current time instant and the specified security

policy. Processes or applications of higher security concern can perform the rekeying (key

progression) operation at a high rate, and those of lower security concern at a low rate, ac-

cordingly. Therefore, communication principals in the network can be distinguished based on

di!erent security policies, such as roles, service types, or the sensitivity of data. As a result,

di!erentiated security services can be achieved by specifying high-to-low rekeying rates that

correspond to high-to-low security levels. The main limitations of S-NIKAP are the prereq-

uisite of time synchronization and the periodical rekeying at a fixed rate. Though there exist

devices or protocols providing time synchronization for wireless networks, it is still not clear

if the desired performance can be achieved in such dynamic and unpredictable environments.

Another drawback of S-NIKAP is that the pairwise key is independently updated no matter

whether there is communication between peer nodes to take place. Therefore, local CPU

cycles (and therefore battery life) are wasted if the newly generated keys are not used within

its life-cycle. Algorithm 2 presents the specification of S-NIKAP.

It follows naturally that an asynchronous version of NIKAP is desired in cases in which

time synchronization is not available or portable nodes cannot a!ord the cost of progress-

ing keys at high rates. Asynchronous NIKAP (A-NIKAP) has the same non-interactive

rekeying capability as S-NIKAP does, but requires no time synchronization service from the

underlying network. Instead, A-NIKAP uses a pseudo-random bit stream to synchronize

the rekeying process between nodes, of which “1” invokes new key progression while “0”
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Algorithm 2: Protocol S-NIKAP (for any node A)

1. Node initialization:
Retrieve the CA’s public key yZ , initial private key xA,0, initial guarantee rA,0 and key
progression interval #T

2. Guarantees distribution:
Advertise IDA and randomly selected guarantees rA,t where 1 # t # n. (rA,t and IDA

can be broadcast over insecure channel)

3. Pairwise keys agreement and progression:
To communicate with node B within time interval [T0 + t · #T, T0 + (t + 1) · #T ), first
update the key shared with B to Kt, according to the following procedure:

xA,t = xA,0 · h(IDA, rA,t) + kA,t

yB,t = y
h(IDB,rB,t)
B,0 · rB,t (mod p)

KA,t = y
xA,t

B,t (mod p)
Kt = h(KA,t)

keeps two nodes using the current key shared between them. According to SCK, an initial

shared key can be non-interactively established. Therefore, the pseudo-random bits stream

can be generated, encrypted (using the initial key), and securely agreed upon between nodes

sharing the initial key. If the same pseudo-random number generator is used by both ends,

to save the bandwidth, only a common seed needs to be exchanged. The progression strat-

egy in A-NIKAP can be specified as per-session based, fixed number of sessions based or

fixed number of packets sent based etc., according to the given security policies. If the

bit-synchronization is lost, nodes need to re-establish a new pseudo-random bits stream (by

using the last pairwise key working between them, or simply start over). If we count one

bit in the random bits stream equal to one time interval used in S-NIKAP, A-NIKAP incurs

half of the local CPU cycles than S-NIKAP does, provided that the bits stream is perfectly

randomized. Algorithm 3 defines protocol A-NIKAP.

1.3.2 Application scenarios of NIKAP

The non-interactive progression capability of NIKAP makes it attractive to wireless ap-

plications in which shared keys need to be established without negotiation through insecure

channels, or need to be updated frequently. Such scenarios include secure ad hoc routing,

peer-to-peer communication in combat fields and surveillance systems.
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Algorithm 3: Protocol A-NIKAP (for any node A)

1. Node initialization:
Retrieve CA’s public key yZ , initial private key xA,0 and initial guarantee rA,0

2. Guarantees distribution:
Advertise IDA and randomly selected guarantees rA,t where 1 # t # n. (rA,t and IDA

can be broadcast over insecure channel)

3. Random bits stream generation and exchange:
To communicate with node B, first generate a random bits stream BITSA and send to
B as follows:
A$ B : {IDA, IDB, BITSA, hash(IDA, IDB, BITSA, KA,0)}KA,0

Where the hashing value hash(·) is used by node B to verify the integrity of BITSA

4. Bit-Controlled key progression:

while BITSA is not empty do
if new session then /* Or other triggering events */

flag % pop(BITSA)
if flag = 1 then

update the shared key to Kt
else

keep using the current key Kt#1

When mechanisms based on symmetric cryptographic algorithms are used to secure the

routing discovery process in wireless ad hoc networks, interactive key agreement protocols

are not suitable, because the topology and routes in an ad hoc network are usually unknown

when it is first deployed. Consequently, given that there can be no pre-existing routes for

nodes to communicate with each other, a common broadcast channel must be used for key

establishment, which is easy to be exploited by malicious users. In addition, requiring the

collaboration among nodes to establish shared keys while they are establishing routes to one

another cannot be done e"ciently. The non-interactive nature of NIKAP allows nodes to

secure the routing process, without incurring undue overhead.

NIKAP can also be used to provide di!erentiated security services in wireless networks.

To achieve better security, the keys shared between nodes can be updated regularly, and

the keys used between di!erent nodes can be re-keyed at di!erent rates based on di!erent

security policies, such as privilege rankings, roles and location of the nodes.

Surveillance systems are often used to gather and upload critical data periodically to a

command center from monitoring nodes. The topology of a surveillance system is relatively
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fixed compared with that of a mobile ad hoc network (MANET), which exposes it to high

possibility of being identified and attacked. Therefore, keys used between the command

center and each monitoring node have to be updated regularly. Moreover, pairwise key based

scheme is also preferable to group key based scheme, in order to confine the damage caused

by key divulgence. In such a case, S-NIKAP can be a good candidate for key establishment

because of its periodic, non-interactive key progression capability.

1.4 Ad-Hoc On-Demand Secure Routing (AOSR) Protocol

In this section, we present the secure ad hoc on-demand secure routing protocol – AOSR,

which derives pairwise keys using NIKAP, and exploits keyed hash values to authenticate

the generic on-demand ad hoc routing.

1.4.1 Assumptions

We assume that each pair of nodes ( Node Ni and node Nj ) in the network shares a pairwise

secret key Ki,j, which can be achieved by using the key agreement protocols described in

Sec. 1.3.1. Whether S-NIKAP or A-NIKAP is adopted depends on the availability of time

synchronization in the deployed network. We also assume that the MAC (media access

control) address of a node cannot be changed once it joins the network. Even though some

vendors of modern wireless cards do allow a user to change the card’s MAC address, we will

see that this simple assumption can be helpful in detecting some complicated attacks such

as wormhole. Moreover, every node must obtain a certificate signed by the CA, which binds

its MAC and ID (can be the IP address of this node), before it joins the network. Note that

such certificates are used for nodes to verify the authenticity of their neighbors, rather than

validating the routes discovered during the process of route discovery. A node presents its

certificate to each node that it meets for the first time, and two nodes can communicate with

its neighbor nodes only if their certificates have been mutually verified. The approach used

to authenticate and maintain neighbor-node information is presented in [5], and as such is

omitted here due to the space limitations. To be clear, the notation used in the rest of the
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Table 1.1: Notation used in this paper
Name Meaning
S, D, Ni Node IDs, particularly, S = source, D = Destination
RREQ the type identifier for a route request RREQ
RREP the type identifier for a route reply RREP
RERR the type identifier for a route error report RERR
QNum the route request ID, a randomly generated number
RNum the route reply ID, and RNum = QNum + 1 for the same

round of route discovery
HCi$j the hop-count from node Ni to Nj

QMAC the k-MAC1 used in RREQ
RMAC the k-MAC used in RREP
EMAC the k-MAC used in RERR
Ki,j the key shared between nodes Ni and Nj, thus Ki,j = Kj,i

{NodeList} Records the accumulated intermediate nodes traversed by
messages RREQ, RREP or RERR. For clarity, they are
increasingly numbered from S to D, i.e., {S, N1, N2...Ni...D}

rTi$j the route from node Ni to node Nj

paper is summarized in Table 1.1.

1.4.2 Route discovery

AOSR consists of route request initialization, route request forwarding, route request checking

at the destination D, and the symmetric route reply initialization, route reply forwarding and

route reply checking at the source S. The message flow of the route discovery of AOSR is

illustrated in Figure 1.1.

Route Request Initialization

Source S generates the following route request RREQ and broadcasts to its neighboring

nodes, when S wants to communicate with node D but has no active route maintained for

D at that point.

RREQ = {RREQ, S, D, QNum, HC, {NodeList}, QMACs,d} (1.5)

1In our discussion, k-MAC refers to keyed-message authentication code (a keyed hash value), while MAC refers to media
access control unless specified otherwise.
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because no node has been traversed by RREQ at the source S, HC = 0 and {NodeList} =

{Null}. QMACs,d = Hash(CORE, HC, {NodeList}, Ks,d) is the k-MAC which will be

further processed by intermediate nodes, and used by the destination D to verify the integrity

of RREQ and the validity of the path recorded by {NodeList}. Parameter

CORE = Hash(RREQ, S, D, QNum, Ks,d) (1.6)

serves as a credential of S to assure D that the RREQ is really originated from S and its

immutable fields are integral during the propagation.

Route Request Forwarding

A RREQ received by an intermediate node Ni is processed and further broadcast only if it

has never been seen (the ID of node S and the randomly generated QNum uniquely identify

the current route discovery initialized by S). Because {NodeList} records the nodes that

have been traversed before the RREQ is received at Ni, Ni increases HC by one and appends

the ID of the upstream node Ni#1 into {NodeList}, and updates QMAC as follows

QMACi,d = Hash(QMACi#1,d, HC, {NodeList}, Ki,d) (1.7)

A reverse forwarding entry is also established at Ni, which is used to relay the corresponding

RREP back to source S.

Checking RREQ At Destination D

Figure 1.2 shows the procedure conducted by destination D in order to authenticate the

validity of the path reported by RREQ. Basically, D repeats the computation executed by

each intermediate node traversed by RREQ, which are recorded in field {NodeList}, using

the shared keys maintained by D itself. Obviously, the number of hashing that D needs to

perform equals HC, the number of nodes traversed by the RREQ.

If such a verification is successful, D can be assured that the RREQ was really originated
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from S, each node listed in {NodeList} actually participated in the forwarding of RREQ,

and the distance between S and D is equal to HCs$d.

The route reply initialization, reverse forwarding of route reply and checking RREP at

the source S are basically symmetric to that of RREQ, and as such are omitted for brevity.

Note that AOSR forwards tra"c on a hop-by-hop basis, and each intermediate node relaying

a RREP also establishes the forwarding entry for the requested destination D, which is used

to route succeeding data packets.

1.4.3 Route maintenance

A route error message (RERR) is generated and unicast back to source S if an intermediate

node Ni finds the downstream link of an active route is broken. Before accepting a RERR,

S must make sure that (a) the node generating the RERR belongs to the path for the

destination; and (b) the node reporting link failure should actually be there when it was

reporting the link failure. The process of sending back a RERR from node Ni is similar to

that of originating a route reply from Ni to the source S. Therefore, here we only describe

the main di!erences. A RERR has a format similar to that of a RREP , except the type

identifier RERR and the initialization of CORE, which is calculated as follows

CORE = Hash(RERR, Ni, S, D, RNum, Ki,s) (1.8)

Each intermediate nodes in the reverse path to the source only processes and back-

forwards a RERR received from its successor used for destination D, which ensures that no

node rather than Ni can initialize a RERR, and node Ni is still in the path for D when

reporting the link failure. When source S receives the RERR, it invokes a verification pro-

cedure similar to that of RREP . The only di!erence is the initial value of CORE, which is

calculated by

CORE = Hash(RERR, Ni, S, D, RNum, Ks,i) (1.9)

where rather than Ki,s of node Ni, the pairwise key Ks,i maintained at S is used.
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1.5 Security Analysis

The attacks to an ad hoc network can be classified into external attacks and internal attacks

based on the information acquired by the attackers. External attacks are launched by ma-

licious users who do not have the cryptographic credentials (e.g., the keys required by the

cryptographic algorithms being used) that are needed to participate in the route discovery.

On the other hand, internal attacks are originated by attackers who have broken in legitimate

nodes, and as such have access to cryptographic keys owned by the compromised nodes. As

a result, internal attacks are far more di"cult to detect and not as defensible as external

attacks. For a good description of potential attacks to ad hoc routing, the reader can refer

to [6, 7]. Figure 1.4 depicts the network topology and notation used for our analysis. In the

following, we only consider RREQ because the processing of RREP is symmetric.

In AOSR, a route request RREQ consists of immutable fields RREQ, QNum, S, D, and

mutable fields QMAC, HC and {NodeList}. As to immutable parts, they are protected by

the one-way hash value CORE, which has RREQ, S, D, QNum and Ks,d as the input. No

node can impersonate the initiator S to fabricate RREQ due to the lack of key Ks,d known

only to S and D. Any modification on such fields can be easily detected by destination

D, because the QMAC carried in the RREQ cannot match what D recalculates based on

{NodeList}.

Mutable fields {HC, {NodeList}, QMAC} are modified by intermediate nodes when the

RREQ propagates to D. In AOSR, the authenticity of HC, {NodeList} and QMAC is

guaranteed by integrating HC and {NodeList} into the computation of QMAC, in such

a way that no node can be added into {NodeList} by the downstream node, unless it has

actually forwarded a RREQ; and no node can be maliciously removed from {NodeList},
unless it is not used for routing tra"c for D. For instance, let us assume that attacker A1

attempts to remove node R from {NodeList} and decrease HC by one. When receiving the

RREQ, D recomputes QMAC according to the nodes listed in {NodeList}. Because the

hashing executed by R, i.e., QMACr,d, has been omitted, D cannot have a match with the

received QMAC. The reason is that hashing operation is one-way only, and there is no way

for A1 to reverse the computation of QMACr,d. Another possible attack is for attacker A2
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to insert a non-existent node I into {NodeList} and increase HC by one. To achieve this,

A2 needs to perform one more hashing that requires Ki,d as the input, which is impossible

because Ki,d is only known to I and D. For the same reason, A2 cannot impersonate another

node (Spoofing) and make itself appear on {NodeList}.

Wormhole is a special attack that is notoriously di"cult to detect and defend against.

Wormhole usually consists of two or more nodes working collusively, picking up packets at

one point of the network, tunneling them through a special channel, then releasing them at

another point far away. The goal is to mislead the nodes near the releasing point to believe

that the tunneled packets are transmitted by a nearby node. A demonstrative scenario

of wormhole attacks is shown in Figure 1.5. Wormhole is a big threat to ad hoc routing,

largely because wrong topology information is learnt by the nodes near the releasing point.

As a result, data packets are more likely to be diverted into the tunnel, in which attackers

can conduct varied malicious operations, such as dropping data packets (black-hole attack),

modifying packet contents or performing tra"c analysis, and others.

Wormhole can be further classified based on the type of end nodes forming the tunnel.

For external attackers (without valid keys or certificates), they need to make themselves

invisible due to the lack of required keys to participate in the routing process. Therefore,

what they actually perform is passing packets through the tunnel without any modification.

On the other hand, internal attackers can ”legally” participate in the routing process, and

as such manipulate the intercepted packets with much more possibilities.

The chained k-MAC values computed by all intermediate nodes during the route discovery,

together with the authenticated neighbor information provided by the neighbor maintenance

scheme, enable AOSR to detect wormhole and varied attacks derived from it. As an example,

let us assume that nodes W1 and W2 in Figure 1.4 are two adversaries who have formed a

tunnel Tulw1%w2. First, they can refuse to forward RREQ, but this is not attractive because

this actually excludes them from the route discovery. Second, they can attempt to modify

HC or {NodeList}, but this can be detected when destination D checks the QMAC carried

by RREQ. They can also insert some non-existent nodes, like V1, V2, into {NodeList}, but

this cannot succeed due to the lack of shared keys Kv1,d and Kv2,d.
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Packets tunneled by external attackers can be detected because the MAC address of the

outsider cannot match any ID maintained by the neighbor list at the receiving node near the

releasing point (or does not exist at all). This can be done because a node’s MAC address

cannot be changed, any binding of a MAC address and an ID on the neighbor list has been

authenticated, and the MAC address of a packet is always in clear text. For an instance,

assume again that the nodes W1 and W2 in Figure 1.4 are two external attackers and form

a tunnel Tulw1%w2, and w1 or w2 is tunneling a packet from node 2 to node D. This packet

cannot be accepted because the MAC address shown in the packet (the MAC address of W2)

does not match the MAC address of node 2 maintained by node D (or, there is no neighbor

entry maintained for node 2 at all).

The only variation of wormhole attacks that AOSR cannot detect takes place when the

end node at the releasing point is an internal attacker to the network, and owns all the

required cryptographic keys or certificates. To date, there is still no e!ective way to detect

such kind of wormhole attacks. Though there are other approaches to defending against

wormhole attacks [8], time synchronization must be made available to each node for the

proposed packet leashes to work. On the other hand, binding unalterable MAC address with

nodal identifier is simple to implement and provides almost the same defensive results as

packet leashes.

1.6 Performance Evaluation

We implement AOSR in NS2 [9], which can act as the centralized authority at the network

formation, and provide time synchronization in the course of simulation. Therefore, S-

NIKAP is used to serve the purpose of key establishment amongst mobile nodes. The hash

function (used for the computation of k-MAC) and the digital signing function (used by the

neighbor maintenance scheme) in our simulation are MD5 (128 bits) and RSA (1024 bits),

respectively. In this way, we take into account the cost and delay caused by the cryptographic

operations performed by AOSR, in addition to the overhead incurred by processing control

messages. The simulation parameters are summarized in Table, and used throughout the
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Table 1.2: Simulation Parameters

Parameter Value
Simulator NS2 [9]
Topology 30 nodes, 1000m x 250m field

Node Placement Uniformly distributed
Propagation Model Two-ray propagation

MAC Protocol 802.11 DCF
Transmission Range 250m

Link Bandwidth 2& 106 bits/sec.
Tra"c pattern 15 constant bit rate (CBR) flows with randomly

chosen source and destination, two packets per sec-
ond, and with a payload size of 512 bytes. Each
flow starts randomly within 50 seconds after the
simulation is launched, and the lasting time varies
between 100 ' 200 seconds

Mobility model Random way-point model with Vmin = 0 and Vmax
= 15m/sec.

Simulation Time 300 seconds
# of Trials with random seeds 5

following unless specified otherwise.

Five metrics are used to evaluate the performance of AOSR: (a) packet delivery ratio

(PDR) is the total number of CBR packets received, over the total number of CBR packets

originated, averaged over all nodes in the network; (b) end-to-end packet delay is the average

elapsed time between a CBR packet is passed to the routing layer and that packet is received

at the destination node, averaged over all received packets; (c) route discovery delay is the

average time it takes for the source node to find a route for the requested destination; (d)

normalized routing overhead is the total routing messages originated and forwarded over the

total number of CBR packets received, averaged over all nodes; and (e) average route length

is the average length (hops) of the routes used to forward data packets, averaged over all

routes discovered.

Figures 1.6 and 1.7 demonstrate the performance comparison between AOSR using S-

NIKAP and the ad hoc on-demand distance vector routing protocol AODV [10]. When

there is no attack occurring in the network, the normalized routing overhead of AOSR,

as shown in Figure 1.6 (b), is almost the same as that of AODV. The reason is intuitive,

establishing shared keys using NIKAP does not need the negotiation between nodes, or
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between the nodes and an on-line CA. In our simulation, the key progression interval is

set to five seconds, and in practice, this is adjustable according to the processing power of

mobile nodes, or the given security policy. Because shared keys between nodes need to be

updated at a fixed rate, we expect that the time it takes for AOSR to discover routes should

be longer than that of AODV. Fortunately, as shown in Figure 1.7 (a), the average routing

delay caused by key progression, measured over all nodes, is only 2' 5 milliseconds more

than that of AODV, which is an acceptable increase of 5'12%. This indicates that NIKAP

e"ciently supports the security mechanisms used by the route-discovery process of AOSR

without incurring significant routing delay. The average route length of AOSR is a little

shorter than that of AODV, as shown in Figure 1.7 (c). The reason is that AOSR requires

all route requests to reach the destination, while AODV allows intermediate nodes to reply

to a RREQ if they cache an active route, which may not be the shortest at that moment.

This also explains why the packet delivery delay of AOSR is shorter than that of AODV, as

shown in Figure 1.7 (b).

Figures 1.8 and 1.9 present the simulation results when 30% and 60% of the nodes in the

network are compromised, and fabricate fake route replies to route requests by claiming that

they are zero hop away from the specified destination node, in hope that the querying source

node is willing to send its succeeding data packets to them. After that, a compromised node

simply drops all the data packets received (black-hole attack).

The packet delivery ratio of AODV decreases drastically, as shown in Figure 1.8 (a), given

that most of the packets are sent to the compromised nodes, which discard them silently.

The average route length of AODV is much shorter than when there is no malicious node

in the network, as shown in Figure 1.9 (c). The reason is that a compromised node is

likely to receive and reply to the route requests for the specified destination earlier than the

destination itself, or other nodes having an active route. This also indicates that most of

the successful packets are delivered within one or two hops away from the source.

On the other hand, as shown in Figure 1.8 (a), AOSR is still able to sustain over 62%

packet delivery ratios for all pause time configurations, even when 60% of the nodes are

compromised. This is achieved at the cost of more routing time to find a route, longer
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end-to-end packet delay and higher routing overhead, as shown in Figure 1.9 (a), Figure

1.9 (b), and Figure 1.8 (b), respectively. Lastly, nodes running AOSR cannot be misled by

compromised nodes declaring better reachability for the requested destination1, and as such

are able to find a route to the destination if there is one. Consequently, the average length

of routes discovered by AOSR is longer than that of AODV, as shown in Figure 1.9 (c).

1.7 Related Work And Open Issues

Existing key distribution protocols for wireless networks generally assume the existence of

an on-line centralized authority (CA). To alleviate the risk caused by the single point of

failure, threshold cryptography replaces the CA by a subset of nodes that share and provide

the functionality of the CA contributorily [2]. However, this approach cannot completely

eliminate the reliance on the functioning of an on-line CA, which is still of major interest

to attackers. The alternative using of multiple mobile mini-CAs requires nodes to contact

up to a certain number of mini-CAs before they can obtain the desired keys. Therefore, we

have reason to argue that, in highly dynamic scenarios such as WMNs, the responsiveness

of deploying multiple mini-CAs could be worse than schemes based on a single CA. Key

distribution protocols using ID-based cryptography [11], or the combination of threshold and

ID-based cryptography [12], have the same advantage as SCK because IDs (publishable) are

used to obtain the corresponding public keys of nodes, instead of using a certificate to bind

the ID and its public key. However, on-line CA services must exist for such protocols to

work, which has the same limitations of protocols based on threshold cryptography.

Another approach to key agreement for wireless networks is to combine threshold secret

sharing and probabilistic key sharing [13]. The basic idea is to split the shared secret between

a source-target pair into several pieces, and propagate them towards the target in such a way

that the target node has a high probability to recover the splitted secret based on the secret

pieces it receives. However, the overhead incurred by sending multiple secret pieces towards

each target node can be high due to network dynamics. Moreover, if a required number of

secret pieces do not reach the target, the original secret cannot be recovered.
1AOSR detects the misbehavior of malicious nodes when the verification of RREQ or RREP fails.
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Group key agreement protocols [14] [15] are very di!erent from S-NIKAP and A-NIKAP.

In group key agreement, a shared key needs to be distributed amongst all possible nodes

belonging to a multicast or many-to-many-cast group, while S-NIKAP and A-NIKAP only

consider the key agreement between two nodes. The storage complexity of a system using

group keys is obviously lower than that of a system using pairwise keys. However, in group

communication, the cost of rekeying operation caused by nodes leaving or joining a group,

network partition or merging, can be considerably high. The reason is that, whenever the

group membership changes, a new group key must be reestablished amongst all group mem-

bers, otherwise the subsequent communication within the group becomes insecure due to the

possibility of key divulgence. Another drawback of a system using group keys is that the

compromise of a group key can jeopardize the communication confidentiality of the entire

group, while the compromise of a pairwise key only a!ects the pair of nodes using the shared

key. In practice, whether to use a pairwise key scheme or a group key scheme should be

decided according to the application scenario and the security policy.

Future design of key management schemes needs to carefully consider the unique charac-

teristics of wireless networks, i.e., volatile topology, collision-prone transmission channel and

stringent resources of the wireless nodes. Given that no centralized administration exists, a

practical key management scheme must also be fully distributed and self-organizing. Though

threshold cryptograph based approaches [2] divide the centralized authority into a subset of

the nodes to improve the service availability and fault tolerance, the inherent idea of central

administration limits its applicability to ad hoc networks, and also makes CA-capable nodes

the major interests to malicious attackers. A possible modification to threshold cryptograph

is to allocate each designated mini-CA more than one share of the CA’s secret, such that

the probability of successfully issuing a certificate can be increased [19].

The key pre-distribution (KPD) [18] scheme has been demonstrated to be a promising

approach for symmetric key establishment for wireless scenarios. Given that N is the set

of nodes in the network, each node in N is first pre-loaded a set of keys chosen from a

pre-established key pool. Then any sub-group of nodes Ni ( N can establish a common

key shared amongst them that is unknown to nodes outside Ni. KPD systems have been

believed to be the only practical approach for truly ad-hoc scenarios. The major limitations
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of KPD are that (a) the success of key establishment is probabilistic guaranteed; and (b) the

overhead of key pre-distribution can be expensive. An interesting research topic is how to

achieve the same key establishment results as that of KPD, but with a deterministic success

guarantee.

Signature aggregation [20] is another e!ective approach to reducing the size of certificate

chains by aggregating all certificates in the chains into a single short signature, as such saves

the scarce bandwidth of nodes in WMNs. The basic idea of signature aggregation is that,

given that N distinct messages are signed by N distinct users, it is possible to aggregate the

resulting signatures into a single signature, in such a way that a verifier of the aggregated

signature can be convinced that each user indeed signed its message. It is an interesting

research topic whether such an approach can be utilized for key management for WMNs,

especially in the case of group key establishment, to reduce the overhead incurred by group-

key creation and rekeying.

1.8 Conclusion

We proposed S-NIKAP and A-NIKAP, two key agreement protocols that achieves non-

interactive key establishment and if needed, the succeeding key progression (rekeying process).

NIKAP needs the aid of a centralized authority only at the initial network formation, which

is better than other approaches relying on on-line CA services. Our work using NIKAP for

secure ad hoc routing shows that NIKAP bootstraps key establishment in ad hoc networks

e"ciently, and is promising for other resource-constrained ad hoc scenarios where frequent

and non-interactive key rekeying is desired.
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Figure 1.6: PDR and routing overhead comparisons without attackers



1.8. CONCLUSION 31

0  100 200 300
0.032

0.033

0.034

0.035

0.036

0.037

0.038

Pause time (Sec.)

AODV
AOSR

0  100 200 300
0.015

0.02

0.025

0.03

0.035

0.04

Pause time (Sec.)

AODV
AOSR

0  100 200 300
2.51

2.52

2.53

2.54

2.55

2.56

2.57

2.58

Pause time (Sec.)

AODV
AOSR

(a) Routing delay (Sec.) (b) Packet delay (Sec.) (c) Route length (Hops)
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